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SCIENCE & TECH

DHS: Drug Traffickers Are Spoofing
Border Drones

The homeland security agency, and local law enforcement as well, are
looking to harden its drones against attack, but that comes at a price.
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EDITORS' PICK

Ukraine Is Spoofing Russian

Drones Out Of The Sky

David Hambling Seniar Contributor m

A new type of electronic warfare is bringing Russian drones crashing to

the ground by fooling their guidance systems

Radio-frequency jamming has become ubiquitous in Ukraine as both

sides seek to prevent the other from using drones. Typically two type of
ronic war employed: generating radio noise to interfere with
the control signal, making it impossible to pilot the drone, and blasting
interference on GPS frequencies so the drone’s satellite navigation fails
Now a third technique has been observed: navigation spoofing.
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