B CFIVUTAIA—5 1 2024
EIINCILV7I VU —>3 %

10KFITVIRA> b 2023
OWASP Mobile Top 10

20244 3H6H (K)

—figftEIEAN HAXNY—EIA>tCFa1 U0 ‘
FiiEls <)L T 7R WG L /N5 )? {EZ (BR)SHIFT SECURITY)

\___..-//;f
: ' 1




A¥—NIAVBAR(C B3
FIVIRL D NOFESE




t#:UF4N%®EEHHﬂEﬁWDTM5ﬁIM%g
B 7T — a3 RARECESOTIE
H4ZDHETECICRZMITIESLIWVIDMNSTR0N
B [RIEBCCEFTRTHIFIE] EVWSEiHHMNHNIESNLLY

B AN ZLITETBIOERIDODTELVWEWIMESSL)




OWASP Mobile Top 10 [

SECURITY
ASSOCIATION

B COOWASPHIELR[ X~ NIAY 7 U —Sas IR ENF IvI IR 10EDF Iy
DA > M ERUIEBEDOHTOWASP Mobile Top 10 (5%)

B OWASPHZ#42E93 (5 : OWASP Top 10 %) [Top 10J3)—XD—D
B IRTDAN—NIAS T IV -2  FARENF > THNEEFKEE
@ownse -

OWASP Mobile Top 10

‘ Main | | Adenowisdpermenity ‘: Controin

About this list

In 2015, we performed a survey and intiated a Call for Data submession Globally . This belped us to

analyze and re-cateqorize the OWASP Mobile Top Tén for 2016. So the top ten categinies are now
mare focused on Mobde application rather than Server.
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* Updates to the wiki content; induding cro:

sttt s e BN RS fowasp.org/Top 10/ja/

* A PDF release
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Alaeddine Mesbahi 12:09
M1: Insecure Authentication/Authorization and Access Control

M2: Insecure Communication

M3: Inadequate Supply Chain Security
M4: Inadequate Privacy Controls

M5: Insufficient Input/Qutput Validation
Mé: Security Misconfiguration

M7: Insufficient Cryptography

M8: Insecure Data Storage

M@9: Insufficient Binary Protections
M10: Data Leakage
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The 5 that didn't make the list:
Hardcoded Secrets

B
AR

Insecure Access Control
Path overwrite and Path Traversal
Unprotected Endpoints (Deeplink, Activitity, Service ...)

Unsafe sharing
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Alaeddine Mesbahi 12:09
M1: Insecure Authentication/Authorization and Access Contro

M2: Insecure Communication YBITSAFI—2)RIEBRBEEDZT
M3: Inadequate Supply Chain Security [HS54F7> ha— FORBEERLM] EM3IC

M4: Inadequate Privacy Controls S
“kR A=Y Ly
M5: Insufficient Input/Qutput Validation A=RR EFRRVEGHLTNS

Mé: Security Misconfiguration

M7: Insufficient Cryptography
M8: Insecure Data Storage

M@9: Insufficient Binary Protections
M10: Data Leakage
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The 5 that didn't make the list: —ATI—o Ly bOD/HN—Fa—FKIZ
Hardcoded Secrets CVELEBINTWAKEHYRYITHY

Insecure Access Control CHABNEDED £ o & ELAL
Path overwrite and Path Traversal

Unprotected Endpoints (Deeplink, Activitity, Service ...)
Unsafe sharing
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naruhiko 12:37
Hello, I'm from JSSEC, Japanese smartphone security community.
We discussed how we would update the Mobile Top 10 in 2022. | would like to share that with you.

M1: Improper Platform Usage
M2: Improper Credential Usage
M3: Client Code Quality

M4: Insecure Communication
MS5: Insecure Authentication
Mé: Insufficient Cryptography
M7: Insecure Authorization
M8: Code Tampering

M@: Insecure Data Storage

M10: Extraneous Functionality
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m https://owasp.org/www-project-mobile-top-10/

* M1: Improper Credential Usage Improper Credential Usage& L T
* M2: Inadequate Supply Chain Security . .

o M3: Insecure Authentication/Authorization RV R 2 @120V A Sl v = Eu
e M4: Insufficient Input/Output Validation

5: Insecure Communication |:75§T0p10)1ﬁﬁ %ﬁ"[%
M6: Inadequate Privacy Controls

e M7: Insufficient Binary Protections

e M8: Security Misconfiguration

o MS: Insecure Data Storage

e M10: Insufficient Cryptography

Comparison between 2016 and 2024

M1: improper Platform Usage |M1: Improper Credential Usage
M2: Insecure Data Storage M2: Inadequate Supply Chain Security
M3: insecure Communication |M3: Insecure Authentication / Authorization Merged M4&M6 to M3

M4: Insecure Authentication M4: Insufficient Input/Output Validation | New

MS5: Insufficient Cryptography | M5: Insecure Communication ~ Moved from M3 to M5
M6: Insecure Authorization M#6: Inadequate Privacy Controls New

M7: Client Code Quality M7: Insufficient Binary Protections Merged MB&MS to M7
M8: Code Tampering M8: Security Misconfiguration Rewording [M10]

M9: Reverse Engineering M3: Insecure Data Storage | Moved from M2 to M9
M10: Extraneous Functionality |M10: Insufficient Cryptography Moved from M5 to M10
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Comparison between 2016 and 2024
Comparison Between 2016-2024

M1: Improper Platform Usage |M1: Improper Credential Usage
M2: Insecure Data Storage M2: Inadequate Supply Chain Security
M3: Insecure Communication |M3: Insecure Authentication / Authorization
M4: Insecure Authentication M4: Insufficient Input/Output Validation
M5: Insufficient Cryptography | M5: Insecure Communication

Mé: Insecure Authorization M6: Inadequate Privacy Controls

M7: Client Code Quality M7: Insufficient Binary Protections
M8: Code Tampering M8: Security Misconfiguration
M9: Reverse Engineering MS: Insecure Data Storage

M10: Extraneous Functionality |M10: Insufficient Cryptography
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