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IEC62443-4-2 check sheet
Target:
classification: T”H/W TS/W Tcloud system “component

NoTtHaUTA4FSIEID
- T NBRZFT VI —hIEE

Identify and authenticate all uzers (humans, software processes

SL1 and devices) by mechanisms that protect against casual or MELFZELLLGRENLFET 74208 r : h— T ‘E
comoidentat access by unguthenticated entities / J J LN 1

Igentify and authenticate all users (humans. software processes

[

- ) . = g AP — b —
St 2 and devices) by machanisms that protect against intentional LE28, BREFS—rz3 O 0) t # J— I) 7—4 1# 5 @ *E ﬁ-l— “
unauthenticated access by entities using simple means with low BENEFEY>ZL20oRER
resourcas, generic skilts and low motivation
Identify uru‘d'wlhmnrsab:u all users (humans. software processes
st 3 and devices) by mechanisms that protect against intentional BEELZES, IACSERGORF I, RBOAHIEBEDN
unauthenticated access by entities using sophisticated means with |EFET 72008 (RETER)
moderate resources, IACS specific skilts gnd moderate motivation
Identify and suthenticate sll uzers (humans, sofltware processes
LA and devices) by mechanisms that protect against intentional FRBGRRZIACSEHOZRF L, BBOHLBH
. unguthenticated access by entities using sophisticated means with |G FIT 7R H RN

uxtended rasources, |ACS specific &

ills and high motivation

Frvio—hIEITS

&L-C2 CR1.1(1
5L-C3 CA 11{1(2) -
&L.Ca CR L.1{2)2) ]
ne [Ed ¢ xRS ETLPE
Human user identitication and authentication

Security Level D R #E

C oners shal wice the capability to identify

o IEC

>
and authenticate s human users BLCoCoin
62443-3-3 SR 1.1 on ol inte

faces copablé of human

user ac s. This copakesty shall #nferce such

wontit)

an and authantication on all intarfaces

CR11

that provide humars utér 3 0 the componsnt ta

e

curity policies and

support segregation of dutie L I+ 4t

1 priviiegs in

accordance with appiicatie RAME

protedures, This capabilsty moy be

bty the compooent or by integration %o o syatem

el Wentitication and suthastication gystem
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NATIONAL
CYBERSECURITY
STRATEGY

THE WHITE HOUSE

. - WASHINGTON
MARCH 2023

STRATEGIC OBJECTIVE 3.2: DRIVE THE DEVELOPMENT OF
SECURE IOT DEVICES

ZDFER . KEIXU.S. Cyber Trust Mark T AT 5 L%E2024F8 B RIZEIE . (NISTOSRYU G HARSAAKKL) |
=, > H7R—JL (Cybersecurity Labelling Scheme) . ZE[E (PSTIiZ) . EU(CRAGR) [TDWZWTHT AT S LERH,
I BB ZREFICmE T TEMEER EH 5 (https://www.newton-consulting.co.ip/itilnavi/flash/202410 06.html)
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NATIONAL
CYBERSECURITY
STRATEGY

THE WHITE HOUSE

WASHINGTON
MARCH 2023

STRATEGIC OBJECTIVE 4.1: SECURE THE TECHNICAL
FOUNDATION OF THE INTERNET

STRATEGIC OBJECTIVE 4.5: SUPPORT DEVELOPMENT OF A
DIGITAL IDENTITY ECOSYSTEM
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