Android 7 UDtF+17:%;
X1 731—-F1>0H1 R

2016 £ 9 A 1 IR

—EHEIEABRRAI— I A 2 F21UF 1 & (JSSEC)

t¥a1F71-F1 2000V

XEEHEES: JSSEC-TECA-SC-GD20160901B



A4 ROABFHRERROEOTT. Y2 TILO— REFERTIIBERF>TORCHESNUHTEFREZE,

JISSEC R5TNCHMERFRE(. COHA RXB(CHIT DLW RDIEAEEIEDTEHDEFEA. ETFECEECTTERLZS.

Android™(d. Google, Inc. DFEIZEZ(IBIREIETT ., F£fo. ANEB(CERITI3a04%8. HREE. H-EX&E. —MRICRLOEREE

FRIFEIRTIT . AXFTIE®. TM. © ¥X—J[FHHELTLFEEA.

CDXEDRBED—EBIL. Google, Inc. iMERK. L TR I FIVER—I(CERUEEDT, JUI AT+ T - JEADER 3.0

SAEURICTRHORE(CH> THERALTLET,




rerommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

Android 77V DX 7HEt - Xa7a—TFT42THAF
[(R—%hR]
2016 £9 A1 H
— R FEANBARRY— I+ F ) T415E
tXa7a—T4F5 =T

=\
§2

Android 77 DX a7 R et X A T a—T A T AR e 1
L b= N 5 ) PPN 11
1.1, RAR—hI40FRIDU TR EDIIR A (o 11
1.2, BITR—=BRRTHA L) —TETA—RINUT% e 12
L R = F ) == USRS SORPPR 13
1.4. 2016 F 2 A 1 BRSO ET IE R T DU N T ittt e e et e e e e e e e e e e s e e eseeeeaaaees 14
P s B 2 &=—30) L - AR O O UURRR 15
P I L= B o 15
2.2, HUTILA—R IL=ILT YT TRINDRAB Lot 16
P TR 5 B =375 I S s TR 18
2.4. Android EX a7 a—T A BB E DA oo 19
2.5. 2T )La—F® Android Studio ~NOBRYIAFFTFNE ..eeeeiiieeee e 20
TR sk - i o o e B Ry A F - 2 - 31 - SO SPPPRR 33
L I Vo e [ 201 Te A 1 B e L o OO U RU RSP 33
3. 2. AT B R T B e e e e e e e e e aaraes 45
- ety m D o = - RSSO 47
B0, ACHVILY ZAVED  FUEIT B oo e e e e e e e e e e et e es e eeee e s e ereneee e 47
4.2, BroadCast B ST B 1B E T D uuuururrrurirrriiiiiieriirtrrr e ——————————————————————————ttatttt———————————————————n—n————_. 91
4.3, Content Provider ZE D FlU T B cooei ittt a e e e e 121
O N Y AV ol R 12 S YRR 169
S O ] N1 3R [ o Y 210
T T 1 & BT 228
4.7. Browsable INteNt ZF BT B uuuureiiiee e e et e e e e e et e e e e e e e e e e e e e e e e e e e e nrrarraaaaaaaaaanas 255
v T W Yo [ @ U b m K i T I 2~ PSPPI 258
e I L NV T - L OO SRRRT 270
4.10.  NOUIfICAtION Z E AT B cooeieiiiiieee et e e e e e e e e e e e e e e e e e e eaaa b e e e eeaeeeeeesanraaneeeaaaeeaaanns 282
ST o e ) e s - =17 )Y - 293
ST A Ly B N N 11 = - RO 293
5.2. Permission & ProteCtion LEVEI......icuuuiiiiuii ettt e e e e e e e e et e e e e e e e e e e eanaeeeaaeees 308
5.3. Account Manager [T B 7 A RE BT B cooii e 340
R T o B I W T g 1> 358
ST E A I+ < b /G TSRS 384
S T = 2= 5 it )= < SRS 415

All rights reserved © Japan Smartphone Security Association. AY—FI4A0ZFZZDLTHAE RS EEA~ 1



SECURITY

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

I = & - kI S PP PPPPTPPPR 444

6. EHLL\ERE

(0 DR O 1o o Yo Uge I Y b = s By e S 455

2 All rights reserved © Japan Smartphone Security Association. AI—FI7407RDLTHIRE RS HEEA~



““lﬁmmm Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 2016 4£9 A 1 AR
rerommmon  http://www jssec.org/dl/android_securecoding.pdf

BHERE

B {t HETAE
2012-06-01 | #IhR
2012-11-01 |+ TiEDBER-REZREULTEHLEL
e 4.1 Activity 25 -FIRT 3
e 4.2 Broadcast #2595 %2159 %
» 4.3 Content Provider #%-FIHJ 5
e 4.4 Service #E5-FAT S
e 5.2 Permission & Protection Level
« TROFHLLIEEZEMBRLEL:
e 2.5 27 )La—K® Android Studio ~DEYAAFIE
* 3.1 Android 77D t¥a)T4«
* 4.7 Browsable Intent #F|FHT 5
e 5.3 Account Manager [Z¥ B 7HhO U EEMNT 5
* 6.1 Clipboard hoI&$RiRE T HEMR M
2013-04-01 |+ TEHEOIEEFOAREZRELEZTELELL:
e 5.3 Account Manager IZ¥ B 7AhO U EEMNT S
« TROFHLLIEEZEMBRLEL:
e 4.8 logCaticasHHhT S
e 5. 4HTTPS CBIETHS
e 4.9 WebView Z{#5
2014-07-01 |+ TEOHFLLESZEMBLEL:
e 5.5 TSAN—EREHRS
« 5.6 BEEENZFATS
2015-06-01 |+ TROAHTARELAKOANREZRELEZTELFELE:
o  BARIRBDOZE(Eclipse -> Android Studio)
* Android &#hR Lollipop ~®*t5ix
o XY S APl Level DREL(8 LIBE -> 15 LIE)
2016-02-01 |+ TEOFHLLESZEMBLEL:
e 4.10 Notification RT3
o 5.7 1ERGREIEREEFIAT S
s THROER-NAREZRELILFEBRLEL:
e 5.2 Permission & Protection Level
2016-09-01 |+ TEEDER-NEZRELILTHLEL:
e 2.5 27 )La—K® Android Studio ~DEYAHFIE
e G5.4HTTPS TRIETS
5.6 BEHEIiZFATS
o HIROABIZHY, EHRMOOTEWVCER -JAVMETICKAIRORNETEEHLEL

All rights reserved © Japan Smartphone Security Association. AY—FI4A0ZFZZDLTHAE RS EEA~ 3



m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 2016 4£9 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

WF/Em
— i EEABARRT— I+ X T4 E
Hitt#s 7IIVr—2av0—x%05 5 W0 —7 wXava—T400 0L —7

|)—5— I YZ—T ORI —=0T7 T ) r—Lav AKX et
A IN— AR ORUA Android ¥ 21T (%}

KA &= B =4t SRA

B Abst B =1t SRA

B e IX-TA- T4 VIO THA R4

iy FH Vo—BkA et

T ¥ YT INRYNT =TT ) r—ar kA &4t
K& = YT ONFRYNT =TT ) r—ar kA st
IKE V=T OANIRINT =TT ) r—ay Ak AR
ATT < YZ—TORNFINI =0T T ) r—Lav XA et
E% %A SIS Ry T2 o
A0 E SIS Ry T2 o

dnE Ktk BRI AT LK S
(BERBRE. AR +TFIR

4 All rights reserved © Japan Smartphone Security Association. AI—FI7407RDLTHIRE RS HEEA~



rerommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| JSJ:::RNTPHONE Android 77°'J 0)"2#17%Q§+ " 't'$17:|_7_:’f:/7«jj"f N

2016 €9 A 1 BiR

WM2016 42 A 1 BiR&MEER

wmit B

ZE ERE

B #E. 2X xR

KA i

KE &

Rk ¥.FB BF. X8 =E.
B R E EF.EN RRE
it 558

SR IEFA

5% ®A.4A40 &

IJ_/;‘_
Y—TFT ORI T—=oT7 T ) r—ar XA &t

A IN—
Android £¥a)74EB
¥ =4t SRA
IX-TA T4 VI T7HAEH
VRAVRTLXERESH
YZ—TORNRYND =TT ) r—2a 0 ARt

JYo—FNAJLAZI ==L ALt
IR HEIN LT et
AAY IRz T7 XS4t

BEERE. 122 +FIR)

All rights reserved © Japan Smartphone Security Association.

AY—FI4A0ZFZZDLTHAE RS EEA~

5



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

WM20154 6 A 1 BiR&M/EER

IJ_/;‘_
wmi B YT ONFRYNT =TT ) r—ar kA &4t
A IN—
EX ®ER ¥ =4t SRA
HH #i IX-TA4- T4 VI 7R
KXE & VAAVATLREREH
Tk BRI R AN RRE YT ONFYNT =TT ) r—as kA &4t
FIR IE5h VIR HENA LK S
5% %A.A/Q & AXV I THAEH
JEN B AAR1= A1
AHE % BREHITA—ILNITH/))21—23av X
ST BR AR DA% B, BMAKHITV)TUM—EXR

S BE.HAE EAR FFE,
BE B2 BB BR . K
BEBEFRE. T2 ETEIR)

6 All rights reserved © Japan Smartphone Security Association. AI—FI7407RDLTHIRE RS HEEA~



rerommmon  http://www jssec.org/dl/android_securecoding.pdf

““l sumtenone  Android 7Y DEXaTEE X 2T I—T AT AAF 2016 £ 9 A 1 AR

W2014 47 A1 BiR&/EER

IJ_/;‘_

NI YZ—TOANRYNT—oT7 T ) r—ar ARt
A N—

BEE B EX &R ¥ =%t SRA

R #ie IX-TA T4 VI T7HAEH

T WA, IR BT KDDI #kxX &%t

XE & VRAVRTLXERESH

T OB FE WDF.ORL KRE BF. V=—TIIRINT—OTTI)r—a o XA

FiE R#

FIR IE5h YIRNUDENA LIS

E%H% ®EF.#/0 & AV IR TR S

&k 85 BRSO AT LN R XLt

JGEN B AARI= KA EH

AHEE % MAKHI+—<INDE-TH/-)1)a—230 K

BEERE. 122 +FIR)

All rights reserved © Japan Smartphone Security Association. AY—FI4A0ZFZZDLTHAE RS EEA~ 7



amvenone Android 7Y DEF 17 HE - XA TIA—TAV T HAR 2016 ££ 9 B 1 BR

SECURITY

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

KE 1

;A
xH
Bl
miE
#0

WM20134% 4 A1 BRH/EER
IJ_/;‘_

%

Y—TFT ORI T—=oT7 T ) r—ar XA &t

A IN—

EE.RAN B2
BEX.KA EBHX.RE 5.
FE.M BAE LLE B—.
&R AEL 2R R,
®.E5E M

2

e
Hth
IEH#, BES #E.FHE *=

i}

Bt kA 8B

. Rk .8 ZENKRE H.
AR RE AR ORE.

&R, WE =

&=

JGEN B
HEE X

Android %1718
%X &4t SRA

NRI ¥ 770/00 -4t
IX-TA4- T4 VI 7HhAEH

KDDI #kxX &%t

—#g#tHix A JPCERT a—F a4 r—avtr 48—
(JPCERT/CQ)

VAAVATLREREH

M tEX1T7RANA-TH/00—

V=T ORNRYNT =TT ) r—2 a0 A &4t

AAVIRYI TR S
BAa= XK £t
B I+r—<ILNOhTH /) )a—30 K

BEERE. 122 +FIR)

8

All rights reserved © Japan Smartphone Security Association.

AX—FI42ZRDLTHRAEEXSHEA



SECURITY

l|||| JSJ:::RNTPHONE Android 77°'J 0)"2#17%Q§+ " 't'$17:|_7_:’f:/7«jj"f N

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

2016 €9 A 1 BiR

VNI

£k
PN
]|
(S
N=
HH
S
/NS

KE
xH
&
g
L F]
#0
Hotl
|

W2012 411 A1 Bh&EMEEN

%

BE. F0
BEKF
RE. b
AhaEk. EA
MEFT, HiE
7%

e

I, A

BAE
E. BE#E
IERI. kb3 B—.
KE.KH BE—-
0

,\I:Es)am 5 E
;]

=EDRE BRI OB
R, ik A, Aft RE.
—XR. &Nl &R

E.BH ®A. A A
PEER

IEH. & IR

JGEN B
HEE X

R

st

IJ_/;‘_

Y—TFT ORI T—=oT7 T ) r—ar XA &t

A IN—

Android %1718
%X &4t SRA

IX-FA T4 VI T7HAEH

KDDI #kxX &%t

— it H& A JPCERT a—FT«4%—>avtr 44—
(JPCERT/CC)

VAAVATLREREH

V=T ORNRYNT =TT ) r—2 a0 A &4t

AV I TR R
—MREFEANBERF ST — LG
BAL AT LREFEKRASH

BAa=I XK £t
B I+r—<ILNOhTH /) )a—30 K
AZTF7 TRk &4t

BERERE. 122 +FIE)

All rights reserved © Japan Smartphone Security Association.

AY—FI4A0ZFZZDLTHAE RS EEA~ 9



JAPAN

SMARTPHONE Android 77')0)"2#17%&%‘[’"t'$17:|_7_:’f:/7«jj"f F‘

SECURITY
ASSOCIATION

http://www jssec.org/dl/android_securecoding.pdf

2016 €9 A 1 BiR

WM2012 46 A 1 BR&MEER

wmit B

£k
KA
HHF
FH
AR

KE
HA
|A
Tk
ko)
#0
£k
AR B

BE
Bx.kE
i
HeEA
IE#H, BEA

B— 2K =R

WwE.FH F=

ok

. A H
B’Z__
82
g M BRI R ER AR,
RE.WE —X

E.BH ®A. A A

85

IEFM

153

JGEN B
HEEH X

R

et

U__gt_

Y—TFT ORI T—=oT7 T ) r—ar XA &t

A IN—

Android ¥l 7458

¥ &%t SRA

IX-TA4- T4 V70T

J)—t#A=t

—#g#tHix A JPCERT a—F a4 r—avtr 48—
(JPCERT/CC)

VAAVRTFLXEESH

BRXEH AT LNYIR, FAIXS—
BRAXEHEX1T7RIA-FH/00—
YZ—TOANRYNT—oT7 T ) r—a0 XKLt

AT 7 MR R4

BRSO AT LN RSt
NS S Eriut - 3 -2 3

BARI= %A &4t
MAXLSHITF—<ILNYrTH/-Y1)a—230 R
A=TTVIRKR &

BERERE. 122 +FIE)

10

All rights reserved © Japan Smartphone Security Association.

AX—FI42ZRDLTHRAEEXSHEA



rommmon  http://www jssec.org/dl/android_securecoding.pdf

1. [ICHIC

| 1.1. RR—hIAVERDLTHALER S~

““l sumtenone  Android 7Y DEXaTEE X 2T I—T AT AAF 2016 £ 9 A 1 AR

AHARIE Android 75— av B EBEBITOEXATERE ., X2 T7a—T10 T D/ 9EFEDT= Tips
£ TY, TESFIT LD Android 77 r—2avRAFEFEITSERALTOZE KAWL, Z2ITARLVLET,

G AY—bIFUTGIERIERLTEY ., SHICTOBNIETENYTT  AX— I+ TGO 2L KT ZTE
EHET TV r—2avBICEoTH0ENTVEY, ERDEFEE T X2 TR L TRIATEG D
S IEISFLEFTEREDEELGRENRT— I+ T T r—aVCIEBREh, ERDEFEETIEIERT
ERNSTBREEELT T I r—a BRI I+ OB AEFIEFILTTVET,

AR—bIAo DT TV r—2av REBIZEENHEDEENELTOET . EDIEFTEF TEHONLHEE
NftX ) TA4HMICEOT, LX) TAITOVTHFYERRE TICHARLI-T TV r—2ar THo>THHERN
ZEUNRENTVELZ, AX—F T4V TREMBDERY  EFEEDEEZLGEEELNT TV r—LaVRARE(C
FREN TS, 7TV —2avAREN X ) T(ZBBLTRE . a—T o7 2LGITNIE AY—F T4
VHIREDEANERNFELEY . HEORETHIEFEFEHRREZIILVITITERASA Y EVNOHEENEL
E S

Android R¥—k7#4 (L iPhone [CLERBE TV r—2aVAFEBED X1 TAADEEN LY ZIKRHLNFE
9, iPhone [ZEE R Android RX—h 742 &7 T r—a v AR EICHABRSN - EHEIEHEEN 2 <. App Store
2t~ Google Play (I8 Android Market) (FEBETT7 IV —arv BNlRTESLRE ., 7IT)r—avnt+
A)TADFEFLEEMIT TV —2 a3V EAREBIZESINTNSZHTT,

AT—h, I+ BN AL KIZELLEWD. BAEABOY I Iz 7HMTEN—KIZAT— I+ T7 T r— 3
FEHBITHENRAATETEY . A=, I+ EDOEX 1) T2 EZEL-XT7HE. EXa7a—T4205 D/
ONOER ., HERRFEE L THET,

CD&SHERRERFER. —BUFEANBARRY—, I+ X2 TAHBRE X2 T7a—T12 T I V—T %3S
LEIF. Android 77U —a> DEFxa7EE. EXa7a—TA4o T D/ 9N IEED T, DT EHIEITNLE
Lfzo ZRDCDHAFXETT , <D Android 7T r—2av AR F X THRE, X2 T73—T12 7D/
NYEHOTWEE, 75— aV BRISEN LTI ET, g —REn 5 %<D Android 77
Jr—23r DX T1EEHHELEH>TVET ZOHRRE. RiD . REHAI—F I+ R IKYIZTE#KLT-
WEEZTWETS,

All rights reserved © Japan Smartphone Security Association. AY—FI4A0ZFZZDLTHAE RS EEA~ 1



rerommmon  http://www jssec.org/dl/android_securecoding.pdf

““l sumtenone  Android 7Y DEXaTEE X 2T I—T AT AAF 2016 £ 9 A 1 AR

1.2. BITR—=BIRTRA L) —ET4—K/1\wo%

Fat=b JSSEC £HFa7a—TAvT I N—TREIDHARXEDARIZDNT, TEDLEITEEVALGNESTIHA
FTEYETH. ZDELSEZRIETDLDTEHBYEE A FA=BERAL)—IZ/\IZRFRALAFLTIKIE
NE—EEZ BN DZEORRTELVWERDONAILETESLITRE - AL, FEVLAHBNIET—F /v
ZIREVTEICELVMERICEHL. FALY—ITRET DEI0MTE. WHPEIEITA—FREVNSITTO—F&L
STWET, COT7TA—FIEIDHARXEETHAL12KZLD Android 7TV r—avBREDAHEIEIC
EOTHERTHALMLIFELTVETS,

COHARXZEES T I A—ROREFRIFEWVLDTHLTE URL S AFTEET,
® http://www.jssec.org/dl/android_securecoding.pdf HAKXE

® http://www.jssec.org/dl/android_securecoding.zip H>FI)La—F—=

12 All rights reserved © Japan Smartphone Security Association. BICR—ERTCHAL)—ET1—F /5%


http://www.jssec.org/dl/android_securecoding.pdf
http://www.jssec.org/dl/android_securecoding.zip

““l sumtenone  Android 7Y DEXaTEE X 2T I—T AT AAF 2016 £ 9 A 1 AR

rommmon  http://www jssec.org/dl/android_securecoding.pdf

Ilj.KI%@ﬂﬁﬂ%

COAMRXEDZFIAICELTIEIRD 2 DOFEFHEICRABEWZBMENTEVET,

1. COHARXEIZFEEVNEENTOSAIREMAHYFET . CESDEFEDLETIFALESLY,

2. ZOHARXZIZEENDIMEWVERDITIGEICIE., FREREETTA—ILIZTITERLIIESLY, 12ZLER
EIHEPBEZEHNRT HEDTREBYFEADTI TEIZSL,

— R EEAN BARARY—bI+o X2 ToHs

TXaT7I—T1TTIN—TRENEDE

A—JLBESE:  jssec—securecoding-ga@googlegroups.com

#2 [AAVREE]Android 77 DX a7 X2 T73—T40JH4(F 2016 £9 A 1 AR
AR KLZ(EE)/MERUEE) ERE E-maill(EE)/ CERWA)/ TDMIHEUEE)

All rights reserved © Japan Smartphone Security Association. AXEDFIREE 13


mailto:jssec-securecoding-qa@googlegroups.com

SECURITY

“l oo Android 77U DEF 1T RE X 1T I—T AT HAR

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

2016 €9 A 1 BiR

1.4. 2016 2 A 1 HlRALDETIERFEIZDT

AETIE, BIRDEF IOV TEREREBOLEDE A ETHHALATEFRZ—EICLTHHRELTVEYS . &

FTIEREEIX. MEB(CIHMBMTRERR 1T TS

HBEDARDEELGIHERHELERY ANTZEDTYT 45

(20 W=D =CHEREIE. RBETIRE LY ERICEILI-AARELTEBVREREZRA-OORLEELIELGLoTL

ij—o

ARZETIZT T r—a AR EED TNV HRE L LTOTEREF—BEITHICBZEBELTWEEET K56
WWVLES . BH. CCTHITAEBICIK. SRIEDEIE. EEDEM. BROEE., BRHRBVLOREFEHF

A

AAARIZHT BAAVME, SEREBREICEFELZENFT LOIEBLLBRELNLET

MTERE—E

2016 £ 2 A 1 BIROEEERT

ARETHRDETIEREE

FIEDEFE

2.5 27 )La—K® Android
Studio ~MEYAHFIIE

2.5 427 )La—Kd Andro
id Studio ~DEYAHFIE

Android Studio 2.1.2 . Android 6.0(API
23 L-FIBIZEHFLEL=.

5.4.1.2. HTTPS &IET S

5.4.1.2 HTTPS ®1E9 %

HY—N—FIEAEDREDEREL T, #Eik
H—/I\—DHRALEE SAN D—HABETH
SEZTBRELEL,

5.4.1.2. HTTPS &IET S

5.4.1.2 HTTPS ®1E9 %

HT)La—RTIE SSLv3 ZRAV-EEAEH
BEINTWSO . Yo TILa—REFIRAT S
BROEEREERLEL,

(8z&75L) 5.4.3.4 HTTP YOI RrAY | HTTP UV I AT EHRET IEDIER
FERETIRDIER #ERELEL,

(8z&75L) 5.4.3.5 EXZUJ kB | EVZV Ik ORI EEETIRDEER
FBEDEFE R EREH #BiRELFEL,

(8z&75L) 5.4.3.6 Google Play B% | Provider Installer ZF|FL7= OpenSSL Dif
FEH—EXZFALZ Open | BEXKICOWTERLEL -,
SSL DifegE M *t R

(8z&75L) 5.6.3.5 Google Play BA% | Provider Installer % #| i L = Security
FHH—E R[Z&B Security P | Provider e Mt EIZDINTEELEL
rovider D HfEF5 14 %I %K f=o

12 Al rights reserved © Japan Smartphone Security Association. 2016 &£ 2 A 1 BIRASOETER BT




m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 2016 4£9 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

l 2.1. BISEILTERN

X2 TIA—TAVTROAARXEEISSWSa—T AT IEBHBN, EOSIDKSICa—T 10T T REIEL
AR TEBBINAZENZLVDTTN., COLSLEEBRIET TIZO—FT oSNz —Ra—RELE2—F5LE
[CIFEEIDORE. CNMBRARENI—T1o T LESEWSEEIZE EDRBEBEFHALZLIL DM HYIZLIEL
SHEELRHYFET

COHARXETIH ARENNVFAMELEISIELTVEMN ? EVSFAREITXANMIEBEBL, AREI TR
[CLEHLEUYONREERET DAEHELO>TVET, =&AL Activity 455 - FIRT 5 10ISQLite ZE51&
WOREENTITHAMEREMILICRFERELTVEY,

MEEIVTIAMNIEDOETREERARE TS LKLY FAREBRDEGREEZER DT FHITTCRILD
FIRBHEZEZTVETS,

All rights reserved © Japan Smartphone Security Association. FIREITXXF 15



“l Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

rerommmon  http://www jssec.org/dl/android_securecoding.pdf

2.2. YT )La—K IIL—ILTvH. TR XL

FNEFNDEEEFYUTILA—L IL—IVTVI. FERURRD 3 2OEILaVTHEENTWET . BEEDAH
FHUTINaA—REL—ILTvoETELLLZIN, HAEERIATMREG/N\I—VICELELAAZRARICLTHYET,
Yo TINa—RoavE—ILTvoe avICRESHBWNRBERELDAIETRN\D AR EIEZE0LY, @5
BEOBRAEZERFATE-ODEEMHERHLTHYET,

BE.HUTINaA—FBIVREEORRIIERNALZERALUEY Android 4.0.3(API Level 15)LIEEXTRIZLT
LVET , Android 4.0.3(API Level 15)&YRTID/N—2av 2B W TIXEMERERZLTEST . dERELTHEMN LY
BEEHYETOTITEESEN, T MEHERND/N—230 THHTEH, AR R TEHEECHERD L.
CBEOEFEOLETIHALLESLY,

2.2.1. o7 )La—Fk

BT a—FEI2aV TR, EDREAT Y ETIREEFIVTIANMIE VW TERNLEEFARELD YT IL
O—FERBELTVET  BRONI—U B IGEERFTDORERELETNTNDONG—DOHY T ILa—FEAE
LTWET . BRIV TR ERSZLATTEY, EXa )T EBRB I RERAUNERXHTIRAUN: 75
BSAEHFESTREL. TOBEFEEES N ITHGTHY T ILA—FIZHIRRAUb Nk [ EERBELIAVLT
BREELTVET . —DDRAVIAY T I a—F L TRERERICHIET DI5ENHEHZEITTIRELZEN, 2D
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URL [ZABALTULVET , Apache License, Version 2.0 TABKLTWET DT, BRHIZH YT I)ILa—KZEaE—&R
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Y27 )La—FRIZFH A9 % Projects/keystore 771 JLIXAPK EZ DR ERESAIEXF—ARNT 774 T,
INAT—KI(Elandroid 1T, B#REZRDO YT ILO—F%E APK EA T BEICTFIALZILY,

T\VT RIZF—XLT7I74)L debug.keystore ZREL TLVHD T, Android Studio TRHET 515E (L. Andr
oid Studio OERDTODIIRTHRELTHE, BHBRERD YU TILA—FOEMERERICERNTY , £ &
D APK MSAHH T ILa—RIZHENT, & APK D EEEMEEFERT 511X, & 4 D AndroidManifest.
xml @ android:debuggable DEREEFEHEDIVLEMNHYFET . Android Studio m5 APK 24 RAb—ILT
AiGE, BARMIZERENETNILBEMIZ android:debuggable="true”([ZHYET,
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2.2.2. L—ILTvy

=TVt oarTlE. ZTORENT—ILETIRREEFE I TFAMIBVT, EFX )T BEANLTFIREI
—LPEEBEFBEHLTCVET  L—ILITVIEI a3V DBEBICIEZFDEI a0 THROTWSIL—ILERER
T—ERRL. (DB IFETHRIOLALDFELTOET  L—ILIZIXEEXFEBEXD 2 BELAHYE
TOT. HEDEEXIEMOLLEECZD ) HEDBEXIEMOoIF50 &0 ) MBEDBEEXIFM o528,
HREDBEXIMOSHENEININIEVSFLARLETRELTVET  $5AAZDOLRILS FITHEED EH
[CEDEDTT DT, SEEELLTHEURLIZSLY,

oI aA—KREoavIBHEINTWA YU T ILa—RIEIhoD)L—)LOEEFEARMEINF-EL0D EE->TULY
FIMN, FOFHLVGRBIZIIL—ILIT VoI aVICRBEINTWET ,, T, Yo T ILa—KEoi 3> TlEE->TWL
BUWNL—LREEEIEICODVTHIL—ILTvoEo2a30 TlEE->TWVET,

2.2.3. TENRVRE

TRENDRMI23 TR ZORENT—IETIEFEE I TIFRAMIBVT Yo T )La—FEoso30PiL—
WITvotIoav TRATELGN > LOALERZETAFHEICOVWTEHLTVET . TDRENT—YLETD
R&EEIVTIRANMIEDOHS, A5 LKEEEREC Android OS DRFRICEIT Z5EERE . YT ILa—Ktsiay
WIL—IWTvIE02a0 DABTRRTEGN S>-ERREDRRAEZEREFATHLODEERMBELTRILT
BIEMNTEET,

REBEDALIAITEICSZICTT , BEBEDZLE. Android DFEELZ X1 T/ DEEICDOVWTECEET S
ZELYE. HBHREED Android £X ) T DHBBEF ST BFRICHDREH Android 7TV r—avxEAE
AWEETEIENRODONET , — A, EX 2 TAREFANEELT IV —2303HBYET . COLSHBT7T T r—
2avOREFEEE Android DEF ) TAICDOVWTHECEEELTVWIRELHYFET

COFSICRE—FERORAREE L LX) T ERORREDOEAEXIET H-OIC. COAIFXEDTRTD
BRIV TINI—R IIL—IWTVI  TRNORLD 3 DOEIIVIZRIFTTERBLTOET . T ILa—KEL
— I Voo avE 505 TEMLIZITNIE, ChZELTEIFIERETT KIEW>=—BIETESRBNENT
HY. ATRELERYY—Ra—FDIE—&QR—AFCEBMNICREREI—T 1IN TELHIEEFH>TUVET, 7R/
AhEOaV FTCAGEEIXIOVSBENH T, SOWNIBZAFETHELWNIEWNST-EZ SO DI HEMNEL
ThY. AREBELSFIWMYBATOSERNDT IV r— a3 TRELEF1TERE. EXa73—T1UJ &R TED
ZEFBELTUVET,
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CDHARXEE—HRED Android 7TV 75— avBAREBICWHER X2 T4 Tips #EHHEEBMELTNVE
o ZD=HEIZTT— Y TERMSIND Android 7TV —2 3> ORAEIZHTH X2 T4 Tips(FRDI 7T
DEF1)TAN)NELRRI—TEL>TVET,

APPLICATIONS

7T)D
Contacts Phone Browser t#‘l IJ 7__4

APPLICATION FRAMEWORK \

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification
Package Manager Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media SQLite Core Libraries
Framework

LU
i R 0D
BRVircaa
OpenGL | ES FreeType WebKit Machine > t# al ) 7_- A

SGL SSL libe

LINUX KERNEL

Displa Flash Memory Binder (IPC)
Drﬁ/ez Camera Driver Driver Driver

Audio Power
Keypad Driver WiFi Driver Drivers Management

2.3-1

Android OS @ L F D Android ik EEICET 5 X 1T (LRDMHRDEF 1) T D IERI—THTT . &
f= Android #RIZA—F—MA 2V A—ILFTB—Hf&D Android 77— 3> &, Android R A—h—mTL
AV RAL—=ILF B Android 7TV 7r—arTIEKREFITHERECX )T DB R TELRLILIANHYFETH . 4F
[CIRITHICBVTIEAIEDAEHR->THY . BB I OVTIEH - TWER A, BITHRTIE Java [TKYEET S Tips
FIHEZHLTEYET A NI EE(IZ DN THS R DR TRELTLKF ETT,

root #ERNEMEINIBZBEICDOVNTESDEAFO>TLER A EARMICIE root EENEDON TLVEWLEF 2T
% Android iRERZRE2EL. Android OS DX aTAETIVEFRALI-EX T4 Tips 2FEHTULET . 8.
BELBBOJRWNCIDOVTIENZ..3 BEENELRERERICTHELEGIALTEYET DT, HhE TTHERES
Ly,
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CDAARXETIE Android EHFa7a—T10 T DI RTERICEIFETELTELLD T, TR THRNT HEHEE
HATALEHBBIOLET,

® Android Security KBTIV r— 3 EERT H1=6HIC
EEH A VI T7HA R ISBN978-4-8443-3134-6
http://www.amazon.co.jp/dp/4844331345/

® JavatxaF7a—T42TREUH—K CERT/ Oracle ki
#£3% Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
B - MAFME IR ARER, FEHE= ISBN978-4-04-886070-3
http://www.amazon.co.jp/dp/4048860704/
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Y27 I)L3—KR® Android Studio ~DERYRAAFIEZHRALES . YT ILa—F LB LIZEHDOTOD I
[ChMNTWET . oD TAD IR EFEH TMYRAL HEEI251 BT LTODIIMERYRAL I, #R
LTERYRALAEEI252 U TILOZTODIMERLTRYRAL IITRLES, T IORYAH M H
21250253 2T )L a—FENEREEEA debug.keystore ZiXE T 51525 LT debug.keystore 771 /L%
Android Studio IZEZELTIZEW, BB BERIL TRORETIT>THYET,

® OS
> Windows 7 Ultimate SP1
® Android Studio
> 2.1.2
® Android SDK
> Android 6.0(API 23)
> BISEEOLWLWSUTILTOCHRE Android 6.0(API 23)TE LR TEET,
2.5.1. o7 )7alzorERYAD
1. Yo7 ILa—FkE8Hoo0—K¥%
12.2.1 $o7F)La—FTHBALE= URL KYH 2T IILa—FZmBLET,

2. Yo7 )La—FEREMTS

Zip TREMESNF-H U TILa—FEEIVVIL, RIRENFAZ21—D“TRTREA"EIVVILET,

TATRE(T)...

K 2.5-1
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3. RRXZHEETD

ZZTIE“C:¥android_securecoding” EWLVSZFITT—VAR—REERLET . ZDTf=8H. “C¥ "Z#IEEL
“BR"REVEVIVILET,

Q 1, R (ZIP &) TALS—DEY

BHSEDERE D7 1ILOEM

7 AILETOIAINA—ICBETI(E):

ERASEMER & 77 -1 LDER

I LI ETFOI AL~ CBRETS(F):

Ci¥

CCEEe D et |

2.5-2

"BE"RAVES) YT HEC¥ ETIZ“android_securecoding” ELVNSTAH LT BMERESNET .

D ——
@U@ |4 |[ os(ciom=  p]

¥Ry (B SqaJcucEm~y » = - O @

-~

X BRCALy DN &
L] -1
= dell.sdr
@ F1I3L | 2 hiberfil.sys
pagefile.sys T
L P e B . android_securec@ i
- 4| 0 | .
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BIZIE. T4.1 Activity #4E5-FIBT51014.1.1.3 /S—rF—[BE Activity 265 -FIBIT 31BN THY
TILaA—FESRBLEVSEEUTEIEZALY,

ll"l ;:IF:QARNTPHONE Android 77')0)"2#17%1%""t:FJ?:_;{yjﬁ{F 2016 ﬁ:- 9 H 1 E Hﬁ

android_securecoding/
Create Use Activity/
Activity PartnerActivity/

LLE®D &SI, “android_securecoding” ZAILA B T IL, BiZ&IZIH 2T ILa—FDTO /MM EES
NBREGVET,

4. Android Studio ZE£ELT—IAR—REFIEET S

AB—RAZ a2 —OTFT RN T 7LV EE NS Android Studio ZHEEILET,

Android

/X Studio

Powered by the Intellid Platform

2.5-4
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BE®R. KRRSNE17OT MMV R—bETVET,

| © Androd s

% Welcome to Android Studio
¥

Recent Projects Quick Start

Start a new Android Studio project

Open an existing Android Studio project

il

No Proiect Open ¥ —
. P‘: Import an Android code sample

VES Check out project from Version Control

“

p—
E;K.If Import project (Eclipse ADT, Gradle, etc.)

é Configure

rE. Docs and How-Tos

Android Studio 1.1.0 Build 135.1740770. Check for updates now.

2.5-5

F-  BRIZTOD T OMESRAAATVSIE S (X, FD Window AR REn b=, A=21—&Y"File -> Close
Project"T&RRLTWS IOz HMEIA—XLET,

| £ AccountManager AL

FI=N Edit View Navigate Code Analyze Re

New Project...

New Module...

Import Project... =

Import Module... =

Import Sample...

Mew... Alt+Insert
3 Open...

Reopen Project »

Close Project
2 Settings... Cerl+AlE+5
[ Project Structure... Ctrl+Alt+5Shift+5S

Other Settings »

Import Settings...
Export Settings...
= Save All Ctrl+5
5 Synchronize Ctrl+Alt+Y
Invalidate Caches / Restart...

2.5-6
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5. AUR—tERIKRYTS

RIRSINTLBE 4705 D"Import project (Eclipse ADT, Gradle, etc.)"&2)voLET,

[ Andrid studg
% Welcome to Android Studio
N

Recent Projects Quick Start

Start a new Android Studio project

‘Open an existing Android Studio project

| il

Import an Android code sample

E
T
c
I
T
i
T

Check out project from Version Control

=
€

Import project (Eclipse ADT, Gradle, etc.)

|
=¥
,43 Configure

rE? Docs and How-Tos

Android Studie 1.1.0 Build 135.1740770. Check for updates now.

2.5-7

6. TADVrEERT S

AR—bT2TOD IR IA IS ERBEL. BI4/LAND "gradle¥build.gradle” ZEIRLET,

.+ Selact Eclipse or Gra [ |

Select your Eclipse project folder, build.gradle or settings.gradle

fACen nXx O RrEap=
‘ yrietary Account to Account Manager¥AccountManager Authenticator¥build.gradle |
| ot

%1 android_securecoding
7 Add Proprietary Account to Account Manager
#® Accou ntManager Authenticator
1 .gradle
[ .idea
= app
7 build
1 gradle
[& AccountManager Authenticator.iml
El gradlew
[l gradlew.bat
[4it local.properties
+ settings.gradle
+ AccountManager User
[ Common
[ Communicate by HTTPS

Drag and drop a file into the space above to quickly locate it in the tree

2.5-8
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AAOARDH T )La—kTaszorEFERLTLYS Android Studio @ Gradle A\—2aV RELBES . Gr
adle Az@EILEINFET,

Building 'AccountManager Authenticator' Gradle project info

Gradle: Build
[ ] | Cancel ‘

2.5-9

BEEIZHELY, "Update"£#4')w- L. Android Gradle Plugin @7y 7T —rERIEL TS,

# Android Gradle Plugin Update Recommended [éj

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as Instant Run, we strongly
recommend that you update the Android Gradle plugin to wersion 2.1.2.

You can learn more about this version of the plugin from the release notes.

| Remind me later | | Don't remind me again for this project

2.5-10

UTDAvt—IUNRTENDD T Fix Gradle wapper and re-import project Gradle setting"#4)v%5
L. Gradle Wrapper ®E#H % {ToTLEELY,

Messages Gradle S

%L

ailed to sync Gradle project "AccountManager Authenticator’

Gradle version 2.2 is required. Current version is 2.10, If using the gradle wrapper, try editing the distributionUrl in C:\android_securecoding\Add Proprietary Account to Account Manager\AccountManager Authenticator\gr:

Ml

@ Error: Please fix the project’s Gradle settings.

2 &

5 Fix Gradle wiapper and re-mport project
5|0 & Gradle settings
z|?

2|7

2

&

£

3

£

i

&+ 6: Android Monitor Terminal | =|0: Messages = <% TODO W1 Event Log  [E] Gradle Console

2.5-11
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7. AVR—FDET

TaCIOMIAUR— I ERTETLEYS,

B
File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help
DHO ¢4 XHO QR ¢ > (Fappr > &% L GE FE G

[37 AccountManager Authenticator

o
&
-~
o

» (@ Gradle Scripts

@ Captures =] 7: Structure

riants ¥ 21 Favorites

12Pow piospL 4

4 Build Va

Bl Terminal  |0: Messages 4 6: Android Monitor % T0DO M1 Eventlog  [E] Gradie Console
Gradle buid finished in 4s 361ms (a minute ago) Context: <no context> & @

2.5-12

Android Studio [&. Eclipse &[33ELN, 12DTADIMIF LTI DD Window TRRSNFET, ES37AY
T EAVR—RLEKIE &I, "File -> Import Project..."#49')vo LAV R—rLET,

Edit View MNavigate Code Analyze Re
New Project...
MNew Module...

=

Import Module... L

Import Sample...
New... Alt+Insert
3 Open...
Reopen Project 4
Close Project
95 Settings... Ctrl+Alt+S
[ Project Structure... Ctrl+Alt+Shift+5
! Other Settings »
Impaort Settings...
Export Settings...
[zl Save All Ctrl+S
5 Synchronize Ctrl+Alt+Y
Invalidate Caches / Restart...
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2.5.2. o7 a—FENMERERHAE debug.keystore % ET S

TN a—KhoERLE=7FU%E Android HARPIZIAL—4—TEESESEOICIFEELNVETT . CDE
BIFESIT /NI HDOET7A )L “debug.keystore”% Android Studio DFACHMIFZRELET

1. File ->Project Structure...Z2v9¥ %

" AccountManager Authenticatar - [Crandrod,
Iiﬁ Edit View Navigate Code Analyze Re
New Project...
New Module...
Import Project...
Import Module... L
Import Sample...
MNew... Alt+Insert
3 Open
Reopen Project »
Close Project
9~ Settings... Ctrl+Alt+5
Other Settings »
Import Settings...
Export Settings...
1=l Save All Ctrl+5
| &3 Synchronize Ctri+Alt+Y
Invalidate Caches [ Restart...
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2

Signing #:E/09 %

EH®D Modules MoTOP M %&EIRL. Signing 47 2R RE. T+ IR E2H)vILET,

#® Project Structure =
+ — Properties | SIgning | Fiavors | Build Types | Dependencies
SDK Location I NeTE ‘ |
Project
Modules
eyes | |
Key Password ‘ |
Store File ‘ ‘D
Store Password | |
m cancel | [ #pply |
2.5-15
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3.

“debug.keystore”##iRI %

debug.keystore [H>F)ILa—KRIZEFNTLVET , (android_securecoding 74+ /LA ETF)

#® Select Path ===)
@ . X | 5| g Hide path
C:¥android_securecoding¥debug. keystore |&

[ LogCaticO4 AT S

[ Permission & Protection Level
[ ServiceZ{ES - FITS
[ S0LiteZRS

1 WebViewz &S

B W e AOS 1 2 EED
B/ IRAD—FANEAREES
B o7 ILEERD

1 7512 —BREED
COHEE

[ ESEREED

|21 .gitignore

keystore

Drag and drop a file into the space abowe to quickly locate it in the tree.

2.5-16
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4

Signing D& REIZA A

"
# Project Structure ]
ap = Properties STQ\T"Q‘ F|6VOI'5‘ Build Typesl Dependenclesl
SDK Location +  name: [debug ]
Project _
Modules
EETN— ey | |
Key Password ‘ |
Store File | C:¥android_securecoding¥debug.keystore |

Store Password ‘ |

“ Cancel ‘ Apply |
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5. Build Types T Signing Config &

Build Types #7%3&4RL . debug EJLKA® Signing Config & Singning TiEAIL1="debug"##EiRL . OK
=0)vILET,

-
#® Project Structure @
+ — Propert\es| Slgnmg‘ Flavors Build TVDGS| Dependencies
SDI¢ Location + | |name: [debug \
Project release

Modules

Ini Debuggable |En
Signing Config |@n
Renderscript Debuggable | (f=<) [

Renderscript Optim Level | 3

Minify Enabled |‘.f5|533

Pseude Locales Enabled | n
Proguard File ‘ H:‘

Application Id Suffix | ‘ |

Version Name Suffix | ‘

Zip Align Enabled |"ZTLE:1 'I

m Cancel ‘ Apply ‘
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JAPAN

SMARTPHONE

SECURITY

ASSOCIATION
6.

build.gradle 774 )L CHEER

signingConfigs IZ:#ERLT= debug.keystore D/ IXMFRREN . buildTypes ® debug IZ signingConfig

ARTSNET,

+ (a* build.gradle

- 1| (app x

‘apely plugind “com.android.applicetion’

T}
<1}

1

l;ijandroid {

zigninglonfizs {
debug |
storeFile file(”C:fandroid_securecoding/debus.keystore”)

i
]
comp i lebdkVersion 21
buildToolsVersion "21.1.2"
defaultConfiz {
applicationld "org. jssec.android.sccountmenszer._authent icator”
minsdk¥ersion 15
targetidkVersion 21
versionCode 1
wersionbane “1.07

1
buildTvpes {
release {
minifvEnabled false
proguardFiles getDefaultProzuardFilel” proguard-android-txt™), “proguard-rules_txt’
1
debuz {
zigninzConfiz gizgninglonf izs, debug
1
1

I;ijdependenc: jes {

!

conpile "con.android. support:support-v4:21.0.37
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3. EXaTERE-EX2Ta—T12J OERME

ZDHARXEX Android 7TVRHEIZE T5 X1 T4 Tips &FEEHBELDTHSH . ZOETIE Android X<
—,IF BTN EBI— R XR a7 R - X 7a—T 407 OEBMBEERD . BREOEIZELT—H
M T7Ee a2 73TV DERIPBELGLEEIC. REDRREESRIT 520, REODELHAHED
HRNAEDOHBIC—BYBZTRELTELILZEE8OT 5,

l 3.1. Android 7FYD+¥1YT4

DRTLRTT)DEFLTATONWTRIITEIEE. EBDEZADIL—LIT—I0HD. FTZTDVATLR
FTIVICENWTFEIRERNRERET S, ChEEEIEES, RIZZDEEFZEN T REZRIET D, chEE
BIEMES, RBICIEEI1ZIERBINOTI-ODMEERERS -EHT 5, COBEEZIRERISIES,

CCTIHMEIER YRTLPTIIISEY G EF TR X2 T7a—TAo V&I ETHY. COHIEXE
TIX 4 BLURTINZEHR ST, AHTIRIIEE IS LUV BRBIIDVTEREZH TS,

3.1.1. TEE] FHNERMR

SATLRTIVICEITHIFHERERRIICIIMERIEHEEEID 2 DHH D, ChoeThETNIEREE | LMHAE

BEIEFS FHREEIEL. FRAISNALTASEOEEATESRHRDCETHY . TNUND AIZIE—1]

SROLENTETILLRBVERDIETH D, [HAEEE |LIFFFRISN AL ITAFIATEOHEDZLETHY.
ENLUSNDNIZIE—YIRATETIGLOLRVMERRDZETH D,

LT, Android RX—t042 BT LYMIE T HEMEELMEEEICEDLSIBLONHEINERBNT S,
Android 774> Android R¥—rJ4> /BT YNEERALI-V AT LERR T HEZDEEDKNHLOSE
[CLTIFELLY, ABETIE. Android R¥—kTJ4 > /BT Ly bE#FL T Android RX—r I+ EFE S,

3.1.1.1. Android RR—rI4VIZEITHIEREE

£ 3.1-1 BXURK 3.1-2 (X Android RX—F,IAUIZA>TWBIEFEHRO—HFITH S, CNHDFRIFRAT—F T+
DA—H—IZBETEEANER. TIAN\—IERE L ETNLICETHERICKZLETI-HFEVNLRENVETH

%o
% 3.1-1 Android RY—h, 7+ NEBTHIEHRDOH
{1 )
BHEES AX—rIAVBEDEEES
BEE R ZHRIEOHHOEFES
IMEI AY—hIA2DiHEEK ID
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& 3.1-1 OFEMIFEIZ Android AX—bTH U EREKFEIE SD h—RICEFNDHEHRTHY. K 3.1-2 DIFHIE
FIZTTINEETHERTHD, FITK 3.1-2 OFRITOVTIE, TTUNAOR—LERNEENBEE ., E
AWEARIKDRITIBZ T EIZREDTHS,

£ 3.1-3 (XBERD 1 HOIURNICEENDIEFERTHD. COBRIEIAT— I+ A—F—IZBTHERTIE
B RAY—h 740 2A—H—DHA. RAFIZEATHEHRTHD, DEYRAI— LI+ VIZIEZDOFBEETHH1—
F—DHELT ., [ENDARDBEHREESENTWNSEITTFENDES,

# 3.1-3 EFER(Contacts) D 1 OV MJICEFNSHROHI

it HE

BHEES BHE. BEFEHE. {£E. FAX{ MMS--

EA—ILTRLR BE. tE. EHFEFE -

JA74—ILEE HLR—)VER, KELEE -
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o r—Ls BEFR. A=), (B, B4

3 E. BEHES. g, #t75, BT, BY---
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CNETORATIEEICRI—FIAL A —DEREBNL TELD, 7T E1—F— LA DEREFEoTL
3.8 3.1-1 [F 1 DO7TUNEELTOSHERERL THY ., KEHFHETOT T LEHET—HEMHHD
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DOEBOBIZIE, BFIZ1—F—SHASIBOERLHY B 210, Z5LEERITOLTEI—F 1S
- EETELVLSILRENBETHD,

C .
Picture Manager [ (E©) FTUA—H—DIER ] (E©) 1-F—0IBR
70954 S 75
/data/app/com.sonydna.picturemanager.apk /data/data/com.sonydna.picturemanager

|  AndroidManifest.xml —cache

| classes.dex Javad— Rk (J\17U) | —webviewCache WebViewB++v+wv=1

| resources.arsc XFHEDUY—X \

[ —databases

—assets \ label.db 7UMDB

| AppAbout_en.html I RLLIET—4 | metadata.db

| | webview.db WebViewHDB

—res | webviewCache.db WebViewA++wv=1DB
|- \
—drawable-hdpi files
I broken_image.png BRI 7L } MediaList1.dat FTURT—9T71IL
—layout Flib
| about.xml L7 NESR \
| L—shared_prefs JUIJ7L>R
—xml com.sonydna.picturemanager_preferences.xml

setting.xml FEBDXMLT 7 1)L

B 3.1-1 77UHaz TL\51EH
Android 7F7VEEBDSEICIER 3.1-1 OXSBFTTIEBELEETHEROALEST . X 3.1-1, % 3.1-2,
% 3.1-3 W &5% Android AR—r 742 R EOMO T TUNSIEBLE-IERICEAL THLETIZIRETIDNELDH
BIEIZTHIENRES,
3.1.1.2. Android R¥—k 74 I2H I+ RH4EEE E

£ 3.1-4 (X Android OS MW7 T ZIZI T BHEED—BITH 5, CNHODIEEEATIL I 7 HICHFEICREINT
LESEA—F—DERLEGEWVEENELEY., TSAN—DNEBLELNALEDHENELIYT S, TD=DIEEHR
BRELRIFRICTIOLI-MEEE ELBEYIRESNG T NIELESEL,

% 3.1-4 Android OS "7 TV IZiRHt 3518 O—Hl

e Hire

SMS Ayt—C%&ERT HikAE NASIRFERE

BT HNT D AE FELEHKE

FyhD—7BISHAE BREES. BRREOHRAIYHEE
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GPS ETHRAMEBEFHHHE SD h—REZAHHHE
Bluetooth @ {EHEAE VAT LR TEE B

NFC E{EHaE AT —20FHAY HEE
A2 3—FyMEETE (SIP) HRE EITHRT7TTVIEROERGHEE

Android OS A7 FVIZ1R 9 DHEEEICIIZ . Android 77 D7 7 EEMEELMEEE EIZEF N5, Android
TIVEZFDTTIVRNTERREL TS HEEEZ DT TIUNSFIATESLSICIRB T HIENTE, 2O K5 EHEA
=7 T)REELTA TS, COMEEXEF THASRE. Android 7T DBRREN X1 T7a—T 12T DN
DEWHIZ, TTURSLEITTRHRAT A8 EEE R > T 7 TN SR ATESLSICLTLE>TWLS T —REH
B, DT T DBFATEDHEDARICE>TIE. ILIIT7ALHAINTIEIRSZEEH S0, BERILE=T
TR SFHATESLSICEYGRENDELLGLEENH D,

3.1.2. TEB BEZENITRE

HIEATIX Android AR —rI4VIZEITEEEIZOVTEEL Iz CCTRENGDER. DFVEEEEN T RE
[SOWTHERT B, BENBENSNAEEHEICEAL. BREEMANCHFICSER-TE-HIBR-EREIN S
EEEV HEEBENAAIZBFICRIRASNSGIEEE . ELVo-B A1, IOL-EEZERMES S UMERICIE
T ORBITHEBRIETES, FRBITHETOACYDLEIBRIFIETS, KBEHOTILIITIEER
BRTHOTERTIHLGN WEBHF LTIV MIOIBRBITADILEZEBETSDTHD, o AERDERFRE
3.1-2 BE. B, BER. 51t #FOBEFRISTY,

TT)r—ay

0 fE55 14 22 g B

B 3.1-2 BE., BB, BEUR. k55T, #EORRK

3.1-3 [& Android 77UAEIMET 2—MRMILGIREBZRIELI-1 D, IETIXZORFEA—X(ZLT Android
TIVIZEFT3BEOGRBEEZERT =0, UIOICCORD R AEHEHT S,
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ROERIZAR—r A2 —N—ZFBEL TS, A¥—r I+ —/3—[E 3G/4G/Wi-Fi BXUPAE2—F
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BEHREEIC/RIN., H—/3— LD Web Y—ER[E21—HF—DFHREEFEBTEILERBELTNDS, ZD=8H
RERRBRICH—N—EF 2T DEEREFEDLLLEL, —/\—tEFa)T4[2DW T, COAIRXETIFRD
— TN THBHERLAELY,

LI TIEZOREE{FE->T Android 7FVIZHITHBEZEHBAL T,
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3G/AG/WiFi = L) rHEEHIESE TR

\_ Y, Lo

3.1-4 RvbI—V LOBBHIE=ENTITVERET S

AX—hIA2T7 TV EA—F—DERES—N\—TEETIHMELS—RNTHD, TOHFEREEN YT —
DLEBETHEITHDE 3.1-4 ITRT KIS RYNT—V LDEBEEHSIE=FLBEFOEHRESE (K
LizY. BHRELEE (REA)ILIYLESET B, F-ARYDO Y —N\—ITRYTELT, 7T DBERFITEAIET
%, LEAANEERR. RV T —V LDEEHIE=ZZB I —\—IKET S,

3.1.2.2. A—HY—HAALUA—ILLE=ZILOITIZLEBE

AX—hI4tFa) T DEE WERDY—I\—tF2) T4 DEE
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| Web i
! H—EX :

AR—+T+Y

i N |
: Market <)L KE i
! JI7 :

\ 4

8
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B 3.1-5 —5—BAUAF—IILLTLES =TI IIT7RTTIEHET S
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| Web i
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NoDIT7A4I%E SD h—FRIZAHoA—FL, AX—b T4V THRATIHEN— RN TH D, FAY—~I+2 TR
ELEA—IVICHEAESNET7AILERAT HHEL—RUTHD, CNhoDIT7MIILISEEROCRERDT7TUT
T—TonhFIASNh S,

COLID7ANEREB Y 57T DEEEICHEIEEA DD E. KEI7AILIZEY, EDT T DIEREECHEEEE
NEBEASNTLED BICERLGT —ABELR - I7 NV ORE(CE DV TIEHEBEASAYRAAOT U, HE
I7AIVETHAHIRBEEEERALTT TVEEREL. WBI7/ILOERED BHEERT 5.

3.1-6 IZRT LS. B IFAIERBLT TIIZE>TA—T oSN BETIHAIEET . L\ oF-AX—Tosh
BE7T)DMBEMEERL-KEFIRDD, KEEMNREFHNICITIRBITALLEBLT,. COLIBKEFEEZ
FIRYINZEE (Passive Attack) &EFESL,
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EEHDIAT—ITAY
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3.1-7 BEHDARAI— I+ A—Y—NT7TVERET S

Android RY—krI+> Q7 FTUBRKICEWTIE, — 1 —F—ICRHLTT7TUERK. BT 2REPH#EN LR
[CIRBIN TN, RIFESN TUOASHEED R TH, 1512 ADB EMEIENSFTEELI-T /AT HEEL., EETHR D 5%-
BELLGFIAEETHY . COHEEICKY Android RX—hTA4>21—H—(F OS BT AT T IBHTAES
BITATITENTES,

3.1-7 ISR &SI BEHDRY— T+ 21— —IX ADB EDT/\vI e FRALTT TIEBHL. 77
UAEZADIEREEOCHEEEEICT IV EALESET D, 7TUMNMERLEENI—F—BEDLOTHDHEICIE
BIRELLLHEND, TTYA—H—F 12— —LUNDRT ORI T —DEETHDHIEEICHBELLD, CDESITR
Y—r 74 DA—F—BENEBEEEZR>TTTINDEELEIENH D EITLIENDBES,
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AX—hITA2 (I ZDEFHED BEXO, Bluetooth FD A IER BIFEEHMEELTIRERBL TSI LML, MERMIC
AX—hrIAVDEKIZVSBEHIFE=ZENLHEBINFLILIBTNTILSHEN, WEBE (LA —F—A ARG
DNNRAT—FREFHLIZRERLEY. K 3.1-8 IZ5RT K5I, Bluetooth BIEHEEZIF DT TVITHLT
Bluetooth T7Vt ALY AX—h T4V BRHEZEATZYBIELIZYT 5, FICXI—F 742 BIAD T EOBHIRIC
DNVTIE BEEDOEINLRAT—R I+ AL — SN ESHRINERELTVAEREEN KON TLEIER
THY. 7TVERADEBTRAIINTLESZLLHLD TEENRET,
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3.1-9 RT—r 7407 ) IR LEHEBIZSLShTNVS

3.1-9 [T FETHRBALIEZBRBZFUVLEEEDICLIERTH D CDKIIRI— I+ T TIERYEERBIZIE
BRELOLHY. COFIFZTDTARTEESHLTLWSELEDTIEAL, B2 OFEHRIREIZLY . Android 77U%
WYBBRICOVWTREBELD. 7TIDOX a7 X273 —TAVTISEN LT B ANDBETH D, —
BHFEABRRT—b I X ) TABEIMERLIZROXELRT— IV DEBIC DWW THRILDERE
RELTWADTSEICLTULM=EE2LY,

® [RY—tI4+2&ATLYMDEBFAICEAT 22X TH18512] [BEZhR]
http://www.jssec.org/dl/guidelines_v2.pdf

http://www.jssec.org/dl/guidelines2012enew_v1.0.pdf (English)

® [RY—FIARYNT—DtFX1)TFAEREHAR] [FE—hR]
http://www.jssec.org/dl/NetworkSecurityGuidel.pdf

0 [RYT—FrIAVDEBEFBIZETE959RERAAR] [RA—4kk]
http://www.jssec.org/dl/cloudguide2012_beta.pdf

® [MDM EA-ERRIAARIE—R]
http://www.jssec.org/dl/MDMGuideV1.pdf
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3.1.3. BEDFELARERRK

BIETE CTTHEHRLIEY Android RY—hIAVICIIFRARGEBRBDFET 5. TNOBEMNS. TTIVARITRT
DEEERET S LML RAREITHDNSERMORMIBRFLENRBTIZENH S, £DF=8. Android 77
FAREX. TTIBNBIEEDEEECERINIMEL AN EHIBELELL-BEAEICSLT, BEICHT IR
BEMNRERFTDENREIZLS,

BEBORERRERDD-D. TTIBNBIENTNDEEIIOVNT, TOEEE - REICEHT DIERIRN - HE
RAEROZE RS (FTEER) OHENBEELEERFALELLT. BEEZHEL. HEBICREREROLAL
EEDD. M ENENDEEZEDEIITRVD, EQXILGREERT NERDIFIMBELLD, COSEIT
TIUERE (F3EE8) ELTEEZEDLIITHRVRET INEEDIEEZDLDTHAH. TTIRKEE
(FFHEB) AENENDEREICEDLE T NEAEOHRANBTEEDIVLEN DS,

SEFTIT. AHARNZBTEEEN B EREREDOLANILELUTICSRY,

& 3.1-5 BESFLRBEROLAIL
BENE | BEOLANIL REREDOL AL
(=103 BENEEICHo-15A . HMiFE-ILME |+ Android OS DEFa1U T ETILE
ANDFBHHENIEITRANLZEE | D, root ERZERM L KEM LD

¥

HIz22H0 IO APK O dex BN EHET B &
B EEARE B BE . LA | Lof. BEAKECHLTHRET
NEEETRFTTELELRDHLRIL %
cUX EDMERLIY X2 )T
REBET D

HR oL BEENEETICHo-15E. #HEBEILME |« Android OS DtEFaT1sETILE
ADERNEXRGEEEH-2DL0D JERAL. TOHERNTRET S
B BEENEEICHBE. UMM - UX FOMERIVI X2 T8
DFBENBIEL. FEITRELTRIT | REEBET D
FTLAL
&AL BENMBEEIZH-1-1BE. HfiE=(X@E [« Android OS DEF1UTAETILE | =
ANDFEBIZRENLGHEEH-25LD | FAL. TOHEANTRET S
B EENEEICHBE. UMM |- UX FEOMERE LX) T4 20E
DHFITHEEZEZ /N MOE | L, HERZEBELTELEERL
RICKYFEDOHTADRIEEGZL A
L

BEEINMA O 7S H

—

AHARICHTEEENFBEEFREREE. EAMIZIL root RN EDLNTLVELEF 7% Android SHRFHIR
&L, Android OS DtF 1) TAETIVEERALE X 1) T(EEEREICLTD, BEAMICIX. BESETH
PILRIVUTDOEEIZx LT Android OS OtFX2)T4ETIILHHEEL TLVA I EZRIIRIZ. Android OS D+
A)TAETIWVEFRALERERREREL TS, —A. SRLANIILDOEEE, root HERNERSNKENSD
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BB, APK RHT - BUEIC K BT E LUV o T=, Android OS DEF 1 TAETILHHEONIZIRETORENSE . R
PV ELGEETHAILBELTNS, COKILEELFSH-HIZIE. Android OS DEFa)T4ETILAERAT
FLRLSH BESE #FEE. RV T7XR. U —N\—XRLGEEROFEEHEA SO E TEELIHHEE
T B, CNIEHARXEIZERICEFTEESG /DD TIEAZLL ., BRI OKRIZIEC TEY AR X R ST
OXRAAFDREINEL TV, root HEREEA S DINE XS APK T - BEHE DS ELGHEIIH T HRENVE
H35E (. Android DT A/ EREHIFELLEX ) T BEMRICEH T 5L B80T 5,

3.1.4. U TATER

AAARDINLBEOXEICEWTEREELZ oo T4 HERIERBEL TV, FIET TR ESITTTUN
HOE R DFEREECEICEEDLANILOREREDOLANILEHIEFLATNIEESREN,
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|3.2. ANT—ANREMEHTTS

ANT—EDREUFERITE O ELEBRMTHRDOBEVEX 2 7a—T 17 B TH D, TATSLICANSNS
T—AD55, KEENEEMN. BENICTOT—IDBEREARETHIIDEIT AT ANT—E20REMHE
FEABETHS, LT, Activity ZTO5SLIZRILT, Intent ZANT—RIZRITHIGEEZHIZLT. ADT—
ANEEMHEEDEYAIZDOVNTHERT S,

Activity %2 I(TER o7z Intent [SIXFREENMMI LT —INEEN TV SAEEENH D REHZILTOISTHE
ELTWVEWVER-EOT—4%2UMF5IET. 7T)DBREBEEZSZHL. ERELTEASHDEF LT HEE
HLIEEIDTHD, I—F—IHBED— AERYRIIEEENTITLSEL,

Intent [X action %> data, extras HE DT —ATERIN S M, HEE L HIEH AL T —RITRTREMF F(F
NIFESHN, WEENGIEH AT LT —2Z2%53—KRTlX BT ROBEZHERLZTNIEAESELY,

(@ ZTE-f=-T—42%. 70953 hABELERATH T EITEEDEFHARNIZINE>TLNDEM?
(b) BELTLWAHRK. . EQHODDET—E2EZ2(TE-TH, ZOT—42%H50—KFHABEENDEMEELL W EIREE
TEHM?

RDOFIEIETE URL @ Internet LD Web R—I D HTML ZEEL. BE LD TextView IZRTTAETDE
BLEYUTIILTHD, LHOLINIZIFZTEENHS,

Internet £ Web R—=®D HTML % TextView (CFRIBDH>TF)ILI—R
TextView tv = (TextView) findViewById(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent (). getStringExtra ("WEBPAGE_URL") ;
URL url = new URL (urlstr);
isr = new InputStreamReader (url. openConnection(). getInputStream());
while ((read=isr.read(text)) 1= -1) {
tv. append (new String(text, 0, read));
}
} catch (MalformedURLException e) { ...

@DE A Tlurlstr AIELLY URL THS1ZE%F new URL)T MalformedURLException AEAELLZLNZ EITKY
LTS, LALINIETR+73THY. urlstrizlfile://~ 1D URL BNEE SN S & Internet £D Web RX—
CTIEHL REI7 AL AT L LD IT7AIVERNT TextView [CRRLTLES, 7O SIHNEELE-BEE R
FELTULVEL=8. () DB S FH =L TULVELY,

RIFBEFITHD, QDE R Tlurlstr (EIEFRD URL TH-T. protocol [E http Ff=1& https [CRRESNS 1T &
FHDRALTWS, ZnIZkY(b)DE A TH url.openConnection().getinputStream() T Internet ##H ®
InputStream ZHGI A EMRIEEN D,
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Internet £ Web R—=0D HTML % TextView (CXRRI DH>TF)L 01— RODIEIEIR
TextView tv = (TextView) findViewByld(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try |
String urlstr = getlntent (). getStringExtra ("WEBPAGE_URL"™) ;
URL url = new URL (urlstr);
String prot = url. getProtocol () ;
it (I"http”. equals(prot) && !"https”. equals (prot)) {
throw new MalformedURLException (“invalid protocol”);
}
isr = new InputStreamReader (ur|. openConnection(). getInputStream()) ;
while ((read=isr.read(text)) != -1) {
tv. append (new String(text, 0, read));
}
} catch (MalformedURLException e) { ...

ANT—E2DREMHESE(X Input Validation EEIENIEBNLE X2 T7a—T+V T EETHS, Input
Validation EVWSEEDERENSQDERDAREMFTTO)DERESENTLENDETHD, T—2ETRIS
LICASTEREETIIAL, TAT S LN EDT—2EES |EEITHBENFE T HILICREMFF T ZEL,
TE URL LB VS EICLTLM=EE =0,

® IPA T&¥a770U33EE)
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html

® JPCERT CC lNava #¥a7a—T4>F X524 —K CERT/Oracle hiJ
http://www.jpcert.or.jp/java-rules/

® JPCERT CC TlJava Android 77U —S a3V BREADIL—ILDEA |

http://www.jpcert.or.jp/java-rules/android-j.html
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4, REITTH/OO—%TFATS

Android TE Z [ Activity > SQLite &, 79/00—4IZEF )T B ADEEWNSEDONH D, T5L=tF
AYTADBEMSTIZHRS . a—T4V I LTWSERLBIfETHEEEDOYIATLESZELH S, COETIXRHR
EFH Android T/ —%FAT S —UERELIREEZRS.

| 4.1. Activity ££%-FIET3

4.1.1. Yo7 )La—k

Activity BNEDKSITFIAZIN DML T, Activity BEZ LRV OBEYLEHHFENARLS, ZITIE.
Activity BNEDKSIZFIREINEMNENSE AT, Activity # 4 DDEATIZH LIz, ROFIEIO—(ZK>THER
95 Activity BREDIATTHAINEHIEITED, GH. EQKIGHFEMAT 5D I&> THEYNZFHEHFEE AR
F51=8. Activity DFIBAIOEEC DLW THLEHLETHBET 5,

()

THRESHO
ZTVIFRERDHS

\ 4 A\ 4
Private Public Exclusive Proprietary
FEN B Activity A B Activity I\—h~F—BRE Activity B #1 R E Activity

B 4.1-1
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4.1.1.1. FELBE Activity 245 -FIBET 5
JEAF Activity [E. AI—7 7R TOHFIRENS Activity THY. 1o2E3REEDE L Activity TH S,

B—77UREIFTRHASNS Activity GE2ABA Activity) £FIBT 2%, Y5RAEIEE T HBTH Intent 2
[EEB->THETTIIZ Intent Z3XELTLESIZEMNLLY, 12120, Activity ZEUHTEIZERT S Intent (XFE=
FIZEOTHRAMONDIBENIH D, FDT=. Activity [IZIEIET S Intent [TEL U TAITHIERERINT HI5BIC
X. ZDERNIBEDOHIE=BICHRAMONDEZENHENESIC, B EEERTIHEADH S,

LATFIZIEA R Activity 242 BIDH 7 )ILa—KERT,

KLU M Activity Z463):

1. taskAffinity ZfE LA

2. launchMode ##EELALY

3. exported="false"IZ&Y ., BARMIZIEARERTE TS

4. BE—=TF7FTIVHSD Intent TH>TH, 215 Intent DELMEHERET S

5. FAXRT7IVER—TTITHEMb., B T4 I ERERELTEL

Activity ZIEABIRTE T BIZ(. AndroidManifest.xml @ activity & D exported Bit% false LEET 5,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. privateactivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— FEAB Activity —>
{I— %A >k 1% taskAffinity 2 EFE LAWY —>
{1— R4 > k 2% launchMode Z#E L 4Ly —
{I— R4 > bk 3% exported="false”I=&k VY. BARMICIELARSBET S —
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

= S UFv—>DLEEIT 52 Activity —>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
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</manifest>

PrivateActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android. view. View;
import android. widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

/] kRA U bk B—FTUMNS®D Intent TH-TEH. Z{E Intent DR LUEEZHERT S
/] B TINZDEEE, 13.2 AT—2DREEEMHRT 5] &38R,
String param = getIntent (). getStringExtra ("PARAN) ;

Toast. makeText (this, String. format("/S5 A —% [%s] = (TH->f=, ”, param), Toast.LENGTH_LONG). show() ;
]

public void onReturnResultClick (View view) {

// )k RA2 b5k FAXTT TUIER—T T THZIHNE, 2o T4 THBERERELTEN
Intent intent = new Intent();

intent. putExtra ("RESULT”, "t > T 1 THIER") ;

setResult (RESULT_OK, intent);

finish( ;
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RIZIEDE Activity ZFIR TSRO YT ILa—KERT,

KA MActivity ZFIFAT3):

6. Activity [Z%E{E9 5 Intent (21X, 754 FLAG_ACTIVITY_NEW_TASK &% E L%

7. BE—77VURA Activity (95 RIEEDEATRE Intent THEUHT

8. FAXTIVER—TTITHZII B, I T4ITEHRE putExtraQFFESHEICRYZELTELLY
9. E—77UA Activity hoD#EREHRTH>TH. RET2DREMEHRETD

PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

}
public void onUseActivityClick (View view) {

// kA 2k 6% Activity IZEIET B Intent I1Z1&. 754 FLAG_ACTIVITY_NEW_TASK %#5%5%F L ALY
/] *kRA Tk B—TFFURActivity 157 S5 RIEEDBARE Intent THRUHT
Intent intent = new Intent(this, PrivateActivity.class);

/] kRS2 k 8k FRET TVIER—T7 T I THEhD. 2T 1 TIRERE putbxtra) #E SHAICRYEEL
THEL
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

[/ kBRAU Ok A=FTUAActivity Ao DHERBFBTH-o-TH, RET—F0REMERRTD

V2L ARAUR T, 2,6 ZESFLTVBIEEEROTE Intent NE=ZFBICHRAMONSIBE TN HAHZLITEET S
HENHD, FHHITIL—ILTvoto3>0Mm 4.1.2.3,4.1.2.2.41.23%#88T5HL,
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/] BOTIVZDEEE, [3.2 AhT—2DREMEHRET 51 258,
Toast. makeText (this, String. format ("#58 %s] #=(FHL>f=, ”, result), Toast.LENGTH_LONG). show();
break;

All rights reserved © Japan Smartphone Security Association. Activity €S -FIFET 5 51



rerommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

4.1.1.2. 2B Activity 25 -FIRRJ %

2B Activity (X, FEEZSHOT7TTIICHASN DI EEZEEL Activity THS, /L7 HEELT Intent %
SIETRBIENHDIEITEIENDETH D, ==, 28 Activity ZFI BT 5 S, £ET S Intent ALY T
FIZRESNE, HEINEIHEAWMONDENHIZLITTENDLETHS,

LUTIZ2AR Activity #4580 H > 7 )La—KRERT,

KLU M Activity Z463):

1. exported="true"IZ&kY . BARMIZAHERET S
2. ZEIntent DREMEHERTS

3. #BERERIBE. I TAIRERESOHLL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. publicactivity” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— 2B Activity —>
{I— Y 7R4 > b 1% exported="true”(Z&k Y. BARMIZARZKRET 5 —
activity

android:name=".PublicActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

- Action fEEIC & BEEEEY Intent 15T B K 51 Intent Filter Z2F&E —
<intent-filter>
<action android:name="org. jssec. android. activity. MY_ACTION” />
<{category android:name="android. intent. category. DEFAULT” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PublicActivity.java
package org. jssec. android. activity. publicactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PublicActivity extends Activity {

@0verride
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA Uk 2k ZE Intent DEEMEEHERT D

// B Activity THA=OFBRTT7 TUNATILI 7 ThHAHARENENDH S,

/] HUTINZDERE, 3.2 AT —2DREUEHRT 51 €28,

String param = getIntent (). getStringExtra ("PARAM®) ;

Toast. makeText (this, String. format("/85 A —%& [Y%s] Z=Z(+H->f=, ”, param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick (View view) {

/] *iRA Uk Ik HERERTBE., T4 THRBERESHEL
// B Activity THEE=OHFATT TIVBIILI 7 THAAREENH D,
/] RILDIZICRBENTHLHBEOLRWMERTHNISHELLTERLTE &L,

Intent intent = new Intent();

intent. putExtra ("RESULT”, "> F 4 T TIXELMER")
setResult (RESULT_OK, intent);

finish();
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RIZAR Activity ZFRIRT2RI0Y > FILa—KETRT,

KLU M Activity ZFI T 3):
4. oI TATEREZELTIEESEL

5.

RREZITMAEE . BRT —2DREMEHTRIT S

PublicUserActivity.java
package org. jssec. android. activity. publicuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

try {
/] KIRA bk £ T4 THBEREZRELTEES AL
Intent intent = new Intent (“org. jssec. android. activity. MY_ACTION") ;
intent. putExtra ("PARAM”, "t > > T 4 TTIXALMER") ;
startActivityForResult (intent, REQUEST_CODE) ;

} catch (ActivityNotFoundException e) {

Toast. makeText (this, "FIA% Activity ARDOMS ALY, 7, Toast. LENGTH_LONG) . show () ;

}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

/] diRA U bbk HEREZITRMDIGE, BRT—20DLEEEHERET D
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:

String result = data. getStringExtra ("RESULT”) ;

Toast. makeText (this, String. format ("$#55 %s) %= (FHL>7=, ”, result), Toast. LENGTH_LONG). show() ;

break;
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4.1.1.3. /"—hF—BRE Activity ZE5-FIAT S

IN—F—BRTE Activity X, BED T TVEITHISFIETES Activity TH B, /\—hF—ZEOT7T) BT T
NEELTURATLEERL, N—hF—7F) EDORB TS EROHEELTA=-OIZFIRASN 5,

Activity ZIEUHTRIZFEAT S Intent [TE=ZFICE>THRAMDNEZBNNH D, TDT=8. Activity ITIEET
5 Intent T TAIREREERMNT DB EICIE. TOBEBRNBEDHDIE=ZFICHRAMONDZEDHESIZ,
WU EEERTIDLENHD,

LLFIZ/A—RF—RE Activity ZE2BIDY T ILa—RERT,

KLU M Activity Z463):

1. taskAffinity ZfELAL

2. launchMode ##EEL%LY

3. Intent Filter &t 9 . exported="true"#BATRMIZEKRET S

4. FIATT7T)DIAENHRTARAMIBFIN TSI LERERT D

5. IN—hF—=F7TUD LD Intent THOTH. Z{E Intent DREMEFERT S
6. N—bF—TTIZBRLTKLVERICBRYEEL TR

HRIAR)RMERWN =TT DHERAEIZDONTIE.14.1.3.2 BT IVEHERT 51258 THE, £-. 7k
DAR)ANMZIEETHFAETTVDEBHE/ NNV A EOHEEAEILT5.2.1.3 7TVDIABRED /Y 1 EXTE
BRI DAEIESBIHLE,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneractivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{— /8= +F+—BRE Activity —>
{I— %A >k 1% taskAffinity 2 EFE LAWY —>
{1— R4 > k 2% launchMode Z#E L 4Ly —
{I— %R4q > k 3% Intent Filter #F&E9 . exported="true” ZBARMIZHRTET S —
Cactivity
android:name=". PartnerActivity”
android:exported="true” />

<{/application>
<{/manifest>

PartnerActivity.java
package org. jssec. android. activity. partneractivity;
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import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] kRA D+ dk FIRATT T DOFHBAENHRTA LR MIBRSIATWEI LEHRTS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

/] 18=— k+—TF F1) org. jssec.android. activity. partneruser DIEBHE/ v 1 EE 4R
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E
“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEEBAZE/\v L a{E
“1F039BB5 7861C27A 3916C778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// LUTFRIERIZHD/S— b F—TF7 T1) &5, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kRA2 b4k FATT7 TIDOHERAENKRTA YR FZBHFIN TSI L ZHETS

it (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV (E/— kF+—7 T TIlEA LY, ”, Toast. LENGTH_LONG) . show () ;
finish(;
return;

}

/] kBRAU Kbk IN—rF—F7TYNSD Intent THOTH. 215 Intent DRLMUEHERT S
/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,
Toast. makeText (this, "/S—kF—F FUHSTFT IR HY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

// *iRA b bk IN—bF—TF TYICEHRLTEUMERICEBYIRZEL TE LY
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— k> —7 T JIZBR L TELULMER")
setResult (RESULT_OK, intent);

finish(;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 (% 32 /841
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl |l ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\DXEMNH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZxFEd DIERD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 BEEERBD/NY L 1{EFLLET S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) |{
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; // EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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RIZIS—bF—RTE Activity 2RI BT 2BIDH T ILa—KERT . ZZTIX/S—hF—RE Activity ZFFUH 4

EEHBAT D,

RAUMActivity £FIFT%):
7. FAS/A—bF—RE Activity 7T DFEAZEN R TR M BH SN TSI LEHERT S

8. Activity [TE{ET S Intent [ZI&, 5% FLAG_ACTIVITY_NEW_TASK %

FRELGL

9. FAK/N—rF—RBRET7IVIZHARLTIMERIE putExtraQZFESHFEICRYEELTEL
10. BAREY Intent [T&Y/A—FF—[RTE Activity ZFEUH T

11. startActivityForResult()[Z&Y/S—kF—BRE Activity ZFEUH 3
12. IS—FF—RET7TIUILDERFHRTHH-TH. Z1{E

RIAM)RNERW 7T ORERFEICONTIE. 14.1.3.2 MRARTTIVEHERT HI128RBIEHIL, F=. 7K
TARIRMNIEET DR ALETTIDERAE/ N BEORER S EE5.2.1.3 PTVOFRAED/ v 1 ELXHE

RIDAEIESBIHLE,

Intent DL EHEHERT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneruser” >

<application

android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

activity
android:name=". PartnerUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />

<{/intent-filter>
{/activity>

<{/application>
<{/manifest>

import
import

import
import
import
import
import
import
import

PartnerUserActivity.java
package org. jssec. android. activity. partneruser;

org. jssec. android. shared. PkgCertWhitel ists;
org. jssec. android. shared. Utils;

android. app. Activity;

android. content. ActivityNotFoundException;
android. content. Context;

android. content. Intent;

android. os. Bundle;

android. view. View;

android. widget. Toast;
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public class PartnerUserActivity extends Activity {

/] *RA b Th FAK/NS— bF—RE Activity 7 TUDIEHENERTA R R MIBHFINTWDE I LERET D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// IN— b F—FR%E Activity 7 F') org. jssec.android. activity. partneractivity MIEBAZE/ v > 1 {E % &8
sWhitelists. add (“org. jssec. android. activity. partneractivity”, isdebug ?

// debug. keystore M ”androiddebugkey” MEEBRE /Ny > 1 (&

“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”

// keystore M ”my company key” MIEBAZE/\v > a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA”) ;

/] UTE#IZMD/N— b F—RE Activity 7 F1) &8k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

private static final int REQUEST_CODE = 1;

// RMIAED/IA— b F—RTE Activity l:F;E]ﬂ’é’fﬁ%&
private static final String TARGET_PACKAGE = “org. jssec.android.activity. partneractivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. partneractivity. PartnerActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}
public void onUseActivityClick (View view) {
/] kR4 2+ Tk FRKENA—FF—RE Activity 7T QDFIBAENERTA R X FZEBESN TS Z & 2HERT

it (IcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, "FIFSE Activity 7T VIEAHRT A bR FZEF SN TULVEL,”, Toast. LENGTH_LONG) .

show () ;

Ly

return;

}

try {
Intent intent = new Intent();

// kA bk 8% Activity [ZiX{EF B Intent 121X, 754 FLAG_ACTIVITY_NEW_TASK #z&5E L ALY
// kRS b O FIAKNR—F—BRE7 TYICHATRLTXEWERZE putExtra) Z2ESFSICRYZEIELTEK
intent. putExtra ("PARAM”, "/R— rF—F FUIZEAR L TELVER") ;

// *RA 2 b 10k BHRE Intent (& Y/8— b F—BE Activity #IFUHT
intent. setGlassName (TARGET_PACKAGE, TARGET_ACTIVITY);

// %A >k 11% startActivityForResult)IZ& Y /8— FF—FRFE Activity ZFEUHET
startActivityForResult (intent, REQUEST_CODE) ;

}
catch (ActivityNotFoundException e) {
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Toast. makeText (this, "FIFA% Activity NRDOMSELY, 7, Toast. LENGTH_LONG) . show () ;

}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *RA 12k R—rF—RET7 TUHLDBEREHRTH>TH. 215 Intent DREUEHERT S
/] HOTINZDERE, 132 AT —2DREUEHRT 51 €28,
Toast. makeText (this
String. format ("#58 T%s] Z=Z(+H->7f=. ”, result), Toast.LENGTH_LONG). show() ;
break;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]+", “”).length() != 0) return false; // 0-9A-F LISNDXFHLH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZx ST AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEEED/NY L 1 ELEERD/NY L 1EEZLHEKT S
return PkgCert. test (ctx, pkgname, correctHash);
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString();
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4.1.1.4. B#HRTE Activity Z/E5-FIAT S

BH#RE Activity (&, B LA D7 TIMNSFIASNEIEEEIET B Activity THD. EROBEHETT)TUR
TLEERL. B 7T ERAOEEEETA-OICFIASN S,

Activity ZIEUHTRIZFEAT S Intent [TE=ZFICE>THRAMDNEZBNNH D, TDT=8. Activity ITIEET
5 Intent T TAIREREERMNT DB EICIE. TOBEBRNBEDHDIE=ZFICHRAMONDZEDHESIZ,
WU EEERTIDLENHD,

LITFIZBE#RE Activity 25RO YT ILa—FERT,

KLU M Activity Z463):

1.

0 O NO VA WN

¥ B E % Signature Permission ZE&9 %

taskAffinity ZgE LAY

launchMode #EXEL%LY

¥ B E % Signature Permission ZEREE TS

Intent Filter Z &9 . exported="true"#BA;RHIZRTET D

¥ B E % Signature Permission NBE#T7IVIZKYEERIN TSI LEHERT S
B#T7TUDNLD Intent THHTH. Z{E Intent DREMEHERT D
FMATTIVEEHTTITH LI L. T ITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

AndroidManifest.xml
<?xml| version="1.0" encoding="utf-8"?>
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. activity. inhouseactivity” >

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<1-—— B#EEE Activity —>
{I— SRA > k 2% taskAffinity ZiEE LAY —>
{1— R4 > k 3% launchMode Z#FE L4 LY —
— %A > k4% HEFZ Signature Permission 2EREET S —
{I— %7R4 > b 5% Intent Filter ZF&HET . exported="true” ZBARMIZKRET D —>
Cactivity
android:name=". InhouseActivity”
android:exported="true”
android:permission="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” >
{/activity>
<{/application>
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</manifest>

InhouseActivity.java
package org. jssec. android. activity. inhouseactivity;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android. widget. Toast;

public class InhouseActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION";

// BHOFEAED/NY P alE
private static String sMyGCertHash = null;
private static String myCertHash (Context context) {
it (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE /v 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255”;
} else {
// keystore M”my company key” MIFBAE/\v L 1 {E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kR4 2k 6% MMBEFES Signature Permission NE#HT7Z TVICKYEESN TS EZ®ERT D
if (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {

Toast. makeText (this, “¥MEBEFEZ Signature Permission WEHT FTVIZLKYEERINTULVELY, “, Toast. LENGT
H_LONG) . show () ;

finish() ;

return;

}

/] kiRA 2k Th BHT7ZTUMNSLD Intent THoTH. 21 Intent DREMEHRT S

/] O TINZDERE, 3.2 AhT—2DRLUEHRT 51 258

String param = getlIntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A—% [%s] £=1FE>1=, ”, param), Toast.LENGTH_LONG).show() ;

}

public void onReturnResultClick (View view) {

/] *KRA2 8%k FATT7 TVIXEHTTITHEM D, o oT 1 THERZRELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, "> T 4 THIERHR") ;
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setResult (RESULT_OK, intent);
finish();

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission MIS& L LBIRLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
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if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;

Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;

if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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*RAUk 9KAPK % Export $5&EIZ, FIATT7 T ERLHRERTAPK EELT 5,

-

¥ Generate Signed APK

)

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Key alias: @ company @

Keyr pa 55ﬂ0rd : | .......

[ | Remember passwords

| | MNext | Cancel | | Help

4.1-2

RICEHRE Activity ZFIAT 2BIDH LT ILa—FERT, CCTIEBEHRRE Activity ZFFURE T A EEHRAT

Do

R M Activity ZFI BT 3):

10.
11.
12.
13.
14.
15.
16.

¥ B EZ Signature Permission #F|AEE Y5

¥ B E % Signature Permission BT IVIZKYEERIN TSI LEMERT S

FAET7T)DOEAENBHOAHETHILEHERT S

FIAXT7TIVEBEHRHTIITHEN B, T TTRERE putExtra(ZFE S5 & CRYEELTHLL

BAREY Intent [ZKY B#IRE Activity ZFFEUH T
B#7TUHLDMERERTH-TEH, 215 Intent DR EMEMHERET D
FRAXTTILRILHARERTAPKEZELT D

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. activity. inhouseuser” >

d— %A > b 10k JHBEFEZ Signature Permission 2f|AEET 5 —>
<uses—permission

android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
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android:name="org. jssec. android. activity. inhouseuser. InhouseUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
{/manifest>

InhouseUserActivity.java
package org. jssec. android. activity. inhouseuser;

import org. jssec. android. shared. PkgGert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class InhouseUserActivity extends Activity {

// FIRE®D Activity 1E#R
private static final String TARGET_PACKAGE = “org. jssec.android. activity. inhouseactivity”;
private static final String TARGET_ACTIVITY = “org. jssec.android. activity. inhouseactivity. InhouseActivity”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION”;

// BHOFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) |{
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIEBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7G2 42E142CA™;
}
}
return sMyCertHash;
]

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick(View view) {
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/] kA 2k 11k MEFEE Signature Permission AEH 7 FVICEYEE SN TSI L £HEERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {

Toast. makeText (this, “"¥MEBEFEZ Signature Permission MEHT TVIZLKYEZRI N TULVELY, “, Toast. LENGT
H_LONG) . show () ;

return;

}

/] *iRA 2 b 12% FAET T OMEAENBHOARAETHH L EHDETS
it (IPkgCert. test(this, TARGET_PACKAGE, myCertHash (this))) {

Toast. makeText (this, "FIRET7 FUIEB#T7 7Y TldALY, “, Toast. LENGTH_LONG) . show () ;
return;

}

try {
Intent intent = new Intent();

/] kA2 13k FAXT FVIEERT T THEID. BT 4 THIERE putExtra) 2ESESICEY
EELTHEEL
intent. putExtra ("PARAN”, "t > o F 4 THIER") ;

/] *BRA 2k 14% BERM Intent [Tk Y BHBE Activity ZEEUHT
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIA% Activity ARDOMS ALY, 7, Toast. LENGTH_LONG) . show () ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *kRA2 bk 15k BRT7TUHLLOBERBEBRTH>TH. ZIE Intent DREMEZHERT S

/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,

Toast. makeText (this, String. format ("§#55 l%s) %= (FHL>7=, ”, result), Toast. LENGTH_LONG). show() ;
break;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {
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public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (L BIRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName & L1=7 T DEEHED/\Y L 1 {EZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHEL T FRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;
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}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RAk 16k APK % Export 3 5EE(2, FIAET T ERICHRERTAPK ZERT S,

[ ® Generate Signed APK |

Key store path: Ci¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -+ . |

Key alias: _my company key D L|

Gz BIET |

B s
e | m | Ccancel | | Help |

4.1-3
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4.1.2. W—ILTvY

Activity Z4EBFE . F1-1F Activity [Z Intent ZEET BRRIZIZLLTDIL—ILESFRIE,

1. 7TVRTOAERT S Activity IEIEABRET S (WH7E)
2. taskAffinity Z#5ELALY (78)
3. launchMode ##EEL%LY (H7R)
4. Activity [TE{ET S Intent 21X FLAG_ACTIVITY_NEW_TASK #E&E LALY (Wh28)
5. 2Z{E Intent DREMEHEDRT S (WH7E)
6. ¥EEZ Signature Permission (&, B# 77N ERLICLEHELTHATS (WH7B)
7. BHRBHREZETHEICEK REETIINSOBRBRBRISTIET S (WH7E)
8. FIAZk Activity N EE TESIHE XBATRA Intent T Activity ZFI AT 5 (WH78)
9. ALK Activity Mo DRY Intent DX E1ZEHET S (WH78)
10. st DBHET T EEHET HIHEEFIFAL Activity ZFHERT S (WH78)
1. BEEZ-RMICIRBTIIEEICIE. TOEEDHKOREKELHIETD (WH78)
12. U TA4TERITTEDRY ESKLY (HE2R)
4.1.2.1. 7TIVRNTOMMERT S Activity [XIELBHEET S (WH7E)

B—77UANSDHFIAEINS Activity [(ZHED 7T H S Intent 22 (TERBD BB, 2D K57 Activity
TIIEAEEE Activity ZIRE T 5 Intent ZEELLENIEMNZ LY, CD K54 Activity (FBIRMIZIEABREL.
JE2AER Activity &9 5,

AndroidManifest.xml
<1— FEABA Activity —>
<I— %A > b 3k exported="false”[Z& Y. BARMICIEABIRET S —
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

B—77URISDHFIAEND Activity TIE Intent Filter 2% B I 254 5HHL TIHAS%ELY, Intent Filter
DOMEE. A—T7T)RDIELR Activity ZIEU T DEY TE, Intent Filter B THEUYH LI-LEZITERE 1
77D Activity ZREUHLTLESAIREMLH D, SFMIE. 7R/AV AR 4.1.3.1 exported HXE & intent-filter
BEDHAEDOE (Activity DIHEE)IZSBTHIL,

AndroidManifest.xmIGEH#£22)
{I— FENR Activity —>
{I— Y 7R4 > bk 3% exported="false”(Z&k Y. BARMIIZIEAREZRET S —
Cactivity
android:name=".PictureActivity”
android: label="@string/picture_name”
android:exported="false” >
<intent-filter>
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<action android:name="org. jssec. android. activity. OPEN />
</intent-filter>
{Jactivity>

4.1.2.2. taskAffinity ZsE LG (WH7H)

Android Tl&. Activity [EARVIZE>TEEIN D, FRVD AT, JL—b Activity DEFD T I4=T1IZ&> TR
EIND, —ATIL—LUSD Activity IZEALTIE, FTE T 23R UMD T I4=TA1Z (T TIXRESNT . Activity D
EHE—RIZHIRTET 5, S5ME74.1.3.4 JL—F Activity [TDWTIESEBT S,

T 74 ILRRETIER Activity [Z/1\0T—DRBETI4=T4ELTHED, TORE . FARVETTITEIZEY EH TS
NBE3DT . R—T77TIVHRDETH Activity (IR —FRVICHIERT 5., 2RAVDEIY L THEEET HICIE,
AndroidManifest.xml ~ND BRI T T4 =T 5BR %0, Activity ITEET D Intent ND TSV REEFTNIE LKL,
L. ARIDEY U TEERLIBE X BS54 RVIZET 5 Activity [IZEX{ELT: Intent 2RI 7 TV I&k>TEH
HHEELAREELH D,

UL TATHBEREESDEE Intent BLUZIE Intent ORBEHZRAWMONBNESICT BIZIE.
AndroidManifest.xml R® application EZRFH LV activity E3 T android:taskAffinity Zi8E €3 . T 74

WY T—DRER-)DFERITTRNETH D,

LUTFIZIEARE Activity OIERUEIEFIABIIZE T4 AndroidManifest.xml 7R,

AndroidManifest.xml
= JRA > k 1% taskAffinity ZiEELALY —>
<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

= JRA > k 1% taskAffinity ZEELALY —>
activity
android:name=". PrivateUserActivity”
android: label="@string/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>

<1— FEABA Activity —>
{I— J R4 > b 1 taskAffinity ZELAELY —>
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>
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BROET I4=T1DEMITAEERIX. TGoogle Android FRYS325 AF] 2, %%L)E. Google Developers API
Guide “Tasks and Back Stack”3Mfi#sidH LU 4.1.3.3 Activity [Z3EIESN S Intent DAY L. 14.1.3.4 JL—
b Activity [CDWTIESEBT 52L&,

4.1.2.3. launchMode ZiEE L% (h78)

Activity DFEEIE—R &L, Activity ZFEUHTBERIZ, Activity DAV AEVZADEFRBRERL. FRIOFRERE
HEHTB=ODNDHRETHS, T I4+ILIERE (X standard" TH S, "standard”s%E Tl&. Intent #E>T Activity
FREVHTEEITIEBITFHRAORIVRAEFER L, AR VXV H LA Activity DBAET H2RATIZHELY, FFRIZHR
IMEBIND LT ZRIDFRICER SN DL, FUHLICEST: Intent AR D 7 T Mo EA Y AT BEIC
55, FNDE=H. Lo T4 EERE Intent ITETIBAIZIE. Activity DIEEIE—RIZIX standard" 2BV RE
THb.

Activity D#EE—F [ AndroidManifest.xml NIZT android:launchMode TEATRMIIZER ERIRETH S M. L
SEDEBIZEKY. & Activity 2L T android:launchMode 2§ €9 . [EZ T 74 /IL D FEF "standard” &9 5
RETH,

AndroidManifest.xml
{I— R4 > b 2% Activity IZ1& launchMode Z5EE T, [EZT 74/ FDEZF” standard” &5 >
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FEAB Activity —>
{— %7RA > b 2% Activity [Z1& launchMode Z#$EEE T, IEXZT 74 D FEFE” standard” &35 —>
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>

14.1.3.3 Activity [ZEEEN D Intent DERAEY 1. 4.1.3.4 JL—hk Activity IZTDWTIZSRTHIL,

4.1.2.4. Activity IZ#E{E9 5 Intent IZ1E FLAG_ACTIVITY_NEW_TASK Z&ZE L7 (ZH)

Activity DFZENE—R(F startActivity() & AL & startActivityForResultODEITHRIZEERT T HEMNARETHY .
RARIDFRICERSNZBELH D, TDI=8H. Activity DREE—RFEETHICERELEVKSICTIHELD

25T, B, BREF. B A, LA, LM, £%. MixEIGoogle Android F7ASSIVH AR (FREF—ATA4T7T—
PAX.2009%F 7 A)
3 http://developer.android.com/guide/components/tasks—and-back-stack.html
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o

Activity DFEEIE—FEZEE T BIZIL. setFlags()+° addFlags)ZRAL T Intent IZ755 %R EL. FD Intent &
startActivity() & 7= [& startActivityForResult) D 5| $ &9 5, FRVEFHIRMICER T H5-O DT T &
FLAG_ACTIVITY_NEW_TASK T#%%., FLAG_ACTIVITY_NEW_TASK A RESN S &, U H I = Activity D2
RIMNYITSOURHINETAT ISV LEICHEELBVWESIC. FIRITIRINERSIN D,
FLAG_ACTIVITY_MULTIPLE_TASK [X FLAG_ACTIVITY_NEW_TASK LEIBFIZERET D EHTES, CDIFEIC
FARIDRDTHRERSINDG, ELODBRELIRVEERT HAREENH SO, Lo T4TLEERERD
Intent [ZIERELLBENELSIZT RETH D,

Intent XS4

Intent intent = new Intent();
// hA 2k 6% Activity IZEIET B Intent I1Z1&. 754 FLAG_ACTIVITY_NEW_TASK %# 5% L ALY

intent. setClass (this, PrivateActivity.class);
intent. putExtra ("PARAN”, "t > o F 1 THIER")

startActivityForResult (intent, REQUEST_CODE) ;

758, Activity 232159 % Intent IZ FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 754 #BARMIZERE T HT
ETRRIDERSNIZELTHEDABNTEAMONENRIICTELEZZDNELALL, LHLEAL, CD
FHEERWLWTHLEESNT: Intent DRBZHAISENFIRETH D, LT=A > T, FLAG_ACTIVITY_NEW_TASK
DEAFEITEIRETHD,

F4.1.3.1 exported F%7E & intent-filter % E DA EHE (Activity DIHFE)1HKUT4.1.3.3 Activity ITEESH
5 Intent MRAEY 1. 14.1.3.4 JL—F Activity IZ2DWTIHBEBTEIE,

4.1.2.5. ZE Intent DRLMEHERTD (WH28)

Activity DEALT(ZE-TETFIRIIEELDH, Z1E Intent DT—EZNET BIRIZIL, T Z1E Intent DR L
HEHERLZITNIEESIE,

2B Activity [EFREBEZHOTT)H S Intent 2 (TES1=8H. IILD T DHE Intent ZZ TERD A REEL H
%, IEAR Activity [ZhDTTUMS Intent ZEER(TEDZEIEEL, LALRI—T7TUYRD AR Activity Hith
D7 T2 TER 1= Intent DT —2EIEANB Activity IZERE T 22 ENH D=0, Z{E Intent TESZHIZL S
THAHEBEZTIFGELREN,, /A—rF—RTE Activity LB RTE Activity (FZDHFEDI R THS1=0H., PIEYZ
1€ Intent DL LM EHERT ILENHD,

32 ANT—EDREMZEHRTH125RBITHL,
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4.1.2.6. JHEEZ Signature Permission (. Bt 77UMNERLI-CEEHEZELTRIATS (w78)

B#7IVETISFIATESEHRE Activity #/E5154 . JRE EZ Signature Permission [C&YRELLIT
NIE7%E5%0Y, AndroidManifest.xml T® Permission . Permission R EE T TIIRELF+HTH
51=8.75.2 Permission & Protection Level JDI5.2.1.2 JEEZD Signature Permission TE#771)&
BISAEIZSRI S,

4.1.2.7. HRBEBEZRTBEICETBEETITINOOBRFBERFBRITEIRT S (WH78)
Activity DBATI2&> T, setResult(Z AV THRHRIFRZRE T IHEDRELETTIDERELELRD,
Activity BNERIBHRERETHEE . BRBREETTINTILIIT THAAREELHY  BREBNEBEEEH-
THEHLNDERENH D, IEAR Activity LEHRE Activity DIHEF. #ERREXIIBRT T THA O
REBMOENWEHFYDET DBEIFGN /= F—FRE Activity DISEEEZDHHEICHET B,

ZD LI Activity Mo fERIFEREZ R TIHESCE REET TN OFEREFEROFRICRELLZTNEESE,

TR IBIR TR T DIHFE DS

public void onReturnResultClick (View view) {

/] *RA bk b6k IS— b F—F TYIZBARLTEUVMERICEY RZELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k7> —7 T JIZBR L TELULMER")
setResult (RESULT_OK, intent);

finish(;

4.1.2.8. FIRS Activity B EE TEHIHE LR Intent T Activity ZFH7 5 (»78)

EEERAY Intent IZ&Y Activity 2RI T & &EMIIZE D Activity [Z Intent HEIESN B H(F Android OS (£
[ZH-2TLES. HELTILDITIC Intent NEESNTLESLBERFRNELD, — A AR Intent [2XKY
Activity ZF|BAT 5L, FEELT= Activity IS A Intent Z2Z{ETHEFLELERMEZ 2 TH S,

MBEEEET7T) (D Activity) 21— —(BIRSE DL E. FIFL Activity 2E2TRISREL-WGEZRIT
(. FIASK Activity (EHENLDEFETED, CD L% Activity ZFAT HIHEICIEBATRE Intent ZFI AT ARE
THdo

B—777 URA®D Activity ZBE7RE] Intent THIFET S
Intent intent = new Intent(this, PictureActivity.class);
intent. putExtra ("BARCODE”, barcode) ;
startActivity (intent) ;

a7 7 DINEE Activity ZBEREY Intent THIFET 3
Intent intent = new Intent();
intent. setClassName (
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“org. jssec. android. activity. publicactivity”,
“org. jssec. android. activity. publicactivity. PublicActivity”);
startActivity (intent) ;

LD 77 DA F Activity ZBEREY Intent TRIALBEH. BT & Activity 257 TUNTILILT T
HOAREEDH D, SBEE /NN T—VATRELZELTE BFETTINEREAYT TVERL NNV r— %4
DT T THAAREED H DD DT, CDLIEI)RIVEHRLIVMEE & /A—FF—BRE Activity ©B#R
iE Activity DFERZRETTILELH D,

[4.1.3.1 exported E%3E & intent-filter FRE DA EHHE(Activity DIFE) LSBT HIL,

4.1.2.9. FRAL Activity MoDEREY Intent DREMEHERT D (78)

Activity DEATZ&->TETFIRVIFELSEN. RUIEELTRIELT = Intent DT —2Z MBI B(ZIX. TTZIE
Intent DR EHEHEZELGITIELSEN,

FIFA % Activity BB Activity DIFE . THEEDT7TIHLEREY Intent 22 TERS1=6. TIL 7 DKE Intent
2 ITIA AR B S FIRSK Activity A3EAR Activity DIBE . B—7TUANLRY Intent ZZ (TSN T
DRDIEHNESIZEZINEEZA, thD 7T A HZ (T o1= Intent DT —2EMIBNICEYBEEL TERET S EMN
BB, Z1E Intent TBEFHICRETHDHEZEZTITESALY, FIALEL Activity H/3—kF+—RE Activity B
#1BRE Activity DIHEE . TOFREDIRITHST=H. RLIEYR(E Intent DREUEHRTILENH D,

3.2 AAT—EDREMEHERT DI1ESRI DL,

4.1.2.10. it DR/ETT) LEET DB E ST AL Activity 2FERT S (H7E)

it DIFET T EEET DB EICITHRTA M) AMIKBHER A ENRH D, BT TVRICHIRLET T DFERE/ N
VaEFORBFLTHE FIAEDRAE NV 1R FELTWSIIAE /v AN — BT E0ERER T H LT,
BYFTELTTUIZ Intent ZRITTIELEHSIENTES, BEARMGRESEZIOVLTIEY T I)ILa—FEoi3
Ul4.1.1.3 N—rF—RE Activity Z4%5-FIHT 21288 DL, -, KiTRGEFEFMICRALTIEN4.1.3.2
FMART7IVEHERT D128 THIL,

4.1.2.1. BEZZRMICRETIEEICIE. TOEEDRERDREKELHRETD (Wh7H)

Permission [Z&YRESNTVSEHREESJUHEEEEZMOT7TTIVICZRMICIRET H5EI1ZE, RIET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKELZHFLZFNITESAEL, Android @
Permission ¥ a1)T4ETILTIE RESNI-EEICHTETTINSDEET I ERIIDVTOHEREEE
15, COEBRLEDHHEICKY, 7TVICRFSIN-EEN SISO T T, REDT=HIZWHETLL Permission &
BRI HIELGARMENBAREMENH D, CD &I Permission #EZEE(Redelegation)L TWVWA I EEEHMIC
Z{H7%D T, Permission DERZERMBEEMTIENS,5.2.3.4 Permission DEBEEEMBEIZSEI S,
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4.1.2.12. B2 TATRERIFTESRYESAL (HE22)

THEZHROTT)EETAERICEE O TAIRBREE > TEILLBWN . BEDTITEEET IHRICH
WTH, BERILEWLWTZTYIZ Intent ZHITLTLESBEOEZEFICELS Intent DEFELETIHBRAFBELTLE
SYRIM®HB,T4.1.3.5 Activity ORI HAIZDOWTIESETSHE,

UL T4TERE Activity [SEFT HIHE . TOERODREYRVERETLEFNITESE, 248 Activity 2
EMLEERIIVTRBTDEZEZLTNIELSLEL, =/ S—rF—RE Activity L BE#BEE Activity 23 4L
=ERBZND Activity DEZEITKFELTERRRIRIDOKR/NMDH S, IEAF Activity ITEF T HIEFRICEST
4. Intent @ data [CEHT-EHRIE LogCat A TIRETHIRINH S, Intent M extras [& LogCat [CH HhEh
BLDT, oo T4 1R extras TiEFFTHELLY,

LTI HERIEITESLITEMLLBENESIZIRI RETH D, EfFTHHEED. FIASKL Activity (XEEETE
3 Activity IZBRZEL. Intent D1ERAS LogCat NiFEBLAEWESIZEELLZITRIEASA,

Fiz. )L—b Activity [ZIZE T4 RIEREE S TITESHLY, JL—b Activity &lX, ZRIDE RSN IZRK
AV SN Activity D2ETH S, BIZ X, SoFrv—hbEEISN = Activity (EFEIZ)L—b Activity TH S,

JL—b Activity ICEAL TOEEMIL. 4.1.3.3 Activity [T3{E3N 5 Intent DFHAEY 1. 4.1.3.4 JL—k Activit
yIZDOWTIRSRTSHIE,
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4.1.3. PRNVRE
4.1.3.1. exported RFEL intent-filter FREDHEA S HE (Activity DIZE)

CDHARXETIE, Activity DREHMSIELR Activity, 2B Activity, /S—FF—[BE Activity, B#tEE
Activity @ 4 247D Activity [CDWTREFZFRAR TS, H2LTIZFFESN TLVS AndroidManifest.xml
M exported EHEE intent-filter ERDEAHAEHEERDRIZELEDT-. EASELTLNS Activity DEALT &
exported BHH KU intent-filter BEROFIEMAIELWN EEHERT DL,

& 4.1-1
exported BEDIE
true false BmEE
intent-filter EEMNHS | F (ERA%ZLE) ({EFZELL)
intent-filter EFMELY | XK. N—rF—RE. | FELH (fE %)
B+LRE

exported BHEDETlintent-filter E&EHA$H S 1&exported="false” 1ZFHZIEIZLTL\SD (. Android @
RAHEVICIRIFANDHY. Intent Filter DHEE L ERETT7T)D Activity #FUHLTLESHZENFET S
FzHTHZ. UTD 2 DORIE. ZOHRBADIHDEDTHD. B 4.1-4 &, R—TFTTIURILSLHIIELR
Activity(7 7)) A) ZBE 2 Intent THREUEEBLEVERERLBEDHITHS, Intent-filter(R & action="X"\"ZE &
LTWWBDH, 77 ALMWELDTERLEY DEIE LTS,

FTTUA
BE 2 MIntentZ{E 5T
ActivityZFEUH §

Intent(“X”)

JE/2SBAActivity A-1
exported="“false”
action="“X"

F77UC
BB IntentZ o T
ActivityZ=F U

Intent(“X”)

Activity A-1[ZIEBActivityZZD T, 7
TUANSLMEUH T ZEETERL

Androidifi >R
\_

K 4.1-4

4.1-5 (. 77 A (22 T7FY) B THLREIL intent-filter(® & action="X"\2E&HELTL\SBETHD.
4.1-5 Tl&. 77 A BEEERM Intent ZEELTRI—7 VR D IELR Activity U Z5EF M. 7T
—2avMERIFAT7ATNERRSN, I —F—D:ERIZE>TAR Activity(B-1)BIEUNHHEN TLESHIZERL
TS, CNICKYMTTIICHL T T4 I EREEELZY . EREHRYEEZZ (TR ATEEENELTL
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F.
8 )
2 B IntentZ{E>T T —

l Intent(“X”) : > A-1

JE/2SBAActivity A-1
exported="false”
action="X"

i

A BAActivity B-1
exported=“true”
action=“X"

Rl CactionZ & L f-Activity B-1h'8p 5
L. OSICKYBRFAAT7OT DR RSIAL.
dA—H—0EIRIZE > T BActivity
B-1HMFIENTLES

Androidiii R
\_

4.1-5

ZD &SI, Intent Filter ZFALV=IEAR Activity DEEEH Intent IFUHELIX. ERIEHT T EDEIFHRD Y EL
YEHLTLESDTITIRNETIE AW BHE. ZOEHITTIA. 7T BDAV R VIBFIZIXEKELEN L%
HELTLNS,

4.1.3.2. FARTITVEHERTD

CITIE/S—hF—BRE Activity DREZBT HHRINEREMET T 5. /S—FF—RE Activity [EFHRT AR XM
BRINEEEOTTINDTIRREHTL. ThUNDTTUDLIETIEREERT 5 Activity TH D, B4t
USNDTTIET I RHFRI R EL D=6, Signature Permission [Z&ABAHEIFE R IEFI B TELL,

HERKMEEZFIX, /3—rF—RE Activity DFIBET7T)VDBTEEREL. mRTAMJAMZZFSINE=7T)TH
NIEH—ERFRIET S, BERINTOEVWT T THNIEH—ERFRBELEVEWNSEDTHS, FIIETT7TID
SRR FRATT7TINEDIHEFIMBL. TOHBEED /Y EEZRTANIARD /Y 2 EELETS
ZETITS,

CCThEHhIHATTIIDOMRAEIZREET L. FIARTTIDONyr—& | OB T4 TIEARL
M2 ERREFINABNENERS LD LT —C R IEEEIIEETESOMDTTI~ADBYTELL
HEHETHD RYTELARELG/NSA—RI B THERICIIFEZ LN, —A. 7TVOEDIIAETHNIE S TTHEE
[THESTENTES, SIAEICHIGTIERRADOHREREIARMOTTURARELNF>TLVELN O, F=EMN
FICEIBAEZH5. A DBLRIANBRINTET7TUEERT D LIETELRLDSE RTAMNIRNMEIT I ER%E

80 All rights reserved © Japan Smartphone Security Association. Activity 85 -FIHT S



rommmon  http://www jssec.org/dl/android_securecoding.pdf

““lﬁmmm Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

HFAIL-WT7TUDAET 22 AT ERBLTHEVD ., BT LA—RTERTA N RRDT—EH A XZE NS
KT BF=HIZEEBET—2D SHA-256 /\WafEZRIFTHIEICLTLNVS,

COHEIZIIRDZDDFEHENH S,
® FIAFT7TIIZHULT startActivity() Tld#< startActivityForResult0ZERALL T XS
® FIAFTTIVIZHELT Activity AN SIEVRHE T ZEIETERL

2 DBDFINBEFEVLDLIE 1 DEDOFINBEOHERLLTRINDHNTHLIDT. BEIZIT 1 DORLHKIEE
A5 COFIMITFUHLITT T D/vr—2 2 F G 5 Activity.getCallingPackage() D #l#gIc kU £ELTL
3, Activity.getCallingPackage()[& startActivityForResult) THEUHEIN=IGEICOHFARTTTID /v
— DR ERT A, BELMNDS startActivity) TREUHEEIN =G EIZIE null #RTE#EL-TNVD, ZD=HIZT
BNITDHEEDTRIATT IV, ZEZARYIENTETH-1zELTH. startActivityForResultOZFEH7xITh
(FESENEWNSHIFINH B, 51T startActivityForResult() & Activity 25X TLMEZZLNV=8 . FIATIX
Activity [CBRESN S ELSHIRILH D,

PartnerActivity.java
package org. jssec. android. activity. partneractivity;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] kRA2 b4k FATT7 TIDOHERAENKRTA YR FZBHFIN TSI EEZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1IN— b+ —TF 7 org. jssec.android. activity. partneruser MEFAAE/N\v L 1 {EEZ5E
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEEBAZE /Ny L ai{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UWTEICHDIR— b F—T7 T &8 ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);

}

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. main) ;

/] kRA U+ dk FIRATT T DOFHBAENHRTA LR MIBRSIATNWEI LEHRT S

if (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV (E/— k+—7 F 1) TlE#AELY, ”, Toast. LENGTH_LONG). show () ;
finish();
return;

}

/] *kRA U Rbk IN—rF—T7TYMSD Intent THoTH. 21 Intent DRLMEFHERT S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
Toast. makeText (this, "/S—kF+—F FUHLSTFT IR HY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

/] KIRA b bk N—bF—F TYICHATRLTEWMERICBYRZEL TEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k> —7 T JIZBR L TELULMER")
setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl 1 (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]+", “”). length() != 0) return false; // 0-9A-F LISNDXFEHLH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname IZx ST AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEEED/NY L1 ELEERD/NY L 1EEZLHERT S
return PkgCert. test (ctx, pkgname, correctHash);
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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4.1.3.3. Activity [Z3FE{ESN S Intent DEEAHY(Android 5.0 KYRTD/N—I32(2DLVT)

Android 5.0(API Level 21)LIETlE. getRecentTasksOMDEF TEHI1EHRM . B BEHEDERAVIERP LUK
—LT7T)D LS EERTITEVEDICRESNT=, LAL. Android 5.0 KYRID/NN—23> TIE. BRESD
BRI LN DIEHREFAIRDZENTES, LLTFIZAndroid 5.0 KYFTD/N—a0 TRE T IABBEONEE MR
5,

AR D IL—b Activity ITEESNTz Intent (£, FRVEREITEMEN S, IL—b Activity EIFFRIDERELED
Activity DZETH S, FRAVBEIZEBIENT= Intent (X, ActivityManager Y5 REFESETEDT7T)MBHHE
HICHEAHETENTTRETH S,

FI)NSARIBR#SBTAEHDOH U TILaO—KREZLUTIZRT ARV EEESBTA3-HIZ1%.
AndroidManifest.xml! [Z GET_TASKS Permission ®FIFRAZIEET 5,

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. intent.maliciousactivity” >

<{lI-—— GET_TASKS Permission €95 —>
<{uses—-permission android:name="android. permission. GET_TASKS” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
activity
android:name=".MaliciousActivity”
android: label="@string/title_activity_main”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

MaliciousActivity.java
package org. jssec. android. intent.maliciousactivity;

import java.util.List;
import java.util.Set;

import android. app. Activity;

import android. app. ActivityManager;
import android. content. Intent;
import android. os.Bundle;

import android.util.Log;

public class MaliciousActivity extends Activity {
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@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. malicious_activity);

// ActivityManager #EN1§9 %
ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE) ;
/] BRYDEEZEZ 100 HIREFT S
List<ActivityManager. RecentTaskInfo> |ist = activityManager
. getRecentTasks (100, ActivityManager. RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// Ib— b Activity [Z3EIE St Intent ZERIEL. Log ITRET D
Intent intent = r.baselntent;
Log. v("baselntent”, intent.toString());
Log.v(” action:”, intent.getAction());
Log.v(” data:”, intent. getDataString()):
if (r.orighctivity != null) {
Log.v(” pkg:”, r.origActivity. getPackageName () + r.origActivity. getClassName());
}
Bundle extras = intent. getExtras() ;
if (extras !=null) {
Set<String> keys = extras. keySet () ;
for (String key : keys) {
Log. v(” extras:”, key + "=" + extras. get (key).toString());
}

ActivityManager 75 A® getRecentTasks()IZ&Y . IEELI- BB DIRVBEEZIMGT HEMNTED, BIRY
MD1ER (L ActivityManager.RecentTaskinfo V5 RAD A2 R A2 (2SN B DY, T D A /\—ZE# baselntent
(2. BRI DIL—h Activity [TIEfEEN T Intent BHEFASN TS, JL—b Activity E[EZRIMNE RS F-EFIC
U I Activity THAHD T, Activity ZHEUHTIRIZIE. U TOEREEEESLEB-ILBVLIITEELLT
Ay AR

® Activity AFURHENTFRIC, ZRIDFRICERSINS
® MUHENT=Activity BN/ IT T IURHBNETAT T TR EICBRICHERET 58X DIL— Activity T
Hd

4.1.3.4. JL—bk Activity [TDWVT

JL—b Activity EIEARIDIER ELED Activity DEETH D, FRIDER SN B ISEBI STz Activity DZET
BB, EED>THEEWBIZIE, TIAHILRERED Activity NS Fr—hbEEEISh=15E . ZD Activity [X/L—bk
Activity &£%5%, Android DERIZE B E. JL—b Activity ITEESN D Intent DABRIZEBED T TJIZE>THA
WMoNLBNNH D, TIT, IL—b Activity NS TAIRBEREEELEV LIS REBLILENH D, K
HARTIE, FUHEINT= Activity DNIL—bEREDZEFAST=OIZUTD 3 K& IL—ILIZHBIFT =,
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® taskAffinity Z#5E LAY
® launchMode ##§FE LAY
® Activity [Z3£{E9 % Intent (21X FLAG_ACTIVITY_NEW_TASK ZE&E LAY

LT, Activity MIL—RERDDIFEE D KSEIZEMEFILIT/L—F Activity IZTDVWTERT S, BFUHINT
Activity DNIL—hERD IO D EEICEEET 5D (X, LLTIZEIFHIEE THD,

® [TUHEINS Activity DIEEIE—F
® [EUHEhB Activity DARYEFDFTENIKEE

T [MEUHEINS Activity DFEEIE—FIICDULNTEREAT %, Activity DFEEIE—RIX. AndroidManifest.xml
[Zandroid:launchMode Z i § 5 ETERTE TE D, ik LIELMEE X standard” A EEN 5, Ff-, EEIT—
Fi& Intent IZERET DIV ITE>TEEEARETH S, FLAG_ACTIVITY_NEW_TASK 7354 L. Activity
#"singleTask” E—RFCiEEBISE 5,

IEERREGESE—FIRDEESYTH D, FF. JL—k Activity EOBBEICERZ B TTEHAT S,

standard
CDE—FTHUHINTZ Activity [FIL—EGEIEEGE FURLAIORRVICFET %, =, FUHLD
EIZ Activity DA REVANER SN S,

singleTop
“standard” &R THAD, T+ 7T TV RFRYDERBIEIZR RSN TLND Activity ZREENT HIH5EIZIE.
AV RV ADEFEINGNENS AN ELD,

singleTask
Activity [F7 74=TADIEIZHSTRB T HFRINRED. Activity DT I4=T1E—BT BRI\
TIS9URHBNETATISOURIZHEELLZWMEEIZIX, FRIM Activity DAV RIVREESBIZHRICE
HEhd, FRETIEEICIEELELLEMSNGL, BIETIL, ESh 1= Activity DAV RZU [T IL— R
%o

singlelnstance
“singleTask” LRI TH I M RD R TELD, FRICERSNZZZXIIZIE, JL—I Activity DA D FIETE
BRTHD, LIzD> T, COE—FTREISN Tz Activity DAV REVRIEEITIL—FTHB, CSTEEL D
EROE, MUHEIND Activity BEFDT7 74 =T1LRICARID AR I MERIZHFEELTWDIEE THoTH, T
UHEh 5 Activity ERARVICEFEND Activity DITRENERLEDZEETHD. TDHEEIE. FHRICZRIH
EREND,

LLE&KY. "singleTask”&7=[&"singlelnstance” TEENE LTz Activity [IL—HMIEEHRIREMENH A EN T M D,
T DREREERTH=HICIE. ChEDE—FTREIFLEVDESIZLETFNIEESELY,

Rz, THEUHEINIS Activity DERZEFDEEIREE IICDWNTERBAT 5, 1=&X. Activity AV"standard”E—K T
FUHIN=ELTE, FD Activity BFRB T B2 RV DIKEEIZ K> TIL—b Activity E4E21BE80H 5,
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FlELT, FUHENS Activity DRRIDBRIZ/NVI TSV URTEBLTWSIEEEE A5, BEELLDIE. £
DRARID Activity 412 X2 XMV ’singleinstance”’ TREEIL TLVSIHEE TH D, "standard’ THUH STz
Activity DT 74 =T4MERYERLEo1=012, BEE®D "singlelnstance”® Activity D#IRIZKY ., FFEFIRIM
EREND, -FZL. ENEND Activity DIFREDECHEIF FRVIEERSNT . AV RV X FBEFDLD
BRAIND, WVTHIZLA, BUHSIIT= Activity (XJL— Activity (245,

L EDESIZ, JL—k Activity BNIFEUHINDEEIEETHOREBITIKET 2LEERTHS. TTVRREDEIC
[X. "standard”E—F T Activity ZE U H T KSICTRTRETH S,

JEABA Activity ISEIESN S Intent KM 7T b A SN AHEL T, FE2AEI Activity DFEUH LI Activity
#"singlelnstance”’ E—F TR T A2BEADH LU TILIA—FZLUTIZERT . COHY T ILa—FTIX, FEARH
Activity hV"standard”E—F TREEISn5H . FEUH LA Activity @ 7singleinstance” E—RF D EEIZ &Y . JEARE
Activity [ZFTFHERAIDIL—bk Activity E5E>TLED, OB, FEAR Activity ITEESh DL T HIERIE
RRYVBREICEEEHERIND=D FEDOTITIhoEEAMYTTEETH D, 15 BFUH LA Activity. JE2F Activity &
LIZEA—DTI1=T 1%,

AndroidManifest.xmI(GEHE22)

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. singleinstanceactivity” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— Jb— bk Activity OESIE— F%” singlelnstance” &35 —>
N FILAZTAERERT. 7TVORvT—2RET D —>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android: launchMode="singlelnstance”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FEAB Activity —>

I #EE— F%” standard” &£95% —>

A= TFILZTFAERELT. 7TIDNRNr—S8ET D —

Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

<{/application>
</manifest>

JELABA Activity (X, 2IELT= Intent (SR L TR ERT DA THS,
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PrivateActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

// Mg Intent DEREHEHEET S

/] HOTINZDERE, 3.2 AWAT—2DREUEHRT 51 228,

String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —4& [%s] #Z(+H>71=, ”, param), Toast.LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {
Intent intent = new Intent();
intent. putExtra ("RESULT”, "t > TF 4 THIEHR") ;
setResult (RESULT_OK, intent);
finish(;

JEAFA Activity OFFUHE LEITIE. Intent 2755 % E 912, "standard"E—R TIEA R Activity Z#2E1L T
AV

PrivateUserActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity) ;

}

public void onUseActivityClick (View view) {

// 2B Activity & “standard” E— K CHEEIT 5
Intent intent = new Intent();
intent. setClass (this, PrivateActivity.class);
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intent. putExtra ("PARAN”, "t F 4 THIFR") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] BIET—ADRENEZHERET S

/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,

Toast. makeText (this, String. format ("5 %s] Z=(TH>7=. ”, result), Toast.LENGTH_LONG). show() ;
break;

4.1.3.5. Activity FIEBEOOS HAIZDONT

Activity ZFI B9 SFE(Z ActivityManager AY Intent D AE% LogCat ICH 195, LTORNEIL LogCat IZH
NENB1=0. oo TATHEBRNEENLBVESITEE T RE,

e FIAL/N\vTr—T4
® FRAKZITR4A
® |ntent#setData() Ci%EL7= URI

BIZIE, A—ILEET HIHEE . URI [TA—)LTRLREIEEL T Intent #H4T79 5EA—ILTRL XA LogCat IZH A
SN TLES, Intent#putExtra) TREL={EIX LogCat IZH AZh ALV =8, Extras IZRELTESESIZLEA
MNELY,

RDESZA—ILEET HE LogCat [IZA—)LPRLARRTSNTLES

MainActivity.java
// URI (& LogCat [CHHAZT N B
Uri uri = Uri.parse("mailto:test@gmail.com”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
startActivity (intent) ;

RD K512 Extras ZFEATSHE LogCat [ZA—)LT7RL AR TESNELES

MainActivity.java
// Extra [ZE&%E LT-NA (& Loglat I(CH A Sz
Uri uri = Uri.parse("mailto:”);
Intent intent = new Intent (Intent. ACTION_SENDTO, uri);
intent. putExtra(Intent. EXTRA_EMAIL, new String[] {"test@gmail.com”});
startActivity (intent) ;
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f=1=L. ActivityManager#getRecentTasks() [Z&>T Intent® Extras D7 TUHSEEFDHSHIGEHLHS
DT EETHIE, #LLIET4.1.2.2 taskAffinity Z8ELAELY (»7%8)1.74.1.2.3 launchMode #&E
L7 (WhZ8) 16 K UT4.1.2.4Activity I2321E9 5 Intent 21X FLAG_ACTIVITY_NEW_TASK Z#E&ZELAZLY (a4
A)IZZROCE,

4.1.3.6. PreferenceActivity ® Fragment Injection XzRIZDLVT

PreferenceActivity Z#&A L=V XM AF Activity E1E->TULVSI5E . Fragment Injection4&EFE SN HREEA
FHRETHREEN DD, CORBEEFHST=-HIZIE PreferenceActivity.IsValidFragment()% override L. 3l
BDIEEEYZFvo35IET Activity BAERILE L Fragment ZbHHBNKSICTEIRENH D, ( ADT—4
DREMICDOVTIENZ.2 ANT—R2DREMZHZRTHI15H)

LIFIZ. IsValidFragment(% override LT=H > FILETRT  H. V—AI—ROHFILEITIE. ISREHED
Y. BIBDELDLEERNED>TEIAREENH DD T, BEAEHABEITLED,

override UJz isValidFragment() XY/ v R
protected boolean isValidFragment (String fragmentName) {
/] BFAEROXEIEREITS &
return PreferenceFragmentA. class. getName (). equals (fragmentName)
|| PreferenceFragmentB. class. getName (). equals (fragmentName)
|| PreferenceFragmentC. class. getName (). equals (fragmentName)
|| PreferenceFragmentD. class. getName (). equals (fragmentName) ;

HE. 77D targetSdkVersion A¥ 19 LI ETH A5 E . PreferenceActivity.isValidFragment()% override L
7EL &, Fragment AMEA SN TZEEBE (isValidFragment()ASFEIE 1= EXBE) TEF ) TAHIN D FKELT T H3HE
T 9 51=8. PreferenceActivity.isValidFragment()® override N4 ZETH B,

4 Fragment Injection MFMIELLTD URLZSHBDOIE
https://securityintelligence.com/new-vulnerability-android-framework-fragment-injection/
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I 4.2. Broadcast#%2{E95-%{ETH

4.2.1. Yo7 )La—k

Broadcast #%{§9 %IZI& Broadcast Receiver Z{E L ENH S, £DKI7% Broadcast ZZ{ET HMITXK>T.
Broadcast Receiver 2MaZ AR RPBEULGHEHFENELS, ROFIEFIO—IZ&>TIERMT S Broadcast
Receiver MEDFAITTHIMNEHIBTES, BEAZ, IN—bF—REDEHEIZLEL Broadcast EETLT T
DINVT—2 2 F 2G0T T THERT DF LG, /3\—bF—FRE Broadcast Receiver #{E5FE X TEX

LY,

L&

)

C

T7TIREIFT

No

BroadcastZ X219 %

\ 4

Y

B#7 UG T
BroadcastZ %159 %

\ 4

Private Public

3JE/\BfIBroadcast Receiver

/N BABroadcast Receiver

Proprietary
B #t R EBroadcast Receiver

K 4.2-1

%7- Broadcast Receiver [ZIZFDESE

sRIZ&Y . F20 Broadcast Receiver &84 Broadcast Receiver &M 2

BEAHY . TREDIILTEBHDENAHD, YT aA—FhTIEHADEERA EEZBNHALTNS . BHB. ED LS
7#BF (2 Broadcast ZiXETAMIZE>TEIET HIBEHRDBE UL HEIFEENRES -6, FERMDEEIZDOLNT

LEDETEHAT S,
= 4.2-1
EEAE LETE
%M Broadcast Receiver | AndroidManifest.xml [Z | ® Y XFLMNSEIESIN D —E D Broadcast
<receiver>EXRZ BT (ACTION_BATTERY_CHANGED #&)EZ{ET
HILTEETD ELRVERINH D
o FIUNYEEEL THOT VAV AM—ILEND
FTOM. Broadcast #2{ETE5
EjfY Broadcast Receiver | 77 O 4 5 L & T |e &# Broadcast Receiver TIEZ{ETEHL
registerReceiver() # & U Broadcast THZ{ETES
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unregisterReceiver() # Iif
VHIZEIZ&Y., BRI
Broadcast Receiver #%&

& BERMERT D

Activity AFTEIZH TLVSHIREIZI+ Broadcast
#2{EL1-LV2E . Broadcast DZ{ErTHEHARI %
TRYSLTHIETES

JE/ABAM Broadcast Receiver k5 &1L TE
TELN
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4.2.1.1. 3JE4 B Broadcast Receiver - Broadcast #2595 %595
JE42BA Broadcast Receiver &, B—7 7 AMHEIES NI - Broadcast 12175 =2{E T=5 Broadcast Receiver
ThY. 2T LMD EL Broadcast Receiver Th 5, B Broadcast Receiver ZIE A TEEZT HEIET
E/ELV=8 . FE4A B Broadcast Receiver TldE%AY Broadcast Receiver 1EIT TSN 5,

R/ M (Broadcast %59 3):

1. exported="false"IZ&kY . BARBIZIEAREFRTET S

2. R—7FIAMSEIESNT- Broadcast THoTH. Z{E Intent DR EHEMHRT S
3. #BRERIBE.EEXIERA—TITIATHLIME., o TAIREREREL TR

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. privatereceiver” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<1-- FE/>BA Broadcast Receiver Z & T % —
{J— S RA > bk 15k exported="false”IZ&k VY, BARMICEARZET S —
<receiver

android:name="_PrivateReceiver”

android:exported="false” />

Cactivity
android:name=".PrivateSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PrivateReceiver.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PrivateReceiver extends BroadcastReceiver |

@0verride
public void onReceive (Context context, Intent intent) {
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/] kRA 2k 2k B—F7 T)AMISEIEEHT-Broadcast TH-HTH. ZE Intent DRLMEHERT S
/] HUTINZDERE, 3.2 AT —2DREUEHRT 51 €28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context,
String. format (" s] #={E L7, “, param),
Toast. LENGTH_SHORT) . show () ;

/] *RA2 b3k BETIER—T7TIVATHINDE., T2 PT 1 THEHREZRELTEW
setResultCode (Activity. RESULT_OK) ;

setResultData ("> o7 1 J721E4R from Receiver”);

abortBroadcast () ;

RIZ3IE/ABH Broadcast Receiver ~ Broadcast #1594 5H 7 IILa—K%&RT, 2 T3 5IEARH Broadcast
Receiver ~®M Broadcast E#EAEILX, EF1)TAETIEIRETHDHIEDD, Sticky HBMEZLZNEVSFIFLHS
CEITSEFENVETH D,

RALMBroadcast X9 3):

4. R—77")H Receiver (VT RIEE DBARA] Intent T Broadcast X595

5. EEXIER—7TYJA Receiver THAT® ., Lo T4 I HEREEEFELTEL

6. R—77A Receiver Mo DIEREHRTH->TH. ZIET HDLLMEHET S

PrivateSenderActivity.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// kR4 b 4k E—7 7N Receiver 9 5 RIEENATRAEY Intent T Broadcast #1533
Intent intent = new Intent(this, PrivateReceiver.class);

/] *RA b 5k EESIZR—TF T KN Receiver THB=H. £ T4 THIFEREEELTEL
intent. putExtra ("PARAM”, "> > F 4 TH1EER from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
// kR4 b4k E—7 7N Receiver 19 5 RIEENBATRAE Intent T Broadcast #1533
Intent intent = new Intent(this, PrivateReceiver.class);

/] *RA >k 5k EELIZR—TF T UK Receiver THB=H. oI TF 4 THIFEREEELTEL
intent. putExtra ("PARAM”, "> > F 4 T IEER from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);
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private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] *RA 2k 6%k R—7 TN Receiver DL DIERFEHRTH->TH. BET—FDRLUERRET S
/] HOTINZDERE, 3.2 AT —2DREUEHRT 51 28,
String data = getResultData() ;
PrivateSenderActivity. this. logLine(
String. format ("#&8 Ms) #Z{ELF=, ”, data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.2.1.2. Z%BA Broadcast Receiver - Broadcast Z2{E9 % 1£1EF 5

/3B Broadcast Receiver [, NEFELZH D7 T ibix{ESh 1= Broadcast #%{E T&% Broadcast Receiver
ThHbH, VILITT7HEIELT- Broadcast ZZ{ETAENHDEITTENRES,

R/ M (Broadcast %59 3):

1. exported="true"IZ&kY . BARBIZAHERET S
2. ZEIntent DREMEHERTS

3. #BERERIBE. I TAIRERES O

/NBA Broadcast Receiver @Y7 )La—KTdh5 Public Receiver (&, #%# Broadcast Receiver LU EIRY
Broadcast Receiver Ol A CTHIHIN S,

PublicReceiver.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public boolean isDynamic = false;
private String getName() {
return isDynamic ? "ZABHENHY Broadcast Receiver” : “4\EHE%#Y Broadcast Receiver”;

}

@0verride
public void onReceive (Context context, Intent intent) {

/] kA 2k 2%k Z{E Intent DRLMEHERT S
// “%3Bf Broadcast Receiver THBT=OFATT7 TUNTILD 7 THAIAREENH S,
/] B TINZDEBE, 13.2 AWT—E20OREUEHRT 51 #5H8,
iT (MY_BROADCAST_PUBLIC. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM) ;
Toast. makeText (context,
String. format ("%s:¥n Ys] Z#=Z{ELT-, ”, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] kRAU b3k BRERTIHEE, £ T4 THEBERZEEDHEN

// 4 Bfl Broadcast Receiver T b=,

// Broadcast MEETT TUMNTILI T 7 THHEEESELNH D,

[/ RV TICRBENTEREDEVMERTHNIEHRLE L TRLTH KLY,
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > ¥ 7 4 TTIXARLMEER from %s”, getName())):
abortBroadcast () ;
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£ M Broadcast Receiver I AndroidManifest.xm| TE&HT 5.

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. publicreceiver” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<I—— /\BA%%HY Broadcast Receiver *E&T 5 —>
- R4 >k 1% exported="true”I2& Y. BAREIZABSBRET S —
<{receiver android:name=".PublicReceiver”
android:exported="true” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PUBLIC” />

<{/intent-filter>

<{/receivery

{service
android:name=". DynamicReceiverService”
android:exported="false” />

activity
android:name=".PublicReceiverActivity”
android: |abe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>
<{/application>
{/manifest>

&8 Broadcast Receiver (704 S5 LB T registerReceiver()#& & U unregisterReceiver()#MEUH I Z &Ik
YR BREIRT D, RIVIRIEICKY B EHREEIRETITS720IZ PublicReceiverActivity LIZRAVEEE
LTUL %, B89 Broadcast Receiver 412 X2 R [& PublicReceiverActivity &Y AEFHAE AR L= PublicRec
eiverActivity M AU N\—EHELTRIF T B EIETELL, ZDT1=8 DynamicReceiverService M A2 /\—ZE#K
ELTEIM Broadcast Receiver DA XA Rz FFSHE . DynamicReceiverService # PublicReceiverActivit
y MRt 8 T3 B EIZEYBIRY Broadcast Receiver ZREERIIZ &% B ERERRLTULVS,

DynamicReceiverService.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Service;
import android. content. Intent;
import android. content. IntentFilter;
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import android. os. IBinder;
import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

// 4\BAENEY Broadcast Receiver Z&4%9 5
mReceiver = new PublicReceiver () ;
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter();
filter. addAction (MY_BROADCAST_PUBLIC) ;

registerReceiver (mReceiver, filter);
Toast. makeText (this,
“BI#Y Broadcast Receiver Z&$&L 1=, ~
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;

// 4NEEN#Y Broadcast Receiver = &4k T 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
“&h#) Broadcast Receiver ZZ4RfERRL71=. ~
Toast. LENGTH_SHORT) . show () ;

filter.setPriority(1); // ##Broadcast Receiver & Y EjfY Broadcast Receiver #EBSE S D

PublicReceiverActivity.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class PublicReceiverActivity extends Activity {

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
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public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService (intent) ;

RIZ/ABA Broadcast Receiver ~ Broadcast #{E9 54927 I/)La—K%RY, 248 Broadcast Receiver (2
Broadcast Z£1E9 31548 . X159 % Broadcast MTIL I I TP ICZEINBIEABHAZLITEENAVRETH S,

KA (Broadcast Z%£{E93):
4. UL TATEREXELTIEAELEL
5. #REZTMAGE.BRTHADREMEERTS

PublicSenderActivity.java
package org. jssec. android. broadcast. publicsender;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public void onSendNormalClick (View view) {
/] kRA bk BT 4 THREREEXE L CEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 T TIXALMERR from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
/] kRA bk BT 4 THREREEXELCEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 T TIXALVMERR from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick (View view) {
/] kiRA bk BT 4 THREREAE L CEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 T TIXALMERR from Sender”) ;
//sendStickyBroadcast * %/ Kk APl Level 21 T deprecated &%io7=
sendStickyBroadcast (intent) ;
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}

public void onSendStickyOrderedClick (View view) {
/] kiRA bbbk EUOT 4 THEEREAELTEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVERR from Sender”) ;
//sendStickyBroadcast » %/ Kl API Level 21 T deprecated &%Eo71=

sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

}

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
//removeStickyBroadcast » /v K& deprecated & A > TULV3
removeStickyBroadcast (intent) ;

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride

public void onReceive (Context context, Intent intent) {

/] hRA U bhk HEREZITMBIEE. BET—20OREMEHEETD
/] U TIZDERE, 3.2 AT —SDREUEHRT 5] 28,
String data = getResultData() ;

PublicSenderActivity. this. logLine(

String. format ("#&8R l%s) #2fELF-, ", data));
};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.2.1.3. B#%tPR%E Broadcast Receiver - Broadcast 2259 % %595

B$tfRE Broadcast Receiver (. B LSO 7T UM 5E{EShT- Broadcast #—H]=Z{EL7ALY Broadcast
Receiver THD, EHDBEHE T T TURTLEERL. BT TN ERSEROCHEEEETD-OIZFHASIN S,

R/ M (Broadcast %59 3):

1. Broadcast Z{EH M EE % Signature Permission &9 5

FRZIEMDIHB TS Signature Permission #F|AEE3 5%

exported="true"[Z&kY . BATRMIZAREZTET S

#%0Y Broadcast Receiver E&IZ T, B E % Signature Permission #EREEJ 5

189 Broadcast Receiver & #& 9 5&E . M B E & Signature Permission #&EKEE 9%
¥ B EZ Signature Permission NE#HT7TVIZKYERINTINDILEZHERT S

Bt 77UH 5D Broadcast TH-oTH. 215 Intent DRLMEHERT S

Broadcast :E#ETIEBHT T THEIM S, LTI RERE REL TR

Broadcast #ET 7T LEILHARERT APKZERT D

0 O NV A WN

H#tFRE Broadcast Receiver ®H> 7 )La—KT#HH ProprietaryReciver (£, §# Broadcast Receiver 58X U
Ej#4 Broadcast Receiver Dl A THIASN S,

InhouseReceiver.java
package org. jssec. android. broadcast. inhousereceiver;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class InhouseReceiver extends BroadcastReceiver {

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”;

// BHOEBRAED/NNY P afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255";
} else {
// keystore M”my company key” MEFBAZE/\v < 1 {#E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
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private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public boolean isDynamic = false;
private String getName () {

return isDynamic ? "BftEE &M Broadcast Receiver” : "BHtt[REE:M Broadcast Receiver”;
}

@0verride
public void onReceive (Context context, Intent intent) {

// A 2k 6% JEFES Signature Permission BT TUIZKUERERIN TSI L Z2HET D
if (1SigPerm. test (context, MY_PERMISSION, myCertHash (context))) {
Toast. makeText (context, "I BEEZ Signature Permission BAE#H 7 TYICLYERZR SN TULVELY, “, Toast. LE
NGTH_LONG) . show () ;
return;

}

/] *kRA 2k Th BT THSD Broadcast THHTH. Z1E Intent DR EMEHERT S
/] U TIVNZDERE, 3.2 AWHT—SDREMEHRT 5] 228,
iT (MY_BROADCAST_INHOUSE. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format ("%s:¥n Y%s1 Z#=Z{E L1, ”, getName(), param)
Toast. LENGTH_SHORT) . show () ;
}

/] *RA2 b8k BETIEEHTTITHENE, oo T4 THFERZRELTEL
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > 5 1 T4 1ESR from %s”, getName()));
abortBroadcast () ;

£ M Broadcast Receiver I AndroidManifest.xm| TE&T 5.

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousereceiver” >

{I— R4 > bk 15 Broadcast ZIEA DM B EF Signature Permission ZE&HT 5 —>
<{permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”
android:protectionLevel="signature” />

Ad— KRA 2 b 2k HEEZEADHBES Signature Permission ZF|REET S —
<uses—permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>

{I—— R4 > k 3% exported="true”I=&k Y. BARMIZARBZET S —
{l— %7RA > + 4% #8HBroadcast Receiver EZEIZT. B EZ Signature Permission 2BRKEET S —
{receiver
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android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiver”
android:exported="true”
android:permission="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION">
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_INHOUSE” />
<{/intent-filter>
<{/receiver>

{service
android:name="org. jssec. android. broadcast. inhousereceiver. DynamicReceiverService”
android:exported="false” />

activity
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiverActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

</manifest>

E)AY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMHEUSH &2k
YBERBREERT 5, RIREICKYER B ERMEIRETITOTOIZ ProprietaryReceiverActivity EIZR22 %
EEELTL\5, EIfY Broadcast Receiver 12 XA X[& ProprietaryReceiverActivity kYA FEHBARV =6
ProprietaryReceiverActivity DA /N\—ZHELTRFT HILIETELL, TD T8 DynamicReceiverService
DA N—ZEEHELTHB Broadcast Receiver WAV XA X% REFEH . DynamicReceiverService %
ProprietaryReceiverActivity MoBIE.#& T$5ZEIZKYEIRI Broadcast Receiver ZFREiERIIC B8k B ik fE
BRLTLVS,

InhouseReceiverActivity.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class InhouseReceiverActivity extends Activity {
@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
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stopService (intent) ;

1

Intent intent = new Intent(this, DynamicReceiverService.class);

DynamicReceiverService.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android. widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

private InhouseReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

mReceiver = new InhouseReceiver () ;
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter();
filter. addAction (MY_BROADCAST_INHOUSE) ;

Toast. makeText (this
“#)84 Broadcast Receiver &L 1=,
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
"B Broadcast Receiver &R L=, ~,
Toast. LENGTH_SHORT) . show () ;

filter.setPriority(1); // # M Broadcast Receiver & Y Ejf4 Broadcast Receiver ZBE S5

// R4 >k 5% EEYBroadcast Receiver &8k D& &, MBETFES Signature Permission #BREET S
registerReceiver (mReceiver, filter, “org. jssec.android. broadcast. inhousereceiver. MY_PERMISSION”, null);

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName & L1=7 T DEEHED/\Y L 1{EZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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*RA bk Ok APK & Export §5&E(Z, Broadcast EIETT 7T LRI ER TAPK ZERT D,
[ ® Generate Signed APK |

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Key alias: @ company @

Key password: RETERES |

[ | Remember passwords

| | MNext | Cancel | | Help

4.2-2

XRIZB%tFEE Broadcast Receiver ~ Broadcast iX{EF Y7 ILa—FK%ERT ., B#BRE Broadcast Receiver
[Z Broadcast %159 5354 . Broadcast Receiver filIZ¥h B E % Signature Permission ZEK 3 5L ELH D
f=&. Sticky BMEZEWLEWLSHIFIAH D EITFELDBETH S,

KL (Broadcast #1579 3):

10. R Z{EADIEES Signature Permission # &3 5

11. Broadcast Z{E AN HE & Signature Permission #¥AEE 9%

12. ¥ B E % Signature Permission NBE#{T7IVICKYEERIN TSI EEHERT S
13. Receiver (FB#HTTIRETHINS., T4 HERESZELTHLL

14. Receiver [ZJH B %% Signature Permission &K 35

15. #HREZTMLGE  BRT 2ORLUEHERTS

16. Receiver 77 LRILRHARERTAPKEZELT D

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousesender” >

{uses-permission android:name="android. permission. BROADCAST_STICKY”/>

== *RA 2 10k ERZIEADMBEER Signature Permission #E&ET D ——>
<{permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION”
android:protectionLevel="signature” />

{I— R4 > k 11% Broadcast Z{ERADIHEEZ Signature Permission #FAESET 5 —
<uses—permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION” />
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<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name="org. jssec. android. broadcast. inhousesender. InhouseSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
{/manifest>

InhouseSenderActivity.java
package org. jssec. android. broadcast. inhousesender ;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class InhouseSenderActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”;

// BHOFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIFBAE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
]
return sMyCertHash:
]

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public void onSendNormalClick (View view) {

/] *BRA 2k 12% HBEES Signature Permission NEH T TYICEYERESIN TR Ea2HERT S
if (1SigPerm. test(this, MY_PERMISSION, myCertHash(this))) {
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Toast. makeText (this, “¥MEBEFEZ Signature Permission MEHT TVIZLKYEZR SN TULVELY, “, Toast. LENGT
H_LONG) . show () ;
return;

}

// kR4 bk 13% Receiver (FB#T7 FURETHAIMND., o oT4 THERZEELTHLL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAM”, "t > > F 4 THIEER from Sender”) ;

// %iRA > b 145 Receiver IZJHEEZ Signature Permission #ER9 %
sendBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION™) ;

}

public void onSendOrderedClick (View view) {

/] kR4 b 12% HBEFESE Signature Permission NEHT7 TVICEYEESIN TR I L 2HRETS
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, “"¥MEBEFEZ Signature Permission MEHT TVIZLKYEZ I TULVALY, “, Toast. LENGT
H_LONG) . show () ;
return;

}

// %A >k 13% Receiver (FEHT7T TUVRETHEIMD., oI T4 THERELZELTHL LW
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAN”, "t > > F 4 T41E$R from Sender™) ;

// kA > k 14% Receiver I3 B F % Signature Permission &K ¥ %
sendOrderedBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”,
mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] diRA b 15k #EREZITMBEE. BRT—H2DRLMEEHERT D

/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,

String data = getResultData() ;
InhouseSenderActivity. this. logLine (String. format ("$%8 %s)] #=Z{EL 1=, ", data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;
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SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName #EZL=7 TVDNyr—CREWMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KBEIKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&L1=7 7 DEEHED/\Y L 1{EZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
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try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RA b 16Kk APK % Export 5 &EIZ, Receiver |77 LRICEHFER TAPK ZERT 5,

¥ Generate Signed APK @

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | ----:-: |

Key alias: <?¥ company k:ey‘> |\|

KE'"!,I" pa Bgﬂgrd : | ....... |

[ | Remember passwords
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4.2.2. W—ILTvY

Broadcast # £ Z{ETBMRICITLULTDIL—ILETFBHIE,

1. 77URATOHOHERT S Broadcast Receiver [FIEABHFRTET S (WH7E)
2. ZEIntent DREMEHERTS (WH7E)
3. ¥BXZ Signature Permission (. B#77UNEEL-LEHEELTHRATS (78)
4. HRBEBRERTBEICIE BELETTIHLOERBFRFBICEETD (WH7E)
5. Ui T4T7751EHR%E Broadcast EE T BI5E (. ZIETEEL: Receiver ZHIRT 5 (WH7E)
6. Sticky Broadcast IZI&t T4 ERES ORI (78)
7. receiverPermission /X5 A—42M#5E% L Ordered Broadcast [(E@EMNEWIENHDIEITEE (WA
8. Broadcast Receiver WoDRIET—ANDREMEHERT S (WH7E)
9. BEZRMIIRHIIEEICIE. TDEEDRKDREKELHITT S (WH7E)
4.2.2.1. 7FIATOHOHERT S Broadcast Receiver [XIEABHRTET S (WH7R)

7TIVATOHERASN S Broadcast Receiver [(IEABARTET S, iKY, 7T HSERE I Broadca
st 22T TLESEN LY, 7T DHeEE RIS =Y., 7TUDEMEICEREEZS-LIEYT2DEMHCTE
NTE5,

RI—77UANSDHAF|FBHENS Receiver TlZ Intent Filter 2% B3 2L 5T XL TIEASALY, Intent Filt
erDEE L. A—77URNDIELB Receiver ZFEUH 3 DHY TH. Intent Filter BEHTHUHLI=ESICERKE
T 7 T DB Receiver ZIEUHLTLESISENEET ENHTHD.

AndroidManifest.xmI(GEH#E2Z)
A— 5 E7 TV IZIELBA & F B Broadcast Receiver ——>
{l— R4 >k 1: exported=“false” &9 % —>
<receiver android:name=".PrivateReceiver”
android:exported="false” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_ACTION" />
</intent-filter>
{/receiver>

M4.2.3.1 EALTEKL exported FFEL intent-filter ERE DA & HE (Receiver DIHE)I1BSHBTHE,

4.2.2.2. ZE Intent DRLMEHRTD (WH78)

Broadcast Receiver MBS FIZL>TETFIVRVITIERLZN, 215 Intent DT—RZNIBTLRIZIE,. TITZE |
ntent DEREMEFEZLLZITHIEESE,

/M Broadcast Receiver [EFEELZHDT TS Intent =2 (TERD =8 . TILITT7 DX Intent 2 (1E S
ATREME D $ D, JELNBA Broadcast Receiver [t 7T UMD Intent ZEEZ(FERDZ &L, LALERI—7TY
A D2 B Component HMuD 7T M52 (+ER-1= Intent DT —4% IE4NBA Broadcast Receiver [ZE5i%d 5T

112 All rights reserved © Japan Smartphone Security Association. Broadcast #2159 %129 @




m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

rommmon  http://www jssec.org/dl/android_securecoding.pdf

EDBBT-0 . ZE Intent TEFHIZR L THHEEZTITHLEL, B R E Broadcast Receiver (%D R
DYRITHA=0. PLIEYZE Intent DREUEHERTILENH B,

3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.3. JBEEZ Signature Permission &, B T7TUNERLI-CLEERLTHIAT S (WH7R)

B#OT7 T HiE{ESN Tz Broadcast 2172 Z{EL. TS D Broadcast #—tN{ELAL B4R E Broadc
ast Receiver 2155154 . B ES Signature Permission [Z&YRELLITNIEEDELY, AndroidManifest.
xml TO Permission EE#&. Permission EREEZITTIEREN T+ THS1=6. 5.2 Permission & Prote
ction Level JDT5.2.1.2 B EZFE®D Signature Permission TEH 7TV EET I A LIS BT HE, T4
B Signature Permission % receiverPermission /85 *—4AIZ#§E L T Broadcast %53 315& BRI
HRTIDENH D,

4.2.2.4. BRBEBERTBEICTBEETITINOOBERBERF/RITERT S (WH7H)

Broadcast Receiver ®#4F(Zk>T setResultQIZ&ViEREHRERT 7T DIERENEL S, 228 Broadcas
t Receiver DFZEIF. BRIRZEFLDT TNV 7 THLAREELHY . BREBNVBEZH >TEHLONDLE
B MBS, JE2AF Broadcast Receiver ¥ H#tPRE Broadcast Receiver DB &I, #ER R E LI BHRAET
T THAORBRBFROBNEHEY DEET 2LEILAELY,

ZM &SIz Broadcast Receiver Mo#ERIFERERTIHZEICIX, BREEXTTIMSDFERBFROBRICEELLT
nIEESE,

4.2.2.5. oI T4I731EHR%E Broadcast X5 T S5 L. RIS T HEL: Receiver ZHIRY % (r78)

Broadcast ELVIBRINRT K512, FEFH Broadcast TTEFEZSHD T TIIZIEHRE—FTEELRY . 24305
FEMLIEYTHAIEEZERLTEON-EHA TH D, TD=Ot2 o T4T1i1E#RE Broadcast XFEITBHHEIC
X, TP ICERERBINGOESIEEFENRANBELLS,

t2 T4 751E#R% Broadcast %59 5154 . (S8 TE5 Broadcast Receiver FZIT7AAZEREETHY . {thd Br
oadcast Receiver [IZ{ERARETHAIVLENH D, TDT=H® Broadcast FEAEICITUTDISILZELDLH
5

® HBiREY Intent T Broadcast X159 5 &THREAZETEL . ERLT-{ERETE% Broadcast Receiver 21712 B
roadcast Zf@(T5HiE. COHEIZIERD 2 DDINF—2hEH b,
> R—771JA Broadcast Receiver SETCTHMNIL Intent#setClass(Context, Class)IZ&kYIBELERE
5, BRI —RIZDOVWTIEY T ILa—K+923274.2.1.1 JE2F Broadcast Receiver - Broa
dcastlZ£&I1Z9 5L,
> D7D Broadcast Receiver 3BT THMNIL Intent#setClassName(String, String)IZ&kYSEE%E
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FRE 9 %HHY. Broadcast EEITHKILBIEE/\vr—2D APK BADHARERERTANIRAREELT
HFRIL-7 ) THAHILEREELTH S Broadcast #iE(ET S, EMXICIEREEM Intent ZFIATESDR
DHENERBTH S,
® receiverPermission /\5A—4A(Z¥ B E 2 Signature Permission 8% LT Broadcast #{EL. 587 5%
Broadcast Receiver [ZZ3% Signature Permission ZFIRAEE L TH553Hi%. EAMAZI—RIZOLNTIE
YT Ia—KtH3204.2.1.3 B#RE Broadcast Receiver)|%5E(2952&, £=ZD Broadcast &
EREEERETDHICIFIL—ILI4.2.2.3 HBEES Signature Permission (&, B 7 FUARERLI-CEEHE
ALTHATS (W7A) 1BBERALEZITNIEESIEL,

4.2.2.6. Sticky Broadcast [ZIZ 2 T4 I HIERE S HIELY (w78)

1BE D Broadcast [, Broadcast X {5 R I Z{ERTAEIRAEIZ$H S Broadcast Receiver [CZENEINLHE. TDB
roadcast IEHBLTLES, —7A Sticky Broadcast (& KU Sticky Ordered Broadcast, LATREI#R) (L. X5
[ZR{SKEEICH S Broadcast Receiver IZRENEINF-EBREI AT LEIZHEELD DT, TD# registerRecei
ver(IZ&YZETELENE M TH D, FEITH>T- Sticky Broadcast (& removeStickyBroadcast()IZ&kW{E
BEDRA(ZUT THIBRTES,

Sticky Broadcast [ZEEZRH Intent IZKAEHAMFHZTHY. receiverPermission /X5A—4%$EELT=- Broadc
ast FEE(XTELLY, LIzA>T Sticky Broadcast TEELIZBERIETILVITESTCTFEESHOTT)MSE
BTETLES, LI > T VT4 701E#Hi % Sticky Broadcast TEEL TIEHLALY,

4.2.2.7. receiverPermission /X5 A—A2M§FE %L Ordered Broadcast [ZEMN G ENBHAEITEE (WAZE)

receiverPermission /S5 A—2%IEEH T 1TEES 1= Ordered Broadcast (&, TILVITESTTREEZHD
77N ZIERHETH S, Ordered Broadcast I& Receiver MoDIRYIEREZITE D18, F1=IXEHD Recei
ver [ZIERNIBZSE 5=HICFIASNS, BEEDSEL Receiver Mi5JIEXR Broadcast HNEZESN D=, B%
ExE<LizTIL oz 7h &I Broadcast #532{EL abortBroadcast() 3 b &. %% Receiver [Z Broadcast A%
[ ey (RACE A

4.2.2.8. Broadcast Receiver hWoMIRIET—HDNDEREMEHERT S (WH7E)

ERT—42%1%YIRLTET- Broadcast Receiver DAL FIZE->TETFIVRIITELDZMN, ERMIZIZZEL LS
RT—AhRBT—2THHUHENEEZEL TR EICANELETNIERSREY,

iR{E 7T Broadcast Receiver A3 Bf Broadcast Receiver DIGE . FEED T TUNLRYT—2EZ(THS1=8.
IO T DB T—H2EZ TS HEEN H D, RIS Broadcast Receiver A JE/AF Broadcast Receiver

DIFE.R—TFTIANLDHERT—2THAIDTYRIIEBENLSIZEZANEEN MO TTUHSZITE > F=T—

SEBEMICHERT —2ELTERETAIENHH-O  BRT —IEZBEXHICKLETHIEEA TILLLEL RE

7t Broadcast Receiver "B B E Broadcast Receiver DIBE. ZNHEDRITHB1=%. LIFYHERT—

ANKET A THAAREMEE B L TRLICREBLEZ T NIXESAL,
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3.2 ARNT—HDREMEHER T DI1ZSRI DL,
4.2.2.9. BEZZRMICRHTIESICIE. TOEEDOEXRDREKELZHTETD (WH78)

Permission [CKYREIN TV S EREESLIUHBEEEEZMOT7TIICZRMICIRET H5EI1ZE, RIE-ET
TYIZxLTE—® Permission ZER 9 5% E LT, TOREKELMIFLZITNIELESAEL, Android D Permi
ssion ZX ) TAETILTIE RESN-EEIZHTEIT7ITINSDEETIVERIZTODVTOHEREEFITS,
DR EDFHEICKY ., TTVICHEEINF-EENSSITHDOT T, RED-DITWHEL: Permission #ERT
BEIRMEINBAREME N H D, ZD LI Permission ZHRZEL TSI EEEBEMIZEMAD T, Permissi

on DEEZEMBELEFEIENS,[5.2.3.4 Permission DEZEZEME 125852,
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4.2.3. PRNVRR

4.2.3.1. ERALTKL exported FREL intent-filter 5XE DHA &1 (Receiver DIHFH)
& 4.2-2 (%, Receiver #RE T BHLEITFERALTHEL exported BEL intent-filter EXRDMEHAEHEERL
TWL%, lexported="false”mD intent-filter EZEHY I DFEAZRBIZILELTWSERIZDOWNWTIILU T TR

T%)o

F«& 4.2-2 exported Bk intent-filter ERDHAEHEDFERHTTE

exported EHEDIE
true false BIETE
intent-filter E&MH 5 A] [RAIZE1E =l
intent-filter E&EM AL G| Gl =]

intent-filter X &L . D, exported="false’ZIEE T HLERANZELLLTWLADIF. A—T7TIADIELRH
Receiver [Z[I7T Broadcast #2EL1=2+tYTH, ERETHT T DB Receiver # U HLTLESIBZEMN
FHETHHLLTHD, UTD 2 DORTEREHRPEVHLIRS%FEHFAT S,

4.2-4 (. A—7FT)VANSLHMIEL R Receiver(7 1) A) ZEEEKEY Intent THEUHELRWEELEMEDHIT
» 5, Intent-filter(E e action="X")ZEEZLTWLADOMN, 7T ALMWVELDTEREYDEELE->TLNS,

F7FTUA
IS EMIntentZ{E>T
ReceiverZFEUNH 3

JE/N B Receiver A-1
exported="false”
action="“X"

F77JcC
IS 2 M IntentZ{E-> T
ReceiverZM U H 9

Intent(“X”)

JEAFAReceiverZ o 1=F7 T UAD HHY
A2 A= ILENTWSEEIX. F—7
TN TOHHBroadcastiZZIEMNTThHN
S

Androidiii R
\_

K 4.2-4

4.2-51&. 77)AIZmMAT7 7 B THREL intent-filter(Bd action="X")ZE&ELTLDIBEETHD. £9.
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7T ) (77 CO)HEEERA Intent T Broadcast #1X1E9 5D (%, JEAFA Receiver(A-1)EIXZ{EXLELELDT
BFIZEX ) ToICIXRREICESHEOVE DB R D KE),

tXa)T(ECHRBICHEDDIE. 7T AIZKBR—T7TIADIELR Receiver DIFUHLTH D, 77 A HEg
ZX# Intent % Broadcast §5&. B—77JR®DIELAE Receiver IZHZ T, EL Intent-filter #E&L71- B D
DB Receiver(B-1)£Z M Intent #Z{ETETCLEINSTHA[EDFEDXKE), A h>77) B IZxLTEY
T4 B RERETAAREMEASELTLES. 7T B BRIz 7ThHNIE, TDFEF LI TAITRERDR
BIZEHA B, Fi=. Broadcast A Ordered Broadcast THo1zHE L. ERILAWMEREREZITEROTLESH
e H D,

(" N
7TUA
BE EA M IntentZ{E->T
ReceiverZIEUNH 3
l Intent(“X”) :
F77c
JE/NBHReceiver A-1 A& B MIntentZ > T

exported="false” Receiver&M U H T

action="X" @

A BAReceiver B-1
exported=“true”
action=“X"

Rl CactionZ 2 L 1=ReceiverH‘#Fo1-
BROT7T)RA R —ILENnT=15E
[&. T RTDReceiver|Zintent A ER{E =
ns

Androidifi R
\_

4.2-5

==L, Y RTLDHEIET S Broadcast Intent MDA EZ{ET S BroadcastReceiver #EE T HH AL,
lexported="false”m™D intent-filter EZxHY IZFARATHIE, M2, ChUNDOBAHEDLEIXFELoTLMFALY,
Nk, D RTLHAEIET S Broadcast Intent [ZEAL Tl exported="false" THLZIEMRETHHELVIERIZEHE
D, VAT LMEIET S Broadcast Intent £FL ACTION O Intent #th 7 TUAEIEL-IHGE . ThERIELT
LESEERILEGWEIMEZSISHET AIHEME N H B M. Chld exported="false"ZET B EIZK>THSIEM
TE%,

4.2.3.2. Android 3.1 URBIZ7F)ERELALVE Receiver BAEEFSNATLY
Android 3.1 LI TIE. AndroidManifest.xml IZE##IIZE &L 1= Broadcast Receiver [&, 1> A+—)LLT=121T

TIREDIZLESBEVNVDTEENDETHS, 7IVE 1 @R THIET, TNLUED Broadcast #Z{ETESELS
[2#%, 1 Ab—)L#&IZ Broadcast Z{EZ M) H—CL TUEBEFREIS B S LT TELLE o1=, 1=1L Broadcast
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MD1E{EMIT Intent IZ Intent.FLAG_INCLUDE_STOPPED_PACKAGES #&%F L TBroadcast E{ELI=B&IL. —
ELREILTULVEWT T TH->THLIM Broadcast 2F{EFTAHEMNTES,

4.2.3.3. BLC UID 227 FUhbiE{EESNT- Broadcast (L. JELAB Broadcast Receiver THLZ{ETES

BHEOT7TTIIZELC UID #H=-E5IEMNTES, CDOIBA. =X IEAE Broadcast Receiver TH-TH. FL
UID @7 7)) hibiE{EEh = Broadcast [EZ{ELTLES,

LA LohiEtdxa) T ERBEEGAI LT, RICUID D27 TUIX APK 2B LT AR ERN—HTHIL
MREEESN THY. JE2ABH Broadcast Receiver WZIETHDIEB# 7T Hh5EIESNT- Broadcast ICRESH

ML ThHb,

4.2.3.4. Broadcast MIELELF D

%19 % Broadcast Id Ordered ™M ZFS5 T A, Sticky MEZESTHLA DA EHEIZELY 4 FELED Broadcast
MTEET S, Broadcast EEHAAVYRIZIEL T, #1595 Broadcast DIELEMNRFED,

= 4.2-3
Broadcast MiE%E EERAYYE Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

ZNZFhD Broadcast DIFHITIRDESYTHS,

= 4.2-4

Broadcast DFE%E

Broadcast MFEET LD

Normal Broadcast

Normal Broadcast I£:X{EFFICZ{S R AEZ IR IZ8H B Broadcast Receiver
[CEEE SN THIMT 5, Ordered Broadcast EE#4Y, #83M Broadcast
Receiver M [@E BFIZ Broadcast #ZET DL HHBTHL . HFED
Permission ## D7 71) M Broadcast Receiver f=[F1Z Broadcast 2§
H5IEELTED,

Ordered Broadcast

Ordered Broadcast ILX{EFICZIER AET IR AR IZdH % Broadcast
Receiver M—DF DJEFHIZ Broadcast ZRIETHEMNFHTH S, &Y
priority fEAYKZ(Y Broadcast Receiver NEIZZET S, T RTH
Broadcast Receiver [ZEZXSET I 5HH . &H D Broadcast Receiver A%
abortBroadcast()ZMF U H L =35 & 1Z. Broadcast [EHHT 5. HED
Permission #F|FE S L1=7 71 ® Broadcast Receiver Z[F1Z Broadcast
FZIESEDHILELTED, £1- Ordered Broadcast TIlHE/E T A
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Broadcast Receiver oD g R 1FEHZE Z(TIAH_EHLTES, SMS ZEBEXN
Broadcast (SMS_RECEIVED) I& Ordered Broadcast D& FITH S,
Sticky Broadcast Sticky Broadcast & {ERFICZIERIEE/IKREICEH S Broadcast Receiver
CEHEESINEZRBICEBRTIZEEFIHRCRATLIZERYEGIT., &I
registerReceiver)ZMEUH LI=7 7 H Sticky Broadcast 2{EF52&
MTEEHI LN TH S, Sticky Broadcast [t Broadcast %Y H
FRITHRT A LI LD T, Sticky Broadcast A ARE(ZH>T=&=(2, BF
REIIZ removeStickyBroadcast()ZMEUNHH L T Sticky Broadcast ZH RS
HEDLENH D, D Broadcast L&Y $5ED Permission HF D7 71)
@ Broadcast Receiver 1=[F1Z Broadcast 2 {ESE AT EILTELLY, /3y
T1)—IKEEZ F &SN Broadcast (ACTION_BATTERY_CHANGED) & Sticky
Broadcast DX ERHITHB,

Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast M4 M4 % % -7- Broadcast
T# 5., Sticky Broadcast R4k, ¥ E D Permission ZF2>27 UM
Broadcast Receiver f211(Z Broadcast #ZES A &IXTEALY,

Broadcast DHEHEIRAELVDRAT, EREZHFSIEHWICHEETHLETRITED,

# 4.2-5
Broadcast MDA IRD L Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast

Z{E T AE7: Broadcast Receiver &

Permission [Z&kY#IRT S © © - -
Broadcast Receiver M > DAL

REWET S - © - ©

JlE #& [Z Broadcast Receiver [Z

Broadcast ZEEH 5 - © - ©
BRICIEESN TS Broadcast &

BISBIETS - - © ©

4.2.3.5. Broadcast ZE{ELT-1EHAH LogCat IZTH IS BIHEELHS

Broadcast M&EZ{EIEEARMIC LogCat [TH AN, LHL. ZIER/ID Permission FRICKDITT—H0.&E
{ER1D Permission NRIZKDIS—DKEIZ LogCat [CTS—RAI M ASZhd, T5—HS (L Broadcast T
19 % Intent FRIEENDD T, TS5—FKARFZ(X Broadcast EFIET DB AL LogCat (TR RINBIIEITEE
LTIELLY,

IX(E/ID Permission NERDI S —

W/ActivityManager (266) : Permission Denial: broadcasting Intent { act=org. jssec.android. broadcastreceiver.creating
.action. MY_ACTION } from org. jssec. android. broadcast. sending (pid=4685, uid=10058) requires org. jssec. android. per
mission. MY_PERMISSION due to receiver org. jssec.android. broadcastreceiver. creating/org. jssec. android. broadcastrec
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| eiver.creating. CreatingType3Receiver

““l P Android 7 ) DX a7 HKE X2 T7I—TFT AT HAR

ASSOCIATION

Z{SAID Permission RERODI S —

W/ActivityManager (275) : Permission Denial: receiving Intent { act=org. jssec. android. broadcastreceiver. creating. ac
tion.MY_ACTION } to org. jssec.android. broadcastreceiver. creating requires org. jssec. android. permission. MY_PERMISS
ION due to sender org. jssec. android. broadcast. sending (uid 10158)

4.2.3.6. R—LEE(7I))IZa—thvrEEBEETIEDEER

R—LEEICTTIVERET 510D a—rybREV O Web T30 DT vo<T—o D &5% URL La—kavk
ZERTHEEDERERICOVTHEAT L. FIELT. UTDIILBREEZEATHS,

R—LAEE (7)) (33— bhy hEERETD
Intent targetIntent = new Intent(this, TargetActivity.class);

/) a—brhy MEBIKEO -6 Intent
Intent intent = new Intent (“com. android. launcher. action. INSTALL_SHORTCUT") ;

/) a—brhy bDA Y TEIZEEIT S Intent ZIETE
intent. putExtra (Intent. EXTRA_SHORTCUT_INTENT, targetlntent);
Parcelable icon = Intent. ShortcutlconResource. fromContext (context, iconResource);

intent. putExtra (Intent. EXTRA_SHORTCUT_ICON_RESOURCE, icon);
intent. putExtra (Intent. EXTRA_SHORTCUT_NAME, title);
intent. putExtra(“duplicate”, false);

// BroadCast Zff>T. VAT ALIZVa—brhy MERRZIRIET 5
context. sendBroadcast (intent) ;

EETEELTLS Broadcast . Z(FFAFR—LERET T THY. \wr—SREETHIENHLLV D,
A Intent I2&5/0BH Receiver NMDEEEHO>TNWSIELITEENLETH D, OFY., LEBTEIELE:
Broadcast [ERILIIT7EEHTEEDTIINRIET HIEMNTE, ZD=OH. Intent [TE I TATHERHAE
FNTOAEERRAVDHEEICDAEMNDATREME N H D, URLEFEICLI=2a— by b2 ER T 55 E . URLICTRE
DERNEFENTVSIELHA-O FITEEPDBETHS,

stEAHEELTIL. T14.2.1.2 2AF Broadcast Receiver - Broadcast #5295 %{E9 5 JICRREH I TSRS
UMZHELEIET S Intent ITEV LU TATRIBERNEFLEVKIICTEIENBRETH D,

Broadcast # %159 5 %59
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I 4.3. Content Provider Z4£%-FIB9 5

ContentResolver & SQLiteDatabase M A > 2 —2J7x— XML TS F- & . Content Provider [&
SQLiteDatabase LZZICBERAH I LERELNSNDIEN Z LY, LALERRIZIX Content Provider (X7 TURT
—BHREDAUE—TI—RERET ST T, TE2REFORRXE—UBOLLNWIEITEENBLES, ERT S
Content Provider A& TT—42 DRI SQLiteDatabase #3521 TESL . XML 774 LA E DRI DR TER
KEFEITELITED BB CCTRNT BT I a—FRIZET 2R HFETHNEEZEFLRLO T, BREIZHLT
BN HIE,

4.3.1. YT )La—Fk

Content Provider BED K3 IZFIFHEINEMIZL>T, Content Provider A 8% 51 R 0B LA HFERMNE
5%, ROFIFEIO—IZ&>TERT S Content Provider ME DAL T THIMEHIEFTES,

FE LD
TVIZFAZERD S

v Y

Private Public Exclusive Proprietary Temporary
JEABfContent Provider ABfContent Provider I\_F#—_BE.E EHBEE. _H##FEI.
Content Provider Content Provider Content Provider
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4.3.1.1. 3E/4AE Content Provider 245 -FIFAT 5%

JE/ABH Content Provider (&, RA—77JRZIHTTHAEHNS Content Provider THY. 28R EHEDE L
Content Provider T#% 5, 1=1=L. Content Provider MIEABIERE (X Android 2.2 (API Level 8) LIAI Tl
BELIEWCEITEENREL,

LIF. JE22BA Content Provider DR EHIETRT,

R4 (Content Provider #4E3) :

1. Android 2.2 (API Level 8) LARITILIEZ2 B Content Provider Z3EEZE LG (TELY)
2. exported="false"IZ&Y . BARMICIELRERET S

3. RA—T7FUANLDYIIRARTH>TH. IN\TA—FDREMEHRTD

4. FRAXTIVER—FITITHIMIS, B T4TRIERERELTEL

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. privateprovider”>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

- R4 > bk 2% exported="false”I=&k VY. BARMICIELRSBREST S —
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />
<{/application>
<{/manifest>

PrivateProvider.java
package org. jssec. android. provider. privateprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class PrivateProvider extends ContentProvider {
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public static final String AUTHORITY = “org. jssec. android. provider. privateprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. i tem/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEEEZEZRTHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtis&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { "_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

/] )k RAU L3Ik A—F FTUANLDYIIRARTHLTEH, NFA—2DLEMEHRT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] T3.2 AAT—2DREUEHERT D] 258K,
/] *kRA Db dk FATXTT TVER—T7 TV THEME, £ T4 THRERERELTKL
// 1=12L getType D#ERP LU T 1 THEREZF DO LIEHFEY 4L,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;
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case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *ARA L3k A—F7TUANLDY I IR LTH>TH, NI A—FDREEZHERT S
// TTTlEuri N"EEDEBATHSZ &%, UriMatcherffmatch () & switch case THEREL T3,
/] TDMDINT A—FDRERIEH O TIIZDEEE, 13.2 ANT—20RLEUEHET 5] &58,
/] kIRA b dk FIRATT TVIFR—F TV THEINL, oo T 4 THHEREFRZELTEN
// query DIERNE VLT 4 THERZEONESMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] *RA b3k B—FTVALLDI I IR NTHLTH, INTA—FDRELEWHRT S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TUL\D,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 ANT—20ORLEMEHET 51 #5H8,
/] *kRA2 b4k FATT TVIEER—F7TITHEIND., BT 1 THFEHRZRELTEW
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] )k RA L3Ik A—F FTUANLDY I IR RTHLTEH, NFA—2DLEHEEHERT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] TDHDINT A —ZDRERIET 2 TIVIZOEEE, [3.2 AWT—2DREUEHRT 51 238,
/] *kRA 2 b bk FATXTT TVER—F7 TV THEME, £ T4 THRERERELTKL
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}

// Update Shf-La— FENEL T4 THEKRZZFEONESNET T KRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA b3k B—FTVALLDIV I IR NTHLTH, INTA—FDRLMEEWHERT S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TWL5,
/] TDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEMEHET 51 #58,
/] *iRA Uk dk FRATT TVIER—T7 T I THEhD, 2T 4 TRERERZELTE L
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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RIZ. JE22FA Content Provider #F| 9 % Activity DflZTRT,

R4 ~(Content Provider ZF|fH7 3):
5. B—7F7IVA~AD)IIRTCHEII D, B TAITHIEREVIIAMIEDHTELLY
6. R—7TIVRILDBERERTHOTH. FET—HNRLUEHRTS

PrivateUserActivity.java
package org. jssec. android. provider. privateprovider;

import android. app. Activity;
import android. database. Cursor;
import android. net.Uri;

import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) {
logLine (" [Query]”™) ;

// *kRA2 b5k A—F7TUVAANDY I IR LTHIND, oo T4 THERZEYIIRAMZIEHTEL
Cursor cursor = null;
try {
cursor = getContentResolver (). query(
PrivateProvider. Download. CONTENT_URI, null, null, null, null);

/] kR4 b6k B—7TUALSDHERBERTH>TH., ZETFDREMEHRT D
/] U TIVZDERE, 3.2 AWHT—SDREMEHRT 5] 228,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logLine ("[Insert]”);

/] )k RA L5k A—F7 FTURAANDY I IR LTHIND, £ T4 THERZVIIRAMIEDTEL
Uri uri = getContentResolver (). insert (PrivateProvider. Download. CONTENT_URI, null);

/] *kRA bbbk R—F7TVANMSDHERFEHRTH-TEH., ZET—FIDREMUEHDRT S
/] B TIVZDEEE, [3.2 AWT—20RLM2HET D] 238,
logLine(” wuri:” + uri);
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public void onUpdateClick (View view) {

logLine (" [Update]”) ;

/] *XRA b5k R—F7TURAANDY I IR LTHIND, oo T4 THEREZEYIIRAMIEHTEL
int count = getContentResolver (). update (PrivateProvider. Download. CONTENT_URI, null, null, null);

/] *RA2 b6k R—F7 VAN DERERTH->TH. RET—HDREMEHERT D
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
logLine (String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {

logLine (“[Delete]”) ;

/] *XRA b5k R—F7TURAANDY I IR LTHIND., o oT 4 THEREZYIIRAMIEHTEN
int count = getContentResolver (). delete(
PrivateProvider. Download. CONTENT_URI, null, null);

/] *RA b6k A—F7 VAN DERFERTH>TH. RET—HDREMEHERT D
/] BOTIVZDZEE, [3.2 AhT—2DReMEHERT D1 258,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.3.1.2. /23 Content Provider 245 -FIH3 5

22Bf Content Provider (&, FYFEZHD 7TV ICHI RSN D EEBELT- Content Provider TH 5, V517>
FERELLZWNIEIZEKY., RILIzT7Hh5 selectQICE>TREBLTWST—42ZFIREMSNI-Y, update()IZ&L>T
T—RAEEZTHMA LMY, insert()/delete()IZ&>THD T —ADHEARLT —EDHIBREVNST-HEBEZ(H1-YL T
REASNBEILITEENREL,

F1=. Android OS BEXE TIXHZWLIEBERK D 2B Content Provider 2F|B 3 51548 . ZD AR Content
Provider IZEYBEELIZRILIITICUIIRAMGA—RERESINDIILDHDH L. BLU HBHRT 2%
(TERAZENH D EITEFENVETH S, Android OS BEED Contacts +> MediaStore F+236] Content
Provider THAM, TIL Iz T7I(XZFN5 Content Provider [CRAYFEL TELLY,

LA . 22B8 Content Provider M EZEHETR9,

R4A4 > (Content Provider Z{E3):

1. exported="true"IZ&kY . BATRMIZARKET S
2. DVOIRMSGA—ADRLMEHRTD

3. BUITATRIEHREREL T AL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. publicprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

I— % BRA >k 1% exported="true”1Z& Y. BARMIZABREZRET S —
<{provider
android:name=".PublicProvider”
android:authorities="org. jssec. android. provider. publicprovider”
android:exported="true”/>
<{/application>
<{/manifest>

PublicProvider.java
package org. jssec. android. provider. publicprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class PublicProvider extends ContentProvider {
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public static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEEEEZRTHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtiE&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[]l { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
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}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KIRA U E2% YUOIR MRS A—BDREMEHRTS
// TTTlEuri "EEDEBATHSZ &%, UriMatcherffimatch () & switch case THEREL T3,
/] TDMDINT A—FDRERIEY L TIVIZDEEE, 13.2 ANT—20RLUEHET 5] 58,
/] kRA Dk 3k BT TIREREREL TEAES AL
// query DIERNE LT 4 THEREZEHEONESHIT TURE
/] VOIRMTRDT7 TINRIILD 7 THAAHEEENH S,
/] RV TFICRBEINTEREOLNVERTHNIEHERE L TRLTH &KLY,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KIRA b 2% YOI R NS A—FDEEMEHERT S
/) T TlRuri AMEEDEHERNTH S &%, UriMatcher#tmatch () & switch case THEZEL TLVS,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEUEHET 51 #58,
/] *BRAU 3k £ T 4 THERZRZEL TIEAES AL
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
/] VO ITRMTOT TUNRTILI 7 THHAREELH D,
/] RV FICHBENTHIHBOLRWMVMERTHNISHERELTRLTEH KL,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] hkRA k2% UOIZRARRTA—FDREUEZHERT S

// TTTIEuri AEEDEHERNTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] TDHDINT A —Z DRERIET D TIVIZOEEE, [3.2 AWT—2DREUEHRT 51 238,
/] *RA b3k BT THIEHREZRSE L TIEE LA

// Update ShfzLa—F#ENtE T« TLREKREFEONESMET7 T RE

[/ VI IZRCTOT FTIUNIIILI 7 THAAHEELSH S,
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/] RV ITFICREBINTLERBEOLEWMVERTHNIEHERE L TRLTE &L,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] KIRA b 2% YOI RMNSGA—FDEEMEEHERT S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TWL5,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEUEHET 51 #58,
/] *RAU 3k £ T 4 THERZRZEL TIEAES AL
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
/] VOIRMTRDTZ TINRIILO 7 THHEEEENH D,
/] RV FICHBEINTHIRBOLRWMVMERTHNISHERELTRLTEHE KL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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2016 €9 A 1 BiR

RIZ. 22F Content Provider |9 5 Activity DHlZETRY,

R4 ~(Content Provider ZF|fH7 3):
4. I TATEERE)IIAMIEO TIEESAL

5. #&

RT—SDREMEHERT S

Public
package

import
import
import
import
import
import
import
import

public

//

}

pub

UserActivity.java
org. jssec. android. provider. publicuser;

android. app. Activity;
android. content. ContentValues:
android. content. pm. ProviderInfo;
android. database. Gursor;
android. net. Uri;
android. os. Bundle;
android. view. View;

android. widget. TextView;

class PublicUserActivity extends Activity {

FIA%®D Content Provider 15%R

private static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);

lic void onQueryClick (View view) {
logLine (" [Query]”™) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAF#E") ;
return;

}

/] kRA bk £ T 4 TREREV VIR MIEDTIEAES AL
/] VOIRMEDTZ TINIILO 7 THHEEEENH D,
/[ RV TICRBENTHEEDOGZVERTHNIEV I IR FMIEHTH KLY,
Cursor cursor = null;
try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] hRA U bbhk HERT—IDREEEHEDET D
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,
if (cursor == null) {
logLine ("™ null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();

132
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}

}

}

public void onlnsertClick (View view) {

logLine (“[Insert]”);

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] hRAU bk £ T4 THEREV IV IXMIEHTIEAESEL

/] VOIRMEDT7 TINRIILD 7 THAAEEENH D,

/R ITICRBENTHEEDGEVVERTHNIEV I IR MMIEHTH KLY,
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] kRA k5K BRT—2DRLUEHET D
[/ B TIIZDERFE, 3.2 ANT—20REUEHERT 51 238,

logLine(” wuri:” + uri);

public void onUpdateClick (View view) {

logLine (" [Update]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] hRA bbbk €T 4 TREREVIVIXMIESTIEE LGN

/] UOITRMEDT TUNTILI 7 THHAREELH D,

/] RILIITFIZRESNTEHEOGENVERTHNIEY VIR MZEHTH L,
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String(] args = { “4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args) .

/] kIRA Uk 5k BRT—F2DELEMEEMHERT S
/] U TIVNZDERE, 3.2 AWT—SDREUEHRT 5] 228,
logLine(String. format (" %s records updated”, count));

public void onDeleteClick (View view) {

logLine (" [Deletel”);

if (!providerExists(Address. CONTENT_URI)) {
logLine(” Content Provider AF%E") ;
return;

}

/] kRAV Fdk BT THREREY VIR MIEDTIEAES AL

/] VOTRA DT TINIILI 7 THEAREMEND S,

// RILDTFICRBINTEREOLVVERTHNILY VIR MIEDHTEH &KLY,
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);
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/] *kIRA b5k #HERT—HIDEREEEHERT S
/] BUTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine(String. format (" %s records deleted”, count)):

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (pi != null);

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;

134
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4.3.1.3. /N\—hkF+—[R%E Content Provider /% -FIET %

IN—hF—PBRE Content Provider (. B#ED7 T IFhLFATES Content Provider TH b, /\—bF—1
2¥DT7IIVEBRTITUINEELTORTLERERB L, IS—,F—7 T ED B TR RO e £ SFAT-OIZFI S
na,

LIF ., /\—kF—BR%E Content Provider ®DZE&EHIZERT,

R4 (Content Provider #4£3):

1. exported="true"IZ&kY . BARBIZAHERET S

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. N—rF—TFTIUHLDIITRLTHOTH, INTA—EADEEMEHERT D
4. N—rF—FT)IZBRLTEUMERIZEYRZEL TKL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. partnerprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— S 7R4 > b 1% exported="true”(Z&k Y. BARMIZARZKET 2 —
<{provider
android:name="org. jssec. android. provider. partnerprovider. PartnerProvider”
android:authorities="org. jssec. android. provider. partnerprovider”
android:exported="true”/>
<{/application>
<{/manifest>

PartnerProvider.java
package org. jssec. android. provider. partnerprovider;

import java.util.List;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. ActivityManager;
import android. app. ActivityManager. RunningAppProcessinfo;
import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

import android. os. Binder;

import android. os.Build;
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public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEIEEZEZRTIHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

/] kRA2 b 2% MATT7 TIDOHEAENKRTA YR MIBHFINTWE I L EZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1I\— kF+—7F F1) org. jssec.android. provider. partneruser MEFBAE/ v > 1B Z4F
sWhitelists. add (“org. jssec. android. provider. partneruser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M ”“partner key”MEFBAZE/\v > a{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627BSD 4COEC35A™) ;

/! ATFRERIZHD/S— b F—7 T &R
}

private static boolean checkPartner (Context context, String pkgname) {
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if (sWhitelists == null) buildWhitelists(context):
return sWhitelists. test (context, pkgname) ;
}
/] RBTT TRy r—SZEMEG
private String getCallingPackage (Context context) {
String pkgname;
if (Build. VERSION. SDK_INT >= Bui ld. VERSION_CODES. KITKAT) {
pkgname = super. getCal | ingPackage () ;
} else {
pkgname = null;
ActivityManager am = (ActivityManager) context. getSystemService (Context. ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am. getRunningAppProcesses () ;
int callingPid = Binder. getCallingPid() ;
if (procList !=null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc. pkgList[proc. pkgList. length - 1];
break;

}

return pkgname;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType (Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride

public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

// *kRA Db 2% FATT TUDIAENRTA FY R MIBHEINTWS I L 2HET S
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRAFTT7 TV IF/8— b F—F7 T TIEEL, 7);
}

/] *IRA VR 3Kk IR—bF—TFTUDLLDYIIAMTHOTH. INSA—ADREUEHERT D
// T TlEuri NMEEDERERNTHS Z &%, UriMatchertmatch () & switch case THEFREL T3,
/] 3.2 ANT—2DREMEHERT 51 #5H8,
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/] kA b dhk N—bF—=TF TYIZBIRLTKUVMERICE YIRE L TLLY
// query DIERNN— rF—F TYIZERLTEWNMERMNESIMNET T XE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kIRA k2% FIRATT7 TUDFHEENERTA YR MIBEIATWS I EZ2HRET S
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV /38— b F—F7 T TIEEL, 7);
}

/] *RA D E3Ihk R—bF—=TFTIUNLDYIIRTHH>TH, NSA—EDREUEHERTS
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3S,
/] T3.2 AAT—EDNEELEHRT 5] 3,
/] KIRA Y bdk "= b F—7 TYICEATRLTEWERICBYRZEL TEL
// Insert $ER, HBBEINB DW=+ F—7 TVIZEHERLTEVVERMOESNIT TURE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *iRA k2% FRATT TYDHRENRTA PR MIBFRINTWSZ L 2HET 5
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV IF/8— b F—F7 T TIEEL, 7);
}

/] KIRA VR 3Kk IR—bF—TFTUDLLDYIIAMTHOTH., INSA—ADREUEERT D
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] T3.2 AAT—2DREUEHERT D] 258K,
/] KkRA U bk NR—rF—FTYIZERLTEVERICEEYERZELTE L
// Update ShizLa—FENEU T4 TREREFONESIMIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Sht-La— F#%iR3

case DOWNLOADS_ID_CODE:
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return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *iRA k2% FATT T)DERENERTA YR MIBERISNTWS I LEHRTS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV IF/8— b F—7 T TIEEL, 7);
}

/] *RA DRIk R—bF—=TFTUNLDYIIRTHH>TH, NSA—EDREUEHEDRTS
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3,
/] T3.2 AAT—EDEELEHRT 5] 3,
/] *RA b bdk IRS— b F—F TYIZEARLTEVMERICEY RZELTEWL
// Delete Snfz=La—FHENEU T4 THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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K=, 18—k F—R%E Content Provider ZF|F3 % Activity DHIZTRT,

R4 (Content Provider ZFIFH3 3):

5. FA%/\—brF—RE Content Provider 77 DFEBAENRTA M) AMIBBIN TSI LERHERT D
6. /\—kF—PBR%E Content Provider 7 7JIZBIRL TRULMERRIZIRYU VT AMIEH TKLY

7. 13—kF—BRZE Content Provider 77N DIERTH-TH. BRT—HIDREMEHEET D

PartnerUserActivity.java
package org. jssec. android. provider. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PartnerUserActivity extends Activity {

// FIFA%® Content Provider 1&#k
private static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// kR4 bk FIFAKL/N— kF—[BFE Content Provider 7 7 DEIFAEMNFRTA PR MZEBIhTWAI L
IS,
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// 1\— b+ —[R%E Content Provider 7 Z71) org. jssec. android. provider. partnerprovider MIEBAZE/N\v S 1 {EH
sWhitelists. add ("org. jssec. android. provider. partnerprovider”, isdebug ?

// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E

“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9IDB34BC 1E29DD26 F77C8255" :

// keystore M ”my company key”MEEBAZE/\v > a{E

“D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”) ;

// LRI/ S— kF+—FR5E Content Provider 7 71) #%4%. ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);
}
// uri Z AUTHORITY &9 % Content Provider /8w —2 & W5
private String providerPkgname (Uri uri) {
String pkghame = null;
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
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if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (“[Query]™) ;

// kR4 2k 5% FIR%K%/S— +F—FR%E Content Provider 7 7Y MEEBAEMN KT A Y X MZEFESh TSI &
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIFA% Content Provider 7 FUIEART 4 F R FZEBFSATULAEL, 7);
return;

}

// *iRA 2k 6%k /83— kF—RE Content Provider 7 7UIZBATRL TRULMERICRY YUV TR MZEHTEL
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// kR4 2 b Tk /18— bF—BRE Content Provider 7 7ML DIERTH-TH, HBRT DL H MR
T5
/] U TINZDERE, 3.2 AWHT—SDREUEHRT 5] 28,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

// kR4 2k 5% FIFASKE/S\— k+—FR5E Content Provider 7 71 MEERAEAFRTA YR MMZEFINLTWNWEI L
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FUIEARTA FJR RZEBFINA TV, 7);
return;

}

// KR4 2k 6%k /X— b F—RE Content Provider 7 FUIZBIR L TLULMERICERY UV TX MZEDHTEN
ContentValues values = new ContentValues () ;

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 2 b Tk /83— kF—R5E Content Provider 7 7ML DERTH->TH., BRET—2DLEM%2HRETS
/] B TIVZDEEE, [3.2 AWT—20RLMZ2HET D] 238,
logLine(” wuri:” + uri);

}

public void onUpdateClick (View view) {
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logLine (" [Update]”) ;

// kR4 2k 5% FIR%/S— kF—FR%E Content Provider 7 7Y MEEBAEMN KT A R X MZEFESA TSI L
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIF% Content Provider 7 FUIEART 4 F R FZEBEFSATULAEL, 7);
return;

}

// *RA 2k 6%k 18— kF—FRTE Content Provider 7 FUICBRL TKRLMERICBY UV TR FZEDHTKLY
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args)

// kA bk Tk 18— bF—FR%E Content Provider 7P 7 UM S DIERTH-TH., BET—2DREMZHERTS
/] BOTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

// kA >k 5% FIF%/\— kF+—RE Content Provider 7 7V MEEBAEMNRTA Y X FZEFIhTWS I &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) |
logLine (" F|A% Content Provider 7 FJIEFRTA FJR RZEBEFISNA TV, 7).
return;

}

// kR4 k6% /18— kF—FR7E Content Provider 7 7Y ICBIRL TLUILMERICEBY VYT X MZEHTELY
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kR4~ Tk 18— kF—FRE Content Provider 7 7ML DIERTH-TH. BET—2DLXEMZHERTS
/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");

if (sha2b6. length() != 64) return false; // SHA-256 (% 32 /XA

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LINDXFELHD

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZxF 5 DIEMRD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 BEEERBD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; // EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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4.3.1.4. B#%tBRE Content Provider Z{£%-FIFA3 5%

B #tBR5E Content Provider (&, Bt USN D7 T)MSFIHEESNDZEEE1EF S Content Provider THd, EH
DEH/ETT)TORATLEERL. B 77 RSB OCBEEESTA=0IZFIBSh S,

LI . B#RE Content Provider OEEHETRT,

R4 (Content Provider #4E3):

1. ¥ BES Signature Permission ZE&3 %

¥ B E % Signature Permission ZEREE TS

exported="true"[Z&kY. BATRMIZABREZTET S

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
B#H7TUHNLDVIIRNTHO>TH, NTA—EDNREMEHERT D
FMATTIVEEHRHTITITH LI L. T4 ITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseprovider”>

{l— R4 > k 1% HETES Signature Permission 2E&HT 5 —>

<{permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

— %A > b 2% HBEFZ Signature Permission 2EREET S —

<I— %BRA >k 3k exported="true”1Z& Y. BARMIZABREZREST S —

<{provider
android:name="org. jssec. android. provider. inhouseprovider. InhouseProvider”
android:authorities="org. jssec. android. provider. inhouseprovider”
android:permission="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:exported="true”/>

<{/application>
<{/manifest>

InhouseProvider.java
package org. jssec. android. provider. inhouseprovider;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;
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import android. content. UriMatcher;
import android. database. Cursor;
import android. database. MatrixCursor;
import android. net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —TJ 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEEZEZRTHIZLTLNS=8H, query A Yy FTiRY Cursor ZEATCEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” }):
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHOFERED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MEFBAZE/\v < 1 {#E
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sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *BRA bk MBETE Signature Permission NEH T TVICKYEESNTWR I L #HRT S
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JhEE = Signature Permission AE# 7 TUIZK YEZINTULVEL, 7);
}

/] kRS 5k BRHZTUALDIV I IR NTHL2TH, INTA—2DRLMZHET S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TUL\D,
/] T3.2 AAT—RDNRENEHRT 5] 3,
/] *kRA2 b6k FATT7 TVIEEHT TITHEIND., BT 1 THFEHRZRELTEW
// query DFERABEHT TVICETR L TRWERN ESHIET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

// *RA 2k bk HMEEE Signature Permission NEHT TUIZEYERESNTWND I L2HRT S
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if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException("J B % Signature Permission AE#HT7 TVIZKYEEIATLAEL, 7);
}

/] kIRA b5k BHTZTIUNLDUIIRMTHHTH, NSA—2DREMZHRT S
// TTTlEuri NMEEDEBATHSZ &%, UriMatcherffmatch () & switch case THEREL T3S,
/] T3.2 AAT—2DNREMEERT 5] =38,
/] kIRA b6k FIATT TVFERHT TV THIMD, o oT 4 THEREFRZELTELD
// Insert #£ER, HBEINS IDNBELT TVICHATRL TEWNVERNE SHIET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedId (Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA 2k 4k MBEFES Signature Permission AEHT7 TVIZEYEE SN TR EZ®RT D
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JH B % Signature Permission AE&ET7 TVIZKYEEINATULAL, 7);
}

/] *kiRA U k5hk BRHZTUALDV I IR NTHL2TH, INTA—2DRLMEHET S
// T TlEuri NMEEDERATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3,
/] T3.2 AAT—2DEELEHRT 5] 3,
/] kiRA 2k 6k FRATT TVIEEBH/HT TV THEIIE, £ T THEHRERZEL TR
// Update Shiz=La— FENEU T« THEEKREFONESIMIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shtf-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA bk bk BT Signature Permission NERT7 TVIZLKYEZEINTWR I L #HRT S
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("Jh B E = Signature Permission ABE# 7 TUIZE YEEINTULVEL, 7);
}
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/] kRA U E5k BREZTUNMSD) I IR FTHLTH, IRSA—LDREUEHRTS
// TTTlEuri NMEEDEBATHSZ &%, UriMatcherffmatch () & switch case THEREL T3,
/] T3.2 AAT—2DRELEZHRT 5] =38,
/] kIRA b b6k FIATT TVFBERHT TV THIMD, oo T 4 THEREFRZELTEN
// Delete SnfzLa— F#AELU T4 THREKREFONE SNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl 1 (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNN v r—CE2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZA (LB IRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y > 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;
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}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash (ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; // BEHEL T/
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder () ;
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
]

return hexadecimal. toString() :
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2016 €9 A 1 BiR

*RAUk 7% APK % Export $5EZI2, FIART7T)ERLRAFEERTAPK ZELT 5,

-

¥ Generate Signed APK &J

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Key alias: @ company @

Keyr pa 55ﬂ0rd : | ....... |

[ | Remember passwords

| | MNext | Cancel | | Help

4.3-2

X, B*tBRE Content Provider #F| A9 3 Activity DHIZTRT .

R4k (Content Provider #FIR7 3):

8. J¥EE Signature Permission ZF|AEE Y5

9. JhEE% Signature Permission ABE#T7TVICKYERIN TS LEHERT S

10. FIF% Content Provider 77 DFEAEN B DIIBAE THHLEHERT D

11. B#ER%E Content Provider 7 7UIZBIRL TLULMERIZERY VT RMIEHTKLY

12. B#tFR5E Content Provider 77U D#ERTH->TH ERT—HIDREMEHRET D
13. FIAET7T)LRICAFREERTAPKZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseuser”>

— kA > b Th BT Signature Permission 2F|AEET 5 —
<uses—permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION” />

<application

android:icon="@drawable/ic_launcher”

android: labe|="@string/app_name” >

Cactivity
android:name="org. jssec. android. provider. inhouseuser. InhouseUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>

<action android:name="android. intent. action. MAIN” />
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{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>

InhouseUserActivity.java
package org. jssec. android. provider. inhouseuser;

import org. jssec. android. shared. PkgGert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. PackageManager ;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIA%%E®D Content Provider 154k
private static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHROERED/NY S 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) |{
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIEBAZE/\v 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7G2 42E142CA™;
}
}
return sMyCertHash:
]

// FIFA% Content Provider M/ — & E WG

private static String providerPkgname (Context context, Uri uri) {
String pkghame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (uri. getAuthority (), 0);
if (pi != null) pkgname = pi.packageName;
return pkgname;
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public void onQueryClick (View view) {

}

logLine (“[Query]™) ;

/] *RA4 2k 9% MHMBEFES Signature Permission NEHTZ TVIZEYEESN TSI EZ®ERT D
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

logline(” JMBEEZ Signature Permission BT TUIZEYEERSIA TN, 7);

return;

}

// kR4 >k 10% FIFZ% Content Provider 7 7\ QIBAZEANBHDIIBAETHAH Z LRI D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, myCertHash(this))) {

logLine(” FIFA%E Content Provider [ZB%#7 7Y TIX4L, ) ;

return;

}

// KR4 2k 115 BIEE Content Provider 7 FVICBRL TRULMERICIBY UV IR MZEHTE WL
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// *iRA b 12% B#EBE Content Provider 7 7UDN L DR TH-TH, BET—2DREUEHRT S
/] O TIZDERE, 132 AWHT—SDREUEHRT 5] 228,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close();

}

public void onlnsertClick (View view) {

logLine (“[Insert]”);

// *BRA 2k Ok HMETE Signature Permission NEHT7T TVIZKYEEEINTWR I L #HRT S
String correctHash = myCertHash (this) ;
if (ISigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission ABEHT TUIZEYERSIN TN, 7);

return;

}

// %A >+ 10% F|FZ% Content Provider 7 71 MIIBAENBHDIIBAEZ TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI);
it (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TlEXAlLy, ) ;

return;

}

// *RA 2 b 115k BHRIE Content Provider 7 7Y IZBIR L TEULMERICBRY VY TR MZEDHTELY
ContentValues values = new ContentValues();
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values. put ("pref”, "HR&");
Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 bk 12% BHRE Content Provider 7 7D L DERTH-TH, BRT—2DREUZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
logLine (" uri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Update]”) ;

// A 2k Ok JEFES Signature Permission AE#RT7 TUIZKUERERIN TS L Z2HET D
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logline(” 4B FEZ Signature Permission BT TUIZEYEERSA TN, 7);

return;

}

// kR4 > 10% FFZ% Content Provider 7 7\ QIIBAZEABHDIIBAETHH Z LRI D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TIXALY, ) ;

return;

}

// *iRA 2k 11% B#EBE Content Provider 7 7Y ICBRL TLULMERICBY VIV IR MZEHT LWL
ContentValues values = new ContentValues();

values. put ("pref”, "RZ=#E");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

/] kR4 b 12% BIRE Content Provider 77U ML DR TH->TH, BRET IR ZHETS
/] U TIVNZDERE, 3.2 AWHT—SDREUEHRT 5] 228,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

// *BRA 2k Ok HMETE Signature Permission NEHRH T TVIZCLKYEESNTWR I L #HRT S
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission ABEHR T TUIZEYERSIN TN, 7);

return;

}

// %A >+ 10% F|FZ% Content Provider 7 71 MIIBAENBHDIIBAEZ TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
it (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TIXALy, ) ;

return;

}

// *RA 2 b 115k BHRIE Content Provider 7 7Y IZBIR L TEULMERICBRY VIV TR MZEDHTELY
int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);

// dRA 2k 125% B1tBREE Content Provider 77U NS DHERTHH-TH. ERT—2DLEHEHERT S
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/] BOTIVZDEEE, [3.2 AhT—2DREMEHRET 51 =58,
logLine (String. format (" %s records deleted”, count)):

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNNvr—CE2E5WMBET S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi. packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\Y L 1 {EFIRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString();
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*RAk 13%APK % Export 3 5EE(2, FIFAETTIVERICHRERTAPK ZERT 5,

i
® Generate Signed APK

)

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------

—

Key alias: < my company key >

B

KE"!.I" passﬂﬂrd : I .......

[ | Remember passwords

4.3-3
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4.3.1.5. —BsE579 Content Provider 245 -FIFA9 5%

—BFEF ] Content Provider [&, E2AMIZIXIEABID Content Provider THAHS. HED 7SI L T—HH
245 URINDT7 I 2R%EEFRI T 5 Content Provider THd . 1757 #IBELIz Intent ZXR 7 T2+
FTHILIZEY . ZDTTI)IZ—BFGET V2 RERNMFEIN D L5125 TLVS, Content Provider 771 HVEEED
MICHDTTVIZT I REAEEADHIELTESL. —BMWLGTIERHFAEROTETT)IZ Content
Provider 77N ZBIMIZT VL REAIE5252LHTED,

LI . —B$E5 7] Content Provider D =& HIZTRT,

R4 (Content Provider #4£3):

1. Android 2.2 (API Level 8) LIBI TI&—BF&EF Al Content Provider Z3E#& L%
exported="false”[Z&kY . —BFEFAI 9% Path SN ZIELARERTET D
grant-uri-permission [Z&Y ., —B§EF a9 % Path Z18E T 5
—BEMIZEFRILIZ7 TUDSDYIIARTHOTH I\TA—FDREMEHERT D
—BERICEF AT Lz 7 TVICRIRL TRUMBEIRIZER Y RZE L TLLD
—BFRICT U R%ZEFR[ 95 URI % Intent IZHEET S
—BICEFRI 9 37 U RIERE Intent IZIEET S
—BMIZTOEREHFAT 57 TUICHRM Intent Z%{ET 5
—BEFADERTTTIC Intent #iRIET S

0 O NO VA WN

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. temporaryprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity

android:name=". TemporaryActiveGrantActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />

<{/intent-filter>

{/activity>

{l-—— —m5E57] Content Provider —>

d— R4 > bk 2% exported="false”IZ&k Y. —BEFal 9 5 Path LINZIERBHRET 5 —
<{provider

android:name=". TemporaryProvider”
android:authorities="org. jssec. android. provider. temporaryprovider”
android:exported="false” >

{I— R4 > k 3% grant-uri-permission(=&k Y. —BEFAI 9 % Path 25T 5 —
{grant-uri-permission android:path="/addresses” />
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<{/provider>

activity
android:name=". TemporaryPassiveGrantActivity”
android: labe|="@str ing/app_name”
android:exported="true” />
<{/application>
{/manifest>

TemporaryProvider.java
package org. jssec. android. provider. temporaryprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = “org. jssec. android. provider. temporaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider BNt d 54 2 —T7 1 —RX%#20FH
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DB ZFERETICEEEZERIFIZL TS, query AV v FTRY Cursor ZEHICEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (hew String[] { “17, “dti#s@&E” 1)

sAddressCursor. addRow (new String[] { “2”, "&&" 1)

sAddressCursor. addRow (new String[]l { “3”, "&F" 1),
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id", “path” });
static {
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sDownloadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });
sDownloadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });
}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KRAU Ak —BEMNIZHFALE7TUNLDY I IR LTH>TH, NFTA—FDREEEHERT D
// T TlEuri NMEEDERATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEUEHET 51 #58,
/] kiRA 2k bhk —EMICHEATLE7Z TVICERLTEVMERICBYRZELTE L
// query DERNE UL T 4 THERZEONESMEIT TIRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] *RA Db bk —BRIZHEALEZ7TUNLDIY I IR LTHH>TEH, NSA—FDREMEZHRT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch () & switch case THEEL T3,
/] TDHDINT A —Z DRERIET D TIVIZOEEE, [3.2 ANT—2DREUEHRT 51 238,
// kRA b5k —BEMICHRALE7 TUICERLTEUVMERICEBYIRZEL TE L
// Insert #£R. HBEIND DN ST THEEREFONESIMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);
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case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RAD Ak —ERIZHEALE7TUDNLDY I IR LTH>TH, NFTA—FDRLEEEHERT D
// TTTlEuri "EEDEBATHSZ &%, UriMatcherffimatch () & switch case THEREL T3,
/] TDMDINT A —FDRERIEH L TIIZDEEE, 13.2 ANT—20RLUEHET 5] &58,
/] *RA 2k bhk —EMICHFATLE7 TVICHERLTEVMERICEYIRZELTE L
// Update ShizLa— FENEL T4 THEBEKREFONE S MIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Sht-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RAU Ak —BHIZHFALE7TIUNLDYIIRALTH>TH, NSA—FDREMEZHDRT S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TUL\D,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 ANT—20ORLEMEHET 51 #5H8,
/] KIRA b5k —BHIICHFALE7Z TVICERLTEWMERICBYRZELTE L
// Delete Snfz=La—FHENEU T4 THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRS

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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}

TemporaryActiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android. widget. Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity IZBE9 Z15%R
private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryuser”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryuser. TemporaryUserActivity

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. active_grant) ;

}

// Content Provider 7 7 D EEEIMIICHD 7 TVIZT7 IV 2 RHFAIEZE5EZ 55—
public void onSendClick (View view) {
try {
Intent intent = new Intent();

// *iRA 2k bk —BEMIZT I EREHAT S URI # Intent IZHEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] KRA b Tk —BHIZHFRT 57V £ RIERE Intent ITIEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] *RA 2k 8k —BERIICT VR REHAT ST 7 )IZBRM Intent 2#1EF %
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;

} catch (ActivityNotFoundException e) {

Toast. makeText (this, “User Activity AREDMS7ALY, “, Toast. LENGTH_LONG) . show() ;
}

TemporaryPassiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class TemporaryPassiveGrantActivity extends Activity {
@0verride
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protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. passive_grant) ;

}

/] —BEHIET I 2 REFRZRDTEF-7 F1)IZ Content Provider 8l 7 T ASEIMICT Y EREAE52 55 —R
public void onGrantClick (View view) {
Intent intent = new Intent();

/] hirA 2k bk —BMIZCTIERAZEHTT S URI % Intent IZFEET
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] KIRA b Th —BMICEHERT 579 2XERZE Intent IZIEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] KIRA b Ok —HEEFRIDERTT T I Intent ZRIET S
setResult (Activity. RESULT_OK, intent);
finish();

}

public void onCloseClick (View view) {
finish();
}

RIZ, —BFEFA] Content Provider #F| A 5 Activity DHIZTRT,

R4 (Content Provider ZFI 3 3):
10. B T4 HIERE VT RAMIED TIIESEL
1. #HRT—2DREMEHRT D

TemporaryUserActivity.java
package org. jssec. android. provider. temporaryuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. content. pm. ProviderInfo;

import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class TemporaryUserActivity extends Activity {

// Provider Activity B9 B15%R

private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryprovider”;

private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryprovider. TemporaryPassiveG
rantActivity”;

// FIR%E® Content Provider 15#k
private static final String AUTHORITY = “org. jssec. android. provider. temporaryprovider”;
private interface Address {
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public static final String PATH = “addresses”;
public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);

}

private static final int REQUEST_CODE = 1;

public void onQueryClick (View view) {
logLine (“[Query]™) ;

Cursor cursor = null;
try {
if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] *BRAU 10k £ T4 THEEREY VIR MIEHTIFES 4L

/] VOIRMEDT7 TINIILD 7 THAEEEENH D,

/] RV FICRBEINTEREOLEWVMERTHNIEV I IR MIEDTH &KLY,
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] hRA b1k #BERT—HADRLMEEHERT S
/] U TINZDERE, 132 AWHT—SDREMEHRT 5] 28,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}
}
} catch (SecurityException ex) {
loglLine (" #I4+:" + ex. getMessage()) ;
}
finally {
if (cursor != null) cursor.close();
}
}

/] TOT TYN—ELET I XEREEKR L. Content Provider 7 7Y NZEIIZT7 IV ERFRIEZE5EZ 55 —R
public void onGrantRequestClick (View view) {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
logLine ("Grant MERIZHK LE L=, ¥nTemporaryProvider M4 VX b—ILESNTUWEIMEZELTLESL, ”

)
}
}
private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority ), 0);
return (pi != null);
}
private TextView mLogView;
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// Content Provider |7 V) WNEEEBIMIICC DT TUIZT O RFAEE5EZ D5 —X
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;
}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;
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4.3.2. L—ILTvY

Content Provider OE&ERIZIZLL T DIL—ILESFBRI &,

1. Android 2.2 (API Level 8) LRI TIE7 TN TO#H#EAT S Content Provider [E{ES7ELY (WH7B)
2. 7TUVATOHERAT S Content Provider (XIEARIRTET S (WH7R)
3. UOIRMSGA—ADRLMEHRT D (WH7E)
4. FRBEE Signature Permission [, B 7 TUNERLI=CLEHERLTHRAT S (7E)
5. #BRBHEEZETHEICK. REETITINSOBRBRBRISTIET S (WH7E)
6. BEEZZRNICRHEIDIEEICE. TOEEDHKROREKELHIFTS (WH7E)
T FAAIK. LTOIL—ILE55HTE,

7. Content Provider DfERT—2DRELMEHRT D (WH7R)

4.3.2.1. Android 2.2 (API Level 8) LIBITIZF7 TR THOHEAT % Content Provider [FFESELY  (AZE)

Content Provider ®IEABAERE (X Android 2.2 (APl Level 8) LIRTTlE#4gELE L RI— 7 TVATOT—4HH
MD1-H75 Content Provider Z{#4> 3. DB RE DT — B AE~NEIET VAT HETREATES,

4.3.2.2. 7FTIJANTHOHFEHET S Content Provider (IFELRFRTET S (WH7E)

B—7TUVANSDAHFIFAESNSD Content Provider [FHDT7TIMST /LA TEDIBEMNLELZFTHEL AR
#+ Content Provider #EB§ 57V EREERELLENIENZ LY, Content Provider (IT7—42H#EFT 51D
A THD120. TIHILETIE ARV >TLES . R—7 VAN DA FIFASN S Content Provider [
BARBIICIEAREREL. IEAR Content Provider £ RETHS, Android 2.3.1 (APl Level 9) LIBETIE.
provider E3I(Z android:exported="false"&i5E 9 5 & T. Content Provider ZIEARIZTES,

AndroidManifest.xml
{I— Y 7RA4 > bk 1% Android 2.2 (API Level 8) LIBITIXIEZBH Content Provider ZE&EL ALY (TELLY) —
<uses—sdk android:minSdkVersion="9" />

{I— R4 > bk 2% exported="false”lz&k VY. BARMICIELRSBEST S —
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />

43.23. YHIRMTA—BADREMEREDT S (B

Content Provider D24 FIZ& > TETFIRIIFELEZMN, UITAMNTA—2Z 0BT IRRIZIF. FTFDLLHE
FHEZLLZTNIEESE,
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Content Provider M&AYvKRId SQL XDEREFR/INTA—FFZ(TRMEEEBELI-MU 23— —RIZH-T
[FWBE00, A0 ETIREIZEEOXFINEZTETZITOEDTHY. Content Provider EITIZREES
DINGA—=EMNEZoNBT—RAERELLEFNIEESHENEISEFELIVES,

/ABf Content Provider (T ESHDTTUNL I T ANEZITE S0, RILOTT DRE) VI AREZITE
ZEREEN$H S, JE/AE Content Provider [t T7 Y MSYHTRAMEEES (HERE- &L, LANE—7F
RO AR Activity MDD 7T H 552 (TEL o7z Intent DT —42%JEAF Content Provider [ZEr&Ed 5EL Vo1
F—RLEZZoNBE=0. VI IR EEHIZRETHHEEZTIELELEL, FO#hd Content Provider 220
THPRYVITIANDREMEHR T ILENH D,

3.2 ART—EDREMEHER T DI1Z2SRIT DL,

4.3.2.4. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (Wh7E)

B 7V E ISR EATESBEE Content Provider 2155154 . # B E% Signhature Permission [Z&Y
RELLZITNIEESEL, AndroidManifest.xm| T Permission % . Permission B3R E S 21T TILRELT
+5THH1=8. 5.2 Permission & Protection Level JDI5.2.1.2 JHMBEEZD Signature Permission TH#t
TTIEEET BHEIESRTBHIL,

4.3.2.5. BRBEB/ERTBEICETBEETITINOOBERBERF/RITEIRT S (WH7H)

query(Q*° insert)TIEV YT RMER T 7 TVIZFHEREHREL T Cursor % Uri HNiRESN S, FERIFRICE T
1TIERNEENDGHE . REET TN SERFRT DAREMENH D, F1- update(+ delete()TIEEHFT-
(FHIBRENILI—FEA) VIR ERT 7 TVIHERBERELTREIND, FNITTTUVERICE>TIEHF
IFEIBRESN L O—F BB o T4 I BEREF DEENH LD TEE T NE,

4.3.2.6. BEZ-RMICRETIESICIE. TOEEDOEXRDREKELZHRETD (WH78)

Permission IZ&YRESNTOSBEREESJUHEEEZMOT7TTIICZRMICIRET HI5EICIE RIEET
TYIZRHLTRE—® Permission ZERTEHEELT, TOREKELZHBELLZ TN ILAESAL, Android @
Permission ¥ 1T ETILTIE, RESNEEICHTETIVNLDEETILRIZOVTOAEREEE
15, COEBRLEDEHEIZEY . TTVICHBINZEENSSICHOTTIIZ, RED-OIZWHEL Permission &
ERTHELGIRBENSAREME N DD, ZDTE(E Permission ZBHFRZFEL TSI EEEEMIZEMAZD T,
Permission DB REMBEEMEIEINS,5.2.3.4 Permission DB REMEIZSRBT S,

4.3.2.7. Content Provider O#ERT—2NDLELEFHERT S (WH7E)

Content Provider MAAFIZ&k>TEFIRVIIELEIN. BRT—AAFNIBTHEIZIT. TTHERET —H4DLE
EEFEZ LT NIEXARSEL,
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FI A%k Content Provider A3/2Fd Content Provider M54 . 22Fd Content Provider IZEYFELI=<ILDT
NHREBHERT —2ZRELTAAEEEL H D, FIFA S Content Provider A'3E2AFH Content Provider DG &.
B—T7TIVANKHERT—2ERZITMADTYRIEVLEWD R T I BEEHICRETHIEEATILELH
LY ZDHD Content Provider [TDWTH, PIRIYBERT 2D RLMEHRTILENH D,

3.2 ART—HDREMEHER T DI1ZSRT DL,
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| 4.4, Service #/£3-FIFAT 3

4.4.1. YT )La—k
Service NEDKSIZFIFAINDEMZEKH-T. Service H 22 B R OBE YN LHHFERMNEL S, ROFFEZ7O—(Z

Ko THERLT B Service REDZATTHAIDEHIBTES, 4H. 1ERLT S Service DA T(Z&>T Service &7
AT5RI0EELRFLIOT, FIRAOEREIZODVNTHEHLETHREAT S,

( L& )

TTINTOAFIRT S

Yes

FREZHO
TUICFIAERHS

A4 \ 4 A4
Private Public Exclusive Proprietary
JE/NBAService ABAService IN—FF—PRE Service B#1BRE Service

K 4.4-1

Service [ZIXEHBDEEFEZLHY . FOHISERT S Service DEAT(ZE>1=HZEBIRTHEITHEE, T
ROMODEELAXETHRORESETHY. 5 BHEICHEL, RPOOHIIERAIRELEAEHhEEZRL. 7
DIFERF AL L KITREELEEDETT,

8. Service DEEHEDHFMMIZDOULITIL. [4.4.3.2 Service DEEFEIZTDODVTIBLUE Service 31T DY
DTN a—R(RETHIDOMW=ED)ESBTHE,

F 4.4-1

e | /NE yN:| N—hF—RE BHEE

e Service Service Service Service
startService %! Ox* @) - O
IntentService & @) O« - O
local bind & O - - -
Messenger bind &! (@) @) - O*
AIDL bind ! @) @) O* @)

LTTIEER 4.4-1 FOAEDOHEAEHLEEFE>TREF LY TA214T D Service DY T ILI—FERT,
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4.4.1.1.

JE/xBH Service #1554 -FIFHT %

JENB Service £, B—7FTURNTOHAFIFAES S Service THY . LorELREMDEL Service TH B,

FE1-. IEAE Service ZFNATBIZIX. V5 REIBETET HBATRM Intent ZFZ LR

LTLESZENELY,

LLF. startService @ Service ZFERAL=HIZTRT,

RAL b (Service #4E3) :

1. exported="false"IZ&kY . BARBIIZIEAREFRTET S

2. R—77UME0 Intent THOTH. 215 Intent DREMEHERT D
3. #BRERIBE.FARAXTIVER—TTITHSEM L., T4 REREZRELTKL

S>THEBTZ TIZ Intent Zi%4

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. privateservice” >

<application

android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I— JELABH Service —>
{I— %4 > k 1% exported="false”[Z&k Y. BARMICEARBSBREST S —
<{service android:name=".PrivateStartService” android:exported="false”/>

<{I— IntentService Z#& L /= Service —>

<I-—— JE/AFA Service —>

- R4 >k 15 exported="false”l=&k VY. BARMICIELARSBRET S —
<{service android:name=".PrivatelntentService” android:exported="false”/>

<{/application>

<{/manifest>

package

PrivateStartService.java

org. jssec. android. service. privateservice;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;
import android.widget. Toast;
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public class PrivateStartService extends Service{
// Service HNEEEIT S & EIZ1REHFIFUH SIS
@0verride
public void onCreate() {

Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;
}

// startService ) BFEIEN A TEVUHE SN S
@0verride
public int onStartCommand (Intent intent, int flags, int startld) {
/] *kRAF 2% B—7 75D Intent THoTH. Z1E Intent DR EMEHERT S
/] HUTIVNZDERE, 3.2 AT —2DREUEHRT 51 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85 A —% %] Z=Z(+H->f=, ”, param), Toast.LENGTH_LONG).show();

// —ERIEHATRMIZETSED
// stopSelf %> stopService #ERITLfzELFITH—EREHKRTT 5
// START_NOT_STICKY (&, AEUMNDHWETKI Il ShIGEICEFMNICIFERLEL
return Service. START_NOT_STICKY;
}

// Service BMET T B EZIC1RETFIFEUHESNS
@0verride
public void onDestroy() {

Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;
}

@0verride

public IBinder onBind(Intent intent) {
/] TOH—ERIZEZNAA 2 KLEW
return null;

RIZIEABH Service ZFIHT 5 Activity DY 2T )La—K%EFRT,

RALU M Service ZF AT ) :

4. BE—T7FA Service (VT RIEEDARH Intent THRUHT

5. MAETIIER—7TITHEI L., T4 HEREZELTELL

6. HEREZITMLHZEE. E—7J)H Service hoDERBEHTHOTH. RIETFDREUEHRTS

PrivateUserActivity.java
package org. jssec. android. service. privateservice;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PrivateUserActivity extends Activity {

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. privateservice_activity) ;

]
// H—FE Xtk

public void onStartServiceClick (View v) {
/] kA k4% E—TF T A Service (4 5 RIEEDBHRE Intent THEUHT
Intent intent = new Intent(this, PrivateStartService.class);

// kR4 b5k FRETFTVIEIR—T7FTITHZEID, tooT4 THERZZEELTHEL
intent. putExtra ("PARAN”, "t T 4 THIER") ;

startService (intent) ;

}

/] Y—EREBEIERE >
public void onStopServiceClick (View v) {
doStopService() ;

}

@0verride

public void onStop () {
super. onStop () ;
/] B—ERDET LTLWEWMESIERTT S
doStopService() ;

}

/] Y—ERXREELT S

private void doStopService() {
/] *RA k4% B—7 TN Service [ 5 RIEFE DR Intent THEUYHT
Intent intent = new Intent(this, PrivateStartService.class);
stopService (intent) ;

}
// IntentService BtEHR% >
public void onlntentServiceClick (View v) {
// *RA bk dk B—F TR Service (4 5 RIEFDFHRE Intent THEUHET

Intent intent = new Intent(this, PrivatelntentService.class);

/] *kRA b5k FAETTIVER—TF7TITHSH L., EooT 1 THEREZEELTEH LW
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startService (intent) ;
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4.4.1.2. 723F Service Z4£5-FIFT 5

2ABA Service X ABFEZSHOTITIIZHRASINBIEEFEELT- Service THD, WL T7NEEL-ER
(Intent BE)EZETAENBHEIEITEENVETHD, T1=. 26 Service ZFATBIZIX. FIETH1HER
(Intent HE)MTILDITICRIESNDENH A EITFENVETH D,

LLF. IntentService B Service ZEAL=HIZTRT,

RA bk (Service 243) :

1. exported="true"IZ&kY . BARBIZAHERET S
2. ZiEIntent DEEMEHERTD

3. #BERERIBE. I TAIRERES O

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicservice” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

— IHIZHEMT Service —>
{I— S 7R4 > b 1% exported="true”(Z&k Y. BARMIZARZKRET S —
<{service android:name=".PublicStartService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. startservice” />
<{/intent-filter>
<{/service>

<{I— IntentService Z#& L 1= Service —>
I— % BRA >k 1% exported="true”1Z& Y. BARMIZABZEST S —
<{service android:name=".PublicIntentService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. intentservice” />
<{/intent-filter>
<{/service>

<{/application>

<{/manifest>

PublicintentService.java
package org. jssec. android. service. publicservice;

import android. app. IntentService;
import android. content. Intent;

import android.widget. Toast;

public class PublicIntentService extends IntentService{
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/¥k
* IntentService AL -15E. SIBBELOI VA MV 22T RHET 5,
* INHNEWNMEES., T5—I2H 5,
*/
public PublicIntentService() {
super (“CreatingTypeBService”) ;
}

// Service HNEEEIT S & EIZ1REHFIFUH SIS
@0verride
public void onCreate() {

super. onCreate () ;

Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;
}

// Service TITW=WMILEBEZ DAY vy RIZERT S
@0verride
protected void onHandlelntent (Intent intent) {
/] *RA Uk 2k ZE Intent DR EMEEHERT S
// B Activity THE=OFBRTT7 TUNIILI 7 THAHARENENDH S,
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85 A —4% [%s] #Z(+H>71=, ”, param), Toast. LENGTH_LONG). show( ;

// Service BNET T B EZIC1RETFFEUHESNS
@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;
}

RIZZAEA Service ZF|AT S Activity DY T )La—FERT,

KAk (Service 2FATSB) :
4. wUIUTATRIEREZELTIEH SN
5. EREZITRSGE.ERT—IDREMHEZHERTS

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicserviceuser” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name=". PublicUserActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN" />
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{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>
<{/application>

</manifest>

PublicUserActivity.java
package org. jssec. android. service. publicserviceuser;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class PublicUserActivity extends Activity {

// TS Service &R
private static final String TARGET_PACKAGE = “org. jssec. android. service. publicservice”;
private static final String TARGET_START_CLASS = “org. jssec.android. service. publicservice. PublicStartService”

private static final String TARGET_INTENT_CLASS = “org. jssec. android. service. publicservice.PubliclntentServic

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity);

}

// H—E ZEth
public void onStartServiceClick (View v) {

Intent intent = new Intent (“org. jssec.android. service. publicservice. action. startservice”) ;

// kA >k 4% Service [LBARE Intent THUHT
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

/] *RA Rk BT 4 THFREFZELTEH AL LN
intent. putExtra ("PARAM”, "t > T 4 TTIXAELVER") ;

startService (intent) ;

/] kRAU b bk EREEZITRS5E. BET—2DREHERERTS
// KB TILIL startService ) Z{E >7-Service FIBDHIN A, FHRBERITZTES 4L
}

/]| Y—EREIERE Y

public void onStopServiceClick (View v) {
doStopService() ;

}

// IntentService BHtAHR%A >

public void onIntentServiceClick (View v) {
Intent intent = new Intent (“org. jssec. android. service. publicservice. action. intentservice”);
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// kR4 2+ 4% Service [XBARM Intent THEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS) ;

/] hiRA bk EUVT 4 JHEREZELTEELS AN
intent. putExtra ("PARAM”, "t 2> T 4 TTIXALVER) ;

startService (intent) ;

}

@0verride

public void onStop () {
super. onStop () ;
/] H—EZRBERT LTLWEWNMEEIEKRTT S
doStopService() ;

}

/| Y—ERXEEILT S
private void doStopService() {

Intent intent = new Intent (“org. jssec.android. service. publicservice. action. startservice”);

// kA 2k 4% Service [XBARAY Intent TREUH T
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

stopService (intent) ;
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4.4.1.3. /8—kF—[R5E Service

IN—hF—FR5E Service X HEDTTVIEITMSFIEATES Service THBD. /N\—rF—EDOTF7T) BT TV
MEELTORTLEEBRHL., /A—rF—7 T DB TS B EEE T A-OIZFIAENS,

LI~ . AIDL bind #® Service Z{#RAL=HZTRT,

RAL2 M (Service #1E3):

1. Intent Filter ZE &3 . exported="true"#BARMIZEET S

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. onBind(onStartCommand,onHandlelntent) CFRESH LT A/ N\—hF—D ESMHI BI TEAN
4. IN—hF—=TFT)HSD Intent THHTH. 215 Intent DEEHEMHERET S

5. N—hF—7FIIZBRLTRULMERICRY RZEL TERL

BE.KRTANANMIEET DFALETTDOEHE/ NV LEOHERAEF5.2.1.3_ 7TVDHAED /v
BZHRI DA ERIESRI DL,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. partnerservice.aidl” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>

<I-—— AIDL ZFIF L 7= Service —>
{I— %R4A >k 1% Intent Filter #F&E9 . exported="true” ZBARMIZHRTET S —
{service
android:name="org. jssec. android. service. partnerservice. aidl.PartnerAIDLService”
android:exported="true” />
<{/application>

<{/manifest>

SEINHITIE AIDL Z7AILE2DERLT 5, 12(%. Service Hi5 Activity IZT—2ZET =HDIA— )L\ IA>
A—T7x—RT.4£5120F Activity B5 Service [TT—32ZEL. BREMBT 21U 3—T—RATHD. B85,
AIDL 774 )VIZERIRT H/\wr—T &1, java T7MIVICERR S 5/ 307 —D & ERFRIC. AIDL D7 ILEERKRT %
TALIRBEBIC—BIEI2DELAH D,

IPartnerAIDLServiceCallback.aidl

package org. jssec. android. service. partnerservice. aidl;

interface IPartnerAlDLServiceCallback {
/¥k

* [EAEDL RISV END
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*/
void valueChanged (String info);

IPartnerAIDLService.aidl
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. service. partnerservice. aidl. IExclusiveAIDLServiceCal |back;

interface IPartnerAlIDLService {

/%%

* OA— LNV E&T D

*/

void registerCal Iback (IPartnerAIDLServiceCal Iback cb);
/%%

* B|MEWMBIT S

*/

String getInfo(String param);
/%%

* OA— LNV Y EfERT D
*/

void unregisterCal Iback (IPartnerAIDLServiceCal Iback cb) ;

PartnerAlDLService.java
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Service;

import android. content. Context;
import android. content. Intent;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteCal IbackList;
import android. os. RemoteException;
import android.widget. Toast;

public class PartnerAIDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service ™Mo AT 2 MIBEMT BHIE
private int mValue = 0;

/] *kRA b2k MART T DRAENERTA LR MIBREIN TSI EERERT D

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// 1I\— kF+—TF F1) org. jssec.android. service. partnerservice. aidluser MIEBAE/ v 1 {EHZ 5%

sWhitelists. add (“org. jssec. android. service. partnerservice. aidluser”, isdebug ?

// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
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“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255” :
// keystore M“partner key” MEEBAE/\v L 1 {E
“1F039BB5 7861C27A 3916C778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

/] UTEHIZtDN— =T T &8k, ..
}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

// A=Y Y EBFTDHZF TSI b,

// RemoteCal IbackList DRI Z A Yy KIFA LY KE—TI(ZH>TWV3,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCal Ibacks =
new RemoteCal |backList<>();

/) A—ILiNyZIZx LT Service ™o T—4R E3£ET 1= D Handler
protected static class ServiceHandler extends Handler {

private Context mContext;
private RemoteCal IbackList<IPartnerAIDLServiceCallback> mCal Ibacks;
private int mValue = 0;

public ServiceHandler (Context context, RemoteCal lbackList<IPartnerAIDLServiceCallback> callback, int valu
e){
this. mContext = context;
this.mCal Ibacks = cal |back;
this.mValue = value;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCal Ibacks == null) {
return;
}
// BHERIET S
// beginBroadcast () [X. getBroadcastitem() TE BT I E—Z R LTS
final int N = mCal Ibacks. beginBroadcast () ;
for (int i =0; i <N; i++) {
IPartnerAlIDLServiceCal Iback target = mCal Ibacks. getBroadcastItem(i) ;
try |
/] *iRA b5k NR—bF—FTYIZERL TEULVMERIZBYEEL TEL
target. valueChanged ("/8— b +—7 7Y IZBIR L T L LVE#HR (cal Iback from Service) No.” +
(++mValue)) ;

} catch (RemoteException e) {
// RemoteCal IbackList Aa—JL/N\ Yy U ZEEBLTWNADT, ZZ TlXunregeister L %L
// RemoteCal IbackList. kill )IZ& > T2 THBKEENB
}
}
// finishBroadcast () [&. beginBroadcast () & %tIZ7; %038
mCal Ibacks. finishBroadcast () ;

// 10 BRI YRT
sendEmptyMessageDe |l ayed (REPORT_MSG, 10000) ;
break;

}
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case GETINFO_MSG: {

if (mContext != null) {
Toast. makeText (mContext
(String) msg.obj, Toast.LENGTH_LONG). show() ;

}
break;

}

default:
super. hand|eMessage (msg) ;
break;

} // switch

}

protected final ServiceHandler mHandler = new ServiceHandler (this, mCallbacks, mValue);

// AIDL TEHE LA —T7z—R
private final IPartnerAlIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner () {
Context ctx = PartnerAIDLService. this;
if (IPartnerAlDLService. checkPartner (ctx, Utils. getPackageNameFromUid(ctx, getCallinglUid()))) {
mHandler. post (new Runnable() {
@0verride
public void run() {
Toast. makeText (PartnerAIDLService. this, "FIRATT7 TV [&/8— b F—7 T TIEAL ", Toast.
LENGTH_LONG) . show () ;
}
DR
return false;
}
return true;
}
public void registerCal Iback (IPartnerAIDLServiceCal lback cb) {
/] *iRA b2k FRATT TUDEHRENRTA FYRMIBEINTWSZ LRI S
if (lcheckPartner ()) {
return;
}
if (cb = null) mCallbacks. register (cb);

}
public String getInfo(String param) {

/] *RA2 b 2% FATT7 TDERAENRTA YR MIBHFINA TSI LZHERTS
if (lcheckPartner()) {
return null;
}
/] *kRA U bk 1IS—rF—FTYMSD Intent THHOTH. 215 Intent DRLHEHRT S
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,
Message msg = new Message() ;
msg. what = GETINFO_MSG;
msg.obj = String. format ("/S—kF—F TUNLDAY Y FEUH L, %1 #Z{EL71=, ”, param);
PartnerAIDLService. this. mHandler. sendMessage (msg) ;

// *iRA b bk IN—rF—F TYIZBRLTEUMERICEE Y IRZEL T ELL
return “/8— b+ —7 FYIZEIR L T &L LVESR (method from Service)”;
}

public void unregisterCal |back (IPartnerAIDLServiceCallback cb) {
/] *RA 2 k2% FATT T)DIMRAENRTA PR FIEBERSAh TSI EE#/ERT S
it (IcheckPartner ()) {
return;
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}
if (cb != null) mCallbacks. unregister (cb);
};

@0verride

public IBinder onBind(Intent intent) {
// *RA >k 3%k onBind THEUH L /\— b F—hESHHEIFITEHN
// AIDL TEZLEAYVY FORUHELEIZF T v ILNREIZLD,

return mBinder;

}

@0verride
public void onCreate() {
Toast. makeText (this, this.getClass(). getSimpleName() + “ - onCreate()”, Toast.LENGTH_SHORT). show();

// Service NERITHDMEIL, TEHMICA O VAL LIERFEZEMNT S
mHand | er. sendEmptyMessage (REPORT_MSG) ;
}

@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;

// A=W\ Y ELTHRERT S
mCal Ibacks. kill () ;

mHand | er. removeMessages (REPORT_MSG) ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LISNADXFHLH S

mWhitelists. put (pkgname, sha256) ;
return true;
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}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIGT HERED/NY L EFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L 1{ELIEBRD/NY L 1{EZLLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash (ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEERIEHEHIEL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder () ;
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
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}

return hexadecimal.toString() :
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RIZ/IN—bF—BR3E Service ZFIAT B Activity DY T )La—FETRT,

RAL2 M (Service ZFIAT3):

6. FIFA%K/N—rF—FRE Service 7T DFEBAENRTA M) RMZBFINTWSILERERT D
7. MAZN—FF—BRET7IVIZHATLTEMERICRY EEFEL TR

8. BEARHEI Intent IZ&Y/S—F—BZE Service ZMFUH

9. IN—rF—RBEF7TUHODERERTHoTH. 215 Intent DREMEHERT S

PartnerAIDLUserActivity.java
package org. jssec. android. service. partnerservice. aidluser;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLService;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLServiceCal Iback;
import org. jssec. android. service. partnerservice.aidl.R;

import org. jssec. android. shared. PkgCertWhitelists;

import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Context;
import android. content. Intent;

import android. content. ServiceConnection;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class PartnerAIDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

// kIRA 2+ 6% FIAK/NA—F—BRE Service 7T DIIAEMNERTA YR FIEBESN TS EZ2HET S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18=— b+ —FR5E Service 7 71 org. jssec. android. service. partnerservice.aidl MDIFEBAE/ v > 1 {EE Z5F
sWhitelists. add ("org. jssec. android. service. partnerservice. aidl”, isdebug ?

// debug. keystore ®“androiddebugkey” MEEBRE/\Nv 2 fE

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :

// keystore @ “my company key”MDEEBAZE/\v L a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”) ;

// UTRRIZfD/S— b F—FRE Service 7 71 &8k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);
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// FBZXD/N— b F—MRE Activity [CBH3 B 1EHR
private static final String TARGET_PACKAGE = “org. jssec.android. service. partnerservice.aidl”;
private static final String TARGET_CLASS = “org. jssec. android. service. partnerservice. aidl. PartnerAIDLService”

private static class ReceiveHandler extends Handler {
private Context mContext;

public ReceiveHandler (Context context) {
this. mContext = context;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast. makeText (mContext, String. format("a—JL/AvH T T%s] #F{EL7T=. ", info), Toast.LENGT
H_SHORT) . show () ;
break;
}
default:
super. hand|eMessage (msg) ;
break;
} // switch

}

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL TEE L4 v4—T1—X, Service ZWoDBHEZZITERS,
private final IPartnerAIDLServiceCallback. Stub mCal Iback =
new IPartnerAIDLServiceCal Iback. Stub() {
@0verride
public void valueChanged (String info) throws RemoteException {
Message msg = mHandler. obtainMessage (MGS_VALUE_CHANGED, info) ;
mHand | er. sendMessage (msg) ;

};

// AIDL TEHE LM >v2—Txz—R, Service ~NBHT B,
private IPartnerAIDLService mService = null;

// Service SIEBT ARIZFIAT SR a3, bindService TRET ZBEIINEIZH D,
private ServiceConnection mConnection = new ServiceConnection() {

// Service [CHE#E SNI=BEICFIEND

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mService = [PartnerAIDLService. Stub. asinterface(service) ;

try{
// Service |ZEf%
mService. registerCal Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service NEERT LT-15&

}
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Toast. makeText (mContext, “Connected to service”, Toast. LENGTH_SHORT). show() ;
}

// Service PEERT LT, ORI arvhUish=5EIZFEIENS
@0verride
public void onServiceDisconnected (ComponentName className) {
Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show() ;
}
};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. partnerservice_activity) ;

mContext = this;
}

// —EXBHRRE >

public void onStartServiceClick (View v) {
// bindService Z%£173 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

/] B—ERELERE >

public void onStopServiceClick (View v) {
doUnbindService() ;

}

@0verride

public void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/%%
* Service IZ¥#T 5
*/
private void doBindService() {
if (!mIsBound) {
/] *RA b6k FAEL/NA—bF—BE Service 7 T DEEAEN R T A R YR MIEBFINL TSI L &R

ER)
if (lcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIA%k Service 7 FUIEAHRTA FJ R FZBEFESINTULALY, ”, Toast. LENGTH_LO
NG) . show () ;
return;
}
Intent intent = new Intent();
// *iRA b Th FRAENSA—FF—BE7Z TVICERLTEUMERICBYZEELTELY
intent. putExtra ("PARAM”, “"/R— rF—F FYIZEAR L TLLVER) ;
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// A >k 8% BARAE Intent [Tk Y/8— b F—B5E Service ZIEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;
mlsBound = true;
}
}

/%%
* Service ~NDIEHREYIET
*/
private void doUnbindService() {
if (mlsBound) {
/] BHLTWELSREDHDI5E LM
if (mService != null) {

try{
mService. unregisterCal Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service KNEERLRT LT =HE
// YT ILIZDODENIBLEE
}
unbindService (mConnection) ;

Intent intent = new Intent();

// KR4 2+ 8% BERAY Intent [Tk Y /83— b F—BRE Service ZIEUHT
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

stopService (intent) ;
mlsBound = false;

}

/**
* Service MBOIEREIWEFT 5
*/

void getServiceinfo() {
if (mlsBound && mService != null) {
String info = null;

try |
/] *iRA 2k Tk FRENS—rF—RET7 TVICBERLTEULMERICEBYZEELTEL
info = mService. getInfo ("/S— b +—7 7V 2R L T & LVEER (method from activity)”);
} catch (RemoteException e) |
e.printStackTrace () ;
}
/] *RAD Ik N—bF—RBET7TTUILOBERFEHRTH>TH. ZIE Intent DREMEEHEDRT D
/] U TIZDERR, 3.2 ANT—2DRLHET 51 #3838,
Toast. makeText (mContext, String. format("H—E XM S T%s] Z#EEF LT, ”, info), Toast. LENGTH_SHORT).s
how () ;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 (% 32 /841
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl | ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZXF 5 DIEMRD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY 1 BEEERBD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHELFFRDHIT
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}

}

Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

private static byte[] computeSha256 (byte[] data) {

try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal.toString() ;

All rights reserved © Japan Smartphone Security Association.

Service 5 FIAHT %

189




rerommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

4.4.1.4. B#BRE Service

B#R5E Service (. B LUSNDTTUMNSFIAENDIEEE LTS Service THD. EHDOBHETTITUR
TLEEREL. B 7 TS ERCHEELZTA=OICFI AN S,

LI . Messenger bind £ @ Service ZERAL=HlZRT,

RA bk (Service 243) :

1. ¥ BEZ Signature Permission ZE&3 %

¥ B E % Signature Permission ZEREE TS

Intent Filter Z €& . exported="true"#BA-RHIZERTET D

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
B#T7TUDLD Intent THHTH. Z{E Intent DREMEHERT D
FMATTIVEEHRHTITITH LIS, T4 ITREREREL TR
FMAX7I)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. inhouseservice. messenger” >

{l— R4 > bk 1% HETES Signature Permission 2E&HJ 5 —>

<{permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<{I— Messenger Z#F|FH L 1= Service —>

—— %RA 2k 2% HBEFE Signature Permission #EREET S —

<I-— %RA > k 3% Intent Filter #F &9 . exported="true” ZBARMIZHRTETT S —

{service
android:name="org. jssec. android. service. inhouseservice. messenger. InhouseMessengerService”
android:exported="true”
android:permission="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<{/application>

<{/manifest>

InhouseMessengerService.java
package org. jssec. android. service. inhouseservice. messenger;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import java.util.ArraylList;
import java.util. Iterator;
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import android. app. Service;

import android. content. Context;
import android. content. Intent;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.widget. Toast;

public class InhouseMessengerService extends Service{
// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BROFIEBHED/ N> B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;

// Service DY SA T h(T—2EEEXR)ZVRXNTEET D
private ArraylList<Messenger> mClients = new ArrayList<{Messenger>();

/] DSATFT DD T—2%2ET DL EIZHAT S Messenger
private final Messenger mMessenger = new Messenger (new ServiceSideHandler (mClients)) ;

/] DSAT 2 D bZITE o= Message Z4IEF 5 Handler
private static class ServiceSideHandler extends Handler {

private ArrayList{Messenger> mClients;

public ServiceSideHandler (ArrayList<Messenger> clients) {
this.mClients = clients;

}

@0verride
public void handleMessage (Message msg) {
switch (msg. what) {
case GommonValue. MSG_REGISTER_CLIENT:
/] 9S54 T 2 bR ITE o 1= Messenger B0
mClients. add (msg. replyTo) ;
break;
case GCommonValue. MSG_UNREGISTER_CLIENT:
mClients. remove (msg. replyTo) ;
break;
case GommonValue. MSG_SET_VALUE:
/] DSATUMIT—2%%5

sendMessageToCl ients (mClients) ;
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break;
default:
super. hand|eMessage (msg) ;
break;
}
}
}
/%%
* DSAFTURMIT—4%%%
*/

private static void sendMessageToClients (ArrayList<{Messenger> mClients) {

/] *kRA U~ b6k FIARTT7TVIZERTTUTHEMD., EooT 4 THERZRELTEL
String sendValue = "> F 4« J41E$R (from Service)”;

/] BEINTWDEISAT b~ IEBIZEETS

// W—T&FTremove LTEHERETDT—RICTIEALIZLDT lterator 2FAT S
Iterator<Messenger> ite = mClients. iterator () ;

while(ite. hasNext () {

try {
Message sendMsg = Message. obtain(null, CommonValue. MSG_SET_VALUE, null);

Bundle data = new Bundle();
data. putString ("key”, sendValue);
sendMsg. setData (data) ;

Messenger next = ite.next();
next. send (sendMsg) ;

} catch (RemoteException e) {
/] DFATFT Y B EELBEWVGEE. VR MMSEYERL]
ite. remove () ;

}

@0verride
public IBinder onBind(Intent intent) {

/] *BRA bk HMETE Signature Permission NEHRH T TVICKYEESNTWR I L #HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMBEFZ Signature Permission MEHT7 TVIZLKYEZ I TULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return null;

}

// *kIRA 2 k5% BHZTUMLD Intent THHTH., RIE Intent DL LM %2MHERT S

/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/x5 A —% [Y%s] &= (+TH>f=, ”, param), Toast.LENGTH_LONG).show();

return mMessenger. getBinder () ;

}

@0verride
public void onCreate() {
Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;

}
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@0verride
public void onDestroy() {

Toast. makeText (this, “Service — onDestroy()”, Toast. LENGTH_SHORT). show() ;
}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission D& L LBIRLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] BHELIERHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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RIZBHRE Service #F|AT 5 Activity DH 2T ILa—KREFRT,

RA> M (Service ZFATS):

8.

9.

10.
11.
12.
13.
14.

¥ B E % Signature Permission ZF|HAEE Y5

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
FMAXTTIDOIRAENEHDOIIBAEZTHILEHERT S
FMAXTIVEEHRHTTITH LML, T4 ITREREEELTELL

BASRAY Intent IZKY B4R E Service # U HT

BR7 TN DERERTH>TH. 218 Intent DR LMEHRT S
FMALET7TIERCHKERTAPKZELT S

AndroidManifest.xml
<{?xml version="1.0" encoding="utf-8"7>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. service. inhouseservice. messengeruser” >

I— %A >k 8% BT Signature Permission 2F|AEET 5 —
<uses—permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity

android:name="org. jssec. android. service. inhouseservice. messengeruser. InhouseMessengerUserActivity”

android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>

InhouseMessengerUserActivity.java
package org. jssec. android. service. inhouseservice. messengeruser ;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. GomponentName;
import android. content. Context;

import android. content. Intent;

import android. content. ServiceConnection;
import android. os.Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;
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import android. os. Messenger;
import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// FIFR%E® Activity 15

private static final String TARGET_PACKAGE = “org. jssec.android. service. inhouseservice. messenger”;

private static final String TARGET_CLASS = “org. jssec. android. service. inhouseservice. messenger. InhouseMesseng
erService”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7GC A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// Service MBS T—R ER(ET DL EICFIFAT B Messenger
private Messenger mServiceMessenger = null;

// Service IZT—AR EEET HE ZIZFIAT B Messenger

private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler () ;

// Service M55 (TH - 1= Message Z L9 3 Handler
private class ActivitySideHandler extends Handler {

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case GommonValue. MSG_SET_VALUE:
Bundle data = msg. getData() ;
String info = data. getString ("key”) ;
/] *kRA2 b 13k BHT7 TUDHCOHKRBFRTH->TE., [EORLELEHDRT S
/] U TIIZDERR, 3.2 ANT—2DRLMRET 51 #3838,
Toast. makeText (mContext, String. format("H—EZXMS [Ys) ZEE\B L=, ”, info),
Toast. LENGTH_SHORT) . show () ;
break;
default:
super. hand|eMessage (msg) ;
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// Service &3ElET ABFIZFIAT SR>3, bindService TEXE T ZBEEIINEIZL D,

private ServiceConnection mConnection = new ServiceConnection() {

// Service [ZEFINIZIBEICFEIEN S

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service) ;
Toast. makeText (mContext, “Connect to service”, Toast. LENGTH_SHORT). show() ;

try {
// Service IZE% ® Messenger %iEd
Message msg = Message. obtain(null, CommonValue. MSG_REGISTER_CLIENT) ;
msg. replyTo = mActivityMessenger;
mServiceMessenger. send (msg) ;

} catch (RemoteException e) |
// Service REERT L TL\=HGE

}

}

// Service NEELTLT, a7 arhtIlichi=ziG&IZFENS
@0verride
public void onServiceDisconnected (ComponentName className) |
mServiceMessenger = nul|;
Toast. makeText (mContext, “Disconnected from service”, Toast. LENGTH_SHORT). show();

};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity)

mContext = this;

}

// H—ERBRRE >

public void onStartServiceClick (View v) {
// bindService #%£179 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

/] Y—EREBIERE >
public void onStopServiceClick (View v) {
doUnbindService() ;

}

@0verride

protected void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/*k
* Service IZ¥E#ET 5
*/
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void doBindService() {
if (!mIsBound) {
/] *RA 9%k MEFES Signature Permission NERT TYIZKYERSh TSI EEHERET S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "¥MEBEFEZ Signature Permission AE#LT7 FTUIZLYEZ I TULVEL, “, Toast.L
ENGTH_LONG) . show () ;
return;

}

/] kA2 10k FAET7 T OMERAENBHOIRAETHD L EHDBTS

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIREHY—EX(FBE#T7 T TIE4Ly, ”, Toast. LENGTH_LONG) . show () ;
return;

}

Intent intent = new Intent();

/] kA2 b1k FIAE7 TVRERET TITHEIME, EooTF 1 THEREZEELTE LD
intent. putExtra ("PARAN”, "t > LT 4 THIEH") ;

/] kR4 b 12% BARA Intent [Z& Y B4R Service ZFEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

}

/%%
*x Service ~DIEH{REYIET S
*/
void doUnbindService() {
if (mlsBound) {
unbindService (mConnection) ;
mlsBound = false;

}

/**
* Service MOIEREIWEFT 5
*/

void getServiceinfo() {
if (mServiceMessenger != null) {
try |
/] TEROEEEZERT D
Message msg = Message. obtain(null, CommonValue. MSG_SET_VALUE) ;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) |
// Service NEERT LT 5EE
}

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&L1=7 T DIAHED/\Y L 1{EEZRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; /] EHELRTRHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RAk 14k APK % Export 3 5EE(, FIAET T ERCHREERTAPK ZERT S,

[ ® Generate Signed APK |

Key store path: Ci¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -+ . |

Key alias: _my company key D L|

Gz . |

B s
: | m | Cancel | | Help |
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4.42. W—ILTvY

Service RERFICITILULTDIL—ILEFHE,

TTIRATHDHIERT S Service I(FIEABRET S
RETADREMEHERTS

¥ B EZ Signature Permission (. B#7TUNEEL-LEHEELTHRATS
EETDHIMZ2 T Service DBEBEF IR T EIMEHIET D
BREBEBRZEZRTIGEEICE. BREETTIHLOBERERFRISIETD

FIFA% Service A EIE TESHIHEEILARM Intent T Service ZF|AT S

tht DRFET T BT HIHE T FIASK Service ZHERT S
BEZ_RAICRHIIGEEITIT. TOEEDEXRDREKELHEIFT S

UL TATEIERIFTEDRYE LA

N AN AN AN AN A
= = = = = = =
4 4 4 4 4 4 4
G4 G4 G4 G4 G4 G4 G4
P A S R L TS SN SRS
/ / / / / / /
— N N N N N

0 0 N OV oeWwWN

~
=
4
G4
s o=
/
~

i
¥

4.4.2.1. 7TIVATOHERY S Service [FIFLBAKET S (Wh7H)
T7UR(F=IE RLC UID) TOAERAENS Service [EIEAREET S, chIZEY D7 T)MERET
Intent Z2(TEROTLEIENGELKAGRY 7T DEEELZFIASI S, TT)DEEICREEZE-THEOHEFEHMHC
ENTED,

4 F L AndroidManifest.xml T Service ZE &9 SIRIZ. exported Ef% false ITT 572+ TH D,

AndroidManifest.xml
<1— JE4NBA Service —>
{J— SiRA v bk 15 exported="false”IZ&k VY. BATRMICERRRET S —>
<{service android:name=".PrivateStartService” android:exported="false”/>

Fl= T—R(EDEVNERDNED, A—7TURNDHFIFHSN S Service THY . MD Intent Filter ZRET
BESEREHILTIEASELY, Intent Filter OEE L, R—77VRADIELAR Service #FUHTDEHEYTE,
Intent Filter B THEUHLI=ESIZERETHT7 ) DAE Service UL TLESIBENEET HHHTH
3

AndroidManifest.xmIGEH#£22)

<I-—— JE/AFA Service —>

{I— R4 >k 15 exported="false”l=&k VY. BARMICIELRSBREST S —

<{service android:name=".PrivateStartService” android:exported="false”>
intent-filter>

<action android:name="org. jssec. android. service. OPEN />

<{/intent-filter>

<{/service>

[4.4.3.1 exported F%7E & intent-filter FE DA EHE(Service D/ E) LSBT HIL,
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4422 RETHOREMEHERETD (WH28)

Service ¥ Activity EREHRIZ. 318 Intent DT —2FWNIEBT BIRICIE. T ZE Intent DL EMEHERLLZITNIE
EBH7ELY, Service AT 5% Service MoDFHER(ELTRZELL) FHROREUHZHEBTILELH D,
Activity ®l4.1.2.5 215 Intent DREMHEFHERET D (7R)1T4.1.2.9 FAKL Activity hoDRY
Intent DELMEHERT S (W7A) IVBRBT AL,

Service [ZHULVTIZL. Intent LISMMZE AV YRDIEUHLAS Message [CkDT—ADEZELRENHS=H. FTnT
NEFBELTEEZTORETNIEESEL,

3.2 ART—EDREMEHER T DI1Z2SRIT DL,

4.4.2.3. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (Wh7E)

B#T7TIEFALFBATESBH4RE Service 2165154 . M B E = Signature Permission [Z&Y{RELLITH
(#2570, AndroidManifest.xm| T® Permission £ #. Permission EXRE S 12+ CTIXREN T+ 5 THST1=
&.T5.2 Permission & Protection LevelJDl5.2.1.2 B EZED Signature Permission TE# 77 EES
BHEIESRI DL,

4.4.2.4. EETBHIAIT T Service DIREERILTINEHIET S (WH7H)

Intent /NS A—S DR B E S Signature Permission DR L=t F 1) T4F v % onCreate [ZA
NTIEWFEL, ZDERBIE, Service NEBIFICHLLVERZZ(F1-EZ(ZonCreate DALEAEFES NV =8
THd, LI=M>T, startService [CE>THImEN % Service ZE%E 9 %515 & (&, onStartCommand
(IntentService ZFAT HHZmE(E onHandleIntent) THIEZITHARITNIEALSAELY, bindService TR S
Service #EE T B ELRBDIENEZ DD T, onBind THIEZLAZIFTNIXESALY,

4425 HREBERTBECETBEETITINCOBRERFBRIEIRT S (WH78)

Service DA F(ZE > THRRIBFHRDIRE L (T—IL/\VIDIEUHLEAS Message DEER) 7TITVDERENE
155, REEMNTILVITTHAAREMELEBL T2 ITHERRRIC T HEELELEITNIEESAEL,

FEMBIZ. Activity DT74.1.2.7 #ERBEHREFRTEEICIE. REET7ITUNILDOERFERFRIEIET S (s
H) xSRI HIL,
4.4.2.6. FIF% Service NEIE TESHIHE LTI Intent T Service #FIFHT 5 (Wh78)

REERAY Intent [ZKY Service ZF|AT 5 L. Intent Filter DEZEMNRICHEZIEFKIZA 2 A—)LLT= Service (2
Intent BAEESNTLES, HELERIMIZEL Intent Filter 2 E &L=V IL D7 EITAAM—IILEN TSRS,
TILIITIZ Intent AEEINTLEL., FHRFENEL S, —F. BRI Intent IZXY Service 2F AT 5L, 18
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TELT= Service LIS A Intent Z2{ET A EFHKHEBRMEZLTHD,

-2l B EETREANHSD T, Activity D14.1.2.8 FIFZK Activity A EE TE 55 E (XBATRH Intent T
Activity #F|HT 5 (A 1Z25RI 5L,

4.4.2.7. aAOBETT)EEETHIHEITFASL Service £HRT D (WH78)

it DEFET T EEET DB EICITHRTA M) AMIKBHER A ENH D, BT TVRICHRAET T DFEBRAE/N
VA EFORBFLTHE FIAEDAEZ NV 1R FELTWSIIAE /v AN — BT 50 ERER T HLT.
BYFTELTTUIC Intent ZRITTHILEHCIENTES, ERMNLBREREICOVWTIEY T ILa—FEsi3a
24.4.1.3 /5—hF—BRE Service | ZSBT B¢,

4.4.2.8. BEZ-RMICRETIESICIE. TOEEDOEXRDREKELZHIETD (WH7H)

Permission IZ&YRESNTWSBEREESSUHEEEEZMOTTIICZRMICIRET H5EICIE RIEET
TYIZHLTE—® Permission #ERTHHGELT. TOREKEZHBFLZFNITESAEL, Android @
Permission £¥aTAETILTIX, REINEEEIIHTEITIVHNLDEET I ERIZODVWTOHEREEE
15, COEBRLEDEHMEIZEY . FTVICHBIN-EENSSICHOTTIIZ, RED-OIZWHEL Permission &
ERTEHIELGIRMENSIAREME N DD, ZDZE(E Permission ZBHFRZFEL TSI EEREMIZEMARD T,
Permission DB REMBEMEIENS,5.2.3.4 Permission DB REMEIZSHBT S,

4.4.2.9. o TA47ERITTESRYESLLY (HESE)
THEHEZSBOT I LEET BIEEIZIEE T4 I RIEHRE E > TIFESEL,
o T4 ESRE Service LZITELT BI5E . TDHEHRDFR) RIFRFILAITNIEESAL, 226 Service
[SEMHLERBREIDTRBTDEEZLTNIEESL, =/ \—hF—PRIE Service OB 4R 7E Service [T FL

=& END Service DERKITEREFL THEHRIFERIRIDKNAHS,

UL TAIRERIETES LT EMLEVKICIRTRETH D, EFT55E8E. FIFAL Service (XEFETED
Service [ZPRTEL . 1E# A LogCat L EITRBLAVWKSICEELATNIEADEL,
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4.4.3. TRN\VRR

4.4.3.1. exported ®HFEL intent-filter FREDHH S (Service DIHH)

ZDHARXETIL, Service DAZEMSIENE Service, 248 Service, /8\—rF—[RE Service, B#tRE
Service M 4 247D Service [TDVWTREAZEFBAR TS, BRATIZHFSNTLVS AndroidManifest.xml @
exported B & intent-filter EXDEAEHOEERDRICEEDHT=, EAIELTLVS Service DEALTE
exported BHH KU intent-filter BEROFIEMAIELWN EEHERT DL,

& 4.4-2
exported BEDIE
true false BmEE
intent-filter EEMNHS | F (ERA%ZLE) ({EFZELL)
intent-filter EFMELY | XK. N—rF—RE. | FELH (fE %)
B+LRE

lintent-filter E& M %5 1&Texported="false” JZHAZELICLTL DD, Android DIRHFELEL T, B—7
TYRODIELR Service ZFEUHLIz23UTEH, ERE 7 T)D AR Service ZFUHLTLESIGENEFE
T5=HThH5,

BARICIE. Android [FELT D &SRS ENETHDTT T RERISREADPBETH D,

® HEH®D Service TRILHAED intent-filter 2 EF&LI=IEE . LI/ AR—ILLIE=7TUR®D Service DEE
NMEZSIND
o [MEEM Intent ZFo1=15& (L. OS [Z&>TEFLD Service NBEEIMIEIIN T, FUHINS,

LITF®D 3 DOXTAndroid DIRAEBWVNZKIEREHTVHE LR AEHEAFRAT S, 4.4-41F. F—7
TYRMNSULMNIELRE Service(Z T A) ZRSEH Intent THRUHEEBLHWERLZEEDHI THS, Intent-filter(H
o action="X")ZEEZLTWLADHA. 7TU ALMWNVELDTERBYDEIZELELG-TLNVS,
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( ™
F7FUA
IS E M IntentZ{E>T
ServiceZIEUH T
F77JC
JE/NBHService A-1 Hﬁ??f\ﬂ"llntent’&ﬁ?'c
exported="false” Service ZFUH T

action="“X" @

N

Service A-11EIE/ABAServiceliD T, 7
TUANSLMEUH T ZEIETERL

AndroidifiR
L

4.4-4

4.4-5 BELUHE 4.4-6 1. 7)) AlZimAT7 7Y B THLREIL intent-filter(X & action="X""ZE&LTL\%
BETHS,

4.4-51F . 7FT)A->T7T)BDIETAIUA—ILENT-BETH 5. ZDBE. 77) CHEEERM Intent %15
TB5E, ELARD Service(A-1)EFUHZFSELTERKRT S, —A. 77U A IZEEEM Intent ZFE->TERBEYIZAE
—77)RADIEARE Service EFEVHEEIZD T, X1 TAD(RILYT 7R ED)E TIXAEEILE IS,

(" )
7TUA
AE2AMIntentZ{E->T
ServiceZ U H T
F77c
JE/NBAService A-1 BE 2 M IntentZ > T
exported="false” Service #IFUHT

action="“X" @

BhiService B 3£ BiServiceE F 1= 7 TUABSEITA
, U AR—ILENTIBE L. FELBASevice

Dintent—filterD A MNENIZELY) . 41 EB

MSDIERELIEZ I LY,

action="X"

Androidiii R
\_

B 4.4-5

4.4-6 (X, 7TYB->TT)ADIETAVAL—ILENTIZEETHY . EXaT(EM A THELH D, 7T A
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HEEEKAY Intent ZX{ELTRI—7FURNDIELE Service ZRUHEZFSETBM., I/ AM—ILLEEFZTY) BD
2B Activity(B-1) DS EU SN TLESHZERL TS, CHIZKYTTY A hST7 ) BIZHLTEY VT4 HIE
WEEETHARREENELTLES, 7T BATILz 7 THNIE. FOFEFEL O TAILIERDRRIZEN S,

F77UC
FE 2R IntentZ > T
Service ZMEUH T

A BAService B-1
exported="true”
action="X"

Intent(“X”)

FIUA
BE B M IntentZ{E-T
ServiceZFEUH T

l Intent(“X”) :

e ee ! 1NBService #5017 7 UBANEITA >

action="“X" ZF_)LéhT:i’%é[is ’ABﬁSevice(D
intent—filterM A MERNIZAY, 7TUA
MEDEEUH LT, 2> TService(B-1)
FMEUHLTLED,

Androidifi R
\_

4.4-6

ZMD &SI, Intent Filter #FAUL =IEA B Service MIEEM Intent FFUHLIZ. ERIEHT7TTIDOFUHLPER
BHRTTI)AD UL TAITEEBRDIEEERTH=DICHITIRNETIEALY,

4.4.3.2. Service DEEFEIZDINT

Service DEREFEEZHTHY . Yo TINaA—FTHELI-EF LT LDRATEDHEMELH DO B HEIHHE
%Y, startService Z¥ AT SHZmE L bindService ZFIATEHHZELICTKE(A I NSH, startService &
bindService DA THIATES Service ZER T 5 ELTRETH S, Service DEEFEZERETHHIZ. KX
D&SHIEBITDOVTREFEITIZLITHS,

Service ZHI 7 TIZART BH (Service D2AFH)
ETHICT—EOPYRYZETINT—2DHEEEZE)
Service {9 HH GEEI R T4E)
ATOERELTEITT HA (TOERFHEE(RE)
EHONIEE R ZTIHN TR

REAZDDEEERDEBDRBEDABERICTHE. K 4.4-3 DEITGD, X [FRBEARAREM LIRS
SNOMBEL LR DRMANBEGTIZEEERT .
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% 4.4-3 Service DEREREZDHE

A Service D | T—FDHEERERZIE | Service DHfH TOtRME@EE | dET0E
(EB-#T)
startService & O X O @) X
IntentService & O X X @) X
local bind %! X O ) X x
Messenger bind & O O @) O X
AIDL bind & O O O O O

startService &

BHEKRML Service THD, Service 75 A% H# AL . onStartCommand TUIEZE TS Service DT EEIET .

FIFA9T BIlE. Service % Intent TIEEL T startService ZFEALTHEUH T, Intent DFEETIZHL T, $EEL
EDT—REEERT LT TELL=5, Broadcast BERDFEZFHAEHLETERITIDLENH D, EFH
REEFIL. T4.4.1.1 3E0B Service 245 -FIATHI1ZSHBDI L,

X T4 EDFvYIE onStartCommand TITSRELH DN, EETD/ NV —U L HRIG TSRV =N
—kF+—R5E Service IZIZFERATEALY,

IntentService &

IntentService (& Service Z# AL TELNTNNB ISR TH D, BUHLAIL. startService B LR TH S, BE
@ Service (startService &) [CHERTUTOHELH D,

® Intent ML onHandlelntent TT5, (onStartCommand (F{E4>7ELY)

® FIRLYFTEITEINS

o WMEAX1—(UTEhD

WA FN AL YR DT=HOFUE UIFBENEITREIN ., Fa—A VT HEBICKYS—4 2 v)LIC Intent (T3 HAEA

Thhd, &intent DAEATREFSNGENA HEDEHICE>TEREDBHRILED—DELTEIRMNAIREETH D,
Intent MEETITHL T ERLEDT—HEEERT ZEIETELLV =8, Broadcast HER DA EEHAED

B TCERTIVDELNDH D, ERRTRESE, [4.4.1.2 2468 Service 2465 -FIFHT RIS HBNDIL,

X a)T4EDFv1E onHandleintent TITOWMELH BN, EETD/\VFT—O B NEUF TEL L =D/ —
r—FR5E Service IZIX{FERATEALY,

local bind &

F7IERUTOERRTOHEKA—AhIL Service ZRET BN A EEIET . Binder ySANLIRELIZIFR
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EZELT. Service TREL-HEEAVYR) EFVHLTIZIRBETESLSIZT S,

FIFAT BlIE. Service # Intent TEFEL T bindService ZE AL THEUE T, Service # bind 55ZNDHT
. ZRULVUTIVERETHDN., AITOEXTORERE® Service DARANTELWNV-OARIIBRESND, EFH
BEZEHFIE. T ILa—FIZE&FEhbdTa2 x4 Service PrivateServiceLocalBind 12BN &,

X TBIIZIEIELBE Service DARETEETH S,
Messenger bind &
Messenger DA EFIFAL T Service LDEHEEERIRT 55:5%ET,

Service ZF| AT HAIM5E Message MRIEFKELT Messenger ZET ZEMNTES=H. WA TDT—2DHY
WYNLEBEMASICRRAEETH D, Tz VEBIEF 21— ENb=8H. ALYRE—D(CE8ET 28I H 5.
& Message DO HMITURIBIIINGEVD, B GOBEHICEI >TIEIREDERIED—DELTRIRAFIEETH D, FIA
9 5MlIE. Service % Intent THEEL T bindService ZHRALTHUH T, EARMLEEHIL. 14.4.1.4 B#LR
iE ServicelZ#5 RN L,

X2 T4 EDFvYIE onBind 4> Message Handler TITSEMRH DD, RETD /AW —CEHMBTE
TEWN =8/ A—~F—[RE Service IZIZFERATELLY,

AIDL bind #

AIDL OE#A#ZEFIFALT Service LDFEEZERBTLHHEFIET . AIDL [TK>TAU2—T—REEEL.
Service MEFDOMEEE AV YR EL TR T D, /- AIDL TEZE LAV A— 71— RZH AAITEETS2LT. O
— LI\ OERBTDHIELTED, VILFRALYREUE LIEATRERZAY., HithALER (SN 7E LD T Service BITHR
MICEETILENH D,

FIFAT BI1E. Service & Intent THEEL T bindService ZERALTHEUNE T, EIAMLGEZFIX. 14.4.1.3
—k+—PBR5E Service lZSBNDI L,

X)) T4 EDFvIIEBE#RE Service Tl onBind T. 7/S—rF+—FR 7 Service TlZ AIDL TE&EL=14
—IJI—RADEAI)IRTITIDENDH D, AXETHELI=EEFX 1) T424147D Service (CFIAARETH D,
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4.5. SQLite Zf#>

AXETIE SQLite #ERALTT —IRN—RDERB S MEELITIRICEF L) TALTEETRERZFLD S,
FHRAUME T—ER—RIT7AI DT I LREDBEYLGREE SQL 1001023V T 50K THS, _C
Tl BN T —EIR—RI7MILDHRAEZTEHTERT TITHRET D) LG T —FR—X (I TIFE
EH9 Content Provider M/A\WIIUROT7T)BIATOFERAZFIRET %, F1=. HEIBELLV O T1IRIFERE
O TWBIEFBELTLSN, F53THWNBELMT TN DB ENDHZHEZER(TE=HICLIITEITS
MEREEATHIELEHE8HT D,

4.5.1. YT )La—k

4.5.1.1. T—AR—XDIERLIRE
Android 7)) TT—ER—Z%ZHS51FB A . SQLiteOpenHelper ZEHT B ETT—ER—RIT7AILDEY 4
BRESLUVTIVEREDRTE DT TINT VA TELWETE) BN TESS, CCTIH. 7TVEEHFICT—2N—
AEERL. Ul EAST—2D®ERE-EBIN-EE -HIRETSBELGETTIEHIZ, AEBALDAAITHLTHRIEL
SQL AETEINHBNESIZSQL AoV zoiarwEk L= T IILa—RERYT,

5 J7AILDEEIZEALTIX, SQLiteOpenHelper DOV ALS92ME 2 518 (name) IZT77/ L DX /A AEIBE T
E5, FD=H. RO TSD h—FEEEEELESEICIIMOT TN LDHEAZEENTAREICELIOTEIENVLETH
%o
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Info of User-
Name of User-2 Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User-6 Info of User-
Name of User- Info of User-
Name of User-8 Info of User-
Name of User-9 Info of User-
Name of User- Info of User-10
Name of User- Info of User-
Name of User- Info of User-12
Name of User-1: Info of User-1:
Name of User- Info of User-
Name of User-1¢ Info of User-
Name of User-16 Info of User-16
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of Us
Name of User- Info of User-:
Name of User- Info of User-
Name of User- Info of Us
Name of User-
Name of User-
Name of User-

& Name of User-13

_—— 0 0N R WN -

0
1
2
3

[S

WN = 0w~

N NN
g B

[=2]

<_.

4.5-1

RAUk:

1. T—A~X—X{EpIZIE SQLiteOpenHelper Z{#E AT 5

2. SQLAYY YL avDOREFELTAAEE SQL XIZERTEEEICIETL—RKRILEEFIATS
3. SQLAYY o ar DRBEIILEXKRELTTITIBEHRICH - TANEEFIVITS

SampleDbOpenHelper.java

package org. jssec. android. sqlite;

import android. content. Context;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. database. sqlite. SQLiteOpenHelper;
import android.util.Log;

import android.widget. Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {

private SQLiteDatabase mSamp | eDb; J/BRY®S T—2 EBMT EHIT—IR—X
public static SampleDbOpenHelper newHelper (Context context)
{
//% R4 >k 1% DB 4ERKIZIE SALiteOpenHe lper = {FEAT %
return new SampleDbOpenHe | per (context) ;
}

public SQLiteDatabase getDb() {
return mSampleDb;
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//Mritable E— FTDB %<
public void openDatabaseWithHelper () {
try |
if (mSampleDb != null && mSampleDb. isOpen()) {
if (ImSampleDb. isReadOnly())// BRICHiAEEHEETAH— TV FEH
return;
mSamp | eDb. close () ;
}
mSampleDb = getWritableDatabase(); //ZDEETH—TEh3
} catch (SQLException e) |
[/ T—AR—ABEICKRLI-GEOTHA
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//ReadOnly E— FT DB %<
public void openDatabaseReadOnly() {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (mSampleDb. isReadOnly())// BEIZ ReadOnly TH— TV FH
return;
mSamp | eDb. close () ;
}
SOLiteDatabase. openDatabase (mContext. getDatabasePath (CommonData. DBFILE_NAME) . getPath (), null, SQLiteD
atabase. OPEN_READONLY) ;
} catch (SQLException e) |
[/ T—AR—RBEIZKBLIZIGEOTE R
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//Database Close
public void closeDatabase () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
mSamp | eDb. close () ;
}
} catch (SQLException e) {
[/ T—AR—RBEIZKBLZIGEOTER
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_CLOSE_ERROR_MESSAGE) ) ;
Toast. makeText (mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//Context ZH X T <
private Context mContext;

//T—TIWERaT R

private static final Strlng CREATE_TABLE_COMMANDS

= “CREATE TABLE “ + CommonData. TABLE_NAME + “ (”

“_id INTEGER PRIMARY KEY AUTOINCREMENT

“idno INTEGER UNIQUE

“name VARCHAR(” + CommonData. TEXT_DATA_LENGTH_MAX + ) NOT NULL
“info VARCHAR(” + CommonData. TEXT_DATA_LENGTH_MAX + “)~

oy oL
r o

o+ o+ o+ 4o

public SampleDbOpenHelper (Context context) {

super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;
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mContext = context;

}

@0verride
public void onCreate (SQLiteDatabase db) {
try {
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB #&Ea <> FOEIT
} catch (SQLException e) |
[/ T—AR—ABEICKRLI-GEOTHA
Log. e(this. getClass (). toString (), mContext. getString (R. string. DATABASE_CREATE_ERROR_MESSAGE)) ;

}

@0verride
public void onUpgrade (SQLiteDatabase arg0, int argl, int arg2) {

/] T=BR=ZADON—=3 07 v THIZERTEINS, T—4BTHEONEETRT S
}

DataSearchTask.java (SQLite Database 70T i)

package org. jssec. android. sqlite. task;

import org. jssec. android. sqlite. CommonData;
import org. jssec. android. sqlite. DataVal idator;
import org. jssec. android. sqlite. MainActivity;
import org. jssec. android. sglite.R;

import android. database. Cursor;

import android. database. SOLException;

import android. database. sqlite. SQLiteDatabase;
import android. os. AsyncTask;

import android.util.Log;

[/ T—3BREZRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) |
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground(String... params) |{
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id”, “idno”, "name”, “info”};

Cursor cur;

[/KRRA D R3Ihk FTIVEHIZHKDTANEEZFIVITS
if (!DataValidator.validateData(idno, name, info))

{

return null;
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}

//BIEAL2Enull o528 EERT B)

if ((idno == null || idno. length() == 0) &&
(name == null || name. length() == 0) &&
(info == null || info.length() == 0) ) {
try {

cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;

}

return cur;

}

//No BMEE &N TULvi=5 No TIRER
if (idno != null && idno. length() > 0) {
String selectionArgs[] = {idno};

try |
//hRA k2% TL—RKRILFEFERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “idno = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//Name DMETE SN TULVz 5 Name TRE—HIRFER
if (name != null && name. length() > 0) {
String selectionArgs[] = {name};
try |
//hkRA k2% TL—RKRILEEFERT S
cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, “name = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//FENLNDIGZEE info ZEEIC L THL—BRE

String argString = info.replaceAl | ("@", "0@"); //AHELTZITHR 1= infoADN$ZEI RS —T
argString = argString. replaceAl | ("%", “@%") . //AHBELTRZITE 1= info RDYE TRy —TF
argString = argString.replaceAl | (“_", "@_"); //ADELTRFHW 1= infoRAD_FIRY5—F
String selectionArgs[] = {argString};

try {
//*kRA Uk 2k TL—RKRILFTZERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “info LIKE "% || ? || "% ESCAPE '@ ”, selectionA
rgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur,

}

@0verride
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protected void onPostExecute (Cursor resultCur) {
mActivity. updateCursor (resultCur) ;
}

DataValidator.java
package org. jssec. android. sqlite;

public class DataValidator {
[/ ANEEFz VI3
//BFFvy
public static boolean validateNo(String idno) {
//null, ZBICF(E 0K
if (idno == null || idno. length() == 0) {
return true;

}

//BFTHDHLEHERETD
try {
if (lidno.matches (“[1-9]1[0-9]1%")) {
[/BFEUSNDBEEIS—
return false;

}

} catch (NullPointerException e) {
//T5—%KRHE LT
return false;

}

return true;

}

/] XFHDESZEARD
public static boolean validatelLength(String str, int max_length) {
//null, ZEXFIE 0K
if (str == null || str.length() == 0) {
return true;

}

[/XFHDREENNXLUTTHD ZEEARS
try {
it (str.length() > max_length) {
J/MAX K Y RUVLEIZTS—
return false;

}

} catch (NullPointerException e) {
avi
return false;

}

return true.

}

/) AAEFT vy
public static boolean validateData(String idno, String name, String info)
if (lvalidateNo(idno)) {
return false;

]
if (IvalidateLength (name, CommonData. TEXT_DATA_LENGTH_MAX)) {

{
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return false;
}else if (lvalidateLength(info, GCommonData. TEXT_DATA_LENGTH_MAX)) {
return false;

}

return true;
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4.5.2. W—ILTvY

SQLite ZFERATAMEICITUTDIL—ILEFDHE,

1. DBI7AMILDEREZF. 7O EREFELLRETS
2. 7 F)E DB TF—A2ExHEEFIBEEE Content Provider TZ Ot R &9 3
3. DB BERFICRAIZE/NSA—FEMIBEFTL—RRILITEERT S

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

4.5.2.1. DBI7MILDEEBGA. 7O EAEZELRET S (WH7H)

DB Z7MIDT—2DREEEZZT-I5E. DB J7MILDBREBET IV EREDHREIZEDLETCTEEITARETEE
BERTH,

BIZIE. T7AILDT I RAELZELRELI=DBYTH, SD h—FEET I RREDREEITAGVMGATICEEL
TWAIGEICIE, NS THET UV RABELE DB 77 ILIZIESTLES, £z, 7TUTALIURNJICERELIZBETH.
TOEAEEELRELGVWERRILGWT IR ZFFLTLEIC LGS, CCTIR, BREGET VL RHEREIC
DWTFIRERERE(TR. ENERBEIHODFERITOVTHRAT 5.

FIFRBISMET I ERERTEIZDOWLTIX. DB I7MIW(T—REFRETIEHEANSEZDE UTD 2 AE2EHET
BDLENHDB,

1. BEESA
Context#getDatabasePath(String name) TR &E TZE A7 7ML NRA P FHFIT K> TIE
Context#getFilesDir TEGTESTAL I DIGZATICEE T 56

2. TUERiE
MODE_PRIVATE(=Z7 A IVEER L= T DH N T I RARE) E—RIZERET S

D2 REEHRTHAET DT TI)NLTHIERATELL DB I7MILDEREITOICENTES, ChHEERT
BE=OIZIFUTOHELEITFOND,

1. SQLiteOpenHelper ##H3 %
2. Context#openOrCreateDatabase Z{#H3 5

DB 774 ILMERKIZFRLTIZX. SQLiteDatabase#openOrCreateDatabase Z{#HT5Z&1TE%, LHL. 2D
AVyREFERALIZIGEE . Android AY—h 742 OBFEICE ST, D 7T h i EY AT8E%E DB 774 JLAME
BENBTEN T MO TNS, ZEDT=H. COAVYEDFERITE T T MDA ZERATHIEEHRETH, LITHE
(F1= 2 DO AFEITOVT TR TN DOEFHE LT THEAT 5,

6 EELMNAYYRBZUTEITIVETHARAESHEREEZON, DT TUNSIET VRN TERNTALIR
(N —=TALIR)) DY TTALIR) UTDIRAAERETEDS,
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SQLiteOpenHelper AT %

SQLiteOpenHelper ZFA T 51558 . AR E(XHEYZLDEEEZHLTHEL, SQLiteOpenHelper ZiR4EL
=OSRAEERBL., AV RS9 2DE|1 8 DB DEZFI(T7AILBIZEHONS)FIEETNIL. BEIMNICEEDEY
1) T4 EHE#H=9 DB I7MIILEERL T N3,

[4.51.1 T—8X—ADERERE I BEARMLBERAEETLTVSDTERT S,

Context#openOrCreateDatabase & H9 %

Context#openOrCreateDatabase XV YR#{ERLT DB DEREITIGE . 77AINDT I REEA T3 T
BETHIHELHY. BATREIZ MODE_PRIVATE 25T 5.

T71IILDOEEIZBEALTIL. DB & (Z7MILAICERAIND) DIEEZE SQLiteOpenHelper LRIFIZITASND T, B
BMICHEIR DX ) TA BB EB =T IT7AILNARIZTFAILHMER SN D, 1=FZL. TIL/IRRBIEETESHD T SD
H—KRREFEIBELI-HE S . MODE_PRIVATE #iEELTEMT TUNST I ELATREICH>TLES=OFEADE
THhbd.

DB (Xt U CBARM(C 7 O RFFRIEEZ1T DI : MainActivity.java
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;

setContentView (R. layout. main) ;

/] T—AR—ZXDIBE
try |
//MODE_PRIVATE % &% L T DB #1ERk
db = Context. openOrCreateDatabase (“Sample. db”,
MODE_PRIVATE, null);
} catch (SQLException e) {
[/ T—AR—RBEIZKBLZIGEOTER
Log. e (this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
return;
}
//EE FDoL e

BHE.TIERIEDEKEIX MODE_PRIVATE LEHETUTD 3 EEMNHY. MODE_WORLD_READABLE &
MODE_WORLD_WRITABLE (% OR ;EE CRIBIEE T 5 EHTES, 1=7=L. MODE_PRIVATE LI5} (& API Level
17 LAFETIX deprecated %> THY., APL Level 15 LIEERRET HIGETEH, FHLGWIENREFELLY, £S5
LTEFIATIRENHIIGEETITIDERICBRLLELE TEEICRETHILEHENNDT D,

7 (FEFaAVMIERR (X% AY) SQLiteOpenHelper MEETIX DB DARIZIET7AILDTILINREFIRETE=HND T,
SD H—KREET I EREDHRE TELRVMERDNANERET AASNEVLSITSTENVETH S,
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® MODE_PRIVATE R T T DHFHEZTTHE

® MODE_WORLD_READABLE ERT7 ) XA EETTHE, LA AHDH

® MODE_WORLD_WRITABLE ERT7 T I RAEETTEE, T ESAHDH
4.5.2.2. #h77)& DB T—42%H£F I S5 E(E Content Provider TR HIEHT S (WH78)

thD7F)EDBT—2EHETHFEELL T, DB TI74 /L% WORLD_READABLE. WORLD_WRITABLE &L TYERK
L. D7 TIDLEET VLA TESLIICTBEVNSIHELHD, LAL, COHETIEDBIZFZIVERTEHT7TT )0
DB ~DIREEHIRTELEUN = BRILGEWEF (FINIT—RERAEZINELLH D BRELT. T4
DHEECESHICEENELY., TV 7 OREMRELG YT HAREEELEZ O D,

LLEDZEMS, Android IZHLT DB T—4% it 7 7)) L F I 31581, Content Provider 252 &%58<
HEHT 5, Content Provider ZESZEIZEKY. DB 12T 27V RFHEERR TEHE0V5F21 ) T/ DE R
MEDA)YRET T, DB XF¥—7#EE% Content Provider RIZBRINNTEBR LR ADA) YD
5

4.5.2.3. DB BERICAIENIA—RERIBZE R TLU—RARILFEFERTS (WH7H)

SQLAV DY avERCELVIEKRT, FEDANEE SQLXIHARATEFETL—RARIVLFEHERTEHINET
0%, TL—RARIVFEFEAL- SQL DEFTHEELTIIUTD 2 DDFEEZEIFHIENTES,

1. SQLiteDatabase#compileStatement() % {8 F§ L T SQLiteStatement # B 4+ 5, T D % .
SQLiteStatement#bindString(). bindLong()REEFEAL T/ATA—4ETL—RARILFIZEBET S

2. SQLiteDatabese 25 A®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()i&
EFRUETRICTL—RRILA & -1 SQL XEFERT S

8. SQLiteDatabase#compileStatement()Z{#E AL T, SELECT av FE#ETT 554,
[SELECT a7 FDEERELTEED 1 ER( 71 5B LARBTELLY)

EWLSHIRAH LD THERMRLONS,

EELNAXEFESIBETE. IL—ARIFIZEZET—2ORNBFIEBRITITVERIZK > TFIvIInTIVS
ZENEFELL, UTT. ZNETNDAEIZDOVNTERBHAT 5,

SQLiteDatabase#compileStatement)ZERT 5154 :
UTDFIETIL—RBILEANT—2%EET,
1. SQLiteDatabase#compileStatement()ZEHAL TIL—RFRILEEE AT SQL X% SQLiteStatement &L

THET 5,
2. {ERL7=SQLiteStatement A7V 3L T, bindLong(). bindString)&E DAY yRZEFERLTIL—R
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RILFIZERET %,
3. SQLiteStatement #Z7 oD execute)HE DAY YRIZE->T SQL #E1TT 5,

L —RRILIERB : DatalnsertTask.java (3&#%)
//T—5BMERY
public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask (SQLiteDatabase db, MainActivity activity) {

mSampleDB = db;
mActivity = activity;
}
@0verride

protected Void doInBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
[/ RA U E3k FIVr—2a vBERIZH D TANEEZFVvITS
if (1DataValidator. validateData(idno, name, info))
{
return null;
}
//T—3BME
//TU—RARILEEFERT S
String commandString = “INSERT INTO ” + CommonData. TABLE_NAME + “ (idno, name, info) VALUES (?, ?, 27,
SOLiteStatement sqlStmt = mSampleDB. compileStatement (commandString) ;
sqlStmt. bindString (1, idno);
sqlStmt. bindString (2, name) ;
sqlStmt. bindString (3, info);
try {
sqlStmt. executelnsert () ;
} catch (SQLException e) {
Log. e (DatalnsertTask. class. toString (), mActivity. getString R. string. UPDATING_ERROR_MESSAGE) ) ;
} finally {
sqlStmt. close () ;
}
return null;

}

HOoMLHEITT S SQL XEA TV IRLTHERL THEENTA—EE L TIIDHEH TH S, EITTHNEIFEE
LTWBDT, SQLA D oiav i RET HRMIIA, Ff=, SQLiteStatement A TPV MEBFIATHIET
WBHEEZFHDENTEDELDI AV H D,

SQLiteDatabase MRt 5B MEBRADAVYREFERATHIHE:

SQLiteDatabase H'12{ 9 % DBIRIEAVYRIZIEZ. SQLXZFERTHELDELSITHEVED N H S, SQL XEFRT
A XKz SQLiteDatabase# execSQL()/rawQuery()iEEAHY . L TDFIETETT 5,
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1. TL—RRILEEEAT SQL XEAET 5.
2. TL—RRIFIZEINHTET —4ZERT %,
3. SQLXET—H%ESIHMELTELTRERAAYYRERTY B,

—7.SQL XZEFALLZWLAYYRIZIE, SQLiteDatabase#insert()/update()/delete()/query()/replace()izE A
BB, cNHEFATAHEICIE. UTOFIETT—E2EET,

1. DBICHLTHEA/E#HTHT—2hH S5 EIZIL, ContentValues [ZE RT3,
2. ContentValues #5|# &L TELT. KRLERAAYYR (LLTOHITIE SQLiteDatabase#insert() #E479
%,

FAIBF XY w R (SQLiteDatabase#insert()) Z{EH9 34l
private SQLiteDatabase mSampleDB;
private void addUserData (String idno, String name, String info) {

//EOZLS S (B, §F) Fzvy., TRS—TNE

if (lvalidatelnsertData(idno, name, info)) {
/[N T—=2avERBLENSIZBE. OJEA
Log. e (this. getClass (). toString (), getString(R. string. VALIDATION_ERROR_MESSAGE) ) ;
return

/AT BT—2 D%

ContentValues insertValues = new ContentValues();
insertValues. put (“idno”, idno);
insertValues. put ("name”, name) ;
insertValues. put ("info”, info);

//Insert 4T

try {
mSamp | eDb. insert (“SampleTable”, null, insertValues);

} catch (SQLException e) {
Log. e (this. getClass (). toString (), getString(R. string. DB_INSERT_ERROR_MESSAGE)) ;
return;

ZOFITIE,. SQLaT U FEEER @ . SQLiteDatabase MRt T 2B ARD AV YR EFERAL TS, SQLOY
UREFEEFERLEWL D, ZOHZEDL SQLAU DI av DRMITENEE RS,
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4.5.3. TRV RE

4.5.3.1. SQLX® LIKE hZETIAILFH—REFEHTARIZTRS—TNIBEHET
LIKE BREBDTAILEA—K (%, )EZEOCXFIETL—AFRILEDANEELTHEALEEES .. FOFEFEETAIL
RHh—RELTHEET D= REIZIEUTEHRIICIRT—TNEBEZ BT LELNH D, BELS—RELTIETAILR

H—RZEEEDIF ("%"0"") EL TRV WMEE N B TIEFE S,

EROIRT—TREBL ULTOHYT)ILa—FD&5I1Z ESCAPE & ERALTITIZENTES,

LIKE ZF A Ui E& DT Ao — TR D)
[/ T—3BRELIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {”_id”", “idno”, “name”, “info”};

Cursor cur;
~ R~

//info Z&MHIZLT like 8T (HH—E)

J/RAD b DA FA—FIZHET EXFIXIRrT—T0ET 3

String argString = info.replaceAl | ("@", "0@"); //AHELTZITH 1= infoADN$ZEIRS—T
argString = argString. replaceAl | ("%", “@%"). //AHBELTRZITE 1= info RDYE TRy —F
argString = argString.replaceAl | (“_", "@_"); //ADELTRFHW 1= infoRAD_FIRY5—F
String selectionArgs[] = {argString};

try {
//RA b TL—RKRIILEEFERT S
cur = mSamp|eDB. query (“SampleTable”, cols, “info LIKE "% || ? || '% ESCAPE '@ ”,
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast. makeText (mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG) . show() ;
return null;
}

return cur,

}

@0verride

protected void onPostExecute (Cursor resultCur) {
mProgressDialog. dismiss() ;
mActivity. updateCursor (resultCur) ;

222 All rights reserved © Japan Smartphone Security Association. SQLite Z#{&5



m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

rommmon  http://www jssec.org/dl/android_securecoding.pdf

}
}

4.5.3.2. FL—RKRILEZFERATELL SQL aATURIZHLTHEBADEES
T—TILDERAOHIBRAED DB AT /N R ELT- SQL XEERITTBHE. T—TILALHEDEIZHL
TIL—RFRIEZFESEIETELGULD, EAMIZIE, TL—RARILE OERATEEMEIZRLT MDA RS
FEEODXFEINEFERTEEIBT —IN—RADKITTRETHLY,

EHROEEE L DFIRTIL—RRILEEFERATERMGS (X, ANBICBERABONEINEITANHERL, BE
IFABER S CENDALL D,

HEAMIZIZX.

1. XFIINFGA—RELTHERATIIEE . XFOIRT—T00+— MLIBEET

2. BENFGA—RELELTHERATSZSE . HFUSNDXFIRALTIVEWN LEHERT S

3. HAIF.ATURELTERTAEE. 1. [CMA FATELLVXNEREENTWVEWNI EZHERT S

ERET S,

88 http://www.ipa.go.jp/security/vuln/documents/website_security_sqgl.pdf

4.5.3.3. TRARICTAR—RADESHI N TONGEN=O DR EREIT

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase Z{#FALTDB DA R4 AEZMEFLI-15
B.EELMAYYREFIALTHDBIEHEAEEMREIRE TH—T a3 58, £z, Context#openOrCreateDat
abase. SQLiteDatabase#openOrCreateDatabase ZHE LR TH S,

NE. TIVEECEEDTFESICLIYERET DB OFHFEESMA TLEI (BEMASN TLED) AIREEE
BERLTLVS, BEXMICET T DHEREEEDHETHIG TELHEEZONDH ., 7T DREMEELRE | FiA
YLNDEDLBVMEREZREE T DB, T EIN—RERAMYERTH T $5HET. R PREIDERIL
VWWTR7T)REDOR LIZEADGEENHDD T, KRICHLTREZEEHT 5.

B {krIZIE. SQLiteDatabase#openDatabase [Z OPEN_READONLY Z{EELTTF—4R—RE4+—T T 5,

8 getReableDatabase (FEAHIIZIL getWritableDatabase THRST2NDERMUA TS HMERT , T4 R TILE
EDRRTEEFAAAREA T DV ERTELGMERIT)—RA ) —DFA T OO ERT LV TH D
(getWritableDatabase [T 4RI 7)LEE DKRTIXETIS—L4D),
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SAHBMDBHETT —AIR—RE2A—-T>9F3
~ R~
/] T—BAR=—ZADA =T (T—ER—RIFERFHET )
SQLiteDatabase db
= SQLiteDatabase. openDatabase (SQLiteDatabase. getDatabasePath (“Sample. db™), null, OPEN_READONLY);

&8 http://developer.android.com/reference/android/database/sqglite/SQLiteOpenHelper.html -

getReadableDatabase()

4.53.4. TTIDEHIZR->TDB DA IT—EDELEHEEFIVITE

SQLite (FRERLET—HN—IXTHY.DB LT Integer ELTEESNTVWSIHSALICHLTXFROT—4%
BT HIENTRETH S, DBRDT—RIF. BMIEREZEL L2 TOT—INEXDXFT—2ELTDBAITHKEHHE
NTWW%, ZDf=M. Integer DA LIZHLTXFINEDEE( LIKE ‘%123% HE)EITIELAEETH D,
F1z. VARCHAR(100) D &IIZT—ADHZRARFTBRLTHLZNULDORESOT—2HANTARETH DAL, SQLI
te TOEDHIPR (IE LR IFEAFTERL,

CDf=8.SQlite ZHEATE7TIE. CDK57% DB DRFEITERL TR hT—4% DB ITHRHMLI-UERFLT:
YLAEWESITT T DBEHZR S THRHALT ZLENH D LD EELTIERD 2 25%H 5.

—BET—EA—RITHEIT DI, BORSTEDEEN—HL TV IO ERT S
—SR—Z NS EEIRBLIIE, T BESORORESTHONERT S

1.

=
2. T

SR Tl BIELTANES 1 L EORFTHAEERITS 50— FERT .

Bl . ANT—IMN 1 L EOBFTHDCExHERT D (MainActivity.java K D)
public class MainActivity extends Activity {

~ BB~

//BhnnEE
private void addUserData (String idno, String name, String info) {
//MNoDFzv¥
if (IvalidateNo(idno, CommonData. REQUEST_NEW)) {
return;

}

//T—3BLE
DatalnsertTask task = new DatalnsertTask (mSampleDb, this);
task. execute (idno, name, info);

}
~ R~

private boolean validateNo(String idno, int request) {
if (idno == null || idno. length() == 0) {
if (request == CommonData. REQUEST_SEARCH) {
//RBRVBORFIERIEEZ KIZT S
return true;
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} else {
//RRFENBLADOEE null, BXFIEFTS—
Toast. makeText (this, R.string. IDNO_EMPTY_MESSAGE, Toast. LENGTH_LONG). show() ;
return false;

}

//BFETHD_ELEHERTD
try |
// 1 ULEDE
if (lidno.matches ("[1-91[0-91*")) {
//BFLUNDBEIETS—
Toast. makeText (this, R.string. IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG) . show();
return false;
}
} catch (NullPointerException e) {
//SEDT—ZATIEHYBEL
return false;

}

return true;

}

4.5.3.5. DBIZ#E#HTHT—RDL\TDEE

SQLite TIX, T—2ZF 77 LI T BIRICLU T D KSEELEIZHEH TS,

HEREZELETOT —INEXDXFT—HELT DB 77/ ILAIZHEMESNI D
DB IZX L CT—2DHIBRET>THT —2B{KIE DB 77/ L SHIBRENZL (IR — I DMFD#)
T—REEHLI-HEEL DB I7 M ILRIZIETEFHAIDO T —2BEIBRESN T E-oTLVD

Ko T, HIBRENTET 1D 1EHRD DB 77 ILNICEST-FEDREIZH>TWLS A RENELA H D, CDBETH, A
XEICH->THEZMEL. Android OtEF1T BENFDTHNE. 7 TVEELCE=FEIT—2-T74
IVITEET77ERENLHDEEEA, 72720, root #ERZEREN 54 E Android DREMELTIRILTI7MILE
REHSNDARENETERDE EDRRICKELGHEE SR DT —INEMEIN T SIHZEIZIE. Android REEH
BICESLWT —ARELRF LA TNIFESA,

CNoDEHIZKY, HERD root ERABMEN-HE TELFILELNH AL OILGEELT —4IF SQLite D DB
ZDFEFRMT RETIRHLBN, ESLTHLEELT —FERMESDE/LVNSEICEIBSELET —2E8NT 5.
DB £(AZHESILT 5. BEDRHENDLELL S,

ERICESIENARELISE . BEIEICESBORNPCI—FO#FLGEARAXEDHELEALZEENZ LD T,
BRRTESRRAIVNIMNDREGT —4ZHRIT7T)DRERICZEMR~NDERELEDT S,

25EZLLTM4.5.3.6 [5%&]SQLite T—AR—R%EE LT 5(SQLCipher for Android)JIZ, T—AXR—R%HEE
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LT B54TSVERBNMLTEL

4.5.3.6. [8%&]SQLite T—AR—RX#KEE1L9 %(SQLCipher for Android)
SQLCipher [, T—3R—X 774/ )L DEBHIAL 256 Evh AES DIFESLF IR 9 5 SQLite H:3k TH 5. TWEE(L.
F—T2V—ZRBSD SAtUR)eE. Zetetic LLC IZ&->THF-TEINTWLS, ENSILOHEHRETIE.
SQLCipher IZ. /7 /QT . 7Y7IL® i0OS TILLFEARASINTINS,
SQLCipher for Android Z7O< ok &, Android IRIEIZH (T3 SQLite T—EAR—ADIZEDFE LS T-IFS
{tZHR—r3TBHIEEXEHELTIND, EZH# D SQLite M APl % SQLCipher ARIZHERT A ET. R EIEE &

RCa—T 427 TRELINI-T—IR—REFATESLLITHoTS,

S M8 https://quardianproject.info/code/sqglcipher/

fELVA

TIVREEIILUTDIDDEE%EF SHZET SQLCipher M FIAMNEIAEIZE S,

1. 77U®D lib T4LYKRJIZ sqlcipher.jar XU, libdatabase_sqlcipher.so. libsqglcipher_android.so,
libstlport_shared.so ZE &Y %,

2. EBTODY—RITF7AILIZDWNT, import THE SN TLVS android.database.sqglite.* # £ T
info.guardianproject.database.sqlite.* [CZE Y %, L&, android.database.Cursor [EZDFEFHEMH
AIRETH D,

3. onCreate()DHTT—AR—REMEEL. T—EIR—REA—TUFBEITNRT—FEEET 5,

R/ O — R
SQLiteDatabase. loadLibs (this) ; //E£9 5S4 TS % Context ZEHL THEALT S
SQLiteOpenHe Iper. getWritableDatabase (passwoed) : //BI#IE/SRT—F (String® £Fa7IZRBLIE-EDERE)

SQLCipher for Android [Z#ZER A T/A—23> 1.1.0 THY. 2.0.0 A BAFEITH T RCA NAREIh TS
KR THS. Android I2HITHEHAEFE®C APl DREHEVNSEATSERRIANSDELELSH, TS T Android

TH AT HEL SQLite MEESAEY ) 2a—2aV ELTRETT DR MITH S,

4T SVER

SQLCipher Z{#ERT 41-OIZ[E SDK ELTEFENTWSUTDI7MILARBELLS,
® assets/icudt46l.zip 2,252KB

IHAR®D /system/usr/icu/ LATFIZ icudt46l.dat MEHELEWNMESICHRELLS,
icudt46l.dat NEOMBHEMES . 2D zip A fEESNTHEAIN S,
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Native 54731J,
SQLCipher ®##0—KEF (SQLiteDatabase#loadLibsOFEU H LEF) [CEEAAEN D,

libs/commons-codec.jar 46KB
libs/guava-r09.jar 1,116KB
libs/sqlcipher.jar 102KB

Native 54T SUEMUHT Java 5173,
sqlcipher.jar A1, ®&IE sqlcipher.jar hoBBEIN TS,

Ai:$95.12MB
f=1f2L. icudt46l.zip (X2 ESNhbE 7MB 2 EIZH 5,

snrenone Android 7P DEF a7 HEH £X 1T I—TAV T HAR 2016 £ 9 A 1 BIR
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libs/armeabi/libdatabase_sqlcipher.so 44KB

libs/armeabi/libsqlcipher_android.so 1,117KB

libs/armeabi/libstlport_shared.so 555KB
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I 4.6. TFAIEES

Android OtEFa) T ERERBICHSIE. T7MIILIFEREZ KL R E—HFREFGF vy a1)T5BMICOH#FIA
L. REIFERARICT ZRETH D, 7T URDERKIBRIEIT7M IV EEET I ERSEED T T7MILADTE
#k% Content Provider %> Service LW\ =7 T HEE D LM AICE S TRBET HRETHD, CNIZKYTTURM
DT I ERAHEHEERTES,

SD A—REDOHNEERET N\ RET LTI ERFHNTELRN D, BEDKELI7AMILERIGE LR D5
FT(PC BRE)NDEBRDBEENLGE MR LESLTHLRERZADHEREZRET D NETH D, ERMIS
BERTNARLIZEE o TAILRBREBARZIFAIILEREL TIALAEN, HLEL T TIERE ST
BT NARLDT7AIIZRELGETNIEESEVEE FESIEEDORADEIZLESN, CCTREERLAL,

4.6.1. ¥ F)La—k

AR DKSICT7AIVIXRBIFEARIZT ERETH D, LHALENSIFIEFLBBICL>T DT TIIZT7AMILE
BEERAEEIEIRELELD D, EX 1T DBEEANOHELI=TI7(ILDIEELLLEER 4.6-1 [TRT . T7
A ILDEIIBFT T TIADT ORI DEAEHEIZKY 4 FBEDI7AILIZHFEL TS, UETIEZDZ
FAIWDREEIZY U TILa—RERLERBAZMZ T,

& 4.6-1 tXIVTABRICKDIIZMILOGEELE

T7AIVDDEE th7TI~D BANIERT BE
T REFA]
FEARTFAIL 7L TTIT4LORNA | @ FTTYNTOHGHEETED,
o LI TATRERERSICENTES,
® J7AINIKRAIZDAATIZT BRE,
HABMYLET7ZAIL | BAHRY TTITALORA | @ 7 T)ELVI—F—H5EAEY ATHE,
o T7TJUHNERIZ/AR (BE) ATRELIERE R,
RAEESORTFAIL | BAHRY TTITALORNA | @ 7 TVELUVI—F—HHEAEETHE,
ETAH o tXal)F/(DEANSLTITIVRTDESEH
SH{E LB THRE,
HNEREEIRE T 7L FAEY SD h—KRIGZEDS | @ FHREREDIAVFA—ILNTELRL,
Ees—-FN:)) EERAH HECREE ® 7T A—H—ICLBIFMILDHEHE
E-HIBRAVEIZTTEE,
o FHEIVER/NRIZTINE,
o LHEBMBREOKRELIFAINERSIENTE
%,
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4.6.1.1. EXBRT7AILEHRD

R—7T VA TOHRHAEEENDET7AIVERIEETHY . RR2LET7AIVDENVATHD, 774 ILITHKIAT S
RO NBARTEENE SN DL T TESE T I7AILIEEAFHDKRETRIFL, thT7 T EDBLELIFHRD OV

Y IR0 Android D{E#A#& (Content Provider. Service)=FIBALTITSZ &R EIET S,

RAk

1.

2.
3.
4

T7AIIE, TTIVTALIMIRNIZERT S

T7ANDT I ERERF, DT TIAFATEGNESITTSAR—FE—FIZT S

T TATRERERINT HENTED

T7AIVIHEHT DRENE)BERISHLTE, EOAFEICEOLTRBOREMERERT D

PrivateFileActivity.java
package org. jssec. android. file.privatefile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. I0OException;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = “private_file. dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id.file_view);
}

/%%

* J7 A ILOERNE

*

* @param view

*/

public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {

/] kRAU M1, TrANF, FTUT4LI FURIZERT S

/] KkRAU L2k T7AINDT Y REFZ, D7 TIVNHATELRVELSICTTIARA—FE—FIZT D

fos = openFileOutput (FILE_NAME, MODE_PRIVATE) ;

/] KRA U3k LT 4 THERERMNTHENTED
/] KRA bk T7AI)VITHEAT BIERICH L TIE. TOAFEICEAOLTAEOLTLMEEHRT S
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/] HOTINZDERE, 13.2 AT —2DREUEHRT 51 €58,
fos.write(new String("t > L7 4 T#H1ER (File Activity)¥n”). getBytes()):
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android. util.Log. e ("PrivateFileActivity”, "7 7 A4 ILDERIZKRELELE");

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) |
android. util.Log. e ("PrivateFileActivity”, "I 74 ILDKRTIZKERLELE");
}

}

finish();
}
/%%
* J7 A I)DFRAAAHNIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try |
fis = openFilelnput (FILE_NAME) ;

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);

} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);

} catch (IOException e) {
android. util.Log. e ("PrivateFileActivity”, "7 7 A4 IILDFAIZKERLELE");

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {
android.util.Log. e ("PrivateFileActivity”, "I 74 ILDETIZKELELE");
}

/*k

* 774 JLOHIRNE
£ 3

* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();
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mFileView. setText (R. string. file_view);

PrivateUserActivity.java
package org. jssec. android. file.privatefile;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = “private_file. dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClass (this, PrivateFileActivity.class);

startActivity (intent) ;
]

/¥k

* J7A4)LActivity DFEUH L ALTE

*

* @param view

*/

public void onCal IFileActivityClick (View view) {
calIFileActivity () ;

]

/¥k

* T 7AIILDFAHAHNIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
fis = openFilelnput (FILE_NAME) ;
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byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;

/] *IRA U kdhk T7AIVICHERSNEZBRICHLTIE, TOAFEICELLOTHAROREHZHEET S
/] BUTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity”, "7 74 IILDFAIZKELELS");

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) |
android. util.Log. d("PrivateFileActivity”, "I 74 ILDERTIZKERLELE");
}

/%%
* 774 IL0EERLE
*
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
try |
/] *ARA b1k TrANIE FTIVS5—23 0T L9 FURIZERT S
/] *RA 2k T7ANLDTIEREF. thdT7 TUNMATELEVWLSIIZTSAR—E—-FIZT B
fos = openFileOutput (FILE_NAME, MODE_APPEND) ;

/] KIRA L3k oL T4 THBERERMTHIENTES
/] KIRA Uk dk T7AILIZHEMRTHERICHLTIE. TZOAFERICEHOLSTHABROLZLEEMHERT S
/] B TINZDEBNE, 13.2 AWT—E20OREMEHRT 51 #5E,
fos.write(new String("t > 7« TH1ETR (User Activity)¥n”). getBytes()):
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android. util.Log. d("PrivateFileActivity”, "7 7 A4 ILDERKIZEKELELE");

} finally {
if (fos !I=null) {
try {
fos.close() ;

} catch (IOException e) {
android.util.Log.d("PrivateFileActivity”, "I 74 ILDETIZKERLELR");
}
}

calIFileActivity () ;
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4.6.1.2. HADYLEI7ZAILEHRD

AEFEZHOTTIIZHLTABRELRTEEODT7AILTH S, UTDRAVMIKREFITTRET L, L&
HMRELEIT7FAIDFEWNAIZGED, L. BT 7MIVEERT 51=56HD . MODE_WORLD_READABLE ZE#iI&
API Level17 LIBETIL deprecated %> THY, Content Provider [C&kBT7AILEFAENEELLY,

RAk

1.

2.
3.
4

T7AIIE, TTIVTALIMIRNIZERT S

T7AILDTHEREIE. D7 TJIZHLTIEESEARYERE—KRIZTS

OO TATRRERITEMLLL

T7AIVIHEHT DRENE)BERISHLTE, EOAFEICEOLTRBOREMERERT D

PublicFileActivity.java
package org. jssec. android. file.publicfile.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileQutputStream;
import java. io. I0OException;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = “public_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewByld(R. id. file_view);
}

/%%

* J7 A ILOERNE

*

* @param view

*/

public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {

/] kRAU M1, TrANF, FTUT4LI FURIZERT S

/] )k RAU 2% T7AILDTHIERIEL, thOT7 TVIZHLTIEHRAIRYERE—KFIZTS
//  (FEHEY ZEFE— K MODE_WORLDREADABLE (& API LEVEL 17 T deplicated &% 5 71=1=.

// WHFEAET. ContentProvider HEICEBZT—EADHPYMY ETEHIE)
fos = openFileOutput (FILE_NAME, MODE_WORLD_READABLE) ;
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/] KRA b3k 2T 1 TEBERISHEM LA
/] *RA U Rdhk T7AILICHEATEHERICHLTIE. TOAFEICEAOLTARDLLEEEHERT D
/] HUTINZDERE, 132 AT —2DREUEHRT 51 28,
fos.write(new String("E> T4 TTHUMESR Public File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android.util.Log. e ("PublicFileActivity”, "I 7 A IILDERKIZKELELE");

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) |
android.util.Log. e ("PublicFileActivity”, "7 A ILDETIZEKBELELE");
}

}

finish();
}
/%%
* J7 A4 I)DFEAAAHNIEE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;

try {
fis = openFilelnput (FILE_NAME) ;

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);

} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);

} catch (IOException e) {
android.util.Log. e ("PublicFileActivity”, "I 7 A ILDFAIZKELELE);

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {
android.util.Log. e ("PublicFileActivity”, "7 A ILDETIZEKBLELE");
}

/*k

* 774 JLOHIRNE
£ 3

* @param view
*/

public void onDeleteFileClick (View view) {
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File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);

PublicUserActivity.java
package org. jssec. android. file.publicuser.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file.publicfile. readonly”;
private static final String TARGET_CLASS = “org. jssec. android. file.publicfile. readonly.PublicFileActivity”;

private static final String FILE_NAME = “public_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity ABHYEHATLR));
}
}

/¥k

* J74 )L Activity DIEEUH LAE
*

* @param view

*/
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public void onCalIFileActivityClick (View view) {
calIFileActivity () ;
}

/%%

* J7 A IIDFHEAAHNIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try |
File file = new File(getFilesPath (FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *RA U kdhk T7AIVIZHERSNEZBRICHLTIE, TOAFEICELLOTHAROREHZHEET S
/] BUTIVZDZEE, [3.2 AhT—2DReMEHRIT 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
android. util.Log. e ("PublicUserActivity”, "7 A IHBHYETEA");
} catch (IOException e) |{
android. util.Log. e("PublicUserActivity”, "7/ IILDFRAIZRBLELE")

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {
android.util.Log. e ("PublicUserActivity”, "7 7AILDETIZKBELELE);
}

}

/**
* T 7 A ILDERRNE
*
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath (FILE_NAME)) ;
/] EEAHITLET B, FileNotFoundException A4
fos = new FileOutputStream(file, true);

fos.write(new String("t > 5 4 T THULMERR (Public User Activity)¥n”)
.getBytes () ;
} catch (IOException e) {
mFileView. setText (e. getMessage () ;
exception = true;
} finally {
if (fos !=null) {
try {
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fos. close();
} catch (IOException e) |
exception = true;

}
}

if (lexception)
calIFileActivity();
}

private String getFilesPath(String filename) {
String path = ”7;

try {
Context ctx = createPackageContext (TARGET_PACKAGE

Context. CONTEXT_RESTRICTED) ;
File file = new File(ctx. getFilesDir(), filename);
path = file. getPath();
} catch (NameNotFoundException e) {
android. util.Log. e ("PublicUserActivity”, "7 A ILHBHYEFEA");

}
return path;
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4.6.1.3. RAZESLRT7AINERD
FRESBDTIVIHLT, RAEEHEREHTITEI7MLDENETH S,
THESROTITINEAESAEELVNSIEF. TILOITLEARNBTOESRANAETHY . T—2DEE M
LREMIEURIESNGD, F- . BEEDOLBWVEETHLIZMLADT —EDOBAOEZAAEITIF(IVIHE

HIEHARHETHY . TDEIGT7AILITHEEN S LEAEMNENTELL,

UEDESIZ X )T OBENDITTIVERH DB RALD RABET L T7MIIVERRITERT HILEF
AIRETHY . mAZBZLFT7MILOFEREE (TR IERSE,

RAUb:
1. W7D SRAIEEFRELT I EREEREL=T77MILIEESEL
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4.6.1.4. SEEIREASZSLRI7MIVERS

SD h—FDESBHEBEEIRT NARLIZT7AIVERNT HIEETHS, LBRHIBEDKERBREEMT S
(Web Mo o O—RLIz77 4/ LEELLGE D) HEECHEICEREFSHT (N I7VTRED)HEEIZF AT
BTENBESND,

A REGRAZELR I7AIVIETFEESHOT7 ISR L T HRARY AR T7MIL IEREDEEERED,
&51Z android.permission.WRITE_EXTERNAL_STORAGE Permission ZF|FAEELTL\S T EESHDT
TVIZHL T RAES ORI 7MILIERZEDEEEF D, TD=0 . MR (EAES AR I7MIILOEA
IDHER/NRICEEDHDIRNETHD,

Android 77 DIBHIEL T, NI T VT I7AIVIIHEBERIBET NA X EITEREN DI EN S LN, LA LIMBEE
BT NAREDT7AILERTRD SR I T EEOHMOT TIALHEAPLHIBREINTLESURINH S,
WRIZN\YITvTEHNT BT TITIHIINVITITI74)ILIEERLHIC PC EDNRLAEHFAMICIAE—L TS
W IEWST-BERTRETHHE . TT)DHEROHABTOVRIR/IMED I RN ELLED,

RAVb:

1. o T4 ERITEMLG

2. THIVEBICA=—DBTALINICTIFAIVERET S

3. T7AIVITHIT HEN)ERICHLTIT. TOAFEICEADOLTREDREMEERT D
4. FIARIOT7T) TEEAHETHEWMERIZT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externalfile” >

{I— android. permission. WRITE_EXTERNAL_STORAGE Permission ZfIREET 5 —>

{I— Android 4.4 (API Level 19 LIBETIE, AR CL—SD7 T T—2 588 %

RAHEETT BMRIZ Permission MAEAL -, maxSdkVersion #EET 5 —

<{uses-permission android:name="android. permission. WRITE_EXTERNAL_STORAGE”
android:maxSdkVersion="18"/>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
Cactivity
android:name=".ExternalFileActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>
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ExternalFileActivity.java
package org. jssec. android. file. externalfile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. IOException;

import android. app. Activity;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = “external”;
private static final String FILE_NAME = “external_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id.file_view);
}

/%%
* T7 4 IILDERRLIE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
/] *RA2 b1k BT THERITBHMLAEND
/) *ABRAU 2% FIYBIZAZ—HHTALY CYIZT7AILERET S
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fos = new FileOutputStream(file, false);

/] KIRA b3k T7AILICHERAT HERICHLTIE. TZOAFEICEHLLTATOREEEZERT S
/] B TINZDEBNE, 13.2 AWT—E20OREMEHRT 51 #5H8,
fos.write(new String("t > F 4 T THUVEER (External File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android.util.Log. e ("ExternalFileActivity”, "7 7/ ILDFHAICKELELR);

} finally {
if (fos !=null) {
try {
fos.close();

} catch (IOException e) {
android. util.Log. e ("ExternalUserActivity”, "2 74 IILDERTIZKBELELTE");
}

}
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}

/%%

finish();

* D7 A ) DFEHAH TR

*

* @param view

*/

public void onReadFileClick (View view) {

}

/**

FilelnputStream fis = null;

try {
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *RA R Ik T7AIVZHERSNEZBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] BUTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android. util.Log. e ("ExternalFileActivity”, "2 7/ ILDFHAICKBELELE;

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) |
android. util.Log. e ("ExternalFileActivity”, "2 74 ILDERTIZKBELEL");
}

* 774 JLOHIBRNIE

*

* @param view

*/

public void onDeleteFileClick (View view) {

File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME)
file.delete();

mFileView. setText (R. string. file_view);

FAGOYTILa—F

ExternalFileUser.java
package org. jssec. android. file. externaluser;

import java. io.File;
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import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. [0Exception;

import android. app. Activity;

import android. app. AlertDialog;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content.Dialoglnterface;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class ExternalUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file. externalfile”;
private static final String TARGET_CLASS = “org. jssec. android. file. externalfile. ExternalFileActivity”;
private static final String TARGET_TYPE = “external”;

private static final String FILE_NAME = “external_file. dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewByld(R. id. file_view);
}

private void callFileActivity () {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) |{
mFileView. setText (" (File Activity AHYEEHATLE));
}
}

/%%

* TJ74 )L Activity DMEUH LAnE

%

* @param view

*/

public void onCal|FileActivityClick (View view) {
calIFileActivity () ;

}

/*k

* T 74 IILDHRHIAHILIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
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File file = new File(getFilesPath (FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *IRA R Ik T7AIVICHERSNEZBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android. util.Log. e ("ExternalUserActivity”, " 7 A4 IILDFAIZKEBLELS);

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {
android. util.Log. e ("ExternalUserActivity”, "2 74 IILDLRTIZKBELELT");
}

/%%

* J7AI)L0DEBTNE

*

* @param view

*/

public void onWriteFileClick (View view) {

/] KRA Uk dk FIRBIOT T TEESAHETHOEWNMERIZT S
[/ =L, BEOHDITTINLEE -HIRAGEEFTSICEEBELTT TUDREGETS>C L

final AlertDialog.Builder alertDialogBuilder = new AlertDialog.Builder (
this);
alertDialogBuilder. setTitle ("7R4 > + 47);
alertDialogBui lder. setMessage "FIFBIN T 7' TEEAHETHOHENI EY);
alertDialogBui lder. setPositiveButton ("0K”,
new Dialoglnterface. OnClickListener () {

@0verride
public void onClick(DialogInterface dialog, int which) {
calIFileActivity();
}
DR

alertDialogBuilder. create (). show() ;

}

private String getFilesPath(String filename) {
String path = ”7;

try {
Context ctx = createPackageContext (TARGET_PACKAGE,
Context. CONTEXT_IGNORE_SECURITY) ;
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File file = new File(ctx. getExternalFilesDir (TARGET_TYPE), filename);
path = file. getPath();

} catch (NameNotFoundException e) {
android. util.Log. e ("ExternalUserActivity”, "I 74 ILDHYEEA");

}

return path;

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externaluser” >

<{I-— Android 4.0.3 (API Level 14) LI TIL, 4R b L—T FHED 26D Permission A%
EESN-OTHAEEZ T 5, EMEIZIX Android 4. 4(AP] Level 19) LIET

o7 F) TR EEBERTCESICRELLDS

<{uses-permission android:name="android. permission. READ_EXTERNAL_STORAGE”/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

activity
android:name=". ExternalUserActivity”
android: |abe|="@str ing/app_name”
android:exported="true”>
intent-filter>
<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity)
<{/application>
{/manifest>

244 All rights reserved © Japan Smartphone Security Association.

TrAIERS




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

4.6.2. L—ILTvY

T7AINEESIBRICIZUTDIL—ILETFSHE,

1. I7A4IVIEIRBIBERART7AILELTER T %

2. MOF7TIDLHRAEZEHERTT IV ERAHELE T 7 ILIEIER LA

3. SDA—KRLGENBRIET NI RITEMT 577/ ILOFRITLER/NMRIZT S
4. IJ7AILDEFHREEERBLTT I DEEEITS

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.6.2.1. 274JILIXIRBIEARI7AILELTHER T % (Wh78)

[4.6 774 IVEHKS114.6.1.1 FERRT7ANERIITEAF-LIIT, BT HEROANBICELLT IT7MILIER
HIFEARIZT H5_XETHS, Android DEFa1)T4RHADBERLNLL, FROPCYRY EZDT I ZAHIHEHIZ
Content Provider %> Service 72&£ M Android QXA DHF TITIRETHY . TELRVBELHLIEGEDHT7
AINDTIERAETRATHILERETTHILITHS,

BIFANEZATDH LT ILA—FOLUTDIL—ILOELSEOIE,

4.6.2.2. MOT7TIDOoHEAEESHERTT VEATRELT7AIVIFERLEL (Wh78)

[4.6.1.3 AEERFTTAIILERS ITRAR=ESIC, DT TVITHLTI7M N DHERABEEHFAT 5L, 774
VIS S BIRDFIHNTELGD ZD-O . EX 1 TAHGER AN O LA - RETNGB AN oLHmAES
BEIFANEFRALEEBROEEEEZDHNETIERELY,

4.6.2.3. SD h—FRENBRIET NARIZEMT 77 MNLOFABEIBES/NRIZT S (7R)

[4.6.1.4 NMEREAEELFET7ANERS ITRAR=ESIZ, SDH—RZIFLHET B ERIET NI RIZT7
AIWEELLERE, X TAB IV HEDEADERMN O BEMNGHEZIRA S EICENS, —AT.SD h—F
F7TVTALIONM LVEFRBORWNI7AIVERZ. 7TINBIT —4ZHoH I DICEREZ SHE— DR
L—oBD T, 7T DRRICE>TIEREEHE/ LN T —RE BN EEZLND,

HEBEEIET NARIZTFAIVERMT DS FRESRDTTIE IV 1—HF—A5H B -HIIRTELHLEE
BLT. YT Na—FTRREZRAVMEED TUTDRIGRAVMIREDFTT T DR ETILENH D,
BEBEILPCEFERLEDEESRMICOVTEARATIROSEDMTHREEEHITHIFETHD,

RENEL T LTI IRERIINEBEIET NA R LD T7AILIZREFLEGL

LTI LERENBEET NNAR LD I7AIVIZRET HI5REEELLTS

7 T O L —F—[CHTASNTIEESERZENEBEIET NA R LDT7AIVICRETIHEEETFELD
—RICRET S

NEBEEET NI RLDI7ANEHZAHATHE . GARALT—ADLREMZRHELTHLOT—IEMATS
DT T) o 1—HF—ICkoTHERRET NI RALDI7AILIENDOTHHEIBREIN S EZBELTT TVER
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LA NIEE S0

[4.6.2.4 7ML DEFHEZZERL T TIDEHETS (WA IBSEILHIL,

4.6.2.4. J7MILDEFHMEZELTT T DFREEITS (WH78)

TIIVTALIMIICREEN =T =2 EUTDI—F—REICKYEEREENG TTVDEFHRE—HT 5. -
F7 T DEFHREIVEVDDHIHFETHD,

o F7IUDTUAVAM—IL
0 BF7IT)DT—EAELUVFYY aDBEETREI-IT7IIr—2ar -7 )r— 3> DER))

SD A—FEDNERIET NARLICRFSNIZT7MIILIE. TT)DEFHRBEIY I7 L O EFHBNROIED
¥ THD, SHITRDKRLEBET DR ENH D,

0 1—H—|ZkBIFMILDHEE
® SDA—FDIK/REMY-ELBEZ-TUIVUE
® TIIVITICKBITFAILDEE

CDEINTF7AIVDREFGEFRICE>TIFAIVDEFHRMAN RS-0, KEATHBALI=LSG LTI RIER
ERETHBRRLTTE TIVELTELLWIFERR T 2B R TEI7 ML ORFBFAZELGERT DL EN
Hdo
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4.6.3. ThNVRE

4.6.3.1. T7AITARI)TEBREHDI7AILEH

DT ITVICARITFAINEBET VRS EDIDTIFEL, F7MINTARY) THBHTIFTAIVRETEHEND
%, Content Provider & Service TTDAHEMEZ S, Content Provider 4> Service DR TIELRI7MILES
— Tl EDITFAINT ARV TREHFOTITIIET  HAFETITIVETFAILTARY) T 2FRATITAILER:
HEETED,

DT TV TFAINEEETICRESEEZT7AIVEEREZETIFANTARII)TABRBDI7AIVEERHEZDLE
BER 4.6-2 [ZRT . TIOERREDN\)I—3 7 ORRFRATETIT)DEETHA) YA H D, FIZT7IER
AT AT T)EHAMIHIHTERECANEX L TABEATIEA) YR KRELY,

& 4.6-2 7TIEI7AIVEBEFEDLE

T7AIVEERE TORREZED/N)T— 3> T RREHAT ST T DEE
MDTITVT7AIVEEET VLR | HAHARY FTRTOT7IIIZRHLT—ETIER
SEDTFAILEER EEAH FFRILTLES
FARY +EEAH
T7AINTARYYTIRBADIT74 | HHIY Content Provider %> Service 274
IVEE ETAH AL TLB 7TV ISR L TEBIIZ—
BREDH BFRIC7 U R3] - 5 55 Al % il {8
SARY+EEAHS TES
SAHEY +BEEDH

LERIFANVHEBHFEDELLIZHLHBT HETHAN DT ITVITT7AILDEERAAEHFETTHETTAILA
BOFTEMMREIL D605 FICEBOT TN LRKICEEAHANTONDE. T7MILABRDT—2EEA
BRTLEWTTUAERICEMELLESLDVRINH D DT TV EDT7AILHBIZENTIE, HAHAAERT
(FEEFRITHDMEELL,

LA Tl&. Content Provider TI77/ L& BT HEEHFI(IELAE Provider DIFR)EH T ILa—RELTRET
b

RAVb
1. FAZT7IVEEHRTTITHEI S, EooT4THEREREELTEL
2. B#tBRE Content Provider 77UNLDERTHOTH. R T AN LMEEHERTS

InhouseProvider.java
package org. jssec. android. file. inhouseprovider;

import java. io.File;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
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import java. io. [OException;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentValues;
import android. content. Context;

import android. database. Cursor;

import android. net.Uri;

import android. os. ParcelFileDescriptor;

public class InhouseProvider extends ContentProvider {
private static final String FILENAME = “sensitive. txt”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION”;

// BHOEHED/NY P A{E
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride
public boolean onCreate() |
File dir = getContext (). getFilesDir();
FileOutputStream fos = null;
try {
fos = new FileOutputStream(new File(dir, FILENAME));
/] kRA2 b1k FMATT7 TIVIEEHT TITHEME, oo T4 THBERERELTEL
fos.write(new String("t > 7« T11ER") . getBytes () ;

} catch (IOException e) {
android. util.Log. e("InHouseProvider”, "7 7 A ILREFIZEKBLELE);
} finally {
try |
fos.close() ;
} catch (IOException e) {
android. util.Log. e("InHouseProvider”, "7 A ILETIZKBELEL);
}
}

return true.

}

@0verride
public ParcelFileDescriptor openFile(Uri uri, String mode)
throws FileNotFoundException {
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// B EZ Signature Permission ME#HTFZ TVICKUEZRSA TS I L 2HRET S
if (1SigPerm
.test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException(
“JREEZ Signature Permission NE#HT TUIZKUYERIATLEL, ),
}

File dir = getContext (). getFilesDir();
File file = new File(dir, FILENAME);

/] O TNDOHEHARYEREEITRT
int modeBits = ParcelFileDescriptor. MODE_READ_ONLY;
return ParcelFileDescriptor.open(file, modeBits);

}

@0verride
public String getType(Uri uri) {
return ”7;

}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {
return null;

}

@0verride
public Uri insert(Uri uri, ContentValues values) {
return null;

}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {
return 0;

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {
return 0;

}

InhouseUserActivity.java
package org. jssec. android. file. inhouseprovideruser;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. IOException;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. pm. PackageManager ;
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import android. content. pm. ProviderInfo;
import android. net.Uri;

import android. os.Bundle;

import android. os. ParcelFileDescriptor;
import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIFA%® Content Provider {54k
private static final String AUTHORITY = “org. jssec. android. file. inhouseprovider”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION”;

// BHOEBRAED/NY Ll
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// FIF% Content Provider M/ — & WG
private static String providerPkgname (Context context, String authority) {
String pkgnhame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (authority, 0);
if (i !=null)
pkgname = pi.packageName;
return pkgname;

}

public void onReadFileClick (View view) {
logLine (“[ReadFile]”) ;

// MMBEEZ Signature Permission NEHT7 TVICKYEESN TSI LZ2®ERT D

if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
logline (" ¥hEEZ Signature Permission ABEHR T TUIZEYERSIN TN, 7);
return;

}

// TS Content Provider 7 71 DFIBAZA BHDIIAZETHE L EHRT S
String pkgname = providerPkgname (this, AUTHORITY);
if (IPkgCert. test(this, pkgname, myCertHash (this))) {

logline(” FIFA% Content Provider [ZB%#t7 7Y TIXALy, ) ;

return;

}

// B#tR5E Content Provider 7 7UICBRL TLULMERICBY VI IR FMZEHTE L
ParcelFileDescriptor pfd = null;
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try |
pfd = getContentResolver (). openFileDescriptor (
Uri.parse (“content://” + AUTHORITY), “r”);
} catch (FileNotFoundException e) {
android. util.Log. e ("InHouseUserActivity”, "7 7AIAHY FTEA");

}

if (pfd 1= null) {
FilelnputStream fis = new FilelnputStream(pfd. getFileDescriptor());

if (fis !1=null) {

try {
byte[] buf = new byte[(int) fis.getChannel ().size(];

fis. read (buf) ;
// *iA 2k 2% BEfRTE Content Provider 7 7ML DR TH-TH, BET DR EHE
Er B
/] HUTINZDERE, 132 AT —2DREUEHRT 51 58,
logLine (new String(buf));
} catch (IOException e) {
android. util.Log. e ("InHouseUserActivity”, "I 7 A ILDimHMHAMHIZEKELELE");
} finally {
try |
fis.close();
} catch (IOException e) {
android. util.Log. e ("InHouseUserActivity”, "7 7 A4 ILDERTIZKERLELE");
}
}
}
try {
pfd. close() ;
} catch (IOException e) |
android. util. Log. e ("InHouseUserActivity”, "I 7AILT 4RI ) TADRTIZEKBKLELE");

}

} else {
logLine (" null file descriptor”);

}
}

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView) findViewById(R. id. logview);

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;
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4.6.3.2. TALIN)DTOERERTE
NFETIZAIICEBLTEF ) TADEEAZHRALTE -, 7ML DAVTFTHATALIMN)IZDWNTHE
X2 )TADEENDETHSD, CCTIETALIMN)I DT ORAEREIZOWTEX AT LDEERAU M EEREA
T3,

Android (21X, ZFUTAL ORI RAIZH T TALIRMIZERB 1ERTEAVIREDNLOMRESIN TS, THED
% 4.6-3(Z7R9,

& 4.6-3 7IIVTALINBTOYITFALIMN G ERAY YR

th7TIICKT S A—H—IZKBHIBR
TORRIEDIETE
Context#getFilesDir() RE[(EITHERD#H) MR 1= 7T 17TV r—a 0% EiR
—ITF—43%HE]
Context#getCacheDir() RE[(EITIERD #) MR I=>TT7T) 17T )r—a 0% %R
- yryla%EE]
X T—2%&HEITHHIBREN S,
Context#getDir(String name, | mode [ZLAT#IERERIEE, MR 1= 7T 1->T7T)r—2a %R
int mode) MODE_PRIVATE —IF—3%HE]
MODE_WORLD_READABLE
MODE_WORLD_WRITABLE

CCTHICRZMFTHDIE Context#getDir(ICkd7 I REDERETH S, 77 ILDERTHHAL TS ES
(2. Android DEF1)TAREFDERNSTALIMNEERMIZEIFARFITTEIRNETHY., 7O ERIEDREIC
FOTERDOAFZITIEROHEMEANH LD T, [FRO£FICIMDFEEZEZHNETH D,

MODE_WORLD_READABLE

FTRTODTIIVIZHLTCTALINIDZRABRYIEREEZ D757 THD. TRXTOTTINTALIRNIADT7AIL
—BOELDI7FMIIVORHEEREBMBAREIZLES, COTALINBTICHEDI7AIVEBRET HILILTER
WDT, ZOIZT DERICIFTREEENDETH D, BH. AT (X APl Level 17 LIFETIE deprecated &%
STHEY. BEIXIDIZTEFEALGNIEL,

MODE_WORLD_WRITABLE

7 TVHLTTALIMN DEERAHEREEZ D757 THB. TXTDTTINTALIMNIRADT7AIVEERL,
BEO, UAR—L, HIRRAEIREICES, CNoDEBEXI7MILERD 7V RERTE GrAHIY ., EEAH, RT) &
FEEARTHY. TALIMN DEZAAERNH ST TRIREL L DIRIETHAEITTENRES 1O T T M
SEBFICT7MILEHIRENYESMAON YT HOT, BEFIIOISTEFERLTEILELEN, . XI55

9 NEBRRL—U D DHMEREEREE(SD h—FEENDBERE I IV MRAVNEBA BT TERL ., £D=H.
BAHMYERDZOAIBRAN —DT77 (AN REEICB B SN TEHRAZEAREITEDRITIEFEEL,
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(% API Level17 LIBETIE deprecated %> TLVS,

% 4.6-3DMA—H—(ZkBHIBRIZELTIE. T14.6.2.4 D27/ IILDEFHEZZELTZ T)DOHRHAETS (b
H)IESROIL,

4.6.3.3. Shared Preference 2T —3R—XI7AMIILDT I RIELRTE
Shared Preference ¥ 7 —4R—RET7MILTHEEIND, TV EREREICDODWTIEI7MILERILZENE R 5,
L7=m>T Shared Preference 1 7 —3R—RE, 77/ ILERRRIZERMIZITELRI7AILELTER L. RED

#HFE Android D7 TIREEDHHEAITLOTERTHIRETH D,

Shared Preference O {FEABIZRIZRT , MODE_PRIVATE [Z&YIEABTZ74ILELT Shared Preference 4k
RLTULVA,

Shared Preference 7 7 1 I)LIC T O X HIRZRTE S D41
import android. content. SharedPreferences;
import android. content. SharedPreferences. Editor;

// Shared Preference #8393 % (HIThIEEREIN D)

// RA 2+ KRB MODE_PRIVATE E— F&#HET S

SharedPreferences preference = getSharedPreferences (
PREFERENCE_FILE_NAME, MODE_PRIVATE) ;

/] EBNXFINDT) T7 L REEEALH

Editor editor = preference.edit();

editor. putString ("prep_key”, “prep_value”);// key:“prep_key”, value:“prep_value”
editor. conmit () ;

T—HAR—=XIZDWTIEM4.5 SQLite #FE514SBTHIL,

4.6.3.4. Android 4.4 (API Level 19)IZEFHNBAN —OADT7 UL RIS HEHREREIZDLNT

Android 4.4 (APl Level 19)LIBDIHRIZEWLNT, AEBBRAN —ADTIERIZEALTUTOLSIZEHRIAERS
nit=,

(1) HABMRAN—EOT7TIBETALIN) ICHRAHEET HI5A 1. WRITE_LEXTERNAL_STORAGE/READ_EX
TERNAL_STORAGE Permission NAETHDH(EEEFT)

(2) NEBRM—C LT TVEETALIMNIUNDBRRICHET7M IV E5HEAHALHE(E. READ_EXTERNAL_S
TORAGE Permission N ETH D (EFE &)

(3) TIARIUNEBAN —D LT TVEETALINIUNDBRIZTI7AIILEEZALIHEE L. WRITE_LEXTERN
AL_STORAGE Permission WHETH D

(4) AT ILUBONBRAL—DIZIETTIEETAL IR LS OBRTICEEAA L H KL
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ZDHEHTIEL, Android OS D/3—23>(2&>T Permission OFHAESEDE-FEAEH->TULVS=H. Andro
id 4.4 (APl Level 19)ZF =L\ TIHRD Y R—IDABRELZTT)DIGFE (X, AV R—ILT DIHEKRD/N—232(2
KOTHREL Permission Z1—H—ITERTHIEITHY . FHELWMKREFE R, Ko T, LEEHKR()DH
24T BHT7TIDIGEX. <uses-permission>%% M maxSdkVersion BHEEUTDLSIZEBRL THIET S
CEEBEDHT S,

AndroidManifest.xml

<{?xm| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externalfile” >

{I— android. permission. WRITE_EXTERNAL_STORAGE Permission #fIREEJ 5 —>

{I— Android 4.4 (API Level 19 LIBETIE, SR L—PD7 T T—2 55 %

HAHEET BRI Permission MAEL =8, maxSdkVersion ZEET S —>

<{uses-permission android:name="android. permission. WRITE_EXTERNAL_STORAGE”
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name=".ExternalFileActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>
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I 4.7. Browsable Intent ZF|FHd 3%

TS59Hhib Web R—=U DY IIZREL TR TERSIZTITVEESLZENTES, Browsable Intent ELV5HE
BETH B, 7FJIE. URI RF¥—L% Manifest Z7MILTHRETHET. D URI REX—LZEEHD)UIO~DIEE
(A—H—DAYTHE)ZRIGL. Yo% INSA—RELTRET AT EMNTTEEIZE D,

F1=. URI RX—LZFATHILETITVTDORIET ST TVEEET 5AEIE. Android D#A#%5T i0S fhd
TR TA—LTERIELTEY . Web 7T EDNERT T EIELGEIT—RIICEDLNA TS, BIZIX. Twitter 7
71)%5 Facebook 77 TIEFRD &57% URI RF—LMNERINTHY. Android THi0S THI TV Y LXIET
57T HEETHELIITHESTINS,

= 4.7-1
URI RF— L g 577
fb:// Facebook
twitter:// Twitter

COEIITEEOCFEREZEZA-EFLTEEETHIN., EEHIE=ZFBICERAINIBRELBATHS, EED
HBWeb HAERAELTILID URLIZRELR/NTGA—EZLALTETTT)DHEEEZERL-Y. BL URI XF
—LIZRIELI=IL9TTEA A= )LESE T URL IZEENZIFEHREERYLIYT ALGENEZONS,
CDESLBEMEITHIET =012, FIATBEIZIEWNONDRA VMR EDIFH T IELESIELY,

4.7.1. 47 )La—F
LATFIZ. Browsable Intent ZFIRAL=77) DY 7 )La—KEFRT,
RAU:

1. (Web R—J)xtiEd % URI RF—TEE ST U I DNFGA—RITEU T4 TEIEHRES HIEL
2. URLDNSGA—RZEFATHRIEN T EMEHEET S

Starter.html
<html>
<body>
Ad— kR4 b1k RLIZCEVOT 4 THIFERESOLT L —
AJ—=WRLNSGA—=RELTEIXFIIE, UTF-8 T, MO UWRIT>a—FLTHELZE —
<a href="secure://jssec?user=user_id”"> Login </a>
</body>
</html>

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. browsableintent” >

<application
android:icon="@drawable/ic_launcher”
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android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name=".BrowsablelntentActivity”
android: label="@string/title_activity_browsable_intent”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>

<intent-filter>
<action android:name="android. intent. action. VIEW" />
// BEERHI intent 2 (1H{FI+5
<category android:name="android. intent. category. DEFAULT" />
// Browsable intent #=(+{F(+5
{category android:name="android. intent. category. BRONSABLE” />
// URI 'secure://jssec’ #ZIT{+1+5
{data android:scheme="secure” android:host="jssec”/>
<{/intent-filter>
{/activity>
<{/application>

</manifest>

BrowsablelntentActivity.java
package org. jssec. android. browsableintent;

import android. app. Activity;
import android. content. Intent;
import android. net.Uri;

import android. os.Bundle;
import android.widget. TextView;

public class BrowsablelntentActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_browsable_intent) ;

Intent intent = getlntent();

Uri uri = intent. getData();

if (uri !'=null) {
// BRLIAS A=A TEINIzA—YF—ID ZWMET S
// *kRA 2 k2% URL DRSS A—42 AT SHENMEOREEEZHERT S
/] U TIVZDEBE, 3.2 AWhT—2DRLMEHET 5] 258,
String userID = “User ID = ” + wuri.getQueryParameter (“user”);
TextView tv = (TextView)findViewById(R. id. text_userid);
tv. setText (userID) ;
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4.7.2. W—ILTvY

Browsable Intent ZF|A T HEEICITUTDIL—ILEFDHIE,

1. (Web R=UEDNHIET BV I DINSGA—=RI I T1TRERESOHE
2. URL D/IRSA—BZEFRATDANMENTEMEZEHERET S

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.7.2.1. (Web R—=J) @G BV I DINTGA—RIZE U T4 TEIEREEHL (WH7H)

TS50 LT 0%2yT LR, data(Intent#getData IZTHS)(Z URL DIEA ATz Intent BAFETIh, X
T LIZEYEEYET S Intent Filter 227 TUNEEIT S,

O, L URI RF—LEZF{FF5LS Intent Filter NEREIN =7 TUNERGFET S5AL. EEDEEK
B Intent [CLBHEEIERIRIZTTVBIRODFA (7RI HRRIN, —F—DBRLI-7ZTUHNERT HTLITHS,
Rz, 77 ERE@EOERKRELTIILVITHFELTW B EIE. —F—DROTIILVITEEHIET
LESBIRELHY . INSA—IMNTIL D TITED LIS,

CDEIITWeb R—=U DY) URL [ZEHT=NFA—RIE TR TIILIITITELFREEAH LD T, — D Web
R=2D)DEEDEELRRIZ, URL DNSA—RIEHEE O TAIREREEHDHZEFEB TR TN IERSA
LY,

URL (C—H—ID &/XXT— RN A > TUL\BHI

insecure://sample/login?user 1D=123458&password=abcdef

Ff=. URL D/ISGA—=ERA—H—ID HBEE I TAITTHWMERDADIHETH, 7TVEHBD/ART—FA D
Z7TVRITSEZE5BEHTIE, A—F—HRENTITTIL I 7 EEHLTLEL., RO 7ITHLT/IARD
—FEADLTLESBEELH D, TDT=H. —EDOT 1 NEBBIKET T VEITELSET LG HRERET TR
=T#H5. Browsable Intent IZ&2 7 FViEE L HETHEERM Intent IZKBT7TVEETHY . ERILE=7TIUMN
EHINSRIAINLRNCEEEEBEICEWN T I - —ERREZ LN TEILELNH D,

4.7.2.2. URL D/SA—3ZFIRTDRIMEDOREEEHZET D (WH78)
URIRF—TIZE&DLERYV I TTIRFEEICRS T H TUERRIEELD T, 7TVIZESN = URL D/ T A—4
AIERD Web R—UnoEoN T EFRLELY, Tz, IEEN Tz URL D/RAFA—ENIEHRD Web R—T ik

BN TELNEINERANDHFELEL,

FD=%H. Btz URL DRSA=FZFAT DRI, NSA—ZIZBELBIMEAA>TLVELAGE  EDRE
MEERTIDLENDD.
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I 4.8. LogCat (A HH¥ 3

Android [ LogCat &M (EN ST AT LAV EELAHY . SR T LOAJEHRIZITTHET T DO E#HRY LogCat
[CHAEh B, LogCat DO ERIZFECIHARNDMD T T MSHERAMYTATRE0TH D=0, T T4 IHIER
# LogCat IZAJ HALTLES7IVICIXERBRDOME ENHD LN D, LogCat [ZIFE O T4TEHRED
THATRETEALY,

XA TABRATEIV)—RR7ZTITRE—IATHALGOIENEFELL, LALKRARGEBICKY)—RIRT
TV THATH AT BT —ADH S, CSTREIVY—RIRZIIVIZENTERTH AL DD, oo T4TGERIFOY
HALGWHEEBN T S, £1214.8.3.1 Y)—RRFZTVICETH0THAD 2 DDEZFI1LSRTHILE,

4.8.1. Yo7 )La—FkK

ZZTIl& ProGuard ZFIFALTY)—RR7T)T®H LogCat ~DOY HAZEHHITB5:E5EBNI 5, ProGuard
[EFERASNTLVENWAYYRE RENICARELZO—FEZEHEIRT SREELY—ILD—DTHS,

Android @ android.util.Log 25 XIZIE 5 FEFEDOS H A AYYE Log.e(). Log.w(). Log.i(). Log.d(). Log.v()
BHd, AV ERIE. V)—RARF7TITHHTIEEZERLEZOVER (LT EROJERETEN) & J)—XAR
TTIVTHALTIEESHEWN(FzEAET /AT RAD) AT ER (UT. ARV BERETEN) ZX AT EIRETHS.
ERAQYHAIDO=HIZIE Log.e()/w()/i0ZERAL. MEOITHADHIZIE Log.d)/VOEFERTHELL, 5 EEE
DOOTHEAAYYEDEND FTOFEMIZDONTIEN4.8.3.2 AT LALEATHAAYYRDRIREHE 2B BT 5
&, F1=.14.8.3.3 DEBUG B4 & VERBOSE B4 (X B EMICHIBREIN D DT TIXEWLIBLSET H2 L,

RR—TLURET, Log.d()/vOTH AT SEEQJ EREFRFER7 )T E AL V)—RR7F)TIXRST H
ALEWS YT INaA—RZBN TS, ZOH 2T IILa—KR Tl Log.d)/VOFEULHLI—FEEEEIRT 51=6IZ.
ProGuard #{#RHLTL\5,

10 LogCat [ h&h =A% 1E#R (L. READ_LOGS Permission #FIAEE L7 ) THNIEHA MY EAEETH 5.
f=12L Android 4.1 LIBETIE LogCat [CHASNh Izt 7T DOJ ERIEFEAIRY A Loz, £fz. AX—LD
Ar1—H—ThhiL, ADB #BRHT LogCat DAV IEHRESETHLLTRTH S,
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RAUb:

1. ®UIT47%1E#IE Log.e()/w()/i(). System.out/err THALAL

2. wUIT4IEREO T E AT EBHEE Log.d)/VOTH AT S

3. Log.d)/VODHFUHLTIXFRYIEZEALGELD A BLLE)

4. J)—REJLFTIE Log.d)/VODFUH LA BBEIBRSN S EHEAZEAT D
5. YY—RIRF7F)D APK 774 )LIEV)—RE LR TR T S

ProGuardActivity.java
package org. jssec. android. log. proguard;

import android. app. Activity;
import android. os.Bundle;
import android.util.Log;

public class ProGuardActivity extends Activity {
final static String LOG_TAG = “ProGuardActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_proguard) ;

/] hRA b1k €T 4 THERIE Log.e O/w() /i O, System. out/err THA LAY
Log. e(LOG_TAG, "> T« T TIEAELVIER (ERROR) ) ;
Log. w(LOG_TAG, "t > T« T TILAELVIEER WARN) 7) ;
Log. i (LOG_TAG, "t > T« T TILAELVESR (INFO) ) ;

/] *RRA 2k £ T4 TREREDITHEANT 55EF Log. dO/VOTHAT S
[/ *RA 2k 3k Log.dO/vODEUH L TIIRYEZEFER LG (FKAPLER)
Log. d(LOG_TAG, "t 27 « J73HF%R (DEBUG) ) ;

Log. v(LOG_TAG, "+ > o7 « J7:1%#R (VERBOSE) ) ;

proguard-project.txt
t 95RE. AVY FREDEEEHC
—-dontobfuscate

#ARAU Rdhk JY—REJLFTIELog. dO /v DEUH LABEHIBREIN S EHEAEEAT D
-assumenosideeffects class android.util.Log {

public static int d(...);

public static int v(...);
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K RAUE Sk YY—RR7Z T D APK F74)LIEY)—RE LR TIERL T %

C:¥jssec¥Projects¥logCatlCO04/ 719 B%Log ProGuard] - [app] - ...¥app¥src¥m | } 3
(4 ! . g it [z ¥ Generate Signed APK @
Mavigate Code Analyze Refactor QNN Run Tools VCS Window Help
> XDl Qad &« i Make Project Ctrl+F9 i Mote: Proguard settings are specified using the Project Structure Dialog
) ) Make Module "app’ Ctrl+Shift+F9
1 Fzapp ) [ src : [ main ; [ jav. = : APK Destination Folder: |3at¢:l:|‘§f'd_‘.j']§'%’>¥mg ProGuard¥app |
. Rebuild Project
hd D = | % }
Clean Project ; Build Type: Irelease ﬂ
fests
Deploy Module to App Engine... ‘ Elavors:
rrg.jssec.android.log. proguard import ...

© % ProGuardActivity re
@ public class ProGuardictivity ex

scripts final static String LOG_TAG
Blverrids
al public void onCreate(Bundle =

super.onCreate(savedInatar -
setContentYiew(R. lavout. ac Previous | Cancel | | HElp ‘

Y WA T BT

4.8-1 ))—RR7FV&ERET HAiE(Export T5)
FFERT ) (T3 TEILR) EV)—RIRT T (J)—RE LK) D LogCat H AD:EWVER 4.8-2 IT5RT

FFEMRT7TY (/\yTEILR) DU—XR7ZTY (UU—-XEILR)

&8 LogCat i3 @) Declaration [El Console & LogCat 2 @ Declaration [El Console

Search for messages. Accepts Java regexes. Prefix with pid |

Level Tag Text Level Tag Text

E ProGuardictivity LT TR ESR (ERROR) E ProGuardictivity FL-U T TIA VIESR (ERROR)
EroGuardictivity T TIh0vEER (WARN W ProGuardictivity o000 vIEER (WARH

I ProGuardRetivity 2T FT0IHLEER (INFD) I ProGuardicetivity 2S00 VIEER (INFO)

D ProGuardictivity T 70EER (DEBUG)

v EroGuardictivity a0 7REER (VERBOSE)

:T_
4.8-2 Log *YyFQRAFRT T &) —RM7 1) D LogCat H /1D:ELY
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4.8.2. L—ILTvY

LogCat [CAY % HhT BRI LTDIL—ILEFDHI L,

1. EROJERICE L TAIRERES ORI (Wh78)
2. FROJEHREH NI S3—FE))—RELRBICHEHEIRT 2EEAZEATS (M%)
3. Throwable #7 xHbERT H AT HEE(E Log.d()/VOAYYREES (#2)
4. RS HEAIZIF android.util.Log VS5 AD AV YEDHERT S (HE2R)
4.8.2.1. BRAAJERIZE D TAITHRBEREZHHEL (Wh7R)

LogCat [CHALF-AT EDT7TUMNLHL CEMTESD T, V—RR7ZTVAL—F—DAT A ANERGED
T TATREREO T HNT HENHoTRELKEN, REPICE I TAIREREDTH NS Ha—FEE
MEWESIZT B, HAWE, J)—RFNZED LA —RFEETHIRT 5 ENRETH D,

CDIL—IZIEFTA=OIZIE. BRAOTERIZEV O TAIRBEREZSOHLNE, S5, VO T4THIERE
HATH0—FE))—REILREFICHIBRT A2 EAEZEATHLEE<HRET S, 14.8.2.2 FAEOJIEREH S
9 5a—F&))—REJLREIZESHIRT AEHEAEEAT S (HE) 12SEBTBL,

4.8.2.2. FROVBERELENTH3—FE))—RELFKICEBHIRT SHEHEAEZEAT S €i:39)

TAURREPE EREOD VI QNEBREOPEGERFER. T0J S LRBOREER. BETOMILOBE
ET—SBELE. REBERBEOHEROT NI ATEY T4 GEREQTHASERNIENH D, 7TV FH
FCE o T40GEHRET N\ I 0T ELTH AT 2D FEOENA, COGE(F. 14.8.2.1 EROJERICEY
TATREREE DI (BZH) I THRAF= &SI Y —RANB T EZ LT HAT HAa—FEHIBRT 5
&

) —REJLFBFICBAFA T EHmE L T 50— REHERICHIBRT 57012 Ao DY—ILERALTI—FHEIBRZE
BT HHEAZEATRETHD. TD=HDY—ILIZ 4.8.1 THAN LIz ProGuard n’H 5., LT TIL.
ProGuard ##E->1=a—FEIBROEHAZEATIEDFELEZHRATSH, ZCTIE. [4.8.3.2 OJLR)LEQT H
AAY YR OFIRELE |([TEHL AEOJEHRE Log.d)/vVODLWTAMDHTEHALTWSTTYIZK L TEEA
ZERATHILERELTLS,

ProGuard [EERAEIATWHWAY YR E EEWMICAELRI—FZBHHEH KT 5, Log.d)/v) %
-assumenosideeffects 772 a>DFIHMIZI/ET S &IZEKY. Log.d(). Log.vODFFUHLAREMIZAELD
—kéHEEIN ., BBIHEIBREND,

Log.d()/v()Z-assumenosideeffects E1EEITDZET. BHFHIBFROMRICT D

-assumenosideeffects class android.util.Log {
public static int d(...);
public static int v(...);
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ZOEHEIBROLAAEFAT 35S, Log.v(), Log.d)DRYEZEALTLESE Log.v()/d)Da—RAEIEE
SNBWAISEESDETHD, £oT. Log.v(), Log.d)DRVIEZEEAL TIXHESHL, fzExI1E, ROEEI—
RIZHBULTIE. Log.vOLEIBRS AL,

HIBRIETE U7E Log.vODHIBR S N/RV\EER I — R
int i = android.util.Log.v(“tag”, "message”);
System. out. printIn(String. format (“Log. vO A% R L1=.", 1)); // EED=HLog vODRYIEZFHEH,

F1=. £i8 ProGuard REI1Z&Y. Log.d) R U Log.vON B EEIRRESN B EZRRELI-Y—Ra—KAHo1=EF
5, LLFDY—ARO—FK% ProGuard REMNSATLWEWNMEO IO TEFIALTLES L., Log.dO R
Log.vOD BIBRENARWL =, B2 o T RBEHRARBLTLESRREAH D, V—AI—FEBF R T DI
ProGuard R EZEO-TOCIINBREDRBRAMERFR TSI,

4.8.2.3. Throwable #7>x /b0 AT H5EEE Log.d()/vOA Y YRZERES (%)

M4.8.1 Yo T INa—F1E&UN4.8.3.2 AT LANNLEOTHAAVYROBIREEE |[TRLFZEY . Log.e()/w()/i()
TRREVITAIHEREO T HALTFIESLEN, —AT. BREENTOTSLOEREZFMICOTE AT 516
(2. BISrFEERFIZ Log.e(-++, Throwable tr)/w(:--, Throwable tr)/i(---, Throwable tr) TRAYIrL—R%
LogCat ITATHALTWST—RANHBNE, LWLENS, REVIR—RIETOT S LD RNEEEEFFMICH
ALTLESIDT. 7V —23VIc&oTHEEVITATRBEBBRAEENTLESIBELH D Bl AL,
SQLiteException ZZFNFEFHALTLESIE. EDKS% SQL AT— AV EITEIN =MD BESMNZEED T,
SQL 122z av HBOFIMNESZATLEICELH S, &Ko T, Throwable #7720z /bE0S H AT HEIC
[£. Log.d()/Log.vOAYYEDHEFRTH_EEHET D,

4.8.2.4. O HAIZIF android.util.Log Y5 AD AV YREDHERT S (HE2R)

FREGIZ7TIABERYIZEEL TSI EEHERET B1=0HIC, System.out/err TAYEHNTEHENH S5
5, ¥B5A System.out/err M print()/printin) AR TH LogCat IZA5 E#H AT A EILATRERE A, LLTDE
mMLO4 HAIZIE android.util.Log 25 AD AV YR DA EF AT S EE8<HET D,

OJEHATHEEE, —RICITFEBROBRIECIGCTEHAAVYREEWND T, BAZHIET 5, ;A X, FRIGE
I5—. B BERT7T)EREMNGEDRSIEDOND, CORS % System.out/err [ISEATHFBED—DIC
(X, T5—&E4(E System.err. ZN LS System.out THATEHENH B, LML, COBE. U —RBFIC
LHNTIVEDHS LTI THWMERCERD T BR) &LV I TAITRIERNEEN TS AREE D H D 1E
HEAROTER)DSRCAVYRIZE S THAINTLES, &2 T VI T4IRIEHREL T 50— RZHIBRT SR
2. HIRRNDOARET BTN H S,

F7-. OJ & AlZandroid.util.Log & System.out/err #5354 (X, android.util.Log D#HZFFESHZE ELLRT,
AT HAI—RZHIBRT ARICEETHENEZ 510, HIRRNGEEDIRANELEEETNAH D,
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LRO&SHEIANELSHBEIRZFBST =012, android.util.Log 75RDAVYFDHERAT HLEHET 5,
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4.8.3. 7RIV AE

4.8.3.1. VY—RR7ZIVIZB+305HID 2 DDEZA

J1J)—Z AR Android 77)IZBITH05 B ADEZAIZIEKELD T T, —YIAF B AT RETIELRWNELNSEZ A
L. EDOBHDOEOHITHELRBEREOITH AT ARELNSIZZAD 2 28HS, txX 1) T+BETIEV)—RRT7 7
YTEF—EaT B ALBENIENEFLL, LOALKRALBERIZEYI)—RR7FTI)TEOTH AT ES—IBH 5,
CCTIEMBOZENENDEZFICONTHRS,

1 DRI V)=RBR7ZFVICEVWTETEATEILICEHEVMIEN G Lo T T RIERERRLTL
FIVRINHBID T, [—YIATH AT RETRLELIENDIBR A THD. COEZAIE, Z<D Web 7TVJiEH
RELGELEL, Android 77V ERRETRV)—REOT7T)OOTERERAEENNET HFENARSN
TWENIEIZEDEDTHS, cDEAAIEDIE AFEHRICEALEZAT HAa—FERRIRDOY—Xa—FHA5
HIBRL TV —RIR7Z TV EER T HELVERMN G EN D,

2 DBIF. AREIT—HYR—NETTIT) DT EERMETOIRBFERLLT. [ROBHTO-OICRERFEREZQY
HATREIEVIZBZATHS, COEZAITEICE N —RIRT T TRV O T4IHERER>TAT H S
LTLEDLLZWESHDOFEENDELLS=H . YT ILa—REo a0 TRNANLIE=ESBANAMIREHRT 518
AN ELLS, 158, Tied Google M Code Style Guideline £ 2 DEHMDZEZ AIZEDLTLNVS,

Code Style Guidelines for Contributors / Log Sparingly
http://source.android.com/source/code-style.html#log-sparingly

4.8.3.2. OFLRN)LEOTHAAYYREDRRNEAE

Android ® android.util.Log #5X[ZI& ERROR, WARN, INFO, DEBUG,VERBOSE @ 5 EEfED DY L NJLHE
ESNTWS, HALEZWOSEHROOSLALIZELT, @)% android.util.Log 752005 H A AV YR EEIR
FTEILENHD, BIREELFR 4.8-1 [TFEdHT-,

& 4.8-1 OFLRLEOTHAAYYRDBIRE %

AgLRIL | AYYE HAT507B808RE FFI))—REBEDFER

ERROR Log.e () | FFUAB@GMIKIRICHE-=LEICH | ERRDOAV BRI —F—ELSEBTS
HT5051EH, CENEESNSERTHL=0. BF

WARN Log.w () | ZTUAEZL T HEHIKRICEEL: | R7TVEVI—RR7T)OEATA
LEICH AT ZATER, THASNEREFERTHD. TDT1=

INFO Log.i() | LRBUANT. FFUDZEBETRERKED | HTOATLANLTEEY O TATEE
ELOEREMSESAMTH AT R0 | BREATHALTIEELAL,
J1ER,

DEBUG Log.d() | 7FUREBKIEED NI DEEEHED | £R2OOJERET7TITIREEERD
F=HIc—BMICOS HALEWTOY S | B8R THAE=H. JI—RET7 T TIE
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LN DK BEIEER, 05 HAShTIIALHMERTH D,
VERBOSE | Log.v() | MEMWFhIZHZELAWLOSIER, | AERT7TITITREL O T1T61EHRE
TOUBSRENSESEHAMTH AT | HALTEEDLZLD, VY —RIRT T
BZOTEEMNZLTE, Y—N—LDE | TSt LTI htEREDS
ET—4EAVTHALEWNMEERE, | HALTIEAGEL,

KYUBFHMLGOTEADOIERIZDOVWTIE TR URLESIETHIL,

Code Style Guidelines for Contributors / Log Sparingly

http://source.android.com/source/code-style.html#log-sparingly

4.8.3.3. DEBUG B4 & VERBOSE 04 (X HEIMIIZHIBRESN D4+ TIEALY

Developer Reference O android.util.Log 75 XDEERNZIEZRDLSHEE L H S,

The order in terms of verbosity, from least to most is ERROR, WARN, INFO, DEBUG, VERBOSE. Verbose

should never be compiled into an application except during development. Debug logs are compiled

in but stripped at runtime. Error, warning and info logs are always kept.
FFEEDODIZIE. COXEND Log VT7ADEMEERD KSR IRELTLDALLD,

® Log.VOFFUHLIFU)—XEJLREFIZIET /1 )LEnT | VERBOSE OF A A3 BT EAi<7Ed
® Log.dOMFUHLIZaV/SAILENB A, EITHIZIEX DEBUG BT A b EIEAL

LALERIZIE Log 53R IECOESIZIEEERT . T/AVTEIR V)—REILRZRBHbT2ThOsEHALT

LES, JFRATHDEDLMNDD, COEX(E Log VFRADEEIZDNTE>TLADTIF AL AT EREFT5H

BHNZEWSTEZEFRAL TV ST TH D,

COEEDY T ILO—FTIE, ProGuard ZE>TLEREEXDLILGEEEERTHAEEBNMLTLD,

4.8.3.4. BuildConfig.DEBUG [& ADT 21 LAFTHES

Eclipse B8 ADT 754 4> Tl&. XD &£5% BuildConfig.java 77/ LB B E S5, ADT 551 (2&>T
T 520 DEBUG FE#k (BuildConfig.DEBUG) A%, UIJ—REJLETIL false. T/3YJEIJLETIL true IZCEHEHRES

nad,

BuildConfig.java
/%% Automatically generated file. DO NOT MODIFY */

11 http://developer.android.com/intl/ja/reference/android/util/Log.html
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package com. example. buildconfig;

public final class BuildConfig {
public final static boolean DEBUG = true;

}

TRD&ESI= BuildConfig.DEBUG 2Rl 5&. UU—RAE LKBSIZOY i AZMHT LA TES,

| if (BuildConfig. DEBUG) android.util.Log.d(TAG, “O4 H fEHR") ;

BEEMS ADT 20 LLEITIEAT AHY . JI)—RE LK TE DEBUG A true 21518 E& M Ho1=, ADT 21 LL
[ TIINTHEESNTLNSD T, BuildConfig.DEBUG #5115 A1d ADT 21 LIEEFSHEMNH S,

4.8.3.5. OJIEROMAHILTLEZHIIRY S
TEY—R3—F#% ProGuard TYJ)—REJLRLT Log.d)ZHIBRLI=HEE. Log.d)OFFUHLALE (FEI—F®D

2 ITE) FEIBRENDLDD ., ZDHIR T O TAIREREEAIL THLE (FERI—FD 1 78) (FBIBREh A
WIEITEENRETH S,

String debug_info = String. format ("%s:%s”, "L T 4 THIEHR 1", "o T2 THEHR2) ;
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info);

LY —Ra—K%J)—REILRLI=APK D7 IIVEE T2V TILTBHERD K525, FEMIZ Log.d)DFEUHL
MIBFFEELBLD, "o ToIHIER 1"EVWVS =X FIIEHEE L String#format() AV y K OEEUH LALEE A
HIBRENT BTN EN TN D,

const-string v1, “%s:%s”

const/4 v2, 0x2

new-array v2, v2, [Ljava/lang/Object;
const/4 v3, 0x0
const-string v4, "t F 4 TiEHR 17
aput-object v4, v2, v3

const/4 v3, Ox1
const-string v4, "t F 4 TilEHR 27
aput-object v4, v2, v3

invoke-static {v1, v2}, Ljava/lang/String;->format(Ljava/lang/String;[Ljava/lang/0bject;)Ljava/lang/String;
move-result-object v0

ERRIZIE APK D70 EHT7EUTILLT, LSO LSO B HIEREHAITTCOWSIEMERRITIDIEES
B ETIEHEL,, LALERBICEBREDEMERER->TLAT7IIICEWTIE, SO LSLMIEMN APK 770 ILIZE
S2TLFESTIELESHENERLHYBS,
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HLLED &S50 H HEROMA L TREBLEBRLTLEW WSS IZE RO KSIZEEB T HELN2, Y1) —
AERBEIZIEIV IS OREIELREBIZE>T, TRV VT ILa—FOREBIEA I LHIBREIN D, 1212LT4.8.3.4
BuildConfig.DEBUG [& ADT 21 LI TES IOFENBETH D,

if (BuildConfig.DEBUG) {
String debug_info = String. format ("%s:%s”, "L TFT 4 JHIEHR 1", "o T2 THER2Y)
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info);

BE. FTiEY—RI—FIZProGuard ZERAL-EE®. RHRICOJEHROME AL TUE ("result:" + value DES)
NE-TLES,

| Log. d(TAG, “result:” + value); ‘

COBAELTERDLIITHAT NITELLY,

| if (BuildConfig.DEBUG) Log.d(TAG, “result:” + value);

4.8.3.6. Intent DAEH LogCat ICTHAEND

Activity ZFIFHT BRI ActivityManager A% Intent ®DAZR% LogCat ICH AT 5= FENDLETHS,
[4.1.3.5 Activity FIRREOOS HAIZTDOWTIESEBTHIL,

4.8.3.7. System.out/err IZHA&h 504 DN

System.out/err MH H1%(F LogCat THB, System.out/err [CHASNZD(F. BARENT /AT DI=HIZH
ALE=ATIZB5HWL, fIZIE. RDBE . A2y IL—XRIE System.err ICH SN,

® Exception#printStackTrace()&{FE-1-154&
® [EEAMIIC System.err ICHASHhBEHE
HINET7T)TE Yy FLTOWERWNEES . AT LD Exception#printStackTrace()IZET =8, )

ARy —RIZIFTTIEE OEBRNEENST=O. IS EIFRAFEENELIN )T TRETHS,

RIZRIXTEREL T, System.out/err D H%% LogCat LISMZEE T BH:ENH D, LLTFIZ. YJ—RE LR
System.out/err OHEAXEERBL. ECITHOTHALBVKSICTEIREFMERE TS, fz12L. CORIEIE
System.out/err DHEHEETT)DETHIC—EMNICEZTBRZIEZDT, TTVOVRT LOEREBEICENSEL
NESHERDIRHTIDELHD, £=. COXRMKEITTIEBEOTORRIZIEEHTHLMN. VAT LTAL

12 gk DY T )La—F%E, &40 BuildConfig.DEBUG AL V= if XTHE o1z, Log.dOMEUHLATD if XIEFETH
S0, BB DY T a—Rexdlb S #5716, ZDFFELI-,
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ANETHISI—AJZIGHT HIEFETEGN, TRTOIS—FMHITES LT TR AN EITTET S L,

OutputRedirectApplication.java
package org. jssec. android. log. outputredirection;

import java. io. IOException;
import java. io. OutputStream;
import java. io.PrintStream;

import android. app. Application;
public class OutputRedirectApplication extends Application {

// ETIZHHALALPrintStream
private final PrintStream emptyStream = new PrintStream(new OutputStream() {
public void write(int oneByte) throws IOException {
// do nothing
}
DR

@0verride
public void onCreate() {
// V) —ZXEJL KB System. out/err ZEZIZHH A LA L PrintStream [T XA LY T3

// System.out/err DERFENDR 1) —LZEEET S
PrintStream savedOut = System. out;
PrintStream savedErr = System.err;

// —H. System.out/err Z&E ZIZHEH A LEL PrintStream (2 B4 LY +T 5
System. setOut (emptyStream) ;
System. setErr (emptyStream) ;

/] TINYTEOHREDRA M) —LIZET () 1)—XEJL KTIETE 1175 ProGuard ICK Y EIBREHN B)
resetStreams (savedOut, savedErr);

}

// ) )—REIE ProGuard ICK Y TEEAY Y FRNEDZ T LEIBREIND

private void resetStreams (PrintStream savedOut, PrintStream savedErr) {
System. setOut (savedOut) ;
System. setErr (savedErr) ;

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. log. outputredirection” >

<application

android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:name=". OutputRedirectApplication”
android:al lowBackup="false” >
activity

android:name=". LogActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

<intent-filter>

<action android:name="android. intent. action. MAIN" />
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{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

proguard-project.txt
#OSRB. AVY FREDQEERERC

—-dontobfuscate

# )Y —REI FEICLog. d0 /v OFFEUH L& BEIRICHIBRT %
—assumenosideeffects class android. util.Log {

public static int d(...);

public static int v(...);
]

# 1)) —REJL FEFIZ resetStreams () & BEIRIIZHIRT 5
—assumenos ideeffects class org. jssec. android. log. outputredirection. OutputRedirectApplication {
private void resetStreams(...);

}

BFERT ) (T3 TEILR) EV)—RIRT T (J)—RE LK) D LogCat HH AD:EWVER 4.8-3 IT5RT

FMFEMRI7TY (/\wJEILR) UU—=ZpR7TY (UU—-XEJLR)

& LogCat i3 @ Declaration & Console &0 LogCat i3 @ Declaration & Console

Search for messages. Accepts Java regexes. Prefix with pig Search for messages. Accepts Java regexes. Prefix with
Level Tag Text Level Tag Text

I Loghctivity Leg.i()moddEholclBe I Loghctivity Log.i{)Toidc1o8s
:I System.out EEYN-OSED 1: I Loghctivity Log.i{)ToidczoEs
1
ety R g L= 2

I Loghctivity Log.i() oS4 Ao

4.8-3 System.out/err DEAFRT T EV)—RIRT F1) D LogCat H 1 DELY
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4.9. WebView &5

Web A4 HTML 7/ L4 BIE T S8Ee2RET 5 5EEL T, WebView Z2FHT 5N TES, WebView
[EHTML #L 2510595, JavaScript #1795 E . COBMD-HIZH AL EEEIRIET 5,

4.9.1. Yo7 )La—k

WebView ZEATHEICEYBHIC Web H b HTML 71 LEIEHAELZ R T LN TEDN, TUERT
2TV DFFEIZE>T WebView A2 5 R 7 0BG EFERA RG> T D,

BICKEDITRITNILNFELDIL JavaScript DERATH D, WebView DT 74 JLMERTE TI& JavaScript DHEEE
MNER > TS A, WebSettings#setJavaScriptEnabled) AV Y RICKYEIZT B ENTRETH D,
JavaScript #ERTAZETIUASITATRAVTUYDRTDAREIZHEDD, BEDOHIFE=ZFIZKVIHERDE
HEMFEIND. HONIIRREIRIESNDEVSHEENRET DA REMELH D,

WebView ZBWTaAVTIVIZTIERTET7TIERFKE T HEIE. ROBREBIZHSZE13,
(1) BEABELTWSIVTUVIZOATHIERTBHIHFEIZRY JavaScript ZE3ILTKLY
(2) LU DB AIZIZ, JavaScript #B#NL TIFAESAL

FRLTWST TN TIERT a0 TUoYDRHRERFEA. B 4.9-1 [TRWOH VT ILa—RERIRT 52 EA W

EZTHDS,
( [FC& )
FIUBTHERT S
QLT UVIEEHEEOOL T LY S
IZPRESNZH?
Ves FIIBTOERT S No
ALFUVIEF IR TY
IZBRESNZH?
v
assetsEf=[FresTALUMJIZEEELT- A B3—3yb LD ot TE 1o = —
T IDBERRTS B EEILTFUVERRTS HEERUNOILTLIERRT S

E 4.9-1 WebView 4> 7 )La—FZ&&8IRTS5708—Fv—*k

BEZIZEZAIETREMERIITEDALTUYTHNIE JavaScript ZESIZLTEL, BHEEOIVTUYTHNIE
BHOBENTEEMEHERTELLEELINS, CIXEBTEARESHDIAVTUVRIREREAID ? st
BIDEBEERICEYRES, EETEIRESHDIAVTUVERE THAHEEBELT JavaScript ZEMIZLTHEKL
N E—DEEIIEREFELHESIE=H. EDRAEFEDHIHABLELLS,
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4.9.1.1. assets F£f=lL res T4LIURJIZERELF-OVTUoYDHERTT D

HARRNDO—hHILALTY%E WebView TRRT D7 IVICBELTIE. 7FUD APK IZEFEND assets HALME
res TALYMIROALTUVIZT IR BHAEITRY JavaScript #HFITLTHEL,

LLTFIZ WebView Z{EHL T assets TAL2KJARIZHS HTML I7(IILERTT S YT ILa—FERT,
RAVb

1. assets &res TALIMNJLUSNDIBRIICEEL=77MILA~ADT I EREZEIEIZT S
2. JavaScript #E®hIZLTELLY

WebViewAssetsActivity.java
package org. jssec. webview. assets;

import android. app. Activity;
import android. os. Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/%%
* assets DAV TUVERTT B
*/

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

WebView webView = (WebView) findViewById(R. id. webView) ;
WebSettings webSettings = webView. getSettings() ;

// *IRA 1%k assets L res T4 LY FYLUSNDBRRICEELETZ7AILADT IR EEILIZT D
webSettings. setAl lowFileAccess (false) ;

// kA 2k 2% JavaScript #FRICLTLL
webSettings. setdavaScriptEnabled (true) ;

// assets RICEREL=-a>TUVYERTT S
webView. loadUr | (“file:///android_asset/sample/index. html”) ;
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4.9.1.2. AV3—yrLOBHEEIAVTUOVERTIT S

BHOEET IV —ERALDIVTUOVERTTHEE. U —ERA. 7TIVRIORA CEUGX KEEL, BREN
FERTEALLIE, JavaScript ZE#NZLTHELY,

o H—ERBIDOXE
4.9-2 ITRLEESIC. U—ERBICAET 2 TUOVIEBHOEELTWVENW I TUYESRLTIER
SR AT, Y—ERICEYEEF L) TFARA R ESN TSI EEMLETHS. TOEAF, Y—ERE
BRI 50T YNDREI—RDIEBEOHIAAPRIAZHIETHZEIZH D, 14.9.2.1 JavaScript ZEFIC
THDFALTUOVEBHMNEELTWSIGEICRET S (WA 1ZSRTHIE,

o TITJRIDXE
RIZZTVRITOXEREZBRARD, TTVRITIE., BERENBHEEY —ERXTHIZLEHRTIENVRET
Hb. TDT=HIC BIETALILIE HTTPS ZEAL. SEAENEETETHIHEEDAERT HLSITKET 5,

LUTFTIE, 7TVRITOREDH EL T, WebView ZE>TEHHMEEIL TUYERRT S Activity DFIZETRY

BHEEY—-EX

J>FY

~
A2 F2YDOSIRER

7T UBHHAATEN
Ty

7T URGHHAATRIRBE
Ty

TITVICKBFRHAAH

1

1

@y I

AEFE]

Androidifzk

B EEY—EX

A2 —3Y hED
Y—EX - 32572

B 4.9-2 7B HRARATEVEHEEITY
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RAUb:

1. WebView @ SSLBIETS—Z@ELNNVR)UT T 5

2. WebView @ JavaScript #E %L TH &KLY

3. WebView T&R9 % URLZE HTTPS Z7OraLEEFIZBRET S
4. WebView T&R9 5 URLZEHEEILTUVEGFICRET S

WebViewTrustedContentsActivity.java
package org. jssec. webview. trustedcontents;

import android. app. Activity;

import android. app. AlertDialog;

import android. content.Dialoglnterface;
import android. net. http. SslCertificate;
import android. net. http. SslError;
import android. os. Bundle;

import android. webkit. SslErrorHandler;
import android. webkit. WebView;

import android. webkit. WebViewClient;

import java. text. SimpleDateFormat;
public class WebViewTrustedContentsActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
WebView webView = (WebView) findViewById(R. id.webView) ;

webView. setWebViewClient (new WebViewClient() {
@0verride
public void onReceivedSs|Error (WebView view,
Ssl|ErrorHandler handler, SslError error) {

/] dRA k15 WebViewd SSLBETS—F@EUNIND KUY TT B
// SSLIS—MEELE-BEICZIE, SSLIS—AREL-§Z21—YITEMNT S
AlertDialog dialog = createSs|ErrorDialog(error) ;
dialog. show() ;

/] *RA 2k 1k WebView D SSLBETS—ZBEINVFITTH
/] SSLIS—MEE LGS, AMHARUING EFAAZICFHELAHHH.
/] B UL EHPREREZRZITTVDARESEAHEIDT, T2D-HICHEKEFLET S,

handler. cancel () ;
b

// kA k2% WebView ® JavaScript #E®IZLTH KLY
// BLF®a— KT, loadlr| ) TEHEEI LT UVERALOIEEFBELTLS,
webView. getSettings (). setJavaScriptEnabled (true) ;

// KR4 > bk 3k WebView TERRI S URL # HTTPS O Fa /L HIZRRET
// kR4 2 k4% WebView TERRI B URL Z2BHEEa LT UVEFIZRET S
webView. loadUr | ("https://url. to. your. contents/”) ;

}

private AlertDialog createSs|ErrorDialog(SslError error) {
/] BATFTRTICRRTTSIIS—Avt—2
String errorMsg = createErrorMessage (error) ;
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/] BA47AT0KKRE B THOEE)
Dialoglnterface. OnClickListener onClickOk = new Dialoglnterface. OnClickListener () {
@0verride
public void onClick(DialogInterface dialog, int which) |
setResult (RESULT_OK) ;
}
}s
/] FATRATDERK
AlertDialog dialog = new AlertDialog. Builder (
WebViewTrustedContentsActivity. this).setTitle ("SSL #E#HTS5—")
. setMessage (errorMsg) . setPositiveButton ("0K”, onClickOk)
.create();
return dialog;

}

private String createErrorMessage (Ss|Error error) {
SslCertificate cert = error. getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy/MM/dd HH:mm:ss™) ;
StringBuilder result = new StringBuilder ()
cappend ("HA FDEF ) TABAENMEETEE A, BHEEHRTLELEZ, YWn TS5 —OREY") ;
switch (error. getPrimaryError ()) {
case SslError. SSL_EXPIRED:
result. append ("SEBAZDESEARMSINTET . ¥n¥n & TEEZI=")
. append (dateFormat. format (cert. getVal idNotAfterDate())) ;
return result. toString();
case SslError. SSL_IDMISMATCH:
result. append "7RR FEMN—BLEEA., ¥n¥nCN=")
.append (cert. getIssuedTo (). getCName () ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("REBAZE X E B TIEH Y FH A ¥n¥n BIREFZI=")
. append (dateFormat. format (cert. getVal idNotBeforeDate ())) ;
return result. toString();
case SslError. SSL_UNTRUSTED:
result. append ("SEBRE = 1T L R BHIEE T E EH A Yn¥n FREEH/¥N")
. append (cert. getIssuedBy (). getDName ()) ;
return result. toString();
default:
result. append "REERBEAD I S—AHFEELEL);
return result. toString();

274 All rights reserved © Japan Smartphone Security Association. WebView #{&5




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

4.9.1.3. BHEEMSNOILTUVERTI D

B TEELTLVEWI T YE WebView T - R RT HI5E (. JavaScript ZFRIZL T AR HEE
MNAEBLFOVTUVICERT AR HEINETH D,

LUTDOH2TI)La—KIE WebView ZFEALTEREBUNDILTUOVERTT DT ITITH D, COTTVIE. 7
RLRNA—IZAALEZURLDIET HTML 77 ILIZE DAL TV EHRAHAH BHEHIZKRTT 5. REDHEFEDT=H
[ZJavaScript #&Exh{ELTLVBIEA ., HTTPS TREIELTWTSSL IS—AFRELIG A IEERE DL T 5RELY
2TW5,SSL T5—(%4.9.1.2 /2 4—Fyr EOBREBEILTUVERTT DIERBRDAERIZEYNRYY
JL TS, HTTPS BIEICDWLVTDEMIL. 5.4 HTTPS TEIET 21548 BI 5L,

RAk
1. HTTPS BIEDNHEICILXSSLBEDIS—F@EI/NIRIVTT S
2. JavaScript ZE®IZLAL

WebViewUntrustActivity.java
package org. jssec. webview. untrust;

import android. app. Activity;

import android. app. AlertDialog;

import android. content.Dialoglnterface;
import android. graphics. Bitmap;

import android. net. http. SslCertificate;
import android. net. http. SslError;
import android. os. Bundle;

import android.view. View;

import android. webkit. Ss|ErrorHandler;
import android. webkit. WebView;

import android. webkit. WebViewClient;
import android. widget. Button;

import android.widget. EditText;

import java. text. SimpleDateFormat;

public class WebViewUntrustActivity extends Activity {

/%
* BHEELUANADOICTUVERTT S BRIV TELTHET I TLT0IS L)
*/

private EditText textUrl;
private Button buttonGo;
private WebView webView;

// 2@ Activity NBIZ URL UV IR b ENVRY VT TEDESICTHEOIZES
private class WebViewUnlimitedClient extends WebViewClient {

@0verride

public boolean shouldOverrideUr |Loading WebView webView, String url) {
webView. loadUr | (url);
textUr|. setText (url);
return true;

}
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// Web R— S DH A A FIRNIE

@0verride

public void onPageStarted WebView webview, String url, Bitmap favicon) {
buttonGo. setEnabled (false) ;
textUr|. setText (url) ;

}

// SSL BIETHIENHDIEIS—FA4T7OTERTL.

/] EfREFLET S

@0verride

public void onReceivedSs|Error (WebView webview,

SslErrorHandler handler, SslError error) {

// kA 2k 15 HTTPS BEEDHZEIZIESSLBEDIS—ZEIIZNAVRFY 5T 5B
AlertDialog errorDialog = createSs|ErrorDialog(error);
errorDialog. show() ;
handler. cancel () ;
textUr|. setText (webview. getUr 1 ());
buttonGo. setEnabled (true) ;

}

// Web R—T D load HX#EH > =5 RFEINTI=R—TD RL % EditText ICRRSE S
@0verride
public void onPageFinished (WebView webview, String url) {

textUr|. setText (url) ;

buttonGo. setEnabled (true) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

webView = (WebView) findViewByld(R. id.webview);
webView. setWebViewCl ient (new WebViewUn! imitedClient()) ;

// %Ak 2% JavaScript ZH®IZ LA
// T4 bDERET JavaScript EHEHH>TWEH, BARMICESNET S
webView. getSettings (). setJavaScriptEnabled(false);

webView. loadUr | (getString (R. string. texturl));
textUr| = (EditText) findViewByld(R. id. texturl);
buttonGo = (Button) findViewByld(R. id. go);

}

public void onClickButtonGo (View v) |
webView. loadUr | (textUr . getText (). toString()) ;
}

private AlertDialog createSs|ErrorDialog(SslError error) {
/] BATFTRTICRRTTIIS—Avte—2
String errorMsg = createErrorMessage (error) ;
/] BAT7RTDKKRE VIR TEHOES
Dialoglnterface. OnClickListener onClickOk = new Dialoglnterface. OnClickListener () {
@0verride
public void onClick Dialoglnterface dialog, int which) {
setResult (RESULT_OK) ;
}
}s
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}

/] FATRYT DR

AlertDialog dialog = new AlertDialog. Builder (
WebViewUntrustActivity. this).setTitle ("SSL TS5 —")
. setMessage (errorMsg) . setPositiveButton ("0K”, onClickOk)
.create();

return dialog;

private String createErrorMessage (Ss|Error error) {

SslCertificate cert = error. getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy/MM/dd HH:mm:ss™) ;
StringBuilder result = new StringBuilder ()

cappend("H A FDEF LY T AHHAENMEETEFTEA, EHRERTLELE, W IS—DFERYN");

switch (error. getPrimaryError ()) {
case SslError. SSL_EXPIRED:
result. append ("SEEAZEDETEARMNEINTNET . ¥n¥n & THEEZI=")
. append (dateFormat. format (cert. getVal idNotAfterDate())) ;
return result. toString();
case SslError. SSL_IDMISMATCH:
result. append "7RRX FEMN—BLFEE A, ¥n¥nCN=")
.append (cert. getIssuedTo (). getCName () ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("REBAZE X E B TIEH Y FH A ¥n¥n BIREFZI=")
. append (dateFormat. format (cert. getVal idNotBeforeDate ())) ;
return result. toString();
case SslError. SSL_UNTRUSTED:
result. append ("SEBAE & H4T L F=RELRAMEFE T E FHA¥n¥n FRELE¥N)
. append (cert. getIssuedBy (). getDName ()) ;
return result. toString();
default:
result. append "REEFRBEADIS—MHFEELEL);
return result. toString();
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4.9.2. L—ILTvY

WebView #E AT BRI TDIL—ILESFDIE,

1. JavaScript #E#CT2DIEarToVEEHAEELTWSIERICEET S

2. BHEBY—ERLDBEEICIEHTTPS ZEAT S

3. Intent #BMH4GE. A S52(TEL>7= URL (X JavaScript AAE%h7E WebView [Z[EFRLAELY
4. SSLBEDIS—Z#EIINIRIDTT S

~ N
= = =
4 4 4
G4 G4 G4
P A
/ / /
~— N~

~
=
4
G4
o=
/
~

4.9.2.1. JavaScript ZEMIZTHDEaTUoVEBHAEELTWSISEICRET S (ws78)

WebView ZRAWTaAVTUYOH—ERIZTIERTH7TIVERKETIRIZ. X1 T OETREEELET
NIXESIELRIL JavaScript BT N ESITH S, RAIMIZIE, BHNEEBLTWS Y —ERIZOHT T
DT IR TBHEIZRY JavaScript ZEMITLTELL LHL. Z3THWY—ERIZTZ VLRI HATEEMEMN DL
THHBHHEIZIL, JavaScript ZERNZL TIEASELY,

B# TEBELTWSY—EX

B#HTHERHDIWVIE ER. EBICERZE OV —EXRIE. BUNREEZRIATED, LT BRHEEY—/\—
LOBREARAVTUVIITTITINTIERTEEEEEZ D, FAVTUIYNY—N—RABOIALTYDHES
BLTRY. i, BRHEBEY—N\—IIH L TEYIGEF 1) TR RO ESN TOSELE. COY—EXITER U
NHEABEESBMATNDILITBWEALEED, CDBHE. BRHEBY—EXIZTIEXTEF7TID JavaScript
ZAEDILTELNT4.9.1.2 108—Ryb LOBHREBEIAVTUOVERTT DIESRIHIE, - 7T
[CKBEEZNRAEERIHERATI T YAPK D assets FizlE res TALYMN)RNICERESNIzOVTUYRT T
YTALOR) T OAVTUNZTIOERTEHT7IT)DIGEELERIZE X, JavaScript #E#IZLTEHKL,4.9.1.1
assets F¥fzl& res TALYMICERELIzOVTUYDAERTT DIZSHBTHIL,

B#TEELTLWVENS—EX
BHTEELTWEWIAYTUY - —EREBHAREZRIATELIEEZATRILGLLEL. TR 7TUD
JavaScript ZE&EMICLRITNIEESAEL,14.9.1.3 BRHEBLUNDIVTUVERTTDIZSRTHIE, MAT,
SD A—FD &SRO EBERIBEEBICRESN OV TUVIEIMOTTIIZLHESHANAEELZDO T, BN
BELTWAEIFIEALGWL, ZOES3BIVTUVIZTIRRT BT TIIZDLNTE JavaScript #ESIZLEFNIEE
B7ELY,

4.9.2.2. BHEEY—EREDERFICITHTTPS Z2EAT S (7R)

BHEBY—ERITIERTETIE. BEHIE=ZFICL DY —ERDLRYTELICLDBELZHE . IR Y
—EXNBERICEKTILELNH D, TOHITIE. —EREDBIEICHTTPS #EMAT 5,

F#M1L74.9.2.4 SSLBEDIS—EEYINIRILT TS (7E)1.15.4 HTTPS TREIETS1ESHETSHT
&
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4.9.2.3. Intent /AL, A SR(FE-T= URL [& JavaScript A XA WebView [ZIERRLAELY  (A%E)

DT F) M5 Intent ZZ{EL. ZD Intent D/ATA—FTESINTz URL % WebView [CRTRTIRENZLDT
TYTRLND, 22T WebView @ JavaScript 8B THDIHE . BEEHD Web X—I D URL % WebView TX
RLTLZEWL., BEEHS JavaScript H WebView ETEITIN TSI DHEENELDAEEENH S, COERED
M m . REZRIATELVTETE®D URL # JavaScript NE A WebView TRRLTLESZETH D,

HoF)Ia—K74.9.1.2 /o8 —vb EOBHEBITUVERTITSITIE. EF URLXXFEINEHTEHHERE
AVTUVERRET HIET,. WebView TRERT DAV TUVEBHERIVTUVICRELRZEFERLTLNS,

3L Intent &£ TR2ITH>7= URL % JavaScript D& 7% WebView TRRLI=WMEE L. ZD URL AAEHEEIY
TUOYTHAEEFRIELETNIEESED, HOMLHTTIRNICEHEERILTUY URLDORTA ) ANEEREK
RETREBELTHEE. ZORTAR)RNEBAELTEHBL URL 12117% WebView TRRTHIETREERRT S
ZEMTED, ZDEEDH. RTAR) AREERT S URL [ HTTPS THITNIEESHANIEIZHEENBES,

4.9.2.4. SSLBIEDIS—%E@EINVKR)TT S (WH7E)

HTTPS BIET SSL TS5—AHEL-BAIF. IS5—ARAEL-BEEZE/ 7O RTIIHEEDFETL—HF—IZE
HMLT, BEZBRTLEFNIEESEL,

SSL T5—DFLEF, H—N\—FRAEIRHELIHLATEEME. HHNITEERELZRZT TS AIEEEERET S,
LAL. WebView [ZI&, H—EREDBIERIZHR AL SSL TS5—(CET 21EHREL—F — ISR T HEHEAHME
HOTWEWN, ZC T SSLIS—HRELESRICEZDEES (7RI BETRRTHILET, BREIZSHINTL
SRR HHLE LY —ITBRMNTIRELHLH, T7—BHMOAFIX. 14.9.1.2 13— vb LD BHERE
AVTUVERTITBHIOHUTILa—KHAUNET4.9.1.3 BHEEBLUANDALTUOVERTTHIOY T )La—
FESRTHIE,

F- . IZ—OBHMITMAT, TTVEHY—EREDBEERT LEFNIEESEN IS ROLILGELEETOT
E LAY A A

® RALLIS—ZEHALTYERLDRBIEZ#RKTD
® HTTPREDFESILBEEZE>TH—ERLRDTEETS

HTTP @&{S/HTTPS BIEDFMILI5.4 HTTPS TRIET HI12SHBTHL,

SSLIS—HRAELEBICIINR DY —/N\—EHERETHORENEN WebView DT I+ ILEDEETHS, &0 T,
WebView DT 74 IILEDEFC SSL T5—DRAEAEEZRE T H_ETHEYISEELS—ERMYRIENTES,
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4.9.3. PRIV RE

4.9.3.1. Android 4.2 R#FEDIHFKIZFH T35 addJavascriptinterface()IZERE T DMETEHEIZDUINT

Android 4.2 (API Level 17)&k#E®Dim*KIZIE addJavascriptinterface() IR T DME5EHEAHY . JavaScript Hh
5Java DY ILI2avETITEICEYEED Java AV YRNEFTTETCLESBENFET S,

ZND1=8.74.9.2.1 JavaScript ZEN-FTBHDIFALToVEBERMNERBLTWSIGAICEETS (W) ITHE
HLE-EY., B TEELTOWVEN IV TUY - —ERIZTI AT SAREMENHSHIEE (X, JavaScript ZExNIZT
BHELHDB,

Android 4.2 (API Level 17) LIBEDIHEK TIL, Java DY—ROa—K _ET@Javascriptinterface EWNS57/7—2 3>
MEESNT-AVYRLM JavaScript DNOIRETEHEKIIC API BMEREESN ., EBEDOREN SN, 212,
BHTEELTWVEVNIVTUOY - Y —ERIIT7 VR T EHAREUENAHHIGEE(F. 20TV -Y—ERRHENEE
5 JavaScript ZEETHRNNHBT-8. JavaScript ZEMIL T I KL FISHEE=MLETH S,

4.9.3.2. file AFx—LIZFEETAEEIZDLNT

WebView T 74/LMEETHERALTWSIEE. file RX—LZFFALTTIERTHELHRTITINTIERATHE
BIRTDIFAIIIT I ERT HIENAHEICLE D, COEBMEEBAINIZZE. HlA(E. JavaScript H i file ¥
—LfFof=IIT AT BIET,. 7FTVDERITAIN S IR ELEI7AINEEREE I CIESN TLESATREMELH
%,

®ERELTIL, 4.9.2.1 JavaScript #EMT5DIEa0ToVEBHIEELTWNDIGESICRET S @A
8) ICHRSL-EY., BRHTEELTOW NIV T - H—ERIZ7IERT LA EEEN H A5 E L JavaScript &
|MZT B, CORMKICEYVERLAEL file RFXA—LAIZKBDVITRAMREESNENESIZT S,

F 7= . Android 4.1 ( APl Level 16 ) LL[% @ 1§ & . setAllowFileAccessFromFileURLs() & & U
setAllowUniversalAccessFromFileURLs)Z#F|Fd 5 Tfile RAF—AIZKS TV REEZILTHIENTES,

file XF—LDERNE
webView = (WebView) findViewByld(R. id. webview);
webView. setWebViewCl ient (new WebViewUn! imitedClient());
WebSettings settings = webView. getSettings();
settings. setAl lowUniversalAccessFromFileURLs (false) ;
settings. setAl lowFileAccessFromFileURLs (false) ;

4.9.3.3. Web Messaging #IARFDEEFE XA OUEEIZDONT

Android 6.0(API Level 23)I2HL T, HTML5 Web Messaging #=XRIRT 51=6HD APl AEMEhT-, Web
Messaging [FR%25T 500 5 - A THFAMATT —2EERET 50D A THY . HTMLS TEZRINT
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VB4,

WebView 735 XIZEMENT- postWebMessage() (& Web Messaging TE &SN TLVS Cross-domain
messaging [Z&3T—2EEENETEAVIRTHD, DAY YRIFE—BIHTIREIN AV E—DFT O HE
# WebView 2B AHRAATNS TSSOSOV THRRAMIKMLTEETEDEN. ZOBREZSIHELTEIELED
FTIOVERET DRENH D FESNT=A VDU SHEELILTHEFRANDA) OV E—HLAGWRY AytE—DF
EESNEN, EEXAFUDUEFIRT HILET, ERILEBEVEERICAYE—VFELTLESIEEH LTSN T
Hb

f=1=L. postWebMessage() AV YR TIEA DU ELTITAIRA—REIRETE LI LITTFENDETH D6, 74
IWRO—RERETEEAVE—CDREERAIDODBFIVIEINT  EDQLSHA IO UITHLTEAVE—DFEE
LTLES. $L WebView [CBEEDH LAV TUYDNRARENTVSKATHI OV DOHIRAGELICEEGAYE—
DEFEELTLEILMOIDEEIZ LMD AEEMHEL S, WebView ZRLVT Web messaging ZT5ME (.
postWebMessage() AV YRIZHEDF U ERHRMICIEE T HXETHD,

14 http://www.w3.org/TR/webmessaging/

15 A1) biE, URL DRF— L KRR R—FEBDHAEHLEDI L, FlGERT
http://tools.ietf.org/html/rfc6454 %58,

16 Uri.EMPTY & &U Uri.parse(")M I A JLEA—FELTHEEET 5(2016 £ 9 A 1 BHBER)
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I 4.10. Notification 242

Android [ZIZTURA—H—~AD Avt—%EE1T 5 Notification #EEN $H 5, Notification Z{FS5 & Ei@E L &f
DRAT—RAN—EEENBEFIZ, PAOUOAvE—CFERTTBHIENTES,

4:30 AM
Wednesday, November 18

", Notification : Private

| \ ) g
WY \Visibility Private : Including user info.

B] 4.10-1 Notifcation ®F& =4l

Notification M @E04#AREIL. Android 5.0(API Level 21)Ta&ikSh ., 7T P1—H—HRFEICL->T. BEAHAAY
PENTVBHIRETH>TH Notification IZEDHBHERTY S EMAIREICL o=, 7=FZL. Notification DL
FEBRDE IHRI—YF—KRANIZDARBIRETSAR—MIERNE=ZFDE TN LBNNH D, LA >T,
TSR — Pt F 1T EEEL TR RE LTI ENEETHS,
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%58, Visibility A ERY S5 fE& Notification DIRAFEWILLTDEY THS.

Visibility D& Notification DIEZ &L\
Public FRTOOvHEmE LT Notification ART<Sh 3
Private T RTOAOYYERELT Notifcation BRRESNBMN, INRAT—FETREINT-

OyJE@E (3 178v%5) LT, Notification DAL MLOTFRNENZESN
B (TFZAR—MERI RSN ABAIRELXICEE D D)

Secret NRAT—FETRESN-OVIVEER (X2 7RAYY) LTI, Notification A%k
KRNG5 (X a7ay 7oy EE TlE Notification [EFRREN5)

4.10.1. Yo7 )La—F

Notification [CIFiRAI—HF—DTSAR— IERESDHE . TTAR—MERZWMYKR V- EMZE @Oy
DRTAICERL. X THLZE,

All rights reserved © Japan Smartphone Security Association. Notification Z{EHT % 283



rerommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 77 DX 17 EEE - £F27aA—F1U T AR 2016 £9 A 1 Ak

Android

WEDNESDAY, NOVEMBER 18

Notification : Public 4:30 AM
" Visibility Public : Omitting sensitive data,

Charging

@

4.10-2 AvZE @ LD Notification
TSAR—MEREESATEBMEITIV T ILaA—RELUTIZRY,

RAb:

1. TSAR—MEBRESALBHETSEEE. 2FRA(BEEOYIEORRA) D Notification ZAET 5
2. ARAEEOYIEORTR)® Notification [ZXTSAR—MEHREZE O

3. Visibility ZBARMIIZ Private I1Z5%EL T. Notification Z{Ef3 5

4. Visibility A% Private DiHE. TS/ X—MEREZOH TEAMLTEHELY

VisibilityPrivateNotificationActivity.java
package org. jssec. notification.visibilityPrivate;
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import android. app. Activity;

import android. app. Notification;

import android. app. NotificationManager;
import android. content. Context;

import android. os.Build;

import android. os.Bundle;

import android.view. View;

public class VisibilityPrivateNotificationActivity extends Activity {

/%%
* Private 7 Notification ZR= 9 3
*/

private final int mNotificationld = 0;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

}

public void onSendNotificationClick (View view) {
/] *ARAU b1k TSAR—MERESALENZTI35EE. 2A E@ERYVEBORTH) @ Notification
*HRETS
Notification.Builder publicNotificationBuilder = new Notification.Builder (this).setContentTitle (“"Notifica
tion : Public”);

if (Build. VERSION. SDK_INT >= 21)

publicNotificationBuilder.setVisibility(Notification. VISIBILITY_PUBLIC) ;
/] *RA U1k AFB (BEAY S BEORTHE) O Notification [2IXT 54 R— MEREZHALY
publicNotificationBuilder. setContentText ("Visibility Public : Omitting sensitive data.”);
publicNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;
Notification publicNotification = publicNotificationBuilder.build();

/] TS54R—EHREEL Notification #4ERT S
Notification.Builder privateNotificationBuilder = new Notification.Builder (this). setContentTitle("Notific
ation : Private”);

// *BA bk 3k BEREIIZ Visibility % Private 2325 L T. Notification #/ERKT %
if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder.setVisibility (Notification. VISIBILITY_PRIVATE) ;
// kR4 k4% Visibility A% Private MDiFE. TSI A—MEHRZEHTEMLTEH LW
privateNotificationBuilder. setContentText (“Visibility Private : Including user info.”);
privateNotificationBuilder. setSmal | Icon (R. drawable. ic_launcher) ;
// Visibility A% Private @ Notification #F|FA3 B15HE. Visibility Z Public IZL=ABRA® Notification #&
hETEET S
if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder. setPublicVersion(publicNotification);

Notification privateNotification = privateNotificationBuilder.build() ;

/] KUY TILTIEEZE L TLAWLAY, Notification TIL setContentIntent (Pendinglntent intent) Z LY
// Notification 4 1) w4 LT=FIZ Intent AEEINBELSITEET B ENZLY,

// COEEITRET S Intent (£, FUHTIVR—R2 FOEEICEDLET.

/] REBHETHFUHET ZEADRETHD BIAIE, BTRM Intent ZES5 4 E)

// BAVKR—R U FOREEEUVH LAKXIIUTOERZ2SBOI L

// 4.1, Activity 4% - FIAT B

// 4.2. Broadcast %19 % - £1ET S

// 4.4. Service Z{ES - FIAT S
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NotificationManager notificationManager = (NotificationManager) this. getSystemService (Context. NOTIFICATIO
N_SERVICE) ;
notificationManager. notify (mNotificationld, privateNotification);

}
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4.10.2. JL—)LTvY

Notification ZF| B3 BEEIZIZLLTDIL—ILEFDHIE,

1. Visibility @& EIZIKDT . Notification [Z[ZE O TAITHIFERES DL (TSAR—MERIZH 4) (WH7E)

2. Visibility Public @ Notification [Z[X TZA4R—MEHREES HAL (w7A)

3. (%FIZ Visibility Private [Z9 415 8) Visibility [EBATRMIICERET S (w7A)

4. Visibility ' Private @ Notification ZFIFA$ %154 Visibility Z Public IZL7=2ABFA® Notification Z##
HTTHRETD ()

4.10.2.1. Visibility M FIZ#&SF . Notification [ZEEL T4 T HIERE SO (TS5 R—MMERILHIS)
(Wh28)

Android4.3(API Level 18) LD IHEK Tld. HEB @S I1—H—5H Notification DFEABMYFRAIZTT)IZE
ZBIENTES, IS I=7F UL, £T®D Notification DIFREFZAHIMB_ENAIEEICLE=0, B T4T
7H1&EER % Notification [IZESH TIXESAELY, (fz12L. T4 RX—ME(E Visibility D% %E 12L& > TIE Notification
ZEHTRELY)

Notification [CEFENIERIL. BEEIL Notification ZEELI=7TVERE DT T)MSHEAMSILIETE
B LAL, A—Y =D BRI RIZ 52 52ET. A—F—DHEELF7TVIELTD Notification DIFEHRZE
FAIMBIEMNTEEIZE D, A——DEFRIZF 52 -7 1) DA H Notification DIEREFHAINDZEMND, 1—
H—BHB DTS/ N—MMEHRZE Notification [CEHDZEIEMELL, — AT, A—HF—D T4/ R—MEHRLUS D
UL TAIIERBIAIEL TTURAFEEOHDHYFLHEER) Z Notification [TEHDE, A—F—BEH
Notification IZ&FENI-1FHREFRAEAS5ELT Notification ~DEEE7TJIZHAI T BEEEENHS1=0. F
RAEDTSAR—MERUND LTI EREZEDHHILITMBEELLD,

BRI AEEEEIE. T4.10.3.1 12— —FFA[IZ&5 Notification DBEICDWNTIEZSEBOE,

4.10.2.2. Visibility Public @ Notification [Z[& TS5A4RX—MEHRZE S HAL (78)
Visibility A% Public 258 &t f= Notification [CK->THEMEITIHBE. I —HF—D TS/ R—EHE
Notification [Z& & TIXA 5%, Visibility A% Public [CERESH 7= Notification &, B@mAOv- I

Notification DIFRARTEIN, HRICHIEBMIZIE A TEIE=ZENTSAR—MEREFEHRDIRIIZDOEN
5-6THhH5,

VisibilityPrivateNotificationActivity.java

// SRR (BEAYIEORTH O 2271 TREREFGL Notification #HET S
Notification.Builder publicNotificationBuilder = new Notification.Builder (this). setContentTitle (“Notification : P
ublic”);

publicNotificationBuilder.setVisibility(Notification. VISIBILITY_PUBLIC) ;
// AFA (BE0y I EOXRTA) O Notification [CZIET 54 A— MMEREESHHL
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publicNotificationBuilder. setContentText ("Visibility Public : £ F 4 JHIERITESHIIEE) ;
publicNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;

TIARN—MEROHBBFIELTE, A—F B TITEFE SN AL P —DHUEFEREE . [5.5. TN
V—IRHREHRS I TERSNTLDIFRAZETOND,

4.10.2.3. (4% Visibility Private (29 %15&) Visibility [XBARMIZERET S (H78)

4.10.2.2 Visibility Public ® Notification [Z[& T5AR—MEHRESHHELY (K ZE) 1 D&Y . Android
5.0(API Level 21) LI DixAK TlE. BIi@mOv4- 9 (=3 Notification BRSNS 71=8. Visibility DRENEET
HY. TIAIMEICESTHRRMICERET DL,

IHIR TIZ. Notification @ Visibility ®T 74 JLME[E Private [ZERESh TEHY . BATRAIIZ Public ##5ELAEULE
YTSAR—MERMNEH RN B RYIEFELZLY, LHL. Visibility DT 74 )L MEAFEEFIZADATEEMED
HY.EOHIEHROMYBWEREICEHETH=0ICH., fz&Z Visiblity & Private [CT 558 TH>TH.
Notification @ Visibility IXBATRBIIZERE T S EEMALLTIND,

VisibilityPrivateNotificationActivity.java

/] T34 R—MEHRZEEL Notification ZERT S

Notification.Builder priavteNotificationBuilder = new Notification.Builder (this).setContentTitle("Notific
ation : Private”);

// *A > b BESREGIZ Visibility % Private 12585 LT, Notification Z{ERK9 %
priavteNotificationBuilder. setVisibility (Notification. VISIBILITY_PRIVATE) ;

4.10.2.4. Visibility A Private ® Notification ZF|f9 %154&. Visibility # Public IZL7=2ABIA® Notification

EHETHRETS (#£22)

Visibility A% Private [CE%E SN 7= Notification ZF> TR T 5156 . BIEAY IR RTINS EREHHTS
1=8. Visibility # Public [CLT=2ABE® Notification Z#E THRETHEMNEELLY,

Visibility A' Private [ZE2E &N 7= Notification [CAF® Notification 2R ELLZLMES. BIEAYIHI(Z([EY
AT LTHEINT IAIVLDXENR RTINS =HF 1) T4 LDOREREIXAELY, LAL. Notification I2E8®5
HEROIMYFEWNEEICEHT 5012, ABAD Notification ZBATRMICAEBELRET HIEEHET S,

VisibilityPrivateNotificationActivity.java

/] TS5AR—rE#HREST Notification 2T 5

Notification.Builder privateNotificationBuilder = new Notification.Builder (this).setContentTitle("Notific
ation : Private”);

// )B4 % BERMYIC Visibility % Private IZE8F L T. Notification Z/ERL9 %
if (Build. VERSION. SDK_INT >= 21)

privateNotificationBuilder. setVisibility(Notification. VISIBILITY_PRIVATE) ;
// *iRA > bk Visibility A% Private DIBE., TSAR— MMERZEHTEHMLTH &L
privateNotificationBuilder. setContentText (“Visibility Private : Including user info.”);
privateNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;
// Visibility A¥Private @ Notification ZF| AT BZEE. Visibility Z Public IZL=2AFHE® Notification &
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HhETEET S
if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder. setPublicVersion(publicNotification);
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4.10.3. 7RI\ R+
4.10.3.1. 2—H—FFr[(Z& % Notification DEE(ZDILNT

14.10.2.1 Visibility @& EIZ#&i53" . Notification (22 L TATHIERE S HEL (T4 RX—MMERIEHIST)

(W7A) ITHAT=&3IZ, Android4.3(API Level 18)LIBEDIHRTIE, 21— —DHFAIZE5A-HE. IEE
SNF=7TIIEE T Notification DIFHREFRAMDZENATEEIZIE D, F21ZL. A—F —FFa DR R ELDT=HIZ
[&. 771 NotificationListenerService Z## & L7z Service ZRELTHWELH D,

< Notification access

A Android Auto
D Android Wear

MotificationListenerService..

B 4.10-3 Notification DFEAMYERET A EMADT VLR I EE
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NotificationListenerService Z{E>f=%>FILa—KZ L TFIZRT,

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. notification. notificationListenerService”>

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
<{service android:name=". MyNotificationListenerService”
android: label="@str ing/app_name”
android:permission="android. permission. BIND_NOTIFICATION_LISTENER_SERVICE">
intent-filter>
<action android:name=
“android. service. notification. NotificationListenerService” />
{/intent-filter>
{/service>
<{/application>
{/manifest>

MyNotificationListenerService.java
package org. jssec.notification.notificationListenerService;

import android. app. Notification;

import android. service.notification. NotificationListenerService;
import android. service. notification. StatusBarNotification;
import android.util.Log;

public class MyNotificationListenerService extends NotificationListenerService {
@0verride
public void onNotificationPosted (StatusBarNotification sbn) {
// Notification is posted
outputNotificationData(sbn, “Notification Posted : ”);
}

@0verride

public void onNotificationRemoved (StatusBarNotification sbn) {
// Notification is deleted
outputNotificationData(sbn, “Notification Deleted : ”);

}

private void outputNotificationData(StatusBarNotification sbn, String prefix) {
Notification notification = sbn. getNotification();
int notificationID = sbn. getld();
String packageName = sbn. getPackageName () ;
long PostTime = sbn. getPostTime();

String message = prefix + “Visibility :” + notification.visibility + “ ID : “ + notificationID;
message += ” Package : “ + packageName + “ PostTime : ” + PostTime;

Log. d(“NotificationListen”, message);
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EEEDREY. NotificationListenerService L\, A —H—DFHFAZFSH LT, Notification ZFHAIAD_E
AEBEICZAE DAY, Notification [(CEFNDERICEIMERD T FAR—MEBNEENDHEN S0 BRYRLNC
F+REEENDETHS.
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5. X2 T4BREDEENA
EEPEFES. Permission 7E ., Android IZIEEFESFEL X ) TAHEENAEIN TS, ThioDEFXaY
TABEXRUIRWNEBIEZDE X 1) TAHEN TR ICRIEBEINTIRITENTETLES, COETIIHEEN
X TAEEEFERT A —UFBELREEERS,

| 5.1. XRT—RFAHNEEEES

5.1.1. 27 )La—kK

NAD—FANEEEEZE. tX1) T4 LEZEEBITRERAUMIDWTHRD, ZSTIENRT—FDOAAIZET
BRBDHET D, INAT—ROREBEAZICOVTIESEDIRICTRERELRTEFETHD,

NRAT— FEXRRT D

#)\2AD — FERTT 2155, #3H15R=R
Th\L£S5FBLTIIEEL

B 5.1-1

RAUb:

1. AALEART—RETRRIZRR(@TERR)TS
2. NRAT—FEEXRRT DT T avEAETH

3. NRATV—FEXRTHOEREZIEGRET S

RAVL: BIBIAALISRT—RFERSBEIZIT LRRAUMIMZ, FTRARIUMILEEMTHIE

4. Activity #IEIRREFICAIEAALIZ/ART—RFAHHIHE . BIEA DR T—FOHEEHERSNGENKLSE
EMBODOXFTHAI—KRTTD

5. BIEIAANRT—REFTI—RRLTNEEE [NNRT—FERRILIZGE. BIBIAADNNRT—RE91)F7LT,
FRIISRT—REANTELRELT S

6. HIEAANRRT—FEFI—RRLTWDEE, I —F—NNIRT—FZANLELSELBZE FIBRIAS/IRD
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2016 €9 A 1 BiR

—FEIVTL. A—HF—DANEFHI=1G/RRT—RELTHRS

password_activity.xml
<{?xml version="1.0" encoding="utf-8"7>
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”

android: layout_width="fil|_parent”
android: layout_height="fill_parent”
android:orientation="vertical”
android:padding="10dp” >

A= NRRAT—FEEOIRNIL —>
<{TextView
android: layout_width="fi||_parent”
android: layout_height="wrap_content”
android:text="@string/password” />

N—= NRRJ)—FKFAHEE —
Ad— H*RA2 b1k AALFNRRT—FIETRAIRT (@OTERTR) 5 —
<EditText
android: id="@+id/password_edit”
android: layout_width="fi|l|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android: inputType="textPassword” />

A= Kk RA 2 b 2% IRRT—FEEXRTT DA T3V ERET D —
<CheckBox
android: id="@+id/password_display_check”
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android:text="@string/display_password” />

Ad— *RA 2 b3k NRAT— FEXRTHORKREEFIERET D —>
<{TextView
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android:text="@string/alert_password” />

Ad—Frvot)L, KK2>r —>
<{LinearLayout
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android: layout_marginTop="50dp”
android:gravity="center”
android:orientation="horizontal” >

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickGCance |Button”
android:text="@android:string/cancel” />

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickOkButton”
android:text="@android:string/ok” />
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<{/LinearLayout>
</LinearLayout>

XD PasswordActivity.java DREIZEEL- 3 DOAVYRITARICEHOE TEERNBTEARTSHIL,

® private String getPreviousPassword()
® private void onClickCancelButton(View view)

® private void onClickOkButton(View view)

PasswordActivity.java
package org. jssec. android. password. passwordinputui;

import android. app. Activity;

import android. os.Bundle;

import android. text. Editable;

import android. text. InputType;

import android. text. TextWatcher;
import android.view. View;

import android. view. WindowManager ;
import android. widget. CheckBox;
import android. widget. CompoundButton;
import android. widget. CompoundButton. OnCheckedChangeListener;
import android.widget. EditText;
import android.widget. Toast;

public class PasswordActivity extends Activity {

/] RERFROX—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD"”;

// Activity HD View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/] IRRTD— ERE S —RRrhERT IS5
private boolean mlsDummyPassword;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. password_activity) ;

/] RO —=oF v TF v E2ENLT S
getWindow (). addF lags (WindowManager. LayoutParams. FLAG_SECURE) ;

// View QEE
mPasswordEdit = (EditText) findViewByld(R. id. password_edit) ;
mPasswordDisplayCheck = (CheckBox) findViewByld (R. id. password_display_check) ;

// BIAARIRRT—EDH DM
if (getPreviousPassword() != null) {
/] *RA b bk Activity FIEARTREICAHIRIA A LIz/A\RT— A HDIGE.
// BIEARNRRAT— FOHBEHEAN STV ESEEHHOOXETH I —RFT D

/] BERIEFAI—IRT—FKIZT 3
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mPasswordEdit. setText (“skkkkkkknx”) ;

/] INAD—FAABEICHE—/ISRT—FZEVUTT 5. TRXRANEEYRFT—%HKE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRRIT—RISTEERET S

mIsDummyPassword = true;

}

/] MAID—RERFTTBA T avDFIvIERIRT—%KE
mPasswordDisplayCheck
. setOnCheckedChangeL istener (new OnPasswordDisplayCheckedChangeListener()) ;
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDMEEETActivity ABAER SN BVNESEBELESEICETE
// Activity MIREERTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// ETEDOMEEETActivity ABAER SN BEVNESEBELESEICETE

// Activity MIREEDE T

mlsDummyPassword = savedInstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/%%
* NAD—FZANLIGEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count,
int after) {
// RERA
}

public void onTextChanged (CharSequence s, int start, int before,

int count) {
/] kIRA 2k bk BIBIAA/NSRT—RZEZFI—RRLTWBHEE, A—HF—HBIRXT—FZAHL&S &
// LIzBE&. BIBAANNRRT—RE5 Y7L, A—YF—OAAEFH=HENRT—FELTHES
it (mlsDummyPassword) {

/| FE—NRRD—RISTEHRET D

mIsDummyPassword = false;

/] INRIT—FRZEAALEXFEFIZTS

CharSequence work = s. subSequence (start, start + count);

mPasswordEdit. setText (work) ;

/] A=V IWELIRNIZESIDTREIZT S

mPasswordEdit. setSelection (work. length()) ;

}

public void afterTextChanged (Editable s) {
// RER
}
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/¥k

* NAT—FRORTA T avFz v 2EELGADNE

*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL i stener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) |{
/] *RA Dk 5k BIRIAANRT—FEFI—RRLTWAEE, IRT—FEXRT] LI-EE.
// BIBAFNRRT—FE9 )T LT, HRICNNRAT—FEANTELHREET S
it (mlsDummyPassword && isChecked) {
/] BE—IRIT—RISTEZRET S
mIsDummyPassword = false;
/] INRAD)— RFEZERRIZT S
mPasswordEdit. setText (null) ;
}

/] W=V IWBHRRNRDIDTESDH—VILNBEEEIET S
int pos = mPasswordEdit. getSelectionStart() ;

/] *KRA2 k2% INAT—FEEXRRT 2L T avERETS
// InputType MDYERK
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
// Frvy ONBIEIEXRT
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {
// Frvy OFF BIET R KRR
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// INAT— K EditText (Z InputType 5% E
mPasswordEdit. setInputType (type) ;

/] h—YIREBEERTET D

mPasswordEdit. setSelection (pos) ;

}

[/ UWTFDAYy FR7 TVICEOETEET S &

/**

* BIBAN/RRT—FEWET S
*

* @return BIEIAJI/SRT—F
*/

private String getPreviousPassword() {
/] BRENRADT— RFEERSIEBLWNGEIC/IART— FXFI#RY
/] NRT—FEREFELHBEVARTE ul | 2iRY
return “hirakebma”;

}

/*k

* Xy ot)LRE DO TE
*

* @param view
*/

public void onClickCancelButton(View view) {
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// Activity 2B L %
finish();
}

/%%
* 0K 7/RE VDIRTNE
*
* @param view
*/
public void onClickOkButton(View view) {
// password ZREFT B EMREEICHE S ENDELLEEITS

String password = null;

it (mlsDummyPassword) {
/| BBRETHI—NRRAT—FRRE>EBAEIMEANNRRT—FEEE/NNRT—KETD
password = getPreviousPassword() ;

} else {
/] BE—IRAT—FRRLPHEWNMEEEI—Y—ANNRT—FEHEE/NNRT—FKET S
password = mPasswordEdit. getText (). toString();

}

// INAT— K% Toast Rx9 %
Toast. makeText (this, “password is ¥”” + password + "¥"”
Toast. LENGTH_SHORT) . show () ;

// Activity ZELC %
finish();
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5.1.2. L—ILTvY

INNRAT—FANEEZEDRIZIELUTOIL—ILEFEIE,

1. INRT—FZANTEEZIZIFITRIRT(@OTERTIT B)MEEERET S (WH7E)
2. INRAT—FREEXRTIIATLIVE=HETS (WH7E)
3. Activity EEIFFIZ/ARAT—REIRIRTRIZTS (78)
4. BIBEIAALENRD—FERTTDHHEE. FI—/N\RADV—FEKRTTDH (WH78)
5.1.2.1. IRRT—KRZANTREZCIETRIERT(@TRTT D) e AET S (WH7E)

AX—hIAVIEBEONRED NRATHHAINSZEN S FZBITNNRT—RERAROND)RINKEL,
TT)DEEL T, NRT—REIRIRTRT DHEENDLETH D,

INRT—FZEANT S EditText EXRIRRT DHEICIE, BMICLAT7I XML TIRET A& E. BIMIZTO
GSLETYYEZDHED 2 BELNH S, BiE(. android:inputType EH(Z"textPassword"#18E 35 &
TERITES, ik, android:password B THEIRTES M. APl Level 3 LIETIL, %&EF (L. EditText 5
20 setinputType() AV vKT EditText ® A 514471 InputType. TYPE_TEXT_VARIATION_PASSWORD % &
MYeBHIETEETED,

UTF. ZENEADO YT ILa—FERT,

LA7 b XML THEEY 57 i%

password_activity.xml
A— NRRJT—FKFARHEE —>
<{1—- android:password % true IZSRET D —>
<EditText

android: id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android: inputType="textPassword” />

Activity N TIEET 5 A%

PasswordActivity.java

/] INRAT—FRREA TEHRTE
// TnputType [ TYPE_TEXT_VARIATION_PASSWORD %#:%%E 9 %
EditText passwordEdit = (EditText) findViewByld(R. id. password_edit);
int type = InputType. TYPE_CLASS_TEXT
| InputType. TYPE_TEXT_VARIATION_PASSWORD;
passwordEdit. setInputType (type) ;
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5.1.2.2. IXRAT—FEEXRTTIA T aVE=AETS 0X:)

ARX—RIAVIZEITBINRT—RAAEZIF IRV TDANEGST=8 . PC THF—R—FANTIHEELLET
BEBRANDELOT LV, ZDANDEOLLEN I —H—[F B/ SRT—FEFALTLESAREMEAHY |
ZOTRERTH D, F-EBEID/IART—FANKRIZEYT IO EOVITEREDRIS—AHDHIEE . BRA
AL TEDEITRITEDESICT IV ELHD, TNODHRKEL T, NRT—FEEXRRTEDA T avERE
$BHET, REQGNRT—FZEFALTHILZ D KIS,

F=12L MR —FEEXRRLBICRERENSAREMLH D=0, TDATLav & EIBIC, 11— —I2H&
MoDRERADIRERTVENH D, T EXRTT DT T avEDH-158. EXRTOKHERET S
BEEXRTDBHERETIEEALABRTILELH D, NAT—FDEXRTOFIRIZDOVNTIESEDIR
[CTRIBREEERTEIFETHD. TD1=H. CORD Y TILA—FIZF/NRRAT—ROEXRRTOHIRIEEDHT
LVELY,

abcdefghijk

NRADT - RFERERETS

#NNAT— FERRT BI5E, #2NoRER

v\ NATD—-RERFTS

#JNAT— FERRT BI5E, #2NoHRER

SNBNESFEBLTL LS — SNBVESFEBLTL LS
RNFIVIAY
B 5.1-2

EditText @ InputType }EE T, TRIKRTEEXRTEUIVEZDLZENTED

PasswordActivity.java
/**
* IRAD— KORFA TV avFzv I ZEELIEEONE
*/
private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
/] dRA 2k bhk FI—RRFIEERTRIZT D
it (mlsDummyPassword && isChecked) {
/] BE—NRAT—KRISTEHRET S
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mIsDummyPassword = false;

/] INR)— REERTRIZT S

mPasswordEdit. setText (null) ;
}

/] A=V IWEENRVICREIDTSDH—YILNEFICET S
int pos = mPasswordEdit. getSelectionStart() ;

/] *ARA2 2% FxyJIZIELTRRT—FEEXRTT S
// InputType DERX
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {

// Frvy ONBIEIEXRT

type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {

// Fxvy OFF BT R RTR

type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// INAT— K EditText [Z InputType 5% E
mPasswordEdit. setInputType (type) ;

/] A=V IEEZEHRET S
mPasswordEdit. setSelection (pos) ;

5.1.2.3. Activity &2EIFIZ/\RAT—KETRHIRFRIZTS (»78)

ERETNNRAT—RFRRLTLEN., E=FBICEONEZEE[HCT=H. Activity BEIBFZ/XRD—KERTITS54T
2V DTIHIVMEIZA DT HRETHD, TIHILMEIZZE2AIZEDIDIELRTH S,

5.1.2.4. RIEAALI/RT—FERTTDEE. FI—/\RT—FERTTH (WH28)

AIEIAALIZNNRT—REIEET SI5E. E=FIT/INRT—FOEUNEEZBVLSIZ. BEXFHDOIRIXF
(@E) THI—RTTDIRETHD, =, FI—RTRBIZ[/SRT—RERTT B 1ELEBERIE, /IRT—KEHY
TLUTHBEXRTE—RIZT S, CNITKY AX— b I+ DB INDZICE S TE=ZFDOFITESELTHE]
EAALTz/SRAT—FAEAH RN BBIREEFRNZZIENTES BB FI—RRBIZI—HF =N/ RT—F
EADLESELIGEICIF FS—KRREBRLTEEDANKEIZRTRELH D,

BIEAALIZNNRT—RERTTHIGEE . FZ—/I\RT—FERTT S

PasswordActivity.java
@0verride
public void onCreate (Bundle savedInstanceState) {

~ B~
// BIBIAAIRRT— KhihBm

if (getPreviousPassword() != null) {
/] *RA k4% BIRAHNRRT—ERBHEIEEEFI—/RAT—FEXRTT S
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/] REEFI—IRRT—FKIZT 3

mPasswordEdit. setText (“skkkkkknsx”) ;

/] NAD—FARBEICHE—/SRT—FZEVUTT 5. TR NERYRFT—%HKTE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRRIT—RISTEERET S

mIsDummyPassword = true;

}

~EHE~
}
/%%
* FIBAANRT—FERET S
:/@return AIEAA/RRT—F
*

private String getPreviousPassword() |
/] RENRD— FZEBRIELWESIS/IIRT— FXFHERT
/] NRT—RERELGEVARTE null 2RT
return “hirakebma”;

AI—FRNEHE, RRT—FERTRT DA T AV EFUICTHERTNEEDIT TS

PasswordActivity.java
/%%
* NAD—KORFRA TV avFzv I ZEELI-HEEONE
*/
private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

// *kRA 2 b5k FT—RRTEBEEIERTRIZTS

it (mlsDummyPassword && isChecked) {
/] BE—IRRAT—RISHTEHRETD
mIsDummyPassword = false;
// INARTD— RZ#ZERRIZT S
mPasswordEdit. setText (null) ;

~ R~

FI—REBFIIA—HF—DNNRT—FEA NS BT F3—RTEHERT D

PasswordActivity.java
// REREFERADF—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD";
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/] INRID—ER T I—RRTNERT 755
private boolean mlsDummyPassword;

@0verride
public void onCreate (Bundle savedInstanceState) {

~BER~

// BIBIARIRRT—ERHEH
if (getPreviousPassword() != null) {
[/ *RA 2+ bk BIEANSRT— FAHHBERY S—/SRT— FERTT B

/] REEFI—1RRT—FKIZT B

mPasswordEdit. setText (“skkksksnsx”) ;

/] INAD—FARBEICHZT—/SRT—FKZEVUTT 5. TXRANEEYRFT—%HKTE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRRIT—RISTEERET S

mIsDummyPassword = true;

}
~ G HE~
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDOMEEETActivity ABAER SN BEVNESEBELESEIZETE
// Activity MIREEIRTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// EITEDOHMEZEETActivity ABAER SN BEVNESEBELESEIZETE

// Activity MIREEDE T

mlsDummyPassword = savedlnstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/**
* NAD—RFZANLIZGEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count
int after) {
// KER
}

public void onTextChanged (CharSequence s, int start, int before
int count) {
/] kRAU b bk HEI—RREIZ/IRIT—FEBANLEBEEAARBICE CLZRRIZTS
it (mlsDummyPassword) {
/] BE—=IRRAT—FISTEHRETS
mIsDummyPassword = false;
/] INRD—FZEANLIEXFETIZTS

CharSequence work = s.subSequence (start, start + count);
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mPasswordEdit. setText (work) ;
/] W=V IWVEHBLRMIZRDDTREKIZT S
mPasswordEdit. setSelection (work. length());

}

public void afterTextChanged (Editable s) {
// RER
}
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5.1.3. 7E/\V Rk

5.1.3.1. A5 A4 02D T

IRRAT—FAADROONDZEDRRHZOT AV NETHS, O A MBTREMFTEIRAUMEN DN
9%

AT AV RBBOIS—AvtE—D

ATAVRBETEID(THIVN) ENRT—RD 2 DDEBEANT H. OT AV KBEICIX ID AFELGWMGE &,
ID (FFEET EHNRT—RFHEESTLDIEED 2 D8 H D, AT A VKRBDAYvtE—2TID 2 DDHZEERFIL
TRTRTHE HBEHIMHEEL ID ANEFET HAENIEHATETLES, COFIBHAZHFSLN=HIZE. O
TAVKBED Ay —DTIE, LR 2 DDGEZERAEFTICTREDLITKRTI RETHS.

Ayt—Tf1: AT A0 ID £zl RRT—F A EE-STVET,

BE0J 1 ke

—E. QA RENEIIT HEREILREEAT A1 ID ENXRT—FDADZEABRLT, BEIMNICOTA2E21T5H
A HD, BEOTAUHEEFEDLOANDNEBTELDTHEUNSELIN., EOREAT— I+ NEEHS
NG EICEZFITERSINAIRIMNES,

FEZFITBEAINBEOHEENZTANONLAEL . +REEF 1) TR ATEEGEIHEE DA, BEAY
AUBBEIXFIRTBIENTES FIZIE. oAV NVF T T7T)DGE . E=BITIHERERESNSEEHEMN
BHEENELOTEHAT A UBEEICELE TEF ) TR BELLD, ARELTIE. TREVELE DS
BT ENARET DERICIE/SART—FOBANEZRDZ]. BT A UREHICI—Y—IIHLTHAITE
BErMEL BEGmROAVIFRTIGEKOIONEZLND, BT AV DOFAICH->TIE. ChoD xR
ERHRICREMEL) RVEMEL T, BELRHAEITIRNETH D,

5.1.3.2. /XRATJ—KZEHE[ZDL\T
—ERELENRT—FZHDNRT—RIZEBT S5 UTOANBEBZ#EE LICAETRETH 5,
e IREDNART—FK
® HLLWVIRT—FK
® HLLWIRT—K(AHHEZRA)
BEIOJT A UBENDNTWSIGE . FZBNTIVEFHATESARESELH L. TDHE . BFIC/IART—FEE

BEINBWNES BEDNNRT—FDANERODIBENSH D Ttz HLLVIRDT - BN A NI A THEATEEICHE
BfERZERDT =6 HLLVIRT—RIE 2 B, ANZERODIVENHD.
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ASSOCIATION

5.1.3.3. YRTLDIINRAT—FERRIFREA=21—IZDU\T

Android QB EA=2—DHBIZ[/INAT—FERRIEVDSEBENH S,

RE >EFX2UT4 > NRAT—FERT

Android 5.0 KYFTID/N—PaVFE T, COFIETERETES, 1=72L Android 5.0 LIETIL., [/1XRT—KEXRTR]
(EF VIRV IAMBIT VKRBV IZEBRBINTINVS,

SIMA— KOy 4
SIMA—FOYYERE

INZHD) = [

SRR — RERR ”

NKRD = BEANBICXFERRT 3
TINA RAEE

TINA ZAEEBEEER

TINA REREEBME 2 I3HIRY B

RAEBRR FL—

SDA—EMSAV A ~=Ib

BES{LENREES DA —ENEA VR
[T

K 5.1-3

[IRRT—RERTIBEEFVICTHERRICAALIXFAEXRREG D, —ERFE (2 I2E) BiB&. £

FRODXFNANENEGEEXRREIN TV XFEIRIRREIND ATICTDE ANERNOTRIERTE
5%, CNIEPRTLERICEETHHETHY. EditText D/NRT—RRREEEZFEALTLSTRTOTTIC

BRSNS,

NRAT—FANEEZES
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& ull @ 9:54
| Password Input Example |

NAT—- FERRIT S

INAD—FERTI S

¥\ — FERRY 3158, #3NLR=R
ENBVNESEBLTILESL

¥)NRD— FERTIDHEE, BBNBRER
ENRNESEBLTCLEEL

—E R i@

#ls
RDXFHAHN
5.1-4

5.1.3.4. RY)—2F v TFrDEIE

NRRAT—RANEETE/NART—REEDQBENERIVEELICRRENLAEEENH L. TOFILEETIIE=
BIZFOTRY) =X TF B ARBRIRELTLEIBALH D, Ko T/ART—RFAHEALZE DEAE
BOARTRINTLEIBNDOHIEETIER) =2 F N TFrE2BENLTEDELH D RV —2F v TFrD
#31bIE WindowManager IZ addFlag T FLAG_SECURE X E9 5L TRIRTE S,
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5.2. Permission & Protection Level

5.

Permission @ Protection Level IZ[& normal, dangerous, signature, signatureOrSystem M 4 i&¥EH1H 5,
ZDfthi=ldevelopmentil'system il appop L FEET HH . —fRIABT7 T TIXFERALAEVD TARETODRAK
E#&T B, Permission [XE D Protection Level THAMIZE>TENE N, Normal Permission, Dangerous
Permission, Signature Permission, SignatureOrSystem Permission EFE[EN D, LT, 2D KL L MEE
Do

2.1. Yo7 )La—Fk

5.2.1.1. Android OS BXZE® Permission #9355 %

Android OS [XEBEERW® GPS HEDA—HF —EEEZTIL I T M RET 5= Permission ELNS5tEF T«
DA EH S, Android OS HMRERREL TS, THLIZIEROHEEICT V2R 57T I(E, BARMICENS
[ZT7 1R T B1=DIER (Permission) ZFIAEE L ITNIXESEN , A—F —FER AW EL: Permission TIE.
Z® Permission ZRATEELI-7 TV A VA= ILENZLECRD L5 1—F —HEBERHI RTINS,

s 4 "l B 18:33

® PermissionfIBESY ..

COPTVr—3 A VA=
LETH?

COPTVT—2 3 VICH T DER:
o Xy ND—UEIE

REFAVI—XY "PIER

F+ IV AR KM=)b

B 5.2-1

COWERE@EIZLY ., I—F—RFEZDTTINEDLILGHEECIFRICT IV EALLIELTVSDMNEM S EAT
5. L. 7TV OIEICBHAL DR R ELGEECERICT IV EALLIEL TV SIEE(E, TOTTIIIEELH
57T)VDAEEEAT V. RRICERDTITINIILIITTHEIERODNLEVEHIZHL FIAEETS

17 Android 6.0(API Level 23)LUBETlE, A —H—HERLEB DT EIEA 2V AM—ILEIZ{TTHONT . 7T)DETH
[CHERR DRI AZERT HIUEHFICEEREINT-, 5#1L05.2.1.4 Android 6.0 LI T Dangerous Permission ZF| Y
BHEIBELUT5.2.3.6 Android 6.0 LIFE®D Permission ETIILOHIRERIZDLNTIZSEBT BT L,

308 All rights reserved © Japan Smartphone Security Association. Permission & Protection Level



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

Permission [E&/MRICLAFIZESALY,

RALb
1. FIFEJ % Permission # AndroidManifest.xml [Z uses-permission THREEE 3%
2. ATWEL Permission [ZFIAEELAGL

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. usespermission”>

Ad— kRS2 b1k F7TYTHETSPermission #FIREST 5 —
N—= A 2B =y T 1RTF B Permission —>
{uses-permission android:name="android. permission. INTERNET”/>

— dRA 2V k2% FLEZ Permission IEFIEEE LAEL —
A— 7T OBEIZFLEL Permission ZFAES LTS E, I—H—ITFERESEATLES

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=".MainActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>
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5.2.1.2. HMBETEZHD Signature Permission TEH#7 ) E#ET 55%

Android OS AAE& T HBEEE D Permission D=, 7T UA B Permission 2 & T D ENTES, JETE
D Permission (EEFEIZIEZIE B EZE®D Signature Permission) 2% (X, B 7TV TN EE TS A%
EBTENTED . BROBHETTVEAVRM—LLIZBEIC. TNENOTT) O BEBEEEICMZ . 77 REE
[CRDEERBELTIRBTHILT. EROBHETIT)EL ) —XRFELTREET LTS, LWL H 5.

YU TOISLIHEEZ Signature Permission (UserApp) II&H >IN T0S S LTEBEZ Signature
Permission (ProtectedApp) JIZ startActivity()3 %, 77V IXRILEARER TELINTVWAIRELNH D, HL
ZLL-RAXERNELDIHEEIL. UserApp (X Intent X5 9. ProtectedApp [EZ{EL 1= Intent ZNE LT
W FFTRNURMD2 30 THEAL TSIV AM—)LIERFIZ&S Signature Permission [B]:8 0 FEIREIZH x40
LTLS,

(1 @ 19:00 ( | 19:00

ComponentZ #9357 7) ComponentZigiit95771)

5.2-2

KLk :Component Zig{t 35771

1. B Permission % protectionlLevel="signature"CE &3 %

2. Component IZI& permission B4 TH B Permission R%15ET 5

3. Component A Activity DI &I intent-filter ZE&ZL7ALY

4. Y—RO—R LT, MBEES Signature Permission NE# 7 TJICKYEERESN TSI EEMHERTS
5. Component #f|A3 2577 ELRILHKERTAPKEERT D

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. protectedapp”>

{I— R4 > k 1% ¥ E Permission # protectionLevel="signature” TE&HT % —>
<{permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
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{I-— % 7RA > k 2% Component [ZI& permission B T E Permission B EI8EET D —>
activity
android:name=". ProtectedActivity”
android:exported="true”
android: labe|="@str ing/app_name”
android:permission="org. jssec. android. permission. protectedapp. MY_PERMISSION” >

{I-— % 7RA > k 3% Component A% Activity DIGEIZ(Z intent-Tilter ZEZ LAELY —>
{Jactivity>
<{/application>
{/manifest>

ProtectedActivity.java
package org. jssec. android. permission. protectedapp;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. TextView;

public class ProtectedActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// BHOFEAED/NY P alE
private static String sMyGCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny > 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M“my company key”MiEBAE/\vy I a1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
}
return sMyCertHash:
}

private TextView mMessageView;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mMessageView = (TextView) findViewByld(R. id. messageView) ;

/] )k RA U 4%k Y—RO— KLET, #EFE Signature Permission AELT7 TYIZCEYERIN TSI L
BTD
if (1SigPerm. test(this, MY_PERMISSION, myCertHash(this))) {
mMessageView. setText ("Jh B EZ Signature Permission AE# 7 FVICKYEESINTULAL, 7);
return;

}
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/] KRA 2k dk FEAELS—BT HEEICDH. NEBEHTT S

mMessageView. setText ("R B EZ Signature Permission ME#HTZ TVIZEYEREINTWA I EEZHETEL, )

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {
if (sigPermName == null) return null;
try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;

String pkgname = pi.packageName;

// JE Signature Permission D& L LBIRLY

// sigPermName ZEZEL1=7 T DFAEZED/\v L 1 {EFRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);

public static boolean test(Context ctx, String sigPermName, String correctHash) {

if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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*7RAk 5% Android Studio AAS*=a1—:Build -> Generated Sighed APK &3%3RL . Component Z12ft
9577 ERICEHKERTELT S,

% Generate Signed APK Wizard Li_E-J

Key store path: | |

| Create new... | | Choose existing... |
Key store password: | ....... |
Key alias: my company key L|
T [eem |

5.2-3

RA4>k:Component #§ AT 577

6. JREBEEZ Signature Permission [XEZE LA

7. uses-permission IZ&YIH B Permission Z¥HAEE I %

8. Y—ARO—K_LET. BT Signature Permission ABE#HT7TVICLKYEZIN TSI EEHEET S
9. MAXTIINBHTIITHEIILERERTD

10. FIFA% Component A% Activity DI5& . BARH Intent Z{FE>

11. Component 218957 LRILHKER TAPKEZEL TS

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. userapp”>

{— %A > b 6% BT Signature Permission [EEZE L AL —>

{I— R4 > k T uses—permission [Z& Yt E Permission #RIAEET 5 —>
<uses—permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". UserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
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<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />

</intent-filter>
{Jactivity>

<{/application>
</manifest>

import
import
import
import
import
import
import
import
import
public

//

//

//

}

}

BRI D

UserActivity.java
package org. jssec. android. permission. userapp;

org. jssec. android. shared. PkgCert;
org. jssec. android. shared. SigPerm;
org. jssec. android. shared. Utils;

android. app. Activity;
android. content. Context;
android. content. Intent;
android. os. Bundle;
android. view. View;
android. widget. Toast;

class UserActivity extends Activity {

FIAsD Activity 53R

private static final String TARGET_PACKAGE
private static final String TARGET_ACTIVITY

B#t® Signature Permission

B#OIBAED/N\Y 1 {E

private static String sMyGCertHash = null;
private static String myCertHash (Context context) |{

if (sMyCertHash == null) {

if (Utils. isDebuggable (context)) |{

“org. jssec. android. permission. protectedapp”;
“org. jssec. android. permission. protectedapp. ProtectedActivity”;

private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// debug. keystore M “androiddebugkey” MEEBAE /Ny > 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C82557;

} else {

// keystore M”my company key” MIFBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7C2 42E142CA™;

]
]
return sMyCertHash;

@0verride
public void onCreate (Bundle savedInstanceState) |

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

public void onSendButtonClicked (View view)

// *kRA Uk 8k Y—RO— KET, MBFES Signature Permission ABHT7 TUIZEYERIA TSI L %HE

if (1SigPerm. test(this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “¥MEBFEZ Signature Permission MEHT TVIZLKYEZESINTULVAELY, “, Toast. LENGT

H_LONG) . show ()
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return;

}

/] kIRA b Ok FIRETTUABHRT T THD I LE2HETS

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRET7 FUIEB#T7 7Y TldALY, “, Toast. LENGTH_LONG) . show () ;
return;

}

// dicA >k 10% F|F% Component A Activity DIBE. BARAY Intent Z{FE S
try {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;
} catch(Exception e) {
Toast. makeText (this
String. format ("HIsbF A& %s”, e. getMessage())
Toast. LENGTH_LONG) . show () ;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl 1 (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]+", “”). length() !=0) return false; // 0-9A-F LISNDXFEHLH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZx ST BERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEEED/NY L1 ELEERD/NY L 1EEZLHERT S
return PkgCert. test (ctx, pkgname, correctHash);
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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* R4k 11% Android Studio A\ *=21—:Build -> Generated Signed APK &3%4RL. Component #igft
9577 ERICEHAKERTELT S,

# Generate Signed APK Wizard Lﬂ

Key store path: | ]

| Create new... | | Choose existing... |
Key store password: [ -+ |
Key alias: my company key L|
S el [ |

5.2-4
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5.2.1.3. 7FVDMBRED/\vELZHERTEHE

CDHARXEDTHTHTASTTDRAZD/ N\ BEEHER T DA EERNT 5. BEIZZTAPK £2ERT
BHESIEO-FRARBRDARBIIAED SHA256 /v 1B 2B T HHETH D,

Keytool [Z&YRERT BHE

JDK [ZfF/8 T % keytool EWVSTATSLEF AT HEMARERDARBIAPED /Y AEGIHED IV H—
TVUREHED) ERDDIIENTES, /Ny afBICEN\YY 2T LTI X LDENZEY MD5 % SHAT, SHA256
BREBRRBLDDHHN, COHAFXETEIESEVNROLEMEFELT SHA256 OFAEHEL TS, &
2722 &2 Android SDK THRIFREN TULVS JDK6 IZffE Y % keytool [F SHA256 TD/ v\ afBH AITHELT
59 .JDK7 IZFE T % keytool ZFIHENH B,

Android M7/ \w/JsIBBZ DB % keytool THF1T B4
> keytool -list -v -keystore <F—R k7 77 A JL> -storepass </NXTJ— K>

F—RLTDEA4T: KS
F—R b7 - FONALH SN

F—RXFTIZFT IV YR EENET

F4 : androiddebugkey
YR B : 2012/01/11
IV kY - B4 F: PrivateKeyEntry
SREFI—YDRSE: 1
FERRE[1]:
FrE&E CN=Android Debug, O0=Android, C=US
F47%# . CN=Android Debug, 0=Android, C=US
D) FILES . 4f0cef98
ESHAEOBER : Wed Jan 11 11:10:32 JST 2012 4T H: Fri Jan 03 11:10:32 JST 2042
SIBRED T4 VATV b
MD5: 9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:A1
SHA1: A8:1E:5D:E5:68:24:FD:F6:F1:ED:2F:C3:6E:0F:09:A3:07:F8:5C:0C
SHA256: FB:75:E9:B9:2E:9E:6B:4D:AB:3F:94:B2:EC:A1:F0:33:09:74:D8:7A:CF:42:58:22:A2:56:85:1B:0F :85:C6:35
ZL7I)LTY) XL4%: SHATwithRSA
N—32: 3
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JSSEC BEEAE/ \Y A EF Ty h—IZ L YRR T HH %

JDK7 ZA 2 Ab—)LLTEKTH, JSSEC FEBAE / \y Y aBF Ty h— % E A (X EIGERE/ W1 EZHERTES.

JSSEC SFAB /N v ZafeF T vh—
photo editor

e: com.sonydna.photoeditor
6: FATODT1EE 72E69411 47278260 16200360 A98D3FEF 52863932 E12872AB
64

photo movie creator
e: com.sonydna.photomovie tor

6: FATID1EE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB
34164

pick pic camera
e: com.sonydna.pickpicc
6: FATOD1EE 72E69411 4 620D360 A98D3FEF 52863932 E12872AB

picture manager

5.2-5

HNIFEKRICAVRAR—ILENTWA T TDEAE/ NNV 21 EF—ERT TS Android 77)THB, LEF.
[sha-256 1DHEIZKRSNTLND 16 EFHXFF 64 XFMNFAE/NYLLETHD, COHARXEEL—HEIZEM
LTWWBH5 2T ILa—K®DIJSSEC CertHash CheckerlZ4ILENFDY—Ra—K—KXThHh5b. EILFLTERALT
RV b fat=— il A

5.2.1.4. Android 6.0 LA[&T Dangerous Permission ZFIH3 % 4%

T3 $ % Permission 5D HA2J(ZDLVT, Android 6.0(API Level 23)T7 7 DEREITH M DS
BREEATTON =,

Android 5.1(API Level 22)LLEI®D Permission €7 JL([5.2.3.6 Android 6.0 LAfE® Permission ET /LMDt
BRZEBRIZTOVWTIZH) TE, 7TUMNFMAEE LTS Permission (E2T7 DAV A= LBt 5EN 5, L
ML. Android 6.0 LIBFTl&. Dangerous Permission [ZDWWTIE7 UM E LN A (224 T Permission ZE 3K
T5E. TTUREBELATRMICEELLZTNIEESI, 7T Permission ZERF SL. Android OS (£
— =R L TCTFRDLILHERETER KL, TD Permission DFBAEFRITEINEINDEEERDH D &I
1%, 1—H—h Permission OFAZEHAITNIL, 7TV IEZFD Permission ZHBELT HMNBEETTHIEN
TE%,
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E Permission RequestingP... |- 2455 A
DT 7 A=FHFAILETH?

O s&umERLAn

FALL Bzl

5.2-6

Permission Z{T 59 2HMICHERNMALNTINS, FEEIETXTD Permission BN—IELTHEEINTLM:
M. Android 6.0 (API Level 23) LLB%. Permission (Permission Group) &IZERIIZt5&h 5, ChlffEira—
H—HEREmLENCR RSN, 21— —(F Permission FIAD A - FENZDWTHREIYLRERICHITES LS
275>tz 7TUBHKE(L. Permission D EMEFINIGEEZELT. 7IVDEFR ORI EZRETHEN
H5b

Android 6.0 LL[E® Permission ETILIZDWNTOE#IEI5.2.3.6 Android 6.0 LLf&E® Permission ET /LMD
ERERICOVWTIZSEBT LI,

RAUE

77 THIAT S Permission #FAES TS

TWHET Permission (ZFIAES LALY

Permission D7 FYIZfH 5N TS NHERT S

Permission Z&ER$ 5 (A—H—IZHFRAIZRDIFA(TATERTT D)
Permission OF AN HFRISN TLVELNMEEDNEEZERET D

vi A W N =

AndroidManifest.xml
<?xm| version="1.0" encoding="utf-8"?>
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. permissionrequestingpermissionatruntime” >

Ad— KkRA 2 b1k 7T THET S Permission #FHAEET 5 —
— B FHRESRAIS Permission (Protection Level: dangerous) ——>
<uses-permission android:name="android. permission. READ_CONTACTS” />
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— *RA 2V k2% FTWLET Permission IEFIBEEE LAEL —

<application

</a

</manif

android:al lowBackup="true”
android: icon="@mipmap/ic_launcher”
android: labe|="@string/app_name”
android:supportsRtI="true”
android:theme="@style/AppTheme” >
activity

android:name=".MainActivity”

android:exported="true”>

<intent-filter>

<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
activity
android:name=". ContactListActivity”
android:exported="false”>

{/activity>
pplication>
est>

MainActivity.java

package

import
import
import
import
import
import
import
import
import
import

public
pri

@0v
pro

}

@0v
pub

}

pri

org. jssec. android. permission. permissionrequestingpermissionatruntime;

android. Manifest;

android. content. Intent;

android. content. pm. PackageManager ;
android. os. Bundle;

android. support. v4. app. ActivityCompat;
android. support. v4. content. ContextCompat;
android. support. v7. app. AppCompatActivity;
android. view. View;

android. widget. Button;

android. widget. Toast;

class MainActivity extends AppCompatActivity implements View. OnClickListener {
vate static final int REQUEST_CODE_READ_CONTACTS = 0;

erride

tected void onCreate (Bundle savedlnstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

Button button = (Button)findViewBylId(R. id. button);
button. setOnCl ickListener (this) ;

erride
lic void onClick (View v) {
readContacts () ;

vate void readContacts () {
// R4 >k 3k Permission N7 FTYIZHESNTWEMHERET D
if (ContextCompat. checkSelfPermission(getApplicationContext (), Manifest. permission. READ_CONTACTS) != Pack

322
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ageManager. PERMISSION_GRANTED) {
// Permission AAMFTE SN TV LY
// kR4 2k 4k Permission BRI B (A—H—IZHAERHEZ LA TRITERTT S)

ActivityCompat. requestPermissions (this, new String[] {Manifest. permission. READ_CONTACTS}, REQUEST_CODE
_READ_CONTACTS) ;

} else {

// Permission MI TIZfFH5 S TS
showContactList () ;

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

}

[/ A=Y —EROFREZFD23—ILINv I AUy R
@0verride
public void onRequestPermissionsResult(int requestCode, String[] permissions, int[] grantResults) {
switch (requestCode) {
case REQUEST_CODE_READ_CONTACTS:
if (grantResults. length > 0 && grantResults[0] == PackageManager. PERMISSION_GRANTED) {
// Permission DAL SN TSN T, EREFREFATINEFETTES
showContactList () ;
} else {
// Permission F AN SN TR, ERLBEREZFAT HLBIELETTEEL
// *RA >k 5k Permission DFAMNHFA SN TLWEIMEGEDNIBEERET S

Toast. makeText (this, String. format ("B#HREDFIAMNHFT SN TLVEEA"), Toast. LENGTH_LONG). sh
ow() ;

}

return;

}

/] ERE—EERTR

private void showContactList() {
// ContactListActivity Z#2 3
Intent intent = new Intent();

intent. setClass (getApplicationContext (), ContactListActivity.class);
startActivity (intent) ;
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5.2.2. L—ILTvY

¥ E Permission FARIZIZLLTDIL—ILEFDHIE,

1. Android OS ¥ ® Dangerous Permission [$1—H—NDEEERET H-HIZFEITHRET S (WHZAE)
2. JBTEZED Dangerous Permission [EF| AL TIXESALY (W7H)
3. JhE % Signature Permission [& Component QIZEEI7 T TOAHEET S (W7H)
4. JBEE Signature Permission [FB#H 7 IVICKUERIN TSI LEHRT D (WH7R)
5. JBEFEZE®D Normal Permission [EF|FAL TIFAESHEL (#£42)
6. HMEFEED Permission ZIET TN/ \r—S L ZHELIZXFIIIZT S (HE2R)

5.2.2.1. Android OS 8 ® Dangerous Permission [d1—H—NDEEZRET H-OIZEFRBT S (WA

¥ B EZ®D Dangerous Permission O F|AILIEHELE (15.2.2.2 B FEE®D Dangerous Permission [£F| AL
TIZESELY  (WZE) 1B8B) D1=H. ZZTIE Android OS #8E® Dangerous Permission ZHIRIZEEEZT 5,

Dangerous Permission [£fi® 3 D®M Permission EE%EY, 7TV IZZFDEREN 5T HNESIMELI—F—IC
FIBRE RO DHEEEN 8D, Dangerous Permission #F|AEEL TS 7 TIVEIHKRIZAVR—ILT HEE D
FOBEBEMA RTINS, CNIZKY . ZDTTIHE D KS7%H#ER (Dangerous Permission $&U Normal
Permission) #FIAL&SELTVNDDNELI—HF—DHEIENTED, I—F =AUV Rb—IL1ERVTTEHE
T.ZO7T)FFIAEELERNMTESN AV RF—ILENBLIITHEHSTNS,

0D au B w0

. PermissionNetwork

COF7INT—aveEq v -
LEghH?

ZOF7IVr—avICHrId 348
Pg:

v Fy bD—-78E

REMA U F—Ry LTI

J A2 R=b U Frotll L

B 5.2-7
FTIDHIZIE, A—F—DEEETTIRRENRELL-VWEELH D, THEHDS5 ., Dangerous Permission
TRETEIDIEFEA—HY—DEELTTHAIZLITEFENDETH D, BERLRL MEROFENI—HF—DHIERIC
FERONTWS=0THD, —A. TTIRARENRELIZVEEITDOVTIE. COBETIIRETELL,

BIZIE, B T7TVEITEEET S Component (Jhit 7T UMD T I EREZIELI-WMEEEEZ D, D LI
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Component # Dangerous Permission [CkURET HLIITHELIZLT D, T TNV R —ILENDBE
FC, A —DFBFICEY MM T TIISH L THERO M EEHFRAILTLE L RETREBHOEEI LT T
JICERAINSBRAELS . COLILEEICBEHDOEELZRETH-OICIE. . MBERD Signature
Permission ZfE>& &L,

5.2.2.2. ¥MBEE®D Dangerous Permission [FFIALTIEADALY (w7A)

M BEEZ®D Dangerous Permission ZEALTH, A1V A= LB A—F—([ZHEBDHRIZ RO S IBEEH R
RSNEWMGEE DL H D, DFY Dangerous Permission DYFETH DL —H —IZHIETE RO DBEEN BN ZN &
NHEIDTE, FOTERHARTIE B EZE D Dangerous Permission #F|ALLGLNZEFIL—ILET S,

FIHRBEDEDIZ2 DOTTVEEET S, 1 D(XIHE D Dangerous Permission ZE &L . 2D Permission IZ
KYIR#LT=- Component 28T 577 Thb, 2% ProtectedApp £3 5,15 1 DIE ProtectedApp M
Component ZEBALKS5ETBRIDT7T) TIh%E AttackerApp &9 %, ZZT AttackerApp & ProtectedApp
MEZELTz Permission DFIAEE LEBIZEL Permission DEZELITO>TVSENDET D,

AttackerApp M1—H—®MEFA[ZLIZ ProtectedApp @ Component ZFATETCLESIY—RIZL TN L%
BEICEES,

1. 1—Y—HFTF AttackerApp 1/ X+—)LF &, Dangerous Permission O F|RAEFaIZ KO HEHE (LK
RENTIZ, TDFEFAVA—ILATETLTLES

2. RIZ ProtectedApp ZAUAb—ILT HE. CCTHHFICEHFLLGLAVRM—ILTETLED
FD%. 12— —N AttackerApp #EET S &, AttackerApp [F2—HF—DRINHS55(Z ProtectedApp
@ Component [C77EATETCLEL. ZEICFO>TEIHEIZEND

ZDT—ADRRAITRDEY THD, %I AttackerApp A Ab—ILLESET BHE uses—permission [ZXKY F|
FAEE&NT-Permission [FFELZDIHARETIHEERINTLVEL, 2O EE Android OS [FT5—EF 5T EHMK
AV A= ILESTITLTLES, Dangerous Permission O1—H—MERIEA VAN —ILEEITLMERSNEELV -
O, —EAVAR=IENT=TTIVIEHEREHFASN=ELDELTHRDONS, LN TENSAVRN—ILENET T
1) Component #[@E4#& ® Dangerous Permission TREL TGS A —F—DFFAIGEICA VR =)L E
N=77)M5%F®D Component KFIATETLESIDTHS,

%#. Android OS BETE M Dangerous Permission [E7 MLV AR—ILENBEEIZIEFDFEINMRIESNT
L 5D T, uses-permission LTWBTTURA U R—ILENBEECEINT A—F—EREEN RTINS
BHEZE D Dangerous Permission DIFEIZFE T DOREIEIZEL S,

BE. ZDT—XT Component ~DTF7 I REHIETEENAEIEIR DN >TLVEWL, LIzA>T MBEED
Dangerous Permission [EFI AL TIXGHALY,
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5.2.2.3. JEE Signature Permission (X Component QZERI 7T TOAEERT S (W7H)

B# 7B TEET 154, ETHICSignature Permission #F v 35 ETHEFX ) T+ZBRTESLEE
5.2.1.2 #EEZED Signature Permission TE#7TV)EET 54 E ITHIRLIz, COEMEAZEFIAT HEIC
(% . Protection Level A% Signature @ ¥k B Permission @ 5 £ |&. Component 2B 77T D
AndroidManifest.xml TO&{TLN, FIAAI7 T TIEIHE D Signature Permission ZE &L TIEASELY,
1. signatureOrSystem Permission [TDWWCTEHBEHETH D,

LUTHAZEDERELGD,

RIEAI7T)EYRICAVR—ILEN-FIRAIT7 TN EHEHY . EOFART7TTIELIMBEER Permission OF|
FAEE &LEHIT Permission DERELLTWVDBEEEEZ D, COKRTRERTTIVEZAVR—ILT HE TART
OFARTITIISRERITZITIVICT I ERTHIENAREITE D RIZ. RAAVR—ILLE-FRRBRIT7ZTVET
VAV RM—=ILT B L, Permission DEZRMEIFREN. Permission MREZELD, TD1=. FEo-FIREIT7 T
DS DRBEIT T DR AN R AIRELH>TLES,

ZDESIZ, FIABIT7TT Permission DEEFITIERHE Permission DREFRIRENERETSHDT.
Permission M E &IL{R#& T 5 Component DIREAI 7T D AT, FIAEI7 )T Permission #E&T 5D
(ERE (TR NIEEDELY,

5T BHIET BEBRAI7TT) DA R—ILEEIZHERfH 50N ThA . HhD. T4V Xb—)LBIZ Permission Ak
E&REGY ., RIAI7 T E Permission DEEDFEHEANLT —ETHD T, @IEL Component DR ER
ENTRETH D, HH. HHBETS Signature Permission [CEALTI, EETET7TIVDAVA—ILIEIZELST
FABI7F)IZ Permission FIFRERM T 5N 510 . COEMM@RYILDILITERS,

5.2.2.4. ¥BEZ Signature Permission [FB#7TVICKYERIN TSI LEHERTS (Wh7E)

AnroidManifest.xml T Signature Permission#&E & L. Component % ® Permission TIRELT-FZITTIL.
E(FREN T2 TIEGEL, COFEMIEIT RNV RM2230D05.2.3.1 MBES Signature Permission % [a]5#
T&% Android OS DML ZDOXIKIZSEBTHL,

LIF. ¥ B E% Signature Permission 2&£IZELLESFIETH S,

F9 . AndroidManifest.xml [CTR%E1TS,

1. {R#L7-=L) Component ®&H 577D AndroidManifest.xml [ZT, 1 B Signature Permission #E %
% (Permission MDE)
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

18 Normal/Dangerous Permission Z#|A9 315 &(Z(X. Permission NEREZDETEFMARTT)AEIZAV R
—ILEnbE FIRATTIADEROF 5N THNT  BEAIT7T TNV RAR—ILEN =L T I ERANTELL
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2. {RFEL7=L> Component ®#% AndroidManifest.xml [ZT, Z® Component DEZEAY D permission
BT, B E Signature Permission #5835 (Permission DEREE
f5l: <activity android:permission="xxx" ... >...</activity>

3. {R#ELT=Lr»Component |27 X3 %:E# 771D AndroidManifest.xml [ZT. uses-permission 2412
B E % Signature Permission Z15E 9 % (Permission DFIHAEE
f5l: <uses-permission android:name="xxx" />

FLNT, Y—Ra—RLICTRERET S,

4. {R#EL7-L)Component TYYVI X EMNIET BRI, B E&E LT Signature Permission BB 77112k
YEEINF-LONEINEHERL., TOTHITNIX I T AL ERT S (Component IREAIICL L RE)

5. {REEL7=L>Component 7Vt RXF BHIIZ, MBEZELT= Signature Permission NB#7TUICKYER
NE=LOMNEIHEHEREL. F5THITNIE Component [Z79EXLAL (Component FIBEIIZ L5 1R#)

=12 Android Studio D E & #EEIZTREIT,
6. EETEIITRTOT7IID APK #EILBHXKERTELT D

ZC T BEZLT: Signature Permission A%, B 7 IVICKYERESNEDNEINERERITIDLELHD
M BERMNERERRITOVTIEY T ILa—FEoa>nl5.2.1.2 MBEFEED Signature Permission TE#t
TO)EET DA EIESRT DL,

. signatureOrSystem Permission IZDWTHERTH S,

5.2.2.5. JHBEFEZH® Normal Permission [ZFIBLTIEESALY (HE2E)

Normal Permission ZF|FB9 %7 71JI& Android Manifest.xml IZ uses-permission CHEEE 5+ T#
DIERZBRIIENTESL, TD=H . —EAVA—ILENTLES=TILVIT7H5 Component ZiRET HLD
2B B9(Z Normal Permission [XFIBTE4Y,

S5 B EE Normal Permission # AWVCT7 T UMEEETSHE . BIET & T T~ D Permission Ot 5
XAV A= VIBIZHKTFT B, Bl R (X, Permission ZE&ELIzaVR—RUbEHODTITIVLYEEIZZED
Permission ZFHAEE L7 IUEARb—ILT B, Permission ZEZRLI=7IVEAV AR—ILLI-%3LFH
BI7 7)1 Permission TRESIN-OVR—RUMIT IR T EHIEMNTELLY,

AVAM—=IVIBICKY 7 T)BEEN CTELRALMEERE T A ELEL T EETHL2TOT7 I Permission
EEERTDEELEAOND, TOTHILICKYRMFIRBTTINAURb—)LENTIGETEL. £ TOFRAAT
TUNRBBITIVICT IR TEHIENAEEEL D, LML RDITA D RR—ILLIZRREI7 TN T oA R b—
ILENTZFRIZ Permission MEREZBRKELLY MICFIARIT7ZTINFEELTOTE. TR5O 7T SIRER
FIINZTOERTBIENTELRLEL>TLESD TH D,

LEDQESIZ7TDRI AENELRONEZBNAHEEND ., EFESE Normal Permission OF|AITIEZ B~
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ETHb,
5.2.2.6. HBEE®D Permission & X7 T D/ r—C B EILRLIZXFIIZT S (322)

BHOTTIHNRILLRIT Permission EETDIHEE. KICAV R —LENT=7T )M EET S Protection
Level BNERAINS, FICAVA—ILEN =7 T H Normal Permission ZE&L . ZICAVRAb—ILEN=T TV
MEICLAIT Signature Permission #E &L 1154 . Signature Permission IZkARENE =DV, &
ELLGWMEETH. EHOT7TTJIZH T Permission A EHZELTERILAL Protection Level TEIET S HE
D BB, ZDKSTEBREMH =8, Permission BIZIEXTT)DIvr—CBEANTZADERLY,

| U9 —U%) permission. GHAIT 5XF3I)

I Z £, org.jssec.android.sample &L 5784 —2 12 READ 72t A®D Permission &3 A40(E, RO
HER O IFELLY,

| org. jssec. android. sample. permission. READ
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5.2.3. PRIV RE

5.2.3.1. ¥BX% Signature Permission %[0l TZ4 Android OS D4 EZT DR

¥ B E & Signature Permission . ALK ER TCEL SN 7 IVRETT7IIREEEZERT S
Permission THD, AFEEFRIITSAR—FETHYMEXICARLTITESHEVNBLD THS1-®. Signature
Permission [CkAREFEHT7TIEITTEETIEEICHEONEZIENASLY,

F3°(&. Android @ Dev Guide (http://developer.android.com/quide/topics/security/security.html) T
RIS TSI E EE Signature Permission OERMLGHEWNAZELNT D, F=FZL. BB T EHELIIT. SDOFEL
A1ZIE Permission B EDORIENH B ENDTIHTHEY . KAMRIZEBELE=-NRABEELLS,

LIF. ¥ B E% Signature Permission OEKMAFEWNETHS,

1. {R#L7=L)Component ®#&H57 71D AndroidManifest.xml (2T, ¥ B Signature Permission #E %
%
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. {RE#ELT-L» Component #2771 M AndroidManifest.xml| T. {£Z#L7-L» Component [Z android:pe
rmission BHEEIEEL. 1. TE#ZELT= Signature Permission #E3k3 5%
f5l: <activity android:permission="xxx" ... >...</activity>

3. {REEL7=L> Component [Z7YEALzLEET 1D AndroidManifest.xml [ZT, ¥ B E % Signature P
ermission Z¥AEE I %
f5l: <uses-permission android:name="xxx" />

4. EETHIINTOTT)D APK ZRILHFKERTELT S

E(, COFENALEITTIH, ROEHEAKIIT S E Signature Permission EEDRITENTETLES,

SREADT- I B EED Signature Permission TRFELT-7 )% ProtectedApp &L. ProtectedApp &IEE
HOERFEERTERLALIET7TT%E AttackerApp &9 %, 22T Signature Permission EIEDRITEEIE.
AttackerApp [FZBEZ N —HL TLVEWNZEN M HST ., ProtectedApp M Component [CTF7 I AREEIZIES I &
THd.

1. AttackerApp % ProtectedApp AV B X & L f= Signature Permission &R L % 1T Normal
Permission ZE &9 % (BZ1Z1& Signature Permission THiE17%LY)
f5l: <permission android:name=" xxx " android:protectionLevel="normal" />

&2, AttackerApp [E¥R B EZLT= Normal Permission % uses—permission THREEE 95
f5l: <uses-permission android:name="xxx" />

&3, AttackerApp # ProtectedApp &Y EIZIHKRICAVAM—ILT S
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EIZAVRM—IL

ProtectedApp Q/ AttackerApp
ﬂndroidManifest.xml AndroidManifest.xml / E3oy \

m" Android 77 DX 17 EEE - £F27aA—F1U T AR 2016 £9 A 1 Ak

<{permission <permission /
android:name="“xxx" android:name="“xxx"
android:protectionLevel=“signature” android:protectionLevel="“normal”
/> />

<activity -+ {uses—permission android:name="“xxx" />
android:permission="“xxx" >

</activity> ; FPHLATARE \

~ I | \_ ~ I |
\ & [

%2 || @ I
d —O] a

ProtectedApp &I R4S
FRRERTES

5.2-8
EH 1 BERUEH 2 ORILICWHEL ProtectedApp BB E&HD Permission f&l&, APK 774
AndroidManifest.xm| ZEYHE (XBMBEBIZESOTERSICHBIENTES . FH 3 A——FRILEDFE
ICKYKEBEIZHIREEHRHORIMNH S,

D KIITIHMBEFEE®D Signature Permission [CIXERMEFEN AT TIERELZRBINTLESBRELHY .
BT EESSCEIBAENDBETHD, EFEMICIEIIL—ILEII30DI5.2.2.4 B EZ Signature
Permission IEB#7TVICKYERESN TSI LERERET D (WA JICBHELTWSHETHLTESLD T, £b
LESHBDIL,

5.2.3.2. 1—H—H% AndroidManifest.xml Z®/EAT S

¥ B Permission @ Protection Level WERILEZEWEDIZEEr—RIXBEIZERBALIz, ZDIEICKDTEEZED,
=4I, Java OYV—RO—FEITRIGA DX IEEERT DHEMH o1, ZZTlL. AndroidManifest.xml A
TAESNBENSBEAND, V—RO—RAIORGIZDONWTHRAR S, REAZRMNTIESLERZEGEIRTTHH.
LREHZE O THIAZITSITAD/N\NYH—IZH L TKIFEAES RNV EEZTHSEIEET HILE,

COEETT)DHREAIZETIIDTHY ., A —F—BENEBEEZFH>TWET—ATH D, REFHALESA2D
S ThAHM. Permission [CEHTEE. ChETIV—ILATITVELTARSATLSE, Mol TOTHEL Y
D=1 T BEZERRIELTHRATHELZEIZLT =,

Android 77X . root #EBRELICHIATEDRZLZBEBICEVWTHDE NS, BELHDL,
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AndroidManifest.xml ZZE LT APK D71 ILEBAER. BRT Y= ILHBBHINTNS-HTHD, _DY—
IVEFERTAET, ETHEEDT7T)H D Permission ZHIRT A EMNAREIZE->TLVS,

EELTIE INTERNET Permission #HtYB&L /= AndroidManifest.xml M5 FIE R D APK ZE/L. 7FIC
HMARAFENTZLEED 21— ILHBBELEVESIZT BT —ANENEITHD, AANFBRHAENITEESINTLNS
MELNBVEDTIRMILHEINELENSTET, COBDY—ILOFAEEZFHEL TSI —F—ELHFETS. D&
ST AL TTVICHARAENTEEIBEELEEST-0. BERAZHFLTVLIHARFICHLTEBMES
ZEZBTHTHALLERD. — T —DIFEALIFTROERELICNLDITAZTO>TLSEREDNS,

A3 —2vk Permission # uses—-permission TEELTWA7TUA, ETEIZB S ® AndroidManifest.xml
[ZEEE SN TULVS Permission MR 2 EFIFRIZTT,

public class CheckPermissionActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// AndroidManifest. xml (2% L = Permission #E1%
List<String> list = getDefinedPermissionList();

/] BEAERNT B

if ( checkPermissions (list) ) {

// 0K
Log. d("dbg”, “OK."):
lelse{
Log.d("dbg”, “manifest file is stale.”);
finish(;
}
}
/**
* AndroidManifest. xml IZ%EZ& L 7= Permission 1) X F TEHT 5
* @return
*/

private List<String> getDefinedPermissionList () {
List<String> list = new ArrayList<String>();
|ist.add (“android. permission. INTERNET”) ;
return list;

}

/%%

* Permission NEBR SN TWEWI & 2HRT 5,

* @param permissionlList

* @return

*/

private boolean checkPermissions (List<String> permissionList) {

try {
Packagelnfo packagelnfo = getPackageManager (). getPackagelnfo (
getPackageName (), PackageManager. GET_PERMISSIONS) ;
String[] permissionArray = packagelnfo. requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
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if (! permissionList. remove (permission)) {
// BB L Permission At TLNS
return false;

}

if (permissionList.size() = 0) {
// 0K

return true;

}

} catch (NameNotFoundException e) {
}

return false;

5.2.3.3. APK DHETAZIELET D

5.2.3.2 2—4H¥—A' AndroidManifest.xml T AT B TIFA—H—IZ&LSD Permission S ADKRHIZD
WTERBALTz. LDL. 7TUDHTAIE Permission [ZRLT VY —REEZELBZTHOT7TIELTI—H VLT
BMTHEE. V—RO—FEERTILUKHEALRATEEFINZIRITFEET S, ZITIE APK I74 LA
SASNCEERET BN KYRNRMEFZEBNT 5,

APK DHEAZITIICIE.APK D7V E—EREL. ARERELRICBU APK 7 LELTHBERT ARE
DHd, TORICKHEAZBITOREEDREFLFTLEVDT. REAZBEDET APK 2ELTH&ITHD,
CDESIZAPKDBREAICIEERAGIAZ)DEREES1=0. 7T JEEERFICAPK DIEAELFHY—RI—RITHE
ORAATRAREDIIAEL LB T A ETHREADHELZRETAHIENTES,

DUTFICHO T a—FERT . GHE. REFOFETETOD/N\IA—THNEHRSAREDEN LN BZTH S,
D<ETHBLEEEH THALEZBICEVWTTITIADBEREZRFATEINETH S,

AU
1. FELRUEBETSETCOMIC, 7T)DIAENFHAHEEDIIHAETHA_LEZHERTD

SignatureCheckActivity.java
package org. jssec. android. permission. signcheckactivity;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. Toast;

public class SignatureCheckActivity extends Activity {
// BEIEBAZED/N\Y > alE
private static String sMyCertHash = null;
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private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M ”androiddebugkey” MEEBRE /Y > 1 (&

} else {
// keystore M ”“my company key” MiEBAZE/\v > a{E

}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kAU 1hk EELMEBEITSETOMIC. 7T DERENREEDIRAETHSZ L 2HET S
if (IPkgCert. test(this, this. getPackageName (), myCertHash(this))) {
Toast. makeText (this, "E2ELNDEE NG”, Toast. LENGTH_LONG). show () ;
finish();
return;
}
Toast. makeText (this, "E2E&LDEE 0K, Toast. LENGTH_LONG). show () ;

sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255";

sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBIE88B D7B3A7C2 42E142CA”;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHEL T FRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
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} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

5.2.3.4. Permission OB XERE

77)H Android OS IZIRESN TULNAEEEIRA® GPS £V o= IFEHRAOHEEIZT IR T B1=0HIZI Permission &
FRATEELETFNIELESEL, Permission ZFAEELHFAISNSEE. ZDTTVIZIEZFD Permission MEFES
N2 &IZHY ., ZD Permission [CKYRESN B OHBEIZT VA TESL LSS,

TRT S LOMAFIZESTIL, Permission #EESN 1= BFaISN =) 7SI Permission TRESIN-T—5%
RFL. TDOT—2ZRDOT7T)IZA D Permission HEREFTITRM T HTELTETLES, CnlE Permission
EHHEWT T Permission TRESN T —RITT VA TESILITHAESAEL, REMIZ Permission =5
FELTWDIELLEEMIZIEDD T, 2% Permission DB ERZEMBEEMES, 2D K5I Android @ Permission
XA TAETLTIE REINZT—EADT TS DEET IV ERETUNMEREENTELRNOEWS ML
DHEBEIH D,

B&EFIER 5.2-9 IZ5RT, RO 7 TJIE android.permission.READ_CONTACTS 2FAEE L7 T hE
BREBHRERAN>TES D DB IZEFEL TS, M DHIBE+H7%< Content Provider ##H TERBLI-BHREMDT
TYIZIR LB EI1Z. Permission DB ZEMENEL S,
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( )

Androidifi R uses—permissionZ
BELETTY

Content Provider

Contacts AAA Permission ¥l Fi
HEEDODEWTSY
AAA
BBB
CCC )

Content Provider|Zi#E ) ZiPermissionE% FE HY
L&, uses-permissionEE E L TLVELWTTUHA
MERAZLISERET—FEWMETETCLES

5.2-9 Permission Z& -7 EREFREIMET S

E#DHEL T, android.permission.CALL_PHONE #FIFHEE L1=7 A . [ Permission ZF|AES L TLY
BUMEQT7 TN DEEDEEBEEEZ (AT, I —F— DRI T DB SICEFEZHITEHIENTESLL
[X. Permission DB ZEMELH S,

Permission DFIAEEZL CHRI-EREE -HEEEZIZEZOFEOHRTHOTTIICZRIZET HEEICIL.
RIEETITVIZHLEL Permission ZER T 54 E LT, TOREKEFMHIFLRTNIEGSE, F-1HREE-
BEEEED—HPDAHEMDT TV ICZ BRI HI5EIZIE. TOFEREE -HEEEO—SoNERSIfLE
DHEEESICIHLBEURRENVETHD, LA ILRLRERERIZEIL Permission ZERL1zY ., A—H—~F|
FREFFEZRERALIZY. T4.1.1.1 JEANRA Activity Z4E5-FIFT5114.1.1.4 BHRE Activity Z4E5-FIHT 5
BEEFALTHET T DOHIRERITHHEDRERRLH D,

CDFSTHEREMREIL Permission TRz &TIELELY, Android 77 Tl 7TV ERIER - #aexth o
FIT)ORYED—5 - BEEANSAZETLIEN—RICTHONA TS, IREETAHA Android 7T THNIE
Permission. #yhD—0THNIXOT 12 BBRIBEATHNIET IV ERAFIREVSF=KIIZ. TNENRET LR
[CHELGERCHBENFETHILEZL, SOLTHAELEZBROBEZ ZOMEE TH I —F—H DL RY
(D7 TVITIRELIZY . Ry T —I 0 REEARICERE T HRICIE. A—F—DOBERICR LR AILESIC
BEICRFALTTIVICHERERTRETH D BEIZIEL T, Permission OFIEREIBRICIREEICK L THERDE
ROFEADFHIREITHRTINIEESEN I—F—~DFAHFHELTD—RTHD,

LI FTld. READ_CONTACTS Permission ZF|HLTERKRSE DB hhio—EBEZIELE7 UM, HRIZHEDT
Izt L TR READ_CONTACTS Permission ZEKRK 3 3515 RT
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RAVb
1. Manifest TRt ERBL Permission #&E3K9 5

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. transferpermission” >

{uses-permission android:name="android. permission. READ_CONTACTS"/>

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
activity
android:name=". TransferPermissionActivity”
android: label="@string/title_activity_transfer_permission” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{provider
android:name=". TransferPermissionContentProvider”
{I— *RA 2 b 15 Manifest TRET LR L Permission Z2ERT B —>
android:authorities="org. jssec. android. permission. transferpermission”
android:enabled="true”
android:exported="true”
android:readPermission="android. permission. READ_CONTACTS” >

</provider>

<{/application>

<{/manifest>

TTIUDEED Permission ZERTEIDLENHIIGEIL. LEEDFETIIERT HIENTELL, Y—RO—F
LT Context#checkCallingPermission()%> PackageManager#checkPermission()Zf£HL T, FFUHLITD
7 71)HY Manifest TG RTD Permission DFATEEEIToCLIMNEINERER T HILITHS,

Activity DIFE
public void onCreate (Bundle savedInstanceState) |
~ R~
if (checkCallingPermission(“android. permission. READ_CONTACTS”) == PackageManager. PERMISSION_GRANTED
&& checkCal | ingPermission (“android. permission. WRITE_CONTACTS”) == PackageManager. PERMISSION_GRANTED) {
// UH LITANIE L Permission #FHAES L T =EoNE
return;
}
finish();
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5.2.3.5. JRBEEZ Permission DERZF Ty I#HEIZDLVT (Android 5.0 LL%)

Android 5.0(API Level 21) LA DimR Tl B D Permission R LI-7TVICTBVWTUT D LSLEHICE
HIDEAVAM—VIZRET DI REESNT=,

1. BEICRA D Permission & LE=7TIHRAVAR—ILEN TNV
EH2. TOAVAM—ILEHDTTYEEZN—BLEL

CORREFICKY ., REFZOHEE (Component) DIREAI 7T EFIRBI7ZT)DNAT Permission ZEE
LT=i5&IZ(E. B Permission 2 &R LI-BRDELStt 7T IUAET T ERBIZA U R—ILEN DD ERHS
CENTES, LMLEAS, 15.2.2.3 B FES Signature Permission [& Component QIREEEI 7T TOHE
IS (WHB) ITERLIZBY. 7TTIDT oAV A= VIR LG EIZES>T. MADTTJIZ Permission &
EETHEZTD Permission NERETRERKEICLIGENH L. COLKREZBEHDOEELT- Signature
Permission AMh 7 FUICE RSN TUWVENWIEDF TV IITERT BT EIETERNIEN T MO TULVS,

FRLLT,. BHEE7 ) THBETES Signature Permission ZFIAY 51548(F. 51E#=15.2.2.3 HATE

Signature Permission (& Component DR EI7 T TOHEERT S (w7E)1.75.2.2.4 HEES
Signature Permission [FB#7TVICKYERINTINDILERERT D (WHZB) IDI—ILZEIESFT Bis
EhHD,

5.2.3.6. Android 6.0 LAf£® Permission ETIILOEHLEREIZDNT

Android 6.0(API Level 23)IZEWNT7 T DEREOKETICLEEX R IZT Permission ETIILDEHEEMNTT
ni-, AEITIE Android 6.0 LIf&®D Permission ETIIL DM ELEHT S,

EROMFE-BYELOSIIT

A—H—HEREHIWBELER (Dangerous Permission)Z7 JUMFIAEELTLVSIHES (15.2.2.1 Android OS
BETE O Permission ZFIAT 54515 8) . Android 5.1 (API Level 22) BIDEH#TIE, 7TUDA U A—IL
FFICZTDIER—ENRTEIN, I—F— DT R CTOERZHAITEHETIV AL THONS, COBRRT. 7
TULFAES LT S(Dangerous Permission LS DIEREFSO)ETOHERIETIIIZH 5SS, —Eff 5
NHERIZT TUDIHEERNLT VAV AR—ILENDETHITH S,

LAL Android 6.0 LIBEOEHTIEL, RO F 5 (X7 T ORTHRICITIMEERELY . 7TIDA U R—)LEFIZIE
RO 51— —~DHEDRELIThAL, 77, Dangerous Permission ZHE L3 BIEEERITT BEE.
ERICZOERNT T I EIN TSN ESIHERERL. ERA 5 IN TUOELEEIZIE Android OS (ZHE
REETRRSE, I—F—IHERAAOHFAIEROIVENH S, 1—F— I EREETHAT HLETED

19 Normal Permission & &1 Signature Permission [& Android OS IZ&Y BEIMIZfT 53N bf=6, 11— —FE
RETOIBEFRLY,
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ERIZT IV ESIND, fzZL. A—F—(F—E 7 FJIZFF I L1-#EBR (Dangerous Permission)% . (X EA=2
— 5B L TEEDAAIVI TRYETENTES (K 5.2-10) =0 EEBAT TV ESNTEST RELRE
HMOBEECT IV ERTHIENTELVKRICEVWTE, 7TV BRELGBEERI T IEALTNKSE G EEE
EITDLENHD,

& TTIOHER

(8 Permission RequestingPermissionAtRunTime

R

5.2-10

RO M5 -BYHL DB

LDH D Permission (X7 DHERECREE S H1FHRDIELEIZIELC T, Permission Group EFEIENDEAITY IL—
TeshTWB, BIZIE. AL F—BEHRDFA Y I ELL Permission T#H android.permission.READ_CA
LENDAR &, AL A —IERDEZIAHITHEL: Permission T#HhA android.permission.WRITE_CALENDAR
X, EB5E android.permission-group.CALENDAR &LYv5 Permission Group [ZELTULYA,

Android 6.0 LFEDHFHLLY Permission ETILIZHLT, RO 5 HYELIEZD Permission Group ZE
fiELTIThND, DFEY ., 7TYDEITEIZ android.permission.READ_CALENDAR DERM{Thh, 1—H
—MNIhZEFFA[9H&. Android OS (& android.permission.READ_CALENDAR & android.permission.WRIT
E_CALENDAR O F|AMNEA LHFFRAISNTIzEALEL . T D& android.permission.WRITE_CALENDAR MER &
NTH A—F—IHERFT (7RI NRRINDZELLENFFICHERI T EIN 5D TH 520,

Permission Group M7 #EIZ DL TIX Developer Reference (http://developer.android.com/intl/ja/gui
de/topics/security/permissions.html#perm-groups)Z SB35 &,

20 ZMi5EY. 7FJIZ&B android.permission.READ_CALENDAR & android.permission.WRITE_CALENDAR
DHAEEIFLLITDLETHD,
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HHREE DL EHEEH

77 DEFTEEIZ Permission ERADEL DL, iHEKA Android 6.0 LIETEMEL TSI EIZMZ ., 7TUD
maxSdkVersion H¥ 23 LLEIZERFESNTLSIHZEIZERSN S, imERA' Android 5.1 LRI TEIEL TL\SIHFE .
771 ® maxSdkVersion H 23 RiGTHAIGE . ERIFHKBYTTIVDA VA= LEFIZE LD TR ESN S,
fz12L. 77 ® targetSDKVersion A% 23 KRG TH>TH. iR H Android 6.0 UIETHNIIE. 1V Ab—ILEh
=771 ® Permission #1—HY—HEEDIA(IVT TRYET LN TES2H. ERILGEVWTTUOEER TN
REDTAREEAH D, BRICABERISHET S0 . 7FTUD maxSdkVersion & 22 LIETIZEREL T, Android
6.0(API Level 23)LIBEDIHRICA U b—ILENBENKIIZT 2HEEDRIGHNBETHD (K 5.2-1),

& 5.2-1
iR D Android OS /A— | 7 7 1) D | TT)~NOERMTEDEA | 12— —(ZKBHHER FH
o3y targetSDKVersion =S
S 6.0 =23 7T EITH HY
<23 AV Ab— LB HYER2ERFIGHBE)
<5 =23 AV AR— LB =L
<23 AV AR— LB =L

f=1=L. maxSdkVersion OMRIIBREMTHAHZLITTENLETH S, maxSdkVersionZ 22 LUFTIZERELT:
B4, 77)% Google Play ##H CEfLI=&EIZ1E. Android 6.0(API Level 23)LIEDIHERMNRRT T DA
Ah—/LAEEIRARELTY AR RSN ELH B, — A . Google Play LISt D<T—4 v FL 4 X Tld maxSdkVersion
DENFvIINENELH ST, Android 6.0(API Level 23)LIEDIHRIZHE T T)EA 2V RA—ILTES
BENHD.

Z D &51Z maxSdkVersion OENRIZREMTHSHZ L, 512 Google H maxSdkVersion DfEFAZEHEREL TLY
BWIEZHFZ BRICHABRERICHIET 5 LaHE80T 5,

BE.UTORYRT—@IEIZRET % Permission [, Android 6.0 LIf Protection Level A% dangerous i
normal [CEBEIN TS, DFY., Chid® Permission [FFAEEL TV TH, A—F—DBATRMALHAIZLEL
LAaW=0 ., SEDOEHREREDZELZITEL,

android.permission.BLUETOOTH
android.permission.BLUETOOTH_ADMIN
android.permission.CHANGE_WIFI_MULTICAST_STATE
android.permission.CHANGE_WIFI_STATE
android.permission.CHANGE_WIMAX_STATE
android.permission.DISABLE_KEYGUARD
android.permission.INTERNET

android.permission.NFC
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5 3. Account Manager [ZJHB7 AU MEEMNT

Account Manager [E7T)HRF US4 —ERNTIERTB=OITHEBELELEZTHIVMER (FTHhHOUR. /N
AT—R)BLVRBE—Y0%F—TtEET S Android OS DA THD2, A—HF—IEFBRHITHhHOUMEHRE
Account Manager [Z&ELTHE, 7IIDA L SA Y —ERICTIVERLESELIEE(CA—F—DHFAEF
T.Account Manager W7 VIR —Y % BINIRE T 2HHATHD, /\AT—FREVNSEBHTE O T4T
HiESHRET7 ) B TEL T EA Account Manager DR A THS,

Account Manager Z{#EHAL=7HOUMEE#EEIR 5.3-1 DKILERELS, [RIA7TVIEBEN—I0D
REEZFTTHUIAY—ERIITIVERTET7TITHY  GIRDTT)DIETHS, —A. [Authenticator 7
1) 11% Account Manager MH#EEEHRIR THY . Authenticator EFEIENEA TP Y +%F Account Manager (232
#H9BHEIZkY. Account Manager BRZDA L SAUH—ERDTHIUMERS FVREL—V 0% —TEET
EFBK5127%%, FIART T & Authenticator 7TVIERIDTT) THAIDEFHL, —D2DTTVELTEETHIL
£ TE5,

|( Androidifi R | |( Webt—/3— ‘l
I
| I I
I B — s . Android Framework Authenticator7 1) : : o149 —E XA :
| e TR M~ Frs1op—eza L) | FhYU !
1R77Y e Account (@ oA — e Mz
: >e Manager \. @ Authenticator T 1|- ™ EHEEHEEE :
| , ] |
| - | l . !
| b e e ————mm————————— r_l-.|> Y—ELAD !
| REEF—72 B> TH—E RD BT EEFIE | BBt :
| }l | |
\ \ )

. e

B 5.3-1Account Manager ZEAL=7hV o NMEEEREDIERL

Ak, FIFAT7 )& Authenticator 77 IFXFAFKEEDE L RN EL>TLTHELY, LA L Android 4.0.x DifmR
[ZBRY Android Framework M /A5 A% Y . FIF7 71 & Authenticator 7 7Y DEZBARLGTH>TLSEFRT T
JTHINANREELTLEN. BEBTHVUMFIATERND, SSTRNT YT ILO—FIEEOFESICIERET
EFTLVELY, FELLIFM5.3.3.2 Android 4.0.x TIEXFIAT7 T & Authenticator 77 DERZBNELDLHISH
RETDHIESHEIT DL,

1. o7 )La—F
Authenticator 77UDH o F)LELTIS5.3.1.1 HBT7HOU S 1% FRT7TIOHUTILELTIS.3.1.2

MBTHhOUNERATSI1ZRAELZJSSEC ® Web HArTEMALTWVWSY T ILa—F—KTIEZENZh
AccountManager Authenticator & U AccountManager User 23 L TLND,

21 Account Manager (¥4 >34 —EREDRIFADEHALIRE T HH . KETTIEIZ-TLVELY,
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5.3.1.1. HMB7HIUEHES

ZZTl& Account Manager BB 7h VU bERZ 5&5129 % Authenticator 77U DY T )La—R&EBNT
%, COT TV IEHR—LEEMNSEETES Activity [(EFELEWV, £5—20H T ILF7TF)I5.3.1.2 HETHY
UhEFAT S5 Account Manager 2 TRIBEMICHFUHINDZEITEFELTIELLY,

RAk

1.

N OO v bW N

Authenticator Z12#9 % Service [£3IE/ARH Service £F5

A% 4 > EmE Activity (& Authenticator 771 TRE&E$ 5

A4 4 E@E Acitivity [£268 Activity &9 5

KEY_INTENT [Z(%. 05 (> @ Activity D95 X &% E LI-BRH Intent 2523
THIUMERORI NI B ED LTI HIERIEOS H AL

Account Manager [Z/8RAT—R&#RELAELY

Authenticator &> SA4 0 H—ERED@EIEIL HTTPS TITS

AndroidManifest.xml [ZT Authenticator @ IBinder % Account Manager IZiRIt3 5 H—ERXEE %,
meta-data [IZT Authenticator Z&ikL1=1)V—X XML 771 ILEIETE,

AccountManager Authenticator/AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. accountmanager. authenticator”
xmlIns:tools="http://schemas. android. com/tools”>

<1-- Authenticator %9 5DIZWHE Permission ——>
{uses-permission android:name="android. permission. GET_ACCOUNTS” />
<uses-permission android:name="android. permission. AUTHENTICATE_ACCOUNTS” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{!— Authenticator ® IBinder % AccountManager [ZiBft3 59 —ERX —>
{I— % RA > b 15 Authenticator 129 5 Service [XIEARH Service &35 —>
{service
android:name=". AuthenticationService”
android:exported="false” >
{I-— intent-filter & meta-data (XBREYD/F—> —>
<intent-filter>
<action android:name="android. accounts. AccountAuthenticator” />
<{/intent-filter>
<{meta-data
android:name="android. accounts. AccountAuthenticator”
android:resource="@xml/authenticator” />
<{/service>

A= FhHAIUFEEMT B EEHREITKRRSNDAT A VEERAD Activity —>
d— kR4 k2% A5« EE Activity [ Authenticator 7 7Y TEET Z —>
{d— kR4 2 k3% O5 A VEEActivity [X2B Activity &5 —>
Cactivity

android:name=". LoginActivity”
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android:exported="true”

android: label="@string/login_activity_title”

android:theme="@android:style/Theme.Dialog”

tools:ignore="ExportedActivity” />
<{/application>

</manifest>

XML 774 )L T Authenticator 2 &, B T7HIUCDTH I ML TEEZRET S,

res/xml/authenticator.xml

<account-authenticator xmlns:android="http://schemas. android. com/apk/res/android”

android:accountType="org. jssec. android. accountmanager”
android:icon="@drawable/ic_launcher”

android: label="@string/label”
android:smal | Icon="@drawable/ic_launcher”
android:customTokens="true” />

Authenticator D> X2 X% Account Manager IZIRIt 9 5 —E X, ZOH 2T )L TEET % Authenticator
T#H5 JssecAuthenticator VAN A2 AR X% onBind() T return 341 1TOEEBEGREETKL,

AuthenticationService.java
package org. jssec. android. accountmanager. authenticator;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;

public class AuthenticationService extends Service {
private JssecAuthenticator mAuthenticator;

@0verride
public void onCreate() {
mAuthenticator = new JssecAuthenticator (this);

}

@0verride
public IBinder onBind(Intent intent) {
return mAuthenticator. getIBinder () ;

}
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ZDYUTILTEE T S Authenticator TH 5 JssecAuthenticator, AbstractAccountAuthenticator ZH¥&L
T abstract AJYREFTRTRET S, ThbDAJYRIE Account Manager MSFEIEN S, addAccount()EB KV
getAuthToken()Tl&. A1 Y —E XM LRI =V FBET 516D LoginActivity Z#2E19 5 intent &
Account Manager [ZIRLTULV5,

JssecAuthenticator.java
package org. jssec. android. accountmanager. authenticator;

import android. accounts. AbstractAccountAuthenticator;
import android. accounts. Account;

import android. accounts. AccountAuthenticatorResponse;
import android. accounts. AccountManager ;

import android. accounts. NetworkErrorException;

import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

public class JssecAuthenticator extends AbstractAccountAuthenticator {

public static final String JSSEC_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
public static final String JSSEC_AUTHTOKEN_TYPE = “webservice”;

public static final String JSSEC_AUTHTOKEN_LABEL = “JSSEC Web Service”;

public static final String RE_AUTH_NAME = “reauth_name”;

protected final Context mContext;

public JssecAuthenticator (Context context) {
super (context) ;
mContext = context;

}

@0verride
public Bundle addAccount (AccountAuthenticatorResponse response, String accountType,

String authTokenType, String[] requiredFeatures, Bundle options)
throws NetworkErrorException {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
Bundle bundle = new Bundle();
if (accounts. length > 0) {
/) AY TN aA—FTIET7HhoY bHBRICHEET IEEEFIS—ET D
bundle. putString (AccountManager. KEY_ERROR_CODE, String.valueOf(-1));
bundle. putString (AccountManager. KEY_ERROR_MESSAGE
mContext. getString (R. string. error_account_exists));
} else {
/] *kRA k2% O4F A UEEActivity 1% Authenticator 7 71 TEET 3
// kA >k 4% KEY_INTENT (21, B4 4 VEE Activity DY S AL EHE LI-BARM Intent 5% 3%
Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (AccountManager. KEY_ACCOUNT_AUTHENTICATOR_RESPONSE, response);

bundle. putParcelable (AccountManager. KEY_INTENT, intent);
}

return bundle;

}

@0verride
public Bundle getAuthToken (AccountAuthenticatorResponse response, Account account
String authTokenType, Bundle options) throws NetworkErrorException {
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Bundle bundle = new Bundle();
if (accountExist (account)) {
// *RA 2k 4% KEY_INTENT [Z1&, B5 4 VE@E Activity DU S REBEHBELBHTRMN Intent 2525
Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (RE_AUTH_NAME, account. name) ;
bundle. putParcelable (AccountManager. KEY_INTENT, intent);
} else {
/] BEINFETHO U ERFEELBEVWESIEIIS—ET5
bundle. putString (AccountManager. KEY_ERROR_CODE, String.valueOf (-2));
bundle. putString (AccountManager. KEY_ERROR_MESSAGE
mContext. getString (R. string. error_account_not_exists));
}

return bundle;

}

@0verride

public String getAuthTokenLabel (String authTokenType) {
return JSSEC_AUTHTOKEN_LABEL ;

}

@0verride
public Bundle confirmCredentials (AccountAuthenticatorResponse response, Account account,
Bundle options) throws NetworkErrorException {
return null;

}

@0verride
public Bundle editProperties (AccountAuthenticatorResponse response, String accountType) {
return null;

}

@0verride
public Bundle updateCredentials (AccountAuthenticatorResponse response, Account account
String authTokenType, Bundle options) throws NetworkErrorException {
return null;

}

@0verride
public Bundle hasFeatures (AccountAuthenticatorResponse response, Account account
String[] features) throws NetworkErrorException {
Bundle result = new Bundle();
result. putBoolean (AccountManager. KEY_BOOLEAN_RESULT, false);
return result;

}

private boolean accountExist (Account account) {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
for (Account ac : accounts) {

it (ac.equals(account)) {

return true;

}

}

return false;
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FoSA Y —ERICTHIVNG  INAT—FZZELTOTAVRHETD. TORREL TR ZWET
5 LoginActivity, FIifR 7 HhO VR EBMB LUV RNV BRBDIGSICR TSNS, U510 —E A~NDERE
DT IR IE WebService 72 AR TEEENDEDELTLNS,

LoginActivity.java
package org. jssec. android. accountmanager. authenticator;

import org. jssec. android. accountmanager. webservice. WebService;

import android. accounts. Account;

import android. accounts. AccountAuthenticatorActivity;
import android. accounts. AccountManager ;
import android. content. Intent;

import android. os.Bundle;

import android. text. InputType;

import android. text. TextUtils;

import android.util.Log;

import android.view. View;

import android. view. Window;

import android.widget. EditText;

public class LoginActivity extends AccountAuthenticatorActivity {
private static final String TAG = AccountAuthenticatorActivity. class. getSimpleName() ;
private String mReAuthName = null;
private EditText mNameEdit = null;
private EditText mPassEdit = null;

@0verride
public void onCreate (Bundle icicle) {
super. onCreate (icicle) ;

/] To2—,PAaUKT

requestWindowFeature (Window. FEATURE_LEFT_ICON) ;

setContentView (R. layout. login_activity) ;

getWindow (). setFeatureDrawab|eResource (Window. FEATURE_LEFT_ICON,
android. R. drawable. ic_dialog_alert) ;

// widget ZRDITTEHEL
mNameEdit = (EditText) findViewByld(R. id. username_edit);
mPassEdit = (EditText) findViewByld(R. id. password edit);

/] *kRA bk 3k OF 4 VEEActivity IEAR Activity ELTHOTZ TUNSOHRETFTH R EEET S
// SAERA AL Intentftextras @ String #/a RE_AUTH_NAME 721+ L ki 7 Ly
// CODHNEBA A String I TextEditi#tsetText () . WebServicettlogin(). new Account () IZ
// Bl E LTEINSDN, FARXFINEZ ohTHHENBERN EEZERALTWS
mReAuthName = getlntent (). getStringExtra(JssecAuthenticator. RE_AUTH_NAME) ;
if (mReAuthName != null) {
// A—H—LIBET LoginActivity NFEUHESINIzDT, A—F—REZH/ELFT LTS
mNameEdit. setText (mReAuthName) ;
mNameEdi t. setInputType (InputType. TYPE_NULL) ;
mNameEdit. setFocusable (false) ;
mNameEd i t. setEnabled (false) ;

}
[/l BTA 2RI BTHIZRTIND

public void handleLogin(View view) {
String name = mNameEdit. getText (). toString();
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String pass = mPassEdit. getText (). toString();

if (TextUtils. isEmpty (name) || TextUtils. isEmpty (pass)) {
/] AAERTETHDIGEDINIE
setResult (RESULT_CANCELED) ;
finish();

}

/] AASNE=THhO MERICK YA VS o —EXICOATAUT D
WebService web = new WebService () ;
String authToken = web. login(name, pass);
if (TextUtils. isEmpty (authToken)) {
/] FREEDR LB EDONE
setResult (RESULT_CANCELED) ;
finish();
}

[/ UTF. BT A UEMEEQNE

/] dRA bbbk THAOY MERORI F—Y o B EQDE T« THERIFOTHA LGN
Log. i (TAG, “WebService login succeeded”) ;

if (mReAuthName == null) {
// BG4 UBY L7 Ao k% AccountManager [Z&$%9 %
// kA > k 6% Account Manager [C/SXRT— KZFEFELAL
AccountManager am = AccountManager. get (this) ;
Account account = new Account (name, JssecAuthenticator. JSSEC_ACCOUNT_TYPE) ;
am. addAccountExplicitly (account, null, null);
am. setAuthToken (account, JssecAuthenticator. JSSEC_AUTHTOKEN_TYPE, authToken);
Intent intent = new Intent();
intent. putExtra (AccountManager. KEY_ACCOUNT_NAME, name) ;
intent. putExtra (AccountManager. KEY_ACCOUNT_TYPE

JssecAuthenticator. JSSEC_ACCOUNT_TYPE) ;

setAccountAuthenticatorResult (intent. getExtras());
setResult (RESULT_OK, intent);

} else {
/] BBEE b—D U ERENT B
Bundle bundle = new Bundle();
bundle. putString (AccountManager. KEY_ACCOUNT_NAME, name) ;
bundle. putString (AccountManager. KEY_ACCOUNT_TYPE

JssecAuthenticator. JSSEG_ACCOUNT_TYPE) ;

bundle. putString (AccountManager. KEY_AUTHTOKEN, authToken) ;
setAccountAuthenticatorResult (bundle) ;
setResult (RESULT_OK) ;

}

finish(;
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EMRIZIX WebService V9S5RIFFZ—RELLH>THY ., BIZERIEARYLEEXFINFRIAM— 2 ELTRT Y
T IEE(ZHE-TNVS,

WebService.java
package org. jssec. android. accountmanager. webservice;

public class WebService {

/%%

* FUSAUY—ERADTHO Y FEBBEEICT IO ERTHEE

*

* @param username 7Hh > bEXEF|

* @param password /NRJ— KX =3

* @return FREE b—2 U ERT

*/

public String login(String username, String password) {
// R4 >k T Authenticator A >S54 VY —ER ED@EIEILHITPS TIT5
/] BRRIZIE, Y—N—LDBENEBERET DN, YU TILICOEEE
return getAuthToken (username, password) ;

}

private String getAuthToken (String username, String password) {
/] BBIZIEY—nN—Hh5, A =— U HEHARAREERIASNIZEEIET HH
/] BTz oE, BEKTHTICEEEERT
return “c2f981bda5f34190c0419e171160f45¢”;
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5.3.1.2. MWB7HVUMERATS

WMBETHIUEDEBMEREN I OBBETITIT)DY TV A—FEUTITRT . £53—2D YU TILTT)
15.3.1.1 MBT7HIVEED IDHERICAVAR—ILENTNSEEZ BT HY DB —7 2> DR
/NTES, [7ULRIVIIRN BEEIEETT)DEZRIVELGDGEEICETRRIEND,

B warnor L ERHRTS & 7oe2Us12H

B warhos rENRTS

FHhOU EEBNTS Fhow hEENT S LFO77)N, SEVDPADY R Fhov hEEBNTS
SHPOLATIEMEVITIZANNT
REE M-I EWMETD REF—IVERRTS \ WET, BEL—IEMBTS

NLET

o BBPHOVNENRATD
LIS S

COVIIRAPEHILTHEAELLT
In?

5.3-2 4> FILF7F) AccountManager User D EN{FEIE

AP
1. Authenticator NERDELD THACEZHEZRLTHOTHIUNLEBEERT S

FIA77Y)®D AndroidManifest.xml, 27 Permission ZFIAEE . &7 Permission IZ2ULVTIEI5.3.3.1
Account Manager MF| & Permission 12588,

AccountManager User/AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. accountmanager. user” >

<{uses-permission android:name="android. permission. GET_ACCOUNTS” />
<{uses-permission android:name="android. permission. MANAGE_ACCOUNTS” />
{uses-permission android:name="android. permission. USE_CREDENTIALS” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=". UserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
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</manifest>

FMAT7T)D Activity, BIFE L DRI ER2Y T SE addAcount()FEzIE getAuthToken()HETEIND, IEED
THh oo r2A4T 1257 LT= Authenticator NMAYITHD T —ANNHAHD T, EFRD Authenticator THDHZEEHE
BLTHLTADUNMLUIBZIRH TSI EITEE,

UserActivity.java
package org. jssec. android. accountmanager. user;

import java. io. [OException;

import org. jssec. android. shared. PkgGert;
import org. jssec. android. shared. Utils;

import android. accounts. Account;

import android. accounts. AccountManager ;

import android. accounts. AccountManagerCal Iback;
import android. accounts. AccountManagerFuture;
import android. accounts. AuthenticatorDescription;
import android. accounts. AuthenticatorException;
import android. accounts. OperationCanceledException;
import android. app. Activity;

import android. content. Context;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class UserActivity extends Activity {

// FFA9 % Authenticator MIER

private static final String JSSEG_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
private static final String JSSEC_TOKEN_TYPE = “webservice”;

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

mLogView = (TextView)findViewByld(R. id. logview) ;
]

public void addAccount (View view) {
logline();
logline CHLWFHSY Y FEBMLET)

// R4 >k 15 Authenticator NERDILDTHEIZ LEHRLTHLTHD Y MUBESERET S
if (lcheckAuthenticator ()) return;

AccountManager am = AccountManager. get (this) ;
am. addAccount (JSSEC_AGCOUNT_TYPE, JSSEG_TOKEN_TYPE, null, null, this
new AccountManagerCal Iback<Bundle>() {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try {
Bundle result = future. getResult();
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String type = result. getString (AccountManager. KEY_ACCOUNT_TYPE) ;
String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
if (type != null && name '= null) {
logLine("LATO7HD Y bEEBMLEL: ),
logLine (” Thor RERI: %s”, type);
logLine (” THAD2 R4 %", name) ;
} else {
String code = result. getString (AccountManager. KEY_ERROR_CODE) ;
String msg = result. getString (AccountManager. KEY_ERROR_MESSAGE) ;
logline("7ZhH Y hHEBIMTEEFREATLEE",
logLine(" T5—a—F %s: %s”, code, msg);
}
} catch (OperationCanceledException e) {
} catch (AuthenticatorException e) {
} catch (IOException e) |
}

}
1,
null);

}

public void getAuthToken (View view) {
logLine();
logline(" b=V VEMGELET"):

// *RA >k 1% Authenticator NIEERDELDTHSZ L EZHRBLTHLTHHU Y VUEBEERET S
if (lcheckAuthenticator ()) return;

AccountManager am = AccountManager. get (this) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
if (accounts. length > 0) {
Account account = accounts[0];
am. getAuthToken (account, JSSEC_TOKEN_TYPE, null, this,
new AccountManagerCal Iback<Bundle>() {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try {
Bundle result = future. getResult() ;
String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
String authtoken = result. getString (AccountManager. KEY_AUTHTOKEN) ;
logline(" Y%s SA®Mk—%- 2", name);
if (authtoken != null) {
logLine (” %s”, authtoken) ;
} else {
logLine (" mETEFELEATLEY,
}
} catch (OperationCanceledException e) {
logLine (" fI4t: %s”, e. getClass (). getName () ;
} catch (AuthenticatorException e) {
logline (" fI4t: %s”, e. getClass (). getName () ;
} catch (IOException e) {
logline (" fI4t: %s”, e. getClass (). getName () ;
}
}
b, null);
} else {
logline("7ho Y FABEINTULEREA)
}
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// k4 >k 15 Authenticator AERDILDTHEZ L £HRT S
private boolean checkAuthenticator () {
AccountManager am = AccountManager. get (this) ;
String pkgname = null;
for (AuthenticatorDescription ad : am. getAuthenticatorTypes()) |
i (JSSEC_ACCOUNT_TYPE. equals (ad. type)) {
pkgname = ad. packageName;
break;

}

if (pkgname == null) {
logLine (“Authenticator AR DM Y EFHEHA");
return false;

}

logline(" 7ZHhH2 kB4 %s”, JSSEC_ACCOUNT_TYPE) ;
logline(” Authenticator /N yHr—T4 0 7);
logLine (” %s”, pkgname) ;

it (IPkgCert. test (this, pkgname, getTrustedCertificateHash (this))) {
logline (" IE3R® Authenticator TlEHY ETFHA GEBHEF—H) 7);
return false;

}

logLine (" IE#R® Authenticator TJ");
return true;

}

// EF® Authenticator 7 71 MIEBAE/ Ny > o {E
// H>FILF F1) JSSEC CertHash Checker TEFBAZE/\v L 1{EIFHEETZS
private String getTrustedCertificateHash (Context context) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E

return "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";

} else {
// keystore M ”my company key”MEFBAZE/\v a2l

return “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;

}

private void log(String str) {
mLogView. append (str) ;

}

private void logLine(String line) {
log(line + “¥n”);

}

private void logLine(String fmt, Object... args) {
logLine (String. format (fmt, args));
}

private void logLine() {
log ("¥n”);
}
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString();
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5.3.2. JL—ILT VY

Authenticator 77 ERE T AEICIXUTDIL—ILEFEIE,

1. Authenticator Z2#t9 % Service I£IEL B Service £95

2. O A2EME Activity [ Authenticator 771 TRE$ 5

3. OYAYVEm Activity [X22B8 Activity ELTHO T TINSOKRETHERAERBET S
4. KEY_INTENT IZlZ. O5 4 BEE Activity DI5R &1 L8R Intent 2525
5
6
7

—~
= =
4 4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
G4
\\\\
/
~

~
=
4
G4
o=
/
~

THIOUMEBROREIN—V U E DL T4TIRERIEOS H AL

~
=
4
G4
o=
/
~

Account Manager [Z/SRT—FZR7ELAEL (HE2R)

Authenticator &4 >S4 —E RED@EEIE HTTPS TS (h78)
FAT7T)EEETIEICIZILUTDIL—ILESFDIE,

1. Authenticator NERDELD THAZEZHEZRLTHOTHIUNLUEBEERT S (Wh78)

5.3.2.1. Authenticator Z{2#t9 % Service [XIEAEH Service £33 (Wh78)

Authenticator Zi2#9 % Service £ Account Manager Mo FIBHEN B EEZRHRELTHY DT TINT S
TR TETITHLAEL, JELR Service £EFTBHZLICKY MDTTUDLDTIEREHRT HIENTES, Fi:
Account Manager (& system #[R TEIMEL TL\D D TIEAFA Service THHTHET VR TES,

5.3.2.2. B A Em Activity (X Authenticator 77 TR%E3 % (w78)

FRTHIUPEMBLUVRIAN Y BRBOGEICRREINSAY /VEEIE Authenticator 77 TRET
RETHH. FRAT7IVATHBIZOTAVEREZRELTILESHL, COREOBETI/ART—FEWNSEBH T
Y T4 RERE T TN RO TED ZEM Account Manager DRI R TH D, IEERT=, LLFIAT T4
TRYAVEEERAELTLESI L., FIRATTIMNNRT—FZE{RH>TLESZEIZHY., Account Manager O BFEH
S LI ET & TLES,

Authenticator 77)A O AVEEZHAETHIEIZEY . O A1V EERFBRETESAD[FIHERODL—F—FFI(Z
BESND, CNITBEEHLATTINEEQATAVEZEHA Y. THOUREERLIEYEWNSE=THOUNEEERT S
FENLENENSZETHS,

5.3.2.3. OYAEE Activity I($2F Activity ELTHO T TUDSDKRET I REBET S (WH78)

A5 4 Em Activity I(EFIR7 7 DER TR T 54 L45->TULNS, FIFAT7 T & Authenticator 77U D E
ZEMNELDZEITHOT AUEE Activity BRRSND-HIZIE, BT A2 EIE Activity (28 Activity ELT
RELLZITNIEIESI,

04 4 EmE Activity DB Activity THAEWNSZEIE, BEEHIT7T)MSLEEISNDAREENH B ENSTE
THbD. ANT—RE—UERLTIILLEWN, LI=A2TI3.2 AAWT—2DREMFHERTHITHA=L54 %t
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RENBELLGD,

5.3.2.4. KEY_INTENT [Z[&. BT A EE Activity DT R B EIEELIZBARM Intent #5325 (7R)

Authenticator AA0% AV EE Activity ZBIE1=1 EZ(Z1X. Account Manager (2389 Bundle ®=(zO4 1>

B Activity &89 5 Intent % KEY_INTENT THEZAZ&IZHEH->TWNVS, CCTEHZS Intent (AT AV EE

Activity 95 XA TIEET HRM Intent THRIFNIEESEW, ELT VLIV B IETE DR Intent Z35EL T

LES&. Authenticator 77U BLRAEL-OY AV EE Activity TIEZ%L, D7 FUARAELT= Activity HiEE

BSNBaREENELTLEIS G, BEHIT7IVAEROOTAVERICEE 0T/ EREFAELTLV:
S AOOTAVEERTLI—H—A/SRT—FZAHLTLESIRBAH S,

5.3.2.5. ZAOUMEROZBEIN—V G ED LU TATRIERIEOY HALGL (WH78)

FoSA—ERIZERTD7TVIE. TOREEL T THRGERBIZEWTH, A UF/ Y —ERIZSEER T
ERVONSTILIZIHESNE LD H D, EHTESHVRRIEZIFITEY . *vbD—VREOEFEARE. BEJOMD
ILDEREIX, Permission RNE. BRI LS—HERATHD, SOLEZRERDUY 2 IFEEMELT, TRY S LRNER
THRoNEHRZOTH AT EEELILHoND,

INRT =RV B ED UL TATRERITRLTOT HAL TR ESHEL, BT ER MDD T T UM B
HAMBENTEL-OFERFBRODRERELGY DRGNS, THVURELRERLBEFICOAENHEHEEIZIEA
THAL TSR,

5.3.2.6. Account Manager [2/SRT—RZR7EFELAL (#12)

Account Manager [Z& 8T 27 HIOUMIIE, /ISRT—REBEN—I2 D 2 DDRIEREREFET HENTED,
NODFERITRDTALIMID accounts.db DHRIZEXT(OFYESILINT) EESND,

-Android 4.1 LIAT

/data/system/accounts.db

-Android 4.2 LIF%

/data/system/users/0/accounts.db

¥Android 4.2 LRI ILFA—F—BEENYR—FEIN TS0, a—F—IC&hELTALIMNIARESN
BEIIEEINTLS,

Z® accounts.db DINBFFHRAEST=HIZIE root 4ERFET=IE system ERNBETHY . THRD Android #m=k
TIEHRAEMBENTELL, BL, WEEIZ root HERA® system HEREAEHN TLESHEFE A Android OS I
HBHHEEICIL. accounts.db D HFIZRFSNFEREFERIBRICISEINEZEITHDS,

ZDEEETHENLTULVS Authenticator 771 (X, Account Manager [ZFREEN—O U (XRTFT B, 2—HF—D /X
AT—FIERFLGVERETEL TS, —E DB LAICA T/ —E X IZHEMIZERL TUONIE, FREE—
S DEDHEHNERINDIDOA— B THDO. NRAT—RERELEVERITHAITHAZENZLY,
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PEER—O U (E—RICNRRT—F XYL EHHRIELS. WO TEENETEZHENHS. LhIEENETOERE
RERTH D, A—. BRIV NREBLIZELTH, BNV E BT HIENTESOH, BRI —I21FN
AT —RIZEERZLENBNESN TN, BV DN ESESNZSHEICE, 2—F—[EE5—FENRT—F
FAALTHLWERIIM—IUZIETRIEELL,

NAT—FHRELIZES . NRAT—REEMELTLEIE. TR I—F—[FA U FA Y —EREFIATEG
TLFES COLIGHE . - L 3—HEFENBBEELGS>TLEIORELIARMIFEET S, PZIZ Account
Manager [2/NRD—FREREFTHHEEITESLEITRITEIRETH S, ESLTENRT—FERETHHETELE
FTNIXELHEWNMGE . RRT—RZEFIELT. BEILOREHFIL T ILE . GERIN—RIVO=ZTLYT
MREEMT DI LIS,

5.3.2.7. Authenticator A 2SS4 —E XEDBEEIL HTTPS TS O%Y:))

/\le f*‘kbm.nﬂfl“ a/lj:l'\b@%)uunﬁ'lﬁiﬁtb\b\s Q*L%Hr—%' ?thfbgzj ﬁz%bil_ﬁ:_(:@")
FTELTESRIEICH S, Authenticator (A SAV Y —ERECSLI-REIEHREEZIET DA EITHDIDT,
HTTPS DX E DI L-BESILEEARXTRELLGITAIELESEL,

5.3.2.8. Authenticator NIEERDEDTHAEEZEZRLTHLTHIUMNUBEZERT S (Wh78)

BRIZCEI—DTHI 24 THEEZ LT Authenticator NEMBFEETIEES. EITAVAR—ILENT=
Authenticator NE#ZH5, B9 D Authenticator BNEICAV AR—ILENT=BEIZIFXFIHSNAZNENSZET
Hbd,

HLEICAVR—)LEN Tz Authenticator WL TIZKBBETHHIGEICIE. A—F—BNAALEZTHD
UMEBRNTILVITICEDONTLEIBNLH D, A7 TVETHIUMEEETSTHIOUMIATIZDOWTLIE
D Authenticator MZDTHIURIALTIZEIV B TOEN TSI EEHRELTHS, THOUMREEERLAIT
NIFEBAELY,

HBETHHIUNALTIZEY H TS TLVS Authenticator NIEFRDEDTHSH (L. ZD Authenticator ZE5L/\
V=T DFEAE Ny A BE . BHIICHERELTOSIERDERE/ NV AEE— BT EINEIHTHERTES BL
BAENYVAEN—BLEWIENHBALIZIGEE . TOTAVURATICEY B TONTLSER LA
Authenticator # &L /N —CFTUAV AR =L T & 51—HF—Z R T LV o= UERT ZEMNEELLY,
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5.3.3. PRV RE

5.3.3.1. Account Manager ®#|FA& Permission

AccountManager Y5 ADEAVYREFAT B=0IZI&. 7FU®D AndroidManifest.xml [2ZhZ@EIER
Permission DA AEE 2T 2LENHS, Permission EAXYYREDREER 5.3-1 IZFT,

% 5.3-1 Account Manager M#gE& Permission
Account Manager A2t 9 S iRE

Permission AYYR B
AUTHENTICATE_ACCOUNTS getPassword() INRT—FDEF
(Authenticator LRILHTES | getUserData() FIRAEEROIE
1= Package MDA FIFATAE addAccountExplicitly() FHIURD DB ~MDiENN

peekAuthToken() Fyyladnf-b—o DG

setAuthToken() REE—D2 D E

setPassword() NRRAT—FDER

setUserData() FRAEFRBRORE

renameAccount() THIEDER
GET_ACCOUNTS getAccounts() FTRTOTAIUED—ERE

getAccountsByType() FHIVREATHREILT AU ED

—REmE

getAccountsByTypeAndFeatures() BELEREEEESF-7HhOUD

—EmE

addOnAccountsUpdatedListener() ARV RF—DEER

hasFeatures() EBEL-#EEnEE
MANAGE_ACCOUNTS getAuthTokenByFeatures() EELE-EEEZFEDOTAIVEDR
SEN—U2 DERE
addAccount() A—HF—~DTh I MEMEF
removeAccount() THoUDHEIRR
clearPassword() INRT—F DL
updateCredentials() A—HF—~ADIRRT—FLEEEF
editProperties() Authenticator DB ELEE
confirmCredentials() A—HF—~DNRRT—FBAHNE
B
USE_CREDENTIALS getAuthToken() REN—O OIS
blockingGetAuthToken() BEIN—Y DTG
MANAGE_ACCOUNTS invalidateAuthToken() Fryiasnt=b—o> DHI

EFS
USE_CREDENTIALS
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ZZT.AUTHENTICATE_ACCOUNTS Permission hAEGEAYYREZEESIHZE(ZIE Permission IZIMZ T/ 3y

—CNERBICETAHIRMNERITON TS, BEAERIZIL. Authenticator ZRIT 2/ 05— DERITES
BEAVIREFSITTID IV T— DBBITESBRHARCTRITNILESEN, ZDT=6. Authenticator LISHZ
AUTHENTICATE_ACCOUNTS Permission BB AV YR EEFESTTEE T HMEIZIE. Authenticator &
FCBTELZRT LT,

Android Studio TORFEDIFICILFREL-ZERBABEE THEONLS=H, BOIELEERE T I Permission 12
(T TERECEEHRNAHETLES BIT7IVICE > TERABEFEND T TV LEEEE. COHREEELTT
TVIFESIREEETIVNELHIDTEEFT HE, -, Account Manager hoBRFTHT—2IZIEXE2 T
1THEEBRHAEENS=O. RBOREMALEDIRIERLT IS/ WNIZEHFEET DL,

5.3.3.2. Android 4.0.x TIEFIFA7 ) & Authenticator 7 DELZBENELRLEFNNFELET S

Authenticator &% Authenticator 77 EELGHMAFAEFR TE R INI-FRAT T M SR N—T> DG

BEDNERSNT-IHFE . Account Manager [EFREEM—2 > A A EE (GrantCredentialsPermissionActivity)
FRALTCA—Y IRV DERAEZHRT 5, LHL. Android 4.0.x @ Android Framework [Z1&
FEEHHY. Account Manager [Z&>TIOE@EMAFHAINIE., FINDFELEL, 7TUMNBHFELTLTLES
(B 5.3-3), FEE5DEMIE https://code.google.com/p/android/issues/detail?id=23421 [ZEE&EHINh
TLY%, Android 4.1.x LI TIXZOTREEIELGLY,

Android 4.0.x Android 4.1.x

2 Access request

The following one or more apps
request permission to access your
account, now and in the future.

e AuthenticatorUser
e JSSEC Account

user

Unfortunately, Android System JSSEC Web Service

has stopped.
Do you want to allow this request?

B 5.3-3Android ¥ DRIV ERFEEEERRTL-IES
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I 5.4. HTTPS TBIET3

RAX—bITAVT TV EFA A=Y LD Web H—N—LEETE2EDONEL, TOREAXELTHAHAFTIE
HTTP &S HTTPS @ 2 ARIZEE T 5. 2D 2 ARDSE., X aTADERTIE HTTPS IZ&DBEMNEELLY,
W4 Google % Facebook LERFE D Web H—E R [F HTTPS [C&BEHMERERET HLSIEHH>TET,

2012 £(2IF Android 77U ®D HTTPS BIEDREFEICETHRMEMN S IEREINT-. CIXEETESE=
RELRA D FEITENFHY—/N\—FEAE TR, FARIZRITESN =Y —/N\—FERE (LU, TS R—NERAE LM
M IZEYERSN TS TANE Web H—/N\— [T T A1=DICRESN R THAHEHEIND,

COREETIH HTTP EEUPHTTPS BIEDAEIZDWTEHRBAT S, HTTPS BIED A EICIE, TIAR—EHET
BRI TS Web H—/N\—[CREICEKRT DA ELET,

5.4.1. o7 )La—K

FRLTWAST7TIDREFENEORFEEHFEZ. B 5.4-1 [TRVSUTILI—FEBIRTHIE,

C L& )

Yes

T TATIERE
EEFEERETEIN?

?%fﬁﬁﬁﬁ—/f—@

No ) 4

H—/\—TIl%
CADFEITLIzH—/\—
SEBAEEESI M ?

No

A4 A4

HTTP&IET 5 HTTPS&1E9 % FAREIBAZE THTTPSEIET 5

B 5.4-1 HTTP/HTTPS @Y > F)La—F% BRI H7A—Fv—t

L TATRIEREEZIET HHEL SSL/TLS CEERBABSILESND HTTPS BIEFALS, HTTPS BE%

358 All rights reserved © Japan Smartphone Security Association. HTTPS GRIEd %



““l sareone Android 7Y DEF AT HRE X217 I—T12 T HAK 2016 €9 A 1 BiR

rommmon  http://www jssec.org/dl/android_securecoding.pdf

AWEIESIRRVE O TAIGRBIMELTIIUT D LIGEDAH S,

® WebH—EXRADMOY A2 ID, /ISR —FK
FELRREA M T A= DEHR (Y ar ID. b—4> ., Cookie DIEHALE)
ZDHh Web —E XD HEICIGC-EZEFR - MZFR EANEFHROILOVA—FIEHRELE)

CCTRHERELGD>TWBRY—LTAUTTIIE —N—LBEFTSETEEL, BEINSVRXTLDO—EREIE
2TWVS, 2T BEDEDEDE HTTP £LLIE HTTPS £ 5DMNDLTIE, VAT LLEFEEELGEYE
TXATHR X2 TA—TFT AT ERT ZEHTTP E HTTPS MBIEARXDEWNIER 5.4-1 28EITTHE,

FHUTINaA—FDEWMIDOVTIER 5.4-2 #BEI12F 5L,

& 5.4-1 HTTP@EAX. HTTPS BEAX DR

HTTP HTTPS
LE3E URL http:// TiBE% https:// TihE5
RIENEDESE %L HY
BENEOHE Aﬂrﬁ%ﬂ NG| Gl
kY —/\—DEEE A aJ
wE KEEICLDBEABTDHEARY = i
YRY | HBEICLDBENBTOEETHRZ = i
T DY — 1 RA— A~ DI = i

& 5.4-2 HTTP/HTTPS EED YT ILa—F DA

Yo )La—k BIE oL T4 THE | —N—FIHE
WMDEZIE
HTTP B{E9 5 HTTP X -
HTTPS @19 % | HTTPS @) Cybertrust 4> VeriSign ENE=FZIH/IZ &L Y R1T
Shf=y—/I\—IHE
754 R— M | HTTPS O T54 R— hEIRE
BHZ T HTTPS & XA T —N—PTFRIY—N—TRELAHBN
E9% SEMMRE

HE Android MY R—FLBAELLEHLN TLVS HTTP/HTTPS &{EFH APl (. Java SDK HE®D
java.net.HttpURLConnection/javax.net.ssl.HttpsURLConnection T#%%4, Apache HTTPComponent B3k
M Apache HttpClient 54735122V TIL, Android 6.0 (API Level 23) THR—IA$THEEIDN TLNS,
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5.4.1.1. HTTP&EETS

HTTP BIETERETARRIITATHREEICEHE - RSASNDAREMNH D ELERHRELGTNIEGRDA,
FHEEREY—N\—IREELAELLAYOY—N\—THERTHIENH LI ELAHRELG T NIEE AN,
DEIGHMHRICE VN TRHRENE LG, FEXHBFHEEITIRELAZOTTIIZENTOH, HTTP EEZFAT
E5, OLIRHRERZ (FANSNGENT TIZTDNTIHN5.4.1.2 HTTPS @59 514°05.4.1.3 TS5AX—NiEMHA
ETHTTIPS BIETD1ESHI S &,

LUTOHT)La—FKIE, Web —/N\— L TEBBRRZITVD. RREBZIELTERTT H7T)THS, | BD#E
RTH—/\—EHTTP &E% 2 Bl1T5. | BIEDBEETEHBZZEREZEKL. 2 @I EHOEETEBRZEZIMET S, U R
LYRTO@EIEZRETSHT=8HIZ. AsyncTask ZF|AL TEELERADT—Hh—XLYREERLTIVS, Web H—/\
—LDBIETEZETHERIL. EEOBEERXFS. BEHED URL, B T—2120%, ENb o T4 I 01ERIE%
WEAELTWVS, TD=8H, ZIET—FTHAHEERD URL LERT 2. REENREL-RERADT—4TH
BHEEEMEN D, BEDIZH . T IaA— R TERET —IDN KRBT I THOTHLHBRINDEL THEERLT
WL, T, EHROEHICEY,JSON N—RBEPEGR T —2E R RS HRHICHKET HAREEOHAHHMNITTS
BN LEEEREL TS, 7T DERICEC TEYIICNEEZRE T IBENHDHEITEETHIL,

RAUk:
1. BETREITAITRERESOHLL
2. RIETIHANKBENDREET I THAGEEEETS

HttplmageSearch.java
package org. jssec. android. https. imagesearch;

import android. os. AsyncTask;

import org. json. JSONException;
import org. json. JSONOb ject;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. I0OException;

import java. net. HttpURLConnection;
import java. net. URL;

public abstract class HttpImageSearch extends AsyncTask<String, Void, Object> {

@0verride

protected Object dolnBackground (String... params) {
byte[] responseArray;
//
// BIET1EE : BEgERET S
//

/] *RA D b1k BRET—RIZEVIT 4 THRIERESHLEL
/] BEMBERXFINEEET S
StringBuilder s = new StringBuilder () ;
for (String param : params) {
s. append (param) ;
s.append (' +);

360 All rights reserved © Japan Smartphone Security Association. HTTPS GRIEd %



SECURITY

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

}
s. deleteCharAt (s. length() - 1);

String search_url = "http://ajax. googleapis. com/ajax/services/search/images?v=1.0&q=" +
s. toString () ;

responseArray = getByteArray (search_url);
if (responseArray == null) {
return null;

}

/] KIRA 2%k REET—ANREBEENCDEET—FITHIEEEEETD
/] T DERRERENKBEN LD T —F THHHFEDNIEFEZ
/] BT ILIZDE JSON /S— R B DFI S IR (L E =
String image_url;
try |

String json = new String(responseArray) ;

image_ur| = new JSONObject (json). getJSONOb ject (“responseData™)

.getJSONArray (“results”). getJSONOb ject (0). getString ("url™);

} catch (JSONException e) |{

return e;
}
//
// @IE2MEE : BEEEFWET S
//
/] kIRA VU Rk EET—RICEVOT 4« ITHFERZEDHL
if (image_ur! '=null ) {

responseArray = getByteArray (image_url);
it (responseArray == null) {
return null;
}
}

/] KIRA k2% ZET—ANKEENLDEET—FITHDIGEEEETS
return responseArray;

}

private byte[] getByteArray (String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
int length;

try {
URL url = new URL(strUrl);
response = (HttpURLConnection) url.openConnection() ;
response. setRequestMethod (“GET”) ;
response. connect () ;
checkResponse (response) ;

inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;

while ((length = inputStream. read (buff)) != -1) {
it (length > 0) {
responseArray. write (buff, 0, length);

}
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}
result = responseArray. toByteArray();
} catch (IOException e) |{
e.printStackTrace () ;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
} catch (IOException e) |
// IS LIRS R E
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (IOException e) |
// IS LIRS R E
}
}
}
return result;

}

private void checkResponse (HttpURLConnection response) throws I0Exception {

int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {

throw new I0Exception(“HttpStatus: ” + statusCode);

}

ImageSearchActivity.java
package org. jssec. android. https. imagesearch;

import android. app. Activity;

import android. graphics. Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android.widget. ImageView;
import android.widget. TextView;

public class ImageSearchActivity extends Activity {

private EditText mQueryBox;

private TextView mMsgBox;

private ImageView mImgBox;

private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mQueryBox = (EditText) findViewBylId(R. id. querybox) ;
mMsgBox = (TextView) findViewByld(R. id. msgbox) ;
mImgBox = (ImageView) findViewByld(R. id. imageview) ;
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}

@0verride

protected void onPause() {
/] TO&HE Activity MIEESINSHREMELAHSD TIERLPUEE X v oL LTHL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;
super. onPause () ;

}

public void onHttpSearchClick (View view) {
String query = mQueryBox. getText (). toString() ;
mMsgBox. setText ("HTTP:” + query) ;
mImgBox. setImageBitmap (null) ;

// ERIOERBPREARHL>THNI ELHIDTErY oL LTEL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;

// UL ALY RTRBIELTIEESE LD T, AsyncTask IC&E Y T—H—RX Ly FTRERIET S
mAsyncTask = new HttplmageSearch() {
@0verride
protected void onPostExecute (Object result) {
// Ul ALy FTRIEXKREZLET S
if (result == null) {
mMsgBox. append (“¥n {54} FE&E¥n") ;
} else if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n B} FE4E¥n" + e. toString()) ;
} else {
/] H 2T DO EEBRRTOBEOHINLETEZ
byte[] data = (byte[]l)result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;
}

}.execute(query): // BREIEXFF%E L CIERHNE %A
]

public void onHttpsSearchClick (View view) {
String query = mQueryBox. getText (). toString() ;
mMsgBox. setText ("HTTPS:” + query) ;
mImgBox. setImageBitmap (null);

// ERIOERBLEAELHL O THNIELHIDTF Y oEILLTHEL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;

// UL Ry FTRIELTIHAZSHEWLDT., AsyncTask [ZT&YT—HhH—A Ly FTRIET S
mAsyncTask = new HttpslmageSearch() {
@0verride
protected void onPostExecute (Object result) {
// UL XLy FCEEHRREZLET D
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n fHISF FE4E¥N" + e. toString()) ;
} else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. setImageBitmap (bmp) ;
}

}.execute(query): // BREIEXFF%E L CIERLNE %A
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}

AndroidManifest.xml

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. https. imagesearch”
android:versionGode="1"
android:versionName="1.0">

{uses-permission android:name="android. permission. INTERNET”/>

<application
android:icon="@drawable/ic_launcher”
android:al lowBackup="false”
android: labe|="@string/app_name” >
activity
android:name=". ImageSearchActivity”
android: |abe|="@str ing/app_name”
android:theme="@android:style/Theme. Light”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
<{/activity>
</application>
<{/manifest>
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5.4.1.2. HTTPS B{E9 %

HTTPS BIETIIEZIET AT —ANEBILEINEEFTHL, R Y —/N\—DEPHNEIHDRIELTHN S,
FD1=BOIZHTTPS BIERIEED /N A ZNBIZENT, Y—N— 5t SN TS Y —/N\—FFRZE(CXL T,
Android @ HTTPS SA4 7S5 RETRD K54 E m TRIENITHN D,

o FE=FZRIAR/ICLYEBRINI-Y—/N\—IRAETHLH &L
H—N—EAEOHRENFHTHSH L
H—/\—FEBAZE D Subject ® CN(Common Name) F7=[d SAN (Subject Altername Names) ® DNS
BOERES — N\ —DRAMEE—BILTIVS L

NDDIREEICKE T &Y —/\—FEBAEREET S5 — (SSLException) AFEE T %, —/N\—FEAZICTHENH S
55, bIKEHBEENFEERE2ZL TS GERICCOIS— I RET S, TT—HHRELIGSITE. 7TID
HRRICISCTEY)GIBERTI DL ENHIRITEET 5,

CCTREZFBZAR/MORITINY—N—FEAETERASIN TS Web H—/\—[ZHiI 5 HTTPS BED
HoTINIA—RERT . EEEBRARMNORITIN=H—/N\—EIAETII AL ISR ITLEY—N\—FIHET
HTTPS BIEEXEHLILMESIZIEI5.4.1.3 TSAR—FEHETHTIPS BIET2128RBIHIL,

UTDHTILa—FRIE, Web —/I\—ETEBRREZTVD. RREBREZIBLTRTTS7ITITHS, | BN
RTH—/\—& HTTPS BE% 2 EIfT5. | EEDBEETEGZEREZERL, 2 BB DBETEBRERET 5. UI
ALYRTOEEEEITAH=0I1Z, AsyncTask ZF AL TCRELERAD T —H—ALYREERLTLNS, Web H—
N—EDBIETERETHERIL. EROBERXFI. BEO URL, BT —4T. ETEUITAIRBEREA
LTLVD, %3, B D=6 . SSLException 2L TlE1—H—~DBEEE DHINREEIT> TGN, 7T
JOERRICIEC TEYGNEBEERETINENDH D, T UTOH LT )La—KRTIESSLV3 ZAVEBENHFRS
T, SSLv3 DffEZEE GEFF POODLE) [Cxd A BAEE T 51=0IZIX, #Ef kY —/\—ZHBLTSSLv3 %
EBOLTAREERT EEHBOT S,

RAb:

1. URIIZ https:// TlR®B

2. BETHIEUITAITRERESHTERL

3. HTTPS #ELI-H—N—DoDT—2THO-TH. RETIDREMEZHRTS
4. SSLException [ZxLTFZFVICELI=FISNNIBEITS

HttpslmageSearch.java
package org. jssec. android. https. imagesearch;

import org. json. JSONException;
import org. json. JSONOb ject;

22

PREABHEIZDOVTIEIRODR—ES R, http://www.ipa.go.jp/about/press/20140919_1.html
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import android. os. AsyncTask;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. IOException;

import java. net. HttpURLConnection;
import java. net. URL;

public abstract class HttpsImageSearch extends AsyncTask<String, Void, Object> {

@0verride

protected Object dolnBackground (String... params) {
byte[] responseArray;
/!
// @IET1EE : BEgRET S
/!

// A >k 15 URI [& https://THA®H B
/] hRA Uk 2k RET—RICEUOT 1« THEREEHTEL
StringBuilder s = new StringBuilder ();
for (String param : params) {
s. append (param) ;
s.append (' +');
}
s. deleteCharAt (s. length() - 1);

String search_ur| = “https://ajax. googleapis. com/ajax/services/search/images?v=1.0&g=" +
s. toString () ;

responseArray = getByteArray (search_url);
if (responseArray == null) {
return null;

}

/] KIRA 2k 3k HITPSHEH LIz —N\— oD T—2THoTH, ZIET—2DRLEMEZERT S
/] B TINZDEBE, 13.2 AWT—E20OREUEHRT 51 #58,
String image_url;
try {

String json = new String(responseArray) ;

image_ur| = new JSONOb ject (json). getJSONOb ject (“responseData”™)

.getJSONArray (“results”). getJSONOb ject (0). getString ("url™) ;

} catch (JSONException e) |

return e;
}
//
// @IE2MEE : B EFIET 5
//

// kR4 >k 15% URI (& https://Tla® 3
/] *RA 2 2% FET—FITEUI T« ITREHREZSOHTEL
it (image_ur! !'= null ) {

responseArray = getByteArray (image_url) ;

if (responseArray == null) {

return null;

}

}

return responseArray;
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}

private byte[] getByteArray(String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayQutputStream responseArray = null;
int length;

try |
URL url = new URL(strUrl);
response = (HttpURLConnection) url.openConnection() ;
response. setRequestMethod (“GET”) ;
response. connect () ;
checkResponse (response) ;

inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;

while ((length = inputStream. read (buff)) !'= -1) {
if (length > 0) {
responseArray. write (buff, 0, length);
}
}
result = responseArray. toByteArray();
} catch (IOException e) |{
e.printStackTrace () ;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
} catch (IOException e) |
// BIS LIRS EZ
}
}
if (responseArray != null) {
try |
responseArray. close() ;
} catch (IOException e) {
// BIS LIRS E =
}
}
}
return result;

}

private void checkResponse (HttpURLConnection response) throws [0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new [0Exception (“HttpStatus: ” + statusCode) ;

}

ST ILaA—KRDMDT7AILIZDLNTIET5.4.1.1 HTTP@ETBHIEHEBALTWANDTIS5.4.1.1 HTTP@&{ET 3]

BRI 5L,
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5.4.1.3. TSAR—NIBAZTHTTPS BIET 5

CCTIIE=FRIMA/MORITINFY—N\—FIBAETIEEL FARNIZRITUIz Y — /N —FEBE (T 54 N— I
E)T HTTPS BIEZT B YT ILa—FETRYT, TSAR—FRAERDIL—FEREL T SAR—NERAEDERA
EB KW Web H—/3—® HTTPS FREICDULTIEI5.4.3.1 TSAR—FIBEDERAEEY—N\—KREIZS
E(ZTBIE F=HUTINTATSLM assets FOD cacert.crt T7AIIIETSAR—LZBABDIL—EERAED 7
AILTH%,

UTOHUTILa—FKIE Web —/—EDEGRERFGLTERIRTS7 T THSD, Web Y —/A\—LIEHTTPS £
W=BIEZ1TI. Ul ALYRTODBIEZETHT=HIZ, AsyncTask ZFAL TEELERDT—h—IALvbZEERL
LT %, Web H—/N\—LDBEETEZETLHEMIEEBRD URL LEBRT—2T. COYUTILTIEEELE VY
FATHIEREA LTINS, Fi-. BHE D=8, SSLException [T L TIEFA—F—~DBHLE DFHISNIEE LT
STWELA, 7TV OERIZIE L TEYBLEBERET IHELH S,

RAE:

1. TSAR—FRBERDIL—EBAE TH—/N\—FIAEERIT S

2. URI (% https://Tih&H B

3. BET ALV TAIREREEDHTLL

4. BRETIEEREY—N\—ELRECEEIZIERLTEL

5. SSLException [CxLaA—H—[Z@NT 2FDEYEHI40EET D

PrivateCertificateHttpsGet.java
package org. jssec. android. https. privatecertificate;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. IOException;

import java. net. HttpURLConnection;
import java. net. URL;

import java. security. KeyStore;

import java. security. SecureRandom;

import javax.net.ss|.HostnameVerifier;
import javax.net. ss|.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ss|.SSLException;

import javax.net.ssl.SSLSession;

import javax.net.ssl. TrustManagerFactory;

import android. content. Context;
import android. os. AsyncTask;

public abstract class PrivateCertificateHttpsGet extends AsyncTask<String, Void, Object> {
private Context mContext;
public PrivateCertificateHttpsGet (Context context) {

mContext = context;

}
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@0verride

protected Object dolnBackground (String... params) {
TrustManagerFactory trustManager;
BufferedInputStream inputStream = null;
ByteArrayQutputStream responseArray = null;
byte[] buff = new byte[1024];
int length;

try {
URL ur!| = new URL (params[0]) ;
/] *RAU b1k TS5AR—=IRAETY—N—IRAZERIT S
// assets IZHBMLTEWN=TS 4 R— FMIBEL TEET KeyStore #5RE
KeyStore ks = KeyStoreUtil. getEmptyKeyStore () ;
KeyStoreUti|. loadX509Certificate (ks
mContext. getResources (). getAssets (). open (“cacert.crt”));

/] KRR FEDRIAEITS
HttpsURLConnection. setDefaultHostnameVerifier (new HostnameVerifier ) {
@0verride
public boolean verify(String hostname, SSLSession session) {
if (lhostname. equals (session. getPeerHost ())) {
return false;
}

return true;
1D

// A >k 2% URI [& https://THh®H B

/] kiRA Uk 3k EET—RICEUIT4 ITHERZESOHTEL

trustManager = TrustManagerFactory. getInstance (TrustManagerFactory. getDefaultAlgorithm());
trustManager. init (ks) ;

SSLContext sslCon = SSLContext. getInstance ("TLS”) ;

sslCon. init(null, trustManager. getTrustManagers(), new SecureRandom());

HttpURLConnection con = (HttpURLConnection)ur |. openConnection() ;
HttpsURLConnection response = (HttpsURLConnection)con;
response. setDefaultSSLSocketFactory (ss|Con. getSocketFactory () ;

response. setSSLSocketFactory (ss|Con. getSocketFactory () ;
checkResponse (response) ;

/] hiRA bbbk RET—AEERET—N—LRLEEICEALTELL
inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;
while ((length = inputStream. read (buff)) !'= -1) {
if (length > 0) {
responseArray. write (buff, 0, length);
}
}
return responseArray. toByteArray () ;
} catch (SSLException e) {
// %A >k 5% SSLException 2 L1—H—I[ BT AEDEYEHINLIEFT D
/] B FILIZDEGISNLIEFE|E
return e;
} catch (Exception e) {
return e;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
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} catch (Exception e) {
// IS LIRS EE
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (Exception e) {
// IS LIRS R E
}

}

private void checkResponse (HttpURLConnection response) throws [0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new I0Exception(“HttpStatus: “ + statusCode);
}

KeyStoreUtil.java
package org. jssec. android. https. privatecertificate;

import java. io. IOException;

import java. io. InputStream;

import java. security.KeyStore;

import java. security. KeyStoreException;

import java. security. NoSuchAlgorithmException;
import java.security.cert.Certificate;

import java.security.cert. CertificateException;
import java. security.cert.GertificateFactory;
import java. security.cert. X509Certificate;
import java.util.Enumeration;

public class KeyStoreUtil {
public static KeyStore getEmptyKeyStore() throws KeyStoreException
NoSuchAlgor ithmException, CertificateException, [0Exception {
KeyStore ks = KeyStore. getInstance ("BKS”) ;
ks. load (null);
return ks;

}

public static void loadAndroidCAStore (KeyStore ks)
throws KeyStoreException, NoSuchAlgorithmException
CertificateException, [0Exception {
KeyStore aks = KeyStore. getInstance (“"AndroidCAStore”) ;
aks. load (null);
Enumeration<String> aliases = aks.aliases();
while (aliases. hasMoreElements()) {
String alias = aliases. nextElement() ;
Certificate cert = aks. getCertificate(alias);
ks. setCertificateEntry(alias, cert);

}

public static void loadX509Certificate (KeyStore ks, InputStream is)
throws CertificateException, KeyStoreException {
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try |
CertificateFactory factory = CertificateFactory. getInstance (“X5097) ;
X509Certificate x509 = (X509Certificate)factory. generateCertificate(is);
String alias = x509. getSubjectDN (). getName () ;
ks. setCertificateEntry(alias, x509);

} finally {
try { is.close(); } catch (IOException e) { /* HIsMLERXEIE */ )

}

PrivateCertificateHttpsActivity.java
package org. jssec. android. https. privatecertificate;

import android. app. Activity;

import android. graphics. Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android. widget. ImageView;
import android.widget. TextView;

public class PrivateCertificateHttpsActivity extends Activity {

private EditText mUr |Box;
private TextView mMsgBox;
private ImageView mImgBox;
private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mUr [Box = (EditText)findViewByld(R. id. urIbox) ;
mMsgBox = (TextView) findViewByld(R. id. msgbox) ;
mImgBox = (ImageView) findViewByld(R. id. imageview) ;

}

@0verride

protected void onPause () {
/] TO&HE Activity MIEESINSAREMAH LD TIERLPUEEFF v oL LTHL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;
super. onPause () ;

}

public void onClick(View view) {
String url = mUr|Box. getText (). toString() ;
mMsgBox. setText (url) ;
mImgBox. setImageBitmap (null) ;

// EROERBREALRHL>THNI ELHIDTEFr oL LTEL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;

// UL ALY FTEBIELTIXESHLDT, AsyncTask [C& Y T—H—R Ly KT@EIET S
mAsyncTask = new PrivateCertificateHttpsGet (this) {
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@0verride
protected void onPostExecute (Object result) {
// Ul ALy FTRIEHXZRRZLET S
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n fFI5 FEAE¥n” + e. toString());
} else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;
}
}
}.execute(url); // URL %i& L TIEREANIE ZBHIA
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5.4.2. L—ILTvY

HTTP @{E. HTTPS BIET AEBICIXLUTDIL—ILEFHT &,

UL T4ITIIERIE HTTPS BIETERIET S

HTTP BIETEARZET DR EMEHIRTS

SSLException IZ®RL1—H—IT@EM T HFDELGHFINNEET D
¥ B D TrustManager Z{E%LY

¥ B ® HostnameVerifier [E{ESALY

~ N N
= = = =
4 4 4 4
G4 G4 G4 4
P A s N
/ / / /
~— N~ N

S v W N

~
=
4
G4
o=
/
~

5.4.2.1. UL TATIRERITHTTPS BIETERETS (Wh7H)

5.4.2.2. HTTPB{ETILZA

HTTP Z{# o BIETIE. ERETHFHRDER - RS A F(E ERET—N\—DOLYTELNEILHATHEMED
b, BV TATEIFHRIE HTTPS BIETERIET S L,

T—RDREMEHEDRT S (Wh7H)

julll

HTTP BIEICHEITHRET —FEREENFIHAIREETH S0 A—FIBHUEE BT —2EZET HFTHE
HNH5. HoWAHE. BRXDT—4E2RETHELEBELT. RIET—HELET H53—FIZHBEMEALZ LI
[REMIFTTIA—TAVTTIRENHD, T  HTTPS BIEICHETDRIET R ONTH, RIET —HEEEHIC
BETHIEEZTIFEDIEL HTTPS BEADY—N\—DREBEHICL>THESNLDOTHEHEL. ZIET
—SNEREY —N\— BRI DS TERSNT -2 THIBELHA=HOTHS. [3.2 AT HDREHE
HEIHI1BRIDHIE,

5.4.2.3. SSLException [ZRLA—H—ITEHMT HF DB LHISNNEET B (Wh7H)

HTTPS #B{E TIEHY—/\—SIERZE MR SSLException W FEAET B EMNH S, SSLException [FH—/\—3E
AEDTHENRE LG TRET L, iAZEDTRIIHBEICLITHEREICL>THELTLSATREENH D
M T. SSLException [T L TIEBELGHNWNIBEZERETLIENADETHS. HINLEDH &L TIE.
SSLException |2k B BEXMEI—Y—ITEMTHIL. HAWNEOVIZRBFTIIENEZOND, TD—AHT.
TI)CE-TFA—F— IR T HHANEERMEIDBLEINGNIEEHYSD, CO LI RETRENE(ETTT
DDERROFEICE S TELGAD T, TNoE+RITERE L L TRELGFNIEGRSALY,

AT, SSLException AiSE4 LIS &I [EhREKIRE STV SAREMAHED T, HTTP HEDIBELE
[BIC ko T Y T4 I RO A BEEBERA S LSLEELTEESAL,

5.4.2.4. JRBE® TrustManager Z{E5%5LY 0X:)

BEELAAELEDTFAR—MEAETHTTPS BIET 57=0IZ(E, Y—/\—FEBAEIRFLIZfES KeyStore %
BI BT TEC, LMLGEADI5.4.3.3 FEASRAZENIL T HERGI—FITHBALTLSELIIZ, /05—
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vk ETRRAIN TS YU T ILa—FRIZIE, fEI&7Z: TrustManager ZEE T 56l BNALTLEEDH E<H 5D,
NEDYUTINESEICLTEESNI-TIIIL BEBHEEEYCCATREMELH S,

TIAR—FEEAET HTTPS BIEZLI-LMERICIENS.4.1.3 TSAR—REAETHTIPS BET 510K &Y
VINa—FESRTHIEL,

AEGS(TMBE D TrustManager 2R EICEE T HELFRETH AN, BSLEOESREICTILHBELS
F=RME THEINIEIREZEY AT BIREA H A0, COIL—ILIFHA TYBEEL -,

5.4.2.5. ¥ BE® HostnameVerifier [Z{ES7iLY (h78)

BoERIMAELGEDTIAR—EAETHTTPS BIET 41-0IZIF. Y—/\—FEBAEREEIZES KeyStore %
BIHEFTTELD. LALEASI5.4.3.3 SEAERIMEENLT SERAI—FITHBALTLDKIIZ, 102—
TYb ETARSINTWS YT )La—FRIZIX. f&F%% HostnameVerifier # A3 BB N L TLSEDHEL<H
B, NLDYUTINESEIZLTRELLZTIIIE., EFHEHEEEY O TREELNH S,

TIAR—PEEAET HTTPS BIEZLI-LMERICIENS.4.1.3 TSAR—REAETHTIPS EET 510K &Y
VINa—FESETHIE,

AKGS LM E D HostnameVerifier # R 2 ICRE T HELFRETH AN BEREOESBEICTHHLEMEE
OB E THRINIEIREEYRALBIREAH D0, COIL—ILIEFHATRHEEL,
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5.4.3. PR\ XKL

5.4.3.1. FSAR—MEAEDERGEEY —/\—RE

ZZ Tl Ubuntu %5 CentOS £ E D Linux IRBIZHITEHTSAR—MIBAEDER A iEEY —/\—REIC DL TR
B9 %, TTAR—EIBAE(ERAMICRITIN Y —/N\—FIBHED 2L TH S, Cybertrust > VeriSign HEDE=
EHFRAMILRTIN-Y—/N\—ERELRFILTTSAIA—FEBAZELE (NS,

TSAR— BB DER

FTTTAN—MIAEZRITT DODTIAR—F BB ZEERT 5, Cybertrust 4> VeriSign HEDE=FR
RERBILTISZAR—IRBIBEFIEND, 1 DDTSAR—IRARTERDTSAR—MIAEEHRITTES,
TSAR—I BB EER LTz PC £ RONEBETEDAMLL T VLA TEGVKIICHREICEEBEIN G TN
YA A

TSAR—RERIEREERT BIZIE, TERDITILRY) Tk newca.sh BEXKUVERE 774 /L openssl.enf #ERLE

79 %, VTILRY) TR CASTART KU CAEND ILZEEEB D E#HAR .. CASUB) IEFZRFER DL THAD T,
ERTBRIABICEDETEETHL, VIRV TRETOBIZIERIART IV 2RAD =D /IR T—F A &5
3EAMNDDT. RL/ART—FEANT B,

newca.sh - F7S5AXR— R NREIBEEM T DS TILAOUT
#!/bin/bash

umask 0077

CONF IG=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CAREQ=caredq. pem

CACERT=cacert. pem

CAX509=cacert. crt

CASTART=130101000000Z # 2013/01/01 00:00:00 GMT
CAEND=230101000000Z # 2023/01/01 00:00:00 GMT
CASUBJ="/CN=JSSEC Private CA/0=JSSEG/ST=Tokyo/C=JP”

mkdir —p ${CATOP
mkdir —p ${CATOP
mkdir —p ${CATOP} /cr|
mkdir —p ${CATOP}/newcerts
mkdir -p ${CATOP}/private
touch ${CATOP}/index. txt

/certs

——

openss| req —new —newkey rsa:2048 -sha256 —-subj “${CASUBJ} "~ ¥
-keyout ${CATOP} /private/$ {CAKEY} -out ${CATOP}/$ {CAREQ}
openss| ca —-selfsign —-md sha256 —create_serial -batch ¥
—keyfile ${CATOP} /private/$ [CAKEY} ¥
-startdate ${CASTART} —enddate ${CAEND} —extensions v3_ca ¥
—in ${CATOP} /$ {CAREQ} —out ${CATOP}/$ {CACERT} ¥
—-config ${CONFIG}
openss| x509 —in $ {CATOP}/$ {CACERT} -outform DER —out ${CATOP}/$ {CAX509}
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openssl.cnf - 2 DD T)LA DU T S HEEBICSIB I B openssl ANV ROKET 7 1)L
[ ca]
default_ca = GA_default # The default ca section

[ CA_default ]

dir = ./CA # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
crl_dir = $dir/crl # Where the issued crl are kept
database = §dir/index. txt # database index file.
#unique_subject = no # Set to 'no’ to allow creation of
# several ctificates with same subject
new_certs_dir = $dir/newcerts # default place for new certs
certificate = $dir/cacert. pem # The CA certificate
serial = §dir/serial # The current serial number
cr Inumber = $dir/crInumber # the current crl| number
# must be commented out to leave a V1 CRL
crl = $dir/crl. pem # The current CRL
private_key = $dir/private/cakey. pemt The private key
RANDFILE = $dir/private/. rand # private random number file
x509_extensions = usr_cert # The extentions to add to the cert
name_opt = ca_default # Subject Name options
cert_opt = ca_default # Certificate field options
policy = policy_match
[ policy_match ]
countryName = match
stateOrProvinceName = match
organizationName = supplied
organizationalUnitName = optional
commonName = supplied
emai |Address = optional

[ usr_cert ]

basicConstraints=CA:FALSE

nsComment = “OpenSSL Generated Certificate”
subjectKeyldentifier=hash

author ityKeyldentifier=keyid, issuer

[ v3_ca ]

subjectKeyldentifier=hash
authorityKeyldentifier=keyid:always, issuer
basicConstraints = CA:true

RO RY) T EETTEEAFETALIMIETIZ CA EVSTALIM)IDMEREIND, 2D CA TA4LUK)
NITSAR—I BB TH D, CA/cacert.crt 7ML TSAR—R R RBDIIL—REAETHY. [5.4.1.3 T34
AN—REBAETHTTPS BIET 51D assets [TfEAEN =Y. 5.4.3.2 Android OS OFEBAZER T IZT 54 R—Fk
REERDIL—EEBAEHE A Ab—)LF % 1T Android TnRIZA 2 RAb—ILEnfYUd 5,

TS5AR— IEEAZE DER
TS5AR—RERAZEZERTAIZIE, FTEEDTTILRY) T newsv.sh ZERLEITT S, VTILRY) TR D

SVSTART H&U SVEND (XTS5 AR—LEEBAZDEIHAM. SVSUB) (X Web H—/I\—DEHRTHLHID T, /ER
Web H—/N\—IZ&HETERTBHIE, 52 SVSUB) D /CN THEET 5 Web H—/\—DHRAME (X84 TI A

376 All rights reserved © Japan Smartphone Security Association. HTTPS GRIEd %




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

WESIZREMFFEIE, VIRV TRERTTRERART I EAD=HD/IIRT—EHAEINEZD T, T54R
—FRERFER T AEEITIEELIZ/INRAT—RZEANTHIE ZDR. BT 2 ED y/n ZEHANEDTYEA N
IHE,

newsv.sh - 7S5AR— NIAEEZFRITIDSTILXIUT
#!/bin/bash

umask 0077

CONF IG=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CACERT=cacert. pem

SVKEY=svkey. pem

SVREQ=svreq. pem

SVCERT=svcert. pem

SVX509=svcert. crt

SVSTART=130101000000Z  # 2013/01/01 00:00:00 GMT
SVEND=230101000000Z # 2023/01/01 00:00:00 GMT
SVSUBJ="/CN=se | fsigned. jssec. org/0=JSSEC Secure Coding Group/ST=Tokyo/C=JP”

openss| genrsa —out ${SVKEY} 2048
openss| req —new —-key ${SVKEY} -subj “${SVSUBJ}” -out $ {SVREQ}
openss| ca -md sha256 ¥
—keyfile ${CATOP} /private/$ {CAKEY} -cert ${CATOP}/${CACERT} ¥
-startdate §{SVSTART} -enddate §${SVEND} ¥
-in ${SVREQ} -out ${SVCERT} -config ${CONFIG}
openss| x509 —in ${SVCERT} -outform DER -out ${SVX509}

FERUIIWRHIYTEERTTEE MEETALINETIZ Web HY—/N—RHADTSAR—rF—T74 )L svkey.pem
BEUVTSAAR—NIEZT74 )L svcert.pem BNEFMEIN S,

Web H#—/\—7H% Apache THAIGEIZIE. BE I 7 IILHIZETIERLT= prikey.pem & cert.pem ZRMD K5I
BETDHELL,

SSLCertificateFile “/path/to/svcert. pem”
SSLCertificateKeyFile “/path/to/svkey. pem”
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5.4.3.2. Android OS DFEAERN7 [CT A N—FRARD I —EHEEZ AV A—ILT D

5.4.1.3 TSAR—NEBHET HTTPS EE9 51D YT ILa—FIE 1 DOT7ITVICTSAR—IRBIARBDIL—k
MARAEEH-EHIET. TFAR—MEAETERT S Web H—/\—IZ HTTPS i 9 5AZEMBN L=, 2T
(¥ Android OS IZTSAR—FRAERBDIL—MEAEE AV RAM—ILT HIET. TRTDT TN TSAR—NEHA
ETERYT D Web Y —/\—ICTHTTPS I 2T EERNT . AV AR—ILLTLLDIL, EHETELZARDH
TLI=EEBAEICRACEITERT 5,

FITTSAR—I R BDIL—FEBBET 74 )L cacert.crt Z Android iR DREBAL—DIZaE—T B, BHEY
DTN A—FTERALTWAIL—REBAZD74)LIE https://selfsigned.jssec.org/cacert.crt MoEHLEEBTES,

XIZ Android DEFEA=1—D X1 T14ZRHE. TROLS5LFIEZEEDHSZET Android OS [ZJL—MEEBRE
EFAVAM—ILTBHIEMTES,

al ® 4:46

"l ® 4:46 al ® 4:46

K exalrg S NH—DoRR

IR

NRD—RERTITS

B0y IBBRNS—2EANLTLE
=L

TINA RBE

HAEERE
BREREERTELIENMET S

RETRADP T
Y= RN—F A BPTUDL YRRV

5 Ny T—IDRAB:
ZHoII B

CASEEAZ 14
RIEBRA ML —T

[ERTE 3 RIEBR
ERTEBCAIBBZERTI D

FvtIb

REBR L —IDMEA VR M=)
2 RU—IDSEHBEA VR N—T B

T—HDMBLERET B ICEO Y IBBFENS—2
EANTIRBHEBYUET

po) @ =

5.4-2 FS5AR—EABOIL—ERAED AV R—ILFIE
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HREEE
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REETARRHD P TV
Y—RN—F 4 BPTUDA VR R—IU

CEBCAERABZERTI D

St /S, L 1.

W(ﬂﬂ—l b e
2t cacerthif Y2 h—IVSNTWVET,

REER =T DT —FHIkR
MABETANTHIRT S

)

@

W EETEZRERS
JRT A

JSSEC
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Wl & 4:47

TFaUF BB

FfT5E:
JEVR— A
JSSEC Private CA

A
JSSEC

HAgEAL

ZUPINES:
00:9C:0B:D4:BB:7A:F5:6C:5E
FiTE:

JEXR—LI

JSSEC Private CA

it
JSSEC

HAREERAL:

5.4-3 JL—FEBAENA U AR—ILEN TS EDTER

Android OS [CTSAR—RBARBDIL—FEREEAVRN—ILT DL ZDRIFMLRITINIZTSAR—
MTES&LII2%H S, TRIE Chrome 759 H T

HEZIARTOTF7TYTELL

il BA & &

https://selfsigned.jssec.org/droid_knight.png & RL1-15E5DHITH 5.

ul ® 6:27

B Hps jssec.org/c C' :

COYA hDEF1UT ¢ EHE
BEBMTEFEA

selfsigned jssec.org L7 2E2LE5E L
FLEH, Y—N—DSRRSNIZEBED
ROTB. BEVDNYIVDANL—T ¢
VP DRFARE>TERASNTLEVR
ILTT. Y—N—heBOtFa7 2
IEAIBZEER L. TN Google Chrome T
FREWRE LTERTEELEDTHD
b BEOHIA-Y-HBEEFRLED
ELTVWSOIHERLBUET.
EILEFZVTLIES L COYA MO
TSENH T DES A vE—IhFnReh
1EBERRITEENVETT.

IBeREE | wrauF TRNEREN-UERE

AT ER

t—/ \—SER BT
TSR

JL—REEBHE S
AVAM—ILT B

—————>

l ® 6:30

ttps. jssec.org/c C' E

NARE-o= It EN-

O

https://selfsigned.jssec.org/droid_knight.png

B 5.4-4 L—MIEBREDAURA—ILRIETSAR— MEAEBEELRIITES L5155

i
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COFEEERET5.4.1.2 HTTPS BIET 51D TN A—RTETFTAR—NEHBTEAT S Web H#—/3—(2
HTTPS {45 TE 545145,

5.4.3.3. EEAERGIEEMNET HEKRGO—F

A B—F Yk EICEY—/N—RAERIITS—% &AL CHTTPS &IEZ T YT ILa—RFASHIBHIN TS,
NSNS VT INA—RIETSAR—MIAEZZFEOTHTTPS BIEE2RIE T 2HEELTRASATNSEH, F5L
=9 T INa—REIE—&R—XMLTHALTWS 7 TUNRSHELELTVS, BEHALISLEY YT ILa—K
FPEERBICHEBGLDTHAHIENZL COREOEIETI2012 FIZIE Android 7D HTTPS EEDE
BHERIIBTERMENEaHEEIN Tz, 1L RFzLS5(2, S5LIzA U 2—Ryb EDMEFHEEY T ILa—REF AL
TLFESERDON D ZLDIEFEA Android 7T A ERESN TLVD,

CCTIXISLLHESE% HTTPS BIED YT ILa—FOMRERBNT 5. 5Lz HUTILa—FERMF5EIC
(£75.4.1.3 TSAR—FEAETHTTPS BIET 51D YT ILA—RICEZFMR R EL T FZEL,

fEb% 1 ZZ> (XD TrustManager 345 —X
TrustManager tm = new X509TrustManager () {

@0verride
public void checkClientTrusted (X509Certificate[] chain
String authType) throws CertificateException {
/) AB LWL - FAGRETERZMITS
}

@0verride
public void checkServerTrusted (X509Certificate[] chain
String authType) throws CertificateException {
/) Ad LWL —» FALGRETERZMITS
}

@0verride
public X509Certificate[] getAcceptedlssuers() {
return null;

}

f&b% : 225 (XD HostnameVerifier Z/E%4—X
HostnameVerifier hv = new HostnameVerifier ) {
@0verride
public boolean verify(String hostname, SSLSession session) {
// EIZtrue 2RF — FABKR FETHRMITS
return true;

f&b% : ALLOW_ALL_HOSTNAME_VERIFIER Z > TWL\DT—X
SSLSocketFactory sf;

sf. setHostnameVerifier (SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER) ;
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5.4.3.4. HTTPUIIARMMYAZHRETIHREDIER

HTTP 88X HTTPS BIEICHE LT B D HTTP VU TR A ZERELTzLMEE L. URLConnection 5AM
setRequestProperty() A/ vk, £L<I% addRequestProperty)*VyRZFEHT S, CNHAVYRDEIEIZs SR H
SDANT—HAERANBEEIE HTTP AYFZ A0z h 30 DORENBEEED HTTP AvF (oD hi 3>
[CEDBRBEDRVDATYTERDDIE HTTP AVFORYYXFTHARITI—FEANT—REDHDILETH
1= ART—E0oBITA—REHRT 5 LIICLEITNIEASAL,

HTTP YOI A MMVAEIRTET D

public byte[] openConnection(String strUrl, String strlLanguage, String strCookie) {
// HttpURLConnection (& URLConnection MIRESY S5 X
HttpURLConnection connection;

try {
URL url = new URL (strUrl);
connection = (HttpURLConnection) url.openConnection();
connection. setRequestMethod (“GET”) ;

/] *iRA 2 bhk HTTP Y Y TR AV FIZANEEZFERT 3BEIE. 7TV r—2a v BRIZHEST
/] ANT—R2EFzv035(03.2 AAT—2DRLEEHERT 5] 25R)
if (strLanguage.matches (""[a-zA-Z ,-]+$")) {
connection. addRequestProperty (“Accept-Language”, strlLanguage) ;
} else {
throw new IllegalArgumentException(“Invalid Language : “ + strlLanguage) ;
}
/] kA bk HELLIFAAT—E2ZRLIa—FKTB(EWVWSTTIS—2 a3 VEHIZTS)
connection. setRequestProperty (“Cookie”, URLEncoder.encode (strCookie, “UTF-87));

connection. connect () ;

5.4.3.5. EVZUJICKHRIID IR R ERESH

TT)M HTTPS BIEZATIMIE. BEFBRDO N A VRBITENT, ERE Y —/\—D DXL TSSHEEH
ENE=ZFRARICKYZBLZSNTLENEIIDREENTONE, LML, KEENE=ZBZA /N OFELELE
BHEZAFLEY. ZBARDERRZAFLTCAEGAEZTLEALEYLIZBE . EOREFICLYFELG Y —N
—~DFEOFEEBERENTONTEH. TTVEETNODREBEZNVR DA VNBEBTRETHIENTET R
ELTHEIZDEMN > TLES A REMED H S

COEIGRELGE=FRROAAEZAN-FREREICHLTITEVZ UV ICLBREINENTH S, =
niE. HoMLHEREY —/N\—DIAELCLAFRABETITIRNICRELTEE. ThoDERE /N (V0
TRWY N\ VB RICBIREELIZYS 5HETH S,

EVZUJ ISR HIREET . ARAERERE (PK) OERTHLAE=ZHZTARDOEEENMELGON-BEIZHZ. BED
REMZWHEBETLIEMNTRHLGNS, BAREXEFOTITINRSIEELARILITIEL T, CORIAEITINEIMNE
STLTIELLY,
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FZTVAIZEEFL-EIAE- AHRENV RO/ VRETEATS

TT)RICRBFLTEWERE Y —N\—DAECLRAROERE/ NP VREBETRHWNSOHIZIE. Zh
HDIEIRES H=HE D KeyStore ZERL TRIEICAWLS, ChIZ&Y. LERDESHFELE=ERIR DA
EXAVVERREERENTHOATE NURVIAVRBIZEWTAREEZRETHIENTES L1215, HEAD K
eyStore R EL T HTTPS @IEZ1T5EMHMMIAA(XT5.4.1.3 TSAR—IEBAETHTTPS BIET51THMNL
Yo TINa—FESRTHIL,

F7IVAICRRELI-EEAE - ARBERAVTNUFO AV NBRICERELT 5

NROTARBNTONRICEREEZBRIT 5=OICF., FT NI VRETRISN S AT LIZE
BEENFHEFI—UZMBEL. TOAHEFI— %, HoALOTITIRIZRFBLTEW-ERERBET . B
BOHEER. RELTEVERE—HITIIONEENTUONIEBREZHAL. EENTUWEITHITEENEEZ S
ErEEnIEEL,

FEL NV IA DB T AT LAIEESNAEAE T — ST ARRICUT DAV YR EERY 5 &, i
BYDIAEFI—UMEoNT  BRELTEV UV ICKDREEN E R ITHEELGG>TLESREN HH23,

® javax.net.ssl.SSLSession.getPeerCertificates()
® javax.net.ssl.SSLSession.getPeerCertificateChain()

NEDAYYRPIRT DIE, NIRRT VRBTY AT LITEBESNERAEF—U TIEAL TTUNEEHEF
MO HEST-SIHEFI—ZNLDTHD, 0. PRABRE(CLYRELE = EIIE NI NI
EFI—UITFITMAGNATH, ERDAVYRFINIRD A VRBTY RT LAMERALIZEEAE 1T THL KT
TUNEHLESEL T Y — /N —DFEBAZEL—#ISRLTLES, COTRERTZ T EHLESEL TV = —
—DFERAE IR EVZ VIS BBRED-HOT TIRIZHoMEHRFLTEN LD ERFDERELDT. B
RIET>TEREERETAIEMNTELL, COISHBEHAND ., NURI I/ HNIBROBRIIFEET B
LRDAVINEFERTHLIFEITHIRNETHS,

Android 4.2 (API Level 17)UULETHNIE, LFEEDAVYEDHKHYIZ net.http.X509TrustManagerExtensio
ns @ checkServerTrusted0ZERAT HZET. NIRRT VNBTORTLIEBESNAIRAEFI—2 DA%
MBI HENTES,

X509TrustManagerExtensions ZRU\z E> Z > J&EEDH
// ELWEBERY—/N—DIIBAEIZEEN D ARBED SHA-256 /Ny S 1 {EEZREF (E>=2%)
private static final Set<String> PINS = new HashSet<> (Arrays. asList(
new String[] {
“d9b1a68fceaad60ac492tb8452¢ce13bd8c78¢6013F989b76T186b1cbbal315¢1”,

23 ZOEKREICOWTIXUTOEETHLSGRBHASN TS
https://www.cigital.com/blog/ineffective-certificate-pinning-implementations/
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“cd13bb83c426551c67fabcff38d4496e094d50a20c7¢15€886¢151deb8531cdc”

),

// AsyncTask DT —H—RA Ly KTHEIET S
protected Object dolnBackground (String... strings) {

~BER~

/] N RO TAVBEORIEC&KY AT ALIZEESNIRAEF—2FWMET S

X509Certificate[] chain = (X509Certificate[]) connection. getServerCertificates();

X509TrustManagerExtensions trustManagerExt = new X509TrustManagerExtensions ((X509TrustManager) (trustManagerFa
ctory. getTrustManagers () [0])) ;

List<X509Certificate> trustedChain = trustManagerExt. checkServerTrusted (chain, “RSA”, url.getHost());

/] BDRBEC=VTERVTRIET 5

boolean isValidChain = false;

for (X509Certificate cert : trustedChain) {
PublicKey key = cert. getPublicKey();
MessageDigest md = MessageDigest. getInstance (“SHA-256") ;
String keyHash = bytesToHex (md. digest (key. getEncoded())) ;

/] EXZ L TEWN2RAB0/NY D aBELLEET S
i f (PINS. contains (keyHash)) isValidChain = true;
}
if (isValidChain) {
// MEBEHRETT S
} else {
// MERF R L AL
}

~ B HE~
]

private String bytesToHex (byte[] bytes) {
StringBuilder sb = new StringBuilder ();
for (byte b : bytes) {
String s = String. format ("%02x”, b);
sb. append (s) ;
}
return sb. toString();

5.4.3.6. Google Play BiH&EH—E X#FIFLT= OpenSSL D554 Xt 5K

Google Play &Y —E X (/A—23> 5.0 L&) TI&. Provider Installer EWVWSH#AMRESHTLNS, Th
[%. OpenSSLZ & T RS S EEEH T DR TH S Security Provider DIESEHE X FEIZFIATE5, $L<IXI5.6.3.5
Google Play % &Y —E Rk Security Provider DS EIZSHBOIE,
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| 5.5. FSANL—IERERS

WE TSAN—ERETFTIODHBAMGERELTTISANS— N THAU IDRIBSNTEY. COH#
RICEDZFREBFICEVTET AN —RED-ODEHILEZEH TNEECATH S,
AY-FIAVHOFAEERZERTH7IVIE FIAENMEABROT AN\ —DBRAINLRE-TINZTTY)
ZEATESISIC. M AEBRREBEVICHYIRSIEELIC, FIAEZEITHLTHAYDOTVERBAZITL. FIAEICF
FADRIBEDBIRERT LN KRDOND, ZTD=OIZIE TTIVNEDISGEEHREE D LSS EFEERLIZTT
NEDTTVr—2a0 - TSAN—RYD—(UT . 7TV TSAN—RYL—) /- 1IRTTHEELIC, BE
HERYELAROLNDFAEFEROIME - FIAICOVWTEBHICA——DOREZBIVEL DD BH. 7T
)r—23 T4 N— R —E R OFET HMEANFRRES S OTHARNIZLEERY AR ERE
EJHLDTHAHEIZBET S,

TIAN—R)o— DR POERIZBEL T, H#LIERBEMNMRBT S[RAY—I+Y TIAMN— 41207 T4
TIRUVTRAR—rTHY TIAN— AZOFT4TDIUT #5754 SPI LA ZSROIE,

Flo KRB THROAFEIOV TR AXADFERB L UN5.5.3.2 AEREHRIZSRI DL,

5.5.1. ¥>7)La—K

T TIAN—R)—DERIZE, —RIZABREN TSI 7TV r—2ar - T4 —RY—Epi iR
Y—I)L24 ) ZFRTHIELTESD, COY—IILDEAETHTMLEXE LU XMLER EG->TEY EBRT T 77—
230 TSAN— RS —EFMRT T ) r—2a0 - TSAN— RIS —DENETNDT7AILAMERESN D, 1F
BENT= XML 77 IVIZIFRBERAD R MNOKGE | #54E SPHZERLI-FEL>TVD, UTOH LT ILa—FT
(F. EEBY—ILEFESTERLI- HTML D74 LERIBALTTZ T - T34 N— RO —%2 R T HHIERT .

24 http://www.kddilabs.jp/tech/public-tech/appgen.html
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s Privacy Policy Test Application

EERROBE

PrivacyPolicyTestApplication (&, LITDOHERR
BRENPEELET,

EEET 5 HERIER
cookie(S & ACHER LTZERIID)E L L (&
F7 ) EBDID
BERICLDANIER
U&EHR

WXET3EH
BEHYK— b
P - Y- ERAROBEDRA

WX {E%
JSSEC EFaFPI—F 1 HWG

FUFRBGEFP TV T2 a3 0TSS4 NV —KR
< —7% http://www.example.com/pp/app-
policy-privacypolicy-1.0.html TZE W\ ITE

ER

5.5-1 MBIRT7 TV r—2a2 - T4 130—R)o—D 4

BERRIZIX. ROHEIO—IZHSZETHRIT BT ILa—KZLTED,

WBT51—Y—EHRE
SR —N—IZEIET D

HREILD
WY D BRI
F——(TEET S

Yes

EELRYKLA
RkOLNLFIAEFHE
H—N—IZEETD

A4 A4 A4

[BfERE-ENREHY]

[BEREHY]

[BfERELL]

T TSAN—R)S—% FI)FZAN—R)—% T T4 —RY—%
HHRAATZTTY HARAATZT TR HARAATZTTIRHE

TF)TIANR—R)—%
HARELGNTTY

H 5.5-2 IS4/ —ERERS YL T NI RERRT BIO—Fo—F

CCT.AERELE. TTVHEEEROT T - T34\ — RS —DIRR-FERIZKY . 7T DY —\—ITiE
EIHFRABFERDVTEREMICRABZZRFTIETH D,
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F- . BRREEL . BROFAFRRICOVTEEDERICEMNDEELZFSIZLETHD,

5.5.1.1. [@ERE-EREHY] 7TV -TIAN—KR)—%HRAATZT T

RAVL: (BERE-EHREHY] 7T -T5A413—KRI—%HAHRAATZT T))

1. #HEEBFTYITT—rHIZ. 7T)BRSFREFROZEIIOVTCERREREERD
A—H—DEREEEINBLN TGS (X, FIAEEROZEIELEN
EELGRYRVDAROONDFIREFREEETLIEESE. BRI I—F—DOREEHES
A—HF—DEFEENFELNTVEREWNMESE. ZBFEROFEEELGND
A—H—F7T) - TSAN—R)— BB TEELFERERETD
BELERELI——IREICKVEIRT IFERERETS
A—H—BECIYIAEBROEELFELIHFEEZAETD
FAEHEROMDIIFIZIX UUID/cookie ZFIATS
TT)-TSAN—R)—BEM%E assets T4 /LA RIZERELTHL

0 O NV A WN

MainActivity.java
package org. jssec. android. privacypolicy;

import java. io. IOException;

import org. json. JSONException;

import org. json. JSONOb ject;

import org. jssec. android. privacypolicy. ConfirmFragment. DialogListener;

import com. google. android. gms. common. GonnectionResult;

import com. google. android. gms. common. GooglePlayServicesClient;
import com. google. android. gms. common. GooglePlayServicesUtil;
import com. google. android. gms. location. LocationClient;

import android. location. Location;

import android. os. AsyncTask;

import android. os.Bundle;

import android. content. Intent;

import android. content. IntentSender;

import android. content. SharedPreferences;
import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. support. v4. app. FragmentActivity;
import android. support. v4. app. FragmentManager ;
import android. text. Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCallbacks, Googl
ePlayServicesClient. OnConnectionFailedListener, DialoglListener {

private static final String BASE_URL = “https://www. example. com/pp”;

private static final String GET_ID_URI = BASE_URL + “/get_id. php”;

private static final String SEND_DATA_URI = BASE_URL + “/send_data. php”;

private static final String DEL_ID_URI = BASE_URL + “/del_id. php”;
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private static final String ID_KEY = “id”;
private static final String LOCATION_KEY = “location”;
private static final String NICK_NAME_KEY = “nickname”;

private static final String PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY = “privacyPolicyComprehensiveAgreed”;
private static final String PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY = “privacyPolicyDiscreteTypelAgreed”;

private static final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private static final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

private String Userld = “”;
private LocationClient mLocationGlient = null;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
private final int DIALOG_TYPE_PRE_CONFIRMATION = 2;

private static final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher () {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {

}

@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
public void afterTextChanged (Editable s) {
}

};

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView R. layout. activity_main) ;

// A—H—#ER A ID #H—N—mIoEBT 3
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id.editTextNickname)). addTextChangedListener (watchHandler) ;

int resultCode = GooglePlayServicesUtil. isGooglePlayServicesAvailable (this);
if (resultCode == ConnectionResult. SUCCESS) {
mLocationClient = new LocationClient(this, this, this);
}
}

@0verride
protected void onStart() {
super. onStart () ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, -1);
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if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {

/] *iRA b 1 FEEER (7Y TT— ) IZ, ZTUN RS FABFEROXEIZ DLV TEREREEZSES

[/ ToTT—rEIZOVTIE, HFLLWMABERZRS L 5(CH-5EIC04. BEARERELBIVELD
%o

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;

dialog. setDialogListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

// Location f&3REX#5 A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop() {
if (mLocationClient !'= null) {
mLocationClient. disconnect () ;
}
super. onStop () ;

}

public void onSendToServer (View view) {

/] BEBRYFLHAKRO SN EFREBRBREEEICODVTERICRAEZ/ITLAIHNERT S

/] BRIZIETZIET A EROENEBICREEZBIDENHD_LICEET S L

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);

int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
/] dRA kI BEGRYFLHIROSNLFABFERZZEIETDEEE. AV —-—DOREZHFD
ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. sendLocation, R.string.cofirmSendLocati

on, DIALOG_TYPE_PRE_CONFIRMATION) ;

dialog. setDialogListener (this) ;
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show (fragmentManager, “dialog”);

} else {
// BEFADI=O. EELBZHIBT D
onPositiveButtonClick (DIALOG_TYPE_PRE_CONFIRMATION) ;

}

public void onPositiveButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] *iRA b 1k FERER (7Y TT— ) IS, Z7TUN RS FABFEROXEIZODLVTEEREEZSBS
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, getVersionCode()) ;
pref. apply () ;
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] hRA 2 b3k BEEGRYFLHIROSNDFIAFFREEET HHEE. BHCI—F—DOREEHED
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation();
it (currentLocation != null) {
String locationData = “Latitude:” + currentLocation. getLatitude() + ”, Longitude:” + currentL
ocation. getLongitude () ;
String nickname = ((TextView) findViewByld(R. id. editTextNickname)). getText (). toString() ;

Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + “¥n — nickname : “ + nick
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name + “¥n — location : “ + locationData, Toast.LENGTH_SHORT). show() ;

new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, locationData, nickname);

}
}
/] AEE/IE. KEBERETS
/] ERICITEET 2HRBOBHEICREEZRIVDENHDILITEET DL
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY, getVersionCode()):
pref.apply () ;

}

public void onNegativeButtonClick (int type) {

if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] KRA k2% A—F—DEERENB LN TVEWNMESIX., FIAEEROSEEX LGN
/] HOTNTTIYTET7T TV r—2a Va8 TS5
finish(;

} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] dRA Uk bk A—F—OEBNRENFLNTULVEMES(E, ZHFEROEEELLEL
/] A—Y—RENELNEN >T-OTHE LA

}

private int getVersionCode() {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
Packagelnfo packagelnfo = packageManager. getPackagelInfo (this. getPackageName (), PackageManager. GET_ACT
IVITIES) ;
versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
// BISRER IS EZ
}

return versionCode;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu.main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] KIRA D b5k A—HF—MNTF7TY - TSANL—RYL—%2HRATELFHREZRAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] hRAU b bk EELBEREI T —BRECLVEIRTI2FETAET S
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;
case R. id. action_donot_send_id:

/] kRA b Th A—HF—EEICEYFRAERBROEELZFLTSFREAET S
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// FIREFREROEZEZEFELL-EE. AEREICETIREFEEIN-IDET S
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit

pref. putInt (PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, 0);
pref.apply();

/] RO TILTIHAAEEREEZELAEWNGE., 1 —F—ITIRET IHENEC L DD

/] COBRBTT TV ERTT S, CONBET7TIT)EOERHBICEOLETEETSI L,

String message = getString (R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + message, Toast. LENGTH
_SHORT) . show () ;

finish();

return true;

}

return false;

}

@0verride
public void onConnected (Bundle connectionHint) {
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation();
if (currentlLocation != null) {
String locationData = “Latitude ¥t: “ + currentLocation. getLatitude() + “¥n¥tlLongitude ¥t: ” + cu
rrentLocation. getLongitude () ;

String text = “¥n” + getString(R. string. your_location_title) + “¥n¥t” + locationData;

TextView appText = (TextView) findViewByld(R. id. appText);
appText. setText (text) ;

}

@0verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try |
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
e.printStackTrace () ;
}

}

@0verride
public void onDisconnected() {
mLocationClient = null;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
// kRA 2+ 8k FIABIBIHMDOMIIHIZIL UID/cookie ZFIFET S
/] AY U TLTEY—N—flTERLIZ ID #FHT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
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if (Userld == null) {
// SharedPreferences HIZ b—0 VA FEE LKL I=SH, —nN—h5 IDEZRYFHE 5,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, “”, “id");
} catch (IOException e) |
/] SIAEIS - EDFINEFYYFT S
extMessage = e. toString () ;
}

// BRY &1z ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - ” + status + ” : ” + extMessa
ge, Toast. LENGTH_SHORT). show();
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”;

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String location = params. length > 2 ? params[2] : null;
String nickname = params. length > 3 ? params([3] : null;

Boolean result = false;
try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);
if (location != null)
jsonData. put (LOCATION_KEY, location) ;

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil. sendJSON(url, ””, jsonData.toString());

result = true;
} catch (IOException e) {
// ARAEIS—HBEDHNEXFYYTFT S
extMessage = e. toString () ;
} catch (JSONException e) {
extMessage = e. toString () ;
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ — “ + status + “ : ” + extMessa
ge, Toast. LENGTH_SHORT). show() ;
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}

ConfirmFragment.java
package org. jssec. android. privacypolicy;

import android. app. Activity;

import android. app. AlertDialog;

import android. app.Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os. Bundle;

import android. support. v4. app.DialogFragment;
import android. view. LayoutInflater;
import android.view. View;

import android.view. View.OnClickListener;
import android.widget. TextView;

public class ConfirmFragment extends DialogFragment {
private DialoglListener mListener = null;

public static interface DialoglListener {
public void onPositiveButtonClick (int type);

public void onNegativeButtonGlick (int type) ;
]

public static ConfirmFragment newlnstance(int title, int sentence

ConfirmFragment fragment = new ConfirmFragment() ;
Bundle args = new Bundle() ;

args.putlnt ("title”, title);

args. putInt (“sentence”, sentence);

args. putInt (“type”, type):

fragment. setArguments (args) ;

return fragment;

}

@0verride
public Dialog onCreateDialog(Bundle args) {

[/ *RA 2 b 1k FERREFFIC. 77N FAZBEROEEICOVTEREREESES

int type) {

/] *RA 2 b3k EEGERYFLARD SN HFABFEREEET HHEEE. BRI —F—DRAEERD

final int title = getArguments(). getInt ("title”);

final int sentence = getArguments (). getInt (“sentence”) ;

final int type = getArguments().getInt("type”);

LayoutInflater inflater = (LayoutInflater) getActivity().getSystemService (Context. LAYOUT_INFLATER_SERVICE

View content = inflater. inflate(R. layout. fragment_comfirm, null);
TextView |inkPP = (TextView) content. findViewById(R. id. tx_link_pp) :

| inkPP. setOnClickListener (new OnClickListener ) {
@0verride
public void onClick (View v) {

/] *kRAU 5k A—HF—RF7TY) - TSANI—R)—2HRTELFEREAET S

Intent intent = new Intent();

intent. setClass (getActivity (), WebViewAssetsActivity.class);

startActivity (intent) ;
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]
1D

AlertDialog. Builder builder = new AlertDialog. Builder (getActivity());
builder. setlcon(R. drawable. ic_launcher) ;

builder. setTitle(title);

builder. setMessage (sentence) ;

builder. setView(content) ;

builder. setPositiveButton (R. string. buttonOK, new Dialoglnterface.OnClickListener ) |
public void onClick (DialogInterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onPositiveButtonClick (type);
}
}
DR
builder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener () {
public void onClick (DialogInterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onNegativeButtonClick (type);
}

b

Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

}

@0verride
public void onAttach(Activity activity) {
super. onAttach (activity) ;
if (!(activity instanceof DialoglListener)) {
throw new ClassCastException(activity. toString() + “ must implement DialoglListener.”);
}
mListener = (DialoglListener) activity;

}

public void setDialogListener DialoglListener listener) {
mListener = listener;

}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicy;

import android. app. Activity;
import android. os.Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/] KIRA ROk TTY » TSANL—RY O—HEMR%E assets THIILFTRIZEE L THEL

private static final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-
1.0. html”;

@0verride
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewById(R. id. webView) ;
WebSettings webSettings = webView. getSettings() ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.2. [BEERE®HY] 7TV TIAN—RI)O—Z#lHAATZT T

RAVN: [BRERESHY] 7F)-TS5A1\—KRYS—EHAHRAATET T

1. HEEEET YT TR 7TV RSFIAFFROZEEICOVTEREREERD
A—Y—NEARERENELNATVELGE X, FIAFFROZEIXLAL

A—Y D7) TSAN—R) L~ R TELFRERAET S
EELBERELI—T—REICKYEIRTIFEZAETS
A—Y—BECIVIAEFROEELELIIFREAETS
FIREIFROMDI(FHIZI% UUID/cookie ZFIFAT S

T7)-TZAN—R) S —EM%E assets T4 /LA RIZERELTHS

N OO v N

MainActivity.java
package org. jssec. android. privacypolicynopreconfirm;

import java. io. [OException;

import org. json. JSONException;

import org. json. JSONOb ject;

import org. jssec. android. privacypolicynopreconfirm. MainActivity;

import org. jssec. android. privacypolicynopreconfirm.R;

import org. jssec. android. privacypolicynopreconfirm. ConfirmFragment.DialoglListener;

import android. os. AsyncTask;

import android. os.Bundle;

import android. content. Intent;

import android. content. SharedPreferences;
import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. support. v4. app. FragmentActivity;
import android. support. v4. app. FragmentManager ;
import android. telephony. TelephonyManager ;
import android. text. Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;
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public class MainActivity extends FragmentActivity implements DialoglListener {
private final String BASE_URL = “https://www. example. com/pp”;
private final String GET_ID_URI = BASE_URL + “/get_id. php”;
private final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private final String DEL_ID_URI = BASE_URL + “/del_id. php”;
private final String ID_KEY = "id”;
private final String NICK_NAME_KEY = “nickname”;
private final String IMEI_KEY = “imei”;
private final String PRIVACY_POLICY_AGREED_KEY = “privacyPolicyAgreed”;
private final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private String Userld = “”;
private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
private final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher () {

@0verride

}
@0verride

boolean buttonEnable = (s. length() > 0);

}

@0verride
public void afterTextChanged (Editable s) {
}

};

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView R. layout. activity_main) ;

// A—H—#ER A ID #H—N—mIoEBT 3
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
}
@0verride
protected void onStart() {

super. onStart () ;

int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) ({

public void onTextChanged (CharSequence s, int start, int before, int count)

public void beforeTextChanged (CharSequence s, int start, int count, int after) {

{

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;

((TextView) findViewByld(R. id.editTextNickname)). addTextChangedListener (watchHandler) ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;

/] KkRA b 1k HEEER (7Y TT— RIS, 7TUNRSHAZEBBEROEEIOVTCEEREEZRSFD
/] Ty T—FBIZDOVWTIE, HLOAAZEBFERERS L5121 5RICOH. BESEREEHBILEND
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%

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;

dialog. setDialogListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

public void onSendToServer (View view) {
String nickname = ((TextView) findViewByld(R. id. editTextNickname)).getText (). toString();
TelephonyManager tm = (TelephonyManager) getSystemService (TELEPHONY_SERVICE) ;
String imei = tm. getDeviceld();
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “¥n - nickname : “ + nickname + “, im
ei =7 + imei, Toast.LENGTH_SHORT). show() ;
new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname, imei);
}

public void onPositiveButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
// *iRA b 1k FEEEHFREIZ, 7 TUAERSHAEERROZEIODVWTEREREEZEBD
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, getVersionCode()) ;
pref.apply () ;

}

public void onNegativeButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] KRA k2% A—F—DBERENB LA TVEWNMESIX., FIAEEROEEXLEL
/] B TNTFTI)TCET TV r— a0 & 8TT5
finish() ;

}

private int getVersionCode() {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
Packagelnfo packagelnfo = packageManager. getPackagelInfo (this. getPackageName (), PackageManager. GET_ACT
IVITIES) ;
versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
// BISr LIRS E =
}

return versionCode;

}

@0verride

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

@0verride

public boolean onOptionsltemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:

/] KkRAU L3k A—HF—DBTF7T) - TSAN—R)O—4HRBTELFREART S
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Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] hRA b bk FELLZERELI—T—REICKVYBIRT I2FERERAET D
new SendDataAsyncTack (). execute (DEL_ID_URI, UserlId);
return true;
case R. id. action_donot_send_id:

/] KRA 2k Sk A—HF—BECLYFRAEFBROEXEEFLTIFREART S

// FAEFEROZEEZELLZEES. BREARICETIEAEEBEESINIEDLT S
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, 0);

pref.apply () ;

/] RO TILTIHAAEEREEZELEWNMGE., 1 —F—ITIRET IHMENEC L DD

/] COBRBTT TIVERTT S, CONBET7TIT)VEOERHBICEHLETEETSII L,

String message = getString (R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - ” + message, Toast.LENGTH_SHO
RT). show () ;

finish();

return true; }
return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
/] *RA 2k 6%k FAEFROMD(F(ZIE UID/cookie ZFIAT 3
/] BY T TIEY—N—BITER L IDZFAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ b—%2 UHAFHE LGz, y—nN—Dn5 D ZRUYFHE S,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, “”, “id");
} catch (IOException e) {
// ARAEIS—HBEDHNEXFYYTFT S
extMessage = e. toString () ;
}

// B Y ZFH 1= ID % SharedPreferences IZIRTET 5,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute (final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ — “ + status + “ : ” + extMessa
ge, Toast. LENGTH_SHORT). show () ;
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
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private String extMessage = “”;

@0verride

protected Boolean dolnBackground (String. .
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2]
String imei = params. length > 3 ? params[3]

params) {

S null;
S null;

Boolean result = false;

try {
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

if (imei != null)
jsonData. put (IMEI_KEY, imei);

NetworkUtil. sendJSON(url, ””, jsonData.toString());
result = true;
} catch (IOException e) |
/] BIAEIS—LEDHFINEFYYFT S
extMessage = e. toString () ;
} catch (JSONException e) {
extMessage = e. toString () ;
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + ”

ge, Toast. LENGTH_SHORT). show();
}
}

“ + status + ”

“ + extMessa

ConfirmFragment.java
package org. jssec. android. privacypolicynopreconfirm;

import android. app. Activity;

import android. app. AlertDialog;

import android. app.Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os.Bundle;

import android. support. v4. app.DialogFragment;
import android. view. LayoutInflater;
import android.view. View;

import android.view. View.OnClickListener;
import android.widget. TextView;

public class ConfirmFragment extends DialogFragment {

398 All rights reserved © Japan Smartphone Security Association.

TS —EHmEERS




SECURITY

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

}

}

private DialoglListener mListener = null;

public static interface DialoglListener {

public void onPositiveButtonGlick (int type);

public void onNegativeButtonGlick (int type);

public static ConfirmFragment newlnstance(int title, int sentence, int type) {

ConfirmFragment fragment = new ConfirmFragment() ;
Bundle args = new Bundle() ;

args.putInt("title”, title);

args. putInt (“sentence”, sentence);

args. putInt ("type”, type);

fragment. setArguments (args) ;

return fragment;

@0verride
public Dialog onCreateDialog (Bundle args) {

/] *iRA b 1k FEGRERFIC, 7 TSRS HRAEBFROZECODVWCERERAEE2ES
final int title = getArguments (). getInt ("title”);

final int sentence = getArguments().getInt ("sentence”);

final int type = getArguments (). getlnt (“type”);

LayoutInflater inflater = (LayoutInflater) getActivity().getSystemService (Context. LAYOUT_INFLATER_SERVICE

View content = inflater. inflate (R. layout. fragment_comfirm, null);
TextView |inkPP = (TextView) content. findViewById(R. id. tx_link_pp);
| inkPP. setOnCl ickListener (new OnClickListener O {
@0verride
public void onClick (View v) |
/] KIRA b3k A—HF—NTF7TY - TSANL—RYL—%2HRATELFHRERAETS
Intent intent = new Intent();
intent. setClass (getActivity (), WebViewAssetsActivity.class);
startActivity (intent) ;

b

AlertDialog. Builder builder = new AlertDialog. Builder (getActivity());
builder. setIcon(R. drawable. ic_launcher) ;

builder.setTitle(title);

builder. setMessage (sentence) ;

builder. setView(content) ;

builder. setPositiveButton (R. string. buttonOK, new Dialoglnterface.OnClickListener O {
public void onClick (Dialoginterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onPositiveButtonClick (type);
}
}
b
builder. setNegativeButton (R. string. buttonNG, new DialogInterface.OnClickListener () {
public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener != null) {
mListener. onNegativeButtonClick (type);
}

DR
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Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

}

@0verride
public void onAttach (Activity activity) {
super. onAttach (activity) ;
if (!(activity instanceof DialoglListener)) {
throw new ClassCastException(activity. toString() + “ must implement DialoglListener.”);
}
mListener = (DialoglListener) activity;

}

public void setDialoglListener DialoglListener listener) {
mListener = listener;

}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynopreconfirm;

import org. jssec. android. privacypolicynopreconfirm. R;

import android. app. Activity;
import android. os.Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {
/] *RA Tk TTY) « TSANRO—KRY) O—BERR % assets T+ ILFHICEBELTHEL
private final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst—privacypolicy-1.0. htm

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewById(R. id. webView)
WebSettings webSettings = webView. getSettings () ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;
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5.5.1.3. [@EREALL] 7TV -TIAN—R)—2#HAALFETTY)

RaAVM:[ARERBLL] 7TV -TIAN—R)—FER/AHAATET T

1. A—Y—=DF7F)-TSAN—R)—sRERTEELFRERAETD

2. REELBEHREZI—YV—BEICKYEIRTIFREZAETS

3. A—H—#BEICKYFIRERBRROEEZFELTLIFEEAETS

4. FIAHBHROMDIFIZIE UUID/cookie ZFIRT 3

5. 77U TFAN—R)—EM% assets T+ /LFRICEREL THL

MainActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import java. io. I0Exception;
import org. json. JSONException;
import org. json. JSONOb ject;

import android. os. AsyncTask;

import android. os. Bundle;

import android. content. Intent;

import android. content. SharedPreferences;
import android. support. v4. app. FragmentActivity;
import android. text. Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity {
private static final String BASE_URL = “https://www. example. com/pp”;
private static final String GET_ID_URI = BASE_URL + “/get_id. php”;
private static final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private static final String DEL_ID_URI = BASE_URL + “/del_id. php”;

private static final String ID_KEY = “id”;
private static final String NICK_NAME_KEY = “nickname”;

private static final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private String Userld = “”;
private TextWatcher watchHandler = new TextWatcher () {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {

}
@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {

boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
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public void afterTextChanged (Editable s) {
}
};

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

// A—H—HEAA ID &Y —/N—hoHRET S
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id.editTextNickname)). addTextChangedListener (watchHandler) ;
}

public void onSendToServer (View view) {

String nickname = ((TextView) findViewByld(R. id. editTextNickname)). getText (). toString() ;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “¥n - nickname : ”

LENGTH_SHORT) . show () ;

RT).

new sendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname);
}

@0verride

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] KIRA b1k A—HF—NTF7 T - TSANL—RYL—%2HRATELFRERETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent);
return true;
case R. id. action_del_id:
/] hRA b2k EELLERELI—T—REICKYBIRTIFERERAET D
new sendDataAsyncTack (). execute (DEL_ID_URI, UserlId);
return true;
case R. id. action_donot_send_id:

/] KRA 2k 3k A—HF—BECLYFRAERBROEXELFLT2FREART S

/] B TILTIHAAEEREEXE LEWNGE., 11— —IZIRET HMENEC L DO
/] COBRBTTITIVERTT S, CONBET7IT)VEDHABICELETEET S L,
String message = getString (R. string. stopSendUserData) ;

+ nickname, Toast.

Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + “ - “ + message, Toast. LENGTH_SHO

show () ;
finish();

return true;

}

return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”
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@0verride
protected String dolnBackground (String... params) {
/] *RA 2+ Ak FAEFEROM D (FIZIE UID/cookie ZFIAT 2
/] AU TLTEY—N—@ITER L IDEZFAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences HIZ b—0 VA FE LKL I=SH, —nN—h5 IDERYFHE S,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, “”, “id");
} catch (IOException e) |
/] SBIAEIS L LEDFINEFYYFT S
extMessage = e. toString() ;
}

// BRY 1= ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - ” + status + ” : ” + extMessa
ge, Toast. LENGTH_SHORT). show();
}
}

private class sendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”;

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2] : null;

Boolean result = false;

try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil. sendJSON(url, ””, jsonData.toString());

result = true;
} catch (IOException e) {
/) SBRAEIS—LHBEDHNEFTYYFTD
extMessage = e. toString();
} catch (JSONException e) {
extMessage = e. toString();
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
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String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ — “ + status + “ : “ + extMessa
ge, Toast. LENGTH_SHORT). show () ;
}
}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import org. jssec. android. privacypol icynocomprehensive.R;

import android. app. Activity;
import android. os. Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/] *RAD LS5k 7T « TSR —KR) O—BEBRF assets T+ ILFARNICEEBE L THL

private static final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-
1.0. html”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewByld(R. id. webView) ;
WebSettings webSettings = webView. getSettings () ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.4. 7TV TSAN—R)I—&ARAFZNT T

RAVR(FFI)-TIAR—R)O—E2 M HRAELZENT T)
1. BREBLEEREHRABTOARATEEHEE. 7T - TI3AN\—R)O—ERRLESTL R
2. R=TIMITLAREQTTIEBRIC. RELERRENMBEELLAVEZREHTS

MainActivity.java
package org. jssec. android. privacypolicynoinfosent;

import com. google. android. gms. common. ConnectionResult;
import com. google. android. gms. common. GooglePlayServicesClient;
import com. google. android. gms. location. LocationClient;

import android. location. Location;
import android. net.Uri;

import android. os. Bundle;

import android. content. Intent;
import android. content. IntentSender ;
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import android. support. v4. app. FragmentActivity;
import android. view. Menu;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCal Ibacks, Googl
ePlayServicesClient. OnConnectionFailedListener {

private LocationClient mLocationGlient = null;
private final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mLocationClient = new LocationClient (this, this, this);

}

@0verride
protected void onStart() {
super. onStart () ;

// Location {E#RER1F A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop() {
if (mLocationClient !'= null) {
mLocationClient. disconnect () ;
}
super. onStop () ;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

public void onStartMap (View view) {
/] kRS 2k 1k BELEBEREHRNBTCOBZFAT BIEE. 7T - T3AN—FRYI—%RRTLELLTER

if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation();
it (currentLocation != null) {
Intent intent = new Intent (Intent. ACTION_VIEW, Uri.parse(“geo:” + currentLocation. getLatitude() +

“ + currentlLocation. getLongitude())) ;

startActivity (intent) ;
}

}
@0verride

public void onConnected (Bundle connectionHint) {
if (mLocationClient != null && mLocationClient. isConnected()) {
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Location currentLocation = mLocationClient. getLastLocation();
if (currentlLocation != null) {
String locationData = “Latitude ¥t: “ + currentLocation. getLatitude() + “¥n¥tlLongitude ¥t: “ + cu
rrentLocation. getLongitude () ;

String text = "¥n” + getString(R. string. your_location_title) + “¥n¥t” + locationData;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + text, Toast. LENGTH_SHORT). sho

TextView appText = (TextView) findViewByld(R. id. appText);
appText. setText (text) ;

}

@0verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try {
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
e.printStackTrace () ;
}

}

@0verride
public void onDisconnected() {
mLocationClient = null;
Toast. makeText (this, “Disconnected. Please re-connect.”, Toast. LENGTH_SHORT). show() ;
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5.5.2. L—ILTvY

TS5A N —IERETESEIZIZLUTDIL—ILESFBIE,

1. ZEIHIAEFRIVERERICEDD (WH7E)
2. HEESE(TYTT—rIC. I—F—ICEIMYBZ RS, F-(E EELGRYRLAROONLFIAE
BFERODZEEICOVWTERIEREESBS (WH7E)
3. EBEGRYRLAROLNLSFIAEFREZEETIEEE. 1 —F—ICEIREEZHES (WH7E)
4, A—H—PF7T)-TSAN—R)—%2HRBTELFERERETS (WH7E)
5. 77 TIAN—R)—EM% assets T+ /LFRNICEREL THL (M%)
6. EELLFAFEREZI—Y—EEICLYEIRSLVEEFLIHZFEEZAETS (M%)
7. AKEH ID & UUID/cookie ZELVAI1+5 (HE2E)
8. FIABERBHEZMANDOATHRATIEE. WMBEELLEVEEZLI—F—IZRMNT S (HE22)
5.5.2.1. EETIHHAFFRIILERERICEDS (A7)

TII)RZATIWGEDHRAZRICA—Y —ABETZLT7TIDBES LV BEHLUN TRAZRRICT 7R
LIEWKIERETT B & T, 7TV DBES LUV BEMICRELRFAEFBRTHo>TL. 7TIREHTOHBLELIF
WENEBY —N—FIZEETAEFHREFREL . LERERDFEROAZEET S,

BIZIE, 7S5—LT7TIT HBELERREICTS—LNRIHELMRELTO AV MO TR EIFRE Y
—N—[TEELTWSEE, 21— —(IHMEFRET T OBEELREM TAZLEFH#LL, —AT.2OT7I7—L4
TV, A== BIEFRIGL TR ESN T I—LERL T HEEZHDEE L. 7TV L ERREF AT
SEAEHATHIENTED, COLIIT, A—F—AHEELFAERREOEELZERZ TELHANFARETHN
. FIAERROFRBICZLEELHIHEALTE S,

5.5.2.2. HEEBF(TYTT—FHIC, 2—F—ITLHMYBZ A REE, F-1F, EELGERYROL RO SN L FIA

ERBOEEICOVWTEREREEZSRS (W 7H)

A—HF—ITLHMYBA A RELF AEFROCEEVIYBOAROoNSFIAEFREN DY —/—ITEET
BHE. A—Y—ATITVEERT BRI, TTIAEDLIGEREEDLIGEBMHTY —N—ITEET D E
ZERBEHHINGEITOVT, BRI A—HF—DRBA T ) ER/HIEAKRDON S, BIRMIZIZ. 7TID
PEEBEFICT T - TI3AN—R)—FRRL T A—F—OHRLRABEZB/DILIIT HIRETH D, F-. 7
TVr—2av Q7T T—HMEY . Fi-LG R AEFRENS Y —N\—ITEET LI =FICE, BEAL—Y
—DHERERBERDILIICTIVLENH D, AEARONGNES X TITVER T THLE. FROEENVE
THERE(LER) AT D&,

NIZEY, - FAEBFEROFAIKREEERL-LT7TIEERALTVWSIEN RSN, 21— —ICR
DNBRERET DEEBITTIADEEREBDHIENHFTED,

MainActivity.java
protected void onStart() {
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super. onStart () ;

~ R~
if (privacyPolicyAgreed <= VERSION_TO_SHOW_GCOMPREHENSIVE_AGREEMENT_ANEW) {
/] kRA Y bk WERER(FYy TTF— IS, 2 —F—ICKDWMYBIAREE, F-1E. EE
HRYFRDHARO SNHFAEBFROEEICOVTAEREEZSS
/] 7T T—ErEIZOVLTIE. HILLWAAZEEREHRS K3 (CE2BEIC0A#. BEAEREZ:
BOIDENH D,
ConfirmFragment dialog = ConfirmFragment. newlnstance (
R. string. privacyPolicy, R.string.agreePrivacyPolicy,
DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;
dialog. setDialoglListener (this);
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show(fragmentManager, “dialog”);

EFIVr—-vavaEFAETNhS
[Cl, FRUY7DTS5A I\ =
RUS—CEB LTS BE
BBVEY, 251/ =R
-DABEREDSA. AES
h3B8E "3, Z2HLTHHE
HFLIESL,

T, "IV, ERFENERY

YERUESBEE. ZT54)0
—RUZ—ORBEREDDA
EELLEDEHFLZLETY,

IS =R —RT

B 5.5-4 aEREOH

5.5.2.3. EEGRYFZLHIROLNSFAERREEXETIEEF. A —F—ICENREZRFS (WH28)
BEGERFVLAROONSFABRRENEY —N\—ITEET SIS EE. BEREICNA T, AAEBEREE
FIRAERROZEEEHIEE)EIC. B A—F—DRBF T ERLIENVLETHD, 1——DRE

NFoNGEMHEIE MBS — /N —~DIFREE [ELEBL TIEGSAL,

hIZEY, A—F— L BERBETHEAL-FIAEFROXEICEALT, LYEKWLGTTUREEGRBRY—ER)E
DR EZEHMHENTE, 7TTVREEBEZI—F— D LY EHLGHIMICL IR EEZRIEAFTES,

MainActivity.java
public void onSendToServer (View view) {

All rights reserved © Japan Smartphone Security Association. TSAN—EREERS 409




rerommmon  http://www jssec.org/dl/android_securecoding.pdf

" e owone Android 7T DX 1 TEE X 1T I—TAUTHAR 2016 E£9 A 1 HER

/] KR b HREELZRYFLHARD SN DFAFFREEZET HHEEE. B —-DOREEZHFS

ConfirmFragment dialog = ConfirmFragment. newInstance (R. string. sendLocation, R.string.cofirmSendLo
cation, DIALOG_TYPE_PRE_CONFIRMATION) ;

dialog. setDialoglListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show(fragmentManager, “dialog”);

0 EERORLE

HRI-OMBREHRE D —/(—(0i%
BFELETHALBLLITTN?

751N —R) Y —RE

E 5.5-5 {ERREDH

5.5.2.4. A—Y—2T7T)-TSANO— R —aHERTELFRERET D (W 7H)

— I, A —DRETTVEAVR—ILT BRNT T - TSN\ — RO —E MR T HF B EL T, Android
TI)DR—7INTUALRLIZTT) - TZAN— RIS —D) U DERTT DIEREN H D, CDBE~NDXIGIZIN
ZTTVEMKRICAVRM—=LLIZRTH, 2—F =BT TN - TIAN— R —%2 SR TELFREATTSHC
& FICHABRREND Y —N\—FITEETIBEDEMNRBHERERIZETT)-TIA4N—RIV—2F5
[CHERTESTFRZAZBL. A—Y—DELCHIITED LT HIENEELLY,

MainActivity.java
@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] kRS bk A—HF—NTFTY - TSANL—RYL—%2HBETELFREAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent);
return true;
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1§ Privacy Policy Test Application

=ODESIN S 1)\ —RU Y —FR

IDZHIFR

BHREY—I\—~NEETD

5.5-6 F5AN—R)—RRAA=1—

5.5.2.5. 7T TSAN—R)—ER% assets THILFRNIZERELTHL (HE2Z)

T ) TSAN—R)S—DBERRIE assets THIILFARNIZEREBELTHE BREITGCTHABICFIATHIENE
FLW 7T -TSA1N—RY—h assets THILFICHNIE. WO TERBICT IV ERAHETH L LRI, B
EDOHIE=FIZKY ., BEOREINT T TIANL—RYS—ESBIE LN D) RUHEIBATEEL 2O T
Hb. Ff=.assets THINFICRETHI77M/LIE. FIAEBBERICEATIE=ZBRIINAIRETHAHAZENEELLY,
AETHRNLIZIT TV =230 - TSAN— RO — R RIBEY—ILIZF AT 56 BERAZT DHSH XML
T74ILE assets THIVFICERET S ETEZBRINATREICL D,

5.5.2.6. EELEFABEREZL—Y—REICKVEIREIVEERLIHZFREAZTS (#£22)

FRABORDIZIEL, NEBY—N\—EICEESN-FAEFEREZHIR T IHEEZIRETHIIEAEFELL, RERIZ,
T77)BETHARNICFHAEBERBLITZOIE) ZREFLLBEL. TOBEBREHIRT SHEEZ 21— —(C1R
HIBDIENEFELL, F- FAEBORDIZEL., FIAERROEEEFEL T IRAETIRETHIENEELL,
AIL—ILER) DA, FIREFROEIRIZOVNTIX, EU TRIESh TWWSIEhohBHEFJICEUESDH D
DTHAN . SEREFFIAET —HREICEHTLIEADEFNDORIELRESN TS FICEANLGORY., K
HARTRAAEEROHIBREELZRET 5 EEHRET L, - AIABRROZEEFLICOVTIE, £IZTFY
HIZL DGO EATLSIDo Not Track GEFMER) IO RICEYEDHON-LDTHY . BIFREHKIEERFL
WEEZAETHILEHET D,
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MainActivity.java
@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
~ R~
case R. id. action_del_id:
/] *RA2 bk FELEERZI—VIREICKVEIRT IFERZAET S
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;

5.5.2.7. #mXEH ID & UUID/cookie ZfFE L3 T5 (#£4%)

IMEI ZEDIRREH ID (&, FIREFFREART T TEETRETEN ImKEHF ID LMAEFHRABMA L =HT
—ETHLARORAVOLTLEIE., NS KER ID OEEATRARELTH., ID LFIRAEFBROBITELISHT
ENTEGN(HELL)CEN . ZDEBATHS, CDIZE . iiKEH IDITE4>T. UUID/cookie & DELHES—
RIL=-MEERT SEEREER ID ZFE>T. FAERREDBITELVEEET HERL . iKY, EEET
SBALEIENONDIEFIEERBLI-RELT HIENATES,

MainActivity.java
@0verride
protected String dolnBackground (String... params) |{
// *RA 2 bk FAEEROMDITIZIL UID/cookie ZFIAT 2
/] R TNTEY—N—BITERLI- D ZFATS
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ k—2 UMNFE LGRSO, y—nN—H5 D ZWMYEFE S,
try {
Userld = NetworkUtil. getCookie (GET_ID_URI, ", “id");
} catch (I0Exception e) {
/) AMAEIS LB EDFNEFYVFTD
extMessage = e. toString();
}

// ERY 1= 1D % SharedPreferences [CIR7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

5.5.2.8. FIAEEREHRKADAHTHATSEE. SEBXELBVEZLI—Y—ITBHT S €i:3)

FAZEDIHRKAST—RHMICFAERRIZTIERTLEIOADBZETHOoTH, FIIAEOEREYTERAMEES
ORI EDEELRADENEFLL ERMIZIE, 7 EALFIRERFERE. HEORFBHD=HIIRE
KRR T—HMIZERTIDHTHY . ERCPHBEEELGVEZZFAFISEMNTHERN BAMAELELT
F.R—T I TLARETOT7TIRBARICEHE T EHEDHENEZOND, BH. RN TO—HFIADHD
BEIX. TT)-TIAN—R)o—~DREBITBETIEAL,
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5.5.3. 7R\ Xk

5.5.3.1. TN\ —RYS—ZRMYFEIKIR

ARX—rIAUICHFTHFIAFFREZIMEL. AICEETIHEITE, FIAFITHLTTTINED &S5HEREE
DESITHAIMNFEERLIZT T - TIAND—R)—Z B - 1RRTDBENH D, 7T - T34\ —KR)—IC
REITNERAIEL. #8754 SPHIZTEESIN TS,

T ) TSAN—RYS—IFELR DT TIVHESTRTOFRAERFRE. TORAECHBROREFL. EELEEE
BHLSMMIT HILITERMNEINTLND, TNEFRICBEEENBLOTTINSIRELE-TRTOFAEFRE
EDSSIBRE - BHE-EBELTINERIBEEZTSAN—RIO—ELEELD, K. AANEREELEZLE
[CERSNTNETSAN—RYL—LIFIDBEETSAN\L—R)—IHELET 5,

TSANY—R) O —DER - B TRAZOCEFNEFND TS/ —R) L —DKRE|5H 184 E X, [JSSEC R<HR-7 T
DTS4\ —R) o—Ef - FARICDOWTOER](http: / /www.jssec.org/event/20140206/03-1_app_pol
icy.pdf) ISEEMERBANREINTLDOTSEOIL,

5.5.3.2. FAEMRHR

LTI, AAARTHERALTWAAIEIZDUINT. [JSSEC RTHR-T7FTIDTSA/1\o—R) S —ER-BRIZDLNT
NDER] (http://www.jssec.org/event/20140206/03-1_app_policy.pdf) [ZEE&EHIN TLN\DAEMEHEE]
ALTHELS

& 5.5-1
i it

EEETSA—RYS— BEECHTHEANEREESHERLIT T/ —RYS—,
B A SRR R EDEER

FF T8 —RY S — FIVr—LaV BTSN — R S —, B4 SPl DESHE
SEER. BERREHERTORY OT VEHBANLZENS

BET T TS 18—RYS— FIURRET SR AEER. REE N, E=FREOFREE
FHRICRBLI-E

BERIIR 7 T - PS54/ —RYS— L4 SPl DS HBIBE [THEPL - HBENBETBLI-XE

FAEFICEIMYBANEZGTFAEER cookie. UUID ix&

FIREICKAMYEZAEYELFAEE®R  IMEL IMSI. ICCID. MAC 7RL X, OS WN4ERET 3 ID &

HEYIRLVAS > |
RECBUBCAROSNOHRAERR o mimam. 7oL BEES. AL TELRRE
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| 5.6. BEEHERHAT

LX) T OERTIE. BREZSHLART H5-0DH R EL T, #E 4 (Confidentiality). SE£ % (Integrity).

ATAME(Availavility) EWVSAENMEDN S TNENBEDT—HEE=ZFICRONLGNKIIZTHIE. SHBT D

T—ANREAINENESICT(FF, HTASN-TEEZRAN T HIE U—ERDPT AN ELEFICLDTE

FRATELILEEKRLTHY . EX ) TAEHRTIBICERTRERULBERTHS, P TH. EELT LM

D=HIZBEESEMNANLNDIENZL Android IZBVWTET7 T EEEOTEEERRT 5O DAL
EEHEENAEIN TS,

ZZ Tl Android 7FVIZETEESIL-EEMEEBEEOER), Avt—URBa—K/TUOFIILELE BE2HEDE
B)DEEHREREFZEY L TILO—F TR,

1. o7 )La—F

B BB T HMEMEHERT D)) [RIATRNT H(EEMERRT )1V —RT—XDE KRR
:u’cb%ﬁtl LT, BkRGEEARXMSRAFKEIN TS, CCTIR.BERMEEDLSGRETHRAT M ENSEH
mhD BEAREREC3 DICHBLTHUTILa—RERAELTLWS, TNETNORESEATOHEHN SR AT
ZEEAR-BOBELHNTEEMNTED, JYBONZHIABLELIBAIZE. [5.6.3.1 BEAXDREIR]
BRI DL,

F ESRNZERNATEIREE T HMRICE. 15.6.3.3 ELHERICE THMBHEMAKRILHONCHSETHT
to

BE=ZBEDREMNOT—3EFD

( [F & )

2A—HF—-OEBEE]
1EHET2

B2l T
EBREL7IBHTITS

\ 4

AT —FR—2 5% LFRIESE ﬁﬁ%@ ESEFIAL:
FIALT-EES{E- 1BS FIALT-EES{E- 1BS St 185

B 5.6-1 BENST—4%F5Y I a—FEBRTS570—Fv—Fk

All rights reserved © Japan Smartphone Security Association. BEEMZAATS 415



m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 2016 4£9 A 1 AR
rerommmon  http://www jssec.org/dl/android_securecoding.pdf

0 E=FHITLDT IDHTAZRIT S

(:- [F & j)

FRRHI AT
= AT T EIIBFTIT2

\ 2
AT —EN—2EE SAFBE S HaseEsS=FIAL:
FIAL - AAEED FIAL - AAEED MWE AFEH
(MAC: Ay — F5Fa—F) (FoRIEE) (MAC: Ay — F5Fa—F)

5.6-2 T—3NHLAERMTIY T ILa—FE&8IRTH70—Fv—h
5.6.1.1. NRTJ—FE#FHLTESL-ESTS
A—H—DEREEDHEEETFIENICIE/SRT—RR—IBEELFIENTES,

RAVb:

1. BARMICESE—RENRTAUIERETS

2. BB THEWNEEEE-DBEEM(FILTVXL-E—FR-RTAoITH)EERATS
3. NRT—FHIoBREERTHHEF. Salt ZERATS

4, RNRT—FHhoREERTLBEE. BEG/ NV 1DBYIRLEIFKEIEET S

5. TARELGRIEHOREFATS

AesCryptoPBEKey.java

package org. jssec. android. cryptsymmetricpasswordbasedkey;

import java. security. InvalidAlgorithmParameterException;
import java. security. InvalidKeyException;

import java. security. NoSuchAlgorithmException;

import java. security. SecureRandom;

import java. security. spec. Inval idKeySpecException;
import java.util.Arrays;

import javax.crypto. BadPaddingException;
import javax.crypto. Cipher;

import javax.crypto. IllegalBlockSizeException;
import javax. crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;

import javax.crypto. spec. [vParameterSpec;
import javax.crypto. spec. PBEKeySpec;

public final class AesCryptoPBEKey {
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/] kRA 1k BARBICEEE—RERTAVIEERETS
/] kAU 2k BEHBTHWNEEEFLIBEEM (FILIVIXL - E—F - T UJ%) 2#EHTS
// Cipher 2 5 R® getlnstance IZEINFA—4 (/[BEEFZILIVIXL]/[TAYIBEEE—FRI/INXT12TL—)]

/] U TILTIE, BE7ILT) XL=AES, TR v IEEESE— F=CBC. /{7« >4 JL—)L=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

/] BEERTDHITADA VARA VR ERBT 50D XF5
private static final String KEY_GENERATOR_MODE = “PBEWITHSHA256AND128BITAES-CBC-BC”;

/] *iRA Uk 3Ik RRT—FhLREEERT H5E(F. Salt #FERTS
// Salt DA +E
public static final int SALT_LENGTH_BYTES = 20;

[/ *RA bk RNRAT—ENREERT HHEIFE, BELG/NYL210B YR LEKEREET S
// PBE TRELERT HROBHOEY IR L EHK
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] kIRA 2 b5k +RRELRSZHEOEEIAT S
/] BOEY R
private static final int KEY_LENGTH_BITS = 128;

private byte[] mIV = null;
private byte[] mSalt = null;

public byte[] getIV(O {
return mlV;

}

public byte[] getSalt() {
return mSalt;

}

AesCryptoPBEKey (final byte[] iv, final byte[] salt) {
mlV = iv;
mSalt = salt;

}

AesCryptoPBEKey () {
mlV = null;
initSalt();

}

private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr. nextBytes (mSalt) ;

}

public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;

try {
/] kRA 21k BERMICBEEE—RFERTAUITE2HRETS
// *RA Db 2%k BB THWNEEZH -TESHEM (FILIVIXL - E—F -T2 5%F) #FERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

/] kRA Uk 3Ik RRT—FhoBEERT DHEE. Salt Z2FEAT S

SecretKey secretKey = generateKey (password, mSalt);
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cipher. init(Cipher. ENCRYPT_MODE, secretKey) ;
mIV = cipher. getIV( ;

encrypted = cipher. doFinal (plain);
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) |
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) |
} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] encrypted, final char[] password) {
byte[] plain = null;

try {
/] KIRA 2k Tk BBRMICBEEE—RENRTAUIERET S
/] KIRA k2% B THEWNEEEZF -TESEM (FLIVRXL E—F - RT1059%) 2FATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

/] dRA b3k RRAT—FHhLBREERT DIEEE. Salt #ERATS
SecretKey secretKey = generateKey (password, mSalt);
IvParameterSpec ivParameterSpec = new IvParameterSpec(mlV) ;
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher. doFinal (encrypted) ;
} catch (NoSuchAlgorithmException e) {

} catch (NoSuchPaddingException e) {

} catch (InvalidKeyException e) {

} catch (InvalidAlgorithmParameterException e) {
} catch (IllegalBlockSizeException e) {

} catch (BadPaddingException e) {

} finally {

}

return plain;

}

private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul | ;

try {
/] KIRA k2% S THEWNEEEZF T 7ILIVRL E—FR - T4 VJ%FEARTH
/| BEERT DI SADA VREVREREBTS
// BITI&, AES-CBC 128 Ew FAM# % SHA256 ZFIMA L THEMT % KeyFactory %R,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] KkRA2 b3k RRAT—FOLREEERT SHEIL. Salt 2FEAT S
/] hRAU bbbk RRT—FSREERT HHEEE. BELGNYD20BYVBELEREIEET S
/] kI RA2 b5k +RREBRIEZHOREMNATS
keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
// password D& )7
Arrays. fill (password, '?7');
/] BEERT D
secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException e) |
} finally {
keySpec. clearPassword () ;

}

return secretKey;

5.6.1.2. AFBRZEFALTHESILL-ESTS

FIVRATREARBERBFLTT —FORSILOAHETN. ESZRLGIRERGER(Y—N\—LE)THERIZL
DT RIGRARICIX ARAREER FFR)E S EEIENTED,

O F

1. BATRMICEESE—RENTIVTERETD

2. MESETHRWMEEEB-DBEEM(FTILITIAL-F—F - T E)EERTD
3. THRELGRIEHOBEFATS

RsaCryptoAsymmetricKey.java
package org. jssec. android. cryptasymmetrickey;

import java. security. InvalidKeyException;

import java. security.KeyFactory;

import java. security. NoSuchAlgorithmException;
import java. security.PrivateKey;

import java. security.PublicKey;

import java. security. interfaces. RSAPublicKey;
import java. security. spec. Inval idKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

import javax. crypto. BadPaddingException;
import javax.crypto. Gipher;

import javax.crypto. IllegalBlockSizeException;
import javax. crypto. NoSuchPaddingException;

public final class RsaCryptoAsymmetricKey {

/] kiRA Uk 1k BRMICESE—RFENTAVIERET S
/] *RA Uk 2k BEBTHWNEEEFBT -PBSEM (FLIVRXL - E—F - RToUJ%) 2EHTS
// Cipher 2 5 XA ®M getlnstance IZEFT /AT A—%F (/[BETILITYXL]/[TAYIBEEE—FR]/[NTa 2T IL—IL]

[/ B TLTIEE, BET7ILTY XL=RSA, TO v IEESE— F=NONE, /37 1 >4 JL—)L=0AEPPADDING
private static final String TRANSFORMATION = “RSA/NONE/OAEPPADDING”;

// BEETILITYRXL
private static final String KEY_ALGORITHM = "RSA”;

/] *RA U F Ik +RRERRSIEFHEOREZFATS
/] BEFIVY
private static final int MIN_KEY_LENGTH = 2000;
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RsaCryptoAsymmetricKey ) {
}

public final byte[] encrypt(final bytel[] plain, final byte[] keyData) {
byte[] encrypted = null;

try {
/] *RA Uk 1k BARMICEEESE—RENRTA VI EHRET S
/] KRA k2% B THEWNEEZFT -TESEM (FLIVRXL E—F - RT1059%) 2FERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
if (publicKey != null) {
cipher. init(Cipher. ENCRYPT_MODE, publicKey) ;
encrypted = cipher. doFinal (plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) |
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] encrypted, final byte[] keyData) {
/] RE, BERBIH—N—QITRETRELDOTHSH.
/] RY U TILTIEBMEREZRRIC. 77UATHESNEBEREL T,
/] BEIZH TN a—FEFIATREEE. 7TURICRERERBELEVKLSICTSEI L,

byte[] plain = null;

try {
/] KIRA Uk Tk BBRMICEEE—RENRTAUIERET S
/] KIRA k2% B THEWNEEZB -TBESEM (FLIVRXL E—F - RT1059%F) #FEATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
cipher. init (Cipher. DECRYPT_MODE, privateKey) ;

plain = cipher. doFinal (encrypted) ;
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final PublicKey generatePubKey(final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

420
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publicKey = keyFactory. generatePublic (new X509EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) |
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) |
} finally {
}

/] kIRA b3k +RREGRSIZEOEEZIAT S
/] BEODF VY
i (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey). getModulus().bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
}
}

finally {

return privateKey;

5.6.1.3. HBRZFALTESILL-ESITD

BARXDREGT —HERIHEECTTIOEE -1 —F—DEEOMEMLZTIREMTHESENTES,

RAUb:

1. BATRMICEEE—RENTIVTERETD

2. BBTHEWNWEEZB-DBESEM(ZILIVXL-F—F- T E)EZERTS
3. THRELGRIEHOBEFATS

AesCryptoPreSharedKey.java
package org. jssec. android. cryptsymmetricpresharedkey;

import java. security. InvalidAlgorithmParameterException;
import java. security. InvalidKeyException;
import java. security. NoSuchAlgorithmException;

import javax.crypto. BadPaddingException;
import javax.crypto. Gipher;

All rights reserved © Japan Smartphone Security Association. BEEMmZARATS 421



SECURITY

" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

import javax.crypto. IllegalBlockSizeException;
import javax. crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. spec. [vParameterSpec;
import javax.crypto. spec. SecretKeySpec;

public final class AesCryptoPreSharedKey {

/] kRA Uk 1k BARMICEEE—RENRTAUVITERET S
/] kAU 2k BEHBTHWNEEEFTLIBEEM (FILIVRXL - E—F - T UJ%) 2#EHTS
// Cipher 2 5 R® getlnstance IZEINFA—4 (/[BEEFZILIVIXL]/[TAYIBEE—FRI/INXT12TL—)]

/] U TILTIE, BE7ILT) XL=AES, TRAvYIEEESE— F=CBC. /37«1 >4 JL—)L=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

// BE7ILIY XL
private static final String KEY_ALGORITHM = “AES”;

/I WDNRA R
public static final int IV_LENGTH_BYTES = 16;

/] KIRA b3k +RRELRSEZHEOEEIAT S
/] BRFzvY
private static final int MIN_KEY_LENGTH_BYTES = 16;

private byte[] mIV = null;

public byte[] getIV(O {
return mlV;

}

AesCryptoPreSharedKey (final byte[] iv) {
mlV = iv;

}

AesCryptoPreSharedKey ) {
}

public final byte[] encrypt(final byte[] keyData, final byte[] plain) {
byte[] encrypted = null;

try {
/] kIRA 2k Tk BBRMICBEE—RENRTAUIERET S
/] KIRA k2% MESBTHEWNEEEZB -TBESEM (FLIVXL E—F - KT 059%F) #FEATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

if (secretKey != null) {
cipher. init(Cipher. ENCRYPT_MODE, secretKey);
mIV = cipher. getIV( ;

encrypted = cipher.doFinal (plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

422
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return encrypted;

}

public final byte[] decrypt(final byte[] keyData, final byte[] encrypted) {
byte[] plain = null;

try {
/] *RA Uk 1k BARMICEESE—RENRTA VI ERET S
/] KRA b 2% RSB THEWNEEZFT -TESEM (FILITVRXL E—F - RT1059%F) 2FERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

if (secretKey != null) {
IvParameterSpec ivParameterSpec = new IvParameterSpec (mlV) ;
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher. doFinal (encrypted) ;
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) |
} catch (InvalidAlgorithmParameterException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final SecretKey generateKey(final byte[] keyData) {
SecretKey secretKey = null;

try {
/] dRA bk +RREBRIEZHEOREMNATS
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] hRA b2k BETHEWNEEEFRTBEEM (FLIVXL - E—F -RTo207%) #FERTS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;

5.6.1.4. /AT —FREFALTHIAZRIT D

A—H—DEBREENTEMZTFIVITHEMICIE/NNRT—FR—Z(HBREESEFEIENTED,
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RAb:

1. BARMICEESE—RERTIUTEERETS

2. MEBTHWNEEEFB-DBSEM(FILTVXL TR RTAUIE)EERATS
3. NRRI—FHBEERTDIEEIE. Salt 2FEMATS

4. NRRAT—FHSREERTIHEEE. BEG/ NV 1DOBRYRLEREIEET S

5. +HRRELGRSEHORENMATS

HmacPBEKey.java

package org. jssec. android. signsymmetr icpasswordbasedkey;

import java. security. InvalidKeyException;

import java. security. NoSuchAlgorithmException;
import java. security. SecureRandom;

import java. security. spec. Inval idKeySpecException;
import java.util.Arrays;

import javax.crypto. Mac;

import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;
import javax. crypto. spec. PBEKeySpec;

public final class HmacPBEKey {

/] kRA Uk 1k BARHICESE—RFENRTAVITERET D

/] hRA b2k BRBETHRWNEEER-TBEEEM (FLIVRL - T—F - RToUJ%) 2ERATS
// Mac 25 RMD getlnstance [ZET /AT A—4 (GREEE—K)

private static final String TRANSFORMATION = “PBEWITHHMACSHA1";

/] BEEBTBISADA VARV REBRBT 5-ODXFS
private static final String KEY_GENERATOR_MODE = “PBEWITHHMACSHA1";

/] kRS b3k RRAT—FEhLREERT HI5E(F. Salt #ERTS
// Salt M4/ +E
public static final int SALT_LENGTH_BYTES = 20;

[/ *RA bk RRAT—ENREERT HHEEE, BEGNY L 10BRYERLEKEREET S
// PBE TRZELEMT HIRDIVHF DR YR LEHK
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] kIRA 2k 5k +HRELRSEZEOEEIAT S
/] BOEY R
private static final int KEY_LENGTH_BITS = 160;

private byte[] mSalt = null;

public byte[] getSalt() {
return mSalt;

}

HmacPBEKey () {
initSalt();
}

HmacPBEKey (final byte[] salt) {
mSalt = salt;

}
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private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr. nextBytes (mSalt) ;

}

public final byte[] sign(final byte[] plain, final char[] password) {
return calculate(plain, password);

}

private final byte[] calculate(final byte[] plain, final char[] password) {
byte[] hmac = null;

try {
/] *RA Uk 1k BARMICEEESE—RENRTA VI EHRET S
/] KRA k2% B THEWNEEZFT -TESEM (FLIVRXL E—F - RT1059%) 2FERATS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

/] KIRA b3k NRAT—FEhoBEEFERT Z5EE. Salt ZFEAT S
SecretKey secretKey = generateKey (password, mSalt);
mac. init (secretKey) ;

hmac = mac. doFinal (plain) ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) |
} finally {
}

return hmac;

}
public final boolean verify(final byte[] hmac, final byte[] plain, final char[] password) {
byte[] hmacForPlain = calculate(plain, password) ;

it (Arrays. equals(hmac, hmacForPlain)) {
return true;

}

return false;

}

private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul | ;

try {
/] KIRA k2% S THEWNEEEZF T FILIVRL E—FR - T VJ%FERTH
/| BEERT DI SADA VR VRERMEBTS
// ITI&. AES-CBC 128 Ew FAD#HE#% SHA1 ZHAL THERT % KeyFactory &M,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] kRAU b3k RRAT—FOLRELERT SHEIL. Salt 2FEAT S
/] hRAU bbbk RRT—FSREERT HHEEE. BELGNYD20BYBELEREIEET S
/] kI RA2 b5k +RREBRIEZHOREMNATS
keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
// password D& )7
Arrays. fill (password, '?7");
/] BEERT D
secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException e) |
} finally {
keySpec. clearPassword () ;

}

return secretKey;

5.6.1.5. ARRZEFMALTHEAZIRMT S

RS REMHM(Y—N—GE) THERICEDIEREIT T —2ITHLT. 7IVAITRARBERIFLTT—
ADEBRIEDHEITIIIGTARICIILFARCERFRBESEEIENTES,

O F

1. BATRMICEESE—RENTIVTERETD

2. MESETHRWMEEEB-DBEEM(FTILITIAL-F—F - T E)EERTD
3. THRELGRIEHOVEFATS

RsaSignAsymmetricKey.java
package org. jssec. android. signasymmetrickey;

import java. security. InvalidKeyException;
import java. security.KeyFactory;

import java. security. NoSuchAlgorithmException;
import java. security.PrivateKey;

import java. security.PublicKey;

import java. security.Signature;

import java. security.SignatureException;
import java. security. interfaces. RSAPublicKey;
import java. security. spec. Inval idKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X609EncodedKeySpec;

public final class RsaSignAsymmetricKey {

/] kiRA Uk 1k BRMICESE—RFENTAVITERET S
/] KRAU b 2% BBTHD EEEZF-TBERMN (FLITVRXL - E—F - RTo2J%) 2ERTS
// Cipher 25 ZA®M getlnstance IZET /RS A—42 (/[BEFILITYVRXL]/[TOVvIBEE—KRI/UTa 2T L—I]

/] B TILTlE, BE7II DY) XL=RSA, TAYIEESE— F=NONE, /{5 1 >4 JL—JL=0AEPPADDING
private static final String TRANSFORMATION = “SHA256withRSA”;

/) BET7ILIY XL
private static final String KEY_ALGORITHM = “RSA”;

/] *RA kI +RRERRSIEFHEOREEZFATS
/] BEFIvY
private static final int MIN_KEY_LENGTH = 2000;

RsaSignAsymmetricKey () {
}

&R
Jo
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ASSOCIATION

public final byte[] sign(final byte[] plain, final byte[] keyData) {
/] RE, BELUBEY—N—HITREETRELDTHSH.
/] RY U TILTIEEMEREZRRIC. 77UATHERNBERE L,
/] BRIZH T INa—FEMATREEE. 7TIVRICHBBERERELEVKSIZTS L,

byte[] sign = null;

try {
/] *RA Uk 1k BARMICEESE—RENRTA VI ERET S
/] KRA b 2% RSB THEWNEEZFT -TESEM (FILITVRXL E—F - RT1059%F) 2FERATS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
signature. initSign(privateKey) ;
signature. update (plain) ;

sign = signature.sign() ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) |
} catch (SignatureException e) {
} finally {
}

return sign;

}

public final boolean verify(final byte[] sign, final byte[] plain, final byte[] keyData) {
boolean ret = false;

try {
/] KIRA 2k Tk BBRMICBEEE—RENRTAUIERET S
/] KIRA k2% B THEWNEEEZFT -TESEM (FLIVRXL E—F - KT 059%) 2FEATS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
signature. initVerify (publicKey) ;
signature. update (plain) ;

ret = signature. verify(sign);

} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {

} catch (SignatureException e) {

} finally {

}

return ret;

}

private static final PublicKey generatePubKey(final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

publicKey = keyFactory. generatePublic (new X509EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
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} finally {
}

/] kIRA b3k +RREGRSIZEOEEZIAT S
/] BEODF VY
i (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey). getModulus (). bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
}
}

finally {

return privateKey;

5.6.1.6. H£EREZFMALTHSAZIRANT D

TI)DEE - A——DEEDTELBETFIVITHEMTHEIENTES,

RAUb:

1. BATRMICEEE—RENTIVTERETD

2. BBTHEWNWEEZB-DBESEM(ZILIVXL-F—F- T E)EZERTS
3. THRELGRIEHOBEFATS

HmacPreSharedKey.java
package org. jssec. android. signsymmetricpresharedkey;

import java. security. InvalidKeyException;
import java. security. NoSuchAlgorithmException;
import java.util.Arrays;

import javax.crypto. Mac;
import javax. crypto. SecretKey;

import javax. crypto. spec. SecretKeySpec;

public final class HmacPreSharedKey {

428 All rights reserved © Japan Smartphone Security Association. EESRMZFAT 5



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

/] KRA 2k Tk BBRMICBEEE—RENRTAUTERET S
/] *RAU 2% BHETHENEEEH -PBEEM (FLITVIXL-E—F - RTo25%) 2ERATS
// Mac 25 XM getlnstance [ZET /AT A—% (GREEE—K)
private static final String TRANSFORMATION = “HmacSHA256";

// BE7ILIY XL
private static final String KEY_ALGORITHM = “HmacSHA256";

/] *RA kI +RRERRSIEFZHOREFATS
/| BEF Y
private static final int MIN_KEY_LENGTH_BYTES = 16;

HmacPreSharedKey () {
}

public final byte[] sign(final byte[] plain, final byte[] keyData) {
return calculate(plain, keyData);

}

public final byte[] calculate(final byte[] plain, final byte[] keyData) {
byte[] hmac = null;
int count = 0;

try {
/] KIRA 2k Tk BBRMICEEE—RENRTAUIERET S
/] KIRA k2% B THEWNEEEZFT -TBESEM (FILIVRXL E—F - KT 059%) 2FEHATS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;
if (secretKey != null) {
mac. init (secretKey) ;

hmac = mac. doFinal (plain) ;
StringBuilder sb = new StringBuilder ();

for (int i =0; i < hmac. length; i++) {
//System. out. printIn(Integer. toHexString (hmac[i] & Oxff));
sb. append (Integer. toHexString (hmac[i] & Oxff));
count++;

}

count = 0;

}
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} finally {
}

return hmac;

}

public final boolean verify(final byte[] hmac, final byte[] plain, final byte[] keyData) {
byte[] hmacForPlain = calculate (plain, keyData) ;

it (hmacForPlain != null && Arrays. equals (hmac, hmacForPlain)) {
return true;

}

return false;
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private static final SecretKey generateKey(final byte[] keyData) {

SecretKey secretKey = null;

try |
/] KIRA b3k +RRELRRSIEZFOEEZFATS
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] *RA 2% fEBTHRWNEEEH -TIBSHEM (FILIYRXL - E—F - RTo2J%) #EHTS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;

430
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5.6.2. JL—ILT VY

ESRMEFBETARIZIEUTOIL—ILESFSLIE,

1. BEZEETIBEE. BRNICEEE—RERT(UITERETS (WH7E)
2. 7ILIYVRXLMIZHEB THVELDOEEEF -TELD)EFERATS (WH7E)
3. ISRAT—FR—REEEN/SRT—FZIHRNIRFELLRNIE (W7H)
4, NRRT—FhoREERTBHEE. Salt ZEAT S (WH7E)
5. IRRT—FHoBEERTHEEIE. BEL/ N\ a10BRYRLEBEIEET S (WH7E)
6. NRAT—FDEELZEHALIIRETD (HE2R)
5.6.2.1. BEZEETIHEIE. ATRNICESE—RFENTOTEERETS (A7)

EEIL TR GE CRESHZMAT 5158 . RIS E—RE/NTUJZERET H L, Android 7
T DR THEEERMEFRATHIHEE. £IZ java.crypto WYX THS Cipher 95REFIAT %, Cipher 95
REHAT IR OICEDLSLIETEFIAT HMEEELT Cipher V95RADFA TV KT S, CDIEE
% Transformation EFESAY, Transformation DIEEDERICIELT D 2 BEAELET S

® ‘“algorithm/mode/padding”

® ‘“algorithm”
BEDHE BEE—FENT12J(E, Android TRIARRELRIEBE Y —EXRTAONA T EE DT 74 /L MEDE
AEnd, COTI4)LMER., FHESECEBRMELGEZESL. HFEYRLTLEVLDNEEINTNLIELHY. &
Fa)TAEERT BI=OICIED T BIEDEEE—RENRTAVIERETIEREZFIATILENH D,

5.6.2.2. FIIIYXLHIHEBTHRVED(EEEEH-TLD)EFERT S (WH28)

EERMEFATSHE. TITVALELTHRBTHD, —EOEEEEH-LI-LOEFERTHIE £ 7T
DALELTHEBOBRREHFBTIEHER. TITIORBIATEALEZEEBLTHRIREGBREFATHIL, &5
[ZIF BESE—FONTAVTE—RIIOVWTHRMDBREAENFETHL0LHY. eB TR+ RELAR
EFRATSH L
RBLEESEMEFALILSE. fIAXE=ZEIDEREH-OICESIELEI7/ILTY, AUEREICL-
TELT . EZEBDEBZHFLTILEIATHS. IT RWDELITHN, BSETORMLE LSS0, FIAT
SEAMIET TN BB T HEEBET HHM A . T2NMRESNDICENPFTELT7IILTY X LERTTLERT
BWENDHD,

EREOESHEMOEELLTII. LTOIIIEEDEENFIATESHSEIZTHIL,

& 5.6-1 NISTCKE) NIST SP800-57

FITVALDZA4T78 | AHEEES FEXI R S EAES HASH HASH
A Ls (TU2ILES, | (HMAKD,
HASH) ELEER)
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~2010 80 1024 160 160 160
~2030 112 2048 224 224 160
2030~ 128 3072 256 256 160
B {4 : bit
% 5.6-2 ECRYPT Il (EU)
TILTVXLDZATE | WIREES FEX TGS FEARBS HASH
A L
2009~2012 80 1248 160 160
2009~2020 96 1776 192 192
2009~2030 112 2432 224 224
2009~2040 128 3248 256 256
2009~ 256 15424 512 512
BT : bit
% 5.6-3 CRYPTREC(H®) EFBAFHEREEFE) X
w48 & FR
EZ4 DSA,ECDSA,RSA-PSS,RSASSA-PKCS1-V1_5
NHRES SFRE RSA-OAEP
i =] DH,ECDH
64 EvbTJOyIEES | 3-key Triple DES
HEmEs 128 EvhTAyIBES | AES,Camellia
AM)—LEES KCipher-2
Ny B SHA-256,SHA-384,SHA-512
o T MEE—F CBC,CFB,CTR,OFB
At EREE—F CCM,GCM
Ayt—IFREEa—F CMAC,HMAC
I TA4T4FREE ISO/IEC 9798-2,ISO/IEC 9798-3

5.6.2.3.

NRAT—RR—ZBEE T, 1—F =S ANERTT/IRRAT—RER—RIZBESRELER T HEE. ANESNf/ R
T—FZmRAITRFLGENIE NRAT—FR—RESOF RAFESROBEEZRELTHETHY. HKRAI
NAT—FEREFLTLESIE. EDR RN TONLEGD-OTHD, LEAHA IHKRIZ/INRT—FERETHE
T DT TINSEBSNTLEIYRINELDELHY . REEMNOEZTHIHRANDRERFLTRIESH

LY,

INAT—FR—RBEBE D /AR —FZiHRAIIRTFELLZN &

(WH78)
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5.6.2.4. NNRAT—FHoBELERT HHEEIL, Salt ZEAT S (WH28)

NAT—RR—ZBEE T, 1—F—MNOANERIT/IRRAT—FER—RIZBSRELERT H5HE. 7T Salt Zf&
R HI&, T ImRADR I —F —ITHEEZEIRM T HIB5EE. A —F—BICELS Salt ZFIAY S & Salt =
FALTICRMALG N\ 1 B OATRERELERLEESR. LAVR—T—JLERENSRMEEIET. B
BITTKDNRT—REEEHTHENTED-OTH S, Salt ZFF1=1HE RL/IART—FOSoERKLI-BTH-T
LERGEDE (DB NERENDESITHEY, LAV R—T—TILIC LR DREREHET HENTED,

XA T — RHhSfzEmkd DIHBE(C. Salt Z{ERT 2451
public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;
try {
/] *IRA 2 bhk BARMICEEE—RENRTAVIEZRET S
/] *RAY bk BBETHEWNEEZF-TBEEM (FLIVXLTE—FR - NToV0F) %
FRT S
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;
/] *RA Y bk IRAT—FHhLEEERT S5E(E. Salt ZERT S
SecretKey secretKey = generateKey (password, mSalt);
5.6.2.5. NRT—KhHEEZERTBHIGEEIE. BEL/N\Y1OEBYRLEIBEIEET S (WH7R)

AT —RR—REEE T, I—F—DDANERITNRT—RER—REEREERT 555, BERTHEA
5\ B ORYBLEIKEZ A RELGREIRTIEET DR YFUTT5H)TE, —#IZ 1,000 EILLEDHE
YIRLTHNIERWNEEND, SHICEELEELFRET H-OICFIATEHEEL 1,000,000 ELLEDO#EYRLE
I3C&. N\ aBBIE—BOFHEICHN DB IFEREICERHE THLO . KBEHICLHIBLU-YRENES
B RAIZHES TS, TDF0H . /Ny BERYRLAWVDSAN Y F T FET, O ERRALNDLD
[CLTHRAYRBZRHEICT D, 48 ANLyFUUERIETT)DNBREICLEZEERIFT-6H. ZETHE
WICIFFET DL,

INRAT— RO SEZERT DIHBE(C. /\WSa1DEDRUEBEZIETE T B4
private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul|;

~ BB~

/] *RA 2 bd RRAT— RN BEERT HIHEE. Salt 2HAT S

/] *RA 2 bhk RRAT—ENoREERTHHEEEF. BEGNY D 10BYELERZEEET S
/] KR bk +RREGRSZHOREFAT S

keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS):

5.6.2.6. /\AT—FDEEZEHHILRET D €i:3)

INRAT—RKR—ZAEBE T, A—HF—DOANEZIT-INRT—FER—R IS REERTIEE . BSRBOME
[EA—H—DNRIT—FDEBEICEFET 50, I —F—Hh 2T {F TRV —FDREEZEHSHILRETHC
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&

AEELL FIZIE. NRT—FORERE 8 XFLULELEY, EROXFEOIAZVELLEYERESE
£ 1 XFULLGETELREDHENEZLND,
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5.6.3. 7E/\U Rk

5.6.3.1. ESAHADER

YT IILa—KRITIE BEIE-EE. ATARMDE ZIZDT 3 DOBEARDEEFERLIz, A&IZ&-ST
EDBEAXEFEMATEHNE.IH 5.6-1 BENST—2EFEYUTILI—FERERTH70—Fv—r1. K
5.6-2 T—ANHREAZRMT YT INa—FERIRT H70—Fr—bIZFALTRKENITHIER T HEAT
5. —AT.HBSAXDERI. TORHEE LRI HIETIYHBONCHINT S TES, UTICHREZTR
ERS

® HESL-ESICETAESAXDLE

AFRRES L. LEIRIM BV ORELH A XOT—2LNEIZEZANEVND BEELLESICESBARLD
= RRBDO AT T)BITHRD (BEBIED ATV BB LR D (RER) BT HIS S TR O EEA LLE
MB5HTHD, LBRESE. FHROVLGEVHRELGESAXTHIN. BEL-ESLLICRCREERT L0,
TTIRICREZRLZICREFTILELNHY . BORENHELL, /SRT—FR—REEF(S\RT—REmICLi- i@
EE)E. —F—D/IRT—FNBEERT H-O. mARNICRICETIMBLREFTILENLGL, AEEL
Tl A —DEEZRETIGEADHIHEZS, £ BEDBENRT—FOBREITIKET B1=6H.F5
BEICHBILTIART—FEERICTIVNENH S, [5.6.2.6 SRT—KDBREZZHIIRETDH(HE) 115
B9 dHIls,

& 5.6-4 BEEIL-ESICHITIESHAXDLEER

BEEAR | AR HmGE ISAT—RFAR—Z

IR

HAXDKERT—EDNIE | NGEREaXIEL) oK oK

TIIVH—ER)EEDRE | OK OK NG(A—H—I kB EEE
HYETRE

1—H—EEDRE oK oK oK

&5 DEE BORSITKRE BORIIZIKTE INAT—FDRE . Salt.
Ny aDFgYIRLEIIC
rigea

BORE BH(LHBEDOH) PRI & B5

T7TI)TIIS50E E51t BEiL-85 -85

(EEFH——12E)

o WEARHIZBITHESARDLE

T—ADY A XDEERWN-LSNE, BSL-ESICHE T 2B ARDLREFIFREHRTHS.
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#£ 5.6-5 WTARMICHTEHESHRXDLLE

BEAR | AR5 HomeE ISAT—RR—X

158

TTIH—ER)EEDHKRE | OK OK NG(A—H—I[2&dHE
ADETBE

A—H—EEDRE OK OK oK

E5 DEE BRORIICKT BORSITIKRTEF INRAT—RDRE. Salt.
Ny aDigYIRLEIEIC
&=

BRORE BH(LFHEOH) PRI B%

5.6.3.4 OREISH
7T TS 0E e X MAC 5+&-MAC #&:E MAC 515 -MAC #&EE
(BLRFY—N—1E)

MAC: Ayt—UFBEFa—K

BERHTARTIE 13.1.3 BEDBEREERICETEIEELNIVERLOBEEEZTLGRREIRELTND BE
SOFEAFROEEMERLGE —RORERER(T IV EAFEGRE) EERTELDRFAFEZHES7- . Android
OS DEFaTAETITRIEEDREZRDICTELGWNEEDH . BESDFERERFTTHENEELLY,

5.6.3.2. ELEODER

EESRMOFALSNT, BELGES7IILTVXLPESE—FEERL. T2 GREOBEFERTHIEE. 7T
PY—ERTHRIT—AEDEF 1) TAEHRT DL THFEICEETHD, LHL, ChoDBERMBELITHOTHIE
BOEREGDIEMNRAELIZY ., FRASAFYTEHE TILTVALETRIET H5EX 1T DBENLEKRER
SO TLES, £ AES EDHBHES TERAT HMHLERIMLIV)O/IRRT—FR—ABESTEAT S
Salt(VILR)ICEL TH. RYDKEVWEEZFHICELIUENRZITRY  FHDOBANVPHSALEDBEICEND
AIREMENE D, CORIGHEREHCIZIE. FZHITR® IV OEQFALNRELGHETERTILENDHY.
ENERRIHOICBOTERGRIZR-TDAEKTHS, ALBEER T HEREIFELBERSFZETE TN, &
H—FZEZRAVTTA-BEATARESNIBRREBERA T OETAREERT DN\ RV T DEHEM
FRNG)IZHLT, VI 7 TRIRT DEL A RBERELEL B E SR (PRNG) EFES DA — MR TH S,

Android 77 Tl BEERETOMAIZHL T+ EF 2774 EL 3% SecureRandom V5 A FHTHRGT 5L
MTE5%, SecureRandom 5 ADHEHEEIL. Provider EFEIENZEREIZL>TIRESINDS, £, AEBIZEHD
Provider(EZ)ZHFDIEMNAEETHY . Provider ZEATRMIIZIEELALMEE (T 74 )LED Provider BEIEN S,
TNt EERFIZ Provider DFEAEZEHLAGULT SecureRandom #FES52LEAEETH D, LTI,
SecureRandom DEWLVADHIZETRT

##. SecureRandom [Z[E Android M/A—23V(Z&2TULKOM RSB HELHY . RE LD ESBEICLES,
5.6.3.3 ELBAERICEITHMEHEENKRIZERTHIE,
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SecureRandom DER(T I A )L hDOERZ[HEHT D)
import java. security. SecureRandom;
~ R~

SecureRandom random = new SecureRandom() ;

byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;

~EBR&~

SecureRandom DERAEARNICT7ILITYXLEIBET D)
import java. security. SecureRandom;
~ B~
SecureRandom random = SecureRandom. getInstance ("SHATPRNG”) ;
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;

~ K&~

SecureRandom DFEF(BAREVICESE(Providen Z18E 3 D)

import java. security. SecureRandom;

~ R~
SecureRandom random = SecureRandom. getInstance ("SHATPRNG”, “Crypto”);
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;

SecureRandom D&S5HTOFSLTEREIN TS ELE B ERSIE—HRIZIK 5.6-3 FLIELBERIORN
H7OERIOKSIIZEHELTHY., ELEDIEF A DL TREIREZDEIL T 5E. ELEEFERT HEICAEIRE
—EDTIT)VALTEHRTHET, R EELBFNDERMNAIREIZHD,

PEBIARERD

aLEDE BLERERK é[ al% ]

B 5.6-3 RLEBERFZOARIOELR

ABoniE

RUELBAERRICEVTEARDEDREIEBOTEETH S,

BRICERBALI= LS IR E A R LA BDEICL D DHEABETH S, £, ALBDETHH SN RITR
HoNFFILTYXLTEBDERNTHOHNLEDT, RALELBDENSIRICEBMIINEREINDILITED, Ch
FELBOENE=ZF(CHMON(BHESN) Y, FRFIRETH YT HE EEENRLEKINERGT H &I
Y, ELBEERICLI-BEREOTL2UNEDNASILEEKRLTLS,
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ZD=8. EHDEI TN BEHHEEOSVMERTHY . MO FARHETHEFNILESE, FIZ IXEZIER O
REFEMAC 7EL X, IMEIL, Android ID %aE)ZELHDIEEL THESIREZTIEALY, Z<D Android fmRKIZHL
TlZ. /dev/urandom, /dev/random EA FIFHRIRETHY . Android T 74 /L TRt E % SecureRandom M
ERELINODTNARITF7AIEFESTEBMDIELZREL TS, Fi=. BRHEICEILTIX. ELBDELSAEYRIC
DHFET H75E., root HERZERFLIZTILDIT - Y—ILTHELRY . BEDFEIEMIZIEL, {RIZ. root {Exh
IR TLREITT IV EDH S, EX 7R - REOEMREMALTHIETEHI L,

SR M A AR O RERIRE

SRLIELMERBFRONEIKREE (L. ELBDFEICL > T LS, ELRZER T S EITIKENEFHFIN D, F=. ELEK
DIELRRIC. BCASREBO R LELBERBHIFELZE S L. TORICERINSEHKINIEELELEFESTK
FLCEDITHD, Ko T, NEPRELE=FICHL T, BEINLGOEIIITREM FE TN IEESLEL, f-FZL. RED
KEEFAEYRNICTFET B8, root #EREIWMBLIZTILD LT -Y—ILTHEUVRY . REDREIRMEIXIEL, root b
SNFIHRTLREICTILEDH AL, X1 7R REDEMREMBHALTHETEIE,

5.6.3.3. ELBAERICHITEHHEFIEEXTEK

Android 4.3.x LLRT®D ”Crypto" Provider ® SecureRandom E#(Z(d. WEKREED T OE—(Randomness)
DNREDIHERINLBVEVNSTEENH D, $#Z Android 4.1.x LLHIIE. SecureRandom DZEZEMN"Crypto”
Provider LM<, SecureRandom #E#E-MENICHERTAELALEDTTIIECOMBEDFEEZZ(TH. F
f=. Android 4.2 LIf&IZ SecureRandom M7 74 )LEE L7455 AndroidOpenSSL" Provider Tld, OpenSSL
DIELBDIEILLTHESIT —2OKRBAD T TIE TREINDEVSFTEEGIRIE Anroid 4.2.x-4.3.X)I2&Y.
HEITTIVDNRDOTT)DERT HEHEHALAOT L ELSHETHEMEZEIRZ TS, LLTFIZ Android OS /\—23
VERMBHEDEEEZ T HMEEDEELTHL,

% 5.6-6 Android OS /N—Ua  EEMEBHDEEL 2T HHEE
ffz351% | "Crypto” Provider SecureRandom | BI7 1) ® OpenSSL D ELEDFEAHE I BT &E
DEEIZBTHAHIFOE—FE

Android OS
Android 4.1.x L8 | -SecureRandom DT 74 /LR L EGL
-Crypto Provider MBARAYZ{#
-Cipher 75 AN IR T 5 S HAE
-HTTPS & {EH#EE etc.

Android 4.2 - 4.3.x | *Crypto Provider MBARAI%:{E -SecureRandom DT 7+ /LhEE
*AndroidOpenSSL Provider M BARESA{E A
-OpenSSL O ELEHEEEDE & {F A

-Cipher 75 AN IR T HHE S HEEE

-HTTPS BISHEEE etc.
Android 4.4 LI[& 8L FEGL
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2013 £ 8 ALIEE. Zhs Android OS DIfESBHEFIEIET 5/5yF h Google M5/ A—hF—(FRFKRA—H—1E)IC
BEfRIN TS, LML, Thb SecureRandom [ZBHT HHESE M ILRESHAE. HTTPS B{EHEEE S H TLALVEE
IHETLHLEIC RYUFHNBERASNA TGRS SHFAET S LLEZA NS0, Android 4.3.x LLETD OS
EXRRETHTT)TIE LTV A TRASNTVERR(ER)EZHMARAATHILEREDHT 5,

http://android-developers.blogspot.jp/2013 /08 /some-securerandom-thoughts.html

5.6.3.4. BORE

UV TAOLEROZTEM(HENE. T2 M) ERRT H-OICESEMEFAT HMRIC. BELGESETILIY
ALPBREEATL. BEZOLOOT AN HEICISTEIRETE. E=FEMNSFEROREMERDILIZ
TELW, TN BESRMZEFAITIEOBOMYEKNL, L3 EELGRAEBND—DTHS. — AT, 5F
BREBEDLANIIZFSTIFEOMYBNEFEEICEELRRE REETDELT D-OXH A DHEZEZ S,
ZTARAARTIE BOREBFTEARIEICREEROMYBRNET S-ODEERMLEEZATZRTICEED,
BARMAGRBEAECELTEIERLED BEISHLTAndroid Ha) 74885 - REICFEHELVOVEMRICHEHKT S
SEEBEIOT D,

FJ [, Android RX—bT42 /F3TLYMIEWTHESIEFICHEIBAFET SUREEDHLEFMETDRES
HOMEETR 5.6-4 BSRIAFEETDEMEMRELHITT,

FRo—k ( rruzoex ) APK T 7L

; ( C/\é E XEV
[ = /

C__ D >

7IUFALoRY | RITUDSOD — HhEBEETES) (1 X
(/data/data/<app>/) | F7UARIE 51t - (e.g. SD cards)
or/and #5501k
V=

&ﬁ/

B 5.6-4 BES@ENGFETSEMLAREAH

Fl . BICEOTTFRIEEDEESNEOA — T —ICLDREFHDEVERICTEDOTH BELANILIZONTIE
13.1.3 BESELRERRKIZSRIDIL,
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li“l ;;P:RNTPHON[ Android 77')0)"2#17:126[' t¥a7a— T’f-/a il 1K

R 5.6-7 RESWLARERH

BEDA—F— RN I—H— 7 H—ERRHE
EELRNIL =104 FR{EfI =104 FR{E iz
RoORGFHA fREES &
a1—Y—0iEE INRAT—FDEEDM £ A—H—/XRAT—ROF AT
TII)T4LIM) BT—ADOES | 7TIUNDLD | BT —20OBE | 7T)UNDLD
GERBRARF—Y) b -#5R1t GAHEEEIL b~ #R1t TAEETEI
APK 274U BT —ADHE
¥Proguard % & Java D#FILY—ILD ELIE. T—2(XFE)FEH#FE LA
ZEITEE
SD h—F7zE BT A0S - #E
(BERARRL—D)

UT. BOGHEGICEIRERHDBREEZTY .

A—H—0EE

COETEFNRT—RR—RBEEEZEEL TS, NRAT—ROoEFHEINLIBOISEE L. BRORESHHIE1—Y
—DREEDHIZH L=, REGHAALTILVITHICHEHRT D EFE, =L, RRT—FDEEITL>TIE
BREICBIBEHRINTLES O Y—ERNDAT AU NRT—FELRRIZI—F — TR L T—ED/IXT—F
BREICIEAEIIT UL THIRLIZY, AytE—VICL T BMEL-Y T HENREELSH, [5.5.2.8 FIAEE
HEWRKADHTHRATSEHE. MBEELGVEEZI—Y—ITRHT S (#2R) 1ILBRI DL F= 2
—H—DRBICHEH/IRT—FEENLAREELERICODNTEINRITNIEESLEN, NRT—FEENTIHZEET
LT —RDERNDEGIF R, N\ ITVTTEZHERUN DR LG (P —N\—RE)ITRFLTHELED
H%bo

7FI)TF4LIMN)A

FT7IDTALYRJAIZ Private E—FTRELZS SO TITUA LR T —25HHBMONDZEIEHLY, F=.
NI T THEEE T T TEYICLIIGEIZE. a—F—ELSBTEELRLDT. 7T VD EELZTLIRETIT)T
AL RAIZREFT BIEEIEN\VITITEENZTNIERLY,

f=f=L. root #EREZHFOTT) L1 —F—h o3 RERELE-VEEIE. BT —HZBSLLLIIHFR LT ILE
DBHd, 1——BEETIREBEILTIEEICIE/NNRT—FR—IXBEELNFIATED, I—HF—(TELWEICL
W7D EEZBEIL T HEERETHIHEICIE.APK T7/ILICERBSLBEZIRHIDNELAHY. BIESE
BT —25HFLTILENHD,
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APK 71V

APK D74 ILRIZHEET BT —2ERAMYFARETH A BEXRMICEROIILGHMET —2EEHEHINETIEL
W BEEDHDIGEILRT —FEHFILLT. BHIC APK T7MILDLRET N EGEINLENEIITHKEELD
DLENHD.

BBAARL—(SD h—F1iEE)A

BREARN—DETRTOTT) M oHARMY AT HEL T8 ERMICIERO LOSLMET —FEEHEINETIEAL,
BESHIHRIRT HEHESL-HFILLTESICRT ARG EINLENESITHRT 2R ELH D, (7T
TALINAID root HREFHF D7 T ) P1—HF—hoLBEREL-VEEDRLSEISHIL,

FOERAEYRADREDHL

Android OFOBSHMEMEATSHEE. LRICETE77)T70RUN DGR THESIEILITHFRILINT
W=RT—2EREENEBEOFIH TR T ET(NNRT—FR—BOHZEEER)DBELTH, TOERAEYRAIC
BT —AIADVEDFEFETSHLITHD, —A. 7TV TAELRDAEYITBEMNDT TN SHAEET HILIET
ERVDT, BESENARAFORRER THNIL, FAGERKEBLOIDEMEDEKZEEEZRDS. L. 7T
JDRIBEELANILCAENSTOELZRAEINTHOTELRT —INZOFFHRLTILESHNMEE L, BT —
2-EEODVIDHFILEERMENBLETHLH . —MIZ Java BTOERRIFHLL NI BTOH#FILY—ILEME
A 5E2d, CNOoDRGIEART(FDEHEZEZ 510, tX a7 REOFEMAREMEALTHIET S
&
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5.6.3.5. Google Play BA%®&H—E R[Z&k5 Security Provider D ifE3514 515

Google Play A& H—E X (/3—23> 5.0 LIBE) TIX. Provider Installer £S5 {E#A MMREESN TEY. Sec
urity Provider DHfas5 Xt RICFIFATE S,

F9. Security Provider &[%. Java Cryptography Architecture JCA) [CEDWTEEREEET7I/ILIVX L
DREZIRETHLDTHD, Android 77 THEEHEMZEALVBERIZIE. Cipher, Signature, Mac &LVo7=95
A%&BLTI D Security ProviderZFIFHTE5, — &I, BESRMTBEEDEZE CHRIBENBHLIN A =EEER
BREREAROEND, BEEOHEHEENBRASNIRICKELEBICRA AN H D=8 TH 5. Security
Provider £ B ST ABER T 570, MEFHEANDBENVE R RBEINEIENEFELLY,

Security Provider MIBEEZRMT BHEZELTIIHERDTYTT—DN—BITH D, HRKDTYTT—HMZ&B
BEDORBIE A—H—DT7vTT—rEAEL. A—Y—PAESN7YITT—rEIRRICSERAT L0170
TRERTITHOND, TD=b. 7TV MBEEZESTRFDIRED Security Provider #FEZEMESH L, A
—h—E1—HF—DORBITEAINDIEELAH D, FNIZXL T, Google Play BiF#E+H—E XM Provider Insta
ller #FAd 5L, BEIEH SN S Security Provider 2R TES L5245,

Google Play F#&EHY—E X® Provider Installer Tl&, 7Z7mM5 Provider Installer U H$ & T, Goo
gle Play AR &Y —E X R3S Security Provider B TE5KL51245, Google Play BEE Y —E X[&,
Google Play AR7H#BELTEHMIZT YT T—RENBD T, Provider Installer TiR#tEh 3 Security Provide
rt, A—A—a1——OxEIKRICEHLLT . RIOKREIZEFHFIN TS,

LLTFIZ, Provider Installer MU0 H 27 )ILa—KERT,

Provider Installer ZIEUH 9
import com. google. android. gms. common. GooglePlayServicesUtil;
import com. google. android. gms. security. ProviderInstaller;

public class MainActivity extends Activity
implements ProviderInstaller.ProviderInstal [Listener {

@0verride
protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;

ProviderInstaller. instal | IfNeededAsync (this, this);
setContentView R. layout. activity_main) ;

}

@0verride
public void onProviderInstalled() {

// Security Provider A&E. Fi=IdA4 VR h—ILRNFATL L ZZFEIENS
}

@0verride
public void onProviderInstalIFailed(int errorCode, Intent recoverylntent) {
GoogleApiAvailability. getInstance (). showErrorNotification(this, errorCode) ;
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5 7 ?Eﬁmunﬁ%ﬁgéxuﬁﬁ?é

ARBEEDDHTIE, B, FRZERLDH . RRAGAXDHAR RSN TNS, P T, IERGEEREEAANZRET S
HRELTHDOHEELTEY., E4 GBI PLREEO B THASN TEZ, AV E1—4—DHRIZEN T
BRGDFHTISANEH BETIIRAI— I+ ORAEHN (EICEEAYVER) ITRAShDRE. (AND
BHSRE)FEMEDTMEREELTOEENZELDOH D,

ZTDESEFENESZITT, Android 6.0(API Level 23) TIEIHRICIEREREID IL—LD—O A AEN, 7TV
b‘b*E%ﬁmunE(KkﬁEmm)*ﬂ% bb‘*”ﬁﬁ—c%éctjl 7&’37'_0 LIFIZ, *El%imb HE#&:{E’JT_[‘?@{Z#J—UT’fJ:o)/I::$1E
%59,

1. Yo7 )La—Fk

LLFIZ, Android QeI EEE T TUALHAT 5= DHY T ILa—FERT,

RAUb:

1. USE_FINGERPRINT /N\—3wL 3 % FHEET S

"AndroidKeyStore" Provider DoAY REVAEWIGT S

BEERT H-OICITEROEZILETHIEETI—F—ITRAD

BEBERE. BEST7ILTVXLXERTHENELO (BRELBT-TI0)ZERATS

BERERE, 1—F—(ER)RADOEREZEMNICT 5 GRAOEMNHRTEFZELGLY)

ﬁié’—ﬂ%ﬂ#,“&ﬁféﬁoﬁ#,“’C?E‘fid)"“‘fﬂklﬂb\?’“bé EERHRICERETZITS
BT 5T —2(E IEBER LN DFERTET (KB AL EDIZRS

N O v N

MainActivity.java
package authentication. fingerprint.android. jssec. org. fingerprintauthentication;

import android. app. AlertDialog;

import android. hardware. fingerprint. FingerprintManager;
import android. os.Bundle;

import android. support. v7. app. AppCompatActivity;

import android.util.Base64;

import android.view. View;

import android.widget. Button;

import android.widget. TextView;

import java. text. SimpleDateFormat;
import java.util.Date;

import javax.crypto. BadPaddingException;
import javax.crypto. Gipher;
import javax.crypto. IllegalBlockSizeException;

public class MainActivity extends AppCompatActivity {

private FingerprintAuthentication mFingerprintAuthentication;
private static final String SENSITIVE_DATA = “sensitive data”;
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@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mFingerprintAuthentication = new FingerprintAuthentication (this) ;

Button button_fingerprint_auth = (Button) findViewByld(R. id. button_fingerprint_auth);
button_fingerprint_auth. setOnCl ickListener (new View.OnClickListener ) {
@0verride
public void onClick (View v) {
if (ImFingerprintAuthentication. isAuthenticating()) {
if (authenticateByFingerprint()) |
showEncryptedData (nul |) ;
setAuthenticationState (true) ;
}
} else {
mFingerpr intAuthentication. cancel () ;

}

b
]

private boolean authenticateByFingerprint() {

it (ImFingerprintAuthentication. isFingerprintHardwareDetected()) {
/] Bt Y—hmRICEH I TN
return false;

}

if (ImFingerprintAuthentication. isFingerprintAuthAvailable()) {
/] *RAU 3k BEERT HEOICIIEROERILETHIEZI—Y—ITIEZR D
new AlertDialog. Builder (this)
.setTitle(R. string. app_name)
. setMessage ("1ERUBEMMO BRI TULEE A, ¥n” +
"MEAZA—D TEF2)T a0 TEHEZFHRLTILZIN, ¥n” +
EREERTAIEICKY., BREICEATAHAICENATEET. )
.setPositiveButton ("0K”, null)
. show () ;
return false;

}

/] FERERAEDHEREZITMAI—IL/INy Y
FingerprintManager. AuthenticationCal Iback cal Iback = new FingerprintManager. AuthenticationCal Iback() {
@0verride
public void onAuthenticationError (int errorCode, CharSequence errString) {
showMessage (errString, R.color.colorError);
reset();

}

@0verride
public void onAuthenticationHelp(int helpCode, CharSequence helpString) {
showMessage (he|pString, R.color.colorHelp);

}

@0verride
public void onAuthenticationSucceeded (FingerprintManager. AuthenticationResult result) {

Cipher cipher = result. getCryptoObject (). getCipher () ;
try {
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/] hRA Tk BT 5T—2 &, ERERILUNOFETERT (RE) AEEGELDICRS
byte[] encrypted = cipher.doFinal (SENSITIVE_DATA. getBytes()) ;
showEncryptedData (encrypted) ;

} catch (IllegalBlockSizeException | BadPaddingException e) {

}

showMessage (getString (R. string. fingerprint_auth_succeeded), R.color.colorAuthenticated);
reset () ;

}

@0verride
public void onAuthenticationFailed() {
showMessage (getString (R. string. fingerprint_auth_failed), R.color.colorError);
}
};

if (mFingerprintAuthentication. startAuthentication(cal Iback)) {
showMessage (getString (R. string. fingerprint_processing), R.color.colorNormal);
return true;

}

return false;

private void setAuthenticationState (boolean authenticating) {
Button button = (Button) findViewBylId(R. id. button_fingerprint_auth);
button. setText (authenticating ? R.string. cancel : R.string.authenticate);

}

private void showEncryptedData (byte[] encrypted) {
TextView textView = (TextView) findViewByld(R. id. encryptedData) ;
if (encrypted != null) {
textView. setText (Base64. encodeToString (encrypted, 0));
} else {
textView. setText (") ;
}
}

private String getCurrentTimeString() {
long currentTimeMillis = System. currentTimeMillis();
Date date = new Date(currentTimeMillis);
SimpleDateFormat simpleDateFormat = new SimpleDateFormat (“HH:mm:ss. SSS”) ;

return simpleDateFormat. format (date) ;

}

private void showMessage (CharSequence msg, int colorld) {
TextView textView = (TextView) findViewById(R. id. textView);
textView. setText (getCurrentTimeString() + “ ‘¥n” + msg);
textView. setTextColor (getResources (). getColor (colorld, null));

}

private void reset() {
setAuthenticationState (false) ;
}
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FingerprintAuthentication.java
package authentication. fingerprint.android. jssec. org. fingerprintauthentication;

import android. app. KeyguardManager ;

import android. content. Context;

import android. hardware. fingerprint. FingerprintManager;

import android. os. Cancel lationSignal;

import android. security. keystore. KeyGenParameterSpec;

import android. security. keystore. KeyInfo;

import android. security. keystore. KeyPermanent|ylnvalidatedException;
import android. security. keystore. KeyProperties;

import java. io. IOException;

import java. security. InvalidAlgorithmParameterException;
import java. security. InvalidKeyException;

import java. security. KeyStore;

import java. security. KeyStoreException;

import java. security. NoSuchAlgorithmException;

import java. security. NoSuchProviderException;

import java. security.UnrecoverableKeyException;

import java. security.cert. CertificateException;

import java. security. spec. Inval idKeySpecException;

import javax.crypto. Gipher;

import javax.crypto. KeyGenerator;

import javax.crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;

public class FingerprintAuthentication {
private static final String KEY_NAME = “KeyForFingerprintAuthentication”;
private static final String PROVIDER_NAME = “AndroidKeyStore”;

private KeyguardManager mKeyguardManager;
private FingerprintManager mFingerprintManager;
private Cancel lationSignal mCancellationSignal;
private KeyStore mKeyStore;

private KeyGenerator mKeyGenerator;

private Cipher mCipher;

public FingerprintAuthentication (Context context) {
mKeyguardManager = (KeyguardManager) context. getSystemService (Context. KEYGUARD_SERVICE) ;
mFingerprintManager = (FingerprintManager) context. getSystemService (Context. FINGERPRINT_SERVICE) ;
reset();

}

public boolean startAuthentication(final FingerprintManager. AuthenticationCallback callback) {
if (lgenerateAndStoreKey ())
return false;

if (linitializeCipherObject())
return false;

FingerprintManager. CryptoObject cryptoObject = new FingerprintManager. CryptoObject (mCipher) ;
mCancel lationSignal = new CancellationSignal () ;
// FERERAIDEREZ TS —IL/INY Y

FingerprintManager. AuthenticationCal Iback hook = new FingerprintManager. AuthenticationCal lback () {
@0verride
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public void onAuthenticationError (int errorCode, CharSequence errString) {
if (callback !'= null) calIback. onAuthenticationError (errorCode, errString);
reset () ;

}

@0verride
public void onAuthenticationHelp(int helpCode, CharSequence helpString) {
if (callback != null) callback. onAuthenticationHelp (helpCode, helpString);

}

@0verride

public void onAuthenticationSucceeded (FingerprintManager. AuthenticationResult result) |
if (callback !'= null) callback. onAuthenticationSucceeded (result) ;
reset () ;

}

@0verride
public void onAuthenticationFailed() {
if (callback != null) callback. onAuthenticationFailed();
}
};

// EREREALEEAT
mF ingerprintManager. authenticate (cryptoObject, mCancellationSignal, 0, hook, null);

return true;

}

public boolean isAuthenticating() {
return mCancel lationSignal != null && ImCancellationSignal. isCanceled();

}

public void cancel ) {
if (mCancellationSignal != null) {
if (ImCancellationSignal. isCanceled())
mCancel lationSignal. cancel () ;

}

private void reset() {
try {
// k4 >k 2% “AndroidKeyStore” Provider A VR A VA ERBT S
mKeyStore = KeyStore. getInstance (PROVIDER_NAME) ;
mKeyGenerator = KeyGenerator. getInstance (KeyProperties. KEY_ALGORITHM_AES, PROVIDER_NAME) ;
mCipher = Cipher. getInstance (KeyProperties. KEY_ALGORITHM_AES
+ “/” + KeyProperties. BLOCK_MODE_CBC
+ ”/” + KeyProperties. ENCRYPTION_PADDING_PKCS7) ;
} catch (KeyStoreException | NoSuchPaddingException
| NoSuchAlgorithmException | NoSuchProviderException e) {
throw new RuntimeException(“failed to get cipher instances”, e);
}
mCancel lationSignal = null;

}

public boolean isFingerprintAuthAvailable() {
return (mKeyguardManager. isKeyguardSecure ()
&& mFingerprintManager. hasEnrol ledFingerprints()) ? true : false;

}

public boolean isFingerprintHardwareDetected() {
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return mFingerprintManager. isHardwareDetected () ;

}

private boolean generateAndStoreKey () {
try |
mKeyStore. load (nul 1) ;
if (mKeyStore. containsAlias (KEY_NAME))
mKeyStore. deleteEntry (KEY_NAME) ;
mKeyGenerator. init(

/] hRA Uk bk BER(BR B, BS7ILIYALREBEBTCHEVLD (REZFHTL0) 2ERT

new KeyGenParameterSpec. Builder (KEY_NAME, KeyProperties. PURPOSE_ENCRYPT)
. setBlockModes (KeyProperties. BLOCK_MODE_CBC)
. setEncryptionPaddings (KeyProperties. ENCRYPTION_PADDING_PKCS7)
/] RS bk BER G B, 1—V— (B EMOEREZFNICT S GRIMOBELR
IEERE LAELY)
. setUserAuthenticationRequired (true)
cbuild();
/] BELER L. Keystore (AndroidKeyStore) IZ{R%E S 5
mKeyGenerator. generateKey () ;
return true;
} catch (IllegalStateException e) {
return false;
} catch (NoSuchAlgorithmException | InvalidAlgorithmParameterException
| CertificateException | KeyStoreException | 10Exception e) {
throw new RuntimeException(“failed to generate a key”, e);

}

private boolean initializeCipherObject() {
try |
mKeyStore. load (nul 1) ;
SecretKey key = (SecretKey) mKeyStore. getKey (KEY_NAME, null);
SecretKeyFactory factory = SecretKeyFactory. getlnstance (KeyProperties. KEY_ALGORITHM_AES, PROVIDER_NAM

E);
KeyInfo info = (Keylnfo) factory. getKeySpec (key, KeylInfo.class);
mCipher. init (Cipher. ENCRYPT_MODE, key) ;
return true;
} catch (KeyPermanentlylnvalidatedException e) {
/] hRA bk BEEIBFREBEFESHATHEROERRIENEDLS Z LEFHRICHRETS
return false;
} catch (KeyStoreException | CertificateException | UnrecoverableKeyException | 10Exception
| NoSuchAlgorithmException | InvalidKeySpecException | NoSuchProviderException | InvalidKeyExcept
ion e) {

throw new RuntimeException(“failed to init Cipher”, e);

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="authentication. fingerprint. android. jssec. org. fingerprintauthentication” >

— HRA 2 b 1k 1IBRERIIMAEZ AT 21=8I1ZI1&. USE_FINGERPRINT /S—=2 v L a VEFHAEET S —
{uses-permission android:name="android. permission. USE_FINGERPRINT” />
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<application
android:al lowBackup="true”
android: icon="@mipmap/ic_launcher”
android: labe|="@string/app_name”
android:supportsRtI="true”
android:theme="@style/AppTheme” >
activity
android:name=".MainActivity”
android:screenOrientation="portrait” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>
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5.7.2. L—ILTvY

ERERAIAEZ R AT DG SICIELUTOIL—ILEFEHIE,

1. ﬁEEEJ?.(”‘ﬁ)E# BE7ILTVXLERBETHENLO (BRELEB-TL0)EFERATS (WH7R)
2. BB ET 2L ERERELUSNOFRTET (KB AL L0IZRS (WH78)
3. ﬁi’éiﬁk’é‘éf:&bLli?aff&@ﬁ‘ﬁ#%\%’@&‘) A—Y—IZZDEEEAS (#E22)
5.7.2.1. SBAERERE. BS7ILIVXLERBETENLO (BELE-TL0)EZERATS (Wh7H)

5.6 BEEMEMATHITHRRLIZ/NRT—FBOAKBEERRIC, BRI ELAVTREERT 515
BIZEBWTH, E=BICLDREEC O —EDRELEE-LBBE THRVRES 7OV LEERETH L F
EET7ILTYRXLEFTIEGL BEE—RONRTAUT IO TER B THRNREHARKTEIRT 5L,

EET7ILT)XLOFRIZONTIHIS5.6.2.2 ZILTYXLMIZHEB THRVELD(EEEH -TLO)ZERATS
(ZR) 1ZZRIT DL,

5.7.2.2. BSTHT—RI IEHEEEUN DO FERTERT (RE) \TRLRLDICRS (Wh78)

TTIRT—EOBESLICRL CTHEREREHEEEZ R AT 155 (. TOT -2 R HAELN D FRTLER
(RE) TEDRIITTIVEHRET 5L —RRIC. ERFEMICEIWECEE DR, JREBHEL >1=-FIEATHE
LTWB7=8, R ZERIBBRDAIZHEHLITEITHRETH D,

BIZIE, FERERAEMREE R AL CERL-REAVTT TR T -2 B L= ImRICEBFSN TUV=EH
FRAL—F —ICEoTHIBRESN S &, T—E2DBESEICAVTOERAERATERRY ., T—4Z2ESTHLD
TEGD, T—HDELMNERFRAHEELN D FERTHITAGNE, JAMEMEGON D AREENELSD
THb.

F=, HERGEREIHAEE R AL TERL =8N E A TELGRHIKIR (T HERIFERDHIBR LS THELS S, Nexus5X
[CEVTIE. ERRAHAEEZF AL TREERLRICHICHERIERZEMEHE T DL, TN LIETICERL8#
NEATELGGR DI ENFER SN TS, Ff-. REELFEATEORNERDER LY —DRBHEICLYEA
TELEHAREED B ETELLY,

5.7.2.3. BELEMIAOICERDOEENDETHY., A —F—IZZDEEEAS (HE2Z)

R AEZ R AL TRZAE T H5-OICIXmRICI—F —DEFA B R INTVWIRLENH D, FEREHF
— =R REAZ 21— ~FET IR RN EZEGBAAFRTHHEICBEEL. 21— —ITHLT

25 2016 F 9 A 1 BIRMER R DIFHR. BB BEShDATREMENH D,
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TIIAERER AT HLEROFEMEIC DOV TERATHIEAEELL,

IBREREIDEFNMVETHDE. 1—YJ—(sxD
if (ImFingerprintAuthentication. isFingerprintAuthAvailable()) {
/] *RAU bk BEERT 5-DICFEROERIVETHIEETLI—F—IIEZD
new AlertDialog. Builder (this)
.setTitle(R. string. app_name)
. setMessage ("HERUEMM B SATOER A, ¥ +
"BEAZa2—D X2 T 1) THEMEZHRLTLESIL, ¥n7 +
EMEERTHLICKY. BREICRIATIENATEET, )
.setPositiveButton (“0K”, null)
. show () ;
return false;
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5.7.3. PRI\ Rk

5.7.3.1. Android 77)IZH TSR EE R A D RIIREH

T CHERGEREIEREE R T 2= DIZITUT D 2 R BETH S,

® IHXRICA—H—DIEHNEHFRIN TSI E
o EZRINFIERIZ(FTIERAD) BEAEINTNSIE

A—H—DERER

A—H—DIERERIEEEAZ 21— DX 2) TN LIEFTEHIENTET . —ROT7T)HIEREFLE

EATHITEIETERL TDT=H . 7T UM IERERIIMEEZ M AT 58 R TR ICIRRN EHRSh TLVERITAIE, o

— PR EACI—ICFELERDOERTRITVENH D, TOE. 7TUIIERZEFI AT 2L EHOFEMIC
DNTOFHRANI—HF—ITHLTITHONEIEMNEELLY,

BE.BRERATRELLIAIREL T MRICFHROEEAVIAXNRESIN TSI ENVBETHS. IR
ERABERINTODRETEEAVIZENICT 5&. BRFADIERFERLARSN S,

BOLER B
IRR(CESFSINT- IR EBREM T (+51=HIZ1E. "AndroidKeyStore" Provider HVi2#t9 % KeyGenerator >
KeyStore 12 RAVREH#FERAT LRI —F—(ER) RN EREEB LT FLOLVROERLER. HD

W DRDEHEZEITI.

ERUIEREM DOV -RELER T H5E (L. KeyGenerator AR T HBRD/NFA—FEL T, A—F—REAEDEKRE
BT DEIHET S

FERUBER SO VN EBE DA & B iR
try {
// “AndroidKeyStore” Provider A5 KeyGenerator 41 Y X2 VA EWET 5
KeyGenerator keyGenerator = KeyGenerator. getInstance (KeyProperties. KEY_ALGORITHM_AES, “AndroidKeyStore”);
keyGenerator. init(
new KeyGenParameterSpec. Builder (KEY_NAME, KeyProperties. PURPOSE_ENCRYPT)
. setBlockModes (KeyProperties. BLOCK_MODE_CBC)
. setEncryptionPaddings (KeyProperties. ENCRYPTION_PADDING_PKCS7)
.setUserAuthenticationRequired(true) // 1—%— (358 BIADOEREHHIZT S
cbuild();
keyGenerator. generateKey () ;
} catch (IllegalStateException e) {
// ERICEHASEFIA TGN
throw new RuntimeException (“No fingerprint registered”, e);
} catch (NoSuchAlgorithmException | InvalidAlgorithmParameterException
| CertificateException | KeyStoreException | 10Exception e) {
// BOERIZKK

throw new RuntimeException(“Failed to generate a key”, e);
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B DRICEMEREADOTHBEE. 21— D ERZFIITT HREEMAT= KeyStore TUh)—(2HE
EBIXT Do

BRI DR (CIERIBRZ AT 1D
SecretKey key = ...; // R 0#

KeyStore keyStore = KeyStore. getInstance (“AndroidKeyStore”) ;
keyStore. load(nul 1) ;
keyStore. setEntry (
“alias_for_the_key”,
new KeyStore. SecretKeyEntry (key),
new KeyProtection. Builder (KeyProperties. PURPOSE_ENCRYPT)
.setUserAuthenticationRequired(true) // 1—H— (5#) BEINERZBHMIZT S
.build(Q);
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6. BLU\RERE

Android [Z[& OS ME#k+> OS MR DMEED LR L. 7TV DEETEX 2 TAZERT IO EHEREIRE
AEFET D, CNoDHEREEFEBEER O EE=ZFITERINZY, A—F—NTBEETICFRIALEYTHIET. IR
HRRZBRO LX) T LORMEICREAOTLEIRRMERITIBA TS, COETITZD L SLHAEICHL T,
FRFEENEYSDVRVAIREKGELRRLGA L IEMENDELGEEZLEFLLTRY LTS,

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 2016 £ 9 A 1 AR

| 6.1. Clipboard ADIERIRET AaIEMN

OE— &AR—ZAMFIA—HF—HEEMN DA KELME>TNDEETH A, HIZ T, COMEEZEST, A—)LA° Web
R—UTRIZGFEROEN 0B B IEHREAERICTEL TEUL Y, BRELIZ/ AR T—FEENLGNKIITAER
[CREFLTHRE RELGRITOE—&R—AMNTHESI LWV A—F—FD AN THEET D, b E—RAIKGL
THTHHN., REA—F—DEIFEBAEFNHEVSBIEAEA TS,

ZhIZX Android QOE—&AR—XLDEHHAAHBERLTND, A—HF—P 7T IZk>TaE—Sn=1ERIL. —
B Clipboard EFEIEN D/ 3T 7SN D, A—F—0OT T IZk>TR—RrEhiz&EIZ, 2D Clipboard @
NAENET T ICHEHRSNDDITTHSD, 20D Clipboard IZIERIFRICEHE VLB IEAH S, Android HEKD
4 TlE. Clipboard ®EIKILiHEKIZ 1 DTHY. ClipboardManager #FIHT 32 ET, EQT7TUMNLTHER
Clipboard D EHEBTEDLIIHES>TLENSTH D, CDILIE, A—HF—MaE—-hyrLI-ERIEETE
EHBT7TVICHLTREIRITICEDIEEEKRLTLNS,

2T, 7TUERE(L. D Android DiE#EEBLGMNSHERFERDOAIRERER/IRICHZ 5 KEHELECT
FAY=Y A A

6.1.1. Yo7 )La—F

Clipboard Ao 1E#HRHRT SAIREMEIIZ SR ERICIE, RELDITTRD 2 DBEZALNSD,

(1) 7T BT7TI~NIAE—T RO %K
(2) B7 Tt 7T)~IE—F RO %K

R LITDOWTEHRBAT 5, CCTIR —F—DAEIRY Web TS50, A—5—7TVGREMT T M5 XF 5
ZaE—L. ThEB77U0 EditText [CBEYR TS FIFEREL TS, ERIETEE - TLESE. SOV FY
A TAE—AYMIE TRV TAIRERNRELCLESCEEHCIRAMGR RIIFELLEVL, F=FHT7 T
DIE—HEREZHITEHT 5 XSG HEEA Android [Z(37ELVINGTE,

T, LIZDWT RV TAT 0 EREIE—- Vb BEKRMEE I —F —(ZHBAL., TABKRERLL TLE
HEFEBREAIIT o TULK LR R ITARLY,

RIZ, 2.E&HHAT S, CCTIERE B7 TIARRLTVSERN L —F —(C&oTIAIE—SnEIFUAEEET . =
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DIBE . RBIZ T BEELZREIL, View(TextView, EditText HE)MNSDAE—-HyhEEIIZTEHIETHD,
BANEHRRECV O TAITRERDBAADHINIEHE AENS View [CaE—-AyrEENZTNIE. BT TUMDLD
Clipboard LIz DIREBELZLI MBI,

AE—-AVPEBUETEFEIIVKONBEZONSD, CCTIH EENEETHOHMEDHLHEELELT. View D
RELEVDLOAEEXFIBIRFOAZ2—noaE— AV DIEB ZRIRT 5 5EE KD,

WMERERFK.E 6.1-1 D EIO—(CE>THETHIENTES, K 6.1-1 [ZHELT. AAEALF (Input Type)
M Password BHEEICEFESN TULSEE. AAEA4 T (Input Type) N7 TIDETRERIZEIZTEOVWIT AN THD
ZEFIRT . COGEIE. TIAINNTIAE— Dy BNZIESINTWD D T, HFITH KT ILEFLEL,

® InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD

® InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_WEB_PASSWORD
® InputType. TYPE_CLASS_NUMBER | InputType. TYPE_NUMBER_VARIATION_PASSWORD

( FL&H )

oL TATUERE
AHNTS

iewD A HF2A
(Input type)hY

Password/@ (<
EESNTLNE

A 4 A4

WERFE AE—-AvrERELETS

6.1-1 HEEFDHEIO—

UTT, ENZThORMKDOFEMERBAL, Yo TILa—FERT,

6.1.1.1. XFIHBIRBOA=2—MSaE—-HyrEHIBRT S

TextView.setCustomSelectionActionModeCallback() AV YRIZ&> T, XFFEIRBDA=Z21—FHRAEIA X

TES, INTAVT, XFILERBFOAZ1—DSIE—-AYrD T AT LZHIBRI NI, 2 —F—AXFFHZEaE
—hub T BHILETEGLGD,
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LIF. EditText OXFIEIRBFOA=21—HSIE— AV rDEEZHIBRT 5T )La—FERT,

RAVb
1. XFHERFDA=2—m5 android.R.id.copy ZHIERT 5,
2. XFHFBIRBEDA=21—h5 android.R.id.cut ZEIRT 5,

UncopyableActivity.java
package org. jssec. android. clipboard. |eakage;

import android. app. Activity;

import android. os.Bundle;

import android. support. v4. app. NavUtils;
import android. view. ActionMode;

import android. view. Menu;

import android. view. Menultem;

import android.widget. EditText;

public class UncopyableActivity extends Activity {
private EditText copyableEdit;
private EditText uncopyableEdit;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. uncopyable) ;

copyableEdit = (EditText) findViewBylId(R. id.copyable_edit);

uncopyableEdit = (EditText) findViewByld(R. id. uncopyable_edit);

// setCustomSelectionActionModeCallback A% v KIZk Y,

/] XFHEIREDA 2 —FhREIARTBHIENTED,

uncopyab leEdit. setCustomSelectionActionModeCal |back (actionModeCal Iback) ;
}

private ActionMode. Cal Iback actionModeCal Iback = new ActionMode. Cal Iback () {
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
return false;

}

public void onDestroyActionMode (ActionMode mode) {
}

public boolean onCreateActionMode (ActionMode mode, Menu menu) {
/] kA b 1k XFEFBIRED A =2 —H 5 android.R. id. copy ZHIRT 5,
Menultem itemCopy = menu. findItem(android.R. id. copy) ;
if (itemCopy != null) {
menu. removeltem(android.R. id. copy) ;
}
// KRS 2 b 2% XFIHERBEDA 21— 5 android.R. id. cut BRI %,
Menultem itemCut = menu. findItem(android.R. id. cut);
if (itemCut != null) {
menu. removeltem(android.R. id. cut) ;
}

return true;

}

public boolean onActionltemClicked (ActionMode mode, Menultem item) {
return false;
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}
};

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. uncopyable, menu) ;
return true;

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case android.R. id. home:
NavUti I's. navigateUpFromSameTask (this) ;
return true;
}

return super.onOptionsltemSelected (item);

6.1.1.2. View ®OE#L(Long Click)Z&E%IZT 5

aF—-hybEEZ it T 5%, View DEIL(Long Click)ZESZ 52 ETHLEIRTE S, View OREBLED
BIZLATIORD xml D74 IV THRET HENTES,

RAUb:
1. aE—-hybZEE1E9 3 View [E android:longClickable % false 1295,

unlongclickable.xml
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”
xmlIns:tools="http://schemas. android. com/tools”
android: layout_width="match_parent”
android: layout_height="match_parent”
android:orientation="vertical ">

<{TextView
android: layout_width="match_parent”
android: layout_height="wrap_content”
android:text="@string/unlongclickable_description” />

Kl aE—-hvy bEZi1L9 5 EditText —>
{— kRA 2V 1k AE—-Hhy bZEEI1ET S View X android: longClickable # false 129 %, ——>
<EditText
android: layout_width="match_parent”
android: layout_height="wrap_content”
android: longClickable="false”
android:hint="@string/unlongclickable_hint” />
</LinearLayout>
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6.1.2. L—ILTvY

B7 Uo7 TIADEL T4 T EERDIAE—DNRET HAREEAHHIEE L. LTDIL—ILEFEHIE,

1. View [CRRENTWSXFIOIAE—-HYNEENIZT S (2R)
6.1.2.1. View [ZRREN TS XFIHOIE—-DYMEEHITT S (2R)

TIIRE O TATREHRERTT S View ZHFHoTLSIHEE. T EditText DKS3ZIE—-DyrA FTHELR
View 7%5(E, Clipboard £ L TEDIEHARELTLESAREMEAH D, ZD1=8 . LTI GHERERTT
% View [FaE—-DyrEEIZL TEI G NITESAELY,

AE—-AYREERICT DA EICIE, XFIERBOA=Z1—MoIE—- DY rDIEBZHIBRT A EL., View D
RIELZEMLT DA ENH D,

16.1.3.1 L—ILERADOEDEITEILSEO L,
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6.1.3. 7R

6.1.3.1. JL—ILBERDEDIE

TextView [ET 7L TIEXFIBIRFATHAS-D . BEEIHERRIETHLH. 7T DEHKIZ&->TIFaE—
#AREICT BB a8 1H 5, TextView.setTextlsSelectable) AV yREFESZE T, XFIHDEIRA[ELIAE—A B
BIRIZERTE T HEMNTES, TextView ZOE—AIREL T DB E (. £ D TextView [T O TAITIRERMNRRE
NDAHEMEN GV KEEIL. ZOREEEAH DD THNIL, AE—AIZTRETHLY,

F1=.76.1.1 Yo T)Ia—FIDHEIO—ICHEBEHINTVBESIC, NRT—FDAHEZBELIAAZA4T
(InputType.TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD #:&)® EditText 2D
TIE. TIAIWSTXFHNDAE—DNZUEIN TS OB EIEHRFAETHD, LML, [5.1.2.2. NRT—F%EF
XERTRTDIATAVERAETD WA IICRBELIZESICINRRT—REEXRTT DA T avE2RAELTLS
BEIEINRAT—REXRTODEBICANZIATNELL, AaE—-HYEDBEHIHE>TLESID T, RED 3 KA
EThd,

BE.IV—IVEBERTIRICE. —FEVTOELERTILENH DS, HIAIE. 2 —F - BEHIZTF
ALEANTES View DFE. LU TAIRBEHRNANSNATRIEEEAEO TR M EN>TIE—hubE
BHLTLES=D, A—F—DFEVBFNEDLGSEEI, 3b5A,. EEEDOSVVEREZAL TS View ot
DITATEEREEMTANT 5&57% View [ZIEIL—ILEBEEZHTERT HRETHAD ., TALUND View &
BIGEE. ROZELZZERBLEGHORMIEEZEZDERLY,
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77 ) TCA—H—IC AR AICET HFEMRELN TERLVH

AY(ZFD View HHEH
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board [Z#&#hSNI-1EHRERET HEMNTES, F1-. ClipboardManager OFFAIZIE4E A7 Permission 5%
ETEIDEMNEN SO, 7T FA—F—I2H5h b E%< ClipboardManager 2F|HTE 3,

Clipboard [2#&#=h TS 1E#R(ClipData &MY, ClipboardManager.getPrimaryClip() AV v RIZ&>TH
BTES, 2137 IZBLTH, OnPrimaryClipChangedListener #32%L T ClipboardManager.addPrimary
ClipChangedListener()*vK T ClipboardManager [Z&#HF I NIL, A—F—DRELZEICKYFRE T HaE—-
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AYEDEIZ Listener BIFUHINDD T, F43 5 %%k ZL%< ClipData ZE{§9 52 EMNTED, ZIT List
ener DIEVHLIF. EQF7T)TAE—- Dy EAELEMNZBEZREITHNS,

LT, mARNTIAE—HybHFELE T SHEICZ ClipData ZEi#FL . Toast THRJ 5 Service DY—RXIA—KR%ETRT,
TRRDESLFEEAI—RIZKY Clipboard &SN I=1ERMBIR(TIZHOTLESI ZEFERL TULEELY,
TI)ERETBEE. DIEKELTROI—FIZEoTEV U TAIRERHABMBINTLESIZEDHBNKSITEER
TEILELHD,

ClipboardListeningService.java
package org. jssec. android. ¢l ipboard;

import android. app. Service;

import android. content. ClipData;

import android. content. Gl ipboardManager ;

import android. content. Gl ipboardManager. OnPrimaryCl ipChangedListener;
import android. content. Context;

import android. content. Intent;

import android. os. IBinder;

import android.util.Log;

import android.widget. Toast;

public class ClipboardListeningService extends Service {
private static final String TAG = “ClipboardListeningService”;
private ClipboardManager mClipboardManager;

@0verride
public IBinder onBind(Intent arg0) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;
mC| ipboardManager = (ClipboardManager) getSystemService (Context. CLIPBOARD_SERVICE) ;
if (mClipboardManager '= null) {
mC| i pboardManager. addPr imaryC| ipChangedListener (clipListener) ;
} else {
Log. e (TAG, “ClipboardService DEFICEKRKMLELIz, Y—ERXRERTLET, )
this. stopSelf();

}

@0verride
public void onDestroy() {
super. onDestroy () ;
if (mClipboardManager '= null) {
mC| i pboardManager. removePr imaryCl ipChangedListener (clipListener) ;

}
}

private OnPrimaryClipChangedListener clipListener = new OnPrimaryClipChangedListener () {
public void onPrimaryClipChanged() {
if (mClipboardManager != null && mClipboardManager. hasPrimaryClip()) {
ClipData data = mClipboardManager. getPrimaryClip() ;
ClipData. [tem item = data. getItemAt (0);
Toast
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.makeText (
getApplicationContext ()
"AE—HA WNEH Y b ENI=XFF| ¥n”
+ item. coerceToText (getApplicationContext()),
Toast. LENGTH_SHORT)
. show () ;

RIZ. L8 ClipboardListeningService ZH| 9 % Activity DYV—XI—FDHIZETRT,

ClipboardListeningActivity.java
package org. jssec. android. clipboard;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Intent;

import android. os.Bundle;

import android.util.Log;

import android.view. View;

import android.widget. Toast;

public class ClipboardListeningActivity extends Activity {
private static final String TAG = “ClipboardListeningActivity”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. activity_clipboard_listening);
}

public void onClickStartService (View view) {
if (view.getld() != R.id.start_service_button) {
Log. w(TAG, “View ID MFIETT");
} else {
ComponentName cn = startService(
new Intent (ClipboardListeningActivity.this, ClipboardListeningService.class));
if (en == null) {
Log. e (TAG, "H—EXDEBENIKELEL"):
Toast. makeText (this, "H—EXDIEENHKEL FE L1=", Toast. LENGTH_SHORT). show () ;

}

public void onClickStopService(View view) {
if (view.getld() != R.id. stop_service_button) {
Log. w(TAG, “View ID MFIETT");
} else {

stopService (new Intent (ClipboardListeningActivity. this, ClipboardListeningService.class));
}

ZZZFETIE. Clipboard 2/ #SN=1ERZ G T D AEICDLWTIRA A, Clipboard 2 LLIEHREEIMT S
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ELTAIRETH S, APl Level 11 LU EA 5L ClipboardManager.setPrimaryClip() AV vRIZ&>T, TR LUEITHN
(¥ ClipboardManager.setText() AV vRZRELNIELLY,

f=1=L. setPrimaryClip()I& Clipboard IZ##iSh TV =1EHREZLEEZTLOT, 2 —HF—LRFHaE—hubig
EICKYRML TBWVERIARODNSAHEMLH I RITSTENBETH D, CNoDAVYYREFERALTHB OO
E—HEEHDINIEHhYMEREZ IR T DB EE. REICHELT. RENRESNSBEEET 44705 &R T
575& . Clipboard 2SN TOSHREN I—HF—DERLGWVABIZERINSZEDHENELSICERE-EE
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