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5.

Build Types

Build Types

Signing Config

debug

Signin g Config

Singnin g

"debug”

# Project Structure
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SDK Location
Project
Modules
app

Pr’opert\e5| Signing‘ Flavors  Build TVDS| Dependencies

CT I

release

MName: ‘ debug
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(false) n
debug|n
Renderscript Debuggable | (fal=e) n

Ini Debuggable

Signing Config
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Application Id Suffix
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6. build.gradle

signingConfigs debug.keystore buildTypes

. (8* build.gradle
#- - | @app x

;apply plugin: “comn.android.application’

Qijandro id {

debug  signingConfig

ger Auther ' sizninglonfizs {
=] debuz |
stareFile file(”C: fandroid_securecodingfdebugz._keystore™)
2] }
a Y
conpi leSdkVersion 21
bui ldToolsVersion "21.1.2"
=] defaultConfiz {
applicationld “org.jssec.android.accountmanszer.authent icator”™
minsdkVersion 15
targetSdkVersion 21
wversionCode 1
versionane “1.07
=] i
o buildTypes {
(lj release {
minifyEnsbled false
proguardFiles getDefaultProguardFilel” proguard-android.txt™), “proguard-rules.txtf
& !
=] debuz |
é signinglonf iz sizninzConfizs.debug
& }
o
)

[ijdependencies {
| conpile "comn.android.support:support-v4:21.0.37
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http://www.jssec.org/dl/NetworkSecurityGuide 1.pdf

http://www.jssec.org/dl/cloudguide2012 beta.pdf

MDM
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I 3.2.

Activity Intent

Activity Intent

Intent action data extras

(@
(b)

URL Internet Web HTML TextView
Internet A° WebM nVM HTML™ TextView ~ 0 ~ NdJdV4Mni1

TextView tv = (TextView) findViewByld(R.id.textview);
InputStreamReader isr = null;

char[] text = new char[1024];

int read;

try {
String urlstr = getintent().getStringExtra("WEBPAGE_URL");

URL url = new URL(urlstr);
isr = new InputStreamReader(url.openConnection().getinputStream());
while ((read=isr.read(text)) != -1){

tv.append(new String(text, O, read));

}
} catch (MalformedURLException e) { ...

€) urlstr URL new URL() MalformedURLException
urlstr file:// URL Inte rnet Web
TextView
(b)
@) urlstr URL protocol http https
(b) url.openConnection().getinputStream() Internet
InputStream
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try {

Internet A© WebVM nVM HTML™ TextView ~ 0 ~. NJdVd4Mn1
TextView tv = (TextView) findViewByld(R.id.textview);

InputStreamReader isr = null;

char[] text = new char[1024];

int read;

String urlstr = getintent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
String prot = url.getProtocol();
if ! dittp dequals(prot) && !  ¢https dequals(prot)) {
throw new MalformedURLEXxception(“invalid protocol");
}
isr = new InputStreamReader(url.openConnection().getinputStr eam());
while ((read=isr.read(text)) != -1){
tv.append(new String(text, 0, read));

}

} catch (MalformedURLEXxception €) { ...

Input Validation

Validation @) (b)
URL
, IPA
http://www.ipa.go.jp/security/awareness/ven dor/programmingv2/clanguage.html
., JPCERT CC Java CERT/Oracle
http://www.jpcert.or.jp/java - rules/
., JPCERT CC Java Android
http://www.jpcert.or.jp/java - rules/android - j.html

Input
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http://www.jpcert.or.jp/java-rules/
http://www.jpcert.or.jp/java-rules/android-j.html

SMARTPHONE

l“"”‘”" Android 2016 2 1
resocnon  Dttp://www jssec.org/dl/android_securecoding.pdf
Android Activity SQLite

Android

I 4.1. Activity

4.1.1.

Activity Activity
Activity Activity 4
Activity
Activity

\ 4 A4
Private Public Exclusive Proprietary
Activity Activity Activity Activity
41-1
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