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URL [ZABALTULVET , Apache License, Version 2.0 TABKLTWET DT, BAHIZH YT IILa—FZEaE—&R
—AMLTSRAWEETET ELIS—REBIZOWTIE YU TILa—F R RGYBELZNEKSITHR/MRIZLT
WEFTDOTITEEL LS,

® http://www.jssec.org/dl/android_securecoding.pdf HAKXE

® http://www.jssec.org/dl/android_securecoding.zip H>FI)La—FK—=

S 7 )La—KIZHAT % Projects /keystore 77 A ILIZ APK ERZ R DRAEREREESATET—ANTI7(ILTT,
ISR —R(ETandroid 1T, B#HBEEZRD Y TILa—K%E APK BE I BBRIZTHIALIESLY,

TNYTRICF—XLT7I74)L debug.keystore #FELTLVS®D T, Android Studio TR T H15E(E.
Android Studio ERIDTAD VM THELTHLE BHBRERD YT ILa—FOBERERIZERITY . F1-.
BEHO APK Dopd Y TILa—RICEWNT. & APK MO EEESEEZHE T HHICE. ELAD
AndroidManifest.xml H® android:debuggable D EEEHELILEMNBHYFET . Android Studio 15 APK
FAVAR—ILT BIGE (X, BARMIZERENEITNILBEFHMIZ android:debuggable="true”[Z%YE T,
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BT INaA—FBLUF—XrT7IT74I)L%E Android Studio [ZHRYRALHEIZDWLTIEN2.5 o7 ILa—KD
Android Studio ~MOEYAHFIEI1EZSEIFEEN,

2.2.2. L—ILTvy

=TVt oa TR ZTORENT—ILETIHRREEFE I TFAMIBVT, EX )T BEANLTFIRNEIL
—LPEEBEFBEHLTCVET  L—ILITVIEI a3V DBEBICIEZFDEI a0 THROTWSIL—ILERER
T—ERRL. (DB IFETHRIOLALDFELTOET  L—ILIZIXEEXFEBEXD 2 BELAHYE
TOT. HEDEEXIEMOLLEECZD ) HEDBEXIEMOoIF50 &0 ) MBEDBEEXIFM o528,
HREDBEXIMOSHENEINENIEVNSFLRILETRELTVET . E5PAZOLRL S FIFREED EEH
[CEIEDTT DT, SERELLTEIIRLEZSLY,

oI aA—KREoavIBHEINTWA YU T ILa—RIEIhoD)L—)LOEEFEARMEINF-EL0D EE->TULY
FIMN, FOFHLVGRBIZIIL—ILIT VoI aVICRBEINTWET ,, T, Yo T ILa—KEoi 3> TlEE->TWL
BUWNL—LREEEIEICODVTHIL—ILTvoEo2a30 TlEE->TWVET,

2.2.3. TENRVRE

TRENDRMI23 TR ZORENT—IETIEFEE I TIFRAMIBVT Yo T )La—FEoso30PiL—
VIVt aVTHRATEGN - LALERZETAFHEICOVWTEHLTVET . TDRENT—TET D
R&EEIVTIANMIEDH S, A5 LKEEERE® Android OS DRFRICEIT Z5EERE . T ILa—Ktsiay
WIL—=IWTvI 0230 DABTRRTEGI S-ERFREDRRAEZEREFTHLODEERMBELTRILT
BIEMNTEET,

RREDHEIAITBIZZIETT, AEED 2L, Android DFEH5 X 1T DEEIZDOVTECERET S
ZEKYE, HBIRED Android £X )T DHEEF ST, RFEICH DR LA Android 7TV r— 3w EAE
AWEETBIENROONET . — A, EX 1 TARANEBRLGT IV —2avdHBYET . ZOKSBT TV r—
2avOREFEEE Android DEF ) TAICDOVWTHECEEELTVWIRELHYFET

OIS RE—FERORAREL X1 TAERORAREDOHEAZXIET 5O COHIRXEOTRTO
REIEIYUTILI—R IIL—IWTVI  TRNORLD 3 DOEI VIR T TERBLTOET . T ILa—KEL
—IWITVoEIaVIETE5NSTENLIZITNIE. SnZELTEIFTIERETT KI1EVL>F-—RIETEDZRENET
HY. AEELRYY—RAI—FDIAE—QR—ALCHHMICREHEI—T AU I M TESIEEE>TVET, TRAY
AL IAVIETZABREZFTSVSEENH T, I3NIBZAET LN 1EVNST=EZ DO D EHEL
THY. REELIPBYBATORENOTT)r— 3y TREB X 1THRE. EXa7a—T (U0 &R TES
ZEEBEH-TULET,
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Izs.ﬁ{ﬁxgwx:—j

CDHARXEE—HRED Android 7T)7r—avBAREBICWHER X2 T4 Tips #EHDHEEBMELTNE
T ZD=HEIZTT— Y TERASIND Android 7TV —2 3> OREIZHT5 X2 T4 Tips(FRDI 7T
DEF2)TAN)NELZRI—TEL>TVET,

APPLICATIONS 770U 0)
Contacts Phone Browser t#llj 7—_/(

APPLICATION FRAMEWORK \

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification

Fackage Manager Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media Core Libraries
Framework

Ll
OpenGL | ES FreeType Machine > ‘:l;ﬁ i g_)l J 7_- e

SGL SSL

LiINuUX KERNEL

Displa Flash Memory Binder (IPC)
Drl?rez Camera Driver Driver Driver

Audio Power
Keypad Driver WiFi Driver Drivers Management

2.3-1

Android OS BLL T @ Android i REZEICET 5 ¥ 1T (LRDMHRD X2 T4 [FRI—THTT . £
f= Android #RIZA—F—MA 2V A—ILFT B—H&D Android 77— 3> &, Android R A—h—mTL
A RAL—=ILF B Android 7TV 7r—2arTIEKREFITHRELXF )T OB R TELLILIANHYFETH . 4F
[CIRITHICBVTIEAIZE DA EHR->THY . BB IOV TIEH - TWER A, BITHRTIE Java [TKYEET S Tips
I ERZHLTEYFET A INI REIT DV THES R DR TREEHELTLKFETT,

root #ERNEMEINIEZBICDOVTESDEZAFO>TLER A EAMIZIE root EENEDOA TLVELWEFAT
%2 Android IR ZFREEL. Android OS DX TAETIEFALE-EX T4 Tips 2FEHTULET . 8.
BELBBORWNIIDOVTILNZ..3 BENEERERERICTHLEIALTEYET DT, EHhE TTHERES
Ly,
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| 2.4. Android £¥27a—F LS EEZEDBN

CDAARXETIE Android EHFa7a—T10 T DI RTERICEIFETELTELLD T, FERTHRNT HEHEE
HATALEHBBIOLET,

® Android Security KBTIV r— 3 EERT H1=6HIC
EEH A VI T7HA R ISBN978-4-8443-3134-6
http://www.amazon.co.jp/dp/4844331345/

® JavatxaF7a—T42 T REBUH—K CERT/ Oracle ki
#£3% Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
B MAFME IR AREHR, FEHE= ISBN978-4-04-886070-3
http://www.amazon.co.jp/dp/4048860704/
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I 2.5. Y27 )La—KF® Android Studio ~DEYAAFI|E

Y27 I)L3—R® Android Studio ~DERYRAAFIEZHRALES . YT ILa—F LB LIZEHDOTOD I
[ChMNTWET . oD TADI IR EFEH TMYRAL HEEN251 BT ILTODIIMERYRAD I, #R
LTERYRALAEEI252 o TILOZTOPIMEERLTRYRAL IITRLETS, TS IORYAH M H
21250253 Yo FILa—FEEREEA debug.keystore #RET 1S HBL T debug.keystore 77 AL %
Android Studio IZEZE L TIZEW, BB BERIL TRORETIT>THYET,

® OS
> Windows 7 Ultimate SP1
® Android Studio
> 1.1.0
® Android SDK
> Android 5.0(API 21)
<> BISEEOLWLWSUTILTOCHRE Android 5.0(API 21)TE LR TEET,
2.5.1. o7 7alzorERYAD
1. Yo7 ILa—FkE8Ho0—K¥3
12.2.1 $o7F)La—F ALz URL KYH 2T IILa—FZEmEBLET,

2. Yo7 )La—FEREMTS

Zip TREMESNF-H U TILa—FEEI)VIL, RIRENFAZ21—D“TRTREA"EIVVILET,

TATEE(T)...

K 2.5-1
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3. RREXZHEETD

ZZTIE“C:¥android_securecoding” EWLVSZFITT —VAR—REERLET . TDTf=8H. “C¥ "Z#IEEL
“BR"REVEVIVILET,

(&) 1, EE (2IP B D45 —0DEE

BHEOERE D7 1LOER

7L TOIAINA—ICBETS(E):

ERFEOER & 77 -1 ILDER

7 AILETOIAILA—ICEETB(E):
C¥

C EEp D Fvot ]

2.5-2

"BE"RAVES YO BHEC¥ ETFIZ android_securecoding” ELVNSTAH LT BMERESNET .

T
@U@ ~|4s][ o5 (cromE L]

=Y (B SAIJSucEm~ » 5 v [l @

-~

L BRCAY oH i
ELLY

= dell.sdr

M Z1I3L 0 2 hiberfil.sys
pagefile.sys |_'|

O ! android_se:urec@ i

- 4| I | N

2.5-3

“android_securecoding” 74 /)L A D HIZIEH T ILa—FHREENRTLET,

BIZIL. T4.1 Activity Z4ES-FIAT510DI4.1.1.3 /A—rF—BRRE Activity #4ES-FIRT B 1IZELNTHY
TNA—FESRBLEVES FLUTEIEZEL,
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ASSOCIATION

m" swwrwone Android 77 DX 1T E - £ X 1T ATV T HAF

android_securecoding/
Activity #1E5-FIFHT 5/
Activity InhouseActivity/

LI E®D&SIZ, “android_securecoding” 74+ LA B TIE, TEI2AMLIOETIZIH 2T ILa—RkDTOo Y

MINBEESH-HBREGYET,

4. Android Studio Z&EELT—IVRR—REEET S

AB—RAZ a2 —OTFT RN T 7 ALAVEE NS Android Studio ZHEELET,

Android

/X Studio

Poweered by the Intellid Platform

2.5-4
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BE®R. KRRSNE17OT MMV R—bETVET,

| Android Stud
% Welcome to Android Studio
=}

Recent Projects Quick Start
Start a new Android Studio project

]

Em| Open an existing Android Studio project
lo Project Open Yet =1

E“KJ Import an Android code sample
', Check out project from Version Control
| Import project (Eclipse ADT, Gradle, etc.)
}‘{} Configure
rE? Docs and How-Tos

Android Studio 1.1.0 Build 135.1740770. Check for updates now.

2.5-5

F- BRIZTOD T OMESRAIAATWBIE S (X, FD Window R REh b=, A=1—&Y"File -> Close
Project"T&RRLTWR IOz HMEIA—XLET,

| £ AccourtManager Al

5|0 Edit View Navigate Code Analyze Re

New Project...
New Module...
Import Project... 0
Import Module... B
Import Sample...
New... Alt+Insert

[ Open...

Reopen Project »
9 Settings... Ctrl+Alt+5
[ Project Structure... Ctrl+Alt+Shift+5

Other Settings »

Import Settings...

Export Settings...

&l sSave all Ctrl+5
@5 synchronize Ctri+Alt+Y
Invalidate Caches [/ Restart...

2.5-6
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5. AVR—I=RtAT 5
RTRINTWBE 4705 D "Import project (Eclipse ADT, Gradle, etc.)"&2)voLET,

£ Androd studi
% Welcome to Android Studio
i

Recent Projects Quick Start
Start a new Android Studio project
il
ED DOpen an existing Android Studio project
Mo Project Open Yet —~] )

P‘ Import an Android code sample
Check out project from Version Control
p—
P | Import project (Eclipse ADT, Gradle, etc.)

43 Configure

rE. Docs and How-Tos

Android Studio 1.1.0 Build 135.1740770. Check for updates now.

2.5-7

6. TOCIVNEEIRT D

AUR—b BT EERLET

ﬁ._ Selact Eclipse or Gradle Pro;ea o Import — E

Select your Eclipse project folder, build.gradle or settings.gradle

@ i} d = Hide path
agerlZiBEFHD Y MEIBIT S ¥AccountManager Authenticator |{4
Bc¥
[1 android_securecoding
[ Account Manager|Zi8E P> REEBNT S
& AccountManager User

[ ActivityZ{ED - FIEHTS

[ Broadcast®2ET S - BETS

1 Browsable IntentZF|H T2

[ Clipboard' = 1HiERE T SERIT

[ Content ProviderZz{ES - #IET S

[IHTTPSTIEETS I

[ LogCatlic O/ T3

[ Permission & Protection Level

[ ServiceZ{ES - FIETS

Drag and drop a file into the space above to quickly locate it in the tree.

2.5-8
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7. Yygo—kK95

A2 R—KE§. Language level DEEFRT A 470U NRRINDT=0. "Yes"&#5)voLYO—KFLFET,

Language level changes will take effect on project reload.
Would you like to reload project "AccountManager Authenticator” now?

2.5-9

8. AVR—FDET

BEMICTAS I OMA U R— N TETLET .

File Edt View Novigste Code Anahyze Refactor Build Run Tools VCS Window Help
ODHO #4» 400 QR &0 [/ B @ SLE& ? QFr
7 AccountManager Authenticator
s 5
» @ Gradle Scripts §
| :
{
v %}
i
®
|
*
o
*
27000 45 Anivg M Terminst # Eventlog [E Gradle Console a4 Memory ontor
= w8

2.5-4
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Android Studio [&. Eclipse &IE3ELN, 12DTAD UM LTI DD Window TRIRESNFET , ES57AY
T EAVR—RLBKIZ A X, "File -> Import Project..."&2)vo LA iR—kLET,

I@E Edit View MNavigate Code Analyze Re

New Project...
New Module...
ECTT
Import Module... ]
Import Sample...

|

MNew... Alt+Insert

Reopen Project 4
Close Project

9 Settings... Ctri+Alt+5

[ Project Structure... Ctrl+Alt+Shift+5
Other Settings »
Import Settings...
Export Settings...

1=l Save All Ctrl+5

D Synchronize Chri+Alt+Y
Invalidate Caches [ Restart...

2.5-11
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2.5.2. HoT N a—FENMERER A debug.keystore % ET S

TN a—KhoERLE=7FU%E Android HARPIZIAL—4—TEESESEOICIFEELNVETT . CDE
BIFESIT /NI HDOET7A )L “debug.keystore”% Android Studio DFACHMIFZRELET

1. File ->Project Structure...Z2)v9¥ %

#) AccountManager Au

IEE Edit View Mavigate Code Analyze Re

New Project...
New Module...

Import Project...

Import Module... L
Import Sample...

New... Alt+Insert

Close Project

¥ Settings... Chrl+Alt+5

Other Settings »

Import Settings...

Export Settings...
I=] Save All Ctrl+5
| ¢35 Synchronize Ctri+Alt+Y
Invalidate Caches [/ Restart...

2.5-12
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2

Signing #:E/09 %

EHD Modules 5700 HREEERL, Signing 27 %:&R%E. T+ 1R2% 5y ILET,

® Project Structure &
- Properties S\gmﬂg‘ Flavors | Build Types | Dependencies
SDK Location + | Name: | |
Project
Modules
porsies | |
Key Password ‘ |
Store File ‘ ‘D
Store Password | |
m cancel | [ Apsly |
2.5-13
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3.

“debug.keystore”##EiRI %

debug.keystore [EH > FILa—KRIZ&FENTLVET . (android_securecoding 74 /LA ET)

# Selact Path ]
fa® X |5 | & Hide path
C:¥android_secureceding¥debug.keystore |&

[ LogCaticO&EATS

[ Permission & Protection Level
[ ServiceZ{ES - FIETS
[ 5QLite®ERS

[ WebViewZES

[ ATz AOS 1 2V EES
B /IR D—-FANEEZEESD
B 7L EERS

[ 75— BRERD
O HE

[ BSERERS

[l .gitignore

keystore

Drag and drop a file into the space above to quickly locate it in the tree.

2.5-14
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4

Signing D& REIZA A

r
# Project Structure |
ap = Properties ST?“"Q‘ F\av0r5| Build Typesl Dependencle&‘
SDK Location + | Name: [desiq |
Project _
Modules
ew | ey | |
Key Password ‘ ‘
Store File | C:¥android_securecoding¥debug.keystore |

Store Password ‘ ‘

m Cancel | Apply ‘

2.5-15
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5. Build Types T Signing Config &

Build Types #7%3&4RL . debug EJLKA® Signing Config & Singning TiEAIL1="debug"#2#iRL . OK
=0)vILET,

r
# Project Structure &J
+ — Pr’opert\e5| Signing‘ Flavors  Build TVDS| Dependencies
SDi¢ Location + Ineme: [ debug |
Project release

Modules

Ini Debuggable |En
Signing Config [aebugl[E]
Renderscript Debuggable |En

Renderscript Optim Level | 3

Minify Enabled |false)

Pseudo Locales Enabled | n
Preguard File ‘ ‘D

Application Id Suffix | ‘ |

Version Name Suffix | ‘

Zip Align Enabled |"ZTL53 II

m Cancel ‘ Apply ‘

2.5-16
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6

build.gradle 774 )L CHEER

signingConfigs IZ:#RLT= debug.keystore D/ IR FRRE . buildTypes ® debug IZ signingConfig

ARTSNET,

. (8* build.gradle

£- I+ | (& app x

;apply plugin: “comn.android.application’

Qijandro id {

ger Authen ' sizninglonfizs {
=] debuz |
stareFile file(”C: fandroid_securecodingfdebugz._keystore™)
2] }
a Y
conpi leSdkVersion 21
bui ldToolsVersion "21.1.2"
=] defaultConfiz {
applicationld “org.jssec.android.accountmanszer.authent icator”™
minsdkVersion 15
targetSdkVersion 21
wversionCode 1
versionane “1.07
=] i
o buildTypes {
(lj release {
minifyEnsbled false
proguardFiles getDefaultProguardFilel” proguard-android.txt™), “proguard-rules.txtf
& !
=] debuz |
é signinglonf iz sizninzConfizs.debug
& }
o
)

[ijdependenc jes {

5

conpile "comn.android.support:support-v4:21.0.37

2.5-17
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3. EXaTERE-EX2Ta—T12J OERME

ZDHARXEX Android 7TVRHEIZE T5 X1 T4 Tips &FEHBELDTHSH . ZOETIL Android X<
—,IF BTN EBI— R XR a7 R - X 7a—T 407 OEBMBEERD . BREOEIZELT—H
M T7Ee a2 73TV DERIPBELGLEEIC. REDRREESRIT 520, REODELHAHED
HRNAEDOHBIC—BYBZTRELTELILZEE8OT 5,

l 3.1. Android 7FYD+¥1YT4

DRATLROTT)DEXTAIZONTHRFTHEE,. EBDEZADIL—LT—IDHD, T ZTDU AT LY
TIVIZENWTTFEIRERNEELIET S, CNEEEIEER, RIZFODEELZENTHELZILET S, Chial&E
BIEMER, REICTEBEIZIBRBINOTFI-ODMEERTT-EHT 5, COMEEEILMES,

CCTIHMEIER YRTLPTIIISEY G EF TR X2 T7a—TAo V&I ETHY. COHIEXE
TIX 4 BLURTINZEHR ST, AHTIRIIEE IS LUV BRBIIDVTEREZH TS,

3.1.1. TEE] FHNERMR

DRTLOTIVIZE T BT FEIRERFRIZIMERIEEBEID 2 DB D, ChoEENTNEREE ILTHRE
BEIEES EREE L FFRAISNEALZTASROEEATEDFERO_ETHY . ENLUNDANIZE—Y]
SROLENTETILLRBVVERDIETH D, [HEEEE |LIFXFFRAISN AL ITAFIATEOHEDZLETHY.
ENLUSNDANIZIE—UFIATETILGLREVEREDETH D,

LT, Android RX—rD42 BT LYMIBE T HEREELHEEEICEDLSIBILDONHINERNT S,
Android 774> Android R¥—rJ#> /BT YMEERLIZV AT LERR T HEZDEEDKNHLOSE
[CLTIFELLY, ABETIE. Android R¥—kTJ4 2 /BT Ly bE#FL T Android RX—k I+ EFE S,

3.1.1.1. Android RX—hrI#4VIZEITHIEREE

£ 3.1-1 BXUR 3.1-2 [Z Android AY—FIAVIZAS>TWBIERD—HITHD. CNoDFRIFAT—F T+
DA—H— BT REANER. TSAN\—IEREIEFNSICETAERICKZ LT H-OBFDNERENVETH

%
£ 3.1-1 Android R¥—hF 74> NEEBT HIEHRDOH
{LE: L E)
BiEES AY—rIAVBEDEFEES
BEE B ZREOHRLOEFES
IMEI AY—hrI+2DHR ID
IMSI EI#R22HE ID
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T —1EHR GPS. #iffES. MR-
EIERERR WiFi & EfE---
THh o bMER LT HhOUMER. FBELEHR
ATATT—H BE.BE. T, %5

% 3.1-2 7L EETLHEROA
I o
BiER NN DEH ST
EA—JL7RLR A—H—DA—)LTRLR
EA—JLA—=)LIRYI R EZEA—IVAX, RfF-
Web Jvo<—% Tvo3—7
Web BEERERE HE g
AT — FE.ToDo, A RUb---
Facebook SNS a7y
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® IPA T&¥a770U33 Y EE)
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html

® JPCERT CC lNava #¥a7a—T4>F X224 —K CERT/Oracle hiJ
http://www.jpcert.or.jp/java-rules/

® JPCERT CC TMJava Android 77U —S a3 READIL—ILDOEA |

http://www.jpcert.or.jp/java-rules/android-j.html
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4, REITTH/OO—%TFATS

Android TE Z [ Activity 5 SQLite &, 79/00—4IZEF ) T8 ADEEWNSEDONH D, T5L=tF
AYTADBEMSTIZHRS . a—T4V I LTWSERLBIfETHEEEDOYIATLESZELH S, COETIXRHR
EFH Android T/ —%FAT S —UERELIREEZRS.

| 4.1. Activity ££%-FIET3

4.1.1. Yo7 )La—k

Activity BNEDKSIZFIASINDMNIZE>T, Activity B2 2RI 0BEULBHEMFENELS, CZTIE.
Activity BEDESIZFIASNEMEVNSE R T, Activity & 4 DDRATZH LT, ROFIFEIA—IZE>THERL
95 Activity BNEDRATTHANEHIITED, BH. EDKIGHEFEF AT AN Lo THEUGERFETFERANR
F51=8. Activity DFIBAIOEEC DLW THLEHLETHBET 5,

C IFL&H )

THRESHO
ZIIVIZRAERDS

FEMLD
TZTVIFIRERDHS

A\ 2 \ 4
Private Public Exclusive Proprietary
JE2 FActivity 3B Activity IN—bF—BREActivity Bt BRE Activity

B 4.1-1
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4.1.1.1. FEARE Activity Z1E5-FIAT S

JEAF Activity [E. RI—7 7R TOHFIRENS Activity ThHY . Bo2E3REEDE L Activity TH S,

B—77UREITTRHRASNS Activity GE2ABA Activity) £FIBT 2%, ¥5RAEIEE T HBTH Intent ZFE X
(X2 THETTIIZ Intent ZEELTLESIZEMLLY, 72120, Activity ZEUHTEIZERT S Intent (XFE=
FIZEOTHRAMONDIBENIH D, FDT=. Activity [IZIEIET S Intent [TEL U TAITHIERERINT HI5BIC
X, ZDERNIBEDOHIE=BICHRAMONDZZENENESIC, B EEERTI2HENADH S,

LATFIZIEA R Activity 242 BIDH 7 )ILa—KERT,

KLU M (Activity Z463):

taskAffinity ZgE LAY

launchMode #EXEL%LY

exported="false"IZ&Y) . BARMIZIEARIERTE TS

BE—77U)H50 Intent THHTH. 215 Intent DR EMEHERT D
FMATTIVER—TTITHEIM B, T4 ITREREREL TR

f—

ol A W N

Activity ZIEABIRTE T BIZ(. AndroidManifest.xml @ activity E&® exported Bit% false LEET 5,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. privateactivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— FEAB Activity —>
{I— %A >k 1% taskAffinity 2 EFE LAWY —>
{1— R4 > k 2% launchMode ZHE L 4Ly —
{I— Y 7R4 > bk 3% exported="false”(Z&k Y. BARMIIZIEAREZRET S —
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

= S UFv—>DLEEIT 52 Activity —>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
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</manifest>

PrivateActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android. view. View;
import android. widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

/] kRA U bk B—FTUMNS®D Intent TH-TEH. Z{E Intent DR LUEEZHERT S
/] U TINZDEBE, 13.2 AAT—2DREUEMHRET 5] &38R,
String param = getIntent (). getStringExtra ("PARAN) ;

Toast. makeText (this, String. format("/S5 A —% [Y%s)] = (TH>7=, ”, param), Toast.LENGTH_LONG). show() ;
]

public void onReturnResultClick (View view) {

// *iRA 2 bbk FRARXRT TVIER—7FTITHEIID., EoPT 14 THBERERELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, "> F 4 THIER") ;

setResult (RESULT_OK, intent);

finish() ;
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RIZIEAE Activity ZFIRT SR YT ILa—KERT,

KA MActivity ZFIFAT3):

6. Activity [Z%E{E9 5 Intent (21X, 754 FLAG_ACTIVITY_NEW_TASK Z&%E L%

7. BE—77VURA Activity (95 RIEEDEATRE Intent THEUHT

8. FAXTIVER—TTITHZII S, oI T4ITEHRE putExtraQFFESHEICRYZELTEHLLY
9. E—77UA Activity hoD#EREHRTH>TH. RET2DREMEHRETD

PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

}
public void onUseActivityClick (View view) {

// kA bk 6% Activity [ZiX{EF B Intent 121X, 754 FLAG_ACTIVITY_NEW_TASK #z&5E L ZE LY
/] *kRA Tk B—F7FURActivity 157 S5 RIEEDBARE Intent THRUHT
Intent intent = new Intent(this, PrivateActivity.class);

/] *iRA Uk 8k FRET TVIER—T7 T I ThHEh L. 2T 1 TIRERE putExtra) #E SRR YEEL
THEL
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

[/ kBRAU Ok A=FTVAActivity Ao DHERBFBTH-o-TH, RET—F0RLMERRTD

V=L RAUR T, 2,6 #ESFLTVRIESZRULTIE Intent NE=FIZHEARMONEIBENLAHEHLITEET S
WENH D, FEMITIL—ILTvotEsa D 4.1.2.3.4.1.2.2.4.1.23%488BF52L,
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/] BOTIVZDEEE, [3.2 AhT—2DREMEHRET 51 258,
Toast. makeText (this, String. format ("#52R %s] #=(TH->7=. ”, result), Toast.LENGTH_LONG). show() ;
break;
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4.1.1.2. 2B Activity 25 -FIRJ %

2B Activity (X, FEEZSHOT7TTIICHASN DI EEZEEL: Activity THS, /L7 HEELT Intent &
SIETRBIENHDIEITEENDETH D, £1=. 28 Activity ZFRI BT 25 S, £ET S Intent AL T
FIZRESNE, HEINEHEAWMNDENHIZLITTENVLETHS,

LUTIZ2AR Activity #4580 H > 7 )La—RERT,

KLU M Activity Z463):

1. exported="true"IZ&kY . BARBIZAHERET S
2. ZEIntent DREMEHERTS

3. #BERERIBE. I TAIRERES O

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. publicactivity” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<I— 2B Activity —>
I— % BRA 2k 1% exported="true”1Z& Y. BARMIZABREZREST S —
Cactivity

android:name=".PublicActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

- Action fEEIC & BEEEEY Intent ZR1EF B K 51 Intent Filter Z2F&E —
<intent-filter>
<action android:name="org. jssec. android. activity. MY_ACTION” />
<{category android:name="android. intent. category. DEFAULT” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

PublicActivity.java
package org. jssec. android. activity. publicactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PublicActivity extends Activity {

@0verride
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA Uk 2k ZE Intent DEEMEEHERT D

// B Activity THA=OFBRTT7 TUNATILI 7 ThHAHARENENDH S,

/] HUTINZDERE, 132 AT —2DREUEHDT 51 28,

String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —% [Y%s)] Z=(+H>f=, ”, param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick (View view) {

[/ KRA 3k BRERTHEE. 20T THEREEDHHL
// BB Activity THAT=OFIATT TUNIL Iz 7 THLAREENH D,
[/ RV ITICREENTLREEO L VERTHNITHERELTRLTEH LU,

Intent intent = new Intent();

intent. putExtra ("RESULT”, "> < F 4 T TIXELMER")
setResult (RESULT_OK, intent);

finish();
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RIZAR Activity ZFRIRT2RI0Y > FILa—KETRT,

KLU M Activity ZFI T 3):
4. oI TATEREZELTIEESEL
5. HREZZITMAGA. EET—HNLLLERRETS

PublicUserActivity.java
package org. jssec. android. activity. publicuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

try {
/] hRA bbbk €T 4 THEREEEL TTES AL
Intent intent = new Intent (“org. jssec.android. activity. MY_ACTION") ;
intent. putExtra ("PARAM”, "t > > T 4 TTIXALVMER") ;
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIFA% Activity AR DM S ALY, 7, Toast. LENGTH_LONG) . show() ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

// kI RA2 b5k EREZITMEEE. BRET—20REUEHERTS
/] O TIZDEER, 3.2 ANT—2DRLM+HET 51 #3838,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:

String result = data. getStringExtra ("RESULT”) ;

Toast. makeText (this, String. format ("$#55 %s) %= (FHl>7=, ”, result), Toast. LENGTH_LONG). show() ;
break;
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4.1.1.3. /"—hF—BRE Activity ZE5-FIAT S

IN—FF—BRTE Activity X, BED T TVEITHASFIETES Activity TH B, /\—hF—ZEOT7T) BT T
NEELTURATLEERL, N—hF—7F) EDORB TS EROHEELTA=-OIZFIRASN 5,

Activity ZIFEUHTRIZERT S Intent (EFE=ZFICE>THRAMONEZEBNNH D, TDT=8H. Activity ITIEET
5 Intent T TAIREREERMNT DB EICIE. ZOBEBRNBEDOHDIE=ZFICHRAMONDZEDHESIZ,
BULGRIEEERTIDLENHD,

LLFIZ/A—RF—RE Activity ZE2BID YT ILa—RERT,

KLU M (Activity Z463):

1. taskAffinity ZfELAL

2. launchMode ##EEL%LY

3. Intent Filter &t 9 . exported="true"#BATRMIZEKRET S

4. FIATT7T)DIAENHRTARAMIBFIN TSI LERERT D

5. IN\—hF—FTUD O Intent TH-OTH. %‘E Intent DREMEHERT D
6. N—bF—TTIZBRLTKLVERICBRYEEL TR

RIAR)RANERW 7T DOERAEIZDOVNTIE.T4.1.3.2 FIRRT7IVEHERT 51288 IHIE, £-. 7k
'7'fF')ZHZ?EE'Té*UFﬁ?ETjUODEEEBE]%/\“J‘/J.{IEO)EEI:-LJJ'/%I&F5 2.1.3 Tj'JQuEEEEODI\J‘/JFE"éTJE
PRI DAEIESBTHLE,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneractivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{— /8= +F+—BRZE Activity —>
{I— R4 > b 1% taskAffinity Zi EE LAY —>
{1— R4 > k 2% launchMode Z#FE L4 LY —
{I— %7RA4 > b 3% Intent Filter ZF&HET . exported="true” ZBATRMIZKRET S —>
Cactivity
android:name=". PartnerActivity”
android:exported="true” />

<{/application>
<{/manifest>

PartnerActivity.java
package org. jssec. android. activity. partneractivity;
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import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] kRA D+ dk FIRATT T DOFHBAENHRTA LR MIBRSIATVWEI LEHRTS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

/] 18=— k+—TF F1) org. jssec.android. activity. partneruser DIEBHE/ v 1 EE 4R
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEEBAZE/\v L ai{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// LUTFRIERIZHD/S— b F—TF7 T1) &5, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context) ;
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kRA2 b4k FATT7 TIDOHERAENKRTA YR FZBHFIN TSI EEZHETS

it (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV (E/—kF+—7 T TIlEA LY, ”, Toast. LENGTH_LONG) . show () ;
finish(;
return;

}

/] kRA kb k I"—rF—FTUMSD Intent THoTH. Z1E Intent DRLMEHRT S
/] B TIVZDEEE, [3.2 ANWT—20RLM2HET D] 238,
Toast. makeText (this, "/S—kF—F7 TUH ST IR HY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

// kRS b bk IN—bF—TF TYICEHRLTEUMERICBYIRZEL TELY
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— b+ —7 T JIZBR L TEULMER")
setResult (RESULT_OK, intent);

finish(;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, ”");

if (sha256. length() != 64) return false; // SHA-256 [% 32 /N1 b+
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl |l ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\ DXELNH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIET BIERD/NY L LEFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEFED/NyY L {ELIERD/NY L 1{EZLEKT S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

All rights reserved © Japan Smartphone Security Association. Activity €S -FIHT 5 57



m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 2016 £ 2 A 1 AR
resommmon  http://www jssec.org/dl/android_securecoding.pdf

RIZIS—bF—RTE Activity 2RI BT 2BIDH T ILa—KERT . ZZTIX/S—hF—RE Activity ZFEUH 4
EERAT B,

RA UM Activity ZFIAT 3):

7. FIRASK/A—bF—IRE Activity 7T DFEBAEDNRTA M) RMMIBFIN TSI LEHRT D
8. Activity [Z321E9 % Intent [ZIX, 754 FLAG_ACTIVITY_NEW_TASK ZE&%E LAY

9. FALN—FF—RET7TVICBRLTELERIE putExtra0xE55HEITRYEEFELTEL
10. BASRAY Intent IZ&Y/R—FF—BRE Activity #FEUH 3

11. startActivityForResult()[Z&Y/S—rF—PRE Activity ZFEUH 3

12. "—=rF—RET7T)MSDFHERERTH>TH. 218 Intent DL ELMEHERT S

HRIAR)RMERWN =TT DHERAEIZDONTIE.T4.1.3.2 HIERT7IVEHERT 51258 HE, £-. 7K
DAR)AMZIEETHFAETTVDEBHE/ NNV A EOHEREAEILT5.2.1.3 Z7T)DIABRED /Y 1 EXTE
RIDAEIESBIHLE,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneruser” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
android:name=". PartnerUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

PartnerUserActivity.java
package org. jssec. android. activity. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;
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public class PartnerUserActivity extends Activity {

/] kA 2k Th FRK/S—rF—RE Activity 7TV DEEAENRTA YR MMIBHFEIN TR LEHDRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1IN— b+ —R%E Activity 7 ') org. jssec.android. activity. partneractivity MEFFBAE/\vy S 1B &5
sWhitelists. add (“org. jssec. android. activity. partneractivity”, isdebug ?

// debug. keystore ®”androiddebugkey” MEEBRE /Ny L 1 (&

“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”

// keystore M ”my company key”MIEBAZE /Ny > ol

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA”) ;

/] UTERRIZD/N— b F—RE Activity 7 T &8k, ..
}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

private static final int REQUEST_CODE = 1;

// RIAED/IA— b F—R7TE Activity l:F;E]ﬂ’é’fﬁ%&
private static final String TARGET_PACKAGE = “org. jssec.android. activity. partneractivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. partneractivity.PartnerActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

/] *RA 2k Tk FIASE/A— b F—BRE Activity 7T DFEAEARTA FJ R MIBRINTND L ZHRT

)
if (IcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, "FIFSE Activity 7T VIEAHRT A bR FZEEF I TULVEL,”, Toast. LENGTH_LONG) .
show () ;
return;
}
try {
Intent intent = new Intent();
// kR4 2k 8% Activity IZEIET S Intent [Z1&. 7545 FLAG_ACTIVITY_NEW_TASK %#=%7%E L %Ly
/] HRA U b 9k FRAKS— b F—RET TUISBIRLTEMERE putExtraQ #E S HAICRYRELTE
LY

intent. putExtra ("PARAM”, “/R— rF—F FUIZEAR L TLLVER") ;

// *RA 2 b 10k BHREY Intent (S& Y/ 8— b F—BE Activity #IFUHT
intent. setGlassName (TARGET_PACKAGE, TARGET_ACTIVITY);

// .4 > bk 11% startActivityForResultQIZ& Y /8— b+ —FRTE Activity ZFE U9
startActivityForResult (intent, REQUEST_CODE) ;

}
catch (ActivityNotFoundException e) {
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Toast. makeText (this, "FIFA% Activity NRDOMSELY, 7, Toast. LENGTH_LONG) . show () ;

}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *RA 12k N—rF—RBET7 TUHLDERERTH>TH. 215 Intent DREUEHERT S
/] U TIZDERE, 3.2 AT —SDREUEHRT 5] 28,
Toast. makeText (this
String. format ("#58 Y%s)] 2= (TE>7=, ”, result), Toast. LENGTH_LONG). show() ;
break;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”).length() !=0) return false: // 0-9A-F LISNDXFhH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname IZx ST AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEFED/NY L1 {BELEERDNY L 1EFZLHEKT S
return PkgCert. test (ctx, pkgname, correctHash) ;
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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4.1.1.4. B#HRTE Activity Z/E5-FIAT S

B

7__

1 IRE Activity (. BHLUANADTTUNSFIRSNEIEFE1ET S Activity THS, EROBHRTTITOR
LEERL. BT T RSIEROEEEETH-OICFIASNh D,

Activity ZIEUHTRIZFEAT S Intent [TE=ZFICE>THRAMDNEZBNNH D, TDT=8. Activity ITIEET

%

Intent I2E L TATRBERERMNT DEEICE. TORRVBEEDHIE=ZBICHAMONDHIEDHNELSIZ,

BUERGERET DBENDHD.

LITFIZBE#RE Activity 25RO YT ILa—FERT,

KA M (Activity Z463):

1.

0 O N OV A WN

¥ B E % Signature Permission ZE&9 %

taskAffinity ZgE LAY

launchMode #EXEL%LY

¥ B E % Signature Permission ZEREE TS

Intent Filter Z €& . exported="true"#BA;RHIZRTET D

¥ B E % Signature Permission NBE#T7IVIZKYEERIN TSI LEHERT S
B#T7TUDLD Intent THHTH. Z{E Intent DREMUEHERT D
FMATTIVEBEHTTITH LD B, T4 ITREREREL TR
FMAX7II)ERCHKERTAPKZELT S

<?
<m

AndroidManifest.xml

xml version="1.0" encoding="utf-8"?>
anifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. inhouseactivity” >

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<l— B#EE Activity —>
{I— SRA > k 2% taskAffinity ZiEE LAY —>
{1— R4 > k 3% launchMode Z#FE L4 LY —
— %A > k4% HEFZ Signature Permission 2EREET S —
{I— %7R4 > b 5% Intent Filter ZF&HET . exported="true” ZBARMIZKRET S —>
Cactivity
android:name=". InhouseActivity”
android:exported="true”
android:permission="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” >
{Jactivity>
<{/application>
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</manifest>

InhouseActivity.java
package org. jssec. android. activity. inhouseactivity;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class InhouseActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec.android. activity. inhouseactivity. MY_PERMISSION”;

// BHOFEAED/NY P alE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
it (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE /v 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M“my company key”MEEBAE/\vy L a1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// kA 2k 6% MMBEFESE Signature Permission AB#R T TYIZEYERIN TSI L E2HERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “¥MEBEFEZ Signature Permission MEHT TVIZLKYEZEINTULVELY, “, Toast. LENGT
H_LONG) . show () ;
finish();
return;

}

/] kiRA Tk Th BT TUMNSD Intent THoTH. 2 Intent DREMEHRT S

/] O TINZDERE, 3.2 AhT—2DRLUEHRT 51 258

String param = getlIntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A—% [%s] = 1+E>1=, ”, param), Toast.LENGTH_LONG).show() ;
}

public void onReturnResultClick (View view) {

/] KRA2 8%k FATT7 TVIEEHT TITHEND., BT 1 THERZREZELTEW
Intent intent = new Intent();
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intent. putExtra ("RESULT”, "t > F 4 THIEH") ;
setResult (RESULT_OK, intent);
finish();

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security. MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

All rights reserved © Japan Smartphone Security Association. Activity €S -FIHT 5 65



;:!P:RNTPHONE Android 77') G)t:FJ-TEXE'l' " ‘t’$17:l—7-'*4‘/7~ﬁ'f F
recotmon  http://www jssec.org/dl/android_securecoding.pdf

2016 £ 2 A 1 BiR

*RAUk 9KAPK % Export $5&EIZ, FIATTT7 T ERLHREERTAPK EELT 5,

-
# Generate Signad APK

S

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------

—
Key alias: < my company key >

B

KE"!,Ir paBEﬂDrd : I .......

[ ] Remember passwords

4.1-2
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RIZB#RRE Activity ZRIATHBIDH L TILa—FETRT . CCTIEBHRRE Activity ZFFU T AEEHAT
Do

RA UM Activity ZFIAT 3):

10. B E 2 Signature Permission Z¥HEEE9 %

11. ¥ B Signature Permission BNE#H 7 TVICKYERIN TSI LEHERT D

12. FIAET7T)DOIAENBHDIAETHHLEHRET D

13. FIAET7IVEBER/T TV THSEM 6., £ T4IH1EHRE putExtra)ZE 35S 1B YEELTHRL
14. BAREY Intent IZKY B#BRTE Activity ZFFUNH 9

15. B#7TUHLDERFERTHoTH, 215 Intent DREMEHRTS

16. FIAET7T)LRICHAFEERTAPKZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. inhouseuser” >

{I— %A > b 10k JHMBEFEZ Signature Permission ZF|AEET 5 —>
<uses—permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
android:name="org. jssec. android. activity. inhouseuser. InhouseUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

InhouseUserActivity.java
package org. jssec. android. activity. inhouseuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. Toast;
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public class InhouseUserActivity extends Activity {

// FIFR%E® Activity 153
private static final String TARGET_PACKAGE = “org. jssec.android. activity. inhouseactivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. inhouseactivity. InhouseActivity”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77CG8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7GC A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

// *BRA 2k 11% HMEFES Signature Permission NEH T TYICEYFEEZESIN TR E2HERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMEBEFZ Signature Permission MEHT7 FVIZLKYEZIhTULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

/] *iRA 2 b 12% FAET T OMRAENBHOIRAETHH L EHETS

it (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIBAET7 FUIEBT7 7Y TldALY, “, Toast. LENGTH_LONG) . show() ;
return;

}

try {
Intent intent = new Intent();

// kRAU 13k FAX7TIVEBERT TITHEID. BT 1 THIEHRE putExtra) 2ESBSICREY
EELTHEEL
intent. putExtra ("PARAM”, "t > > T 4 THIER") ;

// kR4 2+ 145% BAREY Intent IZ& Y B FEE Activity ZFEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivityForResult (intent, REQUEST_CODE) ;

}

catch (ActivityNotFoundException e) {
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Toast. makeText (this, "FIFA% Activity NRDOMSELY, 7, Toast. LENGTH_LONG) . show () ;

}
@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *RA 2 b 15k BRT TUNoDHERIFWRTH-TH. 215 Intent DRLMEHERT S
[/ B TIWIZDERE, 3.2 ANT—20OREUEHERT 51 238,

break;

Toast. makeText (this, String. format ("#58 %s)] Z=(TE->7=. ”, result), Toast.LENGTH_LONG). show() ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHEL=7 TVDNRy5r—CRERMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LR
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y > 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}
}
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash (ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; // BEREL T/
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() :
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*RAk 16k APK % Export 3 5EE(2, FIFAET TV ERICHRERTAPKZERT 5,

i B
# Generate Signad APK ﬁ

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------ |

o —
Key alias: @}mmrﬁ,r key D |\|

KE"!,Ir paBEﬂDrd : I ....... ]

[ ] Remember passwords

4.1-3
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4.1.2. W—ILTvY

Activity Z4EBFE . F1-1F Activity [Z Intent ZEET BRRIZIZLLTDIL—ILESFRIE,

1. 7F7VRTOAERT S Activity I(EIEABRET S (WH7E)
2. taskAffinity Z#5ELALY (78)
3. launchMode ##EEL%LY (H7R)
4. Activity [TE{ET S Intent 21X FLAG_ACTIVITY_NEW_TASK #E&ELALY (Wh28)
5. 2Z{S Intent DREMEHEDRTS (WH7E)
6. ¥EEZ Signature Permission (&, B# 77N ERLICLEHELTHATS (WH7B)
7. BERBHEEZETHEICK BREETIINSOBRBRFRISTIET S (WH78)
8. FIA% Activity N EE TES5E XBATRA Intent T Activity #FIAT 5 (Wh28)
9. AL Activity Mo DRY Intent DX E1EZEHET S (WH78)
10. st DBHET T EEHET HIHEEFIFAL Activity RIS (WH78)
1. BEEZ-RMICIRBTIIEEICIE. TOEEDRKOREKELHIETD (WH78)
12. U TA4TLERITTEDRY ESLLY (HE2R)
4.1.2.1. 7TIVRNTOMMERT S Activity [XIELBAEET S (WH7E)

B—77UANSDOHFIAEINS Activity (ZHED 7T HS Intent 2 (TERB BB, 2D K57 Activity
TIIRAEES Activity ZIRET 5 Intent ZEELLENIEMNZ LN, CD K54 Activity (FBARMIZIEABREREL.
JE2AFR Activity &9 5,

AndroidManifest.xml
<1— FEABA Activity —>
<I— %A > b 3k exported="false”[Z& Y. BARMICIEABIRET S —
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

B—7TURAISDHFIFBENS Activity Tl& Intent Filter #5%B 3 5 L54%EHEL TIEAS%LY, Intent Filter
DEE L. B—7F)VADIELAR Activity Z EFUH 3 DHYTH, Intent Filter BTV HLI-EEIZERKE T
77D Activity ZFEUHLTLES AT REM 855, FMIE. 7R/ AR4.1.3.1 exported RTE L intent-filter
BEDHAEDOE (Activity DIEE)IZSBTHL,

AndroidManifest.xmIGEH#£22)
{I— FEAR Activity —>
{I— Y 7R4 > bk 3% exported="false”(Z&k Y. BARMIIZIEAREZRET S —
Cactivity
android:name=".PictureActivity”
android: labe|="@string/picture_name”
android:exported="false” >
intent-filter>
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<action android:name="org. jssec. android. activity. OPEN />
</intent-filter>
{Jactivity>

4.1.2.2. taskAffinity ZsE LG (WH7H)

Android Tl&. Activity [EARVIZE>TEEIN D, FRVD AT, JL—b Activity DEFDT7I4=T1IZ&> TR
EIND, —ATIL—LLUSD Activity IZEALTIE, FTE T 23R UMD T I4=TA1Z (T TIXRESNT . Activity D
EHE—RIZHIRTET 5, S5 74.1.3.4 JL—F Activity [TDWTIZSEBT S,

T 74 ILRRETIER Activity (/X0 —DRBETI4=T4ELTE D, TORER . FRVETTITEIZEIY EH TS
NEDT.RA—7TIVRADETOH Activity [ERI— 2R VICAIET 5. FRVDEIYETEEERET HICIE.
AndroidManifest.xml ~D BRI T T4 =T 5BR %0, Activity ITEET D Intent ND TSV /REFT NIE &KLY,
=L AR IDEY U TEERLIBE X BS54 RVIZET 5 Activity [IZEX{ELT: Intent 2R 7 TV Ik>TH
HHEELAREELH D,

UL TATHBEREESDEE Intent BLUZIE Intent ORBEHZRAWMONBNESICT BIZIE.
AndroidManifest.xml R® application EZRFH LV activity E3 T android:taskAffinity Zi8E €3 . T 74

WY T—DRER-)DFERITTRNETH D,

LUTFIZIEAR Activity OEREIEFIABRIIZE 175 AndroidManifest.xml R,

AndroidManifest.xml
= JRA > k 1% taskAffinity ZiEELALY —>
<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

= JRA > k 1% taskAffinity ZEELALY —>
activity
android:name=". PrivateUserActivity”
android: label="@string/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<1— FEABA Activity —>
{I— J R4 > b 1 taskAffinity ZELAELY —>
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>
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BRYET I4=T1DEMITAEER L. TGoogle Android FRSS325 AF] 2, %%L)E. Google Developers API
Guide “Tasks and Back Stack”3Mfi#gidH LU 4.1.3.3 Activity [Z3E{ESN S Intent DFEARY L. 14.1.3.4 JL—
b Activity [CDWTIESBT 52L&,

4.1.2.3. launchMode ZiEE L% (h78)

Activity DFEEIE—R &L, Activity ZFEUHTBERIZ, Activity DAV AEVZADEFRBRERL. FRIDFRERE
HEHTB=ODNHRETHS, T I+ ILIERE (X standard" TH S, "standard”s%E Tl&. Intent #E>T Activity
FREVHTEEITEBITFHRAORIVRAEFER L, AR VXV H LA Activity DBAET 2R TIZHELY, FFRIZAR
IMEBIND LN ZRIDFRICER SN DL, FUHLICHEST: Intent AR D7 T S EEA Y AT BEIC
75, FNDEH. Lo T14ITEERE Intent ITETIEAIZIE. Activity DEEIE—RIZIX standard" 2B\ RE
THb.

Activity D#EE—F [ AndroidManifest.xml NIZT android:launchMode TEATRMIIZER ERIRETH A M. L
SENEAICELY. £ Activity IZXL T android:launchMode ##EH 3 . [EX T I74/LDEFE "standard” &9 %
RETH,

AndroidManifest.xml
{I— R4 > b 2% Activity IZ1& launchMode Z5§EE T, [EZT 74/ FDEZF” standard” &5 —>
activity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FEAB Activity —>
{— %7RA > b 2% Activity [Z1& launchMode Z#IEEE T, IEXT 74 JL D FEFE” standard” &35 —>
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>

14.1.3.3 Activity [TEEEN D Intent DERAEY 1. 4.1.3.4 JL—hk Activity IZTDWTIZSRTHIL,

4.1.2.4. Activity IZ%{E9 5 Intent 1213 FLAG_ACTIVITY_NEW_TASK ZE&E LAY (»78)

Activity DFZENE—NR(F startActivity() & AL & startActivityForResultODEITHRIZEERT T HZEMNARETHY .

25T, B, BREF. B A, (LA, WL, £%. MixZEGoogle Android A4S S35 Al A7 REX—ATAT
—JX.2009F 7 A)
3 http://developer.android.com/quide/components/tasks—and-back-stack.html
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RRIBFRICEBESNDZEDNH D, TDT=H. Activity DEEIT—RFEETRICERLGVLIICTILELH
Do

Activity DFEEIE—FEZEE T BIZIL. setFlags()+° addFlags)ZRAL T Intent IZ755 %R EL. FD Intent &
startActivity() & 7= [& startActivityForResult) D 5| $ &9 5, FRVEFHIRMICER T H5-O DT T &
FLAG_ACTIVITY_NEW_TASK T#%%., FLAG_ACTIVITY_NEW_TASK A RESN S & U H SN T= Activity DA
RIMNYITSOURHINETAT ISV LEICHEELBVWESIC. FIRITIRINERSIN D,
FLAG_ACTIVITY_MULTIPLE_TASK [X FLAG_ACTIVITY_NEW_TASK LEIBFIZERET D EHTES, CDIFEIC
F.ARIDBDBTHRERIND, EEODRELIRVEERT DHAREELNH D=0, T+ TRERE RS
Intent [ZIERELLBENELSIZT RETH D,

Intent MIX(EH
Intent intent = new Intent();

// *BA b 6% Activity IZ3E1EF B Intent (21, 754 FLAG ACTIVITY NEW TASK %% L ALY

intent. setClass (this, PrivateActivity.class);
intent. putExtra ("PARAN”, "t > o F 1 T1IER")

startActivityForResult (intent, REQUEST_CODE) ;

758, Activity [Z3%{59 % Intent [Z FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 754 #BARMIZERET S
ETRRIDERSNIZELTHEDHRBNTEAMONGENLIICTELEZZDNELALL, LHALEAS, CD
HEERVTHLEESINT: Intent DRBZHRAISENFIRETH S, LA > T, FLAG_ACTIVITY_NEW_TASK
DERITEETERETHD,

F4.1.3.1 exported F%7E & intent-filter % E DA EHE (Activity DIHFE)1HKUT4.1.3.3 Activity ITEESH
5 Intent MRAEY 1. 14.1.3.4 JL—Fk Activity IZDWTIHBEBTRIE,

4.1.2.5. ZE Intent DRLMUEHERTD (WH28)

Activity DAL FIZEH>TETFIVRIIZRLEZH, 215 Intent DT—RZNIBT BRIZIE. I ZE Intent DL L
HEHERLLZITNIELRSAN,

2B Activity [IFRBEEZSHEOTTUH G Intent #3Z(TERS1=80. IILO T DK E Intent ZZ (TEDAIREMEL H
%, EE Activity (XEDTTIMS Intent ZEEZ (TS EIEHWL, LMALEI—F7FURD2AE Activity Aith
D7 T2 (TER 1= Intent DT —HEIENB Activity IZERE T 22 ENH D=0, Z{E Intent TESHIZL S
THAHEBEZTIFGELREN,, /A—rF—RTE Activity LB RE Activity (FZDHEDI R THS=0H., PIEYZ
1€ Intent DR LM EHERT ILENHD,

32 ANT—ADREMEHRTH125EBITHL,
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4.1.2.6. JHEEZ Signature Permission (. Bt 77N ERLI-CEEHEZELTRIATS (w78)

B#7IVETHASFIATESEHRE Activity #/E5154 . JRE EZ Signature Permission [C&YRELLIT
NIE7%E5%Y, AndroidManifest.xml T® Permission . Permission ZXREE T TIIRELF+HTH
51=8.75.2 Permission & Protection Level JDI5.2.1.2 B EZD Signature Permission TE#7 71 &
BISAEIZSRI S,

4.1.2.7. HRBEBREZRTBEICET BEETITINLOBRBERFBRITIRTS (WH78)
Activity DBATI2&> T, setResult(Z AV THRRIFRZRE T IEOREETTIDERELERD,
Activity BNERIEHRERETHEE . BREEETTINTILII T THAAREELHY  BREBVBEEEH-
THEHLNDERENH D, IEAF Activity LEHRE Activity DIHEF. #ERREXIEBRTT)THA O
REBMOENEHFYDET DBEIFGN /A= F—FRE Activity DI T EZDHEICHET B,

CD &I Activity Mo fERIEREZRTIHESICE REETT)HSDORERFEROFRICERELEFNIEGSEL,

TR IBIR TR T DIHFE DS

public void onReturnResultClick (View view) {

/] *RA bk b6k IS— b F—F TYIZEARLTEUVMERICEY RZELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— kF+—7 T VIZBAR L TELULMER")
setResult (RESULT_OK, intent);

finish(;

4.1.2.8. FIRS Activity B EE TEHIHE LR Intent T Activity ZFH7 5 (»78)

FEERAY Intent IZ&LY Activity 2RI AT & &EMIIZE D Activity [Z Intent HNEIESN B H(F Android OS £+
[ZHS2TLES. HELTILDITIC Intent NEESNTLESLBERFRNELD, — A AR Intent [2XY
Activity ZF|BAT 5L, FEELT= Activity IS A Intent Z2Z{ETHEFLELERMEZ 2 TH S,

WIBEAEE D7 T (D Activity) E1—H—(TBIREEH4HE . RIS Activity 2E2TEISRELEMESZRIT
(X, FIAE Activity [EIHOHILOETETES, ZDELS% Activity ZF AT S5 E(ZIZBATRE Intent ZFIFTRE
TH5,

B—777 URA®D Activity ZBE7RE] Intent THIFET S
Intent intent = new Intent(this, PictureActivity.class);
intent. putExtra ("BARCODE”, barcode) ;
startActivity (intent) ;

a7 DR Activity ZBEZREY Intent THIFEI 3
Intent intent = new Intent();
intent. setGlassName (
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“org. jssec. android. activity. publicactivity”,
“org. jssec. android. activity. publicactivity. PublicActivity”);
startActivity (intent) ;

LD 77 DA F Activity ZBEREY Intent TRIALBEH. BT & Activity 257 TIUNTILDIIT T
HOAREED BB, SBEE/N NV T—P A TRELFZELTEH HFETTINEEERYMT T ERC/ AT —S £ %54
DEMT T THAAREED H DD DT, CDLIEI)RIVEHRLIVMEE L. /A—FF—BRE Activity B4R
iE Activity DFERZRETTILELH D,

[4.1.3.1 exported E%3E & intent-filter ERE DA EHE(Activity DIFE) LSBT HI L,

4.1.2.9. FIRAZE Activity hMoDRY Intent DEEMEHERT D (»78)

Activity DEATZ&->TETFIRVIFELSEN. RUIEELTRIELT = Intent DT —2Z MBI B(ZIX. TTZIE
Intent DR EHEHEZELGITIELSEN,

FIFA % Activity BB Activity DIFE . THEEDT7TVHLRY Intent 22 TERS =6, TIL 7 DKE Intent
2T AR B S, FIFRSK Activity AA3EAR Activity DIFE . B—7TUANLERY Intent ZZ (TSN T
DRDIEHNESIZEZINEEZA, thD 7T A 5Z (T S1= Intent DT —2EMIBMNICEYBEEL TERET S EMN
HD1=0 . Z1E Intent TEEFHICERETHDHEEZTITESALY, FIASE Activity H/3—kF+—RE Activity B
#1BRE Activity DIHEE . TOFEDIRITHST=H. RLIEYR(E Intent DREUEHRTILENH D,

32 ANT—EDREMEHDRTH125RITHL,

4.1.2.10. i OBFET T BT BB EEFIA% Activity RS S (27

it DIFET T EEET DB EICITHRTAMN)AMIKBHER A ENRH D, BT TVRICHIRLET T DERAE/N
VaEFORBFLTHE FIAEDRAE NV 1R FELTWSIIAE /v AN — BT E0ERER T H LT,
BYFTELTTUIZ Intent ZRITTIELEHSIENTES, BEARMGRESEZIOVLTIEY T I)ILa—FEoi3
UI4.1.1.3 IN—rF—[RE Activity Z4%5-FIHT L1258 DL, -, KifTRGEFMICEALTIEN4.1.3.2
FMART7IVEHRET 51288 THIL,

4.1.2.11. EEZ-RMICRHT DIEEICIE. TOEEDREXRDREKEZHTFT D (WH7H)

Permission IZ&YRESNTOSEREESSUHEEEZMOTTIICZTRMICIRET H5EICIE RIEET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKEZHFLZFNITESAEL, Android @
Permission ¥ a1)T4ETILTIE RESNI-EEICHTETTINSDEET I ERIIDVTOHEREEE
15, COEBRLEDHHEICKY, 7IVICRESIN-EEMN SISO T T)IZ, REDT=HIZWHELL Permission &
BRI BELARBESNDAREMEN DD, ZDE(d Permission #EEE(Redelegation)L TN EEEERIC
Z ({72 D T. Permission DB REMBEMTIENSD, [5.2.3.4 Permission DHEREFEMEIZSBTHL,
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4.1.2.12. B2 T4 T RERIFTESRYESAL (#E22)

THEZHROTT)EETAERICIEE O TAIRBREEZ > TIEILLBWN . BEDTITEEET IHRICH
WTH, BERILEWLTZTYIZ Intent ZHITLTLESBEOEZEICES Intent DEFELETIHBRARBELTLE
SYURIL®H B, T4.1.3.5 Activity FIREOOT HAIZDOWTIESET B,

UL TATRERE Activity [TEF T RI5E . TORBORE)RVEREFLATNEESEEL, 26 Activity [Z
EMLEERIIVTREBTDEZEZETNIELSEEL, F=/S—rF—RE Activity L BE#BEE Activity [Z3E4FL
=ERBZND Activity DEZEITKFELTERRRIRIDOKR/NMDH S, IEAF Activity ITEF T HIEFRICEST
4. Intent @ data ITEHT-EHIL LogCat BHATRET HIRINH S, Intent D extras [F LogCat [CHAZh
BUODT, B T1TEIERIT extras TEFTHELLY,

LTI EERIETEDL T EMLEVWLIICIRIT RETH D, EfTT55EH. FIRAL Activity (XEEETE
5 Activity IZBRZEL. Intent D1ERAS LogCat NifFBLAEWESIZEELLZITRIEARSAL,

Fiz. )L—b Activity [ZIZE T4 RIEREE S TITESHLY, JL—b Activity &lX, ZRIDE RSN IZR
AV SN Activity DZETH D, HIZ X, SoFrv—hbEEISN = Activity (EFIZ)L—bk Activity TH S,

JL—b Activity (CBEALTOE#MIE. [4.1.3.3 Activity [TEESN S Intent DFEAEY 1. 14.1.3.4 JL—b Activity [
DWWTILERTHIE,
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4.1.3. PRNVRE
4.1.3.1. exported ®RFEL intent-filter FREDHEHA S HE (Activity DIZE)

CDHARXETIE, Activity OFEHMSIELER Activity, 2B Activity, /S—FF—[BE Activity, B#tEE
Activity @ 4 247D Activity [ZDWTREFZFRAR TS, H2LTIZFFEN TLVS AndroidManifest.xml
M exported EBHEE intent-filter ERDMEAHAEHEERDRIZELEDT-. EASIELTLNS Activity DEALT &
exported BHH KU intent-filter BEROFIEMNIELWN EEMER T DL,

& 4.1-1
exported BIEDE
true false |IETE
intent-filter EEMNHS | 2F ({FEEZI) (fERZELL)
intent-filter EFMELY | XK. N—rF—RE. | FELH (fEFRZELL)
B+LRE

exported BHEDETlintent-filter E&EHA$H S 1&Texported="false” 1ZFHZIEIZLTL\SD (. Android @
RAHEVICIRIFANDHY. Intent Filter DHEE L ERETT7T)D Activity #FUHLTLESHZENFET S
FzHTHZ. UTD 2 DORIE. ZOHRBADIHDEDTHD. B 4.1-4 &, R—TFTTIURILSLHIIELR
Activity(7 7)) A) ZBE 2 E) Intent THEUEEBLEVERLBEDHITHS, Intent-filter(R & action="X"\"EZE &
LTWWBDH, 77 ALMWELDTERLEY DEIEELE->TLNS,

( N\

F77TUA

g EXMIntentZ > T

ActivityZF EU 9
Intent(“X”)

F77cC
JE/2ABAActivity A-1 B R A IntentZ{E > T
exported="false” ActivityZ=E U S

action="X @ Intent(“X”)

Activity A-1[ZIEABActivityZZD T, 7
TYANSLMNEUH T ZEFTERL

Androidifi >R
.

K 4.1-4

4.1-5 (. 77 A (22 T7FY) B THLREILC intent-filter(® & action="X"\2E&HELTL\SBETHD.
4.1-5 Tl&. 77 A BEEERM Intent ZEELTRI—7 FURDIELR Activity #IEUEZ5EF 0. 7T
—2avMERIFAT7ATNERTRSN, 1—F—D:ERIZE>TAR Activity(B-1)IFEFUHESh TLESHIERL
T, CNICKYMTTIITHL T T4 T HEREEELY . EREHORYEZZ (TS ATEEENELTL

All rights reserved © Japan Smartphone Security Association. Activity €S -FIHT 5 79



resommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2016 £ 2 A 1 AR

F3,
(" ™)
F7FIA R
BE EXMIntentZ > T 7 ) r—
ActivityZ= I F U H 9 2avMFER
l Intent(“X”) : - A-1
B-1
JE2SBAActivity A-1
exported="false” _)
action="X"

A BAActivity B-1
exported=“true”
action="X"

Rl CactionZ & L T-Activity B-1H'8% 5
&L OSICKYBIRFA 70T DR RSIN,
A—H—0FEIRIZK>TARHACctivity
B-1MIEIENTLES

Androidif &
\_

4.1-5

ZD &SI, Intent Filter AL =IEARH Activity DEEEH Intent FUHELIEX. EREHT T EDERD PYE
YEHFLTLESD TITOIRETIH LBV BB, COZBFHITTVA. TTUB DAV RAM—VIEF IZIEEKELERNEF
HEZBL TS,

4.1.3.2. FARTIVEHERTD

CITIE/S—hF—BRE Activity DERECBT HHRIMEREMET T 5. /S—FF—RE Activity [EFHRT AR XM
BHRINEEHEOTTINDTIRREHTL, ThUNDTTUDLIETIEREERT 5 Activity TH D, B4t
USNDTTIET I RAHRI R EL D=6, Signature Permission [Z&ABAHEIFE R IEFI A TELL,

BEARKWLEZ AL, 18— F—BRE Activity DFIRTT7 I DB TEHEREL. RTA M) RANMZZEFIN=TTITH
NIEH—ERFRIET S, BRERINTVEVWT T THNIEH—ERFRBELEWVEWNSEDTHS, FIRTT7TID
SRR FRATTTINEDIHEFIMEL. TOHHEED/ NV AEEZRTAMNARD /Y EELLE TS
ZETITS,

CCThEHhIHATTIIDOMRAEIZREETEL. FIATTTIDON Ay r—O8 | EO LB T4 TIEARL
N2 ERMEFNIALLNDINERS LMLV T —C A ERBICIEETES OO T TIADBYTELL
EHETHD RYTELAREA/NSA—RIBTHERICIIFEZ LN, —A. 7TVOEDIIAETHNIE S THEE
[HESCEMNTED, SBAZICHIET 2EZADREERIIAMOT7TIRRELNEOTLERELV D, E=ZEN
FICEIBAEZH5. A DBELRIANBRINT ET7 TUEERT HLIETELRLDSTE, RTANJRNMET I R%E
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HFAIL-WT7TUDAET 22 AT ERBLTHEVD ., BT LA—RTERTA N RRDT—EH A XZE NS
KT B=OICEERET—F2D SHA-256 /\wP aEEZRIFTHILITL TS,

COHEIZIIRDZDDFEHENH S,
® FIAFT7TIIZHULT startActivity() Tld#< startActivityForResult0ZERALL T XS
® FIAFTTIVIZHELT Activity AN SIEVRHE T ZEIETERL

2 DBDFIMBEFEVLDIE 1 DEDOFINBEOHERLLTRINDFHNTHLID T, BEIZIE 1 DORLCHKIEE
A5 COFIKITFUHLITT T D/vr—2 £ F G 5 Activity.getCallingPackage() D #l#gIc kU £ELTL
5, Activity.getCallingPackage()[& startActivityForResult) THEUHEIN=IGSICOHFRTT T DI\
— DR ERT A, BELHMD startActivity) TREUHE SN =S EIZIE null #RTE#EL-TNVD, ZD=HIZT
BNITDHEREIDTRATT IV, ZEZARYIENTETHo1zELTH. startActivityForResultOZFEH 7T
(FESENEWNSHIFINH B, 51T startActivityForResult() & Activity 25X TLMEZEULNV=8 . FIATIX
Activity [CBRESN S ELSHIRILH D,

PartnerActivity.java
package org. jssec. android. activity. partneractivity;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] kRA2 b4k FATT7 TIDOHERAENKRTA YR FZBHFIN TSI EEZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1I\— kF—TF F1) org. jssec.android. activity. partneruser MDIFBAE/ v 1 {EEZR
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 fE
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M ”partner key”MEFBAZE/\v o (&
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UWTEICHDIR— b F—T7 T &8 ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname);

}

@0verride
public void onCreate (Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. main) ;

/] *BRAU bk FATT TYDMAENRTA )X MIBRIATWSILERRETS

if (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV (&/— k+—7 F 1) TlE#AELY, ”, Toast. LENGTH_LONG). show () ;
finish();
return;

}

/] *kRA U F5k IN— b F—FFYMSD Intent TH>TH. 215 Intent DRLULHERT S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
Toast. makeText (this, "/S—kF+—F FUHSTFTIERHY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

/] *RA bk b6k IS— b F—F TYIZEARLTEUVMERICEY RZELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k7> —7 T JIZBAR L TELULMER")
setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl 1 (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”).length() !=0) return false: // 0-9A-F LISNDXFhH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname IZx ST AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 {ELEERDONY L 1{EZLHERT S
return PkgCert. test (ctx, pkgname, correctHash) ;
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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4.1.3.3. Activity [ZFE{ESN S Intent DFEAHY(Android 5.0 KYRTD/N—I32(12DULVT)

Android 5.0(API Level 21)LIB§TlZ. getRecentTasksOMHEGF TEA1EHRM . BHOBEBEDE2RAVERB LUK
—LT7T)D LS EERTITEVEDICRESNT=, LAL, Android 5.0 KYRTID/NN—23> TIE. BRESD
BRI LN DIEHREFAIRDZENTES, LLTFIZAndroid 5.0 KYFTD/N—a0 THRE T IABEDNEE MR
5,

AR D IL—b Activity ITEESNTz Intent (£, FRVEREITEMENS, IL—b Activity EIFFRIDEEREHED
Activity DZ&ETH S, FRAVBEIZEBIENT= Intent (X, ActivityManager Y5 RZEFESZETEDT7T)MBHHE
HICHEAHETENTTRETH S,

FI)NSARIVBR#SBTAE-HDH U TILaA—FRELUTIZRT . ARV EEEZSBTA3-HIZ1%.
AndroidManifest.xml! |Z GET_TASKS Permission ®FIFRAZiEET 5,

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. intent.maliciousactivity” >

<{!I-—— GET_TASKS Permission #{§E€3 5% —>
<{uses-permission android:name="android. permission. GET_TASKS” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=".MaliciousActivity”
android: label="@string/title_activity_main”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

MaliciousActivity.java
package org. jssec. android. intent.maliciousactivity;

import java.util.List;
import java.util.Set;

import android. app. Activity;

import android. app. ActivityManager;
import android. content. Intent;
import android. os.Bundle;

import android.util.Log;
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public class MaliciousActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. mal icious_activity);

// ActivityManager #EN1§9 %
ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE) ;
/] BRYDEEER 100 HIREFT S
List<ActivityManager. RecentTaskInfo> |ist = activityManager
. getRecentTasks (100, ActivityManager. RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// Ib— b Activity ITEIE St Intent ZHRIEL. Log ITRET D
Intent intent = r.baselntent;
Log. v(“"baselntent”, intent.toString());
Log.v(” action:”, intent.getAction());
Log.v(” data:”, intent.getDataString());
if (r.origActivity '= null) {
Log.v(” pkg:”, r.origActivity. getPackageName () + r.origActivity. getClassName());
}
Bundle extras = intent. getExtras() ;
if (extras !=null) {
Set<String> keys = extras. keySet () ;
for (String key : keys) {
Log. v(” extras:”, key + "=" + extras. get (key).toString());
}

ActivityManager 25 X®M getRecentTasks(IZ&Y  IEELI-HHD AR IVBEEIEFT HIENTES, BFRY
MD1ER (L ActivityManager.RecentTaskinfo V5 RAD A2 R A2 (2SN B DY, T D A /\—ZE# baselntent
[ZIE. BRI D IL—b Activity ITEESN Tz Intent HDEIISNTLND, JL—b Activity EIEFARINNE RSN T-FFIC
FEU STz Activity THAHD T, Activity ZFURHTEICIE. LTOFHEEEELEHBmI=ILBVKIITEFELLIT
nIFE54E,

® Activity NEEUHEINFEEIZ. ARIDFIRICEK SN D
o [EUHENT= Activity DS/ N5 59 RHBENETAHT7 ISV R EIZERIZHEET 2RI DIL— Activity T
Hb

4.1.3.4. JL—F Activity [2DL\T

JL—b Activity EIEARIDIER ELED Activity DEETH D, FRIDER SN B ISEBI STz Activity DZET
BB, EED>THEWBIZIX, TIAHILRERTED Activity NS Fr—hbEESh-15E . ZD Activity [X/L—bk
Activity &£%5%, Android DERIZE B E. JIL—b Activity ITEEESN D Intent DABRIFEBED T TJIZL>THA
WMo dBNNH5, T T, IL—k Activity N TAIGEREZEELLGOSIITHREZELIDELH D K
AARTIE, FFUH SNz Activity BSIL—REGEDDEBSTZHIZLUT O 3 fFIIL—ILIZEBIFT=,
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® taskAffinity Zi5ELALY
® launchMode Z#FE L%
® Activity [Z3£{E9 % Intent [Z1X FLAG_ACTIVITY_NEW_TASK ZE&EL7ALY

LT, Activity DIL—RERDDIFE D KSEIZEMEFILIT/L—F Activity IZTDVWTERT S, BFUHINT
Activity DNIL—hERRD IO D EEICEEET 5D (X, LLTIZEIFHIEE THD,

® [TUHEIIS Activity DIEEIE—F
® [EUHENhB Activity DARYEFDFTENIREE

F9.FUHENS Activity DEBIE—F JIZDULVTERBAT %, Activity DESE—FIE. AndroidManifest.xml
[Zandroid:launchMode #8293 5 ETHRTE TED, iRk LALLM E X standard” A 7aEN S, F-, EE—
FI& Intent IZERET DIV IT&E>TEEEARETH S, FLAG_ACTIVITY_NEW_TASK 734 L. Activity
#"singleTask” E—RF i8IS E 5,

IEERRETESE—FIRDEESYTH D, FF. JL—k Activity EOBBEICERZE B TTEHRAT %,

standard
CDE—FTHUH SN Activity [FIL— RS2 EEG FUBLAIORRVICFET %, £z, FUHLD
EIZ Activity DA REVANER SN S,

singleTop
“standard”ERIERTHAD. T+ 7T TV RFRYDERBITEIZR RSN TLNS Activity ZREENT HIHFEIZIE.
AV RRIDAMNEFEINGENENI AN EGD,

singleTask
Activity [F7 74=TADIEIZHSTRBT HFRINRED, Activity DT I4=T1E—BT BRI\
TS9URHBWNETATISOURIZHEELLZWMEEIZIX, FRIM Activity DAV RIVREESBIZHRICE
HEhd, FETIEEICIEELLLEMSNGL, BIE TIL, ESh 1= Activity DAV RZVRIFIL— R
%o

singlelnstance
“singleTask” LRI THIH . RO R TELD, FRITERSINIZZZXIIZIE, JL—I Activity DA D FIETE
BmTHD, LIzD> T, ZOE—FTREISN Tz Activity DAV REVRIEEITIL—FTHB, CSTEEL D
BROF. HUHEIND Activity DD T 74 =T LRILARIDZR I BRICHFELTLSIGEE TH>TH. I
UHEh B Activity EARVICEFEND Activity DIZRENERLEDZEETHD. TDHEEIE. FHRICARIH
EREND,

LLE&KY. "singleTask”&7=[d"singlelnstance” TEEN ST Activity [(IL—HMIEEHRIREMELH A EN T M D,
T DREREERTH=HICIE. ChoDE—FTREIFLEVDESIZLETFNIEESELY,

RIZ, TIEUHENS Activity DERIEFDREPREE I DWNTERBAT 5, f-&X. Activity AV"standard”E—KF T
EUOHShT=ELTH, F0 Activity BNFIBRT B2 RV DIREEIZE>TIL—b Activity E5DBENH S,
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FlELT, FUHENS Activity DRRIDBRIS/NVI TSV URTEBLTWSIEEEE RS, BBELLLDIE. £
DRARID Activity 412 X2 XM ’singleinstance”’ TREEIL TLVSIHEE TH D, "standard’ THUH STz
Activity DT 74 =T4MERYERILEo1=01Z, BEE®D "singlelnstance”® Activity D#IRIZKY ., FFEFZRIM
EREND, =1L, ENEND Activity DIFREDELCHEIF FRVEERSNT AV RV X FBEFDLD
BRIAINS, WVTNIZLA, U H STz Activity [)L—k Activity (2725,

LLEDESIZ, JL—k Activity DNIEUHINDEEHIEETROREBIIKETILEEHTHL. 7TTURRDRIC
[X. "standard”E—F T Activity ZE U H T KSICTRTRETH S,

JEA B Activity ITEIESN S Intent KM 7 T Wb A RSN AHEL T, FE2AEA Activity DFEUH LA Activity
#"singlelnstance”’ E—K TR T A2BEDH U TILIA—FZLUTIZERT . COHY T ILa—FTIL, FEARH
Activity hV"’standard”E—KF TEEIS L 5H. FEUH LA Activity @D 7singleinstance” E—F D EEIZ &Y . JEARE
Activity [ZFTFHERA I D IL—bk Activity E2E>TLED, SO, FEA R Activity ITEESh DL T HIERIE
RRVBREICEEEERIND=D . FEDOTTIhoEAMYATRETH D, 145 BFUH LA Activity, JE2F Activity &
LIZEA—DTI1=T 1%,

AndroidManifest.xmI(GEHE22)

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. singleinstanceactivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— Jb— bk Activity OEEEIE— F%” singlelnstance” &35 —>
N FILAZTAERERT. 7TVORvT—2RET D —>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android: launchMode="singlelnstance”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FEAR Activity —>

I— #EEE— KF%” standard” &£&95% —>

A= TFILZTFAERELT. 7TIDNRNr—S8ET D —

Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

<{/application>
<{/manifest>
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JELABA Activity (X, 2{ELT= Intent (SR L TR ERT DA THS,

PrivateActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

// %18 Intent DEEMZHRT S
/] BOTIVZDZEE, [3.2 AhT—2DReMEHRT DI 258,
String param = getlntent (). getStringExtra ("PARAM”) ;

}

public void onReturnResultClick (View view) {
Intent intent = new Intent();
intent. putExtra ("RESULT”, "t > TF 4 THIEHR") ;
setResult (RESULT_OK, intent);
finish(;

Toast. makeText (this, String. format (/85 A—% %s| #ZI+E>71=, 7,

param), Toast.LENGTH_LONG).show() ;

JEAFA Activity OFFUHE LEITIE. Intent 2755 #&E 912, "standard"E—R TIEARH Activity Z#2E1IL T

L5,

PrivateUserActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;
@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity) ;

}

public void onUseActivityClick (View view) {
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// JE4ABE Activity £ ”standard”E— K CEEIT 5
Intent intent = new Intent();

intent. setClass (this, PrivateActivity.class);
intent. putExtra ("PARAN”, "t T 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] RET—2NRENEERT S

/] BOTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,

Toast. makeText (this, String. format ("#58 %s)] Z=(TE->7=, ”, result), Toast.LENGTH_LONG). show() ;
break;

4.1.3.5. Activity FIEFBEOOS HAIZDONT

Activity ZF| 9 S ActivityManager ¥ Intent DINE% LogCat [TH AT 5, ITORNA(E LogCat ITH
NENB1=0. oo TATHRERNEENLBVESITEE T RE,

o FIAL/N\vTr—T4
® FRAKZITR4A
® |ntent#setData() Ci%EL7= URI

BIZIEX, A—ILEET HIHEE . URI[TA—)LTRLREIEEL T Intent #H4T79 HEA—ILTRFLAA LogCat IZH A
SNTLES, Intent#putExtra() TR ELT-{E(X LogCat [CTH ASh Al =8, Extras [CRELTESDESICLEA

MR,

RDESIZA—ILEIET BHE LogCat [TA—ILFRLANKRRINTLES

MainActivity.java
// URI (& LogCat [CHHAETN B
Uri uri = Uri.parse("mailto:test@gmail.com”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
startActivity (intent) ;

RD K52 Extras ZFATSHE LogCat [ZA— LT RL AR RESNELES

MainActivity.java
// Extra [ZERTE LT-INE (L Loglat [CHA S AL
Uri uri = Uri.parse("mailto:”);

All rights reserved © Japan Smartphone Security Association. Activity €S -FIHT 5 89



resommmon  http://www jssec.org/dl/android_securecoding.pdf

““lmmmm Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2016 £ 2 A 1 AR

Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
intent. putExtra(Intent. EXTRA_EMAIL, new String[] {"test@gmail.com”});
startActivity (intent) ;

f=1=L. ActivityManager#getRecentTasks() [Z&>T Intent® Extras ZtiD7 TS EEFRDIIEEHH S
DT EETHIE, #5LLIET4.1.2.2 taskAffinity Z3EE LA (78) 1.T4.1.2.3 launchMode #3E%E
LA (628) 18 K UT4.1.2.4Activity [TE{ET S Intent 21X FLAG_ACTIVITY_NEW_TASK R ELAELY (w4
R)IZBROE,

4.1.3.6. PreferenceActivity ® Fragment Injection ®2k(ZDL\T

PreferenceActivity Z#®&ELT=05 XM 2AE Activity E4->TULVSIBA . Fragment Injection*&FE(Eh HRAREA
HETLHAREELH D, COMBEERS=HICIE PreferenceActivity.IsValidFragment()% override L. 5l
HOEEEYZFTvI35IET Activity BAERILEL Fragment ZbHWNESICTERENH D, ( ANT—4
DREHIZTDONTIENZ.2 ANT—HDLRLEHRET H5I158)

LUFIZ, IsValidFragment()% override LTz=H 2T ILETRT BB, V—RI—FO#FILEITIE. VTREHED
Y, SIBDELDOLLEERNED > TESHEEENH LD T, FERISEHBEIZLDS,

override U7z isValidFragment() XY w Rl
protected boolean isValidFragment (String fragmentName) |{
// HBHALRFDOREIEREITS Z &
return PreferenceFragmentA. class. getName (). equals (fragmentName)
|| PreferenceFragmentB. class. getName (). equals (fragmentName)
|| PreferenceFragmentC. class. getName (). equals (fragmentName)
|| PreferenceFragmentD. class. getName (). equals (fragmentName) ;

BE. 77D targetSdkVersion H¥ 19 LI ETHBIH A | PreferenceActivity.isValidFragment()% override L
#EULvE, Fragment MDA S =ERBE (isValidFragment() AR IEN - ERFE) THFx ) T4 HISNARELT T AL
T 9518, PreferenceActivity.isValidFragment()® override DB TH D,

4 Fragment Injection MFFMIZLLTD URLESRD &
https://securityintelligence.com/new-vulnerability-android-framework-fragment-injection/
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I 4.2. Broadcast#%2{E95-%{ETH

4.2.1. Yo7 )La—k

Broadcast #%{§9 %IZI& Broadcast Receiver Z{E L EMNH S, £DKI7% Broadcast ZZ{E T HMITLK>T.
Broadcast Receiver 2MaZ AR RPBEULGHEHFENELS, ROFIEFIO—IZ&>TIERMT S Broadcast
Receiver MEDFAITTHIMNEHIBTES, BEAZ, IN—bF—REDEHEIZLEL Broadcast EETT T
DINVT—2 2 F 2G0T T THERT DF LG, /3\—bF—FRE Broadcast Receiver #{E5FE X TEX

LY,

FL&

C

)

TTIREGT

No

BroadcastZ# X Z{E3 5

Vv A4

B#7FUREEGT
BroadcastZ X 2{E9 5

A4

Private Public

JE/NBBroadcast Receiver

A BfBroadcast Receiver

Proprietary
B #t R FEBroadcast Receiver

K 4.2-1

%7- Broadcast Receiver [ZIZFDESE

sRIZ&Y . F20 Broadcast Receiver &84 Broadcast Receiver &M 2

BENHY. TROLIGHFHEDENDHD, YT A—RFPTEEADEEAEZEBNALTNS. BHE. ED KD
ITFBF(Z Broadcast ZEETAMITE>TEET DIEHRDBE G FERARESF=O . FERAIDEREIZONT

LEDETEHAT S,
+& 4.2-1
EEAHE LETE
#14 Broadcast Receiver | AndroidManifest.xml (2| ® L XFLMSEIE SN S —E D Broadcast
<receiver>EXRZ BT (ACTION_BATTERY_CHANGED 7%&)%#%/ET
HILTEETD ELRVERINH D
o FIUANHEEELTHOT VAV AM—ILEND
FTOM. Broadcast #2{ETE%
EJfY Broadcast Receiver | 77 O 4 5 L & T |e E# Broadcast Receiver TIEZ{ETEHL
registerReceiver() # & U Broadcast THZ{ETES
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unregisterReceiver() Z I
U9 IEITKY., BIMIC
Broadcast Receiver #%

& BERMERT D

Activity AFTEIZH TLVSHIREIZ1+ Broadcast
#2{EL1=L V2 &, Broadcast DZIETHEHAEZ
TRISLTHIETES

JE/ABAM Broadcast Receiver #E5Z&IETE
A

92
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4.2.1.1. 3JE4 B Broadcast Receiver - Broadcast #2595 %595
JE42FA Broadcast Receiver &, B—7 7 AMHEIESNT- Broadcast 12175 =2{E T=5 Broadcast Receiver
ThHY. o FTEMDEL Broadcast Receiver Téh b, BRI Broadcast Receiver Z#IE A TEERT HEIET
E/ELV=8 . FE4A B Broadcast Receiver TldE%AY Broadcast Receiver 1EIT TSN 5,

R/ M (Broadcast %59 3):

1. exported="false"IZ&kY . BARBIZIEAREFRTET S

2. R—7FIAMSEIESNT- Broadcast THoTH. Z{E Intent DR EHEHRT S
3. #BRERIBE.EEXIERA—TITIATHLIME., o TAIREREREL TR

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. privatereceiver” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<1-- FE/>BA Broadcast Receiver Z & T % —
{I— R4 >k 15 exported="false”l=&k VY. BARMICIELARSBRET S —
<receiver

android:name=".PrivateReceiver”

android:exported="false” />

Cactivity
android:name=".PrivateSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

PrivateReceiver.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PrivateReceiver extends BroadcastReceiver {

@0verride
public void onReceive (Context context, Intent intent) {
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/] kA 2% B—7 TR SEESNT-Broadcast THH-TH. Z{E Intent DLEHEHRT S
/] HUTINZDERE, 132 AT —2DREUEHDT 51 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context,
String. format (" Ms1 #%{E L7, “, param),
Toast. LENGTH_SHORT) . show () ;

/] *RA2 b3k BETIER—T7TIVATHINE., T2 oT 1 THEHREZRELTEW
setResultCode (Activity. RESULT_OK) ;

setResultData ("> <7 1 J721EHR from Receiver”);

abortBroadcast () ;

94
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RIZ3E42BA Broadcast Receiver ~ Broadcast #§9 %47 ILa—F%ERY . CCTHBAY HIF2AF Broadcast
Receiver ~0 Broadcast #EHEIE. EF1UTAETIERETHDEDD. Sticky MEZLELEWNSHIKINH D
SEITERNRETHS,

R/ M (Broadcast %59 3):

4. R—77")A Receiver [EV5XIEE DBARM Intent T Broadcast X159 %

5. E{EXIER—77JA Receiver THAT=® ., Lo T4 I HEREEELTEL

6. E—77JMA Receiver hoDHERFEHR TH->TH. RET2DREMZEHERTD

PrivateSenderActivity.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// *iRA >k bk B—7 7N Receiver [ 5 RIEEDBATRM Intent T Broadcast %153 %
Intent intent = new Intent(this, PrivateReceiver.class);

// *kRA 2k bk HEEXRIEZE—T7 FY AN Receiver THBI=H. EoIT 4 THFEHREEELTEL
intent. putExtra ("PARAN”, "t > o F 4 T4 1E$R from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
// kR4 2 4k FE—7 7N Receiver (£ 5 RIEENBATRAE Intent T Broadcast %4
Intent intent = new Intent(this, PrivateReceiver.class);

ERS)

i

// *RA bk EEXRITE—T7 FY AN Receiver THBI=H. Eo T4 THFEHREEELTEL
intent. putExtra ("PARAN”, "t > o F 4 T4 1E$R from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

// *RA 2k b6k E—7 TN Receiver M5 DHERFEHRTH->TH. RET—HIDREMEHRT S
/] U TIZDERR, 3.2 ANT—2DRLHET 51 #3838,

String data = getResultData() ;

PrivateSenderActivity. this. logLine(

String. format ("#58& T%s] #={EL 1=, ", data));
};
private TextView mLogView;

@0verride
public void onCreate (Bundle savedlnstanceState) {
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super. onCreate (savedInstanceState) ;

setContentView (R. layout. main) ;

mLogView = (TextView) findViewByld(R. id. logview) ;
}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.2.1.2. 4B Broadcast Receiver - Broadcast Z2{E9 % 1£1EF 5

/3B Broadcast Receiver [, NEFELZH O 7T ibix{ESh 1= Broadcast #%{E T=% Broadcast Receiver
ThHbH, VILITT7HEIELT- Broadcast ZZ{ETAENHDHEITTENRES,

R/ M (Broadcast %59 3):

1. exported="true"IZ&kY . BARBIZAHERET S
2. ZEIntent DREMEHERTS

3. #ERERIBE. I TAIRERESOHLL

/NBA Broadcast Receiver @Y7 )La—KTdh5 Public Receiver (&, ## Broadcast Receiver LU EIRY
Broadcast Receiver Ol A THIHIN S,

PublicReceiver.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public boolean isDynamic = false;
private String getName() {
return isDynamic ? "ZABHENAY Broadcast Receiver” : “/4\E8E%#Y Broadcast Receiver”;

}

@0verride
public void onReceive (Context context, Intent intent) {

/] kA 2k 2%k Z{E Intent DRLMEHERT S
// %8B Broadcast Receiver THA=OFATT TUNTIILI 7 THAHAREENH D,
/] O TIZDEER, 3.2 ANT—2DRLM+HET 51 #3838,
iT (MY_BROADCAST PUBLIC. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context,
String. format ("%s:¥n Y%s] Z=2{ELT=, ”, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] kRA2 b3k ERERTIHEE, £ T4 THEBERZEEDEN

// 4\Bfl Broadcast Receiver T b=,

// Broadcast MEETT TUMNTILI T 7 THHEEEMELNH D,

/] RV 7ICREBEINTHLREABEO L WVERTHOHNIETHREL LTRLTH KLY,
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format "t > ¥ F 4 T TIXALMERR from %s”, getName()));
abortBroadcast () ;

}
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£ M Broadcast Receiver I AndroidManifest.xm| TE&HJ 5.

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. publicreceiver” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<I— /\BA%%EY Broadcast Receiver #E&T 5 —>
- R4 >k 1% exported="true”IZ& Y. BAREIZABSBRET S —
<{receiver android:name=".PublicReceiver”
android:exported="true” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PUBLIC” />

<{/intent-filter>

<{/receivery

{service
android:name=". DynamicReceiverService”
android:exported="false” />

activity
android:name=".PublicReceiverActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>
<{/application>
{/manifest>

&8 Broadcast Receiver (70455 LH T registerReceiver()FH KU unregisterReceiver()ZMEUHE T Z&IZ&
UZERBERERT D, RIIREICKUEBER B ERMEREITI1-0IZ PublicReceiverActivity LIZRAVEEE
LTL %, E# Broadcast Receiver 4> X2 X [& PublicReceiverActivity KUY A BFEHHEA RO
PublicReceiverActivity DA /N—EHELTRIFTHZEILTERLL, ZD1=8 DynamicReceiverService ¢ *
UIN—ZEHELTHH Broadcast Receiver DA 2 X2 A% F#H# 3. DynamicReceiverService %
PublicReceiverActivity M SEAIR #7952 &I2KYEIR Broadcast Receiver ZfEEmIIZ & 8% B iR EEFRL T
AV

DynamicReceiverService.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Service;
import android. content. Intent;
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import android. content. IntentFilter;
import android. os. IBinder;
import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

// ZSBAENE Broadcast Receiver &89 5
mReceiver = new PublicReceiver () ;
mReceiver. isDynamic = true;
IntentFilter filter = new IntentFilter();
filter. addAction (MY_BROADCAST_PUBLIC) ;
filter.setPriority(1); // ##Broadcast Receiver & Y EjfY Broadcast Receiver #BHE S D
registerReceiver (mReceiver, filter);
Toast. makeText (this,
"84 Broadcast Receiver &L 1=,
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;

// 4NEEN#Y Broadcast Receiver &Rk T 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
“BI#4 Broadcast Receiver ZZ$:MERLT-, ~
Toast. LENGTH_SHORT) . show () ;

PublicReceiverActivity.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicReceiverActivity extends Activity {

@0verride
protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService (intent) ;
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JIZ/4A B Broadcast Receiver ~ Broadcast #{E9 %Y 7 ILa—FK%&R9, 248 Broadcast Receiver [Z
Broadcast %159 BI5E . %159 % Broadcast ML DI TICZESNBIEABHAZELITEENRETH S,

A1 M(Broadcast £%£{ET3):
4. I TATHEREZELTIIASEL
5. EREZTRSGE.ERT—HIDREMEZHEDRTD

PublicSenderActivity.java
package org. jssec. android. broadcast. publicsender;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public void onSendNormalClick (View view) {
/] KIRA bk £ T 4 THEREZEL TEAESEL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > L F 4 TTIXALMEFR from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
/] hRA bbbk £ T 4 THREREEELTELESHEL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > L F 4 TTIXALMEFR from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick (View view) {
/] hRA bbbk £ T 4 THREREZEELTELESHEL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > L F 4 T TIXALMERR from Sender”) ;
//sendStickyBroadcast #A %/ Kid APl Level 21 T deprecated &% o 1=
sendStickyBroadcast (intent) ;

}

public void onSendStickyOrderedClick (View view) {
/] kRAD bdd BT 4 THIEREEEL TIEES AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2L F 4 TTIXALMEFR from Sender”) ;
//sendStickyBroadcast #A %/ Kid APl Level 21 T deprecated &% o 1=
sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

}

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
//removeStickyBroadcast A /v Ki& deprecated &4 > TLV3D
removeSt ickyBroadcast (intent) ;
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}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] hRA U bhk HBREZITRMSEE. BRET—IOREMEHERTD
/] HUTINZDERE, 132 AT —2DREUEHRT 51 28,
String data = getResultData() ;
PublicSenderActivity. this. logLine(

String. format ("#&8 Ms) #Z{ELT=, ”, data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.2.1.3. B#%tFR%E Broadcast Receiver - Broadcast #2593 % %595

B$tfRE Broadcast Receiver [&. B#tLS D7 T UM 5E{ESh - Broadcast 2—H)3Z{EL7ALY Broadcast
Receiver THD, EHDBEHE T T)TURTLEERL. BT TN ERSEROCHEEEETD-OIZFHASIN S,

KL M Broadcast €29 3):

1.

0 O NO VA WN

Broadcast Z{E Mk B E % Signature Permission 2 &9 5

FRZIEMDIHB TS Signature Permission #F|AEE3 5%

exported="true"[Z&kY . BATRMIZAREZTET S

#%0Y Broadcast Receiver E&IZT. B E 2 Signature Permission #EREEJ 5

E# Broadcast Receiver & %9 L. B EH Signature Permission ZE2XKEE Y5
¥ B E 2 Signature Permission NE#T7TVICKYERIN TSI LEHERT S

Bt 77UH 5D Broadcast TH-oTH. 215 Intent DREMEHERT S

Broadcast :E#ETIEBHT T THEIM S, LTI RERE R EL TR

Broadcast #ET 7T LEILHARERT APKZERT D

H#tFRE Broadcast Receiver MY > 7 )La—K TS ProprietaryReciver (&, §# Broadcast Receiver 58X U
Ej#4 Broadcast Receiver Dl A THIASN S,

InhouseReceiver.java
package org. jssec. android. broadcast. inhousereceiver;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class InhouseReceiver extends BroadcastReceiver {

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”;

// BHOFERED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M”my company key” MEFBAZE/\vw < 1 {#E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
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private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public boolean isDynamic = false;
private String getName () {

return isDynamic ? “B*tfEEEH Broadcast Receiver” : “B*tfRE5:H Broadcast Receiver”;
}

@0verride
public void onReceive (Context context, Intent intent) {

// A 2k 6% JEFES Signature Permission BT TUIZKUERINA TSI L Z2HET D
if (1SigPerm. test (context, MY_PERMISSION, myCertHash (context))) {
Toast. makeText (context, "I BEEZ Signature Permission BAE#H 7 TYICLYERZR SN TULVELY, “, Toast. LE
NGTH_LONG) . show () ;
return;

}

/] *kRA 2k Th BT THSD Broadcast THHTH. Z1E Intent DR LM RT3
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 28,
iT (MY_BROADCAST_INHOUSE. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format ("%s:¥n Y%s] #=Z{E L1, ”, getName(), param)
Toast. LENGTH_SHORT) . show () ;
}

/] *RAU k8% BETIEEHTTITHEINE, T4 THFERZRELTEL
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > LT ¢ T4 &%k from %s”, getName()));
abortBroadcast () ;

£ M Broadcast Receiver I AndroidManifest.xm| TE&Y 5,

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousereceiver” >

<{I—— %7R4 > k 1% Broadcast ZIERADIHMBEFEZ Signature Permission #E&HT % —>
<{permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”
android:protectionLevel="signature” />

J— *RA 2 b 2k FHERZIERADHBES Signature Permission ZFI|HEE 3 5 —>
<uses—permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>

= R4 > k 3k exported="true”(z&k Y. BARMIZABBREST S —
{I— %7RA > + 4% F##Broadcast Receiver EZEIZT. MBEFES Signature Permission #BREE T 5 —>
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<receiver
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiver”
android:exported="true”
android:permission="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION">
<intent-filter>

<action android:name="org. jssec. android. broadcast. MY_BROADCAST_INHOUSE” />

<{/intent-filter>

<{/receiver>

{service
android:name="org. jssec. android. broadcast. inhousereceiver. DynamicReceiverService”
android:exported="false” />

activity
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiverActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

</manifest>

EAY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMHEUSH T &2k
UBERBEREERT S, RIIREICKYER B ERMEIRETITOT80IZ ProprietaryReceiverActivity EIZR22 %
EEELTUL\%, EIfY Broadcast Receiver 12 XA X[& ProprietaryReceiverActivity KYAEFEHBARV =6
ProprietaryReceiverActivity DA /N\—ZEHELTREF T HILIETELL, TD T8 DynamicReceiverService
DAV IN—ZEHELTEM Broadcast Receiver WA AR A% RFSH . DynamicReceiverService %
ProprietaryReceiverActivity M SBIE. & T 5 EIZKYEIR Broadcast Receiver Z#EHERIIC B8k Bk fE
BRLTLVS,

InhouseReceiverActivity.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class InhouseReceiverActivity extends Activity {
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;
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public void onUnregisterReceiverClick (View view) {

stopService (intent) ;

1

Intent intent = new Intent(this, DynamicReceiverService.class);

DynamicReceiverService.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android. widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

private InhouseReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

mReceiver = new InhouseReceiver () ;
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter(;
filter. addAction (MY_BROADCAST_INHOUSE) ;

Toast. makeText (this,
"B Broadcast Receiver Z#&$xL 1=, ”
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
"B Broadcast Receiver &R L=, 7,
Toast. LENGTH_SHORT) . show () ;

filter.setPriority(1); // ##4Broadcast Receiver & Y Ejf# Broadcast Receiver ZBEESHE S

// *RA > bk 5% EhEY Broadcast Receiver &8k D& &, MBEFES Signature Permission #BREET S
registerReceiver (mReceiver, filter, “org. jssec.android. broadcast. inhousereceiver. MY_PERMISSION”, null);

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KEHKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEBRED/Ny > 2 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
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PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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Key store path:

*RA2k Ok APK & Export §5EZ(Z, Broadcast EETT7 TV ERILBHHKEER TAPK EZELT 5,

S

C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |
Key store password: |_ ------

o —
Key alias: @ummmr key D |\|
Key password: I ....... ]
[ ] Remember passwords
Previous | Cancel | | Help |
4.2-2
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RIZE*BRE Broadcast Receiver ~ Broadcast #{EF 5 Y7 )La—KR%ERT , B FRE Broadcast Receiver
IZ Broadcast %159 5354 . Broadcast Receiver f8lIZ¥ B & £ Signature Permission &K 3 2 EHH S
f=8. Sticky BMEZGNELSFIFINHAHZLITTENDETH D,

R/ M (Broadcast %59 3):

10. #£RZERADH B FE Signature Permission #E&9 %

11. Broadcast Z{E A DI EE = Signature Permission #3AEE 9%

12. B Signature Permission BB 7 TVICKYERIN TSI LEHERT D
13. Receiver (FB#TTIRETHINS., LTI EERESZELTHLL

14. Receiver [ZJ B E £ Signature Permission &K 35

15. #EREZTMAIGE. BRT 2ORLUEHERTS

16. Receiver 77 LRILRHARERTAPKEZELT D

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousesender” >

{uses—-permission android:name="android. permission. BROADCAST_STICKY”/>

Ad— HRA 2k 10k #HERZIEADMETES Signature Permission 2E8&T 5 —>
<{permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION”
android:protectionLevel="signature” />

{I— R4 > k 11% Broadcast Z{EFRADIHEEZ Signature Permission #FHAESET 5 —
<uses—permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
Cactivity
android:name="org. jssec. android. broadcast. inhousesender. InhouseSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

InhouseSenderActivity.java
package org. jssec. android. broadcast. inhousesender ;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
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import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class InhouseSenderActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”;

// BROFIEBHED/ N> B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77CG8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7G2 42E142CA”;
}
}
return sMyCertHash;
}

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public void onSendNormalClick (View view) {

// *BRA U~ 12% HMEFES Signature Permission NEH T TYICEYFERZESIN TR EE2HERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMBEFZ Signature Permission MEHT7 TVIZLKYEZ I TULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

// %A >k 13% Receiver (FEHT7T TUVRETHEIMD., oI T4 THERELZELTH LW
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAN”, "t > > F 4 T4i1ESR from Sender”) ;

// %A >k 145% Receiver IZIHBEFEZ Signature Permission #ERKd %
sendBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION™) ;

}

public void onSendOrderedClick (View view) {

// KA b 12% MBEFESE Signature Permission AEHT7 TVIZEYEE SN TWEZ L E2HERT D
it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMEBEFZ Signature Permission AEHXT7 FVIZLKYUEZEEIhTULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

// *iR4 >k 13% Receiver (FE# T TURBETHEIMh L., Lo T4 THEREZEELTELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAM”, "t > > F 4 THiEER from Sender”) ;

All rights reserved © Japan Smartphone Security Association. Broadcast # 21E9 B - ZE1E 9 111



resommmon  http://www jssec.org/dl/android_securecoding.pdf

““l ovmewone Android 7Y DEF TR X1 TI—TAVTHAKR 2016 E£2 A 1 BER

// *iRA > b 145 Receiver IZJHEEZ Signature Permission #ER9 %
sendOrderedBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”,
mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] diRA b 15k #EREZTMIEE. BRTH2DRLMEEHERT D

/] HOTINZDERE, 132 AWHT—2DREUEHRT 51 28,

String data = getResultData() ;
InhouseSenderActivity. this. logLine(String. format ("$%58 %s)] #=2{EL 1=, ", data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZEHEL=7TVDNR5r—CRERMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LB HRL
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if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&L1=7 7 DFEEHED/\Y L 1{EZRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname))

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length !'= 1) return null; // EHERAITEDHEL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
]
]

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
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}

hexadecimal. append (String. format ("%02X”, b)) ;

return hexadecimal. toString() ;

* R4k 16k APK % Export 9 5&E(2, Receiver A7) ERILEFEERTAPK 2ELT 5,

# Generate Signed APK

2]

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

o —

Key alias: my mmpanw

]

KE'F paggﬂc.rd : I .......

[ | Remember passwords

| Cancel || Help |

114
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4.2.2. W—ILTvY

Broadcast # £ Z{ET BMRICITLULTDIL—ILETFBHIE,

1. 77URATOHOHERT S Broadcast Receiver [FIEABHRTET S (WH7E)
2. ZEIntent DREMEHERTS (WH7E)
3. JREEZ Signature Permission (&, B 7 TN ERELI-CLEHELTHATS (WH7B)
4. HRBEBRERTBEICIE BELETTIHLOERBFRFBICEETD (WH7E)
5. VI T4T7751EHR%E Broadcast EE T BI5E (. ZIETEEL: Receiver ZHIRT S (WH7R)
6. Sticky Broadcast IZI&t2 T4 ERES O (»78)
7. receiverPermission /S5 A—42M#5E%L Ordered Broadcast [(E@EMNEWZENHDIEITEE (WA
8. Broadcast Receiver WoMDRIET—INDRKEMZHIRT D (WH78)
9. BEZZRMIIRHIIEEICIE. TDEEDRKRDREKELMHIFT D (WH78)
4.2.2.1. 7FIYATOHOHERT S Broadcast Receiver [XIEABHRTET S (WH7R)

77UATOHOHEREN S Broadcast Receiver [FFELARAZRET S, chiCKkY D7 TIMLERET
Broadcast Z2ITHR>TLESEMNLGLEY, 7T DBEEEFIHSINIZY ., TT)DEMEICEEFS-LI-YTHD
EZHSCTENTES,

RI—77UARAMNSDHFIFAESNS Receiver TlE Intent Filter ¥ E T 3L ERETIZL TIXAE DALY, Intent
Filter & L. A—77)RNDIEAE Receiver ZIEUH T DEHYTE. Intent Filter BETHEUHL=ESIZE
B3 Hth7 T DA Receiver ZFFUHLTLEIGENHFET 5D THD,

AndroidManifest.xmI(GEH#EEZ)
A— 5E#7 TV IZIELBA & F B Broadcast Receiver ——>
{l— R4 >k 1: exported=“false” &9 % —>
<receiver android:name=".PrivateReceiver”
android:exported="false” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_ACTION" />
</intent-filter>
<{/receiver>

M4.2.3.1 AL TEKL exported FREL intent-filter SXRE DA EHE (Receiver DB A)I1BSBT DL,

4.2.2.2. Z{E Intent DREMEERTS (WH7E)

Broadcast Receiver MAAF(ZkH>TETFIRVIIERLZMN, ZIE Intent DT —2FNEFTBERIZIE. TT2E
Intent DEEHEHEZRELEITILLSEN,

/2B Broadcast Receiver [(ETEFEZH DT TUH S Intent 22 (TERS1=8 . IILI7 DKRE Intent 2= 1TES
ATREME D 8 B, IELABH Broadcast Receiver (FHhD 7T M5 Intent ZEERZ TERASZ&(EEWL LALRI—7 T
A D22 B Component DM 7T M isZ(HERo71= Intent DT —42% IE2NEA Broadcast Receiver [ZERi% 3 5T
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EDBBT-0 . ZE Intent TEFHIZR L THHEEZTITHLEL, B R E Broadcast Receiver (%D R
DYRITHB=H. PLIEYZIE Intent DRLEUEHERTILENH D,

3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.3. JBEEZ Signature Permission &, B T7TUNERLI-CLEERLTHIAT S (WH7R)

B#O7TUMSEESNT- Broadcast 1Z1F7EZ{EL. TN LS D Broadcast Z—UIZELLEVBHRE
Broadcast Receiver #2515 & . B E % Signature Permission [CXYRELLZTNIELESEHLY,
AndroidManifest.xml T® Permission EZ. Permission BRE ST TIIREL T+ HTHDH=5H. 5.2
Permission & Protection Level J[5.2.1.2 MM BEEZ®D Signature Permission TEH# 77V EET I H %1%
BRI BHE, F-JBEEE Signature Permission % receiverPermission /35 A—42(Z#§FE L T Broadcast &%
ETH5ELRAKICHERTIVELNHD.

4.2.2.4. BRBEBERTBEICTBEETITINOOBERBERF/RITERT S (WH7H)

Broadcast Receiver A4 FIZ&>T setResult)IZ&VIERIEFERERT T ITIDERENEL D, 2
Broadcast Receiver MIFE L, ERRELEDTTINTILY 7 THHAREELHY . ERBFHRNABEEZH>TS
ONBERMENH S, IEF Broadcast Receiver *>B#1FRE Broadcast Receiver DH&EF. fERRELIZE
HEART T THADERBEROBVEHFYDET 2HETHL,

ZM &SIz Broadcast Receiver Mo#ERIFERERTHZEICIX, BREETTIMSDFERBEROBRICEELLT
nIEESE,

4.2.2.5. oI T4I731E#HR%E Broadcast X5 T S5 L. RIS FHEL: Receiver ZHIRT % (r78)

Broadcast ELVIBRINRT L5112, FLFH Broadcast IETBFEZHO T TIIZIEHRE—FEELRY . 44325
FEMLIEYTBIEZERLTHEON-EHA TH D, TD=Ot2 o T4T1i1E#RZE Broadcast ZF{ETBHHEIC
X, TP ICERERBINGOESIEEFENRANBELLS,

o T4 1EHR%E Broadcast #{ETHI5E . (58 TE%S Broadcast Receiver ZITHZ{EFEETHY . fthd
Broadcast Receiver (XZERARETHINELNH D, TDT=6HD Broadcast iIZEAEICITLUTDLSILLDHH
b,

® HBiRHY Intent T Broadcast 2T H_ETHAEZEEL. ERLI-{E8TE S Broadcast Receiver fZIF1Z
Broadcast /@14 A iE. COFEKICIERD 2 DDNF—2D3H B,
» [E—77"H Broadcast Receiver 5T THIZL Intent#setClass(Context, Class)IZ&YIBEEZRET
5, BERMGI—FIZOVWTIEY T ILa—F+E5232074.2.1.1 2R Broadcast Receiver -
Broadcast1Zz£& 1294 &,
> @7 7)D Broadcast Receiver SETTHMNILE Intent#setClassName(String, String)(Z&kYIEE AR
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EFBH. Broadcast EEITEIEIIE/NVT—PD APK ELDRRERERTANRNEBELTEH

AILIz7 ) THAHILZEZRELTH S Broadcast ZEET S, EIFICIEREEM Intent ZFIATELHRD
HENERANTHS,

® receiverPermission /\5A—A(Z¥ B E 2 Signature Permission 8% L T Broadcast #{EL. 589 %

Broadcast Receiver [Z#% Signature Permission #F|FAEELCH55AE. EAMAI—FIZDOWTIEY

U7 INa—K+E5arl4.2.1.3 B#RE Broadcast Receiverl1#8 &9 A&, £1=2 0 Broadcast %15

FEEEETBICTIFIL—ILI4.2.2.3 B ES Signature Permission (&, BHT7TUNERLI-CEEFREEL

THIATS (WZ8) ILBERALAITNIEESAL,
4.2.2.6. Sticky Broadcast [ZIZ 2 T4 I HIERE S HIELY (w78)

1BE D Broadcast [&. Broadcast X {EFFICZ{ERTAEIRAEEIZ$H S Broadcast Receiver [CZ{FNEEINDE. £D
Broadcast [F;HiBL TLES, — 7 Sticky Broadcast (& K&V Sticky Ordered Broadcast, LA FEHR) (X, X EHF
[C%2{E4K B8 (2 &% % Broadcast Receiver [CRELEBIN-ELIRATLLEICHFELDDF. ZD#%
registerReceiver) IC K Y R ETEBIENEFEHB TH S, & EIZH o f= Sticky Broadcast (&
removeStickyBroadcastQIC&KYEE DRI T THIBRTE S,

Sticky Broadcast IXHEEREY Intent [CKDERAMAIIRTHY. receiverPermission /XTA—FZFIFELT:
Broadcast #{E(XTE%LY, LI=A > T Sticky Broadcast CEEL-ERITITILIITEELCTFEESHDOT T
MEEBTETLES, LIzh 2T T177%01EF#Hi%F Sticky Broadcast TiEEL TIFAESAELY,

4.2.2.7. receiverPermission /A5 A—A2M1§FE %L Ordered Broadcast [ZEMNHEWNZENBHDEITEE (WAZE)

receiverPermission /N\SA—42%$EE 9[22 {ESN 7z Ordered Broadcast (&, TILVITEZELTFHELHD
7D ZIEARETH S, Ordered Broadcast & Receiver M5 MDIRYIFEHREZ(TIS1=0 . T XEHD
Receiver [CIERILEZESE H1=OIZFIASN D, BEFEDEL Receiver Mi)ER Broadcast AEEEINHT=8.
BEEZELETILVIT7HAZEAIC Broadcast #Z{EL abortBroadcast) 9 5&. %KD Receiver [
Broadcast AEEE SN <75,

4.2.2.8. Broadcast Receiver WoMIRIET—2N LM EHERTS (w7E)

ERT—A%1%YIRLTET-Broadcast Receiver DAATIZL > TEFURVIZELZA . EAMIZITZELE-HER
T—ANKET—ATHAHAREMEZEEL TR EITNEBLETNIEESELY,

iR1E 7t Broadcast Receiver A2 Broadcast Receiver DiGE . REFED T TUNLRY T —4%ZTES1=6.
TILDIT DHRET—42%ZTES RN N H S, IR{S T Broadcast Receiver A'IE2ABH Broadcast Receiver @
e, A—T7TIVANSDERT —FTHAIDTYRYIFHENKIITEZNEEZN MO T TN SZITEST-T—4
EEENICHERT —RELTERET I LN H -0 R T I BEEHITKETHHIEEATIILLLEL, R
7t Broadcast Receiver AAE %1 BR3E Broadcast Receiver DIH& . ZNHED YR I THD =86, PIIYKERT—4
NRET—HATHIAHEEEZEREL TR EITNEBLETAIELRSRL,
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3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.9. BEZ-RMICRETIEERICE. TOEEDRKRDREKELHIETD (WH7H)

Permission IZ&YRESNTOSBEREESSUHEEEEZMOTTIICZRMICIRET H5EICIE RIEET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKEZHFLZFNITESAEL, Android @
Permission £¥aUTAETILTIX, REINEEEIZHTEITIVNLDEETIERIZODVWTOHEREEE
15, COEBRLEDEHMHEIZEY . FTVIZHBIN-EENSSITHOTTYIZ, RED-OIZWHEL Permission &
BERTHIELGIRBESNBAREELH D, CDZEIE Permission ZHEREL TSI EEREMIZEMAED T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSHBT S,
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4.2.3. PRIV RAE

4.2.3.1. ERALTKL exported FRE L intent-filter FRE DA & (Receiver DIFE)
£ 4.2-2 [X. Receiver #REFTHLEEITHEALTHEL exported Bt intent-filter EZDMHAAEHEFRL

TL%, lexported="false”mD intent-filter EZEHY I DFEAZRBIZILELTWSERIZDOWNWTIILU T CEREA
T5,

F«& 4.2-2 exported B intent-filter ERDHEAEHLEDFEAHTE

exported EEDIE
true false BIETE
intent-filter E&ENH5 A [RAIZELE 2k
intent-filter E&EMALY G| Gl =41

intent-filter &L . M D. exported="false"ZEETHLERAZILLLTLDDIE. R—F7FTUADIELE
Receiver [ZMIFT Broadcast #2EL1=2H£YTH, ERETHT7 T DB Receiver IV HLTLESISZEDN
FHETHLLTHD, UTD 2 DORTEREHRIEVHLIRS%FEHFAT S,

4.2-4 1% A—7FIVANSLMNIEL R Receiver(Z ) A) ZRSEH) Intent THREUVHEELHWERLZEEDHIT
»5, Intent-filter(E e action="X")Z2ERZLTWLEDOMN, 7T ALMWVELDTEREYDEELE->TLNS,

F7TUA
IS ERMIntentZ{E > T
ReceiverZME U H T

l Intent(“X”) :

JE/NBfReceiver A-1
exported="“false”
action="“X"

e
i ERMIntentZ {#->T
ReceiverZMFUH 9

Intent(“X”)

JEABAReceiverE o 1=F7 TUAD HHY
AR =ILENTWBEEIE. B—7
TN THHBroadcastiZBZIENTTHN
B

Androidifi >R
\

K 4.2-4

4.2-51%. 77U AIZIATTZ 7Y B THREL intent-filter(E e action="X"\2E &L TL\BIBETHD. £7 .
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7T ) (7T CO)HEEERA Intent T Broadcast #1X1E9 5D (%, JEAFA Receiver(A-1)EIIXZEFXLLEL\DT
BIZEXa) T4 IERBERBIZAS BN EDER DK,

X2 T(ECHRBIZHEDDIE. 7T AIZKBR—T7TIADIELR Receiver DIFUHLTH D, 77 A HiEg
ZX#) Intent % Broadcast §5&. B—77JR®DIELAE Receiver IZHZ T, [EL Intent-filter #E&L71- B D
DB Receiver(B-1)£Z® Intent #Z{ETETCLEINSTHA[EDFBEDXKE), A hd>T7F) B IZxLTEY
T4 IRIERERETAAREMEASELTLES. 7T B BRIz 7ThHhNIE, TDFEF LI TAILIERDR
BIZE,H S, F1-. Broadcast A Ordered Broadcast THo1zHE L. ERILAWMEREREZZITEROTLESH
e H D,

(" N
F7FIA
BE EXMIntentZ > T
ReceiverZIEUNH 3
l Intent(“X”) :
77cC
JEABAReceiver A-1 i B M IntentZ E->T

exported="false” ReceiverFE U

action="X" @

A BAReceiver B-1
exported=“true”
action="X"

[l CactionZ € Z L 1-ReceiverH‘$Fo 1=
BROT7TTI)RA R —ILENnT=15E
[&. T RTDReceiver|Zintent A ER{E =
ns

Androidif &
\_

4.2-5

==L, Y RTLDHEIET S Broadcast Intent MDA EZ{ET S BroadcastReceiver #EE T HH AL,
lexported="false”m D intent-filter EEHY 1ZFERTEH L, M D TNLUNDHEAEHLEIFESTULIFLLY,
NlE, O RTLHEIET % Broadcast Intent IZBIL TIX exported="false" THLZIERRETHHELSEREIZHE
Ko VAT LMEIET S Broadcast Intent EFEL ACTION O Intent 2t 7 FUAZEIELI-BE . TNEZIELT
LESEERLEGWEIMEZSIEFECT AIEEMEN H B M. Thld exported="false"ZEIT B EITE>THSIEM
TE%,

4.2.3.2. Android 3.1 UIZ7F)ERE LA \E Receiver AEFRSNALY
Android 3.1 LA TIlE. AndroidManifest.xml [ZE#89IZE L 7= Broadcast Receiver &, 1> A—JLLI=FEI1T

TIEEMHSBELDTEIENVLETHS, 77)% 1 BEEENTHET, TN LD Broadcast #2{ETEHLDS
[2#%, 1 AM—)L#&IZ Broadcast Z{EZ M) H—CL TUIBFREIS B S LT TELLEo1=, 1=12L Broadcast
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MD1E{EMIT Intent [Z Intent.FLAG_INCLUDE_STOPPED_PACKAGES #&%F L TBroadcast ZE{ELI=B&IL. —
EIEFHLTLVEGWLTITYTH>THIM Broadcast 22ETHENTES,

4.2.3.3. BL UID 2 >7FUhiE{ESNT- Broadcast (L. JE2AB Broadcast Receiver THLZ{ETES

BHEOT7TTIIZELC UID #H=-E5IEMNTES, CDIBE. =X JEAE Broadcast Receiver TH-TH, FL
UID @7 7)) hibiE{ESh = Broadcast [EZ{ELTLES,

LALohiEtxa) T ERBEEGAI LT, RICUID #F 27 7UIX APK 2B L T AR ERN—HTBHIL
MREESN THY. JE2ABH Broadcast Receiver WZIETHDIEB# 7T HhSEIESNT- Broadcast ICRESH
B THS,

4.2.3.4. Broadcast MIELELF D

%159 % Broadcast |& Ordered M ZF5 T, Sticky MESTHWA DA EHEIZLY 4 ¥ D Broadcast
MEHET S, Broadcast XEAAYYRIZIEL T, 12159 5 Broadcast DIEFEMNRFES,

= 4.2-3
Broadcast MiE%E EERAYYE Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

ZNZFhD Broadcast DIFHIIRDESYTHS,

*® 4.2-4
Broadcast DFE%E Broadcast MFIEFET LD 4
Normal Broadcast Normal Broadcast IZiX{EFFIZS2{E TR RBEIZ 45 Broadcast Receiver

[CEEE SN THIMT %, Ordered Broadcast EE#4:Y, #83M Broadcast
Receiver MBI BFIC Broadcast 2 ZETHDMNFHTHSL. BFED
Permission ## D7 71) M Broadcast Receiver =712 Broadcast 2§
HBHIELTED,

Ordered Broadcast Ordered Broadcast (X EERFICZEABELIKAEIZH 5 Broadcast
Receiver M—DF DJEHIZ Broadcast ZRIETHEMNFHTH S, LY
priority fEAYKZ0LY Broadcast Receiver ANEIZZET S, T RTH
Broadcast Receiver [ZEZESET I 5Hh. &H D Broadcast Receiver A%
abortBroadcast)ZME U H L =35 & 12, Broadcast [FEHRKT 5. HFED
Permission #F|AE S L1=77")® Broadcast Receiver =I1(Z Broadcast
FRESEDHILLTED, £z Ordered Broadcast TIXEETH
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Broadcast Receiver oD g R FEHZE Z(TIAH_EHLTES, SMS ZIEBEXN
Broadcast (SMS_RECEIVED) I% Ordered Broadcast D& HFITH S,
Sticky Broadcast Sticky Broadcast & {ERFICZIERIEE/IKAEICEH S Broadcast Receiver
CEHEISNZBICHERBITDAZEFEBEORTLIZERYEKET., &I
registerReceiver)ZMEUH LI=7 7 H Sticky Broadcast 2{EF52&
MTEEHI LN TH S, Sticky Broadcast [t Broadcast EE4YH
BFMITHRT A LI LD T, Sticky Broadcast A AE(ZH>1=&E(2, BF
REIIZ removeStickyBroadcast()ZMEUNHH L T Sticky Broadcast ZHiES
HEDLENH D, D Broadcast L&Y $5ED Permission #HF D7 7J1)
@ Broadcast Receiver 1=[F1Z Broadcast 2 {ESE AT EILTELLY, /3y
T1)—IRBEZ F & XN Broadcast (ACTION_BATTERY_CHANGED) & Sticky
Broadcast DX ERHITHD,

Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast A M4 %5 -7- Broadcast
T# 5., Sticky Broadcast R4k, ¥ E D Permission ZF2>27 UM
Broadcast Receiver 721712 Broadcast ZZ{ESE DT EIETERLY,

Broadcast DHEHEIRAELVDRAT, EREZHFSIEHWICHEETHLETRITED,

# 4.2-5
Broadcast MDA IRD L Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast

Z{E T AE7: Broadcast Receiver &

Permission [Z&kY#IRT S © © - -
Broadcast Receiver M > DAL

REWET S - © - ©

JlE #& [Z Broadcast Receiver [Z

Broadcast ZEEH 5 - © - ©
BRICIEESN TS Broadcast &

BHLRIETS - - © ©

4.2.3.5. Broadcast FE{EL-1EHA LogCat [CHIINBIGEELNHD

Broadcast MEZEIEEARMIC LogCat [TH AN, LHL. ZIER/ID Permission FREICKDITT—H0.#F
{E81D Permission R REIZ&DIS—DREIZ LogCat [CT5—AY MNH ASh B, T5—0O4(1Z1E Broadcast TiE
19 % Intent FRIEENDD T, TS5—FKARFZ(X Broadcast EFIET DB AL LogCat (TR RSNBIIEITER
LTIELLY,

IX(E/ID Permission NERDI S —

W/ActivityManager (266) : Permission Denial: broadcasting Intent { act=org. jssec.android. broadcastreceiver.creating
.action. MY_ACTION } from org. jssec. android. broadcast. sending (pid=4685, uid=10058) requires org. jssec. android. per
mission. MY_PERMISSION due to receiver org. jssec.android. broadcastreceiver. creating/org. jssec. android. broadcastrec
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| eiver.creating. CreatingType3Receiver

=D Permission NERFDIS—
W/ActivityManager (275) : Permission Denial: receiving Intent { act=org. jssec. android. broadcastreceiver. creating. ac
tion.MY_ACTION } to org. jssec.android. broadcastreceiver.creating requires org. jssec. android. permission. MY_PERMISS

ION due to sender org. jssec. android. broadcast. sending (uid 10158)

4.2.3.6. R—LEE(7I))IZa—thvrEEBEETIEDEER

R—LEEIC7TI)ERET 570D a—rybREV 0 Web T30 DT vo<T—o D &5% URL La—kavk
ZERTDEEDERERICOVTHAT L. FIELT. UTDIILREEZEZATHS,

R—LAEE (7)) (C33—bhy hEERETD
Intent targetintent = new Intent(this, TargetActivity.class);

/) a—brhy MERIKEO -6 Intent
Intent intent = new Intent (“com. android. launcher. action. INSTALL_SHORTCUT") ;

/) a—brhy FDA Yy THICERIT S Intent Z2HEFE

intent. putExtra (Intent. EXTRA_SHORTCUT_INTENT, targetlntent);

Parcelable icon = Intent. ShortcutlconResource. fromContext (context, iconResource) ;
intent. putExtra (Intent. EXTRA_SHORTCUT_ICON_RESOURCE, icon) ;

intent. putExtra (Intent. EXTRA_SHORTCUT_NAME, title);

intent. putExtra(“duplicate”, false);

// BroadCast 2> T, YRXTALIZa—bhy MERZEIKEET S

context. sendBroadcast (intent) ;

EETEELTLS Broadcast (&, ZFFAR—LEET7 TITHY. \wr—CREHFETHIENEHLL O
FE2XM Intent IZKSH2ABE Receiver f\O)LE&f;o’CL\é_&(:Si‘é‘bfﬂ\%’é%é 2FY, EEETEELE
Broadcast [TV TZEDI-EEDTITINZETHIIENTE, TD1=O. Intent [T TATHERIE
FNTVAEFERBRAVDWEEICDOLALAREMENH D, URLEZRICLIza— v EER T 515E . URLICHE
DIFEBHNEEN TSI ELH A= FITETENDLETHS,

st AEELTIL. T14.2.1.2 2AB Broadcast Receiver - Broadcast #5295 %{E9 5 ICRRH Ih TLEHRA
UMZHREL, FEIET D Intent ITEU U TATHRIBEBRNEFTLEWNESICTEENBETH D,
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I 4.3. Content Provider Z4£%-FIB9 5

ContentResolver & SQLiteDatabase M A > 2 —2J7x— XML TS F- & . Content Provider [&
SQLiteDatabase LZZICBERAH I LERELNSNDIEN Z LY, LALERRIZIX Content Provider (X7 TURT
—BHREDAUE—TI—RERET ST T, TE2REFORRXE—UBOLLNWIEITEENBLES, ERT S
Content Provider AE TT—42MDRF(C SQLiteDatabase #{#52 &3 TEBL. XML 774 L E D B DIRER
KEFEITELITED BB CCTRNT BT I a—FRIZET—2E2RHFETHNEEZEFLRLO T, BREITHLT
BN HIE,

4.3.1. YT )La—Fk

Content Provider REDKSIZFIASINBMZE>T, Content Provider A2 51 R 0EY L HEHFERANE
5%, ROFIFEIO—IZ&>TERT S Content Provider WE DAL T THIMEHIETES,

THELSHD
TVIZFIAZERD S

BEf D
TVIZFIAZERD S

v A

Private Public Exclusive Proprietary Temporary
;™ . ™ ' N—bF—RE BRE —BFEF Al
FR4Content Provider “fContent Provider Content Provider Content Provider Content Provider
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4.3.1.1. 3E/4AE Content Provider 245 -FIFAT 5%

JE/ABH Content Provider (&, R—77J R THIAEHNS Content Provider THY. 28R EHEDE L
Content Provider T#% 5, 1=1=L. Content Provider MIEABIERE (X Android 2.2 (API Level 8) LIAI Tl
BELIEWCEITEENREL,

LI . 322 BA Content Provider DEEHIETRT,

R4 (Content Provider #4E3) :

1. Android 2.2 (API Level 8) LARITILIE/L B Content Provider 3L (TEZLY)
2. exported="false"[Z&V . BARMIZIELAREHRET S

3. R—T7FTUANLDIIIRARTH>TH, I\TA—FDREMEHRETD

4. FRAXTIVER—FITITHIMIS., B T4TRIERERELTEL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. privateprovider”>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

- R4 > bk 2% exported="false”l=&k VY. BARMICIELRSBET S —
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />
<{/application>
</manifest>

PrivateProvider.java
package org. jssec. android. provider. privateprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;
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public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. privateprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. i tem/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB E#FERETICEEMEZEZRIHIZLTLNS=8H, query A Yy FTiRY Cursor ZEATCEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[]l { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true.

}

@0verride
public String getType(Uri uri) {

/] )k RAU L3Ik A—F FTUANLDYIIRARTHLTEH, NFA—2DLEMEHRT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEFEL TV,
/] T3.2 AAT—2DREUEHERT D] 258K,
/] *kRA Db dk FATXTT TVER—T7 TV THEME, £ T4 THRERERELTKL
// 1=12L getType D#ERP LU T 1 THEREZF DO LIEHFEY 4L,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;
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case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *ARA L3k A—F7TUANLDY I IR LTH>TH, NI A—FDREEZHERT S
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEUEHET 51 #58,
/] *iRA Uk bk FRATT TVIER—T7 T ThHEhD, 2T THRERERZELTE N
// query DERNE VLT 4 THERZEONESMEIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kA3 RI—F7TVANLD) I IR RTHLTH, INSTA—SDLLMEERT S
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULVD,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] *kRA2 b4k FATT TVIEER—F7TITHEIND., BT 1 THFEHRZRELTEW
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] KRRAF3Ik A—TFTIVANLDY I IR ITH-LTH, INTA—ADREUZHERET S
// T TlEuri NMEEDERERNTH S Z &%, UriMatchertmatch () & switch case THEFREL TV,
/] FDOMDIST A —F DRI TILIZDEERE, 3.2 ANT—2DREUERERT 51 #3,
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/] *BRAU bk FATT TVIERA—T7TITHEIN D, £ T« TREREREL TELL
// Update ShizLa— FENEL T4 THEBEKREFONE S MIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA b3k B—FTVALLDIV I IR NTHLTH, INTA—FDRLMEEWHERT S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH L TIIZDEEE, 13.2 AWT—20ORLEMEHRET 51 #58,
/] *RA2 b dk FRATT TVIEER—F7TITHEIND, BT 1 THFEHRZRELTEW
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iR3

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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RIZ. JE22FA Content Provider #F| 9 % Activity DlZTRT,

R4 ~(Content Provider ZF|fH7 3):
5. B—7F7IVA~AD)IIRTCHEII D, B TAITHIEREVIIAMIEDHTELLY
6. R—7TVRILDBERIERTHOTH. FETHNRLUEHRTS

PrivateUserActivity.java
package org. jssec. android. provider. privateprovider;

import android. app. Activity;
import android. database. Cursor;
import android. net.Uri;

import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) {
logLine (" [Query]™) ;

/] *kRA2 b5k A—F7TUVAANDY I IR LTHIND, oo T4 THEREZYIIRAMIEHTEL
Cursor cursor = null;
try |
cursor = getContentResolver (). query (
PrivateProvider. Download. CONTENT_URI, null, null, null, null);

/] kR4 b6k B—F7TUALSDHERBERTH>TH, ZET2DREMEEHDRTD
/] B TINZDEBNE, 13.2 AWT—E20OREMEHRT 51 #58,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();

}
}

public void onlnsertClick (View view) {
logLine ("[Insert]”);

/] )k RA L5k A= FTURAANDY I IR LTHIND, £ P T4 THERZVIIRAMIEDTEL
Uri uri = getContentResolver (). insert (PrivateProvider. Download. CONTENT_URI, null);

/] *kRA2 bk R—7TVANMLDHERBEHRTH->TEH, ZIET—FDREMEHDRT S
/] O TINZDEBE, 13.2 AWDT—2DREREMHERT S &SR,
logLine(” wuri:” + uri);
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ASSOCIATION

public void onUpdateClick (View view) {

logLine (" [Update]”) ;

/] *XRA b5k R—F7TURAANDY I IR LTHIND, oo T4 THEREZEYIIRAMIEHTEL
int count = getContentResolver (). update (PrivateProvider. Download. CONTENT_URI, null, null, null);

/] *RA2 b6k R—F7 VAN DERERTH->TH. RET—HDREMEHERT D
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine(String. format (" %s records updated”, count)):;

}

public void onDeleteClick (View view) {

logLine (“[Delete]”) ;

/] *iRA 5k B—F7FTVAANDY I IR THZINDL, BT THEREV I IR MIEDHTEN
int count = getContentResolver (). delete(
PrivateProvider. Download. CONTENT_URI, null, null);

/] *RA b6k A—F7 VAN DERFERTH>TH. RET—HDREMEHRT S
/] BOTIVZDZEE, [3.2 AhT—2DReMEHRT DI 258,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.3.1.2. /23 Content Provider 245 I35

22Bf Content Provider (&, FYFEZHD 7TV ICHI RSN D EEBELT- Content Provider TH 5, V517>
FERELLZNIEIZEKY., RILITT7Hh5 selectQICE>TREBLTWST—2ZFIREMSNI=Y, update()IZ&L>T
T—REEZTHMA LMY, insert()/delete()IZ&>THD T —ADHEARLT —ADHIBREVNST-HEBEZ(+1YL T
REASNBEILITEENRBEL,

F1=. Android OS BEETIXHZWLIEBEK D22 Content Provider 2F|B 3 51546 . ZND AR Content
Provider IZEEYBEELIZRILIITICUIIAMGA—RZZEINDILDHDH L. BLU . HBHRT %%
(TERAZENH D EITEFENBLETH S, Android OS BEED Contacts +> MediaStore F+ 238 Content
Provider T&H2H'. TILUTT7I(EZFN 5 Content Provider IZRLYFEL TEALY,

LA . 22F8 Content Provider O EZEHIETRT .

R4~ (Content Provider #4E3):

1. exported="true"IZ&kY . BATRMIZARKET S
2. DVOIRMSGA—ADRLMEHRTD

3. UL TATRIEHREREL T LS

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. publicprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

I— % BRA >k 1% exported="true”IZ& Y. BARMIZABRZRET S —
<{provider
android:name=".PublicProvider”
android:authorities="org. jssec. android. provider. publicprovider”
android:exported="true”/>
<{/application>
</manifest>

PublicProvider.java
package org. jssec. android. provider. publicprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class PublicProvider extends ContentProvider {
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public static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEIEEEZRTHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, “dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true.

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
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}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KIRA b 2% UOIRMNNSGA—BDREMEMHRTS
// TTTlRuri MEEDEBEATHSDZ &%, UriMatcherttmatch () & switch case THEEL TLVS,
/] TDMDINT A—FDRERIEH O TIIZDEEE, 13.2 ANT—20RLMEHET 5] &38R,
/] kRA Dk 3k BT TIEREREL TEAES AL
// query DIERNE LS T 4 THEREZEHEONESHMIT TURE
/] VOIRMTRDT7 TINRIILD 7 THAAEEENH D,
/] RV FICRBEINTERBEOLVVERTHNIEHERE L TRLTEH KLY,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KIRA Db 2% YOI RMNRSGA—FDEEMEHERT S
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULVD,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] *BRAU 3k £ T 4 THERZRZEL TIEAES AL
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
/] VO ITRMTDOT TUNRTILI 7 THHAREELH D,
/] RV FICHBENTHIHBOLRWMVMERTHNISHERELTRLTEH KL,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] hkRA k2% UOIZRARRTA—FDREUEZHRT S

// TTTIEuri AEEDEHERNTH S Z &%, UriMatchertimatch() & switch case TREEL T3,
/] FTD/DINT A—F DHERIEH O TILIZDEEEE, 3.2 ANDT—20REMEHRET 51 &38R,
/] KRA R 3Ihk £ T 4 THIFEREREL TEH AL

// Update ShizLa—FEHS LU T4 THEKREZFONESINET TV RE

/] VOTRA DT TIUNIILO 7 THEHAEEMEND S,
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/] RV ITFICREBINTLERBEOLEWMVERTHNIEHERE L TRLTE &L,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] KIRA b 2% YOI RMNSGA—FDEEMEEHERT S
// T TlEuri NMEEDERATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 AWT—20ORLEMEHET 51 #58,
/] KIRA L3k U T 4 THREREREL TIEAESEL
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
/] VOIRMTRDTZ TINRIILO 7 THHEEEENH D,
/] RV FPIZRBEINTERBOLZVERTHNIEHRE L TRLTH KLY,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iR3

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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RIZ. 22F Content Provider Z#|f9 5 Activity DHlZETRY,

R4 ~(Content Provider ZF|fH7 3):
4., UL TATHERE)IIAMIEO TIEESAL
5. #BRT—ADREMEERTD

PublicUserActivity.java
package org. jssec. android. provider. publicuser;

import android. app. Activity;

import android. content. ContentValues;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {

// FIFA%® Content Provider (&R
private static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

public void onQueryClick (View view) {
logLine (" [Queryl”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAF#E") ;
return;

}

/] kRA bk £ T 4 TREREV VIR MIEDTIEAES AL
/] VOIRAMEDTZ TINIILD 7 THAHEEEENH D,
[/ RILIITFIZRBINTEHEHEDOGEWVERTHNIEY VIR MZEHTH L,
Cursor cursor = null;
try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] )k RA2 b5k ERT—IDRLUEHERT S
/] O TIIZOERR, 3.2 ANT—2DRLHET 51 #3838,
if (cursor == null) {
logLine ("™ null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
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}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] hRAU bk £ T4 THEREV IV IXMIEHTIEAESEL

/] VOIRMEDT7 TINRIILD 7 THAAEEENH D,

/] RV TFICRBEINTERBEOLEWVVMERTHNIEV I IR MIEDTEH KLY,
ContentValues values = new ContentValues();

values. put ("pref”, "RZ=E#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] KIRA 2k 5k HRT—IDELEEMHERT S
/] BOTIVZDZEE, [3.2 AhT—2DReMEHRT DI 258,
logLine (" wuri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Update]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAF#E") ;
return;

}

/] hRA bbbk €T 4 TRERZEVIVIXMIESTIEESE

/] UOITRMEDT TUNTILI 7 THHAREELH D,

/] RILIITFIZRESNTEHEOGENVERTHNIEY VIR MZEHTH L,
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String(] args = { “4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args) .

/] kIRA Uk 5k BRT—F2DELEMEEMHERT S
/] B TIVZDEEE, [3.2 ANWT—20RLM2HET D] 238,
logLine (String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (" [Deletel”);

if (!providerExists(Address. CONTENT_URI)) {
logLine(” Content Provider AF%E") ;
return;

}

/] kRAU bbbk BT THIEBREY VIR MIEDHTIEES ALY

/] VOTRLEDT TIUNIILI 7 THEHAEMEND S,

/) RV TICREBENTEREDEVERTHNIEV IV IR FZEDHTH KLY,
int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);
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/] *kIRA b5k #ERT—IDEEEEMHERT S
/] BUTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
logLine(String. format (" %s records deleted”, count)):

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (pi != null);

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.3.1.3. /N\—hkF+—[R%E Content Provider /% -FIET %

IN—hF—PBRE Content Provider (. B#ED7 T IFhLFATES Content Provider TH b, /\—bF—1
2¥DT7IIVEBRTITUINEELTORTLERERB L, IS—,F—7 T ED B TR RO e £ SFAT-OIZFI S
na,

LIF ., /\—kF—BR%E Content Provider ®DZE&EHIZERT,

R4 (Content Provider #4£3):

1. exported="true"IZ&kY . BARBIZAHERET S

2. FRAXTTIOFAENRTAR)AMIBFRIN TSI LEHERTD

3. IN—=bF—=TFTINLDIITANTH>TH, INTA—ADREMEHERT S
4. N—rF—FT)IZBRLTEUMERIZEYRZEL TKL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. partnerprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

I— % BRA 2k 1% exported="true”1Z& Y. BARMIZABREZREST S —
<{provider
android:name="org. jssec. android. provider. partnerprovider. PartnerProvider”
android:authorities="org. jssec. android. provider. partnerprovider”
android:exported="true”/>
<{/application>
<{/manifest>

PartnerProvider.java
package org. jssec. android. provider. partnerprovider;

import java.util.List;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. ActivityManager;
import android. app. ActivityManager. RunningAppProcessinfo;
import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

import android. os. Binder;

import android. os.Build;
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public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEEZEZRTHIZLTLNS=8H, query A Yy FTiRY Cursor ZEAICEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

/] *RA 2 k2% FATT TDEHAENKRTA YR FZBHFINWTWSEIEEZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1I\— kF+—7F F1) org. jssec.android. provider. partneruser MEFBAE/ v > 1 B4 Z43
sWhitelists. add (“org. jssec. android. provider. partneruser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 fE
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M ”partner key”MEIBAZE/ Ny > a{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

/] UTFRRIZHD/NN— b F—TF T £ &, .
}

private static boolean checkPartner (Context context, String pkgname) {
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if (sWhitelists == null) buildWhitelists(context):
return sWhitelists. test (context, pkgname) ;
}
/] RBTT TRy r—SZEMEG
private String getCallingPackage (Context context) {
String pkgname;
if (Build. VERSION. SDK_INT >= Bui ld. VERSION_CODES. KITKAT) {
pkgname = super. getCal | ingPackage () ;
} else {
pkgname = null;
ActivityManager am = (ActivityManager) context. getSystemService (Context. ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am. getRunningAppProcesses () ;
int callingPid = Binder. getCallingPid() ;
if (procList !=null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc. pkgList[proc. pkgList. length - 1];
break;

}

return pkgname;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *kRA Db 2% FRATT TDIAERRTA FJRMIBHEINTWS I L 2HET S
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRAFTT7 TV IF/8— b F—F7 T TIEEL, 7);
}

/] kRA 3Kk N—bF—FTUNSDYIIRFTHLTH., NSTA—2DRLEUEERT S
// T TlEuri NMEEDERERNTHS Z &%, UriMatchertmatch () & switch case TR L TV,
/] T3.2 AhT—ADREMEHERET 51 58,
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/] kA Uk bk N—bF—TF TYIZBIRLTKUMERICE YIRE L TLLY
// query DIERNN— rF—F TUIZERLTEWERMNESIMNET T XRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kIRA 2% FIRATT TYDIABEENRTA R X MIBEIN TS E2HRETS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV I(F/8— b F—F7 T TIEEL, 7);
}

/] *RA D E3Ihk R—bF—=TFTIUNLDYIIRTHH>TH, NSA—EDREUEHERTS
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] T3.2 AAT—EDEELEHRT 5] 3,
/] KIRA 2 bdk IR—bF—7 TYICEATRLTEWERICBRYRZEL TEL
// Insert $ER, BBEINB DW=+ F—7 TVIZEHRLTEVVERMOESNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

// *kRA Db 2% FATT TUDAENRTA FY R MIBHEINTWS I E2HET 5
it (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIBAFTT7 TV IF/8— b F—F7 T TlEEL, 7);
}

/] )kRA L3Ik "= bF—=TFTIUNLDYIIRRTH2TH, NSA—ADREUEHERTS
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEFEL TV,
/] T3.2 AAT—2DREUEHERT D] 258K,
/] KRA U bk NR—rF—FTYIZERLTEVMERICEEYERZELTE L
// Update ShizLa—FENE T4 TREREFONEIMIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Eht-La— F#%iR3

case DOWNLOADS_ID_CODE:
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return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] kIRA 2% FIRATT TYDIABEENRTA R X MIEBEIN TS E2HRETS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV IF/8— b F—F7 T TIEEL, 7);
}

/] *RA DRIk R—bF—=TFTUNLDYIIRTHH>TH, NSA—EDREUEHEDRTS
// T TlEuri NMEEDERATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] T3.2 AAT—EDEELEHRT 5] 3,
/] *RA b bdk IRS— b F—F TYIZEARLTEVMERICEY RZELTEWL
// Delete Snfz=La—FHENEU T4 THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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K=, 18—k F—R%E Content Provider ZF|FH3 % Activity DHIZTRT,

R4 (Content Provider ZFIFH3 3):

5.
6.
7.

FIA S/ \—rF—RE Content Provider 77 DFEBAENRTA M) AMIZEZFSINTWVDILEHERT S
IN—h+—PBRE Content Provider 7 7JIZBARL TEULVERICBBYI VT AMIEHTEKL
IN—r+—PBRE Content Provider 77UMNSDERTH-TH. BRET —IDRENFHERTD

PartnerUserActivity.java
package org. jssec. android. provider. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PartnerUserActivity extends Activity {

// FIF%® Content Provider 1&$R
private static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// kA k bk FIAKL/N— kF—RFE Content Provider 7 7! MEIFAEMNFRTA PR MZEBIhTWEI L

IS,
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();
// 18=— +F+—FR5E Content Provider 7 1) org. jssec.android. provider. partnerprovider MEFBAE/\v > 1 {EZ
sWhitelists. add (“org. jssec. android. provider. partnerprovider”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\v 2 {E
“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255” :
// keystore @ “my company key”MDEEBAZE/\v L a{E
“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E8SB D7B3A7G2 42E142CA”) ;
// LRI/ S— k+—FR5E Content Provider 7 71) #&4%. ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);
}
// uri Z AUTHORITY &9 % Content Provider /85— & W5
private String providerPkgname (Uri uri) {
String pkgname = null;
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
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if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (“[Query]™) ;

// kR4 2k 5% FIR%K%/S— +F—FR%E Content Provider 7 7Y MEEBAEMN KT A Y X MZEFESh TSI &
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logline (" FIF% Content Provider 7 7Y (FART A R R MMIEBESIATLAEL, 7);
return;

}

// kR4 k6% /83— kF—FR7E Content Provider 7 7Y ICRBR L TLUIMERICEBY VY T X MZEHTELY
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// kR4 b Tk /18— kF—BR5E Content Provider 7 7ML DIERTH-TH, HBRT DL H MR
T5
/] U TINZDERE, 3.2 AWHT—SDREUEHRT 5] 28,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

// kR4 2k 5% FIFASKE/S\— k+—FR5E Content Provider 7 71 MEERAEAFRTA YR MMZEFINLTWNWEI L
*HERT D
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" FIMA% Content Provider 7 FJIEFRTA FYR RZEEFSA TV, )
return;

}

// *RA 2k 6%k /38— b F—R5E Content Provider 7 7Y IZBRL CKULMERICBY VI IR MZEDHTEW
ContentValues values = new ContentValues () ;

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 2 b Tk /83— b F—R5E Content Provider 7 7ML DERTH->TH., BRT—2DLEM%2HRETS
/] B TIVZDEEE, [3.2 ANWT—20RELM2HET D] 238,
logLine(” wuri:” + uri);

}

public void onUpdateClick (View view) {
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logLine (" [Update]”) ;

// kR4 2k 5% FIR%/S— kF—FR%E Content Provider 7 7Y MEEBAEMN KT A U X MZEFESh TSI &
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logline (" FIF% Content Provider 7 7Y (FART A4 R R MIBESIATLEL, 7);
return;

}

// )4 > b 6%k /83— bF—BR5E Content Provider 7 7Y IZBIR L TEULVMERICBY VI IR MZEHTEL
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { "4" };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// kA bk Tk 18— kF—FR%E Content Provider 7 7ML DIERTH-TH. BET—2DLREMZHERTS
/] BUTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

// kA >k 5% FIF%/S\— kF+—RE Content Provider 7 7Y MEEBAEMNRTA Y X FZEFEIhTWS I &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FUIEARTA bR RZEBEFSNATLVAL, )
return;

}

// kR4 k6% /18— kF—FRE Content Provider 7 7Y ICER L TLUIMERICEBY VY T X MZEHTELY
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kR4~ Tk 18— bkF—FR%E Content Provider 7 7ML DIERTH-TH. BET—2DLXEMZHERTS
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, ”");
if (sha256. length() != 64) return false; // SHA-256 [% 32 /N1 b+
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl |l ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\ DXELNH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIET BIERD/NY L LEFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEFED/NY L aBELEEBD/NY L1 {EXLERT D
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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}

}

Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;

if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;

}

private static byte[] computeSha256 (byte[] data) {

try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal. toString() ;
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4.3.1.4. B#%tBRE Content Provider Z{£%-FIFA3 5%

B #tBR5E Content Provider (&, B#t SN DT T MSFIHEENDZEEEZ1ET S Content Provider THd, EH
DEH/ETT)TORATLEERL. B 77 RSB OCBEEESTA=0IZFIBSh S,

LI . B#tBR%E Content Provider D E&EHIZTRT,

R4 (Content Provider #4E3):

1. ¥ BES Signature Permission ZE&3 %

¥ B E % Signature Permission ZEREE TS

exported="true"IZ&Y . BARMIZAREET S

¥ B E % Signature Permission NBE#{ 7 TVIZKYTEERIN TSI LEHERT S
B#H7TUHNLDVIIRNTHO>TH, NTA—EDNREMEHERT D
FMATTIVEEHRHTITITH LI L. T4 ITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseprovider”>

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

— *RA > b 2% HBEFZ Signature Permission 2EREET S —

<I— %BRA >k 3k exported="true”1Z& Y. BARMIZABREZREST S —

<{provider
android:name="org. jssec. android. provider. inhouseprovider. InhouseProvider”
android:authorities="org. jssec. android. provider. inhouseprovider”
android:permission="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:exported="true”/>

<{/application>
</manifest>

InhouseProvider.java
package org. jssec. android. provider. inhouseprovider;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;
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import android. content. UriMatcher;
import android. database. Cursor;
import android. database. MatrixCursor;
import android. net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEMEZEZRIHIZLTLNS=8H, query AV vy FTiRY Cursor ZEATCEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

// B#td Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHOFERED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M®”my company key”MEFBAZE/\vw < 1 {l
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sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *BRA bk HMETE Signature Permission NEHRH T TVICKYEESNTWR I L #HRT S
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JhEE = Signature Permission AE# 7 TUIZK YEZINTULVEL, 7);
}

/] *kRA bk BRZTUNLDYIIRMTHLTH, INSA—FDREMEHERT S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherftmatch () & switch case THEL TULV,
/] T3.2 AAT—RDNRENEZHRT 5] 3,
/] *kRA2 b6k FATT7 TVIEEHT TITHEIND., BT 1 THFEHRZRELTEW
// query DFERABEHT TVICET L TRWERN ESHIET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

// A b 4k JMBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
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if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException("JH B % Signature Permission AE&#HT7 TVIZKYEEIATLAEL, 7);
}

/] kIRA L5k BHTZTUNLDVIIRFTH-TH, NSA—FDREUEMHRTS
// TTTlEuri MEEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL T3,
/] T3.2 AAT—2DNRELEERT 5] =38,
/] kIRA b b6k FIATT TVFBERT TV THIMD, o PT 4 THEREFRZELTEN
// Insert #£ER, HBBEINS IDNBEHLT7 TVICHATRL TRWNMERNE S HIFT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA k4% MBEFES Signature Permission AEHT7 TVIZEYEE SN TR EZ®RT D
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JH B % Signature Permission AE&ET7 TVIZKYEEIATULAL, 7);
}

/] kRS 5k BRHZTUALDIV I IR NTHL2TH, INTA—2DRLMZHET S
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULVD,
/] 3.2 AAT—2DReUEHDT 5] #3HE,
/] *kRA2 b b6k FATT7 TVIEEHT TITHEIND., BT 1 THFEHRZRELTEW
// Update Shiz=La— FENEU T« THEBEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shtf-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA b bk BT Signature Permission NERT7 TVIZLYEZEIN TR L #HRT S
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException ("t B3 Signature Permission AE# 7 TUIZEYESZSINTULVEL, ) ;

}
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/] *kRA U E5k BHEZTUNISD) I IR FTHLTH, NS A—FDREUEHRTS
// TTTlEuri MEEDEBANTHSZ &%, UriMatcherffmatch () & switch case THERL T3S,
/] T3.2 AAT—2DRELEZHRT 5] =38,
/] *iRA Uk bk FRATTZ TVIEEHRT TITHEIMID., 2T THERERZELTE L
// Delete SnfzLa— F#AELU T4 THREKREFONE SNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl 1 (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZEHEL=7TVDNR5r—CRERMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LR
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y > 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;
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}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length !'= 1) return null; /] BEELTHFRHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() :
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*RAUk 7% APK % Export $5EZI2, FIART7T)ERILRAFEERTAPKZELT 5,

-
# Generate Signad APK

S

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------

—
Key alias: < my company key >

B

KE"!,Ir paBEﬂDrd : I .......

[ ] Remember passwords

4.3-2
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RIZ. B#PRE Content Provider ZF|A$ % Activity DHIZETRT .

R4 r(Content Provider #FI 7 3):

8. J¥EE Signature Permission ZF|AEE Y5

9. JBEEZ Signature Permission BAE# 7 TVICKYERIN TSI LEMHERT D

10. FIF% Content Provider 77 DFEBAENBH DIBAE THDHI_LEHERT D

11. B#RE Content Provider 77YIZBIRL TLULMERIZRRYY VT RMIEHTELY

12. B#tFR5E Content Provider 77U D#ERTH->TH. ERT—HIDREMEHET S
13. MIAET7T)LRICHAFEERTAPKZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseuser”>

— %A > b Th BT Signature Permission 2F|AEET % —
<uses—permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name="org. jssec. android. provider. inhouseuser. InhouseUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

InhouseUserActivity.java
package org. jssec. android. provider. inhouseuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. PackageManager ;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {
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// FB%®D Content Provider 153R
private static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);

}

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77CG8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
}

// FIFA%E Content Provider M/8w i r— & MG

private static String providerPkgname (Context context, Uri uri) {
String pkgnhame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (uri. getAuthority ), 0);
if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (" [Queryl”) ;

// *BRA 2k Ok HMETE Signature Permission WNEHRH T TVIZKYEESNTWR I L #HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

logline (" ¥hEEZ Signature Permission ABEHT TUIZEYERSIN TGN, 7);

return;

}

// %A >+ 10% F|FZ% Content Provider 7 71 MIFBAENBHDIIBAEZ TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
it (IPkgCert. test(this, pkgname, myCertHash (this))) {

logline(” FIFA% Content Provider [ZB%#t7 7Y TIXALy, ) ;

return;

}

// R4 2 k115 BHEE Content Provider 7 7V IZBITRL TKRULVMERICERY VI TR FZEHT KLY
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// *RA > k125 B#tBRJE Content Provider 7 7UNLDHERTH-TH., HERT—ADLREMEHRET S
/] B TINZDEBE, 13.2 AWDT—2DREREMHRT 5] &SR,
if (cursor == null) {
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}

}

logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close();

}

public void onlnsertClick (View view) {

logLine (“[Insert]”);

/] divA 2k Ok JEFES Signature Permission BT TUIZKYERESIN TS L ZHET D
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logLine (" JHETEZ Signature Permission AE#T7 TVICKYEERSIN TN, );

return;

}

// kR4 > 10% FFZ% Content Provider 7 71 DIIBAZEABHDIIBAETHAH Z LRI D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TIXALY, ) ;

return;

}

// *iRA 2k 11% B#EBE Content Provider 7 7Y ICBRL TLULMERICBY VIV IR MZEHT LW
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 b 12% BHRE Content Provider 77U AL DIERTH-TH, BRT—2DLREUZHEET S
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
logLine (" uri:” + uri);

public void onUpdateClick (View view) {

logLine (" [Updatel”) ;

// KA bk 9% JMBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
String correctHash = myCertHash (this) ;
if (ISigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission ABEHRT TUIZEYERSIATLEL, 7);

return;

}

// %A >+ 10% F|FZ% Content Provider 7 71 MFFBAENBHDIIBAEZ TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI);
if (!PkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB#t7 7Y TIEXALy, ) ;

return;
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// *RA 2k 115 BFRIE Content Provider 7 7 IZBATRL TRUILMERICBRY VY TR MMZEHTKL
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args)

// kR4 bk 12% BHRE Content Provider 7 7D L DERTH-TH, BRT—2DREUZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine(String. format (" %s records updated”, count)):;

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

/] diA 2k Ok JEFES Signature Permission BT TUIZKYEREIN TSI L Z2HET D
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logLine (" JHETEZ Signature Permission AE#T7 TVICKYEERSINTULAEL, 7);

return;

}

// kR4 > 10 FFZ% Content Provider 7 71 QIIBAZEABHDIIBAETHAH Z LRI D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB#t7 7Y TIXALY, ) ;

return;

}

// kR4 2k 115 B#IEE Content Provider 7 FVICBRL TRULMERICEBY U SV T X MZEHTE WL
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kR4 b 12% BHRE Content Provider 77U AL DIERTH-TH, BRT—2DLREUZHEET S
/] U TIVNZDERE, 3.2 AWT—SDREUEHRT 5] 228,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;
import android. content. pm. PackageManager ;
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import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE IEKBEHKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEBRED/Ny > 2 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEDHE N
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Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RAk 13%APK % Export 3 5EE(2, FIRET TV ERICHRERTAPK ZERT S,

[ # Generate Signed APK @1

Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ------- |
Key alias: my company key D |\|
Key password: | ....... |

[ | Remember passwords
Next | Cancel | | Help |
B 4.3-3
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4.3.1.5. —BsE579 Content Provider 245 -FIFA9 5%

— 55T Content Provider [&, E2AMIZIXIEABID Content Provider THAHS, HED 7SI L T—HH
245 URINDT7 I 2R%EEFRI T 5 Content Provider THd, 1757 #IBELIz Intent ZXR 7 T2
FTHILIZEY . ZDTTI)IZ—BFET V2 RERNMFEIN D L5127 >TLVS, Content Provider 771 HVEEED
MICHDTTVIZT I REAEEADHIELTESL. —RHMLGETIERHFAEROTETTIZ Content
Provider 77N ZBIMIZT VL REAIE5252LHTED,

LI . —B$E5 7] Content Provider D =& HIZTRT,

RA4 >~ (Content Provider #{£3):

1. Android 2.2 (API Level 8) AR Tl&—B5EFA] Content Provider 324 L7%0)
exported="false” &Y, —BFEFAI 9 % Path LINEIELBHERET S
grant-uri-permission [Z&Y . —BFEFRI 9% Path Z$6E T %
—BMICHFRAILIZ7 TUNSDYIIRNCHHTH, INTA—FDREMEHERT S
—BERIZEF AT L= 7 TVICRIRL TRUDMBEIRIZEEYRZE L TLLD
—BFRICT U R%ZEFR[ 95 URI % Intent IZHEET S
—BMICHFRIT 27V RHERE Intent ITIEET S
—BHICT VR REHRT 57T ICHTRY Intent Z#{E9 5
—BEFADERTTTIC Intent #iRIET S

0 O NO VA WN

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. temporaryprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity

android:name=". TemporaryActiveGrantActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />

<{/intent-filter>

{/activity>

{l-—— —m5E57] Content Provider —>

d— R4 > bk 2% exported="false”IZ&k Y. —BEFal 9 5 Path LINZIELBHRET 5 —
<{provider

android:name=". TemporaryProvider”
android:authorities="org. jssec. android. provider. temporaryprovider”
android:exported="false” >

{d— %A > k 3% grant-uri-permission |2k Y. —BFEFA[ 4 B Path Zi8E T2 —>
{grant-uri-permission android:path="/addresses” />

<{/provider>
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activity
android:name=". TemporaryPassiveGrantActivity”
android: labe|="@str ing/app_name”
android:exported="true” />
<{/application>
{/manifest>

TemporaryProvider.java
package org. jssec. android. provider. temporaryprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = “org. jssec. android. provider. temporaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider BNt d 54 2 —T7 1 —RX%#20FH
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH) ;
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_GCODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_GCODE) ;
]

// DB ZFERETICEEEERIFIZL TS5, query AV v FTIRY Cursor ZEHIEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (hew String[] { “17, “dti#s&E” 1)

sAddressCursor. addRow (new String[] { “2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });
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sDownloadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });
}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KRAU Ak —BHIZHFALE7TUNLDY I IR LTH>TH, NFTA—FDRLEEEZHRT D
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULVD,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] dRA bk —EMICHEALE7Z TVICERLTEVMERICBYIRZELTE L
// auery DIERN LT 4 THEREZFONESNMEIT TURE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] *RA D b bk —BRIZHERALEZT7TIUNSDIV I IR LTHOTEH, INSA—FDREMEHEDRT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch () & switch case THEZEL TV,
/] TDHDINT A —Z DRERIET 2 TIVIZOEEE, [3.2 AWT—2DREUEHERT 51 238,
// kRA b5k —BEMICHRALE7 TUICERLTEUVMERICEBYIRZELTE L
// Insert #ER. BBEIND DN T4 THREEREFRONESIMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);
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case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RAU Ak —ERIZHEALE7TUDNLDY I IR NTH>TH, NFTA—FDREEEHERT D
// TTTlEuri N"EEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL TS,
/] TDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 ANT—20RLUEHET 5] &38R,
/] *RA b bhk —EMICHEALE7 TVICHERLTEVMERICBYRZELTE L
// Update Shiz=La—FENEU T4 THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Sht-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RAU Ak —BHIZHFALETTUNLDY I IR LTH>TH, NTA—FDRLEEEHRT D
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherftmatch () & switch case THEL TULV,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWT—20OREMEHET 51 #58,
/] dRA bk —ERICHEALE7 TUICHERLTEUVMERICBYIRZELTE L
// Delete Snfz=La—FHENEU T4 THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iR3

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}
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}

TemporaryActiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android. widget. Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity IZBE9 Z15%R
private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryuser”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryuser. TemporaryUserActivity

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. active_grant) ;

}

// Content Provider 7 7 D EEEBIMIICHD 7 TVIZ TV ERHFAIEZE5EZ 55—
public void onSendClick (View view) {
try {
Intent intent = new Intent();

/] kRA Uk b6k —BEMICT O EREHTT S URI % Intent IZHEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] kRS 2k Th —EMIZHEAT ST ERXERZ Intent I(TIRET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] *RA 2k 8k —BERIICT U REHAT ST FJIZBRM Intent 2#1EF %
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;

} catch (ActivityNotFoundException e) {
Toast. makeText (this, “User Activity AR DM 5%y, “, Toast. LENGTH_LONG). show () ;
}

TemporaryPassiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class TemporaryPassiveGrantActivity extends Activity {
@0verride
protected void onCreate (Bundle savedInstanceState) |
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super. onCreate (savedInstanceState) ;
setContentView (R. layout. passive_grant) ;

}

/] —BEHIET I 2 REFRZRDTEF-7 F1)IZ Content Provider 8l 7 T ASEIMICT Y EREAE52 55 —R
public void onGrantClick (View view) {
Intent intent = new Intent();

/] hirA 2k bk —BMIZCTIERAZEHTT S URI % Intent IZFEET
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] KIRA b Th —BMICEHERT 579 2XERZE Intent IZIEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] kIRA b Ok —HEEFRIDERTT T I Intent ZRIET S
setResult (Activity. RESULT_OK, intent);
finish();

}

public void onCloseClick (View view) {
finish();
}
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RIZ,

— &5 Al Content Provider ZFIFY % Activity D#IlZE =T,

R4 ~(Content Provider ZF|fH7 3):
10. B T4 ERE VT AMIEO TIFESEL
1. #ET 20X LeMEHETRTS

import
import
import
import
import
import
import
import
import
import

public

//

//

}

TemporaryUserActivity.java
package org. jssec. android. provider. temporaryuser;

android. app. Activity;

android. content. ActivityNotFoundException;
android. content. Intent;

android. content. pm. ProviderInfo;

android. database. Gursor;

android. net. Uri;

android. os. Bundle;

android.view. View;

android. widget. TextView;

android. widget. Toast;

class TemporaryUserActivity extends Activity {

Provider Activity IZBE9 2154k

private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryprovider”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryprovider. TemporaryPassiveG
rantActivity”;

FIA%®D Content Provider 5%k

private static final String AUTHORITY = “org. jssec. android. provider. temporaryprovider”;
private interface Address {

public static final String PATH = “addresses”;
public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);

private static final int REQUEST_CODE = 1;

public void onQueryClick (View view) {

logLine (" [Queryl”) ;

Cursor cursor = null;
try {
if (!providerExists (Address. CONTENT_URI)) {
logLine(” Content Provider AF%E") ;
return;

}

/] *RA 10k £ T4 THEBEREV VIR MIEHTIFES AL

/] VOTRLEREDT TIUNTILI 7 THEAREMEND S,

// R FICRBEINTEREDO L VVERTHNILY VTR MIEHTEH &KLY,

cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] kR b1k #HERT—2ORLHEEERET D
/] BTV DEER, 3.2 AhT—2DRLMEHET D] 258,
if (cursor == null) {
loglLine ("™ null cursor”);
} else {
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boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}
}
} catch (SecurityException ex) {
loglLine (" #I4+:" + ex. getMessage()) ;
}
finally {
if (cursor != null) cursor.close();
}
}

/] TOT TI)DR—BHLET I ERXHFATEERL, Content Provider BI7 7V AZEMICT IVt RFA 25255 —R
public void onGrantRequestClick (View view) {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try |
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
logline (“Grant MERIZLBM L E L=, ¥nTemporaryProvider A4 VX F—ILENTWBAMERLTL &L, ”

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (pi != null);

}

private TextView mLogView;

// Content Provider 17 7V WNEEEIBIICC DT FUICT UV RHFA 25255 —X
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;
}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.3.2. L—ILTvY

Content Provider OE&ERIZIZLLTDIL—ILESFBHI &,

1. Android 2.2 (API Level 8) LRI TIE7 TR TH#H#EAT S Content Provider [E{ES7ELY (WH7B)
2. 7TUVATOHERAT S Content Provider [X3EARIRTET S (WH7R)
3. UOIRMSGA—ADRLMEHRT D (WH7E)
4. FRBEE Signature Permission [, B 7 TUNERLI=CLEHERLTHAT S (7E)
5. #BRBHEEZETHEICK. REETITINSOBRBRBRISTET S (WH7E)
6. BEZZRNICRHEIDIEEICE. TOEEDHKROREKELHIFTS (WH7E)
Fr= FIARI. LTDIL—ILBFHIE,

7. Content Provider D#ERT—2DREMEHRT D (WH7E)

4.3.2.1. Android 2.2 (API Level 8) LIBITIZ7 TR THOHEAT % Content Provider [FFESELY  (AZE)

Content Provider ®IEABAERE (X Android 2.2 (APl Level 8) LIRTTlE#4gELE L RI— 7 TVATOT—4HH
D 1=7%5 Content Provider 2§43, DB 2 E DT — A IMENEIET VLR THIETRATES,

4.3.2.2. 7FTIJANTHOHFEHET S Content Provider (ZFELRFRTET S (WH7E)

B—7TUVANSDAHFIFAESNSD Content Provider [FHDT7T)MST IR TEDIBEMNLELZFTHEL AR
#%1 Content Provider #8357 EREEELIELENZLY, Content Provider (ET—2#£EF T 51D
A THD1=0. TIHILETIEABRWIZG>TLES . R—7 VAN DA FIFASN S Content Provider [
BAREIICIEAREREL. IEAR Content Provider £ RETHS, Android 2.3.1 (APl Level 9) LIBETIE.
provider E3I(Z android:exported="false"&i5E 9 5 & T. Content Provider ZIEARIZTE S,

AndroidManifest.xml
{I— Y 7RA4 > b 1% Android 2.2 (API Level 8) LIBITIXIELBH Content Provider ZE&EL ALY (TELLY) —
<uses—sdk android:minSdkVersion="9" />

{I— Y 7R4 > b 2% exported="false”(Z&k Y. BARMIIZIEAREZRET S —
<{provider
android:name="_PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />

4.3.2.3. VOIRMNSGA—ADRENEEERTD (AZE)

Content Provider D24 FIZ&>TETFIARIIFELEZMN, UITAMNNTA—E%F 0BT IRRIZIF. FTFDLLMHE
FHEZLLZTNIEESE,
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Content Provider M&AYvKRId SQL XDEREFR/INTA—FFZ(TRMEEEBELI-MU 23— —RIZH-T
[TWN5E300., THEAD ETIIBEIZEEDXFIEZITETZITDHLDTHY. Content Provider BITIXEES
DINGA—=EMNEZoNBT—RAERELLEFNIEESHENEISEFELIVES,

/3B Content Provider IR ESHOT TN LI T RANEZITES=H. L7 DREJI TR NEZITH
2B BB . JEAET Content Provider (b7 TUASYHI TR NEEESZ(FERSCEXAEL, LALE—7F
RO 2B Activity BMhD 7T h 552 (FER 1= Intent DT —42%3E22B Content Provider [ZERi%E$ HELV o1
F—RELEZZONB=0. I I AN EEHIZRETHHEEZTIEHESEL, FDOH#hd Content Provider [ZDLY
TH. PIFVIIIRMDR L EERT IDENH D,

3.2 ART—HDREMEHER T DI1Z2SRT DL,

4.3.2.4. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (Wh7E)

B#77UE SR BTESH#ERE Content Provider #5154 . B E = Signature Permission [2&Y
RELLZITNIEESEL, AndroidManifest.xm| T Permission % . Permission B3R E S 21T TILRELT
+45THBH1=8. 5.2 Permission & Protection Level JDI'5.2.1.2 B EZE D Signature Permission TH#t
TTIEEET BHEIESRTBHIL,

4.3.2.5. BREFEB/ERTBEICTBEETITINCOBRERF/RITERT S (WH78)

query(Q*° insert)TIEV YT RMER T 7 TVIZFHEREHREL T Cursor % Uri HNiRESN S, FERIFRICE T
1TIERNEENDGHE . REET TN SERFRT DAREMEN B D, F1- update()+ delete()TIEEHFT-
(FHIBRENILI—FEA) VIR ERT 7 TVIHERBERELTREIND, FNITTTUVERICE>TIEHF
IFEIBRESN L O—F BB o T4 I BEREF DEENH LD TEE T NE,

4.3.2.6. BEZ-RMICRETIESICIE. TOEEDOEXRDREKELZHRETD (WH78)

Permission IZ&YRESNTOSBEREESJUHEEEZMOT7TTIICZRMICIRET HI5EICIE RIEET
TIZHLTE—® Permission #ERTHHELT. TOREKELZHBFLZFNIEESAEL, Android @
Permission X a)T/4ETITIE RESNEEICHTET7ITINLDEETIERIZTOVWTOHEREEE
15, COEBRLEDEEIZEY . FTVICHBINEENSSIHOTTIZ, RED-OIZWHEL Permission &
ERTEHELGIRMBENDAREE N DD, ZDTEIE Permission ZBERZFEL TSI EEEEMIZEMAZD T,
Permission DB REMBEEMEIEINS,5.2.3.4 Permission DB REMEIZSRBT S,

4.3.2.7. Content Provider O#ERT—2NDLELEFHERT S (WH7E)

Content Provider MAAFIZ&k>TEFIRVIIELEIN. BRT—AAFNIBTHEIZIT. FTHERET —4DLE
EEREZLLITNIRARSEL,
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FI A%k Content Provider 53228 Content Provider M54 . 24Fd Content Provider IZEYFELI=< LD T
NHREBHERT —2ERELTAAEEEL H D, FIFA S Content Provider A33E22FH Content Provider DG &.
B—T7TIVANSKHERT —2ERZITMBEDTYRIEVLEWND R T I BEEHICRETHIEEZATILELH
LYo ZDHD Content Provider [TDWTH, PIRIYBERT DXL EHRTILENH D,

3.2 ART—EDREMEHER T DI1ZSRI DL,
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l|||| JS;P:RNTPHONE Android 77°'J 0)"2#17%Q§+ " "z*l?j_?’f:/ﬁ«jj"f N

| 4.4, Service #/£3-FIFAT 3

4.4.1. YT )La—k
Service NEDKSIZFIFAINDEMZEKH-T. Service H 22 B R OBE YN LHHFERMNEL S, ROFFEZ7O—(Z

EoTHERLT B Service REDZATTHAIDEHIBTES, 4H. 1ERT S Service DHFAT(Z&k>T Service &7
AT5RI0EELRFLIOT, FIRAOEREIZODVNTHEHLETHREAT S,

( L& )

TTIRNTOAFIRT S

Yes

THRESHD
TIITHIAZERH 3

FEMIED
TVITFIRAZERHS

A4 A 4 \ 4
Private Public Exclusive Proprietary
JE/NBAService ~EfService IX\—bF—FREService B #t R E Service

® 4.4-1

Service [ZIXEHBDEEFEZLHY . FORISERT S Service DEAT(ZE>1=HEZERIRTHEITHESE, T
ROMODEELAXETHRORESETHY. 5 BHEICHEL, RPOOHIIERAIRELEAEHhEEZRL. 7
DIFERF AL L KITREELEEDETT,

8. Service DEEHEDHFMMIZDOULITIL. [4.4.3.2 Service DEEFEIZDOVTIBLUE Service 31T DY
DTN a—R(RETHOMW=ED)ESBTHIE,

=& 4.4-1
i Y AR N—FF—R%E SHRRE
Service Service Service Service

startService & O« @) - O
IntentService & O Ox - O
local bind &4 O - - -

Messenger bind &! @) @) - O*
AIDL bind O O Ox O

LTTIER 4.4-1 FONOEAEHOEZFE>TEEFIITAEA4TD Service DY T ILa—KERT,
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4.41.1. 3FEXNEA Service 245 -FIBT 5

JENB Service [E. B—7FURNTOHAFIFAES S Service THY . LoELRLEMDEL Service TH B,
F1=. IEAB Service ZFIAT BIZIE, VT REIRTET HHTRH Intent ZEZ (LB ->THE 7 T)IZ Intent ZE(E
LTLESZENELY,

LI . startService @ Service ZFERAL=HIZTRT,

RAL b (Service #4E3) :

1. exported="false"IZ&kY . BARBIIZIEAREFRTET S

2. R—=T7FTUHMHD Intent THHTH, 215 Intent DREMEHEET S

3. #BRERIBE.FARATTIVER—TTITHEIM L., T4 REREZRELTKL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. privateservice” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I— JE/ABH Service —>
{I— %A > k 1% exported="false”[Z&k Y. BARMICEABSBREST S —
<{service android:name=".PrivateStartService” android:exported="false”/>

<{I— IntentService Z#t& L /= Service —>

<I-—— JE/AFEA Service —>

{I— Y 7R4 > b 1% exported="false”(Z&k Y. BARMIIZIEARHEZRET S —
<{service android:name=".PrivatelntentService” android:exported="false”/>

<{/application>

<{/manifest>

PrivateStartService.java
package org. jssec. android. service. privateservice;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;
import android.widget. Toast;
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public class PrivateStartService extends Service{

// Service HiEEIT B L EIZ1EFEFFEUHEIND
@0verride
public void onCreate() {

}

Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;

// startService ) NIEIEN =B FEVH SN D
@0verride
public int onStartCommand (Intent intent, int flags, int startld) {

}

/] *kRAF 2% B—7 75D Intent THoTH. Z1E Intent DR EMEHERT S

/] HUTINZDERE, 3.2 AT —2DREUEHRT 51 28,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —% [%s)] Z=(+H>f-, ”, param), Toast.LENGTH_LONG).show();

// H—EXITBARMICERTSED

// stopSelf % stopService #EITLIELEITH—ERERTT S

// START_NOT_STICKY (&, AEUMNDHWETKI Il ShIGEICEFMNICIFERLEL
return Service. START_NOT_STICKY;

// Service BMET T B EZIC1RETFIFEUHESNS
@0verride
public void onDestroy() {

}

Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;

@0verride
public IBinder onBind(Intent intent) {

/] TOH—ERIZIFNA Y FLEWN
return null;
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RIZIEABH Service ZFIHT % Activity DY T )La—KERT,

RAL R (Service #FAT ) :

4. R—7F77)NA Service [FTFRIEE DT Intent THEUHT

5. MRAXTIVEIR—TTITHEhb. o T1TEREZELTELL

6. WBEREZITIMSEHEE.E—7JJA Service hoDBERBE/RTHOTH. RIET—ADREMEHRTS

PrivateUserActivity.java
package org. jssec. android. service. privateservice;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class PrivateUserActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. privateservice_activity) ;

1
// H—E XFEith

public void onStartServiceClick (View v) {
// *RA bk dk B—F TR Service (4 5 RIEFDFHRE Intent THEUHET
Intent intent = new Intent(this, PrivateStartService.class);

/] *kRA b5k FAETTIVER—TF7TITHSH L, EooT 1 THEREZZEELTEH LW
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startService (intent) ;

}

/| Y—EREBIERE Y

public void onStopServiceClick (View v) {
doStopService() ;

}

@0verride

public void onStop () {
super. onStop () ;
/] H—ERMETLTLWEMGEIEKRTT S
doStopService() ;

}

/] Y—EREEILT S

private void doStopService() {
// kA k4% B—T7 FYHAService [F4 5 RAIEEDBEFRMN Intent THEUVHT
Intent intent = new Intent(this, PrivateStartService.class);
stopService (intent) ;

}
// IntentService BAt&AR% >

public void onlntentServiceClick (View v) {
// *RA Uk dk B—F TR Service (4 5 RIEFEDFRE Intent THEUH
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Intent intent = new Intent(this, PrivatelntentService.class);

// kR4 b5k FRETFTVIEIR—T7TITHZEID, tooT4 THEREZEELTHEL
intent. putExtra ("PARAN”, "t T 4 THIER") ;

startService (intent) ;
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4.4.1.2. 2B Service Z4£5-FIFT 5

2ABA Service X ABFEZSHOTITIIZHRASINBIEEFEELT- Service THD, WL T7NEEL-ER
(Intent BE)EZETAENBHEIEITEENVETHD, T1=. 26 Service ZFATBIZIX. FIETH1HER
(Intent HE)MTILDITICRIESNDENH A EITFENVETH D,

LLF. IntentService E ) Service ZERAL=HIZTRT,

RA bk (Service 243) :

1. exported="true"IZ&kY . BARBIZAHERET S
2. 25 Intent DEEMEHERTD

3. #BERERIBE. I TAIRERES O

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicservice” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

I— JBLIFLEMLL Service —>
I— % BRA 2k 1% exported="true”1Z& Y. BARMIZABREZREST S —
<{service android:name=".PublicStartService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. startservice” />
<{/intent-filter>
<{/service>

<{I— IntentService Z#& L 1= Service —>
I— % BRA >k 1% exported="true”1Z& Y. BARMIZABZEST S —
<{service android:name=".PublicIntentService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. intentservice” />
<{/intent-filter>
<{/service>

<{/application>

<{/manifest>

PublicintentService.java
package org. jssec. android. service. publicservice;

import android. app. IntentService;
import android. content. Intent;

import android.widget. Toast;

public class PubliclntentService extends IntentService{
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/¥k
* IntentService A LI5S, SINELOIVA SV 2 2RTHET %,
* INHNEWNMEES., T5—I2H 5,
*/
public PublicIntentService() {
super (“CreatingTypeBService”) ;
}

// Service HNEEEIT S & EIZ1REHFIFUH SIS
@0verride
public void onCreate() {

super. onCreate () ;

Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;
}

// Service TITLWLMLEZZ DA VY FIZERT S
@0verride
protected void onHandlelntent (Intent intent) {
/] *RA Uk 2k 2Z{E Intent DEEMEEHERT S
// B Activity THA=OFBRTT7 TUNIILY 7 THAHARENENDH S,
/] U TIVNZDERE, 3.2 AT —SDREMEHRT 5] 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85 A —4% [%s] #Z(+Hl>71=, ”, param), Toast.LENGTH_LONG). show( ;

// Service BNET T B EZIC1RETFFEUHESNS
@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;
}
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RIZANEE Service ZF AT S Activity DY F)La—K%ERT,

RALk(Service AT 3):
4. I TATHEREZELTIIASEL
5. BREZTHAIGE.ERET ADREMEHRTS

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicserviceuser” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
Cactivity
android:name=". PublicUserActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{/activity>

<{/application>

<{/manifest>

PublicUserActivity.java
package org. jssec. android. service. publicserviceuser;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicUserActivity extends Activity {
// RIS Service 15
private static final String TARGET_PACKAGE = “org. jssec. android. service. publicservice”;
private static final String TARGET_START_CLASS = “org. jssec. android. service. publicservice. PublicStartService”
private static final String TARGET_INTENT_CLASS = “org. jssec. android. service. publicservice. PublicIntentServic
@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

}

// H—FE Rtk
public void onStartServiceClick (View v) {
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Intent intent = new Intent(“org. jssec.android. service. publicservice. action. startservice”);

// kA b 4k Service [XBARAY Intent THEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

/] kA Rhk EUVT 4 JHEREZELTEES AN
intent. putExtra ("PARAM”, "t ST 4 TTIXALVER") ;

startService (intent) ;

/] kRA Uk bk EREEZITMA5E. BET—2DREHEHRTS
// AY 2 T)LIE startService ) {FE o71= Service FIADFID A, FHRIERIEZ(TERS L
}

/] $—EREBEILERE Y

public void onStopServiceClick (View v) {
doStopService() ;

}

// IntentService BtEHR%4 >

public void onlntentServiceClick (View v) {
Intent intent = new Intent (“org. jssec. android. service. publicservice. action. intentservice”);

// kA 2 b 4% Service [XBARAY Intent TRHEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS) ;

/] KIRA U b5k VT4 THEEREZEIEL TIFAS AL
intent. putExtra ("PARAM”, "t > > T 4 TTIXALMER") ;

startService (intent) ;

}

@0verride

public void onStop () {
super. onStop () ;
/] H—EXRPMET LTLWEWNMESIERTT S
doStopService() ;

}

/| —ER%EELT S

private void doStopService() {
Intent intent = new Intent(“org. jssec. android. service. publicservice. action. startservice”) ;

// KA > bk 4% Service [LBARAY Intent THEUH
intent. setGlassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

stopService (intent) ;
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4.4.1.3. /8—kF—[R5E Service

IN—hF—PFR5E Service X HEDTTVIEITMSFIEATES Service THB. /\—rF—EDOTF7T) BT TV
MEELTORTLEEBRHL., /A—rF—7 T DB TS B EEE T A-OIZFIAENS,

LI~ . AIDL bind #® Service ZERAL=HIZRT .

RAL2 M (Service #1E3):

1. Intent Filter ZE &3 . exported="true"#BARIIZEET S

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. onBind(onStartCommand,onHandlelntent) TRELH LT A/ S— b F—MESIHMHIBITEAL
4. IN—hF—=TFT)HSD Intent THHTH. 215 Intent DEEHEMHERET S

5. N—hF—7FIIZBRLTRULMERICRY RZEL TERL

BEKRTANANMIIEET HFALETTDOEHE/ NNV LEOHER A EI5.2.1.3_ 7TIDHAED /v
BZHRI DA ERIESRI DL,

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. partnerservice.aidl” >

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>

<I-—— AIDL ZFIF L 7= Service —>
{I—— %A >k 1% Intent Filter #F&E9 . exported="true” ZBARMIZHRTET S —
{service
android:name="org. jssec. android. service. partnerservice. aidl.PartnerAIDLService”
android:exported="true” />
<{/application>

<{/manifest>

SEIOHITIE AIDL Z7AILE2DERLT 5, 121X, Service M5 Activity IZT—2ZET =HDIA— )L\ IA>
A—TJx—RAT, HI1DIL Activity M5 Service [TT—2FEL. BHREWMET HMF3—T1—ATHD. EHE.
AIDL 274 )UIZEEiR S B/ w7 —D R, java T7AILIZEEiR S 5/ 37 —D R ERFRIZ, AIDL 77/ LEERT %
TALINIBRBIZ—HSEI2BENH S,

IPartnerAlIDLServiceCallback.aidl

package org. jssec. android. service. partnerservice. aidl;

interface IPartnerAlDLServiceCalIback {
/¥k

* [EAEDLSFICHUHEND
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*/
void valueChanged (String info);

IPartnerAIDLService.aidl
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. service. partnerservice. aidl. IExclusiveAIDLServiceCal |back;

interface IPartnerAlIDLService {

/%%

* OA— LNV E&ERT D

*/

void registerCal Iback (IPartnerAIDLServiceCal Iback cb);
/%%

* B|MEWMBIT S

*/

String getInfo(String param);
/%%

* OA— LNV Y EfERT D
*/

void unregisterCal Iback (IPartnerAIDLServiceCal Iback cb) ;

PartnerAlDLService.java
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Service;

import android. content. Context;
import android. content. Intent;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteCal IbackList;
import android. os. RemoteException;
import android.widget. Toast;

public class PartnerAIDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service ™I SA T Y MNIBMT BE
private int mValue = 0;

/] *RA k2% FATT T)DIMAENKRTA PR FZBEIATWS I L EHRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1IN—bF—7F F) org. jssec.android. service. partnerservice. aidluser MFEBAE/ Y > 1 {EZ 5}
sWhitelists. add (“org. jssec. android. service. partnerservice. aidluser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
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“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255” :
// keystore M “partner key” MEEBAE/\v L 2 {E
“1F039BB5 7861C27A 3916C778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

/] UTEHIZtDN— =T T &8k, ..
}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

// A=Y Y EBFTDHZF TSI b,

// RemoteCal IbackList DRI Z A Yy KIFA LY KE—TI(ZH>TWV3,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCal Ibacks =
new RemoteCal IbackList<>();

// A=y 2 LT Service Mo T—42 %1%{EF S1=6HD Handler
protected static class ServiceHandler extends Handler {

private Context mContext;
private RemoteCal IbackList<IPartnerAIDLServiceCallback> mCal Ibacks;
private int mValue = 0;

public ServiceHandler (Context context, RemoteCal lbackList<IPartnerAIDLServiceCallback> callback, int valu
e){
this. mContext = context;
this.mCal Ibacks = cal |back;
this.mValue = value;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCal Ibacks == null) {
return;
}
// BHERIET S
// beginBroadcast () [X. getBroadcastitem() TEEmIgEH I E—Z R LTS
final int N = mCal Ibacks. beginBroadcast () ;
for (int i =0; i <N; i++) {
IPartnerAlIDLServiceCal Iback target = mCal Ibacks. getBroadcastItem(i) ;
try {
// *iRA U bbk IR—rF—FTVYICBRLTEUIMERICBYZEELTEL
target. valueChanged ("/8— b +—7 7 IZBIR L T K LVE#R (cal Iback from Service) No.” +
(++mValue)) ;

} catch (RemoteException e) {
// RemoteCallbackList MaA—JL/Nw U ZEELTWANDT, ZZTldunregeister LAY
// RemoteCal IbackList. kill )IZ& > T2 THBKEENB
}
}
// finishBroadcast () [&. beginBroadcast () & %t1Z7; %038
mCal Ibacks. finishBroadcast () ;

// 10 BHMRICHRY RS
sendEmptyMessageDe | ayed (REPORT_MSG, 10000) ;
break;

}
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case GETINFO_MSG: {

if (mContext != null) {
Toast. makeText (mContext
(String) msg.obj, Toast.LENGTH_LONG). show() ;

}
break;

}

default:
super. hand|eMessage (msg) ;
break;

} // switch

}

protected final ServiceHandler mHandler = new ServiceHandler (this, mCallbacks, mValue);

// AIDL TEZLFzA 22 —Tx—R
private final IPartnerAlIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner () {
Context ctx = PartnerAlIDLService. this;
if (IPartnerAlDLService. checkPartner (ctx, Utils. getPackageNameFromUid(ctx, getCallinglid()))) {
mHandler. post (new Runnable() {
@0verride
public void run() {
Toast. makeText (PartnerAIDLService. this, "FIRATT7 7V /38— b F—7 TV TIEAL ", Toast.
LENGTH_LONG) . show () ;
}
DR
return false;
}

return true;

}
public void registerCal Iback (IPartnerAIDLServiceCal lback cb) {

/] *KRA2 k2% MATT7Z TDEAENKRTA YR MIBHREINWTWE I EZ2HEETS
if (IcheckPartner ()) {
return;

}
if (cb = null) mCallbacks. register (cb);

}
public String getInfo(String param) {

/] kA b2k FATT TDEHENRTA YR MIBEINTWSZ L 2H#RT 5
if (IcheckPartner ()) {
return null;

}
/] kRA Uk bdhk I"— b F—TFTUDNSD Intent TH-TH. Z1E Intent DRLHE RIS

/] O TIIZDERR, 3.2 ANT—2DRLHET 51 #3838,
Message msg = new Message() ;
msg. what = GETINFO_MSG;
msg.obj = String. format ("/S—kF—F TUNLDAY Y FEUH L, %1 #Z{EL71=, ", param);
PartnerAIDLService. this. mHandler. sendMessage (msg) ;

// *iRA b bk IN—rF—F TYIZBRLTEUMERICEE Y IRZEL T LU
return “/8— b+ —7 FTYIZEITR L T &L LVESR (method from Service)”;
}

public void unregisterCal |back (IPartnerAIDLServiceCal lback cb) {
/] KRA2 k2% FAXTT TIDIMHAEENKRTA YR MIBFIN TSI LEERET D
it (IcheckPartner ()) {
return;
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}
if (cb != null) mCallbacks. unregister (cb) ;
};

@0verride

public IBinder onBind(Intent intent) {
// *RA >k 3%k onBind THEUH LA /N\— b F—hESHHEIFITEHN
// AIDL TEZLEAYVY FORUHELEIZF T v ILNREIZLD,

return mBinder;

}
@0verride

public void onCreate() {
Toast. makeText (this, this.getClass(). getSimpleName() + “ - onCreate()”, Toast.LENGTH_SHORT). show();

// Service NERITHDMEIL, TEHMICA O VAL LIERFEZEMNT S
mHand | er. sendEmptyMessage (REPORT_MSG) ;

}
@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;

// A=y Y ELETHRERT S
mCal Ibacks. kill () ;

mHand | er. removeMessages (REPORT_MSG) ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F1+", “”).length() !=0) return false; // 0-9A-F LISNNDXFEHLH

mWhitelists. put (pkgname, sha256) ;
return true;
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}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIET HERED/NY L 1EFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NyY L 1{ELIEBRD/NY L 1{EZLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length !'= 1) return null; // EHERAITEDHEL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
]
]

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
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hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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RIZ/IN—bF—BRE Service ZFIFAT B Activity DY > T )La—FETRT,

RAL2 M (Service ZFIAT3):

6. FIFAK/N—rF—FRE Service 7T DFEBAENRTA M) RMZBFINTWSILERERT D
7. FAZN—FF—RETZIVIZHATLTEMERICRY EEFEL TR

8. BEARHEI Intent IZ&Y/S—F—FBZE Service ZMFUH T

9. =t F—RBEF7TUHODERERTHoTH. 215 Intent DREMEHERT S

PartnerAIDLUserActivity.java
package org. jssec. android. service. partnerservice. aidluser;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLService;

import org. jssec. android. service. partnerservice. aidl. [PartnerAIDLServiceCal |back;
import org. jssec. android. service. partnerservice.aidl.R;

import org. jssec. android. shared. PkgCertWhitelists;

import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Context;
import android. content. Intent;

import android. content. ServiceConnection;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class PartnerAIDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

// *RA 2k 6%k FAK/S— F—FRE Service 7 T DIIBAEMN R T A U R FZBERSNA TSI L E/HEET S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18— kF—MR%E Service 7 71J org. jssec.android. service. partnerservice.aidl MEIEBAZE/ v > 1 {EHEEEF
sWhitelists. add ("org. jssec. android. service. partnerservice. aidl”, isdebug ?

// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :

// keystore @ “my company key”MDEEBAZE/\v L a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”) ;

// UTRRIZHD/S— b F—PRE Service 7 71 &8k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname);
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}

// FIRKED/S— L F—R7E Activity 1B 515
private static final String TARGET_PACKAGE = “org. jssec.android. service. partnerservice.aidl”;
private static final String TARGET_CLASS = “org. jssec. android. service. partnerservice. aidl. PartnerAIDLService”

private static class ReceiveHandler extends Handler {
private Context mContext;

public ReceiveHandler (Context context) {
this. mContext = context;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast. makeText (mContext, String. format("a—JL/AvH T T%s] #F{EL7T=. ”, info), Toast.LENGT
H_SHORT) . show () ;
break;
}
default:
super. hand|eMessage (msg) ;
break;
} // switch

}

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL TEZHE LA 2—Tz—R, Service ZWoDREHMEZITES,
private final IPartnerAIDLServiceCallback. Stub mCal Iback =
new IPartnerAIDLServiceCal Iback. Stub() {
@0verride
public void valueChanged (String info) throws RemoteException {
Message msg = mHandler. obtainMessage (MGS_VALUE_CHANGED, info) ;
mHand | er. sendMessage (msg) ;

};

// AIDLTEZ L4 42— 11—, Service ~NBENT B,
private IPartnerAIDLService mService = null;

// Service LHEHT ABICHAT SR 3, bindService TEET ZBEFINEIZL D,
private ServiceConnection mConnection = new ServiceConnection() {

// Service IZ¥EfE S NTZIFHIZEIEN D

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mService = [PartnerAIDLService. Stub. asinterface(service) ;

try{
// Service |ZEf%
mService. registerCal Iback (mCal |back) ;

}catch (RemoteException e) {
// Service NEERLT L=15E
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}

Toast. makeText (mContext, “Connected to service”, Toast. LENGTH_SHORT). show() ;
}

// Service PEERT LT, ORI arvhUishi=5BEIZIFEEN S
@0verride
public void onServiceDisconnected (ComponentName className) |
Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show() ;
}
};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. partnerservice_activity) ;

mContext = this;
}

// H—ERBBRE >

public void onStartServiceClick (View v) {
// bindService Z%£173 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

/| Y—EREBIERE Y

public void onStopServiceClick (View v) {
doUnbindService() ;

}

@0verride

public void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/*k
* Service [Z#E#T S
*/
private void doBindService() {
it (ImIsBound) {
// *RA 2 b6k FEBK/A— b F—RE Service 7 T DFEEREARTA R MIBHFINTND I LR
I5
if (lcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIFSE Service 7 FUIEARTA b X FIZEBEFINTULVELY, “, Toast. LENGTH_LO
NG) . show () ;
return;

}

Intent intent = new Intent();

/] *RA2 b Th FAZEN—F—RE7 TVICHATLTLWMERICIBYEELTKL
intent. putExtra ("PARAN”, “/S— bF+—7 T IZER L TEUVER")
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// *RA 2k 8% BARM Intent [C&k Y /\— ~F—FR5E Service ZFFUHT
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;
mlsBound = true;
}
}

/%%
* Service ~DEHEE IS 5
*/
private void doUnbindService() {
if (mlsBound) {
/] BHLTWELSREDHDI5E LM
if (mService != null) {

try{
mService. unregisterCal Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service NEERT LT =5E
// YT ILIZDODENIBLEE
}
unbindService (mConnection) ;

Intent intent = new Intent();

// KR4 2+ 8% BERAY Intent [Tk Y /8— b F—BRE Service ZIEUHT
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

stopService (intent) ;
mlsBound = false;

}

/**
* Service MOIEREIWMEFT 5
*/

void getServiceinfo() {
if (mlsBound && mService != null) {
String info = null;

try {
/] *kRA Db Th FIRAENRA—FF—RE7 TVICHARTL TEWMERICIBYEELTEL
info = mService. getInfo("/8— F+—7 T IZBIR L T &L LMESR (method from activity)”);
} catch (RemoteException e) {
e. printStackTrace() ;
}
/] *RA2 bk Ik N—bF—BETTUINLOMERFHRTH>TH. ZIE Intent DRLEMEHRT D
/] O TIZOERR, 3.2 ANT—2DRL+HET 51 #3838,
Toast. makeText (mContext, String. format("H—E XM S T%s] #EEF LT, ”, info), Toast. LENGTH_SHORT).s
how () ;

All rights reserved © Japan Smartphone Security Association. Service ZE5-FIAAT S 191




resommmon  http://www jssec.org/dl/android_securecoding.pdf

““l ovmewone Android 7Y DEF TR X1 TI—TAVTHAKR 2016 E£2 A 1 BER

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, ”");
if (sha256. length() != 64) return false; // SHA-256 [% 32 /N1 b+
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl |l ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\ DXELNH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname [IZHIET BIERD/NY L LEFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NyY L1 {ELIERD/NY L 1{EZLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; /] EHELRTFRHT
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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4.4.1.4. B#BRE Service

B#R5E Service (. B UMD T TUMNSFIFHEENDIEEE LTS Service THD. EHDOBHETTITUR
TLEEREL. B 7 TS ERCHEELZTA=OICFIASIN S,

LI . Messenger bind @ Service ZERAL=HZRT,

RA bk (Service 243) :

1. ¥ BES Signature Permission ZE&3 %

¥ B E % Signature Permission ZEREE TS

Intent Filter Z €& 9 . exported="true"#BA;RHIZRTET D

¥ B E % Signature Permission NBE#{ 7 TVIZKYTEERIN TSI LEHERT S
B#T7TUDNLD Intent THHTH. Z{E Intent DREMUEHERT D
FMATTIVEEHRHTITITH LIS, T4 ITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. inhouseservice. messengeruser” >

— %A >k 8% BT Signature Permission 2f|AEET 5 —
<uses—permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
Cactivity
android:name="org. jssec. android. service. inhouseservice. messengeruser. InhouseMessengerUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>

InhouseMessengerService.java
package org. jssec. android. service. inhouseservice. messenger;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import java.util.ArraylList;
import java.util. Iterator;
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import android. app. Service;

import android. content. Context;
import android. content. Intent;
import android. os.Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.widget. Toast;

public class InhouseMessengerService extends Service{
// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny L 1 &
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;

// Service MY ATV M(T—E2EEX)EVRXTEET S
private ArrayList<{Messenger> mClients = new ArrayList<{Messenger>();

/] DSATFT DD T—2%2ET DL EIZHAT S Messenger
private final Messenger mMessenger = new Messenger (new ServiceSideHandler (mClients)) ;

/] DSAT 2 D bZITE o= Message Z4IEF 5 Handler
private static class ServiceSideHandler extends Handler {

private ArrayList{Messenger> mClients;

public ServiceSideHandler (ArrayList<Messenger> clients) {
this.mClients = clients;

}

@0verride
public void handleMessage (Message msg) {
switch (msg. what) {
case GommonValue. MSG_REGISTER_CLIENT:
/] 9S54 T 2 bR ITE o 1= Messenger B0
mClients. add (msg. replyTo) ;
break;
case GCommonValue. MSG_UNREGISTER_CLIENT:
mClients. remove (msg. replyTo) ;
break;
case CommonValue. MSG_SET_VALUE:
/] DSATYMIT—2%%5

All rights reserved © Japan Smartphone Security Association. Service ZE5-FIATS 195



resommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2016 £ 2 A 1 AR

sendMessageToCl ients (mClients) ;

break;
default:
super. hand|eMessage (msg) ;
break;
}
}
}
/%%
* DSAFTURMIT—4%%%
*/

private static void sendMessageToClients (ArrayList<{Messenger> mClients) {

/] *kIRA U~ b6k FIARTT7 TVIZERT TUTH D, EooT 1 THERZRELTELEL
String sendValue = "> L F 4« J741ESR (from Service)”;

/] BEINTWBISAT Y b, IBEIZTEET S

// W—T&FTremove LTHEETDT—RICTIEALIZLDT lterator ZFHT S
Iterator<Messenger> ite = mClients. iterator () ;

while(ite. hasNext () {

try {
Message sendMsg = Message. obtain(null, CommonValue. MSG_SET_VALUE, null);

Bundle data = new Bundle();
data. putString ("key”, sendValue);
sendMsg. setData (data) ;

Messenger next = ite.next();
next. send (sendMsg) ;

} catch (RemoteException e) |
/] D54 TF 2 ENEELEVESIX. YR FASERYERL
ite. remove () ;

}

@0verride
public IBinder onBind(Intent intent) {

/] *BRA bk HMETE Signature Permission NEHRHT7T TVICKYEESNTWR I L #HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMBEFZ Signature Permission AEHXT7 FVIZLKYFEZEIhTULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return null;

}

// *iRA 2 bbk BRHTZTIUNLD Intent THHTH. Z1E Intent DL LM ZMHERT S

/] O TIIZDEER, 3.2 ANT—2DRLHET 51 #3838,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/x5 A —% [%s] &= (TH>7=, ”, param), Toast.LENGTH_LONG).show();

return mMessenger. getBinder () ;

}

@0verride
public void onCreate() {
Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;

}
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@0verride
public void onDestroy() {

Toast. makeText (this, “Service — onDestroy()”, Toast. LENGTH_SHORT). show() ;
}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName Z2EZE L7 TVDN\v5r—SEEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] BHELIRDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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*RAUk 7% APK % Export $5&EIC, FIATTT7 T ERLHRERTAPK EELT 5,

-
# Generate Signad APK

S

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------

—
Key alias: < my company key >

B

KE"!,Ir paBEﬂDrd : I .......

[ ] Remember passwords

4.4-2
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RIZBHRE Service #F|AT 5 Activity DH 2T ILa—KEFRT,

RA> M (Service ZFATS):

8.

9.

10.
11.
12.
13.
14.

¥ B E % Signature Permission ZF|HAEE Y5

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
FAXTTIDOIRAENEHDOIIBAEZTHILEHERT S
FMAXTIVEEHRHTTITH LIS, T4 ITREREEELTELL

BASRAY Intent IZKkY B4R E Service # U HT

BR7 TN DERERTH>TH. 218 Intent DR LMEHRT S
FMALET7TIERCHKERTAPKZELT S

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. service. inhouseservice. messengeruser” >

I— %A >k 8% BT Signature Permission 2F|AEET 5 —
<uses—permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
Cactivity

android:name="org. jssec. android. service. inhouseservice. messengeruser. InhouseMessengerUserActivity”

android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>

InhouseMessengerUserActivity.java
package org. jssec. android. service. inhouseservice. messengeruser ;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. GomponentName;
import android. content. Context;

import android. content. Intent;

import android. content. ServiceConnection;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

200
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import android. os. Messenger;
import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// FIFR%E® Activity 15

private static final String TARGET_PACKAGE = “org. jssec.android. service. inhouseservice. messenger”;

private static final String TARGET_CLASS = “org. jssec. android. service. inhouseservice. messenger. InhouseMesseng
erService”;

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny L 1 &
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// Service MBS T—R ER(ET DL EICFIFAT B Messenger
private Messenger mServiceMessenger = null;

// Service IZT—AR EEET HE ZIZFIAT B Messenger

private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler());

// Service M55 (+H > 1= Message Z L9 3 Handler
private class ActivitySideHandler extends Handler {

@0verride
public void handleMessage (Message msg) |
switch (msg.what) {
case GommonValue. MSG_SET_VALUE:
Bundle data = msg. getData() ;
String info = data. getString ("key”) ;
/] *kRA2 b 13k BHT7 TUDHCOHKRBFRTH->TE., [EORLELEHDRT S
/] O TIIZDEER, 3.2 ANT—2DRLHET 51 #3838,
Toast. makeText (mContext, String. format("H—EZXMS [Ys) ZEE\B L=, ”, info),
Toast. LENGTH_SHORT) . show () ;
break;
default:
super. hand|eMessage (msg) ;
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// Service &3ElET AEFIZFIAT AR 3>, bindService TEXE T ZBEIINEIZL D,

private ServiceConnection mConnection = new ServiceConnection() {

// Service [ZEFINIZIBEICFEIEN S

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service) ;
Toast. makeText (mContext, “Connect to service”, Toast. LENGTH_SHORT). show() ;

try {
// Service ICB%H® Messenger &Y
Message msg = Message. obtain(null, CommonValue. MSG_REGISTER_CLIENT) ;
msg. replyTo = mActivityMessenger;
mServiceMessenger. send (msg) ;

} catch (RemoteException e) {
// Service NEERKRT LTW5EE

}

}

// Service NERERTLT, ARy L arvhgilishi=B&IZEIEND

@0verride

public void onServiceDisconnected (ComponentName className) |
mServiceMessenger = nul|;

Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show() ;

};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

mContext = this;

}

// H—ERBRRE >

public void onStartServiceClick (View v) {
// bindService #£179 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

// H—EREILERE >
public void onStopServiceClick (View v) {
doUnbindService();

}

@0verride

protected void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/*k
* Service IZ¥ET 5
*/
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void doBindService() {
if (!mIsBound) {
/] *RA 9% MEBEFES Signature Permission AERT TYIZKYERShTINSZ E5HEET S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "¥MEBEFEZ Signature Permission AE#LT7 FTUIZLYEZ I TULVEL, “, Toast.L
ENGTH_LONG) . show () ;
return;

}

/] *iRA 2 10k FAET7 T)OMERAENBHDOIARETHD L EHDTS

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRELEHY—EX([FBE#T7 T TIE4Ly, ”, Toast. LENGTH_LONG) . show () ;
return;

}

Intent intent = new Intent();

/] kA2 b1k FIAE7 TVZERET7 TUTHEIME, EooF 10 THEREZEELTE LD
intent. putExtra ("PARAN”, "t > LT 4 THIEH") ;

// kA 2k 12% BARE Intent 2k Y B4FRE Service ZIEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

}

/%%
x Service ~NDIEHREYIET S
*/
void doUnbindService() {
if (mlsBound) {
unbindService (mConnection) ;
mlsBound = false;

}

/**
* Service MOIEREIWMEFT 5
*/

void getServiceinfo() {
if (mServiceMessenger != null) {
try {
/] TEROEEEZERT D
Message msg = Message. obtain(null, CommonValue. MSG_SET_VALUE) ;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) {
// Service NEERT LT HE
}

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KEHKLY
// sigPermName ZE& L7 7 DEEHED/\ Y 1 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
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Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

* RAk 14%APK % Export 3 5EE(2, FIRETTIERICHRERTAPKZERT S,

( ® Generate Signed APK @1

Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ------- |
Key alias: my mmpanw |\|
KE'F paggﬂc.rd : | ....... |

[ | Remember passwords
Next | Cancel | | Help |
B 4.4-3
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4.42. W—ILTvY

Service RERFICITILULTDIL—ILEFHE,

TTIRATHDHERT S Service I(FIEABRET S
RETADREMEHERTS

¥ B EZ Signature Permission (. B#77UNEEL-LEHEELTHRATS
EETDHIMI2 Y T Service DREBEF IR T IMEHIET D
BREBEBRZRTIGEEICE. BREETTIHLOBRERFRISIETD

FIFA% Service K EIE TESHIHEEILARM Intent T Service ZFIAT S

tht DRFET T BT BHIHEITFIASK Service 2HERT S
BEZ_RMICRBMIDERIZIE. EDEEDEXRDREKEZHITIT S

UL TATRIERIITESRY E S

N AN AN AN N
= = = = = =
4 4 4 4 4 4
G4 G4 G4 G4 G4 G4
I A NS R ) TS SN S
/ / / / / /
— N N N N

~
=
4
G4
o=
/
~

—~
—
4
G4
s o=
5 /
~

0O NO WU AR WN-=

i
e

4.4.2.1. 7TIVATOHERY S Service [FIFLBAKET S (Wh7H)
T7UR(F=IE. RLC UID) TOAERAENS Service [EIEAREET S, LY thDT7T)VMSERET
Intent Z2(TEROTLEIENGELKRY 7T DEEELZFIAESI S, 7T DEEICREEE-THEOHRELEHC
ENTED,

4 F & AndroidManifest.xml T Service ZE & HIRIZ. exported EfE% false ITT 572+ TH D,

AndroidManifest.xml
<{1-— FE4NEA Service —>
<I— %A > b 15 exported="false” (=& Y. BARMICIEABIRET S —
<{service android:name=".PrivateStartService” android:exported="false”/>

Fl= T—R(EDEVNERDLNED, A—T7TIRANDHFI SIS Service THY . MD Intent Filter ZHRET
BESEREHILTIEASELY, Intent Filter OEE L, R—77URADIELAR Service #EUHITDEHEYTE,
Intent Filter B THEUHLI=EEIZERET7 ) DAE Service ZEUHLTLESIBEENEET M LTH
B

AndroidManifest.xmIGEH#£22)

<I-—— JE/AFEA Service —>

{I— Y 7R4 > b 1% exported="false”(Z&k Y. BARMIIZIEAREZRET S —

<{service android:name=".PrivateStartService” android:exported="false”>
intent-filter>

<action android:name="org. jssec. android. service. OPEN />

<{/intent-filter>

<{/service>

[4.4.3.1 exported FRFE<& intent-filter EXEDHEAEHH (Service DIFE)IBLSRIT DL,
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4422 RETHOREMEHERETD (WH28)

Service ¥ Activity LRI, 3218 Intent DT —2FWIEBT BIRICIE. T ZE Intent DL EMEHERLLZITNIE
1EB%ELY, Service ZFIAT 514 Service NoDFER(ELTZELL) FROXTLUZHRE T ILELNH D,
Activity ®l4.1.2.5 215 Intent DREMHEFHERET D (7R)1T4.1.2.9 FAKL Activity hoDRY
Intent DREMEERT S (W7A) IVBRBT AL,

Service [ZHULVTIZL. Intent LISMZE AV YR DIEUHLAS Message [CkDT—ADEZELRENHS=H. FTnT
NEFBELTEEZTORETNIEESEL,

3.2 ART—HDREMEHER T DI1Z2SRT DL,

4.4.2.3. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (Wh7E)

B#T7TIE ISR A TESBH4RE Service 2165154 . M B E = Signature Permission [Z&Y{RELLITH
(742570, AndroidManifest.xm| T® Permission £ #. Permission EXRE S 12+ TIXREN T+ 5 TH ST
&. 5.2 Permission & Protection LevelJDl5.2.1.2 B EZED Signature Permission TE# 77 EES
BHEIESRI DL,

4.4.2.4. EETBHIAIT T Service DIREERILTINEHIET S (WH78)

Intent /NS A—S DR B E S Signature Permission QR L=t F 1) To4FTvo% onCreate [ZA
NTIEWFEL, ZDERBIE, Service NEBIFIZHLLVERZEZ(F1-EZ(ZonCreate DALEAEFES N8
THd, LI=M>T, startService [CE>THImEN % Service ZE%E 9 %515 & (&, onStartCommand
(IntentService ZFAT 5ZmE(E onHandleintent) THIEZITHARITNIEARSAELY, bindService TR %
Service #EE T B ELRBDIENEZ DD T, onBind THIEZLAZIFTNIXESALY,

4425 HREBERTBECETBEETITINCOBRERFBRIEIRT S (WH78)

Service DAA T2k > TR IFRDRZE L (T—IL/AVIDIFUH LEAS Message DEEXR)TTIVDERENE
155, BREXMNTILII T THAURERELEZEEBL THRITERRFBRICHT IEEE LT NIEESAY,

EMBIZ. Activity DT74.1.2.7 #ERBEHRERTEEICIE. REET7ITUNSDERFERFRISEIET S (wh
H)IESRIBHIL,
4.4.2.6. FIFZ% Service NEIE TESHIHE LTI Intent T Service #FIFHT 5 (Wh78)

REERAY Intent [ZKY Service ZF|AT L. Intent Filter DEZEMNRCHEZIEFKIZA 2 A—JLLT= Service [
Intent AEESINTLES, HLERIMIZEL Intent Filter 2 &L=V IL DI T7 LAV RAM—ILESN TGS,
TILYTTI(Z Intent NEESATLEL. BFHRIFERNELD, —F. AR Intent (Z&LY Service #F|AT 5L 15
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TELT= Service LIS A Intent Z2{ET A EIFHKLEBRMETLTHD,

=L, B EETREANHAHD T, Activity D14.1.2.8 FIFS Activity A EE TES154E (XBARE Intent T
Activity #F|HT 5 (7A) 1Z5RT BT,

4.4.2.7. aOBETT)EEET HIHEITFASL Service £HRT S (WH78)

it DEFET T EEET DB EICITHRTA M) AMIKBHERFENH D, BT TVRICHRAET T DFEBRAE/N
VA EFORBFLTHE FIAEDRAEZ NV 1R FELTWSIIAE /Y AN — BT o0 ERERT HLT.
BYFTELTTUIC Intent ZRITTHILEHCIENTES, EFRMNLBREREICOVWTIEY T ILa—FEsi3a
214.41.3 N\—hF—BR%E Service|Z5HI 5L,

4.4.2.8. BEZ-RMICRHETIESICIE. TOEEDEXRDREKELZHTETD (WH7H)

Permission IZ&YRESNTWSBEREESSUHEEEEZMOTTIICZRMICIRET HI5EICIE RIEET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKEZHBFLZFNITESAEL, Android @
Permission £¥aTAETILTIX, REINEZEEIIHTEITIVHNLDEETIERIZODVWTOHEREEE
15, COEBRLEDEHMEIZEY . FTVIZHBIN-EENSSICHOTTIIZ, RED-OIZWHEL Permission &
BERTEHELGIRMENSAREME N DD, ZDTE(E Permission ZHFRFEL TSI EEEEMIZEMAD T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSRT S,

4.4.2.9. v T4 ERITTESRYESLLY (HE2R)
THEHEZSBOT T LEET BIEEIZIEE T4 I RIEHRE E > TIFESEEL,
o T4 ESRE Service EZITELT BIBE . TDEHRDFR) RIVFRFILAITNIEESALY, 226 Service
[SEMLE=RBREIDTRBTDEEZ L TNIEESL, T/ \—hF—PRIE Service OB 4R 7E Service [T FL

=& END Service DEKITEREFL THEHRIFERIRIDKNAHS,

T4 EERIEITEDLITEMLBVNKSIICTIRTRETH S, £ 55EE. FIRAL Service (XEFETED
Service IZBRTEL . 1EHA LogCat HEICRMLEWLKSICEELE T NIEESEE,
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4.4.3. TRN\VRR

4.4.3.1. exported ®FEL intent-filter FREDHHAH S (Service DIHH)

ZDHARXETIZ. Service DAEHNSIELAE Service, B3 Service, /8—rF—RE Service, B#RE
Service M 4 247D Service [TDVWTREAZFBAR TS, BRATIZHFSNTLVS AndroidManifest.xml @
exported B & intent-filter EXDEAEOEERDRICEEDHT=, EAIELTLVS Service DEALTE
exported BHH KU intent-filter BEROFIEMNIELWN EEMER T DL,

& 4.4-2
exported BIEDE
true false |IETE
intent-filter EEMNHS | 2F (ERAZLE) ({EFZELL)
intent-filter EFMELY | XK. N—rF—RE. | FELH (fEFRZELL)
B+LRE

lintent-filter E& M %5 1&Texported="false” JZHEAELICLTL\SDIF. Android DIRHFELEL T, B—7
TYRODIEAR Service ZFUHLIz23YUTEH, ERE 7 T)D AR Service ZHFUHLTLESIGENEFE
T5=HThH5,

BHEMIZE. Android [FUTOLIGIREFENET DD TT T EREFHICREANVETH S,

® HEH®D Service TRILHAED intent-filter 2EF&LI=EE . LI/ AR—ILLIE=7TUR®D Service DEE
NMEZSIND
® [EEA Intent ZEoT=1G A (L. OS [CK>TEED Service NEEFMIEXN T, MUHEINS,

LITF®D 3 DOXTAndroid DIRAEBWVNZXLIEREHTVHE LA AEHEAFHRAT S, 4.4-41F. F—7
TYRMNSULMNIELRE Service(FZ T A) ZESEH Intent THRUHBHEWERELZEEDHI THS, Intent-filter(H
f action="X"EE&EZLTWLEDH., 77 ALMWVELDTERBYDEELLHTLNS,
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7

T77TUA
BE EMIntentZ > T
ServiceZMEUH T

Intent(“X”)

JE/ N BHService A-1
exported="false”
action="X"

)

N

Androidif R
\

Service A-11LIE/ABAServiceliMD T, 7
TUANSLMNEUH T ZEIETERL

F77FJC
B 2R M IntentZ - T
Service ZHEUH T

Intent(“X”)

4.4-4

4.4-5 BELUHE 4.4-6 1. 7)) AlZimAT7 7Y B THLREIL intent-filter(® & action="X""ZE&LTL\%

5ETHD.

4.4-51F . 7FT)A->T7T)BDIETAIUA—ILENT-BETH 5. ZDBE. 77) CHEEEM Intent %15
TB5E, ELARD Service(A-1)EFUHZFSELTERKT 5, —A. 77 A IZBEERM Intent ZFE->TERBEYIZAE
—T77)RDIELNRE Service ZHEUHBEAD T, EXaTF D(RILYTT7XED)ETIXEEILFR IS,

4.4-61%. 7TYB->T7T) ADIETAVAr—)LENT=

F7FIA
BE EXMIntentZ > T
ServiceZ U H T

Intent(“X”)

JE2XBfService A-1
exported="false”

action="X" @

A BAService B-1

exported=“true”
action="X"

Androidif &
\_

JEAFAServiceZ o= TANEIZA
DAR—=ILENnTIHE X I FSevice
Dintent—filter D HMEHRNZAY | 51EB

77c

BB IntentZ{E->T

Service ZMFUHT

Intent(“X”)

ALDIFEUHLIEZ T T,

B 4.4-5

S THY., EFa)TsEI oA THELNHD, TTJA
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AEEEKAY Intent ZX{ELTRI—7TURNDIELE Service ZEUHEZFSET M., I/ AM—ILLETZTY) BD
2B Activity(B-1) DU SN TLESHZRL TS, CHIZKYT7TTY A7) BIZHLTEY VT4 HIE
WEEETHARREENELTLES, 7T BATILz 7 THNIE. FOFEFEL O TAILIERDRRIZEN S,

F77UC
BB IntentZ{F->T
Service ZEUH T

A BAService B-1
exported="true”
action="X"

Intent(“X”)

F7FIA
BE B MIntentZ{E > T
ServiceZEUH 3

l Intent(“X”) :

Aoy 1ABAService & #5017 TUBANEITA >

action="X" Ab—ILENt=5ZE L. 22BSeviceD
intent—filterM AN B IIZAEY . 7TA
MEDFUH LT, 32> TService(B-1)
FEUHLTLES,

Androidif &
\_

4.4-6

ZMD &SI, Intent Filter ZFAUL =IEA B Service MIEEM Intent FFUHLIZ. ERIEHT7TTIDOFUHLPER
BHRTTI)AD UL TAITEEBRDIEEERTH=DICHITIRNETIEALY,

4.4.3.2. Service DEEFEIZDINT

Service DEREFEEZHTHY . Yo TINaA—FTHELI-EF LT LDRATEDHEMELH DO B HEIHHE
%Y, startService Z¥ AT SHZmE L bindService ZFIATEHHZELICKE(A M NDH, startService &
bindService DA THIFATES Service ZERT A ELAEETH D, Service DEEFZERET S5-I, X
D&SHIEBITDOVTREEITIZLITHS,

Service #RI7T)IZABAT Hh (Service D2FH)
ETHICT—EOPYRYZETINT—2DHEEEZE)
Service {9 HH GEEI R T4E)
ATOERELTEITT HA (TOERFHEE(RE)
EHONIEE R ZTIH TR

REAZDDEEERDEBDRBEDABERICTHE. K 4.4-3 DEITGDH, X [FRBFARAREMN LIRS
SNDHEEL LR DREANDBEGIZERERT .
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% 4.4-3 Service DEEHEDDE

AN Service DF | T—FDHEERERZE | Service DHIfH TOtERMEBEE | 70
(EB-#T)
startService & O X O @) X
IntentService & O X X @) X
local bind %! X O ) X x
Messenger bind & O O @) O X
AIDL bind & O O O O O

startService &

=HEKRIZL Service THh5H, Service 75 R%= AL . onStartCommand THUIEZ1TS Service DZEFIET .

FIFAT BI1E. Service % Intent THEEL T startService Z#FEALTHEUVH T, Intent DEETICRL T, #5274
EDT—REEERT ZEITXTERLL=, Broadcast BERDFEZFHAEHLETERITIDLENH D, EFH
REEFIL. T14.4.1.1 3E0B Service 245 -FIATHI1ZSHBDOI L,

X T4 EDFvYIE onStartCommand TITSRBELH DN, EETD/ NV —IU B HRFG TSRV =HN
—k+—R5E Service IZIZFERATEALY,

IntentService &

IntentService (& Service Z# AL TELNTNNB ISR TH D, BUHLAIL. startService B LRI TH 5, BE
@ Service(startService &) [CHERTUTOHELH D,

® Intent ML onHandlelntent T{T5, (onStartCommand (X {fEH74ELY)
® FIRALYRTEITEIND
o MEBAX1—ALTENB

WEBNBRALYRED OV ELUILENEITRIN, Fa—A T BBIZKY S —7 2% )L Intent 239 50 A

b, &IntentDAITRE(FINGVD | RO BHICI>TEEEDBHRIEO—DELTERMNARETH S,
Intent MEEFTITHL T ERLEDT—HEEERT ZEIETERLV=8, Broadcast HERIDAEERAED

HTERTIDLENH D, ERIILEEGIIL, 14.4.1.2 20B Service #65-FIAT D I128RBDE,

X a)T4EDFy1E onHandlelntent TITOWMELHHH ., EETD/ NV FT—O B NEUFG TELR L =D/ —
r—FR5E Service IZIX{FERATEALY,

local bind &
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F77)ERLTOERAATODAHENIKO—HIL Service #RET B-ODHEFIET . Binder /S AMSIRELIZIFR
#TE&EL T, Service TEEL-#EE(AVYR)ZFVHLITITIRBETESXKS12T 5,

FIFAT BMlIE. Service # Intent TEFEL T bindService ZE AL THEUE 3, Service # bind 355ZNDHT
. ZRULUTIVERETHLN., AITOEXTOERE® Service DN TELWNV-OARIIBRESND, EFH
BEZEHFIE. T ILa—FIZE&FEhbdTaT x4 Service PrivateServiceLocalBind 12BN &,

X T oB9IZIEIELR Service DA EERRETH S,

Messenger bind &

Messenger DE#AZFIFAL T Service LDEHEEEIRT 55E%1ET .

Service ZF| AT HAIM5E Message MRIEFKELT Messenger ZET ZEMNTES=H. WA TDT—2DHY
WMYNLEBEMASICRRAEETH D, Tz VEBIEF 21— TS5, ALYRE—D(CE8ET 28I H 5.
& Message D IMITUIBIIINAGEVD, BGOEHICE-TIEIREDHRIED—DELTRERIRAFIEETH D, FIA
9 %Ml Service % Intent THEEL T bindService ZERALTHUH T, EARMLEEHIL. 14.4.1.4 B#LR
iE ServicelZ#5 RN L,

X1 TF4EDFyYIL onBind 4 Message Handler TITOREMNH LM, FIETD/\Vr—UEZHMGTE
BN/ S\—kF—RE Service [ZIZFERTEALY,

AIDL bind #

AIDL OE#A#ZEFIFAL T Service LDFEEZERT T HHEFIET . AIDL [TK>TAU2—T—REEEL.
Service MEFDOMEEE AV YREL TR T D, /- AIDL TEE LAV A— 71— RZH AAITEETS2LT. O
— LI\ OERBTDHIELTED, VILFRALYREUE LIEATRERZAY., HithALER (SN 7E LD T Service BITHR
MICEETILENH D,

FIFAT BI1E. Service % Intent THEEL T bindService ZERALTHEUVE T, EAMLGEZFIX. 14.4.1.3 /N
—kF+—BR5E Service 1SRN &,

X2 TFAEDOFvIIEB#ETE Service Tl onBind T. /S—rF—FEE Service TIX AIDL TEZELI=M 4
—IJI—RADEAIIRTITOIDENH D, AXETHELI=E X1 T4247TD Service (CFIBATARETH D,
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AXETIE SQLite #ERALTT —IRN—RDERB S MEELITIRICEF A TALTEETRERZFLD S,
FHRAUME T—ER—RT7AI DT I LREDBEYLGREE SQL 1001023V T 50K THS, _C
T EBENBOST —EIR—RI7MILDRAEZTEHTEBT TITRET D) LG T —FR—X (I TIFE
EH9 Content Provider M/A\WIIURPT7T)BIATOFERAEFIRET %, F=. HEIBRELL O T1ITRIEHRE
O TNBIEFEELTLSN, F53THVNBELMT TN DB ENDHZHEZER(TE=HICLIITEITS
HEREEATHIELEHE8HT D,

4.5.1. YT )La—k

4.5.1.1. T—AR—RDIEREERE

Android 7)) TT—ER—Z%ZHS51F A . SQLiteOpenHelper ZEHT B3 ETT—ER—RIT7AILDEY 4
BRESLUVTIVEREDRTE DT TUNT VA TEGVEE) N TESS, ZITIE. 7TVEEFICT—2N—
AEERL. Ul EAST—2DRE-EBIN-EE -HIRETISBELTTIEHIZ, HEBALDAAITHLTHRIEL
SQL AETEINHBNESIZSQL AoV zoiavwE LYo T ILa—REFRT,

5 J7MILDEEIZEALTIX, SQLiteOpenHelper DaYARS92ME 2 518 (name) 277/ )LD /N AELIBEET
E5, FD=H. B> TSD h—FEEEERELESEICIIMMOT TN LD HRAZEENTAREICHELIOTEIENVLETH

Do
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4.5-1

RAb:

1. T—A~X—Z{EpIZIE SQLiteOpenHelper Z{#E AT 5

2. SQLAYY YL avDOREFELTAAEE SQL XIZERTEEEICIETL—RKRILEEFIATS
3. SQLAYY o ar DRBEIILEXKRELTTITIBEHRICH - TANEEFIVITS

SampleDbOpenHelper.java

package org. jssec. android. sqlite;

import android. content. Context;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. database. sqlite. SQLiteOpenHelper;
import android.util.Log;

import android.widget. Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {

private SQLiteDatabase mSamp | eDb; J/BRY®S T—2 EBKT HAT—IR—X
public static SampleDbOpenHelper newHelper (Context context)
{
//% R4 >k 1% DB 4ERKIZIE SALiteOpenHe lper = {FEAT %
return new SampleDbOpenHe |per (context) ;
}

public SQLiteDatabase getDb() |
return mSampleDb;
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//Mritable E— FTDB %<
public void openDatabaseWithHelper () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (ImSampleDb. isReadOnly())// BRICHiAEEAEETAH— TV FEH
return;
mSamp | eDb. close () ;
}
mSampleDb = getWritableDatabase(); //ZDEETAH—TEh3
} catch (SQLException e) |
[/ T—AR—ABEICKRLI-GEOTHA
Log. e (mContext. getClass (). toString(), mContext. getString R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//ReadOnly £E— KT DB #Ri<
public void openDatabaseReadOnly () {
try |
if (mSampleDb != null && mSampleDb. isOpen()) {
if (mSampleDb. isReadOnly())// BEIZ ReadOnly TH—TF 2 FEH
return;
mSamp | eDb. close () ;
}
SOLiteDatabase. openDatabase (mContext. getDatabasePath (CommonData. DBFILE_NAME) . getPath(), null, SQLiteD
atabase. OPEN_READONLY) ;
} catch (SQLException e) |
[/ T—AR—RBEIZKBLIZIGEOTER
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//Database Close
public void closeDatabase () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
mSamp | eDb. close () ;
}
} catch (SQLException e) {
[/ T—AR—RBEIZKBLZIGEOTER
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_CLOSE_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//Context #R A TH K
private Context mContext;

//T—TIWERaT R

private static final Strlng CREATE_TABLE_COMMANDS

= “CREATE TABLE “ + CommonData. TABLE_NAME + “ (”

“_id INTEGER PRIMARY KEY AUTOINCREMENT

“idno INTEGER UNIQUE

“name VARCHAR(” + CommonData. TEXT_DATA_LENGTH_MAX + “) NOT NULL
“info VARCHAR(” + CommonData. TEXT_DATA_LENGTH_MAX + “)”

"y

o+ o+ o+ 4o

public SampleDbOpenHelper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;
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mContext = context;

}

@0verride
public void onCreate (SQLiteDatabase db) {
try {
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB #&Ea <> FOEIT
} catch (SQLException e) |
[/ T—AR—ABEICKRLI-GEOTHA
Log. e(this. getClass (). toString (), mContext. getString(R. string. DATABASE_CREATE_ERROR_MESSAGE)) ;

}

@0verride
public void onUpgrade (SQLiteDatabase arg0, int argl, int arg2) {

/| T=BAR=ZAON—= 307 v THIZRTEINS, T—4BTLHEONEETRT S
}

DataSearchTask.java (SQLite Database 70T i)

package org. jssec. android. sqlite. task;

import org. jssec. android. sqlite. CommonData;
import org. jssec. android. sqlite. DataVal idator;
import org. jssec. android. sqlite. MainActivity;
import org. jssec. android. sglite.R;

import android. database. Cursor;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. os. AsyncTask;

import android.util.Log;

[/ T—3BREZRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) |
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id”", “idno”, “name”, “info”};

Cursor cur;

[/KRRA D R3Ihk FTIVEHIZHKDTANEEZFIVITS
if (!DataValidator.validateData(idno, name, info))
{

return null;
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}
//BIEAL2Enull o528 ERT S)

if ((idno == null || idno. length() == 0) &&
(name == null || name. length() == 0) &&
(info == null [| info. length() ==0) ) {
try {

cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;

}

return cur;

}

//No BMBEE SN TLV=5 No THRER
if (idno != null && idno. length() > 0) {
String selectionArgs[] = {idno};

try |
//hkRA Uk 2%k TL—RKRIVLTEFERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “idno = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//Name DHEE SN TULVE= 5 Name TRE—HBIRER
if (name != null && name. length() > 0) {
String selectionArgs[] = {name};
try {
//hRA Uk 2%k TL—RKRIVLFEFERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “name = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

[/ ZENLUNDIZEE info Z&EICL TS —BRER

String argString = info.replaceAl | ("0”, "@@"); //AHELTZITHo1= info AD$ZT RS —T
argString = argString. replaceAl | ("%, “@%"): //Ah& L TRZITE >z info ADYZE TR —F
argString = argString.replaceAl | ("_", “0_"): //ANELTZITHR >z inffo AD_ETRy—TF
String selectionArgs[] = {argString};

try {
//RRA Y k2% TL—REBRILEZFATS
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “info LIKE "% || ? || "% ESCAPE '@ ”, selectionA
rgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}
return cur;

}

@0verride
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protected void onPostExecute (Cursor resultCur) {
mActivity. updateCursor (resultCur) ;
}

DataValidator.java
package org. jssec. android. sqlite;

public class DataValidator {
[/ ANEEFz VI3
//BFFvy
public static boolean validateNo(String idno) {
//null, ZBICF(E 0K
if (idno == null || idno. length() == 0) {
return true;

}

//BFTHDHLEHERETD
try {
if (lidno.matches (“[1-9]1[0-9]1%")) {
[/BFEUSNDBEEIS—
return false;

}

} catch (NullPointerException e) {
//T5—%KRHE LT
return false;

}

return true;

}

/] XFHDRSFFARD
public static boolean validatelLength(String str, int max_length) {
//null, ZEXXF(E 0K
if (str == null || str.length() == 0) {
return true;

}

//XFEFIDREAMMXLUTTHEZEEZHFARD
try {
it (str.length() > max_length) {
JNAX &Y RWBIFTS—
return false;
}
} catch (NullPointerException e) |
avi
return false;

}

return true.

}

/] ATEFzvH
public static boolean validateData(String idno, String name, String info)
if (IvalidateNo(idno)) {
return false;
}
if (IvalidateLength (name, CommonData. TEXT_DATA_LENGTH_MAX)) {

{

All rights reserved © Japan Smartphone Security Association.

SQLite &>

219




m" annrwowe Android 7Y DEF 27 HE - £F2TI—TALIHAE
SECURITY

ASSOCIAT

on  http://www jssec.org/dl/android_securecoding.pdf

2016 £ 2 A 1 BiR

return false;
}else if (lvalidateLength(info, GommonData. TEXT_DATA_LENGTH_MAX)) {
return false;

}

return true.
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4.5.2. W—ILTvY

SQLite ZFERATAMEICITUTDIL—ILEFDHE,

1. DBI7AMILDEREZF. 7O EREFELLRETS
2. 7 F)E DB TF—A2ExHEEFIBEEE Content Provider TZ Ot R &9 3
3. DB BERFICRAIZE/NSA—FEMIBEFTL—RRILITEERT S

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

4.5.2.1. DBI7MILDEEBGA. 7O EAEZELRET S (WH7H)

DB Z7MIDT—2DREEEZZT-I5E. DB J7MILDEREBET IV EREDHREIZFEDLETCTEEITARETEE
BERTH,

BIZIE. T7AILDT I RELZELSRELI=DBYTH, SD h—F R ET IV EREDREEITAEVGTICEREL
TWAIGEICIE, NS TET VR RABEL DB 77 ILIZIESTLES, £z, 7TUTALIRNJICERELIZBETE.
TOEAEEELRELGVWERRILGWT IR ZFFLTLEIC LGS, CCTIR, BREGET VL RHEREIC
DWTFIRERERE(TR. ENERBEIHODFERITOVTHRAT 5.

FIFRBISMET I ERERTEIZDOWLTIX. DB I7MIN(T—RERETIEHEANLEZDE UTD 2 A2EHET
BDLENHDB,

1. BEESA
Context#getDatabasePath(String name) T GF TE AT 74 I NA P HF HFIT L > TIE
Context#getFilesDir TEGTESTALIMN)DISZATICEE T 56

2. TUERiE
MODE_PRIVATE(=Z7 A IVEER L= T DH N T I RARE) E—RIZERET S

D2 REEHRTHIET DT TI)NLTHIERATELL DB 774 ILDEREITOICENTES, ChHEERT
BE=OIZIFUTOHELEITFOND,

1. SQLiteOpenHelper ##H3 %
2. Context#openOrCreateDatabase Z{ERH3 %

DB 774 ILMERKIZFEEL TIZX. SQLiteDatabase#openOrCreateDatabase Z{#H35Z&1 TS5, LHL. 2D
AVYREFERALIZIES . Android R —hJ4V DORREICL ST, D7 T D oaAERY AT BEL DB 771 ILAME
BENBTEN T MO TNS, ZEDT=H. COAVYEDFERITE T T MDA EEZRRATEHLEHET D, LITHE
(F1= 2 DO AFEITOVT TR TN DOEFHE LT THEAT 5,

6 ELLMAVYRLBRETETIVEIAFAEEEREEZ oM., DT TIDLRET I AN TELGNT AL
T —=DTALIM) DY TTAL IR UTDNZADEIGETES,
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SQLiteOpenHelper ZERA9 5%

SQLiteOpenHelper ZFA T 51558 . AR E(XHEYZLDIEEEZHLTHEL, SQLiteOpenHelper ZiR4EL
=05 RAEERL., AV ARSI 42D 5|18 DB DEZFI(T7AILBIZEHONE)FIEETNIL. BEIMNICEEDEY
1) T4 EHE#H=9 DB I7MIILEERL T N3,

[4.51.1 T—OX—ADERERE I BEARMLBERAEETLTVSDTERT S,

Context#openOrCreateDatabase & H9 %

Context#openOrCreateDatabase AV ykZ{#FEHALT DB DEREITIGE .. I7MILDT I RAEEXF T3V T
HETHIHELSHY. BHTREIZ MODE_PRIVATE 235 E T 5.

F7MILOEEICELTIL. DB & (71 ILAIZERAINS) DIEEZ SQLiteOpenHelper LRIFRIZITASDT. B
BMICHEIR DX ) TA BB EB =T IT7AILNARIZTFAILDMER SN D, 1=FZL. TIL/IRRBIEETESD T SD
H—KRREFIBEELI-HE S . MODE_PRIVATE #iEELTEMT TUNST I LATREICH>TLES=OFENADE
THdo

DB (Xt U CBARM(C 7 O RFFRIEEZ 1T DI : MainActivity.java
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] T—RAR—ZXDIBE
try {

//MODE_PRIVATE %#&%%E L T DB #{ERk

db = Context. openOrCreateDatabase (“Sample. db”

MODE_PRIVATE, null);

} catch (SQLException e) {

[/ T—AR—RBEIZKBLZIGEOTER

Log. e (this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;

return;

}
//ERE ZDMOFEAL IR

BE.TIEREDREIL MODE_PRIVATE LEHETUT® 3 EEMHY. MODE_WORLD_READABLE &
MODE_WORLD_WRITABLE & OR JEE CRIFFIEET 5 LHTE S, f=7=L. MODE_PRIVATE L4t API Level
17 LAFETIX deprecated %> THY., APL Level 15 LIEERRETHIGETH, FHLGWIENREFELLY, £S5
LTHRAATEIBELAHIIGEETTIDERICEBLLADLE TEEICRNTHILEHE1HT S,

7 (FFRaAVMIEE@BIEARLIAY) SQLiteOpenHelper MDEETIE DB DARIIIET7AILDITILINREIEETEAHD T,
SD h—REET IR REDRETEHWMEFRD/NAANERET ANSKENESITSTENALETHS,
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® MODE_PRIVATE R T T DHFHEZTTHE

® MODE_WORLD_READABLE ERT7 ) XA EETTHE, LA AHDH

® MODE_WORLD_WRITABLE ERT7 T I RAEETTEE, T ESAHDH
4.5.2.2. #h77)& DB T—42%£FIT S5 4E(d Content Provider TR HIHT S (WH78)

thD7F)EDBT—2EHETHFEELL T, DB I74 /L% WORLD_READABLE. WORLD_WRITABLE &L TYERK
L. D7 TIDLEET IV ERATESLIICTBEVNIHELHD, LAL, COHETIEDBIZFZIVERTEHT T
DB ~DIREEHIBRTELEUN = BRILGEWEF (TINIT—HERAEZINDELELH D BRELT. T4
DEZEOBEEHICHENELY . LI 7 DRBERREGST-UT HAREREE RO 5,

LLEDZEMS, Android IZELT DB T—4% it 7 7)) LB I 315 &1, Content Provider 252 &%58<
HEHT 5, Content Provider ZESZEIZEKY . DB 12T 27V RFHEERR TEHE05F21 ) T/ DE =
MEDA)YRET T, DB XF¥—<#E&E% Content Provider RIZBRINTEBR LSBT ADA) D
5

4.5.2.3. DB BERICAIENIA—RERIBZERFXTLU—RARILFIEFERTS (WH7H)

SQLAV DY avERCEVNSIEKRT, FEDANEE SQLXITHAATEHITL—RARILFEHERATEHIRET
0%, TL—RARIVFEFEAL- SQL DEITHEELTIIUTD 2 DDFEEZEIFHIENTES,

1. SQLiteDatabase#compileStatement() % {8 F§ L T SQLiteStatement # W B 3+ 5, T D % .
SQLiteStatement#bindString(). bindLong()REEFEAL T/ATA—4ETL—RARILFIZEBET S

2. SQLiteDatabese 25ZX®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()&
EFRUETRICTL—RRILA & -1 SQL XEFERT S

8. SQLiteDatabase#compileStatement()Z{#E AL T. SELECT av FE#ETT 554,
[SELECT a7 FDEERELTEED 1 ER( 71 5B LARBTELLY
ELSHIENH LD THENESNS,

EELNAXEFESIBETE. IL—ARIFIZEZET—2ORNBFBRITITIVERIZHK>TFIvorInhTIVS
ZENEFELWL, UTT. ZNENDAEIZDOLNTERBHET 5,

SQLiteDatabase#compileStatement)ZERT 5154 :

UTDOFIEBTIL—RKRILEAT—EEET,

1. SQLiteDatabase#compileStatement()ZEAL TIL—RFRILEEE AT SQL X% SQLiteStatement &L
THET 5,
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2. {ERL7=SQLiteStatementA 7 U MI® LT, bindLong(). bindString)RE DAV YREFERALTIL—R
RILAIZERET %,
3. SQLiteStatement #Z7 T HrD execute)HEE D AYYRIZE->T SQL #E1TT 5,

L —RRILIERS : DatalnsertTask.java (3&#%)
//T—5BMERY
public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride

protected Void doInBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

[/ RA U E3k FIVr—2a vBERIZH D TANEEZFVvITS
if (1DataValidator. validateData(idno, name, info))
{
return null;
}
//T—3BME
//TU—RKRILEEFERT S
String commandString = “INSERT INTO ” + CommonData. TABLE_NAME + “ (idno, name, info) VALUES (?, 2, 27,
SOLiteStatement sqlStmt = mSampleDB. compileStatement (commandString) ;
sqlStmt. bindString (1, idno);
sqlStmt. bindString (2, name) ;
sqlStmt. bindString (3, info);
try {
sqlStmt. executelnsert () ;
} catch (SQLException e) {
Log. e (DatalnsertTask. class. toString (), mActivity. getString R. string. UPDATING_ERROR_MESSAGE) ) ;
} finally {
sqlStmt. close () ;
}

return null;

HoOMLHETT S SQL XEA TP IR LTHERLTEE/INTA—E2Z L TIEIDH I THD, E1TTHUNELETE
LTWBADT.SQLAV Do av N EET BEMITAEL, £, SQLiteStatement A TP/ EBFRATHET
NIBMREFZHDIZENTERELSIA)YRLH S,

SQLiteDatabase MRt 5B MEBRADAVYREFERATHIHE:

SQLiteDatabase A%2{#9 % DBR/EAVURIZIE, SQLXZFERT H5EDEEITHEVNLDLH 5. SQL X EFEAY

%Ak SQLiteDatabase# execSQL()/rawQuery()EMRHY . L TOFIETEITT S,
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1. TL—RRILEEEAT SQL XERAET .
2. TL—RRIFIZEINHTET —HZEERT %,
3. SQLXET—H%ESIHMELTELTRERAAYYRERTT B,

—7.SQL XZEFALLZWLAYYRIZIE, SQLiteDatabase#insert()/update()/delete()/query()/replace()iEHY
BB, NHEFEATIBEICIE. ULTOFIETT—2EET,

1. DBIZHLTHEA/E#HTHT—2hH S5 EIZIE. ContentValues [ZE RT3,
2. ContentValues #5|# &L TELT. KRLERAAYYR (LLTOHITIE SQLiteDatabase#insert() #E479
%,

FAIBR XYW R (SQLiteDatabase#insert()) Z{EH9 34l
private SQLiteDatabase mSampleDB;
private void addUserData (String idno, String name, String info) {

//EOZLS S (B, §F) Fzvy., TRS—TNE

if (lvalidatelnsertData(idno, name, info)) {
/[N T—=2avERBLENIZBE. OJEA
Log. e (this. getClass (). toString (), getString(R. string. VALIDATION_ERROR_MESSAGE) ) ;
return

/BAT BT—2 D%

ContentValues insertValues = new ContentValues();
insertValues. put (“idno”, idno);
insertValues. put ("name”, name) ;
insertValues. put ("info”, info);

//Insert 4T

try {
mSamp | eDb. insert (“SampleTable”, null, insertValues);

} catch (SQLException e) {
Log. e (this. getClass (). toString (), getString(R. string. DB_INSERT_ERROR_MESSAGE)) ;
return;

COHITIE, SQLavT U R E RS, SQLiteDatabase ARt T AEA AN AV YREFEHRALTLS, SQLO<
UREEEFEALLEWNV=H. COAELSQLAV O3 DEMITEHRNEE RS,
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4.5.3. TRV RE

4.5.3.1. SQLX® LIKE hZETIAILFH—REFEHTARIZTRS—TNIBEHET
LIKE BREBDTAILEA—K (%, )EZEOCXFIETL—ARILEDANEELTHEALEEES . FOFEFEEETAIL
RHh—RELTHEET B REIZIELTEHRIICIR—TNEBEZ BT LELNH D, BELS—RELTIETAILR

A—RZEEEDIF ("%"0"") ELTHRV=WDMEEN B TIEFES,

EROIRT—TREBL ULTOHYTILa—FD&S5I1Z ESCAPE & ERALTITIZENTES,

LIKE ZF A Ui & DT Ao — TR D)
[/ T—R3REIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id”, “idno”, "name”, “info”};

Cursor cur;
- B - - -

//info Z&MHIZLT like 8 FE (EHH—5)

J/RAD b DA FA—FIZHET EXFIXIRrT—T0ET 3

String argString = info.replaceAl | ("@”, "0@"); //AAHELTZITH 1= inffoAD$ZEI RSy —T
argString = argString. replaceAl | ("%", “@%"). //AHBELTRZITE 1= info RDYE TRy —7F
argString = argString.replaceAl | (“_", “@_"); //ADEL TR T 1= infoRAD_FITRYy—F
String selectionArgs[] = {argString};

try {
//RA Uk TL—RKRILEEFERT S
cur = mSamp|eDB. query (“SampleTable”, cols, “info LIKE "% || ? || '% ESCAPE '@
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast. makeText (mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG) . show() ;
return null;
}

return cur,

}

@0verride

protected void onPostExecute (Cursor resultCur) {
mProgressDialog. dismiss () ;
mActivity. updateCursor (resultCur) ;

226 All rights reserved © Japan Smartphone Security Association. SQLite Z&>



m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2016 £ 2 A 1 AR

resommmon  http://www jssec.org/dl/android_securecoding.pdf

}
}

4.5.3.2. FL—RKRILEZFERATELL SQL aATURIZHLTHEBADEES
T—TILDERACHIBRAED DB AT /N R ELT- SQL XEERITTBHE. T—IILBLHEDEIZHL
TIL—RFRIEZFESEIETELGULD, EAMIZIE, TL—RARILE OERATEEMEIZRLT MDA RS
FEEODXFEINEFERTEEIBT —IN—RADKITTRETHLY,

EHROEEE L DFIRTIL—RRILEEFERATERMGS (X, ANBICBERABONEINEITANHERL, BE
IFBERS CENDAEL D,

HEAMIZIZX.

1. XFIINFGA—RELTHERATIIEE . XFOIRT—T00+— MLIBEET

2. BENFGA—RELELTHERATSISE . HFUSNDXFHIRALTIVEW LEHERT S

3. HAIF.ATURELTERTAEE. 1. [CMA FATELLVXNEREENTWVEWNI EZHERT S

ERET S,

88 http://www.ipa.go.jp/security/vuln/documents/website_security_sqgl.pdf

4.5.3.3. TRARICTAR—RADESHI N TONGEN=O DR EREIT

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase Z{#FALTDB DA R4 AEMEFLTI-15
BE.ELELDAYYFZEFALTE DB IS AESTARGRETCAH—ToENn b8, T,
Context#openOrCreateDatabase. SQLiteDatabase#openOrCreateDatabase % EH R TH D,

NE. TINRECEEDTFESICLYERET DB OFHFEESTMATLEI(BFMASN TLED) ATHEMEE
BERLTLVD, BEXMICET T DHEREEEDHETHIG TELHEZEZ NI, 7T DBREWMEELRE | FAH
YLNBEDLBIMEREZEE T DB, T EIN—RERAMYERTH T $HET, R PREIDERIL
VWWTR7T)REDOR LIZENDGEENHDD T, KRICHLTREEZEEHT 5.

B {krIZIE. SQLiteDatabase#openDatabase [Z OPEN_READONLY Z{EELTTF—4R—RE4+—T T 5,

8 getReableDatabase (FEAHIIZIE getWritableDatabase TSI ANDERMUA TSI MERY , T4 R TILE
EDRRTEEZAAAREA T DV ERTELGMERIT)—RA ) —DA Tz ORERT LV TH D
(getWritableDatabase [ T4 RV 7L EEDKRTIXRITIS—E4D),
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FAHBMDBHETT —AIR—REA—-T>9F3
C e BEE - - -
/] T—=BR=—ZADA =T (T—ER—R(FEREFH LT B)
SQLiteDatabase db
= SQLiteDatabase. openDatabase (SQLiteDatabase. getDatabasePath (“Sample. db™), null, OPEN_READONLY);

&8 http://developer.android.com/reference/android/database/sqglite/SQLiteOpenHelper.html -

getReadableDatabase()

4.53.4. TTIDEHIZR->TDBDAHIT—2DRAHEEFIVITH

SQLite (FRERLET—HEN—XTHY.DB LT Integer ELTEESNTVWSIHSLICHLTXFROT—4%
KBNS HIENARETH D, DBRD TR HERZEC L TOT—INEXDXFT—RELTDB RIS
NTW%, D=, Integer BDASLIZHLTXFINEDIERE( LIKE ‘%123% GE)EITITELRBETH D,
F7=. VARCHAR(100) O &LSIZT—2DHRAREZHEBLTEZINULOREIOT—ANANARETHIHE.
SQLite TOEDHIRR (I L 4EFER) (FEAF TSR,

CDf=8.SQlite ZERATE7TIE. CDK57% DB DRFEITERL TR hT—42% DB I[THEMLI-UERFLT:
YLAEWESITT TV DBEHIZLEA>THAT 2R ELNH D, D FHEELTIERD 2 2HhH 5.

1. T—R8&ET—EOX—RIZIEMT DR BORSBEDEHEN—HBL TV I ERT S
2. T—AR—ZANBEZRFLER. T—20BENDEPRSTHVNERT S

LT T, FIELTAREN 1 LEDHFTHAHLZRIET 53— FETT

Bl : ADFT—IH 1 U EDOEFETH D EEHERITD (MainActivity.java K DIk
public class MainActivity extends Activity {

- KRR - - -

//BhnnEE
private void addUserData (String idno, String name, String info) {
/MNoDF vy
if (lvalidateNo(idno, CommonData. REQUEST_NEW)) {
return;

}

//T—3 BN
DatalnsertTask task = new DatalnsertTask (mSampleDb, this);
task. execute (idno, name, info);

- KRR - - -

private boolean validateNo(String idno, int request) {
if (idno == null || idno. length() == 0) {
if (request == CommonData. REQUEST_SEARCH) {
//RBRDEBORFIEIRIEEZ KIZT S

return true;
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} else {
[/BRBELEBLSNDEE null, EXFFIS—
Toast. makeText (this, R.string. IDNO_EMPTY_MESSAGE, Toast. LENGTH_LONG) . show() ;
return false;

}

//BFETHD_ELEHERTD
try |
// 1 ULEDE
if (lidno.matches ("[1-91[0-91*")) {
//BFLUNDBEIETS—
Toast. makeText (this, R.string. IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG) . show();
return false;
}
} catch (NullPointerException e) {
//EBDr—RXTlEH Y BEL
return false;

}

return true;

- EBE - - -

4.5.3.5. DBIZ#E#HTHT—RDL\TDEE

SQLite TIX, T—2Z& 77 ILIZHEINT BERICUT D LIBREIZHEOTNS,

HERZECETOT AN EXDXFT—HELTDB I7/ILAICKHSN S
DB IZX L CT—2DHIBRET>THT —2B{KIE DB 77/ LD BHIBRENZL (HIBRT— I DMHD#)
T—RZEHLI-HEEL DB I7MILAICIEEHAID T —2LHIBRESN T EZoTLVS

Ko T, HIBRENTET 1D 1EHRD DB 77 ILNICEST-FEDREIZH>TWLS A RENELA H D, CDBETH, A
XEICH->THEZMEL. Android OtEF1T BENFDTHNE. 7 TVEELCE=FEIT—2-T74
IVITEET77ERENLHDEEEA, 72720, root #ERZEREN 54 E Android DREMELTIRILTI7MILE
IREHSNDAREMETERD L EDRRICKELGFHEE SR LT —INEMEIN TV SIHZEIZIE. Android REEHR
BICHESLWT—ARELREF LA TNIFESA,

NHDEHITEY. KD root RN EMSNIIHE THLFOIRENHAHIIBEEL T —FIL SQLite D DB [
ZDFEFRMT RETIRHLBN, ESLTHLEELT —FERMESDE/LVNSEICEIBSELET —2E8NT 5.
DB £(AZHESILT 5. BEDRHENDLELL S,

ERICESIENARELISE . BEIEICESBORNPCI—FO#FLGEARAXEDHELEALZEENZ LD T,
BRRTESRRAIVNIMNDREGT —4ZHRIT7T)DRERICZEMR~NDERELEDT S,

$%&ELLTM4.5.3.6 [8E]SQLite T—AXR—R%EEE1L 9 5(SQLCipher for Android)JIZ, T—AR—X%ZHEE
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ItFB54TSVERBNLTEL

4.5.3.6. [8#&]SQLite T—AR—RZIES1t3 B(SQLCipher for Android)
SQLCipher [, T—3R—X 774/ )L DEBHIZL 256 Evb AES DI SLZF IR 9 5 SQLite Y3k TH 5. ITWEE(L.
F—T2V—ZRBSD SAtUR)eE. Zetetic LLC IZ&->THF-BTEINTLS, ENSILOHERETIE.
SQLCipher IZ. /%7 /QT . 7Y7IL® i0OS TILLFEARASINTIVS,
SQLCipher for Android Z7O< Yk &, Android IRIEIZH (T3 SQLite T—EXR—ADIZEDFHE LS -IFES
{tZHR—r3TBIEEXEHELTND, EZH# D SQLite M APl % SQLCipher ARIZHERT A LT R EILEE &

FLCaA—T 107 TRSIEESNI=T—IR—RZFATES LSO TS,

£ M8 https://quardianproject.info/code/sqglcipher/

fELVA

TIVREEIILUTDIDDEE%EF SHZET SQLCipher M FIAMNEAEIZE S,

1. 77U®D lib T4LYKRJIZ sqlcipher.jar XU, libdatabase_sqlcipher.so. libsqglcipher_android.so.
libstlport_shared.so ZE &Y %,

2. EBTODY—RITF7AILIZDWNT, import THE SN TLVS android.database.sqglite.* #£ T
info.guardianproject.database.sqlite.* [ZZE Y %, L&, android.database.Cursor [EZDFEFHE A
AEETH D,

3. onCreate(DHTT—ARN—REMEEL . T—EIR—REA—TUFBEINRT—RFEEET 5.

R/ O — R
SQLiteDatabase. loadLibs (this) ; //E£9 5S4 T51) % Context ZEH L THEALT S
SQLiteOpenHe Iper. getWritableDatabase (passwoed) : //BI#IE/SRXT—F (String® £Fa7IZRBLIEEDERE)

SQLCipher for Android [ZZER A T/A—23> 1.1.0 THY. 2.0.0 A EAFEITH T RCA NAFESh TS
KR THSB, Android IZHITHEHAEEC APl DREHEVNSETSERRIASDELELSH, TFF AT Android
THIFATREL SQLite DIEEEV ) a—Sav L TRETT 2R MIEH S,

S4TSR
SQLCipher AT 5=-HIZILXSDK ELTEENTWWAUTDI7AILHANEELS,
® assets/icudt46l.zip 2,252KB

IHARD /system/usr/icu/ LLFIZ icudt46l.dat NEELLEWNGEICHELLS,
icudt46l.dat NEOMSHMEE ., 2D zip HAfRESNTHEHASINS,
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Native 54731J,
SQLCipher ®##0—KEF (SQLiteDatabase#loadLibsOFEU H LEF) [CEEAAEN D,

libs/commons-codec.jar 46KB
libs/guava-r09.jar 1,116KB
libs/sqlcipher.jar 102KB

Native 54T SUEMUHT Java 5173,
sqlcipher.jar AAA12, H IS sqlcipher.jar HhOBRIN TS,

Ai:$95.12MB
f=1f2L. icudt46l.zip (X2 ESNhbE 7MB 2 EIZH 5,
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libs/armeabi/libdatabase_sqlcipher.so 44KB

libs/armeabi/libsqlcipher_android.so 1,117KB

libs/armeabi/libstlport_shared.so 555KB
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I 4.6. TFAIEES

Android OtEFa) T RERBICHSIE. T7MIILIFEREZKFIE R E—HFREFGF vy a)T5BMICOH#FIA
L. REIFERARICT ZRETH D, 7T URDERKIBRIEIT7MILEEET I ERSEED T T7MILADTE
#k% Content Provider %> Service LW\ =7 T HEE D LM AICE S TRBET HIRETHD, CNIZKYTTURM
DT I ERAHEHEERTES,

SD A—REDOHNEERET N\ RE+ LTI ERFHNTELRN O, BEDKELI7AILERIGE O D5
FT(PC BRE)NDEBRDBEENGE  MRELESLTHLRERHADHEREZRET D NETH D, ERMIS
BERTNARLIZBEE o TAILRRBREBAEIFAIILEREL TIALSAEN, HLEL O TATERE ST
BT NARALEDT7AIIZRELGETNELESEVNEE FESIEEORRABEICLESM, CCTIEERLAL,

4.6.1. o7 )La—K
BB D ESIZT7AIVIZRBIZEARICT ARETHD. LM LGNS EEFIFLEFICL-T M7 ITVIZT7AILE
EHEFGAEZIEEIRELZLHD, X1 TAOBREAN P EELI-I7MILDIEHLELLEKESR 4.6-1 IZRT, I7
1ILDIEIBFI M T TIADT7 O RS DA EHLEIZEY 4 FBEEDIT7AILIZHELTLNS, LIETIEZDD

FAILDNEEI LI T I a—RERLUEBEZEZMZTLL,

& 4.6-1 tXIVTABRICKDITIFMILOFEELE

T7AIVDH5E 7T )~D R TR B
7O AEFE
FEARTFAIL 7L TTITALORNA | @ FTTYNTOHGHEETED,
o LI TATRERERSICENTES,
® J7AINIKRAIZDAATIZT BRE,
HABMYLET7ZAIL | BAHRY TTIT4LORA | @ 7 T)ELVI—F—H5EAHEY ATEE,
o T7TJHNERIZ/AR (BIE) ATREIERE R,
RAEESORTFAIL | BAHRY TTITALORNA | @ 7 TVELUVI—F—HHEAEETHE,
ETAH ® tXal)T DEEAMNSLTITVERTOESEH,
SHFERAILEITERE,
SMERECIET 7ML FEAHERY SD h—FHEDH | @ FHEREDIUIO—ILHATELLY,
HAHAEELH) ExAH HEERE ® 7T )PA—H—ICLBIFMILDHRHE
= -HIBRAVEIZTTEE,
o FHEIVER/NRICTINE,
o LHEBMBREOKRELIFAINERSIENTE
%,
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4.6.1.1. EXBRT7AILEHRD

R—7T VA TOHRHAEEENDET7AIVERIEETHY . RR2LET7AIVDENVATHD, 774 ILITHKIAT S
RO NBARTEENE SN DL T TESE T I7AILIEEAFHDKRETRIFL, thT7 T EDBLELIFHRD OV

Y IZRID Android D {L#A& (Content Provider. Service)ZFIBBLTITSZ &R AIET S,

RAk

1.

2.
3.
4

T7AIIE, TTIVTALIMIRNIZERT S

T7ANDT I ERERF, DT TIAFATEGNESITTSAR—FE—FIZT S

T TATRERERINT HENTED

T7AIITHEHT HEN)ERISHLTIE. TOAFEICEAHLTRBDREMEHERT S

PrivateFileActivity.java
package org. jssec. android. file.privatefile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. I0OException;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = “private_file. dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id. file_view);
}

/*k

* 77 A I)LOERAIE

*

* @param view

*/

public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {

/] hRA b1k TZ7ANIE TTVF4LI FURIZERT S

/] KkRAU L2k T7AINDT I REF, D7 TIVNHATELRVELSITTIAARA—FE—FIZT S

fos = openFileOutput (FILE_NAME, MODE_PRIVATE) ;

/] KRA Uk LT THERERMTHENTED
/] KRA bk T7AIVITHET BIERICRHLTIE. TOAFEICEAOLTHNBEOLTLMEEHRT S
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/] HOTIVNZDERE, 13.2 AT —2DREUEHRT 51 €58,
fos.write(new String("t > 7« J#1E#H (File Activity)¥n”). getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android. util.Log. e ("PrivateFileActivity”, "7 7 A4 ILDERIZKELELE");

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) |
android. util.Log. e ("PrivateFileActivity”, "I 74 ILDRTIZKERLELE");

}
}

finish();
}
/%%
* J7 A I)LDFRAAAHNIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;

try {
fis = openFilelnput (FILE_NAME) ;

byte[] data = new byte[(int) fis. getChannel ().size()];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);

} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);

} catch (IOException e) {
android. util.Log. e ("PrivateFileActivity”, "7 7 A4 IILDFAIZKERLELE");

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {
android.util.Log. e ("PrivateFileActivity”, " 74 ILDETIZKERLELE");
}

/*k
* 774 JLOHIRLE
*
* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();

234 All rights reserved © Japan Smartphone Security Association. TF7AINEERS



resommmon  http://www jssec.org/dl/android_securecoding.pdf

m" ovmewone Android 7Y DEF TR X1 TI—TAVTHAKR 2016 E£2 A 1 BER

mFileView. setText (R. string. file_view);

PrivateUserActivity.java
package org. jssec. android. file.privatefile;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = “private_file. dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClass (this, PrivateFileActivity.class);

startActivity (intent) ;
]

VeSS

* J7A4)LActivity DFEUH L ALTE

*

* @param view

*/

public void onCallFileActivityClick (View view) {
calIFileActivity();

}

/¥k

* T 7AIILDFAHAHNIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
fis = openFilelnput (FILE_NAME) ;
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byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;

/] *IRA U kdhk T7AIVICHERESNEZBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity”, "7 A4 IILDFAIZKELELS");

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {
android. util.Log. d("PrivateFileActivity”, "7 74 ILDERTIZKERLELE");
}

/%%
*x J74IL0ERRLE
*
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
try {
/] *KRA b1k TrANIE FTIVS—23a T4 L9 FURIZERT S
/] *RA 2k T7ANLDTIEREX, D7 TUNMATELEVWLSIIZTSAR—LE—FIZT S
fos = openFileOutput (FILE_NAME, MODE_APPEND) ;

// dRA DRIk BT THBERERMTEENTES
/] KIRA Uk dk T7AILIZHERT HERICHLTIE. TOAFERICEHOLTHABRDEZLEEEMHERT S
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,
fos.write(new String("t > 7« TH1ETR (User Activity)¥n”). getBytes()):
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android. util.Log. d("PrivateFileActivity”, "I 7 A4 ILDERKIZEKELELE");

} finally {
if (fos !=null) {
try {
fos.close();

} catch (IOException e) {
android.util.Log.d("PrivateFileActivity”, "I 74 ILDETIZKERLELE");
}

}

calIFileActivity () ;
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4.6.1.2. HADYLEI7ZAILEHRD

AEFEZHOTTIIZHLTABRELRTEEODT7AILTH S, UTDRAVMIKREFITTRET L, L&
HMRELEIT7FAIDFEWNAIZGED, L. BT 7MIVEERT 51=56HD . MODE_WORLD_READABLE ZE#iI&
API Level17 LIBETIL deprecated %> THY, Content Provider [C&kBT7AILEFAENEELLY,

RAk

1.

2.
3.
4

T7AIIE, TTIVTALIMIRNIZERT S

T7AILDTHEREIE. D7 TJIZHLTIEESEARYERE—KRIZTS

OO TATRRERITEMLLL

T7AIITHEHT HEN)ERISHLTIE. TOAFEICEAHLTRBDREMEHEZT S

PublicFileActivity.java
package org. jssec. android. file.publicfile.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. I0OException;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = “public_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id. file_view);
}

/*k

* 77 A I)LOERAIE

*

* @param view

*/

public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {

/] hRA b1k TZ7ANIE TTVF4LI FURIZERT S

/] )kRAU 2% T7AILDTHIEREL, 7 TIIZH L TEHRAMYERE—KRIZTS
//  (FEHEY BEFE— Ko MODE_WORLDREADABLE (& API LEVEL 17 T deplicated & 7% o 71=1=.

// WHFEAEI. ContentProvider HEICEBZT—EDHPYMY ETEHIE)
fos = openFileOutput (FILE_NAME, MODE_WORLD_READABLE) ;
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}

/%%

/] *RA Uk 3Ik EoIT 4 THBERITHEM LG

/] *RA Dbk T7AIVHKHT HERISHLTIE. TOAFEICEADLLTREDREEEHET S

/] HOTINZDERE, 3.2 AT —2DREUEHRT 51 28,
fos.write(new String("E> T4 TTHUMERR Public File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android.util.Log. e ("PublicFileActivity”, "I 7 A IILDERRIZKELELE");

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) |
android.util.Log. e ("PublicFileActivity”, "I 7AILDETIZKBKRLELE);
}
}

finish();

* 774 IDFH AN

*

* @param view

*/

public void onReadFileClick (View view) {

}

/*k

FilelnputStream fis = null;

try {
fis = openFilelnput (FILE_NAME) ;

byte[] data = new byte[(int) fis. getChannel ().size()];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);

} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);

} catch (IOException e) {
android.util.Log. e ("PublicFileActivity”, "I 7 A ILDFAIZKBELELE);

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {
android.util.Log. e ("PublicFileActivity”, "I 74 ILDETIZEKBLELE");
}

* 774 JLOHIRNE

*

* @param view

*/

public void onDeleteFileClick (View view) {

238
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File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);

PublicUserActivity.java
package org. jssec. android. file.publicuser.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. IOException;

import android. app. Activity;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file.publicfile. readonly”;
private static final String TARGET_CLASS = “org. jssec. android. file.publicfile. readonly. PublicFileActivity”;

private static final String FILE_NAME = “public_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void callFileActivity () {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity ABHYEHATLR));
}
}

/¥k

* J74 )L Activity DIEEUH LAE
*

* @param view

*/
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public void onCallFileActivityClick (View view) {
calIFileActivity();
}

/¥k

* T 7 A ILDEAHIAHNIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
File file = new File(getFilesPath (FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];

fis. read(data) ;

/] BUTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
android. util.Log. e ("PublicUserActivity”, "7 A ILHBHYEFEA");
} catch (IOException e) |{
android. util.Log. e ("PublicUserActivity”, "7/ IILDFRAIZRBLELE")

} finally {
if (fis !=null) {
try |
fis.close();

} catch (I0Exception e) {
android.util.Log. e ("PublicUserActivity”, "7 A4 ILDETIZEKBLELE");
}

}

/**
* T 7 A ILDERRNE
%
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath (FILE_NAME)) ;
/] EERAHITLET B, FileNotFoundException ASF4E
fos = new FileOutputStream(file, true);

fos.write(new String("t > 5 4 T THULMERR (Public User Activity)¥n”)
.getBytes () ;
} catch (IOException e) {
mFileView. setText (e. getMessage () ;
exception = true;
} finally {
if (fos !=null) {
try {

[/ *RRA Dk dk T7AIHEHENEBRISHLTE, ZOAFEICEOLLTABROREMEZHERET S
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fos. close();
} catch (IOException e) |
exception = true;

}
}

if (lexception)
calIFileActivity();
}

private String getFilesPath(String filename) {
String path = ”7;

try {
Context ctx = createPackageContext (TARGET_PACKAGE

Context. CONTEXT_RESTRICTED) ;
File file = new File(ctx. getFilesDir(), filename);
path = file. getPath();
} catch (NameNotFoundException e) {
android. util.Log. e ("PublicUserActivity”, "7 A ILHBHYEFEA");

}
return path;
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4.6.1.3. RAZESLRT7AILERD
FRESBDTIVIHLT, BRAESHEREHF T T EI7MLDENSTH D,
THESROTITINRAESAEELVNICEF. DL TLEARNBTOESRANAEETHY . T—2DEEN
LREMIEURIESNGD, F- . BEEOLBWVEETHLIZAMLADT —EDBAOEZAAEITIF(IVIHE

HIEHARHETHY . TDEIGT7AILITHEEN S HLEAEMNENTELL,

UEDESIZ X )T OBENDITTVERH DB RALL, RABET L T7MIIVERRITERT HILEF
AIRETHY . mAEBZLFT7MILOFEREE (TR IEESA,

RAUk:
1. 7N RAIEEFRELE T I EREEREL=T77MILIEESA
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4.6.1.4. SEEIREASZSLRI7MIVERS

SD h—FDESBHEBEEIRT NARLIZT7AIVERNT HIEETHS, LBRHIBEDKERBREEMT S
(Web Mo o O—RLIz77 4/ LEELLGE D) HEECHEICEREFSHT (N I7VTRED)HEEIZF AT
BTENBESND,

TR GEAZENR I7AIIETBEESHO T TIIZH L TCIHARMY AR I7IL IERSEDHEERED,
&5(Z android.permission.WRITE_EXTERNAL_STORAGE Permission #FIAESL T3 FREEZSHDT
TNIZHLTIERAESLET7AILIEREDOHEEEE D, TO10H . N EBREGAHAEETLR) I7MIILOER
IDHBERINRICEEDHERETHD,

Android 77 DIEBIEL T, /NI 7T I7 A VIIHERERIET /N A R EITHERENHIEMN B LY, LM LIMEREE
BT NAREDT7AILERTRD SR I T EEOHMOT TIALHEAPLHIBREINTLESURINH S,
WRIT/NNYITYTEHRNT BT TITRINNVIT YT I7MIILIEERHIC PC EDZTLRGIHFICIE—L TS
W IEWST-BERTRETHHE . TT)DHEROHABTOVRIR/IMED I RN ELLED,

RAVb:

1. o T4 ERITEMLG

2. THIVEBICA=—DBTALINICTIFAIVERET S

3. T7AIVITHEIT HEN)ERICHLTII. TOAFEICEAHOLTREDREMEZERT D
4. FIRARIOT7T) TEEAAETHEWMERIZT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externalfile” >

{I— android. permission. WRITE_EXTERNAL_STORAGE Permission ZfIREEJ 5 —>

{I— Android 4.4 (API Level 19 LIBETIE, AR CL—SD7 T T—2 588 %

RAHEET BIRIZ Permission MAEL T, maxSdkVersion #EET 5 —

<{uses-permission android:name="android. permission. WRITE_EXTERNAL_STORAGE”
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
Cactivity
android:name=".ExternalFileActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
<{/manifest>
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ExternalFileActivity.java
package org. jssec. android. file. externalfile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = “external”;
private static final String FILE_NAME = “external_file. dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. file) ;

mFileView = (TextView) findViewById(R. id. file_view);
}

/¥k
* 774 ILOERLE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
/] *RA D1k £ T 4 TIRIERITHEMHL AL
/] *kIRAD 2% FTVBIZAZ—DBTALI FIIZT7AILERET S
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fos = new FileOutputStream(file, false);

/] KIRA b3k T7AILIZHERT HERICHLTIE. TOAFEICEHLLOTABTOREEEHRET S
/] U TINZDERE, 13.2 AT —2DREUEHRT 51 €58,
fos.write(new String("t > T 4 T THUVMESR (External File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);
} catch (IOException e) |
android. util.Log. e ("ExternalFileActivity”, "I 7 A I DFHAICEKBLELE")

} finally {
if (fos !I=null) {
try {
fos.close() ;

} catch (IOException e) |
android. util. Log. e ("ExternalUserActivity”, "I 74 ILDETIZEKBLELE");
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}
}

finish();
}
/¥k
* D7 A ) DFEHAH TR
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME)
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *RA R Ik T7AIVIZHERESNEBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] BUTIVZDZEE, [3.2 AhT—2DREMEHRT 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android. util.Log. e ("ExternalFileActivity”, "7 71 ILDFRAIZKBLELE");

} finally {
if (fis !=null) {
try |
fis.close();

} catch (I0Exception e) {
android. util.Log. e ("ExternalFileActivity”, "2 74 I DR TIZKBELEL");
}

}

/**

* 774 JLOHIRNE
£ 3

* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);
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FIRADY>TLa—F

ExternalFileUser.java
package org. jssec. android. file. externaluser;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. [0Exception;

import android. app. Activity;

import android. app. AlertDialog;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content.Dialoglnterface;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class ExternalUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file. externalfile”;
private static final String TARGET_CLASS = “org. jssec. android. file. externalfile. ExternalFileActivity”;
private static final String TARGET_TYPE = “external”;

private static final String FILE_NAME = “external_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id.file_view);
}

private void callFileActivity () {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity NHY FEFEHEATLR)");
}
}

/*k

* J7 A )L Activity DFEUH LA

*

* @param view

*/

public void onCal|FileActivityClick (View view) {
calIFileActivity () ;

}

/*k
* D7 A IDFHAHNE
*
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* @param view
*/
public void onReadFileClick (View view) {
FilelnputStream fis = null;
try |
File file = new File(getFilesPath (FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *IRA R Ik T7AIVIZHEREINEZRBRICHLTE, TOAFEICELLOTHAROREEZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |
android.util.Log. e ("ExternalUserActivity”, "7 74 IILDFAICKELELE");

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) |
android. util.Log. e ("ExternalUserActivity”, "2 74 IILDERTIZKBELELT");
}

/**

* J7A4I)LDEFTLE

*

* @param view

*/

public void onWriteFileClick (View view) {

/] KRA Uk dk FIRBIOT T TEEAHETHOEWNMERIZT S
[/ =L, BEOHDITTINLEE -HIRAGEEFTSICEEBELTT TUDREGETS>C L

final AlertDialog.Builder alertDialogBuilder = new AlertDialog.Builder (
this);
alertDialogBuilder. setTitle ("7R4 > k 47);
alertDialogBui lder. setMessage "FIFEIN 7 7Y TEEFAHAETTHLENI ET);
alertDialogBui lder. setPositiveButton ("0K”,
new Dialoglnterface. OnClickListener () {

@0verride
public void onClick Dialoglnterface dialog, int which) {
callFileActivity(;
}
b

alertDialogBuilder. create (). show() ;

}

private String getFilesPath(String filename) {
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String path = ”7;

try {
Context ctx = createPackageContext (TARGET_PACKAGE
Context. CONTEXT_IGNORE_SECURITY) ;
File file = new File(ctx. getExternalFilesDir (TARGET_TYPE), filename);
path = file. getPath();
} catch (NameNotFoundException e) {
android. util.Log. e ("ExternalUserActivity”, "7 ILHBHY EFEA");
}
return path;

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externaluser” >

<{I-— Android 4.0.3 (API Level 14) LI TIL, 48R b L—T FHED 26D Permission A
EREINT-OTHRAEEE T 5, EBEIZIL Android 4. 4(API Level 19) LIfET

o7 F) TR EHERTCESICRELLES

<{uses-permission android:name="android. permission. READ_EXTERNAL_STORAGE”/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

activity
android:name=". ExternalUserActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
intent-filter>
<action android:name="android. intent. action. MAIN" />

{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity)
<{/application>
{/manifest>
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4.6.2. L—ILTvY

T7AINEESIBRICIZUTDIL—ILETFSHE,

1. I7A4IVIEIRBIBERART7AILELTER T %

2. MOF7TIDLHRAEZEHERTT IV ERAHELE T 7 ILIEIER LA

3. SDA—KRLGENBRIET NI RITEMT 577/ ILOFRITLER/NMRIZT S
4. IJ7AILDEFHREEERBLTT I DEEEITS

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.6.2.1. 274JILIXIRBIEARI7AILELTHER T % (Wh78)

(4.6 274 EHKS1T4.6.1.1 FERRT7AILERS ITHRARF=ESIT, BT IERONBICEHLST 77 ILIEIR
BIFEARIZT H5RXETHS, Android DEFa)T4RHDBERLNLEL, FWROPYRY EZDT I ZAHIHEHIZ
Content Provider %> Service 72& @ Android QXA DHF TITIRETHY . TELVBELHLIEGEDHT7
AINDTIERETRATHILERETTHILITHS,

BIFANEZATDH LT ILA—FOLUTDIL—ILOELSEOIE,

4.6.2.2. MOT7TIDOoHEAEESHERTT VEATRELT7AIVIFERLEL (Wh78)

[4.6.1.3 RAEENHI7AINERSITRARE=ESIC MMOTITVICHLTIZAIVLDHRAHEEEHFT T HE. T74
JLIZHHMEIN DIERD EI A TELRL, FDT=0H . LX) T(HGE AN O LIRE - NG E AN LLFEAES
RRT7AINEFALI-BERO LA EEZHRETIEHEL,

4.6.2.3. SD h—FRENBRIET NARIZEMT 77 MNLOFABEIBES/NRIZT S (7R)

[4.6.1.4 NMEREAEELFET7ANERS ITRAR=ESIZ, SDH—RZIFLHET B ERIET NI RIZT7
AIWEELZLERE, X TAB IV HEDEADERMN S BEMNGHEZIRA S EICENS, —AT.SD h—F
F7TVTALIONM LVEFRBORWNI7AIVERZ. 7TINBIT —4ZHoH I DICEREZ SHE— DR
L—oB0 T, 7T ORRICE>TIEREEHE/ LN T —REE N EEZLND,

SERENE T A RIZTFANERINT HIBE . FEESHOT TS LU 1——hHs - B B TEHILEE
BLT. LT La—R TR U ESH TUT O LGRSV REDHTT T DRI ETIDEN DS,
BB OBEFELLE DRERMITONTIIAAAFDSHOIRTHARELRITLFETHS,

RENEL T D TATIRERIINEBEIET NA R LD T7AILIZREFLEGL

LTI LERENBEET NNAR LD I7AIVIZRET HI5REEELLTS

7 T O L —F—[CHTASNTIEESERZENEBEIET NA R LDT7AIVICRETIHEEETFELD
—RICRET S

NEREEET NI R LD I7AINEFZHATEE . GARATT—ANLREMEZRELTHLT—2EFATS
HmOT7T) 01— —IZk>THEEET NA R LD T7AILIZVDTHHEIREIN S EEZBELTT TUER
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LA NIEE S0

[4.6.2.4 7ML DEFHEZZERBL T TIDEHETS (WA IBSEILHIL,

4.6.2.4. J7MILDEFHMEZELTT T DFREEITS (WH78)

TIIVTALIMIICREEN =T 2 EUTDI—F—REICKYEEREIND TTIDEFHME—BT 5. F-
F7 T DEFHREIVEVDDHIHFETHD,

o F7IUDTUAVAMIL
0 ETTIDT—ABLUVFY Y aDBEETHREI-TT7IVr—av =7 ) r—avDER))

SD A—FEDNERIET NARLICRFSNIZT7MIILIE. TT)DEFHRBE LY I7 L O EFHBN RO EDN
¥ THD, ESHITRDKRLEET DR ENH D,

0 1—H—|ZkBIFMILDHEE
® SDA—FDI/REMY-ELBEZ-TUIVUE
® TIIVITICKBITFAILDEE

CDEIINT7AIVDREFGHFAICE>TIFAIVDEFHRMN RS-0, KEATHBALI=LIG LI T+TRIER
ERETHBRRLETTE TIVELTELLWEFERR T 2B R TE 7ML ORFBHAZELGERT DL EN
Hdo
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4.6.3. ThNVRE

4.6.3.1. T7AITARI)TEBREHDI7AILEH

DT ITVICARITFAINEBET VRS EDIDTIFEL, F7MINTARY) THBHTIFTAIVRETEHEND
%, Content Provider & Service TTMOAHEMEZ S, Content Provider 4> Service D TIELRI7MILEF
— Tl EDITFAINT ARV TREHFOTITIIET  HAFETITIVETFAILTARY) T 2FRATITAILER:
HEETED,

DT TV TFAINEEETICRESEEZT7AIVEEREZETIFANTARII)TABRBDI7AIVEERHEZDLE
BER 4.6-2 [ZTRTTIOERREDN\) I3 0 70 RSFATE7T)DEETHA) D H D, 7 IER
AT ET7 T EEMIHIHTERECANEX A TAB A TIEA) YR KRELY,

& 4.6-2 7TIEI7AIVEBEFEDLE

T7AIVEERE TORREZED/N)T— 3> T RREHAT ST T DEE
MDTITVT7AIVEEET VLR | HAHARY FTRTOT7IIIZRHLT—ETIER
SEDTFAILEER EEAH FFRILTLES
FARY +EEAH
T7AINTARYYTIRBADIT74 | HHIY Content Provider %> Service 274
IVEE ETAH AL TLBT7TYISK L TEBIIZ—
BEDH BFRO (S 7 & R3] - 5 55 Al % il {8
SARY+EEAHS TE
SAHEY +BEEDH

LERIFANVHEBHFEDELLIZHLHBT HETHAN DT ITVITT7AILDEERAAEHFETTHETTAILA
BOFTEMMREIL D605 FICEBOT TN LRKICEEAHANTONDE. T7MILABRDT—2EEA
BRTLEWTTUAERICEMELLESLDVRINH D DT TV EDT7AILHBIZENTIE, HAHAAERT
(FEEFRITHDMEELL,

LI T TlX. Content Provider TZ7A &£ EF T HEEFI(EAR Provider DIFE)EY T ILa—RELTIERET
7

RAVb
1. FAZT7IVEEHRTTITHEI S, EooT4THEREREELTEL
2. B#tBRE Content Provider 77UNLDERTHOTH. R T AN LMEEHERTS

InhouseProvider.java
package org. jssec. android. file. inhouseprovider;

import java. io.File;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
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import java. io. [0Exception;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentValues;
import android. content. Context;

import android. database. Cursor;

import android. net.Uri;

import android. os. ParcelFileDescriptor;

public class InhouseProvider extends ContentProvider {
private static final String FILENAME = “sensitive. txt”;

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION”;

// BHOEHED/NY P A{E
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny L 1 &
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride
public boolean onCreate() |
File dir = getContext (). getFilesDir();
FileOutputStream fos = null;
try {
fos = new FileOutputStream(new File(dir, FILENAME));
/] *kRA2 b1k MATT7 TIVIEEHT TITHEME, oo T4 THBERERELTEL
fos.write(new String("t > T 4 T11ER") . getBytes () ;

} catch (IOException e) {
android.util.Log. e(“InHouseProvider”, "7 7 A ILRFIZKELELE");
} finally {
try {
fos.close() ;
} catch (IOException e) {
android. util.Log. e("InHouseProvider”, "7 A ILETIZKBELEL);
}
}

return true;

}

@0verride
public ParcelFileDescriptor openFile(Uri uri, String mode)
throws FileNotFoundException {
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// B EZ Signature Permission MEHTFZ TVICKUEZSIA TS L 2HRT D
if (1SigPerm
.test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException(
“JREEZ Signature Permission NE#HT TUIZKUYERSIATLEL, ),
}

File dir = getContext (). getFilesDir();
File file = new File(dir, FILENAME);

/] O TNDOHEHARYEREEITRT
int modeBits = ParcelFileDescriptor. MODE_READ_ONLY;
return ParcelFileDescriptor.open(file, modeBits);

}

@0verride
public String getType(Uri uri) {
return ”7;

}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {
return null;

}

@0verride
public Uri insert(Uri uri, ContentValues values) {
return null;

}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {
return 0;

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {
return 0;

}

InhouseUserActivity.java
package org. jssec. android. file. inhouseprovideruser;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. IOException;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. pm. PackageManager ;
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import android. content. pm. ProviderInfo;
import android. net.Uri;

import android. os. Bundle;

import android. os. ParcelFileDescriptor;
import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIFA%® Content Provider (53R
private static final String AUTHORITY = “org. jssec. android. file. inhouseprovider”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION”;

// BHOEHED/NY P A{E
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny > 1 &
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore ®”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// FF% Content Provider /Ny —U R EME
private static String providerPkgname (Context context, String authority) {
String pkgnhame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (authority, 0);
if (i !=null)
pkgname = pi.packageName;
return pkgname;

}

public void onReadFileClick (View view) {
logLine (“[ReadFilel”);

// METEE Signature Permission NE#HT TUICKYERSNTIWNS I L#RRET S

it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
logline (" ¥hEEZ Signature Permission ABEHRT TUIZEYERSINTLEL, 7);
return;

}

// TS Content Provider 7 71 OFIBAZA BHDIIAEZTHE L EHRT S
String pkgname = providerPkgname (this, AUTHORITY);
it (IPkgCert. test(this, pkgname, myCertHash (this))) {

logline(” FIFA% Content Provider [ZB%#t7 7Y TIXALy, ) ;

return;

}

// B#RE Content Provider 7 7UICRRL TR ULMERICIRY VI IR MZEDHT LWL
ParcelFileDescriptor pfd = null;
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try |
pfd = getContentResolver (). openFileDescriptor (
Uri.parse (“content://” + AUTHORITY), “r”);
} catch (FileNotFoundException e) {
android. util.Log. e ("InHouseUserActivity”, "7 7AIAHY FTEA");

}

if (pfd 1= null) {
FilelnputStream fis = new FilelnputStream(pfd. getFileDescriptor());

if (fis !1=null) {

try {
byte[] buf = new byte[(int) fis.getChannel ().size(];

fis. read (buf) ;
// *IRA4 b 2% B#tRE Content Provider 7 7UNLDERTH-TH., HBRT—ADRELMEH
e a3
/] O TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
logLine (new String(buf));
} catch (IOException e) {
android. util.Log. e ("InHouseUserActivity”, "I 7 A ILDimHMHAMHIZEKELELE");
} finally {
try |
fis.close();
} catch (IOException e) {
android. util.Log. e ("InHouseUserActivity”, "7 7 A4 ILDERTIZKELELE");
}
}
}
try {
pfd. close();
} catch (IOException e) {
android. util.Log. e("InHouseUserActivity”, "T7AIT A A ) TEORTIZERBLELE;

}

} else {
logLine (" null file descriptor”);

}
}

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView) findViewById(R. id. logview);

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;
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4.6.3.2. TALIN)DTHOERERTE
NFETIZAIICEBLTEF ) TADEEAZHRALTE -, 7ML DAVTFTHATALIMN)IZDWNTHE
F2)TADEENDETHD, CCTIETALIMN) DT O RAEREIZOWTEX AT LDEERAU M EEREA
T3,

Android (21X, ZFUTALOMIRIZH T TALIRMIZERB 1ERTE AV YREDRLOMRESN TS, THED
% 4.6-3(Z7R9,

& 4.6-3 7IIVTALINBTOYITF4LIMN G AV YR

7 IS aA—H—IZkBHIB
TURRIEDIETE
Context#getFilesDir() TE[(EITHERD#) MR 1= 7T 1->T7T)r—a 0% %R
—ITF—43%HE]
Context#getCacheDir() RE[(EITIERD #) MR I=>TT7T) 17 T)r—a 0% %R
- yryla%EE]
X T—2%&HEITHHIBREN S,
Context#getDir(String name, | mode [ZLAT#IERERIEE, MR 1= 7T 1->T7T)r—2a % ER
int mode) MODE_PRIVATE —>IF—3%HE]
MODE_WORLD_READABLE
MODE_WORLD_WRITABLE

CCTHICRZMFTHDIE Context#getDir(ISkd7 I REDERETH S, 77 ILDERTHHAL TS LS
(2. Android DEF1)TAREFDERNOTALIMNEERMIZEIFARFITTEIRNETHY., 7O ERIEDREIC
FOTERDOAFZITIEBHHREMEALH LD T, [EHROLFICIIMMDOFEEERDHNETHD,

MODE_WORLD_READABLE

FTRTODTIIVIZHLTTALINIDZEABRYIEREEZ D757 THD. TRTOTTINTALIRNIADT7AIL
—BOELOI7FMIIVDORHEEREBMBAREIZLES, COTALINBTICHEDI7AIVERET HILILTER
WDT, ZOIZT DERICIFTREEENDETHD, BH. KT (X APl Level 17 LIFETIE deprecated &%
STHY, BEXCOIZVEFEALLENIE,

MODE_WORLD_WRITABLE

7 TVHLTTAL I DEERAHEREEZ D757 THB. TXTDTTINTALIMNIRADT7AIVEERL,
BEO, UAR—L, HIRAEIREICES, CNoDEBEXI7MILERD 7V RERTE GrAHIY ., EEAH, RT) &
FEERTHY. TALIMN DEZAAERNH ST TRIREL L DIRIETHAEITTENRES, 1O T T M
SEFICT7AILEHIBRENYESMAON YT HOT, BERFIIOISTEFERLTEILGLEN, . XI55

9 NEBRL—T DDA ERERIBE B (SD h—FEEANDBHEE T IV MRA U NEB A =BEIXTELL, ZD1=85.
SABMUIERDEVATRAN =277 ML SRR EEEI BB SN THRAZEZWREICHD LG I &L,
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(% API Level17 LIBETIL deprecated %> TLVA,

# 4.6-3 DMA—H—(ZkBHIBBIZELTIE. T14.6.2.4 D7/ ILDEFREZZELTZ T)DOHRAEZTS (b
H)IESROIL,

4.6.3.3. Shared Preference 2T —3R—XI7AMIILDT I RIELRTE
Shared Preference 7 —4R—RXET7MILTHEEIND, TV EREREICDOWTIEI7MILERILZENE X 5,
L7=m>T Shared Preference 137 —3R—REL, 77/ ILERRRIZERMIZIZIELRI7AILELTER L. RBED

#HFE Android D7 TIREEDHHEAITLOTERTHIRETH D,

Shared Preference O {ERHIERIZ;RT - MODE_PRIVATE [Z&XYIELART7AILELT Shared Preference Z1E
RLTULVA,

Shared Preference 7 7 1 I)LIC T O X HIRZRTE S D41
import android. content. SharedPreferences;
import android. content. SharedPreferences. Editor;

(hEE]

// Shared Preference #8393 % (HIThIEEREIN D)

// A+ KRB MODE_PRIVATE E— F&#HET S

SharedPreferences preference = getSharedPreferences (
PREFERENCE_FILE_NAME, MODE_PRIVATE) ;

/] ENXFHDT) T7 LU REEZEATH

Editor editor = preference.edit();

editor. putString (“prep_key”, “prep_value”);// key:“prep_key”, value:“prep_value”
editor. conmit () ;

T—HAR—=XIZDWTIEM4.5 SQLite #5154 BTHL,

4.6.3.4. Android 4.4 (API Level 19)IZEFHNBAN —OADT7 UL RIS HEHREREIZDLNT

Android 4.4 (APl Level 19)LIEDIHRIZEWNT, HERAN —CADTIERIZELTUTOELSICHEHENET RS
ht=,

MHBRFL—YEOT7TYVEETALIMIIZRAESZTT D5 6 1F.
WRITE_EXTERNAL_STORAGE/READ_EXTERNAL_STORAGE Permission MAE T H(ZHEEF)

R NBAN—CEDOT7TIYBEEBETALINIUNDEMICHIZI7ALERHRATHEE L.
READ_EXTERNAL_STORAGE Permission BNiAETHA(EEE )

B) FARINABAN —C LEDOT7TVEAETALIRNILUANDERICTIZAILEEZTATIEEIE.
WRITE_EXTERNAL_STORAGE Permission "L ETH 5

(4) AT IYLUBONERANL—DIZIETTIEETAL IR LS OBRTICEEAA L H KL
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ZDE#TIX. Android OS D/N—232(2&>T Permission DFAEENDE -FENEHO>TWNS=H.
Android 4.4 (API Level 19)#F-W\\TIHARD Y R—IBRERZTTUDIGEE. AV AM—ILT BIHERD/A—3
VIZES>THEL Permission Z1—H—[CERTHILITHY  FFELLMKREFE AL, Ko T ERBEHO)
DHIZZLETDHT7TIDHEX. <uses—-permission>%4%5 M maxSdkVersion BHEZLU T D KSIZ50 kL Tx i
THLEBEDHT D,

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externalfile” >

{I— android. permission. WRITE_EXTERNAL_STORAGE Permission ZfIREEJ 5 —>

{I— Android 4.4 (API Level 19 LIBETIE, MR L—SD7 T T—2 55 %

HAHEET BRI Permission MAEL =8, maxSdkVersion ZEET S —>

<{uses-permission android:name="android. permission. NRITE_EXTERNAL_STORAGE”
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name=".ExternalFileActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>
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I 4.7. Browsable Intent ZF|FHd 3%

TS5 Web R—=U DY IIZREL TR TEHRSIZTITVEESLZENTES, Browsable Intent ELV5HE
BETH D, 77U, URI RF—L% Manifest Z7MILTIEETHZET,. ZD URI RF—LFFEDIIADIEE)
(A—H—DAYTHE)ZRIGL. Yo% INSA—RELTRET AT EMNTTEEIZE D,

F1=. URI RX—LZFATHIETITVTDORIET ST TVEEET 5AEIE. Android D#A#%5T i0S fhd
TR TA—LTERIELTEY . Web 7T EDNERT T EHELGE IT—BRIZEDLNA TS, BIZ L. Twitter 7
71)%5 Facebook 77 TIEFRD &57% URI RF—LMNERINTHY. Android THI0S THI SO Y OXIET
57T IHEETHLSITHESTINS,

= 4.7-1
URI RF—L X9 BT T
fb:// Facebook
twitter:// Twitter

COEIITEEOCFEREZEZA-EFLTEEETHIN., EEHIE=ZFBICERAINIBRELBATHS, EED
HBWeb HAERAELTILID URLIZRELR/NTGA—EZLALTETTT)DHEEEZERL-Y. BL URI XF
—LIZRIELI=IL9TTEA A= )LESE T URL IZEENZIFEHREERYLIYT ALGENEZONS,
ZDESLBEMEITHIET =012, FIATBEIZIZWOONDRA UMK EDIFH T IELESELY,

4.7.1. 47 )La—F
LATFIZ. Browsable Intent ZF|RAL=77) DY T )La—K%EFRT,
RAU:

1. (Web R—J)xtiEd %S URI RF—TEE ST I DNFGA—RITE T4 THIEHRES HIE
2. URLDNSGA—RZEFATHRIEN T EMEHEET S

Starter.html
<html>
<body>
Ad— kR4 b1k RLIZCEVOT 4 THIBFRESOLT LY —
AJ—=WRLNSGA—=RELTEIXFNIE, UTF-8 T, MO UWRIT>va—FLTHELZE —
<a href="secure://jssec?user=user_id”> Login </a>
</body>
</html>

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. browsableintent” >

<application
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android:icon="@drawable/ic_launcher”
android: label|="@str ing/app_name”
android:al lowBackup="false” >
Cactivity
android:name=".BrowsablelntentActivity”
android: label="@string/title_activity_browsable_intent”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>

intent-filter>
<action android:name="android. intent. action. VIEW” />
// BEERM intent #2145
{category android:name="android. intent. category. DEFAULT” />
// Browsable intent ZZ(+{t1+5
{category android:name="android. intent. category. BRONSABLE” />
// URI ’'secure://jssec’ Z=ZI(T{t1+5
{data android:scheme="secure” android:host="jssec”/>
<{/intent-filter>
<{/activity>
</application>

<{/manifest>

BrowsablelntentActivity.java
package org. jssec. android. browsableintent;

import android. app. Activity;
import android. content. Intent;
import android.net.Uri;

import android. os. Bundle;
import android.widget. TextView;

public class BrowsablelntentActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_browsable_intent) ;

Intent intent = getlntent() ;

Uri uri = intent. getData();

if (uri 1= null) {
// RLNRS A=A TEINFI—F—IDEZWMFTS
// kRA2 k2% URLD/IRSA—42 ZFIAT DHICEOREEERERT S
/] O TIZOERR, 3.2 ANT—2DRL+HET 51 #3838,
String userID = “User ID = “ + uri.getQueryParameter (“user”);
TextView tv = (TextView) findViewById(R. id. text_userid) ;
tv. setText (userID) ;
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4.7.2. W—ILTvY

Browsable Intent ZF|A 3 HEEICITUTDIL—ILEFDHIE,

1. (Web R=UEDNHIET BV I DINSGA—=RI I T1TRERESOHE
2. URL D/IRSA—BZEFRATDANMENTEMZEHERET S

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.7.2.1. (Web R—=J) @G BV I DINTGA—RIZE U T4 TEIEREEHL (WH7H)

TS50 LT 0%2yT LR, data(Intent#getData IZTHS)(Z URL DIEA ATz Intent BAFETSh, X
T LIZEYEEYET S Intent Filter 227 TUNEEIT S,

O, L URI RF—LEZF{TF5LS Intent Filter WEREIN=-7TUNERGFET SI5AE. EEDREEK
B Intent [CLBHEEIERIRIZT TV BIRODFA (7RI HRRIN, —F—DBRLI-7TUHNEET HLITHS,
Rz, 77 ERE@EOERKRELTIILVITHFELTW B EIE. —F—DROTIILVITEEHIET
LESBIRELHY . INSA—INTIL D TITED LIS,

CDEIITWeb R—=U DY) URL [ZEHT=NFA—RIETRTIILIITITELFREEAH LD T, — D Web
R=UD)OZEEDEZERKRIZ. URL D/INTA—RICEE L O TAIGEREEHDHEFB TR NIEESA
LY,

URL (C—H—ID &/XXT— RO A > TLBHI

insecure://sample/login?user 1D=123458&password=abcdef

Ff=. URL D/ISGA—=ERA—H—ID HBEE I TAITTHWMERDADIHETH, 7TVEHBD/ART—FA D
Z7TVRITSEZE5BEHTIE, A—F—HRENTITTIL I 7 EEHLTLEL., RO 7ITHLT/IARD
—FEADLTLESBEELH D, TDT=H. —EDOT 1 NEBBIKET T VEITELSET LG HRERET TR
=T#H5. Browsable Intent IZ&27 T JiEE EHETHEERM Intent IZKB7TVEETHY. ERILE=7TIUMN
EHINSRIAINLRNCEEEEBEICEWN T I - —ERREZ LN TEILELNH D,

4.7.2.2. URL D/RSA—2ZFIRT DHIMEDOREEEHZET D (WH78)
URIRF—TIZEDLERUV I TTIRFEEICRS T H TUERATEELD T, 7TVIZESN = URL D/ T A—4
HIERD Web R—U kb TLAHEFRLAEN, Ff=, ESN Tz URL D/RTA—EHIERD Web R—T ik

BN TELNEINERANDHFELEL,

FD=%H. Btz URL DRSA=FZFAT DRI, NSA—ZIZBELBIMEAA>TLVELAGE  EDRE
MEERTIDLENDD.
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I 4.8. LogCat (A HH¥ 3

Android (¥ LogCat &M (EN ST AT LAV EENAHY . SR T LOOSVEHRIZITTHET ) DO E#HRY LogCat
[CHHAEh B, LogCat DO ERIZFECIHARNDMD T T MSHERAMYATRE0TH D=0, T T4 I HER
% LogCat ICAJHALTLES7IVICIKFEHRIFEDMEE A HDHEEIN S, LogCat [CIEE2 P T1T 1 EHRER
THATRETEALY,

X ) TABRATEV)—RR7ZTITRE—IATHALGOIENEFELL, LALKRARGERBICEY)—RIRT
TV THATH AT BT —ADH S, CSTEV)—RRZIVIZENTEATH AL DD, oo T T R ERITOT
HALGWHEEBN T S, £1214.8.3.1 Y)—RRFZTVICETH0THAD 2 DDEZFI1LSRTHILE,

4.8.1. ¥ F)La—k

ZZ Tl ProGuard #FIELTYY—RR7 7 TH LogCat ~DOY H HhEHIHT 55 E5F#BNT 5, ProGuard
[EFERASNTLVENAYYRE  RENICARELZI—FEZEHEIRT SREIELY—ILD—DTHS,

Android @ android.util.Log 25 XIZIE 5 FEF¥EDOS H A AYYE Log.e(). Log.w(). Log.i(). Log.d(). Log.v()
BHd, AV ERIE. V-7 TITHEHTIEEERLEZOJER (LT EROJERETEN) & J)—XAR
F7UTHEALTELGLRWN(FzEAIET AV AD) OV ER (UT. AEOTRBREES) ZRANTEINETHS.
ERAOYHADO=HIZIE Log.e()/w()/i0ZEERAL. AEOITHADHIZIE Log.d)/VOEFERTHELL, 5 EEE
DOOTHEAAYYEDFEND TOEMIZDONTIEN4.8.3.2 OFLALEOATHAAYYRDRIREH#E | 2SBT 5
&, F1-.74.8.3.3 DEBUG O% & VERBOSE B4 (X B EMIICHIBREIN D DT TIXEWL BRSBTS,

RAR—TLURET, Log.d()/vOTH AT SEEQJEREFRAFER7IT) TS E AL V)—RR7F)TIXRST H
ALBEWS T a—REBNT S, cOH T ILa—KTIE Log.d)/VOFEUH La—KFRZ B 8#EIRI 51=5HIZ.
ProGuard Z#{EHLTL\%,

10 LogCat ICHAEh =05 1&F#RIL. READ_LOGS Permission #FIBEEEL=7 T ThNILHZAEY ATEETH S,
f=1=L Android 4.1 LIBETIE LogCat [CHAShI=thDd 7T D OJERIEFEA DY Fal&io1=, £f-. AX—L7
+ra1—H—ThHn(X. ADB #HT LogCat MOV IEHRES VI A LETI8ETH D,
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RAUb:

1. ®UIT47%1E#IE Log.e()/w()/i(). System.out/err THALALL

2. wUIT4IEREO T E AT EBHEE Log.d)/VOTH AT S

3. Log.d)/VODHFUHLTIXFRYIEZEALGELD A BLLE)

4. J)—REJLFTIE Log.d)/VODFUH LA BBEIBRSN S EHEAZEAT D
5. YY—RIRF7F)D APK 774 )LIEV)—RE LR TR T S

ProGuardActivity.java
package org. jssec. android. log. proguard;

import android. app. Activity;
import android. os.Bundle;
import android.util.Log;

public class ProGuardActivity extends Activity {
final static String LOG_TAG = “ProGuardActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_proguard) ;

/] hRA b1k €T 4 THERIE Log.e O/w() /i 0. System. out/err THA LAY
Log. e(LOG_TAG, "> T« T TIEAELVIER (ERROR) ) ;
Log. w(LOG_TAG, "> T« T TIEARLVIEER WARN) ") ;
Log. i (LOG_TAG, "> T« JTIEARLVE#R (INFO) ") ;

/] KRRAU 2k 2o T4 TREREDITHENT H5HEF Log. dO/VOTHAT S
/] KRA 2k 3k Log.dO)/vO) DU L TRRYEZFER LGN (KAL)
Log. d(LOG_TAG, "t 27 « J73HF%R (DEBUG) ) ;

Log. v(LOG_TAG, "+ > o7 « J7:1%#R (VERBOSE) ) ;

proguard-project.txt
t 95RE. AVY FREDEEEHC
—-dontobfuscate

AR Rk JIY—XEJL FTIELog. dO/vVO DEUE LABEHIBRSN S EHEAZEEAT S
—assumenosideeffects class android.util.Log {

public static int d(...);

public static int v(...);
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K RAUE Sk YY—RR7Z T D APK F74)LIEY)—RE LR TIERL T %

[C:¥jssec¥Projects¥logCat/cO47 0§ B%Log ProGuard] - [app] - ...¥app¥src¥m

Navigate Code Analyze Refactor R
A O QAR ¢ D

1 Ezapp ; E1src » B main ; [ jav.
- Q= | &

Run Tools WCS Window Help
i Make Project Ctrl+F9
Make Module 'app’ Ctrl+Shift+F9 |

Rebuild Project

Clean Project
Generate Signed APK...
Deploy Module to App Engine...

+import ...

ifests

rrg.jssec.android.log. proguard

£ & ProGuardActivity —
%  public class ProGuardictivity ex

scripts final static String LOG_TAG
Blverrids
al public woid onCreate(Bundle =

super.onCreatelsavedInstar
setContent¥iew(R. layout. ac

VoA e Rl BT

#® Generate Signed APK

55

Mote: Proguard settings are specified using the Project Structure Dialog

APK Destination Folder: |3at{:EI{'z"ijJ§"65¥LOQ ProGuard¥app |

Build Type: I release

Flavors:

Previous |@ Cancel | | Help ‘

4.8-1 ) )—RR7FV&ERT S iE(Export T3)

BFRT ) (T3 T EILR) EV)—RRRT T (V)—REJLR) D LogCat H AD:EWNER 4.8-2 IT5RT

FFERI7TY (/N ITEILR)

DU—-XR7ZTY (UU—-XEILR)

&8 LogCat 23 @‘) Declaration [l Console

Search for messages. Accepts Java regexes. Prefix with pid |

&8 LogCat i3 @ Declaration [l Console

Level Tag Text Level Tag Text
E FroGuardictivity FLirs TN ESR (ERROR) E FroGuardictivity LT TG0 & ER (ERROR)
BroGuardRotivity Lo ro IR HEER (WARN BroGuardictivity {7L-oro TR v ER (WARN
I ProGuardRctivity {77030 vESR (INFO) I ProGuardictivity 72T TN VIGER (INFD)
D ProGuardictivity TR GER (DEBUG)
v ProGuardictivity TR GER (VERBOSE)
4.8-2 Log A*VyFDRAFRT T &) —RM7F1) D LogCat H SID:ELY
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4.8.2. L—ILTvY

LogCat [CAY % HhT BRI LTDIL—ILEFDHI L,

1. EROJERICE L TAIRERES ORI (Wh78)
2. FROJEHREH NI S3—FE))—RELRBICHEHEIRT 2EEAZEATS (M%)
3. Throwable #7 xHbERT H AT HEE(E Log.d()/VOAYYREES (#2)
4. RS HEAIZIF android.util.Log VS5 AD AV YEDHERT S (HE2R)
4.8.2.1. BRAAJERIZE D TAITHRBEREZHHEL (Wh7R)

LogCat [CHALF-AT EMDT7TUNLHL CEMTESLD T, VI —RRT7ZTVAL—F—DAT A NERGEED
T TATREREO T HNT HENHoTRELKEN, REPICE I TAIREREDTH NS Ha—FEE
MEWESIZT B, HAWE, J)—RFNZED LA —RFEETHIRT 5 ENRETH D,

CDIL—IZIEFTA=OIZIE. BRAOTERIZEV O TAIRBEREZSOHLNE, S5, VO T4THIERE
HATH0—FE))—REILREFICHIBRT 2 EAEEATHLEEHRET S, 14.8.2.2 FAEOJIEREH S
9 5a—FE))—REJLREIZESHIR T AEHEAEEAT S (HE) 1Z2SEBTBL,

4.8.2.2. ROV EHREL N H3—FEYI)—RELFKICEBHIRYT SHHBAZEATS €i:39)

TURREPE EREOD VI QNEBREOPEGEREFER. T0J S LRBOREER. BETOMILOBE
ET—SBELE. REBERBEOHEROT NI ATEY T4 GEREQTHASERNIENH D, 7TV FH
FCEo o T40GEHRET N\ I 0T ELTH AT 2D FBHOLEVA, CO5E(F. 14.8.2.1 EROJERICEY
TATREREE DI (2R ITHRAF=ES IS Y —RAENZB T HZE T HAT HAa—FEAIBRT 5
&

) —ZEJLFEFICBAFAJEHRE L H T 50— REHERICHIBRT 57012, Ao DY—ILERLNTI—FHEIKRE
BT HHMEAZEATRETHD. TD=HDY—ILIZ 4.8.1 THAN LIz ProGuard nH 5., LT TIL.
ProGuard ##FE->fza—FEIBROEHAEEAT IEDFEEHRBET D, CCTIE.M4.8.3.2 AL )LEAST H
AAY YR OFIRESEE |(ITHEHL, AREOJEHRE Log.d)/vVODLWTIAMDHTEALTLSTTYIZK L TEAEA
ZERATHILERELTLS,

ProGuard [EERAEIATWHWAYYRE EEWMICAELRI—FZBHHEIKRT 5. Log.d)/v) %
-assumenosideeffects 772 a>DFIHMIZI/ET S &IZEKY. Log.d(). Log.vODFFUHLAREMIZAELD
—kéHEEIN ., BBIHEIBREND,

Log.d()/v()Z-assumenosideeffects E1EEITDZET. BHFHIBFROMRICT D

—assumenosideeffects class android.util.Log {
public static int d(...);
public static int v(...);
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O BHHIBROLEHEAZFAT 55EE. Log.v(), Log.d0DRYEZFERLTLESE Log.v()/d)DI—FHVEIBR
SNBVRISEENDBETH S, £2T. Log.v(), Log.d)DRYMEZEEAL TIFELELY, FzEZ X, ROKERI—
FIZHWLTIE. Log.vODEIBRE ALY,

HIBRIETE U= Log.vODHIBR S N/RV\EER I — R
int i = android.util.Log.v(“tag”, "message”);
System. out. printIn(String. format (“Log. vO A% R L1=.", 1)); // EED=HLog vODRY EZEHEH,

Ff-=. £52 ProGuard FZEIZ&KY. Log.d) B Log.vONBEIEIRESN S LERTIRELIZY—RO—FA H>T=&T
%, 3LZFMNY—AO—F% ProGuard BREMNShTLWEWMEOTOD I/ TEMALTLES L. Log.dORY
Log.VODEIBRESNEWN =0, £ T4 RIERNREBLTLESRBEMEAH D, V—RO—FEBIAT IR,
ProGuard R EZE OO INBREDRBRAMERFR TSI,

4.8.2.3. Throwable #7>x /b0 AT 5EEE Log.d()/vVOA I YRERES (%)

M4.8.1 YT INa—F1E&UN4.8.3.2 AT LANNLEOTHAAVYRORBIREEE |[TRLIZEY . Log.e()/w()/i()
TIRREVITAIHEREO T HALTIESLEN, — AT BREENTOTSLOERELZFMICOTE AT 516
(2. BISrFEERFIZ Log.e(-++, Throwable tr)/w(::-, Throwable tr)/i(---, Throwable tr) TRAYIrL—R%
LogCat ITATHALTWBT—RANHBNE, LWLENS, REVIR—RIETAT S LD RNEEEEFFMICH
ALTLESIDT. 7V —23VIc&oTEEV I TATRBEBRAEENTLEIBELH D Bl AL,
SQLiteException #ZDFEFHALTLEI L, EDKI% SQL RAT— AV RITEIN=MH AL MNILESD T,
SQL 122z avHBOFIMNESZATLEICELH S, &Ko T, Throwable 7772/ bEOS H AT HEIC
[X. Log.d()/Log.vOAYYEDHEFRTH_EEHET D,

4.8.2.4. O HAIZIF android.util.Log Y5AD AV YRED#HERT S (HE2R)

FREGIZ7TIHAEERYIZEEL TSI EEHERET B1=0HIC, System.out/err TAYEHNTEHENH S5
5, HBHAA System.out/err M print()/printin) AV vETH LogCat IZAYEFH AT S EILAREE A, LT DR
HmA LAY HAIZIE android.util.Log 95 RAD AV YR DA EFERT S LE58<HRT D,

OJEHATHEEE, —RICITFEBROBRIECIGCTEAAVYREEWNS T, BAZFHIET 5, ;A X, FRIGE
I5—. B BERT7T)EREMGEDRSIEDOND, COR 5% System.out/err ISEATHFBED—DIC
(X, T5—LZ4& (% System.err. ZN LIS E System.out THATEHZENHD, LHL. COBE . J)—REFIC
LHNTIVEDH S LTI THWMVEBRCERD T BR) &LV I TAITRIERNIEEN TV LA D H L 1E
HEAROTER)DSRCAVYRIZE S THAINTLES, &2 T VI T4IRIEHREL T 50— RZHIBRT SR
2. HIRRNDRET BTN H S,

F71-. OF H AlZandroid.util.Log & System.out/err {515 & (L. android.util.Log DA ZEFESHZEELERT,
RS HEAI—REHIBRT IRICE R T DI ENEZ S0, HIRRNLEEDIADNELDEETNLH S,
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FEROISHIRMNELBERERST =8I, android.util.Log V5RADAVYEDHERT A EEH#ET S,
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4.8.3. 7RIV AE

4.8.3.1. YY=RRFZIVIZHEITHRTEAD 2 DDERA

4.8.3.2.

)I)—ZhR Android Z7FVIZEIFH05 HADEZFICIEKRELH T, —YIRTH AT RETEIHENENSEZ A
E.ROBINOE-OITBBELGERZATHENTRELNSIEZZAD 2 283H 5. X1 T+ HEATIEI)—RR7T
DTIE—9IRTHALGOIENEFELL,, LALERAGEBICKYI—RRT7TITEATH AT 75— H 5,
CCTEABOZTNETNDEZAICDONTHANS,

1 DEIFE Y)—RBRZIVICEVWTATH AT EHIEITEHEVMEA L Lo T4 ERERBELTL
FOIRIDHEDOT, =IO T HATRETRI LGN IEVNIZZ S THD, COEZAFIE. 2<D Web 7T7:EH
REGLELEL, Android 7T7VERRETREV)—REOT7T)OOTERERAEENNET HFENARESN
TWENIEIZEDEDTHS, cDEAAICEDIE FAFEHRICEALEZAT HAa—FERRIRDOY—Xa—FA5
HIBRL TV —RIR7Z TV EER T HELVERMN G EN D,

2 DBIF. AREITX—HYR—METTIT) DR EERMETOIRBFERLLT. [ROBTO-OICRERFEREZQY
HATREIEVIBZATHD, COEZAITEICE N —RIRT T TIEEV T4 I HIERER>TAT H B
LTLEDLLZWESHDDFEENDELLS=H . YT ILa—REo a0 TRNANLIE=ESBANAMIREHRT 518
AR ELLD, 158, Ticd Google M Code Style Guideline £ 2 DEHMDZEZ AIZEDLTLNVS,

Code Style Guidelines for Contributors / Log Sparingly
http://source.android.com/source/code-style.html#log-sparingly

AJLARLEQTHAAIIEDFIREE

Android ® android.util.Log #5X[ZI& ERROR, WARN. INFO, DEBUG,VERBOSE @ 5 EEfED DY L RJLHE
ESNTWWS, HALEZWOSEHROOSLARLIZELT, @)% android.util.Log 752005 H A AV YEEER
TEILELNHD, BIREELTR 4.8-1 [1TFLHT=,

% 4.8-1 OFLR)NLEOTHAAYYRDOBIRE#E

O4gLRIL | AYYE HAYTH07EROBE FFI))—RBEDFEE

ERROR Log.e () | 7TUAB@GMAKRIZH--EEICH | ERORYBERITI—F—LBBTS
H$B051E#R. CENEESNDERTH D=0, FF

WARN Log.w() | 7FUMNELNLFHEHIRRISEBL: | R7TUEVI—RE7ZTIO@EATH
LEICH AT HOTER, TJHNAENBREFEHRTHD. TDI-

INFO Log.i() | EERUSNT. PTUDZEETRERED | DSOATLALTIEEL Y T4T751E
T OEEEMOESENTH AT S0 | BERTHALTEGLELY,
J &R,

DEBUG Log.d() | 7FUREBHICHED NI ORERBHAD | £EROOJERIET7TIIEREERD
EHIZ—BMICoJEALEZWTRIS | BRTHEH. VI—RERT7TITIE
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LN DK BEIEER, 05 HAShTIIALHMERTH D,
VERBOSE | Log.v() | MEMWFhIZHZELAWLOSIER, | AERT7TITITREL O T1T61EHRE
TOUBSRENSESEHAMTH AT | HALTEEDLZLD, VY —RIRT T
BZOTEEMNZLTE, Y—N—LDE | TSt LTI htEREDS
ET—4EAVTHALEWNMEERE, | HALTIEAGEL,

KYUBFHMLGOTEADOIERIZDOVWTIE TR URLESIETHIL,

Code Style Guidelines for Contributors / Log Sparingly

http://source.android.com/source/code-style.html#log-sparingly

4.8.3.3. DEBUG B%'& VERBOSE B4 (X HEIMIIZHIBRESN D4 [+ TIEALY

Developer Reference O android.util.Log 75 XDRERNZIERDLSLERE L H 5.

The order in terms of verbosity, from least to most is ERROR, WARN, INFO, DEBUG, VERBOSE. Verbose

should never be compiled into an application except during development. Debug logs are compiled

in but stripped at runtime. Error, warning and info logs are always kept.
FFEEDDIZIE. COXEND Log VT7ADEMEERD KSR IRELTLDALD,

® Log.VOFFUELIFZU)—REJLREFIZIETZ /81 )LEnT  VERBOSE OF A A BT e d
® Log.dOFFUHLIZa /S ILENB A, EITHIZIEX DEBUG BT A b EIEAL

LALERIZIE Log 53R IECOESIZIEEERT . T/AVTEIR V)—REILRZRBHbT2ThOsEHALT

LES, JFRATHDEDLMNED, COEX(E Log VFRADEEIZDNTE>TLSDTIF AL AT EREFT5H

BHNZEWSTEZEFRAL TV ST TH D,

CDEREDHY T IILa—KTIL, ProGuard #E>TEREXDISHEEEERIRTHHEZBNLTLS,

4.8.3.4. BuildConfig.DEBUG I& ADT 21 LB TES

Eclipse A ADT 754 4> Tl&. ZRMD &% BuildConfig.java 77 M LB E £ b, ADT TS5 A4 UIZ&>T
T 520 DEBUG E#k (BuildConfig.DEBUG) A%, UIJ—REJLETIL false. T/3YJEJLETIE true IZCEHEHRES

nad,

BuildConfig.java
/%% Automatically generated file. DO NOT MODIFY */

11 http://developer.android.com/intl/ja/reference/android/util/Log.html
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package com. example.buildconfig;

public final class BuildConfig {
public final static boolean DEBUG = true;
}

TRD&ESI= BuildConfig.DEBUG 2Rl 5&. UU—RAE LKBSIZOY A ZIMHT LA TES,

| if (BuildConfig. DEBUG) android.util.Log.d(TAG, "0 4 H fEHR") ;

BEEMS ADT 20 LRI TIE/AAT AHY . J1)—RE LK TE DEBUG BHA true 21518 &M Ho1=, ADT 21 LL
[ TIINTHEESNTLNSD T, BuildConfig.DEBUG #5115 & 1 ADT 21 LIEEFSHEMNH S,

4.8.3.5. OJEROMAILTLEZHIIRT S
T&Y—R3—F#% ProGuard TYJ—REJLRLT Log.d)ZHIRLI=HEE. Log.d)DMFUHLAE (FEEa—F®D

2 ITE) IFEIRENDLDD ., ZDFIRTEY O TAIREREMAILTHLE (FERI—FD 1 78) (ZBIBREh A
WIEITEENRETH S,

String debug_info = String. format ("%s:%s”, "> F 1 THIEHR 1", "o OF 4 THIEHR 2 ;
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info);

FRY—Ra—FEV)—REJLRLIZAPK I7ANEHE T T ILT HERD KS127455, HEHIZ Log.d)DFFUHL
WBBIIFELBVD, "o TATRER 1"V X FIEHEZR L String#format() AV vy FOIEEUH LALEA
HIRREN T E-O>TLBIEN DM B,

const-string v1, “%s:%s”

const/4 v2, 0x2

new-array v2, v2, [Ljava/lang/Object;
const/4 v3, 0x0
const-string v4, "t F 4 TiEHR 17
aput-object v4, v2, v3

const/4 v3, Ox1
const-string v4, "t F 4 TIER 27
aput-object v4, v2, v3

invoke-static {v1, v2}, Ljava/lang/String;->format (Ljava/lang/String;[Ljava/lang/0Object;)Ljava/lang/String;
move-result-object vO

ERRIZIE APK D7/ EH 72T ILLT, LSEOLSICOF EAEREMEAITCTCWAERERRTIDIEES
B ETIEHEL,, LALERBICEBREDEMERER->TLAT7IIICEWTIE, SO LSLMIEMN APK 770 ILIZE
S2TLFESTIELESHENEELHYES,
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HLLED &S50 H HEROMA L TREBLEBRLTLEW WSS IZE RO KSIZEEB T HELN2, Y1) —
AEIRBEIZIEZaV A5 ORBEILNE(CE>T, FERYUTILa—FOMEBIR T LHIBRESND, 1215L74.8.3.4
BuildConfig.DEBUG (& ADT 21 LI TES IOFENBETHD,

if (BuildConfig.DEBUG) {
String debug_info = String. format ("%s:%s”, "L TFT 4 THIEHR 1", "o T2 THER2Y)
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info)

HE. FTiEY—RI—FIZProGuard ZERAL-EE®. RHRICOJ EHROME AL TUE ("result:” + value DES)
NE-TLES,

| Log. d(TAG, “result:” + value);

COBAELTERDLIITHAT NITELLY,

| if (BuildConfig.DEBUG) Log.d(TAG, “result:” + value);

4.8.3.6. Intent DAEH LogCat ICTHAEND

Activity ZF|A3 BFE(Z ActivityManager A% Intent ®AE% LogCat IZH AT B8 FENUNETHD.
[4.1.3.5 Activity FIREOOS HAIZDOWTIESEBTHIL,

4.8.3.7. System.out/err IZHA&h 504 D%

System.out/err MH H1%(F LogCat THSB, System.out/err [CHASNZD(F. BARENT /AT DI=HIZH
ALE=ATIZB5HWL, fIZIE. RDBE . A2y IL—XRIE System.err ICH SN,

® Exception#printStackTrace()&{FE-1-154&
® [EEAMIIC System.err ICHASHhBEHE
BINET7T)TEryFLTWAEWNMEE ., AT LD Exception#printStackTrace()IZET =8, )

ARy —RIZIFTTIEEOEBRNEENST=O. BINEIFRAFEENELINR) DT TRETHS,

RIZRIXTEREL T, System.out/err M H%% LogCat LISMZEE T BH:ELH D, LLTFIZ. YJ—RE LR
System.out/err OHEAXEERBL. ECITHOTHALBVKSICTEIREFMERE TS, fz12L. CORIEIE
System.out/err DHEAEETT)DETHIC—EHICEZTRZIEZDT, 7TV OV R T LOBREEIZEASLL
NESHERDIRHTIDELHD, £=. COXRMKEITTIEBEOTORRIZIEEHTHLMN. VAT LTAL

12 gk DY T Ia—k%, F#H=IZ BuildConfig.DEBUG Z L = if XTES7=, Log.dOFFUHELATD if XITTRETH
M ARDY LTI aA—RExFEE 510, TDFEFEL -,
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ANETHII—AJZIGHT HIEFETEGN, TRTOIS—FMHITES LT TR AN EITTET S L,

OutputRedirectApplication.java
package org. jssec. android. log. outputredirection;

import java. io. IOException;
import java. io. OutputStream;
import java. io.PrintStream;

import android. app. Application;
public class OutputRedirectApplication extends Application {

// ETIZHHALALPrintStream
private final PrintStream emptyStream = new PrintStream(new OutputStream() {
public void write(int oneByte) throws I0Exception {
// do nothing
}
DR

@0verride
public void onCreate() {
// V) —ZEJL KB System. out/err ZEZIZHEH A LA L PrintStream [T XA LY T3

// System.out/err DEXRFENDR 1) —LZEEET S
PrintStream savedOut = System. out;
PrintStream savedErr = System.err;

// —B. System.out/err Z#EZIZHHB A LAEL PrintStream [TY B4 LY +T 3
System. setOut (emptyStream) ;
System. setErr (emptyStream) ;

/] TINYTEOHREDRA M) —LIZET () 1J—XEJL KTIETE 1475 ProGuard [k YEIBRENB)
resetStreams (savedOut, savedErr) ;

}

// ) —REI& ProGuard (TR Y TEEA VY FNEDS T LHIRESN D

private void resetStreams (PrintStream savedOut, PrintStream savedErr) {
System. setOut (savedOut) ;
System. setErr (savedErr) ;

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. log. outputredirection” >

<application
android:icon="@drawable/ic_launcher”
android: label="@string/app_name”
android:name=". OutputRedirectApplication”
android:al lowBackup="false” >
activity
android:name=". LogActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
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<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

proguard-project.txt
#OSRB. AVY FREDQEERERC

—-dontobfuscate

# JY—REI FEICLog. d0 /v OFFEUH L & BEIRICHIBRT %
—assumenosideeffects class android. util.Log {

public static int d(...);

public static int v(...);
}

# 1)) —REJL FEFIZ resetStreams () & BEIRIIZHIRT 5

—assumenos ideeffects class org. jssec. android. log. outputredirection. OutputRedirectApplication {
private void resetStreams(...);

}

BFERT ) (T3 TEILR) EV)—RIRT T (J)—RE LK) D LogCat H AD:EWVER 4.8-3 IT5RT

FMFEMRI7TD (/\wJEILR) UYU—XR7ZTY (UU—-=XEJLR)

&0 LogCat 33 @ Declaration & Console &0 LogCat i3 @ Declaration & Console

Search for messages. Accepts Java regexes. Prefix with pig Search for messages. Accepts Java regexes. Prefix with
Level Tag Text Level Tag Text

I Loghctivity Loeg.i()moddholoclBe I Loghctivity Log.i{) 7o c1oiE s
:I System.out EHERRCOSEH 1: I Loghctivity Loeg.i()To4endczolg s
1
iR g A L= 2

I Loghctivity Log.i () Tofd4n o8

4.8-3 System.out/err DEAFRT T EV)—RIRT F1) D LogCat H ADELY
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|4.9. WebView £{£5

Web A4 HTML 7/ LA BIE T S8ee2RET 5 5EEL T, WebView Z2FHT 5N TES, WebView
[EHTML Z#L 2512595, JavaScript #1795 E . OB -HIZH AL EEEIRIET 5,

4.9.1. Yo7 )La—k

WebView 23T 5 &EICKYBRRIZ Web YA HTML 7/ )LEEKEEERIRT H5ENTELN . TUOERT
BTV DHFIEIZE ST WebView HMEZ 5 RV 0B LB B FERMAERLG>T S,

BIZKEDFEFNIEWNFZELD(E JavaScript DEFRTH S, WebView DT 74 JLERTE TIX JavaScript D #EE
NEIIZEHE > TULVD A, WebSettings#setjavaScriptEnabled) AV Y RICKYENIZT B EMNTIETH S,
JavaScript #E AT LTIV ATV TAT ATV DRIMNAREIZESD . BEEDHDE=FIZIVIHEKRDIE
WEMGEEIND. HAWTIHREIFESNLEVSIBENRLET HAIREELH D,

WebView ZBWTaAVTIVIZT IR TET7TIERFE T HEIE. ROBREBIZHSZE13,
(1) BABELTWAIVTIUVIZOATIERTBHIHFEIZRY JavaScript 3L TKLY
(2) LU DB AIZIE, JavaScript #B#NL TIFAESALY

FRLTWAT TN TIERTHa0TUoYDRHRERFEA. B 4.9-1 [TRVOH VT ILa—RERIRT 52 EA W

ETH5,
( [EL& )
FIIRTHERTD \
aAUTUVIEBREEDITY 2
IZRRESNZH?
Ves FIIRTHERTD No
ALFUVETTYROITIY
IZRESNZM?
v
assetsFEf=lFresTAL IR IZEEELT= A3—2vhED . o= —
N FIOHERRT S B EEDL T VERRT RHERANOILTLIVERTTS

E 4.9-1 WebView 4> 7 )La—FZ&8IRTS570—Fv—*k

BEBFICEZEREUERIETESITYTHNIL JavaScript ZE%CLTEL, BHEEOILTFUYTHNIE
BHDBE N TREUEHRETETLLEELIND, CHREETETIRESHDIALTUVEIREREA5M? Thldstt
BIDEBEERICEYRES, EHETEIRESHDIAVTUVERE THHEEBEL T JavaScript ZEMIZLTHELL
N E—DEEIFEHEERLHEI-OH. ECRRAEEEDHIMABRELLS,
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4.9.1.1. assets Ff=lL res T4LIRJICERELF-OVTUoYDHERTT D

HARRNDO—hHILILTY%E WebView TRRT D7 IVICBELTIE. 7FUD APK IZEFEND assets HALME
res TALYMIROALTUVIZT IR BHAEITRY JavaScript #HFITLTHEL,

LLTFIZ WebView 2L T assets TAL2KJRAIZHS HTML I7MIILERTT S YT ILa—FERT,
RAVb

1. assets &res TALIMNJLUSNDIBRIICEEL=77MILA~ADT I EREZEIEIZT S
2. JavaScript #E®hIZLTELLY

WebViewAssetsActivity.java
package org. jssec. webview. assets;

import android. app. Activity;
import android. os. Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/%%
* assets DAV TUVERTT B
*/

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

WebView webView = (WebView) findViewById(R. id. webView) ;
WebSettings webSettings = webView. getSettings() ;

// kR4 1k assets & res T4 LY FYLUSNDBRRICEELETZZ7AILADT IR EEILIZT D
webSettings. setAl lowFileAccess (false) ;

// kA 2k 2% JavaScript #FRICLTLL
webSettings. setdavaScriptEnabled (true) ;

// assets RICEREBLF-aVF U VYERTT D
webView. loadUr | (“file:///android_asset/sample/index. html”) ;
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4.9.1.2. AV3—yrELOBHEEIAVTUOVERTIT S

BHOEETIY—ERA LDV TUOVERTTDIEE. Y —ERA. 7TIVRIORA CEUGX KEHEL, BREHN
FERTEALLIE, JavaScript ZE#ZLTHELY,

o H—ERBIDOXE
4.9-2 IZTRLEzESIC. H—ERBICAET 220 ToVIEBHOBELTWVEVWILTUYESRBLTIER
SR AT, Y—ERICEYGEEF L) TARARDEINTWSILLBLETH D, TOEHIT, Y—ERX%E
BRI 50T YNDREI—RDIEBEOIAAPRIAZHIETHZEIZH D, 14.9.2.1 JavaScript ZEFIC
THDIFALTUOVEBHMNEELTWSIGEICRET S (WA 1ZSRIHIE,

o TIIRIDRK
RIZZTVRITOXEREZBRARS, TTVRITIE., BERENBHEEY —EXTHLIZLERRTIENVRET
Hb. TDT=HIC BIETALILIE HTTPS ZEAL. SEAENEETETHIHEEDAERT HLSITKET 5,

LUTFTIE, 7TVRITOREDH EL T, WebView ZE->TEHMEEIL TUYERRT S Activity DFIZETRY

BHEEY—-EX

2572y

~

A2 F2YDOSIRER

TP TUNTEHAATEN
a5

T TUNZRIHFAA TSR
a>F>wW

TTUICKBDFRIHAH

@y U |

AEFE]

Androidifzk

S EEY— X

LSO —Ex |
» F—

A2 =3y hED
H—EX -7

B 4.9-2 7B HERARATEVEHEEITY
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RAUb:

1. WebView @ SSLEET5—%@EUIN\RIDT TS

2. WebView @ JavaScript #E %L TH KLY

3. WebView T&R9 % URLZ HTTPS Z7OraLEEFIZBRET S
4. WebView T&R9 5 URLZEHEEILTUVEFIZRET S

WebViewTrustedContentsActivity.java
package org. jssec. webview. trustedcontents;

import android. app. Activity;

import android. app. AlertDialog;

import android. content.Dialoglnterface;
import android. net. http. SslCertificate;
import android. net. http. SslError;
import android. os. Bundle;

import android. webkit. SslErrorHandler;
import android. webkit. WebView;

import android. webkit. WebViewClient;

import java. text. SimpleDateFormat;
public class WebViewTrustedContentsActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
WebView webView = (WebView) findViewById(R. id. webView) ;

webView. setWebViewClient (new WebViewGlient() {
@0verride
public void onReceivedSs|Error (WebView view,
Ssl|ErrorHandler handler, SslError error) {

/] dRA b 15k WebView D SSLBETS—F@EUNIND KUY TT B
// SSLIS—MEELE-BEICZIE, SSLIS—AREL-§Z21—YITEMNT S
AlertDialog dialog = createSs|ErrorDialog(error) ;
dialog. show() ;

/] *RA 2k 15k WebView D SSLBIETS—ZBEINVFITTH
/] SSLIS—MEE LGS, AMHARUING EFAAZICFHELAHHH.
/] B LKEHEEREEZRZITTVLAEENHEIDT, TE2O-HIEKEFLET S,

handler. cancel () ;
b

// *iA4 >k 2% WebView 0 JavaScript ZHMIZLTH KLY
// ULFOa— KTl loadlr| ) TEHEEI LT UVERALOILEEFBELTLS,
webView. getSettings (). setJavaScriptEnabled (true) ;

// KR4 > bk 3k WebView THRTRI S URL # HTTPS 7O Fa /L IHFIZRRET
// kR4 2 k4% WebView TERRIT S URL Z2BHEEa LT UVEFIZRET S
webView. loadUr | ("https://url. to. your. contents/”) ;

}

private AlertDialog createSs|ErrorDialog(Ss|Error error) {
/] BATRTIZRTRTBIT—AvtE—
String errorMsg = createErrorMessage (error) ;
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/] BA47AT0KKRE B THOEE)
Dialoglnterface. OnClickListener onClickOk = new Dialoglnterface. OnClickListener () {
@0verride
public void onClick(DialogInterface dialog, int which) |
setResult (RESULT_OK) ;
}
}s
/] FATRTDERK
AlertDialog dialog = new AlertDialog. Builder (
WebViewTrustedContentsActivity. this).setTitle ("SSL TS5 —")
. setMessage (errorMsg) . setPositiveButton ("0K”, onClickOk)
.create();
return dialog;

}

private String createErrorMessage (Ss|Error error) {
SslCertificate cert = error. getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat (“yyyy/MM/dd HH:mm:ss”) ;
StringBuilder result = new StringBuilder ()
cappend “H A FDEFL) T AIRAENMEETEF A, BHRERTLELZ, Wn IS5 —DOFREE¥") ;
switch (error. getPrimaryError ()) {
case SslError. SSL_EXPIRED:
result. append ("SEBAEDH RSN TLVET , ¥n¥n & TEZI=")
. append (dateFormat. format (cert. getVal idNotAfterDate())) ;
return result. toString();
case SslError. SSL_IDMISMATCH:
result. append "RR FEMN—BLFEE A, ¥n¥nCN=")
.append (cert. getIssuedTo (). getCName () ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("SEBAZE X E LB TIEH Y FH A ¥n¥n BIREFZI=")
. append (dateFormat. format (cert. getVal idNotBeforeDate ())) ;
return result. toString();
case SslError. SSL_UNTRUSTED:
result. append ("SEBRE = 1T L R BHIEE T E EH AYn¥n FREEH/¥N")
. append (cert. getIssuedBy (). getDName ()) ;
return result. toString();
default:
result. append "BEEFRBADIS—AHEELEL);
return result. toString();
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4.9.1.3. BHEEMSNOILTUVERTI D

B TEELTLVEWI T YE WebView T - R RT HI5E (. JavaScript ZFRIZL T AR HEE
MNAEBLFOVTUVICERT AR HEINETH D,

LUTDOH2TI)La—KIE WebView ZFEALTEREBUNDILTUOVERTT DT ITITH D, COTTVIE. 7
RLRNA—IZAALEZURLDIET HTML 77 ILIZE DAL TV EHRAHAH BHEHIZKRTT 5. REDHEFEDT=H
[ZJavaScript #&Exh{ELTLVBIEA ., HTTPS TREIELTWTSSL IS—AFRELIG A IEERE DL T 5RELY
2TW5,SSL T5—(%4.9.1.2 /2 4—Fyr EOBREBEILTUVERTT DIERBRDAEIZEYNRYY
JLTWS, HTTPS BIEICDWLVTDEMIL. 5.4 HTTPS TEIET 2158 RBI 5L,

AP
1. HTTPS BIEDNHEICILXSSLBEDIS—F@EI/NIR)UT TS
2. JavaScript ZE®IZLAL

WebViewUntrustActivity.java
package org. jssec. webview. untrust;

import android. app. Activity;

import android. app. AlertDialog;

import android. content.Dialoglnterface;
import android. graphics. Bitmap;

import android. net. http. SslCertificate;
import android. net. http. SslError;
import android. os.Bundle;

import android.view. View;

import android. webkit. Ss|ErrorHandler;
import android. webkit. WebView;

import android. webkit. WebViewClient;
import android. widget. Button;

import android.widget. EditText;

import java. text. SimpleDateFormat;

public class WebViewUntrustActivity extends Activity {

/%
* BHEBLUNDIAVTUYERTT S @B ISP ELTHRET S TLTOT I L)
*/

private EditText textUrl;
private Button buttonGo;
private WebView webView;

// 2@ Activity NBEIZ URL UV IR b ENVRY VT TEDESICTHI-OIZESE
private class WebViewUnlimitedClient extends WebViewClient {

@0verride

public boolean shouldOverrideUr |Loading WebView webView, String url) {
webView. loadUr | (url);
textUr|. setText (url);
return true;

}
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// Web R— S DHAHAAHFIRNIE

@0verride

public void onPageStarted WebView webview, String url, Bitmap favicon) {
buttonGo. setEnabled (false) ;
textUr|. setText (url) ;

}

// SSL BIETHIENHDIEIS—FA47OTERTL.

/] EfREFLET S

@0verride

public void onReceivedSs|Error (WebView webview,

SslErrorHandler handler, SslError error) {

// kA >k 15 HTTPS BIEDHZEIZIESSLBEDIS—ZEIIZNANVRFY 5T 5B
AlertDialog errorDialog = createSs|ErrorDialog(error);
errorDialog. show() ;
handler. cancel () ;
textUr|. setText (webview. getUr !l ());
buttonGo. setEnabled (true) ;

}

// Web R—S D load HX#EH >z RFEINT=R—TD URL % EditText ICRRSES
@0verride
public void onPageFinished (WebView webview, String url) {

textUr|. setText (url) ;

buttonGo. setEnabled (true) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

webView = (WebView) findViewById(R. id. webview) ;
webView. setWebViewCl ient (new WebViewUn!limitedClient()) ;

// %Ak 2% JavaScript ZH®IZ LA
// T4 LDERET JavaScript EHEH->TWEH, BARMICENET S
webView. getSettings (). setJavaScriptEnabled(false);

webView. loadUr | (getString (R. string. texturl));
textUr| = (EditText) findViewByld(R. id. texturl);
buttonGo = (Button) findViewByld(R. id. go);

}

public void onClickButtonGo(View v) {
webView. loadUr | (textUrl. getText (). toString()) ;
}

private AlertDialog createSs|ErrorDialog(SslError error) {
/] BATFTRTICRTTIIS—Avte—
String errorMsg = createErrorMessage (error) ;
/] BAT7ATDKKRE VIBRTHOES
Dialoglnterface. OnClickListener onClickOk = new Dialoglnterface. OnClickListener () {
@0verride
public void onClick Dialoglnterface dialog, int which) {
setResult (RESULT_OK) ;
}
}

280
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/] FATRYT DR

AlertDialog dialog = new AlertDialog. Builder (
WebViewUntrustActivity. this).setTitle ("SSL TS5 —")
. setMessage (errorMsg) . setPositiveButton ("0K”, onClickOk)
.create();

return dialog;

}

private String createErrorMessage (Ss|Error error) {
SslCertificate cert = error. getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy/MM/dd HH:mm:ss™) ;
StringBuilder result = new StringBuilder ()
cappend ("H A FDEF Y T AHAENMEETEF A, BREBRTLELZ. ¥n¥n TS5 —DEEREY¥N");
switch (error. getPrimaryError ()) {
case SslError. SSL_EXPIRED:
result. append ("SEBAZDETEARMSEIN TET . ¥n¥n & TEEZI=")
. append (dateFormat. format (cert. getVal idNotAfterDate())) ;
return result. toString();
case SslError. SSL_IDMISMATCH:
result. append "FRRX FEMN—BLFEE A, ¥n¥nCN=")
.append (cert. getIssuedTo (). getCName () ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("REBAZE X EZHI TIEH Y FH A ¥n¥n BIREFZI=")
. append (dateFormat. format (cert. getVal idNotBeforeDate ())) ;
return result. toString();
case SslError. SSL_UNTRUSTED:
result. append ("SEBAZE % F1T L =R B/MEETET E AN BIH¥N")
. append (cert. getIssuedBy (). getDName ()) ;
return result. toString();
default:
result. append "BEEFRBAD I S—AHFEELEL);
return result. toString();
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4.9.2. L—ILTvY

WebView #E AT BRI TDIL—ILESFDIE,

1. JavaScript #E#CT5DIEaToVEEHRAEELTWSIERICEET S

2. BHEBY—ERLOBEEICIEHTTPS ZEAT S

3. Intent #BH4GE. A S52(TEL>7= URL (X JavaScript AAE%h7E WebView (2 FRRLALY
4. SSLBEDIS—Z#EIINIRIDTT S

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.9.2.1. JavaScript ZEMIZTHDEXaToVEBHNEELTWSISEICRET S (ws78)

WebView #AWTaAV TV —ERIZ7IERTEH7TVERARETLIRIC. EFa) T OETREEELLT
NILESIELNRIL JavaScript BT N ESITH S, RAIMIZIE, BHNEEBLTWSY—ERIZOHT T
DT IR TBHEIZRY JavaScript ZEMITLTELL LHL. Z3THEWY—ERIZTZ VX THATEEMEMN DL
THHBHHEIZIL, JavaScript ZERNZL TIEASELY,

B# TEBELTWSY—EX

B#HTERHIVIE ER. ERBICERZE OV —EXRIE. BUNREEZRIATED, flELT. BHEEY—/\—
LOBHREARAVTUVIITTITINTIERTEEEEEZ D, FAVTUIYNY—N—RABOIALTUYDHES
BLTHY. 2. BHEEY —N\—([CR L TEYGEF ) T ENESN TLSESE, 2O —ERIZBEL
NHEABEESBMATNDILITBEWEALGE D, CDBE. BRHEBY—EXIZTIEXTE7TID JavaScript
EADIZLTELN,T4.9.1.2 /08— yb LOBREBEILTUVERTIDIESRBIHIE, - D7 T
[CKBEEHZ NRAEERIHERAI T YAPK D assets FizlE res TALYMN)RNICBRESNIzOVTUYRT T
DTFALOR)TDAVTUNIITIERTET7T)DIGEELREKIZE A, JavaScript #HMIZLTHKLY, 14.9.1.1
assets F¥fzl& res TALYMICERELIzOVTUYDAERTT DIZSHBTHIL,

B#TEELTLVEWNWY—ER

B#H TEELTWEVLILDTUY - H—EREBUNRELERIETELILEEZATEILGLHEL, ThRZ. 7TUD

JavaScript ZEMICLETNIEESE[4.9.1.3 BHEBLUNDIVTUVERTT DI1ESBTHLE, MAT,
SD Hh—RD&SLIHRDNEEEEEICRESN 2O TUVIIMOTTIIZLEPES I A THEL D T, BN

BELTWAEEEZALW, TDEIBFAVTUVIZTIERT BT TIIZDLNTE JavaScript ZEDICLATNIEA

YA

4.9.2.2. BHEEY—EREDEEICITHTTPS ZERAT S (7R)

BHEBY—EXITIERTETIE,. BEHIE=ZFICL DY —ERDLRYTELICLDBEELZHE . dRY
—EXANERICEKGTILELNH D, TOHITIE. F—ERXEDBIEICHTTPS #EMAT 5,

F#ML74.9.2.4 SSLBEDIS—EEYINIRILT TS (7)1, 5.4 HTTPS TEIETSI1ESHETSHT
&
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4.9.2.3. Intent /AL, A SR(FE-T= URL [& JavaScript AEZIA WebView [ZIERFRLAELY  (A%E)

thDT7F) M5 Intent ZZ{EL. ZD Intent D/ATA—FTESINTz URL % WebView [CRTRTEHIRENZLDT
JYTRL5NB, 22T WebView O JavaScript BETHAIEE . BEEHS Web X—P D URL % WebView THR
RLTLZEWL., BEEHS JavaScript H WebView ETEITIN TSI DHEENELDAEEENH S, COERED
M m . REZRIATELVTETE®D URL # JavaScript NE A WebView TRRLTLESZETH S,

HoF)Ia—K74.9.1.2 /o8—vb EOBHEBIVTUVERTITSITIE. EFE URLXXFEINEHTEHHERE
AVTUVERRET HIET,. WebView TRERT DAV TUVEBHERIVTUVICRELRZEFERLTLNS,

3L Intent ETR2ITH>7= URL % JavaScript D& 3% WebView TRRLI=WMGE (L. D URL AAEHEEIY
TUOYTHAEEFRIELETNIEESED, HOMLHTTIRNIZCEHEEILTUY URLORTA ) ANEEREK
HETHRBELTHEE. ZORTAMRAREBALTEELT URL 21+% WebView TRRTHETHRELZHERTD
ZEMTED, ZDEEDH. RTAR) AREERT S URL [ HTTPS THITNIFESHRNIEIZHEENBES,

4.9.2.4. SSLBIEDIS—%E@EINVKR)TT S (WH7E)

HTTPS BIET SSL TS5—AHEL-BAIF. IS5—ARAEL-BEEZE/ 7O RTIIHEEDFETL—HF—IZE
HMLT, BEZBRTLEFNIEESEL,

SSL T5—DREF, F—N\—FIRAEIR LN H LIRS, HAVFFEEREZZITTODARERZTET 5.
LAL. WebView [Z[E, Y—EREDRBERFITRAELT- SSL TS5—ICET HIEHRE I —TF —ITEMT HIEHEA LR
HOTLVEW, ZC T SSLIS—DRELEGERICEZDEES(TAJTHETRIRT HIET, BRIZESHINTLY
SAREMNHHEEL—HY—ITBMNT PRENH D, T53—BAOHIE. 14.9.1.2 /05—yt EDBHEE
AVTUVERTTAHIOHUTILa—RHBHNEN4.9.1.3 BRHEBLSN OO TUVERTTHIOYUT)La—
FESRI DL

F- . IZ—OBHMITMAT, TTVEHY—EREDBEERT LEFNIEESEN IS ROLILGELEETOT
E LAY A A

® RAELLIS—ZEHALTYERLDRBEZ#KTD
® HTTPREDFEFBSILBEEEE - TH—ERLHOTRIETS

HTTP @&{S/HTTPS BIEDFMILI5.4 HTTPS TRIET HI1Z2SHBTHL,

SSLIS—HRAELEBICIINR DY —/N\—EHERETHORENEN WebView DT I+ ILEDEETHS, &0 T,
WebView DT 74 IILEDEHC SSL T5—DRBAEAEEZRE T H_ETHEYISEELS—ERMYRIENTES,
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4.9.3. PRIV RE

4.9.3.1. Android 4.2 RFEDIHFKIZFH T35 addjavascriptinterface()IZERE T DMETEHEIZDUINT

Android 4.2 (API Level 17) XD im*KIZIE addjavascriptinterface( IR DM HY . JavaScript H
5 Java DY ILI2avETITEICEYEED Java AV YRNEFTTETCLESBENFET S,

FD1=H.74.9.2.1 JavaScript ZEI-T2D(FALTFoVEBHMNEELTWSIESICERETS (W7E) ITH
HLE-EY., B TEELTOWVENWIAYTUY - —ERIZTI AT BAEEMENHHIEE (X, JavaScript ZERNIZT
BHELHDB,

Android 4.2 (APl Level 17) LAE®DimAK TlX. Java ®Y—AX3—K L T@Javascriptinterface &LV\S 7 /T—aY
MEESNT-AVYRLM JavaScript DNOIRETEHEKIIC API BMEBREESN ., B EN SN, 2121,
BHTEELTWVEVNIVTUOY - Y —ERIZT7 VR T EHAREUENAHHIGEE(F. 20TV - Y—ERRHENEE
5 JavaScript ZEETHRNNHBT-8. JavaScript ZEMNIL T I KL FISHEE=MLETHS,

4.9.3.2. file AFx—LIZFEETAEEIZDLNT

WebView #77+LARETHALTVSBA. file REX—LERALTT VLR T BELHTTUNT IR ALE
BIRTDIFAIIIT I ERT HIENAREICG D, COBEEERSNIIES. HIAL, JavaScript A5 file 2%
—LESYITANT HIET. FTIDERTANZ IR FLL D7V EZREFICRBSNTLESAIRENELH
o

®ERELTIL, 4.9.2.1 JavaScript #EMT5DIEa0ToVEBHHIEELTWNSIGESICRET S @A
) JTREL-AEY., B TEELTOVEN IV TUY - H—ERIZ7IER T SaEetENH S5 S 1E JavaScript &
|MZT B, CORMKICEYERILAL file REA—LIZKBV VTR REESNENKSIZT S,

F 7= . Android 4.1 ( APl Level 16 ) LL[% @ 1§ & . setAllowFileAccessFromFileURLs() & & U
setAllowUniversalAccessFromFileURLsO)ZFIF$ 5L Tlile RxX—LALICKDT7 I EREZIETEHIENTES,

file XF—LDERNE
webView = (WebView) findViewById(R. id. webview);
webView. setWebViewCl ient (new WebViewUn! imitedClient());
WebSettings settings = webView. getSettings();
settings. setAl lowUniversalAccessFromFileURLs (false) ;
settings. setAl lowFileAccessFromFileURLs (false) ;

4.9.3.3. Web Messaging #IARFDEEFE XA OUEEIZDONT

Android 6.0(API Level 23)I25UL0T, HTMLS Web Messaging #EIB9 51=6HD APl AEMEINT-, Web
Messaging (3% 5T 50007 - AV THFAMATT 2 EZET 50D LA THY . HTMLS TEZRSNT
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VB4,

WebView 735 XIZEMENT- postWebMessage() (& Web Messaging TEZINLTLVS Cross-domain
messaging [Z&3T—2EEENETEAVIRTHD, DAY YRIFE—BIHTIREIN AV E—DFT O HE
# WebView 2B ARAATNS TSSOSOV THRRAMIKMLTEETEDEN. ZOBREZSIHELTEIELED
FTIOVERET DRENH D FESNT=A VDU SHEELILTHEFRANDA) OV E—HLAGWRY AytE—DF
EESNEWN, REXFVDUEFIRT HILET, ERILEVEERICAYE—VFELTLESIEEH VTSN T
Hb

f=1=L. postWebMessage() AV YR TIEA DU ELTITAIRA—REIRETE LI LITTFENDETH D6, 74
IWRA—FRERBETHEAVE—CDREEEAIDUDRFIVIINT EQLSHA ) OUITHLTEAYVE—DFEE
LTLFES. £L WebView [CEEDH LAV TUYNHRARENTVHIKRETHID U OFIRGLICEREGAYE—
DHEFIELTLESI LML DHEIZ DA ATHEELE LS, WebView ZHLVT Web messaging #1151,
postWebMessage() AV YRIZHEDF U ERHRMICIEE T HXETHD,

14 http://www.w3.0org/TR/webmessaging/

15 A1) biE, URL DRF— L KRR R—FEBDHAEHLEDI L, FlGERT
http://tools.ietf.org/html/rfc6454 %58,

16 Uri.EMPTY & U Uri.parse(")M I A IILEA—RELTHERET 52016 £ 2 A 1 BhREVER)
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I 4.10. Notification 242

Android [ZIZTURA—H—A~AD Avt—%84E1T 5 Notification #EEN $H 5, Notification Z{FS5 & Ei@E L &f
DRAT—RBAN—EEENBEFHIZ, PAOUOAvE—CFERTTBHIENTES,

4:30 AM
Wednesday, November 18

A7 Notification : Private

| \ y g
WY \Visibility Private : Including user info.

B] 4.10-1 Notifcation ®F& =4l

Notification M@EEN#EAEIL . Android 5.0(API Level 21)Tagibsh, 7T P1—H —KREIZL-T. BEHAAY
JEINTLSIREETH>TH Notification [CKDHBEHMERTT ST EMNAREIZIE o1z, 7=FZL. Notification DfELY
FEBRDE HRAI—YF—RANIZDAHRBIRETSAR—MIERNE=FD B TN EBNHHD, LIzh>T.
TSAN—0tX 1) T2 EELTEYICREFTIENEETH S,
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78, Visibility A ERY 5 5fELE Notification DIRSEWDITILLTDREY THS,

Visibility D& Notification DIEZ &L\
Public FRTOOvYEELE T Notification ART<Eh 3
Private FRTOAOYYERELT Notifcation BNRRSNBMN, IN\RAT—FETREINT-

OyYEmE (E¥170v%9) ETlE. Notification DA MLOTFRANEN RSN
B (TFZAR—MERD RSN - AR RELEXICEE D D)

Secret NRT—FETRESNF-OVVER (X2 7AYY) LTHE. Notification A%k
RENG<G5 (X a7aysLUso0y/EETlE Notification [FFRREN5)

4.10.1. > F)La—F

Notification [CIFiRAI—HF—DTSAR— IERESDHE . TTAR—MERZWMYKR V- EMZE @Oy
DRTAICERL. X THLZE,
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Android

WEDNESDAY, NOVEMBER 18

Notification : Public 4:30 AM
" Visibility Public : Omitting sensitive data,

Charging

@

B 4.10-2 ovyZEmELD Notification
TIAR—MEREBATZBMETIY U TILA—FEUTITRY,

RAb:

1. TSAR—MEBRESALBHETSEEE. 2FRA(BEEOYIEORRA) D Notification ZAET 5
2. ARAEEOYIEORTR)® Notification [ZXTSAR—MEHREZE O

3. Visibility ZBARMIIZ Private I1Z5%EL T. Notification Z{Ef3 5

4. Visibility A% Private DiHE. TS/ X—MEREZOH TEAMLTHELY

VisibilityPrivateNotificationActivity.java
package org. jssec.notification.visibilityPrivate;
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import android. app. Activity;

import android. app. Notification;

import android. app. NotificationManager;
import android. content. Context;

import android. os.Build;

import android. os.Bundle;

import android.view. View;

public class VisibilityPrivateNotificationActivity extends Activity {
/%%
* Private 7% Notification &9 %
*/
private final int mNotificationld = 0;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

}

public void onSendNotificationClick (View view) {
/] *ARAU b1k TSAR—MERESALENZTI35EE. 2A E@ERYVEBORTH) @ Notification
*HRETS
Notification.Builder publicNotificationBuilder = new Notification.Builder (this).setContentTitle (“"Notifica
tion : Public”);

if (Build. VERSION. SDK_INT >= 21)
publicNotificationBuilder.setVisibility(Notification. VISIBILITY_PUBLIC) ;

/] kRA2 1% ABA EERYIEORTH) O Notification IZIXT 54 R— rEHREEHEL

publicNotificationBuilder. setContentText (“Visibility Public : Omitting sensitive data.”);

publicNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;

Notification publicNotification = publicNotificationBuilder.build();

/] TS54R—EHREEL Notification #4ERT S
Notification.Builder privateNotificationBuilder = new Notification.Builder (this).setContentTitle("Notific
ation : Private”);

// *BA bk 3k BEREIIZ Visibility % Private 232 L T. Notification #/ERKT %
if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder.setVisibility(Notification. VISIBILITY_PRIVATE);
// kR4 k4% Visibility A% Private MDiFE. TSI A—MEHRZEHTEMLTEH LW
privateNotificationBuilder. setContentText (“Visibility Private : Including user info.”);
privateNotificationBuilder. setSmalllcon (R. drawable. ic_launcher) ;
// Visibility A¥Private @ Notification ZFIFET B1HE. Visibility Z Public [ZLF=2ABA®D Notification &
HETERET S
if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder. setPublicVersion (publicNotification);

Notification privateNotification = privateNotificationBuilder.build() ;

/] KUY TILTIEEZE L TLEWLAY, Notification TIL setContentintent (Pendinglntent intent) Z LY
// Notification 4 1) w4 LT=FIZ Intent AEEINBELSITEET B ENZLY,

// COEEITRET S Intent (£, FUHTIUR—R > FOEEICEDLET.

/] REBHETHFUHET ZEADRETHD BIAIE, BTRM Intent ZES5 4 E)

// BAVKR—R U FOREEEUVH LAKXIIUTOERZ2SBOI L

// 4.1, Activity 465 - AT B

// 4.2. Broadcast #%1E9 % - E1ET D

// 4.4. Service ZE5 - FIAT S
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NotificationManager notificationManager = (NotificationManager) this. getSystemService (Context. NOTIFICATIO
N_SERVICE) ;
notificationManager. notify (mNotificationld, privateNotification);

}
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4.10.2. JL—)LTvY

Notification ZF| B3 BEEIZIZLLTDIL—ILEFDHIE,

1. Visibility @& E(ZIKDT . Notification [Z[ZE O TATHIEFERES DL (TSAR—MERIZH 4) (WH7E)

2. Visibility Public @ Notification [Z[X TZAR—MEHRES HAL (w7A)

3. (%FIZ Visibility Private [Z9 435 &) Visibility [EBATRMIICERET S (w7A)

4. Visibility ' Private @ Notification ZFIFA9 %154 Visibility Z Public IZL7=ABFA® Notification Z##
HTTHRETD ()

4.10.2.1. Visibility M FIZH&SF . Notification [ZEEL T4 T HIERE SO (TS5 R—RMERILHIS)
(Wh28)

Android4.3(API Level 18)LIED %K Tl R EE@E M D 1—H—h Notification DAY FaIZ7IT)IZE
ZBIEMTES, FralESh=77)IL. £TD Notification DIFHREFZARACEMNTEEIZEEF=H. T4
7H1&EER % Notification IZESH TIXESAELY, (Fz12L. T4 R—MEH(Z Visibility D% %EIZ& > TIE Notification
ZEHTRLY)

Notification [CEFENIERIL. BEEIL Notification ZEELI=7TVERE DT T)MSHEAMSILIETE
B, LWL, A—H—HABARMICHRZ 5252 ET. A—F—HIEELI7TUILETD Notification D1EHR%E
SAMBIEMNAEEICTE D, A—F—D A E 52771 D AHY Notification DIFEREFABNDZEMND, 1—
H—BHB DTS/ XN—MMEHRZE Notification (CEHDZEIERELL, — AT, A—HF—D TS/ R—MEHRLUS D
UL TATHERBIRE. TTIRRBEOANHMYEBLHEEIR) Z Notification [CEHBHE. 2—F—BEN
Notification IZ&FENI-1FHREFRAEAS5ELT Notification ~DEEE7TJIZHAI T BEEEENHS1=0. F
RAEDTSAR—MERUND LTI EREZEDHHILITMEELLD,

BRI AEEEEIE. T4.10.3.1 12— —FFA[IZ&5 Notification DBEICDWNTIEZSEBNE,

4.10.2.2. Visibility Public @ Notification [ZI& TSAR—MEHE S HEL (WH7B)
Visibility A% Public I2E&E &t 7= Notification IC&k>TEMZEITSIHE. A —HF—DTSAR—rEHRE
Notification [Z&® TIXA 54, Visibility A% Public IZE2E &t 1= Notification &, BIE@mAv- HIZH

Notification DIEWMMRTIN., HRICHEBEICIE A TERE=ZENTIAR—MEREFEHR BV RIIZDHEMN
B=HTH5,

VisibilityPrivateNotificationActivity.java

// SRR (BEAYIEORTH O 2271 TREREFHGL Notification #HET S
Notification.Builder publicNotificationBuilder = new Notification.Builder (this). setContentTitle (“Notification : P
ublic”);

publicNotificationBuilder.setVisibility(Notification. VISIBILITY_PUBLIC) ;
// SNHEE (EEayIEOFRTHE) O Notification IZIE T4 R— MERE S DALY
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publicNotificationBuilder. setContentText ("Visibility Public : £ F 4 JHIERITESHIIEE) ;
publicNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;

TIAN—MEROHBBFIELTE, A —F - TITEFEEIN AL P —DHUEFEREE . [5.5. T3AN
V—IRHREHRS I TERSNTLDIFRAZETOND,

4.10.2.3. (4% Visibility Private (29 %15&) Visibility [XBATRMIZERET S (H78)

4.10.2.2 Visibility Public ® Notification [Z[& T5AR—MERESHHELY (K ZE) 1 D &Y . Android
5.0(API Level 21) LI DixAK TlE. @Oy 9 (=3 Notification BRSNS 71=8. Visibility DRENEET
HY. TIAIMEICESTHRMICERET HIL,

IR TIE. Notification @ Visibility ®T 74 JLMEIZ Private [CERE SN TEY . BARMIZ Public 238 ELAEULVE
YTSAR—MERMNEH RSNV RIIEFEELIEL, LHL. Visibility DT 74 /LMENFRERICAD A REMHED
HY. EDHZFHRMOMYBEWEEICERT H-0HICE. f=&&Z Visiblity & Private IZT 5B ETH>TH.
Notification @ Visibility IXBARMIIZERE T S EEALELTIND,

VisibilityPrivateNotificationActivity.java

/] T34 R—MEHRZEEL Notification ZERT S

Notification.Builder priavteNotificationBuilder = new Notification.Builder (this).setContentTitle("Notific
ation : Private”);

// *BRA > bk BARMIZ Visibility % Private 2585 L T. Notification #/ERKT %
priavteNotificationBuilder.setVisibility(Notification. VISIBILITY_PRIVATE) ;

4.10.2.4. Visibility ' Private @ Notification ZF|f9 %154&. Visibility # Public IZLT=2ABIA® Notification
EHETHRETD (%)

Visibility A% Private [CE%E SN 7= Notification ZF> TR T 5156 . BIEAY DR CR RTINS EREHHTS
1=8. Visibility # Public [CLT=2ABE® Notification Z#E THRETHEMNEELLY,

Visibility AY Private [ZE&E &t 7= Notification [CAB® Notification ZFZELLZLMES. BIEAYIHI(Z([EY
ATLTRAESNIZTIHILEDXENRTIINDS=OF21) T4 LDOREIEELY, LML, Notification [TE8®5
IFEROIMYFNEEICEHTH-0I2H, ABA®D Notification ZBATRMICAEBELRTET HIEEHET S,

VisibilityPrivateNotificationActivity.java

/] TS5AR—rE#HREST Notification ZEmT 5

Notification.Builder privateNotificationBuilder = new Notification.Builder (this).setContentTitle("Notific
ation : Private”);

// )B4 2 % BERMYIC Visibility % Private IZE8F L T. Notification Z/ERL9 %
if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder. setVisibility(Notification. VISIBILITY_PRIVATE) ;

// *iRA > bk Visibility A% Private MBS, TS5SAR— FMEREZESHTEHMLTH &L

privateNotificationBuilder. setContentText (“Visibility Private : Including user info.”);

privateNotificationBuilder. setSmalllcon (R. drawable. ic_launcher) ;

// Visibility A% Private @ Notification ZFIfA3 B1ES. Visibility Z Public IZLF=ABIE® Notification &
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HhETEET S
if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder. setPublicVersion(publicNotification);
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4.10.3. 7RI\ R+
4.10.3.1. 2—H—FFr[(Z& % Notification DEE(ZDILNT

14.10.2.1 Visibility @& EIZ#&i5 3. Notification (22 L TATHRIBERE S HEL (T4 R—MMERIZHIST)

(W7A) ITHAT=&3IZ, Android4.3(API Level 18)LIEDIHRTIE, 21— —DHFrAIZE5EA-HE. IEE
SNF=7TIIEE T Notification DIFHREFRAMDZENATEEIZIE D, Fz1ZL. A—F—FFa DR R ELDT2HIZ
[&. 771 NotificationListenerService Z## & L7z Service ZRELTHWMELH D,

< Notification access

A Android Auto
D Android Wear

MotificationListenerService..

B 4.10-3 Notification OFEAMYERET HEM~AD TR IHHE
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NotificationListenerService Z{f>f-H>FILaA—KZLTFIZRT,

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. notification. notificationListenerService”>

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
<{service android:name=". MyNotificationListenerService”
android: label="@str ing/app_name”
android:permission="android. permission. BIND_NOTIFICATION_LISTENER_SERVICE">
intent-filter>
<action android:name=
“android. service. notification. NotificationListenerService” />
{/intent-filter>
{/service>
<{/application>
{/manifest>

MyNotificationListenerService.java
package org. jssec.notification.notificationListenerService;

import android. app. Notification;

import android. service.notification. NotificationListenerService;
import android. service. notification. StatusBarNotification;
import android.util.Log;

public class MyNotificationListenerService extends NotificationListenerService {
@0verride
public void onNotificationPosted (StatusBarNotification sbn) {
// Notification is posted
outputNotificationData(sbn, “Notification Posted : ”);
}

@0verride

public void onNotificationRemoved (StatusBarNotification sbn) {
// Notification is deleted
outputNotificationData(sbn, “Notification Deleted : ”);

}

private void outputNotificationData (StatusBarNotification sbn, String prefix) {
Notification notification = sbn. getNotification();
int notificationID = sbn. getld();
String packageName = sbn. getPackageName () ;
long PostTime = sbn. getPostTime();

String message = prefix + “Visibility :” + notification.visibility + “ ID : “ + notificationID;
message += ” Package : “ + packageName + “ PostTime : “ + PostTime;

Log. d(“NotificationListen”, message);
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EE2m@EY. NotificationListenerService #{#EL\, 1—H—D A% 155 LT, Notification ZiEARMBE
MEEEIZA DAY, Notification [CEFENDIERICITIHERD TS/ R—MEBNEFENDIENZ UV =8, BYIRLNC
[T+ 0FELABETHD,
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5. X2 T4BREDEENA
EEPEFES. Permission &, Android IZIEEFESFEL LX) TAHEENAEIN TS, ThioDEFXY
TABEXRUIRWNEBIEZDE X 1) TAHEN TR ICRIEBEINTIRITENTETLES, COETIIHEEN
X TAEEEFERT A —UFBELREEERS,

| 5.1. XRT—RFAHNEEEES

5.1.1. 27 )La—kK

SAT—EANBEEEER, tF2) T LEES RERAVDNTBAD, SCTHSRT—FOAAIET
BRBOHET B, SRT—FOREREITONTIES ROMIZTHRREERITEFETHS.

NAD - FEXRRTD

#)\2D— FERFY IEG. #5HN5RER
Thl&SFELTLIEZL

B 5.1-1

RAUE:

1. AALENART—KRETRIZRR(@TERR)TS
2. NRAT—FEEXRRTDHFTLav#AEBTH

3. NRAT—FEXRTHOEREZIEGIET S

RAVL: BIBIAALISRT—RFERSBEIZIT LRRAUMIMZ, FTRARIUMILEEMTHIE

4. Activity #IEIRREFICAIEAALIZ/ART—RFAHHIHE . BIEA DR T—FOHEEHERSNGENKLSE
EMBODOXFTHAI—KRTTD

5. BIEIAANRT—REFTI—RRLTNEEE [NNRT—FERRILIZGE. BIBIAADNNRT—RE91)F7LT,
FHRU/IKRT—REANTELRELT S

6. BIBIAANRDT—REFI—RRLTNDLEE, A—HF—HNRT—FEAALLSELIZEE . BIEIASI/8RD
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—FEIVTL. A—HF—DANEFHI=1G/RRT—RELTHRS

password_activity.xml
<{?xml version="1.0" encoding="utf-8"7>
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”

android: layout_width="fi||_parent”
android: layout_height="fill_parent”
android:orientation="vertical”
android:padding="10dp” >

A= NRRAT—FEEOIRNIL —>
<{TextView
android: layout_width="fi||_parent”
android: layout_height="wrap_content”
android:text="@string/password” />

A—= NRRJ)—FKFAHEE —
Ad— H*RA2 b1k AALFNRRT—FIETRAIRT (@OTERTR) 5 —
<EditText
android: id="@+id/password_edit”
android: layout_width="fi|l|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android: inputType="textPassword” />

A= Kk RA 2 b 2% IRRT—FEEXRTT DA T3V ERET D —
<CheckBox
android: id="@+id/password_display_check”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/display_password” />

Ad— *RA 2 b3k NRAT— FEXRTHORKREEFIERET D —>
<{TextView
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android:text="@string/alert_password” />

Ad—Frvot)L, KKa2r —>
<{LinearLayout
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android: layout_marginTop="50dp”
android:gravity="center”
android:orientation="horizontal” >

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onGlick="onCl ickGCance|Button”
android:text="@android:string/cancel” />

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickOkButton”
android:text="@android:string/ok” />

298
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<{/LinearLayout>
</LinearLayout>

XD PasswordActivity.java DREIZEEL= 3 DOAVYRITARICEHOE TERENBTEARTSHIL,

® private String getPreviousPassword()
® private void onClickCancelButton(View view)

® private void onClickOkButton(View view)

PasswordActivity.java
package org. jssec. android. password. passwordinputui;

import android. app. Activity;

import android. os.Bundle;

import android. text. Editable;

import android. text. InputType;

import android. text. TextWatcher;
import android.view. View;

import android. view. WindowManager ;
import android. widget. CheckBox;
import android. widget. CompoundButton;
import android. widget. CompoundButton. OnCheckedChangeListener;
import android.widget. EditText;
import android.widget. Toast;

public class PasswordActivity extends Activity {

/] REREFROX—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD";

// Activity HD View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/] IRRTD— ERE S —RRrhERT IS5
private boolean mlsDummyPassword;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. password_activity) ;

/] RO U—=oF v TF v E2ENLT S
getWindow (). addF lags (WindowManager. LayoutParams. FLAG_SECURE) ;

// View QEE
mPasswordEdit = (EditText) findViewByld(R. id. password_edit);
mPasswordDisplayCheck = (CheckBox) findViewByld (R. id. password_display_check) ;

// BIAARIRRT—EDH DM
if (getPreviousPassword() != null) {
/] *RA b bk Activity FIEARTREFICAIRIA A LIz/ART— A HDIHE.
// BIEAANRRD— FOMBEHA SN BEVLSBEEHTHODOXFTHI—KRTT S

/] RERIEAI—/RAT—RIZT 3

All rights reserved © Japan Smartphone Security Association. NAT—FADEEEES 299



SECURITY

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2016 £ 2 A 1 AR

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

mPasswordEdit. setText (“skkkkkknnx”) ;

/] INAD—FARBEICHZT—/SRT—FRZEVUTT 5. TXRANEEYRFT—%HKE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRIT—RISTEZRET S

mIsDummyPassword = true;

}

/] MAID—RERFTTBA T avDFIvIERIRT—%KE
mPasswordDisplayCheck
. setOnCheckedChangeL i stener (new OnPasswordDisplayCheckedChangelistener () ;

}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDOMEEETActivity ABAER SN BVNESEBELESEIZETE
// Activity DIREEIRTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// ETEDOMEEETActivity ABAER SN BEVNESEBELESEIZETE

// Activity MIREEDE T

mlsDummyPassword = savedInstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/**
* NAD—RFZEANLIGEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count,
int after) {
// RERA
}

public void onTextChanged (CharSequence s, int start, int before,

int count) {
/] kIRA 2k bk BIBIAN/NSRT—REFI—RRLTWBHEE, A—HF—HIXT—FZAHNLLS &
// Lzi5&. BIEARNRRTD—RZEZ5 )7L, A—F—ODAAEFHHENRT—FELTHES
it (mlsDummyPassword) {

/] BE—IRT—FIS5%8RETS

mIsDummyPassword = false;

[/ INRD—FZEANLIEXFETFIZTS

CharSequence work = s. subSequence (start, start + count);

mPasswordEdit. setText (work) ;

/] A=V IWELIRNIZESIDTREIZT S

mPasswordEdit. setSelection (work. length()) ;

}

public void afterTextChanged (Editable s) {
// RER
}
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/%%

* NAT—FRORTA T avFz v 2EELGADNE

*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL i stener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) |{
/] kRA D 5k BIEAANRT—FEFI—RRLTWAHEE, IRRT—FEXRTFR] LIZEA.
// BIBAFNRRT—FE9 )T LT, HRICNNRAT—FEANTELHREET S
it (mlsDummyPassword && isChecked) {
/] BE—IRIT—RISTEZRET S
mIsDummyPassword = false;
/] INRAD)— RFEZERRIZT S
mPasswordEdit. setText (null) ;
}

/] A=V IWEMENRWICREDIDTSDH—YILNEFCET S
int pos = mPasswordEdit. getSelectionStart() ;

/] kRA2 k2% INAT—FEEXRRT 2L T avERETS
// InputType DERX
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
// Frvy ONBIEIEXRT
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {
// Fxvy OFF BT R KRR
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// INAT— K EditText (< InputType Z5%E
mPasswordEdit. setInputType (type) ;

/] =V NV BEERET D
mPasswordEdit. setSelection (pos) ;
}

[/ UWTFDAYy FR7 TVICEOETEET S &

/*k

* BIEAN/RRT—KERBIT S
*

* @return BIEIAA/NRT—FK
*/

private String getPreviousPassword() {
/] BRENRADT— RFEERSIEBLWNGEIC/IART— FXFI#RY
/] NRT—FEREFELHBEVARTE ul | 2iRY
return “hirakebma”;

}

/*k

* Xy ot)LRE DO TE
*

* @param view
*/

public void onClickCancelButton(View view) {
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// Activity 2B L %
finish();
}

/¥k
* 0K 7/RE VDIRTNE
*
* @param view
*/
public void onClickOkButton(View view) {
// password ZREFT B EMREEICHE S ENDELLEEITS

String password = null;

it (mlsDummyPassword) {
/] BEBEETHEI—NRT—FRRE2ESEEFIRAANNRT—RE#EE/IRRAT—FET S
password = getPreviousPassword () ;

} else {
/] BE—IRAT—FRRLPHEWNMEEEI—Y—ANNRT—FEHEE/NNRT—FKET S
password = mPasswordEdit. getText (). toString();

}

// INAT— K% Toast RixT %
Toast. makeText (this, “password is ¥”” + password + “¥"”,
Toast. LENGTH_SHORT) . show () ;

// Activity ZELC %
finish();
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5.1.2. L—ILTvY

INNRAT—FANEEZEDRIZIELUTOIL—ILEFEIE,

1. INRT—FZANTEBEZIZIFITRIRT(@OTERTIT B)MEEERET S (WH7E)
2. INRAT—FREEXRTIIATLIVE=HETS (WH7E)
3. Activity EEIFFIZ/ARAT—REIRIRTRIZTS (78)
4. BIBEIAALENRD—FERTTDHHEE. FI—/N\RADV—FEKRTTDH (WH78)
5.1.2.1. IRRT—RZADNTREZCIETRIERT(@TRTT B e AET S (WH7E)

AR—bIAVIFBEPNRFDNEATHRASNSGCEN S E=BIT/RT—FEBEHROND)RINKEL,
TT)DERREL T NRT—FETRIKRTRT DHEEEDN D ETHD,

INRT—FZEANT S EditText EXRIRRT DHEICIE, BMICLAT7I XML TRET A& E. BIMIZ7O
GSLETYYEZDHED 2 BELNH S, BiE(. android:inputType EH(Z"textPassword"#18E 35 &
TERITES, ik, android:password B THEIRTES M. APl Level 3 LIETIL, %&EF(E. EditText 25
20 setinputType() AV vKET EditText ® A 5144 F1Z InputType. TYPE_TEXT_VARIATION_PASSWORD % &
MYeBHIETEETED,

LT, ENEADOY T ILa—FERT,

LA7 b XML THEEY 54 %

password_activity.xml
A— NRRJT—FKFARHEE —>
<{1—- android:password % true IZSRET D —>
<EditText

android: id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android: inputType="textPassword” />

Activity NTHEET A%

PasswordActivity.java

/] INRAT—FRREA TEHRTE
// TnputType [ TYPE_TEXT_VARIATION_PASSWORD %% 9 %
EditText passwordEdit = (EditText) findViewByld(R. id. password_edit);
int type = InputType. TYPE_CLASS_TEXT
| InputType. TYPE_TEXT_VARIATION_PASSWORD;
passwordEdit. setInputType (type) ;
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5.1.2.2. NRT—FEEXERRTDHFTav#AET S (h7E)

RT—hTAUIZEFBISRT—RAAIZEYF AP THANEL BT, PC THE—R—FANTHBE BT
BEBANDELLT LN, ZOAHOEHOLED DL —F— (T B/ SRT—FERALTLES TR HY . A
ZOTRBTH D, E-EHED/ SRT—FANEKRIZEYTHIUREOVITIHEDRYL—AHHBE . BA
NETEDEFEFDESZT 2LEEHD, THEDRRELLT, SRT—FEFEXRRTEELTLavERE
FBIET, R ART—RERALTEDZ B E5(2H 5.,

=12 NRAT—FEEXRRLIBICREREINSARERLH D=0, TDATLav & FESMIC, a—H—I2E#&
MoDRERADIRERTVENH D, T EXRTT DT T avEDH-158. EXRTOKHERET S
RBREFXRTDEBRERETOILEMAILRATITIDLENH D NRAT—FDEXRRDFIRICOVTIESERDIR
[CTRIBREEEHTHIFETHD. TD1=H. CORD Y TILA—FIZF/NRRT—ROEXRRTOHIRIEEDHT
LV,

@ ml B 951
Password Input Example

=l @ 9:52
Passwor Xxample

d Input E

KRD =K
abcdefghijk

NAT - RFERRT S

v AT —-RERFY D

¥ N2 — FERTT BIHE, BE3NERER
TNRNESFEBLTILESL

#NATD— FERTT BIHE, BE3NEHRER
TNRNESFEBLTIESL

RNFTVIFY
B 5.1-2

EditText @ InputType }EE T, TRIKRTEEXRREVVEZDZENTED

PasswordActivity.java
/**
* IRAD— KORFA TV avFzv I ZEELIEEONE
*/
private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
/] diRA b bk FI—RREFIEERTRIZT D
it (mlsDummyPassword && isChecked) {
/] BE—NRRT—FISTEHRET S
mIsDummyPassword = false;
/] INRT— FEZERKRIZT S
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mPasswordEdit. setText (null) ;
}

/] A=V IWEENRVICREDIDTSDH—YILNEFIEET S
int pos = mPasswordEdit. getSelectionStart() ;

/] *XRA2 k2% FxyIIZIELTRRT—FEEXRTT S
// InputType DERX
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {

// Frvy ONBIEIEXRT

type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {

// Fxvy OFF BlET R KRR

type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// INAT— K EditText (Z InputType Z5%E
mPasswordEdit. setInputType (type) ;

/] A=V IEEEHRET S
mPasswordEdit. setSelection (pos) ;

5.1.2.3. Activity &2EIFIZ/\RAT—KETRHIRFRIZTS

(Wh78)

EREIT/NRAT—FRRLTLEWN, FEZFBICRONBZEEHT=0. Activity BEIBFZ/ SR —KRERTT D47

AV DT IAIWMERIA DT oRETH D, T IANMERFZEBIZEDEIDHAERTH D,

5.1.2.4. BIEAALI=/SRT—FEZRTITBIHEE. FI—/I\RT—FZRTTH

(WH28)

AIEIAALIZNNRD—REIEET SI5E. E=FIT/INRT—FOEUNEEZBVLSIZ. BEXFHDOIRIXF
(@E) THI—RTTDIRETHD, Fl=. FI—RTRBIZ[/SRT—RERTT B 1ELEBERIE, /IRT—KEHY
TLUTHBEXRTE—FRIZT S, CNITKY  AX— b I+ DB INDZICE S TE=ZFDOFITESELTHHE]
EAALTz/SRAT—FAEAH RN BBIREEFRNZZIENTES BB FI—RRBITI—HF—H/RT—F

EAALKSIELISBICE. FI—RTERBRLTEEDANKEICRTDENHD.

BIEIAALIZNNRT—RERTTHIGE . FZ—/I\RT—FERTTS

PasswordActivity.java
@0verride
public void onCreate (Bundle savedInstanceState) {

~ HEE ~
// BIRANIRRAT— KHHHH
if (getPreviousPassword() != null) {

/] diRA 2k bk FIRAANRRT—RERHIEEEFI—1RRAT—FERFETD

/] RERIEFAI—IRT—FKIZT 3

mPasswordEdit. setText (“swtitiotiotr”) |
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/] INAD—FARBEICHE—ISRT—FEVUTT 5. TXRANEEYRFT—%HKE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRIT—RISTEZRET S

mIsDummyPassword = true;

}

~ HEE ~
}
/%%
* FIBAANRRT—RFEWMBET S
:/@return BIRAAD/IRRT—F
*

private String getPreviousPassword() {
/] RENRD— FZEBRIELWNESIS/IIRT— FXFHIERT
/] NRT—RERELGEVAERTE null 2RT
return “hirakebma”;

IR, ART—RERTTHFTLavEF VT HERTHBEIIT TS

PasswordActivity.java
/%%
* NAD—RKORFA TV avFzv I ZZEELI-HEEONE
*/
private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

// *kRA 2 5k FT—RREBEEIERTRIZTS

it (mlsDummyPassword && isChecked) {
/] BE—RARID—RISHTEHRETS
mIsDummyPassword = false;
/] INARD— REERTRIZT S
mPasswordEdit. setText (null) ;

~ HEE ~

FI—REBFICA—HF—DNNRT—FEA NS BT F3—RTEHERT D

PasswordActivity.java
// REREFERADF—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD";

/] IRRT—ENEE—REHERTISH
private boolean mlsDummyPassword;

@0verride
public void onCreate (Bundle savedlnstanceState) {
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~ B ~

// BIBIARIRRT—ERHEH
if (getPreviousPassword() != null) {
/] *RA D ak FEAASRT— KB BHBAES S —/SRT— FERTT B

/] REEFI—1RRT—FKIZT B

mPasswordEdit. setText (“kkktkktkitrs”) ;

/] MRAD—RANBFITFET—NRNRID—FREVYTTHH. TEFRAMERY XA F—%HE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRIT—RISTEZRET S

mIsDummyPassword = true;

}
~ EEE ~
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDOHMEEETActivity ABAER SN BEVNESEBELLESEIZETE
// Activity MIREEIRTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// EITEDOHMEEETActivity ABAER SN BEVNESEBELESEIZETE

// Activity MIREEDE T

mlsDummyPassword = savedlnstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/**
* NAD—RFZEANLIGEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count
int after) {
// KER
}

public void onTextChanged (CharSequence s, int start, int before
int count) {
/] kRAU b bk FE—RREBICIKRIT—FEBANLEBEEAARBICE LEZRRIZTS
it (mlsDummyPassword) {
/] BE—IRT—FIST%8RETS
mIsDummyPassword = false;
[/ INRD—FZEANLIEXFETIZTS
CharSequence work = s.subSequence (start, start + count);
mPasswordEdit. setText (work) ;
/] A=V IWELIRNIZESIDTREIZT S
mPasswordEdit. setSelection (work. length()) ;
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public void afterTextChanged (Editable s) {
// RER
}
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5.1.3. 7E/\V Rk

5.1.3.1. A5 A4 02D T

IRRAT—FAADROONDZEDRRHZOT AV NETHS, O A MBTREMFTEIRAUMEN DN
9%

AT AV RBBOIS—AvtE—D

ATAVRBETEID(THIVN) ENRT—RD 2 DDEBEANT H. OT AV KBEICIK ID AFELGWMGE L,
ID (FHFFET BHNNRT—FAEES>TVDIEED 2 DWH D, AT AV KBDAyE—CTID 2 DDIHEERFIL
TRTRYDEHBELHEELZ ID BNEFAT IAENEHRTETLES COIILHERZFSLRLV=HICH. A
TAVKBED Ay —DTIE, LR 2 DDGEZERAEFTICTREDLITKRTI RETHS.

Ayt—Tf1: AT A0 ID £zl RRT—F A EE-STVET,

BE0J 1 ke

—E. QA RENEIIT HEREILREEAT A1 ID ENXRT—FDADZEARLT, BEIMNIZOT 42521751
BN HD, BEOT A UEEEFEDLOANDNEBTELDTHEUNSELIN., EOREAT— I+ NEHS
NEHRICEZBISERASND) RN,

FEZFITBEAINBEOHEENZTANONLAEL . +REEF 1) TR ATEEGEIHEE DA, BEAY
AUBBEIXFIRTBIENTES FIZIE. oAV NVF T T7T)DGE . E=BITIHERERESNSEEHEMN
BHEENELIOTEHAT A UBEEICEDLE TEFX ) TR BALLS, ARELTIE. TREVELRE DS
BT ENARET DERICIE/SART—FOBANEZRDZ]. BT A UREHICI—Y—IIHLTHAITE
BErMEL BEGRROAVIFRTIGEKIONEZLND, BT AV DOFAIZH->TIE. ChoD xR
ERHRICREMEL) RVEMEL T, BELRHAEITIRNETH D,

5.1.3.2. /NRATJ—KZEHE[ZDIL\T
—ERELENRT—REHNDNRIT—RIZEETHHE. UTOAAEBZE@LICAEITRETHD,
e IREDNART—FK
® HLLWVIRT—FK
® HLLWIRT—K(AHHEZRA)
BEIOJT A UBENDNTWSIGE . FZBNTIVEFHATESARESELH L. TDHE . BFIC/IART—FEE

BEINBWES BEDNNRT—FDANERODIBENSH D Tz HLLVIRT - BN AHNIATHEATEEICHHE
BfERZERDT =6 HLLVIRT—RE 2 Bl ANZERDIVENHD,
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ASSOCIATION

5.1.3.3. YRATLDIIRRAT—FERRIFREA=21—IZDLT

Android QB EA=2—DHIZ[/INAT—FERRIEVDSEENH S,

BE >EFXaUT 4 > NRAT—FERT

Android 5.0 KYFTID/N—Pa FE T, COFIETHRETES, 1=72L Android 5.0 LI TIL, [/1SRT—FERTR]
(EF VIRV I AMBIT VKRBV IZEBRBINTINVS,

sIMA— KOy 4
SIMA—FOYYRE

INZID)= [

KR - RERT v

NKRD = BANBSICXFERRT B
FIN1 AER

TINA ZAEEBEERR

TINA AEREEEBME I I3HIRY B
RAMB|R FL—

SDA—EHSAV R =)

BSHUSNICIREESDN - A1V A
Loz

B 5.1-3

IR —RERTIBEEFVICTDERRICADLIXFAEXRREG D, —ERRE (2 I2E) BB, £

FRODXFNANESNEGEEXRREIN TV XFEIRIRREIND ATICTDE ANERNOTRIERTE
5%, CNIESRTLERICEETHHETHY. EditText D/NRT—RRREREEZFEALTLDTRTOTTIC

BRSNS,

RAT—FANEEZES
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& ml @ 953 % wl B 954

NIRD—-RERRTS

NIRD—-RERRTS

¥INATD — FERRT 256, B30 BRER
ENANEIFEBLTLREL

¥INATD — FERRT 256, B30 BRER
ENANEIFEBLTLREL

—E R i@

i
RDXF#AN
5.1-4

5.1.3.4. RY)—2F v TFrDEIE

NRRAT—RANEETE/NART—REEDQBENERIVEELICRRENLAEEENH L. TOFILEETIIE=
BIZFOTRY) =X TF B ARBRIRELTLEIBALH D, Ko T/ART—RFAHEALZE DEAE
BOARTRINTLEIBNDSHLEE TIERI) =2 F X TFrZ2BENLTEDELH D RV —2F v TFrD
#E31bIE WindowManager IZ addFlag T FLAG_SECURE X E 9 5L TRIRTE S,
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I 5.2. Permission & Protection Level

Permission @ Protection Level IZ[& normal, dangerous, signature, signatureOrSystem M 4 i&EHH 5,
ZDfthi=ldevelopmentil'system il appop L FEET HH . —fRIABT T TIXFERALAEVD TARETODRAK
EW#T B, Permission [XE D Protection Level THAMIZE>TENE N, Normal Permission, Dangerous
Permission, Signature Permission, SignatureOrSystem Permission EFE[EN S, LT, 2O KL L MHEE
Do

5.2.1. 27 )La—kK

5.2.1.1. Android OS BEZE® Permission ##IFAT 5%

Android OS [XEBEEIRW® GPS HEDA—HF —EEEZTIL I T HoRET 58D Permission ELNS5EF T«
DA D EH D, Android OS NMREXTREL TS, THLIEROCHEEICT IR T ET7TUIL BRMIZENRD
[ZT7 1R T B1=DIER (Permission) ZFAEE LEITNIXGESHEN , A —F —FEE L WEL: Permission TIE.
Z® Permission ZRATEELI-7 TV A VA= ILENZLECRD LS 1—F —HEBERHI RTINS,

5 ¢
R Y

& 1.

COPTVr—23 A VA=

LEIMN?

COFPTVIr—2 3 VICHT BIER:
o Xy RND—JiBfE

RELBAVI—XY NPOER

F+ IV A=)V

A (] =

K 5.2-1

COWEREEIZLY ., I—F—RFEZDTTINEDLILGHEECIFRICT IV EALLIELTVSDMEM S EAT
Z5. L. 7TV OBEICBHAL DR R ELGHEECERICT IV EALLIEL TV RIEE(E, TOTTIIFEELH
57T)VDAEEAT V. RRICERDTITINIILIITTHEIERLNLEVEHIZHL FIAEETS

17 Android 6.0(API Level 23)LARE Tld, A—H —HEREER D EIIA VA —ILEEIZITh T, 7TUDETH
[CHERR DRI AZERT HUEHICEEREINT-, 5EM1L05.2.1.4 Android 6.0 LI T Dangerous Permission ZF| Y
BAHEIBELUI5.2.3.6 Android 6.0 LIFED Permission EFTIILOEHRETEIZDWNTIZS BT AL,
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Permission [E&/MRICLAFIZESALY,

RAUb
1. FMA9 % Permission % AndroidManifest.xml [Z uses—permission THAES Y5
2. ATWEL Permission [ZFIAEELAGL

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. usespermission”>

Ad— kRS2 b1k F7TYTHETSPermission #FIREST 5 —
N— A3 =2y MIZ79 AT B Permission —>
<uses-permission android:name="android. permission. INTERNET"/>

— *RA 2V k2% FTLEZ Permission IEFEEE LAEL —
A— 7T OBEIZFLEL Permission ZFAES LTS E, I—H—ITFERESEATLES

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=".MainActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>
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5.2.1.2. HMBETZH®D Signature Permission TEH#7 ) E#ET 55%

Android OS AAE & T HBEEE D Permission D=, 7T UA B Permission ZE&ET D ENTES, BT
# D Permission (EEFEIZIZIE B EZE®D Signature Permission) 2% (X, B 7V TN EE TS A%
EBTENTED . BROBHETTVEAVRM—)LLIZBEIC. TNENOTT) O BEBEEEICMZ . 7T UREE
[CRDEERBELTIRBTHILT. EHOBHETT)E ) —XRFELTREEZ LTS, ELV-T-FA&LH 5.

HUTNTOISLIHEEZ Signature Permission (UserApp) II&H >IN T0S S LTEBEZ Signature
Permission (ProtectedApp) JIZ startActivity()3 %, 7 7)IXRILEARER TELINTVWAIRELH D, HL
ZLZL-RARERNELDIEEIL. UserApp (& Intent Z1X{EE T, ProtectedApp [EZIELT= Intent ZNIE L1
W FTRNURMYL 30 THEAL TSIV AM—)LIERFIZ&S Signature Permission [E:8 0 FEIREIZH x40
LTLS,

(I | 19:00 3 ( | 19:00

ProtectedApp(Cintent®= 2 ELF T,

Intent®=3E(ET %

ComponentZ#| T 277) ComponentZigit95771)

5.2-2

KLk :Component Zig{t 35771

1. B Permission % protectionlLevel="signature"CE &3 %

2. Component [Z[X permission BT B Permission £%18E T 5

3. Component A Activity DIHEIZIE intent-filter ZE & L%

4. Y—RO—F LT, MBES Signature Permission NE#HT7ITVIZKYERIN TSI EEMERT S
5. Component #FH327T)EEILHREERTAPKEELT S

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. protectedapp”>

{I— R4 > k 1% ¥ E Permission # protectionLevel="signature”" TEEHT % —>

<{permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
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{I— R4 > k 2% Component [ZI% permission B TIE Permission B EEET S ——>
activity
android:name=". ProtectedActivity”
android:exported="true”
android: labe|="@str ing/app_name”
android:permission="org. jssec. android. permission. protectedapp. MY_PERMISSION” >

{I-— % 7RA > k 3% Component A% Activity DIEEIZ(Z intent-Tilter ZEZF LALY —>
{Jactivity>
<{/application>
{/manifest>

ProtectedActivity.java
package org. jssec. android. permission. protectedapp;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. TextView;

public class ProtectedActivity extends Activity {

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) |{
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny > 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M“my company key”MiEBAE/\vY L a1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
}
return sMyCertHash;
]

private TextView mMessageView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mMessageView = (TextView) findViewByld(R. id. messageView) ;

/] )k RA U 4%k Y—RO— KLET, #EFE Signature Permission AELT7 TYIZCEYERIN TSI L
BTD
if (1SigPerm. test(this, MY_PERMISSION, myCertHash(this))) {
mMessageView. setText ("JhE EZ Signature Permission AE# 7 FTUIZKYEEZINTULAL, 7);
return;

}
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/] KkRA b 4k SIAEN—HT EEEICDH. NEBEHTT S
mMessageView. setText ("I B EZ Signature Permission ME#HT7 TVIZEYEHZINTWE I EEZHEATEL, )

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; // EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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*7RAk 5% Android Studio AAH*=a1—:Build -> Generated Sighed APK &3%4RL. Component Z12ft
9577 ERILHKERTELT S,

% Generate Signed APK Wizard Iﬁ

Key store path: | |

| Create new... | | Choose existing... |

Key store password: | ------- |

Key alias: my company key |\|

Key password: | ....... |

[ ] Remember password

| | m | Cancel | | Help

5.2-3

KLk :Component ZF I 3771

6. JREEZ Signature Permission [XEZ LA

7. uses-permission IZ&YI B Permission Z¥HAEE I %

8. Y—ARO—KF_LET. BT Signature Permission ABE#HT7TVICEYEZSIN TSI EEHEET S
9. MAXTIINBHTIITHEIILERERT D

10. FIFA% Component A% Activity DI5& . BARH Intent Z{FE>

11. Component #8957 LRILHKER TAPKEZEL TS

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. userapp”>

d— %A > b 6% BT Signature Permission [EEZ L ALY —>

{I— R4 > bk T uses—permission [Z& Y E Permission #FIAAEET 5 —>
<uses—permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". UserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
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<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />

</intent-filter>
{Jactivity>

<{/application>
</manifest>

import
import
import
import
import
import
import
import
import
public

//

//

//

}

}

BRI D

UserActivity.java
package org. jssec. android. permission. userapp;

org. jssec. android. shared. PkgCert;
org. jssec. android. shared. SigPerm;
org. jssec. android. shared. Utils;

android. app. Activity;
android. content. Context;
android. content. Intent;
android. os. Bundle;
android. view. View;
android. widget. Toast;

class UserActivity extends Activity {

FIAsD Activity 53R

private static final String TARGET_PACKAGE
private static final String TARGET_ACTIVITY

B£t® Signature Permission

B OIBAEED/ NNy 1 E

private static String sMyCertHash = null;
private static String myCertHash (Context context) |{

if (sMyCertHash == null) {

if (Utils. isDebuggable (context)) |{

“org. jssec. android. permission. protectedapp”;
“org. jssec. android. permission. protectedapp. ProtectedActivity”;

private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// debug. keystore M “androiddebugkey” MEEBAE /Ny > 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C82557;

} else {

// keystore M “my company key”MiEBAE/\vY I a1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7C2 42E142CA™;

]
}
return sMyCertHash;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

public void onSendButtonClicked (View view)

// kRA Uk 8k Y—RO— KFLET, MBEFESE Signature Permission AEHT7 TVIZEKYEEIN TSI L

if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “¥MEBFEZ Signature Permission MEHT FTVIZLKYEZ I TULVELY, “, Toast. LENGT

H_LONG) . show () ;
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return;

}

/] kIRA Ok FIRAETTUABHRT T THD I LE2HETS

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRET7 FUIEB#T7 7Y TlEALY, “, Toast. LENGTH_LONG) . show () ;
return;

}

// dicA >+ 10% F|F%k Component A Activity DIBE. BARAY Intent Z{FE S
try |
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;
} catch(Exception e) {
Toast. makeText (this
String. format ("It F & %s”, e. getMessage())
Toast. LENGTH_LONG) . show () ;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]+", “”). length() != 0) return false; // 0-9A-F LISNDXFEHLH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname IZx ST AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L a{BELEERDNY L 1{EFZLEKT S
return PkgCert. test (ctx, pkgname, correctHash) ;

320 All rights reserved © Japan Smartphone Security Association. Permission & Protection Level



m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 2016 £ 2 A 1 AR
resommmon  http://www jssec.org/dl/android_securecoding.pdf

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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* R4k 11% Android Studio A5 *=21—:Build -> Generated Signed APK &3%4R L. Component #igft
9577 ERILHKERTELT S,

# Generate Signed APK Wizard ﬁ

Key store path: | ]

| Create new... | | Choose existing... |
Key store password: | ....... |
Key alias: my company key L|
Czererronl [ |

5.2-4
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5.2.1.3. 7FVDMBRED/\vELZHERTEHE

CDHARXEDTHTHTASTTDRAZD/ N\ BEEHER T DA EERNT 5. BEIZZTAPK £2ERT
BHESIEO-FRARBRDARBIIAED SHA256 /v 1B 2B T HHETH D,

Keytool [Z&YRERT BHE

IDK IZfHB T % keytool &EWVSTOTSLEFIATHLRARERDO ARBIIAED/ v 1B GIAED T4 H—
TIURELEINERDBIENTED, 7\ EIZIE/ Y2 TIILTIXLDEWNZEY MD5 4 SHAT, SHA256
BERRBLDNHEIN. COAMRXETEBEEVFROZTEMEEELT SHA256 OFAEHEL TS, &
272 2&I2 Android SDK THIAEN TLYS JDK6 IZfFE T % keytool (& SHA256 TD/\wiafBH AITRELT
H59 . JDK7 IZFHET 5 keytool ZESHENH S,

Android @7/ \wWJsEBAEZEDAE % keytool TH 19 B4l
> keytool -list -v -keystore <F—R k7 77 A JL> -storepass </NRXT— K>

F—RLTDEA4T: KS
F—R b7 - FONALH SN

F—RXFTIZFT IV YR EENET

F4 : androiddebugkey
YERLB : 2012/01/11
IV kY - B4 F: PrivateKeyEntry
SREFI—DRE: 1
FEBAE[1]:
FrE®& CN=Android Debug, 0=Android, C=US
F47%# . CN=Android Debug, 0=Android, C=US
D) FILES . 4f0cef98
ESHAEOBER : Wed Jan 11 11:10:32 JST 2012 4T H: Fri Jan 03 11:10:32 JST 2042
SIBRED T4 VATV b
MD5: 9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:A1
SHA1: A8:1E:5D:E5:68:24:FD:F6:F1:ED:2F:C3:6E:0F:09:A3:07:F8:5C:0C
SHA256: FB:75:E9:B9:2E:9E:6B:4D:AB:3F:94:B2:EC:A1:F0:33:09:74:D8:7A:CF:42:58:22:A2:56:85:1B:0F:85:C6:35
ZL7I)LTY) XL4%: SHATwithRSA
N—32: 3
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JSSEC BEEAE/ \Y A EF Ty h—IZ L YRR T HH %

JDK7 AV Ab—)LL7%{TH, JSSEC FSEAE /YL 1 EF Ty h—EFE A LB EICFERAE/\w 1 EZHETES,

JSSEC FFEAE/\ Y S 2 f8F T v H—
photo editor

package: com.sonydna.photoeditor
sha-256: FATID1EE 72E69411 47278260 16200360 A98D3FEF 52863932 E12872AB
76634164

photo movie creator

e: Com.so nydna ph :lnmmlprl?at or

pick pic camera

Ddl kaqe com son,dnd plLkplermerd

picture manager

5.2-5

NIFIHEKRICAVAP—ILENTWS 7T DEEBAZE/ Y aEx—ERRT S Android 77U Thb, LEH.,
[sha-256 IDHEIZKRSNTLNS 16 EFHXFF 64 XFMNFAE/NYLLETHD, COHARXEE—HEIZEM
LTWWBH5 2T ILa—K®DIJSSEC CertHash CheckerlZ4ILENFDY—Ra—K—KXThH5b. EILFLTERALT
RV b fat=— il A

5.2.1.4. Android 6.0 LA[&T Dangerous Permission ZFIH3 % 4%

7 F)IZxtF B Permission F5DAA434 (2D T, Android 6.0(API Level 23)T7UDEZ(CHAMDH BT
BREEMNTONI,

Android 5.1(API Level 22)LLET®D Permission €7 JL([5.2.3.6 Android 6.0 LAfE® Permission ETI/LMD4E
BRZEBRIZTOVWTIZHR) TE. 7TUMNFMAEE LTS Permission (E2T7 DAV A= LBt 5&N 5, L
ML. Android 6.0 LAF#Tl&. Dangerous Permission [ZDWTIZ7 T A& Z (224 T Permission &R
T5&5. TTURRENATMIZRELLZ TN IELRSREL, 7TUA Permission #E3RF S&. Android OS [
—HF— I L TTFROLILHEREEmERTL. TN Permission DFIBAZHRTEINEINIDHEERD B &I
755, A—H—h Permission OFIRZEHAATNIE. 7T IEZD Permission EHE LT HMIBEERTTEHIEMN
TE%,
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E Permission RequestingP...| 348 e
DFIEREFALETH?

O SR

FFRILBL Al

5.2-6

Permission {59 5BEMICEEEAMALN TS, HEEIFTTRTD Permission BN—FEL TR SFINTLM=
M. Android 6.0 (API Level 23) LLB%. Permission (Permission Group) &IZERIIZt5&h 5, ChlffEira—
H—HEREELENCRRTIN ., 22— —(F Permission FIAD A - FENZDWTHEIYLRERIZHITES LS
[Z#5>t=, 7TVBREIL. Permission D EAERINIGEELEELT. 7T DR PLHRAZRETRLEN
Hb

Android 6.0 LL[E®D Permission ETJLIZDWLNTOE#IEI5.2.3.6 Android 6.0 L& Permission ET /LM
ERERICOVWTIZSEBT LI,

RAUE

7)) THIAY S Permission #F|AEE TS

TWHEZE Permission [EFIAEE LAY

Permission D7 FYIZfH 5N TS NHERT S

Permission Z&K 9 5 (A—H—IZHAIERDIFATRITERRT D)
Permission OFAMNHFRISN TLVELMEEDNEEZEET S

vi A W N =

AndroidManifest.xml
<?xml| version="1.0" encoding="utf-8"?>
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. permissionrequestingpermissionatruntime” >

Ad— *RA 2 b1k 7T THET S Permission #FHAEET 5 —
A— BHRGIERFEAHELS Permission (Protection Level: dangerous) ——>
<{uses-permission android:name="android. permission. READ_CONTACTS” />
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— *RA 2V k2% FTLET Permission [TFIBEEE LAEL —

<application
android:al lowBackup="true”
android: icon="@mipmap/ic_launcher”
android: labe|="@string/app_name”
android:supportsRtI="true”
android:theme="@style/AppTheme” >
activity
android:name=".MainActivity”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />

</intent-filter>

{Jactivity>

Cactivity
android:name=". ContactListActivity”
android:exported="false”>

{Jactivity>

<{/application>

</manifest>

MainActivity.java
package org. jssec. android. permission. permissionrequestingpermissionatruntime;

import android. Manifest;

import android. content. Intent;

import android. content. pm. PackageManager ;

import android. os. Bundle;

import android. support. v4. app. ActivityCompat;
import android. support. v4. content. ContextCompat;
import android. support. v7. app. AppCompatActivity;
import android.view. View;

import android.widget. Button;

import android.widget. Toast;

public class MainActivity extends AppCompatActivity implements View.OnClickListener {
private static final int REQUEST_CODE_READ_CONTACTS = 0;

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

Button button = (Button)findViewBylId(R. id. button);
button. setOnCl ickListener (this) ;
}

@0verride
public void onClick (View v) {
readContacts () ;

}

private void readContacts () |{
// kR4 b 3k Permission BB7 TYIZFEShTLEHEERT S
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if (ContextCompat. checkSelfPermission (getApplicationContext (), Manifest. permission. READ_CONTACTS) != Pack

ageManager. PERMISSION_GRANTED) {

// Permission AMFE SN TULVALY
// kR4 2k 4k Permission BRI B (A—H—IZHAERHEZ LA TRITERTT 5)
ActivityCompat. requestPermissions (this, new String[] {Manifest. permission. READ_CONTAGCTS}, REQUEST_CODE

_READ_CONTACTS) ;

} else {

// Permission MI TIZfF 5 TLS
showContactList () ;

}

[/ A—F—EROHEREZFTEHI—ILINv I Ay F
@0verride
public void onRequestPermissionsResult(int requestCode, String[] permissions, int[] grantResults) {
switch (requestCode) {
case REQUEST_CODE_READ_CONTACTS:

if (grantResults. length > 0 && grantResults[0] == PackageManager. PERMISSION_GRANTED) {
// Permission DAL SIN TSN T, EREFREFNATINEFETTES
showContactList () ;
} else {
// Permission FAMNFA SN TULVEWN O, ERABEREFAIT HLBIELETTEEL
// R4 >k 5% Permission DFAMNHFATSNATOVENGEDNEEZEET S
Toast. makeText (this, String. format (":EEEDFIAMHFRA SN TERA"), Toast. LENGTH_LONG). sh

ow(Q);

}

return;

}

/] ERRFE—EERTR

private void showContactList() {
// ContactListActivity Z#2E)
Intent intent = new Intent();

intent. setClass (getApplicationContext (), ContactListActivity.class);
startActivity (intent) ;
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5.2.2. L—ILTvY

¥ B Permission FARIZIZLLTDIL—ILEFDHIE,

1. Android OS ¥ ® Dangerous Permission [$1—HY—DEEEZRET H-HOITFZITRAT S (WHE)
2. JBTEZD Dangerous Permission [EF| AL TIXAEDALY (W7H)
3. JhE % Signature Permission [& Component QIZEEI7 T TOAEET S (W7H)
4. JBXEZ Signature Permission [FB#H 7 IVICKUERIN TSI LEHRT D (WH7R)
5. JBEFEZE®D Normal Permission [EF|FAL TIFAESHEL (#£42)
6. JMBEZED Permission ZIET7 TV D/ \wr—IBENRLIZXXFINIZT S (HE2R)

5.2.2.1. Android OS 8 ® Dangerous Permission [F1—H—NDEEZRET H-OIZEIFRBT S (WA

¥ B EZ®D Dangerous Permission O F|AILIEHELE (15.2.2.2 HBEFEE®D Dangerous Permission [£F| AL
TIZESHELY  (WZE) 1B8B) D=6, ZZTIE Android OS #E® Dangerous Permission ZHIRIZEEEZT 5,

Dangerous Permission [£fi® 3 D®M Permission EE%EY, 7TIIZZFDEREN 5T HMNESIMELI—F—IC
FIBRE RO DHEEEN 8D, Dangerous Permission #F|AEEL TS 7 TIVEIHKRIZA VR —ILT HLE D
FOBEEMA RTINS, CNIZKY . ZDTTIHE D K57 H#ER (Dangerous Permission $&U Normal
Permission) #FIAL&SELTVNDDNELI—HF—DHEIENTED, I—F =NV Rb—ILI1ERVTTEHE
T.ZO7T)FFIAEELERNM T ESIN, AV RF—ILENBLSITHESTNS,

*0Dau B 0

. PermissionNetwork

COFIVT—avEAVRA -
WUERTH?

COTFIVr—2avICHeY B
FR:

v Ry bD—-71BE

REBAVF—Ry FFIER

J A2 =) U Frotll L

B 5.2-7
FTIDHIZIE, A—F—DEEETITIRRENRELL-WEELH D, THEHDS5 ., Dangerous Permission
TRETEDIDIEFEA—HY—DEELTTHAIZLITEFENDETH D, BERL MERDFENI—HF—DHIERIC
FERONTWS=0THS, —A. TTIVRARENRELIZVEEITDOVTIE. COBETIIRETELL,

BIZIE, B T7TVEITEEET S Component (Rt 7T UMD T I EREZIELI-WMEEEEZ D, cD LK
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Component # Dangerous Permission [CkURET HLIITHELIZLT D, T TNV R —ILENDBE
FC, A —DFFICKY M T TIISH L THERO M EEHFRAILTLE L RETREBHOEEI LT
JICERAINSBRAELS . COLILEEICBEHDOEELZRETH-OICIE. . MBERD Signature
Permission ZfE>& &L,

5.2.2.2. WMBEE®D Dangerous Permission [XFIALTIEADALY (w7A)

M BEEZ®D Dangerous Permission ZEALTH, A1V A= LB A—F—([ZHEBDHRIZ RO S IBEEH R
RSNEWMGEEDLH D, DFY Dangerous Permission DYFETH D1 —H —IZHIETE RO DBEEN BN ZN &
NHEIDTE, FOTERHARTIE B EZE D Dangerous Permission #F|ALLGLNZEFIL—ILET S,

FTHRBED=DIZ2 DOTTVEBET 5, 1 DIEIHE D Dangerous Permission ZE&EL. 2D Permission [
KYIR#LT=- Component 21T 577 Thb, 2% ProtectedApp &35, 15 1 DIE ProtectedApp M
Component ZEBALKS5ETBRIDT7T) TIh%E AttackerApp &9 %, ZZT AttackerApp & ProtectedApp
MEZELTz Permission DFIAEES LEBIZEL Permission DEZELTO>TVSENDET D,

AttackerApp A1 —H—DEFR[%ALIZ ProtectedApp @ Component ZF|ATETLESI—RITUT D K5%
BEICEES,

1. 2—HY—HFTF AttackerApp /> X+—)LF 5L, Dangerous Permission O F|AEFAIZ KO HEHE (LK
RENT I, ZDFEFAVRA—ILHBTETLTLES

2. RIZ ProtectedApp ZAUAb—ILT HE. CCTHHICBHFLLHLAVRM—ILTETLED
FD%. 12— —N AttackerApp #EET S &, AttackerApp [F2—HF—DRINHS55(Z ProtectedApp
@ Component [C77EATETCLEL. ZEICFO>TEIHEIZEND

ZDT—ADRRAITRDEY THD, I AttackerApp A Ab—ILLESET BHE uses—permission [ZXKY F|
FAEE &Nt Permission [FFEZZDIHARETEERINTLVEL, 2O EE Android OS [T 5—EF 52 EH7K
AV A= ILEHTITLTLES, Dangerous Permission O1—H—HERITA VAN —ILEEITLMERSNEELV-
O, —EAVAR=IENT=TTIVIEHEREHFASN=ELDELTHRDONS, LN TENSAVRN—ILENET T
1) Component #[@E4 ® Dangerous Permission TREL TGS A —F—DFFAIGEICA VR =)L E
ntE=77)M5%FD Component NFIFETETLEIDTHS,

% #. Android OS BEE M Dangerous Permission [E7 MLV AR—ILENBEEZIEZTDFEIMRIESNT
LB DT, uses-permission LTWBT7TURA U R—ILENDEECENT A—F—EREEN RTINS
BHEZE D Dangerous Permission DIFEIZFE T DOREIEIZEL S,

BE. ZDT—XT Component ~DTF7 I REHIETEENAEIEIR DN >TLVEWL, LIzA>T MBEED
Dangerous Permission [EFI AL TIXGHALY,
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5.2.2.3. JRBEEZ Signature Permission [ Component DIREBI 7T ) TOAEET S (w78)

B# 7B TEET 154, ETHIZSignature Permission #F v 95 ETHEFX ) T+ZBRTESLEE
5.2.1.2 #MBEEED Signature Permission TE#7TV)EET 54 E I THIRLIz, COEMEAZEFIAT HEIC
(% . Protection Level A% Signature O ¥ B Permission @ E % (. Component IR#E/ 7T D
AndroidManifest.xml TO&{TLN, FIAAI7 T TIEIHE D Signature Permission ZE &L TIEASELY,
. signatureOrSystem Permission [TDWWTHBERETH D,

LUTHAZEDERELGD,

REAIT7 TV EYEICAVRb—ILEN=RBAIT7T TN ERHY . EOFBRIT7TTJLIHBEEE Permission DOF|
FAEELLELIC Permission DERLLTWSIHEEEZEZ D, COKRRTREAIZITVEAVRA—ILTEHE, TART
DOFARTITVISRERITZTIVICT I ERTHIENAREITE D RIZ. RAIAVR—ILLEFRIRBRIT7ZTVET
VAR —=ILT B L, Permission DEZRMEIFREN., Permission MREZELD, TDT=. FEo>-FIREIT7 T
DS DRBEIT T DR AN FAIRELHE>TLES,

ZD&SIZ, FABEIT7T)T Permission DEZFITIERH S Permission DREFZIRENEET SHD T,
Permission M E &IL{R#& T 5 Component DIREEI 7T D AT, FIFAEI7 )T Permission #E&ET 5D
(XRE (T NIEEDELY,

Z5FBHIET BBRAIT7TT) DA R—ILEIZHER 50N ThA . HhD. 7oAV Xb—)LBIZ Permission Ak
E&RLGY ., RIEAI7 T E Permission DEEDFEHEANLT —ETHD T, @EL Component DR ER
ENTRETH D, HH. BT SE Signature Permission [CEALTI, E#ETET7TIVDAVA—ILIEIZELST
FABIT7F)IZ Permission FIFRERM T 5N 510 . COEBM@RYILDILITERS,

5.2.2.4. ¥BEEZ Signature Permission [FB#7FVICKYERIN TSI LEZHERTS (WH78)

AnroidManifest.xml TSignature Permission #E & L. ComponentZZ® Permission T{REL =TT TIE.
E(FREN T2 TIEGEL, COFMIEITFNDRM0230MD05.2.3.1 HBES Signature Permission % [a]5#
T&% Android OS DML ZOXKIZSBTH L,

LUF ., M B E# Signature Permission Z& £IZELLESIFIETH S,

F 39", AndroidManifest.xml [CTRZE1T5,
1. {R#L7-=L) Component ®#&H 577D AndroidManifest.xml [ZT, 1 B Signature Permission #E#
% (Permission MDE)

f5l: <permission android:name="xxx" android:protectionLevel="signature” />

18 Normal/Dangerous Permission Z#| 3 5155 (Z(d. Permission NEREZDEEF AR 7T A KAV R+
—ILEhdéE, FARTITINDERDFERITHNT  BRBRATTINA R b—ILENFE BT I AN TELLY
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2. 1R#L7-L» Component M#H5 AndroidManifest.xml [ZT., M Component DEHEAY D permission
BT, B E% Signature Permission 5 3 % (Permission DEREE
f5l: <activity android:permission="xxx" ... >...</activity>

3. {R#ELT=Lr»Component|Z7otR3 %E# 771D AndroidManifest.xml [ZT. uses-permission 24'1Z
B E % Signature Permission Z15E 9 % (Permission DFIHAEE
f5l: <uses-permission android:name="xxx" />

FLNT,Y—RO—RLICTRERET S,

4. {R#EL7=L)Component TYYV IR EMNIET BRI, B E&E LT Signature Permission BB 7712k
YEEINF-LONEINEHERL., TOTHITNIX I T AL ERT S (Component IREAIICL L RE)

5. fREEL7-L>Component 7YX F BHIIZ, MBEELT= Signature Permission NEH 7 TUICKYE RS
Nt DN EIIERERL. T5THIFNIX Component IZ7HtEAL%ELY (Component F|RAIIZ &k 5{RE)

=12 Android Studio DE & #EEIZTREIT,
6. EETIZITRTOT7IID APK #EILBHKERTELT D

ZC T BEZLT: Signature Permission A%, B 7 IVICKYERESNEDNEINERERITIDLELHD
M BERMNERERRITOVTIEY T ILa—FEoa>nl5.2.1.2 MBEFEED Signature Permission TE#t
TO)EET DA EIESRT DL,

1. signatureOrSystem Permission IZDWTEHEHTH S,

5.2.2.5. JHBEFEZH® Normal Permission [ZFIBLTIEESALY (HE2E)

Normal Permission ZFIFB9 %7 7JI& Android Manifest.xml IZ uses-permission TRHIEAEE T 5+ T#
DIERZBRIIENTES, TD=H . —EAVA—ILENTLES=TILYIT7H5 Component ZiR#ET HLD
2B B9(Z Normal Permission (XFIETE4E,

S5 B EE Normal Permission # AWVCT7 T UMEEETSHE . BIET & T T~ D Permission Ot 5
FAVR—IVIBICIRET B, HlZIE. Permission ZE&RLIZAVR—RULEHODTITVLYBLEIZZD
Permission ZFIAES L7 TVEAVRA+—ILT B, Permission ZEHELE=T7TVEAAL—ILL= L5
BI7 7)1 Permission TREINF-OVR—RUNMIT IR T EHIEMNTERLY,

AVAM—=IVIBICKY 7 T)BEEN CTELRALMEERE T A ELEL T EETHL2TOT7 I Permission
EEERTDEELEAOND, TOTHILICKYRMFIRBTTINAURb—)LENTIGETEL. £ TOFRAAT
TUNRBBITIVICT IR TEHIENAEEEL D, LML RDITA D RR—ILLIZRREI7 TN T oA R b—
ILENFZFRIZ Permission MEREZBRAKELLY . ICFIARIT7TIVBNFEELTOTE. oD 7T A IR A
FIINZTOERTBIENTELRLEL>TLESD TH D,

LEDQESIZ7TDRI AENELGHONEZBRNAHEEND ., ETFESE Normal Permission OF|AITIEZ B~
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ETHb,
5.2.2.6. HBEE®D Permission & X7 T D/ r—C B EILRLIZXFIIZT S (322)

BHDOTTIHNRILLRIT Permission EETDIHGE. KICAV R —LENT=7T UM EET S Protection
Level BNERAINS, FICAVA—ILEN=7 T H Normal Permission ZE&L . ZICAVRAb—ILEN=T TV
MEICLAIT Signature Permission #E &L 1154 . Signature Permission IZkARENE =DV, B
ELNLGWMEETH. EHOT7TTIIZH T Permission BHEHZELTERILAL Protection Level TEIET S AHE
HD BB, ZDKSTEBREMH =8, Permission BIZEXTT)DIvr—CBEANTZADERLY,

| U9 —S ). permission. (#AIT 5XF50)

%X, org.jssec.android.sample &L 57894 —2 12 READ 72t A®D Permission &3 A40(E. RO
HER O IFELLY,

| org. jssec. android. sample. permission. READ
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5.2.3. PRIV RE

5.2.3.1. ¥BX% Signature Permission %[0l TZ4 Android OS D4 EZT DR

¥ B E & Signature Permission . ALK ER TCEL SN 7 IVRETT7IIREEEZERT S
Permission THD, AFEEFRIITSAR—FETHYMEXICARLTITESHEVNBLD THS1-®. Signature
Permission [CkAREFEHT7TIEITTEETIEEICHEONEZIENASLY,

F3°(&. Android @ Dev Guide (http://developer.android.com/quide/topics/security/security.html) G
RIS TSI E EE Signature Permission OERMLGHEWNAZELNT D, F=FZL. BB T EHELIIT. SDOFEL
HIZIE Permission BIEDEIENHBZENDHIH>THEY . KAAMRIZEBEH LE-XNENBLELLES,

LIF. ¥ B E% Signature Permission OEKMAFEWNETHS,

1. {R#L7-=L) Component ®&H37 7D AndroidManifest.xml [ZT, ¥ B Signature Permission # €%
%
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. R# L=\ Component ## D7 71 M AndroidManifest.xml T, £ L 7=L» Component [Z
android:permission B4 Z+EEL. 1. TEZLT= Signature Permission Z&X 9%
f5l: <activity android:permission="xxx" ... >...</activity>

3. fR#L7zL> Component [C7UEALIzLEET7 D AndroidManifest.xml 2T, B E# Signature
Permission ZFI|AEE9 %
f5l: <uses-permission android:name="xxx" />

4. EETHIIRTOTT)D APK ZRILHFKERTELT S

E(, COFENALEITTIH, ROEHEAKIIT S E Signature Permission EEDRITENTETLES,

SREAMD =B EZE D Signature Permission TIRE&LT=7 )% ProtectedApp &L. ProtectedApp &IFE
HOERFEERTERLALIET7TT%E AttackerApp &9 %, 22T Signature Permission EIEDRITEEIE.
AttackerApp [FEZN—HLTLEWZEMHIH 5T, ProtectedApp @ Component [CF7IEARREIZHB I E
THhbd.

1. AttackerApp % ProtectedApp ¥ B E & L 7= Signature Permission &R L& #IT Normal
Permission ZE &9 % (B&Z1Z1& Signature Permission THiE17%LY)
f5l: <permission android:name=" xxx " android:protectionLevel="normal" />

&2, AttackerApp I3 B EZLT= Normal Permission % uses—permission CHRAEE 95
f5l: <uses-permission android:name="xxx" />

&3, AttackerApp # ProtectedApp &Y EIZIHKRICAVAM—ILT S
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/\ &4E3 ProtectedAppkY+

FIZAVRM—IL

ProtectedApp Q/ AttackerApp
ﬂndroidManifest.xml AndroidManifest.xml / FH \
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<{permission <{permission /
android:name="“xxx" android:name="“xxx"
android:protectionLevel="signature” android:protectionLevel=“normal”
> >

<activity - {uses—permission android:name="“xxx" />
android:permission="“xxx" >

</activity> ; T ATHE \

~ I | \_ > I
\ © M

%2 | @ [
d —¢O] ad —«

ProtectedApp &I %5
FRERTES

5.2-8
EH 1 BERUEH 2 ORLICWEL ProtectedApp B E&HED Permission f& (&, APK 7745
AndroidManifest.xml| ZERYHE B (XHBE(CESOTERICHMBIENTES . FH 3 L1 ——ZRILEDHZE
ICKUKREBEIZHLIEEHHORMAH D,

ZDKIITIHBEFEED Signature Permission [CIXERMEFENAZITTIERELZRBSNTLESBRELHY .
BT EESSCEIBRENDETHD, EFRMICIEIIL—ILEII30DI5.2.2.4 B EZH Signature
Permission [EB#7TVICKYERESIN TSI LERERET D (WA JICBHELTVWSHETHLTELD T, £b
LESHBDIL,

5.2.3.2. 1—H—H% AndroidManifest.xml Z®HEAT S

¥ B8 Permission @ Protection Level NERILEWEDIZHS—RIZBRIZERBELIz, TDOZEICLITEEE
=1z Java OYV—RI—FEITRILM DR EEEET 2 EMH 1=, ZZTIE. AndroidManifest.xml H3Ek
TAETNBELSEHEND, V—RAO—FRAIORIGIZDNTHRS, HEALERIT EHE S EEEHEIZRT HH.
LREHZFL O THRISAFTITADNYA—IZHLTIKIFEAENENENAETH DI EISEETHIE,

COEETT)DHREAIZETEIDTHY ., A —F—BENEBEEZF>TWET—ATHBD, REFHALESA2D
EFE S ThAHM. Permission [CEHTEE. ChETIV—ILATIT)ELTARSATWSE, Mol TOTHLY Y
D=1 T BEZERRIELTHRARATHELZEIZLT =,

Android 77V (E.root HERELICHIATERILZBEICEVWTHLENDS . HELHDL,
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AndroidManifest.xml ZZE LT APK D71 ILEBAER. BRT Y= ILHBBHINTNS-HTHD, _DY—
IWEFERTHET, ETEHEEDT7TUD S Permission ZHIRT B ENTTEEIZA->TULVS,

EELTIL INTERNET Permission #HtYB&L V= AndroidManifest.xml M5B E R D APK ZE/L. 7FIC
HMARAENTZLEED 21— ILOBFELIEVNESIZT BT —ANENKITHD, BAANBEBRHLECHITEESNTLND
MELNBVEDTIRMILHEINEENSTET. COBDY—ILOFELZFHEL TSI —F—ELHFETS. D&
ST AL TTVICHARAENTEEIBEELEEST-0. BERAZHFLTVLIHARFICHLTEBMES
ZEZBTHTHALLERD. — T —DIFEALIFTROERELICNLDITAZTO>TLSEREDNS,

A3 —2wk Permission # uses—-permission TEELTWA7TUA, ETEIZB H® AndroidManifest.xml
[ZEEE; SN TULVA Permission #HER T 2EREFHERIZRT .

public class CheckPermissionActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// AndroidManifest. xml [Z5%€% L f= Permission #E1%
List<String> list = getDefinedPermissionList();

/] BEAERNT B

if ( checkPermissions (list) ) {

// 0K
Log. d("dbg”, “OK."):
lelse{
Log. d(“"dbg”, “manifest file is stale.”);
finish(;
}
}
/**
* AndroidManifest. xml IZ%EZ& L 7= Permission 1) X F TEHT 5
* @return
*/

private List<String> getDefinedPermissionList () {
List<String> list = new ArrayList<String> () ;
|ist. add (“android. permission. INTERNET”) ;
return list;

}

/*k

* Permission NEBR SN TWEWI & 2HRT 5,

* @param permissionlList

* @return

*/

private boolean checkPermissions (List<String> permissionList) {

try {
Packagelnfo packagelnfo = getPackageManager (). getPackagelnfo (
getPackageName (), PackageManager. GET_PERMISSIONS) ;
String[] permissionArray = packagelnfo. requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
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if (! permissionList. remove (permission)) {
// EE L Permission At TLNS
return false;

}

if (permissionList.size() = 0) {
// 0K

return true;

}

} catch (NameNotFoundException e) {
}

return false;

5.2.3.3. APK DHETAZEET S

5.2.3.2 2—4H¥—A" AndroidManifest.xml T AT 31 TlFA—H—IZ&LSD Permission S ADKRHIZD
WTERBALTz. LDL. 7TV DHE AL Permission [ZRLT VY —REZELBZTHOTIT)ELTI—4 VLT
BMTHEE. V—RO—FEERTIHLUKHISALRATEEFINZIRITFEET S, ZITIH APK I74LAK
SASNCEERET B0 KYRNRMEFZEBNT 5,

APK DHEAZITIICIE APK D7 L E—EREL. ARERELZRICBU APK J7MLELTHBIERT SRR
Db, TDRRICHEAB I TORREDREFLFLEVDT, REAEBEDRT APK 2ERTHEITHD,
CDESIZAPKDBREAICIEERAGIEAZ)DEREES1=6. 7T JEEERFICAPK DIEAELFHY—RI—RITE
ORAATRAREDIIAEL LB T A ETHREADHELZRETHIENTES,

DUTFICHOTIa—FERT . B REFOFETETOD/N\IYA—THNEHRSAREDEN LN BZTH S,
D<ETHBLEEEH THALEZBICEVWTTIIADBEREZRFATEINETH S,

RAUb:
1. FELUNEBZETSECOMIZ, 7T)DIIAEN AR EDIIHAETHA_LEZHERTD

SignatureCheckActivity.java
package org. jssec. android. permission. signcheckactivity;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. Toast;

public class SignatureCheckActivity extends Activity {
// BCHBAED/N\Y > a{E
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private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M ”androiddebugkey” MEEBRE /Y > 1 (&
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255";
} else {
// keystore M ”my company key”MIEBAZE /Ny > ol
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kAU 1hk EELMEBEITSETOMIC. 7T DERENRAEEDIRAETHSZ L 2HET S
if (IPkgCert. test(this, this. getPackageName (), myCertHash(this))) {
Toast. makeText (this, "E2ELNDEE NG”, Toast. LENGTH_LONG). show () ;
finish();
return;
}
Toast. makeText (this, "E2ELNDEE 0K, Toast. LENGTH_LONG). show () ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; // EHEL T FRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
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return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

5.2.3.4. Permission OB XERE

77)H Android OS IZIRESN TULNAEEEIRA® GPS £V o= FHRAOHEEIZT IR T B1=0HIZI Permission &
FATEELLZTFNIELSELY, Permission ZFIHABESLIFRISNSE. ZDT7TVIZIXZD Permission NEFES
N2 &IZHY ZD Permission [CKYRESN B OHBEIZT VA TESL LSS,

TRT S LOMAFIZESTIL, Permission & EESN 1= BFAISN =) 7SI Permission TRESN-T—5%
RGL. TDT—2ZRDOT7T)IZA D Permission HEREFTITRM T HTELTETLES . ChlE Permission
EHIEWT T D Permission TRESN-T—RITT UV EATESILITMZSALY, RERIC Permission ZH
FELTWDIELEEMIZIEDD T, 2% Permission DB EZEMBEEMES, 2D K5I Android @ Permission
XA TAETL T REINZT—EADTTVHSDEET IV ERETUNMEREENTELRLOEWSMEH L
DHEEHLHS.

B&RFIER 5.2-9 IZRT, FROFFJIE android.permission.READ_CONTACTS 2 AEE L7 T h5&E
BEEHRERAN>TESD DB IZEFEL TS, M DHIE+H7%< Content Provider 2 TERBLI-BHEMDT
TYIZIR LB EI1Z. Permission OB ZERENEL D,
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( )
Androidifi R uses—permissionZ
BELETZTY
Content Provider
Contacts Permission¥l| F
FEDENTTY

AAA

BBB

CCC k )

Content Provider| Zi#t]] 72 Permission 5% E H'
LV E, uses-permissionZFE S L TLVREWFTTUMN
MERAZLICERET—AEMETETCLES

5.2-9 Permission Z& -7 EREFRENET S

E#DHEL T, android.permission.CALL_PHONE #FIFHEE L1=7 A . [ Permission ZFAES L TLY
BUMEQT7T)NDEEDEEEEEZ (AT, a—F—DBERLKZTDBESICEFEHITEHIENTESLL
[X. Permission DBZEMELH S,

Permission DFIAEEZ L CHRIBEREE -HEEEZIFEZOFEOHRTHOTTIICZRIZET HEEICIL.
RIEETITVIZHLEL Permission ZER T 54 E LT, TOREKEFMHIFLRTNIEGSE, F-1HREE-
BEEEED—HPDAHEMDT TV ICZ BRI HI5EIZIE. TOFEREE -HEEEO—SoNERSIfLE
DHEEESICIH LB RRENVETHD, LA ILRLRERERIZEILC Permission ZERL1zY ., A—H—~F|
FREFFEEZRERALIZY. T4.1.1.1 JENRE Activity Z4E5-FIFAT5114.1.1.4 BHRE Activity Z4E5-FIHT 5
BEEFALTHET T DOHIRERITHHEDRERRLH D,

ZDFSTHERZEMREIL Permission TR 2722 &TIEAELY, Android 77U Tl 7TV BERIER - #aexth o
FT)ORYET— - BEEENSAZETIIEN—RICTHON TS, IRETH Android 7T THNIE
Permission, #ybD—0THNIEOT 12 BIBEATHNIET V2 RFIREVNSTKSIZ. TNENFZET DHE
[CHEGERCHRBRAGFEET H2LL20, SOLTHRELEZBERCEEZ ZTOMEETHLII—F—H 5 R
(D7 TVITIRELIZY . Ry T —I 0 REEARICERE T HRICIE. A—F—DOBERICR LR AILESIC
BEICRALTTIVICHERERTRETH D BEIZIEL T, Permission OFIEREIBRICIREEICK L THERDE
ROFEADFHIREITHRTINIEESEN I—F—~DFAHFHELTD—RTHD,

LI FTld. READ_CONTACTS Permission ZF|IFHLTERKRSE DB hhio—EBEZIWMELE7 UM, HRIZH®EDT
F)IZxtLTHEILC READ_CONTACTS Permission ZEX3 3% xR9,
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RAVb
1. Manifest TZ# TR L Permission &K 9 %

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. transferpermission” >

{uses-permission android:name="android. permission. READ_CONTACTS"/>

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=". TransferPermissionActivity”
android: label="@string/title_activity_transfer_permission” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{provider
android:name=". TransferPermissionContentProvider”
{I—= % ARA 2k 1% Manifest TRHITLEL Permission ZERT S —>
android:authorities="org. jssec. android. permission. transferpermission”
android:enabled="true”
android:exported="true”
android:readPermission="android. permission. READ_CONTACTS” >

<{/provider>

<{/application>

<{/manifest>

TTIUDEED Permission ZERGTEIDLENHDIGEIL. LEDFETIIERT HIENTELLY, Y—RO—F
LT Context#checkCallingPermission()%> PackageManager#checkPermission)Zf£HL T, FFUOHLTD
7 71)HY Manifest TG RTD Permission DFATEEEIToCLIMNEINERER T HILITHS,

Activity Diz&
public void onCreate (Bundle savedInstanceState) {
...(Snip)
if (checkCallingPermission(“android. permission. READ_CONTACTS”) == PackageManager. PERMISSION_GRANTED
&& checkCal | ingPermission(“android. permission. WRITE_CONTACTS”) == PackageManager. PERMISSION_GRANTED) {
// UH LITANIE L Permission #FHAES L T =EoNE
return;
}
finish();
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5.2.3.5. JRBEEZ Permission DERZF Ty I#HEIZ DL T (Android 5.0 LL%)

Android 5.0(API Level 21) LA DimR Tl B D Permission &R L7 TVICTBVWTUT D LSLEHFICE
HIDEAVAM—VIZRET DI REESNT=,

1. BEICRA D Permission ZE&LE=7TIVHRAVAR—ILENTINVS
EH2. TOAVAM—ILEHDTTYEEZN—BLEL

CORREFICKY ., REFZOHEE (Component) DIREAI 7T EFIRBI7ZT)DNAT Permission ZEE
LT=35&IZ(E. B Permission 2 & LI-BRDEL St 7TUAET T ERBEIZA U R —ILEN DD ERHS
ZENTED, LHLENS, 15.2.2.3 B ES Signature Permission (& Component DIRHEEI 7T TOHE
£9% (WHB) ITERLIZBY. FTTIDT oAV A= VIR L LI ST MADT T IZ Permission &
EETHEZTD Permission NERETRERKEICLIGENH L. COLKREZBEHDOEELT- Signature
Permission AMh 7 FUICE RSN TUWVENWIEDF TV IITERT BT EIETERNIEN T MO TULVS,

FRLELT. BHEE7 ) THBETES Signature Permission ZFIAY 51548(%. 51E#=15.2.2.3 HATE

Signature Permission (& Component DR EI7 T TOHEERT S (w7E)1.715.2.2.4 HEES
Signature Permission [FB#7TVICKYERINTINDILERERTD (WHZB) IDI—IVEIEFT Bwh
ENHb,

5.2.3.6. Android 6.0 LAf£® Permission ETIILDEHEREIZDINT

Android 6.0(API Level 23)IZEWNTT7 T DEHEOKETICLEEX R IZT Permission ETIILDEHEEMNT
hit=, RETIE Android 6.0 LLFE®D Permission ET LD EZEHT 5,

EROMFE-BYELOSIIT

A—H—HERHIWBELER (Dangerous Permission)Z7 JUMFIAEELTLVSIHES (15.2.2.1 Android OS
BETE O Permission ZFIAT 54515 8) . Android 5.1 (API Level 22) BIDEH#TIE. 7TUDA 2V A—IL
FFICZDER—ENRTEIN, I—F— DI R TOEREZH AT HETIVAM—ILHTHONS, COBRRT. 7
TUMNFFAEELTLVS(Dangerous Permission LIS DIERZESH)E TOERIITIVIZFE5ESHh, —ERMN 5SS
NIAERIET TUDIHERDST VAV AM—ILENDETHMTH D,

LAL Android 6.0 LIBEOEHTIEL, RO F 5 (X7 T ORTHRICITIMEERELY . 7TIDA U R—)LEFIZIE
RO 51— —~DHEDRELITh AL, 77, Dangerous Permission Z i E L3 BNIEE 1T BEE.
ERNICZOERNT T ESIN TSN ESIHERERL. HERAF 5 SN TLOELSEEIZIE Android OS (ZHE
REETRRSE, I—F—IHERAAOHFAIEROIVENH S, 1—F— I EREETHAT HLETED

19 Normal Permission & U Signature Permission [& Android OS [C&Y BEIMIIC T 5Sh 5=, 21— —FE
REITODEFLL,
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ERIZT IV EIND, fzfZL. A—F—(F—E7FJIZFF A L1=#EBR(Dangerous Permission)% . (X EA=a
—2BLTEEDZIIVY TRYETIENATES (K 5.2-10) =0 ERATTIITHESNhTELTRELE
HMOBEECT IV ERTHIENTELVKIRICEVTE, 7TV BRELGBEERI T IEALTNKSE Y ZNEEE
EITDMLENHD,

& TT)OHER

= Permission RequestingPermissionAtRunTime

5.2-10

FEROfE-BYHELDEAL

LD D Permission [EZ DHEEECEET HIHEHRDIELEICIELC T, Permission Group EFE[EN DB TY IL—
TJlEshTWWd . 2 E. ALY —BFEHROHEAMY IC% EX Permission TH %
android.permission.READ_CALENDAR & ALV A —EHDEZTAHIZ W E X Permission TH D
android.permission.WRITE_CALENDAR [ . &% 5% android.permission-group.CALENDAR & LY S
Permission Group [ZELTUL\5,

Android 6.0 LIBE®DFLLY Permission ETILIZHEWNVT, ¥R D5 0EYELIZZ D Permission Group B
RfLELTITHONSG, 2FY ., 7TUDZEITEIZ android.permission.READ_CALENDAR DERMN{THhh ., 1—H
— N T h % 5 A1 ¥ % & . Android OS (¥ android.permission.READ_CALENDAR &
android.permission.WRITE_CALENDAR D f| A M A &b HFaAcsntftAHrBL. TODHK
android.permission.WRITE_CALENDAR MERINTH, A—HF—IZHRBEL A 7OT NRREINDZELENRF
[CHERMIMTEINDD THS20,

20 ZigEY., 7FIZEB android.permission.READ_CALENDAR & android.permission.WRITE_CALENDAR
DFAESIXELITBLETH D,
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(http://developer.android.com/intl/ja/guide/topics/security/permissions.html#perm-groups) * &
B9 dL,

HHREE DL EEEH

77 DEFTEEIZ Permission ERADEL DL, iHEKA Android 6.0 LIETEMEL TSI EIZMZ ., 7TUD
maxSdkVersion H¥ 23 LLEIZERFESNTLSIHZEIZERSN S, imERA Android 5.1 LIETTEIEL TL\BIHFE .
771 ® maxSdkVersion H 23 RiGTHAIGE . ERIFHKBEYTT)VDA VA= LEFIZE LD TR ESN S,
fz12L. 77D targetSDKVersion A% 23 RiETHoTH. iiFKH Android 6.0 UIETHNIIE. 1V Ab—ILEh
=771 ® Permission #1—H—MEEDFA(ZIVT TRYET LN TES2H. ERILGEVWTTUDOEER TN
HEDAREMENAH D, BRICARERICHIET S . 7FTUD maxSdkVersion & 22 LIFTIZEREL T, Android
6.0(API Level 23)LIBEDIHRICA U b—ILENBENKIIZT BHEEDRIGHNBETHD (K 5.2-1),

& 5.2-1
iR Android OS /A— | 7 7 1) D | TTI)~NOERMTEDHEA | 1—H—IZKDHHER Fl{H
o3y targetSDKVersion =S
S 6.0 =23 7TV EITH HY
<23 AV Ab— LB HY(E2EFIGHBE)
<5 =23 A AN— LB L
<23 A AR—IUBF A0

1=1=L. maxSdkVersion O RIIBEMTHAZEITTENDETHSH, maxSdkVersionZ 22 LIRITIZERELT-

B& . 77)% Google Play B TEfMLI=EZ(ZIX. Android 6.0(API Level 23)LIBEDIHRARET T DA
AR—JLATREIRER EL T RMR RSN LKA S, —A. Google Play St DI—4 v FL 4 X TlE maxSdkVersion
DEAFTIIINBNIENHSBT=8. Android 6.0(API Level 23)LIBDIHRIZHR T TVEAV AR—ILTES
BENHD,.

Z D &51Z maxSdkVersion DENRIZREMTHSHZ L, 512 Google H maxSdkVersion DfEFAZEHEREL TLY
BWIEZHFZ BRICHABRERICHIET 5 LaHE80T 5,

BH. UTDORyT—2@IEIZEET S Permission (. Android 6.0 L% Protection Level A% dangerous mi
normal [CEBINTLVS, DFEY . 5D Permission [EFIAEELTWVTH, A ——DBARMALHFIZNEL
LaW=0 ., SEDEHREEDZELZITEL,

android.permission.BLUETOOTH
android.permission.BLUETOOTH_ADMIN
android.permission.CHANGE_WIFI_MULTICAST_STATE
android.permission.CHANGE_WIFI_STATE
android.permission.CHANGE_WIMAX_STATE
android.permission.DISABLE_KEYGUARD

® android.permission.INTERNET
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® android.permission.NFC

344 All rights reserved © Japan Smartphone Security Association. Permission & Protection Level



resommmon  http://www jssec.org/dl/android_securecoding.pdf

l““;r::wons Android 7)) DEF 17 ERE X2 T I—T1THAF 2016 €2 A 1 BiR

I 5.3. Account Manager [CHBE7HYUMEEMNT S

Account Manager [E7T)HRF US4 —ERNT IR T B=OITHEBLELDEITHIVMER (FTHHOUR. /N
AT—R)BLVEE+—Y%F—TTEE TS Android OS DA THB2', A—F—ILFRICTHIUMERZE
Account Manager [Z&ELTHE, 7IVDA L SAU Y —ERICTIVERLESELIEEZ(CA—F—DHAEF
T.Account Manager W7 VIR —V % BRNIRE T 2HHATHD, /\RAT—FEVNSEBHTE S T4T
HiESHRET7 ) B TEL T EA Account Manager DR A THS,

Account Manager Z{#EHAL=7HO U MEE#EEIR 5.3-1 DXILERELS, [RIAT7TVIEBIEN—I0D
REEZFTTHUIAY—ERIITIVERTEHT7T)THY . BIRDTT)DIETHS, —A. [Authenticator 7
1) 11% Account Manager MD#EEEHRIR THY . Authenticator EFEIENEA TP o +E Account Manager [Z32
#9352 &I2&kY. Account Manager BN ZDF US4 —ERDTHD U MERB FU R —Y 05— TEET
EFBK5127%%, FIART T & Authenticator 7TVIERIDTT) THAIDEFHL, —D2DTTVELTEETHIL
£ TE5,

| Androidi# || Web¥—si— |
| I |
I B s . Android Framework Authenticator7 1) : : o409 —ERA :
| TR M~ A p Fosqvv—eza L) | YU !
1A72Y) e ccount oA — I s
: >e Manager \. @ Authenticator T 1|- P BEIRREEE :
| I |
| ! I I
| e e e e lr'l' | ¥EZ0 I
| REER—2 £ o T —E RDETEREEEFIA | ERBHEHE :
| I |
\ AN )

g .

B 5.3-1Account Manager ZEAL=7hV o NMEEERED AL

Ak, FIFAT7 )& Authenticator 77 IFFAFEEDE L RN EL>TLTHELY, LA L Android 4.0.x DifR
[ZBRY Android Framework M /A5 A% Y . FIA7 71 & Authenticator 7 7Y DEZBARLGTH>TLSEFRT T
JTHINANREELTLEN. BBETHVUMFIATERLD, SSTRNT YT ILO—FIEEOFESICIERET
EFTLVELY, FELLIEM5.3.3.2 Android 4.0.x TIEFIAT7 T & Authenticator 77 DELBNEGEDHEHISH
RETDHIESHEI DL,

1. o7 )La—F
Authenticator 77UDH o F)LELTIS5.3.1.1 HBT7HOU S 1% FRT7TIOHUTILELTIS.3.1.2

MBTHhOUNERATSIZRAELZJSSEC ® Web HArTEALTVWSAY U TILa—F—KTIEZENhZEh
AccountManager Authenticator & U AccountManager User 23 L TLND,

21 Account Manager [FF4 >S540 —ERED R D THEALRE T HH. RETTIEFZOTULVELY,
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5.3.1.

—e

1. WMBT7HIUNEED

Tl Account Manager BB 7 H U &R R 5KL5129 % Authenticator 77U DH 2T )La—REEBNT

%, COT7TIIER—LEENSEBITES Activity [FBEELEWL, £5—DDH T ILF7FII5.3.1.2 HETHD
UhEFAT S5 Account Manager 2 TRIBEMICHFUHINDZEITEFELTIELLY,

RAk

1.

N OO vl W N

Authenticator Z12#9 % Service [£3IE/ARH Service £F5

A% 4 > EmE Activity (& Authenticator 771 TRE&E$ 5

A4 4 E@E Acitivity [£268 Activity &9 5

KEY_INTENT [ZIX. BY A2 E@E Activity DUS A2 EEELI=BHTRM Intent #5225
THIUMERORI NI B ED LTI HIERIEOS H AL

Account Manager [Z/8RAT—R&#RELAELY

Authenticator A5/ —EXED@EIEIL HTTPS TITS

AndroidManifest.xml [ZT Authenticator @ IBinder % Account Manager [ZIRIt3 5 H—EREE %,
meta-data IZT Authenticator Z5EikL1=)Y—RX XML 771 ILE$ETE,

AccountManager Authenticator/AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. accountmanager. authenticator”
xmlns:tools="http://schemas. android. com/tools”>

<1—- Authenticator %9 5DIZWHE: Permission —>
<{uses-permission android:name="android. permission. GET_ACCOUNTS” />
<{uses-permission android:name="android. permission. AUTHENTICATE_ACCOUNTS” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{!I— Authenticator ® IBinder % AccountManager [ZiRft3 59 —ERX —>
{I— % RA > b 15 Authenticator Z129 5 Service [FIEARH Service &35 —>
{service
android:name=". AuthenticationService”
android:exported="false” >
{I— intent-filter & meta-data (XBREYD/IEF—2 —>
intent-filter>
<action android:name="android. accounts. AccountAuthenticator” />
<{/intent-filter>
<{meta-data
android:name="android. accounts. AccountAuthenticator”
android:resource="@xml/authenticator” />
<{/service>

A= FhHAIUFEEMT B EEHREITKRRSNDAT A VEERAD Activity —>
d— *RA 2 2% AOY A EEActivity [ Authenticator 7 1) TEEG Z —>
Ad— kR4 2 b3k OF A VEEActivity [XARH Activity &5 —>
Cactivity

android:name=". LoginActivity”
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android:exported="true”

android: label="@string/login_activity_title”

android:theme="@android:style/Theme.Dialog”

tools:ignore="ExportedActivity” />
<{/application>

</manifest>

XML 774 )L T Authenticator 2 E & . B T7HIUCDTHIUNATEEZRET S,

res/xml/authenticator.xml

<account-authenticator xmlns:android="http://schemas. android. com/apk/res/android”
android:accountType="org. jssec. android. accountmanager”
android:icon="@drawable/ic_launcher”
android: label="@string/label”
android:smal | Icon="@drawable/ic_launcher”
android:customTokens="true” />

Authenticator D4 X2 X% Account Manager IZIRIt 9 5 —E X, ZOH 2T )L TEET % Authenticator
T#H5 JssecAuthenticator VAN A AR X% onBind() T return 341 1TOEEBEAZREETKLY,

AuthenticationService.java
package org. jssec. android. accountmanager. authenticator;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;

public class AuthenticationService extends Service {
private JssecAuthenticator mAuthenticator;

@0verride
public void onCreate() {
mAuthenticator = new JssecAuthenticator (this);

}

@0verride
public IBinder onBind(Intent intent) {
return mAuthenticator. getIBinder () ;

}
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ZDYUTILTEE T S Authenticator TH 5 JssecAuthenticator, AbstractAccountAuthenticator ZH¥&L
T abstract AYYREFTRTERET 5, ThdDAYYR(IE Account Manager hSFEIEN S, addAccount()E LT
getAuthToken()Tl&. >S4 Y —E XM LRI —VUFIEFT 518D LoginActivity Z#2E1 9 5 intent &
Account Manager [ZIRLTULV5,

JssecAuthenticator.java
package org. jssec. android. accountmanager. authenticator;

import android. accounts. AbstractAccountAuthenticator;
import android. accounts. Account;

import android. accounts. AccountAuthenticatorResponse;
import android. accounts. AccountManager ;

import android. accounts. NetworkErrorException;

import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

public class JssecAuthenticator extends AbstractAccountAuthenticator {

public static final String JSSEC_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
public static final String JSSEC_AUTHTOKEN_TYPE = “webservice”;

public static final String JSSEC_AUTHTOKEN_LABEL = “JSSEC Web Service”;

public static final String RE_AUTH_NAME = “reauth_name”;

protected final Context mContext;

public JssecAuthenticator (Context context) {
super (context) ;
mContext = context;

}

@0verride
public Bundle addAccount (AccountAuthenticatorResponse response, String accountType

String authTokenType, String[] requiredFeatures, Bundle options)
throws NetworkErrorException {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
Bundle bundle = new Bundle();
if (accounts. length > 0) {
/] AP TNaA—RTRTZHAD Y CHABRICEET IBEIEIS—ET5
bundle. putString (AccountManager. KEY_ERROR_CODE, String.valueOf (-1));
bundle. putString (AccountManager. KEY_ERROR_MESSAGE
mContext. getString (R. string. error_account_exists));
} else {
/] *kRA k2% O5 4 VE@Activity & Authenticator 7 7! TEET 3
// %4 >k 4% KEY_INTENT 1%, B4 4 VE@E Activity D9 S5 REEHE L=BRM Intent 252 %
Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (AccountManager. KEY_ACCOUNT_AUTHENTICATOR_RESPONSE, response) ;

bundle. putParcelable (AccountManager. KEY_INTENT, intent);
}

return bundle;

}

@0verride
public Bundle getAuthToken (AccountAuthenticatorResponse response, Account account
String authTokenType, Bundle options) throws NetworkErrorException {

348 All rights reserved © Japan Smartphone Security Association. Account Manager [C B 7hO U MFENT S




wamvenone Android 7Y DEF 17 HE - XA TIA—TAVTHAR 2016 €62 B 1 BR

resommmon  http://www jssec.org/dl/android_securecoding.pdf

Bundle bundle = new Bundle();
if (accountExist (account)) {

// K*RA 2 k4% KEY_INTENT [ZI&, BS 4 VB Activity DY S REFIEE LI-BHATHM Intent 52 %

Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (RE_AUTH_NAME, account. name) ;
bundle. putParcelable (AccountManager. KEY_INTENT, intent);
} else {
/] BESINFETHO U ENFEELBEVWESIEIIS—ET5
bundle. putString (AccountManager. KEY_ERROR_CODE, String.valueOf(-2));
bundle. putString (AccountManager. KEY_ERROR_MESSAGE
mContext. getString (R. string. error_account_not_exists));
}

return bundle;

}

@0verride

public String getAuthTokenLabel (String authTokenType) {
return JSSEC_AUTHTOKEN_LABEL ;

}

@0verride
public Bundle confirmCredentials (AccountAuthenticatorResponse response, Account account,
Bundle options) throws NetworkErrorException {
return null;

}

@0verride
public Bundle editProperties (AccountAuthenticatorResponse response, String accountType) {
return null;

}

@0verride
public Bundle updateCredentials (AccountAuthenticatorResponse response, Account account
String authTokenType, Bundle options) throws NetworkErrorException {
return null;

}

@0verride
public Bundle hasFeatures (AccountAuthenticatorResponse response, Account account
String[] features) throws NetworkErrorException {
Bundle result = new Bundle();
result. putBoolean (AccountManager. KEY_BOOLEAN_RESULT, false);
return result;

}

private boolean accountExist (Account account) {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
for (Account ac : accounts) {

it (ac.equals(account)) {

return true;

}

}

return false;
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FoSA Y —ERICTHIVNG  INAT—FZZELTOTAVRHETD. TORREL TR ZWET
% LoginActivity, SR 7 h OV BME LV RNV BB OIS EICRTINDG, A USAU Y —ERADER
DT IR IE WebService 72 AR TEEENDEDELTLNS,

LoginActivity.java
package org. jssec. android. accountmanager. authenticator;

import org. jssec. android. accountmanager. webservice. WebService;

import android. accounts. Account;

import android. accounts. AccountAuthenticatorActivity;
import android. accounts. AccountManager ;
import android. content. Intent;

import android. os. Bundle;

import android. text. InputType;

import android. text. TextUtils;

import android.util.Log;

import android.view. View;

import android. view. Window;

import android.widget. EditText;

public class LoginActivity extends AccountAuthenticatorActivity {
private static final String TAG = AccountAuthenticatorActivity. class. getSimpleName() ;
private String mReAuthName = null;
private EditText mNameEdit = null;
private EditText mPassEdit = null;

@0verride
public void onCreate (Bundle icicle) {
super. onCreate (icicle) ;

/] To2— b PAAUKRT

requestWindowFeature (Window. FEATURE_LEFT_ICON) ;

setContentView (R. layout. login_activity) ;

getWindow (). setFeatureDrawab|eResource (Window. FEATURE_LEFT_ICON,
android. R. drawable. ic_dialog_alert) ;

// widget ZRDITTEHEL
mNameEdit = (EditText) findViewByld(R. id. username_edit) ;
mPassEdit = (EditText) findViewByld(R. id. password edit);

// kR4 23k OF A VEEActivity (EAR Activity £ LTHO7Z TUNLDREFT IV REBET S
// SNEBA AL Intent#textras @ String B RE_AUTH_NANME 721+ L ki 7 Ly
// ZDOSERA A String & TextEdit#setText ). WebServicettlogin(). new Account () IZ
// BIEE LTRESNDDN, EABRXFINEZ SNTHHENBERNILEERERALTWLS
mReAuthName = getlntent (). getStringExtra (JssecAuthenticator. RE_AUTH_NAME) ;
if (mReAuthName != null) {
// A—H—LIBET LoginActivity NFEUHESINIzDT, A—F—REZH/ELTET S
mNameEdit. setText (mReAuthName) ;
mNameEdi t. setInputType (InputType. TYPE_NULL) ;
mNameEdit. setFocusable (false) ;
mNameEd i t. setEnabled (false) ;

}
[/ BTA R ARTEIZETSND

public void handleLogin(View view) {
String name = mNameEdit. getText (). toString();
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String pass = mPassEdit. getText (). toString();

if (TextUtils. isEmpty (name) || TextUtils. isEmpty (pass)) {
/] AAELRTETHDIGEDINIE
setResult (RESULT_CANCELED) ;
finish();

}

/] AASNE=THhO MERICK YA VS o —EXICOATAUT D
WebService web = new WebService () ;
String authToken = web. login(name, pass);
if (TextUtils. isEmpty (authToken)) {
/] FREEDR L I-HEDONE
setResult (RESULT_CANCELED) ;
finish();
}

[/ UTF. BT A UEMEEQ0E

/] dRA bbbk FTHAOY MERORI F—Y 0B EQDEV T« THERIFOTHA LGN
Log. i (TAG, “WebService login succeeded”) ;

if (mReAuthName == null) {
// AT A UM LET A9y k% AccountManager IZ&8%9 5
// 4 >k 6% Account Manager IZ/8R 77— RKZ&FEFE LA
AccountManager am = AccountManager. get (this) ;
Account account = new Account (name, JssecAuthenticator. JSSEC_ACCOUNT_TYPE) ;
am. addAccountExplicitly (account, null, null);
am. setAuthToken (account, JssecAuthenticator. JSSEC_AUTHTOKEN_TYPE, authToken);
Intent intent = new Intent();
intent. putExtra (AccountManager. KEY_ACCOUNT_NAME, name) ;
intent. putExtra (AccountManager. KEY_ACCOUNT_TYPE,

JssecAuthenticator. JSSEG_ACCOUNT_TYPE) ;

setAccountAuthenticatorResult (intent. getExtras()) ;
setResult (RESULT_OK, intent);

} else {
/] BBEE b—D U ERENT B
Bundle bundle = new Bundle();
bundle. putString (AccountManager. KEY_ACCOUNT_NAME, name) ;
bundle. putString (AccountManager. KEY_ACCOUNT_TYPE

JssecAuthenticator. JSSEG_ACCOUNT_TYPE) ;

bundle. putString (AccountManager. KEY_AUTHTOKEN, authToken) ;
setAccountAuthenticatorResult (bundle) ;
setResult (RESULT_OK) ;

}

finish(;
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EMRIZIX WebService V9S5RIFFZ—RELLH>THY ., BIZERIEARYLEEXFINFRIAM— 2 ELTRT Y
DT IRE(ZHE-TLNS,

WebService.java
package org. jssec. android. accountmanager. webservice;

public class WebService {

/%%

* FUSAUY—ERADTHO Y FEBBEEICT IO ERTHEE

*

* @param username 7> bEXEFEF|

* @param password /NRJ— KX =3

* @return FREE b—2 U ERT

*/

public String login(String username, String password) {
// R4 >k T Authenticator A >S54 VY —ER ED@EIEILHITPS TIT5
/] BRRIZIE, Y—N—LDBENEBERET DN, YU TILICOEFE
return getAuthToken (username, password) ;

}

private String getAuthToken (String username, String password) {
/] BBIZIEY—nN—Hh5, A =— U HEHARAREERIASNIZEEIET HH
/] BTz oE, BEKTHTICEEEERT
return “c2f981bda5f34190c0419e171160f45¢”;
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5.3.1.2. MWB7HVUIERATS

WMBETHIUEDEBMEREN I OBBETITIT)DY U TILA—FEUTITRT . £5—2D B TILTT)
15.3.1.1 MET7HIUEED IDHERICAVA—ILEN TS EEZ BT AV EDEMAEEEN—2 2 D ER
/NTED, [7ULRIVIIRN BEEIEETT)DEZRIVELGDIGEEICETRREND,

® 7oez2us12H B werros rE2HATE

B warhos rENRTS

PNV REENTS LFOPFUHK, BENOPADY M FHOUEBNTS
SEPILATIEMEYITR LT

BER—HVEMETS VEY BEL—HVEDETS
o BEPNOYMENATS

FHOY FEBNTS

REF—OVEMETD

COUIIRAREHILTHLAELLT
TH?

5.3-2 4> FILF7F) AccountManager User D EN{FEIE

AP
1. Authenticator NEERDELD THACEZHEZRLTHOTHIUNMLUEBEERT S

FIA77Y)®D AndroidManifest.xml, ZE7%: Permission ZFIBEE . &7 Permission [IZ2ULVTIEI5.3.3.1
Account Manager MFIF& Permission 12588,

AccountManager User/AndroidManifest.xml
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. accountmanager. user” >

<{uses-permission android:name="android. permission. GET_ACCOUNTS” />
{uses-permission android:name="android. permission. MANAGE_ACCOUNTS” />
{uses-permission android:name="android. permission. USE_CREDENTIALS” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=". UserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
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</manifest>

FMAT7T)D Activity, BIFE EDRFER2Y TS SE addAcount()FEzIE getAuthToken()HETEIND, IEED
THh o244 T2t LT= Authenticator NMAYITHD T —ANNHAHD T, EFRD Authenticator THDHZEEHE
BLTHLTADUNMLUIBZIRH TSI EITEE,

UserActivity.java
package org. jssec. android. accountmanager. user;

import java. io. [OException;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. Utils;

import android. accounts. Account;

import android. accounts. AccountManager ;

import android. accounts. AccountManagerCal Iback;
import android. accounts. AccountManagerFuture;
import android. accounts. AuthenticatorDescription;
import android. accounts. AuthenticatorException;
import android. accounts. OperationCanceledException;
import android. app. Activity;

import android. content. Context;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class UserActivity extends Activity {

// ®IF3 % Authenticator DIEER

private static final String JSSEG_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
private static final String JSSEC_TOKEN_TYPE = “webservice”;

private TextView mLogView;

@0verride

public void onCreate (Bundle savedlnstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

mLogView = (TextView)findViewByld(R. id. logview) ;
}

public void addAccount (View view) {
logLine();
logline("HILWF A Y FEEMLET)

// R4 >k 15 Authenticator NERDILDTHEIZ LEHRLTHLTHD Y MUBESERET S
if (lcheckAuthenticator () return;

AccountManager am = AccountManager. get (this) ;
am. addAccount (JSSEC_ACCOUNT_TYPE, JSSEC_TOKEN_TYPE, null, null, this
new AccountManagerCal Iback<Bundle>() {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try |
Bundle result = future. getResult();
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String type = result. getString (AccountManager. KEY_ACCOUNT_TYPE) ;
String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
if (type != null && name !'= null) {
logLine"UTFDTF7HHIY bEEBMLELE: 7).
logLine (" Thor RER: %s”, type)
logLine (” THAD2 R4 %", name) ;
} else {
String code = result. getString (AccountManager. KEY_ERROR_CODE) ;
String msg = result. getString (AccountManager. KEY_ERROR_MESSAGE) ;
logLine("7HAH Y kABIMTEELATLE".
logLine(" TZ5—a—FK %s: %s”, code, msg);
}
} catch (OperationCanceledException e) {
} catch (AuthenticatorException e) {
} catch (IOException e) |
}
}
1
null);

}

public void getAuthToken (View view) {
logLine();
logline(" b=V VEMGELET"):

// *RA >k 1% Authenticator NIEERDELDTHSZ LEZHRAELTHLTHHU Y MUEBEERET S
if (lcheckAuthenticator ()) return;

AccountManager am = AccountManager. get (this) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
if (accounts. length > 0) {
Account account = accounts[0];
am. getAuthToken (account, JSSEC_TOKEN_TYPE, null, this,
new AccountManagerCal Iback<Bundle>() {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try {
Bundle result = future. getResult();
String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
String authtoken = result. getString (AccountManager. KEY_AUTHTOKEN) ;
loglLine (" %s SA®MF—% " name);
if (authtoken != null) {
logLine (” %s”, authtoken) ;
} else {
logLine (" METEELATLEY,
}
} catch (OperationCanceledException e) {
loglLine (" 44t : %s”, e.getClass (). getName () ;
} catch (AuthenticatorException e) {
loglLine (" 44t : %s”, e.getClass (). getName () ;
} catch (IOException e) {
loglLine (" 44t : %s”, e.getClass (). getName () ;
}
}
}, null);
} else {
logline("7HhHo Y FABESINTULEEA),
}
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// k4 >k 15 Authenticator AERDILDTHEZ L £HRT S
private boolean checkAuthenticator () {
AccountManager am = AccountManager. get (this) ;
String pkgname = null;
for (AuthenticatorDescription ad : am. getAuthenticatorTypes()) |
i (JSSEC_ACCOUNT_TYPE. equals (ad. type)) {
pkgname = ad. packageName;
break;

}

if (pkgname == null) {
logLine (“Authenticator AR DM Y EFHEHA");
return false;

}

logline(" 7ZHhHorrBA47F: %s”, JSSEC_ACCOUNT_TYPE) ;
loglLine (" Authenticator /Xy —T% 1 7);
logLine (” %s”, pkgname) ;

it (IPkgCert. test (this, pkgname, getTrustedCertificateHash (this))) {
logline (" IE3R® Authenticator TlEHY ETHA GEBREF—H) 7);
return false;

}

logLine (" IE#R® Authenticator TJ");
return true;

}

// D Authenticator 7 V) MFEBAE /Ny > 2 fE
// ¥ FILF T1) JSSEC CertHash Checker TEEBAZE/\v L aflHIIFEETES
private String getTrustedCertificateHash (Context context) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 2 {E

return “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";

} else {
// keystore M “my company key”MEIEBAZE/\Nv L a2l

return “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;

}

private void log(String str) {
mLogView. append (str) ;
}

private void logLine(String line) {
log(line + "¥n”);

}

private void logLine(String fmt, Object... args) {
logLine (String. format (fmt, args));
}

private void logLine() {
log ("¥n”);
}
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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5.3.2. JL—ILT VY

Authenticator 77 ERE T AEICIXUTDIL—ILEFEIE,

1. Authenticator Zg#t9 5 Service ILIELF Service £95 (WH7R)
2. O A2EME Activity [ Authenticator 771 TERE$ 5 (78)
3. OYAYVEm Activity [X22B8 Activity ELTHO T TINSOKRETHERAERBET S (7E)
4. KEY_INTENT IZ(X,. OY M4 EI@E Activity DUSR B EFEEL-BATRM Intent 52 % (Wh28)
5. THOUMERPERIN—IBED L TATHIERIEOST HALAL (WH7E)
6. Account Manager [Z/SRT—FRZRE7ELAEL (HE2R)
7. Authenticator A>T/ Y —EXRED@EEIX HTTPS TITS (W7H)
MA7TVERETBRIZIEIUTDIL—ILETFEIL,
1. Authenticator NERDED THAHAZLEZERLTHLT AV MLUELZERT D (WZ8)
5.3.2.1. Authenticator #{g#t9 % Service [£IEAFA Service &% (ZH)

Authenticator Z2#9 % Service £ Account Manager Mo BHESNEIEEZRHRELTHEY DT TINT S
TRTETITHLHEL, JELR Service EFTBHILICKY MMDTTUDNLDTIREHRT HIENTES, Fi=
Account Manager (& system ¥R TEIMEL TL\H D TIEAFA Service THHTHET VR TES,

5.3.2.2. B A Em Activity (X Authenticator 77 TR%3 3% (w78)

FRTHIUPEMBLUVRIAN Y BRBOGEICRREINSAY /VEEIE Authenticator 77 TRET
RETHH. FRAT7IVATHBIZOTAVEREZRELTILESHL, COREOBETI/ART—FEWNSEBH T
Y T4 RERE T TN RO TED ZEM Account Manager DRI R TH D, IEERT=, LLFIAT T4
TRYAVEEEZRAELTLESI L., FIRATTIMNNRT—FZE{KH>TLESZEIZAY., Account Manager OB H
S LI ET & TLES,

Authenticator 77UAOJ A VEEREHRAETAEIZEY ., OV AV EEEIEETESDIXIHRD L —F—1ZF(Z
BESND, CNITBEEHLTTINEEOATAVEZEHAY . THIOUREEBLIEYEWNSETHYUNEEET S
FEINLENENSZETHS,

5.3.2.3. OYA2EE Activity I$2F Activity ELTHO T TUDSDKRET I REBET S (WH78)

04 4 Em Activity (ZFIA7 ) DIER TRENT 24 EE>TULNS, FIFR7F & Authenticator 77D E
ZRMNELDEEITHEOT AUERE Activity BRRSND=HICZIE, BT A2 EIE Activity [E2F Activity ELT
FELEFNIEESELY,

A4 Em Activity DB Activity THREWSZEIE, BEEHST T HLEEISNSAREENH D ENSTE
THD. ANT—AREI—UERLTIEHLEL, LE=A2TI3.2 AAT—E2DRENEHERT S I THRARI=KS5% %
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RENBELLGD,

5.3.2.4. KEY_INTENT [Z[&. BT A EE Activity DVZRBEIEELIZBARM Intent 525 (7R)

Authenticator AA0% AV EE Activity ZBIE1=1 EZ(Z1X. Account Manager (2389 Bundle ®=(zO4 1>

BIE Activity #2819 5 Intent Z KEY_INTENT TEX5Z&(2H-TULVS, Z2TH RS Intent (AT AV EE

Activity 95 XA TIEET HRM Intent THRITFNIEESEW, ELT VLIV L IETE DR Intent Z35EL T

LES&. Authenticator 77U BLAEL-AY 1V EE Activity TIEZ%L, D7 FUARAELT: Activity HiEE

EJJ?*L%J_I““'E#‘EEC'CL35575\6T50 EEHLLT7TIIVAEROOITAVERAICEE AT/ VBERERAELTILM:
S AOOYTAVERTLI—H—H/XRT—FEAALTLESREAH S,

5.3.2.5. ZAOUMERAOZBIIN—VUBEDEL O TATRIERIEOS H AL (WH78)

FoSAUY—ERICEHRTI7TIE. TORERBLETTHEGERBIZENTH. A U510 —ERIZSFEGEHK T
EHVSTIVITHESNEI LD B D, BHETEHRVREITZIKITEY . 2vh)—VBRBORHFERZE . BETD
JIVDEFEIRX, Permission TR, BRI TT—HEHKRARTHS, HLEREOUYL FEBHEL T, TOT T LRER
TRONBHRZATENTEERELI(ADND,

INRT =RV 0B ED U TATHRERITRLTOT HALTIESAEN, BT EREMDT TN B
HAMDCENTEL-OERFBEDODRRELGYDRGENNST, THVURELRELBEEISDENHGHEICEA
THAL TSR,

5.3.2.6. Account Manager [2/SRT—RZRE7FELAL (H32)

Account Manager [Z& 8T BT HIOUMIIEK, /ISRT—REBIN—I20 D 2 DDRIEREREFET HENTED,
NODFERITRDTALIMID accounts.db DHIZEXT(OFYESILINT) EESND,

-Android 4.1 LI#T

/data/system/accounts.db

Android 4.2 LIf%

/data/system/users/0/accounts.db

XAndroid 4.2 LRIFTILFL—HF—EENYR—FSNTWS, A —HF—IT&LETALIMNAMRESN
BEIIEESh TS,

ZM accounts.db DINBEFHRAEST=HIZIE root 4ERFET=IE system ERMNBETHY . TERD Android #m=%
TIEHRAEMBENTELL, BL, WEEIZ root HER A system HEBEAEHN TLESHEFE A Android OS I
HBHHEEIZIL. accounts.db D HFICRFSNFEREFERIBRICISEINEZEITH D,

ZDEEETHENLTULVS Authenticator 771 (X, Account Manager [ZEREEM—V U (X RFET B, 2—HF—D /X
AT—FIERFLGVERETEL TS, —EDHBLAICA T/ 05 —E X ITHEMIZERL TUONIE, BB —
IODEDHEIPERSINDION— R THD=0H . ISAT—FRERBELLEVEREATHLTHII LN ZLY,
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PEER—O U (E—RICNRRT—F XYL EHHRIELS. WO TEENETEZHENHS. LhIEENETOERE
RERTH D, A—. RV NRBLIZELTH, BNV E BT HIENTESOH, BRIV 1FX
AT —RIZEERZLENBNESN TN, BV DN ESESNZSHEICE, 2—F—[EE5—FENRT—F
FAALTHLWERIIM—IUZIETRIEELL,

NRAT—FNRELIZEE. NRAT—REENELTLEI L, TR IA—F —([FA U FA oY —EREFATEG L
TLFES COLIGHE . - L 3—HEFENBBEELGS>TLEIORELIARMIFEET S, PZIZ Account
Manager [Z/XRT—FEREFTHEREETESEITRITEIREZTHD, EOLTENRT—FEREFT HERETELLE
FTNIXELHEWNMGE . RRT—RZEFIELT. BEILOREHFIL T ILE . GERIN—RIVO=ZTLYT
MREEMT DI LIS,

5.3.2.7. Authenticator EA >S4 Y —E XEDBEEIL HTTPS TITS (Wh78)

/\le F‘me.nﬂfl“ 7/'3&‘1’3@%);:”&"51#&&["["\ Q*L%kk_%' ?;:*)*LTL,?EO ﬁz%bil_ﬁ:_(:@")
FTELTESRIEICH S, Authenticator (A SAV Y —ERECSLI-REIEHREEZIET DA EITHDIDT,
HTTPS DX E DI L-BESILEEARXTRELLGITAIELESEL,

5.3.2.8. Authenticator NIEERDEDTHAEEZEZRLTHLTHIUMNUBEZERT S (Wh78)

WERICBEI—DT7HhOU 324 TEEE LI Authenticator NEREFEETIEES . KICAV A= ILENT=
Authenticator NE%ZH5, B9 D Authenticator BNEICAV AR—ILEN =B EIZIFXFIHSNAZNENSIZET
Hb,

HLEICAVR—)LEN Tz Authenticator WL TIZKBBETHHIGEICIE. A—F—BNAALEZTHD
UMEBRNTILVITICEDONTLEIBNLH D, A7 TVETHIUMEEETSTHIOUMIATIZDOWTLIE
D Authenticator MZDTHIURIALTIZEIV B TOEN TSI EEHRELTHS, THOUMREEERLAIT
NIFEBAELY,

HBETHHIURALTIZEY H TS TLVS Authenticator NIEFRDEDTH S ML, ZD Authenticator ZEL/\
V=T DFIRAE/ NNy A BE . BHIICHERELTOSERDERE/ NV AEE— BT EINESIHTHRTES HL
BAENY D AEN—BLEWIENHBALIZGEE . TOTAVURATICEIY B TONTLAER LGN
Authenticator # &L /N —CETUAV AR =L T B & 51— —ZR T Lo UEREST ZEMNEELLY,
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5.3.3. PRV RE

5.3.3.1. Account Manager ®#|F& Permission

AccountManager Y5 ADEAVYREF AT B=0I1Z1&. 7F)®D AndroidManifest.xml [2ZhZ@EIER
Permission DA AEE 2T 2LENH S, Permission EAXYYREDREER 5.3-1 IZFT,

% 5.3-1 Account Manager M#§gE& Permission

Account Manager A2t 9 S iRE
Permission AYYR B
AUTHENTICATE_ACCOUNTS | getPassword() AV AR NOY: EE
(Authenticator LRILHBTES | getUserData() FIRAEEROIE
1= Package DA FIFATAE addAccountExplicitly() FHIURD DB ~MDIENN
peekAuthToken() Fyyladnf-b—o DG
setAuthToken() REE—D2 D E
setPassword() NRRAT—FDER
setUserData() FRAEFRBRORE
renameAccount() THIEDER
GET_ACCOUNTS getAccounts() FTRTOTAIUED—ERE
getAccountsByType() FHIVREATHRECLTHIURD
—REmE
getAccountsByTypeAndFeatures() WBELBEEEE S I-7HhOVD
—REmE
addOnAccountsUpdatedListener() ARV RF—DZEER
hasFeatures() EEL-HEDHE
MANAGE_ACCOUNTS getAuthTokenByFeatures() BEL-EEEZFE DT HIVEDR
FSEh—5 > DERIG
addAccount() A—HF—~DTh IV MEMEF
removeAccount() TAI U DHEIR
clearPassword() IRAT—FO#MHE
updateCredentials() A—HF—~AD/IRRT—FLEEEF
editProperties() Authenticator DR ELEE
confirmCredentials() A—HY—~DNRT—FBANE
i
USE_CREDENTIALS getAuthToken() EEN—o D
blockingGetAuthToken() PRI —Y > DERF
MANAGE_ACCOUNTS invalidateAuthToken() Fryiasnt=-r—o> DHI
EJdbs
USE_CREDENTIALS
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ZZT.AUTHENTICATE_ACCOUNTS Permission hAEGZAYYREZEESIIHZE(ZIE Permission IZIMZ T/ 3y
T—CDERRIZETHHIRHIRITENTIND, ERMICIE., Authenticator FIRIET B/ N —CDELIZES
BEAVIREFSITTID IV T—T DBRITESBRARCTRITINILESEN, ZDT=6. Authenticator LISHC
AUTHENTICATE_ACCOUNTS Permission BB AVYREEFEST T ZEE T HMEIZIE. Authenticator &
FCBTELZRT LT,

Android Studio TORIFDIFICIEFREL-ZERBIAEE THEONS=H. BOZLEEHE T IZ Permission 12
(T TERECEEHRNAHETLES BIT7IVICE > TERABEFEND T TV LEEEE. COHREEELTT
TVIFESIREEETIVNELHIDTEEFT HE, /-, Account Manager MhoBRGTHT—2IZIXE2 T
1THEEBRHAEENS=O. RBOREMALEDIRIERLT IS/ WNIZEHFEET DL,

5.3.3.2. Android 4.0.x TIXFIFA7 7 & Authenticator 7T DB BEMNELLEFINDFRET S

Authenticator &% Authenticator 77 EELGHMFAEEBFR TE R INI-FRAT TN SR N—T> D EIGH

BEMNERESNT-IHFE . Account Manager [EFREEM—2 > A A EE (GrantCredentialsPermissionActivity)
FRALTCA—Y IRV DERAEZHRT 5, LHL. Android 4.0.x @ Android Framework [Z1%
TEEHHY. Account Manager [Z&>TZOEEA AN NIzEE., FINNFKEL, 7T)HNRFIETLTLES
(B 5.3-3), F7EE5DEMIL https://code.google.com/p/android/issues/detail?id=23421 [ZEE&EHIN
TLY%, Android 4.1.x LI TIXZOTREEIELELY,

Android 4.0.x Android 4.1.x

Z| @ 10:46

S Access request

The following one or more apps
request permission to access your
account, now and in the future.

e AuthenticatorUser
e JSSEC Account

user
Unfortunately, Android System JSSEC Web Service
has stopped.
Do you want to allow this request?

B 5.3-3Android DRIV EREEEmER LGS
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ISA.HTWSTEETé

RAIX—bITAVTT)EA A=Y LD Web H—N—LEETE2EDONZL, TOREAXELTHAHAFTIE
HTTP &S HTTPS @ 2 ARICEE T 5. 2D 2 ARDSE., X aTADERTIE HTTPS IZ&DBIEMNLEELLY,
W4 Google % Facebook ZLERF M Web H—E R [F HTTPS [C&BEHMERERET HLIIEHH>TET -,

2012 £(2IF Android 77U ®D HTTPS BIEDREFEICETHRMEMN S IEREEINT-. CIXEETEEE=
RELRA D FEITENFH —/N\—FEAE TG, FAMIZRITESN =Y —/N\—FEAE (LU, TS5 R—ERAE LM
MIZKYERSNTNSTAMNE Web H—/N\— TR T A1=DICRESN =R THAHEHEIND,

COREETIH HTTP BEUPHTTPS BIEDHEITDOWTEHRAT S, HTTPS BIED A EICIE, TFIAR—IEHET
BRI TS Web H—/N\—[CREIZEKRT DA ELET,

5.4.1. o7 )La—K

FRLTWAST7TDRBREFENEORFEEHFEZ. B 5.4-1 [TRVSUTILI—FERIRTHIE,

C L& )

Yes

oL TAIIRIERE
EIEFLERETEIM?

Yes

Eﬁﬁﬂ—ﬁ—if%iigl/,

No \/

H— \m No

CAMFEITLI=Y—/\—
SEBAEZESA ?

A4 A4

HTTP&EIES % HTTPSEET % FARIEEBAE CHTTPSEET 5

B 5.4-1 HTTP/HTTPS @Y > F)La—F% BRI 57A—Fv—t

T TATREREERIET SIS AL SSL/TLS TRIERBAMESILSNDH HTTPS BIEEZA LS, HTTPS &iE%E
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AWEESIRRVEV O TAIRBHMELTIIUTOLSIBEDAH S,

® WebH—EXRADMOY A2 ID, /ISR —FK
PELRREA M T A-ODEHR (Y ay ID. b—4> ., Cookie DIEHALE)
ZDHh Web —E XD HEICIGC-EZEFR - MZFR EANEFHROILOVA—FIEHRELE)

CCTRHERELGD>TWBRY—LTAUTTIIE —N—LBEFTSETEEL, BEINSVRXTLDO—EREIE
2TWVS, 2T BIEDEDEDE HTTP £LLIE HTTPS £ 2DMNDLTIK, VAT LLEFEEEBLTGEYE
XA THR XTI T4V TERT ZEHTTP E HTTPS MBIEARXDEWNIER 5.4-1 28EITTBE,
FHUTINaA—FDEWMIDOVTIER 5.4-2 #BEI12F 5L,

& 5.4-1 HTTPE{EAX, HTTPS BEAX DR

HTTP HTTPS
LE3E URL http:// TiEE% https:// TlaES
RIENEDESE %L HY
BENEOHE Aﬂrﬁ%ﬂ NG| Gl
kY —/\—DEEE A aJ
wE KEEICLDBEABTDHEARY = i
JRY | RBBICLDBENBODEZHRZ = i
7T DS — 1 \—~DIERT = {1i

& 5.4-2 HTTP/HTTPS EED YT ILa—FDEA

Yo )La—k BIE oL T4 THE | —N—FIHE
WMDEZIE
HTTP&EY S | HTTP X -
HTTPS @1E9 4% | HTTPS O Cybertrust %> VeriSign D FE=FZI/IC & Y 1T
Shi=y—/N\—iIHE
754 R— M | HTTPS @) TS5 4 R— hEIRE
BHZE T HTTPS & XAV SH—N—DOTFRH—N—TR<L{HBN
EEES) HERAREE

7%#H Android Y R—FLBEAELELEHLN TS HTTP/HTTPS #E{EFMA APl (£, Java SDK HXE®
java.net.HttpURLConnection/javax.net.ssl.HttpsURLConnection T#&%., Apache HTTPComponent B3
@ Apache HttpClient 54735122V TIL, Android 6.0 (API Level 23) THR—IA$THEEIDN TLNS,
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5.4.1.1. HTTP&EETS

HTTP BIETERETARRIITATHREEICEHE - RSASNDAREMENH D ELERHRELGTNIEGRSA,
FEEBEEY —N\—LREBEEVLABLEAYOY —N\—ITERTHIEAH I LR ELGITRIEGEDAN, O
DEIGHMRICE VN TRHENE LG, FEXHBFHEEITIRELAZDTTIIZENTOH, HTTP EEZFAT
5, OLIRHRERZ (FANSNGENT TIZTDNTIHN5.4.1.2 HTTPS @59 514°05.4.1.3 TS5AX—NiEMHA
ETHTTIPS BIETD1ESHI D&,

LUTOHTI)La—FKIE, Web —/N— L TEBBRREZITVD. RREBEZIRELTERTT H7T)THA, | BD#E
RTH—/\—EHTTP &E% 2 Bl1T5. | BIEDBEETEHBZZEREZEKL. 2 @M EHOBEETEREZIRET 5. U R
LYRTO@IEZER(T5HT=8HIZ. AsyncTask ZFIAL THEELEADT—H—ALYREHERLTILNVS, Web H—/\
—LDBIETEZETHERIL. BROBERXFSI. EBRD URL, BET—21=H, EnbtEo T4 101ERILG
WEAELTWNS, TD=8, ZIET—FTHAHEERD URL LERT 2. KEENREL-RERADT—4TH
BHEEEMEN D, BEDIZH . YT I aA—FTERET —IDNKRBT I THOTHHBRINDEL THEEMRLT
WL, T, FHROEHIZEY,JSON N—RBEPER T —2E R RT HRHICHKET HAREEOHAHMNITTS
BN LEEEREL TS, 7T DERICEC TEYICNEEZRETIDENHDHEITEETHIL,

RAUk:
1. BETREITAITRERESOHREL
2. RETIHANKBENDREET I THAGEEEETS

HttplmageSearch.java
package org. jssec. android. https. imagesearch;

import android. os. AsyncTask;

import org. json. JSONException;
import org. json. JSONOb ject;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. IOException;

import java. net. HttpURLConnection;
import java. net. URL;

public abstract class HttplmageSearch extends AsyncTask<{String, Void, Object> {

@0verride

protected Object dolnBackground (String... params) {
byte[] responseArray;
//
// BIET1EE : BEgERET S
//

/] *RA D b1k BRIET—RIZEVIT 4 THRIERESHLEL
/] BEMRERRXFINEEET S
StringBuilder s = new StringBuilder();
for (String param : params) {
s. append (param) ;
s. append (' +);
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}
s. deleteCharAt (s. length() - 1);

String search_url = "http://ajax. googleapis. com/ajax/services/search/images?v=1.0&q=" +
s. toString () ;

responseArray = getByteArray(search_url);
if (responseArray == null) {
return null;

}

/] KIRA 2%k REET—ANREBEENCDEET—FITHIEEEEETD
/] T DERRERENKBEN LD T —F THHHFEDNIEFEZ
/] BT ILIZDE JSON /R— R B DFIS IR (L E =
String image_url;
try |

String json = new String(responseArray) ;

image_ur| = new JSONOb ject (json). getJSONOb ject (“responseData™)

.getJSONArray (“results”). getJSONOb ject (0). getString ("url™);

} catch (JSONException e) |{

return e;
}
//
// @IE2MEE : BEEEFWET S
//
/] kIRA VU Rk EET—RICEVOT 4« ITHFERZEDHL
if (image_ur! !'= null ) {

responseArray = getByteArray (image_url);
it (responseArray == null) {
return null;
}
}

/] KIRA k2% ZET—ANREENLCDEET—FITHIGEEEET S
return responseArray;

}

private byte[] getByteArray (String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
int length;

try {
URL ur! = new URL (strUrl);
response = (HttpURLConnection) url. openConnection() ;
response. setRequestMethod (“GET”) ;
response. connect () ;
checkResponse (response) ;

inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;

while ((length = inputStream. read (buff)) != -1) {
if (length > 0) {
responseArray. write (buff, 0, length);

}
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}
result = responseArray. toByteArray();
} catch (IOException e) |{
e.printStackTrace () ;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
} catch (IOException e) |
// IS LIRS R E
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (I0Exception e) |
// IS LIRS R E
}
}
}
return result;

}

private void checkResponse (HttpURLConnection response) throws [0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new I0Exception(“HttpStatus: ” + statusCode);
}

ImageSearchActivity.java
package org. jssec. android. https. imagesearch;

import android. app. Activity;

import android. graphics. Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android.widget. ImageView;
import android.widget. TextView;

public class ImageSearchActivity extends Activity {

private EditText mQueryBox;

private TextView mMsgBox;

private ImageView mImgBox;

private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mQueryBox = (EditText) findViewById(R. id. querybox) ;
mMsgBox = (TextView) findViewByld(R. id. msgbox) ;
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mImgBox = (ImageView) findViewByld(R. id. imageview) ;
}

@0verride

protected void onPause() {
/] TO&HE Activity MIEESINSHREMELAHSD TIERLPUEE X v oL LTHL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;
super. onPause () ;

}

public void onHttpSearchClick (View view) {
String query = mQueryBox. getText (). toString() ;
mMsgBox. setText ("HTTP:” + query) ;
mImgBox. setImageBitmap (nul 1) ;

// ERIOERBLEALHL O THNIELHIDTF Y oEILLTHEL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;

// UL ALY RTRIELTIEESELDT, AsyncTask IZEY T—H—X Ly FTRERIET S
mAsyncTask = new HttplmageSearch() {
@0verride
protected void onPostExecute (Object result) {
// UL R Ly FCEEHRZLEYT S
if (result == null) {
mMsgBox. append (“¥n {54} FE&E¥n") ;
} else if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n B} FE4E¥n" + e. toString()) ;
} else {
[/ B T DO EEBRRTOBEOHINLETEZ
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;
}

}.execute(query): // BREIEXFF%E L CIERHNE %A
]

public void onHttpsSearchClick (View view) {
String query = mQueryBox. getText (). toString() ;
mMsgBox. setText ("HTTPS:” + query) ;
mImgBox. setImageBitmap (null);

// EROERZMLENEHL>THWNWIEEHIDTEF Yy oL LTHL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;

// Ul XLy RFTHEBIELTIZAELAWLDOT, AsyncTask [T&Y T—H—RX L v KTHRIET S
mAsyncTask = new HttpslmageSearch() {
@0verride
protected void onPostExecute (Object result) {
// UL XLy FCEEHRREZLET D
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n fHISF FE4E¥N" + e. toString()) ;
} else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory. decodeByteArray(data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;

}
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}.execute (query); // BEXFF%E L CIERLNIE %A

AndroidManifest.xml

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. https. imagesearch”
android:versionGode="1"
android:versionName="1.0">

{uses—-permission android:name="android. permission. INTERNET”/>

<application
android:icon="@drawable/ic_launcher”
android:al lowBackup="false”
android: labe|="@string/app_name” >
activity
android:name=". ImageSearchActivity”
android: |abe|="@str ing/app_name”
android:theme="@android:style/Theme. Light”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
<{/activity>
</application>
{/manifest>
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5.4.1.2. HTTPS B{E9 %

HTTPS BIETIXERET AT —AEANEELINZE T T BREY—N\—DIKRYHNESHDRILIThHhNS,
ZD=OIZHTTPS BIERRFE DN\ A OMBIZENT, H—/N\—hoE5N TS Y —/\—SIBAE(CXL T,
Android @ HTTPS SA4 7S5 RETRD K54 E m TRIENITHN D,

o FE=FRIABICKYBEINFY—N—JIRAETHI L
H—N—EREOHRENEFHTHDHL
H—/\—3EBAE D Subject ® CN &, #EGE Y —/\—DHRAMEN—HLTIVDI L

CNODRIEICERT B —/\—FIBAEREIITS— (SSLException) A& T B, H—/N\—ERAEIZ R EHLHS
B .U KEHBEENTHERERZL CTWAEEIZCOIS—AERET D, IS—IRELEGEIZEK. 7TUD
RIS CEYGNEBEEZRTTIBHELHIRITTFETHIL,

CCTREZFBZAR/MORITINY—N—FEAETERAIN TS Web H—/\—[ZHiT 5 HTTPS BIED
YT Ia—FERY  EEHRARISHKTINY—N\—FIBAE TIIAL FAMITRITLIZ Y —/N—FIHET
HTTPS BIEEXEBLI-LMESIZIEI5.4.1.3 TS/ R EHETHTIPS BIET 21288 IHL,

UTOHUTILa—FKIE, Web —/N\—ETEBREZEZTVD.. RREBZEZIBRLTRTRTS7ITITHSD, | BDR
RTH—/\—& HTTPS BIEZ 2 EI175. 1 EEDEETEGZEREZEMRL. 2 BB DBETEGRERET 5. Ul
ALYRTOBEIEZERTH=6(2. AsyncTask ZF|BLTEELERADT—H—ALYREERL TS, Web H—
N—EDBIETERETHERIL. EROBEREXFI. BERO URL, BT —4T. ETEUITAIRBEREA
LTS, =, BE D=8, SSLException [ZH L TIFA—HF—~DBEHLEEDHINNIEBEIToTULENA, 771
DERITIGCTEYGNEEEETIVELHD.

RAb:

1. URIIZ https:// THR® B

2. FEETRTEVITAITLHREHREEHTLL

3. HTTPS #EELI-H—/—DmoDT—2THO-TH. RETIDREMEZHRTS
4. SSLException [ZxfLT7ZFUIZ@EL=HI5 LIEEITS

HttpslmageSearch.java
package org. jssec. android. https. imagesearch;

import org. json. JSONException;
import org. json. JSONOb ject;

import android. os. AsyncTask;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;

22

FEBEREZEICDODNTIIROR—ESEE, http:/ /www.ipa.go.jp/about/press/20140919_1.html
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import java. io. IOException;
import java. net. HttpURLConnection;
import java. net. URL;

public abstract class HttpsImageSearch extends AsyncTask<String, Void, Object> {

@0verride

protected Object dolnBackground (String... params) {
byte[] responseArray;
/!
// @IET1EE : BEgRET S
/!

// *ii4 >k 1% URI I& https://THa®H B
/] kiRA 2 k2% BIEET—RICEVOT 4 THERESDHTEL
StringBuilder s = new StringBuilder () ;
for (String param : params) {
s. append (param) ;
s.append (' +');
}
s. deleteCharAt (s. length() - 1);

String search_ur| = “https://ajax. googleapis. com/ajax/services/search/images?v=1.0&g=" +
s. toString () ;

responseArray = getByteArray(search_url);
if (responseArray == null) {
return null;

}

/] KRA 2k 3k HITPSEH LIz —N—hoDT—2TH>TH. ZRIET—2DRLEMERERT S
/] B TIZDEBE, 13.2 AWT—E20OREUEHRT 51 #58,
String image_url;
try {

String json = new String(responseArray) ;

image_ur| = new JSONOb ject (json). getJSONOb ject (“responseData”)

.getJSONArray (“results”). getJSONOb ject (0). getString ("url™) ;

} catch (JSONException e) |{

return e;
}
//
// @IE2MEE : B EIET 5
//

// kR4 >k 15 URI (X https:// Tl 3
/] hIRA Db 2% REET—RICEVYVT 1« THEREZESHTEW
it (image_ur! !'= null ) {

responseArray = getByteArray (image_url) ;

it (responseArray == null) {

return null;

}

}

return responseArray;

}

private byte[] getByteArray (String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
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HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
int length;

try {
URL url = new URL(strUrl);
response = (HttpURLConnection) url.openConnection() ;
response. setRequestMethod (“GET”) ;
response. connect () ;
checkResponse (response) ;

inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;

while ((length = inputStream. read (buff)) != -1) {
if (length > 0) {
responseArray. write (buff, 0, length);
}
}
result = responseArray. toByteArray();
} catch (IOException e) |
e.printStackTrace () ;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
} catch (IOException e) |
// BRI EE
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (I0Exception e) {
// BIS LIRS E =
}
}
}
return result;

}

private void checkResponse (HttpURLConnection response) throws [0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new [0Exception (“HttpStatus: “ + statusCode) ;

}

ST ILaA—KRDMDT7AILIZDWNTIET5.4.1.1 HTTP@ETHIEHEBALTWANDTI5.4.1.1 HTTP@&{ET 3]
BRI 5L,
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5.4.1.3. TSAR—NIBAETHTTPS BIET 5

CCTIIE=FRIMALORITINFY—/N\—FIAETIEEL FAMIZRITLIZ Y —/N\—FIBRE (T 54/ X—I LA
E)T HTTPS BIEZT B YT ILa—FETRYT, TSAR—FRAERDIL—FEREL T SAR—NERAEDERA
EH KUY Web H—/3—® HTTPS FREICDULTIEI5.4.3.1 TSAR—FIBAEDERAEEY—N\—KRTEIZS
E(ZTBIE F=HUTINTATSLM assets FOD cacert.crt F77AIIIETSAR—ZBABDIL—EERAED 7
AILTH%,

LTFOHUTILa—RIE Web H—N\—ELDEGERGLTERRT 57TV THSD, Web H—/—&IEHTTPS £/
W=B{EZ1T5, Ul ALYRTO@EIEFETSH1=01Z. AsyncTask ZF AL TEELERADT—H—IALYRZER
LT %, Web H—/N\—LDBEETEZIETHEMIEEBRD URLLEBRT—2T. COYUTILTIEEELE VY
TFATRIEREAZLTIND, =, BEDI=8. SSLException 2L TIEA—HF—~DBELHE DFISMLEEIT
STWEWLA, 7TV OERKRIZIE L TEY BN EBERET IHELH S,

RAE:

1. TSAR—FRERDIL—EBAE TH—/N\—FIAEERIT S

2. URI (% https://Tih&H B

3. BET ALV TAIREREEDHTELL

4. BETIEEREY—N\—ELRECEEIZIERLTEL

5. SSLException [ LaA—H—[Z@NT 2FDEYTGHIS0LIEET D

PrivateCertificateHttpsGet.java
package org. jssec. android. https. privatecertificate;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. IOException;

import java. net. HttpURLConnection;
import java. net. URL;

import java. security. KeyStore;

import java. security. SecureRandom;

import javax.net.ss|.HostnameVerifier;
import javax.net.ss!.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ss!.SSLException;

import javax.net.ssl.SSLSession;

import javax.net.ssl. TrustManagerFactory;

import android. content. Context;
import android. os. AsyncTask;

public abstract class PrivateCertificateHttpsGet extends AsyncTask<String, Void, Object> {
private Context mContext;

public PrivateCertificateHttpsGet (Context context) {
mContext = context;

}
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@0verride

protected Object dolnBackground (String... params) {
TrustManagerFactory trustManager;
BufferedInputStream inputStream = null;
ByteArrayQutputStream responseArray = null;
byte[] buff = new byte[1024];
int length;

try {
URL ur!| = new URL (params[0]) ;
/] *RAU b1k TS5AR—=IRAETY—N—JIAZERIT 5
// assets IZHBMLTEWN=TS 4 R— FMIBEL TEET KeyStore #5RE
KeyStore ks = KeyStoreUtil. getEmptyKeyStore () ;
KeyStoreUtil. loadX509Certificate (ks,
mContext. getResources (). getAssets (). open (“cacert.crt”));

/] KRR FEDRIAEEITS
HttpsURLConnection. setDefaultHostnameVerifier (new HostnameVerifier ) {
@0verride
public boolean verify(String hostname, SSLSession session) {
if (lhostname. equals (session. getPeerHost ())) {
return false;
}

return true;
1D

// *R4A >+ 2% URI I& https://TasH 3

/] *RA kI BET—FICEUIOT A THERZEDHTEL

trustManager = TrustManagerFactory. getInstance (TrustManagerFactory. getDefaultAlgorithm()) ;
trustManager. init (ks) ;

SSLContext sslCon = SSLContext. getlnstance ("TLS”) ;

sslCon. init(null, trustManager. getTrustManagers(), new SecureRandom()) ;

HttpURLConnection con = (HttpURLConnection)ur |. openConnection() ;
HttpsURLConnection response = (HttpsURLConnection)con;
response. setDefaultSSLSocketFactory (ss|Con. getSocketFactory () ;

response. setSSLSocketFactory (ss|Con. getSocketFactory () ;
checkResponse (response) ;

/] kRAU bk bk RIET—2ZEREY—N—LRALCEEIZERALTLL
inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;
while ((length = inputStream. read (buff)) 1= -1) {
if (length > 0) {
responseArray. write (buff, 0, length);
}
}
return responseArray. toByteArray () ;
} catch (SSLException e) {
// %A >k 5% SSLException 2 L1—HF—I[ BT AEDEYEHINLIEFT D
/] B FILIZDEGISNLIEFE|E
return e;
} catch (Exception e) {
return e;
} finally {
if (inputStream != null) {
try {
inputStream. close();

374
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} catch (Exception e) {
// IS LIRS R E
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (Exception e) {
// IS LIRS R E
}

}

private void checkResponse (HttpURLConnection response) throws [0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new I0Exception(“HttpStatus: ” + statusCode);
}

KeyStoreUtil.java
package org. jssec. android. https. privatecertificate;

import java. io. IOException;

import java. io. InputStream;

import java. security.KeyStore;

import java. security. KeyStoreException;

import java. security. NoSuchAlgorithmException;
import java. security.cert.Certificate;

import java. security.cert. CertificateException;
import java. security.cert.GertificateFactory;
import java. security.cert. X509Certificate;
import java.util.Enumeration;

public class KeyStoreUtil {
public static KeyStore getEmptyKeyStore() throws KeyStoreException
NoSuchAlgor ithmException, CertificateException, [0Exception {
KeyStore ks = KeyStore. getInstance ("BKS”) ;
ks. load (null);
return ks;

}

public static void loadAndroidCAStore (KeyStore ks)
throws KeyStoreException, NoSuchAlgorithmException
CertificateException, I0Exception {
KeyStore aks = KeyStore. getInstance (“AndroidCAStore”) ;
aks. load (null);
Enumeration<String> aliases = aks.aliases();
while (aliases. hasMoreElements()) {
String alias = aliases. nextElement() ;
Certificate cert = aks. getCertificate(alias);
ks. setCertificateEntry(alias, cert);

}

public static void loadX509Certificate (KeyStore ks, InputStream is)
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throws CertificateException, KeyStoreException {

try |
CertificateFactory factory = CertificateFactory. getInstance (“X509”) ;
X509Certificate x509 = (X509Certificate)factory. generateCertificate(is);
String alias = x509. getSubjectDN (). getName () ;
ks. setCertificateEntry(alias, x509);

} finally {
try { is.close(); } catch (I0Exception e) { /* HIs\ALER(XE|IE */ )

}

PrivateCertificateHttpsActivity.java
package org. jssec. android. https. privatecertificate;

import android. app. Activity;

import android. graphics. Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android.widget. ImageView;
import android.widget. TextView;

public class PrivateCertificateHttpsActivity extends Activity {

private EditText mUr [Box;
private TextView mMsgBox;
private ImageView mImgBox;
private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mUr [Box = (EditText)findViewByld(R. id. urIbox) ;
mMsgBox = (TextView) findViewByld(R. id. msgbox) ;
mImgBox = (ImageView) findViewByld(R. id. imageview) ;

}

@0verride

protected void onPause() {
/] TOEHE Activity MIEESIN LA EEMAH LD TIERLPUEEF v oL LTHL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;
super. onPause () ;

}

public void onClick(View view) {
String url = mUr|Box. getText (). toString() ;
mMsgBox. setText (url) ;
mImgBox. setImageBitmap (null) ;

// EROERBREALRHL>THNI ELHIDTEF Y EILLTEL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;

// UL ALY FTBIELTIXESHLDT., AsyncTask [C& Y T—H—R Ly KTHEIET S
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mAsyncTask = new PrivateCertificateHttpsGet (this) {
@0verride
protected void onPostExecute (Object result) {
// Ul ALy FTRIEHXZRRZLET S
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n fFI5 FEAE¥n” + e. toString());
} else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;
}
}
}.execute(url); // URL %i& L TIEREANIE ZBHIA
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5.4.2. L—ILTvY

HTTP @{E. HTTPS BIET AGBICIXLUTDIL—ILEFH &,

UL T4ITIIERIE HTTPS BIETERIET S

HTTP BIETEARZET DR EMEHIRTS

SSLException IZ®RL1—H—IT@EM T HFDELGHFINNEET D
¥ B D TrustManager Z{E%LY

¥ B ® HostnameVerifier [E{ESALY

~ N N
= = = =
4 4 4 4
G4 G4 G4 4
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/ / / /
~— N~ N

vl h W N —

~
=
4
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~

5.4.2.1. wULTATIRERITHTTPS BIETERETS (Wh78)

5.4.2.2. HTTPB{ETILZA

HTTP Z{#E o BIETIE, ERETHFHRDER - RS A, F(E ERET—N\—DLBYTELNEILHATREMD
b, BV TATEIFHRIE HTTPS BIETERIET S L,

T—RDREMEHEDRT S (Wh7H)

julll

HTTP BIEICHEITHRET —FFREENHHAIRETH S =0, —FIRBUEERET —2EZET HFTHE
HNH5. HoWAHE. BRXDT—4E2RETHELEBELT. RIET—HELET H53—FIZHBEMEALZ LI
REMFTTIA—TAVTTIRENHD, T HTTPS BIEICHETHRIET R ONTH, RIET—HEEEHIC
BETHAHAEEZTIIELIL HTTPS EHRED Y —N—HREEHICL>THESN LD THIIGEEPL. ZIET
—SNEREY —N\— BRI DB TERSN=T -2 THLIBEELHA-OTHD. [3.2 ANT—2DRLHEE
HEIHI1BRIDHIE,

5.4.2.3. SSLException [ZRLA—H—ITEHMT HF DB LHISNNEET B (Wh7H)

HTTPS #B{E TIEHY—/\—SEERZE MR SSLException WFEAET B EMNH S, SSLException (FH—/\—3E
AEDTHENRE LG TRET L, iAZEDTRIIHBEICLITHEREICL>THELTLSATREENH D
M T. SSLException [ZxtLTIX B LZHINNIBEZERETIENVETHD, FISALEBOH ELTIE.
SSLException IZkBEEXRELI—HY—ITEHTEHIE. HAWIOTIZERERTHIENEZOND, TD—AT,
TI)CE-TUFA—F =R T HHANEEMEDBELEINGBNIEEHYSD, COKIIT RETRENE(ETT
JDERROFIEICLS>TELGDD T, TNoETRITRE LI L TRELG T NIEGESAY,

AT, SSLException AiSE4 LIS &I [EhREKIRE STV SAREMAHED T, HTTP HEDIEELE
[BIC ko T Y T4 I RO A BEEBERA S LSLEELTEESAL,

5.4.2.4. JRBE® TrustManager Z{E5%5LN 0X:)

HEELIAELENDTSARN—FIAETHTTPS EIET A1=MHIC(X, H—/\—FIBAZEIREEIZ{ES KeyStore #%
BT 5EFTTED, LALEAGI5.4.3.3 SEAERIMIEZEMDL T AERGI—FITHRALTLSKSIZ, /U5 —F
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Yk ETRABINTWS YU T IILa—RIZIE, EIR% TrustManager #EE 9 52 BNALTLELDNZL<{H5,
NoEDYUTINESEICLTEESNETI)IE BBHEEEY O AEEELH D,

TIAR—FEEBAET HTTPS BIEZLI-LMEEICIEI5.4.1.3 TSAR—MEHAE T HTTPS BIETH10R LMY
VINa—FESRTHIEL,

AEGS(TMBE D TrustManager 2R EICEE T HELFRETH AN, BSLEOESRIEICTILHBELS
F=RME CTHEINIEIREEY AT BREA H A0, COIL—ILIFHZA TYUEEL =,

5.4.2.5. ¥ BE® HostnameVerifier [ZES74RLY (h78)

BEERMAELEDTSAR—FIAE THTTPS @59 571D I&. Y—/\—FEBAEREEIZfES KeyStore %
BY AT TEL, LALEASI5.4.3.3 FEAERMZENIL T ABEKRLGI—FITHRALTLASEIIZ, 105—2
yk E TSN TLS YT ILa—RIZIL., E&% HostnameVerifier #F| BT 2B EBNLTLSEDNZL<H S,
INLDHUTINESEIZLTRELLTIIIE. HEHEEEYSOTREEAH D,

TIAR—PEEBAET HTTPS BIEZLI-LMEEICIEN5.4.1.3 TSAR—MEAET HTTPS EETH10R LMY
VINaA—FESEBTHIE,

KIS LM E D HostnameVerifier # R 2ICRE T AL ARETHAHN . BEREOESBEITHHLGMEE
Lo RME THINIEIREEYRALBIREAH D=0, COIL—ILIFHA THEEL =,
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5.4.3. 7R\ Rk

5.4.3.1. FSAR—MEAEDERGEEY —/\—RE

ZZ Tl Ubuntu %5 CentOS £ E D Linux IRBIZHITEHTSAR—MIBAEDER A iEEY — /N —REIC DL TR
B9 %, TTAR—EEBAE(ERAMICRITIN Y —/N\—FIBHED 2L THS. Cybertrust > VeriSign HEDE=
EHFRAAILRTIN=Y—/N\—ERELRFILTTSAA—FIBAEZELE(ENS,

TSAR— BB DER

FTTTARN—MIAEZEZRITT ODTSAR—FRBAEREERT . Cybertrust 4> VeriSign HEDHE=F3R
MRERBILTTSAR—I R/ EFEIENS, 1 DOTSAR—FRIBRTERDTSAR—MIAZEEHRITTES,
TSAR—IRBIEEER LIz PC (X, BONEETEIAMLAT VLA TELRLLSICHEICEEIN LTI
TEB7ELY,

TSAR—RERIIREER T BIZIE. TERDITILRY) Tk newca.sh E&KUVERET7 A /L openssl.enf #ERLE

79 %, VTILRY) TR CASTART KU CAEND ILEEEB D E#HAR .. CASUB) IZFRFERB DL THAD T,
ERTBRIABICEDETEETHL, VIRV TRETOBIZIERIART IV 2RAD =D /IR T—F A &5
3EAMNDDT. RL/ART—FEANT B,

newca.sh - JS5ANR— R REEBZIER T DS TILAOUT ~
#!/bin/bash

umask 0077

CONF IG=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CAREQ=caredq. pem

CACERT=cacert. pem

CAX509=cacert. crt

CASTART=130101000000Z # 2013/01/01 00:00:00 GMT
CAEND=230101000000Z # 2023/01/01 00:00:00 GMT
CASUBJ="/CN=JSSEC Private CA/0=JSSEC/ST=Tokyo/C=JP”

CATOP
CATOP

mkdir -p $
mkdir -p $
mkdir —p ${CATOP} /crl
mkdir —p ${CATOP}/newcerts
mkdir -p ${CATOP}/private
touch ${CATOP}/index. txt

/certs

—_——— —— —_—
——

openss| req —new —newkey rsa:2048 -sha256 —-subj “${CASUBJ} "~ ¥
-keyout ${CATOP} /private/$ {CAKEY} -out ${CATOP}/$ {CAREQ}
openss| ca —-selfsign —-md sha256 —-create_serial -batch ¥
—keyfile ${CATOP} /private/$ [CAKEY} ¥
-startdate ${CASTART} —enddate ${CAEND} —extensions v3_ca ¥
—in ${CATOP} /$ {CAREQ} -out ${CATOP}/$ {CACERT} ¥
—-config ${CONFIG}
openss| x509 —in ${CATOP}/$ {CACERT} -outform DER —out ${CATOP}/${CAX509}
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openssl.cnf - 2 DD )L ROV T MHHHEBICSIB T D openssl O RODEEIT 7 1)L
[cal
default_ca = CA_default # The default ca section
[ CA_default ]
dir = ./CA # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
cri_dir = $dir/crl # Where the issued crl are kept
database = $dir/index. txt # database index file.
#unique_subject = no # Set to 'no’ to allow creation of
# several ctificates with same subject
new_certs_dir = $dir/newcerts # default place for new certs
certificate = $dir/cacert. pem # The CA certificate
serial = $dir/serial # The current serial number
cr Inumber = $dir/crInumber # the current crl number
# must be commented out to leave a V1 CRL
crl = $dir/crl. pem # The current CRL
private_key = $dir/private/cakey. pemit The private key
RANDFILE = $dir/private/. rand # private random number file
x509_extensions = usr_cert # The extentions to add to the cert
name_opt = ca_default # Subject Name options
cert_opt = ca_default # Certificate field options
policy = policy_match
[ policy_match ]
countryName = match
stateOrProvinceName = match
organizationName = supplied
organizationalUnitName = optional
commonName = supplied
emai |Address = optional
[ usr_cert ]
basicConstraints=CA:FALSE
nsComment = “OpenSSL Generated Certificate”
subjectKeyldentifier=hash
authorityKeyldentifier=keyid, issuer
[ v3_ca ]
subjectKeyldentifier=hash
author ityKeyldentifier=keyid:always, issuer
basicConstraints = CA:true

LRI RY)TNERTTEEAEETALINMETIZ CA EWSTALIRIDERESND, 2D CA T4LIRY
NITSAR—L BB THD, CA/cacert.crt T7A LT SAR—RBIARBDIIL—MEAZETHY. [5.4.1.3 T34
AN—PEEBAE THTTPS @159 %10 assets (TR =Y. [5.4.3.2 Android OS DFEAEZER N7 IZT S/ R—b
REERDIL—REAEZE AV AM—ILS 1T Android IHRICAV Ab—ILENFUT B,

TS5AR—MEAB DR

TSAR—RERAZZERTAIZIE,. FTEEDOUTILAY) T newsv.sh ZERLETT S, VTILAY) TR D
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SVSTART && U SVEND [FT 54/ R—MEAEDH $hER. SVSUB) [ Web H—/I\—DEFFTHAHD T, ®E
Web H—/N\—[2AHBETEET S, (2 SVSUB) M /CN THEET % Web H—/A— DR [E24TIAN
WERIITRE[FTDHT L DT RVYTrERTTHERIMRT IV ERAD O D /IRAT—FHAEINDEID T, TF74R
—FRIREER T HLEEITIBELIZ/IRRD—REANTHIL, ZDE. BT 2 BD y/n ZEHNEDTYZAS
T5HIL,

newsv.sh - 7S5AR— NIAEEFRITIDSTILXIUT K
#!/bin/bash

umask 0077

CONF IG=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CACERT=cacert. pem

SVKEY=svkey. pem

SVREQ=svreq. pem

SVCERT=svcert. pem

SVX509=svcert. crt

SVSTART=130101000000Z  # 2013/01/01 00:00:00 GMT
SVEND=230101000000Z # 2023/01/01 00:00:00 GMT
SVSUBJ="/CN=se | fsigned. jssec. org/0=JSSEC Secure Coding Group/ST=Tokyo/C=JP”

openss| genrsa —out ${SVKEY} 2048
openss| req —new —-key ${SVKEY} -subj “${SVSUBJ}” -out $ {SVREQ}
openss| ca -md sha256 ¥
—keyfile ${CATOP} /private/$ [CAKEY} -cert ${CATOP}/${CACERT} ¥
-startdate §{SVSTART} -enddate §{SVEND} ¥
-in ${SVREQ} -out ${SVCERT} -config ${CONFIG}
openss| x509 —in ${SVCERT} -outform DER —out ${SVX509}

FEVTIWRO)TEETTEE MEETALIMETIZ Web —N\—BDTS5AR—,x—T74 )L svkey.pem
BEUVTSAAR—NIEZT74 )L svcert.pem BNEFMEIN S,

Web H#—/\—H% Apache THAIGEIZIE. BE I 7 IILHIZETIERLT= prikey.pem & cert.pem ZRND K5I
BETDHELL,

SSLCertificateFile “/path/to/svcert. pem”
SSLCertificateKeyFile “/path/to/svkey. pem”
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5.4.3.2. Android OS DFEAERN7[CT A RN—FRARD I —EHEE AV A—ILT D

5.4.1.3 TSAR—NEBHET HTTPS EIE9 510 YT ILa—FIE 1 DOT7ITVICTSAR—IRIARDIL—k
MARAEEH-EDHIET. TIAR—MERAETERT S Web H—/\—IZ HTTPS i 9 5AZEMBNL -, 2T
(¥ Android OS IZTSAR—FRAERBDIL—EAEE AV RAM—ILTHIET. TRTDT TN T4 R—NiEHA
ETERYT D Web Y —/\—ITHTTPS I 2 HTEERNT . AV AR—ILLTLLDIL, EHETELRARDH

TU-EEBAZEICRACEITEET HIE,

FITTSAR—I R BDIL—FEBBET 74 )L cacert.crt # Android iR DREBAL—DIZaE—T B, BHEY

DTN A—KFTERALTWAIL—MEBAZED74)LIE https:/ /selfsigned.jssec.org/cacert.crt MoEHLEEBTES,

RIZ Android DEBEA=1—DtEF 1) TA42HE. TRDOLSLFIEZEDH S ET Android OS IZJL—HEEBRE

EAVAM—ILTHIENTES,

al ® 4:46 "l ® 4:46

K eFauFg

IR

NRD—RERTITS

TINA REBE

HAEERE
BREREERTELIENMLT S

R#tTABHOFP T
Y—RKN—F+BPITUDA R =1
EHTS

SERAEDBRIZIEET D

EPHBE:

cacert

Ny T—IDRAB:
CASEEAE 14+
RABWRA ML —Y
ERETE S REALIER
EFETEBCANMEBREBERRT D

Fvtb

REBBRKL—IDEA VR N—)V
ZRU—IDSHBEBEA VR M—IVTS

"l ® 4:46

W Ns—romR

B Oy oRBRNY—VEANLTLE
=8

T—HDMBLERET B ICEO Y IBIFENS—2
EANTILBHABYET

po) iy =

B 5.4-2 F5AR—FEBIERDIL—FEHEDAVX—ILFIE
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COFEEERET5.4.1.2 HTTPS BIET 51D TNA—R T TS/ R—NEHBTEAT S Web H—/3—(2
HTTPS i TE 53145,
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5.4.3.3. EEASRGIEEMNET HERIKRGO—F

A B—F Yk EICEY—/N—RAERIITS—% &AL CHTTPS &IEZ T YT ILa—RFASHIBHIN TS,
NSNSV T INA—RIFTSAR—MIAEZEZFEOTHTTPS BIEEZRIBT DA EELTHEASATNSEH, F5L
=9 T ILa—REIE—&R—XMLTHALTWS 7 TUNRSHELELTVS, BEHALISLEY YT ILa—K
FHEEREICHETZEIDTHEHENZL COERENDTETI2012 F(ZIE Android 7T D HTTPS BIENE
BHERIIBTERMENEI5HEEIN Tz, 1L RFzKS5(2, S5LIzA U 2—Ryb EDMfEFHEREY T IILa—REF AL
TLFESERDON D ZLDIEFEA Android 7T A ERESNATULVD,

CCTIXTSLHEE8% HTTPS BIED YL TILIA—FOMRFERBNT S, S5L=H o T ILa—FERMNH-HEIC
(£75.4.1.3 TSAR—FEAETHTTPS BIET 51D YT ILA—RITEZFMR 0 EL T FZE LY,

fEb% : ZZ> (XD TrustManager 345 —X
TrustManager tm = new X509TrustManager () {

@0verride
public void checkClientTrusted (X509Certificate[] chain
String authType) throws CertificateException {
/) AB LWL - FAGRETERZMITS
}

@0verride
public void checkServerTrusted (X509Certificate[] chain
String authType) throws CertificateException {
//fE LN - EAGIIRAETEZMHFTS
}

@0verride
public X509Certificate[] getAcceptedlssuers() {
return null;

}

f&b% : 225 (XD HostnameVerifier 21§34 —X
HostnameVerifier hv = new HostnameVerifier ) {
@0verride
public boolean verify(String hostname, SSLSession session) {
// I true 2RF — FABKR FETHRMITS
return true;

f&b® : ALLOW_ALL_HOSTNAME_VERIFIER Z > TWL\DT—X
SSLSocketFactory sf;

sf. setHostnameVerifier (SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER) ;
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| 5.5. FSANL—IERERS

E, TSAN—BREFIODERMEFREL T ITSAN— A THAU N RESATEY. O
RICEDZFREBFICEVTET AN —RED-ODEHILEZEH TLEECATH S,
AY-FIAVHOFAEERZERTH7IVIE FIAENMEABROT AN\ —DBAINLRE-TINITTY)
ZERATEASIIC, FIABFEREZEVICRYRSEELIC, FIABITH LT MY OTLERBAZITL. FIAEICF
FADRIBEDBIRERT LN KRDOONDS, ZD=OIZIE TTIVNEDISGEFEHREE D LSS EFEERLIZTT
VEDTIIVr—230 - T5AN—RYS— (AT 7TV TSAN— RO =) &1 R"T HEEHIC. BE
BERYFEWNIAROONSFAEFERONE - FRICOVWTEERIICA—Y—DOREEEZBIVELNHD . BHE. 7T
)ir—232 - TIANO—R)o—ERRNCFET HMEANEREFREA S ORI ARNIFLEERBGYRRERE
EFBLDTHAEICBETHIE,

TIAN—R)o— DR POERIZBEL T, H#LIERBEMNMRBT S[RAT—I+Y TIAMN— 41207 T4
TIRUVTAR—rTHY TIAN— AZOFT4TDIUT #8754 SPI LA ZSROIE,

Flo KRB THROAFEISOV TR AXADFERB L UN5.5.3.2 AEREHRIZSRI DL,

5.5.1. o7 )La—kK

TT)-TIAN—R) o —DERIZIE, —RIZABRESNh TWAI 7T —2a0 - TS3AN—RY— R XE
Y—IL23 ZFRTBHIELTED, COV—ILDEAETHTMLEXE LU XMLER EG->TEY ERT T 7—
23V TFAN =R — MR T TV r—2ay T4 N —R)—DENETNDT7AILHMEREN S, 1F
BENT= XML I7AIVICIZRBERADRT M OLGE | #55E SPHZERLI-HELSTNS, LTOHUTILa—KT
(F. EEBY—ILEFESTER L= HTML D74 LERIBALTTZ T - T34 N— RO —2 R T HHIETRT .

23 http://www.kddilabs.jp/tech/public-tech/appgen.html
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s Privacy Policy Test Application

EERROBE

PrivacyPolicyTestApplication (&, LITDHZER
BRENPEFLET,

WEET 5 HERIER
cookie(S & ACHER L7ZEBIID)E L
P71 )mBEDID
BERICLDANIER
IEHR

WXET388

BEHEYH— b
T - - ERAROBEDIRE

WX{E5%
JSSEC EFaPI—F 1 JWG

KUHBGEFZ TV T—2 a3 0 TSANY—R
< —7% http://www.example.com/pp/app-
policy-privacypolicy-1.0.htm| TTELVEEIFE

g—D

5.5-1 MERT7 TV r—ar T34\ —RYL— D

BERRIZIX. ROHEIO—IZHSZETHRIT BT ILa—KZLTED,

BB 51—Y—EHRE
SR —N—ITEIET S

HREILD
WY R D B RE
F——(TEET S

Yes

BEEZRYFZLA
ROLNBFI AEERE
Y—N—IZ%ETS

A4 A4 Y

[BfERE-ENREHY]

T TIANR—R)o—%&
HHRAATZT T

[BEREHY]
T TSAN—KR)—%
HARAAET TS

[AERELL]
T TFo4NR—RY)—%
HARAAEZT TS

T TSAN—R)o—%
HARAEGNT T

H 5.5-2 IS4/ —ERERSYL T NI RERRT BIO—Fo—F

SoT. AEREELE. FTVDERBBEOT T TS5 KL —ORR - BRISEY, T TR —/A—ITiE
BT BRIBEBHIOL TAENIABELBEETHS,
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Fl=. FERRE L. B2 OFAEFRRICOVTEEOERMICERNDOEE

5.5.1.1.

/5 LTHD,

[BFERE-ERNREHY] 7TV -TSAN—R)o—ElHRAATZTT)

RAVM(BERE-BRRESHY] 7T) T34 —RI—EBAHRAATET T))
1. HEEBFT YT T TTUSERSFAEFRDEEISOVCERERELEES

0 O NV A WN

A—H—DBREEEINBLNTVEWMEE (X, FIAEHEROZEIELEN
EELGRYRVDAROONSFIREFREEETLIEESE. BRI I—F—DREEEES
A—HF—DEFEENFELNTVERIMES . RS FEROFEE LGN
A—H—F7T) - TSAN—R— BB TEELFERERETD
BELERELI——IREICKVEIRT 2FERERETS

A—H— R EICKVFAERROEELZEFLISIFEREAETS
FAEHFROMDFIZIX UUID/cookie ZFIATS
TT)-TSAN—R)—BEM%E assets T4 /LA RIZERELTHS

import
import
import
import

import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

java. io

MainActivity.java
package org. jssec. android. privacypolicy;

[0Exception;

org. json. JSONException;
org. json. JSONOb ject;

org. jssec. android. privacypolicy. ConfirmFragment. DialoglListener;

com. google. android. gms. common. ConnectionResult;

com. google. android. gms. common. GooglePlayServicesClient;
com. google. android. gms. common. GooglePlayServicesUtil;
com. google. android. gms. location. LocationClient;

android
android
android
android
android
android
android.
android
android
android
android
android
android
android
android
android
android
android

location. Location;

o0s. AsyncTask;

os.Bundle;

content. Intent;

content. IntentSender;
content. SharedPreferences;
content. pm. PackageInfo;
content. pm. PackageManager ;

content. pm. PackageManager. NameNotFoundException;

support. v4. app. FragmentActivity;
support. v4. app. FragmentManager ;
text. Editable;

text. TextWatcher;

view. Menu;

view. Menultem;

view. View;

widget. TextView;

widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCallbacks, Googl
ePlayServicesClient. OnConnectionFailedListener, DialogListener {

private static final String BASE_URL = “https://www. example. com/pp”;

private static final String GET_ID_URI = BASE_URL + “/get_id. php”;

private static final String SEND_DATA_URI = BASE_URL + “/send_data. php”;

private static final String DEL_ID_URI = BASE_URL + “/del_id. php”;
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private static final String ID_KEY = “id”;
private static final String LOCATION_KEY = “location”;
private static final String NICK_NAME_KEY = “nickname”;

private static final String PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY = “privacyPol icyComprehensiveAgreed”;
private static final String PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY = “privacyPolicyDiscreteTypelAgreed”;

private static final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private static final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

private String Userld = “”;
private LocationClient mLocationClient = null;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
private final int DIALOG_TYPE_PRE_CONFIRMATION = 2;

private static final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher () {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {
}

@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
public void afterTextChanged (Editable s) {
}

};

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView R. layout. activity_main) ;

[/ A—Y—ERIRA ID #—/N\—hoIWET S
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id. editTextNickname)).addTextChangedListener (watchHandler) ;

int resultCode = GooglePlayServicesUtil. isGooglePlayServicesAvailable(this);
if (resultCode == ConnectionResult. SUCCESS) {
mLocationClient = new LocationClient(this, this, this);
}
}

@0verride
protected void onStart() {
super. onStart () ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, -1);

390 All rights reserved © Japan Smartphone Security Association. TSAN—TFHREHRS



resommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2016 £ 2 A 1 AR

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {

/] *iRA b 1 FEREER (7Y TT— ) IZ, ZTUN RS FABFEROXEIZODLVTEREREEZSES

[/ ToTT—rEHIZOVTIE, HLLWAABERZRS L 5(CH 5604, BEARERELBIVELD
%o

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;

dialog. setDialogListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

// Location f&3REX#5 A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop() {
if (mLocationClient !'= null) {
mLocationClient. disconnect () ;
}
super. onStop () ;

}

public void onSendToServer (View view) {

/] BEBRYFLHIKRO SN EFREBRBREEEICOVTRICRAEEZ/ITLAIHNERT S

/] BRIZIETZIET A EROENEBICREEZBIDENHD_LICEET S L

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);

int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
/] *RAU kI EELRYFVHIRO N DFAFBEREZETIHEE. B I—TF—DREEZHED
ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. sendLocation, R.string.cofirmSendLocati

on, DIALOG_TYPE_PRE_CONFIRMATION) ;

dialog. setDialogListener (this) ;
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show (fragmentManager, “dialog”);

} else {
// BEFADI=O., EELBEZHIBT D
onPositiveButtonClick (DIALOG_TYPE_PRE_CONFIRMATION) ;

}

public void onPositiveButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] *RA 2k 1k YIEEER (7Y TT— IS, ZTVLARS FAEFFEROZECODVTCEEREEZERS
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVAGY_POLICY_COMPREHENSIVE_AGREED_KEY, getVersionCode()) ;
pref.apply () ;
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] hRA2 b3k BEGRYFOHIROONDFIAFEFREEET HHEEE. BRI I—TF—DOREEZHED
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation();
it (currentLocation != null) {
String locationData = “Latitude:” + currentlLocation. getLatitude() + “, Longitude:” + currentL
ocation. getLongitude () ;
String nickname = ((TextView) findViewByld(R. id. editTextNickname)). getText (). toString() ;

Toast. makeText (MainActivity. this, this.getClass (). getSimpleName() + “¥n — nickname : “ + nick
name + “¥n - location : “ + locationData, Toast.LENGTH_SHORT). show();
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new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, locationData, nickname);

}
}
/] AEE/IE. KEBERETS
/] ERICITEET 2HRBOBHEICREEZRIVDENHDILITEET DL
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY, getVersionCode()):
pref.apply () ;

}

public void onNegativeButtonClick (int type) {

if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] KRA k2% A—HF—DEBFERENB LA TVEWNMESIX., FIAEEROSEEXLEN
/] BTN TFTI)TCRET TV r— a0 E8TT5
finish() ;

} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] dRA Uk bk A—F—OENRENFLNTLVEMES(X, ZHFHROEEELLEL
/] A—Y—RENELNEN >T-OTHE LA

}

private int getVersionCode() {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
Packagelnfo packagelnfo = packageManager. getPackagelInfo (this. getPackageName (), PackageManager. GET_ACT
IVITIES) ;
versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
// BISREBITE =
}

return versionCode;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] *iRA U bbbk A—F—NTF7 T - TSAN—RYL—2HBETELFHREZAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] hRAU b bk EELBEREI T —BRECLVEIRTI2FETAETS
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;
case R. id. action_donot_send_id:

/] kR b Th A—HF—EEICIYFAERBROEELFLTSFREAET S

/] FREBRROZEEZFLLELEE. AFREICHYT ARERIBESNZIDNET D
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SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit

pref. putInt (PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, 0);
pref.apply();

/] RO TILTHAAEEREEZELEWNMGE., 1 —F—ITIRET IHENEC L DD

/] COBRBTT TIVERTT S, CONBET7TIT)VEOERHBICEOLETEETSII L,

String message = getString (R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + message, Toast.LENGTH
_SHORT) . show () ;

finish();

return true;

}

return false;

}

@0verride
public void onConnected (Bundle connectionHint) {
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation();
if (currentlLocation != null) {
String locationData = “Latitude ¥t: “ + currentLocation. getLatitude() + “¥n¥tlLongitude ¥t: ” + cu
rrentLocation. getLongitude () ;

String text = “¥n” + getString (R. string. your_location_title) + “¥n¥t” + locationData;

TextView appText = (TextView) findViewByld(R. id. appText);
appText. setText (text) ;

}

@0verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try |
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender. SendIntentException e) {
e.printStackTrace () ;

}
}

@0verride
public void onDisconnected() {
mLocationClient = null;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
// KR4k 8k FIFAFFROMDIFTIZIE UID/cookie #FIAT S
/] AYUTLTIEY—N—flTcER LI ID #FAT5S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
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// SharedPreferences RIZ k—9 UMNBFELELEOH, —/—m5 ID ZWMYFHE 5B,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, ““, “id");
} catch (IOException e) |
/] SIAEIS—HBEDHNEXFYYFT S
extMessage = e. toString () ;
}

// BRY 1= ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - ” + status + “ : ” + extMessa
ge, Toast. LENGTH_SHORT). show();
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String location = params. length > 2 ? params[2] : null;
String nickname = params. length > 3 ? params[3] : null;

Boolean result = false;
try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);
if (location != null)
jsonData. put (LOCATION_KEY, location) ;

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil. sendJSON(url, ””, jsonData.toString());

result = true;
} catch (IOException e) {
/) MAEIS -G EDHNEFTYYFT D
extMessage = e. toString();
} catch (JSONException e) {
extMessage = e. toString();
}
return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + ” : ” + extMessa
ge, Toast. LENGTH_SHORT). show() ;
}
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}

}

ConfirmFragment.java
package org. jssec. android. privacypolicy;

android. app. Activity;
android. app. AlertDialog;

android. app.Dialog;

android. content. Context;

android. content. Dialoglnterface;
android. content. Intent;
android. os. Bundle;

android. support. v4. app. DialogFragment;
android. view. LayoutInflater;
android. view. View;

android. view. View. OnCl ickListener;
android. widget. TextView;

class ConfirmFragment extends DialogFragment {

private DialoglListener mListener = null;

public static interface DialoglListener {

public void onPositiveButtonClick(int type) ;

public void onNegativeButtonGlick (int type) ;

public static ConfirmFragment newlnstance(int title, int sentence, int type) {

ConfirmFragment fragment = new ConfirmFragment() ;
Bundle args = new Bundle() ;

args.putlnt ("title”, title);

args. putInt (“sentence”, sentence);

args. putInt (“type”, type):

fragment. setArguments (args) ;

return fragment;

@0verride
public Dialog onCreateDialog(Bundle args) {

/] *RA 2+ 1k HERERIZ. 7TUMESFRABFEROZEIZOVWTCEEREEZRS

/] dRA Ik BELGRYFBLDHARDONLFAEFRZEET HEEE. B2 —YF—-DOREESES
final int title = getArguments (). getInt ("title”);

final int sentence = getArguments (). getInt (“sentence”) ;

final int type = getArguments().getInt ("type”);

LayoutInflater inflater = (LayoutInflater) getActivity().getSystemService (Context. LAYOUT_INFLATER_SERVICE

View content = inflater. inflate(R. layout. fragment_comfirm, null);
TextView |inkPP = (TextView) content. findViewById(R. id. tx_link_pp) ;
| inkPP. setOnClickListener (new OnClickListener O {
@0verride
public void onClick (View v) {
/] KIRA b bk A—HF—MNTF7TY - FTSANL—RYL—%¢HRETELFRERAETS
Intent intent = new Intent();
intent. setClass (getActivity (), WebViewAssetsActivity.class);
startActivity (intent) ;
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AlertDialog. Builder builder = new AlertDialog.Builder (getActivity());
builder. setlcon(R. drawable. ic_launcher) ;

builder. setTitle(title);

builder. setMessage (sentence) ;

builder. setView(content) ;

builder. setPositiveButton (R. string. buttonOK, new Dialoglnterface.OnClickListener ) |
public void onClick (DialogInterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onPositiveButtonClick (type) ;
}
}
DR
builder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener () {
public void onClick (Dialoginterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onNegativeButtonClick (type);

]
b

Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

}

@0verride
public void onAttach(Activity activity) {
super. onAttach (activity) ;
if (!(activity instanceof DialoglListener)) {
throw new ClassCastException(activity. toString() + “ must implement DialoglListener.”);
}

mListener = (DialoglListener) activity;

}

public void setDialogListener DialoglListener listener) {
mListener = listener;

}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicy;

import android. app. Activity;
import android. os.Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/] KIRA ROk TTY » TSANL—RY O—HEMR%E assets THILFTRIZEE L THEL

private static final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-
1.0.html”;

@0verride
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewById(R. id. webView) ;
WebSettings webSettings = webView. getSettings() ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.2. [EERE®HY] 7TV -TIAN—RIO—E#lHAAFZT T

RAVN: [BRERESHY] 7F)-TS5A1\—KRYS—EHAHRAATET T

1. MEEEET YT TR 7TV RSFIAZFFROEZEICOVTEREREERED
A—Y—OBERIENFONTLEWMEE X, FIAFFERDZEETLEL

A—Y D7) TSAN—R) L~ R TELFRERAET S
EELERELI YR EICKVEIBRT SFERERAETS
A—Y—BECIVIAEFROEELELIIFREAETS
FIREFEROMDFIZIE UUID/cookie ZFIFAT S

T7T)-TZAN—R) S —BEM%E assets T4 /LA RIZERELTHS

N OO v N

MainActivity.java
package org. jssec. android. privacypolicynopreconfirm;

import java. io. [OException;

import org. json. JSONException;

import org. json. JSONOb ject;

import org. jssec. android. privacypolicynopreconfirm. MainActivity;

import org. jssec. android. privacypolicynopreconfirm.R;

import org. jssec. android. privacypolicynopreconfirm. ConfirmFragment.DialoglListener;

import android. os. AsyncTask;

import android. os.Bundle;

import android. content. Intent;

import android. content. SharedPreferences;
import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. support. v4. app. FragmentActivity;
import android. support. v4. app. FragmentManager ;
import android. telephony. TelephonyManager ;
import android. text. Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;
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import android.widget. Toast;

public class MainActivity extends FragmentActivity implements DialoglListener {
private final String BASE_URL = “https://www. example. com/pp”;
private final String GET_ID_URI = BASE_URL + “/get_id. php”;
private final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private final String DEL_ID_URI = BASE_URL + “/del_id. php”;

private final String ID_KEY = “id";
private final String NICK_NAME_KEY = “nickname”;
private final String IMEI_KEY = “imei”;

private final String PRIVACY_POLICY_AGREED_KEY = “privacyPolicyAgreed”;
private final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private String Userld = “”;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;

private final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;

private TextWatcher watchHandler = new TextWatcher () {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {
}

@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
public void afterTextChanged (Editable s) {
}

};

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main);

/) A—H—#EAA D #H—N—hoWETS
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id. editTextNickname)).addTextChangedListener (watchHandler) ;
}

@0verride
protected void onStart() {
super. onStart () ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) ({
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/] *iRA b 1k FEEER (7Y TT— ) IZ, ZTUN RS FABBEROXEIZODLVTEREREEZSS

[/ ToTT—rEHIZOVTIE, HLLWAABERZRS L 5(CH 5604, BEARERELBIVELD
%o

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;

dialog. setDialogListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

public void onSendToServer (View view) {
String nickname = ((TextView) findViewByld(R. id. editTextNickname)).getText (). toString() ;
TelephonyManager tm = (TelephonyManager) getSystemService (TELEPHONY_SERVICE) ;
String imei = tm. getDeviceld();
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “¥n - nickname : “ + nickname + “, im
ei =7 + imei, Toast.LENGTH_SHORT). show() ;
new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname, imei);
}

public void onPositiveButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] *iRA b 1k FEEEHREIZ, 7TUAERSAHAEEROZEIODVWTEEREEZEBS
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, getVersionCode()) ;
pref.apply () ;

}

public void onNegativeButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] kIRA k2% A—F—DEBEFERENEB LN TVNEWNMESIX, FIRAEEROSEEXLEEL
/] BTN TFTTI)TET TV =23 8T S
finish(;

}

private int getVersionCode() {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
Packagelnfo packagelnfo = packageManager. getPackagelInfo (this. getPackageName (), PackageManager. GET_ACT
IVITIES) ;
versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
// BIS LR (XEIE
}

return versionCode;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
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case R. id. action_show_pp:
/] KIRA b3k A—HF—NTF7TY - TSANL—RYL—%¢HRATELFHRERAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] hRA b bk FELZERELI—TIREICKYBIRT I2FERERAET D
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;
case R. id. action_donot_send_id:

/] KA k5K A—HF—BECLYFRAEBFBROXEEFLTIFREZAET S

// FAEFEROZEEZEFELLZEES. BEARICETIEAEEBEESINIEDLT S
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, 0);

pref.apply () ;

/] B TILTIHAAEEREEZE LEWNGE., 1 —F—IZIRET 2HMENEC L DD

/] COERMTTTVERLRTT S, CORBEI7T)EOHEIZEHETERET S L,

String message = getString (R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - “ + message, Toast.LENGTH_SHO
RT). show () ;

finish() ;

return true; }
return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
/] diRA 2k 6k FIRAFIFHROMDHIZ1E UUID/cookie ZFIFT S
/] BT TIEY—N—@ITER L ID ZFAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ b—%o UHAFHE LGz, —nN—Dn5 D ZRUYFHE S,
try |
UserId = NetworkUtil. getCookie (GET_ID_URI, “”, “id");
} catch (IOException e) {
/) MAEIS—HBEDHNEFTYYFTD
extMessage = e. toString();

}

// BYZEFE1 ID % SharedPreferences [TIRTFT B,
sp.edit(). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute (final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + ” : ” + extMessa
ge, Toast. LENGTH_SHORT). show () ;
}
}

400 All rights reserved © Japan Smartphone Security Association. TSAN—TFHREERS




Android 7 /) DX a7 HRE X2 T7I—TAVTHAR
http://www jssec.org/dl/android_securecoding.pdf

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

2016 £ 2 A 1 BiR

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”

@0verride

protected Boolean dolnBackground (String. .
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2]
String imei = params. length > 3 ? params[3]

params) {

S null;
S null;

Boolean result = false;

try {
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

if (imei != null)
jsonData. put (IMEI_KEY, imei);

NetworkUtil. sendJSON(url, ””, jsonData.toString());
result = true;
} catch (IOException e) |
/] IRAEIS—HBEDHNEFYYFT S
extMessage = e. toString () ;
} catch (JSONException e) {
extMessage = e. toString () ;
}
return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + ”

ge, Toast. LENGTH_SHORT). show () ;
}
}

- ” + status + ” : ” + extMessa

ConfirmFragment.java
package org. jssec. android. privacypolicynopreconfirm;

import android. app. Activity;

import android. app. AlertDialog;

import android. app.Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os.Bundle;

import android. support. v4. app.DialogFragment;
import android. view. LayoutInflater;
import android.view. View;

import android.view. View.OnCl ickListener;
import android.widget. TextView;
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public class ConfirmFragment extends DialogFragment {

private DialoglListener mListener = null;

public static interface DialoglListener {

}

public void onPositiveButtonClick (int type);

public void onNegativeButtonGlick (int type);

public static ConfirmFragment newlnstance(int title, int sentence, int type) {

}

ConfirmFragment fragment = new ConfirmFragment() ;
Bundle args = new Bundle() ;

args.putInt("title”, title);

args. putInt (“sentence”, sentence);

args. putInt ("type”, type);

fragment. setArguments (args) ;

return fragment;

@0verride
public Dialog onCreateDialog(Bundle args) {

/] *iRA b 1k FEGRERFIC. 7 TSRS HRAEBEROZECODVWTCERERAEE2ES
final int title = getArguments().getInt("title”);

final int sentence = getArguments().getInt ("sentence”);

final int type = getArguments (). getlnt (“type”);

LayoutInflater inflater = (LayoutInflater) getActivity().getSystemService (Context. LAYOUT_INFLATER_SERVICE

)
View content = inflater. inflate (R. layout. fragment_comfirm, null);
TextView |inkPP = (TextView) content. findViewById(R. id. tx_link_pp);
| inkPP. setOnCl ickListener (new OnGlickListener ) {
@0verride
public void onClick (View v) |
/] KIRA b3k A—HF—NTF7TY - TSANL—RYL—%2HRATELFHREZRAETS
Intent intent = new Intent();
intent. setClass (getActivity (), WebViewAssetsActivity.class);
startActivity (intent) ;
}
DR
AlertDialog. Builder builder = new AlertDialog. Builder (getActivity());
builder. setlcon(R. drawable. ic_launcher) ;
builder. setTitle(title);
builder. setMessage (sentence) ;
builder. setView(content) ;
builder. setPositiveButton (R. string. buttonOK, new DialogInterface.OnClickListener ) {
public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener != null) {
mListener. onPositiveButtonClick (type);
}
}
b
builder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener () {
public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener != null) {
mListener. onNegativeButtonClick (type) ;
}
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Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

}

@0verride
public void onAttach (Activity activity) {
super. onAttach (activity) ;
if (!(activity instanceof DialoglListener)) {
throw new ClassCastException(activity. toString() + “ must implement DialoglListener.”);
}
mListener = (DialoglListener) activity;

}

public void setDialogListener DialogListener listener) {
mListener = listener;

}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynopreconfirm;

import org. jssec. android. privacypol icynopreconfirm. R;

import android. app. Activity;
import android. os.Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {
/] KRA TRk 7T« TSRO —KR) O—BEfR % assets T+ IILFRNICEBELTHL
private final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst—privacypolicy-1.0. htm

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewById(R. id. webView)
WebSettings webSettings = webView. getSettings() ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.3. [@#ERELL] 7TV -TFAN—R)—%#HAALTZTTY)
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RAVM:[ARRELGL] 7TV -TI3ANO—R)—El/AHRAAETTY)

1. A—Y—=DF7F)-TSAN—R)—sRERTEELFRERAETD

2. REELBEHREZI—YV—BEICKYEIRTIFREZAETS

3. A—H—#BEICKYFIREBRROEEZFELTLIFEERAETS

4. FIAHBHROMDIIFIZIZ UUID/cookie ZFIRT 3

5. 77U TIAN—R)—EMR%F assets T+ LFRITEREL THL

MainActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import java. io. IOException;
import org. json. JSONException;
import org. json. JSONOb ject;

import android. os. AsyncTask;

import android. os. Bundle;

import android. content. Intent;

import android. content. SharedPreferences;
import android. support. v4. app. FragmentActivity;
import android. text. Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity {
private static final String BASE_URL = “https://www. example. com/pp”;
private static final String GET_ID_URI = BASE_URL + “/get_id. php”;
private static final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private static final String DEL_ID_URI = BASE_URL + “/del_id. php”;

private static final String ID_KEY = “id”;
private static final String NICK_NAME_KEY = “nickname”;

private static final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private String Userld = “”;
private TextWatcher watchHandler = new TextWatcher ) {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {

}

@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@verride
public void afterTextChanged (Editable s) {
}
}
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@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

// A—Y—#EAA ID Y —N—I5WMET S
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id. editTextNickname)). addTextChangedListener (watchHandler) ;
}

public void onSendToServer (View view) {
String nickname = ((TextView) findViewByld(R. id. editTextNickname)).getText (). toString() ;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “¥n — nickname : ” + nickname, Toast
LENGTH_SHORT) . show () ;
new sendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname);
}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu.main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] KIRA D b1k —HF—NTF7TY - TSAN—RYL—%2HRATELFHREZRAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] dRA b2k FELLERELI—T—IREICKYBIRTIFERERAET D
new sendDataAsyncTack (). execute (DEL_ID_URI, UserlId);
return true;
case R. id. action_donot_send_id:

/] KRA 2k 3k A—HF—BECLYFRAEBRROEXELFLTI2FREZAETT S

/] AT LTEHAERBREZELGZWES., 1—F—ITIRET 2HENRL L L0

/] COBRETT TUEKRTIT S, COREBFT7ITVEOHAICEHOETERET S L,

String message = getString (R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + message, Toast.LENGTH_SHO
RT). show () ;

finish(;

return true;

}

return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
/] *RA 2 b 4k FABEBEHROMDI1HIZIE UID/cookie ZFIFT S
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[/ AU TLTIEY—N—@ITER L IDEZFATS
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences HIZ b—0 VA FE LKL I=SH, —nN—h5 IDERYFHE S,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, “”, “id");
} catch (IOException e) |
/] SBIAEIS L LEDFINEFYYFT S
extMessage = e. toString () ;
}

// BRYZ1= ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + “ : ” + extMessa
ge, Toast. LENGTH_SHORT). show();
}
}

private class sendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”;

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2] : null;

Boolean result = false;

try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil. sendJSON(url, ””, jsonData.toString());

result = true;
} catch (IOException e) {
/) MAEIS -G EDHNEFTYYFT D
extMessage = e. toString () ;
} catch (JSONException e) {
extMessage = e. toString();
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + ” - “ + status + ” : ” + extMessa
ge, Toast. LENGTH_SHORT). show () ;
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}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import org. jssec. android. privacypol icynocomprehensive.R;

import android. app. Activity;
import android. os. Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/] *RAD LS5k TTY « TSR —KR) O—BEBRF assets T+ ILFARNITEEB L THL

private static final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-
1.0.html”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewByld(R. id. webView) ;
WebSettings webSettings = webView. getSettings () ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.4. 7TV TSAN—R)—&AHRAFZNT T

RAVE(FFI)-TIAR—R)O—Z#HRAELZNT T)
1. BRBLEEREHRABTOARATEEHEE. 7T - T34\ —R)O—ERRLESTL R
2. R—=IrTLAREDTTIEBRIC. RELERRENMBEELLAVEEZRETS

MainActivity.java
package org. jssec. android. privacypolicynoinfosent;

import com. google. android. gms. common. ConnectionResult;
import com. google. android. gms. common. GooglePlayServicesClient;
import com. google. android. gms. location. LocationClient;

import android. location. Location;

import android. net.Uri;

import android. os. Bundle;

import android. content. Intent;

import android. content. IntentSender;

import android. support. v4. app. FragmentActivity;
import android. view. Menu;

import android.view. View;
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import android.widget. TextView;
import android.widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCallbacks, Googl
ePlayServicesClient. OnConnectionFailedListener {
private LocationClient mLocationGlient = null;

private final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mLocationClient = new LocationClient (this, this, this);

}

@0verride
protected void onStart() {
super. onStart () ;

// Location {E#RE1GF A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop() {
if (mLocationClient !'= null) {
mLocationClient. disconnect () ;
}
super. onStop () ;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

public void onStartMap (View view) {
/] *RA2 b 1%k BMELEERZBRAFZTOAFBETREE. 7TV - TSANL—R)I—RRLELTHR
Ly
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation() ;
it (currentLocation != null) {
Intent intent = new Intent (Intent. ACTION_VIEW, Uri.parse(“geo:” + currentLocation. getLatitude() +
” + currentlLocation. getLongitude()));
startActivity (intent);
}

}

@0verride
public void onConnected (Bundle connectionHint) {
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation() ;
if (currentLocation != null) {
String locationData = “Latitude ¥t: “ + currentLocation. getLatitude() + “¥n¥tlLongitude ¥t: ” + cu
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rrentLocation. getLongitude () ;
String text = "¥n” + getString (R. string. your_location_title) + “¥n¥t” + locationData;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName () + text, Toast. LENGTH_SHORT). sho

TextView appText = (TextView) findViewByld(R. id. appText) ;
appText. setText (text) ;

}

@0verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try {
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
e.printStackTrace () ;
}

}

@0verride
public void onDisconnected() {
mLocationClient = null;
Toast. makeText (this, “Disconnected. Please re-connect.”, Toast. LENGTH_SHORT). show() ;
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5.5.2. JL—ILTvY

TS5A N —IERETESEIZIZLUTDIL—ILESFBIE,

1. ZEIHIAERREIVERERICEDD (WH7E)
2. HEESE(TYTT—rHIC. I—F—ICEHIMYBZ RS, F-(E EEGRYRLAROONLFIAE
BFERODZEEICODVWTERIEREESBS (WH7E)
3. EBEGRYRLAROLONLSFIAEFREZEETIEEE. 1 —F—ICEIREEZHES (WH7E)
4. A—HY—PF7T)-TSANO—R)—2HBTELFREAETD (WH7E)
5. 77U TIAN—R)—EMR%F assets T+ LFRITEREL THL (#E5%)
6. EELLFAFEREZI—Y—EEICLYEIRSLVEEFLIZFEZAETS (M%)
7. mEKEH ID & UUID/cookie ZfELV2 T3 (#22)
8. FIABERBHEZMANDATHRATIEES. WMBEELLEVEEZLI—F—IZRMNT S (HE22)
5.5.2.1. ZEETHFREBRIVERERICEDND (WH78)

TI)RZATIWGEDHRAZRICA—Y —ABETELT7TIDBES LV BN TRAZRERICT /X
LBWESERET B L . 7T DIES SV EMICTRELGFAZERRTH>THL. TTVREBTOARLELIF
WENEBY —N—FIZEETAEFHRERFREL . LERERDFEROAZEET S,

BIZIE, T5—LT7TIT HBELERREICTS—LNRIHELMRELTL AV ML TR EIFRE Y
—N—IZREELTWSIGEE. 1 —Y— L EFRET T OBEELREEM(THIEEFHLL, —AT.COT77— L4
TV, A== WBIEFRIGL TRESN T I—LERL T HEEZHDBA L. 7N ERREF AT
SEAEHATHIENTESD, COLIIT, A—F—AHEELFAERREOEELZEBZ TELHANFARETHN
. FIAERROFRBICHLELHIEALTE S,

5.5.2.2. HEEBF(TYTT—FHIC, 2—F—ITLHMYBZ A REE, F-1F, EELRYKROD RO L FIF

ERBOEEICOVWTEREREEZRS (Wh7H)

A—HF—ITLHMYBA AR HELF AEFROCEEVIMYROARO N SFIAEFRESN Y —/—ITEET
BHE. A—Y—ATTIVEERT RN, TTINEDLIGEREE D LSHBHTYH —N—ITEET N F
ZERBEHHIMNGEITOVT, FHICA—HF—DRBA T ) ER/LIEARDONS BIRMIZIZ. 7TID
PEEBEFCT T - TI3AN—R)—%RRL T A—F—OHRLRABEZB/DILIIT HIRETH D, F-. 7
TVr—2av Q7 YT T—MIKY . FH-GRAERRENBY —N—(TEET LI o-BICH. BEL—Y
—DHERERBERDILIICTIVLENH D, AEARONGNES X TITVER T THLE. FROEENVE
THERE(LER) AT D&,

NIZEY, a—F—DFAEBFEROFAKREERL-LTTFTIEFERALTOSI LN RSN, 2 —F—ICR
IDNBRERET DEEBITTIADEEREBDHIENHFTED,
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MainActivity.java
protected void onStart() {
super. onStart () ;

(HRE)
if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
/] kRA Y bk WERER(FYy TTF— IS, 2 —F—ICKDWMYBIAREE, F-1E. EE
HRYFRDHARO SNHFAEBFROEEICOVTAEREESS
/] 7T T—ErEIZOVLTIE. HILLWAAZEEREHRS K3 (CE2BEIC0A#. BEAEREZ:
BOIDENH D,
ConfirmFragment dialog = ConfirmFragment. newlnstance (
R. string. privacyPolicy, R.string.agreePrivacyPolicy,
DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;
dialog. setDialoglListener (this);
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show(fragmentManager, “dialog”);

wﬂ T4\ —TNU

EFTVr—-vavaEFAETNhS
[C1, FRUY7DTIS5A I\ —
RUS—CEIBLTIERE S BE
NHVET, TS/ —KU
-DABERADOOA. FAES
h3B8F "3, Z2HLTHHE
HFLIESL,

B, "I, ERFENERY

YERUESBEE. ZTS510
—RUZ—OABEREDDA
EELLEDEHLTULETY,

IS4 =R —RR

B 5.5-4 @EREOH
5.5.2.3. EEGRUYKELAROONDFIRERREXETHEEE. A—F—ICEMIREZES (WH28)
BEGIRRVLSROLNDFIREBFRENBY —N\—ITEET LB E L. BEREICNAT, FAEEREE
FIRAERROZEEEHIEE)EIC. FMCA—F—DRBF T ERLIENVLETHD, 1——DRE

NFoNGEMHEIE MBS — /N —~DIFREE [ELEBL TIEGSAL,

NIZEY, A—F—FBERETHEAL-FIAEFROXEFEICEALT,. LYEKWLGTITUREGRBRY—ER)E
DEEEZEHMHENTE, 7TVREEBE I —F— D LY EHLGHIMICL IR EEZRIEAFTES,

412 All rights reserved © Japan Smartphone Security Association. TSN\ —ERERS



resommmon  http://www jssec.org/dl/android_securecoding.pdf

m" omnprenone Android 7Y DEF AT HRE X ATI—TAVTHAR 2016 E£2 A 1 BER

MainActivity.java
public void onSendToServer (View view) {
/] KR b HREELRYFVLHARDSNDFAFFREEZET HEEE. B —F—-DOREEHED
ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. sendLocation, R.string.cofirmSendLo
cation, DIALOG_TYPE_PRE_CONFIRMATION) ;
dialog. setDialoglListener (this);
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show(fragmentManager, “dialog”);

I EERORLE

HRI-OMBEHRE D —/(—(0i%
BLETHALBLLITTN?

751N =R Y —FRE

B 5.5-5 E3REDOH
5.5.2.4. A—Y—2T7T)-TSANO—R)—cHERTELFRERET D (Wh7H)

— I, A —DRETTVEAVR—ILT BRNT T - TS3AN\— RO —% MR T HF B EL T, Android
TI)DR—7INTUALRLIZTT) - TZAN— RIS —DY o DERTT DIEREN H D, CDHBE~N DX
Z.TTVEMKRICAVRM—ILLIZRTH, 2—F =BT TN - TIAN— R —%2 SR TELFREAETSHC
& FICHAZBBRREND Y —N\—FITEETIBEDOEMNRBHERRIZETI)-TIA4N—RIL—2B5
[CHERTESFRZABL. A—Y—DELCHIITED LT HIENEELLY,

MainActivity.java
@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] kRS bk A—HF—NTF7TY - TSANL—RYL—%2HBETELFREAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity(intent);
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return true;

iw Privacy Policy Test Application

EOLESIN S A )\ =R Y —FR

IDZHIFR

BHREY —IN—~NXETD

B 5.5-6 FS5A/13 —RYS—RRAA=Z1—

5.5.2.5. 77U -TSAN—R)—BEM%E assets 74T RNIZERELTHL (HE2R)

T7) - TSAN—R)—DBMERRIE assets TAILFRIERELTHE BHEICIGCTHAEBICRAT LN E
FLW, 7T TS —RYS—M assets TAILFIZHNIE, WD TERSICT I ERAARETHDHERFIZ, E
BEOHDIE=FICKY . BEOCRESNT=TT) - TSAN—R) O —%4BBIELND) RN EE AT HELRT=H T
Hb. Ff=.assets TAILFICRETH770/LIE. FIAEERICEATIE=ZFRIANAGETHAHAENEFELLY,
KETRNLIZ[T IV =230 - TSAN—R)O— R ZIRY—ILIZM AT H5E . BERA2T DHSH XML
T74ILE assets TAHIFIZERET S ETE=ZBRIENAIREITL D,

5.5.2.6. EELEARERREZL -V —BEICIVEIREIVEXEFLISFRERAETS (HE2Z)

FREORDICELC, MY —N\—LISEESI =R AERFRERIRT SHAETIRE T DIEAEFTLL BHRIC,
77UVBETHARAICFIAEFR BLIIZDIE-) ZRELEEL. TORBBREHIRT SHEZ1—F (TR
HIDTEANEFELL T FIRBDORDICTEL ., FIREFRDOEEEFL T IMELTIRM T HEAEFLL,
ARIL—IL(ERE) DR, FIAERFRROHIBRICOWVTIL, EU TRIESN TWSIGEhoNAEFIICKYESH ONT-E
DTHAN. SRIFFIRAET —HRECEATIEADERDRIEBLRESA TS, FICEANGLORY., K
HARTEIFIRERROBIBREEZAE T 5 EEHET L, T FIRBBRROEFEFLICONTIE, £ITTSV
HIZRDRIEAEATLSDo Not Track GEFMER) DB RICEYEHoNI=HDTHY. HIFREHISEEFL
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WREERE T A LTHET D,

MainActivity.java
@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
(HRE)
case R. id. action_del_id:
/] KRA2 bk FELEERZI—VIREICKVEIRT IFERZAET S
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;

5.5.2.7. mX[EH ID & UUID/cookie Z{EL 7 T+5 €i:3y

IMEI 72 &E DimREH ID &, FIAEBFREMT T TEET AETEV, ImREF ID LFAEFRLS BT T
—ETHARORAVLLTLES L. A SIHKREER ID OEELAFRAEELT-H. ID EFIAFFROMOITELS
EMTELGN(EHLL) LD, ZOEBETHD, CDIHE. WHKREH IDITEH>T, UUID/cookie 7t E DELEEN—
RICL-EPEER T HEREAEE% ID 2 >T. MAFRHREDBOTELVERFEETHERL ThILY, £EFET
REALTIENoNSERIEEZERBLI-EELTEHENTESD,

MainActivity.java
@0verride
protected String dolnBackground (String... params) {
/] *RA 2 bk FIAEFROMDFH(Z(Z UUID/cookie #FIAT
/] R TITEY—N—BITERLE ID#FRIT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ k—2 UMNFE LGRSO, y—nN—H5 D ZWMYEFE S,
try {
Userld = NetworkUtil. getCookie (GET_ID_URI, ", “id");
} catch (I0Exception e) {
/) AMAEIS R EDFNEFYVFTD
extMessage = e. toString();
}

// Y Zt 1= 1D % SharedPreferences [CIR7FET %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

5.5.2.8. FIAEEREHRKADAHTHATSEE. SEBXELBVEZLI—Y—ITBHT S €i:3)

FRAEOWHRAE CT—RIIFIRABFRRICTIERATIOADGZEETHo>TL, FIFEDERFZ T ERMEZSE
HE=DIZ. TDOEEERADIENEELL EFRMIZIEX, TOEALEFIAEERE. HHRF--BHD-HIZiH
KA T—RHIZERTLIDHATHY ., BEROHEEEZLEVEZZARAEFICEMTHERV BHGEELT
(F. Y= YT AR LTOTTIERBARICEER T IEEDHENEZLND, BH. KA TO—EFIRADHD
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5.5.3. 7R\ Xk

5.5.3.1. TN\ —RYS—ZRMYFEIKIR

ARX—rIAUICHFTHFIAFFREZIMEL. AICEETIHEITE, FIAFISHLTTTINED &SHEREE
D&M FEERLIZT T - TIAND—R)—Z B - 1RRTDBENH D, 7T - T34\ —KR)—IC
REBTRENAE., BFEAE SPIHIZTERSN TS,

T ) TSAN—RYS—IFE R DT TIVHESITRTOFAERFRE. TORAECHBROREFL. EELEE
BHSMMIT HIEITERMEINTLND, TNEFRICBEEENBLOTTINSIRELE-TRTOFAEFHRE
EDESIRE - BB -BELXTINETIEEETISANS—RIL—EELLS, HE. BABREEEZELE
[THERENTWETSA N —IRYS—EIECDBEE TS\ — RS —HHEET 5,

TSAN—R) O —DER B RAZELENFNDTIN—R) L —DHZ BB E . [ISSEC R<THkR-7T)
o 7 3 4 N Y — K Uy — % F - B FxITDWT O EFE E ]
(http://www.jssec.org/event/20140206/03-1_app_policy.pdf) IZFFHIERBAMNEHSNTLSDTSED
&,

5.5.3.2. FAEMRHR

LTI, AAARTHERALTWAAIEIZDUINT. [JSSEC RTHR-T7FTIDTSA 1\ —R)—ER-BRIZDLNT
NEE] (http://www.jssec.org/event/20140206/03-1_app_policy.pdf) IZEREIN TS HAEMEHRES]
ALTHL,

& 5.5-1
i .

BRETSAN—RYS— BEEHICBTAENERRESAHERLETIAN—KRY—,
BENERREECEDEIER

F3) TS5 —R)— TV r—2av Rt T S48 —R) o —, #8754 SPI DiEstIZHE
DEER, BMEMEFMIRTORYOT VRN ETND

BERT T -TS54130—KRYS— TT)VNREGTLHFAERFER. REEN. E=FREOFELE
FERICEERL-XE

MR T T TS — R o— 754 SPl DEHH8IEE [CHEMLU-FHLERNBERBLI-XE

FAEICEIMYBANEZLGFIAEER cookie, UUID &

FAEICLIMYEEZ NERELFIAEESH  IMEL IMSI, ICCID. MAC PRL R, OS £/ T 5 ID 1iE

HEYRLASR 8O & |
RECBIBIROGNONAERE sm FrLIE. BEES AL TFLABE
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| 5.6. BEEHERHAT

X 1) T DOEERTIE. BREESHLAERT D008 A EL T, #EZ 4 (Confidentiality) . ST 24 (Integrity).

ATAME(Availavility) EWVSAENMEDN S TNENBEDT—HEE=ZFICRONLGNKIIZTHIE. SHBT D

T—ANREAINENESIT(FF, BTASN-IEERAN) T HIE U—EXRDPT AN ELEFICLDTE

FRATELILEEKRLTHY . EX ) TAEHRTIBICERTRERULBERTHS, P TH. EELT LM

D=HIZEESEMNANLNDIENZL Android IZBVWTET7 T EEEOTEEERRT 5O DAL
EEHEENAEIN TS,

ZZ Tl Android 7FVIZETEESIL-EEMEBEEOER), Avt—URa—K/TUOFIILEL B2 HEDE
B)OZRELBREFZEY LTI O—FTRY,

1. o7 )La—F

B BB T HMEMEHERT D)) [RIATRNT (LM ERRT D) IEVS1—RT—XDE KWL A
:u’cb%ﬁtl LT, BkRGEEARXMSRAFKEIN TS, CCTIR.BERMEEDLSGRETHRAT M ENSEH
mhD BEAREREC3 DITHDBLTHUTILa—FERAELTLWS, TNENORESEATOHEMN SR AT
ZEEAR-BOBELHINTEEMNTED, LYBONZHIABLELIBAIZE. [5.6.3.1 BEAXDREIR]
BRI DL,

F ESRMERNATEIREE T HMRICIE. 15.6.3.3 ELHERICEITHMBMULEMKRILHONCHSETH
to

BE=ZBEDREMNOT—3EFD

( [F & )

2A—HF—-OEBEE]
1EHET2

B2l T
EBREL7IBHTITS

\ 4

AT —FR—2 5% LRSS ﬁﬁi@ ESEFIAL:
FIALT-EES{E- 1BS FIFAL 7B %{t f'Ev; St 185

B 5.6-1 BENT—4%EF5Y VT Ia—FERRTH70—Fv—+
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o E=FHITLDT EIDHTAZRIT S

(:- [F & j)

FRRHI AT
= AT T EIIBFTIT2

\ 2
AT —RR—2i8 5% SAFBE S HaseEsS=FIAL:
FIAL - AAEED FIAL - AAEED MWE AFEH
(MAC: Ay — F5Fa—F) (FoRIEE) (MAC: Ay — F5Fa—F)

5.6-2 T—3NHLAERMTIY T ILa—FE&8IRTH70—Fv—
5.6.1.1. NRRAD—F#EZFALTHESIL-ESITS
A—H—DEREEDHWEEETFTIENICIE/SRT—RR—RBEELFIENTES,

RAUb:

1. BARMICEESE—RENRTAUIERETS

2. BB THEWNEEEB-DBESEM(FILTVXL-E—FR-RTAUTH)EERTS
3. NRT—FHoBREERTHHEF. Salt ZEATS

4, RNRT—FHhoREERTEBEE. BEG/ NV 1OBRYIRLEIFKEIEET S

5. TARELGRIEHOREFATS

AesCryptoPBEKey.java

package org. jssec. android. cryptsymmetricpasswordbasedkey;

import java. security. InvalidAlgorithmParameterException;
import java. security. InvalidKeyException;

import java. security. NoSuchAlgorithmException;

import java. security. SecureRandom;

import java. security. spec. Inval idKeySpecException;
import java.util.Arrays;

import javax.crypto. BadPaddingException;
import javax.crypto. Cipher;

import javax.crypto. IllegalBlockSizeException;
import javax.crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax. crypto. SecretKeyFactory;

import javax. crypto. spec. IvParameterSpec;
import javax.crypto. spec. PBEKeySpec;
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public final class AesCryptoPBEKey {

/] kAU 1k BREICEEE—RFERTAIVIEERETS
/] kAU 2k BHBTHWNEEEFTL-IBEEM (FILIVRXL - E—F - T UJ%) 2#EHTS
// Cipher 25 X® getlnstance IZEINFA—4 (/[BEFZILIVIL]/[TAYIBEE—FR/INXT12TL—)]

/] U TILTIE, BE7ILT) XL=AES, TR v IEEESE— F=CBC. /{7« >4 JL—)L=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

/] BEERTDHITADA VARA VR ERBT 50D XF5
private static final String KEY_GENERATOR_MODE = “PBEWITHSHA256AND128BITAES-CBC-BC”:

/] kRS 2k 3k NRT—FhLREEERT H5E(F. Salt #FERTS
// Salt DA +E
public static final int SALT_LENGTH_BYTES = 20;

[/ *RA bk RRAT—ENOREERT H5EE, BEG/NYL210BRYERLEKEREET S
// PBE TRRZELEMT HIRDIVHF DR YR LEHK
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] kIRA 2 b5k +RRELRSZHEOEEIAT S
/] BOEY R
private static final int KEY_LENGTH_BITS = 128;

private byte[] mIV = null;
private byte[] mSalt = null;

public byte[] getIV(O {
return mlV;

}

public byte[] getSalt() {
return mSalt;

}

AesCryptoPBEKey (final byte[] iv, final byte[] salt) {
mlV = iv;
mSalt = salt;

}

AesCryptoPBEKey () {
mlV = null;
initSalt(;

}

private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr. nextBytes (mSalt) ;

}

public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;

try {
/] *RA 2 b1k BARMICEEE—RENTAUIEERET S
// *RA 2 b2k BHTHWNEEZB -TESHEM (FILIVXL - E—F - RT105%F) 2FEHATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;
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}

}
}
}
}
}
}
}

/] hRA b3k RRAT—FhLBREERT HIHEEE. Salt #FERATS
SecretKey secretKey = generateKey (password, mSalt);

cipher. init(Cipher. ENCRYPT_MODE, secretKey) ;

mIV = cipher. getIV( ;

encrypted = cipher. doFinal (plain);

catch (NoSuchAlgorithmException e) |
catch (NoSuchPaddingException e) {
catch (InvalidKeyException e) |

catch (IllegalBlockSizeException e) {
catch (BadPaddingException e) |
finally {

return encrypted;

public final byte[] decrypt(final byte[] encrypted, final char[] password) {
byte[] plain = null;

}

try {

}
}
}
}
}
}
}
}

/] KIRA b1k BRBICESE—RENRTAUITERET S
/] KIRA k2% B THEWNEEEZF -TBESEMN (FLIVRXL E—F - RT1059%) 2FEATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

/] dRA b3k RRAT—FHhLBREERT HIEEE. Salt #ERATS
SecretKey secretKey = generateKey (password, mSalt);
IvParameterSpec ivParameterSpec = new IvParameterSpec(mlV) ;
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher. doFinal (encrypted) ;

catch (NoSuchAlgorithmException e) {

catch (NoSuchPaddingException e) {

catch (InvalidKeyException e) |

catch (InvalidAlgorithmParameterException e) {
catch (IllegalBlockSizeException e) {

catch (BadPaddingException e) |

finally {

return plain;

private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul | ;

try {

/] KRAU b 2% BHETHENEEEZF LT TILTIIXL - E—F - RTo T %ERTS
/| BEERT DV IADAVRAVRAERBT S

// BITl&. AES-CBC 128 E v FAMEA SHA256 #FIAL THERLT 5 KeyFactory Z{#M,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] hRAU b3k RRT—FhoRBEERT HHEEE. Salt #FERTS

/] *kRA D bdk RRT—FHLBEERT HBHEE. BELG/NY S 1OBRYRLEMEEET S
/] hkRAU bbbk +HREGRIEZHOREFATS

keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);

// password D& )7

Arrays. fill (password, '?7");

/] BEERT S
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secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) |
} finally {

keySpec. clearPassword () ;

return secretKey;

5.6.1.2. AFBRZEFALTHESILL-ESTS

TIVRITRARBERFLTT —2OBSIEDOAETV, EFEELLIRERGHM (Y —/N\—LE) THERICL
DTITIRIGRRICIT AR EER FFE)E S EEIEMNTED,

O F

1. BATRMICEEE—RENTIVTERETD

2. MEBTHWNWEEEB-DBESEM (TILITIVXL-T—F-RTUTE)EZERATS
3. THRELGRIEHOBEFATS

RsaCryptoAsymmetricKey.java
package org. jssec. android. cryptasymmetrickey;

import java. security. InvalidKeyException;

import java. security. KeyFactory;

import java. security. NoSuchAlgorithmException;
import java. security.PrivateKey;

import java. security.PublicKey;

import java. security. interfaces. RSAPublicKey;
import java. security. spec. Inval idKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

import javax. crypto. BadPaddingException;
import javax.crypto. Gipher;

import javax.crypto. IllegalBlockSizeException;
import javax. crypto. NoSuchPaddingException;

public final class RsaCryptoAsymmetricKey {
/] KIRA b Tk BARMICEBEE—RENRTAVIERETS
/] kRA Uk 2k BEBTHWNEEEFTLIBEEM (FILIVRXL - E—F - T UJ%) 2EHTS
// Cipher 25 R® getlnstance IZEINFA—4 (/[BEF7ILIVIL]/[TAYIBEE—FRI/INXT12TL—)]

[/ B TLTIEE, BET7ILTY XL=RSA, TO v YEESE— F=NONE, /37 1 >4 JL—)L=0AEPPADDING
private static final String TRANSFORMATION = “RSA/NONE/OAEPPADDING”;

// BEETILITYRXL
private static final String KEY_ALGORITHM = "RSA”;

/] *RA U F Ik +RRERRSIEZHOEEZFATS
/] BEFIVY
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private static final int MIN_KEY_LENGTH = 2000;

RsaCryptoAsymmetricKey () {
}

public final byte[] encrypt(final byte[] plain, final byte[] keyData) {
byte[] encrypted = null;

try {
/] *RA Uk 1k BARMICEEE—RENRTAVITERET S
/] KRA k2% EBTHEWNEEZF -TESEM (FILITVRXL E—F - RT409%) 2FERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
if (publicKey != null) {
cipher. init(Cipher. ENCRYPT_MODE, publicKey) ;
encrypted = cipher. doFinal (plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) |
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] encrypted, final byte[] keyData) {
/] ARE., BERBEY—N—BITRETRELDTHBHH.
/] RY U TILTIXEMEREZERIC. 77UATHESNEEZRE LT,
/] BRIZH T INa—FE2FATREEE. PTIVRICBEREZRELEVWKESIZTS L,

byte[] plain = null;

try {
/] KIRA 2k Tk BBRBICESE—RENRTAUVIERET S
/] KIRA k2% EHBTHEWNEEEZB -TBESEM (FLIVXL E—F - KT 059%F) #FEATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
cipher. init (Cipher. DECRYPT_MODE, privateKey) ;

plain = cipher. doFinal (encrypted) ;
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final PublicKey generatePubKey (final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;
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try |
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;
publicKey = keyFactory. generatePublic (new X509EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) |
} finally {
}

/] kIRA b3k +RREGRSIZEOEEZFAT S
/] BEODFzvY
i (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey). getModulus (). bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try |

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
}
}

finally {

return privateKey;

5.6.1.3. HBERZFALTESILL-ESITD
YA XDREGT —RAERIGECTITIDEE - I —F—DEEOHEMLZTHIENMTHEICENTES,

RAUE:

1. BATRMICEESE—RENRTIVIERETD

2. MESTHRMEEEB-IBEEM(FTILITIL-F—FR- T4 E)EERTD
3. THRELGRIEHOBEFATS

AesCryptoPreSharedKey.java
package org. jssec. android. cryptsymmetricpresharedkey;

import java. security. InvalidAlgorithmParameterException;
import java. security. Inval idKeyException;
import java. security. NoSuchAlgorithmException;
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import javax. crypto. BadPaddingException;
import javax.crypto. Gipher;

import javax.crypto. IllegalBlockSizeException;
import javax. crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. spec. [vParameterSpec;
import javax. crypto. spec. SecretKeySpec;

public final class AesCryptoPreSharedKey {

/] kR4 b 1k BARMICEEE—RENRTA VI ERET S
/] *RA U2k BEHBTHWNEEEFTL-IBEEM (FILIVIXL - E—F - T UJ%) 2#EHTS
// Cipher 2 5 R® getlnstance IZEINFA—42 (/[BEFZILIVIXL]/[TAYIBEE—FR/INXT12TL—)]

/] U TILTIE, BE7ILTY) XL=AES, TR v IEEESE— F=CBC. /{7« >4 JL—)L=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

// BE7ILIY XL
private static final String KEY_ALGORITHM = "AES”;

/I WDNRA R
public static final int IV_LENGTH_BYTES = 16;

/] KIRA b3k +RRELRSEZHEOEEIAT S
/] BRFzvY
private static final int MIN_KEY_LENGTH_BYTES = 16;

private byte[] mIV = null;

public byte[] getIV(O {
return mlV;

}

AesCryptoPreSharedKey (final byte[] iv) {
mlV = iv;

}

AesCryptoPreSharedKey ) {
}

public final byte[] encrypt(final byte[] keyData, final byte[] plain) {
byte[] encrypted = null;

try {
/] *RA 2 b1k BARMICEEE—RFENTAUIEERTET S
// *RA Db 2% BETHWNEEZH -TESHEM (FILIVIXL - E—F -T2 5%F) #FEHATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

it (secretKey != null) {
cipher. init (Cipher. ENCRYPT_MODE, secretKey) ;
mIV = cipher. getIV( ;

encrypted = cipher. doFinal (plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
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} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] keyData, final byte[] encrypted) {
byte[] plain = null;

try {
/] *RA Uk 1k BARMICEEE—RENRTAVITERET S
/] KIRA k2% EBTHEWNEEZF -TESEMN (FILIVRXL E—F - RT4059%F) 2FERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

if (secretKey != null) {
IvParameterSpec ivParameterSpec = new IvParameterSpec (mlV) ;
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher. doFinal (encrypted) ;
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) |
} catch (InvalidAlgorithmParameterException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final SecretKey generateKey(final byte[] keyData) {
SecretKey secretKey = null;

try {
/] hRA kI +RREGRIZEOEEFRATS
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] hRA b2k BETHEWNEEEFRTBEEM (FLIVXL - E—F - T4 200%) #FERTS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;

5.6.1.4. /AT —FREFALTHIAZRIT D

A—H—DEBREENDTEMZTFIVITHEMICIE/NNRT—FR—Z(HBRESEFEIENTED,
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RAUEb:

1. BATRMICEESE—RENRTIVIERETS

2. MESBTHWMEEEZB-NBSEM(FTILITIAL-F—F- T4 F)EFEHATS
3. NRAT—FHoREERTHIGEEIE. SaltZERATS

4. NRT—rhoRZERTHEEF BEL/ N\ 21DEYRLEIMZEIEET

5. +THRRELGRIZHOREFIAT D

HmacPBEKey.java
package org. jssec. android. signsymmetr icpasswordbasedkey;

import java. security. InvalidKeyException;

import java. security. NoSuchAlgorithmException;
import java. security. SecureRandom;

import java. security. spec. Inval idKeySpecException;
import java.util.Arrays;

import javax.crypto. Mac;

import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;
import javax. crypto. spec. PBEKeySpec;

public final class HmacPBEKey {

/] kRA U+ 1k BARHICBESE—RFENRTA VITEHRET S

/] dRA b2k BRBETHRWNEEERFTL-TBEESEM (FLIVRXL - T—F - RToUJ%) 2ERATS
// Mac 9 5 RAM getlnstance IZEFT /AT A—42 (BREEE—FK)

private static final String TRANSFORMATION = “PBEWITHHMACSHA1";

/] BEERTDISADA VARV RAEZBBT 51-DXFS
private static final String KEY_GENERATOR_MODE = “PBEWITHHMACSHA1";

/] kRS b3k RRAT—FEhLREERT H5E(F. Salt #FERTS
// Salt M4/ +E
public static final int SALT_LENGTH_BYTES = 20;

[/ *RA bk RRAT—ENOREERT HHEEE, BEGNY L 210BRYRLEKEREET S
// PBE TRZELEMT HIRDIVHF DR YR LEHK
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] *RA 2 b bk +REELRIEFZHEO>HEFIATS
// BOEY bR
private static final int KEY_LENGTH_BITS = 160;

private byte[] mSalt = null;

public byte[] getSalt() {
return mSalt;

}

HmacPBEKey () {
initSalt();
}

HmacPBEKey (final byte[] salt) {
mSalt = salt;

}
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private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr. nextBytes (mSalt) ;

}

public final byte[] sign(final byte[] plain, final char[] password) {
return calculate(plain, password);

}

private final byte[] calculate(final byte[] plain, final char[] password) {
byte[] hmac = null;

try {
/] *RA Uk 1k BARMICEEE—RENRTA VI ERET S
/] KIRA k2% B THEWNEEZF -TBESEM (FLIVRXL E—F - RT1059%) 2FEATS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

/] KIRA L3k NRATD—FEhoBEFERT Z5EE. Salt ZFEAT S
SecretKey secretKey = generateKey (password, mSalt);
mac. init (secretKey) ;

hmac = mac. doFinal (plain) ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) |
} finally {
}

return hmac;

}
public final boolean verify(final byte[] hmac, final byte[] plain, final char[] password) {
byte[] hmacForPlain = calculate(plain, password) ;

it (Arrays. equals(hmac, hmacForPlain)) {
return true;

}

return false;

}

private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul | ;

try {
/] KRAU b 2% BBETHENEEEZF LI TILTIIXL - E—F - RTo T %ERTS
/| BEERT DV IADAVRAVAERBT S
// BITl&. AES-CBC 128 Ew FAME% SHA1 #FIB L TERT % KeyFactory Z{#MH,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] kRAU b3k NRRT— O LRBEERT SHEIL. Salt 2FEAT S
/] *kRA D bdk RRT—FHLBEERT HBHEE. BELG/NY S 1OBRYRLEMEEET S
/] )k RA2 b5k +RREHERIEHEOREIATS
keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
// password D& )7
Arrays. fill (password, '?7");
/] BEERT D
secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException e) |
} finally {
keySpec. clearPassword () ;

}

return secretKey;

5.6.1.5. AFRZEFMALTHEAZIRMT S

RS RELHM(Y—N—GE) THERICLDIEREIT T —2ITHMLT. 7IVAITRIARBERIFLTT—
ADERREDHEITIRIGRARICITARBCERAMBESZEI_ENTES,

O F

1. BATRMICEESE—RENTIVTERETD

2. MEBTHWNWEEEB-DBESEM (TILITIVXL-T—F-RTUTE)EZERATS
3. THRELGRIEHOBEFATS

RsaSignAsymmetricKey.java
package org. jssec. android. signasymmetrickey;

import java. security. InvalidKeyException;
import java. security. KeyFactory;

import java. security. NoSuchAlgorithmException;
import java. security.PrivateKey;

import java. security.PublicKey;

import java. security.Signature;

import java. security.SignatureException;
import java. security. interfaces. RSAPublicKey;
import java. security. spec. Inval idKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

public final class RsaSignAsymmetricKey {

/] hiRA Uk 1k BRHUICEESE—FERTAVIERET S
/] *RA U2k BEBTHWNEEEFTLIBESEM (FILIVRXL - E—F - RToUJ%) 2EHTS
// Cipher 25 R® getlnstance IZEINFA—4 (/[BEEF7LITVIL]/[TAYIBEE—FRI/INXT1 2T L—)]

[/ B TLTIEE, BET7ILTY XL=RSA, TO v IEESE— F=NONE, /37 1 >4 JL—)L=0AEPPADDING
private static final String TRANSFORMATION = “SHA256withRSA”;

/) BETFILIY XL
private static final String KEY_ALGORITHM = “RSA”;

/] *RA U F Ik +RRERRSIEFHEOREZFATS
/] BEFIvY
private static final int MIN_KEY_LENGTH = 2000;

RsaSignAsymmetricKey () {
}

All rights reserved © Japan Smartphone Security Association. CR=Es X[ )] 429



SECURITY

m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 2016 £ 2 A 1 AR
assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

public final byte[] sign(final byte[] plain, final byte[] keyData) {
/] RE, BEUBEY—N—HITREETREELDTHSH.
/] RY U TILTIEEMEREZRRIC. 77UATHERNBERE L,
/] BRIZH T INa—FEMATREEE. 7TIVRICHBBERERELEVKSIZTS L,

byte[] sign = null;

try {
/] *RA Uk 1k BARMICEEE—RENRTAVITERET S
/] KRA k2% EBTHEWNEEZF -TESEM (FILITVRXL E—F - RT409%) 2FERATS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
signature. initSign(privateKey) ;
signature. update (plain) ;

sign = signature.sign() ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) |
} catch (SignatureException e) {
} finally {
}

return sign;

}

public final boolean verify(final byte[] sign, final byte[] plain, final byte[] keyData) {
boolean ret = false;

try {
/] KIRA 2k Tk BBRBICESE—RENRTAUVIERET S
/] KIRA k2% EHBTHEWNEEEZB -TBESEM (FLIVXL E—F - KT 059%F) #FEATS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
signature. initVerify (publicKey) ;
signature. update (plain) ;

ret = signature. verify(sign);

} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {

} catch (SignatureException e) {

} finally {

}

return ret.

}

private static final PublicKey generatePubKey(final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

publicKey = keyFactory. generatePublic (new X509EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException e) |
} finally {
}

/] KIRA L3k +RREGRSIZEOEEZIAT S
/] BEODF VY
it (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey). getModulus (). bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
}
}

finally {

return privateKey;

5.6.1.6. H£EREZFMALTHSAZIRANT D

FIIOEE 1~ —DEEDRLMEFIvITHEMTHEITEMNTES,

RAUb:

1. BATRMICEESE—RENRTIVIERETD

2. MESTHRMEEEB-IBEEM(FTILITIVAL-F—FR- T4 E)EERTD
3. THRELGRIEHOBEFATS

HmacPreSharedKey.java
package org. jssec. android. signsymmetr icpresharedkey;

import java. security. InvalidKeyException;
import java. security. NoSuchAlgorithmException;
import java.util.Arrays;

import javax. crypto. Mac;
import javax.crypto. SecretKey;
import javax. crypto. spec. SecretKeySpec;

public final class HmacPreSharedKey {
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/] KRA 2k Tk BBRMICBEEE—RENRTAUTERET D
/] *RA 2% BHETHENEEFH -PBEEM (FILITVXL-E—F - RTo25%) 2ERATS
// Mac 25 XM getlnstance IZJET /AT A—4 GREEE—K)
private static final String TRANSFORMATION = “HmacSHA256";

// BE7ILIY XL
private static final String KEY_ALGORITHM = “HmacSHA256";

/] *RA kI +RRERRSIEFHOREZFATS
/| BEF Y
private static final int MIN_KEY_LENGTH_BYTES = 16;

HmacPreSharedKey () {
}

public final byte[] sign(final byte[] plain, final byte[] keyData) {
return calculate (plain, keyData) ;

}

public final byte[] calculate(final byte[] plain, final byte[] keyData) {
byte[] hmac = null;
int count = 0;

try {
/] KIRA 2k Tk BRBICESEE—RENRTAUITERET S
/] KIRA k2% B THEWNEEEZFT -TESEM (FLIVRXL E—F - RT1059%F) 2FEATS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;
if (secretKey != null) {
mac. init (secretKey) ;

hmac = mac. doFinal (plain) ;
StringBuilder sb = new StringBuilder ();

for (int i =0; i < hmac. length; i++) {
//System. out. printIn(Integer. toHexString (hmac[i] & Oxff));
sb. append (Integer. toHexString (hmac[i] & Oxff));
count++;

}

count = 0;

}
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} finally {
}

return hmac;

}

public final boolean verify(final byte[] hmac, final byte[] plain, final byte[] keyData) {
byte[] hmacForPlain = calculate (plain, keyData) ;

it (hmacForPlain != null && Arrays. equals (hmac, hmacForPlain)) {
return true;

}
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}

return false;

private static final SecretKey generateKey(final byte[] keyData) {

SecretKey secretKey = null;

try |
/] KIRA b3k +RRELGRSIEZHFOEEZFATS
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] *RA 2% MfEBTHRWNEEEH -TIESHEMN (FILIYRXL - E—F - RTo2J%) AT
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;
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5.6.2. JL—ILT VY

EERMEFATIRICIILUTOIL—ILEFDIE,

1. BEZEETIHBEE. BRNICEEE—RERT(UITERETS (WH7E)
2. 7ILIYVRXLMIZHEB THVEDOEEEZF-TELD)EFERATS (WH7E)
3. ISRAT—FR—REEEN/SRT—FZIHRNIRFELLRNIE (W7H)
4, NRRT—FhoREERTBHIHEE. Salt ZEATS (WH7E)
5. IRRT—FHoBEERTHEEIE. BEL/ N\ a10BRYRLEBEIEET S (WH7E)
6. NRAT—FDEELZEHALIIRETD (HE2R)
5.6.2.1. BESEEETHEEIE. HRMICESE—RENTIUTEEETS (A7)

EEIL T ARG E CRESHZMAT 5158 . RIS E—RE/NTUJZERET H L, Android 7
T DR THEEERMEFRATHHEE. £IZ java.crypto WYX THS Cipher 95REFAT %, Cipher 95
REHAT IR OICEDLSLIETEFIAT HMEEELT Cipher V95RADFA TV KT S, CDIEE
% Transformation &FESUAY, Transformation MIEEDNEKICITLUTD 2 BENEET S

® ‘“algorithm/mode/padding”

® ‘“algorithm”
BEDHE . BEE—FENT12J(E, Android THIARRELRIEBL Y —ERXTONAFTEEH DT 74 )L MEAE
&b, COTIAILMER, FIEEOCEBRMEGELZRBEL. HFEYRETLHEVLOMNERESNTOSIENHY. &
X)) TAERERT BI=OICIED T FIEDEEE—RENRTAVIERETIEREZFIATIVLENH D,

5.6.2.2. FIIITYXLHICHEBTHRVOED(EEEE-TLD)EFERT S (WH28)

EERMEFATSHE. TITVALELTHRBTHD, —EOEEEEH-LI-LOEFERTHIE £ 7T
DALELTHEBOBRREHFBTIEHR. TITIORRIATIALEERLTHARELRREMNATHIE. S0
[ZIF BESE—FONTAVTE—RIIOVWTHRMDBREAENFETHL0LHY. eB TR+ RELAR
EFRATSH L
RBLESRMERALLEE, AIAEE=ZBNDBREEH-OICESIELII7MLTEH, A REITLG-
TELT . EZEBDEBZHFLTILEI A THS. IT RWDELITHL, BSETORMLE SN0, FIAT
SEAMIET TN BB T HEEBET S A . TE2NMRESNDICENPFTELT7IILTY X LERTTLERT
SWENHD,

EREOESHEMOEELLTII. UTOIIIEEDOEENFATESHSEIZTHIL,

& 5.6-1 NISTCKE) NIST SP800-57

FITVALDZA4T78 | AHEEES FEXI R S SRS HASH HASH
1 L (TU2ILES, | (HMAKD,
HASH) BB A RL)
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~2010 80 1024 160 160 160

~2030 112 2048 224 224 160

2030~ 128 3072 256 256 160
BT : bit

#& 5.6-2 ECRYPT Il (EU)

TILTVXLDZATE | MRS e FREE 5 L sliERs HASH
A L

2009~2012 80 1248 160 160
2009~2020 96 1776 192 192
2009~2030 112 2432 224 224
2009~2040 128 3248 256 256
2009~ 256 15424 512 512
BT bit

& 5.6-3 CRYPTREC(HZX) EFBFFHERES)X

w48 & FR
EZ4 DSA,ECDSA,RSA-PSS,RSASSA-PKCS1-V1_5
NHRES SFR RSA-OAEP
i =] DH,ECDH
64 EvkTJOvImES | 3-key Triple DES
HERES 128 EvbTOyIEES | AES,Camellia
AM)— LIS KCipher-2
Ny B SHA-256,SHA-384,SHA-512
2 WMEE—F CBC,CFB,CTR,OFB
RELTEMEET—F CCM,GCM
Ayt—IFREEa—F CMAC,HMAC
I TATAE ISO/IEC 9798-2,ISO/IEC 9798-3
5.6.2.3. /RRAT—KAR—REEED/SARAT—RZIHRAIREEFELEN & (WH78)

NAT—RR—ZBEE T, I—F—MNSANERZFTT/IRRAT—RER—RIZBESRELER T HEHEE. ANESNf/ R
T—rZmRAICRFLGENIE NRAT—FR—RESOF RAFESROEEZRELTHETHY. HmRAI
NAT—FEREFLTLESIE. EDR RN TONLEGD-OTHD, LEAHA IHKRIZ/INRT—FERETHE
T DT TINSEBESNTLEIIYRINELDELHY . REEMNOEZTHIHRANDRERFLTREESH
LYo

5.6.2.4. NRAT—FMoRELERTHEEE. Sat ZEAT S (Wh7H)
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INRAT—RR—=ZREF T, A—HF =MD ANER TN RT—FER—RIZESRELERT H5HE. 27 Salt Z&E
R HI&, F= mRADR I —F —ITHEEZEIRM T HB5EE. A —F—8BICELS Salt ZRIAYH &, Salt =
FALTICEMALG Y 1B OA TRERELERLEES. LAVR—T—JLERENSRMEFEIET. B
BICTKDNRT—REEEHTHENTED-OTH S, Salt T F1=1HE . RL/IART—FMoERKLI-BTH-T
LERGHBE (DB BNERENDEIIRY, LAVR—T—TJ VLB DEREWHET H_ENTESD,

XA T — RHhSfzEmk T DIHBE(C. Salt Z{ERT 2451
public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;
try {
/] *IRA 2 bhk BARMICEEE—RENRTAVIEZRET S
/] KRAY bk BEBHTHEWNEEEZRB-IIBEERMN (FILTIVIXL - E—F - NRTo25%) %
FRT S
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;
/] *RA 2 bk IRAT—FHhLEEERT SHE(E. Salt ZERT S
SecretKey secretKey = generateKey (password, mSalt);
5.6.2.5. NRT—KhoHEEZERTBHIGEEIE. BEL/N\YL1OEBYRLEIBEIEET S (WH7R)

INRAT—RR—REEE T, I—HF—DDANEZ T2/ RT—RFER—RICESHBEERTHI58. BERTER
5\ B ORYBLEIKEZ A RELGREIRTIEET DR YyFU T T 5H)TE, —HRIC 1,000 ELLEDHE
YIRLTHNIERWNEESND, SHICEELEELFRET H-OICFIATEHEEE 1,000,000 ELLEDO#EYRLE
I3C& N\ aBBIE—BOFHEICHN DB IFEREICERHE THL-O . KBEHICLIBLU-YRENES
B RAIZHES TS, TDF0H . /Ny BERYRLAWVDSAN Y F T FET, b ERRAINDLD
[CLTHRAYRBEZRHEICT D, 48 ANLyFUUERIETT)ONBREICLEZEERIFZT 0. ZETHE
WICIFFET DL,

INRAT— RO SEZERT DIHE(C. /\WS1DEDRUEIEZIETE T B4
private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul|;

(HE)

[/ KRA 2 bh NRAT— N REERT H5EE. Salt ZFERT S

/] kRA Y bk IRRAT—EDLREERT HHRIET. BEGNY 1D YRLEKEREET S
/] KR bk +RREGRSZHOREFAT S

keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS):

5.6.2.6. /\AT—FDEEZEHHILRET D €i:3)

INAT—RAR—REET. A—F—MNDANEZ (T -/\RT—RER—X[IIEERFERTIES EEROWKRE
1 —HF—D/IRT—FDEREICEFHET 50, 1 —F—m o2 FITH/\RT—FDEEEZEHIIRET S
EREFELWL FIZIE. NRAT—FORIEEZ 8 XFULELY ., EHOXFEOFAZLEELI-YCERESE
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5.6.3. 7E/\U Rk

5.6.3.1. ESAHADER

YT IILa—KRITIE BEIE-EE. ATARMDE ZIZDT 3 DOBEARDEEFERLIz, A&IZ&-ST
EDBEAXEFEMRTHNE.IH 5.6-1 BENST—2EFEYUTILI—FERERTH70—Fv—r1. K
5.6-2 T—ANHREAZBRMT YT INa—FERIRT 270—Fr—hbIZFALTRKENITHIER T HEAT
5. —AT.HBSAXDERI. TORHEE LRI HIETIYHBONCHINT S TES, UTICHREZTR
ERS

o MES{L-BEEICHITAESARXDILE

ARBES (. LEIARM BV 2O RELEH A XDT—2REBICIERANEVDD BELLEBIZHESBIELRD
1= RERBDO A7 TVEITHRD (BSIEDOATLN) BSEH DO (RLM) B TIT LIS S (TROEEM LR
MBEZTHD, LBRESE. FIRODLEVFRELES AR THIN ., BEIL-BELLICRLREERT L0,
TT)RNICRERLICRIFTILENHY . BORENHLL, NRT—FR—RFE(IRT—REmIcLiz#i@iE
EE)E. A——DNRT—FOSREERT 510, mARRNICRICETIHEBLZREFT DVLENGL, AEel
TE, - —DEEZRETIBEDHEZ D, T BEDREN/SRT—FOBREIZIKEFET 510, 5F5
BEICHHILT/NRT—REEHICTE2UBENHS,5.6.2.6 NRAT—FDBREEZEHIIXETS(HE) 115
Byadls,

® 5.6-4 BEIL-ESICHTHEEAXDOLE

BEEAR | AR F i i ISAT—RFR—Z

IR

HAXDKERT—EDNIE | NGEREaXIELY) oK oK

TIIVH—ER)EEDRE | OK OK NG(A—H—IZ &k BEEE
MY AT HE

A—H—EEDRE oK oK OK

S5 D5EE BORIITIKTE BORIIZIKTE INAT—FDRE. Salt.
Ny aDfEYIRLEIIC
riea

BORE BH(LHBEDOH) BRI & 25

T7TI)TIIS50E E51t EEiL-ES BEEiL-E%S

(EEFY—I—12E)

o WEARHIZBITHESARDLE

T—2DY A ZXDEZERN LIS L, BSE-ESICETESARDLEREFIRERTHS.
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# 5.6-5 WTARMICHITEHESHRXDLLE

BEAX | 2R HomgE INAT—RR—2Z

IEH

TT)H—ER)EEDRE | OK OK NG(A—H—I2&BHE
ANETEE

1—HY—EEDRE oK OK oK

ESDRE BORIITIKRET BORSITIKRTE INRAT—FDRE, Salt.
Ny aDRRYIRLEIRIC
&kF

BORE BH(LFEDOH) R & B5

15.6.3.4 BOKREISE
7T TS 0E E B IRFLE MAC & -MAC #&:E MAC &8 -MAC #&:E
(BRIFY—N—1E)

MAC: Ayt—UFBEFa—K

BERHTARTIE. 13.1.3 BEDBEREERICETEIEELANIVERLOBEEEZTLRREIRELTND BE
SOFEAFROEEMELGE —RORERER(T IV EAFEGRE) EERTEDRFAFTEZH S, Android
OS DEFaTAETITRIEEDREZRDICTELGNEEDH . BEDFERERFTTHENEELLY,

5.6.3.2. ELEODER

EESRMOFALSNT, BELGES7IILTIXLPESE—FEERL. T2 GREOBEFERATHIEE. 7T
PY—ERTHRIT—EDEF 1) TAEHRT DL THFEICEETHD, LHL, ChoDFERMBELITHOTHIE
BORREGLIENRELIZY, FRASNYTEHE TILTIVRALETRIET 5 X1 T DEENEERER
SO TLES T2  AES FEDHBESTHRATHMHEARIMLIV)B/IRRT—FR—ABESTHEAT S
Salt(VILM)ICEAL TH RYDKEVWEE ZBICIDIUENBRBITHY . FROBAVPHREALBE DEEIZEMND
AIREMENE D, COXIGHEREHCIZIE. FZHITR® IV OEQFANRELGHETERTILELADHY.
ENERRIHEOICBOTERGREZR-TDAEKTHS, ALBEER T HEREIFELBERSFZETEEIN ., &
H—FZRAVTTA-BEATARESNIBERREBERA T O ETIAREERT DN\ RV T DEHEM
FRNG)IZHLT, VIO 7 TRIRT HEL KA RBERELEL B E R (PRNG) EFE S DA — R TH S,

Android 77 Tl&. BEERETOMAIZH L THAEF 274 EH%E SecureRandom V5 RABHTMET 5L
MTE5%, SecureRandom 5 ADHEHEEIL. Provider EFEIENDEREIZL>TIRESIND, £ AEBIZEHD
Provider(EZ)ZF DI EMNARETHY. Provider ZEATRMITIEELGWMEEIET I4/LED Provider AEIEN S,
TNt EERFIC Provider DFEAEZEHLAGLT SecureRandom #FES52LEAEETH S, LTI,
SecureRandom DEWLVADHIZETRT

##. SecureRandom [Z[E Android M/ A—23V(Z&2TULKOMEBHELHY . RE LORESBEICLES,
5.6.3.3 BELBEMICHEITHMHEEENRIZSRI DL,
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SecureRandom DER(T I A )L hDOERZ[HEHT D)
import java. security. SecureRandom;
(snip...)

SecureRandom random = new SecureRandom() ;

byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom DEREARNICT7ILITYXLEIBET D)
import java. security. SecureRandom;
(snip...)
SecureRandom random = SecureRandom. getInstance ("SHATPRNG”) ;
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom DER (BRI (C3EEE(Providen) Z18TE 9 D)
import java. security. SecureRandom;

(snip...)
SecureRandom random = SecureRandom. getInstance ("SHATPRNG”, “Crypto”);
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom D&5GTOYSLTEREENTVDRELIEBAEMRFT—MICIR 5.6-3 FRLUBLBERMRZDOA
BIOERIOEIICEELTHEY ., ALBDEEA DL THEPKBZAIL T DL, ELRELER T DEICHERIKRE
—EDTIIT)ALTEHRT HIET, KRR EEBIIDERRAETREICLE D,

PEBIAREDE

BLERERK é[ al# ]

B 5.6-3 RLEBERBZOATIOER

PRIERIRRR

aLE i

ABoniE
RUELBAERRICEVTEARDEDREIEBOTEETH S,

BRICERBAL = RS ISR MUBEL A R X EL B DE ISR DML A B ETH D, T, ELBDETHH LS RITR
HoNfFILIT)XLTEBDEENTHONEDT, RLELBDENSFRICEBIINERSNESEIZED, Ch
FELMDEAE=FIZHON(BHEESN)Y, FRIFTEETH YT 5L E=FENRLCABIIZMET 5L
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Y, EABEERAICLIE-EEEPTEEMNRDONSILEZEKRL TS,

ZD=8. EHBDEEI TN BEHHEEOSVMERTHY . MO FARHETHEFNILESE, FIZIXEFZIER O
REFEMAC 7L X, IMEI, Android ID RE)ZELHDIEEL THEIRETIEHLGELY, <D Android HRIZHLY
Tl&. /dev/urandom, /dev/random &M F A AEETHY . Android TI74/LETiREESN 5 SecureRandom @
ERELINODTNARITF7AIEFESTEBMDIELZREL TS, Fi=. R HEICELTIX. ELBDELSAEYRIC
DHFET H75E. root HERZERFLIZTILDIT - Y—ILTHEULRY ., BEDFEIEMILEL, {RIZ. root {Exh
IR CHLREICTIVLEDH AL, X 7R EEOEMREMAL THIETEIE,

SR M A BB D NERIRE

SRLELBAERBFONEIREL, ELBOBICL>THELEIN  ELBEER T HEICKRENEFHINS, T, LI
DIELRRIC. BCASREBOSERLELBERBIFELIZES L. TORICERSNSEHKIIEELELEESTK
FCEDITHED, Ko T, NEPRELE=FICHL T, BEINLGOEIITREM FETFNIEESLEL, f-FZL . RED
KEEFAEYRNICTFET B8, root #EREIWMBLIZTILD LT -Y—ILTHEWVRY . REEDREIRMEIXIEL, root b
SNFIHRTLREICTILEDH AL, X1 7R REDEMREMBHALTHETHIE,

5.6.3.3. ELBAERICHITEHHETFIEEXTEK

Android 4.3.x LLBT®D ”Crypto" Provider ® SecureRandom E#(Z(d. WEREED T FOE—(Randomness)
NREDICHERINEVEVNSTEELH D, $5(Z Android 4.1.x LIFTIX. SecureRandom MDEZEE A" Crypto”
Provider LM<, SecureRandom #E#E-MENICHERTAELALEDTITIIECDOMBEDFEEZZT5H. F
f=. Android 4.2 LIf&IZ SecureRandom M7 74 J/LEE L7455 " AndroidOpenSSL" Provider Tld, OpenSSL
MIELBDIEILLTESIT—2OKRBADN T TIE TRESINDEVSFTEEIRIE Anroid 4.2.x-4.3.x)I2&Y.
HEITTIVDNROTT)DERT HEHEHALAOTREEVSHETHEEZEIRZ TS, LLTFIZ Android OS /\—23
VERMBHEDEEEZ T HMEEDEELTHL,

& 5.6-6 Android OS RA—2a LB BN EEE 2T RE
ffz551% | "Crypto” Provider SecureRandom | B 771 M OpenSSL D ELE DFEHHERI AT AE
DEZEIZHITZHTUrOE—FZ

Android OS
Android 4.1.x LIBT | -SecureRandom M7 74 /L k3R%E L EGL
-Crypto Provider MBARAGA(F FH
-Cipher 75 AN IR T HHE S HEEE
-HTTPS @ {SH#8E etc.

Android 4.2 - 4.3.x | *Crypto Provider MBARAI%:{E -SecureRandom DT 7+ /LhERE
*AndroidOpenSSL Provider M BARESA{E A
-OpenSSL O ELEHEEDE & {F A

-Cipher 75 AN IR T S5 S HEEE

-HTTPS ;@{EHEE etc.

All rights reserved © Japan Smartphone Security Association. CR=Es X[ 1A 441



resommmon  http://www jssec.org/dl/android_securecoding.pdf

““l sunrenone  Android 7T D F 2T EREH - X2 TIA—T AT HAF 2016 £ 2 A 1 BhR

Android 4.4 LI[& 8L FELL

2013 & 8 A&, Zts Android OS DifE58 1 FEIE T 5/ VvF H Google ME/A—hF—(FREKRA—H—1EE)(C
BEfSh T S, LML, This SecureRandom [CEHI HREEE M ILRES#AE. HTTPS BIEHAEZ S H TLLEE
IHETLHLEIC R FHNBERASN TGRS SHFRET S LLEZA NS0, Android 4.3.x LLETD OS
EXRRETHTT)TIE LTV A TRASNTVEIRR(ER)ZHARAATHILEREDHT 5,

http://android-developers.blogspot.jp/2013 /08 /some-securerandom-thoughts.html

5.6.3.4. BRORE

UV TATRREROREM(EELE. T2 EERRT A-OICESEMZA AT HRIC. BEGES{ETILTY
ALPREEEATHL BETOLOOT —ANBEICRBTEIRETEX. E=ZBNoFHROKREMERDILIT
TELW, TN BESRMEF AT HREOBOMYFKENL, L2 EELGRAEBEBND—DTHS. — AT, 5F
BREBEDLANIIZFSTIFEOMYFNIFERICEELRRET - RETDELT D-DARA A DHEEZEZ D,
ZCTARAARTIE ROREBFIEARIEICREEROMYRNET S-ODEERMNLEEZATEZRTICEED,
BARMGRBEAECELTEIER LGV BEIZHLTAndroid Ha) 74885 - REICFEHELVEMRICHEHKT S
SEEBEIOT D,

FJ [, Android RX—hT42 /F3TLYMIEWTHESIEFICHESIBAFET SUREMEDHLEAMETDRES
HOMEEIH 5.6-4 BSRIAFELETDEMEMRELHIITT,

s [ rrugoez ) APKD 7 AL

]
1
1
1
i AE
E|_:> {——
i @/& :} =
SEBICLD vk
e \_ J

D ZIVGINY Ry TINS5 - HhepaetEs/ L R
(/data/data/<app>/) TOCREIE ESAL - (e.g. SD cards)
or/and #5eib
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B 5.6-4 BESRNGFETSEMEAREAH

T BICFOTTFIEENEERFOF —FT—IZLREAHDENERICEEDHTH BELANILIZDONTIE
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& 5.6-7 BESWLAREAH
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BELNIL =L FReE L =L FR{E L
ROBRFIGR BREAHH
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T7TIVT4LHIM) BT—A0EE | TTIUNADLD | BT —HDES | TTIUSADLD
GEABRARIL—Y) | 1b-#EE1E SAHEEEIL b8t mAHEEEL
APK 774l BT A0

¥Proguard % & Java D#FILY—ILD ELIE, T—2(XF)FE#FE LA
ZEITEE
BT —2DESL-HEE

SD h—F7g&
(AR —D)

UT. BOGHEGICEIRERHDBREETY .

A—H—0EE

COETRINRT—FR—RBEEEREL TS, NRAT—FOoEHShHBDIEE T, BOREGHITI—Y
—DREBDHIZH L=, REGHAALTILVITHICHEHRT HEFGN, =L, RRT—FDEEITL>TIE
BEICBIBEHRINTLES O U—ERNDAT AU NRT—FELRRIZA—F —ITH L T—ED/IXT—F
BREIZRAEIIT UNIZEHTHIBL=Y, Avt—UIC&HFBHBELIZY T HIEARBELLSH, [5.5.2.8 FIAER
HEMARADHTHRATHBE . HEBEELGVEZLI—F—ITBAT S (%) BRI DL F- 2
—H—DREBICHEH/INRT—FEENSAHEELZRICONTENETNFESEN, NRT—FEENIHET
LT —ADERNDELRGEE., NVIT YT T LR UN DR EEFH(F—N\—LE)ITREFELTEBED
H%bo

7FIITF4LIMN) A

FTT)DTALIRIAIZ Private E—RFTRELIZGE IO 7T NSEBT—2ERAMONDEEEN, Tz,
INVITYTHEEE T T TEMICLIEEIZE, 2—F—L 8B TEKLLDT,. 7D EEEFIRETITIT
ALIN)RIZRET BB E X\ ITITEEDTNIERL,

f=f=L. root #EREZHFOTT) L1 —HF—h o3 RERELE-VEE L. BT HZESLLLIHFRILTILE
Npd, L—H—BELTIREBEILT IERICIE/SRT—FR—IEENFIBTED, —HF—IZEWHIZL
WP DEBEEEEILTIRERETDIEAITIE. APK J7MILICEEESLBEZEDHILEAHY ., BIESL
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DLENHD.

BBAARRL—(SD h—F1iEE)A
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TALINAID root HREFHF D7 T ) P1—HF—hoLBEREL-VBZEDRLSEIEHIL,

FOERAEYRADREDHL

Android OFOBSHMEMEATSHEE. LRICETE77)T70RUN DGR THESIEILITHFRILINT
W= T —2IEENEOFI TR T EST(NNRT—FR—BOHEEER)DBELTH, TOERAEYRAIC
BT —AIADVEDFEFETSHLITHD, —A. 7TV TAELRDAEYITBEMNDT TN SHAEET HILIET
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| 5.7. {EfUERGTiaERIAAT S

ARBEEDDHTIE, B, FRZERLDH . RRAGAXDHAR RSN TNS, P T, IERGEEREEAANZRET S
FHEELTEHDGEFELTEY, EL (B OLEREOBEMTHASA TE ., AVEL—2—DHRITETE
BRGDBHTINANEH BETIIRAI— I+ OAEHN (EICEEAYVER) ITRASNDZRE. (AND
BHIGE)FEEDOB VL TORHNZELDDH D,

ZTDESIEFENEZITT, Android 6.0(API Level 23) TIEIHRICIEREREID IL—LD—O WA AEN, 7TV
b‘b*E%ﬁmh\nl—t(z':AEEmm) *ﬁéﬁgb\ﬂjﬁﬁ—cgéctj( 7&’37'_0 u—Flhs *E%Inlb HEE1§’JT_|}$0)+_’:F1U74J:0) I_ﬁ:%lﬁ
%59,

1. o7 )La—F

LLTFIZ, Android O¥EREREHEEE T TUALHAT -0 DHY T ILa—FERT,

RAUb:

1. USE_FINGERPRINT /N\—3wL 3 % FHEET S

"AndroidKeyStore" Provider oAV REVAEWIGT S

BEERT D-OICITHEROEZILETHIEETI—F—ITRAD

BEBERE. BET7ILTVXLREBTHENEO (BEELBT-TI0)ZERATS

BERERE, 1—F—(ER)RADOEREZEMNICT 5 GRAOENHARTEHELELY)

ﬁ_’a’ﬁéﬂﬁm&ﬁféﬁoﬁ#“\’C?E‘fid)ﬁfﬂklﬂb\?’“béu‘:’éﬁu?;El-uanré"ﬁ')
BT 5T —2(EL IERER LN DFERTET (KB AIgeBEDIZRS

N O v N

MainActivity.java
package authentication. fingerprint.android. jssec.org. fingerprintauthentication;

import android. app. AlertDialog;

import android. hardware. fingerprint. FingerprintManager;
import android. os.Bundle;

import android. support. v7. app. AppCompatActivity;

import android.util.Base64;

import android.view. View;

import android.widget. Button;

import android.widget. TextView;

import java. text.SimpleDateFormat;
import java.util.Date;

import javax.crypto. BadPaddingException;
import javax.crypto. Gipher;
import javax.crypto. IllegalBlockSizeException;

public class MainActivity extends AppCompatActivity {

private FingerprintAuthentication mFingerprintAuthentication;
private static final String SENSITIVE_DATA = “sensitive data”;
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@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mFingerprintAuthentication = new FingerprintAuthentication (this) ;

Button button_fingerprint_auth = (Button) findViewByld(R. id. button_fingerprint_auth);
button_fingerprint_auth. setOnCl ickListener (new View.OnClickListener ) {
@0verride
public void onClick (View v) {
if (ImFingerprintAuthentication. isAuthenticating()) {
if (authenticateByFingerprint()) |
showEncryptedData (nul |) ;
setAuthenticationState (true) ;
}
} else {
mFingerprintAuthentication. cancel () ;

}

b
]

private boolean authenticateByFingerprint() {

it (ImFingerprintAuthentication. isFingerprintHardwareDetected()) {
/] Bt Y—hmRICEH I TN
return false;

}

if (ImFingerprintAuthentication. isFingerprintAuthAvailable()) {
/] *RAU 3k BEERT DEOICIIEROERNILETHIEZI—Y—ITIEZR D
new AlertDialog. Builder (this)
.setTitle (R. string. app_name)
. setMessage ("{EIUBERMAZBER SN TUVER A, ¥n” +
"REAZA—D TEF2)T 1] TEHEEFHRL TSN, ¥n” +
EREEFTHLICKY., BRICRMTILENATEFET, )
.setPositiveButton ("0K”, null)
. show () ;
return false;

}

/] FERERAEDHEREZITMAI—IL/INy Y
FingerprintManager. AuthenticationCal Iback cal Iback = new FingerprintManager. AuthenticationCal Iback() {
@0verride
public void onAuthenticationError (int errorCode, CharSequence errString) {
showMessage (errString, R.color.colorError);
reset();

}

@0verride
public void onAuthenticationHelp(int helpCode, CharSequence helpString) {
showMessage (he|pString, R.color.colorHelp);

}

@0verride
public void onAuthenticationSucceeded (FingerprintManager. AuthenticationResult result) {

Cipher cipher = result. getCryptoObject (). getCipher () ;
try {
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/] hRA Tk BEBET 5T—2 &, ERERRILUSNOFETERT (RE) AEEGTLDICRS
byte[] encrypted = cipher.doFinal (SENSITIVE_DATA. getBytes()) ;
showEncryptedData (encrypted) ;

} catch (IllegalBlockSizeException | BadPaddingException e) {

}

showMessage (getString (R. string. fingerprint_auth_succeeded), R.color.colorAuthenticated);
reset () ;

}

@0verride
public void onAuthenticationFailed() {
showMessage (getString (R. string. fingerprint_auth_failed), R.color.colorError);
}
};

if (mFingerprintAuthentication. startAuthentication(cal Iback)) {
showMessage (getString (R. string. fingerprint_processing), R.color.colorNormal);
return true;

}

return false;

private void setAuthenticationState (boolean authenticating) {
Button button = (Button) findViewBylId(R. id. button_fingerprint_auth);
button. setText (authenticating ? R.string.cancel : R.string.authenticate);

}

private void showEncryptedData (byte[] encrypted) {
TextView textView = (TextView) findViewByld(R. id. encryptedData) ;
if (encrypted != null) {
textView. setText (Base64. encodeToString (encrypted, 0));
} else {
textView. setText (") ;
}
}

private String getCurrentTimeString() {
long currentTimeMillis = System. currentTimeMillis();
Date date = new Date(currentTimeMillis);
SimpleDateFormat simpleDateFormat = new SimpleDateFormat (“HH:mm:ss. SSS”) ;

return simpleDateFormat. format (date) ;

}

private void showMessage (CharSequence msg, int colorld) {
TextView textView = (TextView) findViewByld(R. id. textView) ;
textView. setText (getCurrentTimeString() + “ ‘¥n” + msg);
textView. setTextColor (getResources (). getColor (colorld, null));

}

private void reset() {
setAuthenticationState (false) ;
}
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FingerprintAuthentication.java
package authentication. fingerprint. android. jssec. org. fingerprintauthentication;

android. app. KeyguardManager ;

android. content. Context;

android. hardware. fingerprint. FingerprintManager;

android. os. Cancel lationSignal;

android. security. keystore. KeyGenParameterSpec;

android. security. keystore. Keylnfo;

android. security. keystore. KeyPermanentlylnvalidatedException;
android. security. keystore. KeyProperties;

java. io. I0Exception;

java. security. Inval idAlgorithmParameterException;
java. security. Inval idkeyException;

java. security. KeyStore;

java. security. KeyStoreException;

java. security. NoSuchAlgor ithmException;

java. security. NoSuchProviderException;

java. security. UnrecoverableKeyException;

java. security. cert. CertificateException;

java. security. spec. Inval idKeySpecException;

javax. crypto. Cipher;

javax. crypto. KeyGenerator;

javax. crypto. NoSuchPaddingException;
javax. crypto. SecretKey;

javax. crypto. SecretKeyFactory;

class FingerprintAuthentication {

private static final String KEY_NAME = “KeyForFingerprintAuthentication”;
private static final String PROVIDER_NAME = “AndroidKeyStore”;

private KeyguardManager mKeyguardManager;
private FingerprintManager mFingerprintManager;
private Cancel lationSignal mCancellationSignal;
private KeyStore mKeyStore;

private KeyGenerator mKeyGenerator;

private Cipher mCipher;

public FingerprintAuthentication (Context context) {

mKeyguardManager = (KeyguardManager) context. getSystemService (Context. KEYGUARD_SERVICE) ;
mFingerprintManager = (FingerprintManager) context. getSystemService (Context. FINGERPRINT_SERVICE) ;
reset () ;

public boolean startAuthentication(final FingerprintManager. AuthenticationCallback callback) {

if (lgenerateAndStoreKey ())
return false;

if (linitializeCipherObject())
return false;

FingerprintManager. CryptoObject cryptoObject = new FingerprintManager. CryptoObject (mCipher) ;
mCancel lationSignal = new CancellationSignal () ;
// BERRHOHEREZ (TS —IL/I\Y Y

FingerprintManager. AuthenticationCal Iback hook = new FingerprintManager. AuthenticationCal lback () {
@0verride

4438
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public void onAuthenticationError (int errorCode, CharSequence errString) {
if (callback != null) calIback. onAuthenticationError (errorCode, errString);
reset () ;

}

@0verride
public void onAuthenticationHelp (int helpCode, CharSequence helpString) {
if (callback != null) callback. onAuthenticationHelp(helpCode, helpString);

}

@0verride

public void onAuthenticationSucceeded (FingerprintManager. AuthenticationResult result) {
if (callback != null) callback.onAuthenticationSucceeded (result);
reset();

}

@0verride
public void onAuthenticationFailed() {
if (callback != null) callback. onAuthenticationFailed();
}
};

// EREREALEEAT
mF ingerprintManager. authenticate (cryptoObject, mCancellationSignal, 0, hook, null);

return true;

}

public boolean isAuthenticating() {
return mCancel lationSignal !'= null && !mCancellationSignal. isCanceled();

}

public void cancel () {
if (mCancellationSignal != null) {
if (ImCancellationSignal. isCanceled())
mCancel lationSignal. cancel () ;

}

private void reset() {
try {
// k4 >k 2% “AndroidKeyStore” Provider A VR A VA EREBT S
mKeyStore = KeyStore. getInstance (PROVIDER_NAME) ;
mKeyGenerator = KeyGenerator. getInstance (KeyProperties. KEY_ALGORITHM_AES, PROVIDER_NAME) ;
mCipher = Cipher. getInstance (KeyProperties. KEY_ALGORITHM_AES
+ ”/” + KeyProperties. BLOCK_MODE_CBC
+ ”/” + KeyProperties. ENCRYPTION_PADDING_PKCS7) ;
} catch (KeyStoreException | NoSuchPaddingException
| NoSuchAlgorithmException | NoSuchProviderException e) {
throw new RuntimeException(“failed to get cipher instances”, e);
}
mCancel lationSignal = null;

}

public boolean isFingerprintAuthAvailable() {
return (mKeyguardManager. isKeyguardSecure ()
&& mFingerprintManager. hasEnrol ledFingerprints()) ? true : false;

}

public boolean isFingerprintHardwareDetected() {
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return mFingerprintManager. isHardwareDetected () ;

}

private boolean generateAndStoreKey () {
try |
mKeyStore. load (nul 1) ;
if (mKeyStore. containsAlias (KEY_NAME))
mKeyStore. deleteEntry (KEY_NAME) ;
mKeyGenerator. init(

/] hRA Uk bk BER(BR B, BS7ILIYALREBEBTCHEVLD (REZFHTL0) 2ERT

new KeyGenParameterSpec. Bui lder (KEY_NAME, KeyProperties. PURPOSE_ENCRYPT)
. setBlockModes (KeyProperties. BLOCK_MODE_CBC)
. setEncryptionPaddings (KeyProperties. ENCRYPTION_PADDING_PKCS7)
/] dRA bk BER G B, 1—V— (B EMOEREZFNICT S GRIMOELR
IFE&EE LGELY)
. setUserAuthenticationRequired (true)
cbuild();
/] BEHER L. Keystore (AndroidKeyStore) IZ{R7FS %
mKeyGenerator. generateKey () ;
return true;
} catch (IllegalStateException e) {
return false;
} catch (NoSuchAlgorithmException | InvalidAlgorithmParameterException
| CertificateException | KeyStoreException | 10Exception e) {
throw new RuntimeException(“failed to generate a key”, e);

}

private boolean initializeCipherObject() {
try {
mKeyStore. load (nul 1) ;
SecretKey key = (SecretKey) mKeyStore. getKey (KEY_NAME, null);
SecretKeyFactory factory = SecretKeyFactory. getlnstance (KeyProperties. KEY_ALGORITHM_AES, PROVIDER_NAM

E);
KeyInfo info = (Keylnfo) factory. getKeySpec (key, KeylInfo.class);
mCipher. init (Cipher. ENCRYPT_MODE, key) ;
return true;
} catch (KeyPermanentlylnvalidatedException e) {
/] hRA bk BEEIFREBEFESHATEROZRRENEDLS Z LETHRICHRZETS
return false;
} catch (KeyStoreException | CertificateException | UnrecoverableKeyException | 10Exception
| NoSuchAlgorithmException | InvalidKeySpecException | NoSuchProviderException | InvalidKeyExcept
ion e) {

throw new RuntimeException(“failed to init Cipher”, e);

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="authentication. fingerprint. android. jssec. org. fingerprintauthentication” >

d— HRA 2 b 1k 1IBIEREIHAEE AT 2 1=HI1ZI1&. USE_FINGERPRINT /S—=2 v L a v E2FHAEET S —
{uses—-permission android:name="android. permission. USE_FINGERPRINT” />
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<application
android:al lowBackup="true”
android: icon="@mipmap/ic_launcher”
android: labe|="@string/app_name”
android:supportsRtI="true”
android:theme="@style/AppTheme” >
activity
android:name=".MainActivity”
android:screenOrientation="portrait” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity)
<{/application>

</manifest>
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5.7.2. L—ILTvY

ERERAIAEZ R AT DG SICIELUTOIL—ILEFEHIE,

1. ﬁEEEJ?.(”‘ﬁ)E# BE7ILTVXLERBETHENLO (BRELEB-TL0)EFERATS (WH7R)
2. BB ET 2L ERERELUSNOFRTET (KE) AL DIZRS (WH78)
3. ﬁi’éiﬁk’é‘éf:&bLli?aff&@ﬁ‘ﬁ#%\%’@&‘) A—Y—IZZDEEEAS (#E22)
5.7.2.1. SBAERERE. BS7ILIVXLERBETENLO (BELE-TL0)EZERATS (Wh7H)

5.6 BERMZERATHITHSFRLIZ/NNRAT—FROARMBELRERIC, FRFRAMEZAVTREERT 515
BIZBVWTH, B=HICFOBWEMSC-O—EDNEEERHLIRBTHVES 7 ILTVALERET 5L F
EET7ILTVXLET TR BEE—RONATAUTIIOVTHIRBTLHRVWRELGARZRIRT 2L,

EET7ILT)XLOFERIZONTIHIS5.6.2.2 ZILTYXLMIZHEBTHRVELD(EEEZH -TLO)ZERATS
(ZR) 1ZZRIT DL,

5.7.2.2. BSTHT—RI IEREE N DFERTET (RE) TG LDICRS (Wh78)

77')'7:]7__“_90”] '“:( WLT?E%&ELHE% é*ljﬁﬁa-%)iﬁ'b"i %0)7_ 975\$E%XELHIE*% lal5’1~0)$5§'(‘“%f§7_5
(RE) TEAHLIITTTVERETHIE, —MRIC. ERFERICIIWECEEOREE M. IRFBBE - -FELTHE
LTS8, RIAZERERDAIZFES LIS TEHIRETH D,

BIZIE, FERERAEMREE R AL CERL-REAVTT TR T -2 B L= ImRICEBFSN TUV=EH
FRAL—F —ICEoTHIBRESN S &, T—E2DBESEICAVTOERAERATERRY ., T—4Z2ESTHLD
TEED, T—HDELMNEREREHELNN DO FRTHITAG T NIL, ATRAMAELG LN S REMEAELLHD
THb.

Fr=. ERGERAIHAEZFIAL TERL-RMER TERRHKIRITIERIFRDHIBRUN THELS S, Nexus5X
[CENTIE, ERERAHAEEZF AL TREZERLRICHITHEIERZEMEHFE T HE. TN LENICER L5
NEATELGR DI ENFER SN TS24, Ff-. REELFERATEORNERDER LY —DRBHEICLYER
TEHLGDHAREELEETERGLY,

5.7.2.3. BELEMIAOICERDOEENDETHY., A —F—IZZDEEEAS (HE22)

R AEZ R AL TRZAE T H5-OICIXmRICI—F —DEFA B R INTVWIRLENH D, FEREHF
— =R REAZ 21— ~FET IR RN EZEGBAAFRTHHEICBEEL. 21— —ITHLT

24 2016 F 2 A 1 BIRMER R OIFR. B BESNDARERIENH D,
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TIIAERER AT HLEROFEMEIC DOV TERBATHIEAEELL,

IBREREIDEFNMMETCHDE. 1—YJ—(sxD
if (ImFingerprintAuthentication. isFingerprintAuthAvailable()) {
/] *RAU bk BEERT 5-DICFEROERIVETHEIEETLI—F—IEZD
new AlertDialog. Builder (this)
.setTitle(R. string. app_name)
. setMessage ("HERUERMEHRZ SATUOER A, ¥ +
"BEAZ2—D X2 T 1) THEBEZEHRLTIESL, ¥n” +
EMEERTHIILICKY. BREICEATILENATEET, )
.setPositiveButton (“"0K”, null)
. show () ;
return false;
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5.7.3. PRI\ Rk

5.7.3.1. Android 77)IZH TSR EE R A D RIIREH

T CHERGEREIEREE R T 2= DIZITUT D 2 R BETH S,

® IHXRICA—H—DIEHNEHFRINTINSIE
o EZRINFIERIZ(FTIERAD) BEAEINTNSIE

A—H—DERER

A—H—DERERIEEEAZ 1 —DI X2 TN LIERTEIENTET . —BROT7T)HIEREFLE

EATHITEIETERL TDT=8. 7T UMIEMERII M AT R AT 585 | Cli R IR BHRINTUOVETAIE, 2

— PR EACI—ICFELERDOERTRITVENH D, TOE. 7TUIIERZEFI AT 2L EHOFEMIC
DNTOFHRANI—HF—ITHLTITHONEIEMNEELLY,

BE.BRERATRELLIAIREL T MRICFHROEEAVIAXNRESIN TSI ENVBETHS. IR
ERABERINTODRETEEAVIZENICT 5&. BRFADIERFERLARSN S,

BOER-BR
IR (CESFSNT- IR EBREM T (+51=5HIZ1E. "AndroidKeyStore" Provider HVi2#t9 % KeyGenerator >
KeyStore 12 RAVREH#FERAT LRI —F—(ER) RO EREEB LT FLOLVBOERLER. HD

W DRDEHEZEITI.

ERIFHMEM DOV REER T 55 E(E. KeyGenerator AT AED/NFA—RELT, A —F RO EKRE
BRNTDEIRET B

FERUBER SO VN EBE DA & B iR
try {
// “AndroidKeyStore” Provider /5 KeyGenerator £ Y X4 VR EZEET 3
KeyGenerator keyGenerator = KeyGenerator. getInstance (KeyProperties. KEY_ALGORITHM_AES, “AndroidKeyStore”);
keyGenerator. init(
new KeyGenParameterSpec. Builder (KEY_NAME, KeyProperties. PURPOSE_ENCRYPT)
. setBlockModes (KeyProperties. BLOCK_MODE_CBC)
. setEncryptionPaddings (KeyProperties. ENCRYPTION_PADDING_PKCS7)
.setUserAuthenticationRequired(true) // 1—%— (358 BIADOEREHHIZT S
cbuild();
keyGenerator. generateKey () ;
} catch (IllegalStateException e) {
// ERICEHASEFIA TGN
throw new RuntimeException (“No fingerprint registered”, e);
} catch (NoSuchAlgorithmException | InvalidAlgorithmParameterException
| CertificateException | KeyStoreException | 10Exception e) {
// BEDHE I KER

throw new RuntimeException(“Failed to generate a key”, e);
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}

B DRICEMEREAOTHBE1E. 21— D ERZFIITT SR EEMAT= KeyStore TUh)—[2HE
EBIXT Do

BRI DR (CIERIBRZMT 1D
SecretKey key = ...; // R 0#

KeyStore keyStore = KeyStore. getInstance (“AndroidKeyStore”) ;
keyStore. load(nul 1) ;
keyStore. setEntry (
“alias_for_the_key”,
new KeyStore. SecretKeyEntry (key),
new KeyProtection. Builder (KeyProperties. PURPOSE_ENCRYPT)
.setUserAuthenticationRequired(true) // 1—H— (350 BIEDEREEBRIZT S
.build(Q);
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6. BLU\RERE

Android [Z[& OS ME#k+> OS MR T DMEED LR L. 7T DEETEX A TAZERT IO EHLRHIRE
AEFET D, CNoDHEREEFEBEER O EE=ZFITERINZY, A—F—NTBEETICFRIALEYTHIET. IR
HRRZBRO LX) T LORMEICREAOTLEIRRMERITIBA TS, COETITZD L SLHAEICHL T,
FRFEENEYSDVRVAIRKGELZRTLGH S IEMENDELFEEZLEFLLTRY LTS,

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2016 £ 2 A 1 AR

| 6.1. Clipboard ADIERIRET AaIEMN

OE— &AR—ZAMFIA—HF—HEEMN DA KELME>TNDEETH A, HIZ T, COMEEZEST, A—)LA° Web
R=U TR EBEHRO TN 0B HEHRZEAERIFZLTEULY, BRELEZ/NART—FEENLENKIITAER
[CRELTHE RELGRICOE—&R—IAMTHESI LW A—F—FDLEISTHEET S, Chbld—RARGEN
THTHHIN, REA—F—DESIFEBAFEFNHEVSBIRAEA TS,

ZhIZX Android QOE—&AR—XLDEHHAAHBERLTND, A—HF—P 7T IZk>TaE—Sn=1ERIL. —
B Clipboard EMEIEN S\ T 72N S, A—F —OTF7 T2k >TR—R SNz EZIZ, 2D Clipboard @
NENE T I IZBEHINDIDITTHSD, 0 Clipboard IZIERIFRICEEVF BRI $H S, Android THED
4 TlE. Clipboard ®EIKILiHEKIZ 1 DTHY. ClipboardManager #FIHT 32 ET, EQT7TUMNLTHER
Clipboard D EHEBTEDLIIHES>TLENSTH D, CDILIE, A—HF—MaE—-hyrLI-ERIEETE
EHBT7TVIZHLTREIRITICEDIEEEKRLTLNS,

2T, 7TURERE L. D Android DiEH#EEBLGNSERFROAIRERER/IRICHZ 5 KEHELECT
FAY=Y A A

6.1.1. Yo7 )La—F

Clipboard Ao 1E#HRHRT SAIREMEIIZ SR ERICIE, RELDITTRD 2 DBEZALNSD,

(1) 7T BT7T)~NIAE—T RO %K
(2) B7FUhot7T)~aE—F BEDEK

BN 1IZTDOWTERBAT %, CCTIE A—F—DAEIRAS Web TS50 A—5—F7 TG EMT T MSXF T
ZaE—L. ThzEB77Y0 EditText [CREYR TS FIFEREL TS, ERIETEE>TLEIE. SO FY
A TAE—AYMIE TRV TAIRERNRELCLESCEEHCIRAMGR RIIFELLEVL, F=FHT7 T
DIE—HEREZHITEHT 5 XSG HEEA Android [Z(37ELVINGTE,

T, LIZDWT RV TAT 0 EREIE—- Vb BEKRMEE I —F —(ZHBAL., TABKRERLL TLE
RIEBZRITAIIT o TUOKLRERIFALN,

RIZ, 2.E&HHAT S, CCTIE B7 TIARRLTVSERN L —F —(C&oTIAIE—SN B FUAEEET . =
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DIBE . RBIZ T BEELZRTEIL, View(TextView, EditText HE)MNSDAE—-HyhEEIIZTEHIETHD,
BNERLEC U TAIHBERAAABHANEHE ASNS View [CaE—-HybEENLZTNIE, B7TUMLD
Clipboard Z/r LIz DIRERELZLIM BT,

AE—-AVPEBUETEFEIIVKONBZONSD, CCTIH EENEETHOHMREDHEHHEELELT. View O
RELEDLOAEEXFIBIRFOAZ2—moaE—AVvrDIEB ZRIRT 5 5EE KD,

WMERERFK.E 6.1-1 DHEIO—(CE>THETHIENTES, K 6.1-1 [ZHELT, ABEALF (Input Type)
M Password BHEEICEFESNTLSEE. AAFA4 T (Input Type) N7 TIDETRERIZEIZTEOVWIT AN THD
ZEFIRT . COGEIE. TIAINNTIAE— Db BNZIUESINTWDD T, HFITHEK T ILETLL,

® InputType. TYPE_CLASS_TEXT | InputType. TYPE_TEXT_VARIATION_PASSWORD

® InputType. TYPE_CLASS_TEXT | InputType. TYPE_TEXT_VARIATION_WEB_PASSWORD
® InputType. TYPE_CLASS_NUMBER | InputType. TYPE_NUMBER_VARIATION_PASSWORD

( (B2 )

Yes
LTI HERE
AEHTSB

iewD ANZAT
(Input type)hY

Password/E (2
EEIN TS

A4 A4

WHERFE AE—-HurEEIETS

B 6.1-1 HEEEDOHEIO—

UTT. ZNThOREDFMEHRBAL. YT ILI—FETRT,

6.1.1.1. XFIHBIRBOAZ2—HMSaE—-HyrEHIBRT S

TextView.setCustomSelectionActionModeCallback() AV YRIZ&E> T, XFFEIRBDA=Z21—FHAEIA X

TES, INTAVWT, XFILERBFOAZ1—DSIE— - AYrD T AT LZHIBRI NIE, 2—F—AXFHZEaE
— Wb HILEFTEES,
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LIF. EditText OXFIEIRBFOA=21—HSIE— AV rDEEZHIBRT 5T )La—FERT,

RAVb
1. XFHERFDA=2—m5 android.R.id.copy ZHIERT 5,
2. IXFHFBIRBEDA=a2—h5 android.R.id.cut ZEI&RT %,

UncopyableActivity.java
package org. jssec. android. clipboard. |eakage;

import android. app. Activity;

import android. os.Bundle;

import android. support. v4. app. NavUtils;
import android. view. ActionMode;

import android. view. Menu;

import android. view. Menultem;

import android.widget. EditText;

public class UncopyableActivity extends Activity {
private EditText copyableEdit;
private EditText uncopyableEdit;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. uncopyable) ;

copyableEdit = (EditText) findViewBylId(R. id.copyable_edit);

uncopyableEdit = (EditText) findViewByld(R. id. uncopyable_edit);

// setCustomSelectionActionModeCal Iback * Vv KIZ& Y.

/] XEJEIREDA 2 —FhREITARXTBENTES,

uncopyab leEdit. setCustomSelectionActionModeCal Iback (actionModeCal Iback) ;
}

private ActionMode. Cal Iback actionModeCal Iback = new ActionMode. Cal Iback () {
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
return false;

}

public void onDestroyActionMode (ActionMode mode) {
}

public boolean onCreateActionMode (ActionMode mode, Menu menu) {
// KkiRA U b 1k XEHERBED A Z2—m 5 android. R. id. copy ZHIKI %,
Menultem itemCopy = menu. findItem(android.R. id. copy) ;
if (itemCopy != null) {
menu. removeltem(android.R. id. copy) ;
}
// KRS 2 b 2% XFHERBEDA —2—M5 android.R. id. cut BRI %,
Menultem itemCut = menu. findItem(android.R. id. cut);
if (itemCut != null) {
menu. removeltem(android.R. id. cut) ;
}

return true;

}

public boolean onActionltemClicked (ActionMode mode, Menultem item) {
return false;
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};

@0verride

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater (). inflate (R. menu. uncopyable, menu) ;
return true;

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case android.R. id. home:
NavUti I's. navigateUpFromSameTask (this) ;
return true;
}

return super.onOptionsltemSelected (item);

6.1.1.2. View ®E#L(Long Click)ZEIZF 5

aE—-hubERIE T 575, View DR#L(Long Click)ZERZT 5 ETELERTES, View DRMLED
EIELAT 9D xml J7AILTHRET BENTES,

RAUb:
1. atE—-hyr#E 195 View (X android:longClickable # false (235,

unlongclickable.xml
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”
xmlIns:tools="http://schemas. android. com/tools”
android: layout_width="match_parent”
android: layout_height="match_parent”
android:orientation="vertical ">

<{TextView
android: layout_width="match_parent”
android: layout_height="wrap_content”
android:text="@string/unlongclickable_description” />

l— aE—-hvy bEZi1LT 5 EditText —>
AJ— *RA b1k aE—+hy bH#ZEIET S Viewld android: longClickable # false (295, —>
<EditText
android: layout_width="match_parent”
android: layout_height="wrap_content”
android: longClickable="false”
android:hint="@string/unlongclickable_hint” />
</LinearLayout>
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6.1.2. L—ILTvY

B7 Uo7 TIADEL T4 T EERDIAE—DNRET HAREELHDHIEE L. UTDIL—ILETFHIE,

1. View [CRRENTWSXFIOIAE—-HYNEENIZT S (2R)
6.1.2.1. View [ZRREN TS XFIHOIE—-DYMEEHITT S (2R)

TIIRETATREHRERTT S View ZHFHoTLSIHEE. T EditText D&3(ZIE—- Dy AT HELR
View 7%5(E, Clipboard £ L TEDIEHARELTLESAREMEAH D, ZD1=8 . LTI GHERERTT
% View [FaE—-DyrEEIL TEIN G NITESAELN,

AE—-AYREEMITT HHEICE XFIERFDODAZ 2 —ASIE—- DY MDIEBZHIBRT 55ELE. View D
RIELZEMLT DA ENH D,

16.1.3.1 JL—ILERADOEDETEILSEO L,
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6.1.3. 7R

6.1.3.1. JL—ILBERDEREDIE

TextView [ET 7L TIEXFIBIRFATHS-0 . BEEIHRRIETHLH. 7T DEHKIZE->TIFIE—
ZHA[REICT BB A 1H 5, TextView.setTextlsSelectable) AV YR EFESZET. XFEHDBIRAIELAE—AIEZE
BIRIZERE T A EMNTESD, TextView ZOE—TAIREL T BB E (. T D TextView [T S TAITIRERMNRRE
NDAHEENEVDKEEIL. ZOREEEAH DD THNIL, AE—ANIZT RETHLY,

F12.76.1.1 HoTILa—FIQHEIA—ICELEEHEINTVDLSIC. SRT—FDOAANEBELIZAHZA4T
(InputType.TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD 7#:&)® EditText [ZDLY
TIE. TIAIPTXFIIQOAE—NEEIN TS OBE IR RFETHS, LML [5.1.2.2. /XRT—FZEFE
XRRTDATavEAETSH (WA IITRBLIESIZINRT—FEEXRRT 51T T avcARL TS
BEIE. NNRT—FEXRTOBRICANIATHEREL. IE— DY EMITHE>TLESID T, FHOR KL
ETHb,

BE.IV—IVEBERTIRICE. —FEVTOELERTILENH DS, HIAIE. 2 —F—HEHIZTF
ALEANTES View DFE. Lo TAIRBEHRNANSNATRIEESEAEO TR M EN>TIE—hvbE
BHLTLESD, A—F—DFEVBFNELGSEEI, b4, EEEDOSVVEREZAL TS View ot
VITATEEREBEMTANT 5557 View [ZIEIL—ILEBEEFHTERT HRETHAD ., TALUND View &
FOHZRIE ROEEZEZBLGAOHIGEEZDER,

UL TATERERDANORRETOIZERADIVR—R AR TEG LD
BER(R—RME) T TIN D> TWBGEEIE, thDFETHEREZETEELD,
T ) TA—H—IC AR AICET HFERELN TERLVH

AY(ZFD View HSHEH

Android OS ® Clipboard & ClipboardManager QE#RIC X2 T2 T 5Z BN SN TULGENIEMNFRR
BOMEMEZEORBRANLGERTIEH SN, TIVARE X, 2 —F—REPLI—HE T4, RIET HEEGL
BRARIGE AMDIS5LTz Clipboard DERRICH L THEL. BOEWTTUEERTILELNH D,

6.1.3.2. Clipboard IZ#&#hSh TS IEEHRDIRE

6.1 Clipboard MoIEHRIREHT A& 1 TR I=&5IZ. ClipboardManager 2 BT 2ZETTZ UMD
Clipboard IZ##iESNI-1BHREFIRIET HEMTES, -, ClipboardManager O FIBIZ(X4F517L Permission
ERETIDHENEN=OH, 7TV T2 —F—(2H5h B <4< ClipboardManager ZF|FHTE %,

Clipboard [Z#&#i=h TS 1E#R(ClipData &FE.R)IE, ClipboardManager.getPrimaryClip() AV wRIZ&>TH
B TEBH, 8422 I2HE L T3H . OnPrimaryClipChangedListener % = % L T
ClipboardManager.addPrimaryClipChangedListener()*/< KT ClipboardManager [Z&83 (L, 21—
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— DR EIZEYRET ZaE—-H YD EIC Listener AIFEUHSINBD T, 24307 %k 9 274K ClipData
FWBTHENTES, ZZT Listener OFEUYHLIE,. EQOF7TYTaE—-DyrhARELE=-NIZERLEITHN
%,

LT, mARANTIAE—HybHhFELE T SHEIC ClipData ZEi#FL . Toast TERJ 5 Service DY—RXO—KR%ETRT,
TRDESLFEEAI—RIZKY Clipboard &SN I=1ERMBIR(TIZHEOTLESI ZEFERLTUL=EELY,
TI)ERETBEE. PEKELTROI—FIZEoTEV I TAIRERHAIMBINTLESIZEDHBNKSITEER
TEILELHSD,

ClipboardListeningService.java
package org. jssec. android. clipboard;

import android. app. Service;

import android. content. ClipData;

import android. content. Gl ipboardManager ;

import android. content. Gl ipboardManager. OnPrimaryCl ipChangedListener;
import android. content. Context;

import android. content. Intent;

import android. os. IBinder;

import android.util. Log;

import android.widget. Toast;

public class ClipboardListeningService extends Service {
private static final String TAG = “ClipboardListeningService”;
private ClipboardManager mClipboardManager;

@0verride
public IBinder onBind(Intent arg0) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;
mC| ipboardManager = (ClipboardManager) getSystemService (Context. CLIPBOARD_SERVICE) ;
if (mClipboardManager !'= null) {
mC| i pboardManager. addPr imaryC| ipChangedListener (c|ipListener);
} else {
Log. e (TAG, “ClipboardService ERFIZEKBLE Lz, Y—EXE®RTLET., "),
this. stopSelf();

}

@0verride
public void onDestroy() {
super. onDestroy () ;
if (mClipboardManager '= null) {
mC| i pboardManager. removePrimaryCl ipChangedListener (clipListener) ;

}
}

private OnPrimaryClipChangedListener clipListener = new OnPrimaryClipChangedListener () {
public void onPrimaryClipChanged() {
if (mClipboardManager != null && mClipboardManager. hasPrimaryClip()) {
ClipData data = mClipboardManager. getPrimaryClip();
ClipData. Item item = data. getItemAt(0);
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Toast
.makeText (
getApplicationContext ()
"AE—HA WNEH Y b ENI=XFF| ¥n”
+ item. coerceToText (getApplicationContext()),
Toast. LENGTH_SHORT)
. show () ;

RIZ. L8 ClipboardListeningService ZH| 9 % Activity DYV—XI—FDHIZETRT,

ClipboardListeningActivity.java
package org. jssec. android. ¢l ipboard;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Intent;

import android. os.Bundle;

import android.util.Log;

import android.view. View;

import android.widget. Toast;

public class ClipboardListeningActivity extends Activity {
private static final String TAG = “ClipboardListeningActivity”;

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;

setContentView (R. layout. activity_clipboard_listening);
]

public void onClickStartService (View view) {
if (view.getld() != R.id.start_service_button) {
Log. w(TAG, “View ID MFIETT");
} else {
ComponentName cn = startService(
new Intent (ClipboardListeningActivity. this, ClipboardListeningService.class));
if (cn == null) {
Log. e (TAG, "H—ERXDEHIZKEKLELE"):
Toast. makeText (this, "H—EXDEENKE L FE L1=", Toast. LENGTH_SHORT). show () ;

}

public void onClickStopService (View view) {
if (view.getld() != R.id. stop_service_button) {
Log. w(TAG, “View ID MFTIETYT");
} else {

stopService (new Intent (ClipboardListeningActivity. this, ClipboardListeningService.class));
}

All rights reserved © Japan Smartphone Security Association. Clipboard M STERIRET HERTE 463



resommmon  http://www jssec.org/dl/android_securecoding.pdf

““l suntenone Android 7Y DEXaTEE X 2T I—TA2 T AAF 2016 &£ 2 A 1 AR

CZZFETIE. Clipboard 2SN -1ERE G T DA EIZDNTIRR =AY, Clipboard [ZHLLIEREFEMT D
ELTAIRETH S, APl Level 11 UL EAS1E ClipboardManager.setPrimaryClip() AV vRIZ&>T, TR LUEITHN
(¥ ClipboardManager.setText() AV vRZBELVNIE LKLY,

f=1=L. setPrimaryClip()I& Clipboard IZ##ish TV =1EHREZLEEZTLDOT, 2 —HF—LRFHaE—hukig
EICKYEL TB WV BERIARODNDATHEMLH I RITSTENDETH D, CNoDAVYREFERALTHB OO
E—HEEHDINEHYMEREZ IR T DB EE. REICHLT. RENRESNSELZZELETH4 (70T ERTT
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