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 3.1 - 9  

 

 3.1 - 9

Android

 

 

 ̧   

http://www.jssec.org/dl/guidelines_v2.pdf  

http://www.jssec.org/dl/guidelines2012 enew_v1.0.pdf  (English)  

 

 ̧   

http://www.jssec.org/dl/NetworkSecurityGuide 1.pdf  
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adb
debug

USB

3G/4G/Wi-Fi

Web

BT

SD

Market

http://www.jssec.org/dl/guidelines_v2.pdf
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╛ APK─ dex ╩ ∆╢≤

™∫√⁸ ⌂ ⌐ ⇔≡╙ ∆
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3.2.   

 

Activity Intent

 

 

Activity Intent

 

 

Intent action data extras

 

 

(a)  

(b) 

 

 

URL Internet Web HTML TextView 

  

 

Internet Web ṇ HTML TextView ︣ ṇ  
TextView tv = (TextView) findViewById(R.id.textview);  

InputStreamReader isr = null;  

char[] text = new char[1024];  

int read;  

try {  

    String urlstr = getIntent().getStringExtra("WEBPAGE_URL");  

    URL url = new URL(urlstr);  

    isr = new InputStreamReader(url.openConnection().getInputStream());  

    while ((read=isr.read(text)) != - 1) {  

        tv.append(new String(text, 0, read));  

    }  

} catch (MalformedURLException e) { ...  

 

(a) urlstr URL new URL() MalformedURLException

urlstr file:// URL Inte rnet Web

TextView

(b)  

 

(a) urlstr URL protocol http https

(b) url.openConnection().getInputStream() Internet

InputStream  
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Internet Web ṇ HTML TextView ︣ ṇ  
TextView tv = (TextView) findViewById(R.id.textview);  

InputStreamReader isr = null;  

char[] text = new char[1024];  

int read;  

try {  

    String urlstr = getIntent().getStringExtra("WEBPAGE_URL");  

    URL url = new URL(urlstr);  

    String prot = url.getProtocol();  

    if (! óhttp ó.equals(prot) && ! óhttps ó.equals(prot)) {  

        throw new MalformedURLException("invalid protocol");  

    }  

    isr = new InputStreamReader(url.openConnection().getInputStr eam());  

    while ((read=isr.read(text)) != - 1) {  

        tv.append(new String(text, 0, read));  

    }  

} catch (MalformedURLException e) { ...  

 

Input Validation Input 

Validation (a) (b)

URL  

 

 ̧ IPA  

http://www.ipa.go.jp/security/awareness/ven dor/programmingv2/clanguage.html  

 ̧ JPCERT CC Java  CERT/Oracle  

http://www.jpcert.or.jp/java - rules/  

 ̧ JPCERT CC Java Android  

http://www.jpcert.or.jp/java - rules/android - j.html  

 

http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html
http://www.jpcert.or.jp/java-rules/
http://www.jpcert.or.jp/java-rules/android-j.html
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4.   

 

Android Activity SQLite

Android  

 

4.1.  Activity  
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Activity Activity

Activity Activity 4

Activity

Activity  
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Activity
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Activity
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