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Welcome to Android Studio

Recent Projects Quick Start

Start a new Android Studio project

Open an existing Android Studio project

| 7l

Impeort an Android code sample

e

Check out project from Version Centrol

| «

Import project (Eclipse ADT, Gradle, etc.)

,.48 Configure

rE. Docs and How-Tos

&

Android Studio 1.1.0 Build 135.1740770. Check for updates now.
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Window "File - > Close
Project"

Edit View Navigate Code Analyze R
MNew Project...

New Module...

Import Project... =
Import Module... L
Import Sample...

New... Alt+Insert

e Project
95 Settings... Ctrl+Alt+S
[ Project Structure... Ctrl+Alt+Shift+5
Other Settings »
Import Settings...
Export Settings...
El Save all Ctrl+5
5 synchronize Ctri+Alt+Y
Invalidate Caches / Restart...
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"Import project (Eclipse ADT, Gradle, etc.)"

Recent Projects Quick Start
Start a new Android Studio project

]
ED Open an existing Android Studio project

P‘: Import an Android code sample
Check out project from Version Control

Import project (Eclipse ADT, Gradle, etc.)

,.43 Configure

rE. Docs and How-Tos

Andreid Studio 1.1.0 Build 135.1740770. Check for updates now.
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.i_ Select Eclipse or Grage E]eg ED Impog — E

Select your Eclipse project felder, build.gradle or settings.gradle

@ (=} (" | Hide path
agerlci@B 7 A7 MEEIMT B¥AccountManager Authenticator |[4

[ 4
[1 android_securecoding
[1 Account Manager|Z3BEFAD > FEEBMT S

» (. AccountManager Authenticator

& AccountManager User
[ ActivityZ{F3 - FIETS
[ BroadcastE2MET S - EETS
1 Browsable IntentZH|HT3
[ Clipboardh' S1EEER T SEKIE
[ Centent ProviderZ{E3 - #IET3
[IHTTPSTEETS I
[ LegCaticO4 BN T3
[ Permission & Protection Level
[ ServiceZ®{ES - FIATS

Drag and drop & file into the space above to quickly locate it in the tree.

o JESIiCT
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Language level "Yes"

Language level changes will take effect on project reload.
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= Save All
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Android
debug.keystore "  Android Studio

1. File - >Project Structure...

AccountManager s¥android_

New Project...

New Module...

Import Project... r
Import Module... L
Import Sample...

Edit View Navigate Code Analyze Re

MNew... Alt+Insert

Close Project

9~ Settings... Ctrl+Alt+5
gH Project Structure...

Other Settings »

Import Settings...

Export Settings...
1=l Save All Ctrl+5
Il C5 synchronize Ctri+Alt+Y

Invalidate Caches [ Restart...
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2. Signing

Modules Signing
[® project structure =)
+ — Properties | Signing | Fiavors | Build Types | Dependencies
SDK Location + — ‘ |
Project
Modules
Key Alias ‘ |

Key Password ‘ |

Store File ‘ ‘D

Store Password | |

B (o]
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debug.keystore (android_securecoding )

#® Select Path [

@ . X | 5| g Hide path

C:¥android_securecoding¥debug. keystore |g

[ LogCaticO4 AT S

[ 5QLiteZ4RS
[ WebViewz >
B Z7ILEED
COHEE

[ BSEEEEDS

|21 .gitignore

keystore

[ Permission & Protection Level
[ ServiceZ{ES - FITS

L DAz AT 1 2 ZED
/IR T—-FADEEZEFS

1754 (2 —EREES

debug.keystore

Drag and drop a file into the space abowe to quickly locate it in the tree.
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# Project Structure &
ap = Properties STanQ‘ Flavors‘ Build Typesl Dependenclesl
SDK Location EEN - [nore: [debug ]
Project =
Modules
EETN— oy | |
Key Password ‘ |
Store File | C:¥android_securecoding¥debug.keystore |D

Store Password ‘

“ Cancel ‘ Apply |
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5. Build Types

Build Types

Signing Config

debug Signin g Config  Singnin g

"debug"

#® Project Structure

+ —
SDK Location
Project

Modules

Propert\es| Slgnmg‘ Flavors Build TVDGS| Dependencies
(T - (nome: [debug
release

Debuggable (true)

Ini Debuggable

(false) n
debug|n
Renderscript Debuggable | (false) n

Signing Config

Renderscript Optim Level | (3

Minify Enabled

Pseude Locales Enabled n

Proguard File ‘

Application Id Suffix |
Version Name Suffix |

Zip Align Enabled (true)

m Cancel ‘ Apply ‘
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build.gradle

signingConfigs debug.keystore buildTypes debug  signingConfig

+ (a* build.gradle
#- - | @app x

‘apely plugind “com.android.applicetion’

[ijandroid {

Jer Authe B signinglonfizs {
B debuz {
storeFile file(”C:fandroid_securecoding/debus.keystore”)
&) }
o
comp i lebdkVersion 21
buildToolsVersion "21.1.2"

2 defaultConfiz {

applicationld "org. jssec.android.sccountmenszer._authent icator”

minsdk¥ersion 15

targetSdkVersion 21

versionCode 1

wersionbane “1.07
SR
0 buildTypes {
@ releaze |

minifvEnabled false
proguardFiles getDefaultProzuardFilel” proguard-android-txt™), “proguard-rules_txt’

[&] 1
=] debug {
E zigninzConfiz gizgninglonf izs, debug
6 ]
a1
o3

I;ijdependencies {
; conpile "con.android. support:support-v4:21.0.3

!
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I 3.1. Android
4
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2
Android
Android Android
Android Android
3.1.1.1. Android
31-1 3.1-2 Android
3.1-1 Android
IMEI ID
IMSI ID
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GPS
WiFi
3.1-2
E
E
Web
Web
ToDo
Facebook SNS
Twitter SNS
3.1-1 Android SD 3.1-2
3.1-2
3.1-3 1
3.1-3 Contacts 1
FAX MMS...
E

AIM MSN Yahoo Skype QQ Google Talk ICQ Jabber Netmeeting ...

FTP
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SIP

3.1-1 1

[ . -
Picture Manager |e6 ¢ v1nin
ANA A
/data/app/ com.sonydna.picturemanager.apk /data/data/ com.sonydna.picturemanager
AndroidManifest.xml cache
classes.dex JavaMn1pyd” 1AP webviewCache WebViewi A4V Y 1
resources.arsc AV nV
6 databases i
assets label.db " yAT DB
AppAbout .t mnM metadata.db
8 webview.db WebView i DB
res webviewCache.db WebViewi Y4V Y 1 DB
6
drawable -hdpi ) files ) )
broken_image.png M1 A MediaListl.dat TNAT AT T A
)
|l ayout o lib
about.xml 477 T A
o) shared_prefs VAT A9V
x ml com.sonydna.picturemanager_preferences.xml
setting.xml 1T XML T A
31-1
Android 3.1-1 31-1 3.1-2
3.1-3 Android

3.1.1.2. Android

3.1-4 Android OS

3.1-4 Android OS

SMS
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Android OS Android Android
Android
3.1.2.
Android
3.1-2
@
.®@® @®
®

31-2

3.1-3 Android Android
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| 4 . i
i Market| < (M> > Web i
| 3G/AGIWIF — |
! R adb USB Lo i
! sd debud ] Lo |
! - J Lo !
3.1-9
3.1-9
Android

http://www.jssec.org/dl/quidelines_v2.pdf

http://www.jssec.org/dl/guidelines2012 enew_v1.0.pdf (English)

http://www.jssec.org/dlI/NetworkSecurityGuide 1.pdf

http://www.jssec.org/dl/cloudguide2012 beta.pdf

MDM
http://www.jssec.org/d/MDMGuideV1.pdf
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3.1.3.
Android
Android
3.1-5
- Z i
~Android OS — % ¢* ' 9o - ¢i d
{ # root L oy Yo |- —
4 APK— dex L A<
TMJ’ V 8 A o= L A
SUX - 4 Lyes ' wa
L A
i | _
-Android OS — ¢ ¢~ | wo - ¢ i d
s/ - 2
JUX — P Lees Ty
+
- Android OS — ¥ «* | 9o - ¢i d o
"/ - 2
LUX  — < ¥ T yod
-8 AL o= L ™
=
root Android
Android OS
Android OS Android OS
root
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APK Android OS
Android OS

root APK
Android

3.1.4.
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I 3.2.

Activity Intent

Activity Intent

Intent action data extras

@
(b)

URL Internet Web HTML TextView
Internet A° WebVM nM HTML™ TextView ~ 0 ~ NJdVv41Mnpi1

TextView tv = (TextVi ew) findViewByld(R.id.textview);
InputStreamReader isr = null;
charf] text = new char[1024];
int read,;
try {
String urlstr = getintent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
isr = new InputStreamReader(url.openConnection().  getlnputStream());
while ((read=isr.read(text)) = -1){
tv.append(new String(text, 0, read));

}
} catch (MalformedURLException €) { ...

(a) urlstr URL new URL() MalformedURLEXxception
urlstr file:// URL Inte rnet Web
TextView
(b)
€) urlstr URL protocol http https
(b) url.openConnection().getinputStream() Internet
InputStream
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Internet A© WebM nM  HTML™ TextView ~ 0 ~. NJdv4Mn1’
TextView tv = (TextView) findViewByld(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read,;
try {

String urlstr = getintent().getStringExtra("WEBP AGE_URL");

URL url = new URL(urlstr);

String prot = url.getProtocol();

if (' ¢ttp Gequals(prot) && ! dittps dequals(prot)) {

throw new MalformedURLException(“invalid protocol");

2

}

isr = new InputStreamReader(url.openConnection().  getlnputStream());
while ((read=isr.read(text)) = -1){
tv.append(new String(text, 0, read));

}
} catch (MalformedURLException €) { ...

Input Validation Input
Validation @ (b)

URL

IPA

http://www.ipa.go.jp/security/awareness/vendor/pro grammingv2/clanguage.html
JPCERT CC Java CERT/Oracle
http://www.jpcert.or.jp/java - rules/

JPCERT CC Java Android

http://www.jpcert.or.jp/java - rules/android - j.html

44 Al 1 rights reserved © Japan Smartphone Security Associat.i


http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html
http://www.jpcert.or.jp/java-rules/
http://www.jpcert.or.jp/java-rules/android-j.html

SMARTPHONE

l““ P Android 205 6 1
resocnnon  ttp//www.jssec.org/dl/android_securecoding.pdf
Android Activity SQLite

Android

I 4.1. Activity

4.1.1.

Activity Activity
Activity Activity 4
Activity
Activity

\ 4 A4
Private Public Exclusive Proprietary
Activity Activity Activity Activity
41-1
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4.1.1.1. Activity
Activity Activity Activity
Activity Activity Intent
Intent Activity Intent
Activity Intent
Activity
(Activity )
1. taskAffinity
2. launchMode
3. exported="false"
4. Intent Intent
5.
Activity AndroidManifest.xml activity exported false
AndroidManifest.xml
<?xml version="1.0" encoding="utf  -8"?>
<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.pr ivateactivity" >
<application
android:allowBackup="false"
android:icon="@drawablefic_launcher"
android:label="@string/app_name" >
<I-- Activity -~ >
<I-- Ewmfi ; 1E taskAffinity & <o ™ >
<l-- Ewaafi ; 2E launchModel o™ >
<l-- Ewmsfi J 3E exported="false" ~ |} ® A >

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />
<l Hiwt 0wl A
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>

Activity - >

<lintent -filter>
</activity>
</application>

<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
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</manifest>

PrivateActivity.java
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedIinstanceState);
setContentView(R.layout.private_activity);

Il Ewesfi J 4E k' Y%|-— Intent # Nof = Ls Intent — i

/I afiki -=% 9g 3.2 4D a— 4 Ao 9
String param = getlntent().getStringExtra("PARAM");

}

public void onReturnResultClick (View view) {

Il Ewefi | SE sk sk #EN velke ¥fic wo Ko AL
Intent intent = new Intent();

intent.putExtra("RESULT"," & fi o wo Ko ");

setResult(RESULT_OK, intent);

finish();

A

Toast.makeText(this, String.format(" R'©dag %s L 1t [ Ve " param), ToastLENGTH_LONG).show();

o= ”- ™
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1

Activity
(Activity )
6. Activity Intent FLAG_ACTIVITY_NEW_TASK
7. Activity Intent
8. putExtra()
9. Activity

PrivateUser Activity .java
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.user_activity);

}

public void onUseActivityClick(View view) {

/I Ewwsfi  6E Activity A Intent ~ | 8 K' = FLAG_ACTIVITY_NEW_FASK «q ™
Il EWeafi § 7E k' Activty | -' @ — Intent 2 4 A
Intent intent = new Intent(this, PrivateActivity.class);

/I Eweafi i 8E sk sk N velFeufico vo Ko L putExtra() £ e
E”.”_TM

intent.putExtra("PARAM"," ¥ fi o w o K n ");

startActivityForResult(intent, REQUEST_CODE);
}

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

if (resultCode '= RESULT_OK) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

I Ewesfi ; 9E - k' Activity Y lE— #Nof = Ls D a— i

1 1,2,6 Intent
4123 4122 4123
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I afiki-=% ° 32 ¢ a— L Afed o
Toast.makeText(this, String.format(* g %s &L 1 [ V9 " result), ToastLENGTH_LONG).show();
break;
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4.1.12. Activity
Activity Activity Intent
Activity Intent
Activity
(Activity )

1. exported=" true"

2. Intent

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.andro id.activity.publicactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- Activity - >
<l-- Ewwafi J 1E exported="true" ~ |} @ - A >
<activity

android:name=".PublicActivity"
android:label="@string/app_name"
android:exported="true" >

<l-- Action - | Intent £ A4 |fe ~ IntentF ilter &
<intent -filter>
<action android:name="org.jssec.android.activity.MY_ACTION" />
<category android:name="android.intent.category. DEFAULT" />
</intent -filter>
</activity>
</appli cation>
</manifest>

PublicActivity.java
package org.jssec.android.activity.publicactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PublicActivity extends Activity {

@Override
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public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

Il Ewefi § 2E Intent — LA
" Activity # Nof v E k' %y o> ve N % Ne|
I afiki -=%  ° 3.2 ¢ o — L AL o

String param = getintent  ().getStringExtra("PARAM");
Toast.makeText(this, String.format(" R' @2 s %s & 1 [ v o " param), Toast. LENGTH_LONG).show();

}

public void onReturnResultClick(View view) {

/I Ewesfi J 3E 4 A 8 ¢fio wo Ko AL Ly
" Activity # Nof v E k' %y »ve #Nef Y% Ne|
I vi »ve - td=L  —a™  #Nd [ o= o=l

Intent intent = new Intent();

intent.putExtra("RESULT", " %¥fic wa K2 | a™ )
setResult(RESULT_OK, intent);

finish();
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Activity

(Activity )

PublicUserActivity.java
package org.jssec.android.activity.publ icuser,;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

}

public void onUseActivityClick(View view) {

try {
I EwWesfi J 4E %fic wa Ko & o= |ofko™
Intent intent = new Intent("org.jssec.android.activity. MY_ACTION");
intent.putExtra("lPARAM"," % fi o 9o K # | o™ ");
startActivityForResult(intent, REQUEST_COD E);

} catch (ActivityNotFoundException €) {

}
}

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

Il Ewmafi J 5E 4 -” 8 ¢ o — AL A-”
/I afiki - =% 95 3.2 D o— 4L AHQL 9
if (resultCode '= RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:

String result = data.getStringExtra("RESULT");

break;

Toast.makeText(this, " Activity % = %k ™9 " ToastLENGTH_LONG).show();

Toast.makeText(this, String.format(" g %s &£ 1 [ Vo " result), ToastLENGTH_LONG).show();
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4.1.1.3. Activity
Activity Activity
Activity Intent Activity
Intent
Activity
(Activity )
1. taskAffinity
2. launchMode
3. Intent Filter exported=" true"
4.
5. Intent Intent
6.
4132

52.1.3

AndroidManifest.xml

<?xml version="1.0" e ncoding="utf -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.partneractivity" >

<application
android:allowBackup="false"
android:icon="@drawablefic_launcher"
android:label="@string/app_name" >

<I-- R>1J n> Activity -~ >

<l-- Ewmsfi ; 1E taskAffinity 4L e ™ >

<l-- Ewwmsfi ; 2E launchModel 0™ >

<l-- Ewmsfi / 3E Intent Filter 4 S ¢ exported="true" 4
<activity

android:name=".PartnerActivity"
android:exported="true" />

</application>
</manifest>

2y ->

Partner Activity.java
package org.jssec.android.activity.partneractivity;
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import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

Il EwWesfi /| 4E k- Y%V: mm @ 4= <d A
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(C ontext context) {

boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

/I' R34 a2 k' orgjssec.android.activity.partneruser — tepo- 4
sWhitelists.add("org.jssec.android.activity.par tneruser", isdebug ?
// debug.keystore — "androiddebugkey"— tepo”
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255" :
/I keystore — "partner key" — tpo”

"1F039BB5 786127A 3916C778 8E78CEO00 690B3974 3EB8259F E2627B8D 4COEC35A");

1l - —RJ>Jpds k'L

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

}

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

Il EWefi J 4E k- Y%V mml | @ - =™t A

if (IcheckPartner(this, getCallingActivity().getPackageName())) {
Toast.makeText(this, " .k | RYJ A=k # | o ™9 " Toast. LENGTH_LONG).show();
finish();
return;

}

/I EWesfi . 5E RDJ 23 = k' %|-— Intent # Ngf = Ls Intent — L A

I afiki -=%  °5 3.2 ¢ o — L AL o

Toast.makeText(this," RD>J n2 = Ki s 'f - 8 9N9=| ", Toast. LENGTH_LONG).show();

}

public void onReturnResultClick(View view) {

Il Ewesfi . 6E RDJ 22 = k' r o= ™ - o oz |f™
Intent intent = new Intent();

intent.putExtra('RESULT"," RDJJ 82 = k@ ~ o= ™ )
setResult(RESULT_OK, intent);

finish();
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PkgCertWhitelists .java
package org.jssec.android.shared,;

import java.util. HashMap;
import java.util. Map;

import android.content.Context;

public class PkgCertWhitelists {
priv ate Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (okgname == null) return false;

if (sha256 == null) return false;

sha256 = Sha256_rep|aceA"(n " n||);

if (sha256.length() = 64) return false; // SHA - 256 | 32P )
sha256 = sha256.toUpperCase();
if (sha256.replaceAll"[0  -9AFJ+", ™).length() != 0) return false; // 0 -9AF - %N

mWhitelists.put(pkgname , sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
/I pkgname - A —teo LAY
String correctHash = mWhitelists.get(pkgname);

/I pkgname — —tpPo* < —} po= A A-||
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.sec urity.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
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if (pkginfo.signatures.length != 1) return null;  // Fo™
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
retu rn byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] compute Sha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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Activity Activity
(Activity )
Activity
8. Activity Intent FLAG_ACTIVITY_NEW_TASK
putExtra()
10. Intent Activity
11. startActivityForResult() Activity
12. Intent
4132
5.2.1.3

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.partneruser" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity
android:name=".PartnerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

Partner UserActivity .java
package org.jssec.android.activity.partneruser;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget. Toast;
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public class PartnerUserActivity extends Activity {

I EWwsfi ) TE R>J 5D Activity = k' — Y%V wmi @)~ pdl=™] 1<k A
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

/I RDJ 7D Activity = k i org.jssec.android.activity.partneractivity - teo- L
sWhitelists.add("org.jssec.android.activity.partneractivity", isdebug ?

I/l debug.keystore — "androiddebugkey"— tpo”

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255" :

I/l keystore — "my company key*— tpo”

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

1l - —R2J 5D Activity = k' 4

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

}

private static final int REQUEST_CODE = 1;

1 —RD2>J a2 Activity -~ A

private static final String TARGET_PACKAGE = "org.jssec.android.activity.partneractivity";

private static final String TARGET_ACTIVITY ="org.jssec.android.activity.p artneractivity.PartnerActivity";
@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

}

public void onUseActivityClick(View view) {

Il EWefi J TE RO 5> Activity = k' — YoV mml | @) - rd=micsd A
if (IcheckPartner(this, TARGET_PACKAGE)) { ) )
Toast.makeText(this, " Activity = k' | V: wal ' @) t 4 = ™o ™9 Toast LENGTH_LONG)
show();
return;
}
try {
Intent intent = new Intent();
/I Ewmsfi J 8E Activity r A Intent - | 8 h' ~ FLAG_ACTIVITY_NEW_#ASK «q ™
Il Ewwsfi  9E R>: a2 k- o= ™ L putextra) £ e @~ o == |
™
intent.putExtra("PARAM"," R J 52 = k' ~ o= ™ )
Il Ewwfi J 10E Intent ~ |4 R2>J 52 Activity & 4 A
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
/I Ewwsfi J 11E startActivityForResult) ~ |fq R2 J 5> Activiy & 1 A
startActivityForResult(intent, REQUEST_CODE);
}

catch (ActivityNotFoundException e) {
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Toast.makeText(this, " Activity % = %|ko ™o " ToastLENGTH_IONG).show();
}
}
@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);
if (resultCode '= RESULT_OK) return;
switc h (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");
/I Ewesfi ; 12E RD 1 53 = k' %|-— #£Ng = Ls Intent — L A
I ofiki-=% ° 32 D a— LA
Toast.makeTet(this,
String.format(" g %8s &£ 1 [ Vo " result), ToastLENGTH_LONG).show();
break;
}
}
}
PkgCertWhitelists .java
package org.jssec.android.shared;
import java.util. HashMap;
import java.util. Map;
import android.content.Context;
public class PkgCertWhitelists {
priv ate Map<String, String> mWhitelists = new HashMap<String, String>();
public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll(" ", "");
if (sha256.length() = 64) return false; // SHA - 256 | 32P mm)
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0  -9AF]+", ™).length() != 0) return false; // 0 -9AF - % Ne||
mWhitelists.put(pkgname, sha256);
return true;
}
public boolean test(Context ctx, String pkgname) {
Il pkgname ~ A —teo L A
String correctHash = mWhitelists.get(pkgname);
I/l pkgname —  —t eo* < —tepo- L Al
return PkgCert.test(ctx, pkgname, correctHash);
}
}

Al | rights reserved © Japan Smart phone

Se dctivty t y Associ 59t




SECURITY

““lm Android 2015 6 1
assocamon Nttp//www.jssec.org/dl/android_securecoding.pdf

PkgCert.java
package org.jssec.android.shared,;

import ja va.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundEXxception;
impat android.content.pm.Signature;

public class PkgCert{

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagehfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length !'= 1) return null; // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException €) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
ret urn MessageDigest.getinstance("SHA - 256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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41.1.4. Activity
Activity Activity
Activity Intent Activity
Intent
Activity
(Activity )
1. Signature Permission
2. taskAffinity
3. launchMode
4, Signature Permission
5. Intent Filter exported="true"
6. Signature Permission
7. Intent Intent
8.
9. APK

AndroidManifest.xml
<?xml version="1.0" encoding="utf  -8"?>
<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.inhouseactivity" >
<l EWwafi | 1E Signature Permission & A4 - >
<permission
android:name="org.jssec.android.activity.inhouseact ivity.MY_PERMISSION"
android:protectionLevel="signature" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<I-- Activity  -- >

<l-- Ewmsfi /| 2E taskAffinity <L s ™ >

<!l-- Ewwmsfi ; 3E launchModel e ™ >

<l-- Ewmsfi ] 4E Signature Permission A >

<l-- Ewwmsfi / 5E IntentFilter 4 S ¢ exported="true" 4 - A >
<activity

android:name=".InhouseActivity"
android:exported="true"
android:permission="org.jssec.android.activity.inhouseactivity. MY_PERMISSION" >
</activity>
</application>
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</manifest>

Inhouse Activity .java
package org.jssec.android.activity.inhouseactivity;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.A ctivity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

public class InhouseActivity extends Activity {

/i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.activity.inhouseactivity. MY_PERMISSION";

/) - —tepo”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash = = null) {
if (Utils.isDebuggable(context)) {

/I debug.keystore — "androiddebugkey"— t po”
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255",
}else {
/] keystore — "my company key*— tpo”
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

Il Ewwmfi J 6E Signature Permission % = k' ~ |4 td=m™1 <L A
if (ISigPerm.test(this, MY_PERMISSION, myCe rtHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |} t 4 = ™o ™e " ToastLENGT
H_LONG).show();
finish();
return;
}

Il Ewwfi I TE « k' %[t— Intent £ Nof = Ls Intent — LA

Il afiki -m=% 9 32 D2 L AL

String param = getintent().getStringExtra("PARAM");

Toast.makeText(this, String.format(" R' @2 as %s & 1 [ v @ " param), Toast. LENGTH_LONG).show();
}

public void onReturnResultClick(View view) {

Il Ewefi J 8E sk sk #Ne| valke vfic weo Ko oL o=
Intent intent = new Intent();
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intent.putExtra("RESULT"," & fi o o Ko ");
setResult(RESULT_OK, intent);
finish();

SigPerm.java
package org.jssec.android.shared,;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundEXxception;
import android.content.pom .Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try { _
I/ sigPermName-L ~Vek!'—Re*20 &£ A4
PackagManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

1" Signature Permission — | ™
if (pi.protectionLevel = Permissioninfo.PROTECTION_SIGNATURE) return null;

/I sigPermName-k oV kT — —t po A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgn  ame));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length !'=1) return null; // | FoO ™
Signature sig = pkginfo.signatures|0];
byte[] cert = sig.toByt eArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException €) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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9 APK Export APK
r N
® Generate Signed APK M
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

e
Key alias: < my company key D |\|

Key pasgﬂord : [ ....... ]

[ | Remember passwords
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Activity Activity
(Activity )
10. Signature Permission
11. Signhature Permission
12.
13. putExtra()
14. Intent Activity
15. Intent
16. APK
AndroidManifest.xml
<?xml version="1.0" encoding="utf  -8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.inhouseuser" >
<I-- Ewmsfi J 10E Signature Permission 4 A-|| - >

<uses permission
android:name="org.jssec.android.activity.inhouseactivity. MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity

android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="and roid.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

android:name="org.jssec.android.activity.inhouseuser.InhouseUserActivity"

Inhouse UserActivity .java
package org.jssec.android.activity.inhouseuser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget. Toast;

66 Al 1 rights reserved © Japan

Smart phone

SeActivity i t y Associ at |



““lm Android 205 6 1
rssocmmon  Nttp://www.jssec.org/dl/android_securecoding.pdf

public class InhouseUserActivity extend s Activity {

/) — Activity
private static final String TARGET_PACKAGE = "org.jssec.android.activity.inhouseactivity";
private static final String TARGET_ACTIVITY ="org.jssec.android.activity.inhouseactivity.InhouseActivity";

/i — Ygnature Permission
private static final String MY_PERMISSION = "org.jssec.android.activity.inhouseactivity. MY_PERMISSION";

/i — —tpo”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

/I debug.keystore — "androiddebugkey"— teo”

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {

Il keystore — "my company key— tpe”

sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8B D7B3A7C2 42E142CA"

}

}
return sMyCertHash;

}

private stati ¢ final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

}
public void onUseActivityClick(View view) {

Il Ewwmfi J 11E Signature Permission % = k' ~ |4 td =™ L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |4 t 4
H_LONG).show();
return;

™a ™9 " Toast.LENGT

}

Il Ewwafi & 12E -k = % - #FNe 1 <L A

if (\PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText(this, " - k! | = k' Z | o ™9 " ToastLENGTH_LONG).show();
return;

}

try {
Intent intent = new Intent();

lL”»// Ewssfi ; 13E . Ki | ] Ki $N9-|| J/Bllfs 8fio wao KQ AL putExtraO dL e - =|
== ™

intent.putExtra("PARAM"," ¥ fi o o Ko ");

I Ewwfi ) 14E Intent ~ |F4 Activity & 1 A
intent.setClassNa me(TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult(intent, REQUEST_CODE);

}
catch (ActivityNotFoundException e) {
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Toast.makeText(this, " Activity % = %k ™9 " ToastLENGTH_LONG).show();
}
}
@verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);
if (resultCode '= RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE
String result = data.getStringExtra("RESULT");
Il 'EWesfi ; 15E sk vak— gNJ = Ls Intent — LA
I ofiki-=% ° 32 D a— L AL o
Toast.makeText(this, String.format(" g %s &£ 1 [ Vo " result), ToastLENGTH_LONG).show();
break;

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static bo  olean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, sigPermName));

}

public static Stri ng hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try { _
/I sigPermName-L Vek' —Re*d20 &£ A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

I Signature Permission — | ™
if (pi.protectionLevel = PermissionIinfo.PROTECTION_SIGNATU RE) return null;

/I sigPermNamed Ve k- e
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException €) {
return null;

}
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PkgCert .java
package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundEXxception;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgna me, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return nul; // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException €) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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16 APK Export APK
r N
® Generate Signed APK M
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

e
Key alias: < my company key D |\|

Key pasgﬂord : [ ....... ]

[ | Remember passwords
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4.1.2.
Activity Activity Intent
1. Activity
2. taskAffinity
3. launchMode
4. Activity Intent FLAG_ACTIVITY_NEW_TASK
5. Intent
6. Signhature Permission
7.
8. Activity Intent  Activity
9. Activity Intent
10. Activity
11.
12.
4.1.2.1. Activity
Activity Intent Activity
Activity Intent Activity
Activity
AndroidManifest.xml
<l-- Activity - >
<l-- Ewmsfi ;| 3E exported="false" ~ |} ® - A >
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />
Activity Intent Filter Intent Filter
Activity Intent Filter
Activity 4.1.3.1 exported intent - filter
(Activity )
AndroidManifest.xml( )
<I-- Activity - >
<l-- Ewwsfi J 3E exported="false" ~ |4 & - A >
<activity
android:name=".PictureActivity"
android:label="@string/picture_name"
android:exported="false" >
<intent -filter>
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<action android:name= @rg.jssec.android.activity. OPEN />
<intent -filter>
</activity>
4.1.2.2. taskAffinity
Android Activity Activity
Activity Activity
4.1.3.4 Activit y
Activity
Activity
AndroidManifest.xml Activity Intent
Activity Intent
Intent Intent
AndroidManifest.xml applicat ion activity android:taskAffinity
( )
Activity AndroidManifest.xml

AndroidManifest.xml
<l Ewwsfi ; 1E taskAffinity 4L
<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name" >

<l-- EWmafi J

<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>

1E taskAffinity 4L

</intent -filter>

</activity>

<l-- Activity - >

<l-- Ewmsfi ; 1E taskAffinity <
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />
</application>

sA ™ o>

s ™ o>

<action android:name ="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />

A ™ __>
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Google Android 2 Google Developers API
Guide orasks and Back Stack & 0
2 Google Android 2(
2009 7 )
3 http://developer.android.com/quide/components/tasks - and - back - stack.html
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Activity Intent 4134 Activit y
4.1.2.3. launchMode
Activity Activity Activity
Gstandard 6 Gstandard 6 Intent Activity
Activity
Intent
Intent Activity Standard "
Activity AndroidManifest.xml android:launchMode
Activity android:launchMode "standard ”

AndroidManifest.xml
<l-- Ewwsfi ;| 2E Activity ~ | launchModel
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />

2M1®

</intent -filter>

<category android:name="android.intent.category. LAUNCHER" />

Lenoi ) —55 AstandardA< A -->

</activity>

<I-- Activity - >

<l-- Ewwmafi J 2E Activity ~ | launchModet 18 Lo hoi j —39 AstandardA<Aq - >

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>
0
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Activity Intent 4134 Activit y
4.1.2.4. Activity Intent FLAG_ACTIVITY_NEW_TASK
Activity startActivity() startActivityForResul t()
Activity
Activity setFlags() addFlags() Intent Intent
startActivity() startActivityForResult()
FLAG_ACTIVITY_NEW_TASK FLAG_ACTIMTY_NEW_TASK Activity

FLAG_ACTIVITY_MULTIPLE_TASK FLAG_ACTIVITY_NEW _TASK

Intent

Intent”
Intent intent = new Intent();

/I 'Ewmsfi J 6E Activity r A Intent ~ | 8 K' = FLAG_ACTIVITY_NEW_FASK = ™

intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM"," & fi o wa Ko ");

startActivityForResult(intent, REQUEST_CODE);

Activity Intent  FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS
Intent FLAG_ACTIVITY_NEW_TASK
4.1.3.1 exported intent - filter (Activity ) 0
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Activity Intent 4134 Activit y
4.1.2.5. Intent
Activity Intent Intent
Activity Intent Intent
Activity Intent Activity
Intent Activity Intent
Activity Activity
Intent
3.2
4.1.2.6. Signhature Permission
Activity Signature Permission
AndroidManifest.xml Permission Permission
5.2 Permission  Protection Level 5.2.1.2 Signature Permission
4.1.2.7.
Activity setResult()
Activity
Activity Activity
Activity
Activity
- ToodA

public void onReturnResultClick(View view) {

Il Ewesfi . 6E RDJ 22 = k' =™ - A o= |p™
Intent intent = new Intent();

intent.putExtra('RESULT"," RDJJ 82 = k@ ~ o= ™ )
setResult(RESULT_OK, intent);

finish();
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4.1.2.8. Activity Intent  Activity
Intent Activity Activity Intent Android OS
Intent Intent
Activity Activity Intent
Activity Activity
Activity Activity Intent
N47 N AN Activity ~ J A Intent > 1 7.
Intent intent = new Intent(this, PictureActivity .class);
intent.putExtra("BARCODE", barcode);
startActivity(intent);
’ vyAT 07 Activity ~ 4 A Intent > 1~
Intent intent = new Intent();
intent.setClassName(
"org.jssec.android.  activity.publicactivity
"org.jssec.android.  activity.publicactivity.PublicActivity ");
startActivity(intent);
Activity Intent Activity
Activity
Activity
4.1.3.1 exported intent - filter (Activity )
4.1.2.9. Activity Intent
Activity Intent
Intent
Activity Activity Intent Intent
Activity Activity Intent
Intent
Intent Activity Activity
Activity Intent
3.2
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4.1.2.10. Activity
Intent
41.1.3 Activity 4.1.3.2
41.2.11.
Permission
Permission Android
Permission
Permission
Permission (Redelegation)
Permission 5.2.3.4 Permission
4.1.2.12.
Intent Intent
4.1.3.5 Activity
Activity Activity
Activity Activity
Activity Activity
Intent  data LogCat Intent  extras LogCat
extras
Activity
Activity Intent LogCat
Activity Activity
Activity Activity Activity
Activity 0
78 Al 1 rights reserved © Japan Smartphone SéActivtyi ty Associ at i



““lu Android 205 6 1
ronmmon Dttp/iwvww.jssec.org/dliandroid_securecoding.pdf

Activity Intent 4134 Activit y
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4.1.3.
4.1.3.1. exported intent - filter (Activity )
Activity Activity Activity Activity
Activity 4 Activity AndroidManifest.xml
exported intent - filter Activity
exported intent - filter
41-1
exported
true false
intent - filter
intent - filter
exported intent - filter & exported= dalse 6 Android
Intent Filter Activity
2 41-4
Activity( A Intent Intent - filter( action="X")
A
e ™
A
Intent
Activity
)
c
Activity A-1 . Intent
exported Pal se” Activity
Activity A- 1 Activity
A
Android
S J
41-4
41-5 A B intent - filter( action="X")
41-5 A Intent Activity

Activity(B - 1)
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4 )
A / \
Intent
Activity
llntenl\“"(“, - A1
. B-1
Activity A-1
exporteddfalse” —————/
action-= "
Activity B-1 , action Activity B- 1
exporte rue
action= OS o
Activity
B-1
Android
\_ J
4.1-5
Intent Filter Activity Intent
A B
4.1.3.2.
Activity Activity
Activity
Signature Permission
Activity
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1

SHA- 256

startActivity() startActivityForResult()
Activity

Activity.getCallingPackage()
Activity.getCallingPackage() startActivityForResult()
startActivity() null
startActivityForResult()
startActivityForResult() Activity
Activity

Partner Activity .java
package org.jssec.android.activity. partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

Il EwWwsfi ) 4E k- %V wel 0 @)~ pdl=™ <L A
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

[l RO J nd=Kk i org.jssec.android.activity.partneruser — tpo” d
sWhitelists.add("org.jssec.android.activity.partneruser”, isdebug ?

/I debug.keystore — "androiddebugkey"— tpo”

"OEFB7236 328348A9 89718BAD DF57F544CENE BODB34BC 1E29DD26 F77C8255" :

/I keystore — "partner key" — tpo”

"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

7 - —RD>Jp2s kAL

}

private static boolean ch  eckPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

}

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
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setContentView(R.layout.main);

Il EWefi J 4E k- Y%V wa @) A= <L A

if (IcheckPartner(this, getCallingActivity().getPackageName())) {
Toast.makeText(this, " .k | RYJ A=k # | o ™9 " Toast. LENGTH_LONG).show();
finish();
return;

}

/I Ewmsfi . 5E RDJ 23 = k' %|-— Intent # Ngf = Ls Intent — L A

II ofiki m=% 9 32 ¢ o — L AL o

Toast.makeText(this,” R2J 52 = k' %

'f- - ¥ 0N9=| ", Toast. LENGTH_LONG).show();
}

public void onReturnResultClick(View view) {

Il Ewesfi . 6E RDJ 22 = k' =™~ A o= |p™
Intent intent = new Intent();

intent.putExtra('RESULT"," RDJ J n2 = k' r o= ™y,
setResult(RESULT_OK, intent);

finish();

PkgCertWhitelists .java
package org.jssec.android.shared;

import java.util. HashMap;
import java.util. Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname ==null)  return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

if (sha256.length() = 64) return false; // SHA - 256 | 32P mm)
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0  -9AFJ+", ™).length() != 0) return false; // 0 -9AF - % Ne||

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
Il pkgname ~ A —teo L A
String correctHash = mWhitelists.get(pkgname);

/I pkgname — —t po* < —p po= 4 A-||
return PkgCert.test(ctx, pkgname, correctHash);
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PkgCert.java
package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundEXxception;
import android.content.pm.Signature;

public class PkgCert{

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length !=1) re turn null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException €) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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4.1.3.3. Activity Intent
Activity Intent
Activity Intent
AndroidManifest.xml GET_TASKS Permission

ActivityManager

Activity

AndroidManifest.xml
package="org.jssec.android.intent. maliciousactivity" >

<!-- GET_TASKS Permissigh A{ -->

<application
android:allowBackup="false"
android:icon="@drawablefic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
<activity
android:name=".MaliciousActivity"
android:label="@string/title_activity_main"
android:exported="true" >
<intent -filter>

</intent -filter>
</acti vity>
</application>
</manifest>

<manifest xmins:android="http://s  chemas.android.com/apk/res/android"

<uses permission android:name="android.permission.GET_TASKS" />

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category. LAUNCHER" />

MaliciousActivity.java
package org.jssec.android.intent.maliciousactivity;

import java.util.List;
import java.util.Set;

import android.app.Activity;

import android.app.ActivityManager;
import android.content.Intent;
import android.os.Bundle;

import android.util.Log;

public class MaliciousActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.malicious_activity);

Il ActivityManager 4 A
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ActivityManager activityManager = (ActivityManager) getSystemSer vice(ACTIVITY_SERVICE);
I~ ee— 4 100 A
List<ActivityManager.RecentTaskInfo> list = activityManager
.getRecentTasks(100, ActivityManager.RECENT_WITH_EXCLUDED);
for (ActivityManager.RecentTaskInfo r : list) {
Il T3y Activity ~ t 4 v Intent L& =8 Logr A
Intent intent = r.baselntent;
Log.v("baselntent", intent.toString());
Log.v(" action:", intent.getAction());
Log.v(" data:", intent.getDataString());
if (r.origActivity = null) {
Log.v(" pkg:", r.origActivity.getPackageName() + r.origActivity.getClassName());
}
Bundle extras = intent.getExtras();
if (extras != null) {
Set<String> keys = extras.keySet();
for(String key : keys) {
Log.v(" extras:", key +"=" + extras.get(key).toString());

}
}
}
}
}
ActivityManager getRecentTasks()
ActivityManager.RecentTaskInfo baselntent
Activity Intent Activity
Activity Activity

. Activity
R Activity Activity

Android 5.0(API Level 21) getRecentTasks()

Android 5.0

4.1.3.4. Activit y
Activity Activity Activity
Activity Activity
Activity Android Activity Intent
Activity
Activity 3
taskAffinity
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launchMode
. Activity Intent FLAG_ACTIVITY_NEW_TASK
Activity Activity
Activity

Activity
Activity

Activity Activity AndroidManifest.xml
android:launchMode Gstandard 6
Intent FLAG_ACTIVITY_NEW_TASK Activity
GingleTask 6

Activity

standard
Activity
Activity
singleTop
cstandard 6 Activity

singleTask
Activity Activity
Activity
Activity

singlelnstance
GsingleTask 6 Activity
Activity
Activity
Activity Activity

GingleTask 6 Ginglelnstance 6 Activity

Activity Activity  Gstandard 6
Activity Activity
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Activity
Activity Gsinglelnstance 6

Activity Ginglelnstance 6

Activity

7

Activity Activity

Activity

Gstandard 6 Activity

Activity Intent
Ginglelnstance 6
Activity  standard 6 Activity

Activity Activity

Gstandard 6

Activity

Activity Activity

Ginglelnstance 6

Activity

Activity Activity

AndroidManifest.xml  ( )

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jsse c.android.activity.singleinstanceactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- = ho Aave
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:launchMode="singleInstance"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />

sMe=k' —Re+*20 <A ->

</intent -filter>

</activity>
<l-- Activity - >
<l-- : >»dAastandardas A -->

<l-- = ho Aws SNe=k' —Re*>2o0 <A ->
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />
</application>
</manifest>

<l-- i 2 Activity — =2 » & Asingleinstance A< A -

->

<category android:name="android.intent.category.LAUNCHER" />

Activity Intent
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PrivateActivity.java
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Acti  vity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.on Create(savedinstanceState);
setContentView(R.layout.private_activity);

" Intent — LA
/I afiki -=% 9g 3.2 4D a— 4
String param = getintent().getStringExtra("PARAM");

}

public void onReturnResultClick (View view) {
Intent intent = new Intent();

ST

Toast.makeText(this, String.forma  t(" R' ©2 =g %s & 1 [ v ° " param), Toast LENGTH_LONG).show();

intent.putExtra("RESULT"," &fio wo Ko ");
setResult(RESULT_OK, intent);
finish();
}
}
Activity Intent Gstandard 6 Activity

PrivateUser Activity .java
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.user_activity);

}

public void onUseActivityClick(View view) {

Il Activity 2 "standard": > » # A
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Intent intent = new Intent();
intent.setClass(this, PrivateActivity.class);
intent.putExtra(*PARAM"," & fi o w o K ");

startActivityForResult(intent, REQUEST_CODE);
}

@Override

public void onActivityResult(int requestCode, int resultCode, Intent data) {

super.onActivityResult(requestCode, resultCode, data);
if (resultCode '= RESULT_OK)r eturn;
switch (requestCode) {

case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

" ¢ o — LA
I ofikirc-=5% s 3.2 ST L Af. L o
Toast.makeText(this, String.format(" s %s & [ v @ " result), ToastLENGTH_LONG).show();
break;
}
}
}
4.1.3.5. Activity
Activity ActivityManager Intent LogCat LogCat
Intent#setData() URI
URI Intent LogCat
Intent#putExtra() LogCat Extras
LogCat
MainActi vity.java
IIURI | LogCat- 4

Uri uri = Uri.parse("mailto:test@gmail.com");
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
startActivity(intent);

Extras LogCat
MainActivity.java
Il Extra ~ oV | LogCat- tdom™

Uri uri = Uri.parse("mailto:");
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);

90
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intent.putExtra(Intent. EXTRA_EMAIL, new String[] {"test@gmail.com'});

startActivity(intent);
ActivityManager #getRecentTasks () Intent  Extras
4.1.2.2 taskAffinity 4.1.2.3 launchMode
4.1.2.4 Activity Intent FLAG_ACTIVITY_NEW_TASK
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I 4.2. Broadcast

4.2.1.
Broadcast Broadcast Receiver Broadcast
Broadcast Receiver Broadcast
Receiver Broadcast

Broadcast Receiver

Yes No
Broadcast
Broadcast
\ 4 \ 4 \ 4
Private Public Proprietary
Broadcast Receiver Broadcast Receiver Broadcast Receiver
42-1
Broadcast Receiver Broadcast Receiver Broadcast Receiver 2
Broadcast
42-1
Broadcast Receiver | AndroidManifest.xml , Broadcast
<receiver> ACTION_BATTERY_CHANGED
Broadcast
Broadcast Receiver . Broadcast Receiver
registerReceiver() Broadcast
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unregisterReceiver()

Broadcast Receiver

B

Activity

Broadcast

Broadcast Receiver

Broadcast
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42.1.1. Broadcast Receiver - Broadcast
Broadcast Receiver Broadcast Broadcast Receiver
Broadcast Receiver Broadcast Receiver
Broadcast Receiver Broadcast Receiver
(Broadcast )

1. exported="false"
Broadcast Intent

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.privatereceiver" >

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name"
android:allowBackup="fal se" >

<l-- Broadcast Receiver 4 A >
<l-- Ewmsfi J 1E exported="false" ~ | @ - A >
<receiver

android:name=".PrivateReceiver"
android:exported="false" />

<activity
android:name=".PrivateSenderActivity"
android:label="@string/app_name"
android:exported="true">
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:nam e="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

PrivateReceiver.java
package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget. Toast;

public class PrivateReceiver extends B roadcastReceiver {

@Override
public void onReceive(Context context, Intent intent) {
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Il "EW mfi

Il "EW mfi J

setResultData(" & fi - v Ko

2E k' %[ 14V Broadcast# No = Ls Intent — L A
Il afiki ~=% 95 3.2 ¢ a—
String param = intent.getStringExtra("PARAM");
Toast.makeText(context,
String.format(" s %s 4 <V 9 " param),
Toast.LENGTH_SHORT).show();

dL A.HQL 9

3E | 'Ki $N9-||1/s||f8§fiovnKo JL @E”_TM
setResultCode(Activity. RESULT_OK);

abortBroadcast();

from Receiver");
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Broadcast Receiver Broadcast Broadcast
Receiver Broadcast Sticky
(Broadcast )
Receiver Intent  Broadcast
Receiver
Receiver
PrivateSenderActivity.java
package org.jssec.android.broadcast.privatereceiver;
import android.app.Activity;
import android.content.BroadcastReceiver;
import android.content.Context;
import android.content.Intent;
impat android.os.Bundle;
import android.view.View;
import android.widget. TextView;
public class PrivateSenderActivity extends Activity {
public void onSendNormalClick(View view) {
Il EWwafi J 4E * k' Receiver| -' ® — Intent # Broadcast A
Intent intent = new Intent(this, PrivateReceiver.class);
Il EWefi | SE | » k' Receiver# Nof| v ks ¥fic wo Ko &L =™
intent.putExtra("PARAM"," & fi o wa Ko from Sender");
sendBroadcast(intent);
}
public void onSendOrderedClick(View view) {
Il Ewwafi J 4E k' Receiver| -' ® — Intent # Broadcast A
Intent intent = new Intent(this, PrivateReceiver.class);
Il Ewmfi 5 5E | « k' Receiverz Ne| v ks ¥fio vo Ko & o= ™
intent.put Extra("PARAM"," % fi - v s K from Sender");
sendOrderedBroadcast(intent, null, mResultReceiver, null, 0, null, null);
}
private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@Owverride
public void onReceive( Context context, Intent intent) {
Il Ewwfi J 6E - k' Receiver ¥ [t — £Ng = Ls *D o — LAy
I ofiki-=% 9 32 ¢ o — L Ao o

String data = getResultData();
Private SenderActivity .this.logLine(
String.format(" s %s 4L =V 9 " data));

3
private TextView mLogView;

@Override
public void onCreate(Bundle savedinstanceState) {
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}

super.onCreate(savedinstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

private void logLine(String line) {

mLogView.append(line);
mLogView.append('n");
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42.1.2. Broadcast Receiver - Broadcast
Broadcast Receiver Broadcast Broadcast Receiver
Broadcast
(Broadcast )
1. exported=" true"
2. Intent
Broadcast Receiver Public Receiver Broadcast Receiver

Broadcast Receiver

Public Receiver.java
package org.jssec.android.broadcast.publicreceiver;

impat android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROA  DCAST_PUBLIC =
"org.jssec.android.broadcast. MY_BROADCAST_PUBLIC";

public boolean isDynamic = false;
private String getName() {

return isDynamic ? " Broadcast Receiver" : " Broadcast Receiver";
}
@Override
public void onReceive(Context context, Intent intent) {
Il Ewwfi 5 2E Intent — L aq
" Broadcast Receiver # Ne| v k k! Y%yl »ve # N % Nef| ©
I afiki -=%  ° 3.2 ¢ o — L AL o

if (MY_BROADCAST_PUBLIC.equals(integetAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText(context,
String.format("%s: \ns %s i =V 9 " getName(), param),
Toast.LENGTH_SHORT).show();

}

/I Ewmsfi J 3E 4 A 8 ¥fio wo Ko L Lo

" Broadcast Receiver # Nef v ks

I/ Broadcast — k' %yi oeve £ N Y% Nef| ©

I viw»ve - td=L —a™ #Nd [ o= o=l
setResultCode(Activity. RESULT_OK);

setResultData(String.format(" & fi o v« K# | o™ from %s", getName()));
abortBroadcast();
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Broadcast Receiver AndroidManifest.xml

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.publicreceiver" >

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >

<l-- Broadcast Receiver &£ A4 ->
<l-- Ewwsfi | 1E exported="true" ~ |4 & - A >
<receiver andro id:name=".PublicReceiver"
android:exported="true" >
<intent -filter>
<action android:name="org.jssec.android.broadcast MY_BROADCAST_PUBLIC" />

<lintent -filter>

<[receiver>

<service
android:name=".DynamicReceiverService"
android:exported="false" />

<activity
android:name=".PublicReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

Broadcast Receiver registerReceiver() unregisterReceiver()
PublicReceiverActivity

Broadcast Receiver PublicReceiverActivity
PublicReceiverActivity DynamicReceiverService
Broadcast Receiver DynamicReceiverService
PublicReceiverActivity Broadcast Receiver

DynamicReceiverService.java
package org.jssec.android.broadcast.publicreceiver;

import android.app.Service;
import android.content.Intent;
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import android.content.IntentFilter;
import android.os.IBinder;
impat android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcastMY_BROADCAST_PUBLIC";

private PublicReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {
return null;

}

@Override
public void onCreate() {
super.onCreate();

" Broadcast Receiver & A |
mReceiver = new PublicReceiver();
mReceiver.isDynamic = true;
IntentFilter filter = new IntentFilter();
filter.addAction(MY_BROADCAST_PUBLIC);
filter.setPriority(1); // Broadcast Receiver |} 4 Broadcast Receiver & 1 3
registerReceiver(mReceiver, fil  ter);
Toast.makeText(this,
" Broadcast Receiver 4t VA
Toast.LENGTH_SHORT).show();

}

@Override
public void onDestroy() {
super.onDestroy();

1 Broadcast Receiver 4 A
unregisterReceiver(mReceiver);
mReceiver = null;
Toast.makeText(this,
" Broadcast Receiver 4 eV o
Toast.LENGTH_SHORT).show();

PublicReceiverActivity.java
package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class PublicReceiverActivity extends Activity {
@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
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setContentView(R.layout.main);

}

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService(intent);

}

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService(intent);
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Broadcast Receiver Broadcast
Broadcast Broadcast

(Broadcast )

Broadcast Receiver

PublicSenderActivity.java
package org.jssec.android.broadcast.publicsender;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class PublicSenderActivity extends Ac tivity {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast. MY_BROADCAST_PUBLIC";

public void onSendNormalClick(View view) {
Il EWeafi J 4E %fic o Ko & =] oo™
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM"," & fi o wa K # | o™ from Sender");
sendBroadcast(intent);

}

public void onSendOrderedClick(View view) {
/I Ewenfi i 4E ¥fic va Ko 4L =] oo™
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM"," % fi o wa K # | o™ from Sender");
sendOrderedBroadcast(intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick(View view) {
I Ewefi  4E %fic we Ko & o=|ofa™
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM"," % fi o wa K # | o™ from Sender");
/lsendStickyBroadcast © ¢ £ » | APILevel2l # deprecated< o [ V
sendsStickyBroadcast(intent);

}

public void onSendStickyOrderedClick(View view) {
Il EWwsfi ; 4E %fio 92 Ko L o=|ofko™
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM"," & fi o w o K # | o™ from Sender");
/IsendStickyBroadcast © s ¢ ) | APl Level 21 # deprecated< o [ V
sendStickyOrderedBroadcast(intent, mResultReceiver, null, 0, null, null);

}

public void onRemoveStickyClick(View view) {
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
/IremoveStickyBroadcast © & ¢ » | deprecated < o |
remove StickyBroadcast(intent);

TM_”
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}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {

I Ewesfi ; 5E R ¢ — LA
I afiki-=% 9 32 D o — L AL o
String data = getResultData();
PublicSenderActivity.this.logLine(

String.format(" g %s 4L =V 9 " data));

h
private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
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4.2.1.3. Broadcast Receiver - Broadcast

Broadcast Receiver Broadcast Broadcast

Receiver

(Broadcast )
Broadcast Signature Permission
Signature Permission

exported=" true"
Broadcast Receiver Signature Permission
Broadcast Receiver Signature Permission
Signhature Permission
Broadcast Intent
Broadcast

Broadcast APK

© © N o bk~ wDdh P

Broadcast Receiver ProprietaryReciver Broadcast Receiver

Broadcast Receiver

Inhouse Receiver.java
package org.jssec.android.broadcast.inhousereceiver;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget. Toast;

public class InhouseReceiver extends BroadcastReceiver {

/i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.broadcast. inhousereceiver.MY_PERMISSION";
1 — e

private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

/I debug.keystore — "androiddebugkey"— tpo”

sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {

Il keystore — "my company key— tpe”

sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8B D7B3A7C2 42E142CA"

}

}
return sMyCertHash;
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private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public boolean isDynamic = false;
private String getName() {

return isDynamic ? " Broadcast Receiver": " Broadcast Receiver";
}
@Override
public void onR eceive(Context context, Intent intent) {
Il Ewwfi J 6E Signature Permission % = k' ~ |4 td=m1 < A
if (ISigPerm.test(context, MY_PERMISSION, myCertHash(context))) { _
Toast.makeText(context, " Signature Permission % = k' ~ |- t 9 = ™a ™s " ToastLE
NGTH_LONG).show();
return;
}
Il Ewesfi J TE » k' ¥%|-— Broadcast# Nof = Ls Intent — L af
/I afiki -=9% 95 3.2 ¢ a— 4 Ao 9

if (MY_BROADCAST_INHOUSE.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText(context,
String.format("%s: \ns %s 2 =V ° " getName(), param),
Toast.LENGTH_SHORT).show();

}

Il Ewefi I 8E | k' #Nef ke ¥ficwe Ko & o=
setResultCode(Activity. RESULT_OK);

setResultData(String.format(" % fio v o Ko from %s", getName()));
abortBroadcast();

Broadcast Receiver AndroidManifest.xml

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jsse c.android.broadcast.inhousereceiver" >

<!-- Ewmafi J 1E Broadcast - Signature Permission & A - >

<permission
android:name="org.jssec.android.broadcast.inhousereceiverMY_PERMISSION"
android:protectionLevel="signature" />

< Ewmsfi J 2E - Signature Permission 4 A >
<uses permission
android:name="org.jssec.android.broadcast.inhousesender.MY_PERMISSION" />

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_n ame"
android:allowBackup="false">

<l-- Ewwsfi ;| 3E exported="true" ~ |4 &
<l-- Ewmafi ;] 4E Broadcast Receiver -

A ->
8 Signature Permission 4 A >

m 1
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<receiver
android:name="org.jssec.android.broadcast.inho  usereceiver.InhouseReceiver"
android:exported="true"
android:permission="org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION">
<intent -filter>

<action android:name="org.jssec.android.broadcastMY_BR OADCAST_INHOUSE" />

</intent -filter>

</receiver>

<service
android:name="org.jssec.android.broadcast.inhousereceiver.DynamicReceiverService"
android:exported="false" />

<activity
android:name="org.jssec.android.broadcast.inhousereceiver.InhouseReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
<lintent -filter>
</activity>
</application>

</manifest>

Broadcast Receiver registerRecei ver() unregisterReceiver()

ProprietaryReceiverActivity

Broadcast Receiver ProprietaryReceiverActivity
ProprietaryReceiverActivity DynamicReceiverService
Broadcast Receiver DynamicReceiverService
ProprietaryReceiverActivity Broadcast Receiver

Inhouse ReceiverActivity .java
package org.jssec.android.broadcast.inhousereceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class InhouseReceiverActivity extends Activity {
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

}

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService(intent);
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public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService(intent);

1

DynamicReceiverService.java
package org.jssec.android.broadcast.inhousereceiver;

import android.app.Service;
import android.content.Intent;
import android.content.IntentFilter;
import android.os.|Binder;

import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android .broadcastMY_BROADCAST_INHOUSE";

private InhouseReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {
return null;

}

@Override
public void onCreate() {
super.onCreate();

mReceiver = new InhouseReceiver();

mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();

filter.addAction(MY_BROADCAST_INHOUSE);

filter.setPriority(1); // Broadcast Receiver |4 Broadcast Receiver & 1 ¥

Il EWmsfi 5 5E Broadcast Receiver & A { < %* Signature Permission 4 A
registerReceiver(mReceiver, filter, "org.jssec.android.broadcast.inhousereceiver. MY_PERMISSION", null);

Toast.makeText(this,
" Broadcast Receiver 4 eV o
Toast.LENGTH_SHORT).show();

}

@Override
public void onDestroy() {
super.onDestroy();
unregisterReceiver(mReceiver);
mReceiver = null;
Toast.makeText(this,
" Broadcast Receiver i VR
Toast.LENGTH_SHORT).show();

SigPerm.java
package org.jssec.android.shared;
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import androi d.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermNa me, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
return correctHash.equals(hash(ctx, sigPermName));

}
public static String hash(Context ctx, String sigPermName) {
if (sigPermName == null) return null;
try { _
/I sigPermNamed ~Vek'—Re*>20 &£ A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
/I Signature Permission — | ™
if (pi.protectionLevel = PermissionIinfo.PROTECTION_SIGNATU RE) return null;
Il sigPermNamed: oV kT — —teor 4L oA
return PkgCert.hash(ctx, pkgname);
} catch (NameNotFoundException €) {
return null;
}
}
}
PkgCert.java

package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundEXxception;
import android.content.pm.Signature;

public class PkgCert{

public static boolean test(Context ctx, String pkgna me, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;

try {
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}

PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null; // | Fo™
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;

}

private static byte[] compute Sha256(byte[] data) {

}

try {

return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {

return null;

}

private static String byte2hex(byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal.append(String.format("%02X" , b));

}
return hexadecimal.toString();
}
}
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9 APK Export Broadcast APK
[ ® Generate Signed APK Mﬂ
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

e
Key alias: < my company key D |\|

Key pasgﬂord : [ ....... ]

[ | Remember passwords
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10.
11.
12.
13.
14.
15.
16.

Broadcast Receiver Broadcast

Broadcast Broadcast Receiver Signature Permission
Sticky
(Broadcast )
Signature Perm ission

Broadcast Signature Permission

Signature Permission

Receiver
Receiver Signature Permission
Receiver APK

Broadcast Receiver

AndroidManifest.xml
<?xml version="1.0" encoding="utf  -8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.inhousesender" >
<uses permission android: name="android.permission.BROADCAST_STICKY"/>

<l Ewwmsfi J 10E - Signature Permission & A { - >

<permission
android:name="org.jssec.android.broadcast.inhousesender.MY_PERMISSION"
android:protectionLevel="signature" />

<l- EwWwmsfi J 11E Broadcast - Signature Permission 4t A >
<uses permission
android:name="org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION" />

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org.jssec.android.broadcast.inhousesender.Inhouse SenderActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
</intent -filter>
</activ ity>
</application>

</manifest>

Inhouse SenderActivity.java
package org.jssec.android.broadcast.inhousesender;

import org.jssec.androi  d.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
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import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

import android.widget. Toast;

public class InhouseSenderActivity extends Activity {

/i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.broadcast.inhousesender.MY_PERMISSION";

/) — —tee”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

// debug.keystore — "androiddebugkey"— tepo”

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255"
}else {

Il keystore — "my company key— tpe”

sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE S690WHRESSB D7B3A7C2 42E142CA";

}

}
return sMyCertHash;

}

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE",

public void onSendNormalClick(View view) {

Il Ewwefi J 12E Signature Permission % = k' ~ |4 td =™ L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |} t 4 = ™o ™9 " ToastLENGT
H_LONG).show();
return;
}
/I Ewesfi J 13E Receiver | - k! #Nef| |- ¥fic wo Ko &L o= L|m™
Intent intent = new Intent(MY_BROADCAST_INHOUSE);
intent.putExtra("PARAM"," % fi o v a Kn from Sender");
Il 'Ewaafi J 14E Receiver - Signature Permission 4 A
sendBroadcast(intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION");
}
public void onSendOrderedClick(View view) {
Il Eweafi J 12E Signature Permission % = k' ~ |} td =™ A
if (ISigPerm.test(this, MY_PERMISSIO N, myCertHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |} t 4 = ™o ™9 " ToastLENGT
H_LONG).show();
return;
}
Il 'Ewesfi / 13E Receiver | " K #Nof| alke ¥fic vo Ko & o=Lljm
Intent intent = new Intent( MY_BROADCAST_INHOUSE);
intent.putExtra("PARAM"," & fi o v Ko from Sender");
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Il Ewaafi | 14E Receiver - Signature Permission 4t A
sendOrderedBroadcast(intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION",
mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@Owverride
public void onReceive(Context context, Intent intent) {

/I "Ewmfi J 15E Lo+ 8 ¢ o — LAy

I afiki -=% 9 32 D a— L Ao o

String data = getResultData();

Inhouse SenderActivity.this.logLine(String.format(" g %s 4 =V 9 " data));

%
private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogViewappend(line);
mLogView.append('n");

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");

return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try { _
/I sigPermNamed ~Vek'—Re*>20 &£ A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

/I Signature Permission — | ™
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1

if (pi.protectionLevel = Permissioninfo.PROTECTION_SIGNATURE) return null;

/I sigPermName-t oV kT — —t po A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageMamger pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256  (byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;

}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
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hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

16 APK Export Receiver APK
[ # Generate Signed APK @1
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ------- |
Key alias: wmpan@ |\|
Key password: I ....... ]

[ | Remember passwords
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4.2.2.
Broadcast
1. Broadcast Receiver
2. Intent
3. Signature Permission
4,
5. Broadcast Receiver
6. Sticky Broadcast
7. receiverPermission Ordered Broadcast
8. Broadcast Receiver
9.
42.2.1. Broadcast Receiver
Broadcast Receiver
Broadcast
Receiver Intent Filter Intent
Filter Receiver Intent Filter
Receiver
AndroidManifest.xml( )
<l-- s k' - < A+ Broadcast Receiver -- >
<l-- wuafi J 1: exported=cfalse & A{ - >
<receiver android:name=". Private Receiver"
android:exported="false" >
<intent -filter>
<action android:name="org.jsse c.android.broadcastMY_ACTION" />
</intent -filter>
<[receiver>
4.2.3.1 exported intent - filter (Receiver )
4.2.2.2. Intent
Broadcast Recei ver Intent
Intent
Broadcast Receiver Intent Intent
Broadcast Receiver Intent
Component Intent Broadcast Receiver
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Intent

Intent

3.2

4.2.2.3. Signature Permission

Broadcast
Broadcast Receiver
AndroidManife st.xml Permission
Permission  Protection Level 5.2.1.2
Signature Permission
4.2.2.4.

Broadcast Receiver
Broadcast Receiver

Broadcast Receiver

Broadcast Receiver

receiverPermission

setResult()

Broadcast Receiver

Broadcast

Signature Permission

Permission 5.2

Signature Permission

Broadcast

Broadcast Receiver

4.2.2.5. Broadcast Receiver
Broadcast Broadcast
Broadcast
Broadcast Broadcast Receiver

Broadcast Receiver Broadcast
R Intent Broadcast Broadcast Receiver

Broadcast 2

a Broadcast Receiver Intent#setClass(Context, Class)

42.1.1 Broadcast Receiver -
Broadcast

a Broadcast Receiver Intent#setClassName(String, S  tring)
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Broadcast APK
Broadcast Intent
,  receiverPermission Signature Permission Broadcast
Broadcast Receiver Signature Permission
4.2.1.3 Broadcast Receiver Broadcast
4223 Signature Permission

4.2.2.6. Sticky Broadcast

Broadcast Broadcast Broadcast Receiver
Broadcast Sticky Broadcast Sticky Ordered Broadcast
Broadcast Receiver
registerReceiver() Sticky Broadcast

removeStickyBroadcast()

Sticky Broadcast Intent receiverPermission
Broadcast Sticky Broa dcast

Sticky Broadcast

4.2.2.7. receiverPermission Ordered Broadcast
receiverPermission Ordered Broadcast
Ordered Broadcast Receiver
Receiver Receiver Broadcast
Broadcast abortBroadcast() Receiver
Broadcast

4.2.2.8. Broadcast Receiver

Broadcast Receiver

Broadcast Receiver Broadcast Receiver

Broadcast Receiver Broadcast Receiver

Broadcast Receiver Broadcast Receiver
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3.2
4.2.2.9.
Permission
Permission Android
Permission
Permission
Permission
Permission 5.2.3.4 Permission
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4.2.3.
4.2.3.1. exported intent - filter (Receiver )
42-2 Receiver exported intent - filter
exported= &alse 6 intent - filter
4.2 - 2 exported intent - filter
exported
true false
intent - filter
intent - filter
intent - filter exported= dfalse 6
Receiver Broadcast Receiver

2

42-4 Receiver( A Intent

Intent - filter( action="X") A
4 )
A
Intent
Receiver
l I nt en : ¢ )
C
Receiver A1 ~Intent
exported al se” Receiver
Receiver A
Broadcast
\Android )
42-4
42-5 A B intent - filter( action="X")
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( C) Intent  Broadcast Receiver(A- 1)
( )
A Receiver
Intent  Broadcast Receiver Intent - filter B
Receiver(B- 1) Intent ( ) A
B
Broadcast Ordered Broadcast
4 )
A
Intent
Receiver
C
Receiver A1 _ Intent
exported se” Receiver
ReceiverB 1 , action Receiver
exporte e
action )
Receiver Intent
Android
" y,
4,2-5
Broadcast Intent BroadcastReceiver
exported= alse 6 intent - filter
Broadcast Intent exported= d&alse 6
Broadcast Intent ACTION Intent
exported= d&alse 6
4.2.3.2. Android 3.1 Receiver
Android 3.1 AndroidManifest.xml Broadcast Receiver
1 Broadcast
Broadcast Broadcast
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Intent  Intent. FLAG_INCLUDE_STOPPED PACKAGES Broadcast
Broadcast
4.2.3.3. uiD Broadcast Broadcast Receiver
uib Broadcast Receiver
uiD Broadcast
uID APK
Broadcast Receiver Broadcast
4.2.3.4. Broadcast
Broadcast  Ordered Sticky 4 Broadcast
Broadcast Broadcast
42-3
Broadcast Ordered? Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

Broadcast

4.2-4

Broadcast

Broadcast

Normal Broadcast

Normal Broadcast

Broadcast Receiver

Ordered Broadcast Broadcast
Receiver Broadcast
Permission Broadcast Receiver Broadcast
Ordered Broadcast Ordered Broadcast Broadcast

Receiver

priority

Broadcast Receiver
abortBroadcast()

Permission

Broadcast
Broadcast Receiver
Broadcast Receiver
Broadcast

Broadcast Receiver Broadcast

Ordered Broadcast
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Broadcast Receiver SMS
Broadcast SMS_RECEIVED Ordered Broadcast
Sticky Broadcast Sticky Broadcast Broadcast Receiver
registerReceiver() Sticky Broadcast
Sticky Broadcast Broadcast

Sticky Broadcast

removeStickyBroadcast() Sticky Broadcast
Broadcast Permissio n
Broadcast Receiver Broadcast

Broadcast ACTION_BATTERY_CHANGED  Sticky

Broadcast
Sticky Ordered Broadcast Ordered Broadcast  Sticky Broadcast Broadcast
Sticky Broadcast Permission
Broadcast R eceiver Broadcast
Broadcast
42-5
Broadcast Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast
Broadcast Receiver
O @)

Permission
Broadcast Receiver

@) o

Broadcast Receiver

@) o

Broadcast
Broadcast
@) o
4.2.3.5. Broadcast LogCat
Broadcast LogCat Permission
Permission LogCat Broadcast
Intent Broadcast LogCat

BN

Permission 0 A~ YA n

W/ActivityManager(266): Permission Denial: broadcasting Intent { act=org.jssec.android.broadcastreceiver.cre ating
.action.MY_ACTION } from org.jssec.android.broadcast.sending (pid=4685, uid=10058) requires org.jssec.android.per
mission.MY_PERMISSION due to receiver org.jssec.android.broadcastreceiver.creating/org.jssec.android.broadcastrec
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‘eiver.creating.CreatingTy pe3Receiver

Permission 0 AN YA n

W/ActivityManager(275): Permission Denial: receiving Intent { act=org.jssec.android.broadcastreceiver.creating.ac
tion.MY_ACTION } to org.jssec.android.broadcastreceiver.creating requires org.jssec.android.permission.MY_PE RMISS
ION due to sender org.jssec.android.broadcast.sending (uid 10158)
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I4.3. Content Provider

ContentResolver SQLiteDatabase Content Provider
SQLiteDatabase Content Provider
Content Provider SQLiteDatabase XML

4.3.1.
Content Provider Content Provider

Content Provider

A4 A\ 4
Private Public Exclusive Proprietary Temporary
Content Provider Content Provider Content Provider Content Provider Content Provider
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4.3.1.1. Content Provider
Content Provider Content Provider
Content Provider Content Provid er Android 2.2 (API Level 8)

Content Provider

(Content Provider
Android 2.2 API Level 8 Content Provider

exported="false"

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.privateprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
andoid:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
</intent -filter>
</activity>

<l-- Ewwmsfi J 2E exported="false" ~ |4 & - A ->
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.an droid.provider.privateprovider"
android:exported="false" />
</application>
</manifest>

Private Provider .java
package org.jssec.android.provider.privateprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.Matrix ~ Cursor;
import android.net.Uri;
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public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.privateprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org. jssec.contenttype”;
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/l Content Provider % A4 wafi 22 1 v @d
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + A UTHORITY + "/" + PATH);

}

Il UriMatcher

private static final int DOWNLOADS_CODE = 1,

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADSCDDE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH +"/#", ADDRESSES_ID_CODE);

}
//DB 4 STM- L A ~oe=™{V ks queryo s ps»# A Cursord -
private static MatrixCursor sAddr essCursor = new MatrixCursor(new String[] { "_id", "pref"});
static {
sAddressCursor.addRow(new String[] {"1", " "
sAddressCursor.addRow(new String[] {"2", " "1;
sAddressCursor.addRow(new String[] {"3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] {"_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2",  "/sdcard/downloads/sample.txt"});
}
@Override

public boolean onCreate() {
return true;

}

@Override

public String getType(Uri uri) {
Il Eweafi J 3E vk %f—T . <@ 2NJ =ls R 93 a— LA
oy v#E| ui % — # Ne| + < 4dke UriMatcher#match()< switch case # o= ™9
Il s 3.2 ¢ o — L Ao 9
/I Ewmsfi J 4E k' sk #Nef valke vfic wo Ko AL o= ™

Il Vo - getType—  %¥fio o Ko & =, <| Ngqom™e
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES CODE:
return CONTENT_TYPE;

Al l rights reserved © Japoan Smart phon &€onertPravidert y As s oc ilart



““l awnrenoweAndroid 2015
rssocmmon  Nttp://www.jssec.org/dl/android_securecoding.pdf

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("In  valid URI " + uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

Il Ewefi | 3E sk %—T - 4@ ENJ =Lls R 9D 4 L A
v g| ui % — # Nef| ¢ < dke UriMatcher#match()< switch case # o= ™
I/ — —R'od2a4— |ofikir=% 9 32 02— L A4
Il Ewefi | 4E k| sk #Nof velke vfic wo Ko AL =™
Il query — Yifio wo Ko L =y>ew|k' 9
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS ID_CODE:
return sDownloadCursor;
case ADDRESSES CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;
default:
throw new lllegalA rgumentException("Invalid URI "+ uri);
}
}
@Override
public Uri insert(Uri uri, ContentValues values) {
I EW i J 3E k' %lE—' . <@ #NJ =Lls R 01— LA
vy #E| oui % — # Ne| 1 < 4d# UriMatcher#match()< switch case # o= ™]
I/ — —R' 02— | ofikir=% 9 32 ¢ a— L AL
Il EWefi J 4E k| s k' #£Nof Yelke ¥fic wo Ko AL =™
I Insert 8 14 D%Efic- va Ko L =%>ev| k' o

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedid(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new lllegalArgumentException("Invalid URI "+ U ri);
}
}
@Override

public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

9

9

9

9

Il Ewwfi J 3E sk %f—" - <@ zNf =Lle R @D a— L a
Hoyvi#| wi % — # Ne| 1+ < 4dke UriMatcher#match()< switc h case # o= ™
I/ — —R'@d2a4— |ofikic=% 932 42— L A+ ¢
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Il Eweafi J 4E

/l Update 1t 9 V™ «2

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:
return 5; // update

'Ki|

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1,

default:

}

@Override

Il Ewefi | 3E sk Y
oy v#E| i % —
I/ — —R' 02 a—
/I Ewmsfi J 4E

/I Delete ¢4 v™ «2
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10; // delete

| ofiki

1-2'5}/8
.Kl| 'Kl$

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_|ID_CODE:
return 1;

default:

sk #N Yalke ¥ficwo Ko A&
%vfio vo Ko i

t4||\/" 2y 4 A

throw new lllegalArgumentException(“Invalid URI

%ifio vo Ko i

ddvT aa Loa

throw new lllegalArgumentException(“Invalid URI

== ||- ™

.K' 9

=W>el

"+ uri);

public int delete(Uri uri, String selection, String[] selectionArgs) {

- <0, 2NJ =Lls R 03 a— LA

# Nef| | <4k UriMatcher#match()< switch case # o= ™o
g 3.2
Nef| % ke ¥fio wo Ko 4

e2a— AL af.dL o

== ”- ™

.K' 9

=Y>el

"+ uri);
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Content Provider Activity

(Content Provider )

PrivateUser Acti vity .java
package org.jssec.android.provider.privateprovider;

import android.app.Activity;
import android.database.Cursor;
import android.net.U ri;

import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick(View view) {

logLine("[Query]");

Il Ewefi | SE sk’ =T - «@s ENe| Wke ¥ficve Ko LT o <q@s - k=™
Cursor cursor = null;
try {
cursor = getContentResolver().query(
PrivateProvider.Download. CONTENT_URI, null, null, null, null);

Il EwWesfi | 6E k' - #NoJ = Ls ¢ - L A
I afiki-=% ° 3.2 ¢ o — L AL o
if (cursor == null) {
logLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst() ;
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();

}

}
finally {
if (cu rsor != null) cursor.close();

}
}

public void oninsertClick(View view) {
logLine("[Insert]");

Il Ewefi | 5E skl F—T - «@s ENe| ke ¥fic vo Ko LT o q@s - k= |
Uri uri = getContentResolver().insert(PrivateProvider.Download . CONTENT_URI, null);

Il Eweafi J 6E sk - #£No = Ls ¢ a— LA
I afiki r=% 9 32 0 a— L AL o
logLine(" uri:" + uri);
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public void onUpdateC lick(View view) {
logLine("[Update]™);

/I EwWeafi ; 5E k' F—T - «@s ENe| W|ke ¥fic vo Ko Li . o E=|m™
int count = getContentResolver().update(PrivateProvider.Download. CONTENT_URI, null, null, null);

/I EwWeafi | 6E sk |- 2N = Ls ¢ a— LA
/I afiki -=% 95 3.2 ¢ a— L AL o
logLine(String.format(" %s records updated", count));

}

public void onDeleteClick(View view) {
logLine("[Delete]");

Il Ewefi | 5E skl F—T - «@s ENe| Wke ¥fic v Ko LT o q@s - k= |
int count = getContentResolver().delete(
PrivateProvider.Download. CONTENT_URI, null, null);

Il Eweafi /| 6E sk - #£No = Ls ¢ a— LA
Il afiki =% 95 3.2 ¢ a— L AL o
logLine(String.format(" %s records deleted", count));

}

private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");

Al
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4.3.1.2. Content Provider
Content Provider Content Provider
select() update()
insert()/delete()
Android OS Content Provider Content
Provider
Android OS Contacts MediaStore Content
Provider Content Provider

Content Provider

(Content Provider )

1. exported=" true"

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.publicprovider">

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name" >

<l-- Ewmsfi J 1E expoted="true" ~ |4 & - A >
<provider
android:name=".PublicProvider"
android:authorities="org.jssec.android.provider.publicprovider"
android:exported="true"/>
</application>
</manifest>

Public Provider .java
package org.jssec.android.provider.publicprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.c ontent.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

public class PublicProvider extends ContentProvider {
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public static final String AUTHORITY = "org.j ssec.android.provider.publicprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype”;
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/l Content Provider % A4 wafi 22 1 v @d
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

Il UriMatcher

private static final int DOWNLOADS_CODE = 1,

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher .NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#"', DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addUR(AUTHORITY, Address.PATH +"/#", ADDRESSES_ID_CODE);

}
//DB 4 STM- L A ~oe=™{V ks queryo s ps»# A Cursord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref"});
static {
sAddressCursor.addRav(new String[] {"1", " "1
sAddressCursor.addRow(new String[] {"2", " "1;
sAddressCursor.addRow(new String[] {"3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] {"_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", “/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@Override

public boolean onCreate() {
return tru e;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS ID_CODE:
case ADDRESSES_IDDEO
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException(“Invalid URI "+ uri);
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}
}
@Override
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {
I Eweafi J 2E ' - «®) R' ©2 21— L A
vy #E| oui % — # Ne| 1+ < 4de UriMatcher#match()< switch case # o= ™o
I/ — —R' 02— | ofikic=% 9 32 ¢ a— L AL o
Il Ewwsfi ; 3E #fic 9o Ko L o=|ofko™
llquery —  %%fio we Ko L ~y>ew|sk! °
I - 4@ —= k' %yi »ve N %Ne] ©
I vi »ve - td=L  —a™ #Nd [ o= o=l
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWIMDADS ID_CODE:
return sDownloadCursor;
case ADDRESSES CODE:
case ADDRESSES ID_CODE:
return sAddressCursor;
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public Uri insert(Uri uri, ContentValues values) {
/I Eweafi ) 2E ' <« «®) R' ©2 21— LA
Nvv#E| wi% — # Nef | <4 UriMatcher#match()< switch case # o= ™
I/ — —R' 02— | ofikir=% 9 32 ¢ a— L AL o
/I Ewesfi  3E ¥fic wa Ko &  o=|offa™
Il Insert 8 14 D%Bific ve Ko L =%>evs| sk o
' e <0 —=k' %Hyi spve £Ne %Nef|
owiwwer 1=l —am™ gNed g e= oz L
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedid(Download. CONTENT_URI, 3);
case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {
Il Ewesfi /| 2E ' - «®) R' ©2 a4— LA
v g| oui % — # Nef| ¢ <4k UriMatcher#match()< switch case # o= ™o
11/ — —R'o0d2a— |aofikic=% 9532 D a— L Ao o
Il Ewesfi 1 3E #fic 9o Ko L o=|ofko™
//Update t 4 V™ «2» %ific wvaKo & =%>el| k' °
' e <@ —s k! %Byi pve N YsNe] ©
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2056 6

I vi »ve - tf=Lb  —am™
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update 4

t4||\/"13ﬁ A

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1,

default:

throw new lllegalArgumentException(“Invalid URI

}

@Override

# Nej| r

"+ uri);

public int delete(Uri uri, String selection, String[] selectionArgs) {

/I Ewesfi } 2E ' « «®) R' ©2 a— 4L
Iy 2| ui %
I/ — —R'02a—
/I Ewmsfi J 3E %fic w2 Ko
/IDelete t 4 V™ «2» HiEfioc ve Ko
I - 4@ —a k' %yi »ve £ N
I eiwve - =L

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10; // delete

L

o=
d

L

— N ™

% Nej

ddvT aa Loa
case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new lllegalArgumentException(“Invalid URI

# Nef| ¢ <4k UriMatcher#match()< switch case #
| ofiki ~=% 95 3.2

o fo

b
o= TM_” 9

Looagad o

¢ D —

.Ki 9

=Y>el

YaNe] ©
r

"+ uri);
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1

Content Provider Activity

(Content Provider )

PublicUser Activity .java
package org.jssec.android.provider.publicuser;

import android.app.Activity;

import android.content.ContentValues;
import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public ¢ lass PublicUserActivity extends Activity {
/) — Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.publicprovider";
private interface Address {
public static final String PATH = "addresses";

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}

public void onQueryClick(View view) {
logLine("[Query]™");

if (IproviderExists(Address.CONTENT_URI)) {

logLine(" Content Provider 3% ");
return;
}
I EWesfi J 4E %fic vo Ko L1 . @i E=s|o o™
' e <0 —=k' %Hyi pve £ N %Nef|
Nwviwwer pd=lb  —gm™ #Nd| [P . «@s - ks Lo
Cursor cursor = null;
try {
cursor = getContentResolver().query(Address. CONTENT_URI, null, null, null, null);
Il Ewwfi J 5E ¢ o — LA
I afiki-=% 9 32 D a— L Ao o
if (cursor == null) {
logLine(" null cursor");
}else {
boolean moved = cursor.move ToFirst();
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();
}
}
}
finally {

if (cursor != null) cursor.close();
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}

public void oninsertClick(View view) {
logLine("[Insert]");

if (providerExists(Address.CONTENT_URI)) {

logLine(" Content Provider % ");
return;
}
Il EWwfi ; 4E % fio 92 Ko Li . «o) - LE=|ofam™
I - 4@ —= k' %yi »ve N %Ne] ©
Hwviwwerr pd=Ll —a™ N T «@s - k= L™
ContentValues values = new ContentValues( );
values.put("pref’, " ");

Uri uri = getContentResolver().insert(Address. CONTENT_URI, values);
Il Ewwsfi J 5E D a— LA
/I afiki -=59% 9g 3.2 ¢ 03— 4 Ao 9

logLine(" uri:" + uri);

}

public void onUpd ateClick(View view) {
logLine("[Update]");

if (lproviderExists(Address.CONTENT_URI)){
logLine(" Content Provider ¥ ");

return;
}
/I EWesfi | 4E %fic vo Ko L1 . @i E=|o o™
' e a0 —=k' %yi pve £Nef %Nef| ©
i »ve - tf=L  —a™ #Nd ' - «0s - EsL|mo
ContentValues values = new ContentValues();
values.put("pref", " ");

String where ="_id = ?";
String[] args ={"4" };
int coun t = getContentResolver().update(Address. CONTENT_URI, values, where, args);

Il Ewwfi J 5E D o — L A
I afiki -=%  °5 3.2 ¢ o — L AL o

logLine(String.format(" %s records updated", count));

}

public void onDeleteClick(  View view) {
logLine("[Delete]");

if (providerExists(Address.CONTENT_URI)) {

logLine(" Content Provider ¥ ");
return;
}
Il Ewesfi J 4E %fic vo Ko L1 . 4@~ E=|ofom™
I e <@ —s k! %Byi pve N %Nef ©
I viw»ve - td=L —a™  #£Ned ' - <@~ EsLj|m™o

int count = getContentResolver().delete(Address. CONTENT_URI, null, null);
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Il Ewwmsfi J 5E D a— L A
Il afiki -=% 95 3.2 R L AL o
logLine(String.format(" %s records d eleted"”, count));

}

private boolean providerExists(Uri uri) {
Providerinfo pi = getPackageManager().resolveContentProvider(uri.getAuthority(), 0);
return (pi != null);

}

private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedIinstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(ne);
mLogView.append('n");
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4.3.1.3. Content Provider

Content Provider Content Provider

Content Provider

(Content Provider )

exported=" true "

P w D PR

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.partnerprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- Ewmsfi J 1E exported="true" ~ |} © - A >
<provider
android:name="org.jssec.android.provider.partnerprovider.PartnerProvider"
android:authorities="org.jssec.android.provider.partnerprovider"
android:exported="true"/>
</application>
</manifest>

Partner Provider .java
package org.jssec.android.provider.partnerprovider;

import java.util.List;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec. android.shared.Utils;

import android.app.ActivityManager;
import android.app.ActivityManager.RunningAppProcessinfo;
import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

import android.os.Binder;
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1

public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.curso  r.item/vnd.org.jssec.contenttype";

/l Content Provider % A4 wafi 22 1 v @d
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH );
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

Il UriMatcher

private static final int DOWNLOADS_C ODE =1,

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(U riMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH +"/#", ADDRESSES_ID_CODE);

}
//DB 4 STM- L A ~oe=™{V ks queryo s ps»# A Cursord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref"});
static {
sAddressCursor.addRow(new String[] {"1", " "
sAddressCursor.addRow(new String[] {"2", " "1;
sAddressCursor.addRow(new String[] {"3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new Stri ng[] {"_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
I EWefi J 2E k- Y%V wel @) 1= <L A

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

I RD>J nd=Kk i org.jssec.android.provider.partneruser - tpo” L
sWhitelists.add("org.jssec.android.provider.partneruser”, isdebug ?
/I debug.keystore — "androiddebugkey"— teo”
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255" :
/I keystore — "partner key" — tpo”

"1F039BB5 7861C27A 3916C778 8E78CEO00 690B3974 3EB8259F E2627B8D 4COEC35A");

I - —RJJadsk' L

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
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return sWhitelists.test(context, pkgname);
} _
I k' —Re*> 0 £
private String get  CallingPackage(Context context) {
String pkgname = null;
ActivityManager am = (ActivityManager)context.getSystemService(Context. ACTIVITY_SERVICE);
List<RunningAppProcessinfo> procList = am.getRunningAppProcesses();
int calli  ngPid = Binder.getCallingPid();
if (procList !=null) {
for (RunningAppProcessinfo proc : procList) {
if (proc.pid == callingPid) {

pkgname = proc.pkgList[proc.pkgList.length - 15
break;
}
}
}
return pkgname;
}
@Override

public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentExcepti on("Invalid URI "+ uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

Il EWefi J 2E k- Y%V mm @) A= <L A
if (IcheckPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException(" k' | R poe Kk | o™
}
Il Ewenfi ) 3E RDJ 22 =K' %|—" - «®s 2Ng = Ls R' 03 a— L A
v | ui % — # Nef| ¢ < dke UriMatcher#match()< switch case # o= ™o
Il s 3.2 ¢ o — L AL o
Il Ewesfi J 4E RDJ 02 =K' r =™~ A o= |p™
/lquery —  %RDJ ads= k' - =™ %>evs| s k' °

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS ID_CODE:
return sDownloadCursor;

Al l rights reserved © Japoan Smart phon &€onertPravidert y As s oc ilélt



SECURITY

m",, Android 2015 6 1

assocamon Nttp//www.jssec.org/dl/android_securecoding.pdf

case ADDRESSES_CODE:
case ADDRESSES _ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI " + uri);
}
}
@Override
public Uri insert(Uri uri, ContentValues values) {
Il Ewefi | 2E k- Y%V wm @) pdl=™is<cd A
if (IcheckPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException(" sk | R moe Kk | o™
}
Il Eweafi ) 3E RDJ 22 =K' %|—" - «®s 2Ng =Ls R' 03 a— L A
v g | oui % — # Nef| ¢ < dke UriMatcher#match()< switch case # o= ™o
Il s 3.2 D - L Afed o
Il Ewesfi J 4E RDJ 03 = k'~ o= k™~ o= ™
I Insert 8 144 D%ROJ sd =K' - =™ Y2ew| - k' °

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_ CODE:
return ContentUris.withAppendedld(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int update(Uri uri, ContentValues v alues, String selection,

String[] selectionArgs) {

Il EwWeafi J 2E k= %V ol | @) td=micdL A
if (‘checkPartner(getContext(), getCallingPackage(getContext()))) {

throw new SecurityException(" k' | R s k' | o™
}
I EwWmafi i 3E RO J 52 = k' %ff—' - <@ #NJ = Ls R' 0D a— L A
vy #E| oui % — # Ne| 1+ < 4de UriMatcher#match()< switch case # o= ™o
Il ¢ 32 ¢ o — 4L Ao 0

Il Ewesfi . 4E RDJ 02 =K' =™ - A o= |p™
//Update 14 V™ «2) %ifio v Ko L ~y>ew| k'
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update S VAR TR Y

9

case DOWNLOADS ID_CODE:
return 1;

case ADDRESSES CODE:
return 15;

case ADDRESSES ID_CODE:
return 1;
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6

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int del  ete(Uri uri, String selection, String[] selectionArgs) {
Il EWefi J 2E k- Y%V omm @) A= <L A
if (IcheckPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException(" k' | R poe Kk | o™
}
/I Eweafi ) 3E RDJ 22 =Kk' %|—" - «®s 2NJ = Ls R' 03 a— L A
v | ui % — # Nef| ¢ < dke UriMatcher#match()< switch case # o= ™o
Il s 3.2 ¢ o — L AL o
Il Ewesfi J 4E RDJ 02 =K' r =™~ A o= |p™
l/Delete 14 V™ «2» %ific waKo & =¥>eys| k' °

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete td v a2y & oA

case DOWNLOADS ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRSSES_|ID_CODE:

return 1;
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
}
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Content Provider

(Content Provider

)

Activity

Content Provider
Content Provider

Content Provider

Partner UserActivity .java
package org.jssec.android.provider.partneruser;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.Providerinfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class PartnerUserActivity extends Activity {

/) — Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.partnerprovider”;
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri .parse("content://" + AUTHORITY + "/" + PATH);

}

Il EWwfi J SE R>J 5D Content Provider = k ' — Y%V wml | @)~ pd= <l
8
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

/I RDJ 7D Content Provider = kK i org.jssec.android.provider.partnerprovider - tpo

sWhitelists.add("org.jssec.android.provider.partner provider", isdebug ?
/I debug.keystore — "androiddebugkey"— tpo”
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255" :
/I keystore — "my company key— tpo”
"D397D343 AGBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

1l - —R2J a0 Content Provider = k ' 4
}
private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);
}
Mluri 4 AUTHORIBYA { ContentProvider —Re *2 o <&
private String providerPkgname(Uri uri) {
String pkgname = null;
Providerinfo pi = getPackageManager().resolveContentProvider(uri.getAuthority(), 0);
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if (pi = null) pkgname = pi.packageName;
return pkgname;
}
public void onQueryClick(View view) {
logLine("[Queryl");
/I EWwafi J 5E R>J a2 Content Provider = k ' — YV omml | @) - =™ <
+ b
if (‘checkPartner(this, providerPkgname(Address. CONTENT_URI))) {
logLine(" Content Provider = k' | v: wa/ ' @) td = ™a ™o ),
return;
}
Il Ewesfi 5 6E RDJ 22 Content Provider = k ' =™ - 47 . <«@s - E=|m
Cursor cursor = null;
try {
cursor = getContentResolver().query(Address. CONTENT_URI, null, null, null, null);
Il Ewesfi ; 7E RD J 02 Content Provider = k ' %|f—  #No = Ls D a— i
A
Il afiki-=59% 95 3.2 ¢D a— 4L Aqe L& 9
if (cursor == null) {
logLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();
}
}
}
finally {
if (cursor != null) cursor.close();
}
}
public void oninsertClick(View view) {
logLine("[Insert]");
/Il EWwsfi J 5E RO’ 5> Content Provider = k ' — YV mml | @) - td =™ <
+ b
if (IcheckPartner(this, providerPkgname(Address. CONTENT_URI))) {
logLine(" Content Provider = k' | v: wa/ ' @) t 4 = ™a ™9 ),
return;
}
Il EWesfi 5 6E RJJ 02 Content Provider = k ' =™ - 47 . <«@s - E=|m
ContentValues values = new ContentValues();
values.put("pref’, " ");
Uriuri = getContentResolver().insert(Address. CONTENT_URI, values);
Il Ewesfi J 7E R J 282 Content Provider = k' % [k—  #No = Ls D a— L A
/I afiki -~=59% 9g 3.2 4D — 4 Ao 9
logLine(" uri:" + uri);
}
public void onUpdateClick(View view) {
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L

L

}

public void onDeleteClick(View view) {

}

private TextView mLogView;

@Override
public void onCreate(Bundle savedinstanceState) {

}

priva te void logLine(String line) {

logLine("[Update]");

/Il EWefi J 5E RO’ 5> Content Provider = k ' — YV mml | @) - td =™ <
Y
if (IcheckPartner(this, providerPkgname(Address. CONTENT_URI))) {
logLine(" Contert Provider = k' | V: wa) ' @) t d = ™a ™o ),
return;

}

Il EWesfi ;1 6E RDJ 72 Content Provider = k ' =™ - 47 . <«@s - E=|m
ContentValues values = new ContentValues();

values.put("pref", " ");

String where="_id = ?";

String[] args ={"4" };

int count = getContentResolver().update(Address. CONTENT_URI, values, where, args);

Il Ewwsfi } 7E RDJ 42 Content Provider = k ' % ft—  #No = Ls *D o — LAy
/I afiki -=59% 9g 3.2 ¢ 03— 4 Ao 9
logLi ne(String.format(" %s records updated"”, count));

logLine("[Delete]");

Il EWefi J 5E RO’ 5> Content Provider = k ' — Y%V mml | @ - td =™ <
N
if (‘checkPartner(this, providerPkgname(Address. CONTENT_URI))) {
logLine(" Content Provider = k' | V: wal ' ®J t 4 = ™ ™o ),
return;

}

/I EWasfi ; 6E RDJ 72 Content Provider = k ' ~ =™ -~ {7 - <«0s - Es|m
int co unt = getContentResolver().delete(Address. CONTENT_URI, null, null);

/I EWwafi ; 7TE RDJ 4D Content Provider = k ' % |k—  #No = Ls *D o — L A
Il afiki -=% 95 3.2 R L AL o
logLine(String.format(" %s records deleted", count));

super.onCreate(savedinstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

mLogView.append(line);
mLogView.append('n");
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PkgCertWhitelists.java
package org.jssec.android.shared;

import java.util. HashMap;
import java.util. Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pk  gname, String sha256) {
if (okgname == null) return false;

if (sha256 == null) return false;

sha256 = Sha256_rep|aceA”(n " m.);

if (sha256.length() != 64) return false; // SHA -256| 32P m
sha256 = sha256.toUpperCase();
if (sha256.replaceAll"[0  -9AFJ+", ™).length() != 0) return false; // 0 -9AF - %N

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
Il pkgname - A —teo LAY
String correctHash = mWhitelists.get(pkgname);

/I pkgname — —tpPo* < —} po= A A-||
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundEXxception;
import android.content.pm.Signature;

public class PkgCert{

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
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Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length I=1) re turn null;  // | Fo™
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] compute Sha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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4.3.1.4. Content Provider
Content Provider Content Provider
Content Provider
(Content Provide r )

1. Signature Permission
2. Signhature Permission
3. exported="true"
4, Signhature Permission
5.
6.
7. APK
AndroidManifest.xml
<?xml version="1.0" encoding="utf  -8"?>
<manifest xmins:android="http://schemas.android.com/apk/r es/android”

package="org.jssec.android.provider.inhouseprovider">

<I-- Ewaafi J 1E Signature Permission - A >

<permission

android:protectionLevel="signa ture" />

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name" >

<I-- Ewmfi ;| 2E Signature Permission
<l-- Ewwmsfi J 3E exported="true" ~ |4 &
<provider

android:name="org.jssec.android.provider.inhouseprovider.MY_PERMISSION"

4L A >
- A-” ->

android:name="org.jssec.android.provider.inhouseprovider.InhouseProvider"
android:authorities="org.jssec.android.provider.inhouseprovider"
android:permission="org.jssec.android.provider.inhouseprovider. MY_PERMISSION"
android:exported="true"/>

</application>

</manifest>

Inhouse Provider .java
package org.jssec.android.provider.inhouseprovider;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;
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import android.content.UriMatcher;
import android.database.Cursor;
import android.database.MatrixCursor;
import android.net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.inhouseprovider";
public stati ¢ final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype"”;
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/l Content Provider % A wafi 22 h v @i
public interface Download  {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRE SSES CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

}
//DB 4 ST~ L A ~o=™|V ks queryo s p»# A Cursord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref"});
static {
sAddressCursor.addRow(new String[] {"1", " ";
sAddressCursor.addRow(new String[] {"2", " "D;
sAddressCursor.addRow(new String[] {"3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] {"_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
/i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.provider.inhouseprovider.MY_PERMISSION";
1 — —tpo”

private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

// debug.keystore — "androiddebugkey"— teo”

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
}else {

I/l key store —"my company key— tpe”
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sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8B D7B3A7C2 42E142CA"

}
}
return sMyCertHash;

}

@Override
public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS ID_CODE:
case ADDRESSES ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException(“Invalid URI "+ uri);

}

@Override
public Cursor query(Uri uri, String[] projection, String select ion,
String[] selectionArgs, String sortOrder) {

Il Ewefi J 4E Signature Permission % = k' ~ |4 =™ <L A
if (ISigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(" Signature Permission % = k' ~ | :

o |

= ™M T™MO ");

}

I Ewenfi / 5B = k' ¥%f—' - <@ #NJ =Ls R' 02 a— L A
vy #E| oui % — # Ne| 1+ < 4d# UriMatcher#match()< switch case # o= ™o
Il s 3.2 D o — L AL o
/I Ewwafi i 6E k| sk 2N Yalke ¥ficwe Ko AL o=
/lquery — % =k~ o= ™ w>ews| - k' °
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor,

case ADRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException(“Invalid URI "+ uri);

}

@Override
public Uri insert(Uri uri, ContentValues values) {

Il EwWeafi /| 4E Signature Permission % = k' ~ |} =)< A
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if (ISigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) { )

throw new SecurityException(" Signature Permission % k'~ |H t 4 = ™y ™ )
}
/I Ewmsfi | 5E k! k=" - <@ 2NJ = Ls R 02— L A
vy #E| oui % — # Ne| 1+ <4 UriMatcher#match()< switch case # o= ™o
Il s 3.2 ¢ a4— L ooaf.L o
Il Ewwfi 5 6E sk sk #EN Yelfe vfic wo Ko L o= |f™
Il Insert 8 td4 D% k'~ =™ Y%>e%| k' o
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedid(Download. CONTENT_URI, 3);
case ADDRESSES_CODE:
return ContentUri  s.withAppendedld(Address.CONTENT_URI, 4);
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int update(Uri uri, ContentValues values, String selection,
String[] sel  ectionArgs) {
Il EWwafi J 4E Signature Permission % = k' ~ |4 =™ <L A
if (ISigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(" Signature Permission % = k ' ~ | t 4 = ™ ™o ),
}
Il EWefi | SE k' k- - 4@ #NgJ = Ls R' 0D a— L A
Nove#] oui % - # Nef | <d-e UriMatcher#match()< switch case # o= ™9
Il s 3.2 D o — L af. L o
II' Ewwmfi J 6E sk s k' #Nef velfe ¥fic weKa AL o=
/IUpdate 14 V™ «2» %¥fic wa Ko L =y>e¥| k' g
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update td v ooy & oA
case DOWNLOADS_ID_CODE:
return 1;
case ADDRESSES_CODE:
return 15;
case ADDRESSES_ID_CODE:
return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int delete(Uri uri, String selection, String[] selectionArgs) {
Il Eweafi J 4E Signature Permission % = k' ~ |} td =< A
if (ISigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(" Signature Permission % = k ' ~ |4 tq =™ ™o ),
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/I EWwfi i 5E k! V=" - 4@ #Ng = Ls R 03 a4— L A

nhvvg| ui% - # Ne| 1+ <4 UriMatcher#match()< switch case # o= ™9

Il ¢ 3.2 ¢ 34— L AL o

/I EW i ; 6E k' « k' #Nef elke ¥fio weKo AL o=

/IDelete 1+ 4 V™ «2» %ifio woKo oL =w>e| k' o
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10; // delete td v ooy & oA

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES ID_CODE
return 1;

default:
throw new lllegalArgumentException(“Invalid URI "+ uri);

SigPerm.java
package org.jssec.an droid.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

ty { _
/I sigPermName-L Vek' —Re*d20 &£ A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_ DATA);
String pkgname = pi.packageName;

I Signature Permission — | ™
if (pi.protectionLevel = Permissioninfo.PROTECTION_SIG  NATURE) return null;

I/ sigPermName-L Ve k= —pper A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException €) {
return null;
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}

PkgCert.java
package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkg name == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length !'= 1) return null;  // | Fa ™
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256 );
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgor ithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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7 APK Export APK
r N
® Generate Signed APK M
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

e
Key alias: < my company key D |\|

Key pasgﬂord : [ ....... ]

[ | Remember passwords
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Content Provider Activity

(Content Provider )
Signature Permission
Signature Permission

10. Content Provider

11. Content Provider

12. Content Provider

13. APK

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmlns:android="http://schemas.  android.com/apk/res/android"
package="org.jssec.android.provider.inhouseuser">

<l Ewwafi J 7E Signature Permission A ->
<uses permission
android:name="org.jssec.android.provider.inhouseprovider.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name="org.jssec.android.provider.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
</intent -filter>
</activ ity>
</application>
</manifest>

Inhouse UserActivity .java
package org.jssec.android.provider.inhouseuser;

import org.jssec.android.shared.P  kgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.PackageManager;
import android.content.pm.Providerinfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {
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1 — Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.inhouseprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORI TY +"/"+ PATH);

}

/i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.provider.inhouseprovider.MY_PERMISSION",

/i — —tpo”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

/I debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
/] keystore — "my company key*— tpo”
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 569FBIES8B D7B3A7C2 42E142CA",
}
}
return sMyCertHash;
}
/] Content Provider —R e *2> © 4

private static String providerPkgname(Context context, Uri uri) {
String pkgname = null;
PackageManager pm = aatext.getPackageManager();
Providerinfo pi = pm.resolveContentProvider(uri.getAuthority(), 0);
if (pi '= null) pkgname = pi.packageName;
return pkgname;

}

public void onQueryClick(View view) {

logLine("[Query]™");

Il Ewefi J 9E Signature Permission % = k' ~ |4 td=m™1 <L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logLine(" Signature Permission % = k' ~ |4 t 4 = ™a ™0 ),
return;
}
Il Ewmfi 5 10E Content Provider = k ' — % - #FNef| L <& A

String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (IPkgCert.test(this, pkgname, myCertHash(this))) {

logLine(" Content Provider | sk #E| o™y
return;
}
Il Eweafi J 11E Content Provider = k ' =™ ~ 47 . <0~ E=|m
Cursor cursor = null;
try {
cursor = getContentResolver().query(Address. CONTENT_URI, null, null, null, null);
Il Ewwsfi ) 12E Content Provider = k ' Ys]f—  #No = Ls D a— L A
Il afiki-=59% 95 3.2 4D a— 4L Ao L& 9

if (cursor == null) {

Al
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1

logLine(" null cursor®);
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();

}
}
}
finally {
if (cursor !'= null) cursor.close();
}

}

public void oninsertClick(View view) {

logLine("[Insert]");

d
7

In
I=
>

==

TM_” !

o

Il Ewwfi J 9E Signature Permission % = k' ~ |}
String correctHash = myCertHash(this);
if (ISigPerm.test(this, MY_PERMISSION, correctHash)) {

logLine(" Signature Permission % = k' ~ |t tq =™ ™o )
return;
}
Il Ewefi ) 10E Content Provider = k ' — % - #Nef L <L A

String pkgname = provide rPkgname(this, Address.CONTENT_URI);
if (IPkgCert.test(this, pkgname, correctHash)) {

logLine(" Content Provider | sk E| o™y
return;
}
Il Ewwmfi J 11E Content Provider = k ' ~ =™ - 47 . <405 k=]
ContentValues values = new ContentValues();
values.put("pref", " ");

Uri uri = getContentResolver().insert(Address. CONTENT_URI, values);

Il Ewefi J 12E Content Provider = k ' Yslk—  #Ng = Ls D a— A
I ofiki -=% % 3.2 ¢ a— L AL o
logLine(" uri:" + uri);
}
public void onUpdateClick(View view) {
logLine("[Update]™);
II' EWefi J 9E Signature Permission % = k' ~ |t =™ <L A

String correctHash =  myCertHash(this);
if (ISigPerm.test(this, MY_PERMISSION, correctHash)) {

logLine(" Signature Permission % = k ' ~ |4 t 4 = ™g ™0 ),
return;
}
Il Ewwfi J 10E Content Provider = k ' — % - #FNef| L <& A

Str ing pkgname = providerPkgname(this, Address.CONTENT_URI);

if (IPkgCert.test(this, pkgname, correctHash)) {
logLine(" Content Provider | k| o™y,
return;
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/I 'EwWwfi 5 11E Content Provider = k ' ~ =™ -~ {7 . <0~ Es|m
ContentValues values = new ContentValues();
values.put("pref", " ");

String where ="_id = ?";
String[] args ={"4" };
int count = getContentResolver().update(Address. CONTENT_URI, values, where, args);

Il Ewwmfi J 12E Content Provider = k ' Ys|k—  #NdJ = Ls D a— L A
I afiki -=%  ° 3.2 ¢ o — L AL o

logLine(String.format(" %s records updated", count));

}

public void onDeleteClick(View view) {

logLine("[Delete]");

Il Eweafi  9E Signature Permission % = k' ~ |4 td=m1 <L A
String correctHash = myCertHash(this) ;
if (ISigPerm.test(this, MY_PERMISSION, correctHash)) {
logLine(" Signature Permission % = k' ~ | tq = ™a ™o ),
return;
}
Il 'Ewefi J 10E Content Provider = k ' — % - #Nef 1 <& A
String pkgname = pr oviderPkgname(this, Address.CONTENT_URI);
if (IPkgCert.test(this, pkgname, correctHash)) {
logLine(" Content Provider | s k| o™y
return;
}
Il EWefi ) 11E Content Provider = k ' ez ™ - 47 . <405 k=]
int count = getContentResolver().delete(Address. CONTENT_URI, null, null);
Il Ewwefi J 12E Content Provider = k ' % |k—  #Ng = Ls D a— L A
d

I afiki -=% % 3.2 D a— L AL o
logLine(String.format(" %s records deleted", count));

}

private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;
import android.content.pm.PackageManager;
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1

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class  SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
return correctHash.equals(hash(ctx, sigPermNa  me));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try { _
/I sigPermNamed ~Vek'—Re*>20 &£ A
PackageManager pm = ctx.getPackageManager();
Peamissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

/I Signature Permission — | ™
if (pi.protectionLevel = Permissioninfo.P ROTECTION_SIGNATURE) return null;
Il sigPermNamed: oV kT — —tpees AL oA

return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException €) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

impat android.content.pm.Packageinfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert{

public static boolean test(Context ctx, String pk ghame, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length !'= 1) return null; // | Fo™
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Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256 );

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgor ithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));

}
return hexadecimal.toString();
}
}
13 APK Export APK
# Generate Signed APK @
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ------- |
Key alias: my companw |
KE'"!,I" paggﬂgrd: | ....... |
[ | Remember passwords
VoL | m | Cancel | | Help |
43-3
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4.3.1.5. Content Provider

Content Provider Content Provider
URI Content Provider Intent
Content Provider
Content

Provider

Content Provider

(Content Provider )
1. Android 2.2 API Level 8 Content Provider
2. exported="false ” Path
3. grant - uri- permission Path
4.
5.
6. URI Intent
7. Intent
8. Intent
9. Intent

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.and roid.provider.temporaryprovider">

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name" >

<activity
android:name=".TemporaryActiveGrantActivity"
android:label="@string/app_n ame"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
</intent -filter>

</activity>

<!-- Content Provider -- >

<l-- Ewwsfi | 2E exported="false" ~ |4 & A Path L A ->
<provider

android:name=".TemporaryProvider"
android:authorities="org.jssec.android.provider.temporaryprovider
android:exported="false" >

<!-- Ewwmafi J 3E grant-uri - permission ~ |f{ @ A Pathd A -->
<grant- uri - permission android:path="/addresses" />

</provider>
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<activity
android:name=".TemporaryPassive GrantActivity"
android:label="@string/app_name"
android:exported="true" />
</application>
</manifest>

TemporaryProvider .java
package org.jssec.android.provider.temporaryprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import androi d.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = "org.jssec.android.provider.temporaryprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";

/l Content Provider % A4 wafi 22 1 v2 i
public interface Download {
public static final String PATH = "downloads";

}
public interface Address {

public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITIY + "/" + PATH);

}

/I UriMatcher

private static final int DOWNLO  ADS_CODE = 1,

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatc her(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITIY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITIY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITIY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITIY, Address.PATH + "/#', ADDRESSES_ID_CODE);

}
/DB L& SM- L A ~o=™|Vv Es queryoses# A Cursord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref"});
static {
sAddressCursor.addRow(new String[] { "1", " "B
sAddressCursor.addRow(new String[] {"2", " "D;
sAddressCursor.addRow(new String[] {"3", " "D;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new S tring[] {"_id", "path" });
static {

sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });

public static final String CONTENT_ITEM_TYPE = "vnd.android.cu  rsor.item/vnd.org.jssec.contenttype";

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITIY + "/" + PATH);
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sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

}

@Override
public boolean onC reate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException(“Invalid URI "+ uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

Il EWefi I 4E - ove k! Yalb—" - «@ £NJ =Ls R' 03 a— L A
vy g| i — # Nof| ¢ <4k UriMatcher#match()< switch case # o= ™o
I/ — —R'e0d2a4— |ofikir=% 9 32 ¢ a— L Aot o
/I EWwafi J 5E - oV k- =™ - 4 o= ™

Il query — Yifioc vo Ko L =y>ew|sk! 9

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException(“Invalid URI "+ uri);
}
}
@Override
public Uri insert(Uri uri, ContentValues values) {
Il Ewefi | 4E - evVek! =" - «@ £NJ =L R' 0D a— L A
v g| ui % — # Nef| ¢ < dke UriMatcher#match()< switch case # o= ™o
I/ — —R'od2a4— |ofikir=% 9 32 02— L AL o
Il 'Ewefi J 5E - Ve k- o= ™~ 4 o= ™
I Insert 8 14 D¥%Efioc va Ko L =y>ew| k' °

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedld(Download. CONTENT_URI, 3);
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case ADDRESSESDDE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);
default:
throw new lllegalArgumentException(“Invalid URI "+ uri);
}
}
@Override
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {
Il Ewefi I 4E - oVak! =" - «@ 2N =Ls R 00 a— L A
v #E| ui % — # Ne| 1 < 4dLe UriMatcher#match()< switch case # o= ™o
s —- —R'ed=— |aofikic-=% s 3.2 02— L AL o
/| Ewasfi | SE - Ve ki o= ||>TM - =| o= ”»TM
llUpdate 14 V™ «2» %¥fic waKo & =%>el| k' °
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update S VAR TR Y
case DOWNLOADS ID_CODE:
return 1;
case ADDRESSES CODE:
return 15;
case ADDRESSES_ID_CODE:
return 1;
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int  delete(Uri uri, String selection, String[] selectionArgs) {
Il Ewwsfi I 4E - eVvekl w%l—T . <@ #NJ =Lles R 0D 94— L A
v #E| oui % — # Ne| 1+ <4 UriMatcher#match()< switch case # o= ™o
/s — —R'e324— |ofikic=% 9 32 D a— L AL o
/|l 'EWesfi | SE - Ve k- = ”.TM - ={ = ”.TM
/IDelete 14 V™ «2) %ific wa Ko & =Yh>el| k' o
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete td v ooy & oA
case DOWNLOADS_ID_CODE:
return 1,
case ADDRESSES_CODE:
return 20;
case ADDRESSES_ID_CODE:
return 1;
default:
throw new lllegalArgumentException(“Invalid URI "+ uri);
}
}
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TemporaryActive GrantActivity.java
package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;
import android.content.Activit
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. Toast;

yNotFoundException;

public class TemporaryActiveGrantActivity extends Activity {

Il User Activity = A

@Override

protected void onCreate(Bun dle savedInstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.active_grant);

}

/I Content Provider sk % -
public void onSendClick(View view) {

try {

_.Ki,—--ég

Intent intent = new Intent();

// lEW—'ﬁ J GE - g § QL

I Ewefi | 7E - A--%e

I Ewwfi I 8E e - tel A

startActivity(intent);

} catch (ActivityNotFoundException e) {
Toast.makeText(this, "User Activity

}

private static final String TARGET_PACKAGE = "org.jssec.android.provider.temporaryuser";
private static final String TARGET_ACTIVITY = "org.jssec.android.provider.temporaryuser.TemporaryUserActivity

A4 URHE Intent - A
intent.setData(TemporaryProvider.Address.CONTENT_URI);

Lontent - A
intent.setFlags(intent. FLAG_GRANT_READ_URI_PERMISSION);

k-
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);

Yo =Y 'fo ™9 " Toast.LENGTH_LONG).show();

Loy

Intent & A

TemporaryPassiveGrantActivity.java
package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class TemporaryPassiveGrantActivity extends Activity {
@Override
protected void onCreate(Bundle savedinstanceState) {
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super.onCreate(savedinstanceState);
setContentView(R.layout.passive_grant);
}
/i o «t® 4L L=%vek! - ContentProvider = k' % Feeve L 44>

public void onGrantClick(View v iew) {
Intent intent = new Intent();

Il Ewwfi 5 6E - «¢ted A{ URH Intent - A
intent.setData(TemporaryProvider.Address. CONTENT_URI);
Il Ewwfi J TE - A{--%¥e Lintent ~ A
intent.setFlags(Intent.FLAG_GRANT_READ_URI_PERMISSION);
Il Ewefi | 9E - k' - ntent £ A
setResult(Activity. RESULT_OK, intent);
finish();
}
public void onCloseClick(View view) {
finish();
}
}
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Content Provider Activity

(Content Provider )
10.
11.

TemporaryUser Activity .java
package org.jssec.android.provider.temporaryuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.content.pm.ProviderInfo;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

import android.widget. Toast;

public class TemporaryUserActivity extends Activity {

Il Provider Activity — ~ A

private static final String TARGET_PACKAGE = "org.  jssec.android.provider.temporaryprovider";

private static final String TARGET_ACTIVITY = "org.jssec.android.provider.temporaryprovider. TemporaryPassiveG
rantActivity";

/) — Content Provider
private static final String AUTHORITY = "org.jssec .android.provider.temporaryprovider";
private interface Address {

public static final String PATH = "addresses";

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

private static final int REQUEST_CODE = 1;
public void onQueryClick(View view) {
logLine("[Queryl");

Cursor cursor = null;

try {
if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content P rovider 3 ");
return;
}
I Ewwfi ) 10E %fi o 92 Ko Li . «o/ - LE=|ofam™
Il - a0 —=k' %yi »ve zNe Y5 Ne] ©
Nwviwwer pd=Ll  —am™ 2N [T« EsLjme

cursor = getContentResolver().query(Address.CONT ENT_URI, null, null, null, null);

I Ewwfi ) 11E ¢ a— LA
I ofiki-=% ° 32 ¢ a— L AL o
if (cursor == null) {
logLine(" null cursor");
}else {
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boolean moved = cursor.moveToFirst();

while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();

}
}
} catch (SecurityException ex) {
logLine(" ' + ex.getMessage());
}
finally {
if (cursor !'= null) cursor.close();
}
}
no—=k' % o -te & ~8 Content Provider = k' % Fre-te L a:>0e

public void onGrantRequestClick(View view) {
Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult(intent, REQUEST_CODE);
} catch (ActivityNot ~ FoundException e) {

logLine("Grant —  ~ =3 =V o \nTemporaryProvider %mafi ®, 2 i 14 =™{ % <=0 ™"
);
}
}
private boolean providerExists(Uri uri) {
Providerinfo pi = getPackageManager().resolveContentProvider(uri.getAuthority(), 0) ;
return (pi != null);
}
private TextView mLogView;
/l Content Provider = k' % Fl—skire-ve L a:De
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);
}
private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
}
}

Al l rights reserved © Japoan Smart phon &€onertPravidert y As s oc i1@9t



SECURITY

““lu Android 2015 6 1
assocamon NEtP/www.jssec.org/dl/android_securecoding.pdf

4.3.2.

Content Provider

1. Android 2.2 API Level 8 Content Provider
2 Content Provider

3

4. Signhature Permission

5

6

7. Content Provider

4.3.2.1. Android 2.2 API Level 8 Content Provider
Content Provider Android 2.2 APl Level 8
Content Provider DB
4.3.2.2. Content Provider

Content Provider

Content Provider Content Provider
Content Provider
Content Provider Android 2.3.1 API Level 9
provider android:exported="false" Content Provider

AndroidManifest.xml
<I-- Ewsafi ;] TE Android 2.2 API Level 8 # | Content Provider L A ™ #£5%A™ >
<uses sdk android:minSdkVersion=" 9" />

<l-- Ewmsfi J 2E exported="false" ~ |} ® - A >
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"
android:exported="false" />

4.3.2.3.

Content Provider
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Content Provider SQL
Content Provider

Content Provider
Content Provider
Activity Intent Content Provider

Content Provider

3.2
4.3.2.4. Signature Permission
Conte nt Provider Signhature Permission
AndroidManifest.xml Permission Permission
5.2 Permission  Protection Level 5.2.1.2 Signature Permission
4.3.2.5.
query() insert() Cursor Uri
update() delete()
4.3.2.6.
Permission
Permission Android
Permission
Permission
Permission
Permission 5.2.3.4 Permission

4.3.2.7. Content Provider

Content Provider
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Content Provider Content Provider Content Provider
Content Provider Content Provider

Content Provider

3.2
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I4.4. Service
4.4.1.
Service Service
Service Service Service

A4 \ 4 A4
Private Public Exclusive Proprietary
Service Service Service Service
44-1
Service Service
5 o
Service 4.4.3.2 Service Service
44-1
Senvice Service Service Service
startService o* o - o
IntentService o o* - o
local bind o - - -
Messengemind o o - o*
AIDL bind o o o* o
44-1 Service
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44.1.1. Service

Service Service Service

Service Intent Intent

startService Service

(Service

1. exported="false"
Intent Intent

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android .service.privateservice" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">
<activity
android:name=".PrivateUserActivity"
android:la bel="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
<intent -filter>

</activity>

<I-- Service -->

<l-- Ewwmsfi J 1E exported="false" ~ |4 & - A >
<service android:name=".PrivateStartService" android:exported="false"/>

<l-- IntentService 4 =V Serice -- >

<I-- Service -- >

<l-- Ewwmsfi J 1E exported="false" ~ |4 & - A ->

<service android:name=".PrivatelntentService" android:exported="false"/>
</application>

</manifest>

PrivateStartService .java
package org.jssec.android.service.privateservice;

import android.app.Service;
import android.content.Intent;
import android.os.IBinder;
import android.wid get.Toast;
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public class PrivateStartService extends Service{
Il Service % A < % wt 414

@Override
public void onCreate() {
Toast.makeText(this, this.getClass().getSimpleName() + " - onCreate()", Toast._LENGTH_SHORT).show();
}
/l startService() % 49V wt 414
@Override
public int onStartCommand(Intent intent, int flags, int startld) {
Il Ewwfi I 2E s k' Y%|-— Intent # Nof = Ls Intent — LA

|=
=

/I afiki =% 9g 3.2 4D a—
String param = intent.getStringExtra("PARAM");
Toast.makeText(this, String.format(" R' 022 %s &L 1 [ v @ " param), Toast.LENGTH_LONG).show();

SEE

I o>y e - t 3
Il stopSelf 4 stopService 2 -V<%-odf ek A
/| START_NOT_STICKY® 0z ' % o™ # kil 4V - - cq ™
return Service. START _NOT_STICKY;
}
Il Service % A < % wt 414
@Override
public void onDestroy() {
Toast.makeText(this, this.getClass().getSimpleName() + " - onDestroy()", Toast.LENGTH_SHORT).show();
}
@Override

public IBinder onBind(Intent intent) {
't —a2f & | Pumli 5 =0 ™
return null;
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Service Activity
(Service
Service Intent
Service
PrivateUserActivity. java
package org.jssec.android.service.privateservice;
import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
public class PrivateUserActivity extends Activity {
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.privateservice_activity);
}
I/l o>y &
public void onStartServiceClick(View v) {
Il EWwafi 5 4E k' Serice | -' ® — Intent # 4 A
Intent intent = new Intent(this, PrivateStartService.class);
/I 'EWmfi 5 SE k! sk #ENef Ysre vfic wo Ko AL o= L

intent.putExtra("PARAM"," % fi o wa Ko ");
startService(intent);

}

/I o>y e W fi

public void onStopServiceClick(View v) {
doStopService();

}

@Override

public void onStop ()X
super.onStop();
I o> f % =™ ™ |
doStopService();

A

}

I o>y e A

private void doStopService() {
Il Ewmsfi J 4E k' Senice| -' @ —
Intent intent = new Intent(this, PrivateStartService.class);
stopService(intent);

}
/I IntentService W fi

public void onintentServiceClick(View v) {
Il Ewwsfi J 4E k' Serice | -' @ —

Intent 2 4 A

Intent # 4 A
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Intent intent = new Intent(this, PrivateintentService.cla SsS);
/I 'Ewmsfi J 5E k] s kT ENe] velre vfic we Ko AL ez L

intent.putExtra("PARAM"," ¥ fi o w o K n ");

startService(intent);
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44.1.2. Service

Service
Intent

Intent

IntentService Service

Service

1. exported=" true"

2. Intent

Service

Service

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android. service.publicservice" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >

<l-- L o Service -->
<l-- Ewmsfi J 1E exported="true" ~ |} © -

<intent -filter>

</intent -filter>

</service>
<l-- IntentService 4 =V Service -->
<l-- Ewwmsfi J 1E exported="true" ~ |4 & -

<intent -filter>

</intent -filter>
</service>

</application>

</manifest>

A ->

<service android:name=".PublicStartService" android:exported="true">

<action android:name="org.jssec.android.service.publicservice.action.startservice" />

A >

<service android:name=".PublicintentService" android:exported="true">

<action android:name="org.jssec.android.service.publicservice.action.intentservice" />

PublicintentService.java
package org.jssec.android.service.publicservice;

import android.app.IntentService;
import android.content.Intent;

import android.widget. Toast;

public class PublicintentService extends IntentService{
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/**
* IntentService 4L =V 8 e—dfi @
* 1A% ™M s 4 oo
*
public PublicintentService() {
super("CreatingTypeBService");
}
Il Service % A{ <%~ ot 4 14
@Override

public void onCreate() {
super.onCreate();

Toast.makeText(this, this.getClass().getSimpleName() + "

- onCreate()", Toast.LENGTH_SHORT).show();

}
Ilsevice # ™y ™ ALy _gsey- A
@Override
protected void onHandleIntent(Intent intent) {
Il Ewwfi J 2E Intent — LA
1l Activity # Nef v E k' %vi o»vwe £Nef Y% Nef| ©
/I afiki -~=59% 9g 3.2 4D a— 4 Ao 9
String param = intent.getStringExtra("PARAM");
Toast.makeText(this, String.format(" R'@dag %s L + [ Ve " p aram), Toast.LENGTH_LONG).show();
}
Il Service % A{<%- ot 4 14
@Override

public void onDestroy() {
Toast.makeText(this, this.getClass().getSimpleName() + "

}

- onDestroy()", Toast.LENGTH_SHORT).show();
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Service Activity

Service

AndroidManifest.xml

<?xml version=" 1.0" encoding="utf -8"?>

<manifest xmiIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.publicserviceuser" >

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".PublicUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent -filter>

</intent -filter>
</activity>
</application>

</manifest>

<action android:name="andr oid.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />

PublicUserActivity.java
package org.jssec.android.service.publicserviceuser;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

public class PublicUserActivity extends Activity {

i Service

private static final String TARGET_START_CLASS = "org.jssec.a

private static final String TARGET_PACKAGE = "org.jssec.android.service.publicservice";
ndroid.service.publicservice.PublicStartService"

private static final String TARGET _INTENT_CLASS = "org.jssec.android.service.publicservice.PublicintentServic

€
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.publicservice_activity);
}
/I o>y &
public void onStartServiceClick(View v) {
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Intent intent = new Intent("org.jssec.android.service.publicservice.action.startservice");

I Ewwmfi J 4E Service | Intent # 4 A
intent.setClassName(TARGET_PACKAGE, TARGET_START_CLASS);

/I Ewmsfi J BE ¥fioc w0 Ko 4L @ElglkgTM
intent.putExtra('PARAM", " ¥ fic v o K# | o™ "),

startService(intent);

/I Ewmsfi J 6E L o 8 ¢ o — [ A
Il afiki | startService() & [ v Service - — 8 | t |[fom™

}

/' o>y @ Wy fi
public void onStopServiceClick(Vi  ew V) {
doStopService();

}

/I IntentService W fi

public void onintentServiceClick(View v) {
Intent intent = new Intent("org.jssec.android.service.publicservice.action.intentservice");

Il Eweafi ; 4E Service | Intent 2 4 A
intent.setClassName(TARGET_PACKAGE, TARGET_INTENT_CLASS);

/I EWasfi J 5E %fio w0 Kn 4L o=]| oo™
intent.putExtra('PARAM", " ¥ fi o v o K# | o ™ ");

startService(intent);

}

@Overric

public void onStop(){
super.onStop();
Il o>y &% == ™p ™ A-||
doStopService();

}

I o>y e A
private void doStopService() {

Intent intent = new Intent("org.jssec.android.service.publicservice.action.startservice");

/I Ewwmfi J 4E Service | Intent # 4 A
intent.setClassName(TARGET_PACKAGE, TARGET_START_CLASS);

stopService(intent);
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4.4.1.3. Service

Service Service

AIDL bind Service

(Service )
Intent Filter exported="true"

onBind(onStartCommand,onHandlelntent)

Intent Intent

o~ N E

5213 _

AndroidManifest.xml

<?xml version="1. 0" encoding="utf -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.partnerservice.aidl" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">

<l AIDLL =V Service ->
<l-- Ewwmsfi J 1E IntentFilter 4 Y []# exported="true" i - A >
<service
android:name="org.jssec.android.service  .partnerservice.aidl.PartnerAlIDLService"
android:exported="true" />
</application>

</manifest>

AIDL Service Activity
Activity Service
AIDL java AIDL

IPartner AIDLService Callback.aidl
package org.jssec.android.service.  partner service.aidl;

interface |  Partner AIDLServiceCallback {

/**

© gl - 4 i
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*
void valu eChanged(String info);

IPartner AIDLService .aidl
package org.jssec.android.service.  partner service.aidl;

import org.jssec.android.service. partner service.aidl.[ExclusiveAlDL ServiceCallback;

interface |  Partner AIDLService {

/**

* (i ppod A *”

*/

void registerCallback( IPartnerAlDLServiceCallback cb);

/**

<L o

*

String getInfo(String param);

/**

* i ppod A -||

*

void unregisterCallback( IPartnerAlDLServiceCallback cb);

Partner AIDLService .java
package org.jssec.android.service.partnerservice.aidl;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Service;

import android.content.Context;

import android.content.Intent;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteCallbackList;
import androi d.os.RemoteException;
import android.widget. Toast;

public class PartnerAlDLService extends Service {
private static final int REPORT_MSG =1,
private static final int GETINFO_MSG = 2;

Il Service Ye|-e' wme fis - A
private int mValue = 0;

I EwWesfi | 2E k- Y%V: mm @ =L A
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

/I R>J ade=Kk i org.jssec.android.service.partnerservice.aidluser — teo- 4
sWhitelists.add("org.jssec.android.service.partnerservice.aidluser", isdebug ?
// debug.keystore — "androiddebugkey"— tepo”
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"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255" :
/I keystore — "partner key" — tpo”
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

I - —R2Jpdek'd
}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) bui IdWhitelists(context);
return sWhitelists.test(context, pkgname);

}

I «2ipPeed AdoKoveys o

/l RemoteCallbackList — Aoses| & e»¥dhrof=™>

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks =
new RewteCallbackList<>();

I «21 Peer <= Serice ¥s|-¢ 2 2 AV E— Handler
protected static class ServiceHandler extends Handler{

private Context mContext;
private RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks;

private int ~ mValue =0;

public ServiceHandler(Context context, RemoteCallbackList<IPartnerAlDLServiceCallback> callback, int valu

e){
this.mContext = context;
this.mCallbacks = callback;
this.mValue = value;
}
@Override
public void handleMessage(Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if(mCallbacks == null){
return;
}
oL Ay
/l beginBroadcast() | ® getBroadcastltem() # o «Ho L o= ™
final int N = mCallbacks.beginBroadcast();
for (inti=0; i <N; i++) {
IPartnerAIDL ServiceCallback target = mCallbacks.getBroadcastitem(i);
ty{ _
I Eweafi J 5E R 52 = k' r =™~ A o= ™
target.valueChanged(" R> J 73 = k ' ~ -= ™  (callback from Service) No." +
(++mVhe));

} catch (RemoteException e) {
/I RemoteCallbackList %« > i P p <4 o= ™| —#8 | | #| unregeister o ™
/I RemoteCallbackListkil) - | = t 4

}

}
/l finishBroadcast() | ® beginBroadcast() < ~ o
mCallbacks.finishBroadcast();

/110 - 4 A
sendEmptyMessageDelayed(REPORT_MSG, 10000);
break;

}
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case GETINFO_MSG: {
if(mContext != null) {
Toast.makeText(mContext,
(String) msg.obj, Toast.LENGTH_LONG).show();

}
break;
}
default:
super.handleMessage(msg);
break;
} I switch
}
}
protected final ServiceHandler mHandler = new ServiceHandler(this, mCallbacks, mValue);

/I AIDL # =V mafi 22 VD @
private final IPartnerAlDLService.Stub mBinder = new IPartnerAlDLService.Stub() {
private boolean checkPartner() {
Context ctx = PartnerAlDLService.this;
if ('PartnerAlDLService.checkPa rner(ctx, Utils.getPackageNameFromPid(ctx, getCallingPid()))) {
mHandler.post(new Runnable() {

@Override
public void run() {
Toast.makeText(PartnerAlDLService.this, " k' | RDOJ sk #]| o ™9 Toast.
LENGTH_LONG).show();
}
Dk
return false;
}
return true;
}
public void registerCallback(IPartnerAlDLServiceCallback cb) {
I "EWmfi 5 2E - k- %V wel @)~ pdl= <L A
if (IcheckPartner()) {
return;
}
if (cb != null) mCallbacks.register(cb);
}
public String getinfo(String param) {
I EWwfi 5 2E - k- %V wel @)~ pdl=™ <L A
if (IcheckPartner()) {
return null;
}
I Ewesfi 5 4E RD J 82« k' Y|k— Intent # Nof = Ls Intent — L A
I afiki-=% 9 32 D a— L Ao o

Message msg = new bbksage();

msg.what = GETINFO_MSG;

msg.obj = String.format(" R n2= k' Valf—0 s ey 4 o5 %s L vV ° " param);
PartnerAlDLService.this.mHandler.sendMessage(msg);

/I Ewesfi )/ 5E RDJ 4D = kT~ o= ™ - A ez |

reurn” R2>J A2 = k' r~ ~=|f™  (method from Service)";
}
public void unregisterCallback(IPartnerAIDLServiceCallback cb) {
I EWesfi i 2E - k- YoV mml | @) - =™ <L A
if (\checkPartner()) {
return;
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}
if (cb !'=null) mCallbacks.unregister(cb);
}
3
@Override

public IBinder onBind(Intent intent) {
/I Ewmsfi 5 3E onBindz 4 <

/| ADL # evosedrs— 4 o ~HweeR

return mBinder;

}
@Override

public void onCreate() {
Toast.makeText(this, this.getClass().getSimpleName() + "

I Service % - | Fufi e ©fi LoV
mHandler.sendEmptyMeage(REPORT_MSG);

}
@Override
public void onDestroy() {
Toast.makeText(this, this.getClass().getSimpleName() + "

Ioexipe.d = aj
mCallbacks.kill();

mHandler.removeMessages(REPORT_MSG);

¥%RDJ 0D Yeze Vs
rode

Yo ™

- onCreate()", Toast.LENGTH_SHORT).show();

L2

- onDestroy()", Toast.LENGTH_SHORT).show();

PkgCertWhitelists .java
package org.jssec.android.shared,;

import java.util. HashMap;
import java.uti  [.Map;

import android.content.Context;

public class PkgCertWhitelists {

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

if (sha256.length() != 64) return false;
sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0

/I SHA

mWhitelists.put(pkgname, sha256);
return true;

-9AF]+", ").length() != O) return false; // O

private Map<String, String> mWhitelists = new HashMap<String, String>();

-256| 32P m

S9AF —  %Ne
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}

public boolean test(Context ctx, String pkgname) {
Il pkgname r A —tee-- &L Ay
String correctHash = mWhitelists.get(pkgname);

/I pkgname — —t e < —t po- 4 A-||
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgna me, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();

Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null; //
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] compute Sha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {

J— ™
TO

Al
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hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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Service Activity
(Service )
6. Service
7.
8. Intent Service
9. Intent

Partner AIDLUserActivity .java
package org.jssec.android.service.partnerservice.aidluser;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLService;

import org.jssec.android.service.partnerservice.aidl.IParthnerAIDLServiceCallback;
import org.jssec.android.service.partnerservice.aidl.R;

import org.jssec.android.shared.PkgCertWhiteli sts;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content. ComponentName;
import android.content.Context;

import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import androi d.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteException;
import android.view.View;

import android.widget. Toast;

public class PartnerAlDLUserActivity extends Activity {

private boolean misBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

Il EWwfi J 6E R>J 5> Service = k | — YV ol | @) - =™ <L A
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Cont ext context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();
/I R>J nd Service = k i org.jssec.android.service.partnerservice.aidl - teo- 4
sWhitelists.add("org.jssec.android .service.partnerservice.aidl", isdebug ?
/I debug.keystore — "androiddebugkey"— tpo”
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255" :
/I keystore — "my company key*— tpo”

"D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA");

/] -~ —ROJJ a2 Service = k | 4L

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWh itelists(context);

return sWhitelists.test(context, pkgname);
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}

1 —R> ! a2 Activity -~ A

private static final String TARGET_PACKAGE = "org.jssec.android.service.partnerservice.aidl";
private static final String TARGET_CLASS = "org.jssec.android.service.partnerservice.aidl.PartnerAlDLService"

private static class ReceiveHandler extends Handler{
private Context mContext;

public ReceiveHandler(Context context){
this.mContext = context;

}

@Override
public void handleMessage(Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast.makeText(mContext, String.format(" «2 i P p « # g %s 4 =V ° " info), ToastLENGT
H_SHORT).show();
break;
}
default:
super.handleMessage(msg);
break;
} I switch

}

private final ReceiveHandler mHandler = new ReceiveHandler(this);

/Il AIDL # <V wafi 42 h vD @° Service %s|f— L 1 |
private final IPartnerAIDLServiceCallback.Stub mCallback =
new IPartnerAlDLServiceCallback.Stub() {
@Override
public void valueChanged(String info) throws RemoteException {
Message msg = mHandler.obtainMessage(MGS_VALUE_CHANGED, info);
mHandler.sendMssage(msg);

h

Il AIDL # <~V mafi 40 h v ®° Service + A °
private IPartnerAlDLService mService = null;

Ilsevice < A{ ~ A «t-- " fio bindService 2 A | -od e
private ServiceConnection mConnection = new ServiceConnection() {

Il Service ~ td v - 4

@Override

public void onServiceConnected(ComponentName className, IBinder service) {
mService = IPartnerAlDL Service.Stub.asInterface(service);

try{
/I Service r~

mService.registerCallback(mCallback);

}catch(RemoteException e){
Il Service ¥s =
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}
Toast.makeText(mContext, "Connected to service", Toast.LENGTH_SHORT).show();
}
Il Service ¥ =8 «teo Tfivg 14V~ 44
@Override
public void onServiceDisconnected(ComponentName className) {
Toast.makeBxt(mContext, "Disconnected from service", Toast.LENGTH_SHORT).show();
}
h
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.partnerservice_act ivity);
mContext = this;
}
/Il o>y & W fi
public void onStartServiceClick(View v) {
/I bindService & A
doBindService();
}
/) Wi fi
public void onGetlnfoClick(View v) {
getServiceinfo();
}
/I o>y e Wy fi
public void onStopServiceClick(View v) {
doUnbindService();
}
@Override
public void onDestroy() {
super.onDestroy();
doUnbindService();
}
/**
* Service A
*/
privat e void doBindService() {
if (ImIsBound){ _ _
/I Ewmsfi J 6E R>J 4D Service = k ' — %V ol | @) - td =™ <d
A
if (\checkPartner(this, TARGET_PACKAGE)) { _ _
Toast.makeText(this, " Service * K' | v wmi ' @ - t 4 = ™o ™9 " ToastL ENGTH_L|
NG).show();
return;
}
Intent intent = new Intent();
Il EWesfi i 7E R>J a2 - k' o= ™~ 4 o= ™
intent.putExtra('PARAM"," R2J g2 = k' ~ o= ™ ")
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I Ewwfi | 8E Intent ~ |4 R2> J 5>
intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
misBound = true;

}
}

/* *
* Service +— A
*
private void doUnbindService() {
if (mlsBound) {
I == ™V 0@ ¥%N |
if(mService != null){
try{
mService.unregisterCallback(mCallback);
}catch(RemoteException e){
Il Service ¥
I afiki —=9%

AL

TM\/

}
unbindService(mConnection);

Intent intent = new Intent();

/I Ewmfi J 8E Intent ~ |4 R2>J 2>
intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

stopService(intent);

mlsBound = false;

}

/**

AL

* Service ¥ |-
*/
void getServiceinfo() {
if (mlsBound && mService != null) {
String info = null;

A

try {
Il Ewmafi ; 7E
info = mService.getInfo("
} catch (RemoteException e) {
e.printStackTrace();

R>. 510 - k-
Ro>J no=k'r

== |
o= ”» ™

} _
/I Ewesfi ) 9E RO J 22 k' -
I afiki -=59% 9 3.2 4D a—
Toast.makeText(mContext, String.format("

# Nof
A
0>y e%ks %s

= 1]
=

i

—

L

how();

Service 4

Service 4L

4 A

™ -

I

(method from activity)");

ILs A<||
9

=V ¢ " info), Toast. LENGTH_SHORT).s

i

Intent —
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PkgCertWhitelists .java
package org.jssec.android.shared;

import java.util. HashMap;
import java.util. Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pk  gname, String sha256) {
if (okgname == null) return false;

if (sha256 == null) return false;

sha256 = Sha256_rep|aceA”(n " m.);

if (sha256.length() = 64) return false; // SHA - 256 | 32P )
sha256 = sha256.toUpperCase();
if (sha256.replaceAll"[0  -9AFJ+", ™).length() != 0) return false; // 0 -9AF - %N

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
/I pkgname - A —teo LAY
String correctHash = mWhitelists.get(pkgname);

/I pkgname — —tpPo* < —} po= A A-||
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import an droid.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert{

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
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if (pkginfo.signatures.length I=1) re turn null;  // Fo™
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] compute Sha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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44.1.4. Service

Service

Messenger bind Service

Service
Signature Permission
Signhature Permission
Intent Filter exported="true"
Signhature Permission
Intent Intent

N o ok DR

APK

Service

AndroidManifest.xml
<?xml version="1.0" encoding="utf  -8"?>

<uses permission

<application
android:icon="@drawablefic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity

android:label="@string/app_name"
android:exported="true" >
<intent -filter>

<category android:name="android.intent.category.LA
</intent -filter>
</activity>
</application>

</manifest>

<action android:name="android.intent.action.MAIN" />

<manifest xmins:android="http://schemas.android.com/apk  /res/android"
package="org.jssec.android.service.inhouseservice.messengeruser" >

<I-- Ewaafi J 8E Signature Permission - A >

android:name="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

android:name="org.jssec.android.service.inhouseservice.messengeruser.lnhouseMessengerUser  Activity"

UNCHER" />

Inhouse MessengerService.java
package org.jssec.android.service.inhouseservice.messenger;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import java.util. ArrayList;
import java.util.lterator;
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import android.app.Service;

import android.content.Context;
import android.content.Intent;

import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;
import android.os.RemoteException;
import android.widget. Toast;

public class InhouseMessenger Service extends Service{
/i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION

/) — —tepe”
private static String sMyCertHash = null;
private s tatic String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

/I debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255",
}else {
/] keystore — "my company key*— t po”
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690FBIES8B D7B3A7C2 42E142CA",
}
}
return sMyCertHash;
}
/I Service — <« ' e fi ) (¢ 2 A ez A

private ArrayList<Messenger> mClients = new ArrayList<Messenger>();

Hoe' wmefis Yof—422d  A{<%- A Messenger
private final Messenger mMessenger = new Messenger(new ServiceSideHandler(mClients));

I <" waefis %[ 1 [V Messagdt A Handler
private static class ServiceSideHandler extends Handler{

private ArrayList<Messenger> mClients;

public ServiceSideHandler(ArrayList<Messenger> clients{
this.mClients = clients;

}

@Override
public void handleMessage(Message msg){
switch(msg.what){
case CommonValue.MSG_REGISTER_CLIENT:
Il <" wme fis %[ t [V Messengert
mClients.add(msg.replyTo);
break;
case CommonValue.MSG_UNREGISTER_CLIENT:
mClients.remove(msg.replyTo);
break;
case Commoalie.MSG_SET VALUE:
o' wme fis 4Dl
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sendMessageToClients(mClients);

break;
default:
super.handleMessage(msg);
break;
}
}
}
/**

ol e fis e
*
private static void sendMessageToClients(ArrayList<Messenger> mClients){

Il Ewefi | 6E k| sk #Nof velke ¥fic wo Ko AL =™
String sendValue =" % fi o vo Ko (from Service)";

7 tAl =™ o - fifs - A

ik # remove~= L =—4D3 s % @<V ™M—% lterator L A

Iterator<Messenger> ite = mClients.iterator();
while(ite.hasNext()){

try {
Message sendMsg = Message.obtain(null, CommonValue.MSG_SET_VALUE, null);

Bundle data = new Bundle();
data.putString("key", sendValue);
sendMsg.setData(data);

Messenger next = ite.next();
next.send(sendMsg);

} catch (Rem oteException e) { _
// - ! - fl J % =0 ™ s ! . 1/8": =| J
ite.remove();

}

@Override
public IBinder onBind(Intent intent) {

Il Ewwefi J 4E Signature Permission % = k' ~ |4 td=m™1 <L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |} t 4 = ™o ™e " ToastLENGT
H_LONG).show();
return null;
}

Il Ewwfi J 5E s k' Y%|-— Intent # Nof = Ls Intent — LA

Il afiki -m=% 9 32 D - L AfedL o

String param = intent.getStringExtra("PARAM");

Toast.makeText(this, String.format(" R' @2 as %s & 1 [ v @ " param), Toast. LENGTH_LONG).show();

return mMessenger.getBinder();

}

@Override
public void onCreate() {
Toast.makeText(this, "Service - onCreate()", Toast. LENGTH_SHORT).show();

}
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@Override
public void onDestroy() {

Toast.makeText(this," Service - onDestroy()", Toast.LENGTH_SHORT).show();
}

SigPerm.java
package org.jssec.android.shared,;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ";
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try { _
I/ sigPermName-L ~Vek!'—Re*20 &£ A4
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

1" Signature Permission — | ™
if (pi.protectionLevel = Permissioninfo.PROTECTION_SIGNATURE) return null;

/I sigPermName-k oV kT — —t po A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.Packag eManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash .replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length !'=1) return null; // | FoO ™
Signature sig = p kginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException €) {
return null;
}
}

private stati ¢ byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] dat a){
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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7 APK Export APK
r N
® Generate Signed APK M
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

e
Key alias: < my company key D |\|

Key pasgﬂord : [ ....... ]

[ | Remember passwords
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Service Activity
(Service )
Signature Permission
Signature Permission
10.
11.
12. Intent Service
13. Intent
14, APK
AndroidManifest .xml
<?xml version="1.0" encoding="utf  -8"?>
<manifest xmins:android="http://schemas.android.com/apk  /res/android"
package="org.jssec.android.service.inhouseservice.messengeruser" >
<! Ewwafi J 8E Signature Permission A >
<uses permission
android:name="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />
<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org.jssec.android.service.inhouseservice.messengeruser.lnhouseMessengerUser  Activity"

android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LA  UNCHER" />
</intent -filter>
</activity>
</application>

</manifest>

Inhouse MessengerUserActivity .java
package org.jssec.android.service.inhouseservice.messengeruser;

import org.jssec.android.shared.PkgCert;
import org.jssec.a  ndroid.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content. ComponentName;
import android.content.Context;

import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bun dle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;
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import android.os.Messenger;
import android.os.RemoteException;
import android.view.View;

import android.widget. Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean misBound;
private Context mContext;

/i — Activity

private static final String TARGET_PACKAGE = "org.jssec.android.service.inhouseservice.messenger";

private static final String TARGET_CLASS = "org.jssec.android.service.inhouseservice.messenger.lnhouseMesseng
erService";

1 — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.service.inhouseservice.messenger .MY_PERMISSION
/) — —teo”

private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

/I debug.keystore — "androiddebugkey"— tpo”

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255",
}else {

/] keystore — "my company key*— t po”

sMyCertHash = "D397D343 ASCBC18EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA",

}
}
return sMyCertHash;

}

/I Service Ys|-¢ 2 ad  A{<%-  A{ Messenger
private Messenger mServiceMessenger = null;

/I Service ~ &2 ad  A{ <%~  A{ Messenger
private final Messenger mActivityMessenger = new Messenger(new ActivitySideHandler());

/Il Service s |- t [V Messagt A4 Handler
private class ActivitySideHandler extends Handler {

@Owverride
public void handleMessage(Message msg) {
switch (msg.what) {
case CommonValue.MSG_SET_VALUE:
Bundle data = msg.getData();
String info = data.getString("key");
Il Ewefi ) 13E sk |- #NJ =Ls — L A
I ofiki -=% 9 32 D a— L aq, °
Toast.makeText(mContext, String.format(" Q> f @Y% Ifs %s =V ¢ " info),
Toast.LENGTH_SHORT).show();

I= 1=
[

break;
default:
super.handleMessage(msg);
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llsevice < A4 ~  Aq «t <o "fi° bindService # A | -oade
private ServiceConnection mConnection = new ServiceConnection() {

Il Service td v - rd4d

@Override

public void onServiceConnected(ComponentName className, IBinder service) {
mServiceMessenger = new Messenger(service);
Toast.makeText(mContext, "Connect to service", Toast. LENGTH_SHORT).show();

try {
Il Service ~ — Messengeel A
Message msg = Message.obtain(null, CommonValue.MSG_REGISTER_CLIENT);
msg.replyTo = mActivityMessenger;
mServiceMessenger.send(msg);
} catch (RemoteExcept ion e) {

/] Service ¥ o= ™™/
}
}
Il Service ¥ e=8 koo "fivg 14V~ 44
@Override

public void onServiceDisconnected(ComponentName className) {
mServiceMessenger = null;
Toast.makeText(mContext, "Disconnected from service", Toast. LENGTH_SHORT).show();

h

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);

setContentView(R.layout.publicservic  e_activity);

mContext = this;

}

/I o>y e W fi

public void onStartServiceClick(View v) {
// bindService 4 A
doBindService();

}

/i W fi
public void onGetlnfoClick(View v) {
getServiceinfo();

}

/I o>y e W fi
public void onStopServiceClick(View v) {
doUnbindService();

}

@Override
protected void onDestroy() {
super.onDestroy();

doUnbindService();
}
/**
* Service A -||
*/

Al | rights reserved © Japan Smartphone Sed&ervicety Associ2@3t



JAPAN

m",, Android 2015 6 1
rssoemnon  http://www.jssec.org/dl/android_securecoding.pdf
void doBindService() {
if (ImIsBound){
I Ewefi | 9E Signature Permission % = k' ~ |4 td =™ A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText(this, " Signature Permission % = k' ~ |} t 4 = ™a ™9 " Toast.L
ENGTH_LONG).show();
return;
}
Il EWwafi ) 10E - k- % - 2Nef 1 <L A

if ({PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText(this, " odf e
return;

}

Intent intent = new Intent();

/I Ewesfi  11E -k
intent.putExtra("PAR AM"," & fi - wo Ko

sk ZNef| valts vfic we Ko
");

J

I Ewwfi ) 12E Intent ~ |F4 Service 4 A

intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
misBound = true;

}

/**
* Service +—
*
void doUnbindService() {
if (mlsBound) {
unbindService(mConnection);
mlisBound = false;

AL

A

}

/**

L

* Service ¥ |- A
*
void getServiceinfo() {

if (mServiceMessenger != null) {

try {

I L A
Message msg = Message.obtain(null, CommonValue.MSG_SET_VALUE);
mServiceMessenger.send(msg);

} catch (RemoteException e) {

/] Service ¥

==

TM\/
}

=k Pz | o ™9 " Toast.LENGTH_LONG).show();

o= IL ”»TM

SigPerm.java
package org.jssec.android.shared;
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import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "");
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try { _
/I sigPermNamed ~Vek'—Re*>20 &£ A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

/I Signature Permission — | ™
if (pi.protectionLevel = PermissionIinfo.PROTECTION_SIGNATURE) return null;

/I sigPermNameZ oV ki — T N
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException €) {
return null;

}

PkgCert .java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.Packag eManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert{

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash .replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;

try {

PackageManager pm = ctx.getPackageManager();
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Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = p kginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;

}
}

private stati ¢ byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] dat a) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

14 APK Export APK
[ ¥ Generate Signed APK @1
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ....... |
Key alias: <£~:£mpany lce,.-" D |\|
Key password: EEREE |

[ | Remember passwords

Eyious | m | Cancel | | Help |

4.4-3
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4.4.2.
Service
1. Service
2.
3. Signature Permission
4. Service
5.
6. Service Intent  Service
7. Service
8.
9.
44.2.1. Service
uiD Service
Intent
AndroidManifest.xml Service exported false
AndroidManifest.xml
<I-- Service -- >
<l-- Ewwmafi J 1E exported="false" ~ |} ¢ - A >
<service android:name=".PrivateStartService" android:exported="false"/>

Service Intent Filter
Intent Filter Service
Intent Filter Service
AndroidManifest.xml ( )
<l-- Service -->
<l-- Ewwmsfi J 1E exported="false" ~ |4 & - A >

<service android:name=".PrivateStartService" android:exported="false">
<intent -filter>
<action android:name= @rg.jssec.android.service.OPEN />
</intent -filter>
</service >

4.4.3.1 exported intent - filter (Service )
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4.4.2.2.

Service Activity Intent Intent

Service Service (

Activity 4.1.25 Intent 41.2.9 Activity

Intent

Service Intent Message

3.2
4.4.2.3. Signature Permission
Service Signature Permission
AndroidManifest.xml Permission Permission
5.2 Permission  Protection Level 5.2.1.2 Signature Permission

4.4.2.4. Service

Intent Signature Permission onCreate

Service onCreate
startService Service onStartCommand
IntentService onHandlelntent bindService

Service onBind
4.4.25.

Service Message

Activity 4.1.2.7
4.4.2.6. Service Intent  Service
Intent Service Intent Filter Service
Intent Intent Filter
Intent Intent Service
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Service Intent
Activity 41.2.8 Activity Intent
Activity
4427. Service
Intent
44.1.3 Service
4.4.2.8.
Permission
Permission Android
Permission
Permission
Permission
Permission 5.2.3.4 Permission
4.4.2.9.
Service Service
Service Service
Service
Service
Service LogCat
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4.4.3.
4.4.3.1. exported intent - filter (Service )
Service Service Service Service
Service 4 Service AndroidManifest.xml
exported intent - filter Service
exported intent - filter
44-2
exported
true false
intent - filter
intent - filter
intent - filter & exported= dfalse 6 Android
Service Service
Android
R Service intent - filter Service
, Intent (O] Service
3 Android 4.4-4
Service( A Intent Intent - filter(
action="X") A
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( p
A
Intent
Service
>
C
Service A1 _ Intent
exported al se” Service
(N
Service A1 Service
A
Android
\. y,
44-4
44-5 4.4-6 A B intent - filter( action="X")
44-5 A B C Intent
Service(A- 1) A Intent
Service ( )
(" ™
A
Intent
Service
)
C
Service A1 _ Intent
exported Pal se” Service
TN

Service B- 1 ) e A
exported true .
actions= ” _ _ Sevice
intent- filter
Android
" y,
44-5
44-6 B- A A
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Intent Service B
Activity(B - 1) A B
B
4 )
C
Intent
Service
Service B- 1
Il nten
exported true” -
action
A
Intent
Service
Service A1 .
exported “false’servIce B .
action=]k" _ Sevice
intent- filter A
Service(B 1)
Android
\_ J
44-6
Intent Filter Service Intent
4.4.3.2. Service
Service
startService bindService startService
bindService Service Service
., Service Service
. ( )
Service
. ( )
44-3 x
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4.4 -3 Service
Service Service
( )
startService © x © ° x
IntentService °© x x °© x
local bind x o ° x x
Messengerbind © © © © X
AIDL bind © © © © ©
startService
Service Service onStartCommand Service
Service Intent startService Intent
Broadcast
441.1 Service
onStartCommand
Service
IntentService
IntentService Service startService
Service startService
Intent onHandl elntent onStartCommand
Intent
Intent
Intent Broadcast
44.1.2 Service
onHandlelntent
Service

local bind
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Service Binder

Service

Service Intent bindService Service bind
Service

Service PrivateServiceLocalBind

Service
Messenger bind
Messenger Service
Service Message Messenger
Message
Service Intent bindService 441.4
Service
onBind Message Handler
Service
AIDL bind
AIDL Service AIDL
Service AIDL
Service
Service Intent bindService 44.1.3
Service
Service onBind Service AIDL

Service
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I 45. SQLite
SQLite
SQL
( )
Content Provider
45.1.
45.1.1.
Android SQLiteOpenHelper
4
ul
SQL SQL
4 SQLiteOpenHelper 2 name

SD
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Name of User-1 Info of User-1

Name of User-2 Info of User-

Name of User-3 Info of User-3

Name of User-4 Info of User-

Name of User-5 Info of User-

Name of User-6 Info of User-

Name of User-7 Info of User- Em Name of User-13

Name of User-8 Info of User-

Name of User-9 Info of User-9

Name of User-10 Info of User-10

Name of User-11 Info of User-11

Name of User-12 Info of User-12

Name of User-13 Info of User-13

Name of User-14 Info of User-14

Name of User-15 Info of User-15

Name of User-16 Info of User-16

Name of User-17 Info of User-17

Name of User-18 Info of User-18 é'
Name of User-19 Info of User-19

Name of User-20 Info of User-20 J=§
Name of User-21 Info of User-21 6 MNO
Name of User-22 Info of User-22

Name of User-23 Info of User-23

Name of User-24 Info of User-24

Name of User-25 Info of User-25

Name of User-26 Info of User-26

0
1
2
3

[S

(23]

3 DEF

W N =0 w o~

N NN
(RS

[=2]

S OO =

SQLiteOpenHelper
2. SQL SQL
3. SQL

SampleDbOpenHelper .java
package org.jssec.android.sqlite;

import android.content.Context;

import android.database.SQLEXxception;

import android.database.sglite.SQLiteDatabase;
import android.database.sqlite.SQLiteOpenHelper;
import android.util.Log;

import android.widget. Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQLiteDatabase mSampleDb; I { ee¢dad Afed=z> e

public static SampleDbOpenHelper newHelper(Context context)

{
/' Ewwsfi J 1E DB~ | SQLiteOpenHelped: A
return new SampleDbOpenHelper(context);

public SQLiteDatabase getDb() {
return mSampleDb;
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//Writable = > » # DBL o
public void openDatabaseWithHelper() {

try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (ImSampleDb.isReadOnly())// - 7 % g£odkfi q
return;
mSampleDb.close();
}
mSampleDb = getWritableDatabase(); / | — godkfitd
} catch (SQLException €) {
ledaz2 ® - =V - -

Log.e(mContext.getClass().toString(), mContext.getString(R.string. DATABASE_OPEN_ERROR_MESSAGE));
Toast.makeText(mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast._LENGTH_LONG).show();

}

//ReadOnly= > » 2 DBL o
public void openDatabaseReadOnly() {

try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (mSampleDb.isReadOnly())// ~ ReadOnly o D> k fi 4
return;
mSapteDb.close();
}

SQLiteDatabase.openDatabase(mContext.getDatabasePath(CommonData.DBFILE_NAME).getPath(), null, SQLite
atabase.OPEN_READONLY);
} catch (SQLException e) {
Ned24z>d @ - =V - =
Log.e(mCatext.getClass().toString(), mContext.getString(R.string. DATABASE_OPEN_ERROR_MESSAGE));
Toast.makeText(mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG).show();

}

/IDatabase Close
public void closeDatabase() {

try {
if (mSampleDb != null && mSampleDb.isOpen()) {
mSampleDb.close();
}
} catch (SQLException €) {
/e224z> @ - = - ®

Log.e(mContext.getClass().toString(), mContext.getString(R.string. DATABASE_CLOSE_ERROR_MESSAGE));
Toast.makeText(mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, ToastLENGTH_LONG).show();

}

/IContext i 4 =240
private Context mContext;

/2 Ki oy fi )
private static final String CREATE_TABLE_COMMANDS
= "CREATE TABLE " + CommonData. TABLE_NAME + " ("
+"_id INTEGER PRIMARY KEY AUTOINCREMENT, "
+ "idno INTEGER UNIQUE, "
+ "name VARCHAR(" + CommonData. TEXT_DATA_LENGTH_MAX + ") NOT NULL, "
+ "info VARCHAR(" + CommonData. TEXT_DATA_LENGTH_MAX +")"
+O

public SampleDbOpenHelper(Context context) {
super(context, CommonData.DBFILENAME, null, CommonData.DB_VERSION);

|\
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mContext = context;

}
@Override
public void onCreate(SQLiteDatabase db) {
try {
db.execSQL(CREATE_TABLE_COMMANDYS); //DBv fi » —
} catch (SQLException €) {
/e224z> @ - = - o
Log.e(this.getClass().toString(), mContext.getString(R.string. DATABASE_CREATE_ERROR_MESSAGE));
}
}
@Override
public void onUpgrade(SQLiteDatabase arg0, int argl, int arg2) {
II #3224z>e—Pd2>0 fis ek ~ td{eeda ox2— L& A
}

DataSearchTask .java p SQLite Database \ 1M~ N A P
package org.jssec.android.sqlite.task;

import org.jssec.android.sglite. CommonData;
import org.jssec.android.sqlite.DataValidator;
import org.jssec.android.sqlite.MainActivity;
import org.jssec.android.sqlite.R;

import android.database.Cursor;

import android.database.SQLException;

import android.database.sqlite.SQLiteDatabase;
import android.os.AsyncTask;

import android.util.Log;

/I ¢ 2 A 4 O

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase = mSampleD B;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@Override
protected Cursor dolnBackground(String... params) {
String idno = params|[O0];
String n ame = params[1];
String info = params[2];
String cols[] = {"_id", "idno","name","info"};

Cursor cur;
/I EW i J 3E = k! - [ = Lywveond
if ((DataValidator.validateData(idno, name, info))
{
return null;
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}

" % null o f Vv | A
if ((idno == null || idno.length() == 0) &&
(name == null || name.length() ==0) &&
(info == null || info.length() == 0) ) {
try {
cur = mSampleDB.query(CommonData. TABLE_NAME, cols, null, null, null, null, null);
} catch (SQLException €) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));
return null;

}

return cur,

}

IINo % ¢4 =™V | Noz
if (idno != null && idno.length() > 0) {
String selectionArgs[] = {idno};

try {
/' Ewesfi J 2E k™ 2 ®vi »di A
cur = mSampleDB.query(CommonData.TABLE_NAME, cols, "idno = ?", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESS AGE));
return null;

}

return cur;

}

/IName¥% 14 = ™V |t Name
if (name = null && name.length() > 0) {
String selectionArgs[] = {name};
try {
' Eweafi 5 2E K™ 2> @vi bd A
cur = mSampleDB.query(CommonData.TABLE_NAME, cols, "name = ?", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(), mActivity. getString(R.string. SEARCHING_ERROR_MESSAGE));

return null;
}
return cur;
}
s 4 — | info 4 - o=
String argString = info.replaceAll("@", "@@"); // Se= 1 [V info —%L<«o® DK

argStrin g = argString.replaceAll("%", "@%"); //
argString = argString.replaceAll("_", "@_"); I/
String selectionArgs[] = {argString};

o= 1t [V info —% <«®>>Kk
= 1t [Vinfo — dao®rdk

ININ

try {
' Ewesfi /. 2E k™ D @vi i A
cur= mSampleDB.query(CommonData. TABLE_NAME, cols, "info LIKE '%' || ? || '%' ESCAPE '@", selectionA
rgs, null, null, null);
} catch (SQLException €e) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));

return null;
return cur;
@Override
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protected void onPostExecute(Cursor resultCur) {
mActivity.updateCursor(resultCur);

}

DataValidator.java
package org.jssec.android.sqlite;

public class DataValidator {

I Lwwe-Ad

/i HVE -

public static boolean validateNo(String idno) {
Inul 18 | oK

if (idno == null || idno.length() == 0) {
return true;

}
Il gNe| L <4 A
try {
if (idno.matches("[1  -9][0 -9]*")) {
I - | <>
return false;
}
} catch (NullPointerException €) {
<ot oy
return false;
}
return true;
}
l R
public static boolean validateLength(String str, int max_length) {
fnull 8 | ok
if (str == null || str.length() == 0) {
return true;
}
I — 1% MAX #Nef1sd =
try {
if (str.length() > max_length) {
IMAXF4 ™ | <« >
return false;
}
} catch (NullPointe  rException e) {
e -
return false;
}
return true;
}
/) HVYE -

public static boolean validateData(String idno, String name, String info) {
if ('validateNo(idno)) {
return false;

}
if ('validateLength(name, CommonData. TEXT_DATA LENGTH_MAX)) {
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return false;
}else if (validateLength(info, CommonData. TEXT_DATA_LENGTH_MAX)) {
return false;

}

return true;
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45.2.
SQLite
1. DB
2. DB Content Provider
3. DB
45.2.1. DB
DB DB
SD
DB
DB ( ) 2

1.

Context#getDatabasePath(String name)

Context#getFilesDir 5
2.

MODE_PRIVATE=

2 DB
1. SQLiteOpenHelper
2. Context#openOrCreateDatabase
DB SQLiteDatab ase#openOrCreateDatabase

Android DB
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SQLiteOpenHelper
SQLiteOpenHelper SQLiteOpenHelper
DB 6
DB
451.1

Context#openOrCreateDatabase

Context #openOrCreateDatabase DB
MODE_PRIVATE

DB SQLiteOpenHelper
SD
MODE_PRIVATE

DB A~ 4 A°T NVWVM “ AT AY K MainActivity.java
public void onCreate(Bundle savedInstanceState) {
super.onCreat e(savedinstanceState);
setContentView(R.layout.main);

/[ D 24zD> &—
try {
/IMODEPRIVATHE: ~= DBL
db = Context.openOrCreateDatabase(Sample.db”,
MOB PRIVATEII);
} catch (SQLException e) {
/e224z> @ - = - ®
Log.e(this.getClass().toString(), getString(R.string. DATABASE_OPEN_ERROR_MESSAGE));
return;

MODE_PRIVATE 3 MODE_WORLD_READABLE
MODE_WORLD_WRITABLE OR MODE_PRIVATE API Level
17 deprecated APL Level 15

6 SQLiteOpenHelper DB
SD
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MODE_PRIVATE
MODE_WORLD_READABLE
MODE_WORLD_WRITABLE

45.2.2. DB Content Provider
DB DB WORLD_READABLEWORLD_WRITABLE
DB
DB
Android DB Content Provider
Content Provider DB
DB Content Provider
45.2.3. DB
SQL SQL
SQL 2
1. SOQLiteDatabase#compileStatement() SQLiteStatement
SQLiteStateme nt#bindString()  bindLong()
2. SQLiteDatabese execSQL() insert() update() delete() query() rawQuery() replace()
SQL
SQLiteDatabase#compileStatement() SELECT
SELECT 1 @a 1 )
SQLite Database#compileStatement()
1. SQLiteDatabase#compileStatement() SQL SQLiteStatement
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2

SQLiteStatement bindLong() bindString()
3. SQLiteStatement execute() SQL
y4nMVM41 M 1 KDatalnsertTask.java p P
/I ¢ D A ) @

public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@Override

protected Void dolnBackground(String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

I EWefi ) 3E = k' *2e"fi - [= Lyveon
if (\DataValidator.validateData(idno, name, info) )
{
return null;
}
/I D A

k™ > evi vd A
String commandString = "INSERT INTO " + CommonData. TABLE_NAME + " (idno, name, info) VALUES (?, ?, ?)";
SQLiteStatement sglStmt = mSample DB.compile Statemet(commandString);
sqlStmt.bindString(1, idno);
sqlStmt.bindString(2, name);
sqglStmt.bindString(3, info);
try {

sqlStmt.executelnsert();
} catch (SQLException e) {

Log.e(DatalnsertTask.class.to  String(), mActivity.getString(R.string. UPDATING_ERROR_MESSAGE));
} finally {

sqlStmt.close();

}

return null;

SQL SQLiteStatement

SQLiteDatabase

SQLiteDatabase DB SQL SQL
SQLiteDatabase# execSQL()/rawQuery()
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SQL
SQL
SQL SQLiteDatabase# insert() /update()/delete()/query()/replace()
DB / ContentValues
2. ContentValues SQLiteDatabase# insert()

oo

&1 1Y\ 1 p SQLiteDatabase# insert) P~ 1
private SQLiteDatabase mSampleDB;
private void addUserData(String idno, String name, String info) {

I — 8 HVvepe8 €DKk

if ('validatelnsertData(idno, name, info)) {
el eo. il o0 Yaf V 8, =
Log.e(this.getClass().toString(), getString(R.string. VALIDATION_ERROR_MESSAGE));
return

I A ed -

ContentValues insertValues = new ContentValues();
insertValues .put("idno", idno);
insertValues.put("name"”, name);
insertValues.put("info", info);

INnsert

try {
mSampleDb.insert("SampleTable", null, insertValues);

} catch (SQLException e) {
Log.e(this .getClass().toString(), getString(R.string.DB_INSERT_ERROR_MESSAGE));
return;

SQL SQLiteDatabase SQL
SQL
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6

4.5.3.

453.1. SQL LIKE

LIKE % _
"o
ESCAPE
LIKE", 1> 44 IYMYinv &
/R e o @

public class DataSearchTask e xtends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase = mSampleDB;
private ProgressDialog  mProgressDialog;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
nBampleDB = db;
mActivity = activity;

}

@Override
protected Cursor dolnBackground(String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id", "idno","name","info"};

Cursor cur;
ninn nnn

llinfo 4t - == like

I Wefi ) owmi >335~ A | «@->Kk A
String argString = info.replaceAll("@", "@@"); // <e= 1t [Vinfo —$L<«o®rdk
argString = argString.replaceAll("%", "@%"); // Se= 1 [Viffo —% <@k
argString = argString.replaceAll("_", "@_"); // Se= 1 [Vinffo — da®rdKk
String selectionArgs[] = {argString};
try {

I wesfi ;K™ 2 @visd A

cur = mSampleDB.query("SampleTable", cols, "info LIKE'%' || ? || '%' ESCAPED",

selectionArgs, null, null, null);
} catch (SQLEXxception €) {
Toast.makeText(mActivity, R.string. SERCHING_ERROR_MBESSE, Toast.LENGTH_LOMNG)wW() ;

return null;
return cur;
@Override

protected void onPostExecute(Cursor resultCur) {
mProgressDialog.dismiss();
mActivity.updateCursor(resultCur);
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}
}
45.3.2. SQL
DB SQL
1
http://www.ipa.go.jp/security/vuln/doc uments/website_security _sql.pdf
45.3.3.
SQLiteOpenHelper#getReadableDatabase  getWritableDatabase DB
DB 7

Context#openOrCreateDatabase  SQLiteDatabase#openOrCreateDatabase

DB

SQLiteDatabase#openDatabase OPEN_READONL

7 getReableDatabase getWritableDatabase

getWritableDatabase
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~ 0 T AnMYnM~™ Ynuyd ™,
nnin nnn
I #34z> @—odkfi(ed=4zD @] 1<40)

SQLiteDatabase db
= SQLiteDatabase.openDatabase(SQLiteDatabase.getDatabasePath("Sample.db"), nul, OPEN_READQNLY

http://developer.android.com/reference/android/database/sqglite/SQLiteOpenHelper.html -

getReadableDatabase()
4.5.3.4. DB
SQLite DB Integer
DB DB
Integer LIKE * %123%
VARCHAR(100)
SQLite
SQLite DB DB
2
2.
1
KAl AnMX 194 % ~ v 5~ “ . p MainActivity.java . . P

public class  MainActivity extends Activity {
nnn nnn

1
private void addUserData(String idno, String name, String info) {
/INO—H VP o
if ('validateNo(idno, CommonData.REQUEST_NEW)) {
return;

}

/I 2 A
DatalnsertTask task = new DatalnsertTask(mSampleDb, this);
task.execute(idno, name, info);

}

ninn ninn

private boolean validateNo(String idno, int request) {
if (idno == null || idno.length() == 0) {
if (request == CommonData.REQUEST_SEARCH) {
1 - L ok A
return true;
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}else {
" — | nuie | <>
Toast.makeText(this, R.string.IDNO_EMPTY_MESSAGE, Toast.LENGTH_LGHKG)() ;
return false;
}
}
I #Ne| <4 A
try {
i1 —
if (lidno.matches(" [1-9][0 -9]* ") {
I - | <>
Toast.makeText(this, R.string.IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_DiNG) ;
return false;
}
} catch (NullPointerException €) {
I —+*>@| Nd o™
ret urn false;
}
return true;
}
nnn nnn
}
4535. DB
SQLite
A DB
A DB DB
R DB
DB
Android
root Android
Android
root SQLite DB
DB
4536 | 1SQLite (SQLCipher for Android)
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4536. | ]SQLite (SQLCipher for Android)
SQLCipher 256 AES
(BSD ) Zetetic LLC
SQLCipher QT i0S
SQLCipher for Android Android SQLite
SQLite APl SQLCipher

https://quardianproject.info/code/sqlcipher/

SQLCipher

1. lib

libstlport_shared.so

sqlcipher.jar

2. import
info.guardianproject.database.sqlite.*

3. onCreate()

libdatabase_sqlcipher.so

SQLite

libsqlcipher_android.so

android.database.sqlite.*

android.database.Cursor

" Mn1
SQLiteDatabase.loadLibs(this); I 3N ' =K' 'L Contextd o= A
SQLiteOpenHelper.getWritableDatabase(passwoedt // | Re®: >)» String N eV L—x<
SQLCipher for Android 1.1.0 2.0.0 RC4

Android API Android
SQLite

SQLCipher SDK

assets/icudt46l.zip 2,252 KB

/system/ustr/icu/ icudt46l.dat
icudt46l.dat zZip
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. libs/farmeabi/libdatabase_sqlcipher.so 44KB
. libsfarmeabi/libsglcipher_android.so 1,117KB
. libs/farmeabi/libstlport_shared.so 555KB

Native

SQLCipher SQLiteDatabase#loadLibs()
, libss’commons - codec.jar 46KB
. libs/guava -r09.jar 1,116KB
. libs/sqlcipher.jar 102KB

Native Java

sqlcipher.jar sqlcipher.jar

5.12MB

icudt46l.zip 7™MB
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I 4.6.

Android ( )

Content Provider Service

SD
(PC )

46.1.

46-1

46-1

SD
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46.1.1.

Android Content Provider  Service)

A w DN PRE

PrivateFile Activity .java
package org.jssec.android file.privatefile;

import java.io.File;

import java.io.F ilelnputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.|OException;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateFileAc  tivity extends Activity {

private TextView mFileView;
private static final String FILE_NAME = "private_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout file);

mFileView = (TextView) findViewByld(R.id file_view);
}

/**
*hO e —
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try { _ _
/' EWeafi ] 1TE h O mmi |8- k' 7 <! -
/I EWenfi] 2E NDwmi —= « ¥ @ 8 —u k' %
fos = openFileOutput(FILE_NAME, MODE_PRIVATE);

A

3E %fioc vs Ko 4
4E h D wml ~ A-” -

/I 'EW mmfi J
/I 'EW mmfi J

A-” | < %B# %-”
[ -

==

L
il

£%0 ™lerk'

-z )z A

-
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I afiki-=% ° 32 ¢ a— L Afed o
fos.write(new String(" % fi o v Ko (File Activity) \n").getBytes());
} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOException e) {

android.util. Log.e("PrivateFile Activity", " RO i — - o3 <V ")
} finally {
if (fos = null) {
try {
fos.close();
} catch (IOException e) {
android.util. Log.e("PrivateFile Activity", " hO i — - o3 V")
}
}
}
finish();
}
/**
FRO=i — 7 q

*

* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
fis = openFilelnput(FILE_NAME);

byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
String str = new String(data);
mFileView.setText(str);

} catch (FileNotFoundException e) {

mFileView.setText(R.string.file_view);
} catch (IOException e) {

android.util. Log.e("PrivateFile Activity", " RO i — - o3 V")
} finally {
if (fis = null) {
try {
fis.close();
} catch (IOException e) {
android.util. Log.e("PrivateFile Activity", " hO - — - o3 V")
}
}
}
}
/**
* N0 - —

*

* @param view
*
public void onDeleteFileClick(View view) {

File file = new File(this.getFilesDir() +"/" + FILE_NAME);
file.delete();
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mFileView.setText(R.string.file_view);

PrivateUser Activity .java
package org.jssec.android.file.privatefile;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.lOException;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = "private_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.user);
nFileView = (TextView) findViewByld(R.id file_view);

}

private void callFileActivity() {
Intent intent = new Intent();
intent.setClass(this, PrivateFileActivity.class);

startActivity(intent);
}

/**
*hOws Activly — 4 <
* @param view
*
public void onCallFileActivityClick(View view) {
callFileActivity();
}

/**

ML
*
* @param view
*
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
fis = openFilelnput(FILE_NAME);
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byte[] data = new byte[(int) fis.getChannel().size()];

fis.read(data);

/' EWafi /| 4E h O mai t 4V - es=|8/ - - FEkn - L A

}

/**

I afiki =% 9 3.2 ¢ 28— L Ade L
String str = new String(data);

mFileView.setText(str);
} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOExceptione)  {
android.util. Log.d("PrivateFile Activity", " hO e — -
} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException e) {
android.util .Log.d("PrivateFileActivity", " hO i —

}

* O - —

*

* @param view

*/

public void onWriteFileClick(View view) {

FileOutputStream fos = null;

try { _ _
I EWefi } 1E hDmmi | 82 k' *2c "fieo” o1 -

=3 =V");
[l c:>=| c:>\/ )’
2

I EWenfi ) 2E hDwmi —= < ¥ ® |8 —sk' % #%0™lerk' wmzdiz22rAd

fos = openFileOutput(FILE_NAME, MODE_APPEND);

I Ewesfi J 3E #ficwa Ko & A1 <%z %
I EWefi } 4E N0 wai - A - e=|8/ —
I afiki-=% ° 32 D a— L Ae L

chn - 2 s

9

fos.write(new String(" % fi o v Ko (User Activity) \n").getBytes());

} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} cat ch (IOException e) {

android.util. Log.d("PrivateFile Activity", " hO i — - o3 oV ")
} finally {
if (fos = null) {
try {
fos.close();
} catch (IOException e) {
android.util. Log.d("PrivateFile Activity", " hO i — - o3 V")
}
}
}
callFileActivity();
}
}
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4.6.1.2.
MODE_WORLD_READABLE
API Levell7 deprecated Content Provider
1.
2.
3.
4. C )

PublicFile Activity .java
package org.jssec.android.file.publicfile.readonly;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import j ava.io.FileOutputStream;
import java.io.|OException;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = "public_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout file);

mFileView = (TextView) findViewB yld(R.id.file_view);
}

/**
*hO e —
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;

try { , ,
I EWefi ) TE hOwal |80 ki ®#co™ <01~ 2

I EWesfi ) 2E RO wai —% - ¥ ® |8 —skic o=| 1 A 230 - A
" 1 9 2 > ) — MODE_WORLDREADA®RH EVEL 17 deplicated < o [ Vv V ks
" S & ContentProvider 6 > ~ | ¢ > a—4d 4 q4&a{ <

fos = openFileOutput(FILE_ NAME, MODE_WORLD_READABLE):;
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I Eweafi J 3E ¥fic wo Ko | eq ™
I EWefi ) 4E N O wai - A - ==/ — - k0 - L A
I afiki-=% ° 3.2 ¢ a— L Afed o
fos.write(new String(" ¥ fic vo KZa ™ (Public File Activity) \n")
.getBytes());
} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOException e) {
android.util. Log.e("PublicFileActivity", " hO i — - e V")
} finally {
if (fos = null) {
try {
fos.close();
} catch (IOException e) {
android.util. Log.e("PublicFileActivity", " hO i — - o3 =V ")
}

}

finish();
}

/**

*hO=i — 7 q
*
* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
fis = openFilelnput(FILE_NAME);

byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
String str = new String(data);

mFileView.setText(str);
} catch (FileNotFoundException e) {
mFileView.setText(R.str ing.file_view);
} catch (IOException e) {
android.util. Log.e("PublicFileActivity", " RO i — - eq oV ")
} finally {
if (fis = null) {
try {
fis.close();
} catch (IOE xception e) {
android.util.Log.e("PublicFileActivity", " hO i — - o3 =V ")
}

}

/**
*hO el —
*
* @param view
*
public void onDeleteFileClick(View view) {
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File file = new File(this.getFilesDir() + "/" + FILE_NAME);
file.delete();

mFileView.setText(R.string.file_view);

}

}

/**

*

*/

PublicUserActivity.java
package org.jssec.android.file.publicuser.readonly;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.lOException;

import android.app.Activit  y;

import android.content.ActivityNotFoundException;

import android.content.Context;

import android.content.Intent;

import android.content.pm.PackageManager.NameNotFoundException;
import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = "org.jssec.android.file.publicfile.readonly";
private static final String TARGET_CLASS = "or

private static final String FILE_NAME = "public_file.dat";

@Override
public void onCreate(Bundle savedinstanceState) {

super.onCreate(savedinstanceState);
setContentView(R.layout.user);
mFileView = (TextView) findViewByld(R.id file_view);

private void callFileActivity() {

Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

try {
startActivity(intent);
} catch (ActivityNotFoundException e) {
mFileView.setText("(File Activity %Ned 5 Y2 <V ));

}

*hOws Activy — 4 <

* @param view

g.jssec.android.file.publicfile.readonly.PublicFile Activity";

240
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public void onCallFile  ActivityClick(View view) {
callFileActivity();
}
/**
RO -t — g
* @param view
*/
public void onReadFileClick(View view) {
FilelnputStream fis = null;
try {
File file = new File(getF ilesPath(FILE_NAME));
fis = new FilelnputStream(file);
byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
/' EWeafi J 4E h O wai ~ t 4 v - e=|8/ — - 5 — 4L A
/I afiki =% 9g 3.2 4D a— Aqe L& 9

String str = new String(data);

mFileView.setText(str);
} catch (FileNotFoundException €) {
android.util. Log.e("PublicUserActivity", "
} catc h (IOException e) {

hOwai %Ned g 5"

android.util. Log.e("PublicUserActivity", " hO i — - eq =V ")
} finally {
if (fis = null) {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e("PublicUserActivity", " hO i — - o3 =V ")

}

}

/**
* O - —
*
* @param view
*
public void onWriteFileClick(View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath(FILE_NAME));
i Y q |
fos = new FileOutputStream(file, true);

fos.write(new String("
-getBytes());
} catch (IOException e) {
mFileView.setText(e.getMessage());
exception = true;
} finally {
if (fos != null) {
try {

tfio wa KEQ ™

A ° FileNotFoundException ¥

(Public User Activity)  \n")

Al
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fos.close();
} catch (IOException e) {
exception = true;

}
}

if (lexception)
callFileActivity();

}
private String getFilesPath(String filename) {
String path =",
try {
Context ctx = createPackageContext(TARGET_PACKAGE,
Context. CONTEXT_RESTRICTED);
File file = new File(ctx.getFilesDir(), filename);
path = file.getPath();
} catch (NameNotFoundException €) {
android.util. Log.e("PublicUserActivity", " hOwi %N g YF";
}
return path;
}
}
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4.6.1.4. ( )

SD
(Web ) (

( )
android.permission.WRITE_EXTERNAL_STORAGE Permission

Android

PC

N
—~
~

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.file  .externalfile" >

<!-- android.permission.WRITE_EXTERNAL_STORAGE Permission A >
<!I-- Android 4.4 (API Level 19) 2| s @  Do—=k' eda 4L
1 %A4 ~ Permission¥% oV k® maxSdkVersiodt A4 -->
<uses- permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".ExternalFileActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category. LAUNCHER" />
<lintent -filter>
</activity>
</application>
</manifest>
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ExternalFileActivity.java
package org.jssec.android.file.externalfile;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.|OException;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = "external";
private static final String FILE_NAME = "external_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layoutfile);

mFileView = (TextView) findViewByld(R.id file_view);
}

/**
*hO el —
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try {
I Ewesfi ) 1E 8fic ws Ko | co ™
I Eweafi ) 2E = k' =" 5204 o) rhOws £ A
File file = new File(getExternalFilesDir(TARGET_TYPE), FILE_NAME);
fos = new FileOutputStream(file, false);

/' EWaafi ;| 3E 0 wai ~ A - e=|8/ — - M — AL A
I ofiki-=% 9 32 D a— L AL o
fos.write(new String(" ¥ fic vo KZa ™ (External File Activity) \n")

.getBytes());

} catch (FileNotFoundException €) {
mFileView.setText(R.string file_view);
} catch (IOException e) {

android.util.Log.e  ("ExternalFileActivity", " hO i — - =3 =V ")
} finally {
if (fos != null) {
try {
fos.close();
} catch (IOException e) {
android.util. Log.e("ExternalUserActivity", " hO i — - =3 =V ")
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}
}

finish();
}

/**

* hl:‘_l —

*

T

* @param view
*
public void onReadFileClick(View view) {
FilelnputStream fis = null;
try {
File file = new File(getExternalFilesDir(TARGET_TYPE), FILE_NAME);
fis = new FilelnputStream(file);

byte[] data = new byt