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Android Studio ~MOHEYAH#FIEIZTSEIIEE0N,

2.2.2. JL—ILTvY

=TVt 92ar TR, ZTORENT—IETIHAFEFEIVTFANMIBVT, EFaUTABRANDTFEHIREIL
—ILOEEREEBH L TVET L—ILTVIEILaVDBEICIEZD I IV THRLO TS IIL—IILERER
T—ERRL. BB IFEEMHR I OLARILDTELTOET, L—ILIZEEEXFEEEXD 2 BESHYFE
TOT. HWADBEXIFMOoLE0ZH) HEDBEEXIE0o2ESM &KL | MBADBEEXIE 0012571281,

HREDBEEXIFMOSBNEINKN JELSTLANLETREALTVET . E55AZDLR LA FIEHEEDEE
[CEHKILDTT DT, SERELLTHEIRLZELY,

BTN aA—KEo a3V BHEINTOWA ST ILa—KRIEIhoDIL—)LPEESBENRBEEINF=D D EL->TLY
FIA, FOFHLWLRBIZIL—IILIvoEI avIZBE I TWET, =, YT ILa—Fto2 3> TlEE-TWL
BWIL—ILOEEEBEIZDODVTEHIL—ILTYItE5 30 TIEE->TLVET,

2.2.3. TENVRAE

TRNVRMY2 3V Tl ZOREBNT—IET HHFEILTHFAMIBENT o TILa—FEo2avd)—
WITvo 03y THRATEGA o= LMW LEREETHFRITDOVTRELTVET TORENAT—TET D
RFEEILTXRANMIEDH D, ASLKAEEEL Android OS DERICEETZEERE., Yo TILa—KEsiay
W= TIEIaV ORBETRRTEGI B REDBRRAEZERFATHIODEBERMBELTERILT
BIENTEET,

RREDHESAITEIZBIETY, ARED LI, Android DFRELEDEX 1) T DEEICODNWTESERT S
Z&KVYL. HAHEED Android EX 1T DHEEF > T AEITH DL LK Android 7 ) r—avEEAE
WEETDIEDNROONET, — A, EXaAVTAREDEELT IV —230EHYET . COLSBT TV r—
2avDRAFEEEL Android OEF ) T4 DV TECEEBL TV SR ELHYFET,

COEIIRE—REROEAFEEL X 1T ERORAFEEORMALZXIET 5=0IC. COHFINRXEDTRTD
REIEYUTINLaA—R IW—ILTVI  TRNDRARD 3 2D AVIZHITTERBLTVET, T ILa—KRéL
— WD oLavFTF5L0STEMNLEzITNIE. ChELTEITIERETT LI1EWL>-—RIETEZRBNET
HY. ARELRYY—Ra—FDIE—QR—AFCHEIMIZREHRI—T (VI N TESILEE->TUVET, TR/
AMEILIVIETCABEZFTIVSBBENSH T SOSWSEZAAETEHELN IEVEZ DT2HDHHHEL
THY. ARBEIRYBATORERNDT TVr—> a3 TRER X1 TR, X2 7a—T 100 5 TES
ZEFELTVWET,
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CDHARXEE—HD Android 7)) r—a  REEICWHER X1 T4 Tips ZEDHBHZEFBRELTLE
T o ZTD=HEICI—yETEMEINSD Android 7V —2 3> QORFEICH A5 X2 T4Tips(FTRIDI77)
DEF1)TA1)NELRA—TEL->TNET,

APPLICATIONS

77D
Contacts Phone Browser t'#'l |J 7—_4

APPLICATION FRAMEWORK \

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification
raticpe N anaper Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media SQLite Core Libraries
Framework

Ll
S i R D
OpenGL | ES FreeType WebKit Pylgchine . > t#‘l IJ 7_—,{

SGL SSL libe

LINUX KERNEL

Displa Flash Memory Binder (IPC)
Dne/ez Camera Driver Driver Driver

- Audio Power
Keypad Driver WiFi Driver Drivers Management

B 2.3-1

Android OS BT ® Android S R RZEIZEET 2 X )T (LRDNIHERDEF1)T41) [FRI—THTT . £
f= Android R ICA—H =AU A=)V T B—H#8D Android 74— 3> &, Android SR A—H—MTL
AV Ab—=ILF % Android 77— 3> TR EMFTEIRELF )T DEATELGDILEIALHYFTH. 45
[CERITARICEWTITRIBE DA ZEHZ > THY ., BEIZDOWTIEF - TWEL A, BITHRTIE Java IT&YEZET S Tips
FIFZEREHELTEYETA, NI ZEIC DN TESEHORTREHLTLKFETT,

root #EENEMESNDAEZERIZ DNV TEESDECAF-TLERE A, BEARMIZIE root EREAEDLA TLVEWNWEXAT
%% Android IR ZRI#2&EL . Android OS DX )TAETIEEALI-EXa T4 Tips FEEHTNET  4H.
BELEBDOTRWNIDNNTILNZ.1.3 BEQBLERERKICTHLERBALTEYETOT, 8 TTHER(ES
LY,
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I 2.4. Android £¥a17a—F LS EEZBEDEN

DA AFXETIE Android X a7a—TA4U T DT ARTERICEFETHTELRLD T, TR THRN T 2EHEL
HATHEEREIOLET,

® Android Security RELBT I r—a H#EKT 51=8IC
EEH AV IL TR R ISBN978-4-8443-3134-6
http://www.amazon.co.jp/dp/4844331345/

® JavatFair7a—Ta4FRAA—K CERT/ Oracle fix
#Z% :Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
EfE TAFE BIER: ARIEH, FHFZ ISBN978-4-04-886070-3
http://www.amazon.co.jp/dp/4048860704/
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I 2.5. HLF)La—Kd Android Studio ~DEYAHFIE

H>J)La—F® Android Studio ~DEYRAAFIEZFHALE T, B FILa—RIFERCLIZEHDOTOD VK
[ChANTWET, ChoDTADcIMEFEHTRYRALAEE251 o TLTOP I rERYAT 1T, FIR
LTHRYRALHEE252 YU TILOETAOD O ERIRLTRYRALITRLET, TADIORYRAH A D
21251253 7))L a—FEEEZEA debug.keystore #XE I 5155 BLT debug.keystore Z7AIL%&
Android Studio IZEREL TS, 4H. BRIE TEEDRIETIT>THEYET,

® OS
» Windows 7 Ultimate SP1
® Android Studio
> 1.1.0
® Android SDK
» Android 5.0(API 21)
> HISEFEOLZRWNWSUTIILTOD 2HRE Android 5.0(API 21)TE LR TEE T,
2.5.1. o7 7as o rERYAD
1. Yo7La—Kk&#8oo0—K¥%
[2.2.1 4o 7La—KITHRANLE URL XYY T ILa—FZWELET,

2. HUTJIa—KEREMHTS

Zip TRMEEN=H T A—FEEI)VIL, RRSNIAZ2A—D“TRTRAEVIVILET .

IANTEHA(T)...

2.5-1
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ZZTIE“C:¥android_securecoding” WS BRI TIT—VAR—REERLET, D=, “C:¥ "%#IEEL
“BRARIVED)VILET,

) 1, R (ZIP =) D45 —DEE

BHSEDERE D7 1ILOEM

7 AILETOIAINA—ICBETI(E):

ERASEMER & 77 -1 LDER

FFAAIZETOIAIASA—ICERTS(E):
Co¥

CCEEe D et |

B 2.5-2

"BR"RAVED) T BHEC:¥ ETIZ “android_securecoding” EWLNSTAHILE BMERENE T,

T —
@U@ |4 || os oz P

Y (GHE< SqJdSucEeme » v 0 @

-~

e BRICAL P i
IELLY

- dell.sdr

G F1I3SLU | 2 hiberfil.sys
pagefile.sys T

- ! android_securec@ i

- 4| ] | .

2.5-3

“android_securecoding” 7+ A DHIZIEH U TILaA—FREEFNTVET,
Bl Z (£, T4.1 Activity 265 -FIAT51MDT4.1.1.3 /A—rF—BE Activity 2465 -FIBT2IIcEWTHY
TNA—FESRBLEWMERIFLUTEIEZE,
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android_securecoding/
Activity Z1E5-FIFT 5/
Activity InhouseActivity/
UED&KSIZ, “android_securecoding” ZAILF B T &, [Ei2AMLIOETIZIH> T )La—rnTOo oy
MABEESNTERELGYET,

4. Android Studio FHEEILT—URAR—RXEIEET S

AB—hAZ2—OT RO TT7 (AU EMS Android Studio ZHEEILE T,

Android

/X Studio

Powered by the Intellid Platform

X 2.5-4
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BE®R. RREINIF AT OTNSA(R— EITVET,

2 android stud .. -~

Welcome to Android Studio

Recent Projects Quick Start
! Start a new Android Studio project
E‘D' Open an existing Android Studio project
lo Project Open Yet ‘K-I/ Impeort an Android code sample
Check out project from Version Centrol
Import project (Eclipse ADT, Gradle, etc.)

}‘ﬁ Configure
rE? Docs and How-Tos

Android Studio 1.1.0 Build 135.1740770. Check for updates now.

2.5-5

- BIZTOC O ESRAAATNSIES X, D Window R REN b=, A=1—&UY"File -> Close
Project'TRERLTWSATAC =4+ EO0—XLET,

| 2 AccountManager Au

iZ:8 Edit View Navigate Code Analyze Re

MNew Project...

New Module...

Import Project... =
Import Module... L
Import Sample...

New... Alt+Insert

»

Close Project

95 Settings... Ctrl+Alt+S
[ Project Structure... Ctrl+Alt+Shift+5
Other Settings »
Import Settings...
Export Settings...
El Save all Ctrl+5
5 synchronize Ctri+Alt+Y
Invalidate Caches / Restart...
2.5-6
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5. AviR—tzRRT S

RRINTWBH 47045 DO "Import project (Eclipse ADT, Gradle, etc.)"&42)voLET,

2 Ancrod Studi

Q Welcome to Android Studio
-

Recent Projects Quick Start

Start a new Android Studio project
]
ED Open an existing Android Studio project
lo Project Open Yet ] )

E“Ki Import an Android code sample

Check out project from Version Control
Import project (Eclipse ADT, Gradle, etc.)

}‘G Configure
rE? Docs and How-Tos

Andreid Studio 1.1.0 Build 135.1740770. Check for updates now.

B 2.5-7

6. TR IVMEEIRT D

AR—F5TOD I ERRLET,

.i_ Select Eclipse or Gradle Project to Import — E

Select your Eclipse project felder, build.gradle or settings.gradle

@ % [N ] Hide path
agerlci@B 7 A7 MEEIMT B¥AccountManager Authenticator |[4
[ 4
[1 android_securecoding
[1 Account Manager|Z3BEFAD > FEEBMT S

» (. AccountManager Authenticator

& AccountManager User
[ ActivityZED - FIEHT 3
[ BroadcastE2MET S - EETS
1 Browsable IntentZH|HT3
[ Clipboardh' S1EEER T SEKIE
[ Centent ProviderZ{E3 - #IET3
[IHTTPSTEETS I
[ LegCaticO4 BN T3
[ Permission & Protection Level
[ Service®{ES - #IATS

Drag and drop & file into the space above to quickly locate it in the tree.

2.5-8
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7. Ya—F¥%

A2 iR—IBE, Language level DEFEZEE T F A7 AT NRRINDT=0. "Yes"&#0)voLYB—FLET,

Language level changes will take effect on project reload.
Would you like to reload project "AccountManager Authenticator” now?

2.5-9

8. AVKR—bDET

BEIICTOS M AUR—FENTETLETS,

Ele Edit View Novigate Code Analyze Refactor Build Ryn Jools VCS Window Help

DHO #4 400 AR o [ Fme- /b B 8 SLE& ? Q Al
Ll =1
e
= = g
(@ Gradle Scripts E
| ;
i
v
i
@
{
®
|
&
=
:Qm & Andod [ Terminal W Eventiog  [F) Gradle Gonole 44 Hemory Montor
= 8

2.5-4
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Android Studio I, Eclipse &1E5ELY, 12D TAD I ML TI DM Window THRRENET . :E57AY
T hEAR—FLEAKIE A (X, "File -> Import Project..."&9 )y LAV R—rLET,

New Project...
‘| Mew Module...

Import Project...

Import Module...
Import Sample...

New...

Close Project

95 Settings...

[ Project Structure...
Other Settings
Import Settings...
Export Settings...

= Save All

G5 Synchronize

B 2.5-11

Invalidate Caches / Restart...

I@E Edit View MNavigate Code Analyze Re

Alt+Insert

Ctrl+Alt+S
Ctrl+Alt+Shift+5

4

Ctrl+5

Ctrl+Alt+Y

24
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2.5.2. o)L a—FEHEE R debug.keystore #RET S

YT aA—F o ERLI-7 )% Android RO —2—TCEESES-OICIXBRANBETT . CDE
BIZFEST /NI HDEI7(IL “debug.keystore”%# Android Studio 7O zHMIBELET .

1. File ->Project Structure...Z2')v9% 5%

"+ AccountManager Authenticator - [C:¥android,
Iiﬁ Edit View Navigate Code Analyze Re
New Project...
New Module...
Import Project...
Import Module... L
Import Sample...
MNew... Alt+Insert
3 Open
Reopen Project »
Close Project
9~ Settings... Ctrl+Alt+5
Other Settings »
Import Settings...
Export Settings...
1=l Save All Ctrl+5
| &3 Synchronize Ctri+Alt+Y
Invalidate Caches [ Restart...

B 2.5-12
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2

Signing ZiEMN9 %

EH®D Modules Mo 7O o RE 2R, Signing #7&&IR%E. T+ IR E2)vHLET,

[® project Structure =)

+ — Properties | Signing | Fiavors | Build Types | Dependencies

SDK Location + | Name: ‘ |

Project

Modules

eyios | |
Key Password ‘ |
Store File ‘ ‘D
Store Password | |

m Cancel | [ #pply |
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3.

“debug.keystore” Z&iR9 %

debug.keystore [ZH>F)ILa—RIZEEFNTULVET , (android_securecoding 74+/LAET)

[ 5QLiteZ4RS
[ WebViewz >

B o7 ILEERD
CHE

[ BSEEEEDS
|21 .gitignore

keystore

yrag and drop a file into the space ab

#® Select Path ===)
@ . X | 5| g Hide path
C:¥android_securecoding¥debug. keystore |&

[ LogCaticO4 AT S

[ Permission & Protection Level
[ ServiceZ{ES - FITS

L DAz AT 1 2 ZED
/IR T—-FADEEZEFS

1754 (2 —EREES

debug.keystore

owve to quickly locate it in the tree.
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4.

Signing D&RIZA A

"
# Project Structure @
ap = Properties STanQ‘ Flavors‘ Build Typesl Dependenclesl
SDK Location +|Name: | debug ]
Project _
Modules
EETN— oy | |
Key Password ‘ |
Store File |C:¥andro\d75@cureooding¥debug.key5tore | By

Store Password ‘

“ Cancel ‘ Apply |

B 2.5-15

28

All rights reserved © Japan Smartphone Security Association.

Y TILO—F® Android Studio ~DHRYAAFIE



recotmon  http//www jssec.org/dl/android_securecoding.pdf

““I oo Android 7 Y DEF AT BE - X 2TI—TAUIH AR 2015 %6 A 1 HiR

5. Build Types T Signing Config %%

Build Types #7&E4RL . debug EJLFE® Signing Config #Singning TEMML1="debug"Z#:E{RL . OK
=0)vILET,

-
#® Project Structure @
+ — Propert\es| Slgnmg‘ Flavors Build TVDGS| Dependencies
SDI¢ Location + | |name: [debug \
Praject release
Modules

Ini Debuggable |En
Signing Config |@n
Renderscript Debuggable | (f=<) [

Renderscript Optim Level | 3

Minify Enabled |‘.f5|533

Pseude Locales Enabled | n
Proguard File ‘ H:‘

Application Id Suffix | ‘ |

Version Name Suffix | ‘

Zip Align Enabled |"ZTLE:1 'I

m Cancel ‘ Apply ‘

B 2.5-16
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6. build.gradle 27/J)L CHEER

signingConfigs 1%

BNRTRSNET,

+ (a* build.gradle

RL7= debug.keystore M/ IRMFREN ., buildTypes ® debug [Z signingConfig

- I | & app x

‘apely plugind “com.android.applicetion’

[ijandroid {

Jer Auther B signinglonfizs {
B debuz {
storeFile file(”C:fandroid_securecoding/debus.keystore”)
&) }
o
comp i lebdkVersion 21
buildToolsVersion "21.1.2"

2 defaultConfiz {

applicationld "org. jssec.android.sccountmenszer._authent icator”

minsdk¥ersion 15

targetSdkVersion 21

versionCode 1

wersionbane “1.07
SR
0 buildTypes {
@ releaze |

minifvEnabled false
proguardFiles getDefaultProzuardFilel” proguard-android-txt™), “proguard-rules_txt’

[&] 1
=] debug {
E zigninzConfiz gizgninglonf izs, debug
6 ]
a1
o3

I;ijdependenc: jes {

!

conpile "con.android. support:support-v4:21.0.37

B 2.5-17

30

All rights reserved © Japan Smartphone Security Association. Y T)ILO—F® Android Studio ~MDHYAAFIE



recotmon  http//www jssec.org/dl/android_securecoding.pdf

““l oo Android 7 T DEF 1T RE - £F 2T AT T H AR 2015 %6 A 1 Bk

3. X a7EE-tEXaT7a—T 10T OEBENE

ZDHARXEX Android 7TVRAHEIZE T5 X2 T4 Tips EEEDHBIELDTHAM. ZCOETIL Android A<
— A BTNl —REE X a7 R - X2 T7a—T AU DEBEERS  BEDOEIZESLNT—H#
X7 R X2 7a—TAO OESFPDBELRLEI. AEDREZSHETLH-0. #ROEFHRAHED
DHICAEDOABICT—BYBZBLTHELILEHEDT S,

I 3.1. Android 77)DO+EFxa1)T«

DRTLRTT)DEFLITATDOVTREATEEE. BEBDEZADIL—LT—I8H5. FTEDV AT LY
TINCBNTTFEIRENRELIET D, CNEEE LR, RICTOEEEZEN T RELZRBIET 5, ChElE
BIEFES, REICTEE IZIBRINOTH-ODHERERET - RET 5. COMERE R IEMES,

ST IERE, YRT LT T ISEO G F T E - X a7I—TA0 T &I ETHY . COHIFXE

3.1.1. TEE| FHARERMR

DRATLRTIIZEFBIFHINERFRIEMERIETHEE 1D 2 DAH 5. ChoEdThENIFIREE | LTHERE
BEIES FREEIEL. FAISNEALTASROEENTESFERDILETHY . ENLUSNDAIZE—]
SROLENTETELGLLNEBRDIETH D, [ERREE I LTHFAISNIALTNFATEDHEEDZETHY.
ENLUSNDANIZF— R ATETIESLRMEREDZETH S,

L. Android RRX—FrI742 /BTLYMIE T EEREELBEEEIZCEDLIBEDNHEINEREBNT D,
Android 774> Android RY—rI4>  ATLYREERLEV AT LEZHRE T HEEDEEDENELOSE
[IZLTIELLY, LI TIE. Android R¥—r 4> /2Ty E#FL T Android AX—r I+ EFES,

3.1.1.1. Android RR—rI4VIZEITEIEREFE
% 3.1-1 BLUFK 3.1-2 (X Android AR—FITAVIZADTWBIEHRD—FITHD, CNODIERIERAT—R T+
VA—H—(ZBETREANER. TSAN\—EREFEEFNSICHETAERICKZ LT I-OF N L RENDETH
%,

#« 3.1-1 Android RZ—rI+> N EE T HIEHRDHI

)£ w5

BHEES AX—rI+BHDEEES
B EE B FE ZEREOBHPLHFES
IMEI AY—hrI+2 DK ID

IMSI [E#R224#9% ID
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oo —1FH GPS. Huf#sR. DNERE -
EIERTEHRH WiFi 8% € fE- -
T o MER BETHIUMER. RELER
ATATT—H BE. #E. 5. &5

&£ 3.1-2 7TULREETHHHROH
15 e
BEEIR HMADERE
EA—JL7RLR A—H—DA—)LTFLR
EA—=JLA—=JLARYH R EREA—ILAX, Bt
Web Jvo<—% Tvo<—o
Web EERERE FEE
HLoF— FE. ToDo, ARk
Facebook SNSa>F2Y---
Twitter SNSa>F2Y---

& 3.1-1 OFEHRIFEIZ Android AY—FTAV KK FEIE SD B—RIZEFENLFEHRTHY. & 3.1-2 OIFEHE
FITTINEET HERTH D, FITK 3.1-2 DEWITOVTIEK, TTIBNAVRA—LENNEENDBIEFE, £
WEAREDRITEBZ T EIZHEEDTH S,

& 3.1-3 [TBERD 1 HEOIURNIIZEENZBEHRTHD. COBERIIRAI—, I+ 21— —(ZBHT B1FEHRTIE
B RAR—R 740 a—H—DHA . RAFIZET3ERTHS, DFYRIT— I IAVIZIFZFDOFRAETHDH 21—
H—DHELT, [FHDARDEREEENTNSEITTFENRES,

% 3.1-3 E5EIR(Contacts) D 1 ED TN IZE TN S IEHRDOHI

154 A&

BHEES BE. EHE. £E. FAX, MMS--

EA—ILTKLR BE. tFE. EHEFE -

TO74—IVE# Y LA—IVER, KETER -

AVRBUR Ay Dw— [ AIM, MSN, Yahoo. Skype. QQ. Google Talk. ICQ. Jabber, Netmeeting---
=y r—L BEFS. /=2 v)L. B4 Bl

3 E. BMEES. iz, A, B, BY---

gn—7 BRIZAY, Rk, RE. RE--

DY Ak oy, FA74—=ILY b R—LR—=T  FTP —/N— BE. &4t
ARUE AR, BBEA. TDth---

BERITEIAY BLfBAE. FH. R B vx—2v— BiF . FAERRKR. N\—bF—-
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http://www.jpcert.or.jp/java-rules/

® JPCERT CC lJava Android 77— 3 BAEADIL—ILOE A |
http://www.jpcert.or.jp/java-rules/android-j.html
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()

THRESHO
ZTVIFRERDHS

\ 4 A\ 4
Private Public Exclusive Proprietary
FEN B Activity A B Activity IN—F—RE Activity B 1R E Activity

X 4.1-1
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4.1.1.1. FELEA Activity 2465 -FIFHT S
JE2ABA Activity (£, RI—7 VA TOHFAEINS Activity THY. LoEEREEDE L Activity TH S,

B—7 VAT THEAINS Activity GE2AR Activity) ZFI B3 2%, VSRAFIEE T HHTH Intent ZFX
[FROTHEBT FIZ Intent ZEELTLESTEA ALY, 121201, Activity ZIFUHE T IRIZERT S Intent I(TFE=
FIZE>THAMONIBNAH D, TDT1=. Activity [IZIEIET D Intent [TE ST IRIEREERMTEBAIC
X, ZDEBRNBEDHIE=FICHRAMONDIEDTNKSIZ, BULHIEERET 2LENDH S,

LLTFIZIEZABA Activity ZEHBID YU TILa—F &R T,

KA M Activity 2163):

1. taskAffinity ZfEELAL

2. launchMode #EE LKLY

3. exported="false"IZ&kY. BATRMICIELARZRET D

4. E—T7TUH5D Intent THOTH. Z15 Intent DEEMHERERT S

5. MAXT7IIER—T7TITHEI L., B T4IRIERERELTEL

Activity ZIENBERTE T BIZ(X. AndroidManifest.xml @ activity & D exported Bt % false LIEET 5,

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. activity.privateactivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

<1-- JE2NEE Activity —
<I—— JRA > b 15 taskAffinity ZIEE LAWY —
<{l-— R4 >+ 2% launchMode Z3EFE L ALY —>
{I—— % 7RA4 > b 3% exported="false”"[Z& Y. BARMIZIEAREZRET S —
activity
android:name=". PrivateActivity”
android: label="@string/app_name”
android:exported="false” />

A= S UoFv—roiEBT 506 Activity —>
<activity
android:name=". PrivateUserActivity”
android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
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<{/manifest>

PrivateActivity.java
package org. jssec.android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

// *kRA Uk bdk R—TF TYMD® Intent TH-oTH. ZIE Intent DR B EHERT S

/] O TIICDERE, 132 AAT—20REMZHRT 51 23,

String param = getlntent (). getStringExtra("PARAN™) ;

Toast. makeText (this, String. format("/X5 A —% [Y%s)] #%I(+E>7-, ”, param), Toast. LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {

// *iRA 2 kbk FRAXR7 TVIEE—7FT I THEH L., £ T4 THEFERERELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, "t > T 1 T4IER")

setResult (RESULT_OK, intent);

finish(;
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RIZIEAF Activity ZRI BT HBIDY T ILa—RERT,

KA M Activity AT 3):

6. Activity IZEIET S Intent [Z1E, 754 FLAG_ACTIVITY_NEW_TASK %% E L7AiLY

7. B—77VUA Activity [V SRIEE DBATRE Intent THEUH T

8. FAEXTIIVEIR—7TITH M. TR ERE putExtra)#E S5 EIZRYEELTHELY
9. E—77VUA Activity Mo DFERBERTH-TH. RIET —FDLRLMZEHERTD

PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity) ;

J

public void onUseActivityClick (View view) {

// kA 2k 6% Activity IZi%{E9 5 Intent IZ1&. 754 FLAG_ACTIVITY_NEW_TASK ZE&%E L7z LY
/] kRA vk Thk A—7 FTYRAActivity (4 5 RIEEDBEFRM Intent TIEUVHY
Intent intent = new Intent(this, PrivateActivity.class);

/] *RA Uk 8k FIRET FTVIEIR—F7 TV THS MDY PT 1 THIERE putExtra() 2 55 EIZE U ikf
TH&LW
intent. putExtra ("PARM”, "t 2T 4 TiER") ;

i
(e

startActivityForResult (intent, REQUEST_CODE) ;
}

@verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra("RESULT”);

[/ kRAVE Ok A—F7 TR Activity Ao DRERBERTH-TH, RET L2 OREMEHERT D

V=L RAUR 1, 2, 6 ZESFLTVWSIHEEERV T Intent AE=FIHEAMONDSETNAH A EITEET S
HENHD, FERITIL—IILITvoEI2a0 D 4.1.2.3.4.1.2.2,41.23%8BT5IL,
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/] T WIZDEEE, 13.2 AT—2DREUEMHRT 5] #58,
Toast. makeText (this, String. format ("#58 %s] Z#=Z(FH>7=, ”, result), Toast.LENGTH_LONG). show () ;
break;
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4.1.1.2. 8B Activity 25 -FIFH3 %

2B Activity (X, FHEEZHOT7TIIVICFIASNBSZEEFEEL- Activity THD, L7 HEELT: Intent &
SIETBIENBHLIEITTENDETH D, 1= 2260 Activity ZRIHIT ZEEIZIX. EET S Intent AATILHT
FIZRZESND, HAWNIRAIMONDEERHIHEIETENDLETH D,

LITFIZ2AR Activity 250> FILa—K&RT,

RALU M Activity #E3):

1. exported="true"IZ&Y., BARMICABERTE TS
2. ZE Intent DREMEMHERTD

3. HBRERIBE. I TAIRBERES HIEL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. activity.publicactivity” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

<)— AR Activity —>
<l—— %RA >k 1% exported="true”[Z& Y. BIRMIZARS®RET S —
activity

android:name=". PublicActivity”

android: label="@string/app_name”

android:exported="true” >

{I— Action $5TE 12 & B HEERY Intent #2EF S &£ 512 Intent Filter ZE&H —
<intent-filter>
<action android:name="org. jssec. android. activity. MY_ACTION" />
<{category android:name="android. intent. category. DEFAULT” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

PublicActivity.java
package org. jssec. android. activity. publicactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view.View;
import android.widget. Toast;

public class PublicActivity extends Activity {

@0verride
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public void onCreate (Bundle savedlnstanceState) |

J

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main);

// *iRA 2k 2% ZE Intent DREMEHEET S

// SR Activity THA=OFATT TUATILI 7 THAAREENH S,

/] O TIWICOERE, 132 AANT—2DREMEHERT D1 23,

String param = getlntent (). getStringExtra (“PARAN") ;

Toast. makeText (this, String. format("/X5 A —4& [Y%s] #Z(+H>71=, ”, param), Toast. LENGTH_LONG). show() ;

public void onReturnResultClick (View view) {

/] KRA b Ik FBRERTHES. 20T 4 TRERESHLL
// B Activity THEHOFATT TUNILI 7 THLAREENH D,
[/ RILIITFICIBFENTHRED L MERTHNIETHRE LTIRLTH &KLY,

Intent intent = new Intent();

intent. putExtra ("RESULT”, "> > F 4 T TIXELVER") ;
setResult (RESULT_OK, intent);

finish () ;
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RIZAR Activity ZRI BT 5808 > TILa—FERT,

RA M Activity ZF AT B):

4.
5.

T TATIREREEEL TIFALR
HREZITRAGE. BRT IDOREMEHRETD

PublicUserActivity.java
package org. jssec. android. activity. publicuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os.Bundle;

import android.view.View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

J

public void onUseActivityClick (View view) {

try |
/] KB dk T THEREREL TEIES AL
Intent intent = new Intent ("org. jssec.android. activity. MY_ACTION") ;
intent. putExtra ("PARAN", “t > T 4 T TIXAULVER")
startActivityForResult(intent, REQUEST_CODE) ;

} catch (ActivityNotFoundException e) |{

Toast. makeText (this, “FIFSE Activity AR DOMS ALY, 7, Toast. LENGTH_LONG). show () ;

}
J

@verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

/] KkRAU Lk #HEREZTMBGE., BRT—IDREUEHRETD
/] O TIICOERE, 132 ARNT—2DOREMZHRT 51 23,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:

String result = data. getStringExtra("RESULT”);

Toast. makeText (this, String. format ("#E8 %s] = (TH>f=, ", result), Toast.LENGTH_LONG). show() ;

break;

52
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4.1.1.3. N—rF—PBE Activity 25 -FIHETS

IN—hF—RE Activity (X, BEDT ISR ATES Activity TH D, /N\— M —EDT7TIVEBHTT)
MEHEL T RTLEERL. N— b —7 ) EDOE TR TEROCHEEETH=-DIFIASN D,

Activity ZEUHE T IRICERT S Intent (EFE=FICL>THEABMONDIENDH D, TDT=6. Activity [TEIET
% Intent IZE S TAIRBEREEMNTHBEICIE. ZOBEENBEDOHLIE=ZFICHRAMONDIILEDENKIIT,
BUERICEERRT DIV ELH D,

UTFIZ/A—rF—MRFE Activity ZHEHBI0H > TILa—FERT,

KA M Activity 2163):

1. taskAffinity Z#ELALY

launchMode Z$EEL%LY

Intent Filter ZE & 3", exported="true"#BARHIZEKET S
MAFTT7T)DFERAEN KT AR BHEFIN TSI LEERT S
IN—hF—TFTUMS®D Intent THHTH, Z1E Intent DR LM EHERTS
IN—bF—7TVIZEATRLTEULVERICBRYRZELTEL

A v bW N

RIAR)RNERW =7 T)DERAEIZONTIE. T14.1.3.2 HIBET7 IVEHKETS125 BT EHE, -7
DARN)ANZIEET BRI AET TIDERE/NYY AEDORERAEFT5.2.1.3 Z7TIDFIBAED /v 1 {EXHE
RITDHEIZSRBIHIE,

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. activity. partneractivity” >

<application
android:allowBackup="false”
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name” >

{l=—= )8\— b F—R%E Activity —>
<I—— %4 >+ 1% taskAffinity ZIEE LA&L —
<l-— % R4 >k 2% launchMode ZI5F LA LY —>
{I—— R4 >k 3k Intent Filter #EFZEE I . exported="true”" ZBATRMIZEET S —
<activity
android:name=". PartnerActivity”
android:exported="true” />

</application>
<{/manifest>

PartnerActivity.java
package org. jssec.android. activity. partneractivity;
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import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] *kRA b 4k FATT T DEAENHRTA YR MIBFEINW TSI L #HETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1\— kF+—7F 1) org. jssec. android. activity. partneruser MEFEAZE/\v S 1 {EZE B
sWhitelists.add(“org. jssec. android. activity.partneruser”, isdebug ?
// debug. keystore M "“androiddebugkey” MEEBAE /Ny 2 a2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255” :
// keystore M“partner key"MEERAE/\v L 2 {E
“1F039BB5 7861G27A 3916C778 8E78CE00 690B3974 3EBB8259F E2627B8D 4COEC35A™);

// LRIt/ N\— bF+—7 7)) 2 &4%. ..

]

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitel ists. test (context, pkgname) ;

J

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main);

/] kA bk bk FIRTT7 TUDERAENKRTA YR MIBRINTWS I LEHERT S

if (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, “FIATT TV I(F/\—kF—7 F 1 TIEAELY, “, Toast. LENGTH_LONG). show() ;
finish();
return;

}

/] kRA U F 5k IN— b F—FTUMB®D Intent THHTH. 2{E Intent DREMEHERT S
/] B TWIZDEEE, 13.2 AAT—2DREMEHDRT 5] #38,
Toast. makeText (this, "/A\— rF—F7 TUMD 7o X HY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

// *iRA b6k IN—rF—FFTYICERTL TEUDMERICEBYRZELTE W
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k+—7 FUIZBIRL TEULMER) ;
setResult (RESULT_OK, intent);

finish () ;
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PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util. Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>( ;

public boolean add (String pkgname, String sha256) {
if (okgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAl | (" “, ")

if (sha256. length() != 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha256. replaceAll ("[0-9A-F1+", ””).length() != 0) return false; // 0-9A-F LINADXEMNH S

miWhitelists. put (okgname, sha256) ;
return true;

J

public boolean test(Context ctx, String pkgname) {
// pkgname 2 G DIEFRD/NY L2 EZTWET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED /Ny L 1 BEEBO/NY L 1EELET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security.NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
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J

if (pkginfo.signatures. length 1= 1) return null; /] BEELITHEDHE L
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;

}

private static byte[] computeSha256 (byte[] data) {

J

try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;

} catch (NoSuchAlgorithmException e) {
return nul | ;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder () ;

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal. toString () ;

56
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RIZ/S—bF—RTE Activity ZFRIR T 2BID Y>> F)ILa—FERT, CSTIH/A—rF—RE Activity ZF U 954
EEHRAT Do

KA M Activity AT 3):

7. FAK/NA—bF—IRE Activity 7 T DIEREN KT AR RN EHFIN TSI LEHERTD
8. Activity IZ#159 % Intent [ZI&, 754 FLAG_ACTIVITY_NEW_TASK %R E LAY

9. FMAKN—FF—RET7IVITFHARLTELERIE putExtraQzES5ECRYEEFEL TEL
10. BARAY Intent (2K Y/ S—hF—RE Activity ZIEUH 3

11. startActivityForResult()I=&Y/S—rF+—FR3E Activity ZFEUH T

12. "—hF—RET7 IS DOBERBEFHBTH->TH. 215 Intent DRLMEMHERTS

RITARJACERWNETZ ) DFERFEIZDOWNTIE. T14.1.3.2 FIAR7IVEHRTE125BTHIE Ff- 7k
DARN) AN ETAFAET TUDEHAENYY LEOHERAEES.2.1.3 ZT)DIABRAED/ NV 1 EFE
BRI DA EIESRTLHE,

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneruser” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

activity
android:name=". PartnerUserActivity”
android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
<{/activity>
<{/application>
</manifest>

PartnerUserActivity.java
package org. jssec. android. activity. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Uti ls;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;
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public class PartnerUserActivity extends Activity {

/] *RA b Tk FAE/N—bF—RE Activity 7 7V OFEBAENTRTA bR MBI TWS I EZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18—k F—BRE Activity 7 1) org. jssec. android. activity.partneractivity MDIEBAE/ vy > 1 {EF &%
sWhitelists.add(“org. jssec. android. activity. partneractivity”, isdebug ?

// debug. keystore M ”androiddebugkey” MEEBAE /Ny L 1 (&

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BADB34BC 1E29DD26 F77C8255”

// keystore ®“my company key”DIFBAZE/\v < 2 {E

“D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA”) ;

// UTRERICHD/S— - —RE Activity 7 71 &8k ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitel ists. test (context, pkgname) ;

J

private static final int REQUEST_CODE = 1;

// FRAKED/SA— b F—FRE Activity I:Bﬁ?’%ﬂ%ﬁ&
private static final String TARGET_PACKAGE = “org. jssec.android.activity. partneractivity”;
private static final String TARGET_ACTIVITY = “org. jssec.android. activity. partneractivity.PartnerActivity”;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

J

public void onUseActivityClick (View view) {

// *IRA 2 b Tk FIRK/A— b—BE Activity 7T DEEAENRT A R R FMZEFEINW TSI & 2HERT

5
it (lcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, "FIF% Activity ZFUIEARTA4 R R FZEEF SN TULVEL,”, Toast. LENGTH_LONG) .
show( ;
return,;
}
try {
Intent intent = new Intent(;
// kR4 2k 8% Activity IZZEIET B Intent 21X, 754 FLAG_ACTIVITY_NEW_TASK %#E&E L 72 Ly
/] *iRA b Ok FIRAELENA—FF—BE7 TVICEHRL TEUVMERZE putExtraQ ZES5BEICRYZFELTEK
Ly

intent. putExtra ("PARAM”, “/8— rF+—7 FYIZBITRL TXULMER") ;

// R4 2k 10k BARAEY Intent (& Y/8— b F—R5E Activity ZIEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;

// %4 >k 11% startActivityForResult ) IZ& Y /83— b F+—FRTE Activity ZFEUHE T
startActivityForResult (intent, REQUEST_CODE) ;

}
catch (ActivityNotFoundException e) {
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Toast. makeText (this, “FIFSE Activity NEDOMS ALY, 7, Toast. LENGTH_LONG). show () ;

J

@verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra("RESULT”);

/] K*BRA 12Kk R— b F—RE7 TV L DFEREHRTH>TH, 215 Intent DRLMEHERTS
/] HOTNIZDERZ, 13.2 AWT—2DREMERDRT 51 238,
Toast. makeText (this
String. format ("§55 %s) = I(TH>7f=, ”, result), Toast. LENGTH_LONG).show() :
break;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util. Map;

import android. content. Context;

public class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>( ;

public boolean add (String pkgname, String sha256) {
if (okgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAl 1 (" “, “");

if (sha2b6. length() != 64) return false; // SHA-256 (& 32 /81 +

sha256 = sha256. toUpperCase () ;

it (sha256. replaceAll ("[0-9A-F1+", “").length() != 0) return false; // 0-9A-F LISADIENH D

mWhitelists. put (pkgname, sha256) ;
return true;

J

public boolean test(Context ctx, String pkgnhame) {
// pkgname IZxt G DIEED/NY L2 BEZTET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname DEED /Ny 2 EEEBD/NY P2 EXLEKT S
return PkgCert. test (ctx, pkgname, correctHash) ;
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “”);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BHELITHEHEL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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4.1.1.4. B#EE Activity 2455 -FIET 5

BHBRE Activity (. BRUNDTTUNLFIRAESNHIEEEIET S Activity THS EROBHBTITITUR
TLEEEL. BT TUNMRSERCHEEELZTH-OICFIAEIN S,

Activity ZEUHE T IRICERT S Intent (EFE=FICL>THEABMONDIENDH D, TDT=6. Activity [TEIET
% Intent IZE S TAIRBEREEMNTHBEICIE. ZOBEENBEDOHLIE=ZFICHRAMONDIILEDENKIIT,
BUERICEERRT DIV ELH D,

L TIZBE#RE Activity ZESBIO Y TILa—RERT,

KA M Activity 21E3):

1.

0 0 NV kWD

¥ B E Z Signature Permission #E€&9 %

taskAffinity Z#EE LU

launchMode ZEEL%LY

¥ B EZ Signature Permission #BRKEE TS

Intent Filter ZE & 3", exported="true"#BARHIZEKET S

¥ B E & Signature Permission AE# 7 TJIZKYEBRINTINSI LEHERTS
B#7TUHSD Intent TH>TH, Z1E Intent DR LM EHEDRT D

A7 IIEERT TITHIDS, B T14ITLRERERELTELL
FART7ITIERCHFEERTAPK ZELT D

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<{manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec.android. activity. inhouseactivity” >

= HRA 2k 15 HMBEFES Signature Permission ZE&Y % —>

<{permission
android:name="org. jssec.android. activity. inhouseactivity. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:allowBackup="false”
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name” >

{I-— B#RE Activity —>
{l—— JBRA >k 2% taskAffinity 2 FE LA —
<l-— % R4 >k 3% launchMode Zi5F LA LY —>
== % RA Uk 4k JHETFES Signature Permission ZEREET 5 —>
{I-— JRA >k 5%k Intent Filter ZE&E T . exported="true”"#BARMIZHRET 5 —
<activity
android:name=". InhouseActivity”
android:exported="true”
android:permission="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” >
{/activity>
<{/application>
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<{/manifest>

InhouseActivity.java
package org. jssec.android. activity. inhouseactivity;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view.View;
import android.widget. Toast;

public class InhouseActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION”;

// BHOIBAED/ NNV aE
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M "“androiddebugkey” MIEBAE /v < 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore @“my company key ”MIEBAE/\v < 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
}
}
return sMyGCertHash;
}

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main);

// *RA 2k 6% JHMBEFSE Signature Permission NE# T TUIZKYERIN TS L ZHRETD
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "JHEBEEZ Signature Permission NEHT TVIZEYEZRSI N TULVELY, ”, Toast. LENGT
H_LONG) . show() ;
finish();
return;

}

/] *RA Uk Th BHTTIUMNLD Intent TH-TH. Z(E Intent DL LMEFHERT S

/] O TIICDERE, 132 AANAT—20REMZHRET 51 #BR

String param = getlntent (). getStringExtra("PARAN™) ;

Toast. makeText (this, String. format("/X5 A —4& [Y%s] #Z(TH>71=, ”, param), Toast. LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {

/] *kRA 2k 8k FRAT7 TVIFEHRHT TV THEMD, oo T14 THBERERELTE L
Intent intent = new Intent();
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intent. putExtra ("RESULT”, "t > > T« THIERY
setResult (RESULT_OK, intent);
finish();

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. PermissionInfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, sigPermName));

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&ELI=7 TIDNYr—CREWMBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MI5& ILLBIRLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE & L=7 TYDIIAEZED /v L 1 EZRY
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul | ;

}

PkgCert.java

package org. jssec. android. shared;

import java.security. MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEELIEDHIEL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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* Rk 9k APK % Export $5EEIZ, MIATT7 T ERILHREERTAPK 2ER T 5,

® Generate Signed APK

)

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------

—

Key alias: < my company key >

B

KE"!.I" passﬂﬂrd : I .......

[ | Remember passwords
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RIZE#RE Activity ZFIA TSRO TILa—FERY, CCTIIXBEHRTE Activity 2T HEZSRAY

Do

KA M Activity AT 3):

10. ¥ B E % Signature Permission 2F|FHEE9 %

11. ¥R B E % Signature Permission BB 7 TVICKYERIN TSI LERERTD

12. MIRAKXT7 DR ENBHDIRAETH I LEHERT D

13. FMRAX7INEEHRHT TITHEI D, B T1IEHRE putExtraQZESHEICBYRELTE LN
14. BARE Intent ICKYB#RE Activity ZFFUHT

15. B 7 TUHhLDERIBFHRTHoTH, ZIE Intent DR EMEHERTS

16. FIALE7 LR ERTAPKZELTD

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. inhouseuser” >

d— *RA4 2k 10k JHEFES Signature Permission #F|HEET S —>
<{uses—-permission

android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” />

<application

android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

activity
android:name="org. jssec.android. activity. inhouseuser. InhouseUserActivity”
android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{/application>
<{/manifest>

import
import
import

import
import
import
import
import
import
import

InhouseUserActivity.java
package org. jssec. android. activity. inhouseuser;

org. jssec. android. shared. PkgCert;
org. jssec. android. shared. SigPerm;
org. jssec. android. shared. Uti ls;

android. app. Activity;

android. content. ActivityNotFoundException;
android. content. Context;

android. content. Intent;

android. os.Bundle;

android.view. View;

android. widget. Toast;
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public class InhouseUserActivity extends Activity {

// FIR%E®D Activity 1E¥R
private static final String TARGET_PACKAGE = “org. jssec.android.activity. inhouseactivity”;
private static final String TARGET_ACTIVITY = “org. jssec.android. activity. inhouseactivity. InhouseActivity”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION”;

// BHOFAED/ Y > a{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable(context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /v 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”;
} else {
// keystore ®“my company key”MDIFBAZE/ v L a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FB9E8SB D7B3A7C2 42E142CA™;
}
}
return sMyCertHash;
}

private static final int REQUEST_CODE = 1;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

J

public void onUseActivityClick (View view) {

// kRAL 2k 11 WMBEFES Signature Permission BT TVICEYEE SN TSI L £HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "B EZ Signature Permission ABE#T7 TVICEYEEINTULVEELY, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

// kR R 12% FAEXET T OMRAENBHOAHETHHZ L EHEET S

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIAL7 TV IEE#T7 7Y TlEALy, ”, Toast. LENGTH_LONG). show () ;
return,

}

try {
Intent intent = new Intent(;

/] kRA b 13% FIRAET7 TVIFBERT T THEIND, oo T 4 THERE putExtra) ZESHAICRY
ZEELTHEL
intent. putExtra ("PARAN", "> T 4 THIEHR")

// kA 2+ 14k BHRRE Intent [Tk Y BHRE Activity ZIFUHT
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult (intent, REQUEST_CODE) ;

}

catch (ActivityNotFoundException e) {
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Toast. makeText (this, “FIFSE Activity NEDOMS ALY, 7, Toast. LENGTH_LONG). show () ;
]

@verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra("RESULT”);

/] *iRA Uk 15k BRT7TIMLDOFERFERTH->TH. Z/E Intent DL LMEEHEET S

/] BT DEEE, [3.2 AWT—20OREMEHRT 5] #58E,

Toast. makeText (this, String. format ("#E8 %s] 2= (TH>f=, ", result), Toast.LENGTH_LONG). show() ;
break;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash (ctx, sigPermName));

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TUDNvr—CREWBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIE& 1Lk BIRLY
if (oi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName Z2EZEL1=7 T DIIAZED/\vY > 1 EERT
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul | ;

}
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PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BERELITHERHIT N
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul |;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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* KAk 16Kk APK Z Export $5&EEI2, FIALETIVERLRAFEERTAPKZERT S,

® Generate Signed APK ﬁ

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------ |

e
Key alias: < my company key D |\|

KE"!.I" passﬂﬂrd : I ....... ]

[ | Remember passwords

70 All rights reserved © Japan Smartphone Security Association. Activity 255 FIAT %



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

4.1.2. )L—ILTvH

Activity ZEBIR. F£7=IE Activity [T Intent ZEETARICITLUTDIL—ILEFHI L,

1. 7HIATOHMERT S Activity (XIELAFRAZRTET S (WHZE)
2. taskAffinity ZfEE LA (78)
3. launchMode Z#EE LAY (78)
4. Activity IZ#E{ET S Intent [ZE FLAG_ACTIVITY_NEW_TASK ZE&E LAY (Wh28)
5. 2Z{SIntent DELMEHERTS (W 7E)
6. JREREZ Signature Permission (. B#7 TN ERLI-CLEZHELTHATS (Wh7R)
7. #HRBEBETRIBESICIEK REETIINSOBERBERFRITTETS (WH7H)
8. FIALL Activity HNEE TESHEILBATRH Intent T Activity R 95 (78)
9. FIALKE Activity Mo DRY Intent DR EMEHERTDH (Wh7R)
10. ¥t DRFET T EEEET HIHEIEFIAE Activity 2R 5 (WH7H)
BEEZRAICIRET DB EICIE. TDEEDEXRDREKEEHE T TS (Wh78)
12. UV TAORBRIETEDRYESLGL (HE22)
4.1.2.1. 7T)RTOAERT S Activity [(FIELFHEERET S (Wh7R)

B—7 VAN DHFIFHASNS Activity (ZithD 7 T)MS Intent 22 (TERBBHEALLY, T2 D K574 Activity
TIXRFEED Activity ZIRET S Intent ZEELLZNIENSZ L, 2D &S5 Activity (FZBARMIZIEARFREL.
JEABA Activity &35,

AndroidManifest.xml
<1-— JE4NEA Activity —
{l-— R4 >+ 3% exported="false”IZ& Y. BATRMIZIENRIRET S —
activity
android:name=". PrivateActivity”
android: label="@string/app_name”
android:exported="false” />

B—7 AN DHFIFHSN S Activity TlE Intent Filter ZERB 3 5 &34 RETHIL TIFAES ALY, Intent Filter
DHEE L. R—77)RDIELR Activity ZFFUH 3 DHYTH, Intent Filter @A THEUHL=EZIZERETH
7D Activity ZREVHELTLESATREMH H 5. SEMIE. 7R/NU AR 4.1.3.1 exported FHEE intent-filter
BREDHAEHE (Activity DIFE)1ESBTEHI L,

AndroidManifest.xmIGEH#EEZ)
<1—— FELNEE Activity —>
{I—— HBA >k 3k exported="false”"IZ& V. BARMIZIEABEREST S —>
<activity
android:name=". PictureActivity”
android: label="@string/picture_name”
android:exported="false” >
intent-filter>
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<action android:name="org. jssec.android. activity. OPEN />
{/intent-filter>
{/activity>

4.1.2.2. taskAffinity ZH5E LA (78)

Android Tl&, Activity [(EFARVIZ&EH>TEEIN D, FRIDERIIE. IL—kActivity DEFDT7 74 =T4IZ&k2> TR
EINd, —ATIL—RLUSND Activity [CEALTIE. BT 2RI T I4=T 42T TIXIRE SN T, Activity D
EBE—RICHIRTFT 5. 5EMILM4.1.3.4 JL—F Activity ISTDWTIESEBTHIL,

TIHILMERETIEE Activity [F/307r—C R 5T T4=T4LLTHD, TOHRR . FRVIFT TS EICEIYETS
NEDT.R—T7FTVRDETOH Activity [FR—2RVIZHIBT 5. FRVDEYLTEEET HICIL.
AndroidManifest.xm| ~DBARIET T4 =T 458 A5, Activity [ZEET D Intent ~D T ST HREET LKL,
=1L, BRI DEY L TELEBLI-GA X, BHB2RVIZET S Activity [TIEIELT= Intent 2317 TJIZK->TH
HHEBAREELH B,

UV TATRBERESTHEE Intent BLUZIE Intent ODRBREZRHFWMoNBEWKSIZTBICIE,
AndroidManifest.xml @ application Ex&FH KU activity B T android:taskAffinity Zi8E€ 3. T4

IRV —D R ERI—)DFEFIZTTRETH D,

LUTFIZIEARA Activity D ¥EREIEFIFEBIIZEH T35 AndroidManifest.xml &Y,

AndroidManifest.xml
I— S RA 2k 1% taskAffinity ZIEE LAY —
<application
android: icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

<I—— R4 > b+ 15 taskAffinity ZIEE LAL —
activity
android:name=". PrivateUserActivity”
android: label="@string/app_name” >
{intent-filter>
<action android:name="android. intent. action. MAIN" />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent—filter>
{/activity>

{l— JEANBH Activity —>
{l—— S RA >k 15 taskAffinity ZHFELAHEL —
<activity
android:name=". PrivateActivity”
android: label="@string/app_name”
android:exported="false” />
</application>
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BRYET I =T 1D MR (X, TGoogle Android RS 3224 AP 2. %5LM . Google Developers API
Guide “Tasks and Back Stack”3MfiZERE LUTO

25T, B, FREP. BRE. LA, WA, £5. MinEI Google Android OS54 AR A7 AF— - AT4T77
—JRX.20094F 7 A)
3 http://developer.android.com/quide/components/tasks—and-back-stack.html
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Activity [TEESN S Intent DERAERY 1. 14.1.3.4 JL—Fk Activity IZTDWNTIZSBI BT,

4.1.2.3. launchMode #i5FE LAY (Wh7B)

Activity DEBE—R &L, Activity ZFEUH TEEIZ. Activity DAV REI ZADFRMER L. IRV DHFHRER %
FlENT B=ODHRETH D, T IAHIIREIL "standard"TH S, "standard”"s&8E TlE. Intent ZFE->T Activity
FHUHTEFITEBICHR ARV REERL, AR VIEEUH LA Activity BNETHFRVITHEL. FHFRIT2R
IDERSINEI LT FRIDFRICERSINDE, FURLIZEST Intent BRI D7 T hris e+ R Y BT HEIC
BB, T8, oo T4TRIERE Intent IZTEDIHEIZIE., Activity DEEEIE—FIZ(X standard" 2B\ AR E
THb.

Activity D EE—F X AndroidManifest.xml| NIZT android:launchMode TERRBIIZER ERIEETH AN, £
SENEHAIZKY., & Activity IZ® LT android:launchMode ZHE € 9. {EZT 74D FEFE "standard” &3 %
RETH5,

AndroidManifest.xml
{I— S RA >k 2% Activity IZ(X launchMode ZIEEE T . {EZ T 74/ bDFEFE” standard” £95 —>
activity
android:name=". PrivateUserActivity”
android: label="@string/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I-— JE4NFA Activity —
{1-= H7RA >k 2% Activity [ZI& launchMode 8T . EEZ T 74/ D FEFE” standard” &5 —>
activity
android:name=". PrivateActivity”
android: label="@string/app_name”
android:exported="false” />
<{/application>

ro
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Activity [TEESN B Intent DERAERY 1. 14.1.3.4 JL—bk Activity ITDWNTIZSBI BT,

4.1.2.4. Activity [Z#E{EF 5 Intent [Z1E FLAG_ACTIVITY_NEW_TASK Z&%E L% (ZH)

Activity DF2EIE—NK [ startActivity()& AL I startActivityForResult) D EITHICHLEE T A ENAHETHY.
BRAIDNFRBIZERSINDIEENH D, TD1=H. Activity DREIE—RFEETHICEELEVWESICTIHEND
%

Activity DR E—FEZEFE T BHIZ(X. setFlags()* addFlags)ZAL\T Intent ITT755 &K EL. ZD Intent %
startActivity() & 7= [& startActivityForResult) D 51 $i &9 5, FRVEFHMRICER T EH-HD T35 (&
FLAG_ACTIVITY_NEW_TASK T#% %, FLAG_ACTIVITY_NEW_TASK AR ESNBE . FEUHEINT= Activity DA
RO TSOVRHBINETAT I SOV EICHEELBVWESIC. HRICZAR IV ER SN S,

FLAG_ACTIVITY_MULTIPLE_TASK [& FLAG_ACTIVITY_NEW_TASK LRIBFIZERTET H_ L1 TED, ZDIFEIC
. ARIDDBTHRERBEIND, ELLDBRELFIRVEERT DAREULH A=, LU TAIRIFHREHRS
Intent [SIEXRELBEVKSIZTRETHD,

Intent DX
Intent intent = new Intent();

// *iRA 2k 6% Activity ISEIET S Intent IZI&. 754 FLAG_ACTIVITY_NEW_TASK ZE&%E LAY

intent. setClass(this, PrivateActivity.class);
intent. putExtra ("PARMN”, "> T 1 THIEER") ;

startActivityForResult (intent, REQUEST_CODE) ;

7. Activity [Z#E{EF S Intent IZ FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 754 ZBARMICERET S
ETARIDNERSINZELTHEDRBARAMoNLGNELIITTESEZEZ LM ELNGL, LHLELNS, ZD
HEEAVTHERFESINT: Intent DRNBEFAIMAZENFRETH D, LT=M>T, FLAG_ACTIVITY_NEW_TASK
DERATEITEIRETH 5,

[4.1.3.1 exported FFEL intent-filter % E DA EHHE (Activity DIFE)1HEKLUT0
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Activity [TEESNB Intent DERAERY 1. 14.1.3.4 JL—b Activity [CDWTIES BT BHI L,

4.1.2.5. ZfE Intent DRLMZHERT D (WH78)

Activity DBATIZE>TETFIRYITEL DM, 215 Intent DT —2ZENIBT BRIZ(X, TIZIE Intent DL L
HEERLLZTNIEESEE,

2B Activity [EFREBEZSEOTT)MS Intent 22 (TES1=0. TILO 7 DBE Intent #Z (TEDTHEENH
%, IENE Activity (FEDT7TUMS Intent ZEEZ (TS EFHEWL, LMALE—7TURD2AE Activity A3t
DT N )MBZITEST= Intent DT —2ZIEAE Activity ITERE T B ENHBT-80. Z1E Intent ZEEHIZRL
THHEZBZATIEELLEN, /A= —FRTE Activity LB IRTE Activity [FZDFEDIVRITH A=, LIEIYZ
€ Intent DRLHUZHERTILENHD,

3.2 ANT—HEDREMEHRTHIZBRT S,

4.1.2.6. JHETEZ Signature Permission (&, B#7 N ERLI-CLEHEELTHATS (WA7E)

BHT7IVETHSFATESEHRE Activity 2151546 . JHBE X Signature Permission IZkY{REELA(T
hiE% 540y, AndroidManifest.xml T® Permission . Permission EREE T TIXRELT+HTH
51=8.T75.2 Permission & Protection LevelJ0DI5.2.1.2 B EE®D Signature Permission TE#771)&E
EILHEIESRIDL,

4.1.2.7. BREBEBRISEICE. BEETT)MoOBERFEHRFEIEET S (Wh78)

Activity DBAFI2&>T. setResult0ZFAVTREERERZ T IBORELETTIDERENELD, AFH
Activity AERIBERERE T RHE . BERELET TIATILY 7 THAAREMAHY ., ERERNEELH-
THEHLNBBERMEAH S, EAR Activity OERTE Activity DIBEI(E. #ERIREEIZEHT ) TH A=
REROBNEHEYDET BHEIZH, /S—FF—BRTE Activity DIBSIFZOHRITLET 5.

CDEIIZ Activity Mo FERFRER T HEZ(E, BEET T Mo DHERFEBORRICEREBLZITNIEESE,

TER BT BX I DIHE DA

public void onReturnResultClick (View view) {

// *iRA Uk b6k IN—rF—FFTJIZERTL TEULMERICE Y RZELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k+—7 FUIZBIRL TEULMER") ;
setResult (RESULT_OK, intent);

finish () ;
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4.1.2.8. FAZK Activity AEIE TE S5 S [XBATH Intent T Activity ZFIAT S (WH2R)

B ERAY Intent [Z&Y Activity ZFI 3 % &. TRI&RMIIZED Activity [Z Intent A {ESh SH L Android OS £
[2H->TLES, HLTILITIC Intent DNEESNTLESIEERFERILELD, —A. BHFRM Intent 12XV
Activity ZFI T 5 &, FEELT= Activity LISA A Intent Z2{ET A LXK HERMEZ 2 TH S,

WIBEAEEZ7 T) (D Activity) Z1—H—IEIRESE B4 E, FIAS Activity 2RITEITRELEVMES £RIT
X, FIFAZ% Activity (EIHEMEDIFETES, D K574 Activity ZFI BT 5155 (ZIZBARM Intent ZFI BT RE
TH5,

B—277URD Activity ZBERE Intent THIAT 3
Intent intent = new Intent(this, PictureActivity.class);
intent. putExtra ("BARCODE”, barcode) ;
startActivity(intent);

DT ) DR Activity ZBEREY Intent THIET S
Intent intent = new Intent();
intent. setClassName (
“org. jssec.android. activity.publicactivity”,
“org. jssec.android. activity.publicactivity.PublicActivity”);
startActivity (intent);

==L D7 T DB Activity ZBAREI Intent TRIALEE®. HF L Activity 5 T7 TUNTILD 7T
HHABEMEDH D, BEE/NVT—V B TRELIZELTH BFETITINEREERYT TVERLC/ v —C 2%
DEMT ) THARREMENH DD, COEIGIRIEHBRLIZWMEE . /A—F—FRE Activity B4R
iE Activity DERZEREITOLELNH D,

[4.1.3.1 exported FRZE& intent-filter FREDHAEHE (Activity DIHFE)ILERTHIL,

4.1.2.9. FIRZE Activity Ao DRY Intent DR E M ZHERTD (»78)

Activity DEATIZE>TETFURVITEGEN ., RUBEELTRIELT: Intent O T —2ZNBS BRI, FTRIE
Intent DR EMZHEZELETNITESEL,

FIASE Activity BB Activity DIFE . FEFEDT7TIMNLEREY Intent #2 (TERS1=8., TIL 7T DB E Intent
#ZTIDEREMENH D, F AL Activity HNIEAE Activity DIFE . A—77UAMNSERY Intent 22 ITERHD T
DRI FHRWNKSIZEZNEED, D7 T M52 (T o1z Intent DT—2EREMNIZRUIEEL TERE T HIEN
HD1=8. Z1E Intent ZEEFHICRETHDHEEZEZTITESLEL, FIASE Activity H/\—rF—FRTE Activity ¥ 5
#BRE Activity DIFE . TOFED YR THAT2H. PIFYUZIE Intent DEREMEHERTIVLELH D,

3.2 ANT—HEDREMEHRTHIZBRTHE,
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4.1.2.10. DR ET T EEHET HI5E (EFI A% Activity ZFERT S (WH28)

it DIFET T EBE T DHERICIERTANIAMNILDHERAELHD. B7 TIRIZFIALET T DIEAE/N
VLA ETHRBLTE FIRAEDRAE N\ 1 ERBFLTOWSEAE N\ AN BT I EHR TS LT,
BYFTELTTIIZ Intent ZFTTHIEEHSIENTE S, ERMAEEFERITOVTIY U TILa—FEoa
2l4.1.1.3 /I"—FF—RE Activity E1’F%>'*'lﬁﬁ'%ﬂ"é%ﬁﬁﬂ'é;&oi?";?iffﬁﬁ"]f;iéﬁﬁﬂll:ﬁbflim.] 3.2
FRARTIIEHER T HI25RIH L

41211, BEZZRAICREBITLIBEICIE. TOEEDRKROREKELHIFTD (WH78)

Permission [CKURESNTVDIEHREES JUHEEEEEZMOT TIICZRNICIRE T HEEICIE. RIEET
TVIZHLTR—® Permission ZEXRT5GELT. TOREKELZHFLLRTAIERSAEL, Android @
Permission £¥a)T/ETIITIE. RESNLEEICHTET7IIDNLDEETIERITOVTOAHEREES
15, COEBRLEDFHEIZKY ., FHVICHMBINEENSSITHOT IVIZ, RED-OIZLEL: Permission &
BRI DIEHARESNDATEEME DB D, D EIL Permission B i (Redelegation)L TLVAIEERERIIC
Z{fA DT, Permission DEBEEZEMRELIF(EN S, [5.2.3.4 Permission DEEEZEMEIZS BT DL,

4.1.2.12. to o TATRBERIITESRYZE ALY (#£22)

THRELZHOTIVEEETIHRICIEE T4 IHEREEZ S TIELSHEWN BEDT TV EEETIHRIZE
WTH.ERILAZWTTIIZ Intent ZRITLTLESEEPEZHIZELD Intent D XFELGETHERMRBLTLE
SURIME®H D, [4.1.3.5 Activity FIREFOOS HAIZDOWTIESET LI L,

T T4TRIRERE Activity ITEMN T RI5E . TORMDRRYRIVERFH LG FNIEESLL, 248 Activity 12
ERLEERIEDTRET HEBERLTNIEESLEL, T/ \—FF—RE Activity B #BRE Activity [IZEFL
ZIFHRETND Activity DRZEITIKFLTRERFRIUR VORI B D, IE2R Activity ITERFTHERICE-ST
%. Intent @ data [TEH=1EHRIE LogCat FEHTRBTHIRINEH S, Intent D extras [& LogCat [TH ASh
BLDT, B T4I7% BRI extras TEMFTHELL,

oL TATRERIEITEDLITEMLEVWKIICTRTRETH S, E1T 5584, FIAL Activity [XIEFETE
% Activity [ZBRFEL. Intent D1E#RAH LogCat NFELAEWESICEELEFNIEEG S,

Fi=. IL—b Activity I2IEE T4 IHREREE S TIXESAELY, JL—b Activity &lX, FRIDPER SN T-FIZE&
AFVESINT=Activity DZETH S, BIZIE, T Fr—hbREIIN = Activity [EFE(Z)L— Activity 'E&%)o

JL—hk Activity ICEALTOEEMIE. TO
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Activity IZ3X{EE N5 Intent DFEAEY 1, [4.1.3.4 JL—b Activity [2DWTIHSBI BT,
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4.1.3. TENURE
4.1.3.1. exported FRE & intent-filter R E DA S (Activity DIHFH)

CDHARXZETIE., Activity D BEMNSIELNER Activity, 4B Activity, /8A—rF—BRTE Activity, B4R E
Activity @ 4 247D Activity [CDWTEREAEZZFRR TS, FEATIZHFSNTLVS AndroidManifest.xml
@ exported EHE intent-filter EXDHAEHEERDRIZELEDIZ, EAIELTLVS Activity DEATE
exported BHH LW intent-filter ERDXEMIELWNZLERERT HI L,

£ 4.1-1
exported B DfE
true false BIETE
intent-filter EEAHS | 86 (EAZLE) (ERAZLE)
intent-filter E&EAALY | 2B, /N—rF—BE. | FELH (EEREL)
B#RE

exported BHEDETintent-filter E&EA S 1&exported="false” |ZEHZILICL TS DL, Android @
RAEVIZIRIFIRNDHY. Intent Filter DHEE L. ERE M7 F)D Activity ZFEVHLTLESSEELFET S
12HTHD. LLTD 2 DORIE. ZDHRADF-HDEDTHD. E 4.1-4 . R—F7TVAHNLSLHMFELH
Activity(7 ") A) ZEEEH] Intent THUHERZWVEELGEEMEDHITHS, Intent-filter(R & action="X"\"ZE &
LTWBDA, 77 ALMWELDTERBEYDEFESEL-TLNS,

FTTUA
BE 2 MIntentZ{E 5T
ActivityZFEUH §

Intent(“X”)

JE/2SBAActivity A-1
exported="“false”
action="“X"

F77UC
BB IntentZ o T
ActivityZ=F U

Intent(“X”)

Activity A-1[ZIEBActivityZZD T, 7
TUANSLMEUH T ZEETERL

Androidifi >R
\_

4.1-4

4.1-5 [Z. 77 A I2IZT7 ) B THREIL intent-filter(® & action="X"\ZE&ELTNBHBAETHS,
4.1-5 Tl&, 77V A HBEEHY Intent ZEELTRI—7TVRDIELR Activity ZFUHZSET S0, [7T)4
—avDRERIFAT7OTHRRFTSIN, —F—DFRIZE>TAR Activity(B-1)NEUHEIh TLESHIZERL
TWS, CNICKYMMT TYISRHLTEU S T IRIEREEELY. EREHRVIELZZ ITIRA A REMEMNELTL

80 All rights reserved © Japan Smartphone Security Association. Activity 255 FIAT %



recotmon  http//www jssec.org/dl/android_securecoding.pdf

““l oo Android 7 T DEF 1T RE - £F 2T AT T H AR 2015 %6 A 1 Bk

ER
( )
FIUA )
2 B IntentZ{E>T T —

l Intent(“X”) : > 1

JE2SBAActivity A-1
exported="false”
action="X"

i

A BAActivity B-1
exported=“true”
action=“X"

Rl CactionZ & L f-Activity B-1h'8 5
L. OSICKYBRAAT7OT HRRSAL.
dA—H—0EIRIZE > T BActivity
B-1H XN TLES

Androidifi R
\_

B 4.1-5

ZD &SI, Intent Filter ZRALMV=IEAE Activity DBEERH Intent FUH LI, BERIEHT T EDEFRD YR
YZFLTLESDTITORETIEEL, BB ZOEFHIETI)A. 7T B DAV A= ILIBFIZIZEKFELLZNI L%
LTS,

4.1.3.2. MART7I)EHERTD

CC Tl A—hF—RE Activity DEEIZET SR MIERERER T S, /\—FF—BRTE Activity [FFRT AR RN
BERINHEDTTINLDT I EREHTL., ThUNDTTUMISIETIEREEERT S Activity THS, B4t
LUSNDT7F)ET A xR ELLBT-6., Signature Permission [C&ABFHIFEIZFIBTELELY,

HEARMGEZ AL, 8—rF—BRE Activity DFIBT7 T D BT EHEZEL, RT AR AMNZZEFEINE-TT)TH
NIEH—ERZFRHET S, BRI TOVENTZTITHNIEH—ERFRELLENEWNSEDTH S, FIRTT7TID
BRI, ART7IINEDIIAEEMEL. TOEHED/ YL AEZRTAN ROV 1 ELLLET S
_&ETIT,

CCThELEHARTTIDERE IZMBEE T L. FIARTITIDI Ny r—C R 1D LB THA TIEAL
M2 ERMERT-NIALVENERS LMLV r—D B I ERICIEETES-OMDT TIADRYTELA
HETHD. YT ELAREG/N\TA—REHTHEERICEER G, — A T OFIAAETHI T H THER
[ZEESCENTES, AEABICHIE T 2ERADREERIEZYMOT TVREELNMFOTLEWN O, E=ZFEAN
RICEEAEZHL ., BB DERRINHUTET7 TV EERT S LB TERWALTE, RTAMNIRMNIT IR %E
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HFRIL-WTFTIDEAE T EA T ERBLTHEVD, YU TILA—FTERT AN RO T2 A XEINE
KT B=OITFEBAET—2D SHA-256 /\y afEZREFTHLITL TS,

COHEIZIERDZDDOHKEHIH D,
® FAFTTIIIZHULT startActivity() TIEAK startActivityForResult() ZFE A LA (T IEAESAELY
® FIRATTIIIZELTActivity IS HDSIFUH T &I TELLY

2OHOHNBEIIVDHLIET DEDFHIKNBEOBERELTRSNDFHNTHAD T, BEICIT 1 DORLCHIKES
7%, COFIEEVHLITT ) D/Rvr— % F8FT 5 Activity.getCallingPackage() D ##91ZkYAELTLY
5%, Activity.getCallingPackage() [ startActivityForResult TFEUHEN=IGSIZOHFFAITT TUD 1894
—DRAERT M, BEEMND startActivity ) TR HESIN G EIZIE null 2RIk EL- TS, ZDF=HZT
BNITDHEEDBTHATTTIN, ZEZARYENTIETH-1zEL T, startActivityForResultOZFEH7x (T
(EESHENEVNSHIFINH D, 51T startActivityForResult() (& Activity 25X TUMMEZEULN=8, FIBTIX
Activity IZBRESNSELWDTHIKEH D,

PartnerActivity.java
package org. jssec.android. activity. partneractivity;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android. view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] kRA b4k FATT T OEAENRTA FUR MIBHFINh TSI LEFERT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1IN— kF+—7F 1) org. jssec. android. activity. partneruser MEFEAE/\vY L 1 {EZ EEF
sWhitelists.add(“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBAZE /Ny L 2 (&
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEEBRE/\v L (&
“1F039BB5 7861G27A 3916G778 S8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UWTRERICHD/S— b —TF TV 2248k ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitel ists. test (context, pkgname) ;

J

@0verride
public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. main);

/] kA bk FIRTT7 TUDERAENKRTA YR MIBHRINTWS L E#HRTS

if (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, “FIATT TV I/ \—kF—7 F 1 TIEAELY, “, Toast. LENGTH_LONG). show() ;
finish();
return;

}

/] kRA U F 5k IN—rF—FTUMBD Intent THHTH. 2{E Intent DREMEHERT S
/] B TIWIZDEEE, 13.2 AAT—20ReMEHDRT S #3E,
Toast. makeText (this, "/A\— rF—F7 TUMD 7o X HY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

// *iRA Uk b6k IN—rF—FFTJICERTL TEULMERICE Y RZELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k7 —7 FUIZBRL T ULMER)
setResult (RESULT_OK, intent);

finish () ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util. Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (okgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAl 1 (" “, “");
if (sha256. length() = 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha2b6. replaceAll ("[0-9A-F1+", “").length() !'= 0) return false; // 0-9A-F LINADXENH B

mWhitelists. put (pkgname, sha256) ;
return true;

J

public boolean test(Context ctx, String pkgname) {
// pkgname IZxt G DIEED/NY L2 BEZTET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED /Ny L 1B EERBO/NY DA EELET S
return PkgCert. test (ctx, pkgname, correctHash) ;
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “”);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BERELITHERHIT N
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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4.1.3.3. Activity [CE{EESN S Intent DEFRAHEY

AR D IL—hk Activity [TEESN Tz Intent (X, ZRIVBREIZEMEN D, JL—k Activity E[FFRIDERELED
Activity DZETH D, FRAYVBEREIZEBMEINT= Intent (&, ActivityManager SR EFES2ETEDT T UL HE
HICHRAHTENTRETH S,

FIUNSEARIBEESBTA3-HODH U TILa—FREUTIZRT  ARVBEEEZSBT5-HIZ(%.
AndroidManifest.xml IZ GET_TASKS Permission QO F|HZEET 3,

AndroidManifest.xml
<manifest xmIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. intent. mal iciousactivity” >

{I— GET_TASKS Permission Z¥§%9 % ——>
{uses—-permission android:name="android. permission. GET_TASKS” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:theme="@style/AppTheme” >
activity
android:name=".Mal iciousActivity”
android: label="@string/title_activity _main”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />

<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

MaliciousActivity.java
package org. jssec.android. intent. maliciousactivity;

import java.util.List;
import java.util. Set;

import android. app. Activity;

import android. app. ActivityManager;
import android. content. Intent;
import android. os.Bundle;

import android.util.Log;

public class MaliciousActivity extends Activity {

@verride

public void onCreate(Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout.malicious_activity) ;

// ActivityManager ZE159 5
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ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE);
// BRY DEREZE = 100 HEET S
List<ActivityManager.RecentTaskInfo> |ist = activityManager
. getRecentTasks (100, ActivityManager. RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// Jb— bk Activity IZEES i Intent ZERB L. LogI2RFT S
Intent intent = r. baselntent;
Log. v ("baselntent”, intent.toString());
Log.v(” action:”, intent. getAction());
Log.v(” data:”, intent.getDataString());
if (r.orighActivity != null) {
Log.v(” pkg:”, r.origActivity. getPackageName() + r.origActivity. getClassName () ;
}
Bundle extras = intent. getExtras() ;
if (extras != null) {
Set<String> keys = extras. keySet () ;
for (String key : keys) {
Log.v(” extras:”, key + "=" + extras. get (key). toString () ;
}

ActivityManager 73R ®M getRecentTasksOIZ&Y . IEELI-HHD IRV BREERBF T HENTES, BERY
D1EHIE ActivityManager.RecentTaskinfo VSR D A2 R 22 (2SN B D, ZD A /N\—ZE$ baselntent
[ZIE. BRI D IL—E Activity [TIEEESN Tz Intent BEIHSN TS, JL—F Activity EIFRRI D ERESNT-EFIC
UHENT= Activity THAD T, Activity ZIFPHEIIRICIE, LTOEHZEELLLE-SGNKIITTEELLT
nIFEsL,

® Activity SIEUNHINFEIZ, FRINFHRICER SN D
® [FUHEINT= Activity BN/ I T SO URHBNETAT I 5K LIZBRICEET H2R YD IL— Activity T
Hd

##. Android 5.0(API Level 21)LIE TIZ. getRecentTasks() M HERB TS AIEHA. BN BHDERIIERE
KUR—LT D LS LEHFZERTEEVBDIZERESNI=f=6, KIBB CTHRALBEEFRELLEE- TS,
f=f2L. Android 5.0 KYRTD /=230 TIIEIEHmERN RISV ETHA=DFTETHIL,

4.1.3.4. JL—F Activity [ZTDWVT

JL—hk Activity SRRV DIER 15D Activity DEETH S, AR MNERSINI-FFIZEEISN T Activity DZET
HD. EEDTHEW BIZIX, TIAHILRERED Activity BAS0 Fr—hHiEEISNT=15E . FD Activity (Z/L—bk
Activity &7%5%, Android DEHRIZ& B &, JL—b Activity [ZEESNS Intent DRBIZEEDT7 T IZE->THRHA
WMondBNAHSH, TIT. IL—k Activity N2 T4IGBREEELLGVKSICHREELLIDLELH D K
HARTIE, FUHENT= Activity BSIL—FEGEDDEFSI=OIZLT O 3 REIL—ILIZE =,

® taskAffinity ZfEELAL
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® launchMode Z¥5E LAY
® Activity (232129 % Intent [Z1X FLAG_ACTIVITY_NEW_TASK Zs&EL 7L

LI, Activity BSIL—rERZDIEED LSHIEEMNERIDIZIL—F Activity [2DWVTEERT S, FUHINhT-
Activity DS IL—hELBT-ODEHIZEET DL, LUFICEIFAEETH 5,

® [FUHIND Activity DIEBE—F
o FUHEINB Activity DARHEFDFTENIKEE

F7. [HUHEN S Activity DEEIE—F DV TERAT S, Activity DEEE—F (L. AndroidManifest.xml
[Zandroid:launchMode ZiEih § 5 ETHRE TE D, sbilb LG MEE (X standard’&AaEN 5, -, EFE—
FI& Intent IZERETEHIFVITL>TEHEERABETH S, FLAG_ACTIVITY_NEW_TASK T34 [&. Activity
#"singleTask" E—K CiEBIS & 5,

EERREGEBT—FIEIRDEEYTH S, FFI<. L— Activity EOBREIZERZH TTEHRAT S,

standard
ZDE—FTHUH NI Activity [(FIL—FEEBH I LT FUHLBIOZRVIZARET %, £f=. BFUHLOD
FEIZ Activity DAV RV ZADNEREIN D,

singleTop
“standard” &R THDD. TAT I TR ARV DRAEEICRIIIN TN Activity ZEBNT5IH5EIZIE.
AVARBDZAMEBEINGENENS JAELTD,

singleTask
Activity [E7 74 =TADIEIZHK > TRRE T AR I MIRE D, Activity DT T4 =T4E—HTDRRIMNI\VY
TSR BBINETAT T SOURIZHEELEVGEIZIX, ZRIHY Activity DAV RAVREEBIZHRIZE
BEhd, FETDERICIFELLLERSNGL, BIETE, BBSh = Activity DAV R AV RFIL—hER
%o

singlelnstance
“singleTask”" R TH AN, RO A TELD, FMERSh=2RTIZIE. JL—b Activity DAHDFIETE
5RTHAH, LEEMN>T. ZOE—RTEEIESN Tz Activity DAV REVRIEXEITIL—THD, CCTEEMN D
BLEOIE, FUHEIND Activity BN F DT I4=T4LRILARTIDRRAIMNBRICHEELTVAIGEE TH>TH, IF
UYHiEh B Activity ERRVIZEFEND Activity DI SRABNELGDIEETH A, TDHE L FHRITZRIMN
EpEhd,

LLE&KY. "singleTask”&E7z[X"singleInstance” TEEE)S L1z Activity [XIL—FZESRAIREM A H DI EN DM D,
TH)DREMEHERT H=0OI1ZIE. ShDE—FTEBILAEVKSICLAITIIERESLLY,

RIZ, THEUPHENS Activity DERIEFDRENIREE IIZDWTERBAT S, =% . Activity AV"’standard”E—KR T
EUHENT-ELTH, FD Activity HNETB T B8R DIREEIZESTIL—b Activity L5558 EM1NH 5B,
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FlEL T, MUHEND Activity DRIRIDBERIZ/NNVI TSIV TEBLTWSIEEEEA D, MELLLIDIE. Z
DRARY D Activity 412 XF2 2 X hV’singlelnstance” TEEL TV SIZE TH D, "standard’ THRUHE ESh 1=
Activity DT7 74=T4 N 2R Y ERLEE-T-FFIZ, BEFD singlelnstance”® Activity D HIRIZ &Y., FFRIRIMN
ERHEIND, F1ZL. ZREND Activity DVFREMNRELHEEIF. ZRVIFERINT | 1V RV R(IBEFDELED
MRAEINS, LWFTRICLA, BUHEN T Activity [X)L—F Activity (2725,

LLEDESIZ, JL—k Activity DFFUHEN S EHITETEROREIKTF T 50 EE#THL, 7TIRARDERIC
[X. "standard”E—R T Activity ZFUHE T KSICT XTI RETH D,

JEA B Activity [SEIESND Intent B 7 TS HRAESNSHIEL T, IEAR Activity DFFUH LA Activity
#"singleinstance” E—RF CRETAHEADH U TILaA—FRELUTIZRT, COH U FILa—FTIE, ELH
Activity AV"standard”E—F CTEEISN B H%, FEUH LA Activity D ”singleinstance” E—F D& HFIZKY . FEAFH
Activity [FFTFRIRI D IL—k Activity E5>TLES, CORF, JEAR Activity ITEESNS U LTI ERIE
ARV BRIZEHRIND=O. FEOT TN oHmAMYBIRETH D, 758 FFUH LA Activity, FEZABE Activity &
LIZE— DT I74=T14%FHD,

AndroidManifest.xm|(GEH#EEE)

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity.singleinstanceactivity” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name” >

= JL— b Activity DFEEIE— K%&” singlelnstance” £33 —>
N= T IA4=ZTAFEBEET. FTVONRvG—D8ET D —
activity
android:name=". PrivateUserActivity”
android: label="@string/app_name”
android: launchMode="singleInstance”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{l— JEANBH Activity —>

- BFE— K%" standard” &35 —>

N=TIAZTAIEBREET. FTVONRvy—D8E5D —>

<activity
android:name=". PrivateActivity”
android: label="@string/app_name”
android:exported="false” />

</application>
<{/manifest>

JE4NRE Activity (&, Z{ELT= Intent [T L THRREEZRT DHTHS,
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PrivateActivity.java
package org. jssec.android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate(Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

// (g Intent DL LM ZHRET S

/] O TIICDERE, 132 AAT—20REMZMHRT 51 3,

String param = getlntent (). getStringExtra("PARAM") ;

Toast. makeText (this, String. format("/X5 A —4& [Y%s| #Z(TH->71=, ”, param), Toast. LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {
Intent intent = new Intent();
intent. putExtra ("RESULT”, "t > T 1 T4ER")
setResult (RESULT_OK, intent);
finish(;

JE2AFA Activity OFFUNH LEITIE. Intent (T35 #5%E 912, "standard"E—F TIELR Activity ZEBIL T
AV

PrivateUserActivity.java
package org. jssec.android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity) ;

J

public void onUseActivityClick (View view) {

// JE4NRE Activity #”standard” E— K CTREEIT S
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Intent intent = new Intent();
intent. setClass(this, PrivateActivity.class);
intent. putExtra ("PARMN”, "> T 4 THIER")

startActivityForResult (intent, REQUEST_CODE) ;
}

@verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra("RESULT”);

/] BET—20OREMEERT D

/] O TNIZDERR, 13.2 AWT—20REMEHRDRT 51 238E,

Toast. makeText (this, String. format ("#ER %s] == (TH>f=, ”, result), Toast. LENGTH_LONG). show() ;
break;

4.1.3.5. Activity #IABOOJ HAIZDONT

Activity ZF|F9 BF&IZ ActivityManager A Intent ODIN&E% LogCat IZH 95, L TORAE(L LogCat ITH
HENB=0. oo TATREBRNEENGENSIITFETREL,

o FIRKLN\VHT—UF
o RFRKISR%A
® |[ntent#setData() TE&EL 7= URI

BIZIEX, A=ILIEET HIHEE . URHITA—=)LTRLREFEEL T Intent #R1T9 HEA—ILTRL AH LogCat [TH A
SN TLES, Intent#putExtra() TRELI-{E I LogCat [CH AShAzL =8, Extras [CRELTEDESIZLEA
NELY,

RDESNTA—ILEFET HE LogCat [TA—)LTRLADNRREINTLES

MainActivity.java
// URI 1% LogCat ICHHAEh B
Uri uri = Uri.parse(“mailto:test@gmail.com”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
startActivity(intent);

KD ESIZ Extras ZFEHTSE LogCat [CA— LT RLARKRREINELES

MainActivity.java
// Extra IZ3%%E L1=RAEIL Loglat [CH A SN ALY
Uri uri = Uri.parse("mailto:”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
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intent. putExtra(Intent. EXTRA_EMAIL, new String[] {“test@gmail.com”});
startActivity(intent);

f=1=L. ActivityManager#getRecentTasks() IZ&>T Intent® Extras D7 TUMNSEEZROHZIGENH D
DT EETHIE, #LKIEN4.1.2.2 taskAffinity ZHEELALY (78) 1. T4.1.2.3 launchMode #iE%E
LUy (428) 18 KT 4.1.2.4Activity [TEIET B Intent [Z(F FLAG_ACTIVITY_NEW_TASK ZRELALY (4
R)IZSHRDIL,
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| 4.2. Broadcast #2{E4%-%{ET3

4.2.1. 73—k

Broadcast #5219 %IZ[& Broadcast Receiver ZE L ENH S, ED & S%: Broadcast #Z{ETHMNITLST.
Broadcast Receiver M %5 RV 0B LGIHHFENERLGS, ROFIETIO—IZL>THERT S Broadcast
Receiver MEDBATTHAIMNEHIMTES, BRI, IN\— F—BREDEHEIZHLEL Broadcast EETT7 TV
DNV —S 2 E2E/T T)THERTDFEMN G, /A—+F—RBE Broadcast Receiver k5 E (L TEX
LY,

L&

C

)

No

7FTIRETT
BroadcastZ X219 %

B#7 UG T
BroadcastZ %159 %

A4 A4 \ 4

Public
/N BABroadcast Receiver

Proprietary
B #t R EBroadcast Receiver

Private
3JE/\BfIBroadcast Receiver

X 4.2-1

F 7= Broadcast Receiver IZIXZDEEAEICKY. §#10 Broadcast Receiver LE)# Broadcast Receiver &M 2
BENDY. TROLSHHEMDENDH D, Yo TINaA—FhTIEEMADERERZEBENLTNS BE. EDLS
%ABFIZ Broadcast FEET AMNIL>TEET HIFHMDBEUGEFHHFEEARE D=, EEFERDEEIZDNT
LEDLETEHRAT S,

& 4.2-1
E&AE FHE
5% Broadcast Receiver | AndroidManifest.xml (2| ® S XF LM BEESIND—E D Broadcast
<receiver>E R FiiR T (ACTION_BATTERY_CHANGED # &) &#Z{ET
BHILTEERTD FLRVEIRINH D
o TFIUAWEIEHLTHSTUAIVAL—ILENS
FTOR. Broadcast #Z{ETE5
EjfY Broadcast Receiver | 77 B 4 5 L i T| e &K Broadcast Receiver TIEZIETERL
registerReceiver() & & U Broadcast THZIETES
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unregisterReceiver() =" | ® Activity HEIEIZH TUL\AHIR1T Broadcast
U3 I&ITkY. BMIC #2{EL1=L V2 &, Broadcast DZIEFTHEHAR %

Broadcast Receiver & JO5SLTHIEITES
% EMERT D ® JE/ABA®M Broadcast Receiver AL TE
A
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4.2.1.1. 3JEZNBf Broadcast Receiver - Broadcast #2159 5 -%£{ET S

JEZ2Bf Broadcast Receiver [, B—7 JURAMLIEIESNT- Broadcast 11745215 T3 Broadcast Receiver
ThY. oL T LMD ELBroadcast Receiver TéHh 5., Bl Broadcast Receiver ZIEABATEERT B &L T
=720V =8, JE/2ABA Broadcast Receiver TIXE%# Broadcast Receiver f2 1+ TSN 5,

R4 Broadcast #2159 3):

1. exported="false"[Z&kY. BARMIZIELFHERET S

2. E—T7IALLEIESINT- Broadcast TH-TH. Z1{E Intent DELMHEHERT S
3. #RERIBE. EETIER—TITIATHLINS., o T4IRBERERELTEL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. privatereceiver” >

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:al lowBackup="false” >

<1-- JE4\BH Broadcast Receiver ZE&HT 5 —>
{l—— %A >k 1% exported="false”IZ& V. BARMIZIENRSBET S —>
<receiver

android:name=". PrivateReceiver”

android:exported="false” />

activity
android:name=". PrivateSenderActivity”
android: label="@string/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
<{/activity>
<{/application>
</manifest>

PrivateReceiver.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PrivateReceiver extends BroadcastReceiver {

@0verride
public void onReceive (Context context, Intent intent) {
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/] *iRA k2% A—7 TR SEESNT-Broadcast TH-TH., 2ZIE Intent DREMEHRT S
/] O TIICDOERE, 3.2 ANT—HDREMEHERT D1 2388,
String param = intent. getStringExtra (“PARAM™) ;
Toast. makeText (context,
String. format (" Ms1 #={EL71=, ”, param),
Toast. LENGTH_SHORT) . show () ;

/] *RA b3k RERIEE—TF7TIATHEINE, £ T4 TRERZRELTKL
setResultCode (Activity. RESULT_OK) ;

setResultData ("> 74 T4 1EHR from Receiver”);

abortBroadcast () ;
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RIZ3JE/ABH Broadcast Receiver ~ Broadcast #2159 %Y JILa—F%Rd, CZCTinBA9 5IE2A B Broadcast
Receiver ~®M Broadcast #{EAH AL, EXa)TAETIERETHSED D, Sticky BFEZLZWLEWLSHIFNH D
CEITSEENDLETHD,

R1> MBroadcast 159 3):

4. RE—77JMA Receiver 375X $5E DBATRHI Intent T Broadcast #1ET 5

5. ZEELEZRE—T7 TN Receiver THAT=H, Lo TAITRIBEMEEFEL TR

6. R—77JN Receiver WS DFERIFWRTH-TH. ZIEET DKL MEMHERT D

PrivateSenderActivity.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// *RA 2k bk B—TF TR Receiver (£ 5 RIBEDBARM Intent T Broadcast #1593 %
Intent intent = new Intent(this, PrivateReceiver.class);

// *BA 2k 5% EEXIZE—7 FUKN Receiver THB=H. £ T4 THIBREEELTEL
intent. putExtra ("PARAM”, "> F 4« T4 IEER from Sender”) ;
sendBroadcast (intent) ;

J

public void onSendOrderedClick (View view) {
// *RA 2k bk B—TF TR Receiver (£ 5 RIEEDBARM Intent T Broadcast #1593 %
Intent intent = new Intent(this, PrivateReceiver.class);

// kA 2k bk EEERIZRA—T TN Receiver THD=o. LoiT4 THBEREEELTEL
intent. putExtra ("PARM”, "> F 4« T4 1EER from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

J

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verr ide
public void onReceive (Context context, Intent intent) {

// *RA 2k 6%k B—F TN Receiver Mo DIERFERTH->TH, ZIET—FDREMEZHRT S
/] O TIZDERE, 3.2 AWT—2DREMERDRT 51 238,
String data = getResultData( ;
PrivateSenderActivity. this. loglLine (
String. format ("#5& %s) #Z{EL71=. ", data)).

}
private TextView mLogView;

@0verride
public void onCreate (Bundle savedlnstanceState) |
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super. onCreate (savedInstanceState) ;

setContentView (R. layout. main);

mLogView = (TextView)findViewByld (R. id. logview);
}

private void logLine(String line) {
mLogView. append(l ine) ;
mLogView. append ("¥n”) ;
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4.2.1.2. Z3BA Broadcast Receiver - Broadcast #2595 %595

/\Bf Broadcast Receiver (&, FEFEZHD 7 TUh 5iEI{ESNT- Broadcast #32{E T3 Broadcast Receiver
Thd, VL7 HEELT=- Broadcast ZZ{ET A ENH A EITITENDBES-,

R4~ MBroadcast 259 3):

1. exported="true"IZ&Y. BRMIZARHZRTET S
2. ZEIntent DREMEHERTS

3. ERERIBE. LI TAIRERES HEL

/NBA Broadcast Receiver Y27 )La—KTdhH Public Receiver &, # /) Broadcast Receiver $ LU EIRY
Broadcast Receiver Ol A THRIAEIN S,

PublicReceiver.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public boolean isDynamic = false;
private String getName() {
return isDynamic ? “/NBAENAY Broadcast Receiver” : “/\BA#%HY Broadcast Receiver”;

J

@verride
public void onReceive (Context context, Intent intent) {

// *iRA 2k 2% ZE Intent DREMEHEET S
// %8B Broadcast Receiver THA=OFATT7 TUATILY 7 THAARNENH S,
/] O TIICDOERE, 132 ANT—2DREMEHRT 51 23,
if (MY_BROADCAST PUBLIC. equals (intent. getAction())) {
String param = intent. getStringExtra (“PARAM”) ;
Toast. makeText (context,
String. format ("%s:¥n T%s] Z={EL 7=, 7, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] kA bk Ik FBRERTIGES. LT TEEREEDHEL

// 4\Bf Broadcast Receiver T#H 1=,

// Broadcast MEIETT TUNTILI 7 THHAREELDH S,

// RV TIZBEB SN TELRABOL MERTHNITHERELTIRLTH KUY,
setResultCode (Activity. RESULT_OK) ;

setResultData(String. format "> > F 1 T TIXAEULVERR from %s”, getName())) ;
abortBroadcast () ;
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£ Broadcast Receiver I AndroidManifest.xm| TE& T %,

AndroidManifest.xml

<?ml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. publicreceiver” >

<application
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name”
android:al lowBackup="false” >

{1-- 4ABA#%HY Broadcast Receiver #E&d 5 —>
== % BRA >k 15 exported="true”IZ&k Y. BARMIZABREST 5 —>
{receiver android:name=".PublicReceiver”
android:exported="true” >
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PUBLIC” />

<{/intent-filter>

<{/receiver>

<{service
android:name=". DynamicReceiverService”
android:exported="false” />

activity
android:name=". PublicReceiverActivity”
android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

E1#Y Broadcast Receiver (704 SLH T registerReceiver() & &1 unregisterReceiver()ZMEUH T 2 &2 &
Uk BEREERT D, RAAREICKYE R EERAERZEITS1=6IC PublicReceiverActivity LIZRAVZERE
LTULVv3%, 818 Broadcast Receiver 4> X4 X (& PublicReceiverActivity &Y A BFHEAR IO
PublicReceiverActivity DA /N\—ZEHELTRIFT HIEIETELL, ZD =6 DynamicReceiverService M *
VIIN—ZE#EL TER Broadcast Receiver M 4> X422 X #{R # & . DynamicReceiverService #
PublicReceiverActivity M oBts /#7952 &ICKYUEIRI Broadcast Receiver ZfifigrIC &8 S 8REFRLT
AV

DynamicReceiverService.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Service;
import android. content. Intent;
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import android. content. IntentFilter;
import android. os. IBinder;
import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

private PublicReceiver mReceiver;

@verride
public IBinder onBind (Intent intent) {
return null;

J

@0verride
public void onCreate() {
super. onCreate () ;

// “\BAENEY Broadcast Receiver #&4%9 %
mReceiver = new PublicReceiver () ;
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter () ;
filter.addAction(MY_BROADCAST_PUBLIC);

filter.setPriority(1); // &M Broadcast Receiver & U E)f4 Broadcast Receiver ZBE &5

registerReceiver (lReceiver, filter);
Toast. makeText (this,
"Ef# Broadcast Receiver &8 L1, ",
Toast. LENGTH_SHORT) . show () ;
]

@0verride
public void onDestroy () {
super. onDestroy () ;

// 4\BAENEY Broadcast Receiver & Z43R%d 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
“Bif") Broadcast Receiver &3 L1-,
Toast. LENGTH_SHORT) . show () ;

PublicReceiverActivity.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view.View;

public class PublicReceiverActivity extends Activity {
@verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. main);

J

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService. class) ;
startService (intent) ;

J

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService. class) ;
stopService (intent) ;

All rights reserved © Japan Smartphone Security Association. Broadcast #%{=9 A 15129 D 101



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

RIZ/2BA Broadcast Receiver ~ Broadcast #{E9 5Y>JILa—K%RT, 248 Broadcast Receiver [Z
Broadcast Z:{ET 55 E . EIET S Broadcast NV IL DI TZICRESNBIENHAEITIFENDETH D,

RAMBroadcast ZEETB):
4. vUITAIREREXELTIIASLEN
5. HEREZZTWMAEE. HRET AR EHIRTS

PublicSenderActivity.java
package org. jssec. android. broadcast. publicsender;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view.View;

import android.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public void onSendNormalClick (View view) {
/] KB bk BT 0 TREREREL IR SN
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > F 4 T TIEALVESR from Sender”) ;
sendBroadcast (intent) ;

J

public void onSendOrderedClick (View view) {
/] dRA b bk €T 4 TIEREEE L TEE S AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra("PARM”, "t > F 4 T TIEALVERR from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

J

public void onSendStickyClick (View view) {
/] hiRA U R dk £ T4 THREREEE L TUIES AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra("PARAM”, "t > F 4 T TIEELVESR from Sender”) ;
//sendStickyBroadcast A% Kl& APl Level 21 T deprecated &% o 7=
sendSt ickyBroadcast (intent) ;

}

public void onSendStickyOrderedClick (View view) {
/] *RAU bk T 4 TIREREEEL TTESEND
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARMM”, "t > F 4 T TIEALMERR from Sender”) ;
//sendStickyBroadcast » ¥ w FI APl Level 21 T deprecated &% > 7=
sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

J

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
//removeStickyBroadcast £ /v Fl& deprecated &4 > TLV3
removeStickyBroadcast (intent) ;

102 All rights reserved © Japan Smartphone Security Association. Broadcast #2159 2" 1A(=9



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

J

private BroadcastReceiver mResultReceiver = new BroadcastReceiver ) {
@0verr ide
public void onReceive (Context context, Intent intent) {

/] kRA b5k EREZITMDIGEE. BRT—ID0REMEHRT S
/] B TIWIZDERE, 3.2 ANT—HDREMEHRT B] 238K,
String data = getResultData() ;
PublicSenderActivity. this. logLine(

String. format ("#58& %s) #Z{EL71=, ", data));

)
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView R. layout. main);
mLogView = (TextView)findViewByld (R. id. logview) ;

}

private void logLine(String line) {
mLogView. append(l ine) ;
mLogView. append ("¥n");
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4.2.1.3. B#%tFR%E Broadcast Receiver - Broadcast Z2{53 5 %595

B#%tfRE Broadcast Receiver (&, BN DT TUMHEESNT- Broadcast Z—H)Z{EL% LY Broadcast
Receiver TH D, EHDBHET TITORTLEERL. BT TINRSERCEEEETH-OIZFIASNI 5,

R4~ MBroadcast 259 3):

1. Broadcast 2{EA DI B E % Signature Permission &9 5

R ZIERADMH B E Signature Permission ZF|HEE 95

exported="true"(Z&kY. BRI AR ET S

£ 89 Broadcast Receiver EZ&IZT. B EZ Signature Permission #ERXEE T 5

&89 Broadcast Receiver &9 4&Z . MM B E % Signature Permission ZBRKEE 95
B Signature Permission AE# 7 IIZKYERERSN TSI LEHERT D
B#t7 ) M50 Broadcast TH-TH, Z{E Intent DR &M EHERTS

Broadcast &ETTIZBE#H T IITHIMS, B TAITRIERERELTELL

Broadcast #ET7JELRILHARERTAPK ZELT D

0 e NV R WD

BH#tFRE Broadcast Receiver 4> F)La—KT#H S ProprietaryReciver [&., #%#J Broadcast Receiver 8 XU
Eh#Y Broadcast Receiver A THIFEEN S,

InhouseReceiver.java
package org. jssec. android. broadcast. inhousereceiver;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class InhouseReceiver extends BroadcastReceiver {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”;

// BHOMAED /Y alE
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable(context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /v 2 (&
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77G8255”;
} else {
// keystore ®“my company key”MDIFBAZE/\v L a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;

104 All rights reserved © Japan Smartphone Security Association. Broadcast #2159 2" 1A(=9



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public boolean isDynamic = false;
private String getName() {

return isDynamic ? "BE#tFEEEH Broadcast Receiver” : "Bt FRE#M Broadcast Receiver”;
}

@verride
public void onReceive (Context context, Intent intent) {

// *RA 2k 6% MBEFES Signature Permission NEHR T TVIZEYUEE SN TWD I L4HRTS
if (1SigPerm. test (context, MY_PERMISSION, myCertHash (context))) {
Toast. makeText (context, "I BT Signature Permission ABE#H 7 FVIZLYEHFEShTULVEL, “, Toast. LE
NGTH_LONG) . show () ;
return;

}

// kA Th BT FTYUMHSO Broadcast THH>TH. Z{E Intent DL LMEHERT S
/] O TIICDERE, 132 AAT—20REMZHRT 51 23,
if (MY_BROADCAST_INHOUSE. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”);
Toast. makeText (context
String. format ("%s:¥n T%s] Z=Z{ELT-. ”, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] hRA Dk 8k BERIFEHT TUTHIN L., £ T« THBERERELTELL
setResultCode (Activity. RESULT_OK) ;
setResultData(String. format "t > LT« T4IEER from %s”, getName())):
abortBroadcast () ;

£ Broadcast Receiver I AndroidManifest.xm| TE& T %,

AndroidManifest.xml

<?ml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousereceiver” >

{I— SkiA > b 1% Broadcast Z{ERAMD I E F Signature Permission ZE&T 5 —>
<{permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”
android:protectionLevel="signature” />

A== KhRA 2+ 2k {ERZEADHMEEER Signature Permission ZFAEET 5 —>
<uses—-permission
android:name="org. jssec. android. broadcast. i nhousesender. MY_PERMISSION™ />

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:al lowBackup="false”>

{I—— R4 >k 3% exported="true”IZ& Y. BARMIZABRERET 5 —
{I— % RA > b 4k FBY Broadcast Receiver €&IZT. B FEF Signature Permission #EREET S —
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<receiver
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiver”
android:exported="true”
android:permission="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION™>
<intent-filter>

<action android:name="org. jssec. android. broadcast. MY_BROADCAST_INHOUSE” />

<{/intent-filter>

{/receiver>

<{service
android:name="org. jssec. android. broadcast. inhousereceiver. DynamicReceiverService”
android:exported="false” />

<activity
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiverActivity”
android: label="@string/app_name”
android:exported="true” >
{intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
{/intent-filter>
{/activity>
<{/application>

<{/manifest>

&8 Broadcast Receiver (3704 S LHT registerReceiver()& &1 unregisterReceiver()ZMFEUH T &2k
YR BREERT D, RAAREICKY E 8] ZRAEBRZEITIT-8IC ProprietaryReceiverActivity EIZRAV %
EEEL TL 3, B8 Broadcast Receiver /> XA2> X [d ProprietaryReceiverActivity KYAEFHABARL V=86
ProprietaryReceiverActivity M A /N\—ZHELTREFTHEIETELLY, ZD 1= DynamicReceiverService
DAV N—FEHELTEM Broadcast Receiver DA X2 X E R S H . DynamicReceiverService %
ProprietaryReceiverActivity MSEAR. /#7352 &KUY Broadcast Receiver ZfEIEMIIC &8k~ B kA7
BRLTLND,

InhouseReceiverActivity.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android. view. View;

public class InhouseReceiverActivity extends Activity {
@verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main);

J

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService. class) ;
startService (intent) ;
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public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService. class) ;
stopService (intent) ;

1

DynamicReceiverService.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE";

private InhouseReceiver mReceiver;

@0verride
public IBinder onBind (Intent intent) {
return null;

J

@0verride
public void onCreate() {
super. onCreate () ;

mReceiver = new InhouseReceiver () ;

mReceiver. i sDynamic = true;

IntentFilter filter = new IntentFilter O ;

filter.addAction(MY_BROADCAST_INHOUSE) ;

filter.setPriority(1); // ## Broadcast Receiver & Y E)f4 Broadcast Receiver K S5

// * R4 >k 5% B Broadcast Receiver Z&Ex3 B L &, MBES Signature Permission ZEBREET S

registerReceiver (lReceiver, filter, “org. jssec.android.broadcast. inhousereceiver. MY_PERMISSION”, null) ;

Toast. makeText (this,
“Eif Broadcast Receiver &4 L 1=, ”,
Toast. LENGTH_SHORT) . show() ;
}

@verride
public void onDestroy () {
super. onDestroy () ;
unregisterReceiver (nReceiver) ;
mReceiver = null;
Toast. makeText (this,
“EhfY Broadcast Receiver Z&483fEKRLT=, ~
Toast. LENGTH_SHORT) . show () ;

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, sigPermName))

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE& L7 TVDNRY—CR2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission M5 & 1%KL
if (oi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName Z2E&E L7 TYDIEAZED/\Y > 1 EEEKT
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul | ;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
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PackageManager pm = ctx. getPackageManager () ;

if (pkginfo.signatures. length 1= 1) return null; /] BEELITHRHE N
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return nul|;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;

PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
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*RAk 9k APK % Export 35 &Z=(Z, Broadcast 11

-

EXTTIERLHRERTAPKZERT B,

® Generate Signed APK

)

Key store path:

Key store password: |_ ------

— |
Key alias: < my company key D |\|
Key password: I ....... ]

[ | Remember passwords

C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |
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RIZB#BRE Broadcast Receiver ~ Broadcast #{E9 5 Y JILa—R%RY, B#RE Broadcast Receiver
IZ Broadcast #1£1E9 %354 . Broadcast Receiver {124 B % % Signature Permission #E K50 ELH D
f=8. Sticky AMEZLGENELSFFINH A EITTENRETH D,

R1> MBroadcast 159 3):

10. #£RZEFADIHBES Signature Permission &€& 3 %

11. Broadcast Z{EFA DM B E % Signature Permission Z¥HAEE T 5

12. ¥ EE % Signature Permission BB 7 TVIZKYERIN TSI LERERTD
13. Receiver (FB#T7ITUVRETHIM D, oo T4IRBEREEELTHLL

14. Receiver (23 B E 2 Signature Permission &R ¥ 5%

15. BREZITMAGE . BRT IDREMEHRT S

16. Receiver A7 7)LRILHAFEERTAPK ZEELT D

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousesender” >

<uses-permission android:name="android. permission. BROADCAST_STICKY”/>

— *RA 2 10k ERZEMADIMEER Signature Permission ZE&HT 5 —>
<{permission
android:name="org. jssec. android. broadcast. i nhousesender. MY_PERMISSION”
android:protectionLeve|="signature” />

{I— R4 > k 115 Broadcast Z{ERDIEEEZ Signature Permission ZF|AEET S —>
<{uses—permission
android:name="org. jssec. android. broadcast. i nhousereceiver. MY_PERMISSION” />

<application
android: icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:allowBackup="false” >
activity
android:name="org. jssec. android. broadcast. inhousesender. InhouseSenderActivity”
android: label="@string/app_name”
android:exported="true” >
{intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

InhouseSenderActivity.java
package org. jssec. android. broadcast. inhousesender;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
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import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class InhouseSenderActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. i nhousesender. MY_PERMISSION”;

// BHOFAED/ Y > a{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable(context)) {
// debug. keystore M "“androiddebugkey” MEEBAE /Y 2 a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”;
} else {
// keystore ®“my company key”MDIFEAZE/\v L a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public void onSendNormal|Click (View view) {

// kRA 2k 12% WMBEFES Signature Permission BT TVICEYESE SN TSI L £HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "I BEEZ Signature Permission ABE#T7 TVICEYEESINTULVEELY, 7, Toast. LENGT
H_LONG) . show () ;
return;

}

// kA >k 13% Receiver (FE#HT TIVRETHEIND., oo T4 THBEREEAELTEHELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAM”, "> F 4« T4 IEER from Sender”) ;

// R4 >+ 14% Receiver |23 B EZ Signature Permission &K 4 3
sendBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”) ;
}

public void onSendOrderedClick (View view) {

// *A 2k 12% HBEFE Signature Permission AEH T TYICEYEBE SN TR I L 2HERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “JhEEZ Signature Permission WE#H 7 FUICKYEZRSNTULVELY, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

// R4 >k 13% Receiver [FBE#H T TUVRETHZIMND, oI T4 THBEREZXELTE LW
Intent intent = new Intent(MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAM”, "t > L F 4 T4 1ER from Sender”) ;
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// %A > b+ 14% Receiver [ZJHEE S Signature Permission #EXRT 3
sendOrderedBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”,
mResul tReceiver, null, 0, null, null);

J

private BroadcastReceiver mResultReceiver = new BroadcastReceiver ) {
@0verr ide

public void onReceive (Context context, Intent intent) {

/] kRA b 15k #EREZZITMDIEE. HRET—I0REEEHERT S

/] HOTIZDERR, 3.2 AWT—2DREMERDRT 51 23R,

String data = getResultData() ;
InhouseSenderActivity. this. loglLine (String. format ("8 l%s) #=Z{EL 1=, ", data));

)
private TextView mLogView;

@verride

public void onCreate(Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld (R. id. logview);

}

private void logLine(String line) {
mLogView. append(l ine);
mLogView. append ("¥n") ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “7);
return correctHash. equals (hash (ctx, sigPermName))

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE& L7 TVDNRY—CR2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission M5 & 1% 5Bk
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if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE & L1=7 TYDIIAEZED /v L 1 EZIRY
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul | ;

}

PkgCert.java

package org. jssec. android. shared;

import java.security. MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (okgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEELITHEDHEL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul |;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
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}

hexadecimal. append (String. format ("%02X”, b)) ;

return hexadecimal. toString () ;

*RAk 16k APK % Export 35&Z1Z, Receiver Bl 7 TJERILHREEHRETAPK ZEL T 5,

# Generate Signed APK

==

Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ------- |

Key alias: my companw

B

KE'"!,I" paggﬂgrd : | .......

|

[ | Remember passwords

| m | Cancel | | Help |

X 4.2-3

All rights reserved © Japan Smartphone Security Association.

Broadcast #%{59 %" Zf59 %

115




recotmon  http//www jssec.org/dl/android_securecoding.pdf

““l oo Android 7 T DEF 1T RE - £F 2T AT T H AR 2015 %6 A 1 Bk

4.2.2. )L—ILTvH

Broadcast ZEZETAMIZIZLLTDIL—ILESFR L,

1. 7TIRTOHERT S Broadcast Receiver [EIEAFRTET S (Wh7R)
2. ZEIntent DREMEHEDRTS (WHZE)
3. JBXZ Signature Permission &, BR7IUNEELICEEFRERLTHRATS (W78)
4. HRHRBEREDRIHEICE. REETTIHNLOERERREIEIETS (WHZE)
5. Ui T4I%E#R%E Broadcast 2 {E T HIHE(E. ZIEATHE%E Receiver ZHIRT S (78)
6. Sticky Broadcast [ZIEt2 T4 TR IERES O (78)
7. receiverPermission /A5A—A2MEE L Ordered Broadcast [XEMNENZEABH DI EITEER (WZE)
8. Broadcast Receiver Mo DIRIET—ANEEMEHERT S (W7E)
9. BEZZRMICIRETIGEEICIE. TOEEDRKDFREKELHIFT S (W7E)
4.2.2.1. 7T)RNTOHEMAT S Broadcast Receiver [FIEAFEZTET S (WH7H)

7TIVATHOHERAEINS Broadcast Receiver [FIEABHFRET S, ChIZKY. D7 TUALLERET
Broadcast ZZITH-TLESIZENLLLY, 7N DEEEFIRASNEY., 7TIOHEICREEZELIYT S0
ST ENTES,

RI—77VAISDHFIFAEN S Receiver TIE Intent Filter 2/ E T A LG HZ XL TIEELZSELY, Intent
Filter D8 £, B—77JARDIELEH Receiver ZIFUHE T DEYTE. Intent Filter BHTHFUHLIzEEIZE
K97 ) DAE Receiver #FVHELTLESBELFLET HMOTHS.

AndroidManifest.xmI(3EH#E22)
- 5\ &7 7 1JIZ3E22BA& 3 % Broadcast Receiver
{I-— R4 > + 1: exported=“false’&3 3% —>
<receiver android:name=".PrivateReceiver”
android:exported="false” >
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_ACTION” />
<{/intent-filter>
{/receiver>

|
|
A\

r4.2.3.1 HHEALTXL exported EZTEE intent-filter RE DA S HE (Receiver DIFR) LSBT DL,

4.2.2.2. ZEIntent DRLMEHERT D (WH78)

Broadcast Receiver MAATIZ&>TETIRVIEIERLEEM, ZIE Intent DT —2ENEIBEIZIE, FTTZIE
Intent DL EHFHERLTITIEES,

/2B Broadcast Receiver IEFEFEZSH D7 TS Intent #Z(TES1=8, YILIT7 DKRE Intent =2 1TERS
ATEEME DY B, IEA R Broadcast Receiver (LD 7 H 5 Intent ZEHEZ(TERDZ &(EAHL LALE—7 1)
AN 2B Component At 7 )M ZI1TEL> 1= Intent DT —4%IE/AEA Broadcast Receiver [ZERiET 5
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EDNBHDT=0. Z1E Intent FEEZHIZRETHHEEZTIIESLL, B#EE Broadcast Receiver (&% M d
DYRITHBI=H. LIFYRIE Intent DR LM EHER T ILELH D,

3.2 ANT—EDREMEHERTHIZSRT S,

4.2.2.3. JBEEZ Signature Permission (X, B#7TUNERELI-CLEERLTHATS (7A)

BHO7 T h5EESNTz Broadcast 7Z(F7EZ{EL. TN LS D Broadcast Z—HIZELLGVLEHRE
Broadcast Receiver #{E 515 & . B E & Signature Permission ICKYBRELLZIThIE LS,
AndroidManifest.xml T® Permission FEZ. Permission BEREEZ(TTIXRENT+HTH S8, 5.2
Permission & Protection Level JD[5.2.1.2 B EZ® Signature Permission TE#7 ) EET I A% 1%
ST 5HIE, F-MMBFER Signature Permission % receiverPermission /A5A—4IZ#5E L T Broadcast 1%
ETL5E8LRAKICHERTILENH D,

4.2.2.4. BEBEBRERISEICE. BEETI)ALOBRERFRIEETS (WH78)

Broadcast Receiver MR 4 FIZ &> T setResult)IC&YIERIFERZ BRI 7ITIDERENELD, N FH
Broadcast Receiver DIB& &, #ERIBRZEEDT TINTIL Y7 THAHEREMLHY . BRIERHIEEZE->THE
ONBERMEDH S, IE2AR Broadcast Receiver 2 B#L[RE Broadcast Receiver DIH&E(E. FERIRESTIEE
HEART ) THA-ORERBEROFVEHFYLE T ILEIXAL,

Z M &SIz Broadcast Receiver N ofERIBFHRERTIBEICIE, RELXT IO DFERFROIFBICEELL(T
nIFEsiu,

4.2.2.5. v T4TH1E#R%E Broadcast E{ET BHE (L. ZIETEEL: Receiver ZHIfET % (Wh78)

Broadcast ELVSBHIMNKRT LIIZ. F1F1 Broadcast IETFEBFELSHOT TJIZIFERE—FEELY., 24305
FEMLIEYVTHEEFERLTEON A TH D, TD=HtE P T47%1E#$R%E Broadcast #ET RI5AI(C
X, DI TP ICEREME SNV ESIISTIERVERAIDELL S,

t2 T4 IJ%1ER%E Broadcast #{E3 A5 A . 588 TE5 Broadcast Receiver 1EITMZ{ERRETHY. D
Broadcast Receiver [IZERFIRETHIDENH D, TDT=HD Broadcast :IFIEHEIZIZUT D ES3GEDHH
%,

® BARHY Intent T Broadcast #{EF A& TIHAEZEEL ., BEELI-{E3 TES Broadcast Receiver 721112
Broadcast #/@(T %A%, COFEICITRD 2 DD/ —2hH b,
» [E—7 7N Broadcast Receiver SECTHMNIL Intent#setClass(Context, Class)IZ&YUSEEZRE S
3, BAMAI—FRIZOVWTIEY YT ILa—FR+Eo2arl4.2.1.1 JELR Broadcast Receiver -
Broadcast1#£3&123 45 &,
> @7 D Broadcast Receiver FETTHLIL Intent#setClassName(String, String)IZ &k YFEEZR
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E9 BN, Broadcast EFITEILBEIRE/ SvTr—2 D APK BLDRAREFRERT AN ANEBELTH

AIL=7 ) THAHILZMHERLTH S Broadcast (59 5. ERICITFEEM Intent ZFRIFATEEHRD
HENERBWTH S,

® receiverPermission /ASA—4|Z3 B E % Signature Permission #$§%EL T Broadcast :X{EL. 5889 %

Broadcast Receiver IZ#3% Signature Permission ZF|RAEE L TH55 A%, EAMGZI—RIZOWLTIEY

V7NN a—K+523204.2.1.3 B#ERE Broadcast Receiver|%5&(23 52 &, £1=2M Broadcast #1E

FEEFERETBHICIFIL—ILI4.2.2.3 MBE TS Signature Permission (&, B7TUNEERL=Z XL

THRATS (W7A) 1B BERALE T NIXESALY,
4.2.2.6. Sticky Broadcast [ZIZt2 T4 IEREZS HELY (78)

B D Broadcast (. Broadcast X {EFFICZ{EAIAEIRAEIC$H S Broadcast Receiver [CR{ENEEhLHE. £D
Broadcast (XL TLES, —7 Sticky Broadcast(# kU Sticky Ordered Broadcast, LA FRI#R) (X, ZEEFF
ICZ{EIKREICH % Broadcast Receiver [CZENEINF-HRELATLEICFERALDDOH . ZD#&
registerReceiver) IC K YR ETET LS LN EFHMTH D, X EIZTH o fz Sticky Broadcast [&
removeStickyBroadcast()IC&YEED 21 THIRTE S,

Sticky Broadcast [XHEEEA Intent [CKDHFEAMNFIIRTHY. receiverPermission /NTA—FZFHFE LT
Broadcast 3E{E (X TEALY, LT=H>T Sticky Broadcast TiEEL-IERIEITILIITEEOTREELHDO 7T
MR TETCLES, LIz > Ty 74772 1E#i % Sticky Broadcast TiEEL TIEABELY,

4.2.2.7. receiverPermission /3A5A—A2M3EE %L Ordered Broadcast (@MW EARH B EITEE (WAZE)

receiverPermission /ASA—4%EEE FIZEESN Tz Ordered Broadcast [, TIL 7 EETTFHEESHD
7 T)MNZIETHETH S, Ordered Broadcast [& Receiver BhioDIRYIEREZITE D=6, F=IEEHD
Receiver [CIERLIBZEE H-DICFIHEN D, BEEDEL Receiver M J[ER Broadcast AEEEINHT=8.
BEEZESLEZTILD 7 NEAIC Broadcast #Z{EL abortBroadcast) 3 5&. ##E D Receiver I
Broadcast A EE{E S5,

4.2.2.8. Broadcast Receiver o MIRIET—FND LM EFERT S (Wh78)

BT —A%%YiRL TET-Broadcast Receiver DA AT &> TEFIRVITELGLDN, EARMIZIZTZELHKR
T—ANRKET—2THATREEEEZEEL TREICUREBLE T NIZAZSEEL,

iR {E T Broadcast Receiver /2B Broadcast Receiver DIFE . FEEDT7 TN RYT—2EZ(TEDT=5H.
TILIIT DRBT—2%EZTIB A HeE M 5. 1R1E T Broadcast Receiver A33E/ABH Broadcast Receiver ®
SE.B—TTIVRADLSDHERT—EATHIDTYRIIFHBVNKSIZEZANBEN DT TN S ZITER Iz T—4
FEENICHERE T —RELTBRET I LN H A BRT —FEEZHICRETHIHEZATIILELAL, BRI
7t Broadcast Receiver /'E#1BRE Broadcast Receiver DIHE . ZDHREDIRITH A=, LIIVERT—4
PNRET—AHTHLIIHEMEZEEL TR EICREBLEFNIEESREL,
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3.2 ANT—EDREMEHRTHIZSRTHIL,

4.2.29. BEZ-RMICRBIHERICIE. TOEEDERODREKELHRTD (Wh78)

Permission [CKURESNTVDIEHREES JIUVHEEEEEZMOT TIICZRNICIRET HHEICIE. RIEET
TIIZHLTR—® Permission ZEXRT5GELT. TOREKELZHEFLLETAELS%EL, Android @
Permission £¥a1T4ETILTIE, RESNEEICHTETITIHNLDEETIVERIZODVWTOHEREEE
15, COERLEDFEICKY, FHAVICHMBIN-EENSSITHOT T)IZ, RED-OIZLEZ: Permission &
BERGHIEHKIRBESNDOUREELH S, CDZEIX Permission ZFHBZEL TSI EEEEMICHEMAZ DT,
Permission DB ZEMBEIEIEN S, [5.2.3.4 Permission DEREZEMEIZSHBIIL,
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4.2.3. TENURE

4.2.3.1. AL TXLY exported ERTEE intent-filter SR E DA & (Receiver DIFH)
F 4.2-2 |%. Receiver #EETHEZITERALTHEL exported BEL intent-filter EXR DA EHEETRL
T %, lexported="false”"m D intent-filter E&xHY IDFEAZRAZLLELTLSERIZDOWLNTIELL T TEREA

ERE

% 4.2-2 exported EiE& intent-filter ERDOBA S HEOHERATAS

exported EBHEDE
true false \|IEE
intent-filter E&H% 5 Gl [RANZEIE =
intent-filter E&ZAVELY a] A] 2=t

intent-filter &L . HD. exported="false”Z{EETHLERAZILLLTVADIE. A—7 VRO IELMH
Receiver IZ[d] 11T Broadcast Z£{EL1=23YTH, ERE T 7 TUD 2B Receiver ZIFUHLTLESIHEED
BHEITEHLTHD, LTD 2 DO TEREALMFEUHE LA % F4HBT S,

4.2-4 1%, A—7 )AL LLHNIELEE Receiver(7 ) A) ZEEEK A Intent THREUHELWEELIEDH T
H 5, Intent-filter(® & action="X"EEEZLTWADM, 7)) ALMWEZELDTERBEYDEIEELELHSTLVS,

( )

FTUA
IS EAMIntentZ{E>T
ReceiverZMEUNH T

l Intent(“X”) :

JE/ABfReceiver A-1
exported="“false”
action="“X"

77C
& ERfIntentZ {#->T
ReceiverZM U H 9

Intent(“X”)

JEABAReceiverZ o 1=F7 TUAD HHY
A2 A= ILEN TS EEIF. F—7
TN TOHHBroadcastiZZIEMNTTHN
%o

\Androidﬁﬁ"ﬁiﬁ

4.2-4

4.2-51&. 7FTIAIZMAT7ZF) B THREL intent-filter(E & action="X"\#E&ZLTLSHETHD. 7.
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D7 )T ) O KEERAY Intent T Broadcast Zi21E9 5D, FJE2ABH Receiver(A-1)EIIEZEZLELDT
HIZtEX ) TAHIZIERBEICES LR OB RO L),

X2 TECHEIZHEDDE, 7 AIZKBRI—7FTINDIEAR Receiver DIEUHLTH S, 77 A bEE
ZAHY Intent Z Broadcast $4&. B—7TUADIELR Receiver [THZ T, EL Intent-filter ZE&LT- B O
DR Receiver(B-1)HZ M Intent ZZ{ETETCLEINSTHI(EDFEDKEN), ANSTT) B ITxLTEY
DT ATINEREEETHAREENELCTLES. 7T B BNILYz7THNIE, TRFFEUITAITLERDF
BIZE;MN D, £z, Broadcast A Ordered Broadcast THo1-5 &L ERILAWMERIFHREZITE-OTLESH
ML H 5,

(" N
7TUA
BE EA M IntentZ{E->T
ReceiverZIEUNH 3
l Intent(“X”) :
F77c
JE/NBHReceiver A-1 A& B MIntentZ > T

exported="false” Receiver&M U H T

action="X" @

A BAReceiver B-1
exported=“true”
action=“X"

Rl CactionZ 2 L 1=ReceiverH‘#Fo1-
BROT7T)RA R —ILENnT=15E
[&. T RTDReceiver|Zintent A ER{E =
ns

Androidifi R
\_

B 4.2-5

=1L, Y RTLDHEIET S Broadcast Intent DA EZ{E9T % BroadcastReceiver #ERE T HIHFEITIL.
Fexported="false”m D intent-filter EXHY IZFEATEHIL, D SALUSN DA ELE EFES>TULITELY,
i, D RTLHAEIET S Broadcast Intent [(CEAL Tl exported="false" THLZIEMHETHDHELVSIEEIZHE
o VAT LMEIET S Broadcast Intent £ELC ACTION @ Intent b7 TUMEELIIBE. TNEZIELT
LESEERLLGEVEEERS ISR AEEENHEM . ThiE exported="false’ZEET A EITEOTHSTEMN
TE%,

4.2.3.2. Android 3.1 LIRE(X7 ) 28L& Receiver ME RSN
Android 3.1 LI Tl&. AndroidManifest.xm| [Z##4IZE &L 1= Broadcast Receiver (&£, 1> A+—)LLTI=1E1F

TIIEMDZLESBEVLDTEENVLETH D, 7% 1 BRRETEHIET, TNLED Broadcast #Z{ETEDES
|2%5, 12 A—JLi&(Z Broadcast ZIEZMJH—ICL TREBEZEEFSE D EIETELEA T, 7=7ZL Broadcast
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NDEEHIT Intent [Z Intent.FLAG_INCLUDE_STOPPED_PACKAGES #%FEL TBroadcast ={EL-B&IL. —
ELHLiEELTLVEWLWTZ TUTH->THIM Broadcast #2{EFBHEMTES,

4.2.3.3. BLCUID #EF>7)mMoiE{EEh - Broadcast (L. JE2 B Broadcast Receiver THLZ{ETES

BHEHOT7IIIZREL UID #8535 TES, DA, =% IEAB Broadcast Receiver TH-TH, FL
UID 7 7)) hoiE{EEnT- Broadcast [FZ{ELTLES,

LALChIEtEFa) T LRRBELGAI LG, AL UID 227 UL APK 2B L T AR ERN—HTEE
MNRIESNhTHY., JELABH Broadcast Receiver NZIETAHDIEB# 7T hbiEIEESNT=-Broadcast [CRESh

M5 TH B

4.2.3.4. Broadcast MIELHEFD

1%1E9 % Broadcast I& Ordered ™ZF5 THUL A, Sticky MES TLHLA DA EHEIZKY 4 8FFD Broadcast
WEET 5, Broadcast EZEAAVYRIZIEL T, #1529 % Broadcast DIEFEMNRE D,

= 4.2-3
Broadcast MiE%E EERAYYR Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

ZFNZFh D Broadcast DIFHIIRDESYTH D,

= 4.2-4

Broadcast MiE%E

Broadcast MFEFE LD 4FH

Normal Broadcast

Normal Broadcast [F={EFIZZ (S RI 687K A& 14 5 Broadcast Receiver
[CECE SN THBT %, Ordered Broadcast &E71Y, %3 Broadcast
Receiver A [E BFIZ Broadcast ZZE 35DV HFHTHL. HED
Permission ##27 71)®M Broadcast Receiver Z11IZ Broadcast #Z/{§&
H5IEBTES,

Ordered Broadcast

Ordered Broadcast [FX{ERFICRZ{EFBEZZIKREIZ & % Broadcast
Receiver M—2 9 DJEHEIZ Broadcast #ZET HENEHTH D, LY
priority {EAYKELY Broadcast Receiver ANEICZIET D, TRTD
Broadcast Receiver IZEEiESET 9 4. ®H D Broadcast Receiver A%
abortBroadcast) ZFE UM L =35 & 12, Broadcast (FHRT 5. BFED
Permission 3| HE S L1=77")® Broadcast Receiver =[1(Z Broadcast
ZZESEBHILELETE S, £ Ordered Broadcast TIXEETH
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Broadcast Receiver o DFERIFHMEZ TERES L TE S, SMS ZIEBAN
Broadcast(SMS_RECEIVED) [% Ordered Broadcast DX RHITH S,
Sticky Broadcast Sticky Broadcast (F:X{EFFICZ{ERIRELIKAEIC$H S Broadcast Receiver
CEESNEZRICEBRTAZELEEHBRTLAIZERYKET., &I
registerReceiver()&#MEUH L=7 A Sticky Broadcast #2{595¢&
MTEBIEN M TH S, Sticky Broadcast (Ffthd Broadcast EELYH
FRIIER T AT LT LD T, Sticky Broadcast WARE (A -f-&E(2, B
~HIIZ removeStickyBroadcast() MU H L T Sticky Broadcast ZHiES
HELENH D, D Broadcast L&Y, HED Permission ZFD7 1)
@ Broadcast Receiver 721712 Broadcast #2{ES 852 &L TELRLY, /1y
T1)—IKBEZ FE &N Broadcast (ACTION_BATTERY_CHANGED) (% Sticky
Broadcast DX EHITH 5,

Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast D5 D45 %#F 7= Broadcast
T#H 5, Sticky Broadcast &Rk, ¥ E®D Permission ZH D27 TUD
Broadcast Receiver f21+(Z Broadcast Z2{ESE DT EIETELLY,

Broadcast DIFHMLGIRA BV DR AT, LRAWSISHICEHRIETLLETRIZLS,

& 4.2-5
Broadcast M4FHRIGIR S 5L Normal Ordered Sticky Sticky Ordered
Broadcast | Broadcast | Broadcast Broadcast

Z{E ™I 8E%: Broadcast Receiver %
Permission [Z&YHIRT S © © B B
Broadcast Receiver H 5> M ALIREE
REWMETS - © N ©
Jlg & I Broadcast Receiver [Z
Broadcast ZAEE 5 B © B ©
BRITEESN TLVS Broadcast &

- e - — @) @)
BHLZIETS

4.2.3.5. Broadcast #{EL1-1E#H A LogCat [CHASNBIHEELHS

Broadcast MXZEITEAMIZ LogCat ITH AZhELY, LML, ZIE/ID Permission RRIZKDIS—40, &
{E81D Permission RRIZCKBIS—DIRIZ LogCat [CTS5—O4F N hEhd, T5—0O41Z1E Broadcast Tik
E9 % Intent FREEFENDDT, T5—HEMIZ(X Broadcast #IET 5158 (F LogCat ITRRESNDIEITEE
LTIELLY,

XD Permission NEEDI S —

W/ActivityManager (266) : Permission Denial: broadcasting Intent { act=org. jssec.android.broadcastreceiver.creating
.action. MY_ACTION } from org. jssec.android. broadcast. sending (pid=4685, uid=10058) requires org. jssec.android. per
mission. MY_PERMISSION due to receiver org. jssec.android.broadcastreceiver.creating/org. jssec. android. broadcastrec
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‘ eiver. creating. CreatingType3Receiver

=)D Permission NERFDI S —
W/ActivityManager (275) : Permission Denial: receiving Intent { act=org. jssec.android.broadcastreceiver.creating. ac
tion.MY_ACTION } to org. jssec.android.broadcastreceiver.creating requires org. jssec. android. permission. MY_PERMISS

ION due to sender org. jssec.android.broadcast. sending (uid 10158)
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I 4.3. Content Provider 2% -FIfAT 3%

ContentResolver & SQLiteDatabase D A% —Jxz— XML TLVS =& . Content Provider (%
SQLiteDatabase LFEICEBRAHLHEENEN SN DI EAZLY, LAOLERRIZIE Content Provider (7 FURT
—ARBDAVE—TI—RERETAEIT. TAEAREOEAXI—UBLLGENWEITTENDLER ERT S
Content Provider RERTT—2DR#FIC SQLiteDatabase #E52LETESDL . XML 77AILIE ED R DR FR
KEESITLEZTED BB, CSTRNT IV TINa—FRICETAR2ERETILEZEEFELOT, BEIZGLT
BN A&,

4.3.1. o7 )La—k

Content Provider MED L3 IZFIASNBMIZLH>T. Content Provider 232 31 R 0B YL EHFEMNE
115, ROFIFI7O—IZL>TER T B Content Provider WEDBATTHANELIMTEZ S,

FE LD
TVIZFAZERD S

v Y

Private Public Exclusive Proprietary Temporary
JEABfContent Provider ABfContent Provider I\_F#—_BE.E EHBEE. _H##FEI.
Content Provider Content Provider Content Provider
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4.3.1.1. 3JEZ4NBH Content Provider 45 -FIH3 5

JE4*BA Content Provider [, A—77JRZITTRIFAESh S Content Provider THY. Lo R EHEDEL
Content Provider T#% 5, f=1=L. Content Provider MIEABIERE L Android 2.2 (APl Level 8) LIRITlE#
BELIEWCEITEENARESS,

LLTF. JE22B Content Provider M E#EHIZERT,

K14 M(Content Provider Z4£5):

1. Android 2.2 (API Level 8) LARIITIZIE/ABH Content Provider #3R&Z LA (TEALY)
2. exported="false"IZ&kY). BARMIZIELFHERET S

3. RA—7FIVANLDYIIRANTHOTH, NIA—IDREMEHERT D

4. FIATT7IVER—T7 TITHZIMS., B T4THERZEZRZELTEL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android.provider.privateprovider”>

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >
activity
android:name=". PrivateUserActivity”
android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<l—— % RA >k 2% exported="false”[Z& V. BARMIZIEARBETS —>
<{provider
android:name=". PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />
<{/application>
</manifest>

PrivateProvider.java
package org. jssec. android. provider. privateprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Ur iMatcher;
import android. database. Gursor;

import android. database. MatrixCursor;
import android.net. Uri;
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public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider.privateprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. i tem/vnd. org. jssec. contenttype”;

// Content Provider MR T 54 22— 7T 1 — X Z 0
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUr iMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUr iMatcher. addURT (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Address. PATH + “/#", ADDRESSES_ID_CODE) ;
}

// DB ZFERAETICEEMEERTHICLTLNST=0., query *Y v KTiRY Cursor ZEH/IZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCur sor. addRow (new String[] { "1, “dtig&” });

sAddressCursor. addRow(new String[] { “2”, "&&" 1)

sAddressCursor. addRow(new String[] { “3”, "&F" });
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id", “path” });
static {

sDownloadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample.txt” });

J

@verride
public boolean onCreate () {
return true;

J

@verride
public String getType WUri uri) {

/] )k RAY R 3Ik A—TFTVANLDIVI IR THLTH, NI A—FDRENLEHRT S
// CCTlRuri MEEDEHATHS - &%, UriMatcherttmatch ) & switch case THERL T3,
/] 13.2 AAT—2DRLMEHET DI #5E,
/] hRA U kdk FRATT7 TVEER—F7 T THEI L., £ T4 THEFEREREZELTEL
// 1=12 L getType RN T4 THEKREFE DI LEHEY LN,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case ADDRESSES_CODE :
return CONTENT_TYPE;
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case DOWNLOADS_ID_CODE :
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : ™ + uri);
}
}

@verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] )k RAU R 3Ik A—TFTVANLDIVIIRTH-TH, NI A—FDRENEHRT S
// CCTlRuri MEEDEHATH S Z &%, UriMatcherttmatch ) & switch case THEERL T3,
/] FDMDINZA—FDHERIEH Y TIVIZOEERE, 3.2 AT —20REMEEHRET D] 258K,
/] hiRA Yk dk FRATT7 TVEER—7 T THEI L., £ T4 THFERERELTE L
// query DIERENEL LT 4 THEKREFEONE S NIT T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

defaul t:
throw new IllegalArgumentException (“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] K)kRAU R 3Ik BA—TFTTIVANLDIVI IR THLTH, NTA—FDRENEHRT S
// T Tlhuri AEEDEFHNTH S Z &%, UriMatcherttmatch () & switch case THEEL T3,
/] TDHDINTA—F ORERITY Y TILIZDEERE, 3.2 ANT—2DREMEERT S #5R,
/] hiRA Y Ak FIRATRT7 TIVEER—T7 T THEHN L., £ T4 THERERELTE W
// Insert $ER, HBEINZ DAL T« TRERZFONESINITTURE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return ContentUris.withAppendedId(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] KRA 3Kk =T TIRANLD YT IR RTH->TH, INSA—ADREMEHERT D
// T TlRuri NEEDERATH S Z &%, UriMatchertimatch () & switch case THEERL TV,
/] FDOHDINT A= DREERTY Y TILIZDEERE, 3.2 AhT—20OREUEHRET 5] #5H,
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/] kRA Uk dbk FRATRT7 TVEER—7FTVTHE2MD, T4 THBERERELTEL
// Update ShtizLa—F#EAEL T4 THREKREFONESHIET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return 5; // update Shi-La— F#%ZRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] hRA Y k3K A—=TF7TUARALLDYI IR LTH-TH, NS A—FDREMEZHRT S
// T TlEuri MEEDSEHERNTHD Z & %, UriMatchertimatch ) & switch case THEZEL T3,
/] FTDHDINTA—F ORHERIT Y TIVIZDELRE, 3.2 ANDT—2DREMEERT L] #5R,
/] hiRA Yk dk FRATT7 TVIEE—7FT I THEHI L., £ T4 THEFEREREZELTE L
// Delete sntz=La—F#EAEL T4 THEKREFONE ST T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return 10; // delete &=L a— K %E&RY

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE :
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
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RIZ. IE22F Content Provider %9 % Activity DHlZETRT,

R4 FContent Provider 2RI 9 3):
5. E—7FTIRANDYITANTHEIMND, B TA4TREREIIVIRAMIEHTEL
6. E—7TVANLDERIFERTH-TH, RETHADRLMERERT D

PrivateUserActivity.java
package org. jssec. android. provider. privateprovider;

import android. app. Activity;
import android. database. Cursor;
import android.net. Uri;

import android. os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) |{
logLine (" [Queryl”);

/] *RAL Uk bk R—TF7TVRAAD Y IR LTHEMD, 22T THERZVIIRMIEHTELL
Cursor cursor = null;
try {
cursor = getContentResolver (). query(
PrivateProvider.Download. CONTENT_URI, null, null, null, null);

/] hkRA Uk bk R—T7 TVRALLDMERBRTH>TH, ZET—IDREMEHERET D
/] B TWIZDEFEE, 3.2 AWhT—2DREUEHRT 5] 58,
if (cursor == null) {
logLine(” null cursor”);
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine (String. format ( %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close();

}
J

public void onlnsertClick (View view) {
logLine (" [Insert]”™) ;

/] )kRAY Rk A—F7TVRAADYIIRTHEIND, oo T4 TRIEREY VIR FMZEHTEL
Uri uri = getContentResolver (). insert(PrivateProvider. Download. CONTENT_URI, null);

/] hkRA Uk bk B—TF TIANLDERFERTH->TH, BET—IDRLUEHRT S
/] U TIWIZDEEE, 13.2 AT 20X eMEHRAT S #38E,
logLine(" wuri:” + uri);
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public void onUpdateClick(View view) {
logLine (" [Update] ) ;

/] )kRA 5k BA—TF7TIVANDIVIIRTHEIMND, oo T4 THEREV VIR MIEHTEL
int count = getContentResolver (). update (PrivateProvider. Download. CONTENT_URI, null, null, null);

/] *iRA Uk bk A—T7 TUALLDRERERTH>TH, ZET—HIDREMELZHERT S
/] B TWIZDEEE, 13.2 AAT—2DREMEHDRT 5] #3808,
logLine (String. format (" %s records updated”, count));

J

public void onDeleteClick (View view) {
logLine (" [Delete]”) ;

/] )kRA Y Rk A—TF7FTVRAADYIIRTHEIID, oo T4 TRIEREY VIR FMZEHTEL
int count = getContentResolver (). delete(
PrivateProvider. Download. CONTENT_URI, null, null);

/] *RA Uk bk B—T7 TIANLDERFERTH>TH. BET—IDRLUEEHRT S
/] U TIWIZDEEE, 13.2 AT —E2NReME#RAT S 238K,
logLine (String. format (" %s records deleted”, count));

J

private TextView mLogView;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld (R. id. logview);

}

private void logLine(String line) {
mLogView. append(l ine) ;
mLogView. append ("¥n") ;
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4.3.1.2. 43Bf Content Provider 5 -3 5

22Bf Content Provider [&. RHEZHOT7 T ICFIAIN B LEEE LTz Content Provider TH 5, V717>
FERELGEWNIEIZEY, TILDz7 M5 selectQICk>TRELTWST—2EREFELNT-Y. update()IZ&->T
T—REEZFMZONTZY. insert()/delete(IC &> THDT—EDIBA LT —FDHIBREVST-KEEZZ (1YL T
BREASNBDILITEENARLES,

F1=. Android OS BXE TIIZLVRBE ERL®D 2B Content Provider #F| A9 5154 . D228 Content
Provider IZEYFEFELIZTILIITICUIIRMNAGA—BEZEINSI LD H AL LUV RERRT —HEZ
(TERAZENH DI LITTFENDLETH S, Android OS BEE®D Contacts 4> MediaStore E+22F] Content
Provider THAM . TILIxT7(EFN5 Content Provider [IZALYFEL TEARLY,

LAF. 246 Content Provider MEZEHI %R,

KA1 MContent Provider %4£5):

1. exported="true"(Z&Y. BARMIZABERET S
2. DOIRMGA—ADREMHERERTS

3. UV TAOREREREL TIFGLEL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android.provider.publicprovider™>

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

{I—— R4 >k 15 exported="true”IZ& Y. BARMIZAREZET S —>
<{provider
android:name=". PublicProvider”
android:authorities="org. jssec. android. provider.publicprovider”
android:exported="true” />
<{/application>
</manifest>

PublicProvider.java
package org. jssec. android. provider. publicprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Ur iMatcher ;
import android. database. Cursor;

import android. database. MatrixCursor;
import android.net. Uri;

public class PublicProvider extends ContentProvider {
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public static final String AUTHORITY = “org. jssec. android. provider.publicprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. i tem/vnd. org. jssec. contenttype”;

// Content Provider MR T 54 22— 7T 1 — X ZE 0
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUr iMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUr iMatcher. addURT (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DB ZFERAETICEEMEEZRTHICLTULNST=0., query *Y v KTiRY Cursor ZEH/IZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {
sAddressCur sor. addRow (new String[] { “1”, “dtig&” 1);
sAddressCursor. addRow(new String[] { “2”, "&&" 1)
sAddressCursor. addRow(new String[] { “3”, "&F" });
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id", “path” });
static {
sDown|oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });
sDown|oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample.txt” });

J

@0verride
public boolean onCreate() {
return true;

J

@verride
public String getType WUri uri) {

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case ADDRESSES_CODE :

return CONTENT_TYPE;

case DOWNLOADS_ID_GCODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
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J

@verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

[/ KRRA L2k VDOTRRMNSA—ADREMZHERT S
// CCTlduri MEEDEHBERNTHS Z &%, UriMatchertimatch ) & switch case THREL TV,
/] ZTDMDINSA—FDHERIEH Y TILIZOEER, 3.2 ANT—20REMEHRET D] 258K,
/] *RA L3k BT 4 TIHERERZE L TIEESEND
// query DIEENE LT 4 TREREF ONE S MIT7 T RE,
/] VOIRMTDT TINIIILI T THLABENELH S,
// R TFICHMEINTHHBEOGEWVERTHNIEHKRE L TGRLTH &KLY,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case DOWNLOADS_ID_CODE :
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor ;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
]

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KRRAU R 2k UOTRA MRS A—2NREMEHERETD
// ST TlEuri MEEDEBATHS Z &%, UriMatchertimatch () & switch case THEREL TV,
/] FTDHDINTA—F ORERITY Y TIVIZDEERE, 3.2 ANDT—2DREMEERT S #5R,
/] KRRAU R 3Ik LT 4 THERZRZE L TEAESEL
// Insert &R, RBEINDZ DAL T4 THREEREZF ONESIMEITTURE,
/] VOIRRTEDT TUNTILI T THIERENELND S,
[/ RIVIITIZBRE SN TERBEOE IVMERTHNITHERE LTIRLTH KUY,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return ContentUris.withAppendedId(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] hkRAL Uk 2k YITR NS A—FDREMEHRET D

// ST TlEuri NEEDEBERNTH S Z &%, UriMatchertimatch () & switch case THERL TS,
/] FDMDINTA—FDHERIEH Y TILIZOEERE, 3.2 ANT—20OREEERET D] 238,
/] KRA bk 3k BT 0 THERERE L TTES L

// Update =L a— KNt T4 THEKREFONESIMIT T IURE,

/] VOIZRRTEDT TUNIILI T THIEARENENH S,
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[/ RV TTFICRBENTHLHREOLMERTHNIFHERE L TRLTH &KL,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :

return 5; // update Shi-La— F#%ZRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] hRRAU R 2% YITR MRS A—EDREHMERERT D
// T TlEuri MEEDSEERNTH D - & %, UriMatchertimatch ) & switch case THEZEL T3,
/] FDMDINTA—FDHERIEH L TILIZOEER, 3.2 AT —20OREMERET D] 235,
/] KBA Uk 3Ik BT 0 THERERE L TTE SN
// Delete SnfzLa— KRN T4 THEKREFONESMIT T RE,
/] VOIZRRTDT TIUNIILI 2T THIERENENH S,
[/ RV FICREBINATEREED L MERTHNITHERE LTIRLTE &KLY,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return 10; // delete &=L a— K %E&RY

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE :
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
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RIZ. 2264 Content Provider #FI 9 5 Activity DHIZERT

R MContent Provider %9 3):
4. €UV TATHIFEREVIIAMNMIEDTIZLESAEL
5. HERTADXEMEERTS

PublicUserActivity.java
package org. jssec. android. provider. publicuser;

import android. app. Activity;

import android. content. ContentValues;
import android. content. pm. ProviderInfo;
import android. database. Gursor;

import android.net. Uri;

import android. os.Bundle;

import android.view.View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {

// FIR%®D Content Provider 15k
private static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

public void onQueryClick (View view) |{
logLine (" [Queryl”);

if (IproviderExists (Address. CONTENT_URI)) {
logLine (" Content Provider AATE") ;
return;

}

/] hRA U Ak B T4 THREREV VIR RMIEHTIEESHN
[/ VOIRMEDT TIDRRILID T T CTHAHAREELH S,
/) Rz TICMBEINTHEEDGEWVERTHNIEV IV TRAMIEHTH L,
Cursor cursor = null;
try {
cursor = getContentResolver (). query(Address. CONTENT_URI, null, null, null, null);

/] hRA Vb bk BERT—IODLRLUEHET S
/] HOoTWIZDERR, 132 AWT—2DREMERDRT 51 238,
if (cursor == null) {
logline(" null cursor”);
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logline (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
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J

J

J

}

public void onlnsertClick (View view) {

logLine (“[Insert]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine (" Content Provider MATE") ;
return;

}

/] KIRA Dk bk BT 4 THERE) IV IXRMIEHTII G LA

[/ VIOITRNEDT TINRRILID T T CTHHAREENH S,

// RILITTICMBEINTEHEED R VVERTHNIE) VT X MIEHTH KL,
ContentValues values = new ContentValues ();

values. put (“pref”, “EER&R");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] *XRA 2k 5k ERT—FDEREMEEHERT S
/] U TIWIZDEEE, 13.2 AAT—2DReMEHRAT S #38E,
logLine(" wuri:” + uri);

public void onUpdateClick(View view) {

loglLine (" [Updatel”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine (" Content Provider AATE") ;
return;

}

/] hRA U MAk B T4 THRBEREV VIR RMIEHTIEESHL

/] VOIRMEDT TUNTILI T THIERENELH S,

/] RV TICRBFEINTELEREOLVERTHNIEI VTR MZEHTH KLY,
ContentValues values = new ContentValues () ;

values. put ("pref”, “ER#");

String where = ”_id = ?77;

String[] args = { “4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

/] *XRA 5k #ERT—FDEREMEEHERT S
/] B TWIZDEEE, 132 AAT—2DREMEHDRT S #38,
logLine (String. format (" %s records updated”, count));

public void onDeleteClick (View view) {

logLine (" [Deletel”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logline (" Content Provider MAE") ;
return;

}

/] KRA kb BT 4 THERE) VIXARMIEDTIFAES AL

/] VOZRMEDT TUNIIL Iz 7 THIERENENH S,

/) RV TTICHBEINTHLREDLEWVERTHNITV VTR RIEHTH LKL,
int count = getContentResolver (). delete(Address. CONTENT_URI, null, null);
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/] kR bk hk BRT—2DRELMEEHERET S
/] U TWIZDEFEE, 132 AAT—2DREMEREDRT 51 #3E,
logline (String. format (" %s records deleted”, count));

J

private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority ), 0);
return (i != null);

J

private TextView mLogView;

@0verride

public void onCreate(Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView R. layout. main);
mLogView = (TextView)findViewById (R. id. logview);

}

private void logLine(String line) {
mLogView. append (| ine);
mLogView. append ("¥n");

138
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4.3.1.3. /N\—kF+—[R7%E Content Provider {5 -FIFH3 %

/A—rF—BR7E Content Provider &, HEDT TV M5 R A TES Content Provider T$H 5, /3\—~F—12
(07TNEBRT TINBEL T AT LEEHL., /A—r—T7 T LD TR 1ERCHAEZT L= OICFI A
Nnd,

LI, /3\—kF+—[B%E Content Provider D& H|ZRT,

R4 M(Content Provider Z4£3):

1. exported="true"IZ&Y., BARMICABERTE TS

2. FRAXT7IIOEBAENRT A RMIBEFRIN TSI LZHERTD

3. N—=bF—TFTUDSDIVIIRNTHO>TH, INTA—EDREMEHERT D
4. IN—rF—TFIIZBRLTRLMERIZRYIRELTELY

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android.provider. partnerprovider”>

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

{I-— R4 >+ 15 exported="true”IZ& VY. BARMIZCABRREST 5 —
<{provider
android:name="org. jssec.android. provider. partnerprovider. PartnerProvider”
android:authorities="org. jssec. android. provider. partnerprovider”
android:exported="true” />
<{/application>
</manifest>

PartnerProvider.java
package org. jssec.android. provider. partnerprovider;

import java.util.List;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. ActivityManager;
import android. app. ActivityManager. RunningAppProcessinfo;
import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. Ur iMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android.net. Uri;

import android. os.Binder;

All rights reserved © Japan Smartphone Security Association. Content Provider ZE5-F[FHJ 5 139



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. i tem/vnd. org. jssec. contenttype”;

// Content Provider MR T 54 22— 7T 1 — X Z 0
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUr iMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUr iMatcher. addURT (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Address. PATH + “/#", ADDRESSES_ID_CODE) ;
}

// DB ZFERAETICEEMEERTHICLTLNST=0., query *Y v KTiRY Cursor ZEH/IZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {
sAddressCur sor. addRow (new String[] { "1, “dtig&” });
sAddressCursor. addRow(new String[] { “2”, "&&" 1)
sAddressCursor. addRow(new String[] { “3”, "&F" });
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {
sDownloadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });
sDownloadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample.txt” });

J

/] kRAL b 2% FATT7 T DEAEN KT A YR RIBHFINATWS I LERRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils. isDebuggable (context);

sWhitelists = new PkgCertWhitelists();

// 1IN=—kF—F T org. jssec. android. provider. partneruser MEEBAE/\v > 1 {E%E &4}
sWhitelists.add(“org. jssec. android. provider.partneruser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /v 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5GCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEERAE/ vy L 1 {E
“1F039BB5 7861G27A 3916G778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UTRHEICHD/S— b F—TF T &8 ..

]

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

140 All rights reserved © Japan Smartphone Security Association. Content Provider /% FIFHT %



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

return sWhitel ists. test(context, pkgname);
}
// MATT7 IOy r—SRERG
private String getCal |l ingPackage (Context context) {
String pkgname = null;
ActivityManager am = (ActivityManager) context. getSystemService (Context. ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am. getRunningAppProcesses () ;
int callingPid = Binder. getCal lingPid();
if (procList !=null) {
for (RunningAppProcessinfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc. pkglList[proc. pkgList. length — 1];
break;

}
}

return pkgname;

J

@0verride
public boolean onCreate () |
return true;

J

@0verride
public String getType (Uri uri) {

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE :
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException (“Invalid URI : “ + uri);
}
}

@verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] kA k2% FIRATT7 TUDEAENKRTA PR FMIBERINTWS L #HRTS
if (IcheckPartner (getContext (), getCal |lingPackage (getContext()))) {

throw new Secur ityException "#IAFTT TV F/8— b+ —7 FY TIEHE L, ) ;
}

/] KRkRA YR 3Ik "=+ F—=—TFTUNLDYIIRALTHLOTEH, NFTA—ADREUEHDRTS
// ZTTTlEuri MEEDEHERNTH S Z &%, UriMatcherfimatch ) & switch case THEREL TULV5,
/] 13.2 AAT—2DRLMEHET DI #5E,
// *RA U b ddk IN— b F—TFFTJICERTL TEULMERICE Y RZELTEL
// query DFERMN/N— b F—TF7 TVIZHATRL TEWMERNE ST TURE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case DOWNLOADS_ID_CODE:
return sDownloadCursor;
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case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : ™ + uri);
}
}

@verride
public Uri insert(Uri uri, ContentValues values) {

/] kR k2% FIATT7 TUDEBAENKRTA YR FMIBERISNTWS L #HRTS
if (IcheckPartner (getContext(), getCal |lingPackage (getContext()))) {

throw new Secur ityException"#IAAFTT TV F/8— b F+—7 FY TIEHE L, ) ;
}

/] RkRA YR 3Ik "=+ F—TFTUNLDYIIRALTHLOTEH, NFTA—EDREUEHDRTS
// TZTlRuri AEEDEERNTH S Z &%, UriMatchertimatch () & switch case THEE L TLV5,
/] 13.2 AAT—2DRLMEHRET DI #5E,
// KRA bk IRS— b F—FFTJICETL TEULMERICE Y RZELTE L
// Insert $ER, HBIND IDHWNN—FrF—F FTVICERL TRULMERNE S MET T RE.
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :

return ContentUris. withAppendedId(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId(Address. CONTENT_URI, 4);

defaul t:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA 2% FIRATT TUDERAEN R TS R R MIBEIN TS EEZHET S
it (lcheckPartner (getContext (), getCal |ingPackage (getContext()))) {

throw new Secur ityException "#IRFTTT TV [F/8— b F+—7 FU TlELHE L, ) ;
}

/] AIRA D3k N—+rF—FTIUNLDV IR FTH2TH, NSA—ADNREMEHRTS
// SCTlhuri MEEDEHENATHS - &%, UriMatcherftmatch ) & switch case THEFRL T3,
// 13.2 AAT—2DREMEHRET D1 #5E,
/] *kIRA Uk bdk IS— b F—FTYIZEARLTELVMERIZEBY RELT LWL
// Update Shf-La—FENEU T4 TREREHEONE SHET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 5; // update Ehf-La— KF#%ERT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE :
return 15;

case ADDRESSES_ID_CODE:
return 1;
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default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] kA k2% FIRATT7 TUDEAENKRTA PR MIBERINTWS L #HRTS
if (IcheckPartner (getContext (), getCal |ingPackage (getContext()))) {

throw new Secur ityException "FIAFTT TV F/8— b+ —7 FY TIEHE L, ) ;
}

/] RkRA YR 3Ik "=+ F—TFTUNLDYIIRALTHLOTEH, NFTA—EDREUEHDRTS
// CCTlRuri MEEDEHATH S Z &%, UriMatcherttmatch ) & switch case THEERL T3,
/] 13.2 AAT—2DRLMEHRET DI #5E,
// *RA b ddk IN— b F—FFTJIZERTL TEULMERICE Y RZELTE L
// Delete ShfzLa—RFELN LU T4 THREKREF ONESNET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return 10; // delete &hf=La—F#%:RT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

defaul t:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
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RIZ, 13—kF—PBR%E Content Provider ##| A9 5 Activity Dl ZETRT,

R1> M Content Provider ZF 9 3):

5. FAE/N—rF—BRE Content Provider 7 7 DFEBAEN KT AR) AMIBHFIN TSI LEMHERT D
6. /S—kF—R7E Content Provider 7 7JIZFATRL TKULVBEIRIZRYUITRAMIEHT KL

7. 13—k F—BR%E Content Provider 77UMWSDFHERTHHTH. BRT—INDR LM EMHERT D

PartnerUserActivity.java
package org. jssec. android. provider. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Uti ls;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. ProviderInfo;
import android. database. Gursor;

import android.net. Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PartnerUserActivity extends Activity {

// FIA%®D Content Provider &k
private static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// kA 2+ 5% FEEL/\— F—BRE Content Provider 7 71 MEEBAEART A F R MZBBEEINh TSI L2
e IS)
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// 18=— k+—FR5E Content Provider 7 ZF!) org. jssec. android.provider. partnerprovider MEFBAE/\NY a1 fEZE
sWhitelists.add(“org. jssec. android. provider. partnerprovider”, isdebug ?

// debug. keystore M “androiddebugkey” MEEBAZE /Ny L 2 (&

“OEFB7236 328348A9 89718BAD DF57F544 D5CCBAAE BODB34BC 1E29DD26 F77G8255” :

// keystore ®“my company key”DIFBAZE/\v < a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7G2 42E142CA”);

// LLTFRHEIZH#D /8\— FF+—FR5E Content Provider 7 1) 2 &4%. ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitel ists. test (context, pkgname) ;
]
// uri Z AUTHORITY &3 % Content Provider /Ny Hr— & ZFMF
private String providerPkgname (Uri uri) {
String pkgname = null;
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
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if (oi != null) pkgname = pi.packageName;
return pkgname;

]
public void onQueryClick (View view) {
logLine (" [Query]”);

// *RA 2k bk FIFA%/S— rF+—FRFE Content Provider 7 71 MEFBAZEA KT A R X FMZEFEIh TSI &
=R T D
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logline (" F|FA% Content Provider 7 FUIXRT A FUR MZBESNTULVEL, 7);
return;

}

// kR4 >k 6% /83— F—FR%E Content Provider 7 7 IZBIR L TELMERIZEBY VIV T X FZEDHTEL
Cursor cursor = null;

try {
cursor = getContentResolver (). query(Address. CONTENT_URI, null, null, null, null);

// *)RA b Tk /18— +F—PR%E Content Provider 77U N L DERTH-TH., HRT—2DLREMEHEDR
EEG)
/] O TNIZDEER, 13.2 AWT—20REMERDRT 51 258E,
if (cursor == null) {
logLine(” null cursor”);
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine (String. format ( %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close();
}
]

public void onlnsertClick (View view) {
logLine (“[Insert]”) ;

// kR4 >k 5k FIAKL/— b+ —BZE Content Provider 7 7Y MEFBAEMN KR T A b R FMZBFEShTWSZ &
TR T D
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logline (" FIMA% Content Provider 7 FUIXRT A R MZBESN TN, 9);
return;

}

// *RA 2k 6%k /38— F—R%E Content Provider 7 U IZBR L TLULMERICIRY VI IR RZESHTE L
ContentValues values = new ContentValues () ;

values. put (“pref”, “HER&R");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// *iRA4 >k Tk /83— ~F—R5E Content Provider 7 7U M SDIERTH-TH, HET—ADLLUEERT S
/] O TIICDERE, 132 AAT—20REMZHRT 51 23,
logLine (" wuri:” + uri);

J

public void onUpdateClick (View view) {
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logLine (" [Update] ) ;

// kR4 >k 5k FIAKL/\— F+—BTE Content Provider 7 7V MEIBAEMN KR T A M) R MMZBFEShTWSZ &
RIS
it (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FUIXRT A FUR MZEBERSN TN, )
return;

}

// *RA 2k 6%k /38— F—R%E Content Provider 7 U IZBR L TLULMERICIRY VI IT R RZESHTE L
ContentValues values = new ContentValues () ;

values.put ("pref”, "Hm#");

String where = “_id = ?7;

String[] args = { “4" };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// *kRA 2k Tk 13—+ F—R%E Content Provider 7 7U AN LDEERTH-TH, HRET—IDREHMEHRTS
/] O TIICDERE, 132 AAT—20REMZHRT 51 23,
logLine (String. format (" %s records updated”, count));

}

public void onDeleteClick(View view) {
logLine ("[Delete]”) ;

// *RA 2k 5k RIS/ \— FF—[B5E Content Provider 7 71 MEEBRZEA KR T A F1J R FZEFEINTWEI L
RIS
it (IcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logline (" F|A% Content Provider 7 FUIXRT A FUR MZEERSN TV, )
return;

}

// *iRA >k 6% /83— F—BR%E Content Provider 7 7 IZBIR L TEULMERICBY UV TR FZEHTEL
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kA >+ Tk 18—+ F+—FR%E Content Provider 7 7U NS DERTH-TH. BET—2DLLMEHERT S
[/ B TWIZDEFEE, 132 AAT—2DREMERDRT S #38,
logLine (String. format (" %s records deleted”, count));

J

private TextView mLogView;

@verride

public void onCreate(Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewById R. id. logview);

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util. Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>( ;

public boolean add (String pkgname, String sha256) {
if (okgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAl | (" “, “");

if (sha256. length() = 64) return false; // SHA-256 (% 32 /A b+
sha256 = sha256. toUpperCase () ;

if (sha256. replaceAll ("[0-9A-F1+", “”).length() '= 0) return false; // 0-9A-F LISADXENH S

mWhitelists. put (pkgname, sha256);
return true;

J

public boolean test(Context ctx, String pkgname) {
// pkgname 2T DIERD/NY L2 EZTWET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED /Ny L 1 BEEBO/NY L1 EELET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BERELITHERHE N
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return nul|;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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4.3.1.4. B#%tBRE Content Provider /€5 -F|Hd 5

B#tBRE Content Provider £, B#UN DT T )MSFASINBZEFZ1ET S Content Provider Th 5, 55
DBEHET ) TORTLEERL. B 7 TN RS EHRACHEEEFA=-OIZFIHEN S,

LI, B%tBRE Content Provider D E&EHIETT .

R4 M(Content Provider Z4£3):

1. ¥ BES Signature Permission ZE8&9 %

¥ B E % Signature Permission ZBRKEE TS

exported="true"[Z&kY. BARMIZAHERET D

¥ B E % Signature Permission NE#7IVICKYTEERIN TSI LEFHERT D
B#7TUMNSDYIIARTCH>TH, INTA—2DRLHEHERTS

A7 IIEERT TITHEIIS., T T4 ITREREREL TR
FAXT7TI)ERCHARERTAPKZELT D

N OO v b WN

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. provider. inhouseprovider”>

I— SiRA > b 1% #HBEES Signature Permission 2E&H3 % —>

<{permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

- SRA4 U b 2% HMBEFE Signature Permission ZEREET 5 —>

{l-— R4 >+ 3% exported="true” (=& Y. BARMICABBREST 5 —

<{provider
android:name="org. jssec. android. provider. inhouseprovider. InhouseProvider”
android:authorities="org. jssec. android. provider. inhouseprovider”
android:permission="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:exported="true” />

<{/application>
<{/manifest>

InhouseProvider.java
package org. jssec. android. provider. inhouseprovider;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Uti ls;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;
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import android. content. Ur iMatcher ;
import android. database. Cursor;
import android. database. MatrixCursor;
import android. net. Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. i tem/vnd. org. jssec. contenttype”;

// Content Provider AR T 54 22— T 1 — X Z 10
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUr iMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUr iMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURT (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DBZFERAETICEEMEERTFICL TSIz, query *V v KTIRF Cursor #ERTIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {
sAddressCur sor. addRow (new String[] { “17, “dtiE&" });
sAddressCursor. addRow(new String[] { “2°, “&& 1)
sAddressCursor. addRow(new String[] { “3”, "BF" });
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {
sDown|oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });
sDown|oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

J

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHOFBRAED/ Y a{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M ”androiddebugkey” MEEBAZE /Ny 2B
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore @“my company key”MEIEBAE/\v < 2 {E
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sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;

J

@0verride
public boolean onCreate () {
return true;

J

@verride
public String getType WUri uri) {

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case ADDRESSES_CODE :

return CONTENT_TYPE;

case DOWNLOADS_ID_GCODE:
case ADDRESSES_ID_GCODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
]

@0verride
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

// *RA 2k bk MMBEFEE Signature Permission AE#T7 TUIZKYERIN TR L ZHRETD
if (1SigPerm. test (getContext(), MY_PERMISSION, myCertHash (getContext()))) {

throw new Secur ityException ("I EE 3 Signature Permission "E#T7 FUIZEYEZINTULVEL, ) ;
}

/] kRAU 5k BRTTIVNLDIITIRMTH2TH, NSTA—ADRLEUEHRTS
// TZTlhuri AEEDEFHNTH S Z &%, UriMatchertimatch () & switch case THEE LT3,
/] 13.2 AAT—2DREeMEHRET D1 #5E,
/] *iRA Uk b6k FRAT7 TIVIEEHT T THENL., £ T4 THERERELTE W
// query DFERANBE#T TUICBHRLTEULMERMNESNET TURE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
J

@0verride
public Uri insert(Uri uri, ContentValues values) {

// kRA 2k bk JMBEEE Signature Permission AE#T7 TVIZKYEREINTWBR I LEZHETD
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if (1SigPerm. test (getContext(), MY_PERMISSION, myCertHash (getContext()))) {
throw new Secur ityException ("I EE 3 Signature Permission NE# 7 FUIZEYEZINTULVEL, ) ;
}

/] kRAU 5k BRTZTIVNLDYIIRMTH2TH, NSA—ADREEEFHRTS
// TTTlRuri MEEDEBEANTH S Z &%, UriMatcherttmatch ) & switch case THEEREL T3,
/] 13.2 AAT—2DREMZHRET D1 #5E,
/] hiRA Tk b6k FRAT7 TVEEHT T THENL, £ T4 THERERELTE L
// Insert $5R, HEBEIN S IDABHLT TVICEHRL TEUVVERNE S MET TURE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return ContentUris.withAppendedId(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

// kRA 2k bk HMBEEE Signature Permission AE#T7 TUIZKYERIN TR I LEZHETS
if (1SigPerm. test (getContext(), MY_PERMISSION, myCertHash (getContext()))) {

throw new Secur ityException ("I B E 2 Signature Permission WE#T7 TYUIZEYEZINTULVEL, ) ;
}

/] kRAU bk BHTTIDNLDYIIRRTHOTH, NS A—ADREMEHERT S
// TZTlhuri A EEDEERNTH S Z &%, UriMatchertimatch () & switch case THEFE L TLV5,
// T3.2 AAT—2DREMEHET D1 58,
/] kRA 2k b6k FIAT7Z FVIEEHT T THEID L, oo T4 THERERELTEL
// Update ShfzLa—F#ENEL T4 THEKREFONESMNIT7T T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return 5; // update Shi-La— F#%RT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE :
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

// *RA 2k 4% MBEFESE Signature Permission NEHR T TVICEYUEE SN TR I L£HRTS
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException ("I E % Signature Permission NE#H 7 TUIZKYEZEIhTULEL, 7);
}
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/] kRAU 5k BRTTIVNLDYITIRRTH2TH, NSA—ADREUEHRTS
// TTTlRuri MEEDERERNANTH S Z &%, UriMatcherttmatch ) & switch case THEERL T3,
/] 13.2 AAT—2DREMZHRET D1 #5E,
/] *iRA Tk b6k FRAT7 TIVIEEHT T THEINL, £ T4 THERERELTE L
// Delete SntfzLa— R T4 THREKREFONESHIET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return 10; // delete Shf-La—F#%ERT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE :
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" *, “7);
return correctHash. equals (hash (ctx, sigPermName))

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName #EHE L7 TUDNvr—CREWBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIZ& 1Lk BIRLY
if (oi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZEZ L7 TYDIIAED/ Y > 1EEERT
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul|;
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}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" *, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EEEL TFHEL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul |;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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® Generate Signed APK

)

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------

—

Key alias: < my company key >

B
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[ | Remember passwords
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RIZ, B#tBRE Content Provider ZF| 9 % Activity DHIZERT,

R1>r(Content Provider ZH ¥ 3):

8. ¥ B Signature Permission Z8AEE 95

9. JMEXZ Signature Permission AE# 7 IIIZKYEESN TN LERERT D

10. F|A% Content Provider 77V DFEAENBHDIRETHLHLZHERT D

11. B#tBRE Content Provider 7 7)IZFATRL TLLMERIZERY IV TAMIEHTKL

12. B#tBR*E Content Provider 7MW o DR THHTEH, R T —IDREMEHERET S
13. FIALE7 VLR ERTAPKZELTD

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseuser”>

I— *RA 2+ T HBEFEE Signature Permission ZFIAEET 5 —
<{uses-permission
android:name="org. jssec. android. provider. inhouseprovider.MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >
activity
android:name="org. jssec.android. provider. inhouseuser. InhouseUserActivity”
android: label="@string/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

InhouseUserActivity.java
package org. jssec. android. provider. inhouseuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. PackageManager;
import android. content. pm. ProviderInfo;
import android. database. Gursor;

import android.net. Uri;

import android. os.Bundle;

import android.view.View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {
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// FIR%®D Content Provider 15k
private static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);

J

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHOFAED/ Y > a{E
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable(context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /v 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”;
} else {
// keystore ®“my company key”MDIFBAZE/ v L a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// RIS Content Provider M/ r— & EME

private static String providerPkgname (Context context, Uri uri) {
String pkgname = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (uri. getAuthority(), 0);
if (pi = null) pkgnhame = pi.packageName;
return pkgname;

]
public void onQueryClick (View view) |{
logLine (" [Query]l”) ;

// *RA 2k Ok JMBEFE Signature Permission NE# T TUIZKYERIN TS L ZHETD
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {

logline (" JhEEZ Signature Permission ABEH 7 T ICKYEZTSNTULEL, ),

return,;

}

// R4 >k 10% FIF% Content Provider 7 7\ MEIAEZEAEM DIAZ THD - L 2HRET D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test (this, pkgname, myCertHash (this))) {

logline (" FIF% Content Provider [XBE#7 7V Tldily, ) ;

return;

}

// R4 2+ 115k BEEEFE Content Provider 7 7Y ICBRL TEULMERICERY Y I TR MMZEHTE W
Cursor cursor = null;

try {
cursor = getContentResolver (). query(Address. CONTENT_URI, null, null, null, null);

// kA >k 12% B1tBRE Content Provider 7 7ML DERTHH->TH. BET— 2 DLLMEEHERET S
/] BT DEEE, 13.2 AWT—2DREMEHRT S 58,
if (cursor == null) {
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logLine(” null cursor”);
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logline (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close() ;
}
}

public void onlnsertClick (View view) {
logline (" [Insert]”™) ;

// *kRA 2k Ok FHEFES Signature Permission ABE#HT7 TUICKYEZEShTWSZ E52HERTS
String correctHash = myCertHash (this);
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" J¥RETEZ Signature Permission NBE#HT7 TUICKYERZRSINTULAEL, 7);

return;

}

// %A >k 10% FFA% Content Provider 7 7Y QIIBAENBHDIERAETHD Z L2 HETD
String pkgname = providerPkgname (this, Address.CONTENT_URI) ;
if (IPkgCert.test(this, pkgname, correctHash)) {

logline (" FIFA% Content Provider [XB%t7 7V TlE#AlLy, ™) ;

return;

}

// R4 >k 1% BBRE Content Provider 7 7 IZBAR L TLULMERIZEBRY YU TR FZEHT LW
ContentValues values = new ContentValues () ;

values. put ("pref”, “ER#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kA >k 12% B#EEZE Content Provider 7 7 MNSDERTH-TH, BET—2DLLHU%2HRT S
/] HUTIICDERB, 13.2 AAT—2DReM2HET S 288K,
loglLine (" wuri:” + uri);

J

public void onUpdateClick(View view) {
logLine (" [Updatel ™) ;

// *RA 2k Ok MBEFES Signature Permission WA T TVIZEYUEE SN TWD I L4HRTS
String correctHash = myCertHash(this);
if (ISigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" JhEEZ Signature Permission AEH 7 FYICKYEZTSNTULVEL, 7);

return;

}

// R4 >k 10% FIF% Content Provider 7 7\ MEIAEZEA B DIAZETHD L 2HRT D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test (this, pkgname, correctHash)) {

logline (" FIFA% Content Provider [XB#7 7V TlEAlLy, ) ;

return;
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J

// kR4 2k 11% BBRE Content Provider 7 FVIZEAR L TR UWMERICIEY UV IX FZEHTEW
ContentValues values = new ContentValues () ;

values.put ("pref”, “ER#");

String where = “_id = ?7;

String[] args = { “4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// *iRA 2 k12 BE#EE Content Provider 7 7N SDERTH-TH., HBRET DDLU %2MHRAT S
/] B TWIZDEEE, 13.2 AAT—2DREMEHDRT 5] #3808,
logLine (String. format (" %s records updated”, count));

public void onDeleteClick (View view) {

J

logLine (" [Delete]”) ;

/] R4 2k Ok HMETFEE Signature Permission NEHT TVICKYEREN TS LEHERTD
String correctHash = myCertHash(this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logLine (" JhETEZ Signature Permission ABE#HT7Z TUICEKYEZ SN TULVEL, 7);

return;

}

// KA >+ 10% FIFESE Content Provider 7 71) MIIAZ AN EHDIAZETHD Z L 2RI S
String pkgname = providerPkgname (this, Address.CONTENT_URI) ;
if (IPkgCert. test (this, pkgname, correctHash)) {

logLine (" FIF% Content Provider [ZBE#7 7Y TlEAL, 7);

return;

}

// kR4 2 b 11k B#EEE Content Provider 7 7 ICBR L TRULMERIZERY U IV TR FZEDHTE W
int count = getContentResolver (). delete(Address. CONTENT_URI, null, null);

// KR4 2k 12% B#EEE Content Provider 7 7UMNSDIERTH-TH, HET—HDRLMEHRT S
/] B TIIZDEEE, 3.2 AAT—2DReM%2HET 51 258,
logLine (String. format (" %s records deleted”, count));

private TextView mLogView;

@verride
public void onCreate (Bundle savedlnstanceState) |

J

super. onCreate (savedInstanceState) ;
setContentView (R. layout.main) ;
mLogView = (TextView)findViewByld (R. id. logview);

private void logLine(String line) {

mLogView. append(l ine) ;
mLogView. append ("¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;
import android. content. pm. PackageManager;

All rights reserved © Japan Smartphone Security Association.
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import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, sigPermName));

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE& L7 TVDNRY—CR2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission Mim& &Lkl
if (oi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZEZ L7 TYDIIAZED/\Y > 1 EEEKT
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul l;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EREL /DL
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Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return nul|;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;

*RAUk 13K APK & Export $5LEI12, FIRALET7T T ERLCRAFEERTAPKZEELT 5,

[ ® Generate Signed APK ) |
Key store path: Ci¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ....... |
Key alias: <£o£mpany key D L|
o rmEEI [ .|
B s
i | m | Ccancel | | Help |

4.3-3
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4.3.1.5. —H&FE5T] Content Provider 2155 -FIF3 3%

—BEF ] Content Provider (&, EARMIZIZIELABID Content Provider THAM . HED T T IZx L T—RHY
245 URIND T U R%EEFRI TS Content Provider TH 5, 145757 ZHRELTz Intent Zxt R 7 T2+
THIEIZKY, 2D T T)IZ—BHET Ve RERIMTEIN D K527 >TULVS, Content Provider {17 71 AV EEES
BICHDT TVICT O REFRE5Z252L3TESHL. —BHAET I EXHFAEROHTE-7FT)IZ Content
Provider fI7 7D Z BTV ERHFAIE5252LE5TED,

LI . —BE5 7] Content Provider DEREHIZRT .

K12 M Content Provider Z4£3):

1. Android 2.2 (API Level 8) LIFI TI&—BfEFA] Content Provider Z3E & L%y
exported="false”IZ&Y) . —BFEFAI I % Path LN EIELNFERTET S
grant-uri-permission [Z&Y ., —FfEF RIS % Path #18E T 5%
—BEMICHFRILET TUDNL DY I IR TH > TH, INFA—ADREMERERT S
—BFRICEFRIL =7 TVIZBIRL TRULMERIZPRY IR XL TKLY
—BBIZT VR EHFR TS URI Z Intent [THEET 5
—BRIZEFRI T 57V RHERZ Intent [(THEET S
—BRIZT O EREHT 57 TVIZHTM Intent 25T 5
—BHFA D ERTT I Intent #RIET S

0 0NV kWD

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. temporaryprovider”>

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >

activity

android:name=". TemporaryActiveGrantActivity”

android: label="@string/app_name”

android:exported="true” >

{intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />

{/intent-filter>

{/activity>

{l-— —B&EF Al Content Provider ——>

{I-— JRA >k 25 exported="false”IZ&k Y. —BFEFRI T 5 Path LINZFELBRRFRET S —
<{provider

android:name=". TemporaryProvider”
android:authorities="org. jssec. android. provider. temporaryprovider”
android:exported="false” >

{I— %iRA > b 3%k grant-uri-permission |IZ& Y. —B5E5A[9 5 Path 2§E3 5 —
{grant-uri-permission android:path="/addresses” />

<{/provider>
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activity
android:name=". TemporaryPassiveGrantActivity”
android: label="@string/app_name”
android:exported="true” />
<{/application>
</manifest>

TemporaryProvider.java
package org. jssec. android. provider. temporaryprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Ur iMatcher ;
import android. database. Gursor;

import android. database. MatrixCursor;
import android.net. Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = “org. jssec. android. provider. temporaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. i tem/vnd. org. jssec. contenttype”;

// Content Provider MRt %4 2 —T = —X %=
public interface Download {

public static final String PATH = “downl|oads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}

// Ur iMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUr iMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUr iMatcher. addURT (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURT (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUr iMatcher. addURT (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURT (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DBEFEHAETICEEMBERTHIZL TSz, query Ay FTIRY Cursor #HR/IICEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” }):
static {

sAddressCursor. addRow(new String[] { "17, “dti@g&” });

sAddressCursor. addRow (new String[] { "2, "&&%" 1),

sAddressCursor. addRow (new String[] { “3", "&F" });
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[]l { “_id”, “path” });
static {

sDownloadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });
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sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample.txt” });
]

@0verride
public boolean onCreate () |{
return true;

J

@verride
public String getType WUri uri) {

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case ADDRESSES_CODE :

return CONTENT_TYPE;

case DOWNLOADS_ID_GCODE :
case ADDRESSES_ID_GCODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
]

@0verride
public Cursor queryri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] hRA Dk Ak —HEHICHERAILET TUDNLDU VIR RTH>TH, NIA—FDREMERERT D
// TZTlhuri A EEDEERNTH S Z &%, UriMatchertimatch () & switch case THEFE L TLV5,
/] FTDHDINTA—F ORERIT YD TIVIZDEERE, 3.2 ANDT—2DREMEERT S 25K,
// kR bk Sk —BMIZHTLE7 FTUICERL TRUVMERICR UsRE L TXL
// query DIERN LU T 4 TREREFHEONE S MEIT7T T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
case DOWNLOADS_ID_CODE :
return sDownloadCursor;

case ADDRESSES_CODE :
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@verride
public Uri insert(Uri uri, ContentValues values) {

/] hRA Dk Ak —EMIZHEATLET TUALDN VIR RTH2>TH, INSTA—FDRLEEEREET S
// CCTlRuri MEEDEHATHS - &%, UriMatcherttmatch ) & switch case THERL T3,
/] FDMDINZA—FDHERIEH Y TIVIZOEERE, 3.2 ANT—20REMEEHRET D] 288K,
[/ hRA 2k bk —EMICHRTILE=7 TUICHARL TXUVMERIZER VRE L TE W
// Insert &R, BBINZ DAL T« TRERZEONESINIT TURE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return ContentUris.withAppendedId(Download. CONTENT_URI, 3);
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case ADDRESSES_GCODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@verride
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

/] hiRA Dk Ak —EMIZHEATLET TUALDOU VIR RTH2>TH, NSTA—FDRLEEERERT S
// SCTlhuri MEEDEHEATH S - &%, UriMatcherftmatch ) & switch case THEFREL T3,
/] FDMDINZA—FDHERIEY Y TIVIZOEERE, 3.2 AT —20REMEHRET D] 288K,
// *iRA 2k 5k —BERICHFALE=7 TYICERL TEUMERICR YRZE L TX L
// Update ntfzLa—RF#EAEL T4 THEKREFONE S NIET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return 5; // update Ehtf-La— KF#%ERT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

defaul t:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] hRA Dk Ak —BEMICHEAILET TUDNLDU I IR RTH>TH, NSTA—FDELEEERERT D
// TTTlRuri MEEDEBEANTH S Z &%, UriMatcherttmatch ) & switch case THEEREL T3,
/] TOHDINTA—F ORERITY Y TILIZDEERE, 3.2 ANT—2DREMEERT S #5HR,
// kR bk Sk —BEMIZHETLET7 FTUICHARL TRUVMERIZR URE L TXL
// Delete SntfzLa— R T4 THREKREFONESHIET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE :
return 10; // delete Shf-La—F#%ERT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE :
return 20;

case ADDRESSES_ID_CODE:
return 1;

defaul t:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}

J

All rights reserved © Japan Smartphone Security Association. Content Provider ZE5-F[FHJ 5 165



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER
]

TemporaryActiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity IZBEd 2153
private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryuser”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryuser. TemporaryUserActivity

@verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. active_grant);

J

// Content Provider 17 7'V DN EEBIMIICHD T TUICT U RBHFRAEEZ 57 —R
public void onSendClick (View view) {
try {
Intent intent = new Intent();

// *BRA Tk 6k —BRICT I 2R%EHTT S UR] % Intent [TIEET 5
intent. setData(TemporaryProvider. Address. CONTENT_URI) ;

/] KRA Uk Th —EFHICHRIT 57 7 XERZ Intent ITHEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] kRA b8k —BMIZT I EREHAT ST TVIZHRM Intent %159 %
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;

} catch (ActivityNotFoundException e) |{
Toast. makeText (this, “User Activity MR DM S, “, Toast. LENGTH_LONG) . show () ;
}

TemporaryPassiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view.View;

public class TemporaryPassiveGrantActivity extends Activity {
@0verride
protected void onCreate (Bundle savedInstanceState) {
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super. onCreate (savedInstanceState) ;
setContentView (R. layout. passive_grant) ;

J

/] —BRE T2 REREROTE1=7 F I Content Provider 87 7 NSFBIMIZF I/ RAHFAE 52 575 —X
public void onGrantClick (View view) {
Intent intent = new Intent();

/] kRA bk 6k —BEIZT O REEHE[T S URI % Intent IZIEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] KA b Th —BBIICHRIT 57V X#ERZ Intent ITHEET S
intent. setF lags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

[/ hiRA 2k Ok —BEHFADOERTT T IC Intent ZIRIET S
setResult (Activity. RESULT_OK, intent);
finish () ;

}

public void onCloseClick (View view) {
finish(;
]
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xIZ.

—B$55 7] Content Provider ZFIF9 % Activity D#IZRT,

R MContent Provider %9 3):
10. €2 T 4THERE) VT AMIEDTIZHESAEL
1. HBBT—2DLeMxHERTS

import
import
import
import
import
import
import
import
import
import

public

//

//

J

TemporaryUserActivity.java
package org. jssec. android. provider. temporaryuser;

android. app. Activity;

android. content. ActivityNotFoundException;
android. content. Intent;

android. content. pm. ProviderInfo;

android. database. Gursor ;

android. net. Uri;

android. os. Bundle;

android.view. View;

android. widget. TextView;

android. widget. Toast;

class TemporaryUserActivity extends Activity {

Provider Activity IZRE9 B 1&#R

private static final String TARGET_PACKAGE = “org. jssec.android. provider. temporaryprovider”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryprovider. TemporaryPassiveG
rantActivity”;

FIASED Content Provider &%k

private static final String AUTHORITY = “org. jssec.android. provider. temporaryprovider”;
private interface Address {

public static final String PATH = “addresses”;
public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);

private static final int REQUEST_CODE = 1;

public void onQueryClick (View view) {

logLine (" [Queryl”);

Cursor cursor = null;
try {
if (IproviderExists(Address. CONTENT_URI)) {
logLine(” Content Provider MA#E");
return;

}

/] RRA R 10k 2T 4 THBEREY VIR MIEDTITESHLY

/] DOITRNEDTTINRIILI T THAHAREELH S,

/] RILIIFICHBINTEHEREDO L WVVERTHNIE I ITR MIEDHTHELL,
cursor = getContentResolver (). query(Address. CONTENT_URI, null, null, null, null);

/] *RA M1k #HERT—2DRLEMEEERT D
/] HOTNIZDERR, 13.2 AWT—20REMERDRT 51 238E,
if (cursor = null) {
logLine(” null cursor”);
} else {

168
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boolean moved = cursor.moveToFirst();
while (moved) {
logLine (String. format ( %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}
}

} catch (SecurityException ex) {
loglLine (" fHI5+:” + ex. getMessage()) ;
}
finally {
if (cursor !=null) cursor.close();
}
}

/) TOFT TP —BEHET I RETEERL, Content Provider I 7 7Y MNSEIMIZ 7 IV L RAFA2 5% 55 —R
public void onGrantRequestClick (View view) {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult(intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {

J

private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (i != null);

J

private TextView mLogView;

// Content Provider 7 FUMNBEBMIZC D7 TIIZT I ERFAEEZDH7—R
@verride
public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main);
mLogView = (TextView)findViewByld (R. id. logview) ;
}

private void logLine(String line) {
mLogView. append(l ine) ;
mLogView. append ("¥n”) ;

logline (“Grant MERIZLBEKLE LT=, ¥nTemporaryProvider A4 VX h—ILENTNBEMFEZE L TL &L, 7
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4.3.2. )L—ILTvH

Content Provider ORERIZITUTDIL—ILEFRIE,

1. Android 2.2 (API Level 8) LRI TIZF7 TR TOAERT % Content Provider [E4ES7ARLY (Wh7R)
2. 7TIATHHEAT S Content Provider (XIEABHRET S (WH7R)
3. DOIRMTA—EADREMZHERTD (Wh7R)
4. JBEZ Signature Permission (. B 7 TUNERLI=ZLEHZELTHRATS (Wh7R)
5. BRBEHZLZRIBEICE. REETITIHNLOBERBERRBRICEETD (Wh7R)
6. BEEZZRNICIRHEIIBEICE. TOEEDMRKDREKELHIF TS (Wh7R)

F-. FAAIX, LTDIL—ILEFHIE,

7. Content Provider D$ERT—ANLEMHEHERT S (WH78)

4.3.2.1. Android 2.2 (API Level 8) LRI TIZ7 )N THOHAEHAT % Content Provider [Z/ESALY (47E)

Content Provider ®IEZABHEE E 1L Android 2.2 (API Level 8) LIBTTIF#gELEWY, BI—7 TVATOT—4HEF
D 1=87:5 Content Provider #{F13°. DB L ED T —ABMENEET IR T B ETHRATES,

4.3.2.2. 7FTI)ATOHOHERAT S Content Provider [FIELNBIETET S (WH%E)

B—77VAMSDHFIAESNS Content Provider (FhDTTUMNST IR TELDHEIENZFTHL BHF
#%1 Content Provider B 357V REEELIENZEMNZ LY, Content Provider [ET—42£F T 51=6HD
A THSTD. TIAILNTIEABRWNIGE>TLES, R—7 TR DHFIFAESN S Content Provider (&
BARBIICIEABAEREL. JE2F Content Provider &9 RETHS, Android 2.3.1 (APl Level 9) LIFE TIE.
provider Z3&IZ android:exported="false"&}§E 9 5 & T. Content Provider ZIEABHIZTES,

AndroidManifest.xml
{I— % 7RA > k 15 Android 2.2 (API Level 8) LARITIXIEZEH Content Provider ZR&E L ALY (TELHLY) —>
<uses-sdk android:minSdkVersion="9" />

~ BB~

{l—— % 7RA4 > bk 2% exported="false”"[Z& Y. BARMIZIELAREZRET S —
<{provider
android:name=". PrivateProvider”
android:authorities="org. jssec. android. provider.privateprovider”
android:exported="false” />

4.3.2.3. VITARMNGA—EDREMEZHERT S (WH7H)

Content Provider DAAF 2L TEFIVRIIZELZBMN, YUITRAMGA—RZNIBST IER(ZIE. FTFDOREM
FHEZRLB T NIEESEL,
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Content Provider @& AV YR SQL XDERER/INTA—FEZITMEEFEELIZAVFA—T—RIZHE-T
[ETWBEDD, HH#AD ETIEEICEREDXFIEZITET L ITOEDTHY. Content Provider BITIZEES
DINGA—EANEZ 5NBT5—RERELLZFNIELESENIEITSEENREL,

/2B Content Provider (ERBEZHDOT TN SNV TAREZITI D126, TILD 7 DHE I I XN EZTE
BETEEME N H D, IELF Content Provider [EthD 7 TUMNSY I TR EEEZ (TSI &(EHEWL, LOALER—T7F
RO AR Activity BMbD 7 TS (HE - T= Intent DF—42%IE/ABA Content Provider [ZERiE 3 B &LVo 7=
r—ZREBZoNDT=H. JIIRANERZHIZRETHAHEEATIIELEL, ZDHD Content Provider [ZD0Y
TH. PIRYVIIR DR EREHER T IDLELNH D,

3.2 ANT—HEDREMEHRTHIZBRI S,

4.3.2.4. JETEZ Signature Permission (&, B#7 N ERLI-CLEHEELTHATS (Wh7E)

B# 7 I SFETESB4RE Content Provider 215154 . ¥ B E % Signature Permission 24V
RELLZITNIEES%LY, AndroidManifest.xm| T® Permission E%. Permission E3REE -+ TILRENT
+ 5 ThBH1=8. 5.2 Permission & Protection Level JI5.2.1.2 B EZFE®D Signature Permission TH#t
TI)EEET 2 HEIESRT DL,

4.3.2.5. BREBEBRISEICE. BEETT)MoOBERFBEHRFEIEIETS (Wh78)

query()*° insert)TIEU I TRMERTT7 T IZHEREHREL T Cursor % Uri BSRESND, FERBERICE DT
A THEBNEFENDIGE. BRELT TS ERRETHIHEELH S, £1- update() ¥ delete()TIXEFHET-
(FHIBRESNFLA—RBDBN) VTR ERTT7 TVICHERBERELTRESNS, ENITT IVERICE>TIEEHF
IFBIBRESN L O— R D L TAOREREH DIGEENAHID T IR T AEL,

4.3.2.6. BEEZ-RMICRBTIERICIE. TOEEDHERODREKELHRTD (WH78)

Permission [CKURESN TV DIFHREES JUHEEEEZMOT TIICZRNICRET IHEICIE. RIEHET
TVIZHLTR—® Permission ZEXRT5GELT. TOREKELZHFLLETAIERSAL, Android @
Permission £¥a)TAETIITIE. RESNEEICHTE7TIDLDEET I ERITODVTOHEREES
15, COERLEDFHEICKY, FHAICHMBIN-EENSSITHOT T)IZ, RED-OIZLEL: Permission &
BRI DEGURMENDTTEEENH D, SO EIE Permission ZBEHRELTNDIEEEEMIZE MmN T,
Permission DB ZEMBEIMEIEN S, [5.2.3.4 Permission DERZEMBEIZSHBIIE,

4.3.2.7. Content Provider D#ERTF—42D X2 M%HERT 5 (WH78)

Content Provider MAATFIZE>TETIRVIZERLDD ., ERT—HFNEBTBHEIZIE. FIHRET—20TE
MEREZRLGZITNIEARSA,
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FIFA % Content Provider A/2f Content Provider Mi5& . 226 Content Provider I(CRYFFELI=<IL o7
DR EBEHERT—IZREL TS AEEE L H S, FIFA S Content Provider H'JE2AFA Content Provider MH&.
B—7 AN RT—2EZITMAEDTIRIIEVENN  #ERT 22 BEHICKRETHLHEEZATIIELR
LY, ZDHd Content Provider [CDWTH, LIEIVERT—2NRLMEHRE T IVLEN DS,

3.2 ANT—EDREMEHERTHI12SRT 5L,

172 All rights reserved © Japan Smartphone Security Association. Content Provider /% FIFHT %



2015 %6 A 1 BhR

recotmon  http//www jssec.org/dl/android_securecoding.pdf

l|||| JSJ:::RNTPHONE Android 77°U ®t$17§§§+ " t$17:_7_:4~/7‘ﬁ\’fp

| 4.4. Service 4% -FIFHT3

4.41. o F)La—FK
Service NEDKSIZFAEINBEMZL- T, Service K82 251 R 0EYIEHEHIFERNARLD, ROFEFEZ7O—IZ

KO THERLT B Service NEDZATTHAMNEHIMTES, BH . YERLT D Service DA ATF1Z&>T Service 7|
BT 5Hl0ORELRELIDOT, FIABIOEEIZONWTHEEHLE TERBAT 5,

( L& )

TTINTOAFIRT S

Yes

FREZHO
TUICFIAERHS

Y \ 2 \ 4
Private Public Exclusive Proprietary
JE/NBAService ABAService IN—FF—PRE Service B#1BRE Service

B 4.4-1

Service [ZITEHDEEFENHY . ZOHILSERT S Service DEAT(CEI=FEEEIRTHEITHE, T
ROMOIEENAKAXETIRORERETHY. 5 BHAEIZHFELE-, RPOOMIIERAELHEAEHEERL.
D FERF L LITIHRELREDERT .

158 . Service DEEHEDFHMIZDOULTIL. M14.4.3.2 Service DELEAEIZDNTIB KUE Service 31T D4
TN aA—R(RETHDHN=ED)ES BT B,

& 4.4-1
I E| /N NS N—hF—RE B RE
- Service Service Service Service

startService £ Ox O - @)
IntentService &! @) O - @)
local bind & @) - - -

Messenger bind &! @) @) - O%*
AIDL bind & ©) O Ox* O

LUTFTIEER 4.4-1 FO+ENOEAEDHLEEHFESTEEX )T AEA4TD Service DY F)ILaA—K %R,
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4.4.1.1.

JEZNBH Service 25 -FIAT S

JE/NBA Service 1&. RI—7 TR TOAFIFAEINS Service THY . LoEELREMEDFL Service TH B,
F1-. IEAEA Service ZR AT BIZIX, VSRERET BHHTRM Intent ZFEZILRZ->THERT TVJIZ Intent Z%4
LTLESZEMAELY,

LLTF. startService # ® Service ZFERAL=HlZETRT,

KA (Service #1E3) :

1. exported="false"[Z&kY. BARBIIZIELFHERET S

2. R—=7)M5D Intent THHTH, Z1E Intent DR EMEHERT S
3. #RERIBE.FMATTIIVER—TTITHEINS., oo TAITRERERELTELL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. service.privateservice” >

<application

android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:al lowBackup="false”>
activity
android:name=". PrivateUserActivity”
android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<1-—— JEZNFH Service —>
{I-— R4 >k 15 exported="false”IZ& Y. BRMIZIELNRHZET S —>
<{service android:name=".PrivateStartService” android:exported="false”/>

<{I-- IntentService Z##* & L 1= Service —>

{1—— JE/NBH Service —>

{I—— J7RA4 >k 1% exported="false”"[Z& Y. BARMIZIELAREZRET S —
<{service android:name=".PrivatelntentService” android:exported="false”/>

<{/application>

<{/manifest>

package

PrivateStartService.java

org. jssec. android. service. privateservice;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;
import android.widget. Toast;

174
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J

J

J

public class PrivateStartService extends Service{
// Service BNEENT D EFIC1ELITIFUHEEIND
@verride
public void onCreate() {

Toast. makeText (this, this.getClass().getSimpleName() + “ - onCreate ()”, Toast.LENGTH_SHORT). show () ;

// startService O MIE(EN =B (HEUH SIS
@verride
public int onStartCommand(Intent intent, int flags, int startld) {

/] kRA k2% A—F TUMD® Intent TH-oTH., Z1IE Intent DR LM EHRT S

/] O TIICDOERE, 132 AAT—2DOREMEHRT 51 23,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/X5 *—4& [Y%s] #Z(TH>71=, ”, param), Toast. LENGTH_LONG). show() ;

/] H—ERIZBATRMICETSHES

// stopSelf 4> stopService #E{TLIEL EICTH—EXE#&TT S

// START_NOT_STICKY &, AEUMNDHWNETKIll Shi=15&ICEHBMIZIFERLZL
return Service. START_NOT_STICKY;

// Service NMET T B EEIC1EFZITHFUEEIND
@0verride
public void onDestroy () {

Toast. makeText (this, this. getClass().getSimpleName() + “ — onDestroy() “, Toast. LENGTH_SHORT). show() ;

@0verride
public IBinder onBind (Intent intent) {

// TOH—ERIZ[FNA 2V FLEWL
return null;
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RIZIE/NBH Service ZF|AT % Activity DH > FI)ILa—K &R,

KAV Service #RIAT3):

4. E—77JA Service [(EYSRIBEDBRM Intent THEUHT

5. FAETIIEE—T7TITHEM b, £ T1ITREREBEELTHLL

6. EREZITESEE. B—7 )N Service Mo DERFERTHoTH. RIET—HDREMUEHRT D

PrivateUserActivity.java
package org. jssec. android. service. privateservice;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view.View;

public class PrivateUserActivity extends Activity {

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. privateservice_activity) ;

]
// H—E XEh

public void onStartServiceClick (View v) {
// *RA bk B—F FTYMRA Service (4 S5 AIEFEDETRE Intent THUEHT
Intent intent = new Intent(this, PrivateStartService.class);

/] kRA b5k FAET7TVRFIEA—TFTTVTHZIME, oI T4 THIEREZELTH LD
intent. putExtra ("PARAN”, "> T 1 THIEEHR") ;

startService (intent) ;

J

/] H—ERELEREZY
public void onStopServiceClick (View v) {
doStopService() ;

J

@verride

public void onStop () {
super. onStop () ;
/] H—ERDBET LTWVEWMGEEEIETTS
doStopService() ;

}

/| H—ER%EEILTS

private void doStopService() |{
/] kiRA 2k dk R—F TYA Service £ 5 AIEFE DR Intent THRUHT
Intent intent = new Intent(this, PrivateStartService.class);
stopService (intent) ;

]
// IntentService BAtAR% >

public void onIntentServiceClick (View v) {
// *RA 2k bk B—F FTYMRA Service (x4 S5 AIEFE DR Intent THUEHT
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Intent intent = new Intent(this, PrivatelntentService.class);

/] *)kRAL U5k FAET7TVEIER—T7 TV THIME, EooT1 THEREXELTH LD
intent. putExtra ("PARM”, "t 2T 4 TiER") ;

startService (intent) ;
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4.4.1.2. 23 Service Z1E5-FIAT S

NBA Service (. FHEZHOTITIICFIHAINSZEEZEELT- Service THD, YLD T7HNEEL-IER
(Intent BE)EZETHIELHALITEFENBETHD, £1=. 208 Service ZFATHIZIE, FEIETHIER
(Intent L E)ATILI T IZRIESNBCENH D EITTENDLETH D,

LI . IntentService @ Service #FAL=HZETRT .

KAk (Service 4E3) :

1. exported="true"IZ&Y., BARMICABERTE TS
2. ZE Intent DREMEMHERTD

3. HBRERIBE. I TAIRBERES HIEL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. service.publicservice” >

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:allowBackup="false” >

- RHLIZEZEMNZ Service —>
{I-— R4 >+ 15 exported="true”(Z& Y. BARMICABRBREST 5 —
<{service android:name=".PublicStartService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. startservice” />
<{/intent-filter>
{/service>

<{I-- IntentService Z##*& L 1= Service ——>
{I—— R4 >k 15 exported="true”IZ& Y. BATRMIZAREZET S —>
<{service android:name=".PubliclntentService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. intentservice” />
<{/intent-filter>
{/service>

</application>

<{/manifest>

PublicIntentService.java
package org. jssec. android. service. publicservice;

import android. app. IntentService;
import android. content. Intent;

import android.widget. Toast;

public class PublicIntentService extends IntentService {
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VeSS
* IntentService ZMA L1-HE. SIMBLOIVA S V2 EZRLTHET 5,
* CNHEMEE. T5—I13%H 5,
*/
public PublicIntentService ) |
super (“CreatingTypeBService”) ;

J

// Service NEEENT S L EIC1ELFTHEUHSI NS
@verride
public void onCreate() {

super. onCreate () ;

Toast. makeText (this, this.getClass().getSimpleName() + “ - onCreate ()”, Toast.LENGTH_SHORT). show () ;
}

// Service TITWWMLIBZEZ DAY v FIZEERT S
@verride
protected void onHandlelntent (Intent intent) {
// *RA b 2k ZE Intent DREMEEHERT S
// BB Activity THAEHFATT TUNTILI 7 THEHARENH S,
[/ HUTIICDERE, 132 ANT—20REMZHRT 51 238,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/X5 A —% [Y%s)] Z#%I(+E>7-, ”, param), Toast. LENGTH_LONG). show( ;

// Service BT I B L ZC1RFLFFEUHEEIND
@verride
public void onDestroy () {
Toast. makeText (this, this. getClass().getSimpleName() + “ — onDestroy() “, Toast. LENGTH_SHORT). show() ;
}
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RIZ/2AF Service #FI AT 5 Activity DY TILa—RERT,

Rk (Service ZF| AT 3B) :
4. vUITAIREREXELTIIALSLEN
5. EREZTMSGE.HBRET 2D LMEEDRTS

AndroidManifest.xml

<?ml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publ icserviceuser” >

<application
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name”
android:al lowBackup="false” >
<activity
android:name=". PublicUserActivity”
android: label="@string/app_name”
android:exported="true”>
intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{/application>

<{/manifest>

PublicUserActivity.java
package org. jssec. android. service. publ icserviceuser;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android. view. View;

public class PublicUserActivity extends Activity {
// FIA% Service &R
private static final String TARGET_PACKAGE = “org. jssec.android. service. publicservice”;

private static final String TARGET_START_CLASS = “org. jssec.android. service. publicservice. PublicStartService”

private static final String TARGET_INTENT_CLASS = “org. jssec. android. service. publ icservice. PublicIntentServic

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity);

J

// H—E XBth
public void onStartServiceClick (View v) {
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Intent intent = new Intent(“org. jssec. android. service. publicservice. action. startservice”) ;

// *RA >k 4% Service IXBARE] Intent THEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

/] KkRA Uk 5k o T4 THEREZEL TUEHESHEN
intent. putExtra ("PARAM”, "t > LT 4 TTIXHULMER") ;

startService (intent) ;

/] kRAL b b6k HEREZTMBIGE., BRT—HIDRLL2HRET S
// RY 2 FILIE startService ) E{FE > 1= Service FIFADHIND A . #ERIFRILZ(TES L
}

/] Y—ERELREZ Y
public void onStopServiceClick (View v) {
doStopService() ;

]
// IntentService BAtER % >

public void onIntentServiceClick (View v) {
Intent intent = new Intent(“org. jssec. android. service. publicservice. action. intentservice”);

// A >+ 4% Service IXBARH] Intent TREULH I
intent. setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS) ;

/] hiRA Uk bk EULT 4 THEREEEL TTESHL
intent. putExtra ("PARAM”, "t 2T 4 TTIXALVMER")

startService (intent) ;

J

@verride

public void onStop O {
super. onStop () ;
/] H—ERDBET LTWVEWMGSIERTT S
doStopService() ;

}

/] $—ERZEEFILT S

private void doStopService() {
Intent intent = new Intent(“org. jssec. android. service. publicservice.action. startservice”);

// kR4 2k b Service [LBARAEYS Intent THEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

stopService (intent) ;

All rights reserved © Japan Smartphone Security Association. Service 255 FAT 5

181




recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

4.4.1.3. /N\—hkF—FE5E Service

IN—hF—BRFE Service (L. HEDTTIVEITHLFIFATES Service THD, I\—h—ZEDO7T)LBH/TT
NEELTORTLEEBRL., /\—r—T7 ) EDORBITHRS [BHROCHEEEZTAT-OIZFIHEN S,

LLF. AIDL bind #® Service Z{ERAL=HlZETRT,

KA M Service #E£3):

1. Intent Filter #E& € 9. exported="true"2BHTRMIZETET S

2. FRATXTT)DIAENHRT AMJRNMIEFZINTINDI LEMHERT D

3. onBind(onStartCommand,onHandlelntent) CREUH L TT A/ A\—hF—M ES3 M| Bl TEARLY
4. NN—bF—=TFTIHSD Intent THOTH., 215 Intent DL EHERERTS

5. IN—brF—F7TIICEARLTEWVERIZRYERZELTKLY

BE.RIANIRMAEET HRALET T DEEAE/ NV A EQRHERFEL5.2.1.3_ 7IDOFEHED /v
BZHERETDAEIZSRIDL,

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. service.partnerservice. aidl” >

<application
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name”
android:al lowBackup="false”>

{I— AIDL ZF|FA L7z Service —>
{I-— % R4 >k 15 Intent Filter #E&EEJ . exported="true”"ZBATRMIZEHET S —
{service
android:name="org. jssec. android. service. partnerservice. aidl.PartnerAIDLService”
android:exported="true” />
<{/application>

<{/manifest>

SEIOHITIE AIDL 771V E2DERT S, 121, Service M5 Activity 2T —R2EE T 1=6HDa—ILN\v I (>
A—T1—R T, H31D(& Activity 5 Service [TT—2%FEL. [BEREWMBF T 51 F3—T—XTH D, BH.
AIDL Z774I)VIZERIR G B/3vr— Al java Z7MIVICERIR T 5/ 30— B ERERIZ. AIDL 77 ILEER T 5
TALINIBRBIZ—BSEIDENH D,

IPartnerAlDLServiceCallback.aidl

package org. jssec. android. service. partnerservice. aidl;

interface IPartnerAIDLServiceCallback {
/%%

* ENEDOFICFUH SN D
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*/
void valueChanged (String info);

IPartnerAlDLService.aidl
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. service. partnerservice. aidl. IExclusiveAIDLServiceCal | back;

interface IPartnerAIDLService {

/%

* A— LI\ Y EEHFT S

*/

void registerCal|back (IPartnerAIDLServiceCal Iback cb);
/**

* [FHREIGT S

*/

String getInfo(String param);
/%%

* O— )L\ ) &fERT 5

*/

void unregisterCal Iback (IPartnerAIDLServiceCal Iback cb) ;

PartnerAlDLService.java
package org. jssec.android. service. partnerservice. aidl;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Service;

import android. content. Context;
import android. content. Intent;

import android. os.Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteCal IbackList;
import android. os. RemoteException;
import android.widget. Toast;

public class PartnerAIDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service WU 54 T MIBHT BE
private int mValue = 0;

/] kRA Uk 2k FIATT T OFAENFRTA FJRX MIBERIN TSI L EHERT D

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists(;

// 1\— +F—7F7 1) org. jssec. android. service. partnerservice. aidluser MFEBAE/\Y > 1{EZZ5E

sWhitelists. add(“org. jssec. android. service. partnerservice.aidluser”, isdebu
// debug. keystore M "“androiddebugkey” MEEBAE /Y 2 a2 {E

g"?
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e) {

J

“0EFB7236 328348A9 89718BAD DF57F544 D5CCBAAE B9DB34BC 1E29DD26 F77C8255” :
// keystore M“partner key”MEERAE/ v L 2 {E
“1F039BB5 7861C27A 3916C778 S8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UTRERICHD/S— hF—T T &% ..

private static boolean checkPartner (Context context, String pkgname) {

J

if (sWhitelists == null) buildWhitelists (context);
return sWhitel ists. test(context, pkgname);

/) A=Wy O EBEFTEZAFTOH b,
// RemoteCal lbackList MIZET Z AV Y FIZAL Y FE—D(2H>TLV3,
private final RemoteCal IbackList<IPartnerAIDLServiceCal Iback> mCal Ibacks =

new RemoteCal lbackList<>();

// aA—ILiNy 212w LT Service MHT—42 #iE{ET B1=6D Handler
protected static class ServiceHandler extends Handler {

private Context mContext;
private RemoteCal IbackList<IPartnerAIDLServiceCallback> mCallbacks;
private int mValue = 0;

public ServiceHandler (Context context, RemoteCallbackList<IPartnerAIDLServiceCal Iback> cal Iback,

this. mContext = context;
this. mCal Ibacks = cal |back;
this. mValue = value;

}

@0verr ide
public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCal Ibacks == null) {
return;
}
// BEERERT S
// beginBroadcast () I%. getBroadcastitem() TEREF LI E—FERK LTS
final int N = mCal Ibacks. beginBroadcast () ;
for (int i =0; i <N; i+ {
[PartnerAIDLServiceCal Iback target = mCallbacks. getBroadcastItem(i) ;
try |
/] *RA b5k IS— b F—F TUIZCEHARLTEULVERICEBYEELTEL

int valu

target. valueChanged (/38— k+—7 T U IZBAR L T L LMEHR (cal Iback from Service) No.” +

(++mValue));

} catch (RemoteException e) {

// RemoteCal |backList A —JL/Av O ZEELTWWANDT., ZZTlEunregeister L7ALY

// RemoteCallbackList.kill QIZ& > TETEBKREIND
}
}
// finishBroadcast () [£. beginBroadcast () & xt(Z7%: 5 L8
mCal I backs. finishBroadcast () ;

// 10 RICIRYRY
sendEmptyMessageDe |ayed (REPORT_MSG, 10000) ;
break;

}
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case GETINFO_MSG: {

if mContext !'= null) {
Toast. makeText (mContext,
(String) msg.obj, Toast. LENGTH_LONG). show() ;

}
break;

}

defaul t:
super. hand | eMessage (msg) ;
break;

} // switch

J

protected final ServiceHandler mHandler = new ServiceHandler (this, mCal Ibacks, mValue);

// AIDL CEZLIzA V32 —Tx—X
private final IPartnerAIDLService. Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner () {
Context ctx = PartnerAlDLService. this;
if (!PartnerAIDLService. checkPartner (ctx, Utils. getPackageNameFromPid(ctx, getCallingPid()))) {
mHand| er. post (new Runnable() {
@0verride
public void run() {

Toast. makeText (PartnerAIDLService. this, “FIFHAT 7 TV (F/8— rF—7 T TIEA L, ", Toast.
LENGTH_LONG) . show () ;
]
DK
return false;
}
return true;
}
public void registerCallback (IPartnerAIDLServiceCal Iback cb) {
/] *RA Uk 2k FATT T DHERAENRTA FURMIBREIN TSI LEZHERETS
if (lcheckPartner () |{
return;
}
if (cb != null) mCal Ibacks. register (cb);
}
public String getInfo(String param) {
// kIRA k2% FEATT T DIEAENRTA PR FZEFINTWS I EE5HEET S
if (lcheckPartner () {
return null;
}
/) kRA Uk bdk IS— b F—TF TUDS®D Intent THHTH. 2E Intent DRLHEHRT S
/] HOoTWIZDERR, 132 AWT—2DREMERDRT 51 238,
Message msg = new Message () ;
msg. what = GETINFO_MSG;
msg. obj = String. format "/A— rF—F7 FUHLDA Yy RKIEUH L, %s] 2Z{ELT-, ”, param) ;
PartnerAIDLService. this.mHandler. sendMessage (msg) ;
// *kIRA Uk 5k IR— b F—F TYIZHETRLTEUMERIZEE Y RE L T LU
return “/8— b +—7 T YIZBAR L T & LVFEER (method from Service) ”;
}
public void unregisterCal Iback (IPartnerAIDLServiceCal lback cb) {
/] *kRA b 2% FATT T QHEHENRTA PR MIBEINA TSI L EHETS
if (lcheckPartner ()) {
return;
185
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}

if (cb !=null) mCallbacks. unregister (cb);
)

@verride

public IBinder onBind (Intent intent) {
// *iRA 2k 3k onBind TEUH Lth/N— b F—mES MEIFITER
// AIDL TEZELEZAYVY FOBUH LEIZF v I BNREIZE S,

return mBinder;

}
@0verride

public void onCreate() {
Toast. makeText (this, this. getClass().getSimpleName() + “ — onCreate )”, Toast.LENGTH_SHORT). show() ;

// Service NETHDMILX., EHAMICA VI VAV MLERFEZENT S
mHand| er. sendEmptyMessage (REPORT_MSG) ;

]
@0verride
public void onDestroy () {
Toast. makeText (this, this. getClass().getSimpleName() + “ — onDestroy() “, Toast. LENGTH_SHORT). show() ;

/) A=y Y EETHEKRT S
mCal Ibacks. kil lQ ;

mHandl er. removeMessages (REPORT_MSG) ;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util. Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>( ;

public boolean add (String pkgname, String sha256) {
if (okgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAl | (" “, “");

if (sha256. length() = 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256. replaceAll ("[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LISADENH D

mWhitelists. put (pkgname, sha256);
return true;

186 All rights reserved © Japan Smartphone Security Association. Service k5 FAT 5



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

J

public boolean test(Context ctx, String pkgname) {
// pkgname [IZXET BIEED/NY L 1EEFTET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED /Ny L 1 BEEMBOD/NY L 1EELET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java.security. MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (okgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BERELITHERHE N
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul |;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {

All rights reserved © Japan Smartphone Security Association. Service =12 FIAT S 187



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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RIZ/S—bF—[R3E Service ZFIFAT 5 Activity DY > TILa—FERT,

KAV Service ZFIAT3):

6. FIRAK/S—rF—FR5E Service 7T DEERENERT AMJRMIBEFIN TSI LEHRT S
7. MAZN—tF—RETIVIZFHARLTKVERICBYEEL TR

8. BARM Intent [CkY/N\—rF—[R7E Service ZFUHT

9. N—brFr—REF7IIIODHFERBFMTH>TH. 215 Intent DRLHERERT S

PartnerAlDLUserActivity.java
package org. jssec. android. service. partnerservice.aidluser;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLService;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLServiceCal |back;
import org. jssec. android. service. partnerservice. aidl.R;

import org. jssec. android. shared. PkgCertWhitelists;

import org. jssec. android. shared. Uti ls;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Context;
import android. content. Intent;

import android. content. ServiceConnection;
import android. os.Bundle;

import android. os.Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteException;
import android. view. View;

import android.widget. Toast;

public class PartnerAlDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

/] *kRA bk 6k FAE/N—bF—RE Service 7 T DEEAEN KR TA FY R FMIBESW TSI L #HETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitel ists(Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18— +F—FR5E Service 7 1) org. jssec.android. service. partnerservice.aidl MIFBAE/\v L 1 {E % &8k
sWhitelists.add(“org. jssec. android. service. partnerservice.aidl”, isdebug ?

// debug. keystore ®“androiddebugkey” MEEBAE /v 2 (&

“0EFB7236 328348A9 89718BAD DF57F544 D5GCB4AE BODB34BC 1E29DD26 F77C8255” :

// keystore M“my company key” MEEBAZE/\v < 2 {E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA”) ;

// UATFRIFRIZHD /S— - —FRE Service 7 T 2 &4%. ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitel ists. test (context, pkgname) ;
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J

// FIRFD/IN— +F—RTE Activity ICBET 18
private static final String TARGET_PACKAGE = “org. jssec.android. service.partnerservice.aidl”;
private static final String TARGET_CLASS = “org. jssec. android. service. partnerservice.aidl.PartnerAIDLService”

private static class ReceiveHandler extends Handler {
private Context mContext;

public ReceiveHandler (Context context) {
this. mContext = context;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg. obj;
Toast. makeText (mContext, String. format("a—JL/N\v o T %) Z=Z{ELT=, ”, info), Toast.LENGT
H_SHORT) . show() ;
break;
}
defaul t:
super. hand |eMessage (msg) ;
break;
} // switch

J

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL TEZELf=A v 4 —T 2 —2R, Service WS DBEHEZITES,
private final IPartnerAIDLServiceCallback. Stub mCallback =
new IPartnerAIDLServiceCal |back. Stub() {
@verride
public void valueChanged(String info) throws RemoteException {
Message msg = mHandler. obtainMessage (MGS_VALUE_CHANGED, info);
mHandl er. sendMessage (msg) ;

};

// AIDL TEZ LA 8 —T7x—2R, Service ~EHT S,
private IPartnerAIDLService mService = null;

// Service LI ABFCHATSa 423, bindService TRET HIFEFINEIZHD,
private ServiceConnection mConnection = new ServiceConnection() {

// Service ICERINI-ZEICEEND

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mService = [PartnerAIDLService. Stub. asInterface (service) ;

try{
// Service |2t

mService. registerCal |Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service NEERT L-158
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}

Toast. makeText (mContext, “Connected to service”, Toast. LENGTH SHORT). show () ;
}

// Service NEERT LT, a7 arvhdisn=i5&8CFEN S
@0verr ide
public void onServiceDisconnected (ComponentName className) {
Toast. makeText (mContext, “Disconnected from service”, Toast. LENGTH_SHORT).show();
}
)

@verride
public void onCreate(Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. partnerservice_activity) ;

mContext = this;
]

// H—ERBRRE >

public void onStartServiceClick (View v) {
// bindService #1779 3%
doBindService() ;

}

// TEERImBRE >
public void onGetInfoClick (View v) {
getServiceinfo();

J

// Y—EREFIERE Y

public void onStopServiceClick (View v) {
doUnbindService() ;

]

@verride

public void onDestroy () {
super. onDestroy () ;
doUnbindService() ;

}

/%
* Service [ZIEfRT 5
*/
private void doBindService () {
if (ImIsBound) {
// J*iRA 2k b6k FRAK/S— bF—RE Service 7 T DIEBAEMN R TA U R MZBFINW TS Z LR
ERO)
if (lcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIF% Service 7 TUIEART A B R MZEERESNTULVEL, “, Toast. LENGTH_LO
NG) . show () ;
return;

}

Intent intent = new Intent(;

/] hiRA bk Tk FAZNS—FF—BE7 TVICEARLTEVMVERICEBYZEELTEL
intent. putExtra ("PARAM”, /38— k+—7 FYIZERL TEULMER) ;
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// dRA 2k 8% BIRM Intent IZ& Y/8— FF—FRTE Service ZFFUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE);
mlsBound = true;
}
}

/%%
* Service ~DIEHRE LIS S
*/
private void doUnbindService() {
if (mIsBound) {
/] BELTW =L PR 2D HBI5EILMHER
if mService != null){
tryf{
mService. unregisterCallback (mCal Iback) ;
} catch (RemoteException e) {
// Service NEERT LTV :=IGE
/) BT D ENIBLEE

}
unbindService (mConnection) ;
Intent intent = new Intent();

// R4 > b 8% BERAY Intent [C& Y /38— FF—BRTE Service ZFFUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

stopService(intent) ;

mIsBound = false;

J

VeSS
* Service ML EREIET S
*/
void getServiceinfo() |
if (mIsBound && mService != null) {
String info = null;

try {
/] kR bk Tk FRENA—FF—BRE7 TUICHARLTEUVVERICEBYEELTEL
info = mService. getInfo("/3\— k+—7 FYIZEIR LT &L LVEER (method from activity)”) ;
} catch (RemoteException e) {
e.printStackTrace () ;
}
/] KR Ok NR—rF—RE7TVNOOHKRBERTH>TEH. 25 Intent DREHEHET S
/] O TNIZDERR, 132 AWT—20REMERDRT 51 238,
Toast. makeText (mContext, String. format("H—EXM5 T%s] #HEEFLI=, ”, info), Toast. LENGTH_SHORT).s
how () ;
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PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util. Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (okgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAl | (" “, “");

if (sha256. length() != 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha256. replaceAll ("[0-9A-F1+", ””).length() != 0) return false; // 0-9A-F LINADXEMNH S

miWhitelists. put (okgname, sha256) ;
return true;

J

public boolean test(Context ctx, String pkgname) {
// pkgname 2 G DIEFRD/NY L2 EZTWET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED /Ny L 1 BEEBO/NY L 1EELET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
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J

if (pkginfo.signatures. length 1= 1) return null; /] BEELITHRHE N
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;

}

private static byte[] computeSha256 (byte[] data) {

J

try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;

} catch (NoSuchAlgorithmException e) {
return nul | ;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder () ;

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal. toString () ;

194
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4.4.1.4. B#RRE Service

B#tBRE Service [T, BHUNDTTIMNSFASINEZEFEEIET S Service ThHH. EROBHETTITUR
TLEERL. BT TR EROMAEETLH-OIZFIAINS,

LI, Messenger bind @ Service ZERAL-HIETRT,

KAk (Service 4E3) :

1. ¥ BES Signature Permission ZE8&9 %

¥ B E % Signature Permission ZBRKEE TS

Intent Filter ZE &t 9. exported="true"#BARMIZEKTET S

¥ B E % Signature Permission NE#7IVICKYTEERIN TSI LEFHERT D
B#7TUHSD Intent TH>TH, 215 Intent DR LMEHERT D

A7 IIEEHRT TITHEIME., B T4THRERERELTELL
FAXT7TI)ERCHARERTAPKZELT D

N OO v b WN

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. service. inhouseservice. messengeruser” >

I— R4 > b 8% HMBFES Signature Permission ZFIAEET 5 —
<{uses—permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name”
android:allowBackup="false” >
activity
android:name="org. jssec. android. service. inhouseservice. messengeruser. InhouseMessengerUser Activity”
android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>

InhouseMessengerService.java
package org. jssec. android. service. inhouseservice. messenger;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Uti ls;

import java.util.ArrayList;
import java.util. Iterator;
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import android. app. Service;

import android. content. Context;
import android. content. Intent;
import android. os.Bundle;

import android. os.Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.widget. Toast;

public class InhouseMessengerService extends Service{
// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BHROFAED /Y aE
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M "“androiddebugkey” MEEBAE /Ny 2 a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore ®“my company key” MDIFFBAZE/\v ol
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8B D7B3A7C2 42E142CA™;
}
}
return sMyCertHash;

// Service MUY SATFTUMT—2EEXR)E IR TEETS
private ArraylList<Messenger> mClients = new ArrayList<Messenger>() ;

/] D5AT oD T—R2%2IET D& ZIZFIAT 5 Messenger
private final Messenger mMessenger = new Messenger (new ServiceSideHandler (mClients)) ;

/] DS54 T Y D 5Z(TE 1= Message ZHEJ 5 Handler
private static class ServiceSideHandler extends Handler {

private ArrayList<Messenger> mClients;

public ServiceSideHandler (ArrayList{Messenger> clients) {
this.mClients = clients;

}

@0verr ide
public void handleMessage (Message msg) {
switch (msg. what) {
case GommonValue. MSG_REGISTER_CLIENT:
/] D547 bH5ZITE o f- Messenger % 3B
mCl ients. add (msg. replyTo) ;
break;
case CommonValue. MSG_UNREGISTER_CLIENT:
mCl ients. remove (msg. replyTo) ;
break;
case CommonValue. MSG_SET_VALUE:
/] DSAT U MIT—5%1%%
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sendMessageToClients (mClients) ;

break;
default:
super. handl eMessage (msg) ;
break;
}
}
}
/%
* DSATUMIT—32%%5
*/

private static void sendMessageToClients (ArrayList<Messenger> mClients) {

// hiRA Uk b6k FIRAT7 TVIFERT T THEDD, EooT 14 THERERELTE W
String sendValue = "> F 4 T4 IER (from Service)”;

/] BEREINTWEY AT b, IEHBIZEET S
// W—TEHPTremove LTHETDT—RIZTTIERALIZL\DT lterator ZF AT 3
Iterator<{Messenger> ite = mClients. iterator ();
while(ite. hasNext ) {
try {
Message sendMsg = Message. obtain (hull, CommonValue. MSG_SET_VALUE, null);

Bundle data = new Bundle();
data. putString ("key”, sendValue) ;
sendMsg. setData (data) ;

Messenger next = ite.next () ;
next. send (sendMsg) ;

} catch (RemoteException e) {
/] D54 TF7 2 CAFEELBEWNGEEIE. URX FOSERYERL
ite. remove () ;

J

@verride
public IBinder onBind (Intent intent) {

// *RA 2 b 4k HMEFESE Signature Permission NEMR T TVICEUEEIN TS L £HERTS
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "JHEBEEZ Signature Permission NEHT TVIZEYEZRSI N TULVELY, ”, Toast. LENGT
H_LONG) . show() ;
return nul |;

}

// kR4 5k BHTTUMNLD Intent TH-TH. Z{E Intent DL LMEFHERT S

/] O TIICOERE, 132 ARNT—2DOREMZHRT 51 23,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/X5 *—4& [Y%s] #Z(TH->71=, ”, param), Toast. LENGTH_LONG). show() ;

return mMessenger. getBinder O ;

J

@0verride
public void onCreate() {
Toast. makeText (this, “Service — onCreate ()", Toast. LENGTH_SHORT). show() ;

J
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@verride
public void onDestroy () {

Toast. makeText (this, “Service — onDestroy()”“, Toast.LENGTH_SHORT). show () ;
}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, sigPermName));

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE&LE=7 TN r—SRZEMBTS
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MI5& ILLIRLY

if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE & L=7 TYDIIAEZED /v L 21 EZRY
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul | ;

}

imp

pub

PkgCert.java

package org. jssec. android. shared;

import java.security. MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager;

import android. content. pm. PackageManager. NameNotFoundException;

ort android. content. pm. Signature;

lic class PkgCert {
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public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl 1 (" “, “");
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEELIEDHIEL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return nul|;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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*RAk 7% APK % Export $5EEIZ, MIATT7 T ERILHREERTAPK 2ER T 5,

® Generate Signed APK ﬁ

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------ |

e
Key alias: < my company key D |\|

KE"!.I" passﬂﬂrd : I ....... ]

[ | Remember passwords
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RIZE#BRTE Service #F| AT 5 Activity DY FILa—FEFRT,

RA>kService ZFIAT3):

8.

9.

10.
11.
12.
13.
14.

¥ BT Signature Permission ZF|EE3 %

MBES Signature Permission AE#RT7TVITEYERIN TSI LEHERT D
FMAET7TIOMHAEN BHOAAETHILEHERET D

FMRAXTIIEIEHRT TITHEIM S, B T4THEREEELTELL

BRRE Intent IZkY B#FRE Service ZF U H 9
B#HT7IIHSDOBRBEBRTH>TH, 215 Intent DR EMEMHER TS
FAXTIILRLHKEERTAPK ZELT D

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<{manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. service. inhouseservice. messengeruser” >

I— *7RA 2 b+ 8% HBEFEZ Signature Permission 2FAEET S —
<{uses-permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:al lowBackup="false” >
activity

android:name="org. jssec. android. service. inhouseservice. messengeruser. InhouseMessengerUser Activity”

android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>

pack

impo
impo

impo
impo
impo
impo
impo
impo
impo
impo
impo

InhouseMessengerUserActivity.java

age org. jssec. android. service. inhouseservice. messengeruser;

import org. jssec. android. shared. PkgCert;

rt org. jssec. android. shared. SigPerm;
rt org. jssec. android. shared. Uti ls;

rt android. app. Activity;

rt android. content. ComponentName;

rt android. content. Context;

rt android. content. Intent;

rt android. content. ServiceConnection;
rt android. os.Bundle;

rt android. os.Handler;

rt android. os. IBinder;

rt android. os. Message;
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import android. os. Messenger;
import android. os. RemoteException;
import android. view. View;

import android.widget. Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// FIRA%E®D Activity 1E¥R
private static final String TARGET_PACKAGE = “org. jssec.android. service. inhouseservice. messenger”;
private static final String TARGET_CLASS = “org. jssec.android. service. inhouseservice. messenger. InhouseMesseng

erService”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BHROFAED/NNY P aE
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M "“androiddebugkey” MEEBAE /Ny 2 a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore @“my company key”MEIEBAE/\v < 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// Service M5 T—H E2{EF B L Z(ZFIFHT S Messenger
private Messenger mServiceMessenger = null;

// Service IZT—AR EiXIET B L ZIZFIHT 5 Messenger

private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler());

// Service 53 (FTHL o 1= Message ZAIEF 5 Handler
private class ActivitySideHandler extends Handler {

@0verr ide
public void handleMessage (Message msg) {
switch (msg.what) {
case GommonValue. MSG_SET_VALUE:
Bundle data = msg. getData() ;
String info = data. getString ("key”);
[/ *RA D13k BT TUHLCDORERBFRTH->TH., [EOREUEHRT S
/] HUTIIZDEEE, [3.2 ANT—20REMEHRET 5] #58,
Toast. makeText (mContext, String. format("H—E XM %] Z#EEFLT=. ”, info),
Toast. LENGTH_SHORT) . show() ;
break;
defaul t:
super . hand |eMessage (msg) ;

202
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// Service ¥t Y HRFICFIAYT S 1V 3, bindService TRET HIHEFXDVEICLD,

private ServiceConnection mConnection = new ServiceConnection() {

// Service ICEHRINT-ZEITEEND

@0verr ide

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service) ;
Toast. makeText (mContext, “Connect to service”, Toast. LENGTH_SHORT).show() ;

try {
// Service [ZEH%H® Messenger #iEY
Message msg = Message. obtain(nul |, CommonValue. MSG_REGISTER_CLIENT) ;
msg. replyTo = mActivityMessenger;
mServiceMessenger. send (msg) ;

} catch (RemoteException e) {
// Service WEERLT L TL=5E

}

}

// Service REERT LT, a7 a iU ShGEICEENS

@0verride

public void onServiceDisconnected (ComponentName className) |{
mServiceMessenger = null;

}s

@0verride
public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity);

mContext = this;

]

/] H—ERERARE Y

public void onStartServiceClick (View v) {
// bindService £33 %
doBindService();

}

// EHRIGBRE v
public void onGetInfoClick (View v) {
getServiceinfo() ;

J

// b—EREIERE >
public void onStopServiceClick (View v) {
doUnbindService() ;

J

@verride

protected void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/%%
* Service [ZH#T 5
*/

Toast. makeText (mContext, “Disconnected from service”, Toast. LENGTH_SHORT). show();
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void doBindService ) {
if (ImlsBound) {
/] *RA 2k 9k MBEFES Signature Permission AEH T TVIZEYEZRIN TSI L 2HERT D
if (1SigPerm. test(this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “"JEBEZ Signature Permission NBE#H 7 TV IZLYEZ SN TULVELY, ”, Toast.L
ENGTH_LONG) . show () ;
return;

}

/] kR b 10k FIRET T DIAENBEHDIIAZETHS - LEHRETS

if (IPkgCert. test(this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIALY—ERIFIBHET T TIEXALY, “, Toast. LENGTH_LONG). show () ;
return,;

}

Intent intent = new Intent( ;

/] *RA VR 1k FIRET7 TVIEERHTTITHENE, oo T4 THREHREZELTE LD
intent. putExtra ("PARAN”, "t > F 4 TiIER") ;

// *RA 2k 12% BARAY Intent Tk Y BHFRTE Service ZFUHT
intent. setClassName (TARGET_PACKAGE, TARGET_GCLASS) ;

bindService(intent, mConnection, Context. BIND_AUTO_CREATE);
mlIsBound = true;

J

/%%
* Service ~DEMHEVIETT 5
*/
void doUnbindService() {
if (mIsBound) {
unbindService (mConnection) ;
mlsBound = false;

J

VeSS
* Service Mo IFHMEEGT S
*/
void getServiceinfo() |
if (mServiceMessenger != null) {
try {
// BBRDEEFEEKRT S
Message msg = Message. obtain(nul |, CommonValue. MSG_SET_VALUE) ;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) {
// Service NEEET LTV IHGE
}

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, sigPermName))

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEZLE=T7 TUDNN Y H5—SBEMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission M5 & 1% 5Bk
if (oi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName Z2E&E L7 TYDIEAZED/\Y > 1 EEEKT
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul | ;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" *, “");
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EEELRIFHE L
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return nul|;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;

* KAk 14K APK % Export §5LEI2, FIRAKET7T T ERLRAFEERTAPKZEELT 5,

[ ¥ Generate Signed APK @1
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ----:-: |
Key alias: <E5>m pany k:e',f‘> |\|
Key password: | ....... |

[ | Remember passwords

Eyious | m | Cancel | | Help |

4.4-3
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4.42. )L—ILTvH

Service BERIZIXUTDIL—ILEFDRIE,

1. Z7FVRTOMAERTS Service [FFELAFFRET S (Wh7R)
2. BRETHAOREMEHRTS (WHZE)
3. JHE 2 Signature Permission (. B 7 TUNERELI-CEEERLTHATS (78)
4. EHETBHHAI T Service DEEFIRILT HHFHIETS (W7R)
5. BRBEHLRIBEICE. REETIINLOERBERFRICEETS (W ZE)
6. FF% Service KN EIE TESHZEILBATRM Intent T Service ZF|AT S (7R)
7. thORFETTIEERET HIEEITFIMAL Service ZHRT D (W7E)
8. BEZZRWICIREIIGEEICIE. TOEEDRKRDOREKELHIETD (W7E)
9. tUITATLHERIETEDRYZESLLY (HE22)
4.42.1. 7T)ATOHAERT S Service (FIFLABHEET S (Wh7E)

77)A(FfIE. R UID) TOAERSNS Service [FIEARBRET D, CNnICKY D7 TUNSERET
Intent 22 (TEROTLESZENGLRY, 7T DHEEEFIASN D, 7T DEEICEEEZE-THEDHE LT
ENTED,

E%E kX AndroidManifest.xml T Service ZE &9 HFIZ. exported Bt % false (2T 5T TH 5.

AndroidManifest.xml
<{I-— JE/NBH Service —>
{l—— %A >k 1% exported="false”I=& V. BARMIZIEARRSZET S —>
{service android:name=".PrivateStartService” android:exported="false”/>

Ff-. T—RIEDBNERDNEN, B—T7TUARALDHFAENS Service THY. hhD Intent Filter ZHXET
BEIHEREH XL TIXASALY, Intent Filter & £, A—7 )R DIELAE Service ZEUHITDHYTE.
Intent Filter A THEUVHL=ESIZERETHT7TID LA E Service ZEUHLTLESIBENFETIH0HTH
S

AndroidManifest.xmIGEH#EEZ)

{1—— JE4NBH Service —>

{I-— HBRA >k 15k exported="false”IZ& Y. BRMIZIELNRDET S —>

{service android:name=".PrivateStartService” android:exported="false”>
{intent-filter>

<action android:name="org. jssec. android. service. OPEN />

<{/intent-filter>

{/service>

[4.4.3.1 exported &EL intent-filter FREDHAEHHE (Service DIFE) LSBT DL,
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4.4.2.2. ZETHORENEERTS (7E)

Service ¥ Activity LREHRIC. 315 Intent D T—2ZENE T LHRRICIE. FTRE Intent DR LM EHEZELLZTNIE
TEHIELN, Service ZFRIAT AL Service NOoDFER(ELTRELL) BHROTEMEHRETILELH D,
Activity Dl4.1.2.5 Z{5 Intent DR &M EHRT5 (W7B) 1T4.1.2.9 FIA%L Activity hEDRY
Intent DL EMEHERT S (W7B) 1L BRT BT L,

Service [2HULTIZL, Intent LISMZEAYYRDIFPH LAS Message [CKBDT—2DNEZELRELH D=0, ThT
NEBLTEELTHOLETNIEESA,

3.2 ANT—HEDREMEHRTHIZBRI S,

4.4.2.3. JETEZ Signature Permission (&, B#7 TN EERLI-CLEHERELTHATS (Wh7E)

B#7 LTS FIATESBHRIE Service #5154 . B E % Signature Permission IZKYIRELAE TR
(X% 5740, AndroidManifest.xm| T® Permission % . Permission BXREE X1 TIIRENT+HTHS1=
&.T5.2 Permission & Protection Level JDI5.2.1.2 M BEZED Signature Permission TE#T7 /&S
BHEIESRTHT L,

4.4.2.4. EETBHIAIVYJ T Service DEEFIRBT 2N EHIES S (Wh78)

Intent /ASA—S DR O H E S Signature Permission QMR ELNSF=tEF 2 )To4Fxvo% onCreate [CA
NTIELFGELY, ZDEAIT, Service ANEEIFRICHTLLVERZZ (T1-LZF(Z onCreate DUEMNEHBEINGELV =6
THd. LI=A>T. startService IZ&>THIEEN S Service ZE %K 93 535 E (X, onStartCommand
(IntentService ZFIA T 5HE (L onHandlelntent) THIE ZIT O IF AR5 %ELY, bindService THIEY %
Service #RE T HIGELREDIENEZDHD T, onBind THIEZLEZ (T NILAELALY,

4.42.5. BREBEBERIEEICE. BREETTIMoOBERFBEHRFEIEIETS (WH78)

Service DAATIZ&> THREIFRDIRZE L (Q— LA\ DIEVHLEAS Message DEEER) 7 TUDERENE
55, REENTILII7 THAARENEDLEBLTHAITERFERICH T EHEELELAZITAIELESLTLY,

MBI, Activity DT4.1.2.7 HERBEHRERTHEICIE. REETITUNILSOBERBFRFRITETS (wh
A)IZSRBTHIL,

4.4.2.6. F|R%k Service K EIE TZ5I5EEBARM Intent T Service ZF|HT % (h78)
K& 2REY Intent IZ&Y Service ZFIA9 %L, Intent Filter DEEMRILHZEIZIXFEIZA XR—)LLT= Service IZ

Intent AAEESNTLES, LELEKMIZFELU Intent Filter 28 &L=V IL D7 N EIZAVAM—ILEN TR S,
TILIITIZ Intent NEESNTLEL . [BFHFENEL S, —H. BRA Intent [Z&Y Service ZFIBT 5 L. 15
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FELT= Service LS HY Intent ZRET S LT BT L2 TH S,

=12L. B EE T REEANHDDT. Activity DI4.1.2.8 FIFA% Activity A EE TZSIHE LBATRH Intent T
Activity ZFIA9 5 (W7A) 1ZBRBTHIL,

4.4.2.7. h#OEET7IEEETBHIEEIEF AL Service #ERT S (h78)

ftht DIFE T T LB T DIEEITIEHRTANIRMIKBHERFZELNHD. B7 TIRICFIALET T OFEAE/N
VP aEFORBLTE FIREDIERAE/ VY1 LRZBELTWAEAE N\ AN BT N EHERT H_ LT,
BYFTELTIVIC Intent EHKITTHIELEMSTENTES, EAMGRERERITOVWTIEY LT ILa—F+Eo 3
2l4.4.1.3 N—hF—[R7E Service|ZEHBI 5L,

4.4.2.8. BEZ-RMICRBIDIEEICIE. TOEEDEROREKELHRFTS (Wh7R)

Permission [CkURESNTVDIEREES JUEEEEEZMOT7T TIICZRNICIRETHHECIE. RIE®ET
TVIZRLTR—® Permission ZEXR$5GELT. TOREKELZHFLATAIERSAEL, Android @
Permission £¥1TF4ETITIE, BRESINE-BEICHTEIZT7IIVALDEETIERIZDODVWTOHEREESEE
15, COEBRLDOEHMHEICKY ., FIVIZRBIN-EENSSITHOTT)IZ, RED-OIZHEL Permission %
BRI DELIRBEINDETEEMENH D, CDEIL Permission #EHZELTNDILEEEMICHMEDT.
Permission DB ZRZERBEELITIEN D, [5.2.3.4 Permission DERZEMBIZSEBITHL,

4.4.2.9. O TATHIERITITEBRYESLL (HE%2)
THRESHOT7TI)EEET HBEEICIEE L TAIRIEREE S TIEESAELY,
T T4 EHRE Service EZITELT HI5E. TOBERDRBRIRIVERFLE T NIEESLLY, 2B Service
[SEMLIERIEIVTRBTHEEZLGITNISESEEL, £=/3—hF—RE Service v> B #t R E Service [TiEFFL

=EEmLEND Service DREITEKFL THERFRIR VDKL H 5,

oL TATRERIEITEDLITEMLBENESICIRIRETH D, EFT 5554, FIHL Service (XIEFETEDS
Service [ZBRTEL. 1A LogCat L EICTRBLAEWLSICEELAIT IS,
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4.43. TENURE
4.4.3.1. exported FREE intent-filter FRE DA S (Service DIFH)

ZDHARXZETIL, Service DAZEMNSIENRT Service, B Service, /S—hF+—FRTE Service. B#RE
Service M 4 24T D Service [TDVWTEEFEZRANTINS, BASTIZEFSN TS AndroidManifest.xml @
exported EiEL intent-filter ERDEAHAEHEERDRICELEDI=, EASELTLVS Service DEAATE
exported BHH LW intent-filter ERDXEMIELWNZLERERT HI L,

& 4.4-2
exported B DfE
true false E|EE
intent-filter E&AH5 | AF ({EEZI) (L)
intent-filter EEAGLY | 2B, /N—FF—FRE. | FFH (L)
B#RE

lintent-filter E&E M $H 5 1&Texported="false” 1ZFEAZILICL TS DL, Android DIRZDFELELT, B—7
TURADIEAR Service ZEVHL=-2HYTH, ERETHTITUDAE Service ZREUHLTLESHENGFHE
I 5=HTHb,

BHEMIZIE, Android [FUL T D& GRS BVNET DT TURBHICRADPBLETHD,

® EHD Service TRILHWAED intent-filter ZE&EL-BE. LIZTAVRA—ILLE=7 T)ND Service DEE
NEXEIND
® [EEMY Intent ZFE-71=15E(d. OS [CK->TELELD Service NEFRIEIIN T, BFUHIN S,

LUT®D 3 DOET Android DIRD2EVICKIEREATUHE LR AEHEAZHETH. H 4.4-4 (X, F—7
TYARAMS LM IELE Service(Z 7 A) ZEEEKBY Intent THREUHEBHWEELBEDOHITH S, Intent-filter(H
i action="X"ZEZLTWLBADON,. 77) ALAWVELDTERBYDEIZELL-TLNVS,
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( a
FTUA
IS EMIntentZ{E>T
ServiceZFUNH T
F77JC
JE/NBAService A-1 B 2K MIntentZfE-T

exported="false” Service ZFUNHT

action="“X" @

N

Service A-11ELIE/ABAServiceliD T, 7
TUANSLOEUH T ZEIETERL

Androidifi &
L

4.4-4

4.4-5 B UK 4.4-6 (. 77 AIZMATF7 7Y B THREIL intent-filter(R & action="X"\&E&LTL\S
HETHD,

4.4-51F. 77) A>T7T) B DIETIVAR—ILENTHETHD, CDIZE. 77 CHBEERM Intent %15
J B, FEAFD Service(A-1)EFUHESELTERET B, —A. 77 A FERH Intent ZFE->TEREYIZH
—7 7 )RDIELE Service #FUHEDD T, EFaATAD(RIILYI7 X HRD)E TIEMBITEI S,

(" \
7TUA
BE EA M IntentZ{E->T
ServiceZEUH T
F77UC
JE/NBAService A-1 BB IntentZ 5T

exported="false” Service #IFUHT

action="X" @

“Service 87 3£ A BAService B o1=7 TUAMIA
. VAR—ILENTIB A (L. FENBSevice

Dintent—filterDHNHIIZAEY . §4 58

MEDEENHE LIEZFH TR,

action=“X"

Androidifi R
\_

4.4-5

4.4-6 1%, 7T B->T T ADIETIVAR—ILENTHZETHY, LX) T EILHTHEELH D, 7T A
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HEEERA Intent ZEXELTRI—7 TURNDIELEE Service ZIEUHZFSET B, £ICAVAR—ILLE=7T) B D
2NB Activity(B-1)DIEUH ESh TLESIHIERL TS, CHIZKYT T ANST ) B IZHLTEY D TA4THE
MAEETHAREENELTLES, 7T BBATILII7THNIR, TFRFEF UL TAITLIERDFHRIZENS,

F77UC
FE 2R IntentZ > T
Service ZMEUH T

A BAService B-1
exported="true”
action="X"

Intent(“X”)

FIUA
BE B M IntentZ{E-T
ServiceZFEUH T

l Intent(“X”) :

e ee ! 1NBService #5017 7 UBANEITA >

action="“X" ZF_)LéhT:i’%é[is ’ABﬁSevice(D
intent—filterM A MERNIZAY, 7TUA
MEDEEUH LT, 2> TService(B-1)
FMEUHLTLED,

Androidifi R
\_

H 4.4-6

D &SI, Intent Filter ZALV-IEAFEA Service DEFERAY Intent FUHLIZ, EREHT7TIOFUVHLPER
BRTTIAD L TATHRIEBRDEEZETD=DIZHITIRETIEAELY,

4.4.3.2. Service DELEAHEIZDOINT

Service DEEFEFIZHTHY. Yo TNaA—FTHELI-EF )T LDIATEDOHRMLH DO B4
%9, startService #F|HTHIZE L bindService ZFIATHEELICKELA NS, startService &
bindService DA THIATES Service ZER T HIELTRETH D, Service DREFEZEFRETH=HIZ. K
D&SBFBERICDOVTHEIETIC &I S,

Service ZAI7 F)IZART SH (Service D2AF)
ETRITT—E2OPYRYZEITINT —2DOHEEEZE)
Service ZHlfi 9 5 GEBN LR TR E)
ATOERELTEITT HH (TOLRMEEE)
BHONEEZREIZITIH(AETRIE)

REFAEDHBEFTRADEBDRBEDAIBERICTHE. K 4.4-3 DIIITHDH, x (FRBAAT A, H LIRS
SNDHEEL TR DREA DD EGRISEERT .
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% 4.4-3 Service DREFZOHE

48 Service D | T—HDHEEEZIE | Service Dl TOtvRMREE | WITOE
(E2E-#T)
startService & O x @) @) X
IntentService & O X X O X
local bind & X O O X X
Messenger bind & O O @) @) X
AIDL bind & O O O O O

startService &

xHEARHLL Service THBH, Service 75X &AL . onStartCommand TUIEZITS Service DZEFET,

FIAT SIIX. Service % Intent THEL T startService Z#FRAL THEUH T, Intent DEEFTIZXL T, ERA
EDT—REEERT LT TELL-0., Broadcast HERIDHEZEZHMAEHETERIRITIDLENH D, EFH
REIERIX. T4.4.1.1 JELNEH Service 2155 -FIHTRI12SBDI L,

X714 EDFyIIE onStartCommand TITOBHELH DD EETD/ NV Tr—O BN EIG TER L=/
—hkF—PBR5E Service IZIXERHETEALY,

IntentService &

IntentService (& Service ZHAL TESN TS ISR TH D, MUHLAIL. startService B ERETH D, BE
M Service (startService &) [CEERTUT O HEAH S,

® [ntent MAE (X onHandlelntent TfT5, (onStartCommand [ZEH7%LY)
® JIRLYKTEfTShD
o MEMNXai—AL5TEND

WEBMBIRL YR DIzOFE P H UIZENEISIRSH ., Fa—A0 T #BIZEYD—7 2 v )LIT Intent (T35 20 A
Thnbd, &intent DAEITREBFEINGNOD, HEDBEHICLH>TIEIREDHRIED—DELTEIRNAIRETH D,
Intent MEETICKHL T ERLBEDT—HEEEIRT ZLIETELLV =0, Broadcast HERDFZEEAED
HTCRETIDENDD, ERLEEERL, 14.4.1.2 28050 Service 2455 -FIAT5125BN L,

X a1) T4 EDFyI1E onHandlelntent TITOWMELRHBM ., EETD/ NV T—U BNEIFG TEL N/ —
r—BR5E Service IZIZFERATELLY,

local bind &
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7 ERILTAEARATHOHEIKA—AHIL Service ERET DDA EFIET . Binder VSANLIRELI=IFX
#EHELT. Service TREL-#EE(AVYR) EFUHLTICIRETESLSI1ZT 5,

FIA9T A%, Service % Intent TIEEL T bindService ZFEHRLTHEUHE T, Service & bind 55D T
X, ZEVUTIVGEETHDN, BITOEATORE® Service DARNTELWE=-OFERIZBEEINS, EFEM
REEHIX, o TILa—FRIZE&EnSE IO x4 Service PrivateServiceLocalBind IZS BN L,

X aTF89IZIXIEL B Service DA EETRETH B,

Messenger bind &

Messenger DE#E#A#EF|IFAL T Service EDEEEXERRT H55E%HET .

Service ZFIFHT HAIM5E Message MiIRIEFLEL T Messenger ZET ZENTES=H. WATHDT—E2DHOY
WMYALLEMNB S ICRRAIRETH D, =, MBI F 21— T SNB=6H. ALYRE—DIC8ET 2L H S,
& Message DAITUEIShEWVN, EDEHICL->TIIEREDBHHRIED—DELTEIRNAFRETH S, FIFH
9 5MlIE. Service % Intent TIEEL T bindService ZEALTHRUH T, EARMGEEFIE, 14.4.1.4 BB
iE Service [BRMD L,

tFXa1)T4EDFTvY1E onBind > Message Handler TITORENH B, EETD/\VTr—C L ARG TE
RN/ \—bF—BR3E Service [ZIEERATELRLY,

AIDL bind #

AIDL Dit##ZFIALT Service LDEHERE T 5HEEHE T AIDL 2> TAVE—T—REEEL.
Service DFOWEEETAVYYNEL TR T S, £, AIDL TEELIzAV2—DJ1—REFRAITEE T HILT. O
=N\ D ERBRTHIELTED, VILFRALYRFFUH LIEATRERZAY, AL (T E 720V D T Service I TR
MICRETIVENDD,

FIAT AIIE. Service % Intent THELT bindService ZEALTHEVH T, EFRGEEEHFIX. 14.4.1.3 /X
—k+—BRE Service ]SRN &,

X aTF4EDFTvoIEB#HERE Service Tl onBind T. /8\—rF—R5E Service TlX AIDL TEZELI=M1>%
—IJI—RADEAIIRTITIDELH D, AXETHELE=EEX2T484TD Service IZFIFATEETH S,
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I 4.5. SQLite #F5

AXETIE SQLite ZFEALTT —2R—ADERB LMEELEIT ORI EX )T LETEE I REREFL LD,
FHRAVME T—ER—ZRT7AILDT I REDBYGREEL SQL 10272 avITiT IR KRTHSD, 22
Tl BENIDSOT —IR—RIT7MILDHRAEETEH TERT TITHRET D) LG T —IR—XFIITIHE
EH 9 Content Provider M/ \YYIIUROT7T)BRIATHDFERERNIRET D, Tz, HAEE LI T1IRIEHRE
FTOTNBIEFRELTLNSD, T3 THWMGELMT TUNSDEESN DHRAEEEEITEH=DICHLIZTEIFS
XEEERT I EEHEHOHT S,

4.5.1. o J)ILa—F

4.5.1.1. T—AR—RADIERERE

Android Q7 ) TT—ER—ZX%HS51B A . SQLiteOpenHelper ZERT 3 ETT—ER—RIT7/ILDE L
BRESLUVTIEREDRE DT TUNT IR TERNEE) N TED4, CSTlE. TTURBBIZT —2~—
REEREL.UI EAST—20BRE - BM-ER -HIRETSBELET TIVEFIC. A EBHISDOAAITH LT EL
SQL MEFTENARNESIZ SQL AP ol avdE LYY TILa—KERT,

4 J7MILDEEICELTIL. SQLiteOpenHelper DAY XS 42MDE 2 518 (name) (ZT7 7L DX/ SREIEE T
ED, TN, B> TSD H—FRH#EFBIEELSBEICEMOTIINSDHRAHAEEHAREILLIDTEENDETH

60
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Info of User-
Name of User-2 Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User-6 Info of User-
Name of User- Info of User-
Name of User-8 Info of User-
Name of User-9 Info of User-
Name of User- Info of User-10
Name of User- Info of User-
Name of User- Info of User-12
Name of User-1: Info of User-1:
Name of User- Info of User-
Name of User-1¢ Info of User-
Name of User-16 Info of User-16
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of Us
Name of User- Info of User-:
Name of User- Info of User-
Name of User- Info of Us
Name of User-
Name of User-
Name of User-

_—— 0 0N R WN -

0
1
2
3

[S

WN = 0w~

N NN
g B

[=2]

<_.

B 4.5-1

AV
1. T—AX—ZEmIZI% SQLiteOpenHelper #EH3 %

& Name of User-13

2. SQLAVC VL avDREELTANEZ SQL XITHERATHIHEIZIFTL—RRILFZFATS

3. SQLAVY O av DRIEMGEREBELTT TVEHICR>TANEEZTFIVITS

SampleDbOpenHelper.java

package org. jssec. android. sqlite;

import android. content. Context;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. database. sqlite. SQLiteOpenHe lper;
import android.util.Log;

import android.widget. Toast;

public class SampleDbOpenHe Iper extends SQLiteOpenHelper {

public SQLiteDatabase getDb() {
return mSampleDb;

private SQLiteDatabase mSamp | eDb; J/BRYES T—REKINT AT —IR—X
public static SampleDbOpenHelper newHelper (Context context)
{
//%) 4 >+ 1% DB YERIZIL SOLiteOpenHe Iper BT 5
return new SampleDbOpenHe Iper (context) ;
}
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//Writable E— FT DB %Bi<
public void openDatabaseWithHelper () {
try |
if (mSampleDb != null && mSampleDb. isOpen()) {
if (ImSampleDb. isReadOnly ())// BRIZERAZEEMEETH— T VEH
return;
mSampleDb. close() ;
}
mSampleDb = getWritableDatabase(); //CDERETAH—ToEh3
} catch (SQLException e) {
[/ T—AR—ZRBEICKBLI-BEOTHEA
Log. e (mContext. getClass (). toString ), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG).show() ;

J

//ReadOnly E— KT DB #F<
public void openDatabaseReadOnly() {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (mSampleDb. isReadOnly())// BEIZ ReadOnly TH—T > FH
return;
mSamp|eDb. close () ;
}
SQLiteDatabase. openDatabase (mContext. getDatabasePath (CommonData. DBFILE_NAME) . getPath(), null, SQLiteD
atabase. OPEN_READONLY) ;
} catch (SQLException e) {
[/ T—ARN—RBEICKKLZIGEOTHA
Log. e (nContext. getClass (). toString ), mContext. getString(R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show();

J

//Database Close
public void closeDatabase() {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
mSampleDb. close() ;
}
} catch (SQLException e) {
[/ T—AR—ZABEIZKBL-GAEOTHA
Log. e (mContext. getClass (). toString ), mContext. getString (R. string. DATABASE_CLOSE_ERROR_MESSAGE) ) ;
Toast. makeText (mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG). show () ;

J

//Context #HZ TH <
private Context mContext;

//T—T IRV R

private static final Strlng CREATE_TABLE_COMMANDS

= “CREATE TABLE “ + CommonData. TABLE_NAME + “ (”

“_id INTEGER PRIMARY KEY AUTOINCREMENT,

“idno INTEGER UNIQUE,

“name VARCHAR (“ + CommonData. TEXT_DATA_LENGTH_MAX + “) NOT NULL
“info VARCHAR (“ + CommonData. TEXT_DATA_LENGTH_MAX + ")~

ny -

+ + + 4+ + 1

public SampleDbOpenHe Iper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData. DB_VERSION) ;
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mContext = context;

J

@verride
public void onCreate (SQLiteDatabase db) {
try {
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB#&Ea < > FDELT
} catch (SQLException e) {
[/ T—EAR—ZRBEICKBLI-BEOTEA
Log. e (this. getClass (). toString (), mContext.getString (R. string. DATABASE_CREATE_ERROR_MESSAGE) ) ;

J

@verride
public void onUpgrade (SOLiteDatabase arg0, int argl, int arg2) {

/] T=BR=ZADN—2a 7 v THIZETSINDG, T—424BTHEONEETRT S
}

DataSearchTask.java (SQLite Database JO0>T 2 )
package org. jssec. android. sqlite. task;

import org. jssec. android. sqlite. CommonData;
import org. jssec. android. sqlite. DataValidator;
import org. jssec. android. sqlite. MainActivity;
import org. jssec. android. sqlite.R;

import android. database. Cursor;

import android. database. SQLException;

import android. database. sql ite. SQLiteDatabase;
import android. os. AsyncTask;

import android.util.Log;

/I T—BBRIRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSamp|eDB = db;
mActivity = activity;

}

@verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id”, “idno”, “name”, “info”};

Cursor cur;

[/ KRA 3k FTVERICHK>TANEEFIVvITS
if (IDataValidator. val idateData(idno, name, info))

{

return nul|;
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}

//BIEMNEE null Eok-b2lieEd %)

if ((idno == null || idno. length() = 0) &&
(name == null || name. length() == 0) &&
(info = null || info. length() ==0) ) {
try {

cur = mSamp |eDB. query (CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity.getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;

}

return cur;

}

//MNo BNEE SN TLV=5 No THRE
if (idno != null && idno. length() > 0) {
String selectionArgs[] = {idno};

try {
//kRA Uk 2% TL—RHRIILEEFERTS
cur = mSamp |eDB. query (CommonData. TABLE_NAME, cols, “idno = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity.getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//Name HSEE SN TULV= 5 Name TRE—BIRE
if (name != null && name. length() > 0) {
String selectionArgs[] = {name};
try {
//KkRA k2% TL—RAKRILEEFERT S
cur = mSamp |eDB. query (CommonData. TABLE_NAME, cols, “name = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//FNLUNDIZEE info Z&EICL THY—BIRE

String argString = info.replaceAl | ("@”, “@@"); //AHELTZHFEof= infoAD§EIR—T
argString = argString. replaceAll ("%", “@%"); //AH & LTZ(FTE o7z info AD%E TR T —T
argString = argString. replaceAll ("_", “0_"); //AHE LTZTEW o1z infoAD_ETRT—T
String selectionArgs[] = {argString};

try {
//KhkRA k2% TL—RKRIILTZHERTS
cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, “info LIKE "% || ? || '% ESCAPE '@ ”, selectionA
rgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString(), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE) ) ;
return nul|;
}

return cur;

J

@0verride
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protected void onPostExecute (Cursor resultCur) {
mActivity. updateCursor (resultCur) ;

J

DataValidator.java
package org. jssec. android. sqlite;

public class DataValidator {
[/ ANEEZEFzVIT S
//BFFv
public static boolean validateNo(String idno) {
//null, ZE3XFIE OK
if (idno == null || idno. length() == 0) {
return true;

}

//BFETHDIEEHERT D
try {
if (lidno. matches ("[1-91[0-9]1*")) {
//BFUNDEFIET S —
return false;
}
} catch (NullPointerException e) {
//To—%&RE LT
return false;

}

return true;

J

/] XFIDREZEHARS
public static boolean validatelLength(String str, int max_length) {
//null, ZEXXEF(E 0K
if (str = null || str. length() = 0) {
return true;

}

[/IXFHDREDNMXLUTTHS ZEZEHARS
try {
if (str.length() > max_length) {
J/MAX K Y RWBFFITS—
return false;
}
} catch (Nul IPointerException e) {
/1T
return false;

}

return true;

J

/] ABEFzVD
public static boolean validateData (String idno, String name, String info) {
if (lvalidateNo (idno)) {
return false;
}
if (lvalidatelLength(name, CommonData. TEXT_DATA_LENGTH_MAX)) {
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return false;
}else if (lval idatelLength (info, CommonData. TEXT_DATA_LENGTH_MAX)) {
return false;

}

return true;
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4.52. )L—ILTvH

SQLite ZEATARIZIZLUTDIL—ILEFRE

1. DBI7AILDEEIGF. 7V ERAIEZFELRET S (WH7R)
2. 7 N)& DB F—4%HEF T 5155 Content Provider TZOERFHIET 3 (Wh7B)
3. DB BERFICAIE/NGA—AERSIBEIEITU—RAFRILETEHER/TS (Wh78)
4.5.2.1. DBI77AIILDEEIGZFF. 7O EREZELLERET S (WH78)

DB J7MILDT—EDREZEZZ-15E. DB 77/ ILDEBBAET I CAEDEREIIEHLETERIARETEE
HERTH,

BIZIE. T7ANDT I EREZELSEEEL=DEYTH, SD h—F R ET VL REDRELITALWGFTICEREL

TWAIEEITIE, NS THT VR ABEL DB 77 ILITEoTLES Ff=. 7TV TALVMIICRELIHETH.
TOEABZEELGRELGWEERLGEWT I RZHFLTLESICEICES, CCTIR, BEGMET IV REREIC
DWVTFINEREZE (TR, TNERBE T H=ODHEHITOVTEHRRAT S,

FIREZTET I ERAEREIZDNTIE, DB I7MIU(T A ERETIERNOEADE UTD 2 mERET
DENDHD,

1. BEESAT
Context#getDatabasePath(String name) THRE TE 57 7ML N AP HFEHEIZT K-> TIE
Context#getFilesDir TRBTESTALYVN)DIFARAICEET 55

2. TUtR#E
MODE_PRIVATE (=7 7AIVEERRLT=7 T DH N T IR ATHE) E—RIZRET S

D2 AEEWMITBHET M7 ITINSTHIERATELL DB I7MIILDIEREITOICENTES, CNLEERT
BEOIZITUTOAENEFLNS,

1. SQLiteOpenHelper Z#H3 %
2. Context#openOrCreateDatabase Z&£HR 9%

DB 774 DERIZEELTIE. SQLiteDatabase#openOrCreateDatabase Z{FHT 5L TES, LAL.CD
A yRZEFERALIZIGEE . Android RY—b A2 DOBFEIZ K- TIE, DT D SERA Y AIEEAL DB 77 1)L H3ME
BENBIENDMOTND, EDT=. COAVYRDFERITEIT T MDA EZF AT S LEHETH, £ITFE
(F1=2 DOAEICDONT, TN TN DFHEL T THRBAT 5,

5 ELLMAVYYREZAT T TVEIDRAESHEREEZ N, DT TIDSET VAN TELZNT AL
T —=DT AL DY TTALIRILT DIRADEIGTES,
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SQLiteOpenHelper #EH9 3%

SQLiteOpenHelper ZFERAT 556, AEEIIHEYZLDIEEEZLE(TEHLLY, SQLiteOpenHelper ZIR4EL
1=OSRA%ERKL. AV ARSI 2DEI13Z DB DARI(T7AILEBIZFEHLND)FBETIL. BEIMICLEEDOEF
AT BHEE=T DB I7MILEER LTS,

[4.51.1 T—EX—ADERMELARE I EFRIGERAEZERL TSN TSRT 5L,

Context#openOrCreateDatabase Z{#H 3%

Context#openOrCreateDatabase X/ YR ZEFHL T DB DEREITIHE. F77MIND T I EREEA T3> T
BETDHIVHEMNDHY. BRI MODE_PRIVATE #EE T 5.

T7MILDEEIZELTIE. DB & (Z7/ILAIZFERAIND) DIEEZ SQLiteOpenHelper LRIHRIZITASDT. B
ERICRTR DX ) TABEUEB T IT7AILNRIZT7AILDMEREN S, F=1=L. TIL/ARELIEETEHDT SD
H—RHEEEEL-5E . MODE_PRIVATE ZEEL THEMT TIMNS T I ATHEICH > TLESI=OFENDE
THd

DB (Cxf U CRERIC 7 O AFF ] EZIT DHI : MainActivity.java
public void onCreate(Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;

setContentView R. layout. main);

[/ T—3R—XDIEE
try {

//MODE_PRIVATE #£%% L T DB Z &Rk

db = Context. openOrCreateDatabase (“Sample. db”,

MODE_PRIVATE, null);

} catch (SQLException e) {

[/ T—AR—ZABEIZKBLI-IGAEOTHA

Log. e (this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;

return;

}
//ER T OMOME LN

BE.TIERIEDREIE MODE_PRIVATE LEHETUT® 3 fE#EAHY. MODE_WORLD_READABLE &
MODE_WORLD_WRITABLE [& OR JEE CRIBFIEE T HEHTE S, 1=1=L. MODE_PRIVATE A4t (& API Level
17 LIBETIX deprecated &75>THY., APL Level 15 LIEERRETHIFEETH, FAHALLEVWIENEFELL, £S5
LTEFIATIRENRHIEEIETIIDEHICEBLLELE TEEICRETT 52 LEHE10HT 5,

6 (RFaAUMZEEMIEALVAY) SQLiteOpenHelper MEETIE DB DARNIIXT7Z7AILDIILINREIREETEDD T,
SD H—KRGEET I EREDHRE TEHRWVBFONAANERETANINEGEVESITEENLETH D,
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® MODE_PRIVATE ERT7 ) DHGHEETTHE

® MODE_WORLD_READABLE ERT7 TG AHEETTHE, IR ARAHDH

® MODE_WORLD_WRITABLE ERT7I)IEGAHESTTHE, ITESIAHDH
4.5.2.2. #h77J& DB F—4%HEFT H154(% Content Provider T7Z YR FfHT 3 (h78)

D7 IT)EDBT—2%HEFTHFEELT, DB I74)LEWORLD_READABLE, WORLD_WRITABLE &L TERK
LMD F7TIDLEET I ERATEDLIITTHENIHENH D, LWL, COFETIEDBIZTIERTHT T
DB ~DREEFIRTELRUV =0, BRLGWEF (FIDITT—RERAEEINDIELH D ERELT,. T4
DEEMECESEICRENELTY. DLV I7OREMR LGSV DA RERLEZ NS,

LLEDZEMS, Android [ZTEUNT DB T—42%tD 7 ) £ F T 515 E1E. Content Provider Z{#5Z &%58<
HEIHT B, Content Provider ZFES52&(2&Y. DB [T B7 I ERFIEHERIRTESE0V3EX1)T/DE A
MEDA) YT TEHL, DB XEX—7i#iE% Content Provider RIZIERNTER LSRR ADAYVMEDH
5,

4.5.2.3. DB BERICRIZE/NFA—FERSIHEETL—RARILEEERT S (WH78)

SQLAV T 723V EACEVSBIRT, FEDANEE SQLXITHEARALKETU—RRILFEFERTEHINET
HH. TU—ARRIVFEFERLI- SQL DETHEELTIILUTD 2 DDFEEZETHIENTES,

1. SQLiteDatabase#compileStatement() % {# A L T SQLiteStatement Z W B8 3 %, T D % .
SQLiteStatement#bindString(). bindLong() % EZEERL T/ASA—2EFTL—RKRIILFIZERET S

2. SQLiteDatabese 735X ®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()%&
EFFEUOHTRIZTL—RRIILS #5-1- SQL XEFERT S

78, SQLiteDatabase#compileStatement()ZE AL T, SELECT av U REETTH5E.
[SELECT av RDERELTEED 1 EXR( 171 51 B)LHAERBTELL
EWSHIBRAH LD THEIESNS,

ELLDAREESBETH, IL—RARIFICEZ DT —AORBRFFICT TVEHIRSTFIVITA TS
CENEELL, LT T, ENENDFEIZDONTERBAT 5,

SQLiteDatabase#compileStatement()ZE AT 3HA:

LTOFIETIL—RKRILIANT—REET,

1. SQLiteDatabase#compileStatement()ZEHL TIL—RHRILE EE AT SQL X% SQLiteStatement &L
TWET5,
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2. {EmpkL7=SQLiteStatementA Lo MIx LT, bindLong(). bindString)HED AR EFERALTIL—R
RILFIZRET D,
3. SQLiteStatement #7149 rM execute()EED AV YKRIZEHST SQL ££1T79 5,

TL—R)LIERH : DatalnsertTask.java (Fk#%)
//T—REBMERY
public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask (SOLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@verride

protected Void doInBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

[/KRRA D3k FTV—2a VERICHSTANEEZFzVvIT S
if (IDataValidator.validateData (idno, name, info))
{
return null;
}
//T—73 BN
//FTL—=RKRILEE=FERT S
String commandString = “INSERT INTO ” + CommonData. TABLE_NAME + “ (idno, name, info) VALUES (?, ?, 7”;
SQLiteStatement sqlStmt = mSamp|eDB. compileStatement (commandString) ;
sqlStmt. bindString (1, idno);
sqlStmt. bindString (2, name) ;
sqlStmt. bindString (3, info);
try {
sqlStmt. executelnsert () ;
} catch (SQLException e) {
Log. e DatalnsertTask. class. toString(), mActivity. getString R. string. UPDATING_ERROR_MESSAGE)) ;
} finally {
sqlStmt. close() ;
}

return null;

- EBE - - -

HOMLOHERITTS SQL XEA TP VML THERLTEENSA—AEZLTILIOHDIHTH D, EITT HNELFEE
LTWADT, SQLA Do ar A FRET HRMITAL, /-, SQLiteStatement A TPz EBFRATHIET
MIBMREZ OB ENTEDREWNSIA) YLD S,

SQLiteDatabase A2t 3 5 FNBAHDAYYFEEATHHE:

SQLiteDatabase AME#t 9 % DB ##4F AV VFIZIE, SQL XEFERTHLDEESITHENLDAH D, SQL XEFEAT

%A yKIZ SQLiteDatabase# execSQL()/rawQuery()EEAHY . L TDFIETETI 5,
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1. TU—RRIFEEAESQLXEZRET %
2. TL—RKRLFICEINETEHT—2EEHRT S,
3. SQLXET—HESIHELTELTRERAYYNERTY B,

—75.SQL XZEFEALLZLAYYRIZIE, SQLiteDatabase#insert()/update()/delete()/query()/replace() i EH
Hb. CNOEFERTIESIZIE. LTFTOFIETT—42EET,

1. DBICXLTHEA/E#HTEHT—3HH5H5EI1Z(L, ContentValues [ZEERT S,
2. ContentValues #5|#ELTELT, RNEHAAY YR (LT OHFITIE SQLiteDatabase#insert() #E1T9
%,

ZALIBRA XY w R (SQLiteDatabase#insert()) Z/{E/H 9 34l

private SQLiteDatabase mSamp|eDB;
private void addUserData(String idno, String name, String info) {

/MEOZSME (B, §H) Fzvy., TRT—T0E

if (lvalidatelnsertData(idno, name, info)) {
[/ T—= a3 EBERLENIGEE, ATHA
Log. e(this. getClass (). toString (), getString (R.string. VALIDATION_ERROR_MESSAGE)) ;
return

/AT BT—4 DEH

ContentValues insertValues = new ContentValues () ;
insertValues. put (“idno”, idno) ;
insertValues. put ("name”, name) ;
insertValues. put ("info”, info);

//Insert £T

try {
mSamp leDb. insert (“SampleTable”, null, insertValues);

} catch (SQLException e) {
Log. e (this. getClass (). toString (), getString(R. string. DB_INSERT_ERROR_MESSAGE)) ;
return;

COFITIE, SQLav U REERER R 37, SQLiteDatabase MIEH T AIEBARD AV YR EERAL TS, SQL a7
URZFEEFERALGLV O, COAZEL SQL /oo o av DRMIEGNEE RS,
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4.5.3. PRI\ Xk

4.5.3.1. SQLX® LIKE REETT ALK h—KREFERATEEIZ TRy —TNIEEHS
LIKE BEEDTAILKEH—F (%. ) #EOXFHNETL—RAFRILEDANEELTERLESS. TOFEELEETALIL
RA—KRELTHERET A= BEIZIGCLTERIZIR —TNEBE BT VRENDH D BDELT—RAELTIETAILE

H—FZBEEDXF ("%"P"") EL TRV LMEEA HTIEFES,

EREOIRT—TRE(E, LTOHLTILa—FD&S5IZ ESCAPE AAEFEAL TITITENTES,

LIKE ZF)A UTZBE DI R — FIB DA
/I T—RBRIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

]

@verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id", “idno”, “name”, “info”};

Cursor cur;
- B - - -

//info Z&MHIZLT like B@% (EBH—H)

//RA2 b DAV EA—FIZHET E3XFEIRT—T0NET 3

String argString = info.replaceAl | ("@", “60"); //AAELTZITE ST inffoRD§ETRy—T
argString = argString. replaceAll ("%”, "@%"); //AAE LTZIFEST= info ADWZE TR —T
argString = argString. replaceAll ("_", "@_"); //AAE LTZITE - inffoRD_ZEZIT R —T
String selectionArgs[] = {argString};

try {
J//RA Vb TL—RKRILEZERTS
cur = mSampleDB. query (“SampleTable”, cols, “info LIKE "% || ? || '% ESCAPE '@
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast. makeText (mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG).show() ;
return nul|;
}

return cur;

J

@verride

protected void onPostExecute (Cursor resultCur) {
mProgressDialog.dismiss() ;
mActivity. updateCursor (resultCur) ;
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4.5.3.2. TJL—RFILFEFERTELZL SQLATURITHLTHEBADZEES
T—IILDERBIBRAEED DB TV MBI R ELT- SQL XEERTTAIHEE . T—IILBLREDEIZHL
TIV—RBRILFEESICEIFTEGL  BEARMICIE, TU—RRILZ DFERATELGMEICKLT, SHEMSANSh
EREBDOXFINEERT HRIET —IN—RADEKREFTT RETHL,

fEHROHEE L DFIBRTIL—RHRVF ZEATELRNGE X ANEICERABOAESNETANCHERL. BE
BAERE RS CEAIAEL D,

EHARMIZ(X,

1. XFEINFGA—RELTHEATEIEE . XEDI R —TO +— ML E#ET

2. BENTGA—RELTHEATSIEE . HFLUNDXFINRALTWNVEWNI EE/ERT S

3. HEAF.aTURELTHERATSHIES. 1. 2R, FHTELVWXENEEN TGN LZHERTD

XY D,

S http://www.ipa.go.jp/security/vuln/documents/website_security_sgl.pdf

4.5.3.3. TRHEICT—EIR—ZADEZTBRAMNMTONLGEN=HODIKRETD

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase Z{# AL TDB DA R 2V R EZMEL1-15
B.EELDAYYRFEFIALTYE DB EGEAEETARBERKRETA—ToENd7, £/,
Context#openOrCreateDatabase. SQLiteDatabase#openOrCreateDatabase £ FE#% TH 5.

hiF, FTIVRECEEDFESICIYERET DB OFEEEETMA TLES (BEFBAOSNTLED) AIREME
BEEL TS, EARMICIFIT T DAMREREDHETHIETEDEEZLNDM, 7T DBRREREL E, F A
YLMDBEDEMEREZRE T HB R, TEIN—RERAMYERTH -T2 5HET, REF RO BRI
VWTR7I)GREDOALIZENDEENHLD T, KRICIEL TR ZESE1HT S,

B {KmIZ(&. SQLiteDatabase#openDatabase [IZ OPEN_READONLY #§ELTTF—ER—REA—To 9 3,

7 getReableDatabase (FEAMIZIE getWritableDatabase THETANDERULA TSI ERT , T4 R I
EDKRTEZTAAAREA TV MEERTELR WG EIZ—R AL —DA T IR T EVS R TH S
(getWritableDatabase [ T4 RV 7B EDIKR TIXETIS—E4HS) .
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FHARDBERTT —AIR—R2A—-T>9F3
-
/] T—BR—RADFA—T U (T—ER—R([IMERFEHET B)
SQLiteDatabase db
= SQLiteDatabase. openDatabase (SQLiteDatabase. getDatabasePath (“Sample. db”), null, OPEN_READONLY) ;

£ M8 http://developer.android.com/reference/android/database/sqglite/SQLiteOpenHelper.html -

getReadableDatabase()

4.53.4. TH)DEHICH-S>TDBDAENT—IDEZLEHUEFIVITS

SQLite [FRZERLT—ER—XTHY. DB LT Integer ELTEESNTVNDHILICHLTXFER DT —4%
AT DI EMNARETH D, DB ADT—RIE BEREZETCETOT AN EXDXFT—2ELT DB NIZHEHHE
NnTW3, ZD1=0. Integer BOASLIZHLTXFINEDKRFE( LIKE ‘%123%" HE)EITIELAHETH D,
F71=. VARCHAR(100) O &LSICT—2DRAREZEBRLTEZTNULORESOT—INANARETHILEE.
SQLite TOEDHIMR (IE B4R (THAFTELLY,

CD1=8, SQlite ZERAT D7 TIE. CD&5% DB DHFEITEELTFHE T —4% DB ITHRMLI-YEELT:
YLBEWESIZT T DEHRICLIA>THAST ZLELH D LD EELTIERD 2 2HiH 5.

1.
2.

—RET—AR—R(ZBT IR R ORSBEDEFHEN—BL T OMHEET S

=
T—AR—ZMLEZRELEE. TV EENDEOREITHVLERT S

LTTIE, FIELTAREN 1 LEDREFTHAZLEZRAT HI—FETT .

Bl . ADT—IM 1 U LEDOHFTHDCEEHERTD (MainActivity.java K Dik%E)
public class MainActivity extends Activity {

- KRR - - s

//BhnALEE
private void addUserData(String idno, String name, String info) {
/MNoDF vy
if (lvalidateNo(idno, CommonData. REQUEST_NEW)) {
return;

}

//T—73BmuE
DatalnsertTask task = new DatalnsertTask (nSampleDb, this);
task. execute (idno, name, info);

- KRR - - -

private boolean validateNo(String idno, int request) {
if (idno == null || idno. length() == 0) {
if (request == CommonData. REQUEST_SEARCH) {
//BRBRNEBORFIERIEEZ KIZT S

return true;
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} else {
//BREFRMBLUNDEE nul |, EXFEZTS—
Toast. makeText (this, R.string. IDNO_EMPTY_MESSAGE, Toast. LENGTH_LONG). show() ;
return false;

}

//BFTHAHIZLEHERT D
try {
// 1 UEDE
if (lidno. matches ("[1-9][0-9]1%")) {
//BFUNDEFIET S —
Toast. makeText (this, R.string. IDNO_NOT_NUMERIC_MESSAGE, Toast. LENGTH_LONG) . show() ;
return false;
}
} catch (NullPointerException e) {
//SBIOT—XTlEH Y /FHEL
return false;

}

return true;

- HER - - .

4.5.3.5. DBIZH#MTHT—RIDLTDEE

SQLite TlX, T—2F 7 7AILIZHEMNT BEEICUUT D KS3BREIZHH-TLNS,

HERZECETOT—EINEXDXFT—HELT DB I7MILAIZHEIMEND
DB IZxtLTT—2DHIBREIT>THT —2 B DB 771U SEIBRENGL (BIBRT—I DM D #)
T—REEHLIHEEL DB I7MILHICIEEFHFIDO T —2LEIBRINTE-TLVS

Ko T, HIBRENITETID1ERD DB 77 ILRIZESF-FEFDREIZHE> TV DA EEMEN $H B, CDIHFETH. A
XEIZH>THREKZE]EL. Android DEF1THENBITHNIE. W7 TV EZELE=FEILT—2-T74
IVICEET7 7ERENHLEIFLEL, 12720 root HEREZZERIN 57 E Android DRE#BETIRILTI7MILE
IREHINDAEEMEE R DL EDRRICKELGEELTE A DT —INEMIN T SIHEIZIE. Android REEH
BICELLGVLT —2RELRELE TN IXESA,

CNHDEAIZKY., HERD root ERAEMSNIIZE THFIVENAHAHIILEERLT —F(T SQLite D DB [
ZDFEFHMITANETIIRL, ESLTHERLGT REBME S DEBLVERICEBESELI-T —2Z8 MY 5.
DB &R ZHESILT 5. BEDHKRNADBEEL S,

ERICESIENBELGRE . BELICEIRBOBNOI—FOHEFILLGEAXEDHFFEZ HFENZ LD T,
BRERTESRRAVNINDRERT—REMSIT T DFHARICIZTEMR~DHERESEIOT D,

£ZELTI4.5.3.6 [Z%E]SQLite T—AXR—X#FIES 1L T 5(SQLCipher for Android)JIZ, T—AR—RZHES
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LT 5547V ERBNMLTH

4.5.3.6. [5%&]SQLite T—AR—X#IEF 1L 9 5(SQLCipher for Android)
SQLCipher (&, T—3X—XT77/ILDFE BRI 256 Evh AES DRE S 1L #IR L35 SQLite H:5E TH B, IRIEIL.
A—TY—ZXBSD SA4tUR)tEah, Zetetic LLC [CE-oTHtF-EHIN TS, ENSILOHETIEL.
SQLCipher I&. /%7 /QT . 7v7IL®D i0S TILLERAIN TS,
SQLCipher for Android 7O o k&. Android 31528175 SQLite T—AXN—ADIZEDFHE A LS -IES
tZEYR—r3 BT EXFBELTIND, FZHED SQLite M APl Z SQLCipher ARIZERT A ET. REEITEELE

BLaA—T42J THRBILESN-T —ERN—RZFATESLIITHEO TV,

S8 https://quardianproject.info/code/sqlcipher/

fELA

TIIEREEIILTO3DDEE%E2TSZETSQLCipher D FIBEATREIZE S,

1. 77D lib T«4L2R)IZ sqlcipher.jar XU, libdatabase_sqlcipher.so. libsqglcipher_android.so.
libstlport_shared.so ZBE Y %,

2. ETOY—RTF7AINIZDLT, import T E Eh TLVS android.database.sqlite.* #£ T
info.guardianproject.database.sqlite.* IZZE 9 %, 4. android.database.Cursor [EZDFEFEFEA
AIRETH B,

3. onCreate(DHTT—EIR—RZEMHLL. T—ER—REA =TT BHRI/IRT—FEEET S,

/RO — R4l
SQLiteDatabase. loadLibs (this); //ET 5S4 T5 1% Context #FHA L THHLT S
SQLiteOpenHelper. getWr itableDatabase (passwoed) :  //BIEF/SKRT—FK (String & X1 7ICHBLIE-1DERE)

SQLCipher for Android [TEER S T/N—23> 1.1.0 THY. 2.0.0 A BIFEEITH TRCE AABEESNTLVS
KR TH D, Android [2HTRFEAEREC APl DREMEVS A TSERBRIENVELL S, HEF ST Android
THIFETTEEL: SQLite DEEEEY) 21— a3 L TRETT 2RI H 5.

SA4T VR
SQLCipher ZFR T A1-OICIE SDK ELTEFENTVWAUTDI7AILBDELES,
® assets/icudt46l.zip 2,252KB

IHERD /system/usr/icu/ LLTFIZ icudt46l.dat MFEELLZWVGEICHELLS,
icudt46l.dat R DOMSELMGE., 2D zip AMfRESKTHERINS,
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[ )

libs/armeabi/libdatabase_sqlcipher.so 44KB
® libs/armeabi/libsqglcipher_android.so 1,117KB
® libs/armeabi/libstlport_shared.so 555KB

Native 5473,
SQLCipher ®#)#0—F B (SQLiteDatabase#loadLibs()FEUH LE) I A A EN S,

libs/commons-codec.jar 46KB
libs/guava-r09.jar 1,116KB
libs/sqlcipher.jar 102KB

Native 5473 ZFFUH Y Java 51473,
sglcipher.jar B A1, Bl sqlcipher.jar hoBBINTINVS,

A5:#5.12MB
f=1=L. icudt46l.zip (2 ESN b & 7MB FBEIZH5,
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I 4.6. TFAILEERS

Android DtFa)T4EREFBRBICHSI L. T7MILIXFREZKFIERE—FREFF vy 1) TH5BMICOAFIH
L. REIEABICTERETHD, 7RO BERRBIIT 7ML EEET I ERSEIDTIILEL T7/ILADE
#k# Content Provider 4> Service &L\ o= 7 FTUREE DA K> TRIET HRETHD, CNIZKYT TR
DTV AFIHLEBRTES,

SD H—FHFDOHEEIET NAR(E+RLET I EAGIEATERN =D, BEDKELGT7ALERIGE L DS
F(PC BENDERDBHENLGE, HELESLTILRELGBEDHHRAZRET OETHDH. EAXRMIZH
MEET NARLEICF L TAIREREE AT 7AIVERBEL TIASEL, LV T4 TLRIERES BT E
BT NARLEDT7ANVIZRELGTNIEESLEVMGE IS IEFORMENADEITLEA . CITIHERLEL,

4.6.1. o J)ILa—F
BB D &S T 7MIVIFRBIFERARICT HRETH D, LMD SEIFLHBEICL>T MOTIIITT7AILE
EEGAHESIEINELEVH D, XTI DERIRBLI-D7MNILDIEELLLEER 4.6-1 I2RT, 77
AILDEIIGFT O T TINDT I RFAIDOHEAEHEITKY 4 BEOIT7AILIZHFEL TS, LETIEIODT

FAILDREEIZY T ILa—KRERLUEBEEMZ T,

£ 4.6-1 X )TABRICKBTFMIILDHEELE

TFALDHEE 7 FI~D RIS BE
TR
/N 9] L TI)TALONA | @ FTIATOHAHRAEETED,
o tULTAIRBMERI_ENTES,
o J7AILIFRBICDEATIZTERE,
HADMYBERT7AIL | FHARY TI)T4LOMNA | @ 7 TIEIV1—F—LHAMYATEE,
o TFIJUSNERIZNR (BE) ATREE|MERS,
HRAESQRTTIL | HARY TI)T4LOMNA | @ 7 T)EIV1—F—LHEAEESTEE
EERAH o tXAUTIDERANSLT TR DE AL
SHLEMITEITEAE,
SERECIED 7ML FAERY SD h—FEDS | @ THEREDIUFA—ILATELLY,
FEAHEELH) EERAH ERECIEREE o MFT)P1—H—ITLBT7MLDHAE
- HIBRHOVEZFTBE,
FERARBER/NRIZTINE,
HEBHBEORELIT7AILERSZENTE
%o
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4.6.1

d. ERETIFAILERS

R—7 N TDAHRAEEENDTFAILERIGEETHY ., TELBITFAILDENATHD, T7/ILITHEIHT S
BN ARATREN ESMNCEDHL T TELEITIT7AILITIELFDKETREL, th7 T LD RLELERD Y

HYIEAID Android D {L#EA (Content Provider. Service)ZF|BALTITSZLZRAIET S,

RV

1.

2
3.
4

T7A4IIE. TT)TALORMNIRIZERRT S

T7AVDT I ERERF DT TIAFIATERNLIICTFAR—FE—FIZT S

T TAOLRRERMTHENTED

T7AITEMT DEN)BERISHLTIE, EDAFEICEOLOTABDOREMEHETRT S

PrivateFileActivity.java
package org. jssec. android. file.privatefile;

import java.io.File;

import java. io.FilelnputStream;
import java. io.FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = “private_file.dat”;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView R. layout. file);

mFileView = (TextView) findViewById(R. id.file_view);
}

/%

* 77 A IILDVERLLER

*

* @param view

*/

public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {

/] KRAU b 1h TrALE, TTVT2LY FURICTERT S

/] kRAU R 2% T7AIDT I EREE, HOT7 TIVAFBATELVESIZTSAR—FE—FIZT S

fos = openFileQutput (FILE_NAME, MODE_PRIVATE) ;

/] kRA L3k BT TRIEMERMNT 5 ENTED

/] KRA Uk Ak T7AILITKEINT BERICH L TIE. TOAFEICEOLTANEORLMEHERT D
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/] HOFTNIZOERZ, 3.2 ANT—2DRERERERT 51 £58K,
fos.write(new String("t > 7« THfER (File Activity) ¥n”). getBytes ()
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);
} catch (I0Exception e) {
android.util. Log. e ("PrivateFileActivity”, "7 7 A ILDERKIZEKELELS");

} finally {
if (fos !=null) {
try |
fos.close();

} catch (IOException e) {
android.util.Log.e ("PrivateFileActivity”, "I 7 A IR TIZEKERLELE")

}
}

finish(;
}
/%%
* T 7 A ILDFRAIAH IR
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
fis = openFilelnput (FILE_NAME) ;

byte[] data = new byte[ (int) fis.getChannel().size(1;
fis.read(data);
String str = new String(data) ;
mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);

} catch (IOException e) {
android.util. Log. e ("PrivateFileActivity”, "7 7 A4 IILDFAIZKELELRY);

} finally {
if (fis 1= null) {
try {
fis.close();

} catch (IOException e) {
android.util.Log. e ("PrivateFileActivity”, "7 74 ILORTIZKELELR");

}

J

/%%

* 77 A4 JLDEIFRLE

*
* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(this.getFilesDir() + “/” + FILE_NAME) ;
file.delete();
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mFileView. setText R.string. file_view);

PrivateUserActivity.java
package org. jssec. android. file.privatefile;

import java. io.FilelnputStream;
import java. io.FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = “private_file.dat”;

@verride
public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id.file_view);
}

private void callFileActivity () {
Intent intent = new Intent();
intent. setClass(this, PrivateFileActivity.class);

startActivity(intent);
]

/%%

* D7) Activity DFEUH L AL

E3

* @param view

*/

public void onCallFileActivityClick(View view) {
cal IFileActivity () ;

}

/%%
* T 7 A IIDFHAH IR
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try |
fis = openFilelnput (FILE_NAME) ;

236 All rights reserved © Japan Smartphone Security Association.

T7AILEERS




l|||| JSJ:::RNTPHONE Android 77°U ®t$17§1§+ " t$17:_7_:4>7‘ﬁ\’fp 2015 E 6 ﬁ 18 Hﬁ
recotmon  http//www jssec.org/dl/android_securecoding.pdf

byte[] data = new byte[ (int) fis.getChannel().size()1;
fis.read(data) ;

[/ KIRA Uk bk T7AIZHEMEINERICH LTIE, TOAFEICEOSTRHREDREEFHERT S
/] B TWIZDEEE, 13.2 AWT—2DOREMEMHRT 5] #58,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);
} catch (IOException e) {
android.util. Log.d ("PrivateFileActivity”, "J 71 ILDFAICKELELR") !

} finally {
if (fis 1= null) {
try {
fis.close();

} catch (IOException e) {
android. util. Log.d ("PrivateFileActivity”, "7 74 IILDRTIZEKBKLELE");
}

J

/%%
* 774 I)LDECILE
*
* @param view
*/
public void onWriteFileClick(View view) {
FileOutputStream fos = null;
try |
[/ *BRLU 1Rk T7AIIE TITV5—230T4L9 FURIZERT S
/] KBALA 2% T7AILDT I EREE, HOT7 TUBSFHATELZVNESICTSA R—FE—FRIZT S
fos = openFileOutput (FILE_NAME, MODE_APPEND) ;

/] )kRA U3k oL T 4 THERERMT HIENTES
/] KkRA bk T7AIZHEMRTIERICHLTIE. ZOAFEICHADODSTHABROREEEHRT S
/] HOFTNIZDERZ, 3.2 AWT—2DRERERERT 51 £58K,
fos.write(new String("t > F « T4{EHR User Activity)¥n”). getBytes () :
} catch (FileNotFoundException e) {
mFileView. setText (R.string. file_view);
} catch (I0Exception e) {
android.util. Log. d ("PrivateFileActivity”, "2 7 A4 ILDERRIZEKELELS);

} finally {
if (fos !=null) {
try |
fos.close();

} catch (IOException e) {
android.util. Log.d ("PrivateFileActivity”, "Z7A4ILDERTIZRERLELE");
}
}

cal IFileActivity () ;
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4.6.1

FHEZBODTTIIZHLTHBERRTE-ODT7AILTHD, LTFDRAUMIKERF T TEETNIL, R
MEELGIFAILDENEICLED, 1L, BT 7AIVEERT 51=HD . MODE_WORLD_READABLE Z#(%

2. FHBYREITAILERD

API Levell 7 LIFZTlX deprecated &> TEY, Content Provider [ZKB 77V EFAENEFELLY,

RV

1.

2
3.
4

T7AIE. TTVTALIMIRIZERT S

T7AVDTIOEREF, D7 TR L TIEHZRARYERE—FIZTS

T T 4TRSS

T7AIVITHENT B(ENF)BERISHLTIE. TOAFEICEHOLOTREDOLR LM EHERET S

PublicFileActivity.java
package org. jssec. android. file.publicfile. readonly;

import java.io.File;

import java. io.FilelnputStream;
import java. io.FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {

private TextView mFileView;
private static final String FILE_ZNAME = “public_file.dat”;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView R. layout. file);

mFileView = (TextView) findViewByld(R. id.file_view);
}

/%
* 77 A LDVERILIE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
/] hRAUE 1k T7ANE, TT)T2LY FURITHERT S
/] KRAU 2% T7AILNDT I LREE, D7 T (2R L TEEARYERE—FIZTS
//  (GiAHRY BEHAE— KD MODE_WORLDREADABLE (& API LEVEL 17 T deplicated &4 >71=71=8.
// #BHERAET., ContentProvider L EICKEDT—E2NPYRMYET B L)
fos = openFileOutput (FILE_NAME, MODE_WORLD_READABLE) ;
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/] KkRA U3k BT TIHERITEMHLAZ L
/] kR bk T7AIZHERTHERICHLTIE. TOAFEICEAHLLTHRENDREHEZHERTS
/] HOTNIZDERE, 3.2 AWT—2DRERERERT 51 ¢58K,
fos.write(new String("E > F 4 T THULVERR Public File Activity)¥n”)
.getBytes());
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);
} catch (IOException e) {
android.util. Log.e ("PublicFileActivity”, "7 7 A IILDERIZEKELE L"),

} finally {
if (fos !=null) {
try |
fos.close();

} catch (IOException e) {
android.util.Log.e ("PublicFileActivity”, "7 7AILDERTIZRKELELE");
}

}

finish(;
]
/%%
* 74 ILDEFHRAAH IR
*
* @param view
*/

public void onReadFileClick(View view) {
FilelnputStream fis = nul|;
try {
fis = openFilelnput (FILE_NAME) ;

byte[] data = new byte[ (int) fis.getChannel().size(1;
fis.read(data) ;
String str = new String(data) ;
mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);

} catch (I0Exception e) {
android.util. Log. e ("PublicFileActivity”, "7 7 A IILDFAIZEKELELE);

} finally {
if (fis 1= null) {
try {
fis.close();

} catch (IOException e) {
android.util. Log. e ("PublicFileActivity”, "7 A ILDRTIZERBLELE");

* 77 A JLOHIBRRE

*
* @param view
*/

public void onDeleteFileClick (View view) {
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File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();

mFileView. setText R.string. file_view);

PublicUserActivity.java
package org. jssec. android. file.publicuser.readonly;

import java.io.File;

import java. io.FilelnputStream;
import java. io.FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec.android. file.publicfile.readonly”;
private static final String TARGET_CLASS = “org. jssec.android. file.publicfile.readonly. PublicFileActivity”;

private static final String FILE_NAME = “public_file.dat”;

@verride
public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user);
mFileView = (TextView) findViewById(R. id.file_view);
}

private void callFileActivity ) {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity A Y EFEHEATLR));
}
}

/%%

* D7)l Activity DFEUH L NIE
*

* @param view

*/
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public void onCalIFileActivityClick(View view) {
cal IFileActivity();
]

VeSS
* T 7 A ILDFRHAH LR
*
* @param view
*/

public void onReadFileClick(View view) {
FilelnputStream fis = null;
try {
File file = new File(getFilesPath(FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[ (int) fis.getChannel().size(1;
fis. read(data);

/] KIRA bk bk T7AIZHEMEINERICH LTIE. TOAFEICEDLLITHRENDREEFMHERT S
/] BT DEEE, 13.2 AWT—2DREMEHRT S 58,
String str = new String(data) ;

mFileView. setText (str) ;

} catch (FileNotFoundException e) {
android.util.Log. e ("PublicUserActivity”, "Z 74 ILDBHYEEA");

} catch (I0Exception e) {
android.util. Log. e ("PublicUserActivity”, "I 7 A4 IILDFAIZKBELELE);

} finally {
if (fis I=null) {
try {
fis.close();

} catch (IOException e) {
android.util. Log. e ("PublicUserActivity”, "I 7 A ILDBRTIZEKBELELE");
}

J

VeSS
* 774 JLDERENE
*
* @param view
*/
public void onWriteFileClick(View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath(FILE_NAME));
/) EEAMTRET S, FileNotFoundException A& 4
fos = new FileOutputStream(file, true);

fos.write(new String("t > F 4« T THULVEER Public User Activity)¥n”)
.getBytes () ;
} catch (IOException e) {
mFileView. setText (e. getMessage()) ;
exception = true;
} finally {
if (fos !=null) {
try {
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J

fos.close() ;
} catch (I0Exception e) {
exception = true;

}
}

if (lexception)
callFileActivity( ;

private String getFilesPath(String filename) {

String path = ”7;

try {
Context ctx = createPackageContext (TARGET_PACKAGE

Context. CONTEXT_RESTRICTED) ;
File file = new File(ctx. getFilesDir (), filename);
path = file. getPath() ;
} catch (NameNotFoundException e) {

android.util. Log. e ("PublicUserActivity”, "I 74 ILDBHYEEA);

}

return path;

242
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4.6.1.3. BRAEELRTFAILERS
FRESHOTIVICHLT, RAEESHEREHTTEI7MLDENETH S,
TRESHOTTINFEHEEARELVS LK. TV 7L LRNBOEZSHANARETHY. 7"“—’5!0)%@1‘%
LREMHLERISNG, F- BEDOLGWVFEETLI7AILADT —EDOBRROEEAHEITIRIIVITHE

HIEARETHY . TDOLILET7AILITHRER MO O LEREAEOTFLLY,

ULEDESC, EF2)TADERNLT7 TR OHEEILL RABET AT 7MNIVERLITERTHILET
AIRETHY . RAZZTLRAT7ILOERILE TR IXES%,

KAk
1. W7 T)DSHRAEEAREL T I ERIEEREL=T77ILIZESAL
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4.6.1.4. SEEIEGHES AR I7MILERD

SD h—FDESIGHEEEIET NARLIZT 7ML ERINT DIEE TH D, LERHIBEDRETHERERMT S
(Web o8 O—RL1zT7 MV EELG ED)GE CHEICERERLHT (NI TV IR ED)SEITFAT
HTENBESND,

NS EREGAEEAMI7AIIIETFEEZHROT7 IR L TTHGARYLHAI 7ML IEREDHEEERE D,
&5[Z android.permission.WRITE_EXTERNAL_STORAGE Permission ZF|EELTW\A T EELHDT

TR T ZAEERRAT7AILIEREDEEEF D, TD=H. NEPEEGAHAEET AR I7MILOER

ERERIDRIZEEDEIRETHD,

Android 7 DEBHBIEL T, /NI TITI7AILIENEBRIET NARLITHEREN DT EA S LY, LALIMVEREE
BT NAZLEDIT7AVEERD LTIV ITEETHDOT TIDNLHEAPHIBRENTLESIYRINH D,
WRIZ/N\ITYTER AT BT TITEIINVITITI7AILIEEOMNT PC FEDRLREIGEMICOE—L TS
W IEWS-BERTETHLE, TTIORBRPLEAETCOVRIRIMED T RN EELD,

KAk

1. B TAIRBRHMISHEMLAL

2. FHBIZA=Z—VBTALIRICTFAINEERET S

3. IPAIVICHEINT A@ENR)BEHRISHLTIT. ZOAFEICEAHOOTHNBRDOL LM EHERT D
4. FRABIOT7TI)TEETAAETOHEWMERRIZTS

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec.android. file.externalfile” >

<{I— android. permission. WRITE_EXTERNAL_STORAGE Permission #fIREE3 % —>

{I— Android 4.4 (APl Level 19) LIFETIX., &R L=V D7 T T—248E %

HAEET DM Permission A ELT, maxSdkVersion ZEE TS —>

<{uses-permission android:name="android. permission. WRITE_EXTERNAL_STORAGE”
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:allowBackup="false” >
<activity
android:name=". ExternalFileActivity”
android: label="@string/app_name”
android:exported="true” >
{intent-filter>
<action android:name="android. intent. action. MAIN” />

<category android:name="android. intent. category. LAUNCHER" />
<{/intent-filter>
{/activity>
<{/application>
</manifest>
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ExternalFileActivity.java
package org. jssec. android. file. externalfile;

import java. io.File;

import java. io.FilelnputStream;
import java. io.FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;
import android. os.Bundle;
import android.view.View;
import android.widget. TextView;

public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = “external”;
private static final String FILE_NAME = “external_file. dat”;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView R. layout. file);

mFileView = (TextView) findViewById(R. id.file_view);
]

VeSS
* 77 A IILDVERLE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
/] kRA U Tk BT TIRERITEMHL AL
/] *kRA U2k PTVEBIZCA=Z—IBTALI MIIZT7AILEBRET S
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fos = new FileOutputStream(file, false);

/] *IRA DRIk T7AIZHEMT DIERICH L TIE. TOAFEICEADOLTHRNEOREMEHEET S
/] HOoTWIZDERR, 132 AWT—2DREMERDRT 51 238,
fos.write(new String("t > 7« T THULVESR (External File Activity)¥n”)
.getBytes());
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);
} catch (IOException e) {
android.util. Log. e ("ExternalFileActivity”, "7 74 ILDEHAIZKEBLELE);

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) {
android.util. Log. e ("ExternalUserActivity”, "7 A IILORTIZEKELELE");
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}
}

finish();
}
/%
* T 74 ILDRHAH IR
%
* @param view
*/

public void onReadFileClick(View view) {
FilelnputStream fis = null;
try {
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fis = new FilelnputStream(file) ;

byte[] data = new byte[ (int) fis.getChannel().size(1;
fis. read(data);

/] KIRA bk 3k T7AIZEMEINERIZH LTIE. ZOAFEICEOLLITHENDREEFHERT S
/] BT DEEE, 13.2 AWT—2DREMEHRT S #58E,
String str = new String(data) ;

mFileView. setText (str) ;
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);
} catch (IOException e) {
android.util. Log. e ("ExternalFileActivity”, "7 7 A IILDFHAICERBELELE");

} finally {
if (fis = null) {
try {
fis.close();

} catch (IOException e) {
android.util. Log. e ("ExternalFileActivity”, "I 7 A ILDBRTIZEKRELELE";

* 77 4 )LDHE| BRI

*
* @param view

*/

public void onDeleteFileClick (View view) {

File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
file.delete(;

mFileView. setText R.string. file_view);

246
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FAGOYYTNa—F

ExternalFileUser.java
package org. jssec.android. file. externaluser;

import java. io.File;

import java. io.FilelnputStream;
import java. io.FileNotFoundException;
import java. io. [OException;

import android. app. Activity;

import android. app. AlertDialog;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content.Dialoglnterface;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os.Bundle;

import android.view.View;

import android.widget. TextView;

public class ExternalUserActivity extends Activity {
private TextView mFileView;
private static final String TARGET_PACKAGE = “org. jssec.android. file.externalfile”;
private static final String TARGET_TYPE = “external”;
private static final String FILE_NAME = “external_file. dat”;

@verride
public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user);
mFileView = (TextView) findViewById(R. id.file_view);
}

private void callFileActivity () {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity A Y FEATL)");
}
}

/%

* J7 AL Activity DFEUH LA

*

* @param view

*/

public void onCalIFileActivityClick(View view) {
cal IFileActivity () ;

}

/%%
* T 74 ILDFRAAHLIR
*

private static final String TARGET_CLASS = “org. jssec.android. file.externalfile. ExternalFileActivity”;
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* @param view
*/
public void onReadFileClick (View view) {
FilelnputStream fis = nul|;
try {
File file = new File(getFilesPath(FILE_NAME));
fis = new FilelnputStream(file) ;

byte[] data = new byte[(int) fis.getChannel().size()1;
fis.read(data);

[/ KIRA bk 3k T7AIZEMEINERIZH LTI, TOAFEICEOLLITHRENDRLEEFMHEIRT S
/] B TWIZDEEE, [3.2 AWT—2DREMEHRT S #50E,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText (R string. file_view);
} catch (IOException e) {
android.util.Log. e ("ExternalUserActivity”, "7 7 A LDFHAICKELELEE);

} finally {
if (fis I=null) {
try {
fis.close();

} catch (I0Exception e) {
android.util. Log. e ("ExternalUserActivity”, "IF 7 A IILORTIZEKRELELE");

* 774 ILDBEANE
*

* @param view
*/
public void onWriteFileClick(View view) {

/] *RA Uk bk FIREIOT T TEESRAAETHOEWNMERIZT S
/] =L, BEDHDBTTINLEE -BIRGEERTICLEBELTT TIDEMEITSI &

final AlertDialog.Builder alertDialogBuilder = new AlertDialog.Builder (
this);
alertDialogBui Ider. setTitle ("7R4 > ~ 47);
alertDialogBui lder. setMessage ("FIRBID T T TEEAHFThREWLI L"),
alertDialogBui lder. setPositiveButton (“0K”,
new Dialoglnterface. OnClickListener () {

@verride
public void onClick(DialogInterface dialog, int which) {
cal IFileActivity () ;
}
b

alertDialogBui Ider. create () . show() ;

J

private String getFilesPath(String filename) {

248
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String path = 77;

try |
Context ctx = createPackageContext (TARGET_PACKAGE
Context. CONTEXT_IGNORE_SECURITY) ;
File file = new File(ctx. getExternalFilesDir (TARGET_TYPE), filename) ;
path = file. getPath();
} catch (NameNotFoundException e) {
android. util. Log. e ("ExternalUserActivity”, "7 A4 IHBHY FEA");
}

return path;

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<{manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. file. externaluser” >

<{I— Android 4.0.3 (API Level 14) LIBFTIX, S\ERX b L—T 5RO 280D Permission A%
EEIN-OTIRAES 29 5, EEICIE Android 4. 4(API Level 19) LIBET

o7 T F—LEEERTCERIIBEELD

<uses-permission android:name="android. permission. READ_EXTERNAL_STORAGE”/>

<application

android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:al lowBackup="false” >

activity
android:name=". ExternalUserActivity”
android: label="@string/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
{/intent-filter>
<{/activity>

<{/application>

<{/manifest>
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4.6.2. )L—ILTvH

T7AIVERSEEIZIZLUTDIL—ILEFDH &,

1. Z74ILIXRBIFEABET7MILELTERT S (Wh7H)
2. DT LHEAEEIERTTIERARELR I 7AILIFER LAY (Wh78)
3. SD A—FHLENEEIET NARIZHEMTII77MILOFBIILER/DMRIZTS (Wh78)
4. 7ML DEGFEHEEZEEELTT TIDHRETZETS (WH7E)
4.6.2.1. 774IVIERBIBEABRHTZ7MILELTHER T S (WH7E)

(4.6 774V %KS114.6.1.1 JELBET7AILERS ITHRARI=LS (2, KT IFEHRORNBRICEHLLTI7MILIER
BIFEARIZT H5_XETHS, Android DEFa)TA4HRFDHERANLEL, FHROPYRYEZTDO 7 VX FIHIF
Content Provider %> Service 72 E®D Android DA DFTITIRETHY., TELRVBENHDEEDHT7
AINDT I ERAETRATIILERETHILITLHS,

BI7ANEBATOH U TILaA—FOLUTDIL—ILDIEELSEOIE,

4.6.2.2. MOT7ITIDLHRAESHERTT IV ERATRELT7AILIEIERLALY (WH7H)

[4.6.1.3 RAEESDFHTFAIERS ITRRIZESIT MDD T IIVICHLTIFMNIILDRAEEEHAIT DL, T74
VTSNS IBROHEHNTELGN, ZD=0H. EF 1T (G E SN LR BTG E R oLRAEE
DRT7AILVEFRALI-BROEFEEZEZHNETIEAL,

4.6.2.3. SD A—FLGENRBERIET NARITEMT 7 7/LOFRAILES/NRIZTS (WH7H)

4.6.1.4 HNBEIBEAZELF T7ALERS ITHRARI2ESIZ, SD A—FEFILHET BN T /N1 RIZT7
AIVEBLZ LK, EF ) TABLVOHBEDE A D RALBENLGREEEAZ S EICRMD, —A T, SD h—F
F7TVTALIMKVEFHRORWI 7MILERZ . 7 TINEIZT — 2L HI DICERFEZSHE— DR
L—2BD T, 7 DERICE>TRIFEREERE/LENT—RBZNEEZ NS,

SEEIET NARIZTPAILEMT HIBE . FRESHOT TS LU1—F—1EH BE MR TEHoEEE
BLT. 42T La—F ThAER AP EE HTUT D LI AL MR EDFTT T DRHETIDEL D,
HBBE L OETFEREEORSHEMIZ OV THEAH IR DS H OB CHARELR 2T ETHS.

RAIEL TR S TAIHRBERIINEBEIET NAR LD T 7AILITFRFLEL
LLEV U TAIRERENDRETNAR LD I 7AIVICRETIHEEIEEELLTS
7 T )P L—F—ICHTASNTIEE S ERENTRIET NI R LD I FAVICREFT HIHEEITEFESLD
— &R ET D
o NIRRT NARLDIFAIILERARATHE . HARALT—IDREUERELTHOT—2EFATS
o MDTI)OA—HF—ITk>THERET/NARLEDITFAINIFNDTHHIRSNDIEERELTT TV ER

250 All rights reserved © Japan Smartphone Security Association. T7AIVERS




recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

O (1P e~ A

[4.6.2.4 D71V DEFHREZRLTTIIDERFETI (WHE)ILDBEIBHILE,

4.6.2.4. J7MILDEFHREEERLTT TIDHREETS (WH78)

FTAITALIMIIZRBEEN TR EUTOA—H—EEICLYEESNG, TT)VDEFHRBE—HT 5. T
F7T)DEFAELVEVDOLIFETH S,

o FTI)DTUAVAR—IL
0 BF7I)DT—ABLUVFYY aDBEETHREI-T7IVr—230 1-TF7T)r—avDERE))

SD H—FHEONERIET NARLIZRFSNIZD7MULIEE. TT)DEFHRRE LY I 7ML OEFHBA RN EN
R THD, ELICRDIKRTVEET DRLENH D,

® 1—H—(TXKBTFMNLDEE
® SDA—FDIREMY-ZELEZ-TUIIUE
® TIILIITICEBTFAILDIEE

CDEIIT7ANDREGHICEOTIFAILDEFHRRARLES -0, RETHRAL-LIB LT ITRIER
ZRETDERETTHL TIVELTELVW B ERR T B R TLI7MLORESEMZELGERT DB EAD
Hdo
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4.6.3. TR\ RE

4.6.3.1. T7AILTARY)TEBDI7AILER

DT ITVNBARIF7AIEEET VRS EEIDTIIEL, T7ANT AR TARBETITFAIVRETEHELH
%, Content Provider & Service TTDAEMEZ %, Content Provider %> Service DHTIELRT7MILEH
—ToL. ZEDTFANTARY)TIERFOTITNEST . BF 7 TVEIT7AIIT AR TABBATI7AIVES:
HEETED,

M7 TN TF7AINEEETICRESERZT7AINEEREETFAIINT AR TZIRBDI7AIIVEF A EZDOL
BER 4.6-2 I2RT . TORREDN\)I—2a3 7 HORRHFRTE7 TIDEEATA) I H D, FIZT7IER
ZHAT AT T ERANHIE TER L AN X ) TFAE A TIEA) YA KRELY,

& 4.6-2 7TIEI7AIVRELEDLE

T7AIVEERE TORRERED/N)IT—3> T RREHATEHTT)DEHEH
DT TIVIZT7AIVEEET IR | GiAHIY FTRTOTIIZHLT—ETIER
SELHITFMILHEE ETAH FFRILTLFED
HARY+EEAH
TF7AINTARY )T ABEDI 74 | HiAHTY Content Provider %> Service [Z7 4
IWEH EEAH AL TS 7 FYIZHL TEAIZ—
BEROH BRI 7 7 R EF A - A 5 | 2l 0
HARY+EEAH TE%
SiAIY +BEEDH

ERIFANEBFRHEDELSICHRBTEILETHAIN  MDT TIVICTFAIINDEZAAZHATHET7AILA
BOTEMEMNRIEL D5K5, FICEBOT TIHLRBICEZTAANMTONDIE, T7MILABDT—2EED
BRTLEWTITUNEEICEMELGLKGEDVR IS B, DT TVEDT7AIILEFIZEWTIE, HArAAERT
(TEFRITHDMNEELLY,

LI FTl&. Content Provider TO7A/ILEXF T HEEHI(FELAR Provider DIHFE)EH > TILa—KRELTEET
%,

RAVb
1. FIER7EER/T7 ) THSEIID., Lo T1IHRIEREZRFELTEL
2. HBE#%tFRE Content Provider 7ML DIERTH-TH R T 2D L HEHERT D

InhouseProvider.java
package org. jssec. android. file. inhouseprovider;

import java.io.File;
import java. io.FileNotFoundException;
import java. io.FileOutputStream;
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import

import
import
import
import
import
import
import
import

public

//

//

J

J

java. io. IOException;

org. jssec. android. shared. SigPerm;
org. jssec. android. shared. UtiIs;

android. content. ContentProvider;
android. content. ContentValues;
android. content. Context;
android. database. Gursor ;
android. net. Uri ;

android. os. ParcelFileDescriptor;

class InhouseProvider extends ContentProvider {

private static final String FILENAME = “sensitive. txt”;

B#%t® Signature Permission

Bt DIAED /Y 2 2 {E

private static String sMyCertHash = null;

private static String myCertHash(Context context) {

if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {

// debug. keystore M "“androiddebugkey” MIEBAE /Y < 2 {E

private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION™;

sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255";

} else {

// keystore @“my company key ”MIEBAE/\v < 1 {E

sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBYE8SB D7B3A7C2 42E142CA”;

}
}
return sMyCertHash;

@verride
public boolean onCreate () {

File dir = getContext().getFilesDir ();
FileOutputStream fos = null;
try {

fos = new FileOutputStream(new File(dir, FILENAME));

/] *kRA b Ik RMARTTVEBERT TITHEM D, 2T TRERERFEL TEL

fos.write(new String("t > > F 4« THIEHR") . getBytes()) ;

} catch (IOException e) {

android.util. Log. e ("InHouseProvider”, "7 7 A JLRTFIZRBERLELTR);

} finally {

try {
fos.close () ;
} catch (I0Exception e) {

android. util.Log. e("InHouseProvider”, "7 7 A L TIZHKELEL");

}
}

return true;

@0verride
public ParcelFileDescriptor openFile(Uri uri, String mode)

throws FileNotFoundException {
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// JRBES Signature Permission NBE#H T TVICKYERSIN TR Z LZ2HRET S
if (ISigPerm
. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new Secur ityException(
"B EZ Signature Permission NEHT TUICEYEESh TV,
}

File dir = getContext().getFilesDir ();
File file = new File(dir, FILENAME) ;

/] BTN -ORARYEREEISRY
int modeBits = ParcelFileDescriptor. MODE_READ_ONLY;
return ParcelFileDescriptor.open(file, modeBits) ;

J

@0verride
public String getType (Uri uri) {
return ”7;

J

@verride
public Cursor queryri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {
return null;

J

@0verride
public Uri insert(Uri uri, ContentValues values) {
return null;

J

@verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {
return 0;

J

@verride
public int delete(Uri uri, String selection, String[] selectionArgs) {
return 0;

J

n) .
’

InhouseUserActivity.java
package org. jssec.android. file. inhouseprovideruser;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. [OException;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Uti ls;

import android. app. Activity;
import android. content. Context;
import android. content. pm. PackageManager;
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import android. content. pm. ProviderInfo;
import android. net. Uri;

import android. os.Bundle;

import android. os. ParcelFileDescriptor;
import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIFA%®D Content Provider &R
private static final String AUTHORITY = “org. jssec. android. file. inhouseprovider”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION";

// BHOFBRAED/ Y a{E
private static String sMyCertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Y 2 a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”;
} else {
// keystore ®”“my company key”MDIFEAZE/\v L 2B
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
]

// RIS Content Provider M/ r—LZEWE
private static String providerPkgname (Context context, String authority) {
String pkgname = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (authority, 0);
if (i != null)
pkgname = pi. packageName;
return pkgname;

J

public void onReadFileClick (View view) {
logLine (" [ReadFile]”);

// EEZ Signature Permission AE#HT7 TVIZKUEESNA TS LEZHRT S

if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
logline (" JhEEZ Signature Permission AEH 7 FUICKYEZTSNTULVEL, ),
return,;

}

// FFAZ Content Provider 7 7'1) DIIAEN BHDABETH S L E/HERT S
String pkgname = providerPkgname (this, AUTHORITY);
if (IPkgCert. test (this, pkgname, myCertHash (this))) {

logline (" F|F% Content Provider [XBE#7 7V TlEilLy, ) ;

return;

}

// BB E Content Provider 7 VU IZBIR L TEULMERIZEBY YUY TR MMIESH T KLY
ParcelFileDescriptor pfd = null;
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try {
pfd = getContentResolver (). openFileDescriptor (
Uri.parse(“content://” + AUTHORITY), “r”);
} catch (FileNotFoundException e) {
android.util. Log. e ("InHouseUserActivity”, " 74 ILDHY ETHA);

}

if (pfd = null) {
FilelnputStream fis = new FilelnputStream(pfd. getFileDescriptor () ;

if (fis 1= null) {

try {
byte[] buf = new byte[(int) fis.getChannel ().size()];

fis. read(buf) ;
// kR4 b 2% BHETE Content Provider 7 7ML DIHEETH-TH. BRF—2DRLMETE
B )
/] BT DEEE, 3.2 AhT—2DREEEHRT 5] #58,
logLine (new String (buf));
} catch (IOException e) {
android. util. Log. e ("InHouseUserActivity”, "7 7 A IILDEAAMZERELELLE");
} finally {
try {
fis.close();
} catch (IOException e) {
android. util.Log. e ("InHouseUserActivity”, "7 74 IILDETIZKBELELE");
]
}
}
try |
pfd.close () ;
} catch (IOException e) {
android. util.Log. e ("InHouseUserActivity”, "7 A ILT 4RV ) TEADETIZKEBLELE");

}

} else {
logLine (" null file descriptor”);

}
J

private TextView mLogView;

@verride
public void onCreate (Bundle savedlnstanceState) |

super. onCreate (savedInstanceState) ;
setContentView (R. layout.main) ;
mLogView = (TextView) findViewById(R. id. logview);

J

private void logLine(String line) {
mLogView. append(l ine) ;
mLogView. append (“¥n”) ;
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4.6.3.2. TALONIDTHOERIEERTE
NFETI7AIVIZEBLTEF )T DEERZRBALTE =, 77/ DAV TFHFTHATALIMIZDWNTHE
XA )TADEBENBETHD, CCTIETALIMNIDTHORRIEZREICODVTEF L) T4 LDEBR AU MR
T3,

Android (21, 7TV TALIRIRIZY T TAL VM EBIGERT DAV IRDBUKOMABEIN TS, THID
& 4.6-31219,

& 4.6-3 7IITALIMNBTOYITFALIMNIFG{ERAY YR

th7I)ITxE S 2—H—(Z K BHIBR
TORAEDIEE
Context#getFilesDir() TR[(EITHERD#) ME =TT ) 1->TT)r—2a0 5E4R
—ITF—a%HE]
Context#getCacheDir() TR[(EITHERD#) ME&E =TT T 1->T T ) r—23 0 5:&4R
—TFryda%ifE]
X T—2ZHEITLHIBRENS,
Context#getDir(String name, | mode 2LV F&$EEATRE, SR E1->T7 )17 TV r—arw&iR
int mode) MODE_PRIVATE -l T—a%HE]
MODE_WORLD_READABLE
MODE_WORLD_WRITABLE

CCTHIZREZ[FIT5D(E Context#getDir()IZ&d7 I RAEDHRETH D, 77MILDERTEERBAL TS LS
[Z. Android DEFa)TAHFDERANSTALIMNEERMICITIEARICTEIRETHY. TV ERIEDEREIC
SO THERDEFETIERLBEERANH LD T, FHROXFIZIIMDFEEEZSINETHD,

MODE_WORLD_READABLE

FTRTOTIIZHLTTALIMN) DRARYVIEREEZ 5750 THD, TRXTOTTUNTALIMNIAD T 7ML
—EBPELDOITFAIVDOEEEREMEAIEEICHES, COTALIMNBETICHMEDI7AIIVERE T HLILTER
WDT.ZDI7F7 DFERICIEHREFENDBETH D, BH. KIS (X APl Level1 7 LIBETIE deprecated &7
STHY. BEFIDIZFTEERALGNIE,

MODE_WORLD_WRITABLE

7 FINHLTTALIN DEERAHEREEZ DT T THD. TRTDTTINTALINIAD T 7/ ILEERL.
BES, Vr— L, BIRRDFTREICE D, CRODRERT7AIILBERD TV AERTE (FAHRY, EEAHA, RIT) &
FEERTHY. TALINOEZAAERDH LT TRIREL L DBRIETH I EITERARER, T T UM
BEFICTFANZHIBRESNYESBRZIONYT SO T, BEIFIDIFTEFERALTIELEN, BH. K735

8 NEBRARL—U DS EREEIREE (SD H—F R ENDBEEEI IV MRAVNEBABBIITERL, EDT=8H,
HAMYERDBEVRABRAN —O T 7 LN REE BB SN THRABEAREITED I IR EEGLY,
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I% API Levell 7 LIFETIX deprecated &> TULVA,

£ 4.6-3 DIA—H—IZKBHIBRICELTIE. [14.6.2.4 7L DEFHREEZEELTT TIDEFZTS (b
A)IZSROE,

4.6.3.3. Shared Preference T —3AX—RXIT7AIL DT I AMERTE
Shared Preference ¥ 7 —2R—X3{L,T77A(ILTHERIND, TV ERAEREIZTDODVTIEI7AILERILCENE R D,
L7=HA>T Shared Preference £ T—AR—RE{L,T77AILERBRIZEARMIZIZIEART7AILELTERL. RED

#HL Android D7 TIREEDEHEAIZE>TERT EINETHS.

Shared Preference O AHIZXRIZRT , MODE_PRIVATE [ZXKYIEABT74/ILELT Shared Preference #4E
BRLTL3,

Shared Preference J 7 1 )LIC 77O XHIR%Z:%E I 241
import android. content. SharedPreferences;
import android. content. SharedPreferences. Editor;

(G5

// Shared Preference M3 9 % (ZIThIEER SN B)

// A >k EARBIIZ MODE_PRIVATE £E— K ZiEET 5

SharedPreferences preference = getSharedPreferences (
PREFERENCE_FILE_NAME, MODE_PRIVATE) ;

// ERXFHDT) 77 L AEEEADH

Editor editor = preference. edit() ;

editor.putString(“prep_key”, “prep_value”);// key:“prep_key”, value:“prep_value”
editor. conmit () ;

F—RAR—X[ZDLVTIEM4.5 SQLite ZFS5 125 B T 5L,

4.6.3.4. Android 4.4 (APl Level 19)IZHFHNMRAN —OADTIERICEAT HEHREEICDONT

Android 4.4 (APl Level 19)LIBEDIHRIZENT, HEBRANL—UADTIERICEALTUTO LS ICTHEEILAETERS
nt=,

MHBRL—Y L7 TUVEBEAETALYEFYICEK ET T 5586 &,
WRITE_EXTERNAL_STORAGE/READ_EXTERNAL_STORAGE Permission AR E TH2(ZE EH)

QR NBMRANL—CEDT7TIEETALIMNILUANDBHRICHDII7AILEZHFRTHEIL.
READ_EXTERNAL_STORAGE Permission A E TH S (ZEE &)

B) FZ3ARINEBRAN —D L7 TIVBETALIRMNIUANDIBFHRIZCTIZAILEEZTADEE L.
WRITE_EXTERNAL_STORAGE Permission WHETH5D

(4) T UBEONBRAN —DIZIETTIERTAL I USNDIGFTIZEE A A [EHELL
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ZDOEHTIX. Android OS M/N—23> (&> T Permission OFFAEENDE-FENEHL-OTWS1=0.
Android 4.4 (API Level 19)&F =\ TIHEAD Y HR—DABERT NDIGEIE. A1V AM—ILT BIHERD/A—3
VIZEDTAEX Permission Z1—H—([CERTEHIEITHY, FFELLMKREIFE R G, Ko T, L)
DIHZZLT BT TIDIZBEL, <uses-permission>%%5 M maxSdkVersion BHEZELUT D LS IZ50 L TH G
TEHLEBEDT D,

AndroidManifest.xml

<?ml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file.externalfile” >

{I— android. permission. WRITE_EXTERNAL_STORAGE Permission ZF#|FAEET 5 —>

{I— Android 4.4 (API Level 19) LIETIE, SR FL—C D7 T F—R5EE %

A EET BMRIZ Permission R ELT-. maxSdkVersion EEET S —>

{uses—permission android:name="android. permission. WRITE_EXTERNAL_STORAGE”
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name”
android:al lowBackup="false” >
activity
android:name=". ExternalFileActivity”
android: label="@string/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>
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I 4.7. Browsable Intent #F|H3 5

TS5 hib Web R=C DU O IEL TRENT B KT TV EEDZEMNTES, Browsable Intent &LV
HETH 5. 7T, URI RF—L% Manifest Z7AILTEETAZET, FD URI RFXF—LZED)O~NDIEE
(A—H—DRYTEE)IZRIEL. Yo% ISA—2ELTRET A EN TR S,

F=. URI REF—LZEFIATHIETISV Do T 57T ERENIT55:EIE. Android DA77 i0S #thd
TS5hIT+—LTERIGLTEY., Web 7TV EDNERT T ) EHER EIZ—BRIZEHNR TS, FIZIE. Twitter 7
T1)45 Facebook 7 TIEFRD &57% URI RF—LMNEZESNTHY. Android THi0S THI SV YSRGS
57 TIHEET BHLSITHE>TNS,

*& 4.7-1
URI R&F—L g BT I
fb:// Facebook
twitter:// Twitter

COESEEDOFEEEZEZ-BRALGHEEETHIN. EEHIFE=ZBICERAINIERELBATNS, BEED
H5D Web HAhEHEELTYO® URL ITREL/NSGA—EZL AT ETTTIDHEEZERALY. B URIRFE
—LIZHRELE=TIL TP EA(VAP—ILEE T URL ITEENBEREEIMYLIY T ELENEZLONDS,
ZD LSRRIz T AT=HIZ. FIATAEIZIZWNOMDRAUMNIEED TR FNIEHESELY,

4.7.1. Yo 7)La—kK
LLFIZ. Browsable Intent #8RAL=7 ) OH > T)ILa—K %R,
RAV:

1. (Web R—DHNHET S URI RF—TEFEST) I DINFGA—RIEL O TATRIERES HIEL
2. URL D/NTA—2ZEFIATHRIICEND R EMHEHERT S

Starter.html
<html>
<body>
d—%kRA b1k RLIZEV VT 4« THIERZEDHHE L —
{I—=URL /NS A—H L LTEIXFIIX, UTF-8T, MO WRITva—KLTHELZE =
<a href="secure://jssec?user=user_id”"> Login </a>
</body>
</html>

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. browsableintent” >

<application
android:icon="@drawable/ic_launcher”
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android: |abel="@str ing/app_name”
android:allowBackup="false” >
activity
android:name=". BrowsablelntentActivity”
android: label="@string/title_activity browsable_intent”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
{/intent-filter>

<intent-filter>
<action android:name="android. intent. action. VIEW” />
// BEEKH intent 22 (+{F1+5
{category android:name="android. intent. category. DEFAULT” />
// Browsable intent =115
<category android:name="android. intent. category. BROWSABLE” />
// URl ’secure://jssec’ #ZI(T{T+3
{data android:scheme="secure” android:host="jssec”/>
{/intent-filter>
{/activity>
<{/application>

<{/manifest>

BrowsablelntentActivity.java
package org. jssec.android. browsableintent;

import android. app. Activity;
import android. content. Intent;
import android. net. Uri;

import android. os.Bundle;
import android.widget. TextView;

public class BrowsablelntentActivity extends Activity {

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_browsable_intent);

Intent intent = getlntent();

Uri uri = intent. getData() ;

if ri !'=null) {
// RLIAS A=A TEINz2I—V—-IDZWMBT5
/] kRA b 2% RLD/INSA—F2 ZFBTIRICENDLRLEEHERT D
/] HOoTWIZDERR, 132 AWT—2DREMERDRT 51 238,
String userID = “User ID = “ + uri. getQueryParameter ("user”);
TextView tv = (TextView)findViewByld R. id. text_userid);
tv. setText (userID) ;
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4.7.2. )L—ILTvH

Browsable Intent #F|AT HGFEICITUTDIL—ILEFEHIE,

1. (Web R=JENHIET B DINTA—=RIZ2 T4 THIERES HIELY (WH7R)
2. URLD/IRSA—RZF AT HRIMEDOREMEREZET S (W2R)
4.7.2.1. (Web R—=J D RET BV I DINGA—ZIZ 2 T4 TIHERES HIL (Wh78)

TS5 ET)UH %2y T, data(Intent#getData [ZTH#F)IZ URL DIEAA-T= Intent BFEfTEIN, R
T LIZEYEZ TS Intent Filter 27 TUNEEIT S,

ZDB. L URI RF—LZEZIHF+5 &S Intent Filter NRESNI=7 TUNEREATHHEE. BEORBE
# Intent [C&DEENERARICT TERDF (7O MR RSN, —HF—DFBRLE-7TIUDNEETEHI LIS,
RIZ. 7T )ERBEEOERBEL TNV I7HAFEL TV IEEIE. A—F—D RO TV T ERESET
LESBRENDY. I"SA—EANTIL DT IZEDIEICHD,

CDEIIZWeb R—=2 DY URL IZEOF=/NTA—RIETARTYILIITICESAREMEAHAHD T, —HD Web
R=UDY Y& HEEERBRIZ. URL DNFA—RCEE LI TAIRIBEREES HHEFBITRTRIELRSAL
A

URL [C2—H—ID &JXRDT— R A > TLBHI

insecure://sample/login?user1D=123458password=abcdef

Ffz. URL D/TA—EANI—H—ID L ELV I TAITTHWMVERDADIFETEH, 7IIREBD/SXT—FAH
7 VA TSR3GB TIE. A—F—BR AL FTITTI D7 EREL TLEL., YL TITHLT/ARD
—READLTLESRBRELH D, DT, —EDAT 1V REBBEKRIET TVAITRERET DL IGEHFRERFT TR
ETHD, Browsable Intent IZkET7TVEBNIEHETHERMN Intent ICKDTTVREITHY ., ERILIE-ZTUN
EESNDRIIDLGENIEEFZBICTEWN 7T - H—ERBREHFLD T EILELH D,

4.7.2.2. URLD/I\SGA—A%F AT HRNMEDOREEFHERT S (h78)
URIRF—TI(ZEDhERIUIE. TTUREREICRSTH THERAREAZD T, 7)IZESNT= URL D/5A—4
MIEFRD Web R—UMSESNTLDEIEXBRSEL, Fi=. BENT= URL D/NTA—EMNIEFED Web R—IhrisiE

DN TEENEINERANDHELLL,

ZD=&, EEnf= URL D/NSA—FEFI AT HENZ, NIA—RITBELLBMEAA>TVELNAGRE, ENRE
MEERTDDENDH D,
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I 4.8. LogCatIlzos HHhd 5

Android (¥ LogCat EFEIEN DL AT LOT HENHY . AT LOOY ERIZTTHELST )OO EHR+E LogCat
[T AEh 3, LogCat DOV ERIERLIHARNDMDT T SELRAMYTREITH D=0, o T1 % 1ER
% LogCat ICAJ HALTLESI7IVICIXERFROMEIZELAH SLEN 5, LogCat 21T T4 EHRED
THATRETIF AL,

X )TFABATIEV)—RR7FITIE—Y05 B ALLEWIENLEELL, LALELALGEERIZEY))—RIRT
)T AT B —ZADH D, CCTIEY)—RR7ZIIIZEWTEAST HALDD, oo T4I40EHRIZOS
HALBEWHERERBN T D, £1-14.8.3.1 JU—RR7ZIVIZEFH05HID 2 DDOEZAHILSHBTDHIE,

4.8.1. o7 )La—kK

ZZTl& ProGuard ZFRALTYY—RM7Z F)TH LogCat ~DOSH HhEHIET 55:%EHEBNT 5, ProGuard
FEASNTWVELWAY YRS REMICABLRI—RZEHEIRT 2RELY—ILO—DTHS,

Android @ android.util.Log 3XIZI& 5 O OS HAAY YK Log.e(). Log.w(). Log.i(). Log.d(). Log.v()
BHd, AT ERIE. Y)—RRT7TITH AT HILEZERLE-OJER (UT. ERAYEREFESN) &L VU—RAR
7A)THALTIEGESHEWN (X ET AV A®) OV ER (LT, BEAVBEREFE N ZRA1TEH5XETHS,
EROSHADE=HIZIF Log.e()/w()/i)ZEAL., RO HADT=HIZIF Log.d)/vOEERTSEEL, 51
OO HEAAYEDENDTOEMIZDONTIEN4.8.3.2 OFLARLEOTHAAYIRDBIREHE 123 BT 5
&, F1-.74.8.3.3 DEBUG A% & VERBOSE OJ LB #MIIZHIBREINE D (T TIERWVES BT LI L,

RR—T LT, Log.d()/vVOTHE AT SFEQT BHREFHFERT ) TIEOS HAL, V)—RR7 T TIEAS H
ALZWS T a—RE#BNT 5, ZOH 2 TILa—KTlE Log.d()/VOREUHLI—FZBEEHIBRIT S1=0IZ.
ProGuard Z{ERLTL\5,

9 LogCat IZHhEh =05 R (L. READ_LOGS Permission ZFIREELE=7 U THNIEHRA Y ATEETH S,
f=f2L Android 4.1 LA TIlE LogCat [T AShizthd 7 )OOV ERIEFABMY Rl LiEofz, Ffzo AX—RT
Ao1—H—ThHhlL. ADB #2HTLogCat DOV ERESEIHILLARETH D,
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RAUb:

1. ® Y T4741E#IE Log.e()/w()/i(). System.out/err THALALY

2. EUITAILERERT H AT SHEHEEE Log.d)/vOTH AT S

3. Log.d(/vODFFUHLTIRREYEEEALLZL (R AWPLE)

4. J)—REJLFTIE Log.d)/vODFFUH LA BEHIBRSNSIEHEAEEAT S
5. D=7 FID APK Z7A4)LIEY)—REILF THERT S

ProGuardActivity.java
package org. jssec. android. log. proguard;

import android. app. Activity;
import android. os.Bundle;
import android.util.Log;

public class ProGuardActivity extends Activity {
final static String LOG_TAG = “ProGuardActivity”;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_proguard);

/] kRALU 1k £ T 4 THtERIE Log. e O /w() /i (). System out/err THH LAY
Log. e (LOG_TAG, "t > LT« TTIXALMER (ERROR)”)

Log. w(LOG_TAG, "t i T 4 TTIXALVEHR WARN) 7) ;

Log. i (LOG_TAG, "t i T 4 TTIXALMESR (INFO) ) ;

/] *kRAE 2k oo T 4 TREREDTHNT 558(F Log. dO/vVO THAT S
/] KR4 2k 3k Log.dO/vO DFEUH L TIIR Y EZMEA L0 (KAL)
Log. d(LOG_TAG, "t > 7T« J7:1E$R (DEBUG) ) ;

Log. v(LOG_TAG, "t > T 4 J73fF%R (VERBOSE) ) ;

project.properties MD—&p
# ProGuard
proguard. config=proguard-project. txt

proguard-project.txt
B OSRE, AVY FEEOEREHC

—-dontobfuscate

# kRA b4k JV)—REIFTE Log.dO)/vODEVH LABHEIBKR SN S EHAHEZEAT S
—assumenosideeffects class android. util.Log {

public static int d(...);

public static int v( ..);
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* Ak 5% YY—RERT7Z T)D APK Z7AILIE))—RAE LR TERKT S

[C:¥jssec¥Projects¥LogCatic 04 T S¥log ProGuard] - [app] - ...¥app¥src¥m [ @"

#® Generate Signed APK

Navigate Code Analyze Refactor JE[[GN Run Tools WCS Window Help

» % O I.""l:Ii Q ﬁl ¢ P 11 Make Project Ctrl+F9 i Mote: Proguard settings are specified using the Project Structure Dialog
) ) Make Module ‘app’ Ctrl+5Shift+Fg
1 Fzapp ) [ src [ main ; [ jav. = : APK Destination Folder: |3at¢:l:|‘§f'd_‘.j']§'%’>¥mg ProGuard¥app |
" Rebuild Project
= O + | B )

Clean Project Build Type: Irelease ﬂ
-

Deploy Module to App Engine... Elavors:

rrg.jssec.android.log. proguard

import ... e e Ao o
© % ProGuardActivity [
@ public class ProGuardictivity ex

scripts final static String LOG_TAG
Blverrids
al public void onCreate(Bundle =

super.onCreate{savedInstar
setContent¥iew(R. layout. ac

Previous |@ Cancel | | Help ‘
AT Y R LT

4.8-1 Y )—RR7 T &R T SAE(Export 35)

FFEMRT T (TN TEILR) EY)—ZRRT T (J)—XE LK) D LogCat H HDEWLER 4.8-2 TR,

FFERI7TY (/NI EILR)

&0 LogCat 33 |_=Q-> Declaration El Console

DU—=XR7ZTY (UU—-XEILR)

& LogCat 37 @ Declaration [El Console

Search for messages. Accepts Java regexes. Prefix with pid |

Level Tag Text Level Tag Text

E ProGuardictivity LT TR ESR (ERROR) E ProGuardictivity FL-U T TIA VIESR (ERROR)
ProGuardRotivity {FLArroF TR EER (WARN ProGuardRetivity 2L 3TN VIEER (WARN

I ProGuardRetivity 2T FT0IHLEER (INFD) I ProGuardicetivity 2S00 VIEER (INFO)

D FroGuardictivity T EER (DEBUG)

v EroGuardictivity TaT07REER (VERBOSE)

>
4.8-2 Log *VYRDBARIT S &) )—RRF 7)) D LogCat H D&Y
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4.8.2. )L—ILTvH

LogCat I2OY #H AT BRIE. L TDIL—ILESFRHI &,

1. BROJERICE S TAIRIEREZS O (WH7E)
2. BAROJEHREHEHTS0—FZE))—RELFBICEBHIRIT HEHEAEEATS (HESE)
3. Throwable #72x/ 045 H HT5HEEL Log.d()/VOAYYREES (%)
4. o5 HAIZIE android.util.Log 7SRAD AV YR DA ERT S (HE22)
4.8.2.1. BROVERICtE L T4IRIERES HIEL (WH7B)

LogCat [CHALF-OT DT TIMNSHLIENTEDD T, YI—RRT7TIN1—HF—DOT (U 1ERGEED
UL TATIEREOT AT HENH TGS HEL, ARPICEL O TAIREREODT H NI H3—F4E
MENEIIZT B, HAHWNE, V) —RFNZED LSBT EETHIRT DT EARETH D,

COIIL—IVZIEFSH=OICIF EROT BRICE O TAIRBERES DN L, ST, LU TAIRIERE
HAYHa—F &) —RELFEIZHIR T SHEBAZEA TS LERCHET D, 14.8.2.2 FAROJTHEREL S
$5a—FEV)—RERKIZBBEIRY HEHEAZEAT S (HE) 1Z28RITHE,

4.8.2.2. FROVBEHRZELE AT SHI—FEI)—RELRKIZBBHIRT 2EHEAZEATS €i:359)

TAURFERIE, EREODVIOUNEBREONEMEEREER, 00U SLARBORERR. BETOILOBE
ET9BELGE. LEBRBOHEROT NI ATEU O T4ILREREOT H WSE LW IENH D, TTIRFE
RSt TAOREHRET /N\v/ 0T ELTH AT HDFEOLEVA, COFHEEIE. 14.8.2.1 ERAJERICEY
TATRIERES DR (WZR) ITRRAF=&S (2, Y)—RANZDTEHETHAT HAa—FZHIBRT S
&

JY)—REJLFBFICRAROV EHREE H T 53— REHEERICHIBRT 5101, Ao DY—ILER L TI—FHIBRZE
HEMETHHMEAEEATRETHD, ZD=HDY—ILIZ 4.8.1 THANLT= ProGuard BH b, LT TIE.
ProGuard #E>1za—FEIBROEHEAZEATEEDFEEHBETS, 2Tl . M4.8.3.2 AL LEAT H
AAV YR OBIREEE |ITERL ., BAROT1EHRE Log.d)/VOOWLWTIAIDATHAL TS 7 TV L THEEH
EERATHILERELTLS,

ProGuard [EFFE AN TOWHGWVWAVYYRFEFE  EEMICTELGI—-FZE#HIR T %, Logd)/v) &
-assumenosideeffects 77> 3> DEIFITIEET HTEIZEKY., Log.d(). Log.vVODEUH LAEEMIZFELD
—ReHmEh, BEHIBRSNS,

Log.d()/v()Z-assumenosideeffects CIEE I D ET. BENHIBRDMWRICT S

—assumenosideeffects class android. util.Log {
public static int d(...);
public static int v( ..);
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ZOBEHHIBRO A EF AT SH5EEIL. Log.v(), Log.d)DRYEZEFEALTLESE Log.v()/d)Da—FHEIRR
SNBVRITEFELSVETH D, Ko T, Log.v(), Log.d)DREVIEZFEAL TIEHESAEL, &2 £, ROEERI—
RIZEWTIE. Log.vOH BIBRES ALY,

HIBRIETE U1 Log.vOD HIBREN/RAWEER I — R
int i = android.util.Log. v(“tag”, “message”);
System. out. printIn(String. format (“Log. v H%d 2R L1=.", 1)); // EE®DI=6HLog. vOORYIEZFER,

F71=. L5 ProGuard sREIZ&Y. Log.d) R Log.vOA B EIHIBRENDZEERHIRELI-Y—ROa— R Ho1=ET
%, HLZDY—R3—F% ProGuard FBEASATLEWMBO IO/ THFIALTLES L. Log.dOR T
Log. VOO EHIBREN W=, B T4 T HEBRAREBLTLESBEELH D, V—RO—FZB AT L.
ProGuard SR EZEH-TOV I MNRIEDBEMEHRT HIE,

4.8.2.3. Throwable A 72xHrERJ H T 5EEIL Log.d()/vOAY YREES )

[4.8.1 Yo 7)La—KR1E5&UM4.8.3.2 AT LAN)LEATH AAYYRDRIREHE |[TRLI=EY. Log.e()/w()/i()
TlEE T4 RBERZEQT HALTIELELHWD, — AT AEENTOVSLDEEZHMC O H AT S0
2., BISFEERFIZ Log.e(---, Throwable tr)/w(---, Throwable tr)/i(---, Throwable tr)TREvYIrL—R%
LogCat [CATHALTWWRY—ADNHbNE, LHOLENS, RAvIR—RI(ZTOY SLORAEREEZFEMIZH
ALTLESOT. . 7IVG =23 IC&oTCUEEVCTATLHRBEHRIEENTLESIHZENH D, HlZ (X,
SQLiteException ZZDFEFHALTLESI L. ED&LH% SQL RT—FAV D FEITINF-MDBBALMNILEEHD T,
SQL 1220 av MEBDFANMNEEZ TLESIENH D, &£oT. Throwable TP x4/ &#05 Hh T BRI
[%. Log.d()/Log.vOA*V YR DA EFERTHLEHET S,

4.8.2.4. OJ W AIZIE android.util.Log V5RAD AV YR DAERT S (#£4%)

RFEDICT7I)NEEBYICBIEL TSI LEMERRT H1-MHIZ, System.out/err TAYZH AT HIENH D25
5, HBAA System.out/err @ print()/printin0 AV vR TH LogCat ICTAY F#HE AT B EILAREEA. ITDE
mM5AY HAIZIE android.util.Log Y5RADAY YR DA EERT B EEELIHERT S,

A EHATHEEIL. —MRICITFROBREEITHCTHEAAVYREFEND T, B AZEHET S, 22 L. F Rl
I5—. ZB& BUEZT7IVEREMGEEORIEHLNS, CORXRD%ESystem.out/err (SERATHFED—IC
(X, T5—EZ&[L System.err, FN LIS System.out THATEAENHS, LHL. COBE. J)—REFIZ
LHNTEIREDH S T4ITHWMERCERADTBR)E D TAILREBRIEFEN TV S AREED H 518
HMEAROTER)DARCAVIRICE>THATNTLED, 0T, LU TAIREREL NI 50— FZHIBR T 5K
(2. BB RET 2ETNLH D,

F1=. B HAlIZandroid.util.Log & System.out/err ZE5H & (. android.util.Log DHEESIHFE LT,

OJ HAa—RZEIBRTIMEICEE T HENEZ 510, BIRBENLGEDIANELDBENLH S,
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EFRDIIGIANELLERZRD T =12, android.util.Log VRN AV YR DHERT S EEHET 5,
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4.8.3. TR\ RE

4.8.3.1. Y)=RR7IVIZH1T5057EHID 2 DDEZRA

J))—ZiR Android Z7FJIZEIFEATHADEZFICIEKES T T, — IO H AT RETEBENENSIERA
L. BROBHO-OIBBGFEREZOTHATRELVSIEZZAD 2 D0H 5, X1 T(BRATIE—RRT7T
DTIE—IR T HALGNIENEFELL LMNARLGEHICKYI)—RIRT7 TV THEATH AT E7—X D H 5,
CCTIEMBEBDZENENDEZAIZDOVNTIRRD,

1 DEIE YI)—RRT7 FTIIZEWTARTH AT HILITETHFEVMEALL Lt oo T4 ERERELTL
FOURINHABDT, [—HIOTH AT RETRHLENIENIZBZ A THS, COBEZHIL, <D Web 7T)EMR
REGAEEEN, Android 77)ERRETEI)—REOT7 T OOTEREZFARENNE T 2FEAARSN
TWEWIEIZKBDEDTH D, COEZAITEIKE, FARPICERALEZOT H DT —FEREROY—Xa—Fhb
HIBRL TUY—RIRT7 TV EER T HEVERMN SN S,

2 DBIF. hRAY—HUR— ETT7 I DFEEBHEITORKFERELT. [ROBHO-OICLEREREQY
HATREIEWSIZBZAATH D COEZAFICEDE V)—RIRT TITIE Vo T4 IRIERER>TAT H A
LTLELLZWKIHODFENDLELLDO, Yo TINa—Reoar TRNLIESE N AR EHRT 5E
AN ELLS, 5. TiED Google M Code Style Guideline £ 2 DEMEZ AIZEDNTILVS,

Code Style Guidelines for Contributors / Log Sparingly
http://source.android.com/source/code-style.html#log-sparingly

4.8.3.2. OFLARNLEATHAAYYRDEIREHE
Android @ android.util.Log #3X[Z& ERROR, WARN, INFO. DEBUG,VERBOSE ® 5 EZfEDOST L NILHVTE
EIN TS, HALEWLWAYEHROOS LANJLIZIEL T, @874 android.util.Log 75AM A5 H A AV R ZEER
TOMLENHL EREEER 4.8-12FLdHT=,

& 4.8-1 OJLR)LEATHAAY IR DFREE

ATLRIL | AYvE | HATE0TEROBE 7TV —REOEE

ERROR Log.e () | ZTUABKEGMEKRICHf=LEIH | EROOYERIFLI—F —1BHBT3
H9 a5 1ER, CENBESNBERTH D=0, FIF

WARN Log.w() | ZFUASEZIA T hKRIEBLT: | R7TVEVY—RRT7TIYDEHTH
EEITHANTROTER, THAShEZREERTHD, TD1=

INFO Log.i() | ERUAT. ZTUDZETARERED | HDTOATLALTEEL U TATEHE
EiEPEREMOESEMTHE AT AO | MEOTHALTEHGLEL,
&R

DEBUG Log.d() | Z7FURKEICHEN/ NV DEEERAD | ELOOSERIT7 THEREERD
EOIT—BMIcoFHALEWNWTRYS | ERTHD =0, VU—RR7 FITIE
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LREOREFR. AT HATNTIIESLELMERTH S,
VERBOSE | Log.v() | MEDWFHIZHZHLLAVWDSER, | ARERT TUTREL DT EHRE
7H)VRAERENSEIFLBEMTHE AT | HALTHEDOLBLA, VI—RRT7T
ZO07BHMAKLT D, Y—/N\—LDilE | VTR LD I T4TRIERERY
ET—3&F U THALEWGERLE, HALTIFGESALY,

SYFHMAEOT HADVERICDOVWTIEI TR URLESHRT S,

Code Style Guidelines for Contributors / Log Sparingly
http://source.android.com/source/code-style.html#log-sparingly

4.8.3.3. DEBUG B4 & VERBOSE B4 [& B #IMIIZHIBRS L 540 [+ TIEARLY

Developer Reference @ android.util.Log 75X D fEER10IZIERD KSEFEEHNH D,

The order in terms of verbosity, from least to most is ERROR, WARN, INFO, DEBUG, VERBOSE. Verbose

should never be compiled into an application except during development. Debug logs are compiled

in but stripped at runtime. Error, warning and info logs are always kept.

RAFEZEDHICIE COXEMNDS Log VIADBEZRD LSIZERS=AEIRZEL TLDH AN D,

® Log.VOMEUHLIEV—REILRBEIZIEZaT /R AILEN T VERBOSE OF W hEn B &M d
® Log. dOMUHLIEIV/RSILENDHY, EITHFIZ(E DEBUG B A hxh BT &IF7y

LAOLEREIZIE Log I5RIEZDESICIFBMERT . T/A\WTEILR, U)—RELRZEBHTE2TORTEE ALT
LES. LERATHDEDLMBD, COEXIE Log VFRADEMEIC DN TEE>TLAD TIERL, AT EREIEIS5H

BREEVNDEERBAL TV ST TH S,

COREDYUTILI—RTIL, ProGuard ZE-S>TLREXDSSLEEEERT HHEEENL TS,

4.8.3.4. BuildConfig.DEBUG [& ADT 21 LI TFES

Eclipse A ADT 754 /4> Tl&. XM &£5%; BuildConfig.java 77MILABEIE FidN 5, ADT 755 (vI2&>T
TE2M DEBUG ZE# (BuildConfig.DEBUG) A%, JJ—RE LR TIL false, T/3wF E LR TIE true ICEEIRES

nd,

BuildConfig.java
/%« Automatically generated file. DO NOT MODIFY */

10 http://developer.android.com/intl/ja/reference/android/util/Log.html
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4

package com. example.buildconfig;

public final class BuildConfig {
public final static boolean DEBUG = true;

J

TED&KSIZ BuildConfig.DEBUG ZAWL\S &, V) —REJLREIZOS H AEIFHITEHEMNTES,

‘ if (BuildConfig.DEBUG) android.util.Log.d(TAG, "B 4 H HIEHR");

BEEHAS ADT 20 LIBTTIEANAT AHY . 1J))—RE JLETE DEBUG B true 2553 &M HoT-, ADT 21 LL
[ TIE/N\T HMEEESN TULNVAD T, BuildConfig.DEBUG #5158 & 1% ADT 21 LIB2FES0HELH S,

.8.3.5. OV BEHRDBEAHITREZHIFRT S

TiY—RX3—F% ProGuard TYJ—REJLRLT Log.d)ZHIBRLI=HE . Log.d0DFUHLALE (FEa—FD
2 17B) [FRIBRESNDLD D, EDRIRTEI L TAIRIEREMA L THNIE(TREI—FD 1 17B) [FHIFRESh G
WIEITERNBETHS.

String debug_info = String. format ("%s:%s”, "2 F 4 THER 1", "o T4 THER 2
if (BuildConfig.DEBUG) android. util.Log.d(TAG, debug_info) ;

LY —Ra—FKZJY—REJLRLI= APK D7V EFE T2 TILTBHERD KS124H5, HEMIZ Log.d)DIFEUHL
MIBFFELLBUVD, "o T4713ER 1"EWLV = XF I EHREEE String#format() AV R OIEUH LALEEA
BIfRENTHE-TLAIENDI S,

const-string vi, “%s:%s”

const/4 v2, 0x2

new-array v2, v2, [Ljava/lang/0Object;

const/4 v3, 0x0

const-string v4, "t F 4 TIIER 1"

aput-ob ject v4, v2, v3

const/4 v3, 0xl

const-string v4, "t F 4 TIIER 27

aput-ob ject v4, v2, v3

invoke-static {v1, v2}, Ljava/lang/String;->format (L java/lang/String;[Ljava/lang/Object;)Ljava/lang/String;

move-result-object vO

EEIZIE APK J7MILEETEUTILLT, LREOESIZOS5 B HEREZEAITTVWIEFRERRTIDEES
BIETIELGWD, LOALIEEICHBREDSVMEREZR->TWA 7 TJIZEWLTIE. COLSHNIEMN APK T 7(ILIZEE
S2TLFESTIHAESHEWMMEELHYES,

LLERDKSGOT HNEROMBAI TRELHIBRL TLEWNWMESIZIE RO KRBT HELNT, Y —

BB DY T)ILa—k%, F#HRIZ BuildConfig.DEBUG ZFL M= if X TE 51z, Log.dOFFUHLATD if XITTFE
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AERBEICIEaVNASORBEILLIBIZE>T, FTREY U TILa—FOLEBIATEHIBRESN S, 1-15L74.8.3.4
BuildConfig.DEBUG & ADT 21 LIETES IDEENDLETH D,

if (BuildConfig.DEBUG) {
String debug_info = String. format ("%s:%s”, "> T4 TEEHR 1", "o T 1 THIEHR ),
if (BuildConfig.DEBUG) android.util.Log. d(TAG, debug info);

e, TieV—RXOa—FIZProGuard ZE L1568 H. BHRICOY ERD AL THRE ("result:" + value DERS)
NE-TLES,

‘ Log. d(TAG, “result:” + value);

COBEITROLIITHLTE L,

‘ if (BuildConfig.DEBUG) Log.d(TAG, “result:” + value);

4.8.3.6. Intent DRAEAM LogCat ITHASND

Activity ZFIHT HFE(Z ActivityManager A% Intent DINZE% LogCat ICH AT D=8, FENVLETH S,
[4.1.3.5 Activity FIFOOJ HAICDOWTIESRBTSHI L,

4.8.3.7. System.out/err [CHAhSh 505 O

System.out/err M H%(E LogCat TH 5, System.out/err [CHASNDDI(E, FHRELT /NI D=HIZH
ALE=AT 2R, FIZ X, RDIGFE. A2y —X (& System.err [CH AEZh B,

® Exception#printStackTrace()ZF>1-154&
® [EERMYIZ System.err (CH AN 3546
BINET7 TITHF oy FLTWNVEWNMGE . VAT LD Exception#printStackTrace()IZET =6, )

AEYIRL—RIZETTIER DEBRBEEND0., BISHIRAFEBENELINIRIDTITRETH S,

RIRIX R EL T, System.out/err MH %% LogCat LISNMZEE T DA ENH S, LLTIZ, UU—REJLREFIZ
System.out/err DHEAEFEEL, ECICTHATHALLBWKSIZT IEREFFZE TS, ==L, COR G
System.out/err MHAEEZT7 TIDERITHIC—HICESHRZEZDT, TIVOVRATLOERIEIZE NS
MNEIDERDICREATIDLENH D, F-. COXRMKIETITIVEEO TORRIZIEEDNTHHH . Y RATLTOL
ADNERT HITS—OT #HNGITEHILETELGLD, TRTOIT—FHTESDIFTTIEENILITEETHIE,

THAHN. BB O YT aA—FERFLEE B0, TDFEFELT=,
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OutputRedirectApplication.java
package org. jssec. android. log. outputredirection;

import java. io. [0Exception;
import java. io.OutputStream;
import java. io.PrintStream;

import android. app. Application;
public class OutputRedirectApplication extends Application {

// ETIZHH A LAEL PrintStream
private final PrintStream emptyStream = new PrintStream(new OutputStream() {
public void write (int oneByte) throws I0Exception {
// do nothing
}
b

@0verride
public void onCreate() {
// ) —REJL KB System. out/err #EZIZHLHALAEL PrintStream (U XA LY RT3

// System.out/err DARFEDR b)) —L%EEHT S
PrintStream savedOut = System. out;
PrintStream savedErr = System. err;

// —B. System.out/err ZEZIZEHEHALAUL PrintStream (CY XA LY +T5
System. setOut (emptyStream) ;
System. setErr (emptyStream) ;

/] TINYTEDOHEAEDR ) —LIZRET () J—REJLFTIETEE 1 75 ProGuard IZ& Y HIBgEh 3)
resetStreams (savedOut, savedErr);

J

// ) ) —XEF(& ProGuard ICKYTERA VY FAFESZLHEIBREINDS

private void resetStreams (PrintStream savedOut, PrintStream savedErr) {
System. setOut (savedOut) ;
System. setErr (savedErr) ;

AndroidManifest.xml
<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. log. outputredirection” >

<application
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:name=". QutputRedirectApplication”
android:al lowBackup="false” >
<activity
android:name=". LogActivity”
android: label="@string/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
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{/activity>
<{/application>
<{/manifest>

project.properties
# ProGuard
proguard. config=proguard-project. txt

proguard-project.txt
B OSRE, AVY FEEOEREHC

—-dontobfuscate

# ) —XEJLFEEIZ Log. d()/vO DIFUH L ZBEIMICEIRRT S
—assumenosideeffects class android. util.Log {

public static int d(...);

public static int v(...);
}

# UY—XEJL FEFIZ resetStreams () = BEIMIZHIRT 5

private void resetStreams(...);

}

—assumenosideeffects class org. jssec. android. log. outputredirection. OutputRedirectApplication {

BERT ) (TN TEIILR) EV)—RRT ) (J)—RE LK) D LogCat HADEWNER 4.8-3 2R,

FFMRI7TY (/N TEILR)

B LogCat &3 @ Declaration [E Console

Search for messages. Accepts Java regexes. Prefix with pig

Level Tag Text

I Loghctivity Log.i() ONERCIEIED
IT System.out EEL A 0AE 1
F___Sustemerr | EETS-@NCOSMN L
I Loghctivity Log.i() TONER2EED

DY—=XR7ZTY (UU—-XEJLR)

B LogCat &3 @ Declaration [E Console

Search for messages. Accepts Java regexes. Prefix witd

Level Tag Text
Log.i () TOoSEN10E?
Log.i()TOodEN2oE?

I Loghctivity

I Loghctivity

4.8-3 System.out/err OBAFEIRT ) EU—RR7 1) D LogCat i HD:ELY
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I 4.9. WebView &5

Web HA/h HTML D7 /L ZBE T 5 REERE T HAELEL T, WebView ZERTHZEMNTES, WebView
([ HTML ZL 25259 %, JavaScript £E1T9 54 E. COBMDT=-OIZH RLHREERHT 5,

49.1. Yo 7)La—F

WebView ZF RT3 EIZEYBZIZ Web HAh, HTML D7/ )L B BRI T A EMNTESEMN, 7UERT
BaAT Y DEEIZEST WebView A2 51 RV 0E Y LB FERNEL-TLS,

BIZCKREDITHRFNIEWLFELDIE JavaScript DERTH S, WebView DT I4ILERTE TIE JavaScript DHEHEE
ME > TS A, WebSettings#setJavaScriptEnabled) AV YR ICKYEARICTHENTARETH S,
JavaScript Z#ERTHZETAUATITATHAVTUOYDRIRMAREIZEED, BEDH L E=FICLYinERDIE
WEMFEIND. HAWIHREBRESNDEVSHENKLETLHAREMELH D,

WebView ZRWNTaVTUVICTIERTE7 IV ERHE T HEE. RORBIZHKSIZ &2,
(1) BHABEELTWRIAUTUVIZOAR T IER T BIEEIZRY JavaScript #ESIZLTELLY
(2) EELUSDIBEIZIE, JavaScript ZE®IZL TIEASEL

BELTWA7TINTIERTHa0T VDM EREZ. K 4.9-1 [TRWVWSUTILO—FEEIRTEH LMD

BEThHb,
(: [FL& :)
FIUBTHERT S
QU FUYE AR EEOL Ty >N
[ZREEShBM ?
Yes TI)RTHERT D No
AVTFUVIETITIVR®ALTY
[ZRESH B ?
\4
assetsEf=ldresTaALIMJIZEEELT= A3—32vbED st 1 1 NN —
T YOBERTT S B EEILFUVERTTS SHERMOILTLVERTTS

4.9-1 WebView QY > 7))L a—KL&8IR$370—Fv—k

RFREICEATTEMERIATESI TYTHNIE JavaScript ZHERLTEL BRHEEDIVTUYTHNIE
BHOZATLREMZERTEILERLIND, THEETEHIRESHDILTUVEREEAI N ? ThlERHt
FIDEHERERICKYRED, EBRTESHIRESHOILTUVERETHAHLEBLT JavaScript ZERILTEH L
N A—DHEEEFBEHEELHI-OH. EDRREEEDHHIVEELS,
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4.9.1.1. assets £t=ld res TALOKMIZEBRELI-AVTUOYDHERTT S

mARADO—HILaA T YE WebView TRRTB7ZIVIZEALTIE. 7TUD APK [IZEFEN S assets HBDUVE
res T4LOVMADALTUVIZT VAT BHIHEEIZRY JavaScript #EMIZLTH LKLY,

LLTFIZ WebView Z#EAL T assets T4LYMAIZHS HTML I7(IILERRTH P2 T)ILa—KERT,
RAb:

1. assets &res TALYMUNDIGRTICERELI=77AILA~ADTHIERFZIEIZT S
2. JavaScript ZF®ILT&ELY

WebViewAssetsActivity.java
package org. jssec. webview. assets;

import android. app. Activity;
import android. os.Bundle;

import android.webkit. WebSettings;
import android.webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/%%

* assets ADA VT UYERTT S
*/

@0verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

WebView webView = (WebView) findViewByld (R. id. webView) ;
WebSettings webSettings = webView. getSettings();

// KIRA 2k 15k assets L res T4 LT R LUSNDBRRICERE LT 7AILADT IR EEILEIZT S
webSettings. setAl lowFi leAccess (false) ;

// *RA > b 2% JavaScript #EMIZL T KL
webSettings. setJavaScr iptEnabled (true) ;

// assets HICEEB LAV T U VERTT S
webView. loadUr | ("file:///android_asset/sample/index. html”);

276 All rights reserved © Japan Smartphone Security Association. WebView Zf#5



l|||| JS:IP:RNTPHONE Android 77°U0)+—':F17§§§+ " t#'17:|_7_:'f:/7‘jj\’fp 2015 ﬂi 6 ﬁ 1H Hﬁ
recotmon  http//www jssec.org/dl/android_securecoding.pdf

4.9.1.2. A3—FYrLOBHRHEEIALTUOVERTIT S

BHOEETIY—ERALDIAVTUOVERTTDIEES. Y —EXA. 7TVEIONA TEUGEX REHEL, BREH
R TE5451E, JavaScript ZERNZLTHELY,

o H—ERAIDXE
4.9-2 [TRLEESIC, H—ERAICAET A a0TUoVIEEHOEEBLTWWAWLWILUTUVYESEBLTIEE
SIEL, AT, Y—ERISEU LG EF 1) TAARDEINTWDILELETH D, TDEHIE. Y—EX%E
BRI 50T YANOBEI—RFDIEBEOAHOCRISAZEHIET R EIZH D, [4.9.2.1 JavaScript I
FTHDIFALTUOVEBHMNEELTWSIEEICRETS (WE) 1ZESBTHIL,

o T)RIDXE
RIZZTIAITORKEZDBR S, 7TVAITIE, BHREDNBHEEY —EXTHIZLEHRETIENRET
Hb. ZTDT=HIZ BIETOLIJLIE HTTPS ZEAL. SEAENEETET L HEEDAERT HLIICEET D,

LTI, 7TVRITOEEDH ELT, WebView ZES>TEHAEEILTUYERRT S Activity DFIZRT

B#HEEY—-EX

Ty

~

252V OSEEIR

7T UNHEBAAT LN
J>FY

7T URGHHAATRIRSE
Ty

TITVICKDFRHAAH

@y U |

RFF]

Androidifz

B EIEY — X

N LSAo—EX
¥ B

A2 =3y hED
H—EX -7

4.9-2 7T)NHEAAATEIVEREEILTY
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RAUb:

1. WebView @ SSL@EETS—&@ELNN\IRIDTTH

2. WebView ® JavaScript Z83IZLTHKLY

3. WebView T&R9 % URLZFHTTPS ZOraILEIFICRET S
4. WebView THRTY S URL ZEHHEEIALTUVETFICRRET S

WebVi

package

import
import
import
import
import
import
import
import
import

import
public

@0v
pub

J

ewTrustedContentsActivity.java
org. jssec. webview. trustedcontents;

android. app. Activity;
android. app. AlertDialog;
android. content. Dialoglnterface;
android. net. http. SslCertificate;
android. net. http. Ss|Error;
android. os. Bundle;
android. webkit. Ss|ErrorHandler;
android. webkit. WebView;
android. webkit. WebViewClient;

java. text. SimpleDateFormat;
class WebViewTrustedContentsActivity extends Activity {

erride

lic void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

WebView webView = (WebView) findViewByld (R. id. webView) ;

webView. setWebViewC|ient (new WebViewClient() {
@verride
public void onReceivedSslError (WebView view,
Ss|ErrorHandler handler, SslError error) {

// *RA 2k 1k WebView D SSLBIETS—FFELNINV KUY TT B
// SSLTS—hAFELEBEIZIE, SSLIS—MRELEEZI—HIZEMNTS
AlertDialog dialog = createSs|ErrorDialog(error) ;
dialog. show () ;

/] *RA 2k 1k WebView D SSLBETS—Z@UINY RIS
// SSLIS—ARELIEHE., EHHRUING EMBAEZICTHELAH S0,
/] B LKIEHHEEREEZZTTOSHARESEAHLHIDT, RED-HITHEKEPIET S,

handler. cancel () ;
DK

// kA >k 2% WebView @ JavaScript ZHRIZLTH LW
// WTFOa—FTIX, loadUr ) TEHEBO VT UYERAOEEZRBELTWS,
webView. getSettings (). setJavaScriptEnabled(true) ;

// %A >k 3k WebView THRRI % URL % HTTPS ' kL (FICBET %
// *iRA 2k 4% WebView THRRI 2 RLZBEHEEa L TFUYEIFIZRET S
webView. loadUr | ("https://url. to.your. contents/”) ;

private AlertDialog createSsl|ErrorDialog(Ssl|Error error) {

/] BATBTIRETDIIS—Avt—
String errorMsg = createErrorMessage (error) ;

278
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/] BAT7OTD KRS VIR TEEDES)
Dialoglnterface.OnClickListener onClickOk = new DialogInterface. OnClickListener () {
@verride
public void onClick(Dialoginterface dialog, int which) {
setResult (RESULT_OK) ;
}
|
/] A7 T DER
AlertDialog dialog = new AlertDialog. Bui lder (
WebViewTrustedContentsActivity. this).setTitle("SSL ¥ T S5—")
. setMessage (errorMsg) . setPositiveButton(“0K”, onClick0Ok)
.create() ;
return dialog;

J

private String createErrorMessage (SslError error) {
SslCertificate cert = error.getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat (“yyyy/MM/dd HH:mm:ss”) ;
StringBuilder result = new StringBuilder
cappend("H A FDEX ) T A AAENEETEE A, BHEERTLELZ. YWn IS5 —DREEAY");
switch (error. getPrimaryError()) {
case SslError. SSL_EXPIRED:
result. append ("REBAE DB FHARM LI TILVE T, ¥n¥n & T B%I=")
. append (dateFormat. format (cert. getVal idNotAfterDate ())) ;
return result. toString();
case Ssl|Error. SSL_IDMISMATCH:
result. append ("7RR FEB—FBLFHE A, ¥n¥nCN=")
.append (cert. getIssuedTo() . getCName()) ;
return result.toString();
case Ssl|Error. SSL_NOTYETVALID:
result. append ("SEBAE X F B TIEH Y £ A¥n¥n BHREEZI=")
. append (dateFormat. format (cert. getVal idNotBeforeDate ())) ;
return result.toString();
case Ssl|Error. SSL_UNTRUSTED:
resul t. append ("RERAE # R 1T L IR BIEE TE £ A¥n¥n FREEH¥n")
.append (cert. getIssuedBy () . getDName ()) ;
return result.toString();
default:
resul t. append CIREFRBAD TS —HFEELFE L"),
return result. toString();
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4.9.1.3. BHEEUSNDIAVTUVERTT D

BHTEELTWELI T YEWebView THE - KRR T H5 (. JavaScript ZHRICL TIALEL KEE
MRABLIZOYTUVICTHERT SRIREEAHEN O TH D,

LUTDOHYUTIILa—FIE WebView ZERALTEBREBUNDILTUVERTTETITITHD, COTTIVIE. 7
RLARN—IZAALE=URLDIEFT HTML 7ML EDIAVT UV EHHAH, BEIZKRTT %, REDHEFRD=6
[Z JavaScript ZE&1ELTLVSIEA, HTTPS TEIELTULWTSSL IS—ARALEISGE L EREDILTHRELY
2TV, SSL T5—1814.9.1.2 /28— yb LD BRHEEILTUVERTT DIERBRDAEIZEYNIR)Y
JLTWA, HTTPS BIEIZDLVT DML, [5.4 HTTPS TRIET S 125 BT B2 L,

AV
1. HTTPS BENIZEICIESSLBEDIS—EEI/N\VR)DT TS
2. JavaScript ZE®NIZLELY

WebViewUntrustActivity.java
package org. jssec. webview. untrust;

import android. app. Activity;

import android. app. AlertDialog;

import android. content.Dialoglnterface;
import android. graphics.Bitmap;

import android. net. http. SslCertificate;
import android. net. http. SslError;
import android. os.Bundle;

import android. view. View;

import android.webkit. Ss|ErrorHandler;
import android. webkit. WebView;

import android.webkit. WebViewClient;
import android.widget. Button;

import android.widget. EditText;

import java.text. SimpleDateFormat;

public class WebViewUntrustActivity extends Activity {

/%
* BREBEUSNOICTUOVERTTS BRIV ELTHET I TLTOT 35 L)
*/

private EditText textUrl;
private Button buttonGo;
private WebView webView;

// Z® Activity NBIZ WRL UV IR EENVRYUTTEDELSICTREHICEE
private class WebViewUnlimitedClient extends WebViewClient {

@0verr ide

public boolean shouldOverrideUr|Loading (WebView webView, String url) {
webView. loadUr ! (url);
textUr|. setText (ur ) ;
return true;

}
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// Web R— DFEAAHBRIRNIE

@0verr ide

public void onPageStarted (WebView webview, String url, Bitmap favicon) {
buttonGo. setEnabled (false) ;
textUr|. setText (url) ;

}

// SSLBIECHENHI LIS —F4T7OTERRL.

// EEEPIET S

@0verr ide

public void onReceivedSs|Error (WebView webview,

SslErrorHandler handler, SslError error) {

// *iRA >k 15 HTTPS BIEDHAICIZ SSLBENITS—FEYINV KY 25T 3
AlertDialog errorDialog = createSs|ErrorDialog(error);
errorDialog. show() ;
handler. cancel () ;
textUr|. setText (webview. getUr|());
buttonGo. setEnabled (true);

}

// Web R—T®D load DL >z RRSIN=R—ID RL % EditText [CRRSED
@0verr ide
public void onPageFinished (WebView webview, String url) {

textUr|. setText (url);

buttonGo. setEnabled (true) ;

J

@verride

public void onCreate (Bundle savedlnstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main);

webView = (WebView) findViewByld(R. id. webview) ;
webView. setWebViewC|ient (new WebViewUnlimitedClient () ;

// *RA > b 2% JavaScript ZEBIZ LAY
// T2+ FDRET JavaScript EShE L > TLVBH, BRMICEDET S
webView. getSettings (). setJavaScriptEnabled(false);

webView. loadUr | (getString R. string. texturl));
textUr| = (EditText) findViewByld R. id. texturl);
buttonGo = (Button) findViewByld(R. id. go);

}

public void onClickButtonGo(View v) {
webView. loadUr | (textUr |. getText().toString());
}

private AlertDialog createSsl|ErrorDialog(SslError error) {
/] FATETIZRRTDITI—Ayt—D
String errorMsg = createErrorMessage (error) ;
// BATATD KRS S IRTEDEE
Dialoginterface.OnClickListener onClickOk = new Dialoginterface. OnClickListener () {
@verride
public void onClick(DialogInterface dialog, int which) {
setResult (RESULT_OK) ;
}

};
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/] B4 7T OERKR

AlertDialog dialog = new AlertDialog. Builder (
WebViewUntrustActivity. this).setTitle("SSL #EfTS5—")
. setMessage (errorMsg). setPositiveButton(“0K”, onClick0Ok)
.create() ;

return dialog;

J

private String createErrorMessage (SslError error) {
SslCertificate cert = error.getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat (“yyyy/MM/dd HH:mm:ss”);
StringBui lder result = new StringBuilder ()
cappend (S A FDEF Y T AIAENMEBETEFEA, EHRERTLELZ, ¥n¥n TS5 —DOFREEYN");
switch (error. getPrimaryError()) {
case Ss|Error. SSL_EXPIRED:
result. append "FEBAE QB IHARATINTULET, ¥n¥n L TEZI=")
.append (dateFormat. format (cert. getVal idNotAfterDate())) ;
return result. toString();
case Ssl|Error. SSL_IDMISMATCH:
result. append "R R FZA—BL T HE A, ¥n¥nCN=")
. append (cert. getIssuedTo(). getCName()) ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("FEBAEXE B TIEH Y £ A¥n¥n BHREFZI=")
. append (dateFormat. format (cert. getVal idNotBeforeDate ())) ;
return result. toString();
case Ssl|Error. SSL_UNTRUSTED:
result. append ("REBAE = R 1T L IR BIEE TE F & A¥n¥n FREEH/¥N")
. append (cert. getIssuedBy (). getDName () ;
return result.toString();
defaul t:
result. append "REATHED IS —HAFEELEF L),
return result.toString();
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4.9.2. )L—ILTvH

WebView ZERTAEIZIXLUTDIL—ILEFEHIE,

1. JavaScript #AMTHD(FaTUoVEEHIAEELTWSISEEICEBET S (WH7B)
2. BHEBY—EXLDBEEICIEHTTPS #ERATS (WH7B)
3. Intent#BAHLE., HMSZITE 7= URL IE JavaScript AAE $h% WebView [ZIERRLAEL (7E)
4. SSLBEOIS—HFEIZNVKILTTD (WZ8)
4.9.2.1. JavaScript ZE%ICTHDIEILTUVEEHRMNEERBLTWSISSIZRET S (W78)

WebView ZRWTAYTUYRH—ERIZTIERTDH7TIVERFET BRI, EXa)TOETREEELLT
NIEHESIEV RIS JavaScript ZE#NZT M ESINTH D, RAIMIZIE. BRAEELTWNS Y —EXRIZOHTT)
BT 'R BHIHFEICIRY JavaScript ZBERICLTEHELL, LML, Z5 TRV —ERIZT IR T HAREMEA DL
THH DG AIZIE. JavaScript ZHRIIZL TIHAESAELY,

BHTEELTLSY—ER

BHTHERHIVIE ER. BEICEEEH ODY—EXRIL. BHALREERIITED, flELT. BHEEY—/\—
LOBHBAREITUVICT TN T IR TIEEEEZD, KFAVTUYNY—N—REOIALTYDHES
BLTEY. D, BHEBES—N\—(CHL TEYG X 1T EA SN TOSELIE, COH—ERIFBEHL
NAHDNRNBEESMATNIILIFIHRNEALED, COBE. BHEBEY—ERIZTIERTE7TID JavaScript
EEMILTELL14.9.1.2 /03— Rvr EOBHEBEIVTUVERTTDIZSRIEHIL, £ D7)
ICKBDEZTMZ MR AIBERIHERA DT Y (APK D assets £fzl& res TALYVRMAIZERESN O T YPT7 T
DTALIRMITDAVTUNITIERTET7T)DISZELRERIZE R JavaScript ZBMICLTHKLY, 4.9.1.1
assets £fzld res TALYVMNIICREL-OVTUOYDHERTT 5125 BITHIE,

B TEBRLTVENVS—EX
BHTEELTWEWILVTUY - —ERFEUDAREZRIITEDLEEZEZATIELLEL, ThPZ . 7TUD
JavaScript ZEHICLARITNIEESAW, [4.9.1.3 BHEBUANDILTUOVERTTDIZSRTLHIL, AT,
SD h—FD &SR DNEBEBEBICERESNIZOTUVIEMOT TIIZLPES I M AEELZD T, B
BELTWAEIEIEZALW, ZOESHALTIUVIZTIERT BT TIIZDULNTE JavaScript ZERNIZLAFH(EA
YA AR

4.9.2.2. BHEEY—ERLOBEICIEHTTPS ZERTS (WH78)

BHEBEY—EXIITIERTET I BEHIE=ZBICLDI Y —ERDLGYTELICLIBEEEHE . MR
—EXNHERITERTIVELH D, TO=OICIF. Y—EREDBEIZHTTPS #EAT 5,

F#i(3r4.9.2.4 SSLBIEDQITS—ZETINR)T TS (W7E) 1. 15.4 HTTPS TEIETHI12SHRT S
&
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4.9.2.3. Intent AL, thh S (FE>7= URL [& JavaScript BB %1% WebView [ZIERRLELY  (WA%E)

D7 THS Intent ZZIEL. TD Intent D/NTA—FTESNTz URL # WebView [ZRFTIRENZLDT
JUYTRBN D, ZZTWebView M JavaScript NEXITHSIGEE . EEH S Web R—T D URL & WebView TH
RLTLZFEL., EEHS JavaScript ¥ WebView L TEITEINTRISHDBEENELSAREELH D, CDERED
BIEA X, REZRIATELRVTREFTED URL #JavaScript NEZNE WebView TRRLTLESIZETH S,

HTNa—KR14.9.1.2 /03— Ib EOBREEILTUVERRTHITIH. BE URLXFIIEHTEHER
AVTUVEIEET HCET, WebView TR AHAVTUVEBHEEILTUVICRELREETHERL TS,

3L Intent FTR(TH 7= URL % JavaScript BAE % WebView TRRLIZWVMEEIL. £ URL AEHEEDY
TOYTHAHIEERILBITNIEESEL, HOMLHT TIRICBEREEIL TV URL DFRT AN XMZEEFHE
HETRBLTHEE, ZORTANIRMNEBELTEELTz URL 12(7% WebView TRTRT S ETREFHERTD
ZENTES, ZDBAEL . RTAM) AREERT S URL [E HTTPS THRITAIERSHEW EICHIENBET,

4.9.2.4. SSLBEOIS—T#EYIN\IE)VTTH (WH7H)

HTTPS BIET SSL T5—ARELHRIF. TN RELEEF (TR RRTDEEDHETL—H—IZE
LT, BIEEZRTLATIEESR,

SSL T5—DHEF. Y—/N\—FIRREICRELH SRR, HAHVTPHBEREEZZ(T TS AR ERET S,
LAL. WebView [ZI&, H—EREDBERFICRLELT- SSL T5—ICBT 2EHREL—F —IT@EMT AL E
HO TN, ZX T, SSLIS—MRELEGRIZIEXFDEEF (TR BETRTTHIET, BRAITEHIATL
BAREMNH I LTI —ITBHT ILENH D, T—BHOHIE. 14.9.1.2 /o F3—xyb LD BEHEE
AVTUVERTTBIOY U TILa—LHBNE[4.9.1.3 BHEBLUNDIAVTUVERTTHIOY T )La—
FESRTEHIL,

Flo. IF—DBRITMAT, 7IVFY —EREDBIEER T LETNIEESEN FHIZ, ROKIGEREETOT
ANy AN

o FALLIS—ZEHR/LTYEREDEEZ#RKTD
® HTTPREDIESILBIEEFE>TH—ERLBDTRIET S

HTTP@{E/HTTPS BIED&FHMIXI5.4 HTTPS TRIETSI1ZSRISHL,

SSLIS—MEAELEBRICIEH R DY —/N\—EEREITHHRNEMN WebView DT IHILEDEEITH S, &0 T,
WebView DT 7 4ILEDEEZ SSL T5—0BAEREEZERE T A ETHEYIBEIS—FNMYRSIENTES,
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4.9.3. PRIV RE
4.9.3.1. Android 4.2 EjEDinxKIZH+5 add)avascriptinterface() 2R T BHEEHEIZDLNT

Android 4.2 (APl Level 17)&ki&E®DiwHAKIZIE add)avascriptinterface() (2R3 B35S Y. JavaScript h
5Java DYILO2avE TS5 EIZKYIEED Java AV YRR ERITTETCLESHBNEET S,

ZD1=.T74.9.2.1 JavaScript ZENZT 2D (FaTUoVEBHABELTWSIGERICRET S (W4%E) ITHE
HLM-EY., BHTEELTLVEWNILTUY - —ERIZTIERATSAREEN H S IHE (L. JavaScript ZHE3HIZT
DLELHD,

Android 4.2 (API Level 17) LIE®DIHmKRTIZL, Java DY —RXO—K _ET@Javascriptinterface WV 7/7—3>
MEESNTAVYRLA JavaScript MoBIETELUNKSIT API AR ERE SN, iSO RSN, ==L,
B#HTEBELTWVEVWIVTUY - H—ERIZTIVERTHAREMEAHSZE (. ATV - H—ERREENEER
5 JavaScript ZE21ETHERNNHBHT-6. JavaScript ZESL T 2 KILFIESHEVETH S,

4.9.3.2. file RF—LIZERT HMEREIZDT

WebView ZT7I7+LMEETHEALTLSIGE. file RX—LZFFALTTIERTEHELZT TINT X A#E
BIRTOIFAVIIT VRS BT ENTREIG S, COBEEBASNIZHE. HIZ L, JavaScript A5 file ¥
—LESf I IRANTHIET, 7TIDERTAI T IR FLI I 7ML EERERICIFSN TLES AIREMENH
%o

WEELTIE. 14.9.2.1 JavaScript ZE#-THDIEaTUoVEBHNEELTWSIBAIZEET S (s
8) ICHRSLEY., BHTEEBLTWVEWILTUY - H—ERICT7 IR T BaReMELHS5E (L JavaScript %
|HCT B, CORMKIZKYERILEL file RF—AIZKBUITRMNREEINENELSIZT S,

F f= . Android 4.1 ( APl Level 16 ) LL & ® 35 & . setAllowFileAccessFromFileURLs() & & U
setAllowUniversalAccessFromFileURLsOZFIAT A ETlile RA—AIZKB T EARFEZILTHIENTES,

file F— LADEINME
webView = (WebView) findViewByld(R. id. webview) ;
webView. setWebViewClient (new WebViewUn!limitedClient () ;
WebSettings settings = webView. getSettings();
settings. setAl lowUniversalAccessFromFi leURLs (false) ;
settings. setAl lowFi leAccessFromFileURLs (false) ;
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5. EXa) T BEEDEIVE
ESVPEFES. Permission 5E, Android [CIFEEIFL X T4 EENRAEIN TS, T Xl
TARBEITRYIRWEREEZ AE X ) TAEEN T RICREBISNTIRITENTETLES, COETIIHAREN
X )T AEEEEERT A —FEEL-EEEFRS,

| 5.1. RRT—RAHEBEEES

5.1.1. ¥>F)La—~K

NAT—FANBEEZFEDE. EX1) T4 LEZBETARERAUMIDWTHERS, ZSTIFNRT—FDOAAIZET
BABRDHET D, INAT—RFDRBEFEIZODVTIZSEDIRIZTREREEZRTEFETHD,

NRAT— FEXRRT D

#)\2AD — FERTT 2155, #3H15R=R
Th\L£S5FBLTIIEEL

X 5.1-1

RAVb:

1. AALEART—RETRRIRRT(@TERR)TS
2. NRAT—FEEXRRTDF T avcHETS

3. NAT—FEXRTRHOBRUTIEBIETS

RAVb: FIEAAL=SRT—RERSBRICKXERBRIUMIMA ., FRRAVMIBREMTEHIE

4. Activity IHARTEICHIRA ALz ART—EHHB5HE . RIRIAH/IRT—FDHTBEHRSNENESE
EHBDOXFTHI—KRTTH

5. BIEIAANRT—FEFI—RRLTWVSEE, [NRT—FERRILIIGE ., BIRIAAN/NRRT—FE9)7LT,
IR T—RZEANTEDREET D

6. BIRIAANRRT—REFI—RELTVSEE, A—HF—HNRRT—FEAALKLIELIBE, BIRIAS/RRD
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—kEVIT7L, A= —DANEFH AR RT—FELTHS

password_activity.xml
<?ml version="1.0" encoding="utf-8"?>
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”

android: layout_width="fill_parent”
android: layout_height="fill_parent”
android:orientation="vertical”
android:padding="10dp” >

A= NRRAD)—FEBOIRNIL —>
<{TextView
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/password” />

A= NRRD)—FAHEEH —>
A= kRS2 b 1hk AAMLENRRAT—FIIYRIRT (@OTERR) §56 —
<EditText
android:id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android: inputType="textPassword” />

A— RS2 b2k ISRT—FEEXRTTE4TLaVvERET S —
<CheckBox
android:id="@+id/password_display_check”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/display_password” />

Ad— HRA 2 b 3k INRT— FEXRFEOBREETIEBRET S —
<TextView
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/alert_password” />

Ad—Frotw)L, KKkE>Y —>
<LinearLayout
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android: layout_marginTop="50dp”
android:gravity="center”
android:orientation="horizontal” >

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickCance |Button”
android:text="@android:string/cancel” />

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickOkButton”
android:text="@android:string/ok” />
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<{/LinearLayout>
<{/LinearLayout>

J @D PasswordActivity.java DREICEEELT=- 3 DDAVYRITARICEDLETREARTERE TS,

® private String getPreviousPassword()
® private void onClickCancelButton(View view)

® private void onClickOkButton(View view)

PasswordActivity.java
package org. jssec. android. password. passwordinputui;

import android. app. Activity;

import android. os.Bundle;

import android. text. Editable;

import android. text. InputType;

import android. text. TextWatcher;
import android.view. View;

import android. view. WindowManager ;
import android.widget. CheckBox;
import android.widget. CompoundButton;
import android.widget. GompoundButton. OnCheckedChangelListener;
import android.widget. EditText;
import android.widget. Toast;

public class PasswordActivity extends Activity {

/] REREFERADF—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD";

// Activity D View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/] INRT—ERE E—REIhERT IS
private boolean mlsDummyPassword;

@verride

public void onCreate(Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. password_activity);

/] RO V)—oF % TFrE2ENELT D
getWindow () . addF | ags (WindowManager. LayoutParams. FLAG_SECURE) ;

// View DES
mPasswordEdit = (EditText) findViewByld(R. id. password_edit) ;
mPasswordDisplayCheck = (CheckBox) findViewByld(R. id. password display_check) ;

// BIEIAARRT— EA&H B,
if (getPreviousPassword() != null) {
// *RA 2k Ak Activity IR REFCRIRA D L2/ SX 70— KA HBIHE.
// BIEIAF/SRT— FOMHEHB SNEVWLSEEHHOOXFTH T —KRTT S

/] BERIEAT—/IRT—FKIZF 3
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mPasswordEdit. setText (“skkspkioktor”) ;

/] INRATD—FAABEIZHZ—IRT—FEI ) T7T 5D, TXRMNEEVRFT—%ETE
mPasswordEdit. addTextChangedL istener (new PasswordEditTextWatcher () ;

/] BE—NRRI—FIS55%%ET 5

ml sDummyPassword = true;

}

/] INAD—RERRT DA TLavDFvIERIRT—%KTE
mPasswordDi splayCheck

. setOnCheckedChangeL istener (new OnPasswordDisplayCheckedChangelistener ());
}

@verride

public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// BTEOHEEER T Activity A BERSINBVWESEELBEICERE
// Activity DIKRERTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride

public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// BIEOMEEET Activity Y"EBERSINBWLSEELGEICIETE

// Activity DIREEDETT

mIsDummyPassword = savedlnstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
]

/%%
* NAJ)—FEAALEBEDONIE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged(CharSequence s, int start, int count
int after) {
// REERA
}

public void onTextChanged (CharSequence s, int start, int before
int count) {
/] *RA b 6Kk BIBIATIINRAT—RFEFI—RELTWEESE, A—F—DNNRT—FEAALELS &
// Ltzg&, BIBAA/NRRT—FEH YT L, A—F—ODANEFLHENRT—FELTES
if (mIsDummyPassword) {
/] BE—NRRI)—FISTEHETS
mIsDummyPassword = false;
/] NRAIT—RZEZAALEXFLETIZTS
CharSequence work = s. subSequence(start, start + count);
mPasswordEdit. setText (work) ;
/] N—YILEBEDRMDICEDDTRRIZT S
mPasswordEdit. setSelection (work. length()) ;

}

public void afterTextChanged (Editable s) {
// REFH
}

J
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VeSS
* NRAD—FRORTA T avFzvIEERBLIHEONE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeListener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
/] KRA b5k BIEIAANRT—REFI—KRRTLTWBD ELE, NRT—FEFRRl LzGE.
// BIBIARANRDT—FRZ9 )7 LT, FRIZNRT—FZANTELHKRELT S
if (mIsDummyPassword && isChecked) {
/] BE—NRRI—FISTEEHETS
mIsDummyPassword = fal se;
/] INRT— RF&EERRIZT D
mPasswordEdit. setText (null) ;
}

/] W= IWBENRNEEIDTESDH—YIIEFEET S
int pos = mPasswordEdit. getSelectionStart();

/] *iRA Vb 2k IRRT—FR&#EXRFTB4ATLav&#AETS
// InputType MDERL
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
// Fxzvy ONBEIXFEXERT
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {
// Fxvy OFF BIE< R KK
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// 1SAT— K EditText IZ InputType %%
mPasswordEdit. setInputType (type) ;

/] H—IILMEEZHRET S

mPasswordEdit. setSelection (pos) ;

J

/] UWTFDAY Y RIZ7 FTIICEHLETERET L L

/%

* BIRIASINNRT—FZEIFT S
*

* @return BIEIASI/NRT—FK
*/

private String getPreviousPassword() {
/] BENRT—FEHERIELWVEEIZ/INRT— FXFIERT
[/ NAT—FZEFREFELAVAETE null 287
return “hirakebma”;

J

/%%

x Fv LR E OB TOE
*

* @param view

*/

public void onClickCancelButton (View view) {
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// Activity ZFL %
finish();
]

VeSS
* 0K RS VO TUE
*
* @param view
*/
public void onClickOkButton(View view) {
// password Z{RFT B EMNERECES EMBELLEFITS

String password = null;

if (mlsDummyPassword) {
/] BBETHEI—IRAT— RFRRES>BEEIFIRIAANRRT— REEE/NRT—KET B
password = getPreviousPassword();

} else {
/) BE=NRRT—FRERL B WMGEEA—F—ANNRT— REEENNRT—FKET S
password = mPasswordEdit. getText().toString();

}

// INATD— K% Toast ®RoRY %
Toast. makeText (this, “password is ¥“” + password + “¥””,
Toast. LENGTH_SHORT) . show () ;

// Activity #BL %
finish();
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5.1.2. JL—ILTvH

INAD—R AHNBEEEEBERIZIZUTOIIL—ILESFRIE,

1. NRAT—FZEANTREZFICIITRIRT(@TRTT D) MEEEHAETS (WH7E)
2. NRAT—FREEXRTITIATav#RAETHS (WH7E)
3. Activity EEIFIZ/NAT—FETRIRTRIZT S (h78)
4. BIEAIAALINRT—RERTTHEE. FI—/I\RT—FERTTH (Wh78)
5.1.2.1. INRT—KRZANTBREZIZIETRYIEZ R (@TERTT D) MEecAETH (WH78)

AX—RIAVIEBEONREDNEATHREINSZENEL BEEFIT/IRT—FEEARLNDIRIANKREL,
TA)DEHREL T NRT—FEIRIRTT DBELDBETH D,

INAT—REANT S EditText ZYRIRRTDHEICTIE, BHIZLAT7 I XML TIEET SAZEE. BMIZTO
G5 LETYOYEZDAED 2 #BELH D, BIEIL. android:inputType BiEIZ"textPassword"Z3EE T 5 &
TEHETES, nld. android:password B TEEH TESHN. APl Level 3 LIETIL, &&F(E. EditText 75
AD setlnputType() AV yE T EditText D A HZAT(Z InputType. TYPE_TEXT_VARIATION_PASSWORD #i&
MBI ETERETED,

LUTF.FNhEFNOYUTILa—FERT,

LA7 b XML THEEY 5AE

password_activity.xml

A— IRRTJ—FAHEER —

<!— android:password % true ICS&RET 5 —

<EditText
android:id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android: inputType="textPassword” />

Activity N TIEET5H %

PasswordActivity.java
/] INATD—RRRAA TEHRE
// InputType IZ TYPE_TEXT_VARIATION_PASSWORD %#:%E 9 %
EditText passwordEdit = (EditText) findViewByld(R. id. password_ edit);
int type = InputType. TYPE_CLASS_TEXT
| TnputType. TYPE_TEXT_VARIATION_PASSWORD;
passwordEdit. setInputType (type) ;
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5.1.2.2. NRRT—FZEXRTTIATav#RETHS (Wh78)

ARX—=RITAVIZEITHINRT—RARNFZYFINRIVTDANELGD-0, PC THRF—R—FARNTHHELLEET
BEBANDELOT V., ZOANDEDLOLENS I —F —(FBEHMA/NRT—REZRIALTLESAREELH Y.
AOTRRTH D, F-EBED/ART—FANKRIZEYT HO OV IS HLGEDR I —DHEBE ., BRA
AETEBLEFTBITBEIICTILELH D, TNODHREEL T, NRAT—REEXRRTEDA TVavzARE
THET. REWNRAT—FZEFALTEL A5 K325,

12U MRT—REEXRRLEBICRERENDARERLH D=0, TOF TV avE2FSRIC, 1—F—I2EF#&
AoDMERADIBERTBENH D, o, EXRTI DA T av w256 EXRTORMERET S
BEEXRTODEBBEREITIEEALABRTILENHSH, NRAT—FDEXRTOFHRIZONTITSE DR
[CTRIERREERTEIFETHD, TN, CORD YL TINA—RIZIFNRT—RFOEXRTOFHIRIFEDHT
LV,

%l B 9:51
Password Input Example

JXRD— K
abcdefghijk

NRADT—-RFERRTS

¥INATD— FERTT 356, B#E3N0HRER
SNBNESFEBLTL LS

v AT —-RERFI D

¥\AT— FERTT BI5E, RE3NEHRER
SNBVESFEBLTL LS

RERFTVIA
X 5.1-2

EditText @ InputType 5 T, TRYVRREFEXKRREVYEBE R DI ENTED

PasswordActivity.java

/%
* NRADT—FORTATVavFIz vy EERL-BEEDNIE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeListener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
/] *RA b5k HE—RRBEIERTIZTS
if (mIsDummyPassword && isChecked) {
/] BE—=NRRAIT—FKIS5%KRETD
mIsDummyPassword = false;
/] INRT— R&EERRIZT D
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mPasswordEdit. setText (nul I) ;
}

/] B—YINLEBNEIICRIZDTESDHA—VIILNBETIET S
int pos = mPasswordEdit. getSelectionStart();

/] KRA U 2% Fz I LTIRT—REEXRTT S
// InputType DERL
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {

// Frv ONRFIXZEXRT

type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {

// Fxvy OFF BIETRI KRR
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// 1SR — K EditText IZ InputType %%
mPasswordEdit. setInputType (type) ;

/] W=V IWELEBEEHRET D
mPasswordEdit. setSelection (pos) ;

5.1.2.3. Activity 2E81FFIE/NRT—FETYRIKRTRIZTD

(WH78)

BRET/NRAT—FRRLTLEVN. E=ZFBICROoN DI EEM T80, Activity BEIFFIZ/NRT—RERRT 4T

4

5.1.2.4. BIEAALFNRDT—FREZRTTDBE. FI—N\RAT—FEXRTTS

2V DT IHIMEIRIA TICTERETHD, TIHIMEFIREBIZEDIDNERTH D,

(Wh78)

AIEAALIZNRD—REZEETEHEE. E=FBITNRT—FOEVMEEZLGVWSISIC BEXFHROIRIXF
(@E)THI—RRTDNETH D, Fl=. FI—RRFIT[NNRT—FERTTDIELIIGEE(E, /RRT—FEYY)

TLTALEXRTRE—NIZT D, CNIZKY A= IAU DN EHEINDFICEH>TE=

BEDFITEST-ELTHAT

EAALFNRT =N BEHRONDBERELARINZ DI ENTES, BH. FI—RRKFICI—HF—H/IXT—F

EAALESELEGEIZE. F3—RTEFBRLTEEDANREICRTLENHD,

BIEAALIZ/RRD—RERTTHIEE. FZ—N\RADV—KRERTTS

PasswordActivity.java
@verride
public void onCreate (Bundle savedInstanceState) {

~ B ~
// BIBAH/ISRT— K% B Hh
if (getPreviousPassword() !'= null) {

/] kRA Dk bk BIRANNRRT— N HEBEFFTI—NRT—FERTT D

/) BRIFFI—HRRT—FIZT B
mPasswordEdit. setText (“swkrmktorot”) |
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/] INRARTD—FAABEIZHZ—IRT—FEI ) T7T 5D, TXRMNEEVRFT—%ETE
mPasswordEdit. addTextChangedL istener (new PasswordEditTextWatcher () ;

// BE—NRRAT—FKISTEHRET S

ml sDummyPassword = true;

}

~ EBEE ~
}
/*k
* BIEIA SRR T—FZEIGT 5
: @return BIERIAS/SRT—F
*/

private String getPreviousPassword () {
/] BRENRT—FEHERIETLWVEEIZ/INRT— FXFIERT
/] NAT—FZEFREFELAVAETE null 287
return “hirakebma”;

HI—RETEEE NRT—RERRT DA TV EF VITTHERTNEEIIT TS

PasswordActivity.java

/%%
* NRAT—FORTA T avFz vy #ERL-HEDNE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangelListener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

/] *RA b5k HEI—RRBEEIERTRIZTS

if (mIsDummyPassword && isChecked) {
/] BE—RRAT—KIS55%%ETS
mIsDummyPassword = false;
/] INRT— R&EERRIZT S
mPasswordEdit. setText (nul |) ;

}

FI—RABICA—HF—DNIRRT—FZAALEGEICE, FI—RTEHERT S

PasswordActivity.java
/] REREFERDF—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD”;

[/ IRAT— IV Z—REMDNERT I757

private boolean mlsDummyPassword;

@0verride
public void onCreate (Bundle savedlnstanceState) |
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// BIBRIAD/ISRT— KHdH B h
it (getPreviousPassword() !=null) {

/] kRA 2k bk BIRANRRT— LR HEBRIEIZTI—NRT—FERTT S

/] BRIFZI—1RRT—FRIZT S

mPasswordEdit. setText (“kkktorsotors”) ;

/] NRAT—FAABIZAE—NRRAT—FEI)TT DD, TFRAMNEFYRFT—FHRTE
mPasswordEdit. addTextChangedL istener (new PasswordEditTextWatcher () ;

/] BE=—NRRT—FISTEHET S

mI sDummyPassword = true;

}
~ EEE ~
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// BTEOHIEZE T Activity " BERIWBEWNE SEBELESESICIEFRE
// Activity DIKEERTF
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

]

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// BIEOMEEE T Activity V" EERSINBWLSEELIGEICIETE

// Activity DIREEDETT

mIsDummyPassword = savedInstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
]

VeSS
* NAD)—RFEAALEIBEDOWNIE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged(CharSequence s, int start, int count
int after) {
// FKEFA
}

public void onTextChanged (CharSequence s, int start, int before
int count) {
/] kRA b 6k AE—RRBEIC/IART— FEBAALEZBEEANABICELEZRTRIZTS
if (mIsDummyPassword) {
/] BE—NRRIT—FIST%EETD
mIsDummyPassword = false;
/] INRT—FRHEAALEXFELFIZTES
CharSequence work = s. subSequence (start, start + count);
mPasswordEdit. setText (work) ;
/] N—Y LB RMDICRDDTRRERIZT S
mPasswordEdit. setSelection (work. length());
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public void afterTextChanged (Editable s) {
// REERA
}
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5.1.3. ZE/\V R

5.1.3.1. AT AVREIZDNT

NRAT—FANDROLNDIZEDORRFIEIOT A RETHD, AT 1V REBTREFTER AU R EWODONEE
9%

AT AV EBBOIS—Ayt—T

AT ABTIEXID(THIVN) ENRRT—ED 2 DDIEHREANT B, OT (2 RBEFIZF ID AFELGNGE &,
ID [FHEETAIDNNRT—FHOEEBOTWDIGEED 2 2hH S, AT AV KBDAYE—ITID 2 DDIHEZERFIL
TRIRTDHE BREEHIMHEELEZ IDAFET ONENMIEHATETLES . CORIGHBZFSLRUL=0HIZH. O
TAVKRBEDAyt—I T, £5E 2 DOHZEZRAE TICTRDOLIIZRTRIIRNETH S,

Ayt—of: AT A2 1D E£zlE ART—FK HEE->TLET,

BE0J 1 ke

—E. QT AVNENHEIITHERELREFAT A2 ID EIXRT—RDANZERLT, BEIMICAT 1V 1T
RENH D, BENOT A EEEITEDLODANN LB TELDTHESEASFIN. TORBAY—FI+NEHE
NERICEZBICERASND RIS,

E=HICERASNESAOHEENZITANONDARN., +HHEEFTA RIS EICOH, BEIDS
AUBBEIIRATEIENTES BRI AoSANF T T7TIDIGE . E=BICHEREIREINIEEHEN
BRENHIOTEIAT (VHBEEICELE TEF 1T AR BEAELLD, MERELTIE, TRFLELGEDE
BTN ENRESTDERICIEZNRT—FOBAAZRDHD . TBEOT 1R ERHICI—F—IZ/HLTHAISE
BErEL. BELIHROOVIERT IR ELONEZLND, BEIOV 1V DFRIZH->TIE. ChoDxE
ZAMRICFMEMEVRVZREL T, BELGREAEITINETH S,

5.1.3.2. IRRTJT—KFZEEI[ZDL\T
—ERELINRAT—RZERHDINRAT—RIZEETHI5E. U TOAHBEBZEAER LICAETRETHS,
o IRED/IRAT—FK
® HLLVIRT—K
o HLWLWART—K(AHHEZEH)
BEOJ AUHEEADNNTWNDIGEE. E=EN T TVEFHTESLAREMEN DS, TDEE. BFIZ/SRT—FEE

BENBVNES BEDNRT—FDANERODDLENHD, Tz HILLVART -V A NI THEATREICHE
BRERZEB LT, HLLWART =R 2 Bl ANZKOILENDH D,
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5.1.3.3. YRATLDINRT—FERRIBEAZ21—ITDNT

Android DERFEA=—a—DHIZ[/SRT—RERTIEVWSHRENH D,

BREO>EXLUT 4 > RRT—FERFE ‘

IR, &FTD Lolipop FCDFIETHRETES, 1=12L Lollipop LIED/N\—230 T, T1RT—KRERFRIIETF
VIRV ZAMBIT LRAVIZEBINTLVD,

SIMA—FOv”Y
SIMA—RFOYYERE
AVErEN
KR T— KERT v
N2T = EANBSICXFERRY 3
7N RER
7N ABBEEER
FINA REBEEBMEIZHRY 3
REERA S L -

SDA—EMNSA VA =)L

BES{LENREES DA —ENEA VR
[T

® 5.1-3

[IRRT—RERRIREEF VT HERRICAALEIXFENEXRRET D, —ERE (2 PI2E) F@k. F1-
FROXFNAAENSGEEXRTEINTWEXFFIIRAIRTENDG, FI(2FDE ANERNOTRIRTRE
5%, INIED AT LLKICHETHHRETHY. EditText D/NNRT—FRREREZEAL TS T RTOT7TYIC
BRSNS,
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& ull @ 9:54
| Password Input Example |

NAT—- FERRIT S

¥\ — FERRY 3158, #3NLR=R
ENBVNESEBLTILESL

INAD—FERTI S

¥)NRD— FERTIDHEE, BBNBRER
ENRNESEBLTCLEEL

— TE Rl 28

#ls
ROXFHEAN
5.1-4

5.1.3.4. RV)—2FxTFrDEMIL

NRT—RANBEBETIE/NART—FEZEQBENFRIEE LICKRTRINSAEELIH D TOISHERETIEE=
FIZF-o TR =X TFo o BAERNTRELTCLESBNLD S, FOTART—RAANBEELZEDEANE
BMOARTREINTLEIBNDHIBEATIERI =X TFrEEMLTHEDELH D, RV —2F ¥ TFvD
#Eb(F WindowManager 1Z addFlag T FLAG_SECURE 2% E 9 AL TEBTES,
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I 5.2. Permission & Protection Level

Permission @ Protection Level [Z[X normal, dangerous, signature, signatureOrSystem @ 4 {&5EhH 5.
ZDHtIZTdevelopment lsystem Ifappop 1L FE T HH. —fEAT7 T TIXERLEVO TARETOHMAIK
B89 B, Permission [£E®D Protection Level THEHMIZk>TENZ 4. Normal Permission, Dangerous
Permission, Signature Permission, SignatureOrSystem Permission EFEIEN S, LLITF. 2D LS54 L HEE

S,

5.2.1. ¥>F)La—K

5.2.1.1. Android OS BEE® Permission ZfIA3 %A%
Android OS [TEEERAC CGPS HEDA—H —EBEETIL DI T MSIRET H1-HD Permission ELNStEFaT+
DA NEH B, Android OS NREERZRELTNVAS, T5LI-IEROEEEICT I ERTH7 ). BRMIZEFAD
IZ79ERTDHI=ODHER (Permission) ZFAEE LA FNIEESHE, A—F —FERH W EL Permission TIX,

Z® Permission ZFATEELE7 TUNAVA—ILENEESIZRD LS HA—F—HERERA RTINS,

G "l B 18:33

® PermissionfIBESY ..

COPTVr—23 AR M=

LEIN?

COP7FIVI—2 3 VI BHER
o Xy RND—JiBfE

RELBAVH—XYy NPOER

Fv IV A2RAK=I

e N i I v |

5.2-1

COHRERICEY,. a—F—FZDOT7TINED K SLEERECFERICT I EALIIELTVADOMNEMBDIEMNT
x5, 6L, 7T DHEICBHL MR B EGHEEEOCBRICTIEALLSIELTWSRIGE X, ZOTIIIETILHT
THAHAMREENBL PRICER DT TINTILIIT THIESFEOLNEW=OIZE, FIAEE TS Permission &
&/DRICLETNIELESEL,
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RAUb:
1. FIF9 % Permission % AndroidManifest.xml [Z uses-permission THHEEE T 5
2. ATHENE Permission [FFIHAEELAL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. usespermission”>

A— *kRA 2k 1k F7TYTHATS Permission ZFAEEST S —>
AN— A B —2y MZT7 AT S Permission —>
<uses—permission android:name="android. permission. INTERNET"/>

AJ— *RA 2 k2% FHEL Permission (FFIAESLAEL —
AN— 7)) OBEIZFLER Permission ZFHAEEL TS E, A—HF—ITREREEZTLES —

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >
activity
android:name=". MainActivity”
android: label="@string/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>
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5.2.1.2. JHMBEEZHD Signature Permission TE#7 ) EET D5 %

Android OS NEZE T BEEE D Permission DthiZ, 7 ) A EIZ Permission &I A ENTES, BT
M Permission (EEFEIZ(FXIRBEZRD Signature Permission)ZEZ (£, B 7 IUE TN EETELLEAZ
BB ENTES BHOBHETITVEAVRN—ILLIZGEIZ. TNTNAOT T D EREEICMAZ . 7 T EEE

LR OB EWREEIRM T HET. EROBHETTIEV ) —ARFELTREZ L TS, EVST-AENH S,

YU INTOISLMMBESE Signature Permission (UserApp) II&H> 7L 705 S LT BEZ Signature
Permission (ProtectedApp) 1IZ startActivity()d %, 7 TV IEXEILCHAFKER TELSINTWIRLELNH D, 1L
ZLZL-RRERNELDIEEIE. UserApp IE Intent 2% {58 T, ProtectedApp [EZ{ELT= Intent ZALIELAR
W FRTRND R 30 TEHRBAL TS A XM= ILIERFIZ &S Signature Permission [0 MEIZH x40

LTWL%,

| & 19:00 s (| & 19:00

ProtectedApplCintentZiZELEFET .

IntentZ=1E{ET B

ComponentZ #9357 7) ComponentZiZ2it95771)

K 5.2-2

RA4>k:Component Zig#t 35771

1. ¥2H Permission % protectionLevel="signature" CE#&39 %

2. Component [Z[& permission B TH B Permission £%1EE 3%

3. Component A\ Activity DIZ&EIZIE intent-filter ZE &L

4., Y—Ra—F LT, HBEEZ Signature Permission NE#R 7 IIICKYERIN TSI EEHERTS
5. ComponentZHAYT57 TLEILHARERTAPKZERT D

AndroidManifest.xml

<?ml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. protectedapp”>

I— % R4 >k 15 ¥ E Permission % protectionLevel="signature”" CE&ZT D —>
{permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION”
android:protectionLeve|="signature” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name” >
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<I-— R4 >k 2% Component IZI& permission B4 T B Permission B ZIEET 5 —>
activity
android:name=". ProtectedActivity”
android:exported="true”
android: label="@string/app_name”
android:permission="org. jssec.android. permission. protectedapp. MY_PERMISSION” >

{I— S 7RA > k 3% Component A% Activity DIFEIZIX intent-filter ZEZH LAY —>
{/activity>
</application>
<{/manifest>

ProtectedActivity.java
package org. jssec. android. permission. protectedapp;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Uti Is;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. TextView;

public class ProtectedActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// BHOFBAED /Ny aE
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MIEBAE /vy L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore ®“my company key”MEFBAZE/\vw < 1 {H
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA™;
}
}
return sMyGertHash;
}

private TextView mMessageView;

@0verride

public void onCreate(Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView R. layout. main);
mMessageView = (TextView) findViewByld (R. id. messageView) ;

/] *kRA Uk 4% Y—RO— KFLT. JETS Signature Permission AE#H 7 TVIZEYEEIN TR I L%

e )

if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
mMessageView. setText ("I E E2 Signature Permission AE#HT7 TYIZKYEZIATLAEL, 7);
return;

}
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/] kRA 2k bk SEEAEN BT BIGEICDH. LEBEHTT S
mMessageV iew. setText ("B E % Signature Permission WE#HT7 TUICKYEREINTWNWE I L ZHRETERL, ),

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, sigPermName));

J

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&ELI=7 TIDNYr—CREWMBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MI5& ILLBIRLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE & L=7 TYDIIAEZED /v L 1 EZRY
return PkgCert. hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return nul | ;

}

PkgCert.java

package org. jssec. android. shared;

import java.security. MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" *, “7);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEELIEDHIEL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256(byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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* R4k 5% Android Studio A5 A=a1—:Build -> Generated Signed APK &334RL. Component Zig{it
TE57T)ERILHAKERTELT D,

% Generate Signed APK Wizard &J

Key store path: | |

| Create new... | | Choose existing... |

Key store password: | ------- |

Key alias: my company key |\|

Key password: | ....... |

[ ] Remember password

| | Next | Cancel | | Help

B 5.2-3

RA>:Component ZRBE9 577

6. JHEE Signature Permission [EE&E LAY

7. uses-permission [Z&YHE Permission #¥|AEE T 5

8. Y—ARO—KLT, BT Signature Permission AE# 7 FJICKYERIN TSI EEZHERT S
9. MAXTILNEHTIITHDHILEREDRTD

10. FIF% Component A' Activity D15 4& . BATRAEY Intent Z{FE5

11. Component #2375 7 J)ERLHFEERTAPK ZELT D

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. userapp”>

J— *RA 2k 6Kk MBETE Signature Permission (FEZE LALY —>

{I— R4 >+ T uses—-permission |Z&k Y IHE Permission #F|AEET 5 —>
<{uses-permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name” >
<activity
android:name=". UserActivity”
android: label="@string/app_name”
android:exported="true” >
intent-filter>
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<action android:name="android. intent. action. MAIN" />
<{category android:name="android. intent. category. LAUNCHER” />

<{/intent-filter>
{/activity>

<{/application>
<{/manifest>

import
import
import
import
import
import
import
import
import
public

//

//

//

J

J

BRI D

UserActivity.java
package org. jssec. android. permission. userapp;

org. jssec. android. shared. PkgCert;
org. jssec. android. shared. SigPerm;
org. jssec. android. shared. Uti ls;

android. app. Activity;
android. content. Context;
android. content. Intent;
android. os.Bundle;
android. view. View;
android. widget. Toast;

class UserActivity extends Activity {

FIA%L®D Activity 5]

private static final String TARGET_PACKAGE
private static final String TARGET_ACTIVITY

B#t® Signature Permission

B OBAED/NY P2 fE

private static String sMyCertHash = null;
private static String myCertHash(Context context) {

if (sMyCertHash == null) {

if (Utils. isDebuggable(context)) {

= "org. jssec. android. permission. protectedapp”;

“org. jssec.android. permission. protectedapp. ProtectedActivity”;

private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// debug. keystore M “androiddebugkey” MIEBAE /vy L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;

} else {

// keystore ®“my company key”DIFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;

}
}
return sMyCertHash;

@verride
public void onCreate(Bundle savedlnstanceState) {

super. onCreate (savedInstanceState) ;
setContentView R. layout. main);

public void onSendButtonClicked (View view) {

// *kRA Uk 8% Y—RO— KLT. BT Signature Permission AE#H 7 TVIZEYEEIN TR L%

if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "B EZ Signature Permission BT FTYIZEYEESNTULVELY, 7, Toast. LENGT

H_LONG) . show () ;
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return;

}

/] *RAU Ok FIRET TUNRERT T THDZ LZHERTS

i (IPkgCert.test (this, TARGET_PACKAGE, myCertHash(this))) {
Toast. makeText (this, "FIA%L7 VU IEB#7 7Y TlEALy, ”, Toast. LENGTH_LONG). show() ;
return,;

}

// ,4A >k 10% FIFE5E Component A Activity DIHE. BARE Intent 25
try {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity (intent) ;
} catch(Exception e) {
Toast. makeText (this
String. format ("fHIS F 4 %s”, e. getMessage()),
Toast. LENGTH_LONG) . show () ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (okgname == null) return false;
if (sha256 = null) return false;

sha256 = sha256.replaceAl 1 (" 7, ”7);

if (sha256. length() = 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha256. replaceAll ("[0-9A-F]+”, “”).length() !'= 0) return false; // 0-9A-F LIS\ DXEHL$H 5

mWhitelists. put (pkgname, sha256) ;
return true;

J

public boolean test(Context ctx, String pkgnhame) {
// pkgname IZXt G HIEFED/NY L2 EZTET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEEED /Ny~ aEEERD/NY L1 {EEHET D
return PkgCert. test (ctx, pkgname, correctHash) ;
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. secur ity. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “”);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BHELITHEHEL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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* Ak 11% Android Studio A5 *=a1—:Build -> Generated Signed APK &3%4RL . Component Zig{it
TE57T)ERILHKERTELT S,

# Generate Signed APK Wizard Lﬂ

Key store path: | ]

| Create new... | | Choose existing... |
Key store password: [ -+~ |
Key alias: my company key L|
Key password: | ....... |

Next | Cancel || Help |

B 5.2-4
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5.2.1.3. Z7VDIBAZED/\Y 1 {EFHERTEHE

CDHARXEDEHTHTLST TIDIRAED /NN L EEER T DA EERBNT D, HFICIITAPK 2FEZT
BHEZITFES-FRARERDOLFRIIBAED SHA256 /\w> 1 fE1ZHERTHHETH D,

Keytool [Z&VEEERET B 5%

IDK IZf4/E9 % keytool £V TAY S LZEFIATHEMHAEERO LNFMBIARAED/ v aE GIRAED T2 —
TYURERES ERHBENTES, Ny BIZF/ Ny 2T IILTYXLDEWNZELY MDS % SHAT, SHA256
BEBRRBIDDH LN, COARXETIIBEEVMRDZTEMEEREL T SHA256 OFIAEHRELTIVD, 5%
272 &2 Android SDK THIAEN TLV5 JDK6 IZfFE 9 5 keytool £ SHA256 TD /i afBH AIZHELT
H5T . JDK7 [Zf1ET % keytool ZESHLELH D,

Android M5/ \wJiEBEZEDANE % keytool TH 19 B4l
> keytool —list -v —keystore <F—RX k7774 JL> —-storepass </NRXT— K>

F—RXLTDEA T KS
F—X b7 -TFANAF SN

F—RAFZIZE1IZORYREEAET

A4 : androiddebugkey
fERLE: 2012/01/11
I kY - &4 F: PrivateKeyEntry
SAEFI—CDES:
SEBRE[1]:
FrE%&: CN=Android Debug, 0=Android, C=US
#4174 CN=Android Debug, 0=Android, GC=US
D)7 ILES 4f0cef98
ExhEAEOBRIEA: Wed Jan 11 11:10:32 JST 2012 #& T H: Fri Jan 03 11:10:32 JST 2042
SEBAZED T4 ATV B
MD5: 9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:Al
SHA1: A8:1E:5D:E5:68:24:FD:F6:F1:ED:2F:C3:6E:0F :09:A3:07:F8:5C:0C
SHA256: FB:75:E9:B9:2E:9E:6B:4D:AB:3F :94:B2:EC:A1:F0:33:09:74:D8:7A:CF:42:58:22:A2:56:85:1B:0F:85:C6:35
ZZ7)L3) XL%: SHATwithRSA
N—<30:0 38

skskokskskskskokskskokskoksk skoksk sk skoksk skoksk skok skoksk skokok skok skoksk skokok skok
skskokskskskskokskskokskoksk skoksk skokskoksk skokok skok skoksk skokok skok skokok skokok kok
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201546 1 Bk

JSSEC SFRRE/\w 1 BFTyvh—IKYERT S 5%

JDK7 A RAb—)LL7EKTH, JSSEC FEAE /N VA EF Ty h—EFE A (L EIGERAE N\ 1 EEHERTES,

JSSEC SEBAB/N Y = 2 EF T v —
photo editor

package: com.sonydna.photoeditor

6: FATOD1EE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB

76634164

photo movie creator

2: com.sonydna.photomoviecreator

6: FATODTEE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB

4164

pick pic camera

package: com.sonydna.pickpiccar
sh 6: FATODTEE 72E69411 472
76634164

picture manager

5.2-5

CNIFIHRITIVRAM—ILEN TS T T DEAE/ N\ v 2 EEZ—ER TS Android 77)TH 5. LEH,

[sha-256 |IDEIZRRINTLND 16 EFLFF 64 XFHEAE/N\YVALETH D, COHARXEL—HEIZER T
LTWB Y FILa—K?DIJSSEC CertHash Checker]Z4LARFDY—RAIA—F—KTH 5. EILRLTEARALT

(R iy k= f AW
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5.2.2. JL—ILTvH

Jh B Permission FIEAREICIZLULTDIL—ILESFE &,

1. Android OS $E® Dangerous Permission [F1—H—DEEFRET 2O FTFIATS (SHE)
2. JRBEEZ® Dangerous Permission [EFI AL TIFAESALY (Wh7R)
3. JRBEEZ Signature Permission (X Component QR EI7 T TOHEET S (78)
4. JBEEZ Signature Permission (FB# 7 IVICKYEERSIN TSI LEHERT D (Wh7R)
5. JBEEZED Normal Permission [ZF|ALTIFAESE (HE22)
6. JMBEZE®D Permission &IE7T)D/I\vr—S B ERRLIZXFESIZT S (HE22)

5.2.2.1. Android OS % ® Dangerous Permission [E1—4—NDEEXRET H-DIZEFTFIBT 5 (WHZE)

M BEEZED Dangerous Permission OFFAIXIEHER(15.2.2.2 FBEEZED Dangerous Permission I£F| AL
TIFHESELY  (W7A) IZHB) D=, ZZTIE Android OS #E® Dangerous Permission ZRiligIZEEET 5,

Dangerous Permission [Zfth® 3 DM Permission ER4Y, 7TIIZFDEREFETHINES M ELI—HF —IC
FI| B %R HHHEENEH S, Dangerous Permission ZF|AES LTS 7 TVEHKRICAVRA—ILTHEE XD
FOBEEMNRTEIND, CNIZKY, ZFOTTUNED K54 #R (Dangerous Permission $&U Normal
Permission) #FIAAL LS EL TS DNEL—HF—DHBENTED, A—HF =DV Rb—)L1EFVTFTHIL
T.ZD7IEHAESLIERNHESIN., /R —ILENB LSO TLVS,

*0Dau B 05

. PermissionNetwork

COFINg—2avEAVR -
LxEghH?

CO7 V=3 vIcHed 3iE
FR:

v Fv bD—-78E

RERAT=RY T RA

J A2 2=k U Frotll L

5.2-6
FH)DORIZE, A—F—DEBEELTTIRARELNRELLZVWEENH D, TN5D55, Dangerous Permission
TRETELDEI—H—DEELTTHIZELITEIRENDETH D, BELEL, RO T 5N 1—HF—DH|#FIC
FRoNTWSHTHD, —AH. 7IRRENRELIZVEEICOVTIE. COHETIERETELRL,

BlZIE. B7 IV HEE#ET S Component [Zfttit 7 TN DT O R EZZIELE-WEEEEZ D, CDESH
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Component # Dangerous Permission [C&YRET DELSICRELIZELT D, LT TN IR b—ILENDE
FZ, A—F—DFIERIC KU 7 TIVICHL THERD T EEHRAILTLESI L RETREZEHOEEN M 7T
DIZERASNDBRNELD, COLSBIGEICEHOEEZRETH-OICIE. B EEZD Signature
Permission Zf#3& kLY,

5.2.2.2. J¥BEZ® Dangerous Permission [EFI AL TIFESALY (Wh7R)

MBEEZD Dangerous Permission ZFEALTH, AV AM—ILEIZII2—F —(ZHERDHFAIZRKOD IEEN R
RESNBWEELH S, DFY Dangerous Permission D4FETH S —F —(ZHIBTZR DEBEREN BN ENE
NHEIDTE, FHOTERHARTIX IR B FEZD Dangerous Permission ZF|ALELNIZEZIL—ILET S,

FTRBEDDIZ2 DOT T)EEET D, 1 DIEFHBE D Dangerous Permission #E&L. 2D Permission (2
KYUIR#LT= Component 22357 T THS, Zh% ProtectedApp £3 %, 15 1 DIl& ProtectedApp M
Component ZEALKS3ET DR D7) TIN%E AttackerApp &9 %, ZZ T AttackerApp (& ProtectedApp
MEZELT= Permission DFIFAEE LEHIZEL Permission DEZEBITO>TNDEDET S,

AttackerApp MaA—H—®D A4 LIZ ProtectedApp @ Component ZHATETCLESIY—RITLUTD&LS%
BEITEES,

1. 31— —hFT AttackerApp 1> Ab—JLF %&. Dangerous Permission QR AEFAIZR O E@EIER
RENTIZ, TOFEFAVRAM—ILNETLTLES
K< ProtectedApp AV AL—ILT %L, CCTHHIZEELLLAVRAM—ILTETLES
F0i% . 1—H—h AttackerApp ZEEEIT H&. AttackerApp [E1—HF—D K[ IH LS5 ProtectedApp
@ Component 277 2R TETLEL., HBEICLOTITHEFIZEMND

CDT—ADRAIERDEY THS. F£l< AttackerApp ZAVAb—)LLKIET HE uses—permission [ZKYUF|

HE SNtz Permission [FFEEZDIHRLTIEEZRINTULVEL, CDEE Android OS [FT5—EF 52 EH%K
AV AM—ILEHITLTLES, Dangerous Permission M 1—H—HEE(FAV AM—ILEEITLAEES WALV
O, —EAVR—=ILENFET TVISEREHFASNBDELTHERDONS, LN > TENS AV AN—ILENDTT
1) Component Z[R]4 @ Dangerous Permission TREL TV EE ., A—F— DA EIZIV R —LE
nt=77)mh5%Z®0 Component KFIATETLESIDTH 5,

7. Android OS BXE® Dangerous Permission (&7 TN AU A= ILENZLEZIZIEZDHFENRIESNT
LWBD T, uses-permission LTWWB7TUMNAVR—ILENDEETIER T 1I—F —HERETmARRIND, i
BHEZ D Dangerous Permission DIFEIZFEITZORBEIFEL S,

WE. ZO7—AT Component ~NDT7 I EREFLTDLINAEIER DN >TLVEWL, LIz T. MBEED
Dangerous Permission [FIAL TILABALY,
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5.2.2.3. JEEZ Signature Permission [& Component DIRHEEI 7 ) TOAEET S (s78)

B 7B TEET S15E . 2T Signature Permission #F w93 32 ETHXal) T+ZIBETESIEE
5.2.1.2 B EZHD Signature Permission TR 7 J):E#E T 55:%5 1 THIRLIz. COEHEAEF AT BEIC
(% . Protection Level A% Signature O ¥ B Permission ® &E % (. Component 2B 7T ®
AndroidManifest.xml| TO&{TLY, FIFAEI7 ) TIEIHE D Signature Permission ZE &L TITHRSALY,
%8, signatureOrSystem Permission [CDWTHREITH S,

LT EDERLLEDS,

RIBAI7T)KYEICAOR—ILSN-FIREIT7 UL EHEHY. EOFRAAT TILIHBER Permission OF|
FAEE &LBICT Permission DEZELLTWDIEEEEZD, CORRTREBAIT TIEAVR—ILTEHE. TRT
OFART7 TVDSRBAIT TIICT IR T HIEMNAEEICHED, RIZ. RAAVX—ILLI-FIBRIT7 T)ET
VAV RAR—ILT B, Permission DFEZEMBIBRSN., Permission NEREZEELD, TDT=0. FHo=FIRAT7T
DS DIRBEITT)DORANFAEELE>TLED,

ZDESIZ, FAAIT7TIT Permission DEZRZETIERHEH Permission DEXREHRIRENEET DT,
Permission M E&HIL{R&F 5 Component DREEI7 T DH 1T, FIFRAI7 T T Permission ZEETHND
[LBEFAR TSI DTN,

Z5FBHIET, BREBAI7 ) DAV R— LB IZHER T S A THhN . HhD. TV XR—)LBIZ Permission A3k
EEREGY, B EAI7F)E Permission DEZDFELHBA BT —HTHD T, #IEL Component DIZEE LR
ENTRETH D, HH. JHBEES Signature Permission IZEALTIX, E#EFTE7TID AV AR—ILIBIZE 5T,
FIREI7 I Permission FIFRERMNTEINET=0O. COBBMNRYILDOIELITEER"3,

5.2.2.4. JRBEEZ Signature Permission (FBE#{ 7 IVICKYERIN TS LEHERTH (s78)

AnroidManifest.xm| T Signature Permission #EE L. ComponentZ% ® Permission TIRFEL-FZIFT TIE.
E(FRENTHTIEELN, COFEMEITR ARSI D05.2.3.1 B ES Signature Permission % (a5
TE5 Android OS D4FHEZDOREK I1ZSRTHIE,

LT, B E% Signature Permission 22 £(CIELLFESFIETH 5.

Z 7. AndroidManifest.xml [CTREITS,

1. {RE&L7-\L) Component D& 57 7D AndroidManifest.xml [ZT, B Signature Permission ZE %
% (Permission M E%E
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

13 Normal/Dangerous Permission ZF|fH3 5154 1Z(. Permission AREZEDEFFABT T EIZAVRE
—LEndé, FIRATIIANDER DT 5N ITHONT BEAIT7 IRV R—ILENRBT I ERANTELL
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2. {REEL7=L> Component M#% AndroidManifest.xml [ZT, Z® Component MEFEHRY D permission
BT, B EZ Signature Permission Z¥§E 3 % (Permission DEREE
5. <activity android:permission="xxx" ... >...</activity>

3. {RE&L7=L> Component 279X $ %:EHET7 TD AndroidManifest.xml [ZT. uses-permission 24’1
B EZ Signature Permission Z{§E 9 % (Permission DX AEE

f5l: <uses—permission android:name="xxx" />

FENT Y—RO—R LICTREERET 3,

4. {RELT-L) Component TYVTAMELET DRI, B EZ L= Signature Permission A7 Ik
YERIN-LOMNEINEHERL., T THRITNIEVITRNEERT S (Component 2RI K5 REE)

5. fREEL7-L) Component 279+ X 9 BHiIIZ. I EEZELT= Signature Permission "E#HT7IVIZKYER
N=EDOMEILEREZEL . T5THITIIE Component IZ79tALEL (Component FIFEIZ LB IRE)

&I Android Studio D EABEEICTREITS,
6. EHETEITRTOTT)D APK 2FEILHRERTEL TS

ZZ T BEEZLT- Signature Permission M, B 7 IV ICKYERSN=LDONEINERER I TIDNENHD
N EFRMARERRICOVWTIEY Y TILa—REo2a>dnl5.2.1.2 HBEEZD Signature Permission TE#t
THIVEETEHEIEBRTHIL,

8. signatureOrSystem Permission [CDWTHEHTH 5.

5.2.2.5. JHBEFEZED Normal Permission [EF| AL TIEAESALY (HESE)

Normal Permission #9557 7) & Android Manifest.xml [Z uses-permission THHAEE 3517 T%
DIEREBIENTES, T, —EAVRAR—ILENTLEL=TILIz7 M5 Component Z{RiE&T 555
B B9IZ Normal Permission IR ATEALY,

S5 (2B EE Normal Permission ZAWVWT7 JURIEEEITIIHE . BT HET T~ D Permission Dt 5
FAVAL—IVIBITIKTFS %, Bl Z (. Permission ZEHRLI-AVR—RUEEHDO2T7TIVLYLEIZETD
Permission #F|AESLIz7TVEAVA—ILF %L, Permission ZEELIZTTEAVAM—/LLIzEBFIA
7 2) 1% Permission TRESINZOAVR—RUMITIERTHIENTELLY,

AVRM—IVIBIZE YT T)REEN TELKGLHEEEE T 5 A ELEL T EETHL2TO7 I Permission
EERTDIIELEAOND, TITHIEICKYRMITHART TINAVRAb—LENTIHETE. £ TOMART
TUHRBBI 7 TIICT V2R THIENAREL D, LWL, RFVZAVRAM—=ILLI=RIRARI 7 TUN T 4> Xbh—
ILENTBRIC Permission ASREFRGKELLY, ICFIARA7 TINFELTOTE, TALD 7T h iR A
FINTIRRTHIENTELRLELOTLESIDTH S,

LEDQISIC7I) DRI AEMNELHONEZBNAHEIEND, FETEFE Normal Permission OFIBILIEZ B
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5.2.2.6. HBTEE®D Permission &AIET7 D/ \vr—2 2 w#HRLIZXFIICT S (HE2E)

BHOTTINRILBHIT Permission E&RTDEHEE . KICAVAL—ILENTF-7TINEERT S Protection
Level BRSNS, E£IZTAVR—ILENT=F7 FH Normal Permission ZE &L . BICAV A +—)LEnf=7 )
MEICAHIT Signature Permission ZE &L =154 . Signature Permission IZ&ARENFE ML, B
ENLGWNGEETH, BHOT7IVIZE LT Permission & EZELTERLAL Protection Level TEET S EE
D BB, ZDESEEREH Tz, Permission BIZIEXTTIDINTr—CBEANT=AMNELY,

‘ Xy Hr—T4) . permission. GEAIT 5 XF5)

51 % [£. org.jssec.android.sample &LV5/3y4—2 2 READ 791X M Permission #E&HT 5L I1E, DI
FERAHIFELLY,

‘ org. jssec.android. sample. permission. READ
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5.2.3. ZEN\V R

5.2.3.1. JBE% Signature Permission Z[E# T35 Android OS D4FEEZ DX ER

¥ B E & Signature Permission (. RILARER CTELSINE7IIRBLEFTTTIIMEEEZEER TS
Permission TH 5. FAFKBRIEITSAR—FETHYERICARALTELESBEVNEDTH S8, Signature
Permission IC&ZRETBHT TIE T TEETIISERICFEHLNDIIENSLY,

F£91&. Android @ Dev Guide (http://developer.android.com/gquide/topics/security/security.html) ©
SRBASNh TS IMBE S Signature Permission QEKRKMLGFENEERENT Do 1=12L. BB T H L2, ZDEL
21 Permission EIEDEIBEAH A ENDMNOTEY., KA ARIZIBE LI-AETIDEELLS,

LIF. ¥ B E 2 Signature Permission DEEXMLZFENETH D,

1. {R#L71-=L) Component ®#H 57 F')D AndroidManifest.xml [ZT. ¥ B Signature Permission & %
%
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. R#L =Ly Component ¥ D7 7 ® AndroidManifest.xml T. £ #L f-L» Component IZ
android:permission B4 #EEL. 1. TEZ L= Signature Permission ZE3XK9¥ %
5. <activity android:permission="xxx" ... >...</activity>

3. {R#L7=L> Component [Z7UEALEzLVEET7 YD AndroidManifest.xml (2T, JREEZ Signature
Permission ZF|AEE Y5
f5l: <uses-permission android:name="xxx" />

4. BETLIITRTOTITIOAPK ZRILHARERTEL TS

E(X. COFENAEFTIE, ROEHENRHKIIT & Signature Permission BB DR IFENTETLES,

SBAD-HIZMBERD Signature Permission TIR#ELT-771)% ProtectedApp &L. ProtectedApp &IEE
HORRERTELLI-T T % AttackerApp &9 %, ZZT Signature Permission EIE®DRITEE L.
AttackerApp [FZ2E BN —HBLTLEWNZEMD 5T, ProtectedApp D Component [CF7UERXRIREICIHED &
THdo

&1 1. AttackerApp % ProtectedApp A ¥ B &L 7= Signature Permission &R L 4 81T Normal
Permission #E &9 % (E&Z[ZI& Signature Permission TH#EHAILY)
f5l: <permission android:name=" xxx " android:protectionLevel="normal" />

&2, AttackerApp (3B EZLT= Normal Permission Z uses-permission THEEE Y5
f5l: <uses-permission android:name="xxx" />

Z43. AttackerApp % ProtectedApp KYEIZIFRIZAV A —ILT B
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FIZAVRA—L

ProtectedApp Q/ AttackerApp
ﬂndroidManifest.xml AndroidManifest.xml / E3oy \
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<{permission <{permission /
android:name="“xxx" android:name="“xxx"
android:protectionLevel=“signature” android:protectionLevel="“normal”
/> />

<activity - {uses—permission android:name="“xxx" />
android:permission="“xxx" >

</activity> ; FPHLATAEE \

~ I | \_ ~ I |
\ & [

w2 || @ T
a .—({2 e re@

ProtectedApp &I R%:5
FRERTES

® 5.2-7
B 1 BEUEH 2 OBIICHEL ProtectedApp BB EZE®D Permission &k, APK 7/ H5
AndroidManifest.xml| ZEYH B FREZ(ICLH>TRBICHMIIENTED, FH 31— —ZR/IGEDHE
[CKUHEBEIZHIEEFHORMLAH S,

CDEIITIHBEFEZED Signature Permission IZIEFERGFEWNA LT TR EEZRBSINTLEIBRELHY.
BT EESSCEIIBLAENDBETH D, EFEMICIEIL—ILEIS3>DI5.2.2.4 B E S Signature
Permission [FBE# 7 TJICKYERIN TSI LEMHERT D WE) IICBELTLSAETHLTELDT. b
LESRDIL,

5.2.3.2. 31— —4AY AndroidManifest.xml| Zth AT 3

¥ B Permission @ Protection Level NERILGEWEDIZH S —XIEBRICERBALIz, TDELIZKETEEZNS
=8I, Java OYV—Xa—REITRILA DR IGEERT 2D EHH o1, ZZTIX. AndroidManifest.xml A3k
TAESNBEVNSREMD, V—Ra—FREIDO R GIZDNTi#RE, REAZRIMNT HEZEREFFIR RIS,
LREHBEL > THIAZTITAD/NYI—IZH L TKIFEAEN RNV AETH I LITERETHI L,

COEHIET7N)DREAIZETZEDTHY ., I—F—BENBEZFE >TWDIY—RXTH D, REFHAFSA>D
#ES TH BN, Permission IZEHTBE, ChEITIV—ILBTT)ELTARSNTWARE, Mol TOTEHLV WY
=T BEHERRIELTRRTHLZ EITLT =,

Android 7 7J (L. root #ERELIZCHRISATEDLILZHICBEVWTHDEN DD, HELHD.,
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AndroidManifest.xml|l ZZEL T APK Z7(ILEBER. ERTHY—ILHABHINTLND=HTHS, —DY—
IEFERTAET, ETHLEEDTTH S Permission ZHIRT AT EMNTREIZAEH-TLNVS,

EHIELTIE INTERNET Permission ZERYB&L V= AndroidManifest.xml M5 BIE L D APK ZERL. 7FVIC
HMARAENTLEED2—ILOEELEVESICTEr—ANENELSTHD, BAAFERNECHITEEINL TS
NMELNEBEVEDORRNIHEINDENSITET, COBDY—ILOFEFTFHEL WS 1 —F—3IHFET D, 2D &
ST EIE. TI)IMMARAENTZLEDBEELEEET-O. BERAZTHFL TV SIRAREICHL TS BMEE
EE5EZ BT THHEVERD, - —DIEFELEAEFRDEREICNSDITAZITOTNSERDNS,

A2 B—2vhk Permission # uses-permission TEE L TL\AT7 FUH, EITHIZEH H D AndroidManifest.xml
[ZERE SN TLVS Permission #RER T HREHIERIZRT

public class CheckPermissionActivity extends Activity {

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// AndroidManifest. xml IZEEZ L7= Permission ZE{F
List<String> list = getDefinedPermissionList() ;

/] BEAERINT B

i f ( checkPermissions(list) ) {

// OK
Log.d (“dbg”, “OK.”);
Jelsef
Log.d ("dbg”, “manifest file is stale.”);
finish();
}
]
VeSS
* AndroidManifest. xm| IZE% L 1= Permission ') X F THRGI %
* @return
*/

private List<String> getDefinedPermissionList() {
List<String> list = new ArrayList<String>() ;
|ist.add (“android. permission. INTERNET”) ;
return list;

J

/%

* Permission REBINTWEWI L ZMHERT 5,

* @param permissionList

* @return

*/

private boolean checkPermissions (List<String> permissionList) {

try {
PackageInfo packagelnfo = getPackageManager (). getPackagelnfo (
getPackageName (), PackageManager. GET_PERMISSIONS) ;
String[] permissionArray = packagelnfo. requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
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if (! permissionList. remove (permission)) {
// BELLL Permission MfFmanTLNS
return false;

}

if (permissionList. size() == 0) {
// 0K

return true;

}

} catch (NameNotFoundException e) {
}

return false;

5.2.3.3. APK DREAZIEHT S

5.2.3.2 2—H%—AH AndroidManifest.xml| ZREAT S ITIEA—F —IZ&SD Permission RSADEHIZD
WTERBALT=, LOL. Z7TUDHREAIL Permission [ZRST, UY—RZELEBEZTHOT7 TVELTIY— VLT
BT 5L, YV—RAO—REEFT L5 LEKRISALRAT RN ZHRICHFEET S, ZZTlE APK T71/L AR

TASNTI=CEERH T BN KYARMGHEERNT 5.

APK DREZAZEITIICIE. APK 771 L —ERRAL. RBEHRZEL-RICBUL APK 77/)LELTHIER T ALE

2H5. TORRETAERITOREEDREFLFTLEVDT, RTAEBSDET APK 2EBRLTHEITHS,

CDEIIZAPKDHEAICIEERGIAE)DEREZH S0, 7 TEEFICAPKDIEAELF HY—RXI—R(1E
ORAATRAREDERAEELR T I ETHEADEELRE T HENTES,

UTRICHYTINA—RERT GHE. REFOFETETODNYI—THNIETRSARHDOEMENBZTH S,
D<ETHBLEEEF THALERBITBEVWTT TINDBEAERET T HRETH D,

RV

1. FEQUBZETIETOMIC. 7TDAENFAREBEDRAZS THALEHRTS

SignatureCheckActivity.java
package org. jssec. android. permission. signcheckactivity;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. Toast;

public class SignatureCheckActivity extends Activity {
// BRIABHZED/NYafE
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private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAZE /v 2 (&
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore ®“my company key”DIFBAZE/\v < a{E
sMyCertHash = “D397D343 A5SCBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
}
}
return sMyGertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView R. layout. main);

/] hiRA Tk 1k TEENEZETSETOMIC. 77 DIBRENHEREDIIBRETHSZ L EHETS
if (IPkgCert. test (this, this. getPackageName (), myCertHash(this))) {
Toast. makeText (this, "E2ER DA NG”, Toast. LENGTH_LONG). show () ;
finish();
return;
}
Toast. makeText (this, "E2ERDHEE O0K”, Toast.LENGTH_LONG). show() ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname))

J

public static String hash(Context ctx, String pkgname) {

if (okgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; // BEELRIIHEHE
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert);
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return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) {
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;

5.2.3.4. Permission DB XEMRE

77 h Android OS IZIRESN TULVAEEEMRAS GPS LWLV - 1EFHRAOHEEIZ 7 VR T B1=0IZ1F Permission &
FATELLEFNIELSELY, Permission ZFIAESELFaISNDE, D7 FIIZIEZFD Permission AFiES
N2 &Y, 2D Permission [CKUIRESN-IBEHROMEEIZT VA TESLSIZHS,

TOTSLDMAFIZE>TIE. Permission #RiESN = (FFrIa i) 771 (& Permission TRESIN-T—4%
BGL. ZDOT—2ZR DT T)IZE D Permission LEREFITIRBET HIEHTETLES, TNl Permission
ZETIRWTTUH Permission THRESN-T—RIIT7 IV ERTESI LICHAESAL, EERIZ Permission 25
FELTWAILLEEMICHZDT, Zh#E Permission DBERZERREEMESR, 2D K5I Android @ Permission
TXA)TAETILTIE, RESN T —EA~NDT TV DEET VLR EZTUNMEREBNTERNEWNSAH L
DHEEHLHS.

BE{&xFIER 5.2-8 IZRT, FROF7 I android.permission.READ_CONTACTS #HEEE L7 hE
HREBEREFAN>TES D DBIZEREL TS, D HIRE7%< Content Provider BB TERL-EHRZM DT
TYIZIRHELT-B A<, Permission DB REBBEMNEL S,
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( )

Androidifi R uses—permissionZ
BELETTY

Content Provider

Contacts AAA Permission ¥l Fi
HEEDODEWTSY
AAA
BBB
CCC )

Content Provider|Zi#E ) ZiPermissionE% FE HY
L&, uses-permissionEE E L TLVELWTTUHA
MERAZLISERET—FEWMETETCLES

5.2-8 Permission &=L 7 ) AEREFBREME TS

B#HDH EL T, android.permission.CALL_PHONE ZFIFHEE L1=7 FUH . [ Permission ¥ AEEL TLY
BWMBOT7 TN DEEDEEESEZITH . I——DHERIEZTDBEBICERE LTI LN TEE4S
[X. Permission DB RZEMEHNH S,

Permission OFIAEEZL CHR-BREE -HEEELXEEZTOFFORTHOTIIICZRIRETHHEICIE.
REETT)IZHLEILC Permission ZEKR 55 EL T, TDREKEEMIFLETNIEGSL0, F-I1FREE-
BEEEED—ROPDAHEMOT TV ZRIBRTEZHEICIE. TOREHREE -BEEEO— Do NBRAINEE
DHEEESICIECI-BUGRENVETH D, -EALRTBERPRIZRIL Permission #ERLT=Y, 1—H—~F
FREFFEZEREELIZY . T4.1.1.1 JEE Activity Z1E5-FIAT5114.1.1.4 B#RE Activity 2155 -FIFAT 5
BEEFALTHRETT)DFIREEITELEEDRERKLNH D,

D &S BREZEMREE Permission [ZR-7=2&TIEALY, Android 77U TIE, 7V ICHERIEIR - #EEE M D
FTVRRY T =0 BRIEEAISHEFETHIEN—EICTHOATLS, R THA Android 7T THNIE
Permission, #ybT—0THNIEAT 12 FBIEEARTHNE TV ERAFREVST=KIIC. TN ENAET HIF
[CHEEROHIBENFETHEHLZL, SOLTHELZBROEEZZTOMEETHL 1 —F—H S5 RM
(ST TVICRBLIZY, RybD = PRIBEAICERE T HBICIE. —F—OBRICRLI-FIANMELKSI
BEICRFHLTT TR KRERT RETH D BEICIHL T, Permission DOFIERIRIZIRE KIS L THERDE
RPFEAOFHRBRETHRETNIEESLEND, I—F—~DFAEHFELTD—RTH S,

LI FCld. READ_CONTACTS Permission Z## AL TE#KSE DB ho—EZIMELE=7TUN., [HERIZHEDT
ZIZxLTREIL READ_CONTACTS Permission &K 9 A561%5RY,
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RAVb
1. Manifest TIR#T&RL Permission #EK 95

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. transferpermission” >

<uses—permission android:name="android. permission. READ_CONTACTS”/>

<application
android:allowBackup="false”
android:icon="@drawable/ic_launcher”
android: label="@str ing/app_name”
android:theme="@style/AppTheme” >
<activity
android:name=". TransferPermissionActivity”
android: label="@string/title_activity_transfer_permission” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{provider
android:name=". TransferPermissionContentProvider”
I— %A 2k 15k Manifest TIR#T LB L Permission ZERT 5 —>
android:authorities="org. jssec. android. permission. transferpermission”
android:enabled="true”
android:exported="true”
android:readPermission="android. permission. READ_CONTACTS” >

<{/provider>

<{/application>

<{/manifest>

TT)DEHD Permission ZERTILELNHDIIHEEE. LEEDAETIIBRT HIEMNTELRL, YV—RO—F
LT Context#checkCallingPermission()4> PackageManager#checkPermission()ZERL T. FUHLITD
7 7)HY Manifest T3 RTD Permission DFATEEEToTCLIMNEIMEHER T HLITHD,

Activity DIFE
public void onCreate (Bundle savedInstanceState) {
...(8nip)
if (checkCallingPermission(“android. permission. READ_CONTACTS”) == PackageManager. PERMISSION_GRANTED
&& checkCallingPermission(“android. permission. WRITE_CONTACTS”) == PackageManager. PERMISSION_GRANTED) {
// U LITAEL < Permission #HEATES L TLV-BOLE
return;
}
finish(;
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5.2.3.5. JHBEZ Permission DE R FyIH##EIZ DLV T (Android 5.0 LIE&)

Android 5.0(API Level 2 1) LA DiHR TlL. B D Permission#E&ZLE=7 IVIZBVWTUT D LI EHIZE
BT DEAVARM—ILIZKRBRT B LIITEBHRERTINT =,

1. BEICE4% D Permission #E&EL=7 TN AV RA—ILEN TS
EH2. FDAVARM—=ILEHDT TIEELZ L —BLALY

COEBRERICKY, RESRDOHEE (Component) DIREEIT T EFIFARIT7 T)DRAT Permission FEH
L1355 &I1ZIE. L Permission ZE&L=BRADEL 7 TIUHET7 T LRIV AM—ILEN DD EHS
CEMNTED, LMLENS, [5.2.2.3 JHBEFEZ Signature Permission (& Component QIREAI7 T TOHE
IS (WB) ITERLIZBY. 7IIDT7 oAV RM—UEEGZ EICE ST, WAD T I Permission &
EETHELTD Permission NERETRERIKEIZEDIZENH SO, COEHREBHDOERLT: Signature
Permission A Mh 7 TVIZE RSN TWVEVWI EDFVIITERTHIEIETERNIEN D H>TLVS,

HRLELT, BHEBRE7Z I THBEES Signature Permission ZFAI 25 A (&, 5IE#E5.2.2.3 HEAEE

Signature Permission |& Component DRI EI7T) TOHAEET S (78)1.75.2.2.4 HMBEESE
Signature Permission [EB# 7 TJICKYEBEBSINTNDIILEMHERTD (WHZB) IDIL—ILEIEFT D
EhH D
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I 5.3. Account Manager 2B 7O REEBMNT

Account Manager [E7 T)NA 2 SAH—EZRNT IR T H=DITBBELELRDEZTHOUMER (T HIURA, N
AT—R)BLUVEREN—V2Z2—TEET S Android OS DA THE 4, A—F—(EFBFIT OO MEHRZE
Account Manager IZEHFLTEE. 7IINA U SAY—ERIZT VALK I ELIEEIZA—F —DEFAE#HB
T.Account Manager W7 IVIZRRIIN—V B HIRBTIHEMATH D, /S\RT—FELSBOHTEV D T4T
HIESHRET T THEL I EM Account Manager DFIE TH D,

Account Manager ZFERAL=7hI UL EB#EEEIR 5.3-1 DKSTHERELS, TRIRT7 T IXBIE—o2 D
REEZTTHOSAOY—ERICTIERTETTITHY. GIROTT)DZETHSD, —A. [Authenticator 7
1) 11X Account Manager D#EEHLEE TH Y. Authenticator EFE[EN DA TP U % Account Manager (212
952 &I2kY. Account Manager MZEDA U SAUY—ERD T HOUMERS LUV F—TEET
5851275, FIAT7 )& Authenticator 7V IXFNI DT TV THAIBEIIHL, —DDTFJELTERETDHL
£ TES,

|( Androidifi R | |( WebH—/3— ‘l
| I I
I B — s . Android Framework Authenticator 7 71) : : oS4 —E XA :
| amyay | <hEmEE A p Fos1op—eza L) | FhYU
1B77) L. ccount oA — N N7
: >. Manager \. @ Authenticator T T |I> BEEEHEE :
[ : I I
[ - I } I
| e i P Tl |||
| REER— 72 o> TH —E DB ALEFIA || SRR |
[ I I
)\ )

- e

B 5.3-1Account Manager ZRL=7Hh > MEEEEED R

A, FIAT7 )& Authenticator 7 7 (LB EDELBEHAERL>TLTHELY, LHAL Android 4.0.x DR
IZBRY Android Framework @ /35 i3 Y. FIF7 71) & Authenticator 7 7D E G BN RLZH>TWDEFRT T
JTHINADNRELTLEN, MBTH IV FATELD, CSTRNAT ST ILI—FIEEOFESICIERET
EFTLVELY, ##L<IEM5.3.3.2 Android 4.0.x TIEFIA7F1)& Authenticator 7 T DE L BRI HEHIN M
RETDHIZSRIDHIL,

1. o7 )La—k
Authenticator 77D Y F)ILELTIS.3.1.1 BT H 25 1% FIA7 )OS T )LELTI5.3.1.2

MBT7THOUNEFIRTS1EAELIZ,JSSEC @ Web HA+TERALTVWS YU TILIa—F—KTIEZEhTh
AccountManager Authenticator & U AccountManager User 25 SLTULV5,

14 Account Manager [EA 2510 H—EREDRIEAD LA LIRE T HH. RETTIEIZR S TLVERLY,

328 All rights reserved © Japan Smartphone Security Association. Account Manager [CHBE 7 AU FHEINT 5



recotmon  http//www jssec.org/dl/android_securecoding.pdf

““lﬁmmm Android 7Y DX a7 H - X2 T7I—FT4UTHAR 2015 %6 B 1 BAR

53.1.1. MBE7HIUEHED

ZZTl& Account Manager BN B7hO U bRz 5&5(129 % Authenticator 77 DY TILa—REEB N
5, COT7 ) FR—LEBEEMSEEITES Activity (FFEELEWV, E5—20H U TILFTFHII5.3.1.2 HETHD
UREFIAT 5155 Account Manager #2H CTRIBEMICIEUVEIN A EITFELTIZLLY,

RAVb:

1. Authenticator {29 5 Service [XIEAFA Service &35

0% A~ EmE Activity (& Authenticator 7 /1) TREY 5

04 1 E@E Acitivity [£238 Activity &9 5

KEY_INTENT [Z(%. 0% A~ E@ Activity D9 S5R & &8 ELI-BRM Intent 252 3
T HIUMERPRIIN—I B ED L TAIRERITOST HALLEL

Account Manager [Z/8RT—R&#RFLEL

Authenticator &EF 2S5/ H—EXED@EIEIL HTTPS TITS

AndroidManifest.xml [ZT Authenticator @ IBinder % Account Manager [ZIRHET 23U —ERXEE .
meta-data IZT Authenticator ZE2ikL1=)Y—X XML 77/ ZEIEE

AccountManager Authenticator/AndroidManifest.xml

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. accountmanager. authenticator”
xmlns:tools="http://schemas. android. com/tools”>

<I— Authenticator %9 5 DIZHEZE Permission —>
<uses-permission android:name="android. permission. GET_ACCOUNTS” />
<uses-permission android:name="android. permission. AUTHENTICATE_ACCOUNTS” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: label="@str ing/app_name” >

<I-- Authenticator @ IBinder % AccountManager [ZI2t9 2H—EX —>
{I== %74 > b 1% Authenticator Zi2#9 % Service [XIELAFA Service &35 —>
{service
android:name=". AuthenticationService”
android:exported="false” >
{I— intent-filter & meta-data (XBREY D/ E2—> —>
<intent-filter>
<action android:name="android. accounts. AccountAuthenticator” />
{/intent-filter>
<{meta-data
android:name="android. accounts. AccountAuthenticator”
android:resource="@xml /authenticator” />
{/service>

N=TFHIY  EBMTZELEEREICRTEINZOTA VEEAD Activity —>
— dRA k2% O5 4 BT Activity IX Authenticator 7 7! TEEYT S —>
— dRA 2k 3k OF A VEEActivity (X20B Activity &5 —>
<activity

android:name=". LoginActivity”
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android:exported="true”

android: label="@string/login_activity title”

android:theme="@android:style/Theme. Dialog”

tools:ignore="ExportedActivity” />
<{/application>

<{/manifest>

XML Z774JL T Authenticator €&, BT DI DT h O MATEERTET 5,

res/xml/authenticator.xml

<account-authenticator xmIns:android="http://schemas. android. com/apk/res/android”
android:accountType="org. jssec. android. accountmanager”
android:icon="@drawable/ic_launcher”
android: label="@string/label”
android:smal | Icon="@drawable/ic_launcher” />

Authenticator DA/ X3 X% Account Manager [C1R# 9 50 —E X, COH U TILTEE T S Authenticator
T#H5 JssecAuthenticator Y SAD AV A2 X% onBind() T return 57T DB BELEEETKLY,

AuthenticationService.java
package org. jssec. android. accountmanager. authenticator;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;

public class AuthenticationService extends Service {
private JssecAuthenticator mAuthenticator;

@verride
public void onCreate() |
mAuthenticator = new JssecAuthenticator (this);

J

@verride
public IBinder onBind (Intent intent) {
return mAuthenticator. getIBinder () ;

J
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ZDYUTILTEET S Authenticator T#HS JssecAuthenticator, AbstractAccountAuthenticator Z#E &L
T abstract *YYREFTRTRET S, ThbDAY YR (E Account Manager A 5FE[EN 3, addAccount)E XY
getAuthToken()Tl. >S540 —E AN LRIV EMEFT 51-60 LoginActivity ##2E19 % intent %
Account Manager [ZIRL TV,

JssecAuthenticator.java
package org. jssec. android. accountmanager. authenticator;

import android. accounts. AbstractAccountAuthenticator;
import android. accounts. Account;

import android. accounts. AccountAuthenticatorResponse;
import android. accounts. AccountManager ;

import android. accounts. NetworkErrorException;

import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

public class JssecAuthenticator extends AbstractAccountAuthenticator {

public static final String JSSEC_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
public static final String JSSEC_AUTHTOKEN_TYPE = “webservice”;

public static final String JSSEC_AUTHTOKEN_LABEL = “JSSEC Web Service”;

public static final String RE_AUTH_NAME = “reauth_name”;

protected final Context mContext;

public JssecAuthenticator (Context context) {
super (context) ;
mContext = context;

J

@0verride
public Bundle addAccount (AccountAuthenticatorResponse response, String accountType,

String authTokenType, String[] requiredFeatures, Bundle options)
throws NetworkErrorException {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEG_ACCOUNT_TYPE) ;
Bundle bundle = new Bundle();
if (accounts. length > 0) {
/] BY U TNaA—KRTETHIY CHBRIZHEETIHBAIEIS—¢ET5
bundle. putStr ing (AccountManager. KEY_ERROR_CODE, String. valueOf(-1));
bundle. putStr ing (AccountManager. KEY_ERROR_MESSAGE,
mContext. getString R. string. error_account_exists)) ;
} else {
// *RA Uk 2% A5« UE@ Activity [ Authenticator 7 71) TE%T 5
// *RA 2k 4% KEY_INTENT [Z(X, B A VE@E Activity DY S5 RZ 8T L=BATRK Intent 5% %
Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (AccountManager. KEY_ACCOUNT _AUTHENT ICATOR_RESPONSE, response) ;

bundle. putParce lab|e (AccountManager. KEY_INTENT, intent) ;
}

return bundle;

J

@0verride
public Bundle getAuthToken (AccountAuthenticatorResponse response, Account account,
String authTokenType, Bundle options) throws NetworkErrorException {
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Bundle bundle = new Bundle();
if (accountExist(account)) |{
// dRA 2k 4% KEY_INTENT [Z(X, B 4 VEE Activity DY S RE%#EE L=BATRHM Intent #5% 3%
Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (RE_AUTH_NAME, account. name) ;
bundle. putParcelable (AccountManager. KEY_INTENT, intent);
} else {
/] BESNETHhOU CBFEELEWMESIEIS—ET S
bundle. putStr ing (AccountManager. KEY_ERROR_CODE, String. valueOf(-2));
bundle. putStr ing (AccountManager. KEY_ERROR_MESSAGE
mContext. getString R. string. error_account_not_exists));
}

return bundle;

J

@0verride

public String getAuthTokenlLabel (String authTokenType) {
return JSSEC_AUTHTOKEN_LABEL;

]

@0verride
public Bundle confirmCredentials(AccountAuthenticatorResponse response, Account account,
Bundle options) throws NetworkErrorException {
return null;

J

@0verride
public Bundle editProperties (AccountAuthenticatorResponse response, String accountType) {
return null;

J

@0verride
public Bundle updateCredentials (AccountAuthenticatorResponse response, Account account,
String authTokenType, Bundle options) throws NetworkErrorException {
return null;

J

@verride
public Bundle hasFeatures (AccountAuthenticatorResponse response, Account account
String[] features) throws NetworkErrorException {
Bundle result = new Bundle();
result. putBoolean (AccountManager. KEY_BOOLEAN_RESULT, false);
return result;

J

private boolean accountExist(Account account) {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
for (Account ac : accounts) {

if (ac. equals (account)) {

return true;

}

}

return false;
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FoSA Y —ERIZTHIVNE  INRAT—REXELTOT (VR ETL., ZORRBREL TR N YU ZFIIET
% LoginActivity, il 7 H OV FEBMB LUVERIEN—V 0 BRE DG EICR RTINS, T4 —E A~NDERE
DT tEXIE WebService 75RARNTREINZLDELTINS,

LoginActivity.java
package org. jssec. android. accountmanager. authenticator;

import org. jssec. android. accountmanager. webservice. WebService;

import android. accounts. Account;

import android. accounts. AccountAuthenticatorActivity;
import android. accounts. AccountManager ;
import android. content. Intent;

import android. os.Bundle;

import android. text. InputType;

import android. text. TextUtils;

import android.util.Log;

import android.view.View;

import android. view. Window;

import android.widget. EditText;

public class LoginActivity extends AccountAuthenticatorActivity {
private static final String TAG = AccountAuthenticatorActivity. class. getSimpleName() ;
private String mReAuthName = null;
private EditText mNameEdit = null;
private EditText mPassEdit = null;

@0verride
public void onCreate(Bundle icicle) |{
super. onCreate (icicle) ;

/] TS3—hrTAAVRT

requestWindowFeature Window. FEATURE_LEFT_ICON) ;

setContentView (R. layout. login_activity);

getWindow () . setFeatureDrawableResource (Window. FEATURE_LEFT_ICON,
android.R.drawable. ic_dialog_alert) ;

// widget #RDIFTEHL
mNameEdit = (EditText) findViewByld (R. id. username_edit) ;
mPassEdit = (EditText) findViewByld (R. id. password_edit);

// *iRA 2 3k O4F4A VEEActivity (F2AB Activity & L THOT7Z 7ML DHRET7 VR EEET S
// SMEBA A11E Intentttextras @ String B @ RE_AUTH_NAME 72+ L A Rkd7 Ly
// TOHEBAR String (& TextEdit#setText ). WebServicefflogin(). new Account ()<
// BIBE LTEINBZN, EALGXFINEZONTEMBEIRESLN EEZHELTLS
mReAuthName = getIntent().getStringExtra (JssecAuthenticator. RE_AUTH_NAME) ;
if (mReAuthName != null) {
// A—HY—LIEET LoginActivity NFUHESNI=D T, 1 —HF—LEHEFAL TS
mNameEdit. setText (mReAuthName) ;
mNameEdit. set InputType (InputType. TYPE_NULL) ;
mNameEdit. setFocusable (false) ;
mNameEdit. setEnabled(false);

J
/] BTA R B TRICERTSNS

public void handlelLogin (View view) {
String name = mNameEdit. getText().toString();
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String pass = mPassEdit. getText().toString();

if (TextUtils. isEmpty(name) || TextUtils. isEmpty (pass)) {
// ANENRETHDHIGEDNIE
setResu |t (RESULT_CANCELED) ;
finish();

}

/] AASNETHADY MERICKYV AV SA VY —ERIZRTA VT B
WebService web = new WebService() ;
String authToken = web. login(name, pass) ;
if (TextUtils. isEmpty (authToken)) {
// FBEEMEB L F-i5EDNE
setResu |t (RESULT_CANCELED) ;
finish();
}

/] UTF. BT A B NE

/] *ARA U L5k THOY MEROEIA C—Y o EDE T4« THEBERIIOTHALEL
Log. i (TAG, “WebService login succeeded”) ;

if (mReAuthName == null) {
// B A VR LT=F h 9> k% AccountManager (Z&$%9 3
// A >k 6% Account Manager [C/SRTJ— REEFE LA
AccountManager am = AccountManager. get (this) ;
Account account = new Account (name, JssecAuthenticator. JSSEC_ACCOUNT_TYPE) ;
am. addAccountExplicitly (account, null, null);
am. setAuthToken (account, JssecAuthenticator. JSSEC_AUTHTOKEN_TYPE, authToken) ;
Intent intent = new Intent();
intent. putExtra (AccountManager. KEY_ACCOUNT_NAME, name) ;
intent. putExtra (AccountManager. KEY_ACCOUNT_TYPE,

JssecAuthenticator. JSSEG_ACCOUNT_TYPE) ;

setAccountAuthenticatorResult (intent. getExtras()) ;
setResult (RESULT_OK, intent);

} else {
/) BBEL b—0 O ERHNT S
Bundle bundle = new Bundle () ;
bundle. putStr ing (AccountManager. KEY_ACCOUNT_NAME, name) ;
bundle. putStr ing (AccountManager. KEY_ACCOUNT_TYPE,

JssecAuthenticator. JSSEG_ACGOUNT_TYPE) ;

bundle. putStr ing (AccountManager. KEY_AUTHTOKEN, authToken);
setAccountAuthenticatorResult (bundle) ;
setResult (RESULT_OK) ;

}

finish () ;

334
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EREIZIE WebService V7SR IEIAZ—HRELLEH>THY., BICRALRILEEXFIERIEN I ELTRTH
VT IVEE(ZLoTLNS,

WebService.java
package org. jssec. android. accountmanager. webservice;

public class WebService {

/%

*x FUSAUY—ERDTH I N EEBBEEICTVERTEHEE

*

* @param username 7 H 7 k£ 3XEFES

* @param password /N 77— KX

* @return FREE b—0 U EIERY

*/

public String login(String username, String password) {
// % R4 > b T Authenticator £F4 >S54 o4 —ER &DBEIL HTTPS TITS
[/ BRBIZIE, H—N"—ELDBENEBEFRETEIMN. HUTILICOEEZ
return getAuthToken (username, password);

J

private String getAuthToken(String username, String password) {
// BRIZIEY—N—h 5, A=—0 L HRR TR Z RSN -EEZRET M
[/ TNz OE, BEFTHTICEEEERT
return “c2f981bda5f34190c0419e171160f45¢”;
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5.3.1.2. BMEBT7HWIUNEFIATS

WB7ZH IV rDBMERIEN I OBMBETIT IO TILA—KRELUTIZR T, 35—2DH U TILT S
[5.3.1.1 HBT7HIVFEEDIDNHKICAVA=ILENT WS EE(Z, BT IV RDEBMARIEN—2> OB
BNTES, [7HUERYHIIRN BEEITET7ZTIDERBENELDIGEIZFETRTRINS,

Phov b ERRTS

@ o201

B werhos rENRTS

B warho U b ENRTS

FHOY L EBNT D FNOVHEBNT B UFDPFUH, BEVOFZHADY M FNOYEBNT D
SHPOLATIMMEUITANLT
BE L~ VERBTS BEL—IVERETS WET. BEL—IVEWSTS
A JssecFnovrogy

o BBPHOVLEFRTS

FPhov &

user

COVIIRAREHILTHEAELLT
TH?

5.3-2 4> TN F7F) AccountManager User D EN{EEIE

RAV:
1. Authenticator AERDELDTHALEZERLTHSLTHY U MUEBEEERT S

FA7FT)D AndroidManifest.xml, % E7: Permission ZF|AEE , % E%: Permission [ZDULVTIEI5.3.3.1
Account Manager O F|A & Permission 1258,

AccountManager User/AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. accountmanager. user” >

<uses—-permission android:name="android. permission. GET_ACCOUNTS” />
<uses—permission android:name="android. permission. MANAGE_ACCOUNTS” />
<uses—permission android:name="android. permission. USE_CREDENTIALS” />

<application
android:allowBackup="false”
android:icon="@drawable/ic_launcher”
android: |abel="@str ing/app_name”
android:theme="@style/AppTheme” >
<activity
android:name=". UserActivity”
android: label="@string/app_name”
android:exported="true” >
{intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER" />
<{/intent-filter>
{/activity>
<{/application>
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<{/manifest>

FAT7TTID Activity, BEIE EDRE2E2y T 5HE addAcount()FET=IE getAuthToken()HEITEN 5, FEED
T Hh oo b2 AT 123G LT= Authenticator DMAMITH A7 —ANH DD T, IEFRD Authenticator ThH B LETE
LT THIVMLEBEIRO TSI EITEE,

UserActivity.java
package org. jssec. android. accountmanager. user;

import java. io. [OException;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. Uti ls;

import android. accounts. Account;

import android. accounts. AccountManager ;

import android. accounts. AccountManagerCal Iback;
import android. accounts. AccountManagerFuture;
import android. accounts. AuthenticatorDescription;
import android. accounts. AuthenticatorException;
import android. accounts. OperationCance ledException;
import android. app. Activity;

import android. content. Context;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class UserActivity extends Activity {

// ®EBY % Authenticator MiEK

private static final String JSSEC_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
private static final String JSSEC_TOKEN_TYPE = “webservice”;

private TextView mLogView;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity) ;

mLogView = (TextView)findViewByld (R. id. logview);
}

public void addAccount (View view) {
logLine() ;
logline("HLWFHY Y FEEBIMLET):

// *iRA 2k 1% Authenticator NIERD LD THIZ LEZHEEL TMSTHUY MLUIEBEZERT S
if (!checkAuthenticator()) return;

AccountManager am = AccountManager. get (this) ;
am. addAccount (JSSEG_AGCOUNT_TYPE, JSSEC_TOKEN_TYPE, null, null, this,
new AccountManagerCal |back<Bundle>() {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try {
Bundle result = future. getResult() ;
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String type = result. getString(AccountManager. KEY_ACCOUNT_TYPE) ;
String name = result. getString(AccountManager. KEY_ACCOUNT_NAME) ;
if (type != null && name != null) {
logLine"UUTFD7HD Y bEEBMLELE: ),
logLine("  7A™H FERI: %s”, type);
logLine (" Thor b4 %", name);
} else {
String code = result. getString (AccountManager. KEY_ERROR_CODE) ;
String msg = result. getString(AccountManager. KEY_ERROR_MESSAGE) ;
logline("7Hho Y FABMTEEHATLEY)
logLine(" T5—a—FK %s: %s”, code, msg);
}
} catch (OperationCanceledException e) |
} catch (AuthenticatorException e) {
} catch (IOException e) {
}
}
1
null);

J

public void getAuthToken(View view) {
logline() ;
|0gl_|ne (” }‘—7 \/EHK??EFLQE?—”) :

// %A > k 15 Authenticator NERMDILDTHZZEEZHRELTHLTHYY FMLUEBZERT S
if (lcheckAuthenticator ()) return;

AccountManager am = AccountManager. get (this) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
if (accounts. length > 0) {
Account account = accounts[0];
am. getAuthToken (account, JSSEC_TOKEN_TYPE, null, this,
new AccountManagerCal Iback<Bundle> () {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try {
Bundle result = future. getResult();
String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
String authtoken = result. getString (AccountManager. KEY_AUTHTOKEN) ;
logLine(" %s SA®Dk—% 2" name);
if (authtoken != null) {
logLine (” %s”, authtoken) ;
} else {
logLine (* R/TEELATLE,
}
} catch (OperationCanceledException e) |
logLine (" 45I4}: %s”, e.getClass (). getName()) ;
} catch (AuthenticatorException e) {
logLine (" 45I4}: %s”, e.getClass(). getName()) ;
} catch (I0Exception e) {
logLine (" fBI4t: %s”, e. getClass(). getName()) ;
}
}
},onull);
} else {
logline "7 H Y ENBFINTULELEA"),
}
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// R4 >k 1% Authenticator NERDEDTHBZ L5FERT S
private boolean checkAuthenticator () {
AccountManager am = AccountManager. get (this);
String pkgname = null;
for (AuthenticatorDescription ad : am. getAuthenticatorTypes()) {
if (JSSEC_ACCOUNT_TYPE. equals (ad. type)) {
pkgname = ad. packageName;
break;

}

if (pkgname == null) {
logLine (“Authenticator WRED2MY FEA");
return false;

}

logline(" FZHhor kB4 : %", JSSEC_ACCOUNT_TYPE) ;
logline (" Authenticator M/N\y s —% 7)),
logLine (" %s”, pkgname) ;

if (IPkgCert. test (this, pkgname, getTrustedCertificateHash(this))) {
logline (" IE}R®M Authenticator TlEHY FHA GEHZEFR—H) 7);
return false;

}

logLine (" IEFR® Authenticator T9");
return true;

J

// IEFR® Authenticator 7 71 MEEEAE /N ¥ 1 {E
// 2 FILF7 F1) JSSEC CertHash Checker TEEBAZE/ Ny 1{BEIIHERTES
private String getTrustedCertificateHash(Context context) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MIEBAE /Ny & 2 {E

return “OEFB7236 328348A9 89718BAD DF57F544 D5CCBAAE BIDB34BC 1E29DD26 F77C8255";

} else {
// keystore @ “my company key”DEFEAZ/\v < 2B

return “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”;

J

private void log(String str) {
mLogView. append (str) ;
}

private void logLine(String line) {
log(line + “¥n");

J

private void logLine(String fmt, Object... args) {
logLine (String. format (fmt, args));
}

private void logLine() {
log ("¥n");
}
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Package Info;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAl | (" “, “”);
return correctHash. equals (hash (ctx, pkgname));

J

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
PackageInfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BHELITHEHEL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return nul|;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256"). digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return nul|;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder ();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString () ;
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Authenticator 7)) &R E T AEICITUTDIL—ILEFDHE

1. Authenticator Zi2{#9 5 Service [XIEAFA Service £F3 (WHZE)
2. OY AVEME Activity (X Authenticator 7 7 TE&ET 5 (W78)
3. OF A Em@ Activity [E2F Activity ELTHD 7 TS DRET7 IV EREEET S (W78)
4. KEY_INTENT [ZIX. BY A2 E@E Activity DY SR E FEELZBTRM Intent 25X 5% (WHZH)
5. FHIOUMERCRIEN I HBED L T4IHERIEOT H AL (W ZE)
6. Account Manager [Z/XRT—R#RELAL (HE22)
7. Authenticator &EF S/ —EXED@EIEIL HTTPS TITS (78)

FR7I)ERETBRIZIZLUTDIL—ILEFEE,

1. Authenticator NIEERDEDTHAZ EFERLTHLT O MLUIBAEERT S (Wh78)
5.3.2.1. Authenticator #2495 Service (X3EZ B Service £9°5 (Wh78)

Authenticator 2t 9 % Service [ Account Manager Mo F|ASINDZEERHRELTHEY. D7 TUNTH
TRATETIEESRL, ELF Service £FBZLIZKY. DT TUDS DT I EREHRT HIENTES, iz
Account Manager [& system #ER TEEL TLNSDTIELAEA Service THHTHLT IR TED,

5.3.2.2. AJ A Em@ Activity | Authenticator 7 ) TERET 5 (s78)

FRT7 AU MEMB LUV BREBOGEICR RTINSO /VEEIE Authenticator 77 TEET
RETHD, A7 IVRITHBEICOT(VEREZAELTIIELHWD, COREBEOBETI/NNRT—FENSENHT
T T 4TIERET T THEL T EM Account Manager DFI B TH B, IEFFERT=, LLFIE 7 T4
TRTAVEEZERELTLESE, FIRT TN RT—F#FR->TLESZEIZAY., Account Manager @ B H
SRAELIZERET Lo TLES,

Authenticator 77UMNOS AV EERZRET S EIZEKY. O MV BEERERETEDDXIHERD L —F —1E1FIZ
[RBESND, CNIFEEHI7TIANEEQT AVFHA=Y. THOUREERLEEYEWS =T HO U NEEEZT S
FENENENSIETH S,

5.3.2.3. O AYEM@ Activity [Z2B Activity ELTHO 7 TULSDKRET HEREEET S (W7E)

nJ (> Em Activity I(EFIR7 ") DER TR T 5 H 4o TLVS, FIAT )& Authenticator 77 DE
ZMNELDEE(ICHOT (VEE Activity ARRSND-OIZIE, BT (VBT Activity (X226 Activity ELT
EELLZITNIEESIE,

A5 A Em Activity HA22F Activity THAEWSZEX. BEHDST7TUHHLEEISNSAREE A HDHELNSTE
THdH. ANT—RIE—UERLTIZESEWL, LEN-TI3.2 ANT—L20REMER-RT S I TR =&5% %t
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ROV EELD,

5.3.2.4. KEY_INTENT IZI&. B4 A B Activity D9 SR L EH5EL1-BARM Intent 252 5 (78)

Authenticator AA0% 1> EE Activity ZBE 1= &E(Z(F, Account Manager (23R Bundle dd(zasd 4>

E@E Activity Z#2E19 % Intent  KEY_INTENT TH5ZX5Z&IZH>T VS, C2THZ 5 Intent (XA 1V

Activity 27 SR THEE T HBRM Intent TRIFNILESEWD, LT Va0 BIEE DB Intent ZEEL T

LESE. Authenticator 77UABLHEL-0Y (2 EE Activity TIZEL, D7 FTIAEHEL - Activity HFE

BSNAA N ELTLEILSE, BEH ST TINEROOST (VEREICEE -0 (1 BEEmERAELTLV:
S ADOTAVEETLI—Y—NNRT—RZAALTLESI BRI H S,

5.3.2.5. 7HVUMERORBEN—IUGED LI TATHERIFOT H AL (WH78)

FUSAY—ERIZERKT D7 TV IE. TORRBELTTRGERABIZBLTH, AU/ —ERITF3EGERT
ERONSITLICREINEIEDH D, ERCTEHVRRIEZIKIEY . R T—VBRIEOBERE. &E70
IVDOEEIRX, Permission TR, RIAELT—HERRTH S, HLERADYIYR TEBERELT, TOY SLRER
THRoNEFEHREZATH N TEEREL L ADND,

INATT—R O ED L T4TRERITRLTOT B ALTIEHGSEL, OS ERITtDO 7 T) hidd
HRAMBIENTEA-OFEMBEDORRELAYM RGNS, THOURELRELEE(COEMNBZEEIZIXA
SJHALTIFESELY,

5.3.2.6. Account Manager [Z/8R2T—RZREEFLALY (HE2)

Account Manager [Z&$k T BT HOUMZIX, INRT—RERFEN—I2 D 2 DD EIHEREFREFETHENTES,
hoDERITRDTALIR)D accounts.db DHIZEXT(DFYEELShT) RESNSD,

*Android 4.1 LLRT]

/data/system/accounts.db

-Android 4.2 L%

/data/system/users/0/accounts.db

¥Android 4.2 IR EYILFL—HF—BENYR—IEN TS, 2—F—IZ&DhELTALIMARESN
BEIITERTEIN TS,

Z® accounts.db DRBRZEFHEAENST=HIZIE root R FE /(& system HEEHNDETHY. H1ERD Android fm=EK
TIEHRAIBDENTERL, BL, WEE(Z root #ERAS system #ERMNEHNTLESHESS A Android OS (2
HHHEIZIL, accounts.db D FITHEFSNRIIFHRMNBIRICSOINEILITHED,

ZDIEETHRANLTLVS Authenticator 77V (&, Account Manager [ZEREEN—VV [ZRET HH, 2—H—D /N
AJ)— r‘[i{%ﬁb&t\nln-l-&L/—CL\%)o —E(Dﬁﬂlasﬁlollfll 71_-/7’{-/'6' [:X' %%}LE’JI ?&%JLL/—CL\*L(is uL.nJ-.El“_
S DEDHBNERINZDON—RETH S0, INRAT—FERELLEVNRATTHRTH DI ENSLY,
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REER—I U [E— ISR T =R EYELFHEIRNELS, WO TELEMDIETELHEAH S, LDIEFELMETORE
FEHRTHD, F—. BNV UDNRELIZELTH, BRIV ZEBNIE T HENTES =0, FBEEF—V 2 13N
AT—FRICEARREENTNEIN TS, BN EM SN B ST —F—EEL5—E/RT—F
ZAALTHLVEREIM VIV EBME T RIL KLY,

NAT—FWNRELIGE . NRAT—FEEMELTLES L ERA—F —[EF 0S5/ —ERZRIATEGL LG
TLFES COLIGIGE . It A—RIEFENBELLGO>TLEIHORZFLIARMIFBEET S, PZIZ Account
Manager [Z/ART—RZERETHHTEITESLITRITEIRETH D, ESLTENRT—FERET HHRETZELE
[FTNIEESEMEEE, ISRT—FZEEEEL T B EIEOREHFIL T ILE BERIN—RI DO =TT
MEREEET D &2,

5.3.2.7. Authenticator &AM —EREDEEIL HTTPS TS (h78)

IR —R OB =TV VWO LB FEREVN D, CNEFE=ZFICEDODNTLEIE EZFENI—F —IZHY
FTELTESILIZH B, Authenticator [FA L SAU P —ERESSLERIIEREEZIETHEIZHAD T,
HTTPS DR EMH DL L-EESILBEARTERELLZFNIFESL,

5.3.2.8. Authenticator NIERDELDTHA_EZHERL THLT OV ML EERET S (Wh78)

HRIZCEI—DT7Ho 2 A4TE2F HLT- Authenticator NEMEFEEITIEE. KIZTAVAM—ILEaNT=
Authenticator BN E #2725, BS M Authenticator BARICAVAM—ILENTGEEIZIEFAINGNENSZET
H5,

HLEIZAVRb—)LEn Tz Authenticator BRIV IT7IZKBBETHOIEEICIE. A—F—DBAALITHD
UMEBRNTILDITIZEONTLEIBRNALH D, FIAT7 TVIET oV MEEEATI T AU RIATIZDLV T IE
D Authenticator MZDTHIVRIATIZEIYETONTNDILEFRERLTH S, THO U MEEEEEL T
nIFEsiiy,

HEITHIURIATIZEIY B THNTLVS Authenticator NIEEFRDBLD THS ML, ZD Authenticator #E T/
Vr—T OFEAE NV AEE, BRICHERELTVWSERDIRE NV A EE—HT ENEINTHERTED, HL
HENYDAEA—HBLEWVWIENHBALZBE. TOTHAVURIATICEYHETONRTLSERLAL
Authenticator & L/I\V7r—CET VAV A= T B L3 —H—Z R T LWV oo EE T ZEMNEELLY,
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5.3.3. 7NV RE

5.3.3.1. Account Manager @ F|f& Permission

AccountManager 75ADE A YR EFET B=0IZ(F. 7F)®D AndroidManifest.xml IZZFNZF B IE 7R
Permission DFAEEZT AUEMNH S, Permission EAVIYRDXIEEER 5.3-112FF,

% 5.3-1 Account Manager DO###E& Permission
Account Manager H\Z{it 9 Bi4AE

Permission AYYR ELL]
AUTHENTICATE_ACCOUNTS getPassword() INAT—RDOREF
(Authenticator ERIL#TE % | getUserData() FAEFEROBRSF
&hi-Package OAFIFATHEE) | addAccountExplicitly() FTHhH kD DB ~MD3EHN

peekAuthToken() Fryviadnf-t—I> DM

setAuthToken() FREL—Y> D&

setPassword() IRRAT—FDEE

setUserData() FAEBRORE

renameAccount() FTHIVNEDER
GET_ACCOUNTS getAccounts() FTRTDT7HhOUrO—ERG

getAccountsByType() FhOURERATHRRECTHIV D

—EnE

getAccountsByTypeAndFeatures() BEL-#EEEH =-7ho kD

—EmF

addOnAccountsUpdatedListener() ARVR)RF—D &%

hasFeatures() lEEL-HEDHE
MANAGE_ACCOUNTS getAuthTokenByFeatures() EEL-WEEEHFEOTHVUIDR
SEM—D  DEIG
addAccount() A—H—~DOT7HIUNEMER
removeAccount() FHIULDHEIG
clearPassword() AV ESNOY kL4
updateCredentials() A—HF—A~AD/INRT—RLEFEFE
editProperties() Authenticator DR EZLE
confirmCredentials() A—HF—A~ADNRRAT—FEAILE
i
USE_CREDENTIALS getAuthToken() REEM—Y DS
blockingGetAuthToken() BREEN—Y  DEE
MANAGE_ACCOUNTS invalidateAuthToken() Fryviasnt=-t—o>DHI

EJ=ES
USE_CREDENTIALS
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ZZT. AUTHENTICATE_ACCOUNTS Permission DA ELGZAY YR BEEESIZEIZIE Permission [ZHIA T/
r—TDERRICEATLHHIBRMNRITENATINS, BRMIZIL, Authenticator ZRET B\ —CDELITES
BEAVIREFESIT T) DI T—D DERITHESRLVELC TRITNIXESA, TDT=6. Authenticator LLSHZ
AUTHENTICATE_ACCOUNTS Permission Db EGEAYYREEES 7 ) EE M9 SBEIZ(X. Authenticator &
FECMTEREHRT C&ITHS,

Android Studio TORFEDRRICIFFZEL-ELRNEETHEOLNAO. BOZLEEHE I Permission 72
(T TRECEEHRAHETLED BITTIIICE>TERREEV R T TSR E L. COFIREEELTT
TVIFEIREEETIDHENHDIDTEEET S L, £i=. Account Manager Mo BB T 5T —AIZIEE VT
1 TREBRINEENS=H. BEOREMALEDYRIEBLT KSICHRWNNIEHFET DL

5.3.3.2. Android 4.0.x TIEFIA7 )& Authenticator 7 7D B BNELHEFINNAFKEET S

Authenticator Z& T Authenticator 77 LR HHFKEER TERINFIAT7 TN LRI —T O EIEH

BEMERENT-IZE . Account Manager [FEREE~—2 2 {5 FIEFFEEI I (GrantCredentialsPermissionActivity)

FERALTCA—Y—ICRAM V> DERAEEHERT 5, LML, Android 4.0.x @ Android Framework [Z[&

TEEHAHY. Account Manager [IZ&>TIDEEMNBEINIZEIG, FINHAFREL, 7TTINBHETLTLES

(B 5.3-3), FE & DML https://code.google.com/p/android/issues/detail?id=23421 [ZiE&EHIh
T, Android 4.1.x LIETIEZOFEEIEAELY,

Android 4.0.x Android 4.1.x

2 Access request

The following one or more apps
request permission to access your
account, now and in the future.

e AuthenticatorUser
e JSSEC Account

user

Unfortunately, Android System JSSEC Web Service

has stopped.
Do you want to allow this request?

5.3-3Android BEDEE I ERSEERERRL-BES
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I 5.4. HTTPS C&ET3

AX—RITAT TVEAEA—FIELED Web H—/N—LBETIEDONZ, ZOREAKXELTHLHAFTIE
HTTP & HTTPS @ 2 ARICEB T4, 2D 2 ARXDH6. EFa)TADEHRATIE HTTPS ITKBEEMNEFELLY,
1 4E Google 4> Facebook HEKRF D Web H—E R(F HTTPS [C&BEHREREARLETEELSIZEHH>TET =,

2012 £I1Z(% Android 77D HTTPS BIEDEREFEIZE TARMEMNEGEHEEINT=, CNIFEETERE=E
AR RITEN=Y—/N\—FEBHETIIAL, IR ITINY—/\—FIAE (L&, TSAX—FEBAE L
SMIZKYEBERINTLVST AN Web —/N\—(ZEHR T 5=-OICRESh=-RGETHEHEHEINDS,

CORETIE. HTTPE LU HTTPS BIEDAEICDNTERBAT 5, HTTPS BIEDHEICIE, TIAR—IEHET
BRI TS Web —/N—CR2ITEGT HAELED,

5.4.1. ¥>J)La—F

FRLTWA7 T DREELEOHFEERFZ. B 5.4-1 TRV TILa—FERIRT S L,

C L& )

Yes

T T4 IUERE
EEFEERETEIN?

s — \—y

No \/

H— \m No

CANFEITLIzH—/\—
SEBREEESIM ?

A4

A4

HTTPEIET % HTTPSEIET S FHISEBAE THTTPSEIET %

5.4-1 HTTP/HTTPS ®Y> TN a—F&8IRTH70—Fv—Fk

T TAIRIEREERIET HIH BT SSL/TLS TRERBMNES LS HTTPS BIEEZAL\S. HTTPS BIE%Z
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AWEIESIHABRWNE O TAORERELTIUTOLILIDAH S,

Web 4—EZX~A®OS A2 ID, /1S\AT—FK
FRIDRREE A IS I A-ODIEHR (v 3> ID. b—5> ., Cookie DIEHEE)
ZDih Web —E ZDFHEICKHLE-EEFR-WEHER BEANEROILSYEI—RIEREE)

CCTRELBEOTWBRI—RITAVT T)IE —N—LBIEETOIETEEL. BEINLE AT LO—E%EE
2TV%, ST, BIEDEDERS % HTTP £LLIE HTTPS £F5DMNDNTIE, Y RAT LS AREEEL TEYA
X ATHRH XTI T4 ERT ZE HTTP E HTTPS OBIEAXDEWNIR 5.4-1 #BEI1ZFTBHE,
F-HUTILaA—RDEBWNIDNTIER 5.4-2 25 EI1ZT5HIL,

& 5.4-1 HTTPHEEAR, HTTPS BEARXDLLE

HTTP HTTPS
LETE URL http://THR%E5 https://TIRES
BIENEDESE 7L HY
BIERABRDRS AR ) a
ER LY —/\—DEE A A
wE REFICLDBEENBDHEARY = i
YRy | KEEBIZLDEEABDESHZ = i
TT) DB —N—~ D1 =) i

& 5.4-2 HTTP/HTTPS EED Y TIa—FDFHEA

Yo7 )La—k $CAH] o T TIE | Y—N\—iIRE
H|MDEZE
HTTP&1E9 % HTTP X -
HTTPS ®{E9 % | HTTPS @) Cybertrust 4> VeriSign ENE=FFRIAHIC & YU FKT
Sht=Hy—N\—itHE
754 R— ~EE | HTTPS O T4 ~— ERE
BRZE T HTTPS & XA S H—N—PTFTR I HY—N—TRL{HbBN
EI% 5B RE

8 Android MY R—RLIBELLFEHNTLVS HTTP/HTTPS :@1ERA APl (XLLT®D 2 D03H5, ZDEEETIE,
FTIVBE LB EL HTTP 547> T&H S HttpURLConnection ZFE->1=H>7)La—K&B&E LTS,

® JavaSDK H3k® java.net.HttpURLConnection/javax.net.ssl.HttpsURLConnection
® Apache HttpComponent B3 ® Apache HttpClient 547351
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5.4.1.1. HTTP&IET S

HTTP BETEZETIERIE TR THEEITERE -SASNSATREEL H D LERTIRELE T NIXESAEL,
FEEREEY—N\—LREENBAELEAYOY —N\—(THERHT A2 EAH A ELRMRELA T NIEHRSAN,
DEIGAHRICEVTHHENELCLL, FIEHFRERICNELIREDTIVIZEWTOH, HTTP EEEFIAT
x5, ISL-EHREZ T ANLONGENT TYIZDLTIEI5.4.1.2 HTTPS BIETH1405.4.1.3 TS5/ X—KEIEEH
ETHTTPS BIETHI15EHITHIL,

LUTDOHYTIILa—FIE, Web Y—/\— L TEBREZITL. RREGZNBLTERTTS7IITHS, 1 ED#KR
RTH—/N\—LHTTP&IEZ 2 El1T5, | B EDRBETEGKRFREZEKL. 2 BIEHDBETEBRERET S, UIX
LyR TOBEEEITH=0IZ. AsyncTask ZRIALTEELERD T —HI—AL YR EERLTLNS, Web H—/\
—LDBETERETLHRIBIE. EROBREXFI. EHRD URL, BHRT —31=H, ENbE T4 T4 ERITA
WERELTWND, ZDT=0, RIET—FTHHEERD URL LEZRT—2(F. KEENAELEREROT—4TH
BHEEEEN DD, BEDT=D. Yo TN aA— R TIERET DN KRBET I THO>TEHBRINDIELTHERERELT
WY, Tz, RIEROEHIZEYJSON N—REFOER T —2ER TS ARFICHKETHAREHED HHHIHMIHT S
BINLEEZEEL TS, 7T)DERICIEC CEYNCNEERET ILENHDHLITEETHIL,

RAVP:
1. EET AR ITA4IRERES O
2. RETANKBENCOREETITHIGEEZEETS

HttplmageSearch.java
package org. jssec. android. https. imagesearch;

import android. os. AsyncTask;

import org. json. JSONException;
import org. json. JSONOb ject;

import java. io.BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. [0OException;

import java.net. HttpURLConnection;
import java.net.URL;

public abstract class HttplmageSearch extends AsyncTask<String, Void, Object> {

@verride

protected Object dolnBackground (String... params) {
byte[] responseArray;
//
// BE1ER : EgRET S
//

/] *RA U b1k FET—RI2E VT4 TRERESOHLEL
// BB FINEEET S
StringBui lder s = new StringBuilder () ;
for (String param : params) {
s. append (param) ;
s. append (' +) ;
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}
s.deleteCharAt (s. length(Q) - 1);

String search_url = “http://ajax. googleapis. com/ajax/services/search/images?v=1. 0&q=" +
s.toString();

responseArray = getByteArray (search_url) ;
if (responseArray == null) {
return nul | ;

}

/] KkRAU 2k ZEET—ADKBENCDEET—ITHIEEERET D
/] TN OERBRENKBENODT—E2 THESHEDONEB(TEIZ
/] B FILIZDE JSON /S— R EEDFI M LIR (T EIF
String image_url;
try {

String json = new String(responseArray) ;

image_ur| = new JSONObject (json).getJSONOb ject (“responseData”)

.getJSONArray (“results”). getJSONOb ject (0). getString (“url”) ;

} catch(JSONException e) {

return e;
}
//
// BE2EE : BREIRET S
//
/] *IRA b Ik EFET—2I2EUOT4 THIERESHEL
if (image_ur!l !'=null ) {

responseArray = getByteArray (image_url);
if (responseArray == null) {
return null;
}
}

/] *KRAU b 2%k ZRIET—SHKBENSDEET—FITHIEEEEETS
return responseArray;

J

private byte[] getByteArray(String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
int length;

try {
URL url = new URL(strUrl);
response = (HttpURLConnection) url.openConnection();
response. setRequestMethod (“GET”) ;
response. connect () ;
checkResponse (response) ;

inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;

while ((length = inputStream. read(buff)) != -1) {
if (length > 0) {
responseArray.write (buff, 0, length);

}
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}
result = responseArray. toByteArray () ;
} catch (I0Exception e) {
e. printStackTrace() ;
} finally {
if (inputStream != null) {
try {
inputStream. close();
} catch (IOException e) {
// Bl REREE| =
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (IOException e) {
// BlSLER (LB =
}
}
}
return result;

J

private void checkResponse (HttpURLConnection response) throws I0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new I10Exception (“HttpStatus: “ + statusCode) ;
}

ImageSearchActivity.java
package org. jssec. android. https. imagesearch;

import android. app. Activity;

import android. graphics.Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android. view. View;

import android.widget. EditText;

import android.widget. ImageView;
import android.widget. TextView;

public class ImageSearchActivity extends Activity {

private EditText mQueryBox;

private TextView mMsgBox;

private ImageView mImgBox;

private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mQueryBox = (EditText) findViewByld(R. id. querybox) ;
mMsgBox = (TextView)findViewByld(R. id. msgbox) ;
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mImgBox = (ImageView)findViewByld (R. id. imageview);
]

@verride

protected void onPause() {
/] ZDHE Activity NIEESN S HEEELNH SN TIERYPMLEFF v oL L THL
if (mAsyncTask != null) mAsyncTask. cancel (true);
super. onPause () ;

J

public void onHttpSearchClick (View view) {
String query = mQueryBox. getText (). toString () ;
mMsgBox. setText ("HTTP:” + query);
mImgBox. setImageBitmap (null);

// BERIOERBALENEHL - THWNZ LI HIDTEr oEILLTHEL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;

// Ul ALy FTRIELTIEHSE DT, AsyncTask IZ&Y T7—Hh—X Ly FTRIET S
mAsyncTask = new HttplmageSearch() {
@0verride
protected void onPostExecute (Object result) {
// UL ALy FCRIEHREZLET S
if (result = null) {
mMsgBox. append (“¥n B4+ FEAYN") ;
} else if (result instanceof Exception) |{
Exception e = (Exception)result;
mMsgBox. append ("¥n {FI5+ FEAEYN" + e. toString()) ;
} else {
/] B T D EER R ROBEOFISN LR TEZ
byte[] data = (byte[I)result;
Bitmap bmp = BitmapFactory.decodeByteArray (data, 0, data. length);
mImgBox. setImageBitmap (bmp) ;
}

}.execute (query): // BFEIXFFI%EE L TIERLINIEEBIA
}

public void onHttpsSearchClick (View view) {
String query = mQueryBox. getText (). toString () ;
mMsgBox. setText ("HTTPS:” + query) ;
mImgBox. set ImageBitmap (hull);

// ERIOERIBNENEHL > THEN E3HI2DOTEr oEILLTEL
if (mAsyncTask != null) mAsyncTask. cancel (true);

// UL ALy FCRBIELTIELESLELDT, AsyncTask Ik Y T—HhH—RAL v FTREIET S
mAsyncTask = new HttpsImageSearch() {
@verride
protected void onPostExecute (Object result) {
// Ul ALy FTRERRELET S
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n G5} FEHE¥n" + e. toString()) ;
} else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory.decodeByteArray (data, 0, data. length);
mlmgBox. setImageBi tmap (bmp) ;

}
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}.execute (query):  // BREXFIIEE L TIFRNE ZELR

AndroidManifest.xml

<{manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. https. imagesearch”
android:versionCode="1"
android:versionName="1.0">

<uses—permission android:name="android. permission. INTERNET"/>

<application
android:icon="@drawable/ic_launcher”
android:al lowBackup="false”
android: label="@str ing/app_name” >
<activity
android:name=". ImageSearchActivity”
android: label="@string/app_name”
android:theme="@android:style/Theme. Light”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>
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5.4.1.2. HTTPS&EET D

HTTPS BIETITERIET 5T — AN BILSN AT T HRE Y —N\—DERYN ESH DIREEBITHN S,
ZDT=OIZHTTPS BIERIBERD /NS AV RBIZEWNT, Y—/N\—moEoh TS Y —/\—FERAZITHL T,
Android @ HTTPS 5473 RETRD L5748 R TN TTHh N b,

E=ERHRICLYBLINY —N\—HHETHEE
H—N—HEOHREN BN THIHL
H—/\—3EBIE D Subject ® CN &, %Y —/ \—DRR B A —FLTNBIE

NODIREEITRERT DEH—/\—FEAEREET 5— (SSLException) N RAET 5, Y —/\—FIBREIZFHEAH D
HE. LI EENTHERE S ZLCVDGERICCOIT—ARET D, T7—MNRELLFZEICE. TT)O
RIS CTEYGLEZRTIOLEAHIRITERET S &

CCTCRE=ZFHZARDOETINY—N—FIAZETERIN TS Web H—/\—IZH#EI S HTTPS BED
YU TINa—FRERYT EZBRARISRITINI- Y —N\—FIAETII AL RRMICRTLUEZY— /N —FIHET
HTTPS BIEZETRLI-LMESIZ(E5.4.1.3 TSAR—NIBAETHTTPS BIET SIS BT HL,

UTOHUTILa—KRIE, Web —/"\— E TEBEREZTV. RREBERBLTERERTES7ITITHD. | BDE
RTHY—/\—& HTTPS #iE% 2 E175, 1 HEDRBIETEHGZEREZEMRL. 2 BB DEETEBRZRET 5. Ul
ALYR TOBEEETHT=6HIZ, AsyncTask ZF AL TEENERD T —H—XL YR EERLTLVS, Web H—
N—LDBIETERIETHERIE. BEBOBREFI. EED URL, BfET—4T,. ETEV I TAILREREAT
LTULB, E£f=. fED =&, SSLException [Zx L TIEA—H—~DEHEEDFIN LB EIT O TLVEWLA, 7T
DERRICIGCTHEYGNEERETILELH D,

RAVb:

1. URI (X https:// TR

2. FEET AL TAIHEREEHTEL

3. HTTPS #ELI=H—/N\—DoDT—2THOTH, RIETHDRLMEHRT S
4. SSLException [ZxLT7ZIIIZEL =B B ZE1TS

HttpsimageSearch.java
package org. jssec. android. https. imagesearch;

import org. json. JSONException;
import org. json. JSONOb ject;

import android. os. AsyncTask;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;

HEBERE(CDOWTIEIROR—UFSEE, http:/ /www.ipa.go.jp/about/press/20140919_1.html
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import java. io. [0Exception;
import java.net. HttpURLConnection;
import java.net.URL;

public abstract class HttpsImageSearch extends AsyncTask<String, Void, Object> {

@verride

protected Object dolnBackground (String... params) {
byte[] responseArray;
//
// BE1EEB : Eg#RERT S
//

// R4 >k 1% URI (& https://THR® S
/] *RA b2k FET—AIZEUOTa THEBERESHT KWL
StringBuilder s = new StringBuilder ();
for (String param : params) {
s. append (param) ;
s. append (' +') ;
}
s.deleteCharAt (s. length() - 1);

String search_url = "https://ajax. googleapis. com/ajax/services/search/images?v=1.0&g=" +
s.toString() ;

responseArray = getByteArray(search_url) ;
if (responseArray == null) {
return nul l;

}

// *RA 2k 3Ik HITPS G L 1= —N—WoDT—E2 TH-TH, RET—2DRLMEHRTS
[/ U TIWIZDFEE, 13.2 AAT—2DNREMEREDRT 51 #38E,
String image_url;
try {

String json = new String(responseArray) ;

image_ur| = new JSONObject (json).getJSONOb ject (“responseData™)

.getJSONArray (“results”). getJSONOb ject (0). getString ("ur1”) ;

} catch(JSONException e) {

return e;

}

//
// BE2EE : BRERGT S
//

// kR4 >k 1% URI (X https://Thh&h 3
/] KkRAU 2k BFET—RI2EUVT4 ITHEBERESOHTEL
if (image_url != null ) {

responseArray = getByteArray(image_url);

if (responseArray == null) {

return null;

}

}

return responseArray;

J

private byte[] getByteArray(String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
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HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
int length;

try {
URL ur! = new URL(strUrl);
response = (HttpURLConnection) url.openConnection();
response. setRequestMethod (“GET”) ;
response. connect () ;
checkResponse (response) ;

inputStream = new BufferedInputStream(response. getInputStream());
responseArray = new ByteArrayOutputStream() ;

while ((length = inputStream. read(buff)) != -1) {
if (length > 0) {
responseArray. write (buff, 0, length);
}
}

result = responseArray. toByteArray () ;
} catch (IOException e) {
e. printStackTrace() ;
} finally {
if (inputStream != null) {
try |
inputStream. close() ;
} catch (IOException e) {
// ISR EIZ
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (IOException e) {
// ISR EIZ
}
}
}

return result;

J

private void checkResponse (HttpURLConnection response) throws I0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new I0Exception (“HttpStatus: “ + statusCode) ;

}

Yo TINA—F DD T7AILICDNTIEN5.4.1.1 HTTPEETSIEHALTLADTI5.4.1.1 HTTP&E{ET 5.
LERI DL
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5.4.1.3. FSAR—NIBAETHTTPS BIET S

CCTIRE=ZFRIARMNOREITIN Y —/N\—FIBAE TIEHL, FARIZRITLIz Y —N\—SIAZE (TS51R— I
£)T HTTPS BIEZT A YU TILI—RERT , TIARN—IRARDIL—FEAE L TF/X—MEAE DR A
EB LU Web H—/3N—® HTTPS SREICDLTIHI5.4.3.1 FSAR—MIBEDERAZES—N—RTE 123
EZTBIE F=HUTNLTOY SLD assets FD cacert.crt F77AILIETSIAR—LRBIEBDIL—ERED 7
AL THS,

LUTDHTILa—RIE, Web H—/\—EDEBERBLTERTRTH7 ) THD, Web —/\—LIEHTTPS M
W=B1EZ1TS. Ul AL YR TOEEZEITHT=6IZ. AsyncTask #F AL TEELEBRADT —H—ALyREER

LT %, Web H—/N—LDBETERETHFEMIEBRD URLEERT—2T. COYUTILTIHEEL VY
FAIIIEREAZLTIND, £-. EDI=8. SSLException 2L TIXA—HF—~DBEENEEDFISNIEZE1T
DTWEWLND, ZHDOEFRICIHEC TEV G LEEZEET ILELNH D,

KAk

1. TSAR—I BB DI —ERE TH—/N\—iIHEFRIIT 5

2. URI (& https:// Tia&HSB

3. BRETRTEVITAILEREEHTEL

4. BETAIEEGEY—/N\—LRECEEIZIERLTEL

5. SSLException [ZxL1—H—IT@MNT 2F D@ LEHINLEET S

PrivateCertificateHttpsGet.java
package org. jssec. android. https. privatecertificate;

import java. io.BufferedInputStream;
import java. io.ByteArrayOutputStream;
import java. io. [0OException;

import java.net. HttpURLConnection;
import java.net.URL;

import java. security.KeyStore;

import java. security. SecureRandom;

import javax.net. ssl.HostnameVerifier;
import javax.net. ss|.HttpsURLConnection;
import javax.net. ssl.SSLContext;

import javax.net. ss|.SSLException;

import javax.net. ssl.SSLSession;

import javax.net. ssl. TrustManagerFactory;

import android. content. Context;
import android. os. AsyncTask;

public abstract class PrivateCertificateHttpsGet extends AsyncTask<String, Void, Object> {
private Context mContext;

public PrivateCertificateHttpsGet (Context context) {
mContext = context;

J
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@verride

protected Object dolnBackground (String... params) {
TrustManagerFactory trustManager;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
byte[] buff = new byte[1024];
int length;

try {
URL url = new URL(params[0]);
/] *iRA Uk 1k TS5A4R—rEIBRETH—/N\—IIBAEFKRIIT S
// assets [CHIMLTHEW=TS5 4 R— FEBAEL1TEET KeyStore #RE
KeyStore ks = KeyStoreUtil. getEmptyKeyStore();
KeyStoreUtil. loadX509Certificate (ks
mContext. getResources () . getAssets (). open(“cacert.crt”)) ;

// "R b BDRIEZEITS
HttpsURLConnect ion. setDefaultHostnameVerifier (new HostnameVerifier (0 {
@0verride
public boolean verify(String hostname, SSLSession session) {
if (Thostname. equals(session. getPeerHost())) {
return false;
}

return true;
DE

// R4 >k 2% URI [& https://Ta&H 3

/] KRA Uk Ik BET—RIZEUVT 4 THERESHTELL

trustManager = TrustManagerFactory. getInstance (TrustManagerFactory. getDefaul tAlgorithm()) ;
trustManager. init(ks) ;

SSLContext sslCon = SSLContext. getInstance ("TLS”) ;

sslCon. init(hul I, trustManager. getTrustManagers (), new SecureRandom());

HttpURLConnection con = (HttpURLConnection)url. openConnection() ;
HttpsURLConnection response = (HttpsURLConnection)con;
response. setDefaul tSSLSocketFactory (ss|Con. getSocketFactory()) ;

response. setSSLSocketFactory (ss1Con. getSocketFactory () ;
checkResponse (response) ;

/] KkRA b bk RIET—AEEHEY—/N\—LRILEEICERLTLL
inputStream = new BufferedInputStream(response. get InputStream())
responseArray = new ByteArrayOutputStream() ;
while ((length = inputStream. read(buff)) 1= -1) {
if (length > 0) {
responseArray.write (buff, 0, length);
}
}
return responseArray. toByteArray() ;
} catch(SSLException e) {
// %A >k 5% SSLException (23t L1 —H—IZ @M 2 EDEY)HFINNIEET 3
/] B Tz DE LB LR Z
return e;
} catch(Exception e) {
return e;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
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} catch (Exception e) {
// Bl RERIX B
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (Exception e) {
// Bl REREE| =
}

J

private void checkResponse (HttpURLConnection response) throws I0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new [OException ("HttpStatus: “ + statusCode) ;
}

KeyStoreUtil.java
package org. jssec. android. https. privatecertificate;

import java. io. [OException;

import java. io. InputStream;

import java. security.KeyStore;

import java. security. KeyStoreException;

import java. secur ity. NoSuchAlgorithmException;
import java.security.cert.Certificate;

import java. security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java. security.cert.X509Certificate;
import java.util.Enumeration;

public class KeyStoreUtil {
public static KeyStore getEmptyKeyStore () throws KeyStoreException,
NoSuchA | gor ithmException, CertificateException, I0Exception {
KeyStore ks = KeyStore. getlnstance ("BKS”) ;
ks. load(nul 1) ;
return ks;

J

public static void loadAndroidCAStore (KeyStore ks)

throws KeyStoreException, NoSuchAlgorithmException,
CertificateException, I0Exception {

KeyStore aks = KeyStore. getInstance (“AndroidCAStore”) ;

aks. load(null) ;

Enumeration<String> aliases = aks.aliases() ;

while (aliases.hasMoreElements () {
String alias = aliases. nextElement () ;
Certificate cert = aks. getCertificate(alias) ;
ks.setCertificateEntry(alias, cert);

J

public static void loadX509Certificate(KeyStore ks, InputStream is)

358 All rights reserved © Japan Smartphone Security Association. HTTPS CRIE 9



recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

throws CertificateException, KeyStoreException {

try {
CertificateFactory factory = CertificateFactory. getInstance ("X5097) ;
X509Certificate x609 = (X509Certificate)factory. generateCertificate(is) ;
String alias = x509. getSub jectDN() . getName () ;
ks.setCertificateEntry(alias, x509);

} finally {
try { is.close(); } catch (IOException e) { /* B4\ LIRILEIE */ }

}

PrivateCertificateHttpsActivity.java
package org. jssec. android. https. privatecertificate;

import android. app. Activity;

import android. graphics.Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android.widget. ImageView;
import android.widget. TextView;

public class PrivateCertificateHttpsActivity extends Activity {

private EditText mUr|Box;
private TextView mMsgBox;
private ImageView mImgBox;
private AsyncTask<String, Void, Object> mAsyncTask ;

@verride

public void onCreate (Bundle savedlnstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mUr IBox = (EditText)findViewById(R. id. ur Ibox) ;
mMsgBox = (TextView)findViewById(R. id. msgbox) ;
mImgBox = (ImageView)findViewByld (R. id. imageview);

J

@verride

protected void onPause() {
/] SDHE Activity MEEESN S AEEELNH SN TIERMPALEFF v oL L THL
if (mAsyncTask != null) mAsyncTask. cancel (true);
super. onPause () ;

J

public void onClick (View view) {
String url = mUrlBox. getText().toString();
mMsgBox. setText (url) ;
mImgBox. set ImageBitmap (null) ;

// ERIOERIBNENEHL>THENI EE3HI2DTEFrUEILLTEL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;

// Ul ALy FTRIELTIEAGSELD T, AsyncTask IZ&Y T7—Hh—X Ly KTRIET S
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mAsyncTask = new PrivateCertificateHttpsGet (this) {
@verride
protected void onPostExecute (Object result) {
// UL ALy FTRIEHKREZLET S
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n fFI5+ FEAEYN" + e. toString()) ;
} else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. setImageBi tmap (bmp) ;
}
}
}.execute (url); // URL %jE L TIEFEAMIE ZFHA
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5.4.2. JL—ILTvH

HTTP&{E. HTTPS BIE 9 B BICITUTDIL—ILESFEHI L,

1. o TR ERIEHTTPS BIETERIETS (WH7E)
2. HTTPR{ETHZET 2DRLMEHRT S (Wh7R)
3. SSLException [Z®LA—Y—IZ@EANT 2 F D ELEH SN NEET S (Wh7R)
4. ¥B® TrustManager Z{ES7LY (78)
5. JRE® HostnameVerifier [X{ESARLY (7R)
5.4.2.1. €U TA4THERIEHTTPS BIETRERIET S (Wh2E)

HTTP Z#E-1-BETIX. ERETHERDEE - WA, T3, BRET—N\—DOLGYTELIEI LA REMED
0Hb. T TAIIERITHTTPS BIETERIET S,

5.4.2.2. HTTP BIETRRET—HNDREMEHERTS (78)

HTTP BIEICHITHRET —RIEREENFIEHATEETH D=0, I—FHEBHELE-S-RET—25R2{ET HAHE
HENHD, HOWDIE. BRXDT—2ERETHILERELT. RIET —HZLETHI—FICHEEEN KIS
K[EMFTTCA—TAVTTEIBLELNH D, F1=. HTTPS BIEICHFTERET—HDOVTH, RIEET —FEEEHIC
RETHAHEEZTIFLSLEL, HTTPS DY —N—AREBEIZI>THESNELOTHRIBEE L. ZIET
— DB AT —N\—LIERI DGR TERSN-T—2THIIEELHD-OTHD, [3.2 AAWT—20REMHE
HRIDILERTEHIL,

5.4.2.3. SSLException [ZxLaA—H—ITEH T HFDEVEHINNEET D (WH2R)

HTTPS BIETIE Y —/\—SEBAZE DREIFIZ SSLException BNEE T HZEMNH B, SSLException [EH—/\—:E
BHEDRENRE LG >THRET S, iAEDTHIIRBEICI AP BREICL>THREL TV D AREMENH D
M T. SSLException [T L TIEEULZHINNIEBEZEETLIENDETHD HINLEOHELTIE.
SSLException [C&kDBIELREL—H —ITEIMT S L. HAWEIATIZERHFETIIENEZOND, TD—A T,
T I)Z&oTE A =T T 2R MBI DBLEINGBNILEHYSD, O KT, RETARESNEETT
DOREFROFIEICE S TRLEDD T, TNOETRITRE LI L TRELG T NIFRSIE,

M0Z T, SSLException ANEELIZBZEICIEFHEBREEZZ T TLSAIEEENH DD T, HTTP LEDIERESILE
EBICE 2TV TAIHBERODEZEEBEAADLILEELTITESLLY,

5.4.2.4. JRBE® TrustManager Z{E57LY (Wh78)
HEZRMAZELEDTSARN—FIBAZETHTTPS @1ET 51=HICI&, H—/\—FEBAZEREEIZfES KeyStore %

BI BT TED, LALGNLI5.4.3.3 FIBAERAEEDNIL T SBKRGI—FITHRAL TS XS, /07 —F
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yh ETARSh TS YT ILa—FKIZIE., f&El&% TrustManager #RE T 3HEBNLTLDEDOMNEL<H D, =
NoDYUTINESEIZLTRESNET )L, BBEEEEYZTRIEEENDH S,

TS5AR—FEEBAE T HTTPS BEZLI-WMEEIZIEN5.4.1.3 TSAR—NEBHET HTTPS @ET51DRL%EY
VINa—RESRTHIE,

ARELLIFHED TrustManager 2R £(CRETHELTARETHAHA, B RELCESEEIC AL H#HZL
ERMTETRINEIRZEYVRALERENH S, COIL—ILIFHA TREELT=,

5.4.2.5. ¥ BE® HostnameVerifier [X{ESZRLY (h78)

BEERMAELEDTSAR—MEAETHTTPS B59 51=0IZIF. Y—/\—FEAEREEIZfES KeyStore #%
BY AT TED, LALEAST5.4.3.3 FIAESRIEZENIL T AEKRGI—FITHRALTLSELIIZ, 18—
vk ETRRAShTWS YT ILa—FRIZIE, fEi&7%: HostnameVerifier 8 B3 30BN LTWN21D M E<H 5D,
INEDYUTINESEICLTRELEZTIE., BHEEEEVCOAREELH D,

TSAR—FEEBHET HTTPS B{EZLILMESIZIENS.4.1.3 TSAR—NFAET HTTPS BIETSI1DRELY
DTN aA—RESBTBHIE,

AFEE5(EI B D HostnameVerifier 2R £(CERETHIELARETH HH. BB NIE O S@EEICH o MEE
H o R E THINIEIREZEYRACBRIENH -, ZOIL—ILIFH A TLEELT=,
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5.4.3. ZE/N\V AL

5.4.3.1. TSAR—FEAEDERAEES —/N\—RE

CCTIX Ubuntu 4> CentOS 72 ED Linux IRIFIZHE T 5T SAN—MEAE DR A EES —/\—EREIT DT
Bi 9 %, TSAR—MEBAEIEFAMICRKITIN Y —/N\—FIBED L TH S, Cybertrust %5 VeriSign HEDFE=
BRI SRITINIZY—N—FIHAZLR L TTSAR—MEHAE LTINS,

TIAR—I BB DR

FITTSAR—NEAZERITT =D TSAR— BB/ EERT 5, Cybertrust %5 VeriSign HEDE=FR
nIE%tE?J“L—cj7’f/\ l“uunlE%tu?[ihéo] 30)707’(/\ Fnunmﬁt*gﬁo)j7’r’\ I‘nIEEﬂié% —Gg%)o
TZAR—BABEERLI- PC (X, BONEHETELZAMILNT VR TELRVWLSICHKEICEEIN AT
YA AN

TSAR— AR AERT BRI, FERDIUTILRY) T newca.sh BXUVERTE T 7ML openssl.cnf ZERLE

79 %, VTILRYYTRD CASTART KU CAEND (FFBEER DA #hH#AR . CASUB) IXEERDAFTHAD T,
ERT BRBIARICELETEERT I L, VIRV YT ETOBRICIEZRBIAER T I/ ERAD 20D /AR T—R &5
3EEANZDT, RL/IART—REAHTEIE,

newca.sh - 7SANR— NHEIBZEKI DS TILAOUT ~
#1/bin/bash

umask 0077

CONFIG=openss|.cnf

CATOP=. /CA

CAKEY=cakey. pem

CAREQ=cared. pem

CACERT=cacert. pem

CAX509=cacert. crt

CASTART=130101000000Z # 2013/01/01 00:00:00 GMT
GAEND=2301010000007 # 2023/01/01 00:00:00 GMT
CASUBJ="/CN=JSSEG Private CA/0=JSSEC/ST=Tokyo/C=JP”

mkdir -p $
mkdir -p $
mkdir —-p ${CATOP} /crl
mkdir —-p ${CATOP} /newcerts
mkdir -p ${CATOP} /private
touch ${CATOP}/index. txt

CATOP

CATOP} /certs

—_———— -
—_— e e

openss| req —new —newkey rsa:2048 -sha256 —subj “${CASUBJ}” ¥
—keyout $ {CATOP} /private/$ {CAKEY} —out ${CATOP}/${CAREQ}
openss| ca -selfsign —-md sha256 —create_serial —batch ¥
—keyfile ${CATOP} /private/$ {CAKEY} ¥
-startdate ${CASTART} -enddate ${CAEND} -extensions v3_ca ¥
—in ${CATOP}/$ {CAREQ} —out ${CATOP}/$ {CACERT} ¥
-config § {CONFIG}
openss| x509 —in ${CATOP} /$ {CACERT} —outform DER —out §${CATOP}/$ {CAX509}
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openssl.cnf - 2 DD TI)ILR O UT "B (SR 9 D openssl INX> RODEET 7-1I)L
[ ca]

default_ca = CA_default # The default ca section
[ CA_default ]
dir = ./CA # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
crl dir = $dir/crl # Where the issued crl are kept
database = $§dir/index. txt #t database index file
#unique_subject = no # Set to 'no’ to allow creation of

# several ctificates with same subject.
new certs_dir = $dir/newcerts # default place for new certs.
certificate = $dir/cacert. pem # The CA certificate
serial = $dir/serial # The current serial number
cr | number = $dir/cr Inumber # the current crl number

# must be commented out to leave a V1 CRL
crl = $dir/crl. pem # The current CRL
private_key = $dir/private/cakey. pemf The private key
RANDFILE = $dir/private/. rand # private random number file
x509_extensions = usr_cert # The extentions to add to the cert
name_opt = ca_default # Subject Name options
cert_opt = ca_default # Certificate field options
policy = policy_match

[ policy_match ]

countryName = match

stateOrProvinceName = match

organizationName = supplied

organizationalUnitName = optional

commonName = supplied

emailAddress = optional

[ usr_cert ]

basicConstraints=CA:FALSE

nsComment = “0OpenSSL Generated Certificate”

sub jectKeyldentifier=hash
author ityKeyldentifier=keyid, i ssuer

[ v3_ca ]

sub jectKeyldentifier=hash

author ityKeyldentifier=keyid:always, issuer
basicConstraints = CA:true

LFEVIWRI)TERTTHEARETALIRMETIZ CA EWVSTALYRIDMER SN S, 2D CA T4LUKY)
MNITSAR—R BB TH S, CA/cacert.crt F7AIDTSARN—REBIABDIIL—REBHETHY. 15.4.1.3 TS5
N—NEBAZETHTTPS #{E9 51D assets IZfEASNTzY. [5.4.3.2 Android OS DFEBAEZERNTIZTS5AR—
REER D IL—EREZEAV Xb—)LF 51T Android InRIZAV Rb—LENTFYT B,

TIAR—ERED IR

TSAR—MIAZEZERTBIZIE. FTREOITIILRAYY T newsv.sh ZERLEITT S, VTILRIYTRFD
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SVSTART H&U SVEND [ETS5AR—FERAE DA EAR. SVSUB) £ Web H—N\—DEMTHLD T, MK
Web H—/N\—IZHHETEERT DL, 4512 SVSUB) D /CN THEE T S Web H—/\—DHRRARE [EFATI XMV
WESIZREFITDI L, DI RV)TERTITHERIMBT IV EADI=OD IR T—FHEINDED T, TF74R
— I RAEREER T HEEITIEELIZ/SRT—REANTHIL, ZDHR. BFt 2 BD y/n ZEMINDIDTY ZAHD
THIE,

newsv.sh - JS5ARX— NIAZEERITI B> TILATUT
#1/bin/bash

umask 0077

CONFIG=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CACERT=cacert. pem

SVKEY=svkey. pem

SVREQ=svreq. pem

SVCERT=svcert. pem

SVX509=svcert. crt

SVSTART=130101000000Z # 2013/01/01 00:00:00 GMT
SVEND=230101000000Z # 2023/01/01 00:00:00 GMT
SVSUBJ="/CN=se | fsigned. jssec. org/0=JSSEC Secure Coding Group/ST=Tokyo/C=JP”

openss| genrsa —out ${SVKEY} 2048
openss| req —new —-key ${SVKEY} -subj "${SVSUBJ}” -out ${SVREQ}
openss| ca -md sha256 ¥
—keyfile ${CATOP} /private/$ [CAKEY} -cert ${CATOP}/$ {CACERT} ¥
-startdate ${SVSTART} -enddate §{SVEND} ¥
-in ${SVREQ} -out ${SVCERT} -config ${CONFIG}
openss| x509 —in ${SVCERT} -outform DER -out $ {SVX509}

ERIWRHYTERETTHEMEETALIMNETIC Web H—/R—FHDTSAR—rF—T 71 /L svkey.pem
BEUVTSAR—EBAZE T 71/l svcert.pem BNEREIN 3,

Web H—/3—5% Apache THAHIGEEIZIX, SFRET7AI/ILHIZETIERLT= prikey.pem & cert.pem ZXRD K512
BETDHELLY,

SSLCertificateFile “/path/to/svcert. pem”
SSLCertificateKeyFile “/path/to/svkey.pem”
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5.4.3.2. Android OS MEEBAZBARLT [ZTSAR—I BB DI —MEAZZAAN—ILT S

[5.4.1.3 FSAR—FEEBAET HTTPS BIETSIDH U TILa—FKIE. 1 DT IIVZTSAR—REIERDIL—F
SEBAE BB L T, T5AR—NIAZETERAT S Web H—/3—IZ HTTPS ##3 5AEEBNM L=, 22T
(& Android OS ST ZAR—FRRERDIL—MEREZAVAM—ILTEIET. TRTDT TN TZAR—NEH
ETERT S Web H—/\—IZTHTTPS ##t 9 2HEERNT S 1V AM—ILLTKEWDIE, ERETELRARDH
FTLT-EEBREICRDCLISERE T HI L,

FIFTSAR—LEEERBDIL—MEBAZE T 74)L cacert.crt Z Android i KDRAEPACL—2(ZaE—TF 5, BEY
TN A—FTERALTLAIL—MEBAZ D 74)L I https: / /selfsigned.jssec.org/cacert.crt MHEHEE TE 5,

RIZ Android D/REAZ2—DEF 1 TA4ZFE. TRIDLSLFIEEEHAZET Android OS IZJL—REEBRE
EFAVAL—ILTBIENTES,

W Ne—TomR

H eFausq

INRD— I

NRD—RERTIS

B0y IBBRNS—2EANLTLE
=L

TINA REE

HARERE
BREREERTERIENMETS
RETAHDF TV

Y—RKN—F+BPITUDA R =1
ZFel 9

RIEBRA ML —T

SR TS SRIALIER
ERTEZCAEPBERRT S

AIAEDBRIZIEET D

EHBE:

Ny T—JDRAS:
CASEEAE 14+

Frtb

REBBRKL—IDEA VR N—=)V
ZRU—IDSHBEBEA VR M—IVT S

T—HDMBILERET S ICEO Y IBBFENS—>
EANTIRLBHEBYET

) {r ]

B 5.4-2 JSAR—IBRERDI—MIAZED IV X—ILFIE
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FiTE:
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JSSEC

HAREERAL:

5.4-3 JL—MEASEN AR P—ILENTNNAZEDFER

Android OS ST AR—REAR/DIL—MEREEAV A= T HE. ZDRI/MSRITSNIZTFAIN—NE

HEZIRNRTO7TYTELL

it A E R

AETEDELSI12 S, TR Chrome T35 4T

https://selfsigned.jssec.org/droid_knight.png &% RL1=Z&DHI TH 5.

ul ® 6:27

B Hps jssec.org/c C' :

COYA hDEF1UT ¢ EHE
BEBMTEFEA

selfsigned jssec.org L7 2E2LE5E L
FLEH, Y—N—DSRRSNIZEBED
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VP DRFARE>TERASNTLEVR
ILTT. Y—N—heBOtFa7 2
IEAIBZEER L. TN Google Chrome T
FREWRE LTERTEELEDTHD
b BEOHIA-Y-HBEEFRLED
ELTVWSOIHERLBUET.
EILEFZVTLIES L COYA MO
TSENH T DES A vE—IhFnReh
1EBERRITEENVETT.

IBeREE | wrauF TRNEREN-UERE

AT ER

t—/ \—SER BT
TSR

JL—REEBHE S
AVAM—ILT B

—————>

l ® 6:30

ttps. jssec.org/c C' E

NARE-o= It EN-

https://selfsigned.jssec.org/droid_knight.png
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5.4.3.3. FIEAERGIEEMNLT HERGI—F

A=Y EIZIEY— N —EAZERIIS—FE ML THTTPS BIEEZT 2 YU TILa—K S HIBEIN TS,
INSDYUTINA—RETSARN—MERAEZE>THTTPS BIEERE T 5 HELLTREN SN TLS=8H, Z5L
=B TILa—FZ#aE —&AR—XNLTHIALTWWB 7 TUN S HBFEELTLS, BRGNS I5LIY o TILa—F
FPEEREICRBELDTHLIEN S CORENEIETI2012 FIZIF Android 77D HTTPS BIEDE
BHRIZBITDIRENEAEFEEINTz, 1EBR K52, 5LV F—Ry b LDOMEHLHEY TILa—FEFIAL
TLEEBHONSZLDIfEFE% Android 7 TULRES TS,

CCTIRRISLIMREEA HTTPS BIEDYUTILA—FDEAERBNT S, 5L TILa—FERNTTHEIC
(375.4.1.3 TSAR—FEAETHTTIPS BIETH1D YU TILI—RIZEEMZ BB ELTLFEE LY,

fEB% : 225 (XD TrustManager Z/E3T —X
TrustManager tm = new X509TrustManager () {

@verride
public void checkClientTrusted (X509Certificate[] chain
String authType) throws CertificateException {
// AH LGN - FAGIIRETHRMITS
}

@verride
public void checkServerTrusted (X509Certificate[] chain
String authType) throws CertificateException {
// AH LGN - FALGIIRAETHZMITS
}

@0verride
public X509Certificate[] getAcceptedIssuers() {
return null;

}

fEb& : Z22 (XD HostnameVerifier Z/E345—X
HostnameVer ifier hv = new HostnameVerifier () {
@verride
public boolean verify (String hostname, SSLSession session) {
// BIZtrue #RY — FARKAMETHLZMITS
return true;

f&b% : ALLOW_ALL_HOSTNAME_VERIFIER ZfE> TL\BT—X
SSLSocketFactory sf;

sf. setHostnameVer if ier (SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER) ;
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| 5.5. TSN —IEHRERS

WE, TIAN—ERETIHOHAMNBEIREL T TSAN— (- THAU IDRIBSNTEY. COH
RICEDEFEZEBMFICEVWTHETFAN—REDT-HDEFULEEHT NS ECATH D,
AY-FIANDOFAEBRREERATSH7 T FARBENMEABROT SN —DBEANLRE-RIDIZTT)
FHERATEDLSIC, FIAEBRREEVICIUKRS EEBIC, FIRAFICHL T MYDOTULERBAZTL. FIREIZF
ADORIEDEIRZER T ENKROOND, ZDF=OICIE. TTIDNEDLSHEREEDKSITHOINEERLIZTT
NEDOT T)Vr—230 - TSAN—RY—(UT., 7TV TIAN—RID =) - 1RRTHEEDIC, BEE
BEYRLAROLNZFIREFRODEG - M ABIZOVWTIEBFICA——DREEFFIVENDHD. BH. 7T
Vir—230 - TZAN—RYS—([FRERNSFET HMENERFREF & ORI AR IFLEEZGTYREERE
EI5LDTHHLICBETHIL,

TSAN—R)O—DERCERICEAL T, FLUFRBEENMRBITB[ATY—R I+ TIANY— A= F7 T4
TIRUVTRAR—bITAY TS5A418— A= F7T4TDI(LLT #8754 SPI LEBR) 25 BD L,

Fl=. KRB THROAEICOVTIE AXADFERRE LUVN5.5.3.2 AERRIZSRIHL,

5.5.1. > F)La—K

T I)-TZAN—RIO—DERKICIE, —RRICAASATWSI 7TV r—2a0 - TI3AND—R) D —E X 1R
Y—L16)ERRATHELTED, COV—ILDOHAIEHTMLBEXB LU XML s K EH>THEY., BERT T —
2a - TZAN—R) O —EF MR T V) 7—232 - TIAND—FRIS—DENTND T 7AILDMEREIN D, 1
BENT= XML I7MIVIZIFEBER DO 2T B G E, #8754 SPIHZERL B ELE>TWS, ULTOHUTILI—RT
(F. ERY—IEES>THERBLI- HTML 274V ERIRALTT7 ) - TSAN\—R) o —#RTR T 56 Z R T,

16 http:/ /www.kddilabs.jp/tech/public-tech/appgen.html
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s Privacy Policy Test Application

EERROBE

PrivacyPolicyTestApplication (&, LITDOHERR
BRENPEELET,

EEET 5 HERIER
cookie(S & ACHER LTZERIID)E L L (&
F7 ) EBDID
BERICLDANIER
U&EHR

WXET3EH
BEHYK— b
P - Y- ERAROBEDRA

WX {E%
JSSEC EFaFPI—F 1 HWG

FUFRBGEFP TV T2 a3 0TSS4 NV —KR
< —7% http://www.example.com/pp/app-
policy-privacypolicy-1.0.html TZE W\ ITE

ER

B 5.5-1 BERT7 T)r—ay TS50/ —R)—D 6l

BRMIZIE. ROBEZO—IZHSZETRIRT B YT ILa—KZHEmTES,

WBT51—Y—EHRE
SR —N—IZEIET D

HREILD
WY D BRI
F——(TEET S

Yes

EELRYKLA
RkOLNLFIAEFHE
H—N—IZEETD

A4 A4 A4

[BfERE-ENREHY]

[BEREHY]

[BfERELL]

T TSAN—R)S—% FI)FZAN—R)—% T T4 —RY—%
HHRAATZTTY HARAATZT TR HARAATZTTIRHE

TF)TIANR—R)—%
HARELGNTTY

B 5.5-2 FSAN—RHERSIV TN FERRTS70—Fr—F

CCT.BERELE. 7HVHEREEREDT ) - T34\ —RYS—DRR-FERICKY., 7)Y —/—TE
EIHFABERRICOVTEEMICREEFS-_LTHS.
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F-  BARREELE. AL OFAEBFRICOVTEEOERMICEINDOREEZFTLZETH D,
5.5.1.1. [2ERE-ERNREHY] 7I)-TIAN\—R)o—ElHRAATET T

Ravh.((AERE-EANRESHY] 7)) - T340 —R)O—EAHRAATET )

1. FMEEEETYITT—rIZ. TTIHRERSFHAEBRFROEEIC OV TEREREEZSES
A—HF—DBFEEEHINBFLNTVEWNGE L. FIAEBFERDOXEELEL
BEELGIRYRLIROLNSFAFRFREEETSEEE. BRI —F—DOREZEES
1—H—DOEFRENBFONTVENGEE X ZEBEROEEFLARL

A—HF =T ) TSAN—R) L — R TELFERERETD
BEELIERELI—V—BEICKVEIRT 2FERERAETS
A—H—BRECKVIRAEBFROEEZELIZIFREZAETS
FAEFEHROMOITIZIX UUID/cookie ZFIRTS

TN T4\ —R) O — B EM % assets TAILFAAIZERELTHL

0 O NV R WD

MainActivity.java
package org. jssec. android. privacypolicy;

import java. io. [OException;

import org. json. JSONException;

import org. json. JSONOb ject;

import org. jssec. android. privacypol icy. ConfirmFragment.DialoglListener;

import com. google. android. gms. common. GonnectionResult;

import com. google. android. gms. common. Goog lePlayServicesClient;
import com. google. android. gms. common. Goog lePlayServicesUtil;
import com. google. android. gms. location. LocationGlient;

import android. location. Location;

import android. os. AsyncTask;

import android. os.Bundle;

import android. content. Intent;

import android. content. IntentSender ;

import android. content. SharedPreferences;
import android. content. pm. Package Info;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. support. v4. app. FragmentActivity;
import android. support. v4. app. FragmentManager;
import android. text.Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCallbacks, Googl
ePlayServicesClient. OnConnectionFai ledListener, DialoglListener {

private static final String BASE_URL = “https://www. example. com/pp”;

private static final String GET_ID_URI = BASE_URL + “/get_id. php”;

private static final String SEND_DATA_URI = BASE_URL + “/send_data. php”;

private static final String DEL_ID_URI = BASE_URL + “/del_id. php”;
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private static final String ID_KEY = "id”;
private static final String LOCATION_KEY = “location”;
private static final String NICK_NAME_KEY = “nickname”;

private static final String PRIVACY_POLICY_AGREED_KEY = “privacyPolicyAgreed”;

private static final String PRIVACY_POLICY_PREF_NAME = “privacypolicy preference”;
private static final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

private String Userld = “”;
private LocationClient mLocationClient = null;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
private final int DIALOG_TYPE_PRE_CONFIRMATION = 2;

private static final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher O {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {
}

@0verr ide
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verr ide
public void afterTextChanged (Editable s) {
}

)

@verride

protected void onCreate (BBundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

// A—Y—HBAA ID 29 —N"—>D0oHET 2

new GetDataAsyncTask (). execute () ;

findViewByld(R. id. buttonStart) . setEnabled(false) ;
((TextView) findViewByld(R. id. editTextNickname)).addTextChangedListener (watchHandler) ;

int resultCode = GooglePlayServicesUtil. isGooglePlayServicesAvailable(this) ;
if (resultCode == ConnectionResult. SUCCESS) {
mLocationClient = new LocationClient (this, this, this);
}
}

@0verride
protected void onStart() {
super. onStart () ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
int privacyPol icyAgreed = pref. getInt (PRIVACY_POLICY_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
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/] Ty TT—ErECOVWTIE, HILLWIABEBBRRERS K3 ICHE-5E8IZ0A. BEAEREZBLIVELD
%o

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. privacyPolicy, R.string. agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENS IVE_AGREEMENT) ;

dialog. setDialoglListener (this);

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

// Location (&3R5 A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop () {
if (mLocationClient != null) {
mLocationClient. disconnect () ;
}
super. onStop () ;
]

public void onSendToServer (View view) {
/] hRA 2k 3k BEGRYEBELHAROSNLFAEFREEET SHEE1E. BIZ1I—V—DOREER/S
ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. sendLocation, R.string. cofirmSendLocation,
DIALOG_TYPE_PRE_CONFIRMATION) ;
dialog. setDialoglistener (this) ;
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show (fragmentManager, “dialog”) ;

J

public void onPositiveButtonClick(int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] kRA 2k 1k HERER (7Y 77— IZ. ZTUNERSHAZBEROREECODVWTCEERELZES
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, getVersionCode()):
pref. apply O ;
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] kA b Ik BEEGRYFVLIARO SNELFAEFREEET H5EE. BACI—F—OREEFS
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentlLocation = mLocationClient. getLastLocation();
if (currentlLocation != null) {
String locationData = “Latitude:” + currentLocation. getLatitude ) + “, Longitude:” + currentL
ocation. getLongitude() ;
String nickname = ((TextView) findViewByld(R. id. editTextNickname)). getText().toString() ;

Toast. makeText (MainActivity. this, this.getClass(). getSimpleName ) + “¥n — nickname : ” + nick
name + “¥n — location : “ + locationData, Toast. LENGTH_SHORT). show() ;

new SendDataAsyncTack () . execute (SEND_DATA_URI, Userld, locationData, nickname);

J

public void onNegativeButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] *RA Uk 2k A—HF—DEFERENFE LA TULAENMES(X. FIASEEROZEEILLAL
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/] HOTNTFTITIVTRETIVr—2avEa8TT %
finish();
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] *RA Db bk A—F—DEFIRENELSNTULENMESE, ZEFEHROEEIXLEN
// A—HY—RENELNEN =D THE LN

J

private int getVersionCode () {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
PackageInfo packagelnfo = packageManager. getPackagelnfo (this. getPackageName (), PackageManager. GET_ACT
IVITIES) ;
versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
// Bl IR E =
}

return versionCode;

J

@verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R.menu. main, menu);
return true;

J

@verride
public boolean onOptionsltemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] *XRAU 5k A—HF—=—DTFT T « TSANL—RY—4HRBTESTEHIFRERETS
Intent intent = new Intent();
intent. setClass(this, WebViewAssetsActivity.class);
startActivity(intent);
return true;
case R. id. action_del_id:
/] hRA Dk 6k BELEERELI—YV—RFICKYBIRTIFERZAET S
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;
case R. id. action_donot_send id:

/] KA 2k The A—F—RBECLYVFREFROEEZFLI SFRERAET S

// FAEREROZEEXELL-5E. BEREICETIREEIHEIN:-LDET S

SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit
0,

pref.putInt (PRIVACY_POLICY_AGREED_KEY, 0);

pref.apply(;

/] B TLTEHAABREREZZELLRVES,. 1 —V—IZIRET HELNEL LD 20

/] COBRBETTT)ERTT S, COREBXT7 T EBEOEHESIZEHLETCERET S &,

String message = getString R. string. stopSendUserData) ;

Toast. makeText MainActivity. this, this. getClass().getSimpleName() + “ - “ + message, Toast.LENGTH
_SHORT) . show () ;

finish();

return true;
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return false;

J

@verride
public void onGonnected (Bundle connectionHint) {
if (mLocationClient != null &% mLocationClient. isConnected()) {
Location currentlLocation = mLocationClient. getLastLocation() ;
if (currentLocation != null) {
String locationData = “Latitude ¥t: “ + currentlLocation. getLatitude ) + “"¥n¥tlLongitude ¥t: “ + cu
rrentLocation. getLongitude() ;

String text = "¥n” + getString R. string. your_location_title) + "¥n¥t” + locationData;

TextView appText = (TextView) findViewByld(R. id. appText) ;
appText. setText (text) ;

J

@verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try |
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
e.printStackTrace () ;
}

J

@0verride
public void onDisconnected () {
mLocationClient = null;

J

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”

@0verr ide
protected String dolnBackground(String... params) {
// R4 2k 8k FIAEEROMOIFIZIX UID/cookie ZFIAT S
/] AU TIWNTES—/IN—RITER L D ZFAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) .
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ b—o UHFE LG, —/1\—Dm5 ID ZWMYFHE S,
try |
Userld = NetworkUtil. getCookie (GET_ID_URI, “”, “id”);
} catch (IOException e) {
/) ARAEIS—RHEDHENEXTY Y FT S
extMessage = e. toString () ;
}

// BYZFt1t= ID % SharedPreferences IZIRTET o
sp. edit(.putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verr ide
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protected void onPostExecute(final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass(). getSimpleName () + “ — “ + status + ” : ” + extMessa
ge, Toast. LENGTH_SHORT). show() ;
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = ””

@0verr ide

protected Boolean dolnBackground(String... params) {
String url = params[0];
String id = params[1];
String location = params. length > 2 ? params[2] : null;
String nickname = params. length > 3 ? params[3] : null;

Boolean result = false;
try {
JSONOb ject jsonData = new JSONObject() ;
jsonData. put (ID_KEY, id);
if (location != null)
jsonData. put (LOCATION_KEY, location);

if (nickname !'= null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil.sendJSON(url, “”, jsonData.toString());

result = true;
} catch (IOException e) {
// SEREIS—HGEDHNEFYIFTD
extMessage = e.toString() ;
} catch (JSONException e) {
extMessage = e.toString() ;

}

return result;

}

@0verr ide
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + “ - “ + status + “ : ” + extMessa
ge, Toast.LENGTH_SHORT).show() ;
}
}

ConfirmFragment.java
package org. jssec. android. privacypolicy;

import android. app. Activity;

import android. app. AlertDialog;

import android. app. Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os.Bundle;

4
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import
import
import
import
import

android. support. v4. app. DialogFragment;
android. view. LayoutInflater;
android.view. View;

android. view. View. OnClickListener;
android. widget. TextView;

public class ConfirmFragment extends DialogFragment {

private DialoglListener mListener = null;

public static interface DialoglListener {

J

public void onPositiveButtonClick (int type) ;

public void onNegativeButtonClick (int type) ;

public static ConfirmFragment newlnstance(int title, int sentence, int type) {

J

ConfirmFragment fragment = new ConfirmFragment () ;
Bundle args = new Bundle();

args.putint "title”, title);

args. putlnt ("sentence”, sentence) ;

args. putlnt ("type”, type);

fragment. setArguments (args) ;

return fragment;

@0verride
public Dialog onCreateDialog(Bundle args) {

/] kRA 2k 1k IEREREIZ. 7 TUNRS HAFEROZEIODVTCEEREEZHES

/] hRA Yk 3k BEGRYEBELHAROSNLFFAEFREEET HEE1E. BRIZ1I—V—DOREER/S
final int title = getArguments (). getInt("title”);

final int sentence = getArguments (). getInt(“sentence”) ;

final int type = getArguments (). getInt (“type”);

LayoutInflater inflater = (LayoutInflater) getActivity (). getSystemService (Context. LAYOUT_INFLATER_SERVICE

View content = inflater. inflate(R. layout. fragment_comfirm, null);
TextView [inkPP = (TextView) content. findViewById(R. id. tx_link_pp);
| inkPP. setOnCl ickListener (new OnClickListener () {
@verride
public void onClick(View v) {
/] kRA Uk b5k A—HF—RF7T) « TSAN—RY O—4HBTEHFREAETS
Intent intent = new Intent();
intent. setClass (getActivity ), WebViewAssetsActivity.class);
startActivity(intent);

DK

AlertDialog.Builder builder = new AlertDialog. Builder (getActivity()):
bui lder. setlcon(R. drawable. ic_launcher) ;

builder.setTitle(title);

bui lder. setMessage (sentence) ;

bui lder. setView(content) ;

bui lder. setPositiveButton (R. string. buttonOK, new Dialoglnterface.OnClickListener () {
public void onClick(DialogInterface dialog, int whichButton) {
if (mListener != null) {
mListener. onPositiveButtonClick (type);
}
}

378
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D
bui lder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener () {
public void onClick(Dialoglnterface dialog, int whichButton) {
if (mListener = null) {
mListener. onNegativeButtonCl ick (type) ;

}
DK

Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

J

@verride
public void onAttach(Activity activity) {
super. onAttach (activity);
if (I(activity instanceof DialogListener)) {
throw new ClassCastException(activity. toString() + “ must implement DialoglListener.”);
}
mListener = (DialoglListener) activity;

J

public void setDialogListener (Dialoglistener |istener) {
mListener = |istener;

J

WebViewAssetsActivity.java
package org. jssec. android. privacypolicy;

import android. app. Activity;
import android. os.Bundle;

import android.webkit. WebSettings;
import android.webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/] kRAE Ok TT « TSAN—KRY) O—BERE assets 7+ I FRAIZERELTEH <

private static final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-pol icy-abst-privacypol icy-
1.0.html”;

@verride

public void onCreate(Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview);

WebView webView = (WebView) findViewByld(R. id. webView) ;
WebSettings webSettings = webView. getSettings();

webSettings. setAl lowFi leAccess (false);

webView. loadUr | (ABST_PP_URL) ;
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5.5.1.2. [BEREHY] 7 - TS5AN—RYS—FHBHAATET T

RAVh: [@ERBEHY] 7T TS —RV—EBHAATET T

1. #EESRTYIT I TTVARSFHAEFROZECOVTEEREEZSES

A—H—DEAFERENBONTOERWNMGE X, FIAFFEROZEIXLAL

A—HF—WT7 ) TSAN—R) O — 2R TELFRERAETS

BEELLEREZI—V—RECKVEIRTIFEREAETS
—REICKVYFIRAERROEEZELIHIFREZAETS

FAEFEHROMOITIZIX UUID/cookie ZFIRTS

TN T4\ —R) O — i E M % assets THILFARIZERELTHL

N OO v WN

MainActivity.java
package org. jssec. android. privacypolicynopreconfirm;

import java. io. [OException;

import org. json. JSONException;

import org. json. JSONOb ject;

import org. jssec. android. privacypol icynopreconfirm. MainActivity;

import org. jssec. android. privacypol icynopreconfirm. R;

import org. jssec. android. privacypol icynopreconfirm. ConfirmFragment. DialoglListener;

import android. os. AsyncTask;

import android. os.Bundle;

import android. content. Intent;

import android. content. SharedPreferences;
import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. support. v4. app. FragmentActivity;
import android. support. v4. app. FragmentManager ;
import android. telephony. TelephonyManager ;
import android. text.Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity implements Dialoglistener {
private final String BASE_URL = “https://www. example. com/pp”;
private final String GET_ID URI = BASE_URL + “/get_id.php”;
private final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private final String DEL_ID_URI = BASE_URL + “/del_id. php”;

private final String ID_KEY = “id”;
private final String NICK_NAME_KEY = “nickname”;
private final String IMEI_KEY = “imei”;

private final String PRIVACY_POLICY_AGREED_KEY = “privacyPolicyAgreed”;

private final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
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Do

private String Userld = “7;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;

private final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher () {

@0verr ide
public void beforeTextChanged (CharSequence s, int start, int count, int after) {
}

@0verr ide
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verr ide
public void afterTextChanged (Editable s) {
}

)

@verride

protected void onCreate (BBundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

// A—H—#HA ID ZH—/I"—hoHEIT S
new GetDataAsyncTask().execute () ;

findViewByld(R. id. buttonStart) . setEnabled(false) ;
((TextView) findViewBylId(R. id. editTextNickname)).addTextChangedListener (watchHandler) ;
]

@0verride
protected void onStart() {
super. onStart () ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) ({
/] dRA vk 1k FEEER (7Y TT7— ) (2. 7TUNRSFAERROEEICOVTEEREESES
[/ ToTT=EEIZONTIE, HILLWAAZERRERI LS ICE-HEICNA. BEARERBERILELD

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string.privacyPolicy, R.string. agreePrivacyPol

icy, DIALOG_TYPE_COMPREHENS IVE_AGREEMENT) ;

dialog. setDialoglListener (this);
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show(fragmentManager, “dialog”);

J

public void onSendToServer (View view) {
String nickname = ((TextView) findViewBylId(R. id. editTextNickname)). getText(). toString() ;
TelephonyManager tm = (TelephonyManager) getSystemService (TELEPHONY_SERVICE) ;
String imei = tm. getDeviceld() ;
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ei

Toast. makeText MainActivity. this, this. getClass().getSimpleName() + “¥n - nickname : ” + nickname + ”, im
=" + imei, Toast.LENGTH_SHORT). show() ;
new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname, imei) ;
}

public void onPositiveButtonClick (int type) {
it (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] hiRA Tk Tk PEEEIFIC. 7TUHAESFAEEROXZECOVTCEEREEZSES
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, getVersionCode());
pref. apply () ;

J

public void onNegativeButtonGlick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] *RA b 2% A—HF—OFRERELFOLATVEMESIE., FABFEROZEEX LN
/] BTN TFTITRET T Ir—2aveE8 T35
finish();

J

private int getVersionCode () {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
PackageInfo packagelnfo = packageManager. getPackagelnfo (this. getPackageName (), PackageManager. GET_ACT

IVITIES) ;

versionGode = packagelnfo. versionGode;
} catch (NameNotFoundException e) {

// BN LERFE =
}

return versionCode;

J

@verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R.menu. main, menu) ;
return true;

J

@verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] AIRA R 3k A—F—RBF7 T - TSANL—RYL—%2HRTEZLFRERET S
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity. class) ;
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] hRA b bk FEELIZBEREI -V —REICKYEIRT SFEEZRET S
new SendDataAsyncTack () . execute (DEL_ID_URI, Userld);
return true;
case R. id. action_donot_send_id:

/] KRA 2k bk A—HF—BEICLYFAEERDEEZFELTSFREAET S

// FIRERBROEEZEFELLZGEES. AEREICETIAEFKESINZLDLET S
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();

382
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RT) . show() ;

J

pri

}

}
J

pref. putInt (PRIVACY_POLICY_AGREED_KEY, 0);
pref. apply ) ;

/] AY U TIWTRHABEFREZELLZMEGS., 11— —ICRETIHENELSE0

/] CORMBTTTIERTI S, CONEBIET7 T)BOEHEIZEHLETEET S &,

String message = getStringR.string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + “ — “ + message, Toast. LENGTH_SHO
finish();

return true; }

return false;

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {

vate String extMessage = “”

@0verride
protected String dolnBackground(String... params) {

// *RA 2k 6k FABEFEROMOITIZIE UWID/cookie ZFIFAT 3
/] B TINTIEY—/N—BITER L IDZFETS
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if Userld == null) {
// SharedPreferences RIZ b—U UH\FEE LGS, —nN—hi5 ID ZRYFtE 5,
try |
Userld = NetworkUtil. getCookie (GET_ID_URI, “”, “id”);
} catch (IOException e) {
/] SAEHEIS LR EDHINEXFYYTFTS
extMessage = e. toString () ;

}

// Y ZFt 1z ID % SharedPreferences IZIRET %,
sp. edit().putString (ID_KEY, Userld).commit();
}

return Userld;

@0verr ide
protected void onPostExecute(final String data) {

String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + “ - “ + status + “ : ” + extMessa

ge, Toast.LENGTH_SHORT). show() ;

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”

@0verr ide
protected Boolean dolnBackground(String... params) {

String url = params[0];

String id = params[1];

String nickname = params. length > 2 ? params[2] : null;
String imei = params. length > 3 ? params[3] : null;

Boolean result = false;

try |
JSONOb ject jsonData = new JSONObject() ;
jsonData. put (ID_KEY, id);
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if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

it (imei != null)
jsonData. put (IMEI_KEY, imei) ;

NetworkUtil.senddSON(url, “”, jsonData.toString());

result = true;
} catch (I0Exception e) {
// SIREIS—REDFNEF Y VFT S
extMessage = e. toString() ;
} catch (JSONException e) {
extMessage = e. toString() ;
}

return result;

}

@0verr ide
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;

ge, Toast.LENGTH_SHORT). show() ;
}
}

Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + ”

“ + status + ”

“ + extMessa

ConfirmFragment.java
package org. jssec. android. privacypolicynopreconfirm;

import android. app. Activity;

import android. app. AlertDialog;

import android. app.Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os.Bundle;

import android. support. v4. app. DialogFragment;
import android. view. LayoutInflater;
import android. view. View;

import android.view.View. OnClickListener;
import android.widget. TextView;

public class ConfirmFragment extends DialogFragment {
private DialoglListener mListener = null;

public static interface DialoglListener {
public void onPositiveButtonClick (int type) ;

public void onNegativeButtonClick (int type) ;
]

public static ConfirmFragment newlnstance(int title, int sentence, int type)
ConfirmFragment fragment = new ConfirmFragment () ;
Bundle args = new Bundle();
args.putlnt ("title”, title);

{
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args. putInt (“sentence”, sentence) ;
args. putlnt ("type”, type);
fragment. setArguments (args) ;
return fragment;

J

@verride
public Dialog onCreateDialog(Bundle args) {
/] KRA 2k Tk FERERFIC. 7 TUMNMES AAFREROEEICODVWTCEERELZR/RS
final int title = getArguments (). getInt("title”);
final int sentence = getArguments (). getlnt (“sentence”) ;
final int type = getArguments (). getInt ("type”);

LayoutInflater inflater = (LayoutInflater) getActivity (). getSystemService (Context. LAYOUT _INFLATER_SERVICE

View content = inflater. inflate(R. layout. fragment_comfirm, null);
TextView [inkPP = (TextView) content. findViewById(R. id. tx_link_pp);
| inkPP. setOnCl ickListener (new OnClickListener () {
@0verride
public void onClick (View v) {
/] )kRA Y kI A—F—NT7 T - TSAN—FKR) O—%¢HRETELFREAETS
Intent intent = new Intent();
intent. setClass (getActivity (), WebViewAssetsActivity.class);
startActivity (intent);

DK

AlertDialog.Builder builder = new AlertDialog. Builder (getActivity());
bui lder. setIcon(R. drawable. ic_launcher) ;

builder. setTitle(title);

bui lder. setMessage (sentence) ;

bui lder. setView(content) ;

bui lder. setPositiveButton (R. string. buttonOK, new Dialoglnterface.OnClickListener () {
public void onClick(Dialoglnterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onPositiveButtonClick (type) ;
}
}
DE
bui lder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener () {
public void onClick(Dialoglnterface dialog, int whichButton) {
if (mListener != null) {
mListener. onNegativeButtonCl ick (type) ;
}

DK

Dialog dialog = builder.create () ;
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

J

@verride
public void onAttach(Activity activity) {
super. onAttach (activity);
if (I(activity instanceof DialogListener)) {
throw new ClassCastException(activity. toString() + “ must implement DialoglListener.”);

}
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mListener = (DialogListener) activity;

J

public void setDialogListener (DialogListener |istener) {
mListener = |istener;
}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynopreconfirm;

import org. jssec. android. privacypolicynopreconfirm. R;

import android. app. Activity;
import android. os.Bundle;

import android.webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {
/] kRA N Th TFY - TFSAN—KRY O—BERE assets 7+ FRAIZERELTEH <
private final String ABST_PP_URL = “file:///android_asset/PrivacyPol icy/app-pol icy-abst-privacypolicy-1.0. htm

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity webview) ;

WebView webView = (WebView) findViewByld (R. id. webView) ;
WebSettings webSettings = webView. getSettings();

webSettings. setAl lowFi leAccess (false);

webView. loadUr | (ABST_PP_URL) ;

5.5.1.3. [@ERELL] 77)-TIAN—KR)o—ElHAAIZT T

RAV:[AERELL] 7T - T340 —KR)—ZAHRAATET T

1. A—H—mT7T)-TI3AN—R)—cHRTEHFEZRAETD

2. EELEBEHRZI—YIREICKYVEIRTSIFEREAERTD

3. A—Y—RBEICKYFAERBROEELFLISFREZAETS

4. FIAEFHROMOFIZ(E UUID/cookie ZFIFHT S

5. 7 TS5AN—R)S—BEMZE assets T+/ILFRIZEELTHL

MainActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import java. io. [OException;
import org. json. JSONException;
import org. json. JSONOb ject;

386 All rights reserved © Japan Smartphone Security Association. TSAN—BEHEZHRS




recotmon  http//www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX a7 H - X2 T7I—FT4UTHAR 201546 A 1 BER

import android. os. AsyncTask;

import android. os.Bundle;

import android. content. Intent;

import android. content. SharedPreferences;
import android. support. v4. app. FragmentActivity;
import android. text.Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity {
private static final String BASE_URL = “https://www. example. com/pp”;
private static final String GET_ID_URI = BASE_URL + “/get_id.php”;
private static final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private static final String DEL_ID_URI = BASE_URL + “/del_id. php”;

private static final String ID_KEY = “id";
private static final String NICK_NAME_KEY = “nickname”;

private static final String PRIVACY_POLICY_PREF_NAME = “privacypolicy preference”;
private String Userld = “7;
private TextWatcher watchHandler = new TextWatcher () {

@0verr ide
public void beforeTextChanged (CharSequence s, int start, int count, int after) {

}

@0verr ide
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verr ide
public void afterTextChanged (Editable s) {
}

)

@0verride

protected void onCreate (Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

/] A—Y—BHA D EY—N—HSBRET S

new GetDataAsyncTask (). execute () ;

findViewByld(R. id. buttonStart) . setEnabled (false) ;
((TextView) findViewById(R. id. editTextNickname)).addTextChangedListener (watchHandler) ;
}

public void onSendToServer (View view) {
String nickname = ((TextView) findViewBylId(R. id. editTextNickname)). getText(). toString() ;
Toast. makeText MainActivity. this, this. getClass().getSimpleName() + “¥n - nickname : “ + nickname, Toast
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J

@verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R.menu. main, menu) ;
return true;

J

@verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] kRA b1k A—HF—DF T - TSAN—RY L —2HRTEHFRERETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity. class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] kA b 2k EELIBEREI—Y—REICKYEIRT SFEREZRET S
new sendDataAsyncTack () . execute (DEL_ID_URI, Userld);
return true;
case R. id. action_donot_send_id:
/] hRA b Ik I—HF—EEICKYFIABEFROEELXFLTIFEREAET S

/] AU TIWTEHAAEFFEREZELHMGE., 1 —V—ICIRETIHENEC LD
/] COERMBTTTIERTIT S, COULEBIET TI)EDOEESIZEHLETEET S &,
String message = getString(R.string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this.getClass(). getSimpleName () + “ - “ + message, Toast.LENGTH_SHO
RT). show();

finish(Q;

return true;
return false;

J

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = ””

@0verr ide
protected String dolnBackground(String... params) {
/] KRA 2k bk FIAEEROMDF(Z1E UUID/cookie #FIFAT
/] AY T TIEFY—N—@ITER L IDEZFAETS
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);
Userld = sp. getString (ID_KEY, null);
if Userld == null) {
// SharedPreferences RIZ b—4— UHFE LGz, Y—nN—5m5 ID ZWMYFHE D,
try {
Userld = NetworkUtil. getCookie (GET_ID_URI, “”, “id”);
} catch (IOException e) {
/) ARAEIS—RHEDFENEXTY Y FT S
extMessage = e. toString () ;

}

// BYZFt 1= ID % SharedPreferences IZIRTET o
sp. edit(.putString (ID_KEY, Userld).commit();
}

return Userld;
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}

@0verr ide
protected void onPostExecute(final String data) {
String status = (data != null) ? “success” : “error”;

Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + “ - “ + status + “ : ” + extMessa
ge, Toast.LENGTH_SHORT). show() ;

}
J

private class sendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”

@0verr ide

protected Boolean dolnBackground(String... params) {
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2] : null;

Boolean result = false;

try {
JSONOb ject jsonData = new JSONObject() ;
jsonData. put (ID_KEY, id);

if (nickname !'= null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil.sendJSON(url, “”, jsonData.toString());

result = true;
} catch (IOException e) {
// SEREIS—HGEDHNEFYIFTD
extMessage = e.toString() ;
} catch (JSONException e) {
extMessage = e.toString() ;

}

return result;

}

@0verr ide
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + “ — “ + status + “ : ” + extMessa
ge, Toast.LENGTH_SHORT).show() ;
}
}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import org. jssec. android. privacypol icynocomprehensive. R;

import android. app. Activity;
import android. os.Bundle;

import android.webkit. WebSettings;
import android.webkit. WebView;
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public class WebViewAssetsActivity extends Activity {

/] *kRA RSk TTY - FSANL—KRYL—BEM % assets T+ ILFNIZEELTH <

private static final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-pol icy-abst-privacypol icy-
1.0.html”;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity webview);

WebView webView = (WebView) findViewByld(R. id. webView) ;
WebSettings webSettings = webView. getSettings();

webSettings. setAl lowFi leAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.4. 7)-TSAN—RIYL—FHAHRAELENT T

RAVE (T TV TN =R —ZEHHRAELENT TY)
1. BELEEREGANIBTOAFATIEE. 77 - T4\ —KR)I—ERRLETHLRL
2. X—rybIUAREQT TBRBMIC, BUSLI-EREN X ELAVEEEETS

MainActivity.java
package org. jssec. android. privacypolicynoinfosent;

import com. google. android. gms. common. GonnectionResult;
import com. google. android. gms. common. Goog lePlayServicesClient;
import com. google. android. gms. location. LocationClient;

import android. location. Location;

import android. net. Uri;

import android. os.Bundle;

import android. content. Intent;

import android. content. IntentSender ;

import android. support. v4. app. FragmentActivity;
import android. view. Menu;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCallbacks, Googl
ePlayServicesClient. OnConnectionFai ledListener {
private LocationClient mLocationClient = null;

private final int CONNEGCTION_FAILURE_RESOLUTION_REQUEST = 257;

@verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mLocationClient = new LocationClient(this, this, this);
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J

@0verride
protected void onStart() {
super. onStart () ;

// Location [E¥REN5 A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@verride
protected void onStop () {
if (mLocationClient != null) {
mLocationClient. disconnect () ;

}
super. onStop () ;

J

@verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R.menu. main, menu);
return true;

J

public void onStartMap (View view) {
/] hRA Yk 1k BRGLEEREHRABTOAFAT ZEE. 7TV - TSAN—R)I—RRLELTER
Ly
if (mLocationGlient != null &% mLocationClient. isConnected()) {
Location currentlLocation = mLocationClient. getLastlLocation() ;
if (currentLocation != null) {
Intent intent = new Intent (Intent. ACTION_VIEW, Uri.parse(“geo:” + currentLocation. getLatitude () +
” + currentLocation. getLongitude () ) ;
startActivity(intent);
}

J

@verride
public void onGonnected (Bundle connectionHint) {
if (mLocationClient != null &% mLocationClient. isConnected()) {
Location currentlLocation = mLocationClient. getLastLocation() ;
if (currentLocation != null) {
String locationData = “Latitude ¥t: “ + currentlLocation. getLatitude ) + “"¥n¥tlLongitude ¥t: “ + cu
rrentLocation. getLongitude() ;

String text = "¥n” + getString R. string. your_location_title) + "¥n¥t” + locationData;

Toast. makeText MainActivity. this, this. getClass().getSimpleName() + text, Toast.LENGTH_SHORT).sho
wQ ;

TextView appText = (TextView) findViewById(R. id. appText) ;
appText. setText (text) ;

J

@0verride
public void onConnectionFailed(ConnectionResult result) {
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if (result.hasResolution()) {
try {
result. startResolutionForResult(this, CONNECTION_FAILURE_RESOLUT ION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
e.printStackTrace () ;

}
J

@verride
public void onDisconnected () {
mLocationClient = null;
Toast. makeText (this, “Disconnected. Please re-connect. ”, Toast.LENGTH_SHORT). show() ;

| R— v hILARETOTTUS—> 358

JSSEC P TSR

BN NS BN
2014/01/07
oLl tDSFOD— K 0.95MB

siA

JSSECtFaPID—F 1 VI IIN—TDOP T TSR
) ERHRAF TS TP TIT—2 30T,
COPTUTE, BROFBEFPIURICESD, BE
RIERZTIHRADOABISEET I >V FEE
A

N—3321.0

RIREFB: 2014/01/07

-+ Z:0.95MB
IFIYDL—T 4240 A—H—RHE - B

p i ]

5.5-3 ¥—47YEIL AR L TOHEREASI
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5.5.2. JL—ILTvH

TSAN—IEREESEEIZIZUTDIL—ILESFBIE,

1. FEITHIABFEREIVLEFERICEDD (WHZE)
2. PEESEF(7yvTT—rEIC, I—F—ICLHMYBMR AR, F-(E BEEGRYROLSROONLFIRE
EHRDZEEICODVTRIERELRES (WHZE)
3. BEEGRYRLAROONLFIAEFEREGEETHEEE. 21— —ICEAIREEZFS (W ZE)
4. A—H—HmT7T)-TSAN—RI)O—%HRBTEZLFREAETD (W 7E)
5. TT)-TSAN—RIYS—BEM % assets T+ILARITEREL THL (#£42)
6. EELLARERREZL T RBREICIVEIRSLVEEFLTLIFEREAETS (HE2R)
7. #mEKEH ID & UUID/cookie ZFEL RT3 (HE2E)
8. FABRBEMEKRKANDATHATHGEE. MBEELLEVWEZI—Y—ITEHT S (HE2R)
5.5.2.1. FETHARAEBRBRELERERICEDD (Wh78)

TR ZaATVGEEDHRAERICA—HF —IEETEL7 T OBES LV BEMUSN TRRAEBFRICT IR
LEBEWESIRET B L, - 7TDBES SV BENICRELGRAZEFERTHoTH, 7RI TOABELE
|ENBS —N—FICEETAESHEREFEL. LEFERDOFEROATEETH&,

BIZIEL, 75—LT7T)T, HBELERKREICT 5— LNBSHEELMRBRLTOANZI A bL TR EFRE Y
—N—[TEELTWSIGEE, 1 —F — X EFRET T OHEEEREM TS ELFHLL, —AT. 2O75—L4
TTID, A== BBFRICELTERESN-7I— LERLTHEEZFDHEE (. 7NN ERREM AT
SEMEHRAT HENTED, COXIIT, A—HF—AHEELFI AERREDBEEZEB CTELHHRALTRETHN
(X, FAEFEROFAICHLENHDHEAEE D,

5.5.2.2. #EEBK(TYIT—HIZ, 21— —ICKHMYBZ A REE, F-(E, EELGTRYFRVAKROSN S FIA
BRBOEEIODLWTEEREEZRFS (WH78)

A—H—IZFPMYMA LR AEFROCEECIRVRVAROONSFREFREND S —/—I2EET
A A—H—AT7TIVEERT BRI, 7TINED LIGEREED LB BMTYH—N—ITEEFETEN. F
ZERBEHHINREITOVNT, FHICA—F—DRABF T EFHENRDOND, BEMICIE. 7TID
PMEEBEFICT ) - TAN— RIS —FRRLT, A —F—DOHRLERBER/DILIITTEIRETH D, F-. 7
TVr—2av D7 vTT =MLY, FiBRAERRENT Y —N\—(TEET DRI BICH, BEL—Y
—DHEBLRABERDIIICTILELHD. AENFONLGWNESE, 7IVERT T4 LE FROEENVE
THRE(LIB)EEIICT D&,

NIZEY, A—F—AFAEBFROFAKREEB L ETTTVEEALTLSIEARIEN, 11— — IR
DNBERB T HEEBITTITIANDERBRERIENPFTES,
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MainActivity.java
protected void onStart() {
super. onStart () ;

(%)
it (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
// KRA 2 bk PEEBE (7Y TTF— M) IZ, A——(CKPZWMYBRZIHLEHE, F(E. EE
HIRYJ/OARD 5N EFAFFEROEEICOVTCERIEREEZSRD
/] 7w TT—rEICOVTIE, HILLWARAEBRREZRD & ST -58IC0HAH. BEAEREL
BOIVELDHD,
ConfirmFragment dialog = ConfirmFragment. newlnstance (
R.string. privacyPolicy, R.string. agreePrivacyPolicy,
DIALOG_TYPE_COMPREHENS IVE_AGREEMENT) ;
dialog. setDialogListener (this) ;
FragmentManager fragmentManager = getSuppor tFragmentManager () ;
dialog. show (fragmentManager, “dialog”) ;

EFIVr—-vavaEFAETNhS
[Cl, FRUY7DTS5A I\ =
RUS—CEB LTS BE
BBVEY, 251/ =R
-DABEREDSA. AES
h3B8E "3, Z2HLTHHE
HFLIESL,

T, "IV, ERFENERY

YERUESBEE. ZT54)0
—RUZ—ORBEREDDA
EELLEDEHFLZLETY,

IS =R —RT

® 5.5-4 aEREOH
5.5.2.3. EEGRYBRLAROONSFIREBRREEETSEEE. —F—ICEANREZEZSES (WH78)
REGERVDAROONDFAEBREN Y —N\—CEEFETIEHEL. 2ERBITNA T, MABBERGEE
FIRAZRHROEEEHEIHE)EIC. FHA—Y—DRBEA T ERLIENDETH D, 1—F—DREE

NELSNLEAIST-BE [F . HEH—N—~DEHRBEFERL TITEDAL,

NIZEY, A —F—FEERBECTHEL-FAZFEROZEICEALT, KYEKNLGT TUHEERBY—ERX)E
DEEZMAIENTE, 7HREE I LY —OLYEHGHIICLIRELZF{LIENHARFTES,

394 All rights reserved © Japan Smartphone Security Association. TSAN—BEHEZHRS



recotmon  http//www jssec.org/dl/android_securecoding.pdf

““l oo Android 7 Y DEF AT BE - X 2TI—TAUIH AR 2015 %6 A 1 HiR

MainActivity.java
public void onSendToServer (View view) {
/] *RA Y P HEEGRYFVDARDSNDFAERREZEET H5E8E. B —V—DOREERD
ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. sendLocation, R.string. cofirmSendLo
cation, DIALOG_TYPE_PRE_CONFIRMATION) ;
dialog. setDialoglistener (this) ;
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show (fragmentManager, “dialog”) ;

0 EERORLE

RO BRFHRE D —/(— 0%
BFELETHALZLLTIMN?

IS4 =KUY —FR

B 5.5-5 @EzEEDOH

5.5.2.4. 2—H—W7T7)-TSANL—R)—2HRTEHFEZRAETD (WH78)

—MRIZ, A—Y—DRETTVEAV A=V T BENT T - TSANL—R)L—EHER T HF KEL T, Android
TIVDI—7 IR TUAR LT T) - TZAN—R) o —D) D ER NS DHREN DD, COBBEN DG
ZTIVEWRRITAVA =L TH, A—F =7 TN - TSAN— RO —2SBTELFREAETSHC
& BFICRIAZEBRENBY —N\—FITEETIHEDEANRBHERRICETT) -TIAN—RI—%B 5
[CHERTESFEREAERL. —Y—DELHIBTEDLIICTHIENEFLLY,

MainActivity.java
@0verride
public boolean onOptionsItemSelected Menultem item) {
switch (item. getltemld()) {
case R. id.action_show_pp:
/] *iRA Y bk A== T7 T - TSANRL—KR) L —%4HETEEHFRERAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity(intent);
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return true;

I8! Privacy Policy Test Application

=OUESYN S )\ —RU Y —FKR

IDZHIFR

BHREY—/IN\—~NXETD

B 5.5-6 FSANI—RYI—RTAAZ1—

5.5.2.5. 7 T34 — R —ERZ% assets THILFRIZERELTHL (#E3E)

TN TZAN—R)— DB EMRIE assets THILFRNICEREBELTHEE MEICIECTHEICFIRATHIENE
FLW, 7T T4 =R —h assets TAILFIZHNIE, WO THLEBICT VLR THAERFFZ, B
BEOHIE=ZFICKY. BEOCRESNT=T T TSAN\L—R)O—%2BBEIEONB VRN AR ELR =0T
$Hb. Fl=. assets THILFICEETHT7MILIE, FIAEERICETIE=ZERIANARETHAZENEELLY,
RETRNALII 7 IV r—230 - TZAN—RIO— R XIBY—ILIZF AT 558 RERAXT OHSH XML
T7AILE assets THILFICEET S ETHE=FRIAMNAREICLE D,

5.5.2.6. EELEARAERRZLI Y —BECIVEIRELVEEFLISFRERAETD (#£42)

FIREORDIZIGC., AR —/N—EISEE SN -FAEFEBREHIR T OMEZIRMITHEAEFLL, FEHRIC,
TT)BEETHRAIZHAEFRBLIIZDIE) ZRELIGEEDL. TOBREHIR T SHEE1—F (217
I HENEELL, £ FIAZBORDIZIEL, FIAEERORIEEFIL T IMEEEIRM T O EANEFLLY,
KIL—ILGEE) DR, FIAZEFROHIBRICOVLTIE, EU TRIBENTOAENoNHEFIIIZKYEHLN =L
DTHAN. SRIFFIAET —HRECEHT IBEADEFDRIELRESA TS 2O, FHICEBHAGVRY. X
HARTIEFIAEEROBIREREZRAE T S LEHMET S, =, FIRFFERDZEFLIZOVTIE, EIZTSY

HFIZK DX GAEATLISDo Not Track GEBMER) IO RICKUEDON-LDTHY. HIBREHKIZEERFL
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WREZRAE T HEEHET S,

MainActivity.java
@0verr ide
public boolean onOptionsltemSelected (Menultem item) {
switch (item. getltemld()) {
(&)
case R. id. action_del_id:
/] *RA Y bh EELLBRELI—VIREICKVBIRT 2FREZRETS
new SendDataAsyncTack (). execute DEL_ID_URI, UserId) ;
return true;

5.5.2.7. imkEH ID & UUID/cookie ZEL T3 (HE)
IMEI 72 EDIRARER ID (&, FIAERRERT (T TEEITARETEL, mKREH ID LFAFRBHIBLRT
—ETHRRAPRAVLTLE L. &S IHEKESR ID OEELARARELT=OH. ID LFIAEBEROB/OITEYH
EDTELD (L) ZED, TDEATH D, COBZE. mKEHF IDICEH>T, UUID/cookie HEDELFER—
RICL-ZBEER T HERAIREL ID 2E-> T, FIAEBEREOBOTE LUVEEETHERL ChITKY, LEET
LGN DIERIEERBLI-RELTHIENTED,

MainActivity.java
@0verride
protected String doInBackground(String... params) {
/] *RA 2 bk FREBFEROM S (F121% WID/cookie ZFIAT 3
/! R TITIEY—N—BITER L= ID 2FHT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld = null) {
// SharedPreferences RIZ k—% UHFEE LG, —/nN—hi5 IDEZWMYFE 5,
try {
Userld = NetworkUti|. getCookie (GET_ID_URI, ””, “id");
} catch (I0Exception e) {
// SIAEIS B EDFNEFYYFT S
extMessage = e. toString() ;

}

// XY ZFtH1= ID % SharedPreferences [CIRTFET %,
sp.edit(.putString (ID_KEY, Userld).commit();
}

return Userld;

5.5.2.8. FAEBEBEHAADH TR DEE. SMIEELEVEZI—F—IZRBHT S €i:3)
FAZEDmRAMT—HMICHRAZBRRICT IV ERTEOAHDEETHoTH. AIREDEREHMTERMLES
HBH=OIZ, TEDEZEILADENEELL BARMICIE, 77 EALEFIREERIL. HEHRES-BHD=HIZIH
RKART—HMIZERTLIOATHY., ERCHMBEEZLEVEZZF ABICEBHTHERN BAAEELT
F. =TI TLARLTOT TRBARICEHTIEEDHENEZLOND, BH. RN TO—EFIADHD
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5.5.3. 7RIV RE

5.5.3.1. FZANI—R)L—ZRYFERKR

AX—RIAVIIHE T EHFIAFFREIEL. HAEITEETIEEICE. MAZICHLTT TN ED LI GIFREE
DESTH/INEERLIZT T - TIAN—R) o — % - RRT DREDNH D, 7T TZA4N\—Ro—IC
REITAREABIL, BIFE SPHICTTERIN TS,

TI)-TSAN— RO —(FER DT TIBESITRTOFAEFERE. TORBELHEROREFL. EELEEE
BASMCTHIEICERNEMTINS, TNEFRICEEENMEL DT TUNSIELI-T R TOFREFRE
EDFSICRE-BE-REETINETTBEETISANL—RUL—LELLED, k. BANERREELELL
[CEREINTNBTSANS—RYL—EIFEDBEETSAN—RYL—A LT 5,
TSAN—R)—DER - BTRAECEFNEFND TN —RYL—DRENDBL EX, [JSSEC R3AK-7 )
o 7 34N L — K UL — 4 g - FH FTIZOWLWTOEFERI]
(http://www.jssec.org/event/20140206/03-1_app_policy.pdf) [CFFHEREANEEHINTLSDTSHERD
&

5.5.3.2. FAEMRHR

LTFIZ. KAARTHERALTWAASEIZDWT., [JSSEC AR K7 T)VDTSAN—RYS — e -BRIZDULNT
NEZ] (http://www.jssec.org/event/20140206/03-1_app_policy.pdf) [ZEEEIN TS HERERZS]
ALTH<

& 5.5-1
FAsE fiEeh
BERXETSA1\—R)— BEEICBTAEANERREAHELELIZT M4\ —R)—,
ENIRRREEICEDIEIER
T )T —R)— T r—2av BT TS50 —R) o —, #8754 SPI DiEsHE
DEER MEMEFMRTORY LT VEREANEEND
BERT ) TS5480—KR)2— TTINMBTEFAERR. MEGEN. E=FREOFELL
#HRICERL-XE
HMRT ) - T3 —R)— 1754 SPl DEHSH8IE B ITEML-FHMLENBELRL-XE
FARICEIIMYBANEZLGHAEBTHR cookie. UUID2E
FRAFICLIMYRZARHLF AEER IMEL IMSI, ICCID. MAC7RL R, OS NEMT S IDHE
REERIBRCR O SFIAH R MEER. TRLRIR, BEEFES. A—ILTRLRGE
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| 5.6. RBEESRHEFHATS

5.

X2 TDERTIE. BRESTLARTH-ODEHESEL T, #E M (Confidentiality). T2 (Integrity).
A A (Availavility) LWV AENMEDN S TN ENREBEOT—REE=FICELNEVELIICTEILE. SETD
T—ADNREASNLENESIZ(FzE REASNIZIEERIN)TH L. H—EX DO T—ADNRBELZRFICLNVDTE
FATEDILEERLTEY., X2 T 2R T IRICEEITRERULERTH D, P TH. HEMHEOTELHE
DI=HIZEEHEMHAANLNDEIEMNEZL, Android [TEWTH7 TULIBEREPTEEEERERT 50D L%
EEHEENRAEIN TS,

CCTIE. Android 7UIZEITHEESL-ESHBEDOERR), Avt—CRAa—F/TOILER (REHDOE
B)DREGEREREEHVTINI—F TR,

6.1. o F)ILla—K

MESL-E5THMEMEEERT D). [RIAEZRMNTIGELHERR T D) 1LV 1—RT—XDOE KM% A
BOFHRITHLT, BRBESARXMSRARINA TN, CCTIH BERMEEDLSLARTHATINENSEH
mhn, BEAREREC 3 DIZHBELTHUTILA—FZAEL TS, TR ETA OB SEMOEEMSFIAT N
EEESAX-BOBEZHTHIENTED, KU LGHFABERISEIZE. 15.6.3.1 BEEAXDRER]
BRI BHIL,

T EBESRMEFATIRERET SMRICIE. [5.6.3.3 ELBAERICEITHMEHEMEARILHONCHERTHT
&

E=FBEDOEBIOT—H%EFD

( [F & )

2A—HF—-OEBEE]
1EHET2

B S Ll BT
SR ETIBFITIT

A 4
AT —FR—2 5% LFRIESE HomsRIESEF AL
HIAL-ES{t- 185 FIALT-EES{E- 1BS St 185

5.6-1 BEHLT—42EFEH YT INI—FERRTH70—Fvr—F
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0 EZHICIDHTHDHEAZRMT D

(:- [F & j)

FRRHI AT
= AT T EIIBFTIT2

\ 2
AT —EN—2EE SAFBE S HaseEsS=FIAL:
FIAL - AAEED FIAL - AAEED MWE AFEH
(MAC: Ay — F5Fa—F) (FoRIEE) (MAC: Ay — F5Fa—F)

5.6-2 T—RDBRIAERMNTIY 2 TIa—FEEIRTH70—Fr—Fk
5.6.1.1. NRDU—F#EZFIHALCHESIL-ESTS
A—H—DIEREEDMESETIEMICIE/SART—RR—RABIESEFESEMNTES,

RAUE:

1. BATRMICESE—RENTUERETD

2. MESTHEWEEEZB-DBESEMFTILIVL-B—F-RT10TE)EERTD
3. RNRT—FhoREERT HEE(E., Salt ZERT S

4. NRAT—RFHo@RZEERT DIGEIL BEL/ NV 1OBYRLEIREEET S

5. THRRELGRIEZHOREFATD

AesCryptoPBEKey.java

package org. jssec. android. cryptsymmetr icpasswordbasedkey;

import java.security. InvalidAlgorithmParameterException;
import java. security. InvalidKeyException;

import java. secur ity. NoSuchAlgorithmException;

import java. secur ity. SecureRandom;

import java. security. spec. InvalidKeySpecException;
import java.util. Arrays;

import javax.crypto.BadPaddingException;
import javax.crypto.Gipher;

import javax.crypto.IllegalBlockSizeException;
import javax.crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;

import javax.crypto. spec. IvParameterSpec;
import javax.crypto. spec. PBEKeySpec;
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public final class AesCryptoPBEKey {

/] *kRA Uk Tk BARMIZESE—RENRTA VI ERET S
/] KkRA b 2%k BBTHNEEEZFBH -TBESEM (FILITVXL - EF—F - RTo 5% #FERTS
// Gipher 2 5 AM getlnstance [TEFT/ATA—4 (/[BETILITVXL]/[FAVIBEE—F]/UST12T1L—)]

// B TILTIK, BEFILDY XL=AES, JOvHEEESE— K=CBC. /\T 1 >4 JL—JL=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

/] BEERTBIVSADA VARV RAEREBET 5=HDXFF|
private static final String KEY_GENERATOR_MODE = “PBEWITHSHA256AND128BITAES-CBC-BC”;

/] *RA DRIk IRRT—FEOLREEERTHIGEIL. Salt #FHATS
// Salt D4 MR
public static final int SALT_LENGTH_BYTES = 20;

[/ *RA Db bk NRAT—FALREERT HHEE. BEGNY 10 YRLEIKERES 5
// PBE TRRELEMYT HRDBWIF DR YR L B
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] *ARA Uk bk +HRREGRIEHFO>REFATS
/] BOEYLE
private static final int KEY_LENGTH BITS = 128;

private byte[] mIV = null;
private byte[] mSalt = null;

public byte[] getIV() {
return mlV;

J

public byte[] getSalt( {
return mSalt;

J

AesCryptoPBEKey (final byte[] iv, final byte[] salt) {
mIV = iv;
mSalt = salt;

}

AesCryptoPBEKey () {
mIV = nul |;
initSalt();

}

private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr. nextBytes (mSalt) ;

J

public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = nul I;

try {
/] *RA b1k BRMICESE—RENRTA VT EERET D
/] KRA b 2% BHTHNEEEZB/ -TBESEM (FLIVXL - E—F - RTo205%) #FERTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;
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/] *RA Uk Ik RRT—FHhLREERTHHEIL. Salt 2FERAT S
SecretKey secretKey = generateKey (password, mSalt) ;

cipher. init(Cipher. ENCRYPT_MODE, secretKey);

mlV = cipher. getIV();

encrypted = cipher.doFinal (plain);
catch (NoSuchAlgorithmException e) {
catch (NoSuchPaddingException e) {
catch (Inval idKeyException e) {
catch (IllegalBlockSizeException e) {
catch (BadPaddingException e) {
finally {

L S S S —

return encrypted;

J

public final byte[] decrypt(final byte[] encrypted, final char[] password) {
byte[] plain = null;

try {
/] hRA b Tk BARMICEEE—RENTA T EERTET D
/] KRA b 2% BHTHNEEEZB/ -TBESEM (FLIVXL - E—F - T 05%) ZERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

/] K*RAL b3k RRT—FOLRBREERTHHEE. Salt #FEATS
SecretKey secretKey = generateKey (password, mSalt) ;
[vParameterSpec ivParameterSpec = new [vParameterSpec (mlV) ;
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher. doFinal (encrypted) ;
catch (NoSuchAlgorithmException e) {
catch (NoSuchPaddingException e) {
catch (InvalidKeyException e) {
catch (InvalidAlgorithmParameterException e) {
catch (IllegalBlockSizeException e) {
catch (BadPaddingException e) {
finally {

o e e e e e

return plain;

J

private static final SecretKey generateKey (final char[] password, final byte[] salt) {
SecretKey secretKey = nul |;
PBEKeySpec keySpec = null;

try {
/] KR 2k BETHENEEEF LI TILIVAL - E—F - RToUTEERTS
/| BEERT DIV SADA VRAVRERIRT S
// BITl&, AES-CBC 128 E v FRM#E % SHA256 #FIF L TER I % KeyFactory #{EH,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] hRA b Ik RRID—FhLRBEERTDIHEEIE. Salt Z2FERAT S

/] KRA bk RRT—FHOLREERTDIHHEE. BEGENY S 1ORYBRLEREIEET S
/] *ARA Uk bk +HREGRIEHFO>EEFIATS

keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);

// password D4 1) 7

Arrays. fil | (password, "?7");

/] BEEKT S
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secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) |{
} catch (Inval idKeySpecException e) |{
} finally {

keySpec. clearPassword () ;

}

return secretKey;

5.6.1.2. 2FBRZIALTESIL-ESITD

T RITEARBRERBLTCT —AORBELOAHETV, BEEELGIREWIGEM (Y —/N\—4E) THERICK
DTG RARICIE AFRBEERMTFRE S EESIENTED,

RAVE:

1. BARMICESE—RLNTOTERETD

2. MESTHWEEEB-DBESEM(TILITVL-FT—F - NRTAVTE)EERTDH
3. THRELGRIEHOREIATS

RsaCryptoAsymmetricKey.java
package org. jssec. android. cryptasymmetrickey;

import java.security. InvalidKeyException;

import java. security. KeyFactory;

import java. security. NoSuchAlgorithmException;
import java.security.PrivateKey;

import java.security.PublicKey;

import java. security. interfaces. RSAPublicKey;
import java. security. spec. InvalidKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

import javax.crypto.BadPaddingException;
import javax.crypto. Cipher;

import javax.crypto. Il legalBlockSizeException;
import javax.crypto. NoSuchPaddingException;

public final class RsaCryptoAsymmetricKey {

/] kRA 2k 1k BARMICESE—FENTA VI EERET S
/] KRA b 2%k BETRNEEERB - ESEM (FLIVXL-E-F -T2 7%F) 28RS
// Cipher 2 5 X®M getlnstance ITET /A5 A—4 (/[EEST7NLIVILY/[TAVIBSE—F]/ T4 2T L—)L]

[/ B TLTIE, BETILTY XL=RSA, TOvIEEEE— FNONE, /35 1 >4 JL—)L=0AEPPADDING
private static final String TRANSFORMATION = “RSA/NONE/OAEPPADDING”;

// BETILI XL
private static final String KEY_ALGORITHM = "RSA”;

/] *RA Uk Ik +RRELGESEEHOREFNATS
/] BREFzvY
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private static final int MIN_KEY_LENGTH = 2000;

RsaCryptoAsymmetricKey () {
]

public final byte[] encrypt(final byte[] plain, final byte[] keyData) {
byte[] encrypted = null;

try {
/] *RA Uk Ik BARMICESE—RFENRTA VT EERTETS
/) *RAU bk 2k BETHEWNEEEXZF -PESHEMN (FLIJVXL - E—F - T 257%F) #FRHTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
if (publicKey !=null) {
cipher. init (Cipher. ENCRYPT_MODE, publicKey) ;
encrypted = cipher. doFinal (plain);
}
catch (NoSuchAlgorithmException e) {
catch (NoSuchPaddingException e) {
catch (InvalidKeyException e) {
catch (I1legalBlockSizeException e) {
catch (BadPaddingException e) {
finally {

—— e

return encrypted;

J

public final byte[] decrypt(final byte[] encrypted, final byte[] keyData) {
/] KK, BEERBEY—N\—BITEEITRELDOTHLH.
/] AT TIEEERRAIC. 7TTUVRNTLESNEEREL,
/) BRBRIZH O TLa—FEFRTIEEE. 7T IRICHERERBLEVESIZTSHI L,

byte[] plain = null;

try {
/] *kRA Uk Tk BARMICESE—RENRT VI EERET S
/] KRRA b 2%k BBTHNEEEZBH -TBESEM (FILITVXL - EF—F T4 0% #FRTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
cipher. init(Cipher. DECRYPT_MODE, privateKey) ;

plain = cipher. doFinal (encrypted) ;
catch (NoSuchAlgorithmException e) {
catch (NoSuchPaddingException e) {
catch (Inval idKeyException e) {
catch (IllegalBlockSizeException e) {
catch (BadPaddingException e) {
finally {

L R S g —

return plain;

J

private static final PublicKey generatePubKey(final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;
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try {
keyFactory = KeyFactory. getInstance (KEY_ALGORITHW) ;
publicKey = keyFactory. generatePublic(new X509EncodedKeySpec (keyData)) ;
catch (Il legalArgumentException e) {
catch (NoSuchAlgorithmException e) {
catch (InvalidKeySpecException e) {
finally {

[ e ppe—y

/] KRAU Ik +RREGRIEHEO>EEFRATS
/] BEOFz vy
if (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey).getModulus (). bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

J

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try |
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;
privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
catch (Il legalArgumentException e) {
catch (NoSuchAlgorithmException e) {
catch (InvalidKeySpecException e) {
finally {

— e

return privateKey;

5.6.1.3. #£@RZFALTHESLE-ESTS

Y AXDKRERT—RERIBECTIINEE - 1—F—DEEDHEMEZTFHIEMTESIEATES,

RAVb:

1. BARMICEEE—FRENTAUITERETD

2. M THRWVEELB-DBESEM(TILTIXL-E—F-NTF1UTF)EERTS
3. THRRELGRIEHOEZFATD

AesCryptoPreSharedKey.java

package org. jssec. android. cryptsymmetr icpresharedkey;

import java.security. InvalidAlgorithmParameterException;
import java.security. InvalidKeyException;
import java.secur ity. NoSuchAlgorithmException;
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import javax.crypto.BadPaddingException;
import javax.crypto. Gipher;

import javax.crypto.IllegalBlockSizeException;
import javax.crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. spec. IvParameterSpec;
import javax.crypto. spec. SecretKeySpec;

public final class AesCryptoPreSharedKey {

/] kRA Tk 1k BARMICESE—FENTA VI ERET S
/] KRA b 2%k BE TR EEERB - ESEM (FLIVXL-ET-F -T2 7%F) 28RS
// Cipher 2 5 XM getlnstance [ZEI/AF5A—% (/[BESFILITYVXLY/[TAVIESE—R/ T4 2T)L—)L]

/] B TILTIE, BET7IIL DY XL=AES, TAvYHBESE— K=CBC, /8T 1 >4 JL—JL=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

// BETIILIY R L
private static final String KEY_ALGORITHM = "AES”;

/] NN, &
public static final int IV_LENGTH_BYTES = 16;

/] KkRA b3k +RREGRIEEOEEFIATS
/] BEFVY
private static final int MIN_KEY_LENGTH_BYTES = 16;

private byte[] mIV = null;

public byte[] getIV() {
return mlV;

J

AesCryptoPreSharedKey (final byte[] iv) {
mIV = iv;

J

AesCryptoPreSharedKey () {
]

public final byte[] encrypt(final byte[] keyData, final byte[] plain) {
byte[] encrypted = null;

try {
/] *RA Uk 1k BARMICESE—RFENRTAVITEERTETS
/] KRIRA b 2%k BBTHNEEEZB -DBESEM (FILIVXL - EF—F - RFTo 0% #FRTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

if (secretKey != null) {
cipher. init (Cipher. ENCRYPT_MODE, secretKey) ;
mIV = cipher. getIV(;

encrypted = cipher. doFinal (plain);
}
catch (NoSuchAlgorithmException e) {
catch (NoSuchPaddingException e) {
catch (InvalidKeyException e) {
catch (IllegalBlockSizeException e) {
catch (BadPaddingException e) {

— e
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} finally {
}

return encrypted;

J

public final byte[] decrypt(final byte[] keyData, final byte[] encrypted) {
byte[] plain = null;

try {
/] hiRA Uk Tk BARMICESE—RENT VI 2RET D
/] KkIRA Vb 2%k BBTHNEEEZB-DBSEM (FILITVXL - EF—F - FT1 0% #FRTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

if (secretKey != null) {
IvParameterSpec ivParameterSpec = new IvParameterSpec(mlV);
cipher. init (Cipher. DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher.doFinal (encrypted) ;

}
catch (NoSuchAlgorithmException e) {
catch (NoSuchPaddingException e) {
catch (InvalidKeyException e) {
catch (InvalidAlgorithmParameterException e) {
catch (IllegalBlockSizeException e) {
catch (BadPaddingException e) {
finally {

e et e e e e e

return plain;

J

private static final SecretKey generateKey(final byte[] keyData) {
SecretKey secretKey = nul |;

try {
/] *RA UL Ik +HRREGRSIEHOBEFIATS
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] hiRA Uk 2k BHETHENEEFFH -IBIERM (FLITVXL - FT—F - T 259%) #ERTS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;

5.6.1.4. NRAT—FREZFALTHSAZIRINT S

A—HF—DEBREEDTEMETFIVITHEMICIE/NRRT—RR— (A ERESEEIZENTES,
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RAUb:

1. BATRMICESE—RENTUERETD

2. MESBTHWEEEBR-DBESEM(TILTIVXL-BE—F-NTATE)ZERTS
3. RNRT—FIoREEMT HEHE(E., Salt ZERT S

4. NRADT—FHoBREERTDIHEIE BEL/ NV 1OBRYRLEIREEET S

5. THRRELGRIEZHOREFATS

HmacPBEKey.java

package org. jssec. android. signsymmetr icpasswordbasedkey;

import java.security. InvalidKeyException;

import java. secur ity. NoSuchAlgorithmException;
import java.secur ity. SecureRandom;

import java.security. spec. InvalidKeySpecException;
import java.util. Arrays;

import javax.crypto.Mac;

import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;
import javax.crypto. spec. PBEKeySpec;

public final class HmacPBEKey {

/] K*RA b 1h BRMICESE—FENRTAUTERET D

/] hRA Uk 2k MEBTHENEEZF -PBESEM (FILIVXL - E—F - RTo2T9%) #ERTS
// Mac 25 A @ getlnstance [ZJET /RS A—% (FREFE—K)

private static final String TRANSFORMATION = “PBEWITHHMACSHA1";

/] BEERTBISADA VARE VAERET B=-DDXESF
private static final String KEY_GENERATOR_MODE = “PBEWITHHMACSHA1";

/] KRA bk 3Ik IRRT—FEoBEERTHIEEIL. Salt #FATS
// Salt 4 ~E
public static final int SALT_LENGTH_BYTES = 20;

/] dRA b bk RNRAT—FALREERTHHEEF. BEGNY 10 YIRLEKEREES 5
// PBE TRELMT HROMIHFDRE YR LEHK
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] ARA U F bk +RRELRIEEO>EEFIAT S
/] BOEY MR
private static final int KEY_LENGTH_BITS = 160;

private byte[] mSalt = null;

public byte[] getSalt( {
return mSalt;

J

HmacPBEKey () {
initSalt(;
]

HmacPBEKey (final byte[] salt) {
mSalt = salt;
}
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private void initSalt( {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr. nextBytes (mSalt) ;

J

public final byte[] sign(final byte[] plain, final char[] password) {
return calculate(plain, password);

J

private final byte[] calculate(final byte[] plain, final char[] password) {
byte[] hmac = nul|;

try {
/] hRA b Tk BBRMICESE—FENRTAUTEERET D
/] KRA b 2% BHTHNEEEZB/ -TESEM (FLIVXL - E—F - RTo200%) 2FERATS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

/] KRA b3k IRT—FEoBEERTZ5EE. Salt ZFERATS
SecretKey secretKey = generateKey (password, mSalt) ;
mac. init(secretKey) ;

hmac = mac. doFinal (plain);
} catch (NoSuchAlgorithmException e) {
} catch (Inval idKeyException e) {
} finally {
}

return hmac;

]
public final boolean verify(final byte[] hmac, final byte[] plain, final char[] password) {
byte[] hmacForPlain = calculate(plain, password) ;

if (Arrays. equals (hmac, hmacForPlain)) {
return true;

}

return false;

J

private static final SecretKey generateKey (final char[] password, final byte[] salt) {
SecretKey secretKey = nul |;
PBEKeySpec keySpec = null;

try {
/] KR 2k BETHENEEEF LI TILIVAL - E—F - RToUTEERTS
/| BEERT DV SADA VRAVRERI[T S
// Bl Tl&, AES-CBC 128 Ew FRM#E % SHA1 #FIFA L TEMT % KeyFactory #{EH,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] hRA b Ik RRID—FhLRBEERTDIHEEIE. Salt Z2FERAT S
/] kAU b bk RRT—FHLRBREEFRTIHSIE. BEGNY D 10OBYRLEMEIEET S
/] *RA b5k +HRREGRIEZEOEEFIATS
keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
// password D% V)7
Arrays. fill (password, '?');
/] BEEKRT D
secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
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} catch (Inval idKeySpecException e) |{
} finally {
keySpec. clearPassword () ;

}

return secretKey;

5.6.1.5. AFERZEFALTRSAZIRINT S

BEDREGHH(H—N\—LE)THERICLSIZBRETo-T—RIHLT. 7 VAT ARBERFLTT —
ADEBERBEDHETISOGARICIEAFARCERMEDE S EFES_EATESD,

RAVE:

1. BARMICESE—RENTOTERETD

2. MESTHWEEEB-DBESEM(TILITVL-FT—F - NRTAVTE)EERTDH
3. THRELGRIEHOREIATS

RsaSignAsymmetricKey.java
package org. jssec. android. signasymmetr ickey;

import java.security. InvalidKeyException;
import java. security.KeyFactory;

import java. security. NoSuchAlgorithmException;
import java.security.PrivateKey;

import java.security.PublicKey;

import java.security.Signature;

import java. security.SignatureException;
import java. security. interfaces. RSAPublicKey;
import java. security. spec. InvalidKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

public final class RsaSignAsymmetricKey {

/] *iRA Uk 1k BARMICEEE—RENTA VT ERETD
/] KkRA b 2%k BBTHNEEEZB -DBEEM (FILITVXL - E—F - T UJ9%) #FERTS
// Gipher 2 5 AM getlnstance [TEFT/ATA—4 (/[BET7ILITVXL]/[F7AYIEEE—F]/UST12TIL—)]

/] U TLTIE, BE7IILTY XL=RSA, TRy HBESE— K=NONE, /85 ¢ >4 JL—JL=0AEPPADD ING
private static final String TRANSFORMATION = “SHA256withRSA”;

// BETILIY XL
private static final String KEY_ALGORITHM = "RSA”;

/] KkRAU b3k +HRREGRIEEOEEFIATS
/| BEF vy
private static final int MIN_KEY_LENGTH = 2000;

RsaSignAsymmetricKey ) {
}
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public final byte[] sign(final byte[] plain, final byte[] keyData) {
/] RE, BARBIEY—N\—QITEETRELOTHIH.
/] AT TEEERRAIC. 7TIVRNTLERNEBEREL:,
/) BBIZH Y TNa—FREFIATEIEEE. 7TTVARICHERERELEVKLSICT LI L,

byte[] sign = null;

try {
/] *RA Uk Ik BARMICESE—RFENRTA VT EERTETS
/] hiRA Uk 2k EBTHENEEZF -PBESEM (FILIJUVXL - F—R - T 29%) #EHTS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
signature. initSign (privateKey) ;
signature. update (plain) ;

sign = signature.sign();
catch (NoSuchAlgorithmException e) {
catch (Inval idKeyException e) {
catch (SignatureException e) {
finally {

— e

return sign;

]
public final boolean verify(final byte[] sign, final byte[] plain, final byte[] keyData) {
boolean ret = false;

try {
// *iRA b 1k BRMICESE—RENTA VT ERET S
/] KRA b 2% BBTHNEEEZB -PBESEM (FILIVXL - E—F - RTa 0% #FRTS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
signature. initVerify (publicKey) ;
signature. update (plain) ;

ret = signature.verify(sign);

catch (NoSuchAlgorithmException e) {
catch (Inval idKeyException e) {
catch (SignatureException e) {
finally {

[ e gy —y

return ret;

J

private static final PublicKey generatePubKey(final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;

try {

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

publicKey = keyFactory. generatePublic(new X509EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) |{
} catch (NoSuchAlgorithmException e) {

412
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} catch (Inval idKeySpecException e) |{
} finally {
}

/] KRAU bk Ik +RREGRIEHODREFRATS
/] BEOF VY
if (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey).getModulus (). bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

J

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;
privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
catch (Il legalArgumentException e) {
catch (NoSuchAlgorithmException e) {
catch (Inval idKeySpecException e) {
finally {

—— e

return privateKey;

5.6.1.6. #BERZFALTHSAZRITS

THIDEE-I——DEEDTEMEEZFIVITHEMTESIENTES,

KAk

1. BARMICEEE—FRENTIUTERETD

2. MEBTHWEEEBR-DBESEM(TILITIVXL-E—F-NTAUTE)ZERTS
3. THRELGRIEHOEEIATS

HmacPreSharedKey.java
package org. jssec. android. signsymmetricpresharedkey;

import java.security. InvalidKeyException;
import java. security. NoSuchAlgorithmException;
import java.util.Arrays;

import javax.crypto.Mac;
import javax.crypto. SecretKey;
import javax.crypto. spec. SecretKeySpec;

public final class HmacPreSharedKey {

All rights reserved © Japan Smartphone Security Association.
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/] kR Tk BARMICESE—RENRTA VI EERET S
/] hRA Uk 2k EBTHENEEEZFT -PBESEM (FILIVXL - F—F - RTa259%) #EHTS
// Mac 2 5 XM getlnstance IZET /NS A—4 (BREEE— F)
private static final String TRANSFORMATION = “HmacSHA256";

// BEFILIY XL
private static final String KEY_ALGORITHM = “HmacSHA256";

/] ARAUE Ik +RBRELRIEEO>OREFIAT S
/] BEFVY
private static final int MIN_KEY_LENGTH_BYTES = 16;

HmacPreSharedKey () {
}

public final byte[] sign(final byte[] plain, final byte[] keyData) {
return calculate(plain, keyData);

J

public final byte[] calculate(final byte[] plain, final byte[] keyData) {
byte[] hmac = nul|;
int count = 0;

try {
/] *RA U Tk BRMICESE—RENRTA VI EERET D
/] KRA b 2% BHTHNEEEZB/ -TBESEM (FLIVXL - E—F - RTo 5% #FERTS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;
if (secretKey !=null) {
mac. init (secretKey) ;

hmac = mac. doFinal (plain) ;
StringBui lder sb = new StringBuilder() ;

for (int i =0; i < hmac. length; i++) {
//System. out. printIn(Integer. toHexString (hmac[i] & 0xff));
sb. append (Integer. toHexString(hmac[i] & Oxff));
count++;

}

count = 0;
}
} catch (NoSuchAlgorithmException e) {
} catch (Inval idKeyException e) {
} finally {
}

return hmac;

J

public final boolean verify(final byte[] hmac, final byte[] plain, final byte[] keyData) {
byte[] hmacForPlain = calculate(plain, keyData);

if (hmacForPlain != null && Arrays. equals(hmac, hmacForPlain)) {
return true;

}

44
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J

return false;

private static final SecretKey generateKey(final byte[] keyData) {

SecretKey secretKey = nul |;

try {
/] kRAU b3k +HRREGRIEZEOREFIATS
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] hiRA Tk 2k BBHETHENEEFF -IBERM (FLITVXL - FT—F - T 2J9%) #ERTS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;
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5.6.2. JL—ILTvH

B SR AR AT ARRIZIXLUTDIL—ILETSEIE,

1. BSEEETIBEE. ARMNICEEE—RERTAUTERETS (Wh7E)
2. ZLIVALHMIZHEBETEVWEDEEEFB -TELD)EERATS (WH7E)
3. NRT—FR—ZREEEND/RT—FEIHRNIZERFLLZNIE (W7R)
4. NRRT—LFHoBEERTLHEE. Sat #EATS (W ZE)
5. NRRAT—FhoRBEERTEHIHEE. BEL/ NV 1DBRYRLEREIEET S (W 7E)
6. NRAT—RDEREZEHEIIXRETD (HE22)
5.6.2.1. BEEFEETHESE. BRNICEBSE—RENTAUTERET D (W7E)

BT ARG ETHESRMENRATA5E. RIS E—FENTAUTERET HT L, Android 7
T)DORFETHESEMZFATSBE. £IZ java.crypto DUS5ATHS Cipher Y5R%EFHT %, Cipher 45
REFIFAT B, FOICEDKSLIEBEF AT I EIEELT Cipher 9RADA TPV EERKT 5. CDIETE
% Transformation EFESIAY, Transformation MIEEDEKICIXUT D 2 FEFEIEFHETS

® ‘“algorithm/mode/padding”

® ‘“algorithm”
BEDHE.BEE—FET 2T 1L Android THIRARIREGESIE Y —ERTONATEF DT I74/L MEAE
2D, COTIAHIVMER., FHEHECERELGELZEBEL. HFEYRETLEVLOMNEEIN TSI EAHY., &
X TAEHERTHOICED T, IEDOBEE—RENRTAUTEEETHERZFRTILENH D,

5.6.2.2. 7ITVALMIZKBTLHEVLOEELH-TLD)EHERATSH (Wh78)

EERITERAYTHEE. TIVTVALELTHRB TR, —EOEEERH-LI-LOEERTHE £, 7
DALELTEBDBREHBEITHIEE. TTIDERFATIALEERBLTHAZRELBRREFNATHLE &5
[CIF BEBE—FONRTAVTE—RIZOVTHRMDRESENFETHEDLHY. B ThL+IZ2LEAR
EHRAT S

RBEESHEMEFRRALEES. AIAXE=ZENCDEREEHC=OIZESIELI=T7 7ML TH, BIEEREICGo
THELT . EZEBDEBEFLTLEIATH S IT HZRMTOEIZHFN, BSHETORMERE EEhd=6H, FIRT
SEMIET TINREITELERET M. RENRESNDIEDNEFTELT LT Y X LEREHLERT
BUBENDHSD.

EEOESHEMOEELLTIE. LTORICEEDOEENFIATEL-HSEICTEHIL,

& 5.6-1 NISTCKED) NIST SP800-57

TILIVXLDFA4T75 | AHEEES JEXFRRE S BRES HASH HASH
AL (TPHILES, | (HMAKD,
HASH) EL B RR)
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~2010 80 1024 160 160 160

~2030 112 2048 224 224 160

2030~ 128 3072 256 256 160
B3 : bit

F 5.6-2 ECRYPTII (EV)

FILTVALDZA4T3 | ATHEEES FEXIFREE 5 EMES HASH
AL

2009~2012 80 1248 160 160
2009~2020 96 1776 192 192
2009~2030 112 2432 224 224
2009~2040 128 3248 256 256
2009~ 256 15424 512 512
B{i1:bit

& 5.6-3 CRYPTREC(B#) EFBRFHREESJRF

Bt 48 E2E o
EZ4 DSA,ECDSA,RSA-PSS,RSASSA-PKCST1-V1_5
NEFd RSy SPH RSA-OAEP
BHEF DH,ECDH
64 EvhTJOvIrES | 3-key Triple DES
HARES 128 EvrIAYIES | AES,Camellia
AR —LEEE KCipher-2
AN 3L SHA-256,SHA-384,SHA-512
2 R EE—L MEE—F CBC,CFB,CTR,OFB
LT EMEE—F CCM,GCM
Ayt—UFBEEa—F CMAC,HMAC
I TAT AR ISO/IEC 9798-2,ISO/IEC 9798-3
5.6.2.3. NRAT—FR—REED/IRT—FZEHKRAIZERFLGENI E (Wh28)

INRT—RR—=REEET, =P —MNOANEZF T2/ RT—RER—R[CHEEREER T DHE . ANShTF=/NR
T—FZERRAICRFLENIE NRAT—IR—ABESDA R IESROEEERELETHETHY., ImRAI
NRAT—RZERFLTLES & TOR R BFoNLGLLEE-0THD, LEAHA. HRRNITNNRT—REREFT HL
T HOT7TINSEEEINTLEIVRIALELSIELHY . REEMLEZ THIMRANDREFLTIIESH
A

5.6.2.4. NRAT—FhoBREERTHERIL, Salt ZEATS (Wh78)
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INRT—RR—REEET, I—HF MO ANEZ TR T—RER—X(CREEREERTHHE. T Salt ZfE
AY5&, T mRADR L —F —ITHEEZRE T 5 S . 21— —BICELS Salt ZFIAT 5 &, Salt =
FAETICEME NV A BB OATESRELERBLIZGEE. LAVR—T—JILERENSEMEFEIET. B
BIZTD/INRT—REEEH T HENTES-DTH D, Salt ZfFH1=15E . AL AART—F o ERLI-B#TH>T
LEGDE (NP E) BERSNDLIIHY, LAVR—T—TILIZLDBOBRERETET D ENTES,

I\ DT — RSz EKR T DIHBEIC. Salt Z[EAT 34
public final byte[] encrypt (final byte[] plain, final char[] password) {
byte[] encrypted = null;
try {
/] *RA Y bk BARMICESE—RFENRTAUIERET S
/] hRA Y bk BEBTHEN EEEFLTBEEEMN (FILIVXL - E—F -RT1259%) %
FATS
Cipher cipher = Gipher. getInstance (TRANSFORMATION) ;
/] hRA Y bk IRRT—FEWLREERT HHEEIE. Salt ZEAT S
SecretKey secretKey = generateKey (password, mSalt);
5.6.2.5. NRAT—FHoRBEERTHIEEIE. BELR/NY1DEYIRLEIFFIEET S (ws78)

ISR —RR—REEET, A—F—MDANEZ(F-/IRRAT—FER—RIZESREEFK T 556 BREKTER
Té/\‘VDJQLLIEOD%%ULLIE§&’E+$J‘i?é7‘£|§lﬁf?“*?’é(xbb‘y?‘/’j‘?’é): o —f%IZ 1,000 ELLD#E

RLTHNIERWESND, SOHICEELEELRET H-OICFAT 55 1,000,000 B EDERYERLE
ﬁa_é:o/\“J*/:LF';EI%IIat—IEIO)E'f%(m\b\ZaH%FaEJ/J\QF.%IJ&H%FEEJ’GZTJ%)T, HREBEBICIDBLYRENES
[ZHBRAICHESTIND, ZDT=H, /Ny 2B EEYRLAWVDAN Y FU T FET, hEEHMIMMN D LS
[CLTHRE-YKRBEZREICT S, GH. AN YyFUo I ERIETIT)ONBEREICLEZELZRITT -0, HET HE
BICIXEFRTHILE,

JXRA D — RO SEZERKT DIHBE(C. /\WS10D8DIRURBIEZIETE T S5
private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = nul |;
PBEKeySpec keySpec = null;

(HBK)

/] KRA Y bh RRAT—FhoBEEERT ZHEE. Salt #FERT S

/] KRAY bh RRAT—FhLBEERT BHEE. BELNYD1DBYRLEREIEET S
/] kA bk +HRREGRIZHOREFATD

keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);

5.6.2.6. NRAT—FDREZEHHIIRET S (HE2Z)

INRT—RR—REEE T, A—HF =M ANEZTF=/RAT—FER—XCESREER T IIHE . BEROBE
F1—F—DNRT—FDBEICEFRET 5=, 1—F —MoZFFFE/ RV —FDBEEZEHEIIXRETH
ENEFELL FIZE, NRT—FDRIERE 8 XFLULELEY, EHOXFEOFAEZRALLY(REHESE
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1 XFULLGETEILREDTENEZ LN,
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5.6.3. 7NV RK

5.6.3.1. ESARADER

Yo TILa—FITIE BEE-EE. ASABRHMDERIZDONT 3 DOBSAXDEEHZRLI, A&EIZEST
EDBSAREFEATLINL. TR 5.6-1 ZEALT—2EFEHYUTIa—FERIRTEHT70—Fv—~ I TR
5.6-2 T—ADHREAZRMT Y TINI—FERIRTH570—Fr—hMIEFALTRENHETHEAT
5, —AT.BEARDERI. TORBZLERTHETIYMONCHIMIHIELTED, UTICHEZET
ERS

o HS-ESICHETIESARADLR

ARBEFES . REIRM BV -ORELEY A XOT—2LEBIZIERANEVD, BEILLESICHESBRNELD
1=, 2B DA 7 T )AITHR D (BEFIEDHTLY)  EEERD (REM) HATITI& SIS EIXBOEEMN LK
MBS THD, HBRESE. FIRODLENWHEELGEESARXTHAN. BHIL-BEESLLICRLEEERT L0,
TIIRICRELLICRFTIVLENHY . BORENHLL, /NRT—FR—XFE (/S\RT—RExIcLi- i@
EH)IE. A—F—DNRT— HoBEEM T 5=, i RNIZRICE T IMEELZRFTILENLG, AEeL
T A —DEEERETIHEDHMFEZ D, Tl EEDREN/RT—FDBEITIKET 5128, 5
BEICLHILTNNRT—REEHICTINELNHS,5.6.2.6 NRAT—FDBREEZEHIITXETS (#E) 115
BY5HIL,

& 5.6-4 BEEL-ESICETHEESARXDLEER

BEEAR | AR HomgE INRT—RR—Z

IEH

HAZXDKRELRT—EDOMNIE | NCELEIX A ELY) OK oK

THINH—ER)EEDRE | OK OK NG(A—H—I&DHEEE
HYETEE

1—Y—EBEDRE oK oK oK

EEDRE BRORESICIKE BOESICIKE INAT—FDORRE. Salt.
Ny a DY RLEIC
x7F

BORE BH(LFEOH) R 55

7)) TSN g5t BEiL-858 BEEiL-E5

(BB FH——11d)

o WEARAIZHITEHBEARDILE

T—ADYAZXDEERVN=LNE, BESE-ESITHE TSRS AXDLREFERHTH D,
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£ 5.6-5 WETARMIZHTHHEEAXDLE

REE AR | A6R HiER IRRT—RAR—2Z

EHH

T H—ER)EEDRE | OK OK NC(A—H—[c&k WS
ADYETBE

1—H—EEORE OK OK OK

&S DR BORSITIKTE BORSITKTE IKRT—F DB, Salt.
1Ny 1 DRYELERIC
&7z

BORE BH(AHROH) g 55

15.6.3.4 BORE SR
7 TITS M EL T MAC &+% -MAC #&3E MAC 5+ & -MAC #&EE
(BRZY—N—1E)

MAC: Ayt— 85 0—K

BEXRFTARTIE.13.1.3 BEDELRERRIBTIEELNIVEFRLOBEEZETLREIRELTNS, B
SOEARROEEMELGE - RORERR TV EAGEHGTE) ELERTELDRFAFEEFS51=0. Android
OS DEFaTAETITIREEDREERDICTELRNGEEDH, BSOEAEREFTHEAEFLL,

5.6.3.2. ELEODER

EERMOFMAS VT, REGES7ILTIVXLOESE—RFEERL. +0LGREOBEFERTHIEE. 7T
PH—ERTHRIT 2D EFX 1T EZHRITHLETIRICEETHS. LHL. ChoDBERABEEYITHOTHHE
BORREGLIENRELLY, FRASNYTEHE TILTVRALETRIET H5EF1)TADRENEERER
SEKIEDTLED, £ AES FOHBRESTHEATHINHERIMLIVIONRT—FR—RABESTEAT S
Salt(VILMIZEALTH, BYAKREVWEE=ZFICLDBENRB LY, FBDBANORSALBEDHEICELSD
AIREMEN S LD, CORIGEEEHCICIE, F=BICRO IV OEQFANRELHETERTILELSDHY.
ETNERBETO-OITBOTEELGRENEZR-TONELTH S, ALBEERT HEEFEBERSFZ LT EIN, €
D —FZERVTTA-BENTAIRESNIERREZHAT I ETEAREERT H/N— V7 DEHER
FRNG)IZHL T, VI 7 TRIRT HEL A MR ERE AL B AE AR (PRNG) EFES DN —REITH B

Android 77 Tld. BB RETOFAICHL T+ X274 E % SecureRandom VSR BFHTRFT 5L
MTES, SecureRandom ISR DHEEEIL. Provider EMEIENDREIZL>TRESINS, Tz, REBIZEHD

Provider(R)&HF DI LA AIRETH Y. Provider ZBARMIIZIEE LAEWLMEE LT I74/LED Provider ¥ E(EN 5,
ZFD1=H. RERIC Provider DFEEZEEH LA T SecureRandom #FESZEHLARETH D, LTI,

SecureRandom DEVVADHIERT

%#. SecureRandom [Z1& Android D/N\—23v(2&o2TUKDOMEBELHY ., RE LD FEABEICLD,

[5.6.3.3 ELBAERICHITHHEFHEEARIZSETHIL,
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SecureRandom DFERA(T I A4 )L hDEEZFERT D)
import java. security. SecureRandom;
(snip...)

SecureRandom random = new SecureRandom () ;

byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom DEABARMIC 7))L U X LEISTET D)
import java. security. SecureRandom;

(snip...)
SecureRandom random = SecureRandom. get Instance (“SHATPRNG™) ;
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom DEA BRI (CZEE (Providen)ZiETE I D)
import java. security. SecureRandom;

(snip...)
SecureRandom random = SecureRandom. get Instance (“SHATPRNG”, “Crypto”);

byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom D &5HTOT SLTEHRINTUVAELE B ERSFIEI—HRICIK 5.6-3 FLIELBERZEZDRA
HBIOEX IQOISIZEELTEY., ELEDIEZA DL TREPIREZVIAIL T EE. ELBEZERT DEICAERIKEE
—EDTITYXLTEHTHET, R EEBHNDERMAIREIZA D,

PEBIARERD

MR —>[ 2 ]

5.6-3 BRLEMEMBOARBTOER

PIERIRER

aLEDE

BLEniE
RUEBERF BV TERDEDOREIBOTEETH D,

BRICERBAL Iz RS ICRR M EL A BB (T EL B DIEIC K DDA ETH D, F1=. ELBDFETHHE L INFRILR
HENF=TFILTYVXLTEBDERNTHNDEID T, FLEBDENSIXRCEBINERINDZEIZHES, T
[TELBDENE=ZFICHONCEESN)=Y, FRIRIGETH o=V 5L E=ZFBEHNRLEHINZERBTHLITH
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Y, BBEERICLE-EEECTEEMALDONSILEZEKRL TS,

ZD1=8, ELHDEIE TN BEHEEEOSVVERTHY., Hh O FRRHETRITNITESE0, HIZ EEFZIEER O
KEFEMAC 7FL X, IMEL, Android ID &) ZELEDFEELL THESRETIEELY, 2<D Android #HRIZFHLY
TlE. /dev/urandom, /dev/random EMNF| AR HETH Y. Android TIA4ILE TR SN 5 SecureRandom @
ERLEINODTNART7AINEFE>TEBMDBEREL TS, - MEMICEALTIE. ELBDENATYAIC
DAHBFEET BE5E, root HERERBFLIZTILDIT - Y—ILTHEWRY ., BEDEIREZIEL, RIZ. root {ESh
IR TEREICTIVNEDHEIE, X a7H-REOEMRLMHAL THIGT HI L,

RELEL ¥4 Rl 2R D RERIR TR

SRLIELBAE RO NERIREE (L., ELRDRBICI>THHE SN, ELREER T HEITIKENEH NS, £, EE
DIELRRIZ. FICABKREDFLEBERBIFELILZBEIE. TORICERSNDIEHKINIFELLLFE ST
FLEDITHS, &> T, NEMKELE=FICHL T, BESNGVIIITREMF TR TNILLESAEN, f-1ZL, A
KEEXATRYAIZEET B57=0. root ¥EZWMBLIZTILDIT -Y—ILTRHEUVRY ., BEOFERMEXIEL, root 1k
SNFEHRTERLBICTIVEDNIS AL, tXaT7 R REDEMAREMBHAL THETEIE,

5.6.3.3. ELBMERICHITHMETBIEER K

Android 4.3.x LLRTD”Crypto" Provider @ SecureRandom EE(Z(E, AEMREED T rOE—(Randomness)
NREDICHERSNLGONEWNSITEENH S, 12 Android 4.1.x LIRTIE., SecureRandom DEEM"Crypto”
Provider LM<, SecureRandom ZE#-MEMICERTAIELALEDT TIEZORBHEDEEEZZ TS, F
f=. Android 4.2 LAf#IZ SecureRandom DT 74)LEEZE LS AndroidOpenSSL" Provider Tl&, OpenSSL
MIELHDEIELTESI T —ADOKREBADN T ITIE THEEINS LS FEE (FRIE Anroid 4.2.x-4.3.x)I2&Y.
HEITTIDRDOTT)DERET HEEHBILAOT<EDEWSETEMEEEZ TS, LLTFIZ Android OS /\—23
DERMETEHDEEEZITAREEDEELTH

& 5.6-6 Android OS /A—av & BN ELZITHH#EE
ffz551% | "Crypto” Provider SecureRandom | BlI7 1) OpenSSL D ELE D i@ HE R BT 6E
DEEIZBFTHIVFAE—FE

Android OS
Android 4.1.x LT | -SecureRandom DT 74/LhEE
-Crypto Provider ®BARASZ{H
-Cipher V5D IR T HHE S HEEE
-HTTPS ;& {E#EE etc.

Android 4.2 - 4.3.x | Crypto Provider MBARA%{# A SecureRandom DT 74)L R
-AndroidOpenSSL Provider M BARENZE
-OpenSSL O ELHEEED EZFER

-Cipher 7 SAMNIRIL I 5 S HAE

-HTTPS @ {EHEE etc.

RS
i
-

U
C
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Android 4.4 LI[& FEGL 2ETL

2013 &£ 8 ALIE. Ctis Android OS DEEE M HEIE T S/ FH Google ME/A—bF—(IREKRA—H—72 E)IC

BEEfAEINTLVS, LAL, St SecureRandom [ZREY BHE55 1% (XRESHERE. HTTPS BIEREEZLZSE O TILLVEEEH
[CEETHLIC Ny FAERASNTUOEWNGERNSHEFEET 53BN S0, Android 4.3.x LLETD OS

ERFRETETTITIE LT A THBASATVS R R (ELE)EHARAATHELELEREDHT 5,

http://android-developers.blogspot.jp/2013/08/some-securerandom-thoughts.html

5.6.3.4. BDRE

UL TAORIERODR LM (HEN. T2 EERTH-OICESETEFATIRIC. BELGESETILTY
ALOBREZRATH BEZOLODOT 4D EEICIGTESRETIE, BE=ZENSBERORTEMER DI LT
TELGL, TN BESEMZFH AT HEOBROBMYENE, 1oL ERLRFAEED—D2THS, — AT, 5F

BREBEDLAIICESTIIROMYBRWEFEICEELRRE - REEVBEETI-ORNAFDERZEZ D,
ZLTHEAATE BORESHERARSEICREGEOBMYENES H-ODERNLEEZTERTICEED.

BAAMGRRGEICELTIEERLEGL BEIZIHLC T Android €32 74585 - ERICFHELOVEMRICHBT S
CEERENOT S

F91E. Android R¥—FT42 /2TLYMIBEVWTESEFICEIBAFET HAREMEDHIHEMETDRES
HOMEZIR 5.6-4 BSRAFETIEAMERERHITI.

o= R  Frugnez ) APK T 7 AL
1 ]

: i

@ |
: > @%; || ~

: | _

] RIS #aE

N — 1RE \ /

. >

IS LoNy | RPTUDSD _ HhamEiBS") T 2
(/data/data/<app>/) FICRRIE l‘f'zf?_{b . (e.g. SD cards)
or/and #5eib

iEsAL - 5l

\@fg/

5.6-4 BSRIFETIGEELMABAL

T BICEOTTFIEEDEEN R OA —F— (S REFEHDBNERICEEDTH BELAILIZDONTIE
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3.1.3 BESELRERRIZSRIDL,

& 5.6-7 RESBLARES&

BEOA—F— RO 1—H— 7)) H—ERRHE
BEELRNL =10 HR{E iz B R {EfL
RBOREEAR 13 Yok
A—H—DeE INAT—FDEEDR L A—H—/XRT—FOF| AR
7 II)T4LIR) BT—AOBEE | TTIUNDLLD | BT —20OBES | 7TIUNA LD
GEABARI—Y) | 1b-#5R1E GAHEEELE b~ 81t mAEZTELE
APK Z741)L BT—20O#TE
¥Proguard 72& Java D#FIEY—ILDELX, T—2(CCF)FIEH#H FE LA
ZEITEER
SD h—F#i & BT —2DESL - HHIE
(ABARFL—Y)

LT, BOBFEBRCEICREAHOHERETT .

A—Y—NiRE

CHDETIENRT—RR—XBEEEREL TS, INRAT—FMLEFBSINIBEDEE (L. BOREFFITI—Y
—DERBDODICH L=, RESAMNLTILVITHFIZRETHILFG, Fz7L. ARV —FDREICK>TIE
BEICEABEINTLESLD, Y—EXADOT AV /RRAT—RELAFIZA—F—IZHLT—END/ART—F
SREICHED LS Ul IZ&>THIBRLIZY, Avt—UIC& BT BMRLIZYT AL ELL S, 15.5.2.8 FIAETE
HMEMANDOATHATLEHE . MPEELLGVEZI—Y—(TBHT S (#5) BRI DL F. 2
—H—DEEIZH D/ AT —FEENDAEEELZEEBICLNTENMNEITNIEESEN, /ISAT—RFEEN=IBET
LT —ADERNDEGIZEEIE. \VIT7VITT—3EIHER UNDR LG (H—N\—LEITRFLTHEREN
Hb.

7IITF4LIMR

F)DT4LIR)AIZ Private E—F TRELIZGEEMOT TN SRT—2EHABMOEND I EIEHL, Tz,
NI T VTHEEET TIUTENICLIZBEIZE, a——3 BB TEKBLIDT,. 7D EEEZTLIRETTIT
ALIMNRIZREFT DB EIF N\ TV TEERICTRILRLY,

f=12L. root EREF D7 T)O1—F —DoLRERELWMES(E, BT I EESELLLIIHFILTINE
NHd, I——EBEEZTIREEEILTIERICIENRT KRR —ABFENFIATEDS, I—F—IZEWEFICL
EFWFTDEEFESILTERERETHI5E8I1TIE. APK T7/LICEESLEEZEOIDLELAHY ., HEE S
BT —HEHFILTILENHD,
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APK Z77414ILA

APK J7AIVRIZHEET BT —2EHRAMYTRETH A0, EXRMICERDOLIBHWET —F2Z2EHHINETIEL
W BEE OB EIERT —2EHFLLT. BHIT APK I7MIL 0BT —ENIEINGENEIITxHEKEZHE LD
DENHD,

LBERML—2(SD A—FEE)A

BREARAN—DETRTOT T SHRAMYATREL -8, BRMICIEB O LOILGMET —FEE HEINETEAL,
RESODIEEEFRT —FEESL-HRILLTERBITRT I8 REINLBNLIITH KT DRENH D, (7T
TALIRAID root HREFHE DT T)P1—HF—hobREREL-VMGEDRKRLSRTHIL,

TOEZRAEYRDROHFL

Android OFOESRITEZFERTHEE. LRICETE7T)TORUNDISFITHESIELLITHFRILINT
W=BRT—2 B SLEOFITBHTEE(IRT—RR—IBOIGFEIFER) PV EL-H. TOEXAEYRAIC
BT ADEDFEFFERETDHILITHD, —A. 7T TOLRDARIITEERNDT T)DSHRAEETHILIET
ERVDT, BEDENXT AR ORZREETHNE, [T REBLIDEMERE VAR LEEZD. DL 7T
DD/ EELRILOABRNS TOERAAEINTHOTELRT AN ZOFFHBRLTIALSBWNEE L, BT —
S-ESOTVI DHFGILEENRNBETHLHM, — I Java BTOERTHLS NI BTOH#FRILY—ILEE
A 5ZEI25%, CNODMISIFET A DEREEZ 510, EXa 7R REDEMREMRL THIETSHZ
&
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Android [Z[3 OS O#k+° OS MR T SHEED LR L. 7TV DEETEX 1) TA+ZIBRT DL E G EIRE
PEET D CNODHEEXERER > EZHRICERINEY, 2 ——AEBEEFICRALEYTSHIET. R
HRREBOTF )T LOMEICEA > TLESIRKRMEZEICIBA TS, COETIHED RS LHEEICTHL T,
AFEENRYSDIRVEIBERGELRTLEN S EIEREA B EGFEBEELELLTRY LTS,

““l oo Android 7 T DEF 1T RE - £F 2T AT T H AR 2015 %6 A 1 Bk

| 6.1. Clipboard A >i&RiRET

OE—&R—RAMEA—HF—DEEN ARG LE> TN DHEETH S, HIA L. COHEEEE ST, A—JL Web
R=U TR EFHROTN oW DFHREAERICTZL THEUL Y, BRELI/ SART—RFEENLGN RS ITAER
[CRFLTHEE RELGRI(ICOE—&R—AMNTESI LWV A - DL THET S, ChblF— RGN
TATHAHN, REFA—F—DHOIBBNEFTNHEVSIBERNBATISD,

ZHIZIE Android DAE—&AR—XDHEADERLTVG, 2—HF =07 T ICkoTaE—Snf-1F®wIE. —
B Clipboard EFFIEN D/ \W I 7IZHE SN D, I—H—0T7 T IZk>TR—RrENz&EIZ, 20 Clipboard @
RENET T ICEEGESND DT THD. 20 Clipboard [ZiEHRiFRICHEVUBERENH S, Android iFRD
HE#TIX. Clipboard ®E{KILiHKIZ 1 DTHY. ClipboardManager #F|HT 52 ET, EDT7TIMLTHER
Clipboard DHEARIGTES LSO TSN L THD, cDTEE, A—HF—AaE—-DybLEEREIETE
EHDHTTIIZHLTHERTITHESIEEEKRL TS,

SO T 7HIVRFEEL. CD Android DEHEE ELEASIERF RO RS ZR/IRICHNZ 53 5KEH L KT
(FTRB7ELN,

6.1.1. Yo7 )La—FK

Clipboard Ao 1E#IFR T HRIREMZEMNZ H3 KIZE, KEHITTRD 2 DAEZ NS,

(1) 7TIhsB7 TI~NIE—F HEDEK
(2) B7I)hoti7 T)~IE—F HEDEK

A TISDWTERBAT %, CSTIE, A—F—HAFIRY Web TS50H | A—5—F TVLGEEMT TS XFF
#aE—L. ThZEE7 D EditText [CEYF A FUFEREL TS, fERTEZTEE>TLESE. CDIF)
ZFTCaAE— DNk TEV I TAIRIERMNRELTLESCLEH SR AN RIEHEELLGWL, F=HT T
DOE—HEEEFIET B K54 HEEEDY Android [ZIFAELADT,

2T, LIZDWTIRREV O TATLEREIE — - Dy b T 5BKRMEEL— —ITHRBAL. TABARZRELL TLE
REBEHRBEAICIToTUKLO A RIFELY,

RIZ. 2.ZGHAT %, CCTIE B7 TINKRRLTCVSERNL—F —IT&oTAE—EnHIFIFERET %,
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DIHE. KB T HEERLEREKIL, View(TextView, EditText HEMNLDAE—-DYrEFEILICTHETH S,
BANEREEL D TAITRIBEBRNBANHDNIEH SIS View [COE—-HyMMEEENZITNIE. B7TUHL LD
Clipboard ZrL1=1EHDRERLLELADT,

AE—- AV EBE LT EHEEVONEZLNDD, CCTIE EENFETHOHMREDHSHHELLT, View @
RBLEMEDFEAEXFIERBEOAZ2—NoIE—- WV DIEB ZHIRT 55 EEZHRS

MERERF.K 6.1-1 OFEIO—IZE>THETHENTES, K 6.1-1 [2THULVT, AHAZAF(Input Type)
M Password BHEICEESh TWSEIE. AAZAT (Input Type) N7 TDETREIZEIZTRROVWITIANTHS
CEEET . COBEIE, TIAHITAE—- DY EIESNTNDSD T, HFICHERTEIDE(ILLY,

® InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD

® InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_WEB_PASSWORD
® InputType.TYPE_CLASS_NUMBER | InputType.TYPE_NUMBER_VARIATION_PASSWORD

( FL&H )

Yes
LTI ERE
AN B

iewD A HZ2A
(Input type)hHY

Password/E (<
EESNTLVE

A4 Y

WERFE AE—-AvrEELETS

® 6.1-1 HEREEDOHEIO—

UTT, ENTIDORDFEMESRBAL, Yo TILa—RERT,

6.1.1.1. XFIHEBIREBOAZ2—MSaE—-HUrFHIRTS

TextView.setCustomSelectionActionModeCallback() AV wRIZ&>T. XFIEIRBDAZ1—FHRETAX

TES, CNEAVT, XFIERBDOAZ2—oIE—- VDT AT LEZHIBR T NIEL, 21— —HXFFHEIE
—hvbh 3B EETELEL D,
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LLF. EditText D XFIBIRFDOAZa—MoIE— HVbDIEBE ZHIBR T 5 YV TILa—FERT,

RAUb:
1. XFHFEIREEDA=—2—H 5 android.R.id.copy ZHIRT 5,
2. XFIFEREEDA=—2—h 5 android.R.id.cut ZHIk&T %,

UncopyableActivity.java
package org. jssec. android. clipboard. leakage;

import android. app. Activity;

import android. os.Bundle;

import android. support. v4. app. NavUtils;
import android. view. ActionMode;

import android. view. Menu;

import android. view. Menultem;

import android.widget. EditText;

public class UncopyableActivity extends Activity {
private EditText copyableEdit;
private EditText uncopyableEdit;

@verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. uncopyable) ;

copyableEdit = (EditText) findViewByld (R. id.copyable_edit);

uncopyableEdit = (EditText) findViewById(R. id. uncopyable_edit) ;

// setCustomSelectionActionModeCallback A FIZ& Y,

/] XFHBIREDA Z21—FhREIIAXTBHIENTED,

uncopyableEdit. setCustomSelect ionActionModeCal Iback (actionModeCal Iback) ;
}

private ActionMode. Callback actionModeCallback = new ActionMode. Callback() {
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
return false;

}

public void onDestroyActionMode (ActionMode mode) {

}

public boolean onCreateActionMode (ActionMode mode, Menu menu) {
/] KR b 1k XFEHERBEOA =2 —H 5 android. R. id. copy ZHIBRT 5,
Menultem itemCopy = menu. findItem(android.R. id. copy) ;
if (itemCopy != null) {
menu. remove Item(android. R. id. copy) ;
}
// hRA b 2k XFHERBOA=21—5H 5 android. R. id. cut BlIERT %,
Menultem itemCut = menu. findltem(android.R. id.cut) ;
if (itemCut !'= null) {
menu. remove Item(android.R. id. cut) ;
}

return true;

}

public boolean onActionltemGlicked (ActionMode mode, Menultem item) |{
return false;
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}
}s

@verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. uncopyable, menu) ;
return true;

@verride
public boolean onOptionsltemSelected (Menultem item) {
switch (item. getltemld()) {
case android.R. id. home:
NavUti Is. navigateUpFromSameTask (this) ;
return true;

}

return super.onOptionsItemSelected (item) ;

6.1.1.2. View OF#L(Long Click)##&E®h(Z9 %

aE—-hybEZ 1L %A%, View DEIEL(Long Click)#EN 35 ETHERIRTE S, View DRIBLED
BIXLATIR®D xml 7ML TRET HENTES,

RAUb:
1. aE—HhybZxEi1t9 % View (L android:longClickable % false (35,

unlongclickable.xml
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”
xmlns:tools="http://schemas. android. com/tools”
android: layout_width="match_parent”
android: layout_height="match_parent”
android:orientation="vertical™>

<{TextView
android: layout_width="match_parent”
android: layout_height="wrap_content”
android:text="@string/unlongclickable_description” />

I— aE—-Hv bEEILT 5 EditText —>
Ad— kR4 bk 1%k aEF—-hy +EEILF S ViewlE android: longClickable & false (235, —-—
<EditText
android: layout_width="match_parent”
android: layout_height="wrap_content”
android: longCl ickable="false”
android:hint="@string/unlongclickable_hint” />
<{/LinearlLayout>
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6.1.2. JL—ILTYY

B7 VAot 7 TIADE o TATGEBRDIE—DRE ST HRREENAHHEE L. LTDIL—ILETFEHIE,

1. View [ZRFRSNTWASXFIDIE—-HybEEMICT S (@ 78)
6.1.2.1. View [CRTSNTVAEXFIDIAE— DY EEINIZT S (@7R)

TV T4TIRERERTT S View ZHEH-TLSIHEE. TAH EditText OKSI2aE—-ybH AT EER
View #i51E, Clipboard /L TEDEBRATBLTCLESAREEN DD, TD1=0H. B TAITLIEHRER T
% View [FaE—- Db EENICL TEIERITNIEESLY,

AE—-DYbEEMICT HAEICIE, XFIBREFOAZ2—ASIE— AV MDEB ZHIRT 5% L. View @
RIELEZEDLTEHENH S

[6.1.3.1 JL—ILERAOEOIEILSHROIE,
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6.1.3. 7R\ Rk

6.1.3.1. IL—IILBEROEDEE

TextView [T IHILETIEXFIERTAI THA=0H. BE IR RRAETHHH, 7I)DEHRICK>TIFIE—
HOHEICT 58155, TextView.setTextlsSelectable) AV YR ZFE 52 LT, XFEHDBINAIFEOE—AEF
BRI E T HIEMNTED, TextView ZOE—AIGEL T BIHE L. TD TextView [T TAIRIFHRMN R RS
NBAREHELZEODKREIL. TOREEMELHIDTHNIE, AE—AZFT RETHLY,

F12.76.1.1 o TNa—FIQOHETO—IZHREB SN TOEELSIZ. NRT—FDANZBELIZAAZA4T
(InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD 7 &)® EditText [ZDLY
Tl TIAIPTXFIDAE—DNELEINTOSOBE IR RFIETH S, LHL.5.1.2.2. KRT—FEF
XERRTDIA T aVERETS WA IISERBLIZESICINRT—REEXRTTDIF T a0 E2AELTLS
BEIE NRT—FEXRTOBICANFIATHERL, AE—- DY ERITHES>TLESD T, FHOR KL
EThHb,

BE.IW—IVEERTIRIZIE. A—FEVTOELEERT DRENH DD, FIAEX, 1 —F—ABHIZTH
ANEANTES View DFE. oI TAIREBRAANSNATAREENFO TR AL EVV>TIE—DVbE
BEMLTLFED, A—F—DEVBHFAEBLDEDD, 1654, EEEDBVEREAH AT S View Pt
UITAIGBEHMEBRMTANT 5E57% View [CTIFIL—ILEBEHTEAT HIRETHAHN, TNLIOD View %
FOERIF.RODIEEERBLENOH/ISEZZDERLY,

UL TATERHBD ANPKRREITIEADIVR—RUMNERETEG LD
BIER(NR—RNE) 7 TIDNS N> TWSIGEE L, DA ETHEHREEE TEL LD
7)) TCA—H—ICAHAICET HFERENTEELD

RLIZFD View HAHEH

Android OS @ Clipboard & ClipboardManager Q4RI ¥ ) T4 5F BN SN TGN S EAVERTE
BOWEEHEETIRAMGERTIEH SN, TTURARE L. —F—RECI—HE YT+, 129 5HEEGL
FRRIGEAMNBIS5LTz Clipboard DERRICHLTHIGL. BEOEWT TIEERTILELH S,

6.1.3.2. Clipboard IZ#g#ich TS IERDIEE

6.1 Clipboard MSiE#HF R T DBEMEM I TR R1=&5IZ, ClipboardManager #F|HT5Z&ETT7 T MBS
Clipboard 2SN 1ERERET HEMNTES, F1=. ClipboardManager O FIAIZIE4E517%: Permission
FRTETIDENEN D, 72— —2E5n 5 %< ClipboardManager 2| TE %,

Clipboard IZ#&#Eh TLV\S1E#HR(ClipData &FESY)(E. ClipboardManager.getPrimaryClip() *VwRI1Z&>TH
B TEBH, 24T IZ2B L T4H . OnPrimaryClipChangedListener % £ # L T
ClipboardManager.addPrimaryClipChangedListener()*Vv KT ClipboardManager [ZZ&§9I nIEL, 21—
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—DRELREIZKYRETBHaE— - hYbDEIC Listener NIEVHENDDT, #4304 Zk 9 Z&%4< ClipData
FMBTHIENTES, ZIT Listener OFUHLIK, EQOF7 T TIAE— AvbBFEELE-AIZEREITHA

Do

UT. mRATIE—Dybh AT HE(C ClipData ZEN#FL . Toast THRR9 5 Service DYV—RAI—KR%7RT,
TRDELSLGEELZO—RIZKY Clipboard [2H#ISN -IFHRMAFIRITIZHE>TLEIZEFERL T EE=0,
FTIVERETIRIE, VEKELTROA—RICE>TEU D TAITHERVPBMBINTLESZEDHWKSITEER
TELELNHD,

import
import
import
import
import
import
import
import
import

J

J

J

android.
android.
android.
android.
android.
android.
android.
android.

ClipboardListeningService.java
package org. jssec. android. ¢l ipboard;

app. Service;

content. Gl ipData;

content. Gl ipboardManager;

content. Gl ipboardManager. OnPrimaryCl ipChangedListener;
content. Context;

content. Intent;

os. IBinder;

util.Log;

android. widget. Toast;

@0verride
public IBinder onBind (Intent arg0) {

return

@0verride
public void onCreate() {

public class ClipboardListeningService extends Service {
private static final String TAG = “ClipboardListeningService”;
private ClipboardManager mGlipboardManager ;

null;

super. onCreate () ;
mC| ipboardfanager = (ClipboardManager) getSystemService (Context. CLIPBOARD_SERVICE) ;

if (mCl
mG |
} else

ipboardManager !'= null) {
ipboardManager. addPr imaryC|ipChangedListener (cl ipListener);

{

Log. e (TAG, “ClipboardService DERFIZKELE LIz, Y—ERXRZEHLRTLET, ).
this. stopSelf () ;

@verride
public void onDestroy () |{

super. onDestroy () ;

if (mCl
mC |
}

ipboardManager '= null) {
ipboardManager. removePr imaryGl ipChangedListener (clipListener) ;

private OnPrimaryClipChangedListener clipListener = new OnPrimaryClipChangedListener () {

public void onPrimaryClipChanged() {

if

(mCl ipboardManager != null && mClipboardManager. hasPrimaryClip()) {
ClipData data = mCl ipboardManager. getPrimaryClip () ;
ClipData. Item item = data. getltemAt (0) ;
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Toast
.makeText (
getApplicationContext (),
"AE—®H5WEh Y FENXFE] ¥
+ item. coerceToText (getApplicationContext()),
Toast. LENGTH_SHORT)
.show () ;

RIZ. E3iE ClipboardListeningService ZFI 9 % Activity OYV—XI—FDHIERT,

ClipboardListeningActivity.java
package org. jssec. android. ¢l ipboard;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Intent;

import android. os.Bundle;

import android.util.Log;

import android.view. View;

import android.widget. Toast;

public class ClipboardListeningActivity extends Activity {
private static final String TAG = “ClipboardListeningActivity”;

@0verride
public void onCreate (Bundle savedlnstanceState) |{
super. onCreate (savedInstanceState) ;

setContentView (R. layout. activity_clipboard_listening);
]

public void onClickStartService (View view) {
if (view.getld() != R. id.start_service_button) {
Log. w(TAG, “View ID AFRIETT");
} else {
ComponentName cn = startService (
new Intent (Cl ipboardListeningActivity. this, ClipboardListeningService.class));
if (cn = null) {
Log. e(TAG, "—EXMEHIZKBKLELR).
Toast. makeText (this, "H—EXDFEIZHKI LE LT=", Toast. LENGTH_SHORT) . show () ;

J

public void onClickStopService (View view) {
if (view.getld() != R. id.stop_service_button) {
Log. w(TAG, “View ID ARIETT");
} else {

stopService (new Intent (ClipboardListeningActivity. this, ClipboardListeningService.class));
}
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ZZETIE. Clipboard IZ##IEN -1EHREIG T ZH5EIZ DL TR =AY, Clipboard IZHFHLIERERINT S
ELETRETH S, APl Level 11 LLEAS (K ClipboardManager.setPrimaryClip) AV wKRIZ&> T, Fh LRI THN
[X ClipboardManager.setText() AV vEZERLVLIE KLY,

f=1=L. setPrimaryClip((% Clipboard IZ##iSh T -EHELEZT LD T, A —H—HFHaE—-Hytig
FIZKYBML TE LB RN RO AT REEENH I RITEENDETHD, CNHDAYYREFERALTHE DD
E—#EEHDINIHYMEREEZRM T II5E (X REITHL T RENRESNS BEEET 4 (TOTERTT
57E. Clipboard TSN TLWARAEN I—F—DERLLZVARICEREINDIZEDHNKIITEHRET-RET
BLENHD,
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