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VIVt  THATEGN o1z LOLIBEETHSFRITOVTEHLTWET . EDEENT—TET D
FFEEILTEFRMIEDD D, AT LKLEERE® Android OS DRFICET H5EELE . Yo T)La—Fsiay
PIL—LTVIEIa DRBTHRRTEGN>-ERNREDRRRA EZERFATH-HODERMBELTRIT
HIEMNTEFET,

RREEDHEIAITBIZZITTT, AEEDZL., Android OFELS5 X 1T DEEITOVWTECERT S
ZE&YE. HBHREED Android £Xa) T DHBBEF ST, BFRICHDREH Android 7T r—avExEAE
AWEETBIIENROONET , —A. EX1UTARADPEELT TV —2avibYVET . COKSIHET T —
2avOREFEEE Android DEF ) TAICDOVWTECEEFELTW IR ELHYFET ,

CO&SICRE—FERDOBAREL LX) TAEROMKEDOEAEXIETH-DIT. COHIRXEDTRTD
BEIEYUTINa—R IIL—IWTYI TRNDRLD 3 D2OEILIVICHITTEBRLTWET . T ILa—KREL
— I Voo avETE5L0S5TEMNLIZITNIE, ChZELTEITIERETT KIEW>=—BIETESRBNENT
HY. TEELEYY—XI—RDIAE—&R—AFCHBMIZREHRIA—T VI N TEEHIEEE TVET . PRAAY
RO 3V FTCAGEEFIOIVSBENH ST, SOHVVDIBAAZTHELNIEWLSIZEZL-ODMFENEN
ThY. ARELFWMVBATHSEROT IV r— 30 CTRELGEX17ERH. EXaT73—T 100 &R TES
ZEFBELTVET,
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I 2.3. HARXEORI—T

ZDHARXEIEZ—HB®D Android 7F)r—2a AR BICHELR X)) T4 Tips ZEHAZEHFHRHNELTLE
T o ZD=HEIZI—4 b TEHTEINSD Android 7TV —2av ORRIZE T5 X1 T4 Tips(FTRIOT7 1)
DEX)TA)NELZRI—TELE->TVET,

APPLICATIONS

7D
Contacts Phone Browser t #‘ =l |J 7__ ’f

APPLICATION FRAMEWDORK \

Window Content

Activity Manager Manager Providers

Telephony Resource Location Motification
it bty e Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Frnvnﬁ\i-%rk SQLite Core Libraries

Ll
ImAR D
OpenGL | ES FreeType Weblkit Mach'rlne > —g i a IJ 7_— ,f

SGL SSL libe

LiNuUX KERNEL

Display Carnera DITEr Flash Memery Binder (IPC)

d
Driver Driver Driver

Keypad Driver WiFi Driver [?rlll\?;?' M:l::g‘:ﬁnrent

B 2.3-1

Android OS BLUL T @ Android i R EEICEAT 52X 1) T (LRDTIHERD X ) T4 ) (FRI—THTT . F
1= Android HRIZA—H —MNA 2V A—ILFT H—H®D Android 77— 3> &, Android SRR A—H—HTL
AV Ab—=ILF B Android 77U —2a v TIEREFTEIRELF )T DB R TERLELZLIADHYFETH.
[CBRITARICBVLTILRTE DHEHZ-HTHEY . BBIZT OV TIEH > TVER A, RITARTIE Java IZ&YERET 3 Tips
FIFERHLTEYVET A NI EZE(C OV THSEDIRTREEHLTLLKFETY,

root #EREAERMINAEZERBIZDODVNTESDEIAZO>TUVER A ERMIZIT root ERMAEDOLNTULVELVEFT
% Android SRR ZRIREL. Android OS DX TAETIVEFRALI-EX2 T4 Tips 2FEHTVET . 4E.
BELEBOHFEWNIZIONTIENZ.1.3 BEEBEGREREKIICTHELERBALTBYET DT, AhE TIHRES
LY,
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l 2.4. Android £¥27a—F L EEZEDBN

CDOHAFXETIE Android EHFa7a—T10T DI RTERSICEIFETELTELLD T, TR TRNT HEHE
AT HLEHBOLETS .

® Android Security REHT7 TV r— 3 EEKRT H1=5HIC
EEH A VI T7HA R ISBN978-4-8443-3134-6
http://www.amazon.co.jp/dp/4844331345/

® Java t¥XaT7a—T41 Y RAUH—K CERT/ Oracle hix
#£3% Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
B - MAFME BIR:-AREH, FEHE= ISBN978-4-04-886070-3
http://www.amazon.co.jp/dp/4048860704/
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I 2.5. Y27 )La—K® Eclipse ~DEYIAHFIE

Yo FILa—KR 0D Eclipse ~NORYAHFIEEFHRBALET, YT ILa—FRIZEMILICEHOTOO I hhh
TWET, ChoDTADIIMEFEEO TRYRAD HZEEI2.5.1 2T LTS HrERYAL 11T EZRLTRY
RAOAHZEEN2.5.2 YoTLDETODIMERLTRYRAT IITRLET , TAS IO RYAH A EH o5
2.5.3 o7 )La—FENEREERRA debug.keystore 3 ET 5155 HL T debug.keystore 774 L% Eclipse
[TEREL TSN, B BRI TRORETIT>TEYET,

e OS

» Windows 7 Ultimate SP1
® Eclipse

> 4.2.00Juno)

® Android SDK
> Android 2.2(API 8)
< HITSEEOLGWLWHLT LA oE Android 2.2(API 8)TEILRTEEFT BL. HoFILIZLD
Tl%. Android 2.3.3(API 10)LLF§ M SDK Platform M ELIZEENAHYET,
2.5.1. o7 7alzorERYAD
1. Yo7 ILa—kE8Ho0—K9%
12.2.1 Yo7 )La—F I THENL= URL KYH 2T )ILa—RZEREBLET,

2. YUTIILa—FERHTS

Zip TEMESNI=Y T INI—FEED)VIL RERENFAZ1—D“TRTRA"ED )V ILFET,

TATEH(T)... >

B 2.5-1

3. EBRA%ERETS

ZZTIE“C:¥android_securecoding” LWLV B FITIT—VAR—REERLET , ZD1=6. “C:¥ "#IEEL
“BERAREVES)VILET,
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) 1, R (ZIP =) D45 —DEE

BHSEDERE D7 1ILOEM

7 AILETOIAINA—ICBETI(E):

ERSEMER & 77 -1 LDER

J7AAIZETOIA IS —ICERTS(E):
Ch¥

CCEEe D vt |

2.5-2

"BE"RAVES) YO BHEC¥ ETIZ“android_securecoding” ELVS T+ ILE BMERESNET

-~

T —
@U@ |4 || os oz P

=2 - = HL SAJSUiIcEmM Y »

X BRCALY DN i
L] =t
- dell.sdr
G F1I3SLU | 2 hiberfil.sys
pagefile.sys T
- ! android_securec@ i
- 4| ] | .
2.5-3
“android_securecoding” 74/ A QHRIZFH T ILa—FHREENTLET,
BIZ (L. T4.1 Activity 245 - FIRT BI014.1.1.3 /S—hF+—R5E Activity 43 -FIRT 5128 THY

TNa—FESRLEWVMES FUTEIEZEL,

android_securecoding
LActivity 2465 -FIR3 %

LActivity ExclusiveActivity
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LI E®D &SI, “android_securecoding” 74 LA BT IE. TEI2/MLIOETIZI YT ILa—knTOo Y

I BEESN-HBRETYET .

4. Eclipse ZEBILT—VAR—RZEHEET S

AB—RMAZa1—OTFT RO TT7AAUEEDD Eclipse #REILFET . RRSNE=BIRF 4705 T, 7T—HR
R—ZRIZ, EIFEDFIEIZTERLT “C:¥android_securecoding”Z$8ELET . BIRF 4705 NKRTRE

NEWMGE EAZ21—&KY“File->Switch Workspace->Other---"%&%51)v- LTS,

=] Workspace Launcher

Select a workspace
Eclipse SDK stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

g —— T,
workspace: ((rIN g - Browse...

C:¥android_securecoding

< oK P Cancel

[ Use this as the default and do not ask again

2.5-4

5. D=IORUFERTID

Eclipse LB LM of=b "DI—ORVF"EHvILET,

£ Java - Edlipse SDK = ==
File Edit Run Navigate Search Project Refactor Window Help
T NRERRERARER SRR RN B R A0 RAC R ARRCESRT R g NEGE SHE S et St

Quick Access ==} ‘

5 @ welcome 52
al

Welcome to Eclipse

I{__\ Overview Tutorials
B Go through tutorials

Get an overview of the features

N '
@4, Samples A\ What's New Workbench
™/ Find out what is new

Try out the samples

2.5-5
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6. AUR—IERBT S

Nlr—SIHRTO—5—THVvIL, RERENFAZ2—D“Import”" &7y ILET,

[& Package Explorer 52 = m
Bg -
New »
Show In Alt+Shift+W »
Copy Ctri+C
Copy Qualified Name
5 Paste Ctrl+V
Delete Delete
—_—
[ g
ey Tmport.. %
ey Export...
o Refresh F5
Resource Configurations »
2.5-6
7. BHEIODIIMNET—DAR—R([ZAVR— T B
& Import o e
Select \
Create new projects from an archive file or directory. @
Select an import source:
type filter text
4 (= General -
Z, Archive File
< Existing Projects into Workspace>>
3, File System
T, Preferences |
& Android 1
» & C/C++
b &= CVS
b = Install
» (& Plug-in Development
= Run/Debug
® < Back ( Next > ) Finish [ Cancel

2.5-7
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8. TAVIVNEEIRT D

“Browse” &9y I LI7A I A SHBERER RSEET,

»

S Import ===
Import Projects E f
Select a directory to search for existing Eclipse projects. ‘
/—_\
@ Select root directory: Browse...
) Select archive file: LOWSE.
Projects:
Select All

[] Copy projects into workspace
Working sets
[C] Add project to working sets

2.5-8

9. EBRALEI7AILITEEIRT S

AL —DEE =3

4, 05 (C:) o
> |, $Recycle.Bin
>}, Android
G ) android_&ecureoodina >
> |, .metadata
+ |, Account ManagericiEBE FOD > REEMT
> L ActivityZ{ED - FIET S
» | BroadcastzZEET 3 - 573
> |, Browsable IntentZHBETS
. Cliphoardh > ERBRT 2EBIE
| Content ProviderZ{F% - #IRT3

» |, Permission & Protection Level

m

4 m b
A —(E): ahdroid_securecoding
A
[ LA =D ERRIND o134 ol
2.5-9
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10. 1V R— 2T S

“Finish"Z3 T3 5L2T00 VMDA VUR—bSNETLET,

“Copy project into workspace” THYAATLESE. &FTOD VMDD ITAILFBEEN IS YMIG>TLE
WET, AP IMZ&>TIEHE/JSSEC Shared #5350 HY. 7+ ILFBENEHSI LTIV

AIIS—[ZH-TLEVET , TFELLESLY,
ILDETODIHMERIRLTRYAD 122 BL TS0,

—EHOTOCIINDHERYAATZWNERIFN2.5.2 LT

3 Impor
Import Projects
Select a directory to search for existing Edlipse projects.

@ Sedect roog directory:  CiWandrodd_securecoding
Sedect grchive file:

Erojects:

¥ Activity ExchsineActivity (Criandrmid_seoursoodnguActivie
] Activity Exclusiveliser {C:¥android_securecoding¥Activity®:
¥ Activity MaliciousActivity [Creandroid_securecodingWActivity BED - BT T¥activity Mal
7| Activity PrivateActivity (C:wandroid_securecoding¥Active
CiWandnoid_securecoding¥Activity B 4T3 - FUE T SwaActivity PropristaryActivity)
i_securecodingWActivity EFES - MATT 2WActivity Proprietaryliser)
|_securecodingWACtivity X5 S - HIM T Bractivity Publ
¥ Activity PublicUser (C:¥androkl_securecodingsActivity 4T3 - $UB T S¥activity Publicliser)

2, o MU T R A thvity SinoleTrstancedrcthib

¥ Activity PublicActivity (¢

£ Acthiby Simalelnstonce et I0-Kandrmid_seree

Sopy projects into workspace
Wrking S5

Add project to working sets

Browse...

Cancel

2.5-10

1. 2702z IUR—bENET

 Java - Edipse SOK
Eile fat Refactor gource Navigate Segrch Project Bum  Window  Help
- L TR TR R R - R B A S SRS Al e S R B |

12 Package Explorer |

ke Actount Authe

Activity PrivateActivity
Activity PrepristasyActivity |
Actrvity Proprietaryliser
Activity PubBcACtivity

Ly PublicUiser

Activity Snglelnstancehetit
Broadcast PrivateRecever
Broadeast ProprietaryReceive
nadcast ProprctarySender
net PublicRecelver

» Broadcast PublicSender

L File PrivateFile . Puoklems 5

e ProprietaryProvider 0 errors, 11 warnings, 0 cthers
Drescription

# Warnings (11 items)

i ProprietaryPrevideriiser
e PUbLcROFile

File PublcROUSSr
=¥ JS5EC Certhash Checker

An outline s not avallable.

Resource ]

2.5-11
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2.5.2. Yo7 ILDZETOC I ESERLTRYAD

TODHOMEEIRLTAUR—ILET . Eclipse 2B LERY AL ERIETIEM2.5.1
HoINTaCIIERY AT 1ZSRBL TS,

& tmport o o)
Import Projects E_f
Select a directory to search for existing Eclipse projects. 4
@ Select root directory:  C:¥android_securecoding
() Select archive file: Browse
Projects:

Select Al
[ Deselect All

Activity ExclusiveActivity (C:¥android_securecoding¥ActivityZ{ES - FIF 75 ¥Activity ExclusiveActivity)
) A AT T -
[ Activity MaliciousActivity (C:¥andrgid
[[] Activity PrivateActivity (C:¥a
[ Activity Proprleta A

L =
poxACtivityZ/ES - FIA T B ¥Activity MaliciousActivity)
#{E3 « FIAT D¥Activity Privateactivity)

b7 1ED « FIFT D¥Activity ProprietaryActivit

[¥]| Activity ExclusiveActivity (C:¥android securm:-dlng‘iﬁctwltv’:ﬂ‘liﬁ F|H 7 S¥Activity ExclusiveActivity)
[ Activity ExclusiveUser (C:¥android_securecoding¥Activity Z{E3 - $|B 7 2¥Activity ExclusivelUser)
[ Activity MaliciousActivity (C:¥android_securecoding¥ActivityZ{E3S - BIIE T S¥Activity MaliciousActivity)

WEGTODI VDA EEIRL
AVR—b9%

_—
—

[T] Add project to working sets

2.5-12

7Oz HMZ&->TIXYJSSEC Shared”2SBLTWWA1DLHYET ., ZDIHAE. “JSSEC Shared” iAo R—kEh
TUWEHWEUTOESIZHYET  MEIZIELTY)SSEC Shared” &4 UiRk—kLTLEELY,

[% Package Explorer 52 = B8
geexp

Ll

@ctivity Excl usiveActévity)

.

& Properties for Activity ExclusiveActivity

type filter text Android

Resource
Android
Android Lint Preferen

Project
i3 ¥ ¥IE¥ISSEC Shared ?

m! »

2.5-13

LA D &SIZ9SSEC Shared” & & RLTAUR—RLET,
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& 1mport = =&
Import Projects E_f
1, Some projects cannot be imported because they already exist in the workspace d

@ Select root directory:  C:¥android_securecoding

() Select archive file: Browse
Projects:
[] File PublicROUser (C:¥android_securecoding¥ 7 7 - L& S¥File PublicROUser) - Select All

[] JSSEC CertHash Checker (C:¥android_securecoding¥Hi8¥1SSEC CertHash Checker)

[ ISSEC Sampladdainakal desid diggEttiEE]SSEC Sample Uninstaller)
JSSEC Shared (C:¥android_securecoding¥+HE¥ISSEC Shared)

7] Leakage = TP boardn S [RIRER T D &iT¥LeakageViaClipboard)
[] Password PasswordIT Gsccedingy) (A7 — RATEEF/ES¥Password PasswordInputUI)

8 ] File PublicROUser (

Deselect All

m

C:¥android_securecoding¥ 7 7

Finish

2.5-14

2.5.3. T )La—FE{ErEEA debug.keystore % ET S

Yo FILaA—KhSERELI-7F)%E% Android EROII2L—2—CHESEA=-OIZIEBELNDETT, 2D
ERIZEST /NI RHOET7AIL “debug.keystore”#% Eclipse [CERELET .

1. Window->Preferences #49')v59 3%

£ Java - Eclipse SDK
File Edit Refactor Run Source MNavigate Search Project Rur(l Window JHelp

| B8 M- | EBHdlx|H~>0- New Window
New Editor
[# Package Explorer 5% = O Open perspective '
Show View 3
BE ¥
> 22 Account Authenticator - Customize Perspective...
> 22 Account AuthenticatorUser Save Perspective As...
> 22 Activity ExclusiveActivity Reset Perspective...
> 122 Activity ExclusiveUser Close Perspective
> 2 Activity MaliciousActivity Close All Perspectives
. (2 Activity PrivateActivity J S——— ,
> 122 Activity ProprietaryActivity
> 22 Activity ProprietaryAttacker Android SDK Manager
> 22 Activity ProprietaryUser £ AVD Manager
> (22 Activity PublicActivity Run Androjd L 3
. 22 Activity PublicUser i [ Preferences
o A i s s Tl T A i i
2.5-15
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2.

Android->Build ##iR# Browse...Z2)v09 %

& Ppreferences @@
pe filter text| Build - - -
» General Build Settings:

Angroj
4 PR [¥] Automatically refresh Resources and Assets folder on build
Force error when external jars contain native libraries
e
Editors Skip packaging and dexing until export or launch. (Speeds up automatic builds on file save)
Launch Build output
Lint Error Checking @ Silent
> LogCat @ Mormal
MDK ) Verbose
Usage Stats
. Ant Default debug keystore:  C:¥Android¥.android¥debug.keystore
> CfC++ Custom debug keystore: Q Browse... D
> Help
» Install/Update
» Java
> Plug-in Development
> Run/Debug
> Team
> XML
I Restore Defaults ] I Apply ]
@:l [ 0K ] ’ Cancel l
2.5-16

3. “debug.keystore”#%41)vLEIK

debug.keystore [FH 2T )La—FIZEENTLVET , (android_securecoding 74+ /LA ET)

em<
@Qv IC: ¥android_securecoding
2 - FLLWIAILST— B= - @
Py 2 i yaZ
T BRIEAD Y MLLUUNIL MIGHEYE (DB S0 o 1 a SN Y W
8 FO0-F | ActivityZ4ES - FIRT3
W FRo v | BroadcastZZET S - BET S
i BAET U . Browsable IntentZ#IHT3
. Clipboard 5155BRE T 22T
= S5y | Content Provider&{E3 - fIHTS
, Permission & Protection Level
R | Service®{ES - FIHTS =
M aea—s— | SQLite® RS
L IRAD—- FASEEEFD
€ ry b4 | ITAIERD
1 KI
KEYSTORE J7... 2 Ki
7L 6 KE +
1 | 3
7 ILA(N): debug.keystore v | RE -
)
(<@ Fr bl

2.5-17
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4. OK#&EV)YILEZREZEET S

REIZ, TRID K512, #IRLT= debug.keystore M/AANRREIN TS ENHERTE=D, OK 9wy

LFEY,
& preferences o ==
type filter text Build & - - -
- General “ | Build Settings:
4 Android i ]
— [¥] Automatically refresh Resources and Assets folder on build
ui
DOMS Force error when external jars contain native libraries
Editors Skip packaging and dexing until export or launch. (Speeds up automatic builds on file save)
Launch 3 Build output
Lint Error Checking @ Silent
» LogCat ) Normal
NDHK ©) Verbose
Usage Stats
Ant Default debug keystore:  C:¥Android¥.android¥debug.keystore
> CfC++ Custom debug keystore@d_securecoding¥debug.keystore | Browse... |
> Help
- Install /Update < l Restore Defaults ] l Apply I
o UL 2
_ T —
@ C__x b o= ]

2.5-18
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3. EXa7HRE-EX1T7a—T12 T OEBENE

ZDHAFXE(X Android 7FVBERIZE T X2 T4 Tips EFEHDELDTH AN, COETIE Android X<
—R A2 AT YR EFII— iR 2TRE - EFX 2 7a—T 12V OERBMBERS . BEOEICSVT—HE
X 7Ee X2 7a—TAO UV DBERDPDELGLEZIC. AEDREEESRI 50 BROELEFTAHED
HENAEDOHBIC—BYBZTRELTELILZE8OT 5,

I 3.1. Android 77D tFa)T+«

DRTLRTT)DEFATAITODNWTHREITEIEE. EBDEZADIL—LT—IDHB. FTEDURATLR
FIIZBWTFEIRENZREILIET D, ChEBEIEESR, RICFDEEEZBHTHELZILET D, ChE( &
BIEMES, REBICTEEIZIERINOTI-ODEEERS - EHET 5, COBEEZIERILIES,

CCTIREIERF, DRTLRTIVICEB NG aTRE X2 73—TA0JEHTETHY. COHIEXE

3.1.1. TEE] FANERR

DRATLROTIVZE T BIFERER]RICIITERIETEEEID 2 DHH D, ChoEENENIERERE | LTHERE

BEIEFS FREE L, FFAISNALZTASROEEATESFERDCETHY . TNLUND AIZE—1]

SROLENTETILLRBMERDIETH D, [HREEE | LIFFFRAISN AL ITAFIATEOHEDZLETHY.
ENLUSNDANICE—YIFRATETIIGSEMERED ZETH S,

L. Android RR—bI742 /BT YMNIBETHEREELBEEEICEDLSIBLDONHINERBNT S,
Android 774> Android AX—r742 BT bEERLIE-V AT LZHE T HELEEDEEDXVHLOSE
[ZLTIELLY, LIBETlE. Android RR—k 24> /3T Ly hE#FL T Android AY—r 2742 EFESS,

3.1.1.1. Android R¥—r,I#4UIZE T HEHREE

£ 3.1-1 BLUE 3.1-2 [Z Android AR—FIAVIZA>TWBIEHRD—FITHD, CNODFHRIFAT—F T+
DA—H—IZBETEAEANER. TSAN\—IEREIEFNLICETHERICKZETH-OFVNERENVETH

%o
& 3.1-1 Android R¥—hr74+ > RNEET H1EROH
&R s
EEES AX—FIHVEHOBEES
BEEERE ZREOBRLCEFES
IMEI ARX—hT+2 DX ID
IMSI [El#R24#9% ID
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oY —IEHR GPS. s . MEE -
EIERTERR WiFi 3% EfE- -
ThoUMER BETHOUMER. FRELER
ATATT—H EE.BE. T, &5

% 3.1-2 7V EETHEHROM
{LE: e
BiER HADERLSE
EA—JL7RLR A—H—DA—)LTRLR
EA—ILA—=)LRYH R EREA—ILA, BT
Web Jvo<—% Tvo<I—4
Web BEERERE HAEERE
ALoE— FE.ToDo, ARk
Facebook SNSa>FY---
Twitter SNSa>FY---

£ 3.1-1 OE#HIEZEIZ Android RAY—h I+ RAEF=1E SD h—RIZEFIBEHRTHY . K 3.1-2 OEFHRIE
FIZTTIUNEETHERTHS, IR 3.1-2 OFERICOVTIX. FITVDRAVRA—ILEShNIEShBIFEE. £
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ANT—EANREUEREEELEBUTHRDEN X 1 7a—FT (VT EETH D, TATSLIZA RSN
T—ED55, KEENEEMN. FENICEOT —20ELIEERIEETHILDETRT ANT—EDL LR
ROEBETHD LT, Activity #TAJSLICRIT, Intent EAAT—RZRITHEEEHICLT. AALT—
ADREMHERDEYAITOVTEHRT S,

Activity B2 (T o7 Intent [CIEHBENMMILI-T—INEENTVDSAIEEMLH D, HBE(ETOTSHE
ELTOWVEWVER -EQT—42%2YFIT5ZET. 7TTUDREBEEZFHL. ERLELTAILHDEX L) TAHEE
HLIEDIDTHD, I—F—EHEED— ALLGYBIILERNTIEESEL,
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ROBFIEIETE URL D Internet LD Web R— M) HTML ZEREL. B@E LD TextView 2R TTBHETDE
B TILTHDS, LHOLINIZIEZTREESE,NH S,

Internet £ Web R—=0D HTML % TextView (CRRIDH>TF)LI—R
TextView tv = (TextView) findViewById(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getlntent (). getStringExtra ("WEBPAGE_URL”™) ;
URL ur! = new URL (urlstr);
isr = new InputStreamReader (url.openConnection(). getInputStream()) ;
while ((read=isr.read(text)) !=-1) {
tv. append (new String (text, 0, read));
}
} catch (MalformedURLException e) { ...

@DE A Tlurlstr AIELLY URL THSHI1ZE%F new URL)T MalformedURLException AAFEE LGN EIZKY
BEELTWS, LOLINIEFT+2THY. urlstriZlfile://~ 1R D URL HAEESIN S & Internet LD Web R—
T ABIZAINRTLEDT7AILERNT TextView IZRRLTLES, AT SINEEL-EMEER
AELTULVEL =8, () DE REB L TLVELY,
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InputStream G T HZEMNREIISIN D,
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Internet £ Web R—=0D HTML % TextView (CXRRI DH> )L 01— RODIEIER
TextView tv = (TextView) findViewByld(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getlntent (). getStringExtra("WEBPAGE_URL") ;
URL url = new URL (urlstr);
String prot = url. getProtocol () ;
if (I"http”. equals (prot) && !"https”. equals (prot)) {
throw new MalformedURLException(“invalid protocol”);
}
isr = new InputStreamReader (ur|. openConnection(). getInputStream()) ;
while ((read=isr.read(text)) != -1) {
tv. append (new String(text, 0, read));
}
} catch (MalformedURLException e) { ...

ARNT—EDREMRESR(X Input Validation EMEIENIERNLGEEXF2T7a—T4V T EETH D, Input
Validation EVWVSEEDEENSQDERDAREMFTTO)DERETENTLENDETHD, T—2ETAIS
LIZTASTEREETIRAL, TAT S LN EDT—REMES IEZITHBENFEE T HILICREMFF T ZEL,
Ti URL BEUVSEICLTLMZELY,

® IPA TtXa7TOT ISV HEE]
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html

® JPCERT CC lJava £Fa7a3—T42J X2 F—FK CERT/Oracle il
http://www.jpcert.or.jp/java-rules/

® JPCERT CC TJava Android 77— 3V BEADIL—I)LDEA |

http://www.jpcert.or.jp/java-rules/android-j.html
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4, R2ITTH/AO—%FATS

Android TE Z [ Activity > SQLite i2& . T9/00—4IZEF )T B EADFEELNSEDOLH D, T5L=tF
A TADBEMSTIZERE. a—T AV LTS EREDLRIETEMEE DY ZATLESIZENH D, COETIIRF
EFH Android 70/ —%FAT S —UERELIREEZRS.

| 4.1. Activity ££%-FIET3

4.1.1. o7 )La—K

Activity MED KSITFIAINEHIZEH T, Activity A X BV RI0EYEFEFERARLS, ZZTIE.
Activity BNED KSIZFIREINEMNEVNSE AT, Activity F 4 DDEATIZH Lz, ROFIEI7O—IZK>TYER
5 Activity BNEDIATTHEIDEFHIETED, BH. EOQOLIBHFERAT D& > TCEUNZEHHFER AR
F51=8. Activity DF|RAIORE(C DLW THLEHLETHBET 5,

(e )

TRESHO
ZIIIZHAZERDS

REMTD
ZIIIZHAZRDS

\ 4 \ 4
Private Public Exclusive Proprietary
JEZNBAActivity 2N BiActivity I8\—hF—BR E Activity B #1 fR E Activity

B 4.1-1
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4.1.1.1. FELE Activity 2465 -FIBI 5
JEAF Activity [, AI—77URTOHFIRAENS Activity THY . H2E3REHEDE L Activity TH D,

B—77)AEFTHEAShS Activity (GE2AB Activity) #FI T 3R, V5 RAFIEET SR Intent Z{FX
(FROTHE T FUIZ Intent ZEELTLESZEMLLY, =120, Activity ZIEUH I IRIZERT S Intent (IFE=
EIZEHTHEARMONZIBNLH D, FD1=. Activity [ZIEIET S Intent [TV L T4 T HIERERINT DB A
X, ZOERNBEDOHIE=FICHEAHMONSIEDLTNKSIZ, BULRNEERET I2DENH S,

LATFIZIEAA R Activity 252 BID ST )ILa—KERT,

AU MActivity Z463):

1. taskAffinity Zf§E LA

2. launchMode ##57EL%LY

3. exported="false"IZ&Y. BARMICIELRHEET S

4. E—TFT)HED Intent THHTH, 215 Intent DELMEHERT D

5. FIAX7ITIIERE—7TITHEMD., oI T4 HERERELTKL

Activity ZIEABAZTE T BIZ(X. AndroidManifest.xml @ activity E&®D exported BIE% false LHEET 5,

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. privateactivity”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<1-— FE2AER Activity —>
{I— H R4 > b 1 taskAffinity ZELAELY —>
{I— R4 > k 2% launchMode Z#E LAY —>
- SiRA > bk 3k exported="false”IZ& VY. BATRMICIERARRET S —>
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

N— S UFv—D BT 520 Activity —>
activity
android:name=". PrivateUserActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
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<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

PrivateActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android. widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

/] *kRA Uk bdk B—F7FTIUMNSD Intent TH-HTH. ZIE Intent DREEZHEET S
/] B TIIZDEBE, 13.2 AWDT—2D0REMEHRET S 58,
String param = getIntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/S5 A —% [Y%s] &= (+H>71=, ”, param), Toast.LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {

/] kRA2 b5k FATXTT TIIER—TFTITHZIMIE, 2o T4 THBERERELTEN
Intent intent = new Intent();

intent. putExtra ("RESULT”, "> F 4 THIEHR") ;

setResult (RESULT_OK, intent);

finish() ;
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RIZIEDE Activity ZFIRTHRIO YT ILa—KERT,

RAL M Activity ZFIHT5):

6. Activity (#1535 Intent [ZIE, 754 FLAG_ACTIVITY_NEW_TASK #%E LAY

7. B—77URA Activity (95 RIEEDEETRH Intent TREVHT

8. MAXRTIIVER—TTITH NG, 2 T14T5ERE putExtraQZ#FESHECRYEEFELTH KL
9. E—77YA Activity Mo D#ERBEHRTH>TH. RET 2DREMEHRTD

PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

}
public void onUseActivityClick (View view) {

// dRA k6% Activity [2E{ET S Intent (ZIE. 754 FLAG_ACTIVITY_NEW_TASK Z&%5%FE L ALy
/] kA 2k Tk B—F7 FTURActivity (3495 RIEEDBETH Intent THEUHT
Intent intent = new Intent(this, PrivateActivity.class);

/] kIRA b8k FIRET TVIXR—F TV THIND. oI T « TiHERE putExtra) ZES5BEICRYEIEL
TH&LW
intent. putExtra ("PARAM”, "t LT 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

[/ *kRA Lk BA=F7TUAActivity Mo DFERIERTHoTH, BIET 2 OREUERET D

VLRIV 1, 2, 6 ZESFLTWVSIGEERVDTIE Intent AE=FICHEABMONEIBETNAHAHZELITTET D
EDHD, HMITIL—ILTvoEo2a0D 4.1.2.3.4.1.2.2.4.1.2.3 %885 L,
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/] BOFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,
Toast. makeText (this, String. format ("#58 %s] %= (FH >f=, ”, result), Toast.LENGTH_LONG). show() ;
break;
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4.1.1.2. 2B Activity 25 -FIRJ %

2268 Activity (&, FEESHO 7TV ICFIHINSZEEBELT Activity THD, YL 7HEIELT= Intent %
ZETEHELRHDEITTENDETH D, T 208 Activity ZF AT BHEZIE. EET S Intent AT ILHT
FIZRESNE, HEINEIHEAWMONDENHDIEITTENDLETHS,

LUTIZAR Activity 245810 > 7 )La—RERT,

RA U MActivity 243):

1. exported="true"IZ&kY. BATRMIZAKRET S
2. ZIE Intent DEEMEHERTD

3. #BERERIBE. I TAIRERESOHLL

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. publicactivity”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— AR Activity —>
- SiRA > bk 15 exported="true”I=& Y. BATRMIZABRET S —
activity

android:name=". PublicActivity”

android: label="@str ing/app_name”

android:exported="true” >

I— Action fEREIC & HIEEM Intent Z{EFT D& 51T Intent Filter #EHE —
<intent-filter>
<action android:name="org. jssec. android. activity. MY_ACTION” />
<category android:name="android. intent. category. DEFAULT” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

PublicActivity.java
package org. jssec. android. activity.publicactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android. widget. Toast;

public class PublicActivity extends Activity {
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@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA Uk 2k ZE Intent DERLEMEEHERT D

// B Activity THE=OFBATT7 TUNATILI T THAHARENENDH S,

/] U TIVNZDERE, 3.2 A AT —2DREMEHRT 51 #3E,

String param = getlntent (). getStringExtra ("PARAN”) ;

Toast. makeText (this, String. format("/S5 A —% T%s] = (+H->f=, “, param), Toast.LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {

[/ KR 3k BRERTHEE., 20T« THEREEOHHL
// BB Activity THA=HFATT TUNIL I 7 THLAREENH D,
[/ RV TICRBENTHEEO G VVERTHNITHERE L TRLTH &L,

Intent intent = new Intent();

intent. putExtra ("RESULT”, "> L F 1 T TIXHLVER)
setResult (RESULT_OK, intent);

finish(;
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20147 A1 BiR

RIZAR Activity ZFIRT2RI0Y > FILa—KRETRT,

KL MActivity ZFIFT3):
4. UL TATHEREZELTIIASEL
5. BRAEZTHAGE.ERET ADREMEHRTS

PublicUserActivity.java
package org. jssec. android. activity. publicuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

try {
/] *RA U bdhk B T4 THIEREZELTIEESAL

intent. putExtra ("PARAM”, "t > T 4 TTIXAELVER") ;
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) |

}
}

@0verride
super. onActivityResult (requestCode, resultCode, data);

/] hRA U bk HEREZITMBIGEE. BRT—I0LEMEZHRET D
/] U TIVNZDERE, 3.2 A AT —2DREMEHRT 51 #3E,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;
Toast. makeText (this, String. format ("#&2 %s] Z=Z(FER>7-, ~,
break;

Intent intent = new Intent(“org. jssec. android. activity. MY_ACTION™) ;

Toast. makeText (this, “FIA% Activity NRDOMSELY, “, Toast. LENGTH_LONG) . show () ;

public void onActivityResult(int requestCode, int resultCode, Intent data) {

result), Toast.LENGTH_LONG). show() ;
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4.1.1.3. /"—hF—BRE Activity Z/F5-FIAT S

IN—hF—PBRE Activity (X, BEDT TIFEITHLFIATES Activity TH D, /1\—bF—B X0 7T) BT TV
MEELTORATLEERL, \—rF—7 T LORBI TSR CHEELZTA=OIZF AN S,

Activity ZIEUHTRIZFEAT S Intent (TE=ZFICE>THRAMONEZEBNNH D, TDT=8. Activity ITIEET
5 Intent T TAIREREERMT DB EICIE. TOBEBRNBEDHDE=ZFICHEAMONDZEDHEESIZ,
WU EEERTDDENHD,

LLFIZ/A—RF—R3E Activity ZE2BIDY T ILa—RERT,

AU MActivity Z463):

1. taskAffinity Zf5E LA

launchMode #$§EL%LY

Intent Filter Z &t 3", exported="true"2BRMIZHKET S
FMATTTIDOERAENRT AR RMIEBFIN TSI LEHERET S
IN—bF—=FTUDBD Intent THoTH. 215 Intent DREMEHERTS
IN—bF—F7TVIZBRLTERULVERIZIRY IR EL TELY

S v AW N

RIOAN)RNERWE7ITYDRERAEIZDONTIE. M14.1.3.2 FIAT7IVAHERT 5128835 E, -k
DARN)ANZIEETHHAETTUDEBHAE/ NV 1 EOERAEIEN5.2.1.3 Z7TVDIMBAED /Y 1 EXTE
BRI DAHEIZSETHILE,

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneractivity”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{l— /"= +F+—BRE Activity —>
{I— H R4 > b 1 taskAffinity ZELAELY —>
{I-— %7RA > k 2% launchMode Z3#8%E L& LY —>
d— S RA 2 bk 3k Intent Filter ZEZE T . exported="true” #BRMIZHKRET 5 —>
activity
android:name=". PartnerActivity”
android:exported="true” />

<{/application>
</manifest>
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PartnerActivity.java
package org. jssec. android. activity. partneractivity;

import org. jssec. android. shared. PkgCertWhitel ists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] *RAU bk FIATT TYDAENRTA )X MIBRINATWDILEERRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// IN— b F—F F1) org. jssec.android. activity. partneruser MEEBAE/N\Y L 1 {EZ &R
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255” :
// keystore M“partner key”MEIEBAZE/\v L 2 {E
“1F039BB5 7861C27A 3916G778 8E78CE00 690B3974 3EB8259F E2627B8D 4GOEC35A”) ;

// LTFRRICHD/IS— bF—F T &%, ..

}

private static boolean checkPartner (Context context, String pkgname) |{
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] hRA 2k dk FATT T)DIEAENKRTA FYRMIBERIA TSI LEHERETD

if (IcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT7 TV I&/S— bF—F7 F ) TlEAELY, “, Toast. LENGTH_LONG). show () ;
finish(;
return;

}

/] *kRAFbk IN\— b F—FFTUMSD Intent THHOTH. Z1E Intent DELHEHRT S
/] BOFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,
Toast. makeText (this, “/S—kF+—F FUDSTFTIERXHY", Toast. LENGTH_LONG). show() ;

}

public void onReturnResultClick (View view) {

/] kIRA bk N—bF—F TYICHATRL TEULMERICBRYRZEL TEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/S— kF+—7 T YIZBIR L TLULMER")
setResult (RESULT_OK, intent);

finish(;
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]

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAll (" 7, “");
if (sha2b6. length() != 64) return false; // SHA-256 (£ 32 /N1
sha256 = sha256. toUpperCase () ;

if (sha2b56.replaceAll ("[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LIS\ DXFELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [ZXET DIEFED/NY L2 BEEZRET D
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED/NY L1 BEEERD/NY L AEZFLLEKT D
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname)) ;

}

public static String hash (Context ctx, String pkgname) {
if (pkgname == null) return null;
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try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] EHELTRDHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()

52 All rights reserved © Japan Smartphone Security Association. Activity ZE5-FIHT 5



l““ fewone Android 7T DX 2T X 1T I—TALTHAE 201447 A 1 KR
resotmmon  http://www jssec.org/dl/android_securecoding.pdf

RIZIS—bF—RTE Activity ZRI BT 2BIDY T ILa—KERT . ZZ T/ S—hF—RE Activity ZFFUH T4
EEFAT B,

R4 (Activity ZFIAT3):

7. FIRASK/NA—bF—IRE Activity 7T DFERAEDNRTA M) RMIBFINTNDILEHRT D
8. Activity [ZiE{E9 5 Intent IZ1E, 754 FLAG_ACTIVITY_NEW_TASK %% E L% LY

9. FALN—FF—RE7TVICBRLTEWERIE putExtraQZEHEICRYEEFELTELLY
10. BARAY Intent IZ&Y/R—rF—BRTE Activity ZFEUH 3

11. startActivityForResult()[Z&Y/S—kF+—BRE Activity Z#FEUH T

12. IN—rF—REF7 TV DFHERERTH>TH, 218 Intent DL EMZEHEET D

RIOARN)RNERWE7ITYDRERAEIZDONTIE. 14.1.3.2 FIAT7IVEHERT 51288 THE, -k
DAN)ANZIEETHHAETTUDIEBHAEZ/ NV 1 EOERAEIEN5.2.1.3 Z7TVDIARAED /Y 1 EXTE
BRI DHEIZSETHILE,

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneruser”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

activity
android:name=". PartnerUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

PartnerUserActivity.java
package org. jssec. android. activity. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec.android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;
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import android.view. View;
import android.widget. Toast;

public class PartnerUserActivity extends Activity {

/] kiR 2k Th FRK/S— R F—RE Activity 7 TV DEBAENRTA PR MMIBHFIN TR I LE#REDRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// I8=— b+ F+—BRFE Activity 7 7Y org. jssec.android. activity. partneractivity MFEBAE/ v > 1 {EE &%
sWhitelists. add (“org. jssec. android. activity. partneractivity”, isdebug ?

// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E

“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255”

// keystore M ”“my company key”MiFBAZE/\v < a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7C2 42E142CA”) ;

// LLFRERRICHbD/S— b F—BRTE Activity 7 7Y & &4k ..
}

private static boolean checkPartner (Context context, String pkgname) |{
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;

}

private static final int REQUEST_CODE = 1;

// FIRZED/NN— b F—BRE Activity l:l%?l?‘é'%iﬁ
private static final String TARGET_PACKAGE = “org. jssec.android.activity. partneractivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. partneractivity.PartnerActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

/] *kRA b~ Tk FIRAE/ISN—bF—BRE Activity 7 TUDEEAENRRTA FY R MIEBHFEINTWE I E2HET

%
if (IcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIFAEZK Activity ZTUIEARTA )R MIEEF SN TULVEL, ", Toast. LENGTH_LONG).
show () ;
return;
}
try {
Intent intent = new Intent();
// dRA 2k 8% Activity [ZE(ET S Intent (ZIE. 754 FLAG_ACTIVITY_NEW_TASK Z&&%FE L ALy
/] kIRA b Ok FAX/NSA—FF—RE7 TUIZEHATRL TXEWMERZE putExtra) 2F 5B EICBRYEIELTEK
L

intent. putExtra ("PARAM”, “/8— rF+—F7 T IZBAR L TLULMER") ;

// kR4 >k 10% BRI Intent IZ& Y/8— b F—[R5E Activity ZFFUH T
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);

// *RA >k 11% startActivityForResult ) I2& Y/8— b F+—FRE Activity ZFEUHT
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startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, “FIA% Activity NARDOMSELY, “, Toast. LENGTH_LONG) . show () ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *RA 12k R—brF—RET7TVHLOERBEHRTH->TH. 25 Intent DREMEZHERT S
/] U TINZDERE, 3.2 AT —2DREUEHRT 51 #3E,
Toast. makeText (this
String. format ("$58 %s] &= (TH 7=, ”, result), Toast. LENGTH_LONG). show() ;
break;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAll (" ”, “");

if (sha256. length() != 64) return false; // SHA-256 (% 32 /81 k

sha256 = sha256. toUpperCase () ;

if (sha2b56.replaceAll ("[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LIS\ DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [ZXET DIEFED/NY L2 BEEZRET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED/NY L A BEEBDNY D 1{EFLRT S
return PkgCert. test (ctx, pkgname, correctHash);

}
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length '= 1) return null; // BHELFHEDHLEN
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance (“SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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4.1.1.4. B#HRTE Activity Z/E5-FIAT S

BRE Activity (. BHUSNDTTINSHAINDZLEEE LT S Activity THD, BEOBHETTITIR
TLERBEL. BRT TN ER OHEEETS-OITFIASN S,

Activity ZIEUHTRIZFEAT S Intent (TE=ZFICE>THRAMONEZEBNNH D, TDT=8. Activity ITIEET
5 Intent T TAIREREERMNT DB EICIE. TOBEBRNBEDOHDIE=ZFICHEAMONDZEDHESIZ,
WU EEERTDDENHD,

LITFIZB#RE Activity Z4E5BI0 YT ILa—FERT,

AU MActivity Z463):

1. ¥ BE Signature Permission ZE&9 %

taskAffinity ZsELALY

launchMode #$§EL%LY

¥ B E% Signature Permission ZBREE TS

Intent Filter Z &t 3. exported="true"2BARMIZHKET S

¥ B E % Signature Permission NBE#{T7TVICEYERIN TSI LEHERT S
B#7TUMNSD Intent TH-TH, 215 Intent DREMEMHERT S
FMATT7IIVEBEHTIITHEIN L., Lo T1IRERERZELTELL
FAXTI)ERICHRERTAPKEZERLT S

© 0N O VAW

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. inhouseactivity”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

= JRA4 > k 1% HBEES Signature Permission &9 % —

<{permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— B#ERE Activity —>
{I— H7RA > bk 2% taskAffinity ZELAELY —>
{I-— % 7RA > k 3% launchMode Z3#8E L& LY —>
I— %RA > 4% FBEFE Signature Permission ZEREET S —
= S RA4 > bk bk Intent Filter ZE&E 9. exported="true” #BRMIZKRET 5 —>
activity
android:name=". ProprietaryActivity”
android:exported="true”
android:permission="org. jssec. android. activity. proprietaryactivity. MY_PERMISSION” >
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{Jactivity>
<{/application>

</manifest>

InhouseActivity.java
package org. jssec. android. activity. inhouseactivity;

import org. jssec. android. shared. SigPerm;
import org. jssec.android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android. widget. Toast;

public class InhouseActivity extends Activity {

// B#td Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION";

// BHOFEHAED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore @ “androiddebugkey” MFEBAE /Ny 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M®”my company key” MEFBAZE/\vw S afl
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// KA >k 6% JMBEFES Signature Permission ABEHR T TVIZKYERIN TSI L 5HERT D
it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "I BEFZ Signature Permission AE#HT7 TYIZLKYFEZESIhTULVEL, ”, Toast. LENGT
H_LONG) . show () ;
finish();
return;

}

/] kiRA b Th BT TIUNLD Intent TH-TH. 215 Intent DX 2MEZHRT S

/] HOTIIZDEBE, 3.2 AhT—2DRLUEHERT 5] 258

String param = getIntent (). getStringExtra ("PARAM") ;

Toast. makeText (this, String. format("/S5 A —% [Y%s] &= (+H>71=, ”, param), Toast.LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {
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/] kIRA b8k FIATT FVIFBEHRHT TV THSEIML, o PT 4 THERERELTEN
Intent intent = new Intent();

intent. putExtra ("RESULT”, "> LT 4 JTHIERHR") ;

setResult (RESULT_OK, intent);

finish(;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL=7 T VDN r—CREWMBT5S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionlnfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission D& I LBIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZEZE L=7 7 DFRED/N\Y L 1 {EERT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash (ctx, pkgname)) ;

}

public static String hash (Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] EHELTRDHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()

*RAk 9% Eclipse M5 APK % Export 355E (2, FIAT 77 ERCHAREERTAPK ZEL T 5,
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RIZB#RE Activity ZRATHBIDH LTIV a—FERT . CCTIEBHRRE Activity ZFFUNE S A EEHRAT
Do

KLU M Activity ZFI AT 5):

10. ¥ B E% Signature Permission ZFIHEE Y5

11. ¥ B E% Signature Permission NB#{T7TVICKYERIN TSI LEMHERT S

12. FIAET7T)DOIAENBHDIIAETHHLEHRET D

13. FIRE7IVIEBEHRHTIITHED S, B2 T1THERE putExtraQEESIHEIZRYEELTHLL
14. BAREY Intent [T&Y B#RRE Activity ZIFEUH 9

15. BR7TUHhDERERTH->TH. 215 Intent DR EMEHRT S

16. FIAET7T)LRICRARERTAPKZERLT S

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. inhouseuser”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

{— *iR4A >k 10k JHMBEFES Signature Permission #f|AEET % —
<uses—permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

activity
android:name="org. jssec. android. activity. inhouseuser. InhouseUserActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

InhouseUserActivity.java
package org. jssec. android. activity. inhouseuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec.android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;
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import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class InhouseUserActivity extends Activity {

// FIR%E® Activity 1EHR
private static final String TARGET_PACKAGE = “org. jssec.android.activity. inhouseactivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. inhouseactivity. InhouseActivity”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION";

// BROFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA™;
}
}
return sMyCertHash;
}

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

/] kA 2k 11k MEFESE Signature Permission NEH 7 TVIZEYERESN TSI L 2HRET S
if (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, “"JEBEFEZ Signature Permission WE#H T FYIZLYTEZ I TULVELY, “, Toast. LENGT
H_LONG) . show () ;
return;

}

/] kiRA 2 b 12% FAET T OMERAENBHOIARAETHH I L EHETS

if (IPkgCert. test(this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, “"FIRET TV BT 7T TIlEALY, “, Toast. LENGTH_LONG) . show() ;
return;

}

try {
Intent intent = new Intent();

/] kA2 13k FBAXT TVIEERT T THEID. BT 4 THIERE putExtra) #ESEEIZEY
EELTHEWL
intent. putExtra ("PARAM”, "t LT 4 THIER") ;

/] kA~ 145% BRM Intent IC& YU BHEE Activity ZEURHT
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;

All rights reserved © Japan Smartphone Security Association. Activity Z/E5 - FIFHT 5 63



unrewone  Android 77 DEF T EE - £FX2TA—TAV T HAR 2014 €7 B 1 Bk
resotmmon  http://www jssec.org/dl/android_securecoding.pdf

startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, “FIA% Activity NARDOMSELY, “, Toast. LENGTH_LONG) . show () ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *iRA 215k BRT7TIUNLDHERFR/RTH->TH. 2 Intent DRLMEEHERT S

/] BUFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,

Toast. makeText (this, String. format ("#58 %s) #=(FHl>f=, ”, result), Toast.LENGTH_LONG). show() ;
break;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&H L7 TVDNRv5r—CRK/EMBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionlnfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission D& I LBIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZEZE L=7 7 DFRED/N\Y L 1 {EERT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

64
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}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length '= 1) return null; // BHRELFHEDHLEN
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance (“SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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Password: 6008808

() Create new key
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4.1.2. IL—ILTvY

Activity Z4EBFE. £7-1E Activity [Z Intent Z3EET AMEICIXLUTDIL—ILESFEHIE,

1. 7FURTOAERT S Activity IFIELFRERET S (W78)
2. taskAffinity Z#5ELALY (ws7A)
3. launchMode ##5EL%LY (W7H)
4. Activity [TE{ET S Intent [Z[X FLAG_ACTIVITY_NEW_TASK #EZELALY (WH2H)
5. %24 Intent DRLMEHERTD (WH7R)
6. JHBEEZ Signature Permission [, B#7TUNEELI-CEEHELTHATS (h78)
7. BRBHREZETHEICK REETIINSOBRBERRBRISTET S (WH7R)
8. FIF% Activity ANEE TESI5E XTI Intent T Activity 5|35 (Wh28)
9. FIAL% Activity hoDRY Intent DEREMEMHERT D (@h78)
10. it DEFET7 T SEET HIHE X AL Activity R3S (Wh78)
. BEEZZRMICIRETIBEICIE. TOEEDREKEDREKELHIFTD (WH78)
12. 2274775 ERIETESRYESLLY (HE2R)
4.1.2.1. 7TIVRATOAERT S Activity IFIELFERET D (Wh2H)

B—7TURAISDHFFASINS Activity (LD 7T H S Intent 22 (TERBHEMNLEL, T-ZD K57 Activity
TIXRAREL Activity ZIRE T3 Intent ZEELLENIEMNSZ LY, ZDEK5% Activity (XBERAIIZIEABIREL.
JEARA Activity &9 5,

AndroidManifest.xml
<I— JEABA Activity —>
<I— R4 > b 3k exported="false”[Z& Y. BIRMIICIENBIHRET S —
activity
android:name=".PrivateActivity”
android: label|="@str ing/app_name”
android:exported="false” />

B—7T)AISDHFIFASNI S Activity TIZ Intent Filter ZRE I 5 K534 REHEIL TIEASELY, Intent Filter
DHE L. A—77I)RDIEAR Activity ZIEUH 3 DHYTH. Intent Filter BEHTHEUHL-ESICERET i
77D Activity ZREUHLTLESHEREMLH D, SFMIEL. 7E/A AR 4.1.3.1 exported ERFEE intent-filter
BEDHABDOE(Activity DIBR)I1ZSBITBIL,

AndroidManifest.xmI(GEH#£22)
<1-—— FEABR Activity —>
{I-— %7RA > k 3k exported="false”[Z&k V. BARMIZEABRZRET D —>
activity
android:name=".PictureActivity”
android: labe|="@string/picture_name”
android:exported="false” >
<intent-filter>
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<action android:name="org. jssec. android. activity. OPEN />
</intent-filter>
{Jactivity>

4.1.2.2. taskAffinity Z#gELAELY (wh78)

Android TIZ. Activity [ER2RIIZE->TEEBEIND, FRIDATIL. )L—k Activity DEFEDT7 74 =T412&K>TiR
EIND, —ATIL—LSD Activity IZEALTIE, FTE T 23R IDT I4=TA1Z(F TIXRESINT . Activity D
EBE—RIZHIRTET D, S5M(I74.1.3.4 JL—F Activity IZTDWTIZSBIHIE,

TIHILRERETIEE Activity [$/\wr—CBET I4ZT4ELTHR D, TOFRER. FRIETTIZEICEIV A TS
NENT. A—F7FTURDELTO Activity FE—FRI BT D, ARV DEYLTELTET BIZ(E,
AndroidManifest.xml ~ND BRI T T4 =T 5ER 10, Activity ITEET B Intent AD TS T HEETHIT &KLY,
L ARV DEY U TEERLB A BURS2RVIZET 5 Activity [TE{ELT: Intent 237 TV IZ&k>TH
HHEELFRESEL H D,

LUV TATHBEREELEE Intent BLURIE Intent ORBEFZRAWMONLBENKSIITTBHICTIE.
AndroidManifest.xml A® application R FH LV activity 3R T android:taskAffinity Zi8E €7 . T 74

WY =D R ER-)DFEFITT NETH D,

LUTFIZIEARE Activity OIERUEIEFIARBIIZE T4 AndroidManifest.xml 7R,

AndroidManifest.xml
{l— S RA4 >k 15 taskAffinity ZIEELEL —>
<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

J— SRA > bk 1% taskAffinity ZIEFE LAWY —
activity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

{I— FENF Activity —>
— SRA > bk 15 taskAffinity ZIEFE LAWY —
Cactivity
android:name=".PrivateActivity”
android: label|="@str ing/app_name”
android:exported="false” />
<{/application>
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BROET I4=T1 DML AR (X, TGoogle Android 7O4 33245 ARl 2, %5 &, Google Developers
API Guide “Tasks and Back Stack” 3D iR & K 1UT4.1.3.3 Activity ITEESN B Intent DERAEY 1. 14.1.3.4
JL—k Activity IZDWTIES BT B2L,

4.1.2.3. launchMode ##5FEL%LY (WAh7R)

Activity DFEENE—R &L, Activity ZFEUH T BRIZ, Activity DAV AEAV ZADFRERAL. FRODFRERE
HEHTB=ONDHRETHS, T IA+ILERE (X standard" TH S, "standard’s%E Tl&. Intent #E>T Activity
FREVHT EEITIEEBICHRAO RV RAEFER L, 2R VISV H LA Activity DB T D2RAVIZHEL., FFRIZAX
IMEBINDT LN ZRIDFRICER SN DL, FUHLIZfHEST= Intent AR D 7 T A SEEAERY ATEEIC
75, FNDE=H. Lo T4 EERE Intent ITETB A1, Activity DIEEIE—FIZIEX"standard"Z B3R E
THb.

Activity D#EE—F [ AndroidManifest.xml NIZT android:launchMode TEATRMIIZER ERIRETH S M. L
SEDEBIZKY. & Activity 2L T android:launchMode 2§ €9 . [EZT 74 /)L D FEFE "standard” &5 5
RETH,

AndroidManifest.xml
{— %7RA 2 b 2% Activity [Z1& launchMode Z#18EE T . fEX T 74 JL FDFEFE” standard” &35 —>
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<1-— FEAEA Activity —>
{d— %7RA 2 b 2% Activity [Z1& launchMode Z#18EE T . fEX T 74 JL FDFEFE” standard” &35 —>
activity
android:name=".PrivateActivity”
android: label="@str ing/app_name”
android:exported="false” />
<{/application>

14.1.3.3 Activity [ZEEEN D Intent DEEAEY 1. 4.1.3.4 JL—F Activity ITDWTIZSERTHI L,

4.1.2.4. Activity [T3E{E9 % Intent IZIE FLAG_ACTIVITY_NEW_TASK %% E L%y (78)

Activity DEEENE—F (& startActivity()& AL & startActivityForResult) D ETHFICHLE R T A5 EMNAIRETHY.

25T, BEF. FREF. B A, LA, WA, £%. Mi%ZEIGoogle Android A4S SIS ARl AT RE—ATAT7"
—HX.2009F 7 A)
3 http://developer.android.com/gquide/components/tasks—and-back-stack.html
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RRIBFRICEBESNDZEDNH D, TDT=H. Activity DEEIT—RFEETRICERLLGVKIIZTIRELH
Do

Activity DFEEIE—FEZEF T BIZIL. setFlags()*° addFlags()ZAL T Intent 2755 %% EL. FD Intent &
startActivity() £ 7z [& startActivityForResult0 D 5| # &3 5, FRVEFHBICER T 5O DTS (&
FLAG_ACTIVITY_NEW_TASK T#%., FLAG_ACTIVITY_NEW_TASK AR ESNn B &, FEUH SN 1= Activity D4
RIMNYIGTSOURHINIETAT I IVURLEICEELBEVWESIC. HRITARINERSIN D,
FLAG_ACTIVITY_MULTIPLE_TASK & FLAG_ACTIVITY_NEW_TASK L EIBFIZERET H_EHTES, —DIGHIC
F AR DBTFREREIND, ELLDBRELIRVEERTHAREELH DD, Eo P TATHERERD
Intent [ZIERELLBENEKSIZT RETH D,

Intent XS4

Intent intent = new Intent();
// dRA k6% Activity [2E(ET S Intent (ZIE. 754 FLAG_ACTIVITY_NEW_TASK Z&%5%E L ALy

intent. setClass (this, PrivateActivity.class);
intent. putExtra ("PARAN”, "t LT 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;

78, Activity [IZ3E1ET 5 Intent [Z FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 54 #BARMIIZERE T HC
ETRBRIDERSNTIZELTHEDABNTABMONGENEIIZTEDEEZEZDMNLLNGL, LAMLEAD, 2D
HEEZAVWTLEESNT: Intent DNBEFRAISEMNAIRETH S, LT=A > T, FLAG_ACTIVITY_NEW_TASK
DERITETESETH D,

[4.1.3.1 exported ERFEL intent-filter FRE DA EHE (Activity DIFE)I1EEVN4.1.3.3 Activity ITEES
3 Intent DERAEY 1. T4.1.3.4 JL—Fk Activity IZDWTIHBEBTBIE,

4.1.2.5. ZEIntent DRELMZEHERT S (W78)

Activity DEALT(ZETETFIRVIEERLDH, Z1E Intent DT—FENET BIRIZIL, TIZ1E Intent DL
HEHERLLZITNIEESRE,

2B Activity (ETRBESHOT7T)HS Intent 2 (TERDT=86 . TILITT7 DK E Intent #ZTESAIREELH
%, IEAR Activity (DT TUHS Intent ZEEZITEDZ LT, LALEI—7TRO2AF Activity A3
D7 T)h 52 (TE ST Intent DT —2%IEAE Activity IZERET BT ENH D=0, ZIE Intent ZEEKHICR S
THHEEA TGS, N—rF—BRE Activity L B#IRTE Activity (ZZDHEDIRITHAT-6H . RLIEYZ
1€ Intent DL LMEHERT IVNELHD,

3.2 ANT—EDREMEHER T D125RTHIE,
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4.1.2.6. JHBEEZ Signature Permission &, B 7 TUNERLI-CLERERLTHIAT S (W7H)

B#7IVETISFIATESEHRE Activity #/E5154 . JREE X Signature Permission [C&YRELLIT
NIE7%E5%, AndroidManifest.xml T® Permission E%. Permission R EEZITTIERENF+2TH
51=8.75.2 Permission & Protection Level JDI5.2.1.2 ¥ BEFEZ®D Signature Permission TH#77)&E
HIDHEIESRI DL

4.1.2.7. HREFEBRERTBEICE BEETITINOOBRBEMFRITIZ TS (7R)
Activity DHBATI2&> T, setResult(Z AV THRRIFRZRETIHEOREETTIDERELERD, A
Activity BNERIEHRERETHEE . BRBEEETTINTILIIT THAHAREELHY, HREBRVBEEERH-
THEHLNDERENH D, IEAR Activity PEHRE Activity DIFE (T, EREEXIIBHTIT) THH-HHE
RERDOFNEHFTYDE T DBEIEL, /A= F—RE Activity DIZEEZDHREIZMET D,

CD&ESIZ Activity NoFERFEREZIRTIBZEICIT BREETTIHSDRBERBEHROFRICEBLAEITNIEESR,

TERIBIRERX T DIHFE DS

public void onReturnResultClick (View view) {

/] KIRA bk bk IN—bF—F TYICHATRL TEUWMERICBRYRZEL TEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/S— kF+—7 T YIZBIR L TLULMER")
setResult (RESULT_OK, intent);

finish(;

4.1.2.8. FIRS Activity A EIE TESHIHE [LBATRH Intent T Activity ZFIT 5 (78)

B 2R Intent [Z&Y Activity ZFIFAT 5 &, FRBIICE D Activity [Z Intent ANEIEESN S H(E Android OS £ &
27> TLES, HLTILITT7IT Intent NEESNTLESEHERFENLELS, — A BHTRH Intent IZKY
Activity ZF| 9 B &. FEELT= Activity LIS DY Intent ZRIET D EITHLKLEB MR ETH S,

WMIBEFEZT7T) (D Activity) E21—H—(TBIRSES4E ., FIASL Activity ZRITRICRELZVMGEERR(T
(X, FIA% Activity [EHLMNLCHETETED, ZD K% Activity ZFIHIT S5 S ZIXBAFRM Intent ZF| BT RE
THhbd.

B—277URAD Activity ZBE7RH Intent THIAT 3
Intent intent = new Intent(this, PictureActivity.class);
intent. putExtra ("BARCODE”, barcode) ;
startActivity (intent);

D77 TV DR Activity ZBAZREY Intent THIAT 3
Intent intent = new Intent();
intent. setClassName (
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“org. jssec. android. activity. publicactivity”,
“org. jssec. android. activity. publicactivity. PublicActivity”);
startActivity (intent);

LD 77 DB Activity ZBERE Intent TRIALIEEE. BF & Activity 287 TUNTILITIT T
HOLAREEDH D, BAEE/N\VT—C B TRELZELTEH HBFEETTINREEAMT IV ERC/ AT —C &5
DEMT TITHAAREED HDHMN ST, CDEIGE)RVEHRLIZWMEE & /A\—FF—RE Activity B4R
iE Activity DFERZRETTILELH D,

[4.1.3.1 exported E%7E & intent-filter R E DA EHE(Activity DIFE)I1BSETHIL,

4.1.2.9. FRALEL Activity MoDEREY Intent DREMEHERT S (78)

Activity DEATZE->TETIRVIFELSEN, RUYIEELTRIELT = Intent DT —2ZF MBI BE(ZIX, TT=ZE
Intent DR EHZHEZRELEITILLSEN,

FI A% Activity BB Activity DI5E . FHEEDT7TUMLERY Intent 22 1TERS1=8. YLz 7 DIKXE Intent
#ZITIARIEEME N S, FIF S Activity HIELARA Activity DIFE . B—7FTVAMNSRY Intent 2= (TEZND T
YROIEBNESIZEZDREEN, DT TUMSZITEST= Intent DT —2ZFRIEMNICRYIELL TEE T 52 LM
HBH=5. 215 Intent ZBEZHICTRETHAHEEZTIIHSEL, FI AL Activity H/3\—rF—RTE Activity ¥ B
#IRTE Activity DIFE . TOFHE DRI THE=H. PIEYRIE Intent DREMEZHERTILELNH D,

3.2 ANT—EDREMEHER T H125RTHIE,

4.1.2.10. it DRET T LB T DB EEF AL Activity ZHERT D (W 7H)

it DEFET T LBET DB EICIETRTANI RN K DR A ENH D, B7 TVRICHRETTUDIEHE N
VaEFORFLTHES FIAEDIERAE/ NV 1 ERFLTWSIEAE /v Al —HT o0 EFEE T HILT.
BYFTELTTUIZ Intent ZRITTILEHSCIENTEDS EARMGRESEICOVLTIE YT I)ILa—FEoi3
Ul4.1.1.3 N—rF—RE Activity Z¥%5-FIHATDI2SHBT DL, F-. BAfTRGFEFMICRALTIEN4.1.3.2
MART7IVEHERTHI12SRITHIL,

4.1.2.11. BEZ-RMICRBTEIBEICE. TOEEDERDREKEEZHRFTD (W 7H)

Permission IZ&YREESNTOSEREESSUKEEEZMOTTIICTRMIIRET D5 EICIE RIEET
TIIZHLTE—® Permission #ERTHGELT. TOREKELZHFLETNIEAESLL, Android @
Permission ¥ a)TAETILTIE RESN-EEICHTET7TINLDEET I ERITOVTOHEREEE
15, SO EDHHEIZKY, ZIVICRESIN-EEN SISO T TIIZ, REDT-HIZWHEL Permission &
BRI HIELGARMMENBTREMENH D, CD &I Permission #EZEiE(Redelegation)L TWVAZ EEEHMIC
Z{H7%D T, Permission DERZMBEEMTIENS,5.2.3.4 Permission DEBEEEZEMEIZSEIHIL,

72 All rights reserved © Japan Smartphone Security Association. Activity ZE5-FIHT 5



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“" s woxe Android 77 DX AT HE X 1T IA—TFTAV T HAR 2014 46 7 B 1 AR

4.1.2.12. £ T4TRERIFTESRYESAL €i:39)

THEZHOTT)EETAERICIEE O TAIRIEREEZ > TIILELHN . BFEDT T LEETIIHEIZE
WTH, BERILEWLWTTYIZ Intent ZHITLTLESBEOEZEICES Intent D EBFELETIHERAFBELTLE
SYRIDE®H B, [4.1.3.5 Activity FIAFOOST HAIZDWTIZSHET S,

U T4TERE Activity [SEFT HIHE . TOERODRE RIVERELETNIFESA0, 248 Activity (S
ENMLEERIIDTRET HEEZBTNIELESLEN, Ff/\—hF—BE Activity > ERE Activity [TEffL
=1ERBZND Activity DREZEICEKFELTERRRIRIDOKR/NMDH S, IEAF Activity ITEMFT HIERICEST
1. Intent @ data [CEHT-FHRI(T LogCat A TRETHIRIMH S, Intent M extras [& LogCat [CHHEh
BODT, oo T4 1R extras TiEFMFTHELLY,

T TATHERIETEDLITEMLBVESICIRTRETH D, EfFTHHEDL. FIAKL Activity (X{EFETE
% Activity IZBRZEL. Intent D1EHRAS LogCat NFBLAWKSICEELAZITNIELRSAL,

F1=. IL—bk Activity [ZIEE T REREZ > TIIESEELY, JL—k Activity &lE ZRIDNERRSNT-BF TR
AP H STz Activity DZETH S, BIZIE. SoFr—hoREEISN = Activity [XE(Z)L—k Activity TH 5,

JL—h Activity ITBEL TOEEMIE. [4.1.3.3 Activity [TEIESNS Intent DEEAHERY 1. [4.1.3.4 JL—F Activity
[ZDWTILBRI B,
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4.1.3. PRV RE

4.1.3.1. exported RFEL intent-filter FREDHEAEHE (Activity DIZE)

CDHARXETIE. Activity D&M SIELAER Activity, 2B Activity, /S—rF—[BE Activity, B#tEE
Activity @ 4 247D Activity [CDWTREFZFRAR TS, AL TIZFFSN TLVS AndroidManifest.xml
® exported EEE intent-filter ERDEAEHLEERDRIZEEDHT=. EASELTILVS Activity DEAT &
exported BHES LY intent-filter BERDXIEMNIELWNZEERERTHIL,

£ 4.1-1
exported BEDIE
true false BIEE
intent-filter E&EMH5 | 226 (ERZEL) G
intent-filter EZ}AGELY | 2AF. /NA—bF—RE. | FH (%)
B+tRE

exported BHEDIEIE

lintent-filter &M %5 1&exported="false” 1ZFERAZELLICLTLSDIE. Android DIRDHFEIIRITIRNAH
Y. Intent Filter DB L. ERETHT7T)D Activity ZFREVELTLESIZENFET H-HTHS . LTD 2
DOEIE. ZDHRBAD=HDEDTHS. E 4.1-4 (X FA—T7TUVAMSLMIEAR Activity(ZT) A) ZHE 2R
Intent TREVHELWEELZEEDHITHS, Intent-filter(R & action="X"\ZEELTLEDHA, 7T AL
WELDOTERBYDEELELEOTLNS,

7TUA
2K IntentZ{E->T
ActivityZFIEU H 9

Intent(“X”)

JE22BAActivity A-1
exported="false”

77C
BEER M IntentZ{E->T
ActivityZFEUN 9

Intent(“X”)

Activity A-11&IELBActivityle D T, 7
TYUADNSLAEUVH T ZEFTERN

Androidif &
\_

B 4.1-4

4.1-5 (. 77 A 1zmzT77) B THREIL intent-filter(® e action="X"2E&LTLSHEETHD,
4.1-5 TIE. 77 A BEEEH Intent ZEXELTRI—7TURDIELR Activity ZFFUHZSET S0 7T 7
—2avMERIFATOTNERREN, I —HF—DFIRICK>TAR Activity(B-1)AFFUHEN TLEIHIERL
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TW%, ChIZEYTTIICHL TEU I TAILRHREEZELEY . EREHRYELZZ (TRS ATREMEMNELTL
F

(" ™
7TUA (ﬁ
g M IntentZ{F>T TI)r—
ActivityZF U AV MFERR
l Intent(“X”) : - A-1
B-1
JE/N B Activity A-1
exported="false” _)
action="“X"

A RAActivity B-1
exported="true”
action="X"

[l CactionZ E & LT-Activity B-1h'8% 5
&L OSICKYBIRFA 70T HRRIN,
A—H—0#RIZ& > T BActivity
B-1MMEXNhTLES

Androidifi R
\_

4.1-5

ZD &SI, Intent Filter AL =IEART Activity DEEEH Intent FUHELIK, EREHT T EDERD PYE
YEHFLTLESD TITIRETIH LBV BE. COEFHFTTVA. 7TUBDAU A IVIBEFIZITKEFELLEWNIEF
ML TS,

4.1.3.2. FARTIVEHERTD

CCTIEAN—FF—BRTE Activity DERIZET SRAMIGMREAER T S, /\—FF—BRE Activity [ERTAR)ZMZ
BRSNEEBEDTTIDLDTIRREHTL, TNUNDTTINLIET IR EEERT S Activity THD., Bt
LUSNDTTIET I RHFRI xR EL D18, Signature Permission [C&ABAEIFEZIEFIATELL,

HEERKWMEEZFX, A—rF—RE Activity DFIBT7T)DBTEHEREL. mRTA M AMZIZFINE=7T)TH
NIEH—ERZRHTE. BHFEINATOENWTZTITHNIEH—ERZRHELLEWLEWNSEDTHS, FIRTT7TID
BRI FRATTTINEDMHEFIMBL. TOHRAED/ NV EERTANIARD /W 2 BEELETS
—&ETITI,

CCThELEHARTIIDGERAE IZMBETEL FART IOy r—D & |ED LB THA TIEAL
M2 ERMERNIADLNENERS LWLV r—D R BERICIEE TE DD T TI~ADRHEYFTELA
HETHD, RYTELABEG/NTA—RI G TERRICIIER G, — A 7T)OHFDIHETHNIT G THER
[CEESTENTES GEAZICHICT 2ERADREZERIEANOTITIREELMFOTLEL D, EZEN
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RICAERAEZHS., M A DER RN RUNT BT TVEERT HLFTELGNALTE, RTAMN)AMEIT IR %E
HALEWTTDRAET —2E AT ERFLTEEWVDA Yo TILaA—FTEIRTA N DT =2 A XZ NS
KT B=OIZFERET—F2D SHA-256 /P aEEZRIFTHILITL TS,

COFEIZIEIRDZDODFEHENH S,
® FIAFT7TIIZHULT startActivity() TlH#< startActivityForResult)ZER LA T IE A SAL
® FIAFTTIVIZHELT Activity IAMNSIEVHE T ZEIETERWN

2 DBDFIMBEFEVLDLIE 1 DEDOFINBEOHERLLTRINDHHNTHLIDO T, BFEIZIF 1 DORLCHKEE
725, COFIMITFUHELITT T D/vr—o %8G 5 Activity.getCallingPackage() D #l#1z &Y ELTLY
5%, Activity.getCallingPackage()l& startActivityForResult) CREUHEIN=IEEICOHFATT T DI\
— DR ERT D, FBELHMD startActivity) TREUOHEEIN =SS 2 null #R T EL-TNVD, FDF=HIZT
BNITDHEREDTRATTIIN, ZEZARVENRETHo1zELTH. startActivityForResultOFEhH 7T
(XSO EWNSHIFINH S, S5 startActivityForResult()IE Activity 25 A TLAMEZ L=, FIETIE
Activity IZBRESN S ELVSHIKIBH D,

PartnerActivity.java
package org. jssec. android. activity. partneractivity;

import org. jssec. android. shared. PkgCertWhitel ists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] *RAU bk FIATT TYDMAENRTA )X MIBRIATWDILEERRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// IN— b F—F F1) org. jssec.android. activity. partneruser MEEBAE/N\Y L 1 {EE &R
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore ®”androiddebugkey” MEEBAE /v 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255” :
// keystore M“partner key”MIEBAZE /v L 2 {E
“1F039BB5 7861C27A 3916G778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// LTFRRICHD/IS— bF—F T &%, ..

}

private static boolean checkPartner (Context context, String pkgname) |{
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;

}

@0verride
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *BRAU bk FIATT TYDMAENRTA YR MIBHRINATWDILEERRT S

if (IcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV I&/S— bF—F7 F ) TIEAELY, “, Toast. LENGTH_LONG). show () ;
finish(;
return;

}

/] *kRAFbk IN— b F—FFTUMSD Intent THHTH. Z1E Intent DELHEHRT S
/] BOFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,
Toast. makeText (this, “/S—kF+—F FUDSTFTIERXHY", Toast. LENGTH_LONG). show() ;

}

public void onReturnResultClick (View view) {

/] KkIRA bk bk N—bF—F TYICHATRL TEULMERICBYRZEL TEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/S— k+—7 T YIZBIR L TLULMER")
setResult (RESULT_OK, intent);

finish(;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “");
if (sha2b6. length() != 64) return false; // SHA-256 (£ 32 /N1
sha256 = sha256. toUpperCase () ;

if (sha2b56.replaceAll ("[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LIS\ DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [ZXET DIEFED/NY L2 BEEZRET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED/NY L A BEEBDNY D 1{EFLRT S
return PkgCert. test (ctx, pkgname, correctHash);

}

All rights reserved © Japan Smartphone Security Association. Activity Z/E5 - FIFHT 5 77



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“" mrowone Android 7FYDEF 1T HEH X2 TFI—TAV T HAR 201457 B 1 BER

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length '= 1) return null; // BHELFHEDHLEN
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance (“SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

4.1.3.3. Activity IZE{EESN S Intent DFEAEY
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RARIDIL—b Activity [TEE SNz Intent [ ZRVBEITIEMIN S, JL—k Activity EIFRRIDEREGD
Activity DZETH S, FRAVBEIZIEBIENT= Intent (X, ActivityManager Y5 R ESZETEDT7T)hHHHE
HICHEAHETENTRETH S,

FIUMNSCEARIVBREESBITAEODH T ILA—FREUTIZRT ARV BEEZSBTL-0IZ1F.
AndroidManifest.xml [Z GET_TASKS Permission O F|RA%EET 5,

AndroidManifest.xml

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. intent.mal iciousactivity”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk
android:minSdkVersion="8"
android:targetSdkVersion="15" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
activity
android:name=".MaliciousActivity”
android: label="@string/title_activity_main”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
<1—- GET_TASKS Permission &9 % —>
{uses-permission android:name="android. permission. GET_TASKS” />
</manifest>

MaliciousActivity.java
package org. jssec. android. intent.maliciousactivity;

import java.util.List;
import java.util.Set;

import android. app. Activity;

import android. app. ActivityManager;
import android. content. Intent;
import android. os.Bundle;

import android.util. Log;

public class MaliciousActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. malicious_activity);
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// ActivityManager ZE15d %
ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE);
/] AR DREFEZERH 100 HEBRET S
List<ActivityManager. RecentTaskInfo> |ist = activityManager
. getRecentTasks (100, ActivityManager. RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// Jb— b Activity IZ32{E &t Intent ZERB L. Log I2RTT S
Intent intent = r.baselntent;
Log. v("baselntent”, intent. toString());
Log.v(” action:”, intent.getAction());
Log.v(” data:”, intent.getDataString()):
if (r.orighActivity != null) {
Log.v(" pkg:”, r.origActivity. getPackageName() + r.origActivity. getClassName())
}
Bundle extras = intent. getExtras();
if (extras !=null) {
Set<String> keys = extras. keySet () ;
for (String key : keys) {
Log. v(” extras:”, key + “=" + extras. get (key).toString());
}

ActivityManager 25 X®M getRecentTasksOIZ&Y  EEELI-HHD AR IVBELZIIGT HIENTES, FHERY
D1EHIE ActivityManager.RecentTaskinfo V5 AN A2 RA2 RIZHEARSN DD, ZD A /\—Z # baselntent
[ZI&. BRI D IL—k Activity ITEESN Tz Intent DHEIASN TS, JL—b Activity EIEFR DN E R ST-FFIZ
U Iz Activity THAHD T, Activity ZHEUHTIRIZIE. L TOREEEELEB-ILVLIITEELLT
NIFESHLY,

® Activity AIFEUHINTRIZ. ZRIDBFIRIZERIND
® [FEUHINT=Activity BS/\vI T SOURHBNEITHT I 5OV R LIZBRICEFEET 52AIDIL—hk Activity T
Hb

4.1.3.4. JL—F Activity [2DUNT

JL—b Activity E[EBRIDEER LD Activity DTETH D, FRIDER SN F-BFIEEI ST Activity DZET
BB, EEO>THEW BIZIE, TIAHILRERED Activity NS Fr—hoi2ESni=-15E . FD Activity (F)L—Fk
Activity 755, Android DEHRIZ& B E. JL—b Activity IZEESN D Intent DARIZEEDT7TJIZE-TH
WMo 5BNNHS, TI T, IL—b Activity NI TAIRBEREEELGEVLIICHRZELILELH D K
HARTIE. FUHINT= Activity BSIL—FEEDDEHSTOICUTD 3 REIL—ILIZHBITFT =,

® taskAffinity Zi5ELALY
launchMode Z##gE LA LY
® Activity [Z3£{E9 % Intent [Z1X FLAG_ACTIVITY_NEW_TASK Z&&E L%y
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LT, Activity DIL—RERDDIFE D KSEIHZEMEFIDLITIL—bF Activity IZTDVWTEET S, BFUHINT
Activity DNIL—hERED IO DEEICEEET 5D (X, LLTIZEIFHEE THS,

® [TUHEINISB Activity DIEEIE—F
® [FEUHEhB Activity DERIEFDIENIKEE

T, [MEUHEINS Activity DFEEIE—RIICDULNTEREAT %, Activity DFEEIE—RIX. AndroidManifest.xml
[Zandroid:launchMode Z 52§ 5 ETERTE TE D, bt LELMEE [E standard’ &M aEN 5, - EBE—
Kl Intent [CBETEI5512k>THLEEAEETH 5. FLAG_ACTIVITY_NEW_TASK 754 (. Activity
#"singleTask” E—RF IS E 5,

IEERRETESHE—FIRDEESYTH D, F(. JL—k Activity EOBEICERZEZ U TTEHREAT 5,

standard
COE—FTHUHINTZ Activity [EIL—EGEHIEEGFURLAIORRVICFIET 6, £z, FUHLD
EIZ Activity DAV REAV AMEREINS,

singleTop
“standard” &R THDD., THT7 T IV REFRIDRAITEIZRRINTLNS Activity Z#2E1T 5I5E81Z1E.
AV RRIDAMEFEINGENEVNSI RN ELGD,

singleTask
Activity (7 74=TADEIZRSTERIE T DRRIMNRED, Activity DT T4 =T4E—ETDIRIMNI\vD
T oVRBHENETAT I T IURICHEELLEVEEIZIE, RIS Activity DAV REAVRELLITHHRIZE
HMEnd, FRETDIEEICIEELLLEMSNEGL, BIETIX, ESh 1= Activity DAV RAZU R FIL— R
%o

singlelnstance
“singleTask” LRI THIM . RO R TELD, FRICERMSNZZRIIZIE, JL—F Activity DH D FIETE
BRTHD, LIzD> T, COE—FTREISN Tz Activity DAV RAVRIEEITIL—FTHD, CSTEEL D
BRI, MUHIND Activity BN EFE DT I =T LRILABID AR I BRICHFELTLNDIGEETH>TEH, T
UHEh 5 Activity ERRVIZEFEND Activity DIZRAENERLEDZEETH D, TDHEIL. FIRITFRIMN
EREND,

LLE&XY, "singleTask"&7=[&"singleInstance” TREEIE N 1= Activity [FIL—HMIEHATREME N HEH LN DD B,
TT)DREEEHERT B=OIZIF. ShEDE—RTREILAVKSIZLEIThIELRSEL,

RIZ, TFEUVHEINS Activity DARIEFDRENREEIICDULNTERBAY %, =& %, Activity AV"standard”E—K T
EUHEh-ELTH, FD Activity BFRBR T 2RI DIREEIZ K> TIL—h Activity £ BIBENH S,

BIELT. EUHEIND Activity DRRIMERIZ/NNVI T SOV TREILTWSIEEEZE RS, MEEEIDIE. £
DRARID Activity 412 X2 XMV ’singleinstance’ TREEIL TLVSIHEE TH D, "standard’ THUH ST
Activity DTF7 74 =T4MERYERLCEo1=01Z, BEE®D singlelnstance”® Activity DFIRIZKY , FFEF2RIM
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ERENS, =L, TREND Activity DISRAEARLHEE(E, FRVEERENT . AV A2V RIFBRFEDLD

BRAINDS, WVTHIZLA, BUH ST Activity [X)L—F Activity 275,

UEDESIZ, L—F Activity AFFUHESNSEHIRITHOREIIKFETHLREBMTH D, 7T URFEDRIZ

[X. "standard”E—F T Activity ZEE VT KSICTRTRETH D,

JEABA Activity ISEIESN S Intent KM 7T WS FEA SN BH EL T, FE2AE Activity OFEUH LA Activity
#"singlelnstance”’ E—F TR T ABAD YU TILI—FZUTIZRT, ZOH VT ILa—FTlE, ELH
Activity hV"standard”E—F TREEISL5H. FEUH LI Activity @ 7singlelnstance” E—RF D &I &Y . FEARE
Activity [ZFFFR2 R I DIL—b Activity E5E>TLES, OB, IEAR Activity ISEESND L T4 T HIERIE
RRVBEREICEEEERSIND=D FEDT T IMoEAMYATEETH D, 148 U LA Activity, JE2EE Activity &

BICRA—DT7 71=T4%H2,

AndroidManifest.xmI(GEH#£22)

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. singleinstanceactivity”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— JL— bk Activity DEEEIE— K%” singlelnstance” &9 5% —>
N FIA=ZTAEBRERT. 7TVORT—28ETH —>
activity
android:name=". PrivateUserActivity”
android: label="@str ing/app_name”
android: launchMode="singlelnstance”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<1-— FEABR Activity —>

{I— ®EEIE— F%” standard” &5 —>

N FIA=ZTAEBRERT. 7TVORT—28ETH —>

activity
android:name=".PrivateActivity”
android: label="@str ing/app_name”
android:exported="false” />

<{/application>
</manifest>

JEAABA Activity (X, Z{ELT= Intent [T L THREZIRT DA TH S,

82 All rights reserved © Japan Smartphone Security Association.

Activity Z1E5-FIHT %




SECURITY

l“" unrewone  Android 77 DEF T EE - £FX2TA—TAV T HAR 2014 €7 B 1 AkR
assocmion  NEEP//www jssec.org/dl/android_securecoding.pdf

PrivateActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

// Mg Intent DEREMEHERET S

/] U TIVNZDERE, 3.2 A AT —2DREMEHRT 51 #3E,

String param = getlntent (). getStringExtra ("PARAN™) ;

Toast. makeText (this, String. format("/S5 A —% T%s] = (+H>f=, ”, param), Toast.LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {
Intent intent = new Intent();
intent. putExtra ("RESULT”, "> LT 4 JTHIERHR") ;
setResult (RESULT_OK, intent);
finish(;

JEAFA Activity OFFUHE LBITIE. Intent 2755 % E 912, "standard"E—R TIEA R Activity Zi2EIL T
AV

PrivateUserActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

}

public void onUseActivityClick (View view) {

// JE4NEA Activity & “standard” ®— K CiEENT 5
Intent intent = new Intent();
intent. setClass (this, PrivateActivity.class);
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intent. putExtra ("PARAN”, "t LT 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] BIET—ADRELEHERET S

/] BUFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,

Toast. makeText (this, String. format ("#58 %s) #=(FHl>f=, ”, result), Toast.LENGTH_LONG). show() ;
break;

4.1.3.5. Activity FIRBEOOY HAITDNT

Activity ZFI B9 SFE(Z ActivityManager AY Intent D AR % LogCat ICH AT 5, ULTOKNEIL LogCat ITH
HENB1=0. oo TATHREBRNEENGVESITEE T RE,

o FRAFZN\VHI—TH
® FIAKITRA
® Intent#setData() Ti&EL7= URI

BIZE, A= ILEIET BIEE . URHZA—)LTRFLRZFIBEL T Intent #HK 179 5L A— L 7RLAA LogCat [ZH 5
SN TLES, Intent#putExtra() TR EL={EIE LogCat IZH A&h AL V=8, Extras IZERELTESLSICLE=A
MR,

RDESIA—ILEET HE LogCat ITA— LT RLANRRSNTLES

MainActivity.java
// URI (% LogCat ICHEAEh B
Uri uri = Uri.parse(“mailto:test@gmail.com”);
Intent intent = new Intent (Intent. ACTION_SENDTO, uri);
startActivity (intent);

JRD &SI Extras #FEATSE LogCat [TA—ILZRLANRRSNEGLLEDS

MainActivity.java
// Extra [ZE&RE L1=ARZ & Loglat (CHA I ALY
Uri uri = Uri.parse("mailto:”);
Intent intent = new Intent (Intent. ACTION_SENDTO, uri);
intent. putExtra(Intent. EXTRA_EMAIL, new String[] {“test@gmail.com”});
startActivity (intent);
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lli“ ;:n:an'frnnous Android 77') o)t:F:LTEQE'[' " 't'$17:|_7_2’f:/7¢jj"]’|:

f=12L. ActivityManager#getRecentTasks() [Z&>T Intent® Extras D7 T SEEFRDHZIGELHS

DT EETHIE, #LLIET4.1.2.2 taskAffinity Z3EELAELY (%8)1.74.1.2.3 launchMode Z#EE

LU (B 8) 18 £UT4.1.2.4Activity IZ32{E9 5 Intent [Z(X FLAG_ACTIVITY_NEW_TASK & ELALY (i
A) IZSBRODIE,
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I 4.2. Broadcast#%2{E95-%{ETH

4.2.1. o7 )La—K

Broadcast #%{§9 4IZI& Broadcast Receiver Z{E L ENH S, £EDKI7% Broadcast ZZET HMITKHT.
Broadcast Receiver MMaZ AR ROBEULEHEHFENELD, ROFIFIO—IZE>TERMT S Broadcast
Receiver ME DAL T THAIMNEHIMTES, BEAIT, IN—rF—REDEHEIZLEL Broadcast EFETT7T)
DINVr— 2 EZERT T THR T DFENEVTZSH, /S\—rF—FR%E Broadcast Receiver ZE5FHILTEX
LY,

()

C

)

No

T7IUREFT
BroadcastZ £ 259 5

B#7IURRETT
BroadcastZ X295

\ 4 \ 4

\ 4

Public
A BABroadcast Receiver

Proprietary
B R EBroadcast Receiver

Private
JE/NBfBroadcast Receiver

B 4.2-1

F7- Broadcast Receiver IZIEZDEEHEIZKY. 55 # Broadcast Receiver LE)#) Broadcast Receiver &0 2
BENDY. TROISILEHEEDENDHS, Yo TILA—RFPTIIEADELEAEZEBALTNS . BHE. EDES
75AEFIZ Broadcast ZEETEIMITE>TEET HIFEMDBEUN G FENRES=H ., EEADEEICDONT
LEHETHAT S,

# 4.2-1

EETE L

o XRTLMLEIEINSD—E D Broadcast
(ACTION_BATTERY_CHANGED % &E)ZZ{ET

AndroidManifest.xml [Z
<receiver>E X% T

#0Y Broadcast Receiver

HILETEERTD ERVVHEFINH D
o TFIUNYEEBLTMSTVAIVRM—ILEND
FTOM. Broadcast #2{ETE5
EifY Broadcast Receiver | 77 B 4 5 L & T|e #H® Broadcast Receiver TIEZ{ETEHL

registerReceiver() & & U Broadcast THR{ETES
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unregisterReceiver() 0 | ®  Activity ASEIEICH TS EARIFZI+ Broadcast
UHIZEIZRY., BMIC #2{EL1-L VM2 E | Broadcast D2 {EaIHEHiM%E

Broadcast Receiver =& TOYSLTHIETES
&% BIkfEIRT S o IJE/ABI®M Broadcast Receiver #{EA &I TE
AR
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4.2.1.1. 3JE4NBH Broadcast Receiver - Broadcast #2595 %595

JE42BA Broadcast Receiver &, B—7 7 AMBHEIESh 1= Broadcast 1217525 T&5 Broadcast Receiver
ThHY. -1 Z 2D EL Broadcast Receiver T#H 5., EIfY Broadcast Receiver ZIE AN TE T H_&ILT
EHEV=6 . E2N B Broadcast Receiver TlEE2AY Broadcast Receiver 11T TSNS,

KM/ (Broadcast %59 3):

1. exported="false"IZ&kY. BATRMIZIEARAZRET S

2. BE—77IAMLEESNT- Broadcast TH-TH. Z{E Intent DELEMEHEZRT S
3. #BRERIBE.EERIERA—TITIATHLIME., o TAIREREREL TR

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. privatereceiver”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<1-- 3E43BA Broadcast Receiver ZE&T 5 —
- R4 > bk 1% exported="false”IZ& VY. BATRMICIERARZRET S —
<receiver

android:name=".PrivateReceiver”

android:exported="false” />

activity
android:name=".PrivateSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

PrivateReceiver.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. widget. Toast;

public class PrivateReceiver extends BroadcastReceiver {
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@0verride
public void onReceive (Context context, Intent intent) {

/] kA k2% B—7 T AL DEIEEHT-Broadcast THHTH. 21 Intent DRLHUEERT S
/] U TIVNZDERE, 3.2 AAT—2DREMEHRT 51 #3E,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format (" T%s) #={E L7, ”, param),
Toast. LENGTH_SHORT) . show () ;

/] *RA2 3k BETIER—T7 TIVATHIN L., T2 PT 1 THERERELTEW
setResultCode (Activity. RESULT_OK) ;

setResultData (" > L F « T2 1E$R from Receiver”):

abortBroadcast () ;
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HIZ3E/NBA Broadcast Receiver ~ Broadcast #1593 5 Y 7 IILa—KERY, CZTiRBAT 5 IEA B Broadcast
Receiver ~( Broadcast #EHE(E. EFX 1 TAETIERETHD LD D, Sticky BMEXZNDEVSHIFINHS
CEITERENMETHS,

RA4> M (Broadcast %59 3):

4. R—77")A Receiver (VT RIEE DBARK] Intent T Broadcast X595

5. EEXIXR—7TYA Receiver THAT=® ., Lo T4 I HEREFEEFELTEL

6. E—77JMA Receiver hoDIERFEHRTH>TH. RIET2DREMZHERTD

PrivateSenderActivity.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// *iRA >k bk B—7 TN Receiver I 5 RIFEDBARM Intent T Broadcast #1535
Intent intent = new Intent(this, PrivateReceiver.class);

/] *BA bk bk EEERIZE—7 7YY HReceiver THD=. T4 THIEREEELTEL
intent. putExtra ("PARAM”, "t > F 4 THIEER from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
// *iRA 2k bk B—7 TN Receiver I 5 RIFEDBARM Intent T Broadcast #1535
Intent intent = new Intent(this, PrivateReceiver.class);

/] *BA bk EEERIZE—7 7Y HReceiver THB=. £ T 4 THIEREEELTEL
intent. putExtra ("PARAM”, "t > F 4 THIEER from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] *RA 2k b6k B—7 TN Receiver Mo DFERBFHRTH->TH. ZIET—FDRLUEHET S
/] O TIVNZDERE, 3.2 AAT—2DREUEHDRT 51 #3E,
String data = getResultData() ;
PrivateSenderActivity. this. logline(
String. format ("#&& Ms) #2{ELT=, ”, data));

}s
private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {
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super. onCreate (savedInstanceState) ;

setContentView (R. layout. main) ;

mLogView = (TextView)findViewByld(R. id. logview) ;
}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.2.1.2. Z%Bd Broadcast Receiver - Broadcast Z2{E9 % £1EF 5

/3B Broadcast Receiver [, NEFELZ D7 T ibix{ESh 1= Broadcast #3215 T&% Broadcast Receiver
ThHb, VL7 HE(ELT- Broadcast ZZ{ETAHENHDHEITTENRET,

KM/ (Broadcast %59 3):

1. exported="true"IZ&kY. BATRMIZAKRET S
2. ZEIntent DREMEHERTS

3. #BERERIBE. I TAIRERESOHLL

/NBA Broadcast Receiver @Y7 )La—K TS Public Receiver (&, ## Broadcast Receiver LU EIRY
Broadcast Receiver Ol A THIHIN S,

PublicReceiver.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public boolean isDynamic = false;
private String getName() {
return isDynamic ? “/NBAENAY Broadcast Receiver” : “/NBAE%AY Broadcast Receiver”;

}

@0verride
public void onReceive (Context context, Intent intent) {

/] *iRA Uk 2k ZE Intent DELEMEEHERT D
// “4:Bf Broadcast Receiver THA=OFBATT7 TUNIILI 7 ThHEHAREENH S,
/] U TIVNZDERE, 3.2 A AT —2DREMEHRT 51 #3E,
if (MY_BROADCAST_PUBLIC. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context,
String. format ("%s:¥n %s] #=Z{EL1=, ”, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] kiRA Uk Ik HERERTHBE., BT THBERESHLEL

// 4\BA Broadcast Receiver T#HB1=8.

// Broadcast MEETT TUNRTIL I T 7 THAAEENENH D,

/] RV FICHEBENTHRBOLWMERTHONIEHERELTRLTE KLY,
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > ¥ F 4« T TIXALMEER from %s”, getName()):
abortBroadcast () ;
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£ Broadcast Receiver I AndroidManifest.xm| TE&HT 5.

AndroidManifest.xml
<?xm| version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. broadcast. publicreceiver”
android:versionCode="1"
android:versionName="1.0" >

<uses—-sdk android:minSdkVersion="8" />

<application

android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<I—— /\PBA%%HY Broadcast Receiver &Y 5 —>
— % BA >k 15 exported="true”IZ& Y. BARMIZABEBRET S —
<{receiver android:name=".PublicReceiver”
android:exported="true” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PUBLIC” />

<{/intent-filter>

<{/receivery

{service
android:name=".DynamicReceiverService”
android:exported="false” />

activity
android:name=".PublicReceiverActivity”
android: label|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<{/application>

<{/manifest>

g8 Broadcast Receiver (70455 LH T registerReceiver()§ XU unregisterReceiver(ZMFUH T 2 &2k
UZEkBERRIRT 5, RIAREICKY B SR EEMIRZEITI7=80IZ PublicReceiverActivity LIZHRAVFEE
LT3, 818 Broadcast Receiver 4> XA X (& PublicReceiverActivity KYEBFHBARIV=6H
PublicReceiverActivity DA N—EHELTRIFTHILILTELL, ZD 1= DynamicReceiverService M *
UIN—ZEHEL TEIR Broadcast Receiver M A2 AR X &R &+ . DynamicReceiverService %
PublicReceiverActivity M ota /T 952 EITKYEIR Broadcast Receiver Z i &8k EHAERLT

(AYH

DynamicReceiverService.java
package org. jssec. android. broadcast. publicreceiver;
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import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

// 4\ER®# Broadcast Receiver Z&4%9 %
mReceiver = new PublicReceiver () ;
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter();
filter. addAction (MY_BROADCAST_PUBLIC) ;

filter.setPriority(1); // ##JBroadcast Receiver & Y Ejf¥) Broadcast Receiver =Bk S 5

registerReceiver (mReceiver, filter);
Toast. makeText (this
“BI#Y Broadcast Receiver &L 1=,
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;

// 4B Broadcast Receiver & &% d 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this
"B Broadcast Receiver &ML=, ~
Toast. LENGTH_SHORT) . show () ;

PublicReceiverActivity.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicReceiverActivity extends Activity {

@0verride
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protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService (intent) ;
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JIZ/4A B Broadcast Receiver ~ Broadcast #{E9 %Y IILa—FK%Rd, 4B Broadcast Receiver (Z
Broadcast #2159 BI15E . 1£{E9 % Broadcast NTIL DI T ICZESNBIELABHAZELITEENNETH S,

KA (Broadcast Z£{E93):
4. UL TATHEREZELTIIASEL
5. BRAEZTHAGE.ERET IDREMEHRTS

PublicSenderActivity.java
package org. jssec. android. broadcast. publicsender;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public void onSendNormalClick (View view) {
/] kiRA UMbk EUOT 4 THEEREAELCEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > F 4 T TIXALVMESR from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
/] kiRA UMbk EUOT 4 THEEREAELCEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > F 4 T TIXALVMESR from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick (View view) {
/] kiRA bk EUOT 4 THEEREAELCEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > F 4 T TIXALVMESR from Sender”) ;
sendStickyBroadcast (intent) ;
}

public void onSendStickyOrderedClick (View view) {
/] kiRA UMbk EUOT 4 THEEREAELCEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > F 4 T TIXALVMESR from Sender”) ;
sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

}

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
removeStickyBroadcast (intent) ;

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
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@0verride
public void onReceive (Context context, Intent intent) {

/] hRA U bk HEREZITMBIGEE. BRT—2OLREMEHIETD
/] U TIVZDERE, 3.2 AT —2DREMEHRT 51 #3E,
String data = getResultData() ;
PublicSenderActivity. this. logLine(

String. format ("$58 %s)] =2{EL 1=, ”, data));

}s
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.2.1.3. B#%tPR%E Broadcast Receiver - Broadcast #2593 % %595

B$tFfRE Broadcast Receiver (. BN DT T MSEEShT- Broadcast #—HI=Z{EL%LY Broadcast
Receiver TH . EHDEHHAT T ) TUORTLEERL. B 7T RSEIRCEEEETD=OIZFIFASh S,

KM/ (Broadcast %59 3):

1. Broadcast Z{EFA M EE % Signature Permission &9 5

R ZIERADMBES Signature Permission ZFAEE TS

exported="true"[Z&kY . BATRMIZAREZTET D

#%0Y Broadcast Receiver E&IZT. 1B E % Signature Permission Z&ZREE TS

E18Y Broadcast Receiver & &9 5&E . M B E & Signature Permission #ERKEE I 5
B Signature Permission BT IVIZKYERIN TSI LEHERT S
B#t77UN 50 Broadcast THHTH. 215 Intent DR EMEHERT S

Broadcast &ETIZBHT T THIMS., BV T4 IRIEREREL TELL

Broadcast #ETT7 T LRILHARERTAPKZERT D

©®NO VAW

H#tFRE Broadcast Receiver ®H> 7 )La—KT#HH ProprietaryReciver [&., §8 Broadcast Receiver & U
Ej#4 Broadcast Receiver Dl A THIAZIN S,

InhouseReceiver.java
package org. jssec. android. broadcast. inhousereceiver;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class InhouseReceiver extends BroadcastReceiver {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”;

// BROFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
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private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public boolean isDynamic = false;
private String getName () {

return isDynamic ? “B*tfEEEH Broadcast Receiver” : “B*t[EEEH Broadcast Receiver”;
}

@0verride
public void onReceive (Context context, Intent intent) {

// kA 2k 6% JMBEFES Signature Permission BT TYIZLYUERIN TS L E2HET S
if (1SigPerm. test (context, MY_PERMISSION, myCertHash (context))) {
Toast. makeText (context, "I BEEZ Signature Permission AE#H 7 TUICLYERZR SN TLVELY, ”, Toast. LE
NGTH_LONG) . show () ;
return;

}

/] *kRA 2Tk BT TYHSDBroadcast TH>TH. ZE Intent DRLWEHET S
/] U TIVNZDERE, 3.2 A AT —2DREMEHRT 51 #3E,
iT (MY_BROADCAST_INHOUSE. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format ("%s:¥n Y%s] #=Z{EL71=, ”, getName(), param)
Toast. LENGTH_SHORT) . show () ;
}

/] *iRA Uk 8k RETEIEH/TTITHSINL, £ T4 THERERELTEL
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > 7 « T3 1E#R from %s”, getName())) :
abortBroadcast () ;

£ Broadcast Receiver I AndroidManifest.xm| TE&HT 5.

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousereceiver”
android:versionGode="1"
android:versionName="1.0" >

<uses—-sdk android:minSdkVersion="8" />

{1-—— %7R4 > k 1% Broadcast Z{EADIHMBFEZE Signature Permission #E&T 25 —>
<{permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”
android:protectionLevel="signature” />

J— *RA 2+ 2% HERZERADOMBER Signature Permission #F|AEET S —
<{uses—permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
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- SiRA > bk 3k exported="true”I=& Y. BATRMIZABRET S —
{I—= % RA > b+ 4% F## Broadcast Receiver E&RIC T, MBREZ Signature Permission ZBREET S —>
<receiver
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiver”
android:exported="true”
android:permission="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION">
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_INHOUSE” />
<{/intent-filter>
<{/receiver>

{service
android:name="org. jssec. android. broadcast. inhousereceiver. DynamicReceiverService”
android:exported="false” />

activity
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiverActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>

&8 Broadcast Receiver (7045 5 LH T registerReceiver()& KU unregisterReceiver()ZMEUH I Z &2k
YERBBREIRT S, RIVREICKY B BRAERTITI-OIC ProprietaryReceiverActivity EIZR2U %
EEELTUL\%, EIfY Broadcast Receiver 1> XA X[d ProprietaryReceiverActivity KYAEGFHIBARLV =6
ProprietaryReceiverActivity DA /\—ZEHELTRFT 5 EFTELGL, ZD 1= DynamicReceiverService
DAV IN—ZEFHELTER Broadcast Receiver WA XA X% FEFH St . DynamicReceiverService #
ProprietaryReceiverActivity M oBfta /#T79 5 LIZKYEIR Broadcast Receiver i &8k EixfE
BRLTLVS,

InhouseReceiverActivity.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class InhouseReceiverActivity extends Activity {
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
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startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService (intent) ;

}

DynamicReceiverService.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android. widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

private InhouseReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

mReceiver = new InhouseReceiver () ;

mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter();

filter. addAction (MY_BROADCAST_INHOUSE) ;

filter.setPriority(1); // ##JBroadcast Receiver & Y Eif Broadcast Receiver ZBE & 3

// %A >k bk B Broadcast Receiver # %439 5L =, METE Signature Permission ZEREET S
registerReceiver (nReceiver, filter, “org. jssec.android. broadcast. inhousereceiver. MY_PERMISSION”, null);

Toast. makeText (this
“&h#y Broadcast Receiver Z&8L71=, ”,
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this
“&hfy Broadcast Receiver &R L71=, ”,
Toast. LENGTH_SHORT) . show () ;
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SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName)) ;

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRy5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission DB A [LEXIRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&E L7 T DEBEED/N\y L 1{EEZRT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;
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public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] EHELTRDHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()
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*RA2k 9% Eclipse M5 APK % Export $5&E(2, Broadcast X ETT7 T ERICHEREETAPK ZERT
%

Key alias selection @

@ Use existing key

Alias: my company key vl

Password: e 0 eeeee

() Create new key
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RIZB$tPRE Broadcast Receiver ~ Broadcast #2159 54> 7 )ILa—K%ERY , B4R Broadcast Receiver
IZ Broadcast %159 53545 . Broadcast Receiver f8lIZ¥ B FE £ Signature Permission Z&E3K 32BN H 5
f=&. Sticky BMEZLZWEWLSHFINH S EITEFENDLETH D,

RA4> M (Broadcast %59 3):

10. #ERZ{EADIHEEZ Signature Permission &9 5

11. Broadcast Z{EA DI EE = Signature Permission #f|AES 9%

12. ¥ B Signature Permission BB 7 TVICKUERIN TSI LEHERT D
13. Receiver (FB#TTIRETHIMNS, o T4ITEEREEELTHLL

14. Receiver [ZJ B % Signature Permission &R ¥ 5

15. #EREZITRAGE. BRET 20RLUEHERTD

16. Receiver fI77) LR ERTAPKZERT S

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousesender”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />
{uses-permission android:name="android. permission. BROADCAST_STICKY"/>

I— *RA 2 b 10k $ERZEADOMBER Signature Permission ZE&T 5 —>

<{permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION”
android:protectionLevel="signature” />

<{I— % R4 > b 11% Broadcast Z{EADIMEES Signature Permission ZFIAEET S —
<uses—permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name="org. jssec. android. broadcast. inhousesender. InhouseSenderActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

InhouseSenderActivity.java
package org. jssec. android. broadcast. inhousesender ;

import org. jssec. android. shared. SigPerm;
import org. jssec.android. shared. Utils;
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import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class InhouseSenderActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”;

// BROFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public void onSendNormalClick (View view) {

/] kA 2k 12% MBEFESE Signature Permission AEH T TVICEYERSN TSI L 2HRET S
if (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, “"JMEBEFEZ Signature Permission NE#H T FYIZLYFEZ I TULVEL, “, Toast. LENGT
H_LONG) . show () ;
return;

}

// kR4 2k 13% Receiver [FBEHET7 TURETHIND., Lo T4 THEREZEELTHL LWL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAM”, "t > > F 4 THIEER from Sender”) ;

// *RA > b 145 Receiver IZIEEZ Signature Permission #EK 9 %
sendBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”) ;
}

public void onSendOrderedClick (View view) {

/] kA 2k 12% MBEFEE Signature Permission AEH 7 TVIZEYERSN TSI L 2HRET S
if (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, “"JMEBEFEZ Signature Permission NE#H T FYIZLYFEZ I TULVEL, “, Toast. LENGT
H_LONG) . show () ;
return;

}

// kR4 2k 13% Receiver [FBEHET7 TURETHIND., EooT 4 THEREZEELTE LWL

106 All rights reserved © Japan Smartphone Security Association. Broadcast #2159 5" %159 %



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“" s woxe Android 77 DX AT HE X 1T IA—TFTAV T HAR

20147 A1 BiR

Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAM”, "t > F 4 THEER from Sender”) ;

// *RA >k 145 Receiver IZIMEEZ Signature Permission #EK 9 %

sendOrderedBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”

mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver ) {
@0verride
public void onReceive (Context context, Intent intent) {

/] KRA b 15Kk FEREZITMBIGE. BRT—IDREMEHERT S
/] BUFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,
String data = getResultData() ;

InhouseSenderActivity. this. loglLine(String. format ("#58 %s) #=2{E L=, 7, data));

}s
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&H L7 TVDNRv5r—CRK/EMBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionlnfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;
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// 3E Signature Permission DB A [LEIRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&ELE=7 T DEBEED/N\Y L 1{EEZRT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length '= 1) return null; // BHRELFHEDHLEN
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance (“SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
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final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal.toString()

*RA2k 16% Eclipse M5 APK % Export 35&E12, Receiver A7 7)) ERICBFEERTAPK 2ELT 5,

-
= Export Android Application

Key alias selection

@ Use existing key

Alias: Imy company key

Password: 008088

() Create new key
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4.2.2. IL—ILTvY

Broadcast X ZET AMEICIXLLTDIL—ILESFDHIE,

1. 7F7URTOIHERAT S Broadcast Receiver [EIEABHRET S (WH7E)
2. ZfEIntent DREMEHERTS (WH78)
3. JhBEES Signature Permission &, B 7 TN EELI-CLEHELTHAT S (7H)
4. HRBEBRERITBESICIE BELETTIHLOEREFRFBISEETD (WH78)
5. VI T4T751EHR%E Broadcast E£ETSIHE (I, ZIETEEL: Receiver ZHIRT S (W7H)
6. Sticky Broadcast [ZIZt2 I T4 HIERES HAL (s78)
7. receiverPermission /85 A—42MEE L Ordered Broadcast [(EEMENZENHHZEITEERE (W H)
8. Broadcast Receiver WoDRIEET—INDREMEHEDRT S (WH7R)
9. BEZRMICIREI BBEICIE. TOEEDERDREKELHF TS (WH78)
4.2.2.1. 7FIJATHOHERT S Broadcast Receiver [FIELFRTET S (WH78)

FTVRNTOHERAEINS Broadcast Receiver [FIFEARFZRET S, ChIZKY D7 TUHLERET
Broadcast 32 (TH->TLESZENLGEY , 7T D#EEERI ASINY ., 7TVDEBEICREFE-LI=YTEHD
HPECTEMNTES,

R—7F7VARAMSDHAFIFAESN S Receiver TlE Intent Filter /BT A E5HZETIZL TIEASALY, Intent
Filter & L. A—77J)RNDIEAEA Receiver ZIEUHT DEHYTE. Intent Filter BETHEUHLI=EEIZE
K377 DB Receiver EREUHLTLESGENFET HMS5THS,

AndroidManifest.xmIGEH#t3E)
— &7 F 1) IZ3EABH & 3 5 Broadcast Receiver —>
{I— 7RA > k1. exported="“false’t 4% —>
<receiver android:name=".PrivateReceiver”
android:exported="false” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_ACTION” />
<{/intent-filter>
<{/receivery

M4.2.3.1 EALTKLY exported EEEL intent-filter ERE DA A& HE(Receiver DIFE) 1S HIEL,

4.2.2.2. ZE Intent DRLMUEHERTD (2R)

Broadcast Receiver MAATIZE->TETURIIZIERL DM, 25 Intent DT —2ENEITBRIZIX. TT=ZE
Intent DEZEMFFEZRLEITNIEESEL,

/NG Broadcast Receiver [EFREHEZHD T TUHI S Intent ZZ(TERABT=H . LT 7 DHE Intent Z=Z (TS
ATREME D D, JIELNBA Broadcast Receiver [XthtD7TUMDS Intent ZEIEZ (TERDZEEALWL, LALEI—7TY
RN 22E Component MDD 7T M5 3Z(TER 1= Intent DT —42% JE/ABA Broadcast Receiver [CERixd 5T
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EDBBT-0 . ZE Intent TEFHIZR L THHEEZTIFLLEL, B#ETE Broadcast Receiver (EZF D HfE
DYRHITHA=H. PLIEYZIE Intent DREUEHERTIVLENH D,

3.2 ANT—EDREMEHER T SIZ2SRI DL,

4.2.2.3. JBEEZ Signature Permission &, B 7 TUNERLI-CLERERLTHIAT S (W7H)

BHOT7 UM SEESNTz Broadcast 7Z17E2ZEL. TN USN D Broadcast #—HIZ{ELLELVEHIRE
Broadcast Receiver #5115 4& . ¥ B E % Signature Permission IZKYRELAZTFNIEHESHL,
AndroidManifest.xm|l T® Permission EZ. Permission BRE ST TIIRELT+HTHD=6H.15.2
Permission & Protection Level JD[5.2.1.2 ¥ BEFEZ&E®D Signature Permission TE# 77 ) EETHHE 1%
SHRY5HE, - B ES Signature Permission % receiverPermission /35 A—4(Z$§%E L T Broadcast %
ETHEELRKICHERTILELHD,

4.2.2.4. BEFBREZRTBEICE BEETTINOOBRBEMFBRITIET S (78)

Broadcast Receiver A4 FIZ&>T setResult)IZKVIERIEFERERTTITIVDOERENEL D, 4
Broadcast Receiver DIFE L., ERRELXEDTTINTILY T THHARENELHY . ERBFHRABEEH>TS
HONAERMENSH S, JE22FE Broadcast Receiver 2 E#1FRE Broadcast Receiver DIiFE (&, #ERREL(TE
HEART T THADERBEROBNEHFYDLET IHETHL,

ZM &SIz Broadcast Receiver Mo#ERIFERERTIHZBEICIX, BREETTIMNSDFERBFROBRICEELLT
nIFES4,

4.2.2.5. v T4775E#% Broadcast :X{E9 555 (1L. ZIEREEZL Receiver BT 5 (WH78)

Broadcast ELVSBRIART K512, FLFH Broadcast ITITFEZHD T TIIZIEHRE—FEELRY . 24305
FBHLEYTAIEFERLTEON-EEATH D, TD=Ht T4 E#RE Broadcast EETHHAIC
X, TP ICERERBINGOESIEEFENRANBELLS,

2 T4T71E$R%E Broadcast £IEJ BI5A . (EEETES Broadcast Receiver FEITMNZEREETHY. fthd
Broadcast Receiver (XZ{EFRAIRETHAIVEL H D, TNDT=6HD Broadcast EEFEIZITUTDESIHEDHLH
5

® BARA) Intent T Broadcast X189 4L TIHREZEEL. ERLI-{ERETES Broadcast Receiver FZIFIZ
Broadcast /@155 iE. COHEIZITRD 2 DD/F—2hH D,
> [E—77JA Broadcast Receiver SETTHMNIL Intent#setClass(Context, Class)IZkYIBFLERET
5, BAMBI—FIZTOWVWTIEY YT )La—Fts23>04.2.1.1 JEARI Broadcast Receiver -
Broadcast1Z&&IZ§4H&,
> fth@D 77D Broadcast Receiver SETTHMNIL Intent#setClassName(String, String)IC&kYSEELZER

All rights reserved © Japan Smartphone Security Association. Broadcast * %19 B ={ET 5 111



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“" s woxe Android 77 DX AT HE X 1T IA—TFTAV T HAR 2014 4 7 A 1 AR

EFBH., Broadcast EEITEIEIRE/\WT—PD APK ELDRARERERTANIRNERBELTEHH

AILIz7 T THAHIEEREELTH S Broadcast #iX159 5. ERRICIXIEERMY Intent ZRIATEDHRD
FENERAMTH D,

® receiverPermission /X5 A—A(Z3 B E % Signature Permission ##5%E L T Broadcast :X{EL. 53T 5

Broadcast Receiver [Z#E% Signature Permission #f|AAEELTH55H %, BAMNGI—RIZDOWLTIEY

U7 INa—K+E9arl4.2.1.3 B#RE Broadcast Receiverl#8&(Z95Z&, £1=20M Broadcast %15

FEEFEETBICZIFIL—ILI4.2.2.3 B EZ Signature Permission (&, B 7 FUAREZRLI-CEEFHEEL

THATS (W7A) 1LBERALE T IEESALY,
4.2.2.6. Sticky Broadcast [ZIE 2 T4 I HIERE S HIELY (Wh7R)

1BE D Broadcast [&. Broadcast X {EFFICZ{ERTAEIRAEIZ$H S Broadcast Receiver [CZ{FREEINDHLE, £D
Broadcast [F;HiBL TLES, — 7 Sticky Broadcast(& kU Sticky Ordered Broadcast, LATFE4R) (&, X {EFF
[ {E4KB&(C &% % Broadcast Receiver [CZELNBEINF-ERILLRATLLEICHFELDDF. ZD#%
registerReceiver) IC K YR ETEHENBEHBMTH S, & EIZH o f- Sticky Broadcast [&
removeStickyBroadcast)IC&KYIEE DR A Y THIBRTES,

Sticky Broadcast [XEEEAY Intent ICKDFEAMAIIRTHY. receiverPermission /NTA—FZEIEELT:
Broadcast #{E(XTE%LY, LI=A > T Sticky Broadcast TEEL-ERIITILIITEELCTFEESHOT T
MR TETLES, LA > Ty T4 % 1E % Sticky Broadcast TEEL TIXELALY,

4.2.2.7. receiverPermission /X5 A—A2M§FE %L Ordered Broadcast [ZEMNEWNZENBHAEITEE (WHZE)

receiverPermission /A5 A—4%RE BT [2:X{ESN 1z Ordered Broadcast [, TILVITESTTHEELZHD
TN ZIETRETH S, Ordered Broadcast (& Receiver ML MDIRYIFEHREZ(TIS-0 . T-IXEHD
Receiver [ZIERNIEBEESELH=-DICFIHAEIN S, BEEDEL Receiver M oJER Broadcast ABLEEIN T8,
BEEZELETILDIT7HA&EAIC Broadcast =1L abortBroadcast) 9 5&. ##i D Receiver I
Broadcast AELE SN LK% 5,

4.2.2.8. Broadcast Receiver WoMIRIET—ANDEREMEHERTS (Wh7B)

ERT—4%1%YIRLTET-Broadcast Receiver DAATIZ& > TEFURIIZELSZA . EAMIZITZEL-RER
T—ANKET—ATHAHAREMEZEEL TR EITNEBLETNIEESELY,

iR{E 7t Broadcast Receiver /A2 Broadcast Receiver DiGE . FEFED T TUDNLRY T—2%Z(TED1=8.
TILIIT DHREBET—H%EZITIS RN H S, RIS TT Broadcast Receiver HYIEZA B Broadcast Receiver @
BE.B—T7TIALLDIERT—ATHAIDTYRIIFHWNKSIZEBZNELEN DT TN SZITE =T —4
EEBMICHERT —2ELTERET AL H A R T I BFHICKETHAEZATILGLLEL RIE
7t Broadcast Receiver #*E#1BR3E Broadcast Receiver DIHE . TDHFRDIRITH L=, RIIVHERT—4
NHRET—ITHAARENZEZEREL TEREITRELGFNIEESAH,
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3.2 ANT—EDREMEHER T DIZSRI DL,
4.2.29. BEZZRMIRETIEEICIE. TOEEOERDOREKELZHRETD (WH7H)

Permission IZ&YRESNTVSEHREESJUHEEEEEZMOT7TITIVICZRMICIRET H5EICE, RIE#ET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKELZHFLETNIXASAL, Android @
Permission ¥ aTAETILTIE, RENEEIZHTEITIVHNLDEET IV ERIZODVWTOHEREEE
15, COEBRLEDEHMHEIZEY . TTVIZRBSN-EENSSITHOTTIIZ, RED-OIZWHEL Permission &
BRI DIELGIRMINDATREMENH D, DT EIE Permission ZBERZFEL TSI EEEEMICEMAED T,
Permission DB RZERMBEEMEIEND, [5.2.3.4 Permission DB ZRZEMBIZSHET I,
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4.2.3. PRIV AR

4.2.3.1. ERALTEL exported FREL intent-filter 5XE DHA &1 (Receiver DIHFE)
= 4.2-2 (L. Receiver #REFTHLEEITHEALTHEL exported Bt intent-filter EZDHEAEHEERL
TLv%, lexported="false”mD intent-filter E&EHY IDFERZRANZEILELTLASERIC DN TIFLL T TEREA

EEE

F 4.2-2 exported Bits intent-filter ERN#AEGHEDFERARE

exported EBHEDE
true false BIETE
intent-filter E&EHN%H5 A] [REIZELE =
intent-filter E&EA AL Gl 7] 2k

intent-filter 2 &L. M D. exported="false"ZEETHLERAZIL LELTVLDDI(E. R—F7FVRDIELEE
Receiver [Z[EIFT Broadcast £ {EL1=2HYTH. ERET 7T DB Receiver Z EFVHLTLESHZEM
FHEITHANOTHS. UTD 2 DORTEREALIEVHE LIRS FEHRIFT S,

4.2-41F. A—7FTI)ANSLMIEL R Receiver(7Z ) A) RS EH Intent TREUVHEELZWERLEEDOHIT
» 5, Intent-filter(E & action="X")Z2E&EZLTWLADMN, 7T ALNMWVELDTERBEYDFELLE->TLNVS,

F7TUA
IS EAMIntentZ - T
ReceiverZFfEUHH T

l Intent(“X”) :

JEABfReceiver A-1
exported="false”
action="“X"

F77C
S A BIntentZ{E->T
ReceiverZ LU H 9

Intent(“X”)

JEABAReceiverZFo1=7 TADH M
AVA=ILENTWSIGEIE. A—7
TN THHBroadcastit ZIEMNIThHNI
%,

Androidifi &
\_

B 4.2-4

4.2-51F. 7FJAIZmMAT7 7 B THREL intent-filter(B & action="X"\ZE&LTLDHEETHD. F7 .
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7T ) (7T OSBRI Intent T Broadcast #2159 2D (&, JEABA Receiver(A-1)EIXZEZXLAZLDT
BIZtX ) TR BEICESEUOVE OB R D KE),

X1 TAECHEIZREIDIE. 7T AIZKDR—T7TIRDIELF Receiver DIEUH L THD, 77 A HES
2R Intent % Broadcast $5&. R—7FURDIELAF Receiver IZINZ T, L Intent-filter &L= B D
DB Receiver(B-1)£Z® Intent #Z{ETETCLEINLTHA[EDFEDKEN), A h>7T) B IZxLTEY
T4 IIERERIETAAHREMEAELTLES. 7T B NIz 7 THNIE, TDFEF LI TAITLRIERDRF
BB, F-. Broadcast A Ordered Broadcast THo1=HE L. ERILAWVEREREZZ(ITEROTLESH
REMLH D,

é N
FTTUA
AEEKMIntentZE{E->T
ReceiverZMEUNH 3
l Intent(“X”) :
77F)C
JEABAReceiver A-1 & E M IntentZ > T

exported="false” ReceiverFIFUH 5

action="X" @

A BAReceiver B-1
exported="“true”
action="X"

[F CactionZ & Z L 1=ReceiverH o 1=
BEOT7TINAVRA—LENT-1BE
[&. T RTDReceiver[ZIntent A BER{E =
ns

Androidifi R
\_

4.2-5

=L, VAT LMDEIET S Broadcast Intent M#HZZ1ET % BroadcastReceiver ZEXET HHEICIE.
fexported="false”m™D intent-filter E&EHY 1ZFATEH_ L, M D TNLSNDHEAEDOEIEFESTLIFALY,
hlE, Y RTLMIEIET % Broadcast Intent IZEIL TIX exported="false" CHLZIETRETHDHELNSIERIZEHE
Ko VAT LHEIET B Broadcast Intent £[ELC ACTION @ Intent 7 T ASEIELIIBE. ThEZIELT
LESEERLGWEMEZSIZR T AIEEE A H A M. ik exported="false"Z#IEE T D EIZE>TRHSCIEN
TE%,

4.2.3.2. Android 3.1 URIE7F)ERELEL\E Receiver BAEEFSNATLY
Android 3.1 LI Tl%. AndroidManifest.xml [ZE/IIZFE FL71= Broadcast Receiver (&, 1> A—ILLT=FEIF

TIIEMLGSEVDTIENLETHS, 77)% 1 BIEEEITHIET. TN LIED Broadcast #Z{ETESH LS
245, 12 Ah—)L#£IZ Broadcast Z{EE M) H—CL TUEBEFREI S H LT TELLEo1=, 7=7L Broadcast
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MDE{EMIT Intent [Z Intent.FLAG_INCLUDE_STOPPED_PACKAGES #&%F L TBroadcastZF{EL-E &L, —

ELREILTLVELWTZTYTH->THIM Broadcast 2F{EFTHEMNTES,

4.2.3.3. BL UID 227 UhoiE{ESh - Broadcast (L. JE2A B Broadcast Receiver THZ{ETES

BHEOT7TTIIZEC UID #H1=-E5IEMNTES, CDIBE. =X JEAE Broadcast Receiver TH-TH, FIL

UID @7 ) hioiE{E S t- Broadcast [(EZ{ELTLES,

LA LEhiEtxa) T EBEEGAI LT, RICUID ZF D7 TUIX APK 2B LT AR ERMN—HTHIL
MREESN THY. JE2ABH Broadcast Receiver WZIETHDIEB# 7T A SEIEESNT- Broadcast IZRESH

2L ThHb,

4.2.3.4. Broadcast MIELELFD

1%£1E9 % Broadcast (& Ordered MZS5THLVAY, Sticky M ZES3THLI DA EHEIZXY 4 F23E D Broadcast
MFEET S, Broadcast E{EAAVYRIZIEL T, #1595 Broadcast DIELEMNRES,

= 4.2-3
Broadcast (DiEE EERAYYE Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

FNEFND Broadcast DIFHIIRDESY TH S,

= 4.2-4

Broadcast MFEXE

Broadcast DFEFEZ LD 4FE

Normal Broadcast

Normal Broadcast [F::{S 6= Z{E I BEZIRAEIZ3H 4 Broadcast Receiver
[CECESN THKT %, Ordered Broadcast &£7%Y ., 841D Broadcast
Receiver M EFFIZ Broadcast 2 ZE T DN FEHTHS. HED
Permission ## D7) M Broadcast Receiver 121712 Broadcast #Z{E&
H5IEETED,

Ordered Broadcast

Ordered Broadcast ILEEFICZIERAET K A& 1T 4H % Broadcast
Receiver M—DF DJEFHIC Broadcast ZRIETHENEFETHS. KUY
priority fEAYKXE LY Broadcast Receiver MEIZZIET D, TRTD
Broadcast Receiver [ZEZEFET I Hh . =D Broadcast Receiver HY
abortBroadcast)Z MU' H L1=15 & <. Broadcast [ZEBT 5. BHED
Permission #F|AE S L1=77") M Broadcast Receiver =[+(Z Broadcast
ZIESEDHILHLTED, £z Ordered Broadcast TlXZEETAH
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Broadcast Receiver Mo D#aRIFEHZE Z(TRAHZELTES, SMS Z{EBEAN
Broadcast (SMS_RECEIVED) I% Ordered Broadcast D& HITH S,
Sticky Broadcast Sticky Broadcast I&iX{ERFICZIERIREAIKREIZ$H S Broadcast Receiver
CEESNZBICHERBIDAZEFLBURTLIZERYEKET., &I
registerReceiver)ZMEUH L=7F M Sticky Broadcast #3259 5&
MTEEHIENEFMTH S, Sticky Broadcast [E4thd Broadcast R4V H
FRITHRT A LI LD T, Sticky Broadcast AARE(Zhof=&=12, BF
RBJIZ removeStickyBroadcast()ZFEU L T Sticky Broadcast ZHigs
HELENH D, D Broadcast L&Y $ED Permission ZF D7 71)
@ Broadcast Receiver 1=[F1Z Broadcast 2 {ES BB EIETEALY, 1\
T1)—IREEZ @SN Broadcast (ACTION_BATTERY_CHANGED) (% Sticky
Broadcast DHXERHFITH D,

Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast M1 A D45 % >7- Broadcast
T# b, Sticky Broadcast LFEI#k. $FE D Permission #FED27 7D
Broadcast Receiver f211(Z Broadcast #Z{ES 8 A &L TEALY,

Broadcast M HATIRAE L\ DR AT, LREZWSISHICERIETRETRIZHS,

& 4.2-5
Broadcast M4FHRIGIRSDHFLY Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast

Z{STIAE7: Broadcast Receiver &
Permission [C&Y#IRT % © © } )
Broadcast Receiver M > DAL
REWET S - © - ©
JIE & IZ Broadcast Receiver [Z
Broadcast ZE &% B © - ©
BEICE{ESN TS Broadcast #

- e — - @) O
BIORIETS

4.2.3.5. Broadcast X {ELT=1E#HH LogCat ICHhESNBIHEAELNHS

Broadcast MEZEIFEAMIZ LogCat [CHAZINAL, LHL, ZIE/ID Permission REICKDIT—H0, %
{EID Permission NRIZKDIS—DKEIZ LogCat [CTS—AS M hshd, T5—HS (& Broadcast TiE
19 % Intent FRISFENDD T, TS5—FAERFC(I Broadcast EFET DB AL LogCat (TR RSNBIEITEE
LTIELLY,

IX(EID Permission NERFDIS—

W/ActivityManager (266) : Permission Denial: broadcasting Intent { act=org. jssec.android.broadcastreceiver.creating
.action. MY_ACTION } from org. jssec. android. broadcast. sending (pid=4685, uid=10058) requires org. jssec.android. per
mission. MY_PERMISSION due to receiver org. jssec. android. broadcastreceiver. creating/org. jssec. android. broadcastrec
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Y drros 70 e a7t ez ma i

| eiver.creating. CreatingType3Receiver

Z{ER/ID Permission RERDIS—
W/ActivityManager (275) : Permission Denial: receiving Intent { act=org. jssec. android. broadcastreceiver.creating. ac

tion.MY_ACTION } to org. jssec.android. broadcastreceiver.creating requires org. jssec. android. permission. MY_PERMISS
ION due to sender org. jssec. android. broadcast. sending (uid 10158)

Broadcast #2159 5" %159 %
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I 4.3. Content Provider Z4£%-F|B9 5

ContentResolver & SQLiteDatabase M A > 2 —2J7x— XML TS f= & . Content Provider [&
SQLiteDatabase EFEIZBERAHDHEENELNSNDZENZ LY, LALZERIZIE Content Provider (7 7VET
—BAHRBEDAVE—TI—RERET ST T, TEAREFORIXE—UBOLLOIEITEENDERL ERT S
Content Provider A& TT—42 DRI SQLiteDatabase #{#52 &1 TESL . XML 774 LEE DRI DIRTER
REFESLITED . LBH. CSTHBRNT DV T INI—FIZET 2R ETINEZEFLEVD T, BLEITELT
BT AL,

43.1. Yo7 )La—FK

Content Provider MEDKSIZFIFHEIN S MIZL-T, Content Provider BEZ 51 X7 0EUIEFHEIF A E
155, RDFIE7A—IZK>TIERKT % Content Provider BNEDZALTTHEINEHIETES,

Yes No

BR—EXERHTDH

FEftLD
TVIFI %R

A4 A 4

Private Public Exclusive Proprietary emporary
. . IS—bF—RE BRE —BEEFT
N\ 5] D, /N 5 D,
FR4xBContent Provider “ABContent Provider Content Provider Content Provider Content Provider
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4.3.1.1. 3EZ4AFEA Content Provider Z4£5-FIFHT 5%

JE2ABA Content Provider (%, R—77YAEFTHIFHASNS Content Provider THY. 2L REHEDE LY
Content Provider T#% %, f=7=L. Content Provider M3EABHERE (X Android 2.2 (APl Level 8) LIBITld#
BELIEWIEITEENRES,

LI . JE23BA Content Provider D EEHIE =T,

R4k (Content Provider #£3) :

1. Android 2.2 (API Level 8) LA TIL3EZ2 B Content Provider & LG (TEALY)
2. exported="false"IZ&Y. BARMICIELRHEET S

3. R—77UAMNLDUITRANTCH>TH, INFA—IDREHMEHERTD

4. FRAZXTIVER—TFTITHIMS, B T4TRIERERELTELL

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. privateprovider”
android:versionCode="1"
android:versionName="1.0" >

{I— %7R4 > b 1% Android 2.2 (API Level 8) LIRITILIEZLEH Content Provider ZRE L ALY (TEALY) —
<uses-sdk android:minSdkVersion="9" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity)

- iRA > bk 2% exported="false”IZ& VY. BATRMICIERARRET S —>
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />
<{/application>
</manifest>

PrivateProvider.java
package org. jssec. android. provider. privateprovider;

import android. content. GontentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
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import android. content. UriMatcher;
import android. database. Cursor;
import android. database. MatrixCursor;
import android. net.Uri;

public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. privateprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MR T 54 22 —T 1 — R &AM
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH) ;
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DB EFERAETICEIEMBEERTHICL TSz, query AV v FTiRY Cursor ZHBRIIZER
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { 17, “dtiE@&E” 1) ;

sAddressCursor. addRow (new String[l { "2”, "&&" 1)

sAddressCursor. addRow (new String[l { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[l { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[l { “2”, “/sdcard/downloads/sample. txt” });
}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType (Uri uri) {

/) kRAVE3IKk A—F7TURDLLDYIIRARTHSTH, INTA—LADORLEMEHERT D

// TTTlEuri "EEDEHBANTHSZ &%, UriMatcherffmatch () & switch case THEFEE L TLV5,
/] T3.2 AAT—2DNRELEHRT 5] =50,

/] kIRA Ak FIRATT TVIFR—F TV THEINL, oo T 4 THERERELTEN
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// t=1=L getType DFEREN LU LT 4 THEKRZEF D LIXHFEYEL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] )kRAD L3k RA—FTVRANLDYIIRANTH2TH, NSA—IDREUEWHRET S
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] TDMDINT A —FDRERIEY D TIIZDEERE, 13.2 ANT—20RLEMEHET 5] &858,
/] kIRA b dk FIRATT TVIFR—F TV THEINL., oo T 4 THERERELTEN
// auery DIEEN VLT 4 TREREFONESIET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] )kRA L3k R—FTVRANLDYIIRARTH-2TH, NSA—FDREUEWHRET S
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEL TS,
/] TDMDINT A —FDRERIEY D TIIZDEERE, 13.2 ANT—20RLEUEHET 5] &858,
/] *kiRA Uk dk FRTT7 TVIER—T7 T THEMhD, 2T THERERZELTEL
// Insert fER, BBEINZ DN OT 4 THEREFONESMIT TURE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedId (Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
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String[] selectionArgs) {

/] )k RA L3k RA—FTVRANLD YT IR NTH2TH, NSA—FDREUEWHRET S
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] TDMDINT A—FDRERIEY L TIIZDEERE, 13.2 ANT—20RLEUEHET 5] &58R,
/] kIRA Ak FIRATT TVIFR—F TV THEINL., o PT 4 THERERELTEN
// Update Snfz=La—FENEL T4 THEKREFONESHIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update S f-La— F#H %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] )kRAD L3k R—FTVRANLDYIIRARTH-2TH, NSA—IDREUEWHRET S
// TTTlEuri AEEDEREANTH S Z & %F. UriMatchertimatch () & switch case THEEL TS,
/] TDMDINT A —FDRERIEY D TIIZDEERE, 13.2 ANT—20RLEUEHET 5] 58K,
/] kIRA Ak FIRATT TVIFR—F TV THEINL, oo T 4 THERERELTEN
// Delete Snfz=La—FENEL T4 THEKREFONESHIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete =L a— F# %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
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RIZ. JE22FA Content Provider #F| 9 % Activity DflZTRT,

R4k (Content Provider ZFIH9 3):
5. B—=77VAAD)IIRTCHEII D, B TAITHIEREVIIAMZEDHTEL
6. R—7TIRILDBERERTHOTH. FET—HNRLUEHRTS

PrivateUserActivity.java
package org. jssec. android. provider. privateprovider;

import android. app. Activity;
import android. database. Cursor;
import android. net.Uri;

import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) {
logLine (" [Query]™) ;

/] *kRAU 5k E—FTVANDY I IR THEINS, Lo T4 THERZEV VIR MIEHTEW
Cursor cursor = null;
try |
cursor = getContentResolver (). query (
PrivateProvider. Download. CONTENT_URI, null, null, null, null);

/] *RA b6k R—F7TIVANLDRERFERTH>TH, ZET—HIDREKZHERT D
/] U TINZDERE, 3.2 A AT —2DREUEHRT 51 #3E,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor.moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

/| A RA2 b5k R—F7TURAANDY I IR LTHIND, o oT4 THEREY I IR MIEHTEN
Uri uri = getContentResolver (). insert (PrivateProvider. Download. CONTENT_URI, null);

/] kR bk B—7TVANLDIERBERTH-TH., ZIET—2DRLMEEHRET S
/] BOFIVZDEEE, [3.2 AT —2DReMEZHET 5] 288,
logLine (" uri:” + uri);
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public void onUpdateClick (View view) {

}

logLine (" [Update]”) ;

/] XRA2 b5k R—F7TURAANDY I IR LTHIND., o oT4 THEREY I IR MIEHTEN
int count = getContentResolver (). update (PrivateProvider. Download. CONTENT_URI, null, null, null);

/] kRS bk B—7TVANLDIERBERTH-TH., ZIET—2DRLMEEHRET S
/] BOFIZDEFEE, [3.2 AT —2DReMEZHET 5] 288,
logLine(String. format (" %s records updated”, count));

public void onDeleteClick (View view) {

}

logline (“[Delete]”) ;

/| A RA2 b5k R—F7TURAANDY I IR LTHIND, o oT4 THEREY VIR MIEHTEW
int count = getContentResolver ().delete(
PrivateProvider. Download. CONTENT_URI, null, null);

/] kRS bk B—7TVANLDIERBERTH-TH., ZIET—2DRLMEHRET S
/] BOFIZDEEE, [3.2 AT —2DReMEzHET 5] 288,
logLine (String. format (" %s records deleted”, count));

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

}

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

private void logLine(String line) {

mLogView. append (line) ;
mLogView. append (“¥n”) ;

All rights reserved © Japan Smartphone Security Association.

Content Provider #/E%-FIAHT 5

125




l““ fewone Android 7T DX 2T X 1T I—TALTHAE 201447 A 1 KR
resotmmon  http://www jssec.org/dl/android_securecoding.pdf

4.3.1.2. 23 Content Provider 245 -3 5

22Bf Content Provider (&, FYFEZSHD 7TV ICH RSN D EEEE LTz Content Provider TH %, 75147
FERELLZWLNIEIZEY, RILI7Hh 5 selectQICEH>THREFLTWST—2ZFIHREMSNI=Y ., update()(ZL>T
T—REEEHMALNTY ., insert()/delete()IZk>THD T —ADHEA LT —FDHIBREVNS-HEZZ(T1-YLT
REASNBEILITEENDES,

F1=. Android OS BXETIXHZWLEBERK D 2B Content Provider ZF| A3 5154 . DR Content
Provider IZEEYBEELIZRILIITICYIIRAMGA—REZEINDEIEDHDH L. BLU HBHRT %%
(TERAZENH D EITEENBETH S, Android OS BEED Contacts > MediaStore &+ 2354 Content
Provider T#HAM, YLz T7I(XZFN5 Content Provider [CRRYFEL TELLY,

LA, 2288 Content Provider ®EZEHI%ERT .

K12 (Content Provider #£3):

1. exported="true"IZ&kY. BATRMIZAKRET S
2. YOIRMTGA—EDREMEHERT D

3. UV TATLERERELTIIASAL

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. publicprovider”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

- SiRA > bk 15 exported="true”IZ& Y. BATRMIZABRET S —
<{provider
android:name=".PublicProvider”
android:authorities="org. jssec. android. provider. publicprovider”
android:exported="true”/>
<{/application>
</manifest>

PublicProvider.java
package org. jssec. android. provider. publicprovider;

import android. content. GontentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
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import android. net.Uri;
public class PublicProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MR T 54 22 —T7 1 — X &
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DB EFERAETICEIEMBEERTHICL TS, query AV v FTiRY Cursor ZHBRIIZER
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { 17, “dtiE@&E” 1) ;

sAddressCursor. addRow (new String[l { "2”, "&&" 1)

sAddressCursor. addRow (new String[l { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[l { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[l { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType (Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
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return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KIRA U E 2% YUOIR MG A—BDREMEHRETS
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] TDMDINT A —FDRERIEY L TIIZDEEE, 13.2 ANT—20RLEUEHET 5] &858,
/] KIRA 3k LUV T 4 THEEREREL TIFA DAL
// auery DIEEN VLT 4 TREREFONESNET T RE,
/] WOZRAMTDT TIUNTIILI 7 THHEAREENH D,
/] RV FICHEBENTHRBOLWMERTHONIEHERELTRLTE KLY,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KIRA U E 2%k YUOIRMRTA—BDREMEHRTS
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] TDMDINT A —FDRERIEY L TIIZDEERE, 13.2 ANT—20RLEUEHET 5] £58R,
/] KIRA 3k LUV T 4 THEREREL TIFA DAL
// Insert fER, BBEINZ DN OT 4 THEREFONESMIT TURE,
/] WOZTRAMTDT TIUNTIILI 7 THHAREENH D,
/] RV FICHEBENTHRBOLWMERTHONIEHERELTRLTE KLY,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedId (Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] kRA U E2% UOIR MRS A—EDLEUEHRT S
// TTTlEuri "EEDEHBIANTHSZ &%, UriMatcherffmatch () & switch case THEFE L TLV5,
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}

/] FDMDINS A= DRERETY L TIVICODEEK, [3.2 ADT—20RLEEMHRET D 238,
/] KIRA 3k LUV T 4 THEEREREL TIFA DAL
// Update Shi-La— F#EMREL T4 THEKRZHFONESNET TURE,
[/ VOTRARTDT TIVRRILD T THHEEELAH D,
/] RIVIITFIZREBENTHLRBEO A VERTHNISHERE LTRLTE LU,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update S f-La— F#H %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *iRA 2k UOTRMRSA—L2DEEMEEDET S
// TTTlRuri MEEDSEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] TDMDINT A —FDRERIEY D TIIZDEEE, 13.2 ANT—20RLEUEHET 5] 58K,
/] KIRA U E 3k LUV T 4 THEREREL TIFA DAL
// Delete Snfz=La—FENEL T4 THEKREFONESMIT T RE,
/] WOZRAMTDT TIUNTIILI 7 THHAREENH D,
/] RV FZIZRBENTERBOLWVMERTHNIERRLE L TRLTH KL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete =L a— F# %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
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RIZ. 22F Content Provider ZF| 9 5 Activity DHIZERT

R4k (Content Provider ZFIH9 3):
4., I TATEERE)IIAMIEO TIEESAL
5. BRT—ADREMEHRTD

PublicUserActivity.java
package org. jssec. android. provider. publicuser;

import android. app. Activity;

import android. content. ContentValues;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {

// FIFA%® Content Provider t&#k
private static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

public void onQueryClick (View view) {
logLine (" [Query]™) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider AFF#E") ;
return;

}

/] hRAU bk £ T4 THEREVVIXMIEHTIEGESEL
/] VIR MNEDT7 TINIILO 7 THAEHEENH D,
/R ITFTICRBEENTHLEREDGEWVERTHNEV I IR MMIEHTH LKLY,
Cursor cursor = null;
try |
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] hRA bk HERT—IDREMEHERET D
/] U TINZDERE, 3.2 AT —2DREUEHRT 51 #3E,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1))):
moved = cursor.moveToNext () ;

}
}
finally {
if (cursor !'= null) cursor.close():
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}

}

public void onlnsertClick (View view) {

}

logLine (“[Insert]”);

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider AAFF#E") ;
return;

}

/] hRAU bk o T 4 THEREV VIR MIEHTIEGESEL

/] VIR MEDT7 TINIILI 7 THAEAHEENH D,

/] RV ITICRBENTHLEREDGEWVERTHNEV I IR MMIEHTH KLY,
ContentValues values = new ContentValues():

values. put ("pref”, "HIR#R") ;

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] kRA L5k ERT—IDEREMEMHERT S
/] BOFIZDEEE, [3.2 AT —2DReMEzHET 5] 288,
logLine (" uri:” + uri);

public void onUpdateClick (View view) {

}

logLine (" [Update]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFFE") ;
return;

}

/] hRAU bk 2o T4 THEREV IV IXAMIEHTIEGESEL

/] VOIRMEDT7 TINIILO 7 THAEAHREENH D,

/] RV ITFTICRBEENTHLEREDGEWVERTHNEV I IR MMIEHTH KLY,
ContentValues values = new ContentValues():

values. put ("pref”, "HIRER") ;

String where = “_id = ?7;

String[] args = { "4" };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

/] kRA L5k #ERT—IDEREMEMHERT S
/] BOFIVZDEEE, [3.2 AT —2DReMEZHET 5] 288,
logLine(String. format (" %s records updated”, count));

public void onDeleteClick (View view) {

logline (“[Delete]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider A" ;
return;

}

/] hRAU bk £ T4 THEREVVIXMIEHTIEGESEL

/] VIR MEDT7 TINIILO 7 THAEHEENH D,

/R ITFTICRBEENTHLEREDGEWVERTHNEV I IR MMIEHTH LKLY,
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);
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/] *kRA Dk 5k ERT—IDEREMEMHERT S
/] BOFIZDEFEE, [3.2 AT —2DReMEzHET 5] 288,
logLine(String. format (" %s records deleted”, count));

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority(), 0);
return (pi != null);

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;

132
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4.3.1.3. /N\—hkF+—[RZE Content Provider #/£5-FIFET %

IN—hF—[RTE Content Provider & BEDT7TIE T SFHATES Content Provider Thb, /S\—hF—1
2QT7IVEBRTITUNEELTORTLEREBEL, /\—hF—7 7 ORI TR RO BEE ST HT=-DIZFI B
na,

LIF ., /\—kF—BR%E Content Provider ®ZEEHIZTRT,

K12 (Content Provider #£3):

1. exported="true"IZ&kY. BATRMIZAKRET S

2. FRAXTTIOAENRTAR)AMIBFIN TSI LEHERTD

3. N—rF—TFTIVHLDIITRALTHOTH, INTA—EADEEHEHERET S
4. IXS—bF—F7TIIZBRLTEULVERIZIRY R EL TKLY

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. partnerprovider”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

- R4 > bk 15 exported="true”I=& Y. BARMIZABRET S —
<{provider
android:name="org. jssec. android. provider. partnerprovider.PartnerProvider”
android:authorities="org. jssec. android. provider. partnerprovider”
android:exported="true”/>
<{/application>
</manifest>

PartnerProvider.java
package org. jssec. android. provider. partnerprovider;

import java.util.List;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec.android. shared. Utils;

import android. app. ActivityManager;

import android. app. ActivityManager. RunningAppProcessinfo;
import android. content. GontentProvider;

import android. content. ContentUris;

import android. content. ContentValues;

import android. content. Context;

import android. content. UriMatcher;

import android. database. Cursor;
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import android. database. MatrixCursor;
import android. net.Uri;
import android. os. Binder:

public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MR T 54 22 —T 1 — R &AM
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DBEFERAETICEIEBEERTHICL TSz, query AV v FTiRY Cursor ZHBRIIZER
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { 17, “dtiE@&E” 1) ;

sAddressCursor. addRow (new String[l { "2”, "&&" 1)

sAddressCursor. addRow (new String[l { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[l { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[l { “2”, “/sdcard/downloads/sample. txt” });
}

/] *RAU k2% FIATT TYDMBEAENRTA )X MIBRIATWDILEERRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18=— k+—7F T org. jssec.android. provider. partneruser MEEBAE/ Ny L 1 EEZ 53
sWhitelists. add (“org. jssec. android. provider. partneruser”, isdebug ?
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255” :
// keystore M“partner key”MIEBAE /v L 2 {E
“1F039BB5 7861C27A 3916G778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4COEC35A”) ;
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// UTRHIZHD/SA— b F—TF T #5485 ..
}
private static boolean checkPartner (Context context, String pkgname) |{
if (sWhitelists == null) buildWhitelists(context) ;
return sWhitelists. test (context, pkgname) ;
}
/] RBTT YDy r—SZERE
private String getCallingPackage (Context context) {
String pkgname = null;
ActivityManager am = (ActivityManager)context. getSystemService (Context. ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am. getRunningAppProcesses () ;
int callingPid = Binder. getCallingPid();
if (procList != null) {
for (RunningAppProcessinfo proc : proclList) {
if (proc.pid == callingPid) {
pkgname = proc. pkgList[proc. pkgList. length - 11;
break;

}
}
return pkgname;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] kRA2 k2% FATT7 TDEAENKRTA YR MIBFEINWTWS I EZHETS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRT T TV IF/8— kF+—F7 T TlEAEWL, 7);
}

/] kA 3k IS— b F—TF TUNLDY I IR FTHLTEH, NSA—LDREUEHRT S
// TTTlEuri "EEDEHBIANTHSZ &%, UriMatcherffmatch () & switch case THEFEE L TLV5,
/] T3.2 AAT—2DREMERDRT S #3E,

/] KIRA U bdk N—bF—F7 TVICHATRL TEULMERICBRYRZEL TEL

// query DIERNN— rF—F TYIZERLTEWNVERBMNESINET TYXRE,

switch (sUriMatcher.match(uri)) {
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case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kRA2 k2% FATT7 TDEAENKRTA YR MIBFEINWTWS I EZHETS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRT T TV IF/8— kF+—F7 T TlEAEWL, 7);
}

/] *kRAU 3k R=bF—FTUDLDYIIRFTH>TH, INFA—L2DREUEHEDRT S
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] T3.2 AAT—ENRELEHRT 5] =30,
/] kA b dhk N—rF—=TF TYIZBIRLTKUMERICE YIRE L TLLY
// Insert #ER, HBEINB DW= F—F7 TVIZHRLTEWERMESNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedId (Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *KRA k2% FATT7 TDHEAENKRTA YR MIBEFEINWTWS I EZHETS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException ("FIBRT T TV IF/8— kF+—F7 T TlEAEWL, 7);
}

/] *kRALU 3k R=bF—FTUDLDYIIRFTH-TH, INFA—L2DREUEHEDRT S
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] T3.2 AAT—ENRELEHRT 5] =30,
/] hRA Yk bk R— b F—F TVIZERLTEVMERICBYRZELTEW
// Update Snfz=La—FENEL T4 THEKREFONESMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update S f-La— F# %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
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return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] kRA2 k2% FATT7 TDEAENKRTA YR MIBFEINWTWS I EZHETS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRT T TV IF/8— kF+—F7 T TlEAEWL, 7);
}

/] kIRA DRIk IS—bF—TFTUDNLDY I IR FTHLTH, INSA—E2DREUZHEET S
// TTTlEuri NEEDEHBIANTHSZ &%, UriMatcherffmatch () & switch case THEFEE L TLVA,
/] T3.2 AAT—2NRELEHRT 5] #3H,
/] kIRA Y bdk N—bF—F7 TIICHATRL TEUWMERICBYRZEL TEL
// Delete Snfz=La—FENEL T4 THEKREFONESHIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete =L a— F##IRT

case DOWNLOADS_ID_GCODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
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K=, 18—k F—R%E Content Provider ZFIfH3 % Activity DHIZTRT,

RAL4> M Content Provider ZFIAT 3):

5. FA%/S—hF—RE Content Provider 77 DFEBAENRTA M) AMIBFIN TSI LEMHERT D
6. /\—kF—PBR%E Content Provider 7 7JIZBIRL TRULMERIZBYI VT ARMIEDH TKLY

7. 13—k F—BR%E Content Provider 77N L DFERTHOTH. BRT—HADREMEMHRET D

PartnerUserActivity.java
package org. jssec. android. provider. partneruser;

import org. jssec. android. shared. PkgCertWhitel ists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PartnerUserActivity extends Activity {

// FIFA%® Content Provider t&#k
private static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// kA >k 5k FIE%/N\— kF+—FR%E Content Provider 7 V) MEFAZEMN KT A F YR MZEFENTWNE I L2/
IS,
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// 18=— ++—BR7E Content Provider 7 71J org. jssec.android. provider. partnerprovider MIFBAE/N\v > 1%
sWhitelists. add (“org. jssec. android. provider. partnerprovider”, isdebug ?

// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255” :

// keystore M ”“my company key”MiFBAZE/\v < a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7C2 42E142CA”) ;

// UTRE#IZMD/{— FF—BR%E Content Provider 7 7V) & &4%. ..
}
private static boolean checkPartner (Context context, String pkgname) |{
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;
}
// uri % AUTHORITY &9 % Content Provider @/ — & 2 Ei5
private String providerPkgname (Uri uri) {
String pkgname = null;
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority(), 0);
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if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (“[Query]™) ;

// *A >k 5k FFAS%/S— FF+—FR%E Content Provider 7 71 MIEBAEA KT A YR MIEFIN TSR &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIF% Content Provider 7 FUIEART A4 R R FZEEFSATLELL, 7);
return;

}

// *RA 2k 6%k /83— ~F—RTE Content Provider 7 FUICBRL TKULVERICBRY VI TR FZEDHTKLY
Cursor cursor = null;
try {

cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// *RA 2k Tk 18— bF—FR5E Content Provider 7 TU NS DR TH->TH, BET—2DLLMEFHESE
95
/] U TINZDERE, 3.2 AAT—2DREUEHRT 51 #3E,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor.moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logline (“[Insert]”);

// *A >k 5k FEAS%/S— F—FR%E Content Provider 7 71 MIEBAEZEA KT A YR MZEFIN TSR &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIF% Content Provider 7 FUIEART A4 R R FZEEFSATLELL, 7);
return;

}

// *RA 2k 6%k /83— ~F—RTE Content Provider 7 FUICBRL TKULVERICBRY VI TR FZEDHTKLY
ContentValues values = new ContentValues():

values. put ("pref”, "HIR#R") ;

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 b Tk 18— bF—FR%E Content Provider 77 UMW S DERTH->TH., BET—HIDXREMEHRET S
/] BOFIVZDEEE, [3.2 AT —2DReMEZHET 5] 288,
logLine (" uri:” + uri);

}

public void onUpdateClick (View view) {
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logLine (" [Update]”) ;

// *A >k 5k FFAS%/S— FF+—FR%E Content Provider 7 71 MIEBAEZEA KT A YR MIEFIN TSR &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIF% Content Provider 7 FUIERT A4 R R FZEEFSNTULEL, 7);
return;

}

// *RA 2k 6%k /83— ~F—RTE Content Provider 7 FUICBRL TKULVERICBRY VI TR FZEDHTKLY
ContentValues values = new ContentValues():

values. put ("pref”, "HIR#R") ;

String where = “_id = ?7;

String[] args = { "4" };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// kR4 b Tk 18— bF—FR%E Content Provider 77U MWL DERTH->TH., BET—HIDXREMEHRT S
/] BOFIZDEEE, [3.2 AT —2DReMEzHET 5] 288,
logLine (String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logline (“[Delete]”) ;

// htA >k 5k FFAS%/S— F+—FR%E Content Provider 7 71 MIEBAEZEA KT A YR MIEFINTWNBI &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" FIF% Content Provider 7 FUIEART A4 R R FZEEFSATLEL, 7);
return;

}

// kR4 2k 6%k /N— kF—PRZE Content Provider 7 7UIZBATR L TRUWMERICBRY UV TR MZESHTKL
int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);

// kR4 b Tk 18— bF—FR%E Content Provider 77 UMW S DERTH->TH., BET—HIDXREMEHRET S
/] BOFIZDEEE, [3.2 AT —2DReMEHET 5] 258,
logLine (String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;

PkgCertWhitelists.java

package org. jssec. android. shared;
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import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “7);
if (sha256. length() != 64) return false; // SHA-256 (% 32 /81 +
sha256 = sha256. toUpperCase () ;

miWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZx ST BAERDNY L1 EERET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEEED/NY L1 EEERD/NY L 1EZHEKT S
return PkgCert. test (ctx, pkgname, correctHash) ;

if (sha256.replaceAll (“[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LISADOXENH S

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;

if (pkginfo.signatures. length '= 1) return null; // BHRELFHEDHLEN
Signature sig = pkginfo. signatures[0];

Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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}

byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

private static byte[] computeSha256 (byte[] data) {

}

try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal. toString() ;

142

All rights reserved © Japan Smartphone Security Association.

Content Provider Z{E%FIHT %




l““ fewone Android 7T DX 2T X 1T I—TALTHAE 201447 A 1 KR
resotmmon  http://www jssec.org/dl/android_securecoding.pdf

4.3.1.4. B#%tBRE Content Provider Z4£%-FIFB9 5%

B#tBRE Content Provider £, B#USNDT7TUMNSHAINDZEFE1EF S Content Provider TH 5, B
DEH/ETT)TORTLEERL. B7T)HRSEROMEEESFA=HOICFIBINhS,

LLTF. B#tBR%E Content Provider D E&EHIZETRI,

K12 (Content Provider #£3):

1. ¥ BE Signature Permission ZE&9 %

¥ B E% Signature Permission ZERKEE TS

exported="true"[Z&kY . BARMIIZAREZET S

¥ B E % Signature Permission NBE#{T7TVICEYERINTNVDILEHERT S
B#7ITUDLDVIZARTHOTH, IN\TA—EADRENEHEDRTS
FMATTIIVEERTTITH LML, T4 ITRERERELTKRL
FMAX7TI)ERICHKERTAPKZELT S

_\lmU'l-bUUN

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseprovider”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

= JRA4 >k 1% HBEES Signature Permission 2E8&J % —

<{permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

I— %A 2k 2% HBEFE Signature Permission ZEREET S —

I— R4 > bk 15 exported="true”I=& Y. BATRMIZABRET S —

<{provider
android:name="org. jssec. android. provider. inhouseprovider. InhouseProvider”
android:authorities="org. jssec. android. provider. inhouseprovider”
android:permission="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:exported="true”/>

<{/application>
</manifest>

InhouseProvider.java
package org. jssec. android. provider. inhouseprovider;

import org. jssec. android. shared. SigPerm;
import org. jssec.android. shared. Utils;
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import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MR T 54 22 —T 1 — R &=
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DBEFERAETICEIEMBEERTHICL TSIz, query AV v FTiRY Cursor ZHBRIIZER
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[]l { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { 17, “dtiE@&E” 1) ;

sAddressCursor. addRow (new String[l { “2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[l { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[l { “2”, “/sdcard/downloads/sample. txt” });

}

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION™;

// BROIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
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// debug. keystore ®”androiddebugkey” MEEBAE /Ny 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M“my company key”DIEBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType (Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] kA 2k bk JMBEFES Signature Permission BT TYIZLYUERIN TS L E2HET S
if (1SigPerm. test (getContext (), MY_PERMISSION, myGCertHash (getContext()))) {

throw new SecurityException ("I B % Signature Permission AE#HT7 FUIZKYEEIATULAL, 7);
}

/] kRA2 kb5k BHTTUNLDYHIIRLTHL2TEH, NS A—FDREUEHERTS
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEL TS,
/] T3.2 AAT—2NRELEHRT 5] =30,
/] kIRA b b6k FIATT FVIFBERT TV THSEIML, o PT 4 THERERELTEN
// auery DFERNBE#T TUIZBRL TRULMERNE S MIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
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@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kA 2k bk JMBEFES Signature Permission BT TYIZLYERIN TSI L E2HET S
if (1SigPerm. test (getContext (), MY_PERMISSION, myGCertHash (getContext()))) {

throw new SecurityException ("I B % Signature Permission NE#HT7 FUIZKYEEIATULAL, 7);
}

/] kRA2 k5k BHTTUNLDYHIIRLTH2TEH, NS A—2DREUEHERT S
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] T3.2 AAT—2NRELEHRT 5] =30,
/] kA Uk bk FRATT7 TVIEERT TITHEIMD, 2oiT4 THERERELTEN
// Insert #£ER, BEINS IDNBRT7 TVICEHATRL TRWVERNE S MET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedId (Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] kA 2k bk MMBEFES Signature Permission BT TYIZLYUERIN TSI L E2HET S
if (1SigPerm. test (getContext (), MY_PERMISSION, myGCertHash (getContext()))) {

throw new SecurityException ("I B % Signature Permission NE#HT7 FUIZKYEEIATULAL, 7);
}

/] kRA U F5k BRHEZTIUNMLDY I IR MTHOTH, NS A—EDREUEZERT S
// TTTlEuri "EEDEHBIANTHSZ &%, UriMatcherffmatch () & switch case THEFE L TLV5,
/] T3.2 AAT—2DNRELZEZHRT 5] =30,
/] kIRA b bk FIATT7 FVIFBERHT TV THEINL, oo T 4 THERERELTEN
// Update Snfz=La—FENEL T4 THEKREFONESHIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update S f-La— F#%EIRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {
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/] kA 2k bk MMBEFES Signature Permission BT TYIZLYERIN TSI L E2HET S
if (1SigPerm. test (getContext (), MY_PERMISSION, myGCertHash (getContext()))) {

throw new SecurityException ("I B % Signature Permission NE#HT7 FYIZKYEEIATULAL, 7);
}

/] kRA U F5k BRHEZTIUNMLDY I IR MTHOTH, NS A—EDREUEZERT S
// TTTlEuri "EEDEHBANTHSZ &%, UriMatcherffmatch () & switch case THEFEE L TLV5,
/] T3.2 AAT—2NRELEHRT 5] =30,
/] kIRA b b6k FIATT7 FVFBERT TV THSEIML., oo T 4 THERERELTEN
// Delete Snfz=La—FENEL T4 THEKREFONESHIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete =L a— F#%#IRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, sigPermName))

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL=7 T VDN r—CREWMBT S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionlnfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission D& I LBIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&H L1=7 7Y DIIAED /Y L 1 {EFIRT
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return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length '= 1) return null; // BHRELFHEDHLEN
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance (“SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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}

*RA b 7% Eclipse > APK & Export 355Z (2, FIAT7 ) ERICHAEERTAPK ZELT 5,

Key alias selection e

@ Use existing key

Alias: Imy company key vl

Password: 008088

() Create new key
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RIZ, B#tPRE Content Provider ZH| AT % Activity DHIZETRT

R4k (Content Provider #FI AT 3):

8. JhHBEE Signature Permission ZF|FEE3 5

9. JBEEZ Signature Permission AE# 7 TVICKYERIN TSI LEMHERT D

10. FIF% Content Provider 77 DFEAEN B DIIBAE THHLEHRT D

11. B#tBR*E Content Provider 77 IZBIRL TRULMEIRIZIBYU I T AMIEHTKLY

12. B#BRE Content Provider 77U L D#ERTHHTH. BRT —IDRLEMEHRTD
13. FIAET7TVLRICRARERTAPKZERLT S

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseuser”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

— kA >+ Th HBEFESE Signature Permission Zf|AEET % —
<uses—permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name="org. jssec. android. provider. inhouseuser. InhouseUserActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>

InhouseUserActivity.java
package org. jssec. android. provider. inhouseuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec.android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. PackageManager ;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android.net.Uri;

import android. os.Bundle;

150 All rights reserved © Japan Smartphone Security Association. Content Provider Z{E%FIHT %



SECURITY

l“" mrowone Android 7FYDEF 1T HEH X2 TFI—TAV T HAR 201457 B 1 BER

assocmion  NEEP//www jssec.org/dl/android_securecoding.pdf

import android.view. View;
import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIF%® Content Provider 1&#k
private static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);

}

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BROFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M ”“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// FIFA%E Content Provider M/8w A r— & ZH1E

private static String providerPkgname (Context context, Uri uri) {
String pkgname = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (uri. getAuthority(), 0):
if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (" [Query]™) ;

/] kA 2k Ok JMBEFES Signature Permission BT TYIZLYUERIN TS L E2HET S
if (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {

logline(” MBS Signature Permission BT TVIZEYESEZIATULEL, 7);

return;

}

// A >k 10k FIFA% Content Provider 7 71 MIIAZENBHDIIRETH D L EHERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, myCertHash(this))) {

logLine(” FIFSE Content Provider [ZB#7 7Y TIXAL, ) ;

return;

}

// *RA 2k 115k B#BRE Content Provider 7 7Y IZBR L TKULMERIZERY UV TR FZESHTE W
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);
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}

// *iA 2 k 12% BEE Content Provider 7 7UDLDERTHH-TH, BETFT—2ADTEHUEHERT S
/] U TIVZDERE, 3.2 AT —2DREMEHRT 51 #3E,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1))):
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !'= null) cursor.close():

}

public void onlnsertClick (View view) {

}

logLine (“[Insert]”);

/] hRA 2k Ok JMBEFES Signature Permission AE#T7 TYIZLYERIN TS L E2HET S
String correctHash = myCertHash (this);
if (1SigPerm. test(this, MY_PERMISSION, correctHash)) {

logline(” MBS Signature Permission ABE#HT7 TVIZKYESEZIATLEL, 7);

return;

}

// A >k 10k FIfA% Content Provider 7 71 MIIAZENBHDIIRETH D L EHERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (!PkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFSE Content Provider [ZB#7 7Y TIXAL, ) ;

return;

}

// *RA 2+ 11% BHERE Content Provider 7 U ICBIRL TR LMERICBRY UV TR MMZEHTELL
ContentValues values = new ContentValues():

values. put ("pref”, "HIRER") ;

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] kR4 2k 12% BHETE Content Provider 77U NS DR TH-TH. BET—2DREMEHIETS
/] U TIVZDEEE, 3.2 AT —2DREUEHERT 51 288K,
logLine (" uri:” + uri);

public void onUpdateClick (View view) {

logLine (" [Update]”) ;

/] kA 2k Ok JMBEFES Signature Permission BT TYIZLYUERIN TSI L E2HET S
String correctHash = myCertHash (this);
if (1SigPerm. test(this, MY_PERMISSION, correctHash)) {

logline(” MBS Signature Permission BT TVIZKYESZIATULAEL, 7);

return;

}

// A >k 10k FIfA% Content Provider 7 71 MIIAZENBHDIIRETH D L EHERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {
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}

}

}

logLine(” FIFSE Content Provider [ZB#7 7Y TIXAL, ) ;
return;

}

// *RA 2+ 11% BHERE Content Provider 7 7Y ICBIRL TR LMERICRY UV TR FMZEHTEL
ContentValues values = new ContentValues():

values. put ("pref”, "HIR#R") ;

String where = “_id = ?7;

String[] args = { "4" };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

/] kR4 2k 12% BHETE Content Provider 7 7ML DR TH-TH. BET—2DLREMEHIETS
/] BOFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,
logLine(String. format (" %s records updated”, count));

public void onDeleteClick (View view) {

logline (“[Delete]”) ;

/] hRA Ok JMBEFES Signature Permission BT TYIZLYERIN TS L E2HET S
String correctHash = myCertHash (this);
if (1SigPerm. test(this, MY_PERMISSION, correctHash)) {

logline(” MBS Signature Permission ABE#HT7 TVIZKYESEZIATLEL, 7);

return;

}

// A >k 10k FIfA% Content Provider 7 71 MIIAZENBHDIIRETH D L EHERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFSE Content Provider [ZB#7 7Y TIXAL, ) ;

return;

}

// *RA 2 115k B#BRE Content Provider 7 7Y IZBR L TKULMERIZERY YUV TR FZESHTE W
int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);

/] kR4 2k 12% BHRETE Content Provider 7 7ML DR TH-TH. BET—2DREMEHIETS
/] BOFIVZDEEE, [3.2 AT —2DReMEZHET 5] 288,
logLine (String. format (" %s records deleted”, count));

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

private void logLine(String line) {

mLogView. append (line) ;
mLogView. append (“¥n”) ;
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SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName)) ;

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission DB A [LEXIRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&E L7 T DEBEED/N\y L 1{EEZRT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
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if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] BEELIEFRHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()

*RAk 13% Eclipse /5 APK % Export 35&E (2, FIAET7 T ERUHFEERE TAPK 2ELT 5,

= Export Android Application

Key alias selection

@ Use existing key

Alias: Imy company key

Password: 008088

() Create new key

@ < Back “ Next >
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4.3.1.5. —BE50 Content Provider 2455 -FIFB9 5%

— &5 a] Content Provider (&, EAMIZIXIEABAD Content Provider THAHH . FEDT T LT— Y
245 URINDT7 I 2R%EEFRI T 5 Content Provider THd, Bk IS #IRELIz Intent 2R 7TV I2#
THIEITKY  ZDTTVIC—BHET I RERD T INDKLSITHE>TULVS, Content Provider 17 7 HY8EED
MICHDTTVIZT I RERAE 5256 TEHL. — RGBT I ERERERHTE-7TJIZ Content
Provider 77N ZBIMIZT VL REAIEE5252LHTED,

LLF . —B$E5 7] Content Provider D& HI%ETRT,

K12 (Content Provider #£3):

1. Android 2.2 (API Level 8) BT TIE—BFEF Al Content Provider #3274
exported="false”|Z&Y) . —BFEFAI 9 % Path LN EIEQRHERET S
grant-uri-permission [Z&Y, —FfEFRI 9 % Path Zi8E T %
—BRIZEFRILIZ7TUDSDYIIARTHOTH I\TA—FDREMEHERT S
—BFRICEF A L= 7 TUISRRL TRUMBETRICERYRE L TLLD
—BFRIZT Ut R%ZEFR TS URI % Intent ICTHEET S
—BRICEFA T 5TV RERE Intent IZIBET S
—BMICT I REHT 57T IZHRM Intent %1595
—BFAOERTT7IIC Intent ZRIET S

© ®NO VAW

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. temporaryprovider”
android:versionCode="1"
android:versionName="1.0" >

J— S RA >k 15 Android 2.2 (API Level 8) LARITIL—HR5EFd] Content Provider Z#3RE L ALY —>
<uses-sdk android:minSdkVersion="9" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

activity

android:name=". TemporaryActiveGrantActivity”

android: label="@str ing/app_name”

android:exported="true” >

<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />

<{/intent-filter>

{Jactivity>

{l-— —mEFT] Content Provider —>

{— %7R4 2 k 2% exported="false”[Z&k V., —BEEFAId 5 Path LINFIENBHRET S —>
<{provider

android:name=". TemporaryProvider”
android:authorities="org. jssec. android. provider. temporaryprovider”
android:exported="false” >
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{I— R4 > k 3k grant-uri-permission[=&kY . —BfEFald 5 Path 2iEET 5 —>
{grant-uri-permission android:path="/addresses” />

<{/provider>

activity
android:name=". TemporaryPassiveGrantActivity”
android: label="@str ing/app_name”
android:exported="true” />
<{/application>
</manifest>

TemporaryProvider.java
package org. jssec. android. provider. temporaryprovider;

import android. content. GontentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android.net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = “org. jssec. android. provider. temporaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Gontent Provider WM 54 2 —T 1 —XRZE2H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_GCODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERAEFTICEEMEZRETHICL TSI, query #V v KTIRY Cursor ZEA/IZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { "_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { 17, “dti@@&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)
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sAddressCursor. addRow (new String[] { “3”, "&F" });
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {
sDownloadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jog” }):
sDownloadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] hRA Uk bk —BRICHERILIZ7 TUDNLDY VIR RTHLOTH, NIA—2DREUEERT D
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] TDMDINT A —FDRERIEY L TIIZDEERE, 13.2 ANT—20RLEUEHET 5] £58R,
/] dRA Dk bk —BFRICEFRI L7 TV ICBR L TR UMERICIR Y EZE L TR
// auery DIEEN VLT 4 TREREFONESNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] hRA Uk dk —BRICHERILIZ7 TUDNLDY VIR RTHLOTH, NIA—2DREUEERT D
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEL TS,

/] TDMDINT A —FDRERIEY L TIIZDEEE, 13.2 ANT—20RLEUEHET 5] &858,

/] dRA bk —BFRICEFRI L7 TV ICBR L TRUMERICIR YR L T LWL
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// Insert fER, BBEINZ DN OT 4 THREREFONESMIT TURE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedId (Address. CONTENT_URI, 4);

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] hBRA U~ dk —BRICHERILIZ7 TUDNLDY VIR RTHLOTH, NIA—2DREUEERT D
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] TDRDINT A —F DFERIEH O TIVIZDEEHEE, 13.2 ANT—20OREMEHET 5] &38R,
/] dRA D b bk —BFRICEFRI L7 TV ICBR L TR UVMERICIRYEZE L TR
// Update Snfz=La—FENEL T4 THEKREFONESMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update S f-La— F# %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] hRA Uk dk —BRICHERILIZ7 TUDNLDY VIR RTHLOTH, NIA—2DREUEERT D
// TTTlRuri MEEDEEANTHSD Z &%, UriMatchertimatch () & switch case THEEL TS,
/] TDMDINT A —FDRERIEY L TIIZDEERE, 13.2 ANT—20RLEUEHET 5] &858,
/] kA 2k bk —BMICHFTLE7 TVICEHARLTEVMERICBYRZELTE W
// Delete Snfz=La—FENEL T4 THEKREFONESHIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete =L a— F##IRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;
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default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}

TemporaryActiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android. widget. Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity IZBAd 2153k
private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryuser”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryuser. TemporaryUserActivity

@0verride

protected void onCreate (Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. active_grant) ;

}

// Content Provider 7 7' B EEEIMIICHD 7 TVIZT7 U 2 RHFRAIZ 52 57—
public void onSendClick (View view) {
try {
Intent intent = new Intent();

// kiRA b6k —BEFRIIZT IR %EHET S UR] % Intent ICTFEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] kR~ Th —BHIZEFRIT A7V £ RHERE Intent ITHEET
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

// kRS2 b8k —BMIZT IR EHAT ST TUIZHRY Intent ZXEF 5
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity (intent);

} catch (ActivityNotFoundException e) {

Toast. makeText (this, “User Activity AR DM 5%y, “, Toast. LENGTH_LONG). show () ;
}

TemporaryPassiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
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import android.view. View;

public class TemporaryPassiveGrantActivity extends Activity {
@0verride
protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. passive_grant) ;

}

/] —EHIE T I 2 R EZRDTEF-7 F1)IZ Content Provider 7 T AZEIMICT VL REAE5E2 55 —R
public void onGrantClick (View view) {
Intent intent = new Intent();

/] *RAU 6k —BEHIZTIERXEHAT S UR] % Intent ITIEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] kiRA 2k Th —BMICHETTE7 9 ERIERE Intent ITIRET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) :

/] kIRA b Ok —BEHFRAIDERTT T Intent ZIRIET S
setResult (Activity. RESULT_OK, intent);
finish();

}

public void onCloseClick (View view) {
finish();
}
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(. —BEFal Content Provider %A 9 5 Activity DHIZTRT,

R4k (Content Provider ZFIH9 3):
10. B T4 IERE ) VTAMIEO TIFESEL
1. #ET—ANXLeMEHERTS

TemporaryUserActivity.java
package org. jssec. android. provider. temporaryuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. content. pm. ProviderInfo;

import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class TemporaryUserActivity extends Activity {

// Provider Activity [ZB89 2 1&#R

private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryprovider”;

private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryprovider. TemporaryPassiveG
rantActivity”;

// FIFA%® Content Provider t&#k
private static final String AUTHORITY = “org. jssec. android. provider. temporaryprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

private static final int REQUEST_CODE = 1;
public void onQueryClick (View view) {
logLine (" [Query]™) ;

Cursor cursor = null;
try |
if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] *BRAU 10k £ T4 THEERZEV VIR MIEHTIFES L

/] VOIRMEDT7 TINIILID 7 THAEEENH D,

/R ITICRBEENTHLEEDGEWVERTHNEV I IR MMIEHTH KLY,

cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] hRA M1k #BRT—H2DRLEEMHERT S
/] U TIVNZDERE, 3.2 AAT—2DREUEHRT 51 #3E,
if (cursor == null) {
logLine (" null cursor”);
} else {
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boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1))):
moved = cursor. moveToNext () ;
}
}
} catch (SecurityException ex) |
logline (" #I4+:” + ex. getMessage()) ;
}
finally {
if (cursor !'= null) cursor.close():
}
}

/] COTFT TYUN—BiET7 o RHFRIZER L. Content Provider I 7 71 AZEIMICT VLR E5255—R
public void onGrantRequestClick (View view) {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try |
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) |
logLine ("Grant MERIZLBEKLZE L1=, ¥nTemporaryProvider B4 VR b—JILENTUVEAHERLTLFEEL,

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority(), 0);
return (pi != null);

}

private TextView mLogView;

// Content Provider 17 7V AREBIMIICC D7 TVICT U ERHFA 25255 —R
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;
}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.3.2. IL—ILTvY

Content Provider DERERFIZITUTDIL—ILESFBIE,

1. Android 2.2 (API Level 8) LRI TIEF7TIRNTHD#A#HERT % Content Provider [E{ES%ELY (WH7R)
2. 7TIVANTHOHEAT S Content Provider (XIEABHRTET S (WH7R)
3. UOUTRMSA—ADRLMEHDRTD (W78)
4. JRBXE Signature Permission (&, B#7TUNERLI-CELEHRLTHRATS (W7H)
5. BRBHREZETHEICK REETITINSOBRBERRBRISTETS (WH78)
6. BEZZRNICIREIIEEICIE. TOEEDRKRODREKELZHIETD (WH78)

F-. FIAAIEZ. LTDIL—ILEFEHTE,

7. Content Provider D#ERT—2DXEMEHERETS (WAh7R)

4.3.2.1. Android 2.2 (API Level 8) LIBITIZ7TVARATHHERAT % Content Provider [ZFESELY  (WAZE)

Content Provider ®IEABAERFE (X Android 2.2 (APl Level 8) LI TlE#4aELZL RI—7 TUVRATHOT—4HH
D1=755 Content Provider {43, DB L E DT —ABINENEET I ERATEHIETRATES,

4.3.2.2. 7TIYRATHOHFEHET S Content Provider (XFELAFFZRTET S (WH78)

B—7 VRN SDAHFIFAENS Content Provider (DT TUNST IR TEZRBEMNLZWEFTTEL, BF
#+ Content Provider #EB§ 57V EREEELLELZEMN S LY, Content Provider (T —42£F T 5-HD
A THD1=H. TIHILETIEABRWIZG>TLES . AR—7 VAN DA FIFAEIN S Content Provider [
BRRBIICIEAREEEL . IEAR Content Provider &9 RNETHS, Android 2.3.1 (APl Level 9) LIETIE,
provider Z3&IZ android:exported="false"&$5E 3 5L T. Content Provider ZIELARIZTES,

AndroidManifest.xml
{I— % 7RA4 > bk 1% Android 2.2 (API Level 8) LARITIXIEZBH Content Provider ZFRE LAY (TEHLY) —
<uses-sdk android:minSdkVersion="9" />

~BRE~

{I-— %7RA > k 2% exported="false”[Z&k V. BARMIZEABRBZRET D —>
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />

4.3.2.3. VOZRMGA—EDREMEHTET D (78)

Content Provider D B4 FIZ&->TEFIUARVITELGEZMN . UITAMNNGA—2EFNIEBTIREIZIE. FTF0LLH
AL TNIEES,
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Content Provider W& AV UKRIL SQL X DR ER/INTA—EEZ(TRMBEEBELIAVE—TI—RIZHST
[TWBED0, THAHD ETIRXEIZEEOXFINEZITETZITOELDTHY. Content Provider 8| TIXFEES
DINGA—EIMNEBEZ5NBr—RERELLZFNIEESHENEISEELARES,

2ABA Content Provider [(EFEESHD T T UMDY I T AMNEZ(TERD=H. L IT7 DRE I T AN EZITE
2B S . JE2AET Content Provider (D7 TUASYHI TR MEEES(TIRA S, LALR—7F
RO AR Activity S 7T M52 TEL 1= Intent DT —42% JE2F Content Provider IZERiE 9 5 &L o1
F—RHLZZoNDE=0. JIIRMNEZFHIZRETHAEEZEZTIELLEL, FDO#dD Content Provider [ZDULY
Th, ©RYVIIROREMERRT DLEN DD,

3.2 ANT—EDREMEHDBISIESRTHE

4.3.2.4. JRBEEZ Signature Permission (. Bt 77UNERLI-CLEHEELTHATS (78)

B 7L TSR EATESBHRE Content Provider 2155154 . # B E% Signature Permission [Z&Y
RELABTNIEASAELY, AndroidManifest.xml TD Permission EEZ. Permission B3R E S 21+ TILRENF
+5TH51=6. 5.2 Permission & Protection Level JDI5.2.1.2 #HBEEZED Signature Permission TE*t
TT)BETHHEIZSRTEHIL,

4.3.2.5. BEFEREZRTBEICET BEETITINOOBRERFBRITEIZ TS (WH7R)

query(*° insert)TIEU YT RMER T 7 TVIZFHEREHREL T Cursor % Uri HNiRESN D, FERBERICE T
1THEBRNEENDIEE . REET TV SERRFBRT DAREELH S, F1- update()®° delete()TIEEHFT-
(FHIBRENILI—FEAV VIR ERT T TV IHERERELTRESND  FNITTTVERICESTIIEHF
IEBIBRESN L a—F D o T I REREF DIEE I H LD TEET REL,

4.3.2.6. BEZ-RMICIRHTIESICIE. TOEEDEXRDREKELZHRETD (WH78)

Permission IZ&YRESNTOSBEREESJUHEEEEZMOT7TITIICZRMICIRET HIHEICIE RIEET
T)IZHLTE—® Permission #ERTHLELT. TOREKELZHFLETNIXAESAL, Android @
Permission ¥ a1)T/4ETILTIE RESNI-EEICKHTETTINLDEET I ERIZDOVTOHEREEE
75, COEBLEDEFMEICKY . TTVICREBINZEELNSSIZHD T TIIZ, RED=HIZWHEL Permission &
BRT DRSNS TARESELH D, D EIE Permission ZHFREL TSI LEEEMICEMAED T,
Permission DB EEMEEME(ENS,5.2.3.4 Permission DB REMBIZSEBITHIL,

4.3.2.7. Content Provider D#ERT—2NDLLE%HRT S (WH%E)

Content Provider MAAFIZk>TEFIRVIFELEIN. BRT—AAFNIBIHRIZIF. TTHERET —2DLE
HEEZELLITNIELSEL,
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FI A%k Content Provider A3/2Fd Content Provider M54 . 24Fd Content Provider IZEYFFELI=ZILDT
NREHERT—2%REL TS ETREENH S, FIA L Content Provider A’JEABA Content Provider M54 .
B—T77IVAMNSEHERT —2ERZITMAIDTYRIELLGWND R T —IAZBEHITRETHLHIEEATIILLH
LY, ZD 1t Content Provider [IZDWWTH, RIIVFHERT—IDREMEHRTIDLELHD,

3.2 ANT—2DREMEEBISIESRTHE
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| 4.4, Service /3 -FIAT 3

4.4.1. o7 )La—K
Service NEDKSIZFIBINDEMIZKHDT. Service 225 RV 0B LHHFENELS, ROFEZ7O—(C

EOTHERT 5 Service NE DAL T THHDEHIMTES, BE. ¥ERLT B Service DAL TF(Z&>T Service 7
AT5RI0EELRFLDOT, FIRAOEREIZODVTHEHLE THREAT S,

(e )

TTIRTOAFAT S

A4 Vv \
Private Public Exclusive Proprietary
JE/NBAService /N BfService I\—hF—PBRE Service Bt BB E Service

B 4.4-1

Service IZIFEHMDREFELHY . TDHRMISIERT S Service DAL T IZB-=HEERIRTHIEICLD, T
ROHMDEEILAXETHRIRESETHY. 5 BEIZHEL, RPOOMFERIRARELHAEHLEETRL. %
DMIFERFAREL LIRS LLDETT .

128, Service DEEFEDEEMIZDOULNTIE. 4.4.3.2 Service DEEFEIZDOVTIB KUE Service 3417 DY
DTN a—R(RETHIDOMW=2D)ESHBTHL,

= 4.4-1
448 E|/NE NE IN—rF—RE B+LRE
- Service Service Service Service

startService & Ox* O - O
IntentService & O O= - O
local bind &4 @) - - -

Messenger bind #! @) @) - O*
AIDL bind %! O O O« O

LT TIEE 4.4-1 RO+ENDHAEDOEEFE>TE X2 T1R2A4TD Service DY T ILa—F%ERT,
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4.41.1. 3FELNFEA Service 245 -FIBT 5

JE/NBE Service (X, A—7 VA TOHFIFESS Service THY ., 21T 2MHEDE L Service THD,
F71=. JE2AE Service ZFIRATBIZIX. VS RFIRET DHTRM Intent ZEZ (LB THE 7TV Intent FiX1E
LTLESZENELY,

LLIF. startService %@ Service Z{FERAL=HIZTRT,

KAk (Service #£3) :

1. exported="false"IZ&kY. BATRMIZIEARAKRET S

2. R—77UMGO Intent THOTH. Z{E Intent DREMEHERT S

3. #BRERIBE.FRATTIVER—TTITHSEM L., T4 REREZRELTKL

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. privateservice”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=". PrivateUserActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<1-— JE4NBA Service ——>
{I— %7RA > k 1% exported="false”[Z&k VY. BARMICIEABSZET D —
<{service android:name=".PrivateStartService” android:exported="false”/>

<{I-- IntentService Z#E& L 1= Service —>

<{1-— FE4NEA Service —>

- R4 > bk 1% exported="false”IZ& VY. BATRMICIERARRET S —>
<{service android:name=".PrivatelntentService” android:exported="false”/>

<{/application>

</manifest>

PrivateStartService.java
package org. jssec. android. service. privateservice;

import android. app. Service;
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}

}

}

import android. content. Intent;
import android. os. IBinder;
import android.widget. Toast;

public class PrivateStartService extends Service{
// Service NEEEIT S & EIC1REHFIFUHEND
@0verride
public void onCreate() |

Toast. makeText (this, this.getClass().getSimpleName() + “ - onCreate()”, Toast. LENGTH_SHORT). show() :

// startService O BFEIEN =BTV EINS
@0verride
public int onStartCommand (Intent intent, int flags, int startld) {

/] kA k2% B—FFT)DS®D Intent TH-oTH. ZIE Intent DRLUEHERT S

/] U TIVNZDERE, 3.2 A AT —2DREMEHRT 51 #3E,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/S5 A —%& T%s] Z=(+H->f=, ”, param), Toast.LENGTH_LONG). show() ;

/] Y—EXRITATRMICERTIES

// stopSelf %> stopService #EITLIz&EITH—EREHKTTS

// START_NOT_STICKY (&, AEUMNDLWNETKIll Sh=SBEICEIMICZIEEFLEL
return Service. START_NOT_STICKY;

// Service BMET T B EZFIZTREEFFEUHEIND
@0verride
public void onDestroy() {

Toast. makeText (this, this. getClass().getSimpleName() + “ - onDestroy()”, Toast. LENGTH_SHORT). show () ;

@0verride
public IBinder onBind(Intent intent) {

// TOY—ERIZIFENA Y FLEWL
return null;
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RIZIEABH Service ZFIHT % Activity DY T )La—KRERT,

KA (Service ZFIATS) :

4. R—77)A Service [FTFRIEE DR Intent THEUHT

5. FAXTIIER—TIITHIMG, o T4IREREEXELTEELL

6. BREZITIMSEHEE.F—7TJH Service Mo DBERBERTHO>TH. RIEET—FDREMUEHRTD

PrivateUserActivity.java
package org. jssec. android. service. privateservice;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class PrivateUserActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. privateservice_activity);

]
// H—FE Xtk

public void onStartServiceClick (View v) {
/] *RA Uk dk B—TF TN Service (4 5 RIEFEDBHRH Intent THEUHT
Intent intent = new Intent(this, PrivateStartService.class);

// kR4 b5k FRETFITVIIR—T7FTITHZEID., tooT14 THEREEELTHEL
intent. putExtra ("PARAN”, "t LT 4 THIER") ;

startService (intent) ;

}

/] Y—EREBILERE >

public void onStopServiceClick (View v) {
doStopService() ;

}

@0verride

public void onStop () {
super. onStop () ;
/] H—EZRBERT LTLWEMEEIEKRTT S
doStopService() ;

}

/| —EREELET S

private void doStopService() {
/] kA 2k bk B—7F F)AService (74 5 RIEE DR Intent THEUH T
Intent intent = new Intent(this, PrivateStartService.class);
stopService (intent) ;

}
// IntentService BHtEHR%E >

public void onlntentServiceClick (View v) {
/] *RA Uk dk B—TF TN Service (4 5 RIEFEDBERH Intent THEUHT
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Intent intent = new Intent(this, PrivatelntentService.class);

// kR4 b5k FRETFITVIIR—T7TITHZEID, EooT14 THEEREEELTHEL
intent. putExtra ("PARAN”, "t LT 4 THIER") ;

startService (intent) ;
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4.4.1.2. 2B Service 245 -FIFFT 5

NB Service (. FABELZHOT7IIIZFIBEINEIEEZEELT: Service THD, TILITT7HEEL-IER
(Intent BE)FZETHENHAIELITTENDETH D, £1-. 86 Service FAT I, EIET S1EHR
(Intent BE)MTILDITICRIESNDENH A EITFENVETH D,

LI . IntentService B Service ZEAL=HIZRT,

KAk (Service 4£3) :

1. exported="true"IZ&kY. BATRMIZAKRET S
2. ZIE Intent DEEMEHERTD

3. #BERERIBE. I TAIRERESOHLL

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicservice”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

I— &LIFEML Service —>
I— R4 > bk 15 exported="true”I=& Y. BARMIZABRET S —
<{service android:name=".PublicStartService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. startservice” />
<{/intent-filter>
<{/service>

<{I-- IntentService Z#t& L 1= Service —>
- SiRA > bk 15 exported="true”IZ& Y. BATRMIZABRET S —
<{service android:name=".PubliclntentService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. intentservice” />
<{/intent-filter>
<{/service>

<{/application>

</manifest>

PublicintentService.java
package org. jssec. android. service. publicservice;

import android. app. IntentService;
import android. content. Intent;
import android. widget. Toast;
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public class PubliclntentService extends IntentService{

/¥k
* IntentService AL =15E. SIBBELOI VA SV 2 ETRHET 5,
* INHEWNEES., T5—I2H 5,
*/
public PublicIntentService() |
super (“CreatingTypeBService”) ;
}

// Service NEEEIT S & EIC1REHFIFUHEND
@0verride
public void onCreate() |

super. onCreate () ;

Toast. makeText (this, this.getClass().getSimpleName() + ” - onCreate()”, Toast. LENGTH_SHORT). show() :
}

// Service TITW=WLWILEBEZ DA Yy FIZE®BRT S
@0verride
protected void onHandlelntent (Intent intent) {
/] *RA Uk 2k ZE Intent DERLEMEEHERT D
// B Activity THAOFBATT7 TUATILI T THAHARENENDH S,
/] U TIVNZDERE, 3.2 A AT —2DREUEHRT 51 #3E,
String param = intent. getStringExtra ("PARAM™) ;
Toast. makeText (this, String. format("/S5 A —4& T%s] Z=(+H->f=, ”, param), Toast.LENGTH_LONG). show() ;

// Service N T 3L EITT1REFIFUHEND
@0verride
public void onDestroy() {
Toast. makeText (this, this. getClass().getSimpleName() + “ - onDestroy()”, Toast. LENGTH_SHORT). show () ;
}
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RIZANEA Service AT S Activity DY T )La—FERT,

ALk (Service ZFAT3):
4. UL TATHEREZELTIIASEL
5. BRAEZTHAGE.ERET ADREMEHRTS

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicserviceuser”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”>
activity
android:name=". PublicUserActivity”
android: label="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<{/application>

</manifest>

PublicUserActivity.java
package org. jssec. android. service. publicserviceuser;

import org. jssec.android. service. publicserviceuser.R;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicUserActivity extends Activity {

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

}

// ¥ —E XBAtA
public void onStartServiceClick (View v) {
Intent intent = new Intent(“org. jssec.android. service. publicservice. action. startservice”);
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/] kAU hbk EUVT 4 JHEREZELTEEL AN
intent. putExtra ("PARAM”, "t > TF 4 T TIXALVER") ;

startService (intent) ;

/] kIRA U Fhk BREEZZITNZEE. BET—20REUEHRT S
// RY 2 T)LIE startService ) {E o 7= Service FIADFID A, FEHRIERITZ (TS L
}

/] Y—EREBEILERE >
public void onStopServiceClick (View v) {
doStopService() ;

}
// IntentService BHtEHR%E >

public void onlntentServiceClick (View v) {
Intent intent = new Intent (“org. jssec.android. service. publicservice. action. intentservice”);

/] kiAo bk EUVT 4 JHEREZELTEELS AN
intent. putExtra("PARAM”, "t > > TF 4 T TIXALVER") ;

startService (intent) ;

}

@0verride

public void onStop () {
super. onStop () ;
/] H—EZRBERT LTLWELMEEIEKRTT S
doStopService() ;

}

/| —EREELET S

private void doStopService() {
Intent intent = new Intent(“org. jssec. android. service. publicservice. action. startservice”) ;
stopService (intent) ;
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4.4.1.3. /8—kF—RJE Service

IN—FF—BRFE Service (X BEDTTIEFHILFIATES Service THD, /I\—hF—ED7T)EEHRTTY
MEELTORTLEEBRHL., /\—rF—7 T DB TS B EEE T A-OIZFIHEN S,

LLF. AIDL bind #® Service #FEAL=HZETT,

KA M (Service #1E3):

1. Intent Filter #E&H 9 . exported="true"#BRMIZETET %

2. FAXTTIOAENRTAR)AMIBFIN TSI LEHERTD

3. onBind(onStartCommand,onHandlelntent) TFEUHE LTS/ S\—hF—mES I B TEARL
4. NN—hF=TFT)HSD Intent THHTH, 215 Intent DELHEMHEET D

5. N—rF—F7TVIZEATRLTLMERIZRY REL TKLY

BE.HRTANANMIBET DFALETTDOFERE/ NNV LEOHERAEI5.2.1.3_ 7TVDHAED /v
BZHRIIAEIESRI DL,

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. partnerservice. aidl”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<!—— AIDL ZFIFA L 1= Service —>
d— SRA 2 bk 15 Intent Filter ZE&E 9. exported="true" #BRMIZKRET 5 —>
{service
android:name="org. jssec. android. service. partnerservice. aidl.PartnerAIDLService”
android:exported="true” />
<{/application>

</manifest>

SEIOHITIE AIDL Z7AILE2DERT B, 12(%. Service Hi5 Activity [ZT—2ZET =HDaA—)L/\v oA
A—TI—RT.H512(& Activity M5 Service 2T —2%EL. FEREMFT I3 —T—XTHD. HH.
AIDL 774 )VIZEEd T B/ 3wy —2 Ak, java Z7AMILICEER T B/ \wr—I & LRFRIZ. AIDL D7 IVEERL T %
TALONBEBIZ—BSEDRENH D,

IPartnerAlIDLServiceCallback.aidl

package org. jssec. android. service. partnerservice. aidl;
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interface IPartnerAlDLServiceCallback {
/¥k
* ENEDL-BICEUHEINS
*/
void valueChanged (String info);

IPartnerAIDLService.aidl
package org. jssec. android. service. partnerservice. aidl;

import org. jssec.android. service. partnerservice. aidl. IExclusiveAIDLServiceCal Iback;

interface IPartnerAlIDLService {

/*k

* OA— LNV E&E5T D

*/

void registerCal |back (IPartnerAIDLServiceCal Iback cb);
/*k

* BWMEWMSFIT S

*/

String getInfo(String param);
/*k

* OA— LNy EHERT S

*/

void unregisterCal Iback (IPartnerAIDLServiceCal Iback cb);

PartnerAIDLService.java
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLService;

import org. jssec.android. service. partnerservice. aidl. IPartnerAIDLServiceCal Iback;
import org. jssec. android. shared. PkgCertWhitel ists;

import org. jssec. android. shared. Utils;

import android. app. Service;

import android. content. Context;
import android. content. Intent;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteCal IbackList;
import android. os. RemoteException;
import android.widget. Toast;

public class PartnerAIDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service 59 SA4A TV MMIBHT BB
private int mValue = 0;

private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;

/] kA 2% FIRATT TYDEAENRTA Y X MIBHEINhTWR I EEZERTS
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sWhitelists = new PkgCertWhitelists();

// IN— b+ —F F1) org. jssec.android. service. partnerservice. aidluser MEEBAE/\Y S 1 EZEER
sWhitelists. add (“org. jssec. android. service. partnerservice. aidluser”, isdebug ?

// debug. keystore ®”androiddebugkey” MEEBAE /Ny 2 {E

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255” :

// keystore M“partner key”MEIEBAE/\v L 2 {E

“1F039BB5 7861C27A 3916G778 8E78CE00 690B3974 3EB8259F E2627B8D 4GOEC35A”) ;

/! UTFRRRICHD/S— b F—T7 T £ &8k, ..
}

private static boolean checkPartner (Context context, String pkgname) |{
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;

}

// A=y Y EEBFTDHZF TSI b,

// RemoteCal IbackList MIZHT B A Y Y KITAL Y KE—TIZHE-2TULV3,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCal |backs =
new RemoteCal IbackList<IPartnerAIDLServiceCallback>();

// A—ILiNy Z 123 LT Service 5T —42 EEET 518D Handler
private final Handler mHandler = new Handler () {
@0verride public void handleMessage (Message msg) {
switch (msg.what) |{
case REPORT_MSG: {
// BEIZERBT S
// beginBroadcast () [&. getBroadcastltem() TER#GAIGEH I E—F/ER L TLVS
final int N = mCal Ibacks. beginBroadcast () ;
for (int i =0; i <N; i+ {
[PartnerAIDLServiceCal Iback target = mCal Ibacks. getBroadcastItem(i) ;
try {
/] *RA ok INR—rF—FTVIZEARLTEUVMERICEYZELTEL
target. valueChanged ("/8— k3+—7 7 1) IZB35R L T & LMEER (cal Iback from Service) No.” + (++
mValue)) ;

} catch (RemoteException e) {
// RemoteCallbackList A —)L/Aw U ZEEBL TSN T, ZZTlunregeister LA
// RemoteCallbackList. kill QIC&k > TE£THEKRIND
}
}
// finishBroadcast () (%. beginBroadcast () & xtI1Z7%: 5 4038
mCal Ibacks. finishBroadcast () ;

// 10 ERICHEYRT
sendEmptyMessageDe | ayed (REPORT_MSG, 10000) ;
break;

}

case GETINFO_MSG: {
Toast. makeText (PartnerAIDLService. this,

(String)msg. obj, Toast.LENGTH_LONG). show() ;
break;
}

default:
super. handleMessage (msg) ;
break;

} // switch
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// AIDL TEZLI=A V3 —T T —R
private final IPartnerAlIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private final boolean checkPartner () {
Context ctx = PartnerAlIDLService. this;
if (IPartnerAIDLService. checkPartner (ctx, Utils. getPackageNameFromPid(ctx, getCallingPid()))) {
Toast. makeText (ctx, "FIAFTT TV I&/S— bF+—7 T VU TIEAL, “, Toast. LENGTH_LONG) . show () ;
return false;
}
return true;
}
public void registerCal lback (IPartnerAIDLServiceCal Iback cb) {
/] *BRAU k2% FATT TDMAZENHRTA PR MIBERSA TSI LERKETD
if (lcheckPartner()) {
return;
}
if (cb = null) mCallbacks. register (cb) ;
}
public String getInfo(String param) {
/] *BRAU k2% FATT TDMAENHRTA PR MIBERSA TSI LERKETS
if (lcheckPartner()) {
return null;
}
/] kA bk IR— b F—TFTUMSD Intent THHTH. 21E Intent DLEMHEZHERT S
/] U TINZDERE, 3.2 AAT—2DREUEHRT 51 #3E,
Message msg = new Message () ;
msg. what = GETINFO_MSG;
msg.obj = String. format ("/S—rF—F TUDLLDAY Y FIEUH L, T%s] #Z{ELT1=, ", param);
PartnerAIDLService. this. mHandler. sendMessage (msg) ;

/] *RA bk IN—rF—FTVIZEARLTEUVMERICEYRZELTEL
return new String ("/8— b+ —7 7V [ZBR L T &L LVIEER (method from Service)”) ;
}

public void unregisterCal Iback (IPartnerAIDLServiceCal Iback cb) {
/] kRA 2+ 2k FIRTT 7 DEHAENFRTA PR FMIBRIN TSI LEEET S
if (lcheckPartner ) {
return;

}

if (cb != null) mCallbacks. unregister (cb);
}s

@0verride

public IBinder onBind(Intent intent) {
// *RA >k 3k onBind THEUH L/ \— b F—hESHHIFITEHRN
// AIDL TEZLIEAYVY FOFUELEBIZF T v IDBREIZLD,

return mBinder;

}

@0verride
public void onCreate() |
Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast.LENGTH_SHORT). show() ;

// Service BNERITHDME L., FHAMICA I VAL FLIE=HFZEMT S
mHand | er. sendEmptyMessage (REPORT_MSG) ;
}
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@0verride
public void onDestroy() {
Toast. makeText (this, this. getClass().getSimpleName() + “ - onDestroy()”, Toast. LENGTH_SHORT). show () ;

/] A—IiINy Y EETHERKRT S
mCal Ibacks. kill () ;

mHand | er. removeMessages (REPORT_MSG) ;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAll (" 7, “");

if (sha2b6. length() != 64) return false; // SHA-256 (£ 32 /N1 +
sha256 = sha256. toUpperCase () ;

if (sha2b56.replaceAll ("[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LIS\ DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [ZXET DIEFED/NY L2 BEEZRET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED/NY L A BEEBDNY D 1{EFLRT S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash (Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] EHELTRDHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()
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RIZIN—bF—BR3E Service ZFIAT S Activity DY > T )La—FETRT,

KA (Service ZFIAT3):

6. FIFAK/N—rF+—FRE Service 7T DFEBAENRTA M) RN B FINTWSILERERT D
7. FAKN—rF—BRET7TVICFHATRLTEVERICEBYZELTKL

8. BATRH Intent IZ&Y/S—rF—BRTE Service #IEUHT

9. N—rF—RBEF7TUHLDHERBERTHo>TH. 215 Intent DREMEHERT S

PartnerAIDLUserActivity.java
package org. jssec. android. service. partnerservice. aidluser;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLService;

import org. jssec.android. service. partnerservice. aidl. IPartnerAIDLServiceCal Iback;
import org. jssec. android. shared. PkgCertWhitel ists;

import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Context;
import android. content. Intent;

import android. content. ServiceConnection;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class PartnerAIDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

/] *RA 2k 6k FAK/A— L F—RE Service 7 T DFEBAENRTA YR MIBHFIN TSI LEZHERT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1I\— b+ —[R%E Service 7 71) org. jssec. android. service. partnerservice. aidl MDIEBAE/NY L 1 {EZEEE
sWhitelists. add (“org. jssec. android. service. partnerservice.aidl”, isdebug ?

// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255” :

// keystore M ”“my company key”MiFBAZE/\v < a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7C2 42E142CA”) ;

// UTE#IZD/X— b F+—BR%E Service 7 71 &%, ..

}

private static boolean checkPartner (Context context, String pkgname) |{
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;
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// FBXD/N— b F—MRE Activity (CBET B 1EHR
private static final String TARGET_PACKAGE = “org. jssec.android. service. partnerservice.aidl”;
private static final String TARGET_CLASS = “org. jssec. android. service. partnerservice. aidl. PartnerAIDLService”

private final Handler mHandler = new Handler () {
@0verride public void handleMessage (Message msg) {
switch (msg.what) |{
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast. makeText (mContext, String. format("a—JL/NvH T %s] #F{ELT=. ”, info), Toast.LENGT
H_SHORT) . show () ;
break;
}
default:
super. handleMessage (msg) ;
break;
} // switch

};

// AIDL TEZE LM 2 —T1T—R, Service Z"oDBEHEZITERS,
private final IPartnerAIDLServiceCal|back.Stub mCal Iback =
new IPartnerAIDLServiceCal Iback. Stub() {
@0verride
public void valueChanged (String info) throws RemoteException {
Message msg = mHandler. obtainMessage (MGS_VALUE_CHANGED, info) ;
mHand | er. sendMessage (msg) ;

};

// AIDL TEZ LAV E—T 1 —R, Service ~NBEHT 5,
private IPartnerAIDLService mService = null;

// Service &¥Eld ABIZFIAT SR 3>, bindService TEEIT ZESIINEIZL D,

private ServiceConnection mConnection = new ServiceConnection() {

// Service [CEHEINIZBEITIFEENS

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mService = IPartnerAIDLService. Stub. asInterface (service) ;

try{
// Service [ZiEfE
mService. registerCal Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service NEERT LI-5&
}

Toast. makeText (mContext, “Connected to service”, Toast.LENGTH_SHORT). show() ;
}

// Service MEERT LT, aRryavhilshi=8B&IIFEEND
@0verride
public void onServiceDisconnected (ComponentName className) {
Toast. makeText (mContext, “Disconnected from service”, Toast. LENGTH_SHORT). show() ;
}

};
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@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. partnerservice_activity) ;

mContext = this;
}

// —EXBRRE >

public void onStartServiceClick (View v) {
// bindService #1739 %
doBindService() ;

}

// EHRERGERA v
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

/] Y—EREBILERE >

public void onStopServiceClick (View v) {
doUnbindService() ;

}

@0verride

public void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/¥k
* Service [Z#E#R T 5
*/
private void doBindService() {
if (!mIsBound) {
/] kRA k6% FIAKL/S— bF—RE Service 7 T DFEHAENRTA PR FMZEFIA TSI L ZHRE
95
if (lcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIF% Service 7 FUIEERTA R R MZEEFESATULAL, “, Toast. LENGTH_LO
NG) . show () ;
return;

}

Intent intent = new Intent();

/] hRA b Thk FIRENA—FF—BE7 TVICEARLTEVMERIZBYEELTEWL
intent. putExtra ("PARAM”, “/8— rF+—F7 T IZBATR L TLULMER") ;

// *iRA 2k 8% BARE Intent [Tk Y /\— hF—FR5E Service ZFFUHT
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

}
}

/¥k

* Service ~NDIEHELIET 5
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*/
private void doUnbindService() {
if (mlsBound) {
/] BHELTWELSREDHDI5E XM
if (mService != null) {
try{
mService. unregisterCal Iback (mCal | back) ;
}catch (RemoteException e) {
// Service NEERT L TL\IGE
/] B FILITDENBITENE

}
unbindService (mConnection) ;
Intent intent = new Intent();

// *iRA 2k 8% BARE Intent (Ck Y /\— hF—FR5E Service ZFFUHT
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

stopService (intent) ;

mlsBound = false;

}

/¥k
* Service MOIERFWMET 2
*/

void getServiceinfo() {
if (mIsBound && mService != null) {
String info = null;

try {
/] kIRA b Tk FIRFEN—FF—BRE7 TUICHATRL TEWMERICBYEELTEL

info = mService. getInfo(new String("/8— k> —7 FJIZBAR L T & LMEER (method from activity)”));
} catch (RemoteException e) {

}
[/ *RA Ok R=b+F—RET7 TN LDFBERERTHo>TH. 25 Intent DREMEHET S
[/ B TIIZDZEE, 3.2 ANT—20RLEeHERT 21 28R,

Toast. makeText (mContext, String. format("H—E RN S I%s] #EEF L=, ”, info), Toast. LENGTH_SHORT).s
how () ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
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if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “7);
if (sha256. length() != 64) return false; // SHA-256 (% 32 /81
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LISAOXENH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname I3 F BAERDNY L1 EEZWRET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEEED/NY L1 EEERD/NY L 1EZLHEKT S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length '= 1) return null; /] BHELIIRHT L
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
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return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()
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4.4.1.4. B#BEE Service

B£tFRE Service [Z. B LUSNDTTUMNSFIAINEIEEE1ET S Service THD. EHDEHRETFTTITUR
TLEERL. BT T)HRSEROBEELZTH-OIZFHINS,

LI . Messenger bind 2@ Service #ERAL=HIETRT,

KAk (Service 4£3) :

1. ¥ BE Signature Permission ZE&9 %

¥ B E % Signature Permission ZERKEE TS

Intent Filter Z &t 3. exported="true"Z2BRMIZHKET S

¥ B E % Signature Permission NB#T7TVIZKYERIN TSI LEMHERT S
B#7TIUMED Intent TH-TH, 215 Intent DREMEMHERT S
FMATTIIVEERTTITH LML, T4 ITRERERELTKRL
FMAX7TI)ERICHKERTAPKZELT S

_\lmU'l-bUUN

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. inhouseservice. messenger”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

= JRA4 >k 1% HBEES Signature Permission 2E8&J % —

<{permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I-- Messenger #FIF L 1= Service ——>

- kRS 2k 2% HBEFESE Signature Permission #EREET S —

- S 7RA > b 3% Intent Filter ZE&E 9. exported="true" ZBRMIZHKRET S —

{service
android:name="org. jssec. android. service. inhouseservice. messenger. InhouseMessengerService”
android:exported="true”
android:permission="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<{/application>

</manifest>

InhouseMessengerService.java
package org. jssec. android. service. inhouseservice. messenger;

import org. jssec. android. shared. SigPerm;
import org. jssec.android. shared. Utils;
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import java.util.ArraylList;
import java.util.Iterator;

import android. app. Service;

import android. content. Context;
import android. content. Intent;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.widget. Toast;

public class InhouseMessengerService extends Service{
// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BROFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”“my company key”MiFBHZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;

// Service DI SA T MT—2EER)EVANTEET S
private ArrayList<{Messenger> mClients = new ArrayList<Messenger>();

/] DSATFT DD T—2%ZET DL EIZHAT S Messenger
private final Messenger mMessenger = new Messenger (new ServiceSideHandler());

/] 95 4F 2 D DZITE - 1= Message £ 5 Handler
private class ServiceSideHandler extends Handler {
@0verride
public void handleMessage (Message msg) {
switch (msg. what) {
case GommonValue. MSG_REGISTER_CLIENT:
/] 54T bh5RITE S 1= Messenger ZiBMM
mClients. add (msg. replyTo) ;
break;
case CommonValue. MSG_UNREGISTER_CLIENT:
mClients. remove (msg. replyTo) ;
break;
case GommonValue. MSG_SET_VALUE:
/] DSATORNIT—32%%%
sendMessageToCl ients () ;
break;
default:
super. handleMessage (msg) ;
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break;
}
}
}
/¥k
* DSAFTURMIT—2%%%
*/

private void sendMessageToClients () {

/] hkRA U~ b6k FIATTTVIZERT T THEMD., T4 THIERZRELTEL
String sendValue = "> L F 4« T4 1E#R (from Service)”;

/] BBREINTWEYSAT Y b~ IBBIZEETS

// W—T&FTremove LTHEETDT—RIZTIEALIEZL\DT lterator #FHT S
Iterator<{Messenger> ite = mClients. iterator () ;

while (ite. hasNext () {

try {
Message sendMsg = Message. obtain(null, CommonValue.MSG_SET_VALUE, null);

Bundle data = new Bundle() ;
data. putString ("key”, sendValue);
sendMsg. setData (data) ;

Messenger next = ite.next();
next. send (sendMsg) ;

} catch (RemoteException e) {
/] DSATY D EELEVWGESIE. VR FMASERYERL
ite. remove () ;

}

@0verride
public IBinder onBind(Intent intent) {

/] kA 2k bk JMBEFES Signature Permission BT TYIZLYUERIN TS L E2HET S
if (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {

Toast. makeText (this, “"JMEBEEZ Signature Permission NE#HT7 FYIZLYTEZ SN TULVEL, “, Toast. LENGT
H_LONG) . show () ;

return null;

}

/] kA kbk BT TUDHSL®D Intent TH-oTH. ZIE Intent DRLMEHERT S

/] U TIVNZDERE, 3.2 A AT —2DREMEHRT 51 #3E,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/S5 A —4 %] Z=(+H->7f=, ”, param), Toast.LENGTH_LONG). show() ;

return mMessenger. getBinder () ;

}

@0verride
public void onCreate() |

Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show();
}

@0verride
public void onDestroy() {
Toast. makeText (this, “Service — onDestroy()”, Toast. LENGTH_SHORT). show () ;
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}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL=7 T VDN r—CREWMBT5S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionlnfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission D& I LKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZEZE L=7 7 DFRED/N\Y L 1 {EERT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
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return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] EHELTRDHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()

*RA b 7% Eclipse M5 APK % Export 35&E (2, FIAT 7T ERCHAREERTAPK ZELT 5,

= Export Android Application

Key alias selection

@ Use existing key

Alias: Imy company key

Password: 008088

() Create new key

@ < Back “ Next >
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RIZBHRE Service #FHT 5 Activity DH 2T )ILa—RERT,

KA M (Service #FIAT3):

8. JhHBEE % Signature Permission ZF|FEE3 %

9. JBEEZ Signature Permission AE# 7 TVICKYERIN TSI LEMHERT D
10. FIAET7T)DIAENBHDIIAETHHLEHRET D

1. FIAE7IVEBERT IV THSEM L., T T4 HEREXELTHLL

12. BARE Intent [IZKY B FRE Service ZMEUNH T

13. BR7TVHLDHERFERTH>TH. 215 Intent DR LMEHRT S

14. FIRET7TVELRILHRERTAPKEZESLT D

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. inhouseservice. messengeruser”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

— kRA >+ 8% JMBFS Signature Permission Zf|AEET S —
<uses—permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name="org. jssec. android. service. inhouseservice. messengeruser. InhouseMessengerUserActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>

InhouseMessengerUserActivity.java
package org. jssec. android. service. inhouseservice. messengeruser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec.android. shared. Utils;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Context;

import android. content. Intent;

import android. content. ServiceConnection;
import android. os.Bundle;
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import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// FIR%E® Activity 1EHR
private static final String TARGET_PACKAGE = “org. jssec.android. service. inhouseservice. messenger”;
private static final String TARGET_CLASS = “org. jssec. android. service. inhouseservice. messenger. InhouseMesseng

erService”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BROFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Ny 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255";
} else {
// keystore M ”“my company key”MiFBHZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// Service ML T—AR ERIET B & ZIZFIFHT B Messenger
private Messenger mServiceMessenger = null;

// Service IZT—AR ZEIET S L EIZFIHT 5 Messenger
private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler () ;

// Service M55 (+H > 1= Message Z#0IEJ 3 Handler
private class ActivitySideHandler extends Handler {
@0verride
public void handleMessage (Message msg) {
switch (msg.what) |{
case GommonValue. MSG_SET_VALUE:
Bundle data = msg. getData() ;
String info = data. getString (“key”) ;
/] kR4 13k BRT7 TUHLOBRERTH->TH., EORLMEERERET S
/] U TINZDERE, 3.2 AT —2DREUEHRT 51 #3E,
Toast. makeText (mContext, String. format("H—EZXMS Ys] #EEF L=, ”, info),
Toast. LENGTH_SHORT) . show () ;
break;
default:
super. handleMessage (msg) ;

}
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}

// Service &¥Eld ABIZFIAT SR 3>, bindService TEEIT ZESIINEIZL D,

private ServiceConnection mConnection = new ServiceConnection() {

// Service [CEHEINIZBEITIFENS

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service) ;
Toast. makeText (mContext, “Connect to service”, Toast.LENGTH_SHORT).show() ;

try {
// Service IZE% ® Messenger %iEd
Message msg = Message. obtain(null, CommonValue. MSG_REGISTER_CLIENT);
msg. replyTo = mActivityMessenger;
mServiceMessenger. send (msg) ;

} catch (RemoteException e) {
// Service NEERT L TL\HGE

}

}

// Service MEERT LT, aRryarvhilshi=8B&IIFEND

@0verride

public void onServiceDisconnected (ComponentName className) {
mServiceMessenger = null;

};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

mContext = this;

}

// B—EXBRRRE >

public void onStartServiceClick (View v) {
// bindService %173 %
doBindService() ;

}

// EHRERGERA v
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

/] Y—EREBIERE >

public void onStopServiceClick (View v) {
doUnbindService() ;

}

@0verride

protected void onDestroy() {
super. onDestroy () ;
doUnbindService () ;

}

/¥k

Toast. makeText (mContext, “Disconnected from service”, Toast. LENGTH_SHORT). show() ;

All rights reserved © Japan Smartphone Security Association. Service #{E5-FIAT % 195




l“" mrowone Android 7FYDEF 1T HEH X2 TFI—TAV T HAR 201457 B 1 BER

resotmmon  http://www jssec.org/dl/android_securecoding.pdf

* Service [Z#E# T 5
*/
void doBindService() {
if (!mIsBound) {
/] kA 2k 9k JMEFESE Signature Permission BT TYIZLYERIN TR L ZHET S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, “"¥EBEEZ Signature Permission NEHT7 FYIZLYTEZRSINATULVEL, 7, Toast.L
ENGTH_LONG) . show () ;
return;

}

/] *iRA 2 b 10% FAET T OMERAENBHOIAAETHH I L EHET S

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRAELY—ERIEB#T7 7 Tz, “, Toast. LENGTH_LONG) . show ()
return;

}

Intent intent = new Intent();

/] kA b1k FIAE7Z TVREBRAT TV THEIME, EoVTF 1« THEREZEELTHE LD
intent. putExtra ("PARMN”, "t > F 4 THIERH") ;

// kA 2k 12% BARE Intent 2k Y BHRE Service ZEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

}

/¥k
* Service ~NDIEHELIET 5
*/
void doUnbindService() {
if (mlsBound) {
unbindService (mConnection) ;
mlsBound = false:

}

/¥k
* Service MOIERFWMET S
*/

void getServiceinfo() {
if (mServiceMessenger !'= null) {
try |
/] BBODEEEZEKRT D
Message msg = Message. obtain(null, CommonValue. MSG_SET_VALUE) ;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) {
// Service NEERT L TL\HGE
}
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SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName)) ;

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission DB A [LEXIRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&E L7 T DEBEED/N\y L 1{EEZRT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
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if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] EHELTRDHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()

*RA b 14% Eclipse /5> APK % Export 35&E (2, FIAET7 T ERUHFEERE TAPK 2ELT 5,

= Export Android Application

Key alias selection

@ Use existing key

Alias: Imy company key

Password: 008088

() Create new key

@ < Back “ Next >
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4.42. W—ILTvy

Service EERFICIXUTDIL—ILEFDHIE,

1. Z7FURTOHERT S Service IFIELRAZRET S (s78)
2. ZETHIDLREMEHERTD (WH7R)
3. ¥BX Signature Permission (. B#7TUNEEL-CELEHERLTHRATS (h78)
4. EHETBHR43I24 T Service DHEEFIRM T ENEHIET S (7R)
5. BRBHREZETHEICK REETITINSOBRBERRBRISTETS (WH7R)
6. FIA%L Service HEIE TE5I15E XBRH Intent T Service #F| AT 5 (7R)
7. thOBETT)LEETHIHEEIEFIAL Service RIS (7R)
8. BEZ_RMICIREITIGEEICIE. TOEEDRKDREKELHIFT S (WH78)
9. VI TATHERIFITEHMRYESAHL (HE2R)
4.42.1. 7TIJATOHERT S Service [FFEABEET S (WH78)

FIUR (. AL UID) TOAEAENS Service FIEABRET 5, ChIZEY, OT7TUHSERET
Intent % HE->TLESTEARRY, 77U OREEEFIREN S, 7T OBIEICREEE T EOWEEHCT
ERTES,

E% kI AndroidManifest.xml T Service ZE& T A[FIZ. exported EE% false (2T 52+ TH S,

AndroidManifest.xml
<I— 3JE/ABEA Service —>
- R4 >k 1% exported="false”IZ&k Y. BATRMICIEARSBEST S —
<{service android:name=".PrivateStartService” android:exported="false”/>

Tl F—R(EDIEWNERDONED, A—T7TURNLDHFFASNSD Service THY . MD Intent Filter ZRET
BESTEREHILTIEE DALY, Intent Filter & E. R—7FUR®DIELE Service #FEUHTDHYTE.
Intent Filter A THEUHLI=ESIZERET7T) DMK Service ZEUHLTLESIEANFEET EHNLTH
b,

AndroidManifest.xmI(GEH#£22)

<{1-— FE4NEA Service —>

- SiRA > bk 15 exported="false”IZ& VY. BATRMICIERARZRET S —>

<{service android:name=".PrivateStartService” android:exported="false”>
<intent-filter>

<action android:name="org. jssec. android. service. OPEN />

<{/intent-filter>

<{/service>

[4.4.3.1 exported E&E & intent-filter ERE DA EHHE(Service DIFE)I1LSRT HIL,
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4422 RETHOREMEHERETD (2R)

Service % Activity LRIHRIC. 215 Intent DT —2% WIS HMEICIE. T ZE Intent DR EMZHERELLZ T
IEBIELN, Service ZRIAT 5l Service NODFER(ELTRELL) FHROTREMEZHR T ILENH D,
Activity D4.1.2.5 21{E Intent DRLMERERT D (7R)1T4.1.2.9 F AL Activity HhoDRY
Intent DELMEHERT S (7R) 13T 5 &,

Service [ZHLVTIZL, Intent LIFMMZE AV YRDIEUHLAS Message ICkBT—ADREZELRENH D=6, FTnT
NWEBLTEEZTHEINIELESE,

3.2 ART—EDREMEHER T DI2SRI DL,

4.4.2.3. JETEZ Signature Permission &, B 7 TUNERLI-CLERERLTHIAT S (WH7E)

B#7IVETISFIATESBRE Service 2/E5154 . B E % Signature Permission [CKYRELAL TN
(F725% LY, AndroidManifest.xm| T® Permission . Permission ERE E 211 TIXRENFT+H2TH ST
&.T5.2 Permission & Protection LevelJDI5.2.1.2 B E&HD Signature Permission TE# 7T JE#ET
BAEIESRI DL,

4.42.4. EETHIIIUJ T Service DIRELIRHT ENEHIET D (7R)

Intent /XS A—A2DFEFEOME B EZ Signature Permission DR LW ST=tF 1) T4F v % onCreate [TA
NTIEULFEL, ZOEHIL, Service NEEIFIZHLWEREZZ(T1-LZ(ZonCreate DALEMNEES L=
THd, LM >T. startService [Ck>THIEEIN S Service ZE %9 %515 & (L. onStartCommand
(IntentService ZFA T 5HE(E onHandleIntent) THIEZITH AT NIEALSLEL, bindService THBT S
Service #ERE T HIGELRBRDIENEZSHD T, onBind THEZLEITNITESELY,

4425 HREBERTBEICEBEETITINOOBRBERF/RITIZTS (WH7R)

Service DAA T2k > THRERBFRDRZE L (A—IL/NVIDFULHLEAS Message DEEX) TTVDERENE
155, BREXMNTILVITTHAURERELZEL THRITBERRBRICHTIEEE LETNIEESALY,

SEMBIZL. Activity DT74.1.2.7 #ERBEREFRTEEICIE. BREETITUNISOERFERFBISTET S (s
H)IESRI DL,
4.4.2.6. FIRA%k Service HNEIE TEZSIH5EILBATHI Intent T Service ZFIFHT % (WAh7R)

BE2XAY Intent [Z&Y Service ZFIHT B L. Intent Filter DEZENRCEEIZIEX KA A—ILLT= Service [Z
Intent MEESNTLES, LLERMIZFEL Intent Filter 2 &L=V T7NEICTAAM—ILESN T =15 E.
TILIITI(Z Intent MEESNTLEL., BFHRFENELS, —F. BATRE Intent (XY Service #F| AT B 48
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TELT= Service LIS A Intent Z2Z{ET A EIFHKLEBRMEZLTHD,

=1L, Bl EE I REANHDHD T, Activity DI4.1.2.8 FIASK Activity HEE TESHB A (EBATRE Intent T
Activity ZFIF9 % (WH7R) 15 RI BHTL,

4.4.2.7. h#oEHETT)EEET BB IEFIHL Service #5325 (Wh7R)

it DFET T EEET DB EICITHRTA RN AN KBHER A ENRH D, BT TIRICHIRALET T DFEBRAE /N
VaEFORFLTHE FIAEDIRAE NV 1 EFRZFLTWSIEAE /Y Al — T o0 EFERTHILT,
BYFTELTTIIC Intent ERITTHEEHSIENTES, ERMBRER XDV TEY VT )La—KEosi3a
214.4.1.3 /X—bF—R5E Service |25 BT 5L,

4.4.2.8. BEZZRMICRETIBEICIE. TOEEDOERDREKELZHRETD (7H)

Permission IZ&YRESNTWSBEREESJUHEEEEZMOT7TTIICZRMICIRET HI5EICIE RIEET
TIZHLTE—® Permission #ERTHHGELT. TOREKELZHFLETNIXASAL, Android @
Permission £ aTAETILTIE, RESNEEIIHTEITIVHNLDEETIERIZODVWTOHEREEE
15, COEBFRLEDEHHEIZEY . FTVICHBIN-EENSSITHOTTYIZ, RED-OIZWHEL Permission &
BERTDHIELGRBESNDAREMEN DD, D EIE Permission ZHEREL TSI ELEEEMIZEHMAED T,
Permission DB EZEMEEME(ENS,15.2.3.4 Permission DBEEEMBIZSEI B,

4.4.2.9. o T47ERITTESRYESLLY (HE2E)
THEHEZSBOT T LEET HIEEIZIEE T4 I RIEREZE S TIXESELY,
o T4 ESRE Service EZITELT BI5E . TDHEHRDFR) RIFRIFILAITNIEESAL, 226 Service
[SEMFLIE=BRIIVTRBT HEEZLTNIELESH, T/ \—hF—FRTE Service ¥>B#t[RE Service [T L

F=ERbLEND Service DREITEKELTIERFRIVRIDKNDH S,

UV TAIRIERIETERLEFTEMLBNKIICIRTRETH D, Ef T 55ES. FIFAK Service (EIEFETES
Service [ZPRTEL . 1E#HH LogCat L EITRBLALKSICEELATNIEADEL,
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4.4.3. TR\ RE

4.4.3.1. exported EZTEE intent-filter RE DA S HE (Service DIHA)

CDHARXETIL, Service DAZEMSIEAE Service, 248 Service, /X\—rF—[RE Service, B#tRE
Service M 4 24T D Service IZDVWTREHZEFBAR TS, K21 FIZFFENTLVS AndroidManifest.xml @
exported B L intent-filter ZEXR DA EHEERDORIZEEDTIz, EASELTLVS Service DAL TE
exported BHES LU intent-filter ERDRIEMNELWNZEEHERTSHI L,

= 4.4-2
exported EEDIE
true false BIETE
intent-filter EEAH5 | 2B (fEFZEILE) (fEFEZL)
intent-filter EZ}AGELY | 2AF. /NA—bF—RE. | FH (%)
BRE

lintent-filter E&M' %5 1&Texported="false” |1ZERAZELIZLTL\SDIL. Android DIRAHEWNELT. R—7
TURDIEAR Service ZFUHELIzDBYTH, ERIET 7 TN AR Service ZFUHELTLESIISGAENEE
TE5EHTHD,

BAMICIE. Android [FELT D &SLIRDENET HDTT TR RISREADBETH S,

® HEH®D Service TRILHWAED intent-filter #E&LI=IGE. LI/ AR—ILLI=7TURD Service DEE
NEXRIND
® [MEEM Intent ZE o115 AL, OS [Tk TELD Service KNBEEIMIEEIN T, FUHINS,

LLT®D 3 DOXTAndroid DIRAZEVIZEZEREHFVE LRI ATHEAEZHAETE. X 4.4-4 X . FA—7
TR SULMNIELAR Service(FZ T A) ZRSEH Intent THREUHELEWERELZEEDHITH S, Intent-filter(X
B action="X"VEEZLTLWADON. 77U ALHMIWEWLDOTEREYDEIZLG-TILNVS,
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( 2
FTUA
IS B MIntentZ - T
ServiceZ MU H T
F77F)C
JE/NBfService A-1 g A BIntentZ{FE 5T

exported="“false” Service ZIFUH T

N

Service A-1IELIE 2 BHService’TD T, 7
TUANSLOEUH T ZEFTERL

Androidifi >R
L

4.4-4

4.4-5 BELUHE 4.4-6 (. 7F) AlZimAT7 7 B THREIL intent-filter(E & action="X"\ZE&LTL %
BETHS,

4.4-51FX . 7FT)A->T7T)BDIETAIUA—ILENT-BETHD. ZDBE. 77 CHEEERH Intent Z1%(E
T5E. ELERD Service(A-1)EMFUHZFSELTERKRT S, —A. 77U A IZREEM Intent ZF->TEREYIZHE
—77URDIELEE Service EFEUHEZD T, £X1UT/D(RILI 7 ED)E TIHXEIEFR IS,

é N
7TUA
AEEKMIntentZE{E->T
ServiceZEUH T
77F)C
JE/NBAService A-1 BE BAMIntentZ{E->T

exported="false” Service ZIFUH T

action="X" @

iii::'cif: I BServiceZ o= 7 TAN KA
action="X" VA= ILENTIHE(E. FEFSevice
Dintent—filterM AN FZNIZAEY | 45D

MODFFUH LIS (FFFARL,

Androidifi R
\_

4.4-5

4.4-6 (X, 7TYB>TT)ADIETAVAL—ILENTIZBETHY ., EXaT(EN A THELHD. 7T A
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AEEEKAY Intent ZXELTRI—7TURDIELE Service ZIEVHEF5ET BN, LI/ AR—I)LLEETTY) BD
2B Activity(B-1) DU SN TLESHZRL TS, CHIZKYT7TTY AWhST7T) B IZLTEU U TATHIE
A EETDRREENELTLES, 7T BATILz 7 THNIE. FOFFEU LTI LIERDRRIZEND,

F77C
S BIntentZ{E>T
Service ZMEUH T

A BAService B-1
exported="true”
action="X"

Intent(“X”™)

7TUA
B2 MIntentZfE>T
ServiceZMEUH T

l Intent(“X”) :

sl sl 1ABiService® Fo1=7 T UBAEITA Y

action=“X" Ah—ILENT=BE L, AFASeviceD
intent—filter DHMAXNIZGEY . TTVA
MEDFEUHL T, 82> TService(B-1)
FMEUHLTLES,

Androidifi R
\_

4.4-6

ZMD&EKSIZ, Intent Filter ZFHUL =3E/2AEA Service DEEERAY Intent FFUHLIE, ERIEHT7 TRV HLPER
BRTITIAD LU TATHERDEEERTH=DICETIRNETIEALY,

4.4.3.2. Service DEEHEIZDOINT

Service DREFEIFZHTHY . Yo TINaA—FTHELIzEF 1) T LD T DML H DO B HEIHFH
%Y, startService ZF AT HZE L bindService ZFIATHHZELICKELD N SHA. startService &
bindService MDA THHATES Service ZEKTHIELAIEETH D, Service DEEFZFRET H=HIT. R
DEIGEBIZDOVTREZEITICEITHES,

Service ZHI 7T IZABT BH (Service D2AF)
ETRITT—EDOPYRYETINMNT —2DHEEEZE)
Service ZHlfHd HH GEBN LR TRE)
AMTAERELTETT DM (TAEXEREE)
BHONEFREFIZITOINEITOIE)

REFEDHEEFRDEEDRBEDABEZRICT HE. K 4.4-3 DEITGD, X FRBAAEMELTIRH
SNHEEEL TR DRMADNBELTIZEERT .
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% 4.4-3 Service DEREFEZDHE

A Service DB | T—2ADHEEZE Service O il {E TOvXMEE | TR
(E2EN-#.T)
startService & o o O

IntentService &!

local bind &

Messenger bind &!

O] O x| O
O| O] O x| x
O] O O x
O] O x| O
O x| x| x| x

AIDL bind &

startService &

BHEKRML Service THD, Service 75X % H#AL . onStartCommand TUIEZE TS Service DT EEIET .

FIAT BI1E. Service & Intent THEEL T startService Z{#EHAL TIHEUH T, Intent DEETICR LT, HEERL
EDT—REEEBRT ZEIEXTELUL=, Broadcast BERDFEZFHAEHLETERITIDHENH D, EFH
R, 4.4.1.1 3E20F Service 25 -FIATRI12BBDI L,

X T4 EDFyYIE onStartCommand TITSRHELH DN, EIETD/ NV —U ARG TSRV =N
—kF+—[R5E Service IZIZFERATERLY,

IntentService &

IntentService (& Service #f# R L TELSNTLNB ISR TH D, MUHLAIL. startService B ERHTH 5. BF
@ Service (startService &) [CEERTLUTOHELAH S,

® Intent MM (L onHandlelntent TfT3, (onStartCommand (X4 %iL)
® RIRLYRTEITEND
o MEBMNIi—gLbFENB

WA FNZALYRDT=HOFUHEUIFBNEITREN ., Fa—A VT HEEBICKYS— 2w )LIT Intent [TXT HALEEA
Thnd. &intent DAITREFINGEVD REDOBEHRICL>TEEEDBHRILO—DELTERMNARETH S,
Intent DEETITHL T BREEDT—HZEER T ZLIETELLVH., Broadcast LER DA EEHAED
HTRRTILENDH D, ERMLEEERFIL, 14.4.1.2 0B Service #E5-FIRT S 12BN &,

X2 T4 EDF YY1 onHandlelntent TITORBENH I EETD/\VT—U B ARG TELRLV =/ —
r+—FR5E Service IZIXfERTELLY,

local bind &
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F77)ERLTOERATODAHENIKO—HIL Service #RET B-ODAHEFIET . Binder Y5 AMSIRELIZIFR
#EELT. Service TREL-H#EE(AYVYR) ZHEVHLTICIRBTES LS2935,

FIFAT A&, Service & Intent TIEEL T bindService Z#EHALTHEUH T, Service % bind 53 5EZDHT
. ZRULUTIVERETHDN., AITOLXTORE® Service DARMNTEHRWVE-OBERIIEESND, BEAEH
BREZEHFIE. T ILa—FIZE&FEhbdTaT x4 Service PrivateServiceLocalBind 12BN &,

X TFoBIIZIEXIELR Service DAEERRETH S,

Messenger bind £

Messenger DE#EA#ZFIFAL T Service LDEHEEERRTH5EFHET .

Service ZH| AT HfAIM5E Message MRIEFELT Messenger ZET ZEMNTESD=H. WA TDT—2DHY
WY LEBMAESICERBRABETHD, Tz VEBIEX 21— TSN bz8H. ALYRE—DIZE8IET 25 HL H 5.
£ Message DITREBESINEVA, B GDERIZE - TIEIEREDHRIED—DELTERNATEETH S, FIA
9 %M. Service % Intent THEEL T bindService ZERALTHUH T, EARMGEEHIL. 14.4.1.4 B+
iE ServiceJZ#ZHBND L,

X 1F4LEDFyYIL onBind 4 Message Handler TITSREMNH LM, FIEETD/N\Vr—CEZHBIGTE
U=/ —hF—BRTE Service [ZIZEATELRLY,

AIDL bind #

AIDL Ot#A#ZFIHALT Service LDEEEZERIT T HHEFET . AIDL [TE>TAIU2—Tx—REEHL.
Service DEFOMEEE AV YR EL TR T 5, - AIDL TEZELIAUA— 71— REFRAITEETSILT. O
— LI\ OERRTBHIELTED, VILFRALYREUHE LIEAREREAS., HithALER (LS A LD T Service BITHTR
MICEETILENH D,

FIFAT Al1E. Service & Intent THEELT bindService ZEALTHEUNE T, ERMGEREHFIX. 4.4.1.3 /8
—kF+—FR5E Service ]SRN &,

X a)F4EDOFvoIZBHETE Service Tl onBind T. /S—kF+—BRE Service TlX AIDL TEZEL=M4
—IJI—RADEAYYRTITODELH D, AXETHELI=-E X1 T4214T D Service IZFATRETH S,
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4.5. SQLite Zf#>

4.

4.

AXETIE SQLite ZHRALTT —IRN—RDERB FMEELITIRICEF L) TA L TERETRERZFLD S,
FRRAUME, T—ER—RT7AI DT I REDBEUGEFEE SQL 100 92avIRTERAETH S, Z2
Tl EENBOST —EIR—RI7MILDRAEZTEHTERT TITRET D) LG T —FR—X(FZITIFHE
EH79 Content Provider M\ IR F7T)BETOFERZRRET D, . HIBEEL T4 RERE
TOTNBILEERELTVSD, T3 THWNGEELMT TN DB ENDFRAEETEH(TEH-HDIZELIITEFS
XEREBERTHIELERENDT D,

5.1. > )La—FK

5.1.1. T—AR—XD R &Rk

Android D77 TT—ER—X&HKS51B 4. SQLiteOpenHelper #FE AT HETT—ERN—RIT7/ILDE
BRERLUTIEREDHRTE MOT7TIVNT IR TERNERE) N TED 4, CSTIK. TTVREBIZT—2—
AEERL. Ul EAST—2DRER-EBIN-EE-HIRETIHELTTIEHIZ. ABHLDANICHLUTRIEL
SQL AETENAENESIZSQL Ao Pz h avE L= T ILa—KERT,

4 J7AILDOEEIZELTIE., SQLiteOpenHelper DAY XS V4D E 2 518 (name) [TT7A LDt/ SRABIEET
&5, FD=H. B> TSD h—FZEERELESRIZIIMOT TN LD HRAEZENAREICHEIOTEIENLETH

Do
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v IERIEFERBLT B,

Name of User-1 Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User-12 Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User-17 Info of User-
Name of User-1¢ Info of User-
Name of User-19 Info of User-19
Name of Use Info of Us
Name of User- Info of Us
Name of User Info of User-
Name of User-2: Info of Us
Name of User- Info of User-2
Name of User-2¢ Info of User-2&
Name of User- Info of User-26

& Name of User-13

W oo~ s WwWN
0O~ WwN -

4.5-1

RAb:

1. T—A~R—XEmRIZIE SQLiteOpenHelper ZFE AT 5

2. SQLAVY O avDORFEELTANESE SQL XIZHERTHIERICIEITL—RKRILEZFIATS
3. SQLAYY o avDRERMERRELTT TV EHICH>TANEEZFIVITS

SampleDbOpenHelper.java

package org. jssec. android. sqlite;
import org. jssec.android. sqlite.R;

import android. content. Context;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. database. sqlite. SQLiteOpenHelper;
import android.util. Log;

import android.widget. Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {

private SQLiteDatabase mSamp | eDb; J/BYES T—REKINT AT —EIR—X
public static SampleDbOpenHelper newHelper (Context context)
{
//% R4 >k 15 DB 4ERKIZIE SALiteOpenHe lper Z{EAT %
return new SampleDbOpenHelper (context) ;
}

public SQLiteDatabase getDb() {
return mSampleDb;
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//Writable E— FTDB %<
public void openDatabaseWithHelper () {
try |
if (mSampleDb !'= null && mSampleDb. isOpen()) {
if (ImSampleDb. isReadOnly())// BRICERAEEARETAH—T UV EH
return;
mSamp | eDb. close () ;
}
mSampleDb = getWritableDatabase(); //CDEEETAH—TrEhb
} catch (SQLException e) {
[/ T—BR—RBEIZKBL-5E05EH
Log. e (mContext. getClass (). toString(), mContext. getString(R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;
return;

}

//ReadOnly €E— FT DB %<
public void openDatabaseReadOnly() {
try |
if (mSampleDb !'= null && mSampleDb. isOpen()) {
if (mSampleDb. isReadOnly())// BEIZ ReadOnly TH— TV FH
return;
mSamp | eDb. close () ;
}
SQLiteDatabase. openDatabase (mContext. getDatabasePath (CommonData. DBFILE_NAME) . getPath (), null, SQLiteD
atabase. OPEN_READONLY) ;
} catch (SQLException e) {
[/ T—BR—RBEIZKBL-5E05EAH
Log. e (mContext. getClass (). toString(), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;
return;

}

//Database Close
public void closeDatabase () {
try |
if (mSampleDb !'= null && mSampleDb. isOpen()) {
mSamp | eDb. close () ;
}
} catch (SQLException e) {
[/ T—BR—RBEIZKBL-5E05EH
Log. e (mContext. getClass (). toString(), mContext. getString (R. string. DATABASE_CLOSE_ERROR_MESSAGE) ) ;
Toast. makeText (mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast. LENGTH_LONG). show () ;
return;

}

//Context ZHZ T <
private Context mContext;

[/ T—ITNERa< R

private static final Strlng CREATE_TABLE_COMMANDS

= “CREATE TABLE “ + CommonData. TABLE_NAME + “ (”

“_id INTEGER PRIMARY KEY AUTOINCREMENT

“idno INTEGER UNIQUE, “

“name VARCHAR (” + CommonData. TEXT_DATA_LENGTH_MAX + “) NOT NULL, ~

+ + + 1
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+ “info VARCHAR (" + CommonData. TEXT_DATA_LENGTH_MAX + )"

£y

public SampleDbOpenHelper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;
mContext = context;

}

@0verride
public void onCreate (SQLiteDatabase db) {
try |
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB#&&Ea <> FOETT
} catch (SQLException e) {
[/ T—BR—RBEIZKBL-5E05EH
Log. e (this. getClass (). toString (), mContext. getString (R. string. DATABASE_CREATE_ERROR_MESSAGE)) ;

}

@0verride
public void onUpgrade (SQLiteDatabase arg0, int argl, int arg2) {

/] T—=BAR=ZADN—=2a 7y THICETEINE, T—E2BTLEDNEEZTRT S
}

DataSearchTask.java (SQLite Database 70147 i)

package org. jssec. android. sqlite. task;

import org. jssec. android. sql ite. CommonData;
import org. jssec.android. sglite.DataValidator;
import org. jssec.android. sqlite.MainActivity;
import org. jssec.android. sqlite.R;

import android. database. Cursor;

import android. database. SQLException;

import android. database. sqlite. SOLiteDatabase;
import android. os. AsyncTask;

import android.util. Log;

[/ T—3REBEIRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {”_id”, “idno”, “name”, “info”};

Cursor cur;
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[/ kAR 3k TFTYVEBIZ->TANEEFIVITS
if (!DataValidator.validateData(idno, name, info))

{

return null;

}

//BIEAEEnull o5 2B EERT B)

if ((idno == null || idno. length() == 0) &&
(name == null || name. length() == 0) &&
(info == null || info. length() == 0) ) {
try {

cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;

}

return cur;

}

//No BMEE & TULVi=5 No THRE
if (idno != null && idno. length() > 0) {
String selectionArgs[] = {idno};

try |
//kRA k2% TL—RKRILEZFERTS
cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, “idno = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//Name DHEE SN TULV= 5 Name TRE—BRE
if (name != null && name. length() > 0) {
String selectionArgs[] = {name}:
try |
//k)RA k2% TL—RKRILEZFERTS
cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, “name = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//FENLUNDIBEF info ZEMEICL THY—BRE

String argString = info.replaceAl | ("@”, “@@"); //AH&LTZITER 1= info AN$ZET R —T
argString = argString. replaceAl | ("%", "@%"): //AHELTZITE 1= info RDYE TR —T
argString = argString.replaceAl | ("_", "0_"); //AAE L TRITE > inffo ND_E TR —T
String selectionArgs[] = {argString};

try {
//kRA k2% TL—RKRILEZFERTS
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “info LIKE "% || ? || "% ESCAPE '@ ~, selectionA
rgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity.getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
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}

return cur;

}

@0verride
protected void onPostExecute (Cursor resultCur) {
mActivity. updateCursor (resultCur) ;

}

pac

pub

DataValidator.java

kage org. jssec. android. sqlite;

lic class DataValidator {
[/ AREEFzVvITHB
//BEFTVY
public static boolean validateNo(String idno) {
//null, ZEIXF(E 0K
if (idno == null || idno. length() == 0) {
return true;

}

//BFTHDHLEHRT D
try {
if (lidno.matches ("[1-91[0-9]1%")) {
//BEFEUSN DTS —
return false;

}
} catch (Nul IPointerException e) {

//TS—%&HRH L

return false;

}

return true;

}

/] XFEHDRSEHD

public static boolean validateLength(String str, int max_length) {

//null, ZECF(E 0K
if (str == null || str.length() = 0) {
return true;

}

J/XFFDREAMXUTTHSZEEHARD
try {
if (str.length() > max_length) {
J//MAX S Y RWVEIXZIS—
return false;

}

} catch (NulIPointerException e) {
/]G
return false;

}

return true;

}

/] ANEFT VY
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public static boolean validateData(String idno, String name, String info) {
if (lvalidateNo(idno)) {
return false;
}
if (IvalidateLength (name, GCommonData. TEXT_DATA_LENGTH_MAX)) {
return false;
}
if (IvalidateLength (info, GommonData. TEXT_DATA_LENGTH_MAX)) {
return false;
}

return true.
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4.5.2. L—ILTvy

SQLite ZFERAT ARICITLLTDIL—ILEFH L,

1. DBI7AILDEESG. TV REZIELERET S (H7E)
2. 77)E DB F—A2ExLEFI S5 S Content Provider TZ Ot R &IEHT 3 (78)
3. DB BERFICAIZE/NTA—EE RSB EIEITL—RRILTEERT S (78)
4.5.2.1. DBI7AILDEEG. 7TV LREZIELRET S (WH7B)

DB 77MILDT—E8DREEEZEZT-IFE. DB J7MILDEREBMET IV ERIEDREIZFEDOETEEITARETEE
BERTHD,

BIZIE T7AINDT I REEZELRELI=DHYTE, SD A—FRET I EREDREEZTALMERICEEL
TWAIGEICIE, NS THET VR AREL DB 77 ILIZIESTLES, £z, 7IUTALIURNJICERELIZBETH.
TOEABEELRELGWERRILGWT IR ZHFLTLEIC LGS, CCTIK BREGET VL RHEEREIC
DNTFINEREREITR. TNERB T HODHEICOVTHAT S,

FYEREBAET IV ERAEREICDOVTIE. DB I7MIUT—NERETHIBERNLEADE UTD 2 REERET
BWENDD,

1. ERES
Context#getDatabasePath(String name) T G TE AT 7 A I NA P HF HFIT &> TIE
Context#getFilesDir TEBTESTALINIDERTICEET S 5

2. TUER#E
MODE_PRIVATE(=77 A IVEER L= T DH N T I RA8E) E—RIZEKRET S

D2 BEEMTAIET HOTTINSTIERTELL DB I7MIILDERETICENTES, ChbEERT
BE=OIZIFUTOAELEIFONS,

1. SQLiteOpenHelper ##H3 3%
2. Context#openOrCreateDatabase {3 %

DB 774 LMERLIZFEL TIZ. SQLiteDatabase#openOrCreateDatabase #{#H3 5L TE%, LAL. 2D
AYyREFERALIZIGEE . Android AY—h 74> DI K> T, D 7T h i ERY AT §E%E DB 774 JLAME
BENBTENDTMOTND, EDT=H. COAVVEDFERITE T T MDA EZRRATHELEHET D, £ITFE
(F1= 2 DDAHEITOVNT, TR TN DEHEE LT TERBAT 5,

5 EBE5MAYYRERYETET7 IV ETNRAESHERESZON . DT TUDSIET I EAMNTELGWLNT ALY
(IS =T ALIOR) DY TTAL IR LLTDIRANEIGTED,
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SQLiteOpenHelper AT %

SQLiteOpenHelper #FEAT 5156 . FARBIEHFYZLDIEEEZECTEHELLY, SQLiteOpenHelper ZiR4EL
=S REERL. AV ARSI2DEI81Z DB OARI(T7AMILAICFEHOND)EIEET NIL, BEMICLEDEF
1) T1EHE#ET=-9 DB I7MILEEHR LT NS,

M4.51.1 T—8X—ADERERE I BERNLGERAEEZERLTVSDTERT DL,

Context#openOrCreateDatabase Z{#H3 5

Context#openOrCreateDatabase AV vr#{FEHALT DB DIEREITIHE .. 77MILDT I AEEZF T3V T
BETHIHENHY. BARAIZ MODE_PRIVATE 289 %,

T7MIILDEEIZELTIX. DB & (74 I/ILAIZERAINS) DIETEZ SQLiteOpenHelper EREFRIZITABD T, B
IR DX 1) TABEBREB/ =T I7AILINRIZT7AILDMERR SN S, =1L, TILIRRELIEETEHNDT SD
h—KFiEEFIBEL-1HE . MODE_PRIVATE #EELTHMT TN SLT IR REIZHSTLESIOEEARE
THb.

DB (CXf U CBERI(C 7 T2 ARl EZ 1T D : MainActivity.java
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;

setContentView (R. layout. main) ;

[/ T—BR—ADIEE
try |
//MODE_PRIVATE % £%7% L T DB % {ERk
db = Context. openOrCreateDatabase (“Sample. db”,
MODE_PRIVATE, null);
} catch (SQLException e) {
[/ T—BR—RBEIZKBL-5E05EH
Log. e(this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
return;
}
//EE Do LnE

LI T REDERE L MODE_PRIVATE EEHETLUT® 3 #%E4%Y . MODE_WORLD_READABLE &
MODE_WORLD_WRITABLE [ OR JEH CTRIEHEE T 5HLETESH, MODE_PRIVATE LISNNEESIHEETTID
BEHICBOLADLE TEEITKRFTHILEHEHT D,

6 (FFarrMIiEad &AL AY) SQLiteOpenHelper MEETIE DB DA HIZIEIT7AILDTILISREIEETEDD T,
SD h—FRHET I REDRETEHIMEFRD/NNANERET ANSNENESITSIEALETHS,
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® MODE_PRIVATE ERT7 ) DHFHEZTTHE

® MODE_WORLD_READABLE ER T ) (XRAHEETTHE, MhITFTAHAHDH

® MODE_WORLD_WRITABLE R T T (XFRAHESERE, BITESZAHDH
4.5.2.2. #h77)E DB T—4%#F I B154EI(L Content Provider TZIER&HIET S (Wh7R)

thD7F)EDBT—2EHETHFEELL T, DB 774 /L% WORLD_READABLE. WORLD_WRITABLE &L TYERK
L. D7 TIDLEERT VLA TESLIICT BENIHELHD, LAL, COHETIEDBIZFZVERTET T
DB ~DIREEFHIBRTELUN =, BERILGWEF (TIDICT—REHAEETINDEELH D BRELT. T4
DEZEOBEEHICHENELEY . LIz 7 ORERREGST-UT HAREREE RN,

UEDOIEMS, Android IZHELT DB T—42Z D7 T BT 1541, Content Provider Z{#5Z&%58<
HENHT B, Content Provider Z{FESIZ&IZKY ., DB 12T A7V RFHEER TELELNS3EX)T(DE A
MEDA)YREF T, DB AF¥x—<7#EE% Content Provider RIZERNTEB LSBT AN A) YD
%,

4.5.2.3. DB BERICAENIA—RERIBZERFXTLU—RARILFEFERTS (78)

SQLAV I avEHRCELVIEKRT, FEDANEE SQLXIHMARATKKETL—RARIVFEERTEHINET
0%, TL—RRIVFEFEAL- SQL DEITHEELTIIUTD 2 DDHEEZEIFHIENTES,

1. SQLiteDatabase#compileStatement() % {8 FH L T SQLiteStatement # WM B 3+ 5, T D % .
SQLiteStatement#bindString(). bindLong()EZEFERAL T/ATA—2%FTL—RARILFIZERET S

2. SQLiteDatabese 25 A®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()#x&
EFRUHTRICTL—RKRILEEH->1- SQL XEFERT S

#$. SQLiteDatabase#compileStatement()Z{EAL T, SELECT av > REETTHEHEA.
[SELECT < FD#ERELTHED 1 EX( 171 5B LMAERBTELL
EWVSHIBENHEDTHEMNEOND,

ELLDAREEIGETEL, IL—RARLFICEZ ST —2ONREFRITTIVERITHOTFIvIEN TS
CENEFELL, ULTFT. ENENDAEXITOVTEHRAYT S,

SQLiteDatabase#compileStatement()ZFEHAI 3BS :
UTDFIETIL—RRIILEANT—E%ET,
1. SQLiteDatabase#compileStatement()ZFERAL TIL—RKRILAEEE AT SQL X% SQLiteStatement &L

THFT %,
2. {ERL7=SQLiteStatementA 7 MMIX LT, bindLong(). bindString)&E DAV YREFEARALTIL—R
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RILFIZERET 5,
3. SQLiteStatement #Z7xHkD execute)HEE DAY YRIZE>T SQL #E1TT 5,

TL—ZRILSERBI : DatalnsertTask.java ((k#)
//T—2BMERY
public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask (SQLiteDatabase db, MainActivity activity) {

mSampleDB = db;
mActivity = activity;
}
@0verride

protected Void dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

[/KRRAD R 3k TTUS—2a vERIZRSTANEEFIVITS
if (1DataValidator.validateData(idno, name, info))
{
return null;
}
//T—73BINANE
//TL—RAKRILEEFERT S
String commandString = “INSERT INTO “ + CommonData. TABLE_NAME + “ (idno, name, info) VALUES (?, 2, 7”;
SQLiteStatement sqlStmt = mSampleDB. compileStatement (commandString) ;
sqlStmt. bindString (1, idno);
sqlStmt. bindString (2, name) ;
sqlStmt. bindString (3, info);
try {
sqlStmt. executelnsert () ;
} catch (SQLException e) {
Log. e (DatalnsertTask. class. toString (), mActivity. getString(R. string. UPDATING_ERROR_MESSAGE)) ;
} finally {
sqlStmt. close () ;
}

return null;

- B - - -

HoMLDHETT S SQL XEA TV IRELTHERLTEE/NTA—EZ L TILIDH I TH D, 17T HUELETE
LTWBDT.SQLAU Do av N EET BRMIFAEL, F-. SQLiteStatement A TP/ EBHIATHLET
MIBHHREZDHEENTELEWNS AV EH S,

SQLiteDatabase MR T HBNEBRADAYYFEERT 56 :

SQLiteDatabase H¥ @9 % DBIRIEAVYRICZIE, SQL X EFEAT LD EZITHELELD I H S, SQL XEFERT
A ARz SQLiteDatabase# execSQL()/rawQuery()EEMRHY . L TDFIETETT S,
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1. TL—RRILEEEATSQL XERAET %,
2. TL—RRILFIZEINHTET —HZEERT %,
3. SQLXET—H%ESIHMELTELTRERAYYNERTT 5,

—7.SQL XZEFALLZWLAYYRIZIE, SQLiteDatabase#insert()/update()/delete()/query()/replace()%E A
BB, CNHEFATAEAICIEX. ULTOFIEBTT—E2EET,

1. DBICHLTHEA/BE#HTHT—20HSHEEIZIEL. ContentValues [ZE&ERT 5,
2. ContentValues #5I# &L TELT,. FLERAYYR (LLTOHITIE SQLiteDatabase#insert() £ 479
%,

FAIBF XYW R (SQLiteDatabase#insert()) Z{EHE9 34l
private SQLiteDatabase mSampleDB;
private void addUserData(String idno, String name, String info) {

//EOZL S (B, &§F) Fzvy., TRF—TN0E

if (lvalidatelnsertData(idno, name, info)) {
[/ T—=LavERBLAEMNIZBE. OJHEA
Log. e (this. getClass (). toString (), getString(R. string. VALIDATION_ERROR_MESSAGE) ) ;
return

/AT BT —32 DHEHE

ContentValues insertValues = new ContentValues():
insertValues. put (“idno”, idno);
insertValues. put ("hame”, name) ;
insertValues. put (“info”, info);

//Insert &7

try |
mSamp | eDb. insert (“SampleTable”, null, insertValues);

} catch (SQLException e) {
Log. e (this. getClass (). toString ), getString(R. string. DB_INSERT_ERROR_MESSAGE)) ;
return;

ZOHITIE, SQLav U FEEERERE . SQLiteDatabase NIRIE T 2IEARD AV YREERAL TV, SQLa<
UREEBEFERLGWLD. ZOAZEDL SQLAU Do av DRMITBENEE Z D,

218 All rights reserved © Japan Smartphone Security Association. SQLite &>



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“" mrowone Android 7FYDEF 1T HEH X2 TFI—TAV T HAR 201457 B 1 BER

4.5.3. TRV RE

4.5.3.1. SQLX® LIKE hiZETIAILFH—RZFEHTARIZTR—TNIBZHET
LIKE BREBDTAILEA—K (%, )ZEOCXFIETL—AFRILEDADEELTHEALESE .. FOFEFEETAIL
RA—RELTHERBET 1= REIZIECTERICIRY—TNIEBEZHETLELN DD WEBELRT—RELTIETAILE

H—RZEEDIF ("%"0"") EL TRV WMEE N B TIEF S,

EROIRT—TUNEIE. LTOHYTILa—FD &SI ESCAPE AIZFEAL TITITEMNTES,

LIKE ZF|B UT=iBEa D IR — T UIg |
[/ T—RBEIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride

protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

String cols[] = {"_id”, “idno”, “name”, “info”};
Cursor cur;
. EEE - - -

//info Z&HIZLT like BER E9H—H)

[/RAU kDAL RA—RITHET AXFEIRT—T0ES B

String argString = info.replaceAl | ("@”, “@@"); //AH&LTZITER 1= info AN$ZET R —T
argString = argString. replaceAl | ("%”, "@%"): //AHELTZITE 1= info RDYE TR —T
argString = argString.replaceAl | ("_", "0_"); //AAE L TRITE > inffo ND_E TR —T
String selectionArgs[] = {argString};

try |
//IRA2k: TL—RKRILEEFERT S
cur = mSampleDB. query (“SampleTable”, cols, “info LIKE "% || ? || '% ESCAPE '@~
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast. makeText (mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;
return null;
}

return cur;

}

@0verride

protected void onPostExecute (Cursor resultCur) {
mProgressDialog. dismiss () ;
mActivity. updateCursor (resultCur) ;
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}

4.5.3.2. FL—ARKRIILEZFEATELL SQLATURIZRLTHEBAHEFES
F—DILDEFRACHIBRARED DB AT/ ENIEX R ELT- SQL XEEITTIEE . T—TILBZLEDEIZXL
TIL—RFRIEZFESEIFTELGLD, EAMIZIE, TL—RRILE OERATEEUMEIZRLT A EEAS A S
FEEOXFINEFERTEEIBT —IN—RADKITTRETHLY,

EHRAOHEELDHIRTTIL—RRIVFEERTELGNGEE. ANEICERABONESNEITAICHEEL, BE
BB EREY CEMNBELLES,

= N: ]l
1. XFHINFGA—RELTHERTBIEE. XFOIRT—T 00 +— MLUIBEET
2. BENSA—RELELTHERATSSE. HFUSNDXFHRALTIVEWN LEHERT S
HAF. O RELTHEATAHBA. 1. ITNA, FHATELRLXENEETN TGN LEHERTS

EXEY Do

ZH08: http://www.ipa.go.jp/security/vuln/documents/website_security_sqgl.pdf

4.5.3.3. FRARBICT—EAR—RAQEERANMTONEN=HDOR/EEITD

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase Z{# AL TDB DA R4V RERFL1=15
B.ELELDAYYFEFALTY DB EEAETARELGAREBTA—Toand 7, £,
Context#openOrCreateDatabase, SQLiteDatabase#openOrCreateDatabase % ELRE#TH D,

NF. 7TITNREOEREDFESICEVERET DB OFHFEEZMATLEI (BZHBAOSNTLED) AlEEE
BEHKRLTWLS, EERMIC (i??"')0)1:|:7|‘§&3@%0)%’lil’C*‘*a‘ﬂ"}’C°=c‘?%>):%'iléﬁr’b%)fJ‘s T DIRFREREGE | A ER
YLABEDLGIMEREERET S5 R (L. T IN—RERAMYERTH -T2 $HI LT, REFPRIEDBHRIL
VWTET7T)REDE LIZENDZENHLHD T, WRIZIGLTREZHEHT B,

B {kpIZ(E. SQLiteDatabase#openDatabase [Z OPEN_READONLY ZEELTT—4R—RE4+—T T3,

7 getReableDatabase [FEAMIZ(F getWritableDatabase THETANDERLA T HMNERT , TARITILE
EDKRTEETRAAABEA TV VM ERTELRWNGEIT)—RA L) —DA T IMERT EWVSIEHRTH D

(getWritableDatabase [T 4RI 7V EEDKRTIEETIS—L%5B),
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SAHBMDBHETT —AIR—REA-T>9F3
C e HEE - - -
/] T—BR=—ZADA =T (T—ER—RIFERFH LT B)
SQLiteDatabase db
= SQLiteDatabase. openDatabase (SQLiteDatabase. getDatabasePath (“Sample. db”), null, OPEN_READONLY) ;

S8 http://developer.android.com/reference/android/database/sqglite/SQLiteOpenHelper.html -

getReadableDatabase()

4534, PTIDEHIZR->TDBDAHNT—2ORELEHEEFIVITH

SQLite (FRZEBRLET—HN—ITHY.DB LT Integer ELTEESNTLSHSALICHLTXFROT—4%
BT HENTIRETH S, DBRDT—RIF. BHIEREZEL L2 TOT—INEXDXFT—2ELTDBRIZHKIHES
TS, CDF=®. Integer EDATLIZHLTXFINEDORE( LIKE ‘%123% HE)ETITELARETH D,
F71=. VARCHAR(100) D &LSIT—2DHRARZHRABLTILZINULORSOT 2N AANTRETHDIHE.
SQLite TOEDHIRR (I X 4FER) (TEAFTELRLY,

ZDf=8.SQLite ZFERATE7TIE. CDKS7% DB DFFEITERL TR hT—4% DB [THEMLI=UERFLT:
YLGEWESITT TV DBEHZLE=AoTHAT 2R ELNH D RO HEELTIERD 2 2HH 5.

1. FREF—AR—RITHMT HE. HORSLEDEHA—BL TSI EET S
2. F—HR—AHLEEIELEE. F—2AEEA OB ORSTHAVIEET S

LITTIE, FIELTADEDL 1 LEOBFTHAZLEZRIET 53— FETRT .

Bl : ADFT—FN 1 ULEDBFTHDZE=ERT D (MainActivity.java K DIRE)
public class MainActivity extends Activity {

- HEE - - -

//Bnnn e
private void addUserData(String idno, String name, String info) {
//MNoDF vy
if (IvalidateNo(idno, CommonData.REQUEST_NEW)) {
return;

}

//T—42 BN
DatalnsertTask task = new DatalnsertTask (nSampleDb, this);
task. execute (idno, name, info);

- HEE - - -

private boolean validateNo(String idno, int request) {
if (idno == null || idno. length() == 0) {
if (request == CommonData. REQUEST_SEARCH) {
//RBRNIBORIRIEEF KIZT S

return true;
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} else {
//RRFEMBLNADOEE null, TXFIFTS—
Toast. makeText (this, R.string. IDNO_EMPTY_MESSAGE, Toast.LENGTH_LONG). show();
return false;

}

//BFTHDHLEHERTD
try {
// 1 EDE
if (lidno.matches ("[1-91[0-9]1*")) {
//BFEUNDOBETS—
Toast. makeText (this, R.string. IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG). show();
return false;
}
} catch (NullPointerException e) {
//SBEDT—RATIEHYBEL
return false;

}

return true;

- B - - -

4.5.3.5. DBIZHE#T HT—ZIIDLTDER

SQLite Tl&X, T—RF 77 ILIZHEHT BIRICUU T D KSHEEIZHE-> TS,

HERZECETOT—INEXDXFT—HELT DB I7MILARIZHEMSND
DB IZx L TT—2DHIBRZEIT>TEHT—2BKIL DB 77/ LM SHIBRENZ WD (BIBRT— AT D A1)
® T—HEEHLIIGEEL DB I7MILRNIZIETEFHED T —2LEIBREIN T E->TLS

KT, HIBRENT =TT T IDERH DB 77 ILRIZE=FEDIREITHEH>TULDAREME N H D, COJBATH. A
XEIZR->THEKE]EL. Android OEF1UTAHEENEDTHNIE M7 TVEECE=ZFIST—2-T74
VIZEETIERAEINDIDEFAL, =120, root HEREZEIMEIN S E Android DREMBETIELTI7MILE
IREHINDAREMEZE R DL EDRRICKREUFEEEZ 5T —2DEMINTLSIHEICIE, Android {REEH#
BICEOHVLT—2RELREFLETNIEESA,

CHODERICZKY., iHRD root ERNEMESN -5 E TLFILELNH DL IR EELT—41F SQLite D DB
ZOFEERMT ARETRERN, ESLTHEELGT —FERMESIEBLVGEEICEBSIELET —2Z1BHT 5.
DB £ ZHESILT 5. LEDHENBELL S,

ERICESIEADEGEE . BESEICEIEOHRNOCI—FOHFILLGEAXEDNHELTEBZHFZENLZLIDT,
B RTEDRRAUVNIEDREGT —RERITT)DREIZEEMR~DEBEEBOT 5,

£ELLTM4.5.3.6 [&&E]SQLite T—AR—RXZEIES{LTS(SQLCipher for Android)lIZ, T—AR—RX%EES
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LT B54TSVERBNMLTEL

4.5.3.6. [8%&]SQLite T—AX—X%MEE 19 5(SQLCipher for Android)
SQLCipher [&. T—2R—R 77/ )LD BE BRI 256 E v AES DEE S L #1235 SQLite #E5E THh 5., WL (L.
+—F2Y—XBSD SA4tEUR) &, Zetetic LLC [C&L-oTH#HF-BEHIN TS, ENSMILOHRTIE,
SQLCipher IZ. /%7 /QT . 7Y IL® i0OS TILLFEARASNTIND,
SQLCipher for Android Z7O< Yk &, Android IRIEIZH (T3 SQLite T—EXR—ADIZE DA LS T-IES
{tZHR—r3TBIEEXEHNELTIND, EZH#D SQLite M APl % SQLCipher ARIZHERT A LT, R EITEE L

RCa—T 427 TRELINI-T—IR—REFATESLLITHoTS,

£ M8 https://quardianproject.info/code/sglcipher/

LA

TTVRREIUTDIDDEEET LT SQLCipher DFIAAAIEEIZLES,

1. 77U®D lib T4LYKRJIZ sqlcipher.jar &1, libdatabase_sqlcipher.so. libsqglcipher_android.so.
libstlport_shared.so ZB.E& Y %,

2. ETODY—RITF7AILIZDWNT, import THE SN TLVS android.database.sqglite.* # £ T
info.guardianproject.database.sqlite.* [CZE 9 %, %4 #. android.database.Cursor (X ZDFEEER
AIEETH D,

3. onCreate()DHFTT—EIN—REMHPEL. T—IAR—REF—TUF BB/ RT—FEHRET B

BRI 0 — R4
SQLiteDatabase. loadLibs (this) ; //ET 5S4 TS51) % Context ZER L THELT S
SQLiteOpenHe Iper. getWritableDatabase (passwoed) : //BI#IE/SRT—FK (String®! X1 7IZWELEEDERE)

SQLCipher for Android [F#ER A T/A—23> 1.1.0 THY. 2.0.0 A BHREHEITHTRCE NARHESh TS
KR THS, Android IZHIFTEHERAEEC APl DREMLEVS R TESRRIANDELLSH., BHEFAT Android
THIATTHEER SQLite DEEEEY) 1—av L THRETT 2 RMIEH S,

S4TSR
SQLCipher R T A1=-OIZILSDK ELTEENTWAUTDI7AILHANELELES,
® assets/icudt46l.zip 2,252KB

IHmER®D /system/usr/icu/ LLTFIZ icudt46l.dat MEELEWVSEICHELLS,
icudt46l.dat ROMBLELMEE . 20D zip HMEFESNTHERAINDS,
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(]

libs/armeabi/libdatabase_sqlcipher.so 44KB
libs/armeabi/libsqlcipher_android.so 1,117KB
libs/armeabi/libstlport_shared.so 555KB

Native 54731J,
SQLCipher ®#I#i0—K# (SQLiteDatabase#loadLibs()FEFUNHE LEF) (CERAHRAEND,

libs/commons-codec.jar 46KB
libs/guava-r09.jar 1,116KB
libs/sqlcipher.jar 102KB

Native SATSVEEUET Java 5173,
sqlcipher.jar DAL, &L sqlcipher.jar MSSEBINTLNS,

A5:$95.12MB
f=1fzL. icudt46l.zip (RSN SHE 7TMB 2 EIZHE S,

224
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I 4.6. TFAILEES

Android OtEFa) T BRERBICHSIE. T7MILIFEREZKFIE R E—FREFGF vy 1)T5BMICOH#FIFA
L. REIFEARRICT ZRETH S, 7T URDERK BRI T7AILEBET IV ERSEED TR T7/ILADE
#% Content Provider % Service W\ 1= 7 T REE DL AICE S TRIBET HRETHD, CNIZKYTTURM
D7 I ERFHLEHRTES,

SD A—RZEDOHNEERET N RETDLET I ERGENTELGN D, BEDKELIT7MILERIGE LR DS
fi(PC BENDERDBEBNLGE . BEELESLTILRELGHERDAHERAERET S NETHDH. EAMIH
BERTNARLIZEE o TAIGREREBALI7AIILVEREL TIALHEWN, LTI IERESMEDEC
BT NARALEDT7AIIZRELGETNIEESAEVEE IFBESIEEDORABEIZLEDA, CSTIEERLAL,

4.6.1. Yo7 )La—FK
BB D ESIZT7AILIZRBIFEARICT ARETH D, LN LGNS FTIFLBIFICLE>T DT IIIZT7AILE
BEEGAEEZIFIRELZTLHS, X1V T/OBEANODELI=TD7MILDEELLLERER 4.6-1 [TRT . T7
1ILDIEBFI O T TIADT7 O RS DA EHLEIZEY 4 FBEDIT7AILIZHELTWNS, LIETIEZDZ

FAILDHEEI LY T I a—KRERLUEBAZMZTULL,

£ 4.6-1 X1 )TABRAICKDITFIILDHEELE

T7AIVD55E th7F)~D NIRRT WE
T REFA]
FEARTFAIL L TTI)T4LORIA | @ FTTIRNTOHGHEETES,
o LI TATIERERIENTES,
o TJ7AIIFRBIZCDAASTICT BHRE,
FAMYLRT7AIL | EEAHERY FI)T4LORA | @ 7 T)ELXVI—F—1iRAHMMYATEE,
o F7JSNERIC/AR (BE) ATRE A IEHRE RS,
RAEESLNRITAIL | BAHRY TII)T4LORA | @ 7T IBESA—F—EHEAHEETHE,
EZAH o tXa)TFDBAMIDETTVRIDEAN
HHFERITETEHERE,
NEREET 7ML FAEY SD h—F#EDS | @ FHEAEDIVIA—LMNTELL,
SAEELH) EEAH MEEEEE o 7T)PA—HY—ICkBT7MILDHEAE
E-HIBRAVEIZATHE,
o FHRIIVER/NRICTINE,
HBEMBEORELI7AILERSENTE
%,
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4.6.1.1. EXBRTZ7AILEHRD

&

—TTVRATOHFEAEEEINDTTAIVERIBGETHY . RELITAILDENETHSD, T71IVITHEHNT D

IEEHMN AT EENESN LSS, TEALE [T TI7MILIZIELABDKRETREL. th7T) EDODELIFHRD LY
Y (LRI Android M{L##A (Content Provider, Service)=F AL TITOZEEREIET B,

AV

1.

2.
3.
4

T7AIIE. TTITALIMIRIZERT S

T7AINDT I EREF MO T T)BNFATELZOKIITTFAAR—E—FIZT S

UL TATEREEMT HENTED

T7AIVITHEIRT BHEN)ERISHLTIE. ZOAFEICAOLSTRENDRE M EHRTS

PrivateFileActivity.java
package org. jssec. android. file.privatefile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import org. jssec.android. file.privatefile.R;
import android. app. Activity;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateFileActivity extends Activity {

private TextView mFileView;
private static final String FILE_NAME = “private_file. dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. file) ;

mFileView = (TextView) findViewByld(R. id. file_view);
}

/¥k
* 774 ILOERLE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try |
/] *RA b1k TrANIE TTUT4LY FURIZERT B
/] *kRAU L2k T7A4INDT7 Y LRIEFZ. D7 TUNFATELRVELSIZTSAR—FE—FIZT D
fos = openFileOutput (FILE_NAME, MODE_PRIVATE);
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/] kA E3Ik BT THBEREERMTHENTES
/] *RA U bdhk T7AILICHEATDERICH L TIE,. TOAFEIZEAHLLTARDOLEEEZHEET S
/] U TIVZDERE, 3.2 AT —2DREMEHRT 51 #3E,
fos.write(new String("t > 7« J#1E#HR (File Activity)¥n”). getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fos !=null) {
try |
fos.close() ;

} catch (IOException e) {
}

}

finish();
}
/¥k
* T 7AIINDEEHAHIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {

fis = openFilelnput (FILE_NAME) ;
byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);
} catch (FileNotFoundException e) |

mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {

* 774 ILDOHIRLE

*
* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);
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}

PrivateUserActivity.java
package org. jssec. android. file.privatefile;

import java. io.FilelnputStream;
import java. io.FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import org. jssec.android. file.privatefile.R;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = “private_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClass (this, PrivateFileActivity.class);

startActivity (intent) ;
}

/*k

* J74 )L Activity OFEUH LAE

*

* @param view

*/

public void onCal|FileActivityClick (View view) {
cal IFileActivity () ;

}

/*k

* J7 A IIDFAHAHNIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
fis = openFilelnput (FILE_NAME) ;

228
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byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;

/] *IRA U Rdhk T7ALIVICHEHSNEZBRICHLTIE, TOAFEICELLTHAREOREHZHEERT S
/] BOFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) |
mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {

* 774 )LDIBENIE
*
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
try {
/] *BRAU M1k T7AIE TIIVr—2avT4 L0 FYRITERT S
/] *kBRAU L2k T7AINDT7YLRIEFZ. D7 TUNFATELRVELSIZTSAR—FE—FIZT S
fos = openFileOutput (FILE_NAME, MODE_APPEND) ;

/] kR E3Ik BT THBEREERMTHENTES
/] *IRA U bdhk T7AILICHEATDERICH L TIE,. TOAFEIZEAHLLTARDOLEEEZHEET S
/] U TINZDERE, 3.2 A AT —2DREUEHRT 51 #3E,
fos. write(new String("t > 7 4 T#1E#R (User Activity)¥n”). getBytes () ;
} catch (FileNotFoundException e) |
mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fos !=null) {
try |
fos.close() ;

} catch (IOException e) {
}

}

calIFileActivity () ;
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4.6.1.2. HADYLETI7ZAILEHRD

TREZBOTIIVICHLTHBELARTSHDT7AILTHD, LTFORAUMIK[EMFIFTTERETNIE, LB
HRELITFAILDENAIZESD,

RAUR:

1. I74NIE TTVTALIRIAIZERT S

2. I7ANDTIEREZ ADTI)IZHLTEHRARYERE—FIZTS

3. UL TAIIERITAE ML

4. T7AIITHEMRT HEN)BERICSHLTIE. TOAFEICEADOSTHRERORLUEHERET S

PublicFileActivity.java
package org. jssec. android. file.publicfile. readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import org. jssec.android. file.publicfile. readonly.R;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = “public_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. file) ;

mFileView = (TextView) findViewByld(R. id. file_view);
}

/¥k
* 774 ILOERLE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try |
/] *RA b1k TrANIE TTUT4LY FURIZERT B
/] kRAU L2k T7AINDTIEREF, thO7 T ICH L TEHEARYERE—FIZTS
fos = openFileOutput (FILE_NAME, MODE_WORLD_READABLE) ;

/] *RA Dk 3Ik BT THERIFEMLEGD
/] KRRA bk T7AIVHERMT HERICHLTT, TOAFEICEADLDLTABDOREMZHERET S
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/] U TIVZDERE, 3.2 AT —2DREMEHRT 51 #3E,
fos.write(new String("E> T4 T THULMEIR (Public File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) {
}

finish();
}
/¥k
* T 7AIINDEEHAHIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {

fis = openFilelnput (FILE_NAME) ;
byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);
} catch (FileNotFoundException e) |

mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {

/¥k
* 774 )LOHEIRNIE
*
* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);

}
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PublicUserActivity.java
package org. jssec. android. file. publicuser.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io.FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import org. jssec.android. file.publicuser. readonly.R;

import android. app. Activity;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file.publicfile. readonly”;
private static final String TARGET_CLASS = “org. jssec. android. file.publicfile. readonly.PublicFileActivity”;

private static final String FILE_NAME = “public_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity b YEFEBATLE)");
}
}

/*k

* J74 )L Activity OFEUH LAE

*

* @param view

*/

public void onCal|FileActivityClick (View view) {
cal IFileActivity () ;

}
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/¥k
* T 7AIINDEEHAHIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try |
File file = new File(getFilesPath(FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;

/] *IRA U Rdk T7ALIVICHEHSNEZBRICHLTIE, TOAFEICELLOTHAREOREHZHEET S
/] BUFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) |
} catch (IOException e) {

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {
}

/¥k
* 774 )LDIBENIE
*
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
boolean exception = false;
try |
File file = new File(getFilesPath(FILE_NAME)) ;
/] EEAMTEKT B, FileNotFoundException ASFEAE
fos = new FileOutputStream(file, true);

fos.write(new String("E > T 4 T THUMER (Public User Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText (e. getMessage () ;
exception = true;
} catch (IOException e) {
mFileView. setText (e. getMessage () ;
exception = true;

} finally {
if (fos !=null) {
try |
fos.close() ;

} catch (IOException e) {
exception = true;

}
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}
}

if (exception == false)
calIFileActivity();
}

private final String getFilesPath(String filename) {
String path = ”7;

try {

Context ctx = createPackageContext (TARGET_PACKAGE

Context. CONTEXT_RESTRICTED) ;

File file = new File(ctx. getFilesDir(), filename);

path = file. getPath() ;
} catch (NameNotFoundException e) {

}
return path;
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4.6.1.3. RAZSSLRT7AILERD

FRESBDT7IVIHLT, RAESHEREHTITEI7MLDENETH S,

THESROTITINFRAESAEELVNICEK. YL 7L EARNBTOESHRANAETHY . T—2DEREMHE
LREMLEURIASNEL, T BEEOLWMEETHLI7MILAD T —EDBRPOEZAAETIZ(IVIRE
FIHLEBETHY . TDLILT7AILITHEEEA L LERAMEMNENIZEFLLY,

UEDLII, EFa)TADERAGETTIRIDE RN LD, HABTELRI7MIVERLITERT S EEF
AIRETHY . mAZBZLFT7MILOFEREE (TR IERSAL,

AV
1. 7T INSHRAEEAREL T I EREFRTEL=T77M/ILIFESLELY
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4.6.1.4. SEEIREASZS LR I7AIVERS

SD h—FDESBHEEEIRT NARALICT7AIVEERNT HI5ETHD LRHIBREDKERTFREZEMT S
(Web Moo oO—RLIz77 M/ LEELGE D) HEECHEICERERFOHT (N IT7VTRED)SEIZHAT
BTENBESND,

TR EGRAZEE AR I7ANIETEESHOT TR L TCISRARMY A I7AIL IERIEDHEEEE D,
&51Z android.permission.WRITE_LEXTERNAL_STORAGE Permission Z¥|HAEELTW\AFEESHDT
TNIZHLTIERAEESDET7AILILREDOHEEEEF D, TO1=0 . N EGAHAEET LR I7MIILOER
(FHERPDRICEEDHEZRETHS,

Android 77 DIBHIEL T, NI T VT IT7AIVIIHEERIBET NA R LITEREN DI EN S LY, LA LIMBEE
BT NAREDT7AILERTRD ESIZTL I TEECHMOT TN HEAPHIBREINTLESURINH S,
WZIZ/NYITYTEHNT BT ITITRINVITITI7MILILERHIZ PC FDRLGIGFICIE—L TS
W IEWSTBERTRETHHE . TT)DHEROHHABTOVRIR/IMED I RN ELLED,

RAb:

1. Yo TA4I7ERITAEMLLL

2. THIVBICA=—VBTALINICTFAIVEERET S

3. IFAIITHEIT HENL)ERISHLTI. TOAFEICAOOTHRNEDORLUEHERT S
4. FABOT7T)TEEAHETHEMERIZTS

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externalfile”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />
{I— android. permission. WRITE_EXTERNAL_STORAGE Permission #fIFREEJ 5 —>
{uses-permission android:name="android. permission. WRITE_EXTERNAL_STORAGE” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=". ExternalFileActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>
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ExternalFileActivity.java
package org. jssec. android. file. externalfile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [0Exception;

import org. jssec. android. file.externalfile.R;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = “external”;
private static final String FILE_NAME = “external_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. file);

mFileView = (TextView) findViewByld(R. id.file_view);
}

/¥k
* 774 IOERLE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try |
/] kiRA U1k £ T 0 THBERITEH L
/] KIRA 2%k FTVEBIZAZ—H BT« LY FIICT7AIVERET S
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fos = new FileOutputStream(file, false);

/] *IRA R 3Ik T7AILICHEAT DERICH L TIE, TOAFEIZEAHLLTARDOLEEEZHEET S
/] U TINZDERE, 3.2 AT —2DREUEHRT 51 #3E,
fos.write(new String("t > < F 4 T THUMESR (External File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
} finally {
if (fos !=null) {
try |
fos.close() ;
} catch (IOException e) {
}
}
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}

finish();
}
/¥k
* T 7AIINDEEHAHIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try |
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size(];

fis. read(data) ;

/] *IRA R Ik T7AIVICHEHSNEZBRICHLTIE, TOAFEICELLOTHAREOREHZHEERT S
/] BOFIZDEEE, [3.2 AT —2DReMEZHET 5] 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) |
mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {
}

/¥k

* 774 ILDOHIRLE

*
* @param view

*/

public void onDeleteFileClick (View view) {

File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
file.delete();

mFileView. setText (R. string. file_view);

ExternalFileUser.java
package org. jssec. android. file. externaluser;

import java. io.File;
import java. io.FilelnputStream;
import java. io. FileNotFoundException;
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import java. io. [0Exception;
import org. jssec. android. file. externaluser.R;

import android. app. Activity;

import android. app. AlertDialog;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content.Dialoglnterface;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class ExternalUserActivity extends Activity {
private TextView mFileView;
private static final String TARGET_PACKAGE = “org. jssec. android. file. externalfile”;
private static final String TARGET_TYPE = “external”;
private static final String FILE_NAME = “external_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewByld(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity(intent);
} catch (ActivityNotFoundException e) |
mFileView. setText (" (File Activity Y EFHATLR));
}
}

/¥k

* D74 )L Activity DFEUH LAE

*

* @param view

*/

public void onCallFileActivityClick (View view) {
calIFileActivity () ;

}

/¥k

* T 7AIINDEEHAHIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {

private static final String TARGET_CLASS = “org. jssec. android. file. externalfile. ExternalFileActivity”;
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File file = new File(getFilesPath(FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;

/] *IRA R Ik T7AIVICHEHSNEZBRICHLTIE, TOAFEICELLOTHAREOREHZHEET S
/] BOFIZDEEE, [3.2 AT —2DReMEZHET 5] 288,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) |
mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {

* J7A4I)LODBFTNE
*

* @param view
*/
public void onWriteFileClick (View view) {

/] *kRA vk dk FRABOT T TEEAHETOEWNMERIZT S
/] =1L, BEOHD T TINLEEZ -BIBRGEETSCLEBELTT TYDHREETS T L

final AlertDialog.Builder alertDialogBuilder = new AlertDialog. Builder (
this);
alertDialogBuilder. setTitle("7/R4 > + 47);
alertDialogBuilder. setMessage "RIFEBID 7 7)) TEZAHFEITHHENNIE");
alertDialogBuilder. setPositiveButton (“0K”
new Dialoglnterface.OnClickListener () {

@0verride
public void onClick(Dialoginterface dialog, int which) {
calIFileActivity();
}
DR

alertDialogBuilder. create (). show() ;

}

private final String getFilesPath(String filename) {
String path = ”7;

try |
Context ctx = createPackageContext (TARGET_PACKAGE
Context. CONTEXT_IGNORE_SECURITY) ;
File file = new File(ctx. getExternalFilesDir (TARGET_TYPE), filename)
path = file. getPath() ;
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} catch (NameNotFoundException e) {

}
return path;
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4.6.2. IL—ILT Y

T7ANEESIHRIZIZUTDIL—ILETFTSHE,

1. 774IIERBIZEARIZ7ZAILELTERT S (H7E)
2. DT TI)HLHRAEESHERTTIEARREL I 7AILITER LAY (Wh7B)
3. SD A—FRHRENTEETNARIZEIAT2771ILDOFBIIDHER/IRIZTS (Wh7B)
4. J7MILDEFEPRRMEZEELTTTIDHREETS (78)
4.6.2.1. 2714ILIXIRBIBEARI7AMILELTHER T % (Wh78)

[4.6 274 EHKS1IT4.6.1.1 FERRAT7AILERI ITHRAR =L, NS HERONBICEOLST I7/ILILIR
BIFEABEICT H5RETHSH, Android DEF1)TAHFDOERAL L, FHROPYRY EZDOT VXX
Content Provider %> Service %&£ ® Android DA DR TITSIRETHY . TELRLWBELHIIEEDHT7
AIWVDT7 I EAETHRAT S LEREAT HI LIRS,

BIFANEZATDH T ILA—FOLUTDIL—ILOELSEOIE,

4.6.2.2. OTTIDLHRAEESHERTT IV ERTRELI7AIVIFERLEL (W7H)

[4.6.1.3 JHAEZRDRAT7ANERIITRARFESIT MDTTVITHLTIFAINDHRAEEEHT T HE, T74
VIS S BERDFIEHN TEGN, ED=O . LX) TAHGBR AN o LEEE - RN LGE RO HEAEE
BNRTF7AIVEFIALI-BEROKFEEZHNETIEEL,

4.6.2.3. SDA—FLGENBRIBT NARITEMT HT77MILOFARILER/NRIZT S (7R)

[4.6.1.4 NBEREGAHEE L) IT7MILERD ITHRAT=ESIZ, SD A—RZIFLHET DA EERIET /NI RIZT7
AWEEBELLEE, X TABFIUVHEDHA DB RN BENGEEZIEA S LICEN S, —AT.SD h—F
F7TVTALIONM SYEFREORWIZAUNERZ. 7TINBICT 2R HT DICEREZSHE— DR
L—oRD T, 7T DERIZE>TIEREEHZ/LRNT—RE BN EEZLND,

NEBERIETNARIZTFAILEERINT B8 . FHEZHOT7IVE LV A —H—D5RH -2 -HIBRTEHLEE
BELT. Yo T ILa—FTRR=ARAUIEED TUTDEIBERAV MR EZDITTTITIDHRAFTITOILEL DS,
HPEBEILOEFERLEDEBESRMICODVWTIEIEAATAIRDSEDRTIREEEHKITHIFTETHD,

FREIELTEU O TATIRERIIHNERRIB T A R LD T7AILIZREFLAEL

LLEV I TAIRBRHRENDBERIBT NM R LD T7AIVICRES HHRITESIET S

7 TP 1 —HF—ITHEASHTIIRSERENBELRET AR LD T7MIVICRET HEEEEFERD
—HEICRET S

NBEBTNARLDT7MIVERHADEE . AR T 2OREMEHERELTHLT—4EFIATS
DT T)OL—F—ICE>THERET NI R LD T7MILIFNDTHHIBRESN S LERELTT T &%
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G E (A E AV A

[4.6.2.4 7ML DEFHEZEZZERLTTTIDEHETS (WA IBSHEILHIL,

4.6.2.4. J7MILOEHFHMZEEZEELTT T DREEITD (7R)

TIIVTALIMICREENF-T =2 EUTDOLI—H—REICKVEREND, 7T VDA FHME—HT . T
F7TIOEFHRMEIVEVDDHIFETHD,

o F7I)DTUALAR—IL
0 BF7IT)DT—ERELUVFYv aDBEETREI-ITIIr—av -7 )r—a>nEE))

SD A—FEDONEERET NARLEICRBFEINTZT7AILIE. TT)OEFLHBIYI7MILOEFHEARNIEN
B THD, SHICRDIRNRLEET DLENH D,

0 1—H—[ZkBI7MILDHEE
® SDA—FRDiRERY-ZELEBEZ-TUIIUk
® TIILIITIZKBIFAILDEE

CDESIT7AIVDRFEFRICE>TIFAINDEFHBNRLG L0 KETHRALI&SHEEU T4 ITLIER
ERETHERLZTTE TITVELTELLWHEEER T 5B R THLI7MILORFEAEZELGRRT DL EN
Hdo
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4.6.3. TRV AL

4.6.3.1. T7AITARI)TEBREHDI7AILELH

DT TR T7AIIEEET I EREEED TG T7AIVTARIVTIEHTIZ7ANRE ST HHELH
%, Content Provider & Service TTDOAEMEZ S, Content Provider %> Service DH TIELFHI7AILES
— Tl ZEDITFAINTARII)TRERFOTITIITEST  HHFET7ITVETFAIT AR )T 3ERTITAIL TS
HEETED,

DT TV T7AINEEET I RSB EIT7AIVEFREZLEI7FANTARI)TEBREHDI7AILEFEAEDLL
BER 4.6-2 IZRT . TIORREDN\)I—3 07O RBSFATET7T)DEHETHA) YA H D, FIZT7IER
AT ET7T)EAMIHIHTERECANEX L TAB A TIEA) YR KRELY,

& 4.6-2 FTIRMI7ANEABAFEOLEK

T7AVKEEHE TOEAERED/N) I -3y TORREHAT 7T DEE
DT ITNIT7AINEEET IR | HiAEY FTRTOT7IIIZRLT—ETIER
SEHTFAILEE EEAH FFRILTLES
GiARY+EEAH
T7ANTARYIVTIEHD T 74 | FiAHEY Content Provider %> Service [Z7 %
ILHE EEZAH XL TKBT7TIIZRLTEBIIZ—
BEEDH iS3:0 ek o & 3 I N2 o e 1 i
GiARY+EEAH TE%
FAHY+HIBEEDH

LRIFTANABEREDELLICHHBITHIETHAIN  MOTITVITT7AINDEERAHEHRTHET7AILA
BOTEEMMMRIEL DKL S. HICERDTTIALRBFICEESAADTONDE, T7MIVRABDT—2EEA
BATLEWT TN EEICEMELGEDYRIDNH D DT TVEDT7AINEABITENTIE, HHAHERT
(FZEFATTHDMNEFELLY,

LI T TIX. Content Provider TZ74 V&£ EF T 5EEFI(GEAR Provider DI5FE)EY T ILa—RELTEET
B,

RAUb
1. FEAZ7IIEERTIITHEIND., o T4 B EREEFELTEL
2. B[R Content Provider 77UNS DR TH-TH. BRET 2D TLMHEZHERTH

InhouseProvider.java
package org. jssec. android. file. inhouseprovider;

import java. io.File;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
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import java. io. [0Exception;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentValues;
import android. content. Context;

import android. database. Cursor;

import android. net.Uri;

import android. os. ParcelFileDescriptor;

public class InhouseProvider extends ContentProvider {
private static final String FILENAME = “sensitive. txt”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION”;

// BOIERED/NY P {E
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M“my company key”DIEBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride
public boolean onCreate() {
File dir = getContext (). getFilesDir () ;
FileOutputStream fos = null;
try |
fos = new FileOutputStream(new File(dir, FILENAME));
/] kAU b1k FRATT7 TVIEEHRHT TITHSIHID., EoiT4 THERERELTEL
fos.write(new String("E > T 1 TiIER"). getBytes()) ;

} catch (IOException e) {
} finally {
try |
fos.close() ;
} catch (IOException e) {
}
}

return true;

}

@0verride
public ParcelFileDescriptor openFile(Uri uri, String mode)
throws FileNotFoundException {

// HMBEEZ Signature Permission WEH T TVICEYEESIN TS LEHERT S
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}

}

}

}

}

}

if (1SigPerm
.test (getContext (), MY_PERMISSION, myGCertHash (getContext()))) {
throw new SecurityException(
"B EZ Signature Permission ABHT7 TUICK Y ERINATULVELY,
}

File dir = getContext (). getFilesDir () ;
File file = new File(dir, FILENAME) ;

/] BTN =ORAMYEREEITRT
int modeBits = ParcelFileDescriptor. MODE_READ_ONLY;
return ParcelFileDescriptor.open(file, modeBits);

@0verride
public String getType Uri uri) {

return

@0verride
public Cursor query(Uri uri, String[] projection, String selection

String[] selectionArgs, String sortOrder) {
return null;

@0verride
public Uri insert(Uri uri, ContentValues values) {

return null;

@0verride
public int update(Uri uri, ContentValues values, String selection

String[] selectionArgs) {
return 0;

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

return 0;

") .
’

import
import
import

import
import
import

import
import
import
import
import

InhouseUserActivity.java
package org. jssec. android. file. inhouseprovideruser;

java. io.FilelnputStream;
java. io. FileNotFoundException;
java. io. I0Exception;

org. jssec. android. shared. PkgCert;
org. jssec. android. shared. SigPerm;
org. jssec. android. shared. Utils;

android. app. Activity;

android. content. Context;

android. content. pm. PackageManager ;
android. content. pm. ProviderInfo;
android. net. Uri;

246

All rights reserved © Japan Smartphone Security Association.

T7AIVEERS




SECURITY

l“" mrowone Android 7FYDEF 1T HEH X2 TFI—TAV T HAR 201457 B 1 BER

assocmion  NEEP//www jssec.org/dl/android_securecoding.pdf

import android. os. Bundle;

import android. os. ParcelFileDescriptor;
import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIR%k® Content Provider (&R
private static final String AUTHORITY = “org. jssec. android. file. inhouseprovider”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION”;

// BOIERED/NY P {E
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Y 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M“my company key”DIEBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// FIFA%E Content Provider M/8w i — & 4G
private static String providerPkgname (Context context, String authority) {
String pkgname = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (authority, 0);
if (i = null)
pkgname = pi.packageName;
return pkgname;

}

public void onReadFileClick (View view) {
logLine (“[ReadFile]l”) ;

// MBEEZ Signature Permission WEH T TVICEYEESIN TS LEHERT S

if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
logline(” MBS Signature Permission BT TVIZEYESEZIATULEL, 7);
return;

}

// FF% Content Provider 7 7V OIIBAZENEHDIAE THL L E2HRT S
String pkgname = providerPkgname (this, AUTHORITY);
if (IPkgCert. test(this, pkgname, myCertHash(this))) {

logLine(” FIFSE Content Provider [ZB#7 7Y TIXAL, ) ;

return;

}

// B%tBRZE Content Provider 7 7WIZBTR L TRULMERICIRY UV T X FZESHTKL
ParcelFileDescriptor pfd = null;

try {
pfd = getContentResolver (). openFileDescriptor (
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Uri.parse(“content://” + AUTHORITY), “r”);
} catch (FileNotFoundException e) {

}

if (pfd = null) {
FilelnputStream fis = new FilelnputStream(pfd. getFileDescriptor());

if (fis !=null) {
try |
byte[] buf = new byte[(int) fis.getChannel ().size(];
fis. read (buf) ;
// *iA >+ 2% BtRE Content Provider 7 7UMNLDIERTH-TH, ET DKM EH
B B
/] U TINZDERE, 3.2 AT —2DREUEHRT 51 #3E,
logLine (new String(buf));
} catch (IOException e) {
} finally {
try |
fis.close();
} catch (IOException e) {
}
}
}
try |
pfd. close() ;
} catch (IOException e) {
}

} else {
logLine (" null file descriptor”);
}
}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView) findViewById(R. id. logview);

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;

4.6.3.2. TALIN)DTIERIERTE

NFETIZAIICEBLTEF ) TADEERAZHRALTE =, I7MLDAVTFHTHATALIMNIZDOWNTEE
XA )TADEENDETHD, CCTIITALIMNI DT O RAEREIZOWTEX AT LDEERA M EERBA
I3,
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Android IZIE, ZFUTALIRIRIZH T TALIMIERG - 1ERT DAV IRDBUKOMABEIN TS, THELD
R 4.6-3I1279,

& 4.6-3 7IITALINBTOYITTALIMNIEG EREAY YR

7T IIZxtT B aA—H—IZkBHIBR
TORAEDIRE
Context#getFilesDir() RA[(RITHERD #) [BRE1=TF7T) =TT )r—2a 0% FE R
—ITF—3%HE]
Context#getCacheDir() A (RITIHER D #) [BREI=TF7T) =TT )r—2a 0% FE R
- ¥yl aZifiE]
X T—2%HEITHHIBREN S,
Context#getDir(String name, | mode [CLLTFZI5E/IHE, BBEI=TTT)1->TT)r—2320 %8R
int mode) MODE_PRIVATE —IT—3%HE]
MODE_WORLD_READABLE
MODE_WORLD_WRITABLE

CCTHIZRZTITHDI(E Context#getDirQICkdT7 IV ZREDHRETH D, 771V DERTEHERBAL TS LD
[Z.Android OEF2TAHEFDBEANSTALIMBERMICIEIELARIZTEIRETHY ., 7V ERIEDRTEIC
J:’J—C'rﬁ $&® ﬁjél_atj_’,u*)&amlj'ﬂ;ﬁﬁ b\%éo)—cs 'rﬁ $&®/\ﬁl~(i1m0)$5§€%zé/\%—eﬁéo

MODE_WORLD_READABLE

FTRTDT7IIVIZHLTT ALY DHEAHBRVIEREEZ 5757 THD. TRXTOTTINTALININDI7AIL
EPEL2OI7AIILOBEEERERBAEIZES. COTALINBTICHEDI7AILERET HILILTER

LWDT, 27T DFERIZIET+REEFENVETH D,

MODE_WORLD_WRITABLE

M7 TVHLTTAL I DEZRAHEREE R 5757 THSH, TRTDTTINTALIMNIRADIT7AIVELERL,
¥E 8 UAR—L,HIBRDEREIZG S, ChODIREIXD7MIVBERD T 7 RAERE (GHIRY ., EEAH. RT) &
(FEBARTHY. TALIN) DEESAHERNH AT THRELLIRETH L EITTIENVES, DT T UM
BBFITTOTANEHIBRESNYESBRA N YT HD T, BERCDIZVEFERALTIEILRLELY,

* 4.6-3DI1—H—(zkBHIBRIZBELTIX. [14.6.2.4 D7/ DEFHRREEZELTTIIDERHETS (b
H)IESBOIE,

4.6.3.3. Shared Preference 2T —4R—XIT7A4ILDT I REEXTE

Shared Preference Y7 —4R—XET7 ML THEBEIND, TV EREREICDODWTIEITI7MILERILCENE R D,

8 NEBRRL—U D DSMERECIRERE(SD h—F G ENDBELEERIVMRAUNEBA-BBIITELL, ZD1=H
FABMUVERDEVARAN —D 77/ LN IR R EICBBSN THRAEETREITAD I LI EFEGL,
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L7=HA>T Shared Preference 1 T —AR—RET7AILERBRIZERMIZITIEARI7AILELTERL. RED
#E(X Android D7 T EEEO A K> TERTIRETH D,

Shared Preference O {ERHIERIZ;RT - MODE_PRIVATE [ZXYUIEART7AILELT Shared Preference Z4E
ELTUL\3,

Shared Preference J 7 1 JLICT7 O X FIRZ&E I D451
import android. content. SharedPreferences;
import android. content. SharedPreferences. Editor;

Gal))|

// Shared Preference #E#B94 % (HITNIEEREIN D)

// RA 2 b FEAKRBIZMODE_PRIVATE E— F&#HET S

SharedPreferences preference = getSharedPreferences (
PREFERENCE_FILE_NAME, MODE_PRIVATE) ;

/] EMNFHDT) 77 LU REEEATH

Editor editor = preference.edit();

editor. putString ("prep_key”, “prep_value”);// key:“prep_key”, value:“prep_value”
editor. conmit () ;

F—RAR—X[ZDUVTILI4.5 SQLite ZFS512SBT 5L,
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I 4.7. Browsable Intent ZF|FH93 3%

T59Hhib Web R—S DY O L TRET LT ITVEEDLZEMNTES, Browsable Intent ELVSHE
BETHD, 77X, URI RF¥— L% Manifest J7AILTIEETAHIET, FD URI REF—LEFEHDIIADBEE
(A—H—DAYTHEE)ZRIGEL. YD INTA—RELTREIT A EMNAREIC S,

F1=. URI RX—LZFATHIETITVTDORIET ST TVEEET 5AEIE. Android D#A#%5T i0S fhd
T39I —LTERELTEY . Web 7T EQNERT T ) BELE IZ—RRMIZEHL N TS, Bl Z (X, Twitter 7
71)%° Facebook 77 TIEFRD &57% URI RF—LMNEZRINTHY. Android THi0S THI T Y M OIS
57 TIHEETHLS(THE-TINS,

= 4.7-1
URI RF—Ls xticd 57 7)
fb:// Facebook
twitter:// Twitter

COESIEECFEREEZ-BEANLEEETHIN., EEHIE=ZBICERASNIERELBATLS, EED
HBWeb HAZHELTYLYID URLIZRELZ/INSGA—E2ZLALTETTT)D#EEEZERLT-Y. RL URI RF%
— LT EL=RIL 9T 7 EAVAM—)LEE T URL [CEFNHIFHREEIRYLI-Y T ELGENEZLND,
CDESLBEMEIZHIET =012, FIFTBEIZIEWNLODNDRA UMK E D IF T NIELESELY,

4.7.1. Yo7 )a—kK
LITFIZ. Browsable Intent ZFIFALI=7 T DY T )La—K%ERT,
e 1

1. (Web R—J)xtiEd % URI RF—TZE o) I DINFGA—RIE T4 TEIEHRE S HIEL
2. URLDNSA—BZEFRATHRNMEN T EMEHERET S

Starter.html
<html>
<body>
Ad— *RA Yk 1k BRLIZCEY VT« THIEHRESDHEL —
{d—URL/NS A—42 L LTEIXFAIE., UTF-8 T, DRI T >a—KFLTHLIE =
<a href="secure://jssec?user=user_id"> Login </a>
</body>
</html>

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. browsableintent”
android:versionGode="1"
android:versionName="1.0" >
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<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=".BrowsablelntentActivity”
android: label="@string/title_activity_browsable_intent”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>

<intent-filter>
<action android:name="android. intent. action. VIEW” />
// BEERM intent £2(+1(+53
<category android:name="android. intent. category. DEFAULT” />
// Browsable intent #=(+{F(+5
{category android:name="android. intent. category. BROWSABLE” />
// URI "secure://jssec’ #ZIT{+1+5
{data android:scheme="secure” android:host="jssec”/>
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>

BrowsablelntentActivity.java
package org. jssec. android. browsableintent;

import android. app. Activity;
import android. content. Intent;
import android.net.Uri;

import android. os.Bundle;
import android.widget. TextView;

public class BrowsablelntentActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_browsable_intent);

Intent intent = getlntent();

Uri uri = intent. getData();

if uri = null) {
// RLNRS A=A TEINzI—F—ID #WRTS
// *kRA2 k2% RLD/ISSA—2ZFAT HRIEORLEEHEET D
/] BTV DEEE, 3.2 AhT—2DRLMEHRT 51 258,
String userID = “User ID = ” + uri.getQueryParameter (“user”);
TextView tv = (TextView)findViewById(R. id. text_userid);
tv. setText (userID) ;
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4.7.2. W—NLTvy

Browsable Intent ZF|A 9T HEEICITUTDIL—ILEFHIE,

1. (Web R—=SEDRIET DY IDNGA—R €T TEEREEDHEL (7R)
2. URL DNSGA—RZFATHRIMENZTEEZHRT S (2R)
4.7.2.1. Web R—=J)AIET BV IDINSGA—RIZEU T4 TEIERESHL (78)

T59H LT %2y T LI, data(Intent#getData [CTHU#)(Z URL DEA A-7= Intent NFEITSN, TR
FLIZEYEZ YT B Intent Filter 227 TUNEHT 5,

ZDH, AL URI REF—LEZ(F1H1T5 LS Intent Filter NRESNET7TUHAERELET BE(E. EEDOREHK

B Intent [CLDHEENERRIZTTVBIRODFA A 7RI NRRSN, 2—F—DBRL-TZTUHNEETHI LTS,
R, 77)BIREEOERFZELTIILIITHABELEL TV EGE (X, A—HF =BT DI TERESET

LESBIRENHY . NSA—EMNTIL I TITEDI LIS,

DRI Web R—=U DY) URL [ZEHT=NFA—RIEITRTRILIITITESAREEAH LD T, — D Web
R=DYDZEEDEEERIRIZ, URL DNFA—RICEEE O TATREREEDHH LT TR TR
LY.

URL (C—Y—ID &/XXT— RN A > TUL\BHI

insecure://sample/login?user ID=12345&password=abcdef

F1z. URL DNFGA—=EHRA—H—ID BRELV I TATTHIMERDADIBETE, 7T URERED/ART—KA KN
EZT7TVRITESE B LSLEHETIE. a—F—DREDTICTIL D7 EREILTLEL, TILVI7ITHLT/ART
—FEADLTLESBEELH D, TD=H. —EOOT (VLB BKRIET T VAITRIET LG EHRERATA
ETH5.Browsable Intent IZk2T7TJEENTHETIEEM Intent IZKZT7TUREITHY . ERILE-7TUN
SNSRI LRNCEEZBICEWN T I - U—ERREZ LN TEILELNH D,

4.7.2.2. URL D/SA—RZFIRATHEIMEDOREMZHEET S (7R)
URIRF—ZIZEDLERYV I TTIRFEEICRS T H TUERAIEELD T, 7TVIZEEN = URL D /AT A—4
MERD Web R—UMoELNTLHEFROAELY, Ff=, EENT= URL D/RSA—FMNIERD Web R—U o1k

DN TEENEINERANDHFELEL,

ZFD=%H. Btz URL DARFA—FEF AT HHNZ. NSA—LIZBELGIMEAA>TUWENALGE  ENTE
MEEETDIDENH D,
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I 4.8. LogCat(zcASH AT 3

Android [ LogCat &M (ENE L AT LA HELAHY . SR T LOATIEREZITTHT T DO E#HRE LogCat
[T AEh3, LogCat DOV IERIIFELCIHERNDID 7 TUMSEHEARYATEE 0TH D=0, T T14THIER
# LogCat IZAJ HALTLES7IVICIXERBROMBMENHDESN D, LogCat [ZIF 2 T4THiEHRED
THATRETEAL,

XA TABRATEV)—RR7ZTITRE—IATHALGOIEANEFELL, LALKRABEBICKY))—RIRT
TV THATH AT BT —ADH S, CSTEY)—RRZIVIZENTEATH AL DD, oo TT 3 ERITAY
HALGWAEERBNT 5, £1=14.8.3.1 V)—RR7IVIZETH05HID 2 DDEZHIBERTEIE,

4.8.1. Yo7 )La—FK

ZZTIl& ProGuard ZFIFALTY)—RR7 T T®H LogCat ~DOY HAhZEFIHIT S5:5E#N9 5, ProGuard
[EFERASNTLVENAYYRE EENICRELZI—FEZEHEIRT SREIELY—ILD—DTHS,

Android ® android.util.Log 25 XIZ(& 5 f&EN O HAAY YK Log.e(). Log.w(). Log.i(). Log.d(). Log.v()
NHd. AT ERIE. V)—RRT7T)THATEIEFERLE-OVER(UTOEROVEREES) & UU—RAR
F7UTHEALTELELLRWN(FzEA LTV AD) AT HER(UT. AEOTBREES) ZRFNTEINETHD.
EBROJHAD=OHIZIE Log.e()/w()/i0EERAL. BHOJ HADT=HIZIE Log.d) /VOEFERT LKL, 5 185
DOOTHAA)YEDFENDTDEMICDONTIXN4.8.3.2 OFLAR)LEOTHAAYRDBIREHEE |2 SBT S
&, F1-.74.8.3.3 DEBUG B4 & VERBOSE B4 [ HEIRIIZHIBR SN A0 (T TIXRL BB BT 5L,

RR—TLRET, Log.d()/vOTH AT SFEQJ ERERAFERT7IT)TIEXOSE AL, V)—RR7F)TIXRST H
ALBEWS YT ILA—FRZBNT 5, ZOH 2T ILa—KTIE Log.d)/VOFEULHELI—FEEHEEIRT 51=0HIZ.
ProGuard #{#ERHLTL\5,

9 LogCat [cHHAEh =04 E#RIL. READ_LOGS Permission 2FIRHEE L7 ) THNIEXRABMYTIRETH S,
f=12L Android 4.1 LIBETIE LogCat [CHAShizthDd 7T OOJERIEFEARY FAal&igof=, £z, AX—L7
Ao1—H—ThHn(E. ADB ##HT LogCat MDAV EHRESHIT S LLAIRETH D,
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RAb:

1. B T47%1E#HIE Log.e()/w()/i(). System.out/err THALEL

2. Ui T4IEREO T E AT EBHEEE Log.d)/VOTH AT S

3. Log.d(/VODMUHELTIFRVEZFEALGVDACADSLLE)

4. —REIJFTIE Log.d)/VODFEUH LA B EIHIBREN ST HAEEBAT S
5. Y)—=RRRF7TUD APK 774 ILIEU)—RE LR TER T S

ProGuardActivity.java
package org. jssec. android. log. proguard;

import android. app. Activity;
import android. os. Bundle;
import android.util. Log;

public class ProGuardActivity extends Activity {
final static String LOG_TAG = “ProGuardActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_proguard) ;

/] *RA b1k 22T THIERIL Log. e O /WO /i 0. System. out/err THA LA
Log. e (LOG_TAG, "t > T 1« T TILELVESR (ERROR) ) ;

Log. w(LOG_TAG, "t > T 1 TTILALVEER WARN) ) ;

Log. i (LOG_TAG, "t > T« FTIEALVESR (INFO) ™) ;

/] KRA b2k 2o T4 TREREQTHNT H5HEF Log. dO/VO THAT S
/] *RA 2k 3k Log.dO/vO DU L TIIERYIEZFER LG (AP

Log. d(LOG_TAG, "t > 7 « J7:1E%R (DEBUG) ) ;

Log. v(LOG_TAG, "> 7 « J7:1&#R (VERBOSE) ”) ;

project.properties M—xp
# ProGuard
proguard. config=proguard-project. txt

proguard-project.txt
B OSRA, AVY RBRZEOEREHC

—-dontobfuscate

#ARA Rk JY)—XEJFTIELog. dO/VODEUE LABEHIBRSN A EHAZEAT S
-assumenos ideeffects class android.util.Log {

public static int d(...);

public static int v(...);

All rights reserved © Japan Smartphone Security Association. LogCat [CAT AT S 255



JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

Android 7 /) DX 7RE X2 T7aI—T1VTHAR
http://www jssec.org/dl/android_securecoding.pdf

20147 A1 BiR

*RAUE Sk YY—RR7Z T D APK F74)LIEU)—RE LR TIERLT %

£ Java - Eclipse SDK
Eile Edit Run Source Mavigate Search Project Refactor Wind

» laB | M~ &5 d| =[O0~

[# Package Explorer 52 0% Y = 0
» 122 JSSEC Shared
> &= Log OutputRedirection

> |2 Log Profuard

MNew 3
Go Into
Open in New Window
Open Type Hierarchy F4
Show In Alt+Shift+W »
= Copy Cerl+C
= Copy Qualified Name
g Paste Ctrl+V
¥ Delete Delete
Build Path [3
Source Alt+5Shift+5 »
Refactor Alt+Shift+T »
g2y Import...
(&3 Export...

& Export

Select

Select an export destination:

type filter text

> = General
4 = Android
[ Export Android Application ]

» = C/C++

> = Install

» [= Java

> 7= Plug-in Development

» = Run/Debug

> = Team

> = XML

@j < Back

4.8-1 Eclipse TV —RMR7 FUVZEERT DA iE(Export 35)

FRFERT ) (T3 TEILR) EV)—RIRT T (V)—REJLR) D LogCat H AID:ELER 4.8-2 IT5RT

FFERI7TY (/N ITEILR)

DU—=XR7ZTY (UU—-XEILR)

&0 LogCat 33 @;. Declaration El Console &0 LogCat 337 @ Declaration [El Console
Search for messages. Accepts Java regexes. Prefix with pid |
Level Tag Text Level Tag Text
E ProGuardhetivity Frear 0T EER (ERROR) E ProGuardictivity o300 vIEER (ERROR)
I ProGuardRotivity T FT0IHCEER (INFD) I ProGuardietivity {22303 vIEER (INFO)
D FroGuardictivity TFoaT070EER (DEBUG)
v EroGuardictivity a0 EER (VERBOSE)
4.8-2 Log *YYFDOBARIRT ) &) —RR7 7)) D LogCat tH D=L
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4.8.2. IL—ILTvY

LogCat A4S 2 H DT BB, LTDIL—ILESFRIE,

1. EBROJERICE U TAIHERES DT (WHh7R)
2. BEOJEREEHNTZa—KE))—REILFEIZEEHIR T HEEAZTEATS (HESR)
3. Throwable #7 xHrERT H AT HEE(E Log.d()/VOAYYREES (HE3E)
4. A4S HEAIZIF android.util.Log Y5 AD AV YEDHERT S (HE2R)
4.8.2.1. BROJERICE U TAIHERES O (W7E)

LogCat [ZHALE=AT FMDTTUMBHL ZEMTELSD T, V—RRT7 TN 1—HF—DOJ 1 EREED
T TAOGRREOT H AT HENHOTIILELHEN, RARPICE O TAITLERZEOTH AT 53— EE
MENESIZT D, HAWE, Y)—RFNED LA —FEETHIRT 5 EARETH D,

COIL—ILZIEFS B=-HICE EROTERICE O TAIRBRESOLBNIE, LI, LI TATRERE
HAYHa—rEV)—RELREICHIRR T SHEBAEEAT HLEMHET 5, 14.8.2.2 AFEOJTEREZL N

35— FZ))—RELFKICBBAEIRT SHEHEAZEAT S HE) 2SRRI DL
4.8.2.2. FROVBERELENTH3—FE))—RELFHIZEBHIRT SHEEAEZEATS €i:39

TTIRFERF EHLTODVIDONEBEOPRMEERERR. 707 S LREBOKRERR. BETOMILOBE
ETSBELE  REBENBEOERCT N\ ATEV O TAIGRBHREQTH NS E NI ENH D, 7T URFE
FCEo T4 0EHRET /NI 0T ELTH AT 2D EFEOLENA, C05E(F. 14.8.2.1 ERRJERICEY
TATIEREE DI (WZR) ITHRARI=KSIT, V) —RENBTHET HAT HAI—FZHIBRT 5
&

))—ZREILFEFICBAFER VIR HREL H T 50— REREERICHIRT 510, Ao DY—IILEALTI—FEIBRE
BT 2HMAEEATRETHD, TDE=HNY—ILIZ 4.8.1 THENL ProGuard H 5. LT TIE.
ProGuard ##>7za—FRIBROEMAZEATIEDFEEFHBAET D, 2Tl 14.8.3.2 OJLAR)LEOST H
ARV YR OFBIRELE |[THEHL, FAROVERE Log.d)/VODWT DA THALTLSTIIITHL TEEH
FEATHLERELTLS,

ProGuard IEERAEIATWWHEWVWAYYRFE EEMICFAELZRI—FZBHHIKRT %5, Log.d)/v) %
-assumenosideeffects A7 a> D3I HITIBET S &IZKY. Log.d(). Log.vODFFEUHLAERE IR E4 D
—kéAEEIN ., BEIHIBREN D,

Log.d()/v()%Z-assumenosideeffects CIBE T D ET. BFBIBROXRICT S

—assumenos ideeffects class android.util.Log {
public static int d(...);
public static int v(...);
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)

—OBEFHIBROEHAEFIRATSIEEE. Log.v(), Log.d)DRYIEZFERALTLESE Log.v()/d)Da—KAEB&
SNBVRISEENDBETH S, £oT. Log.v(), Log.d)DRYEZFEAL TIFHESEL, zEZ X, ROEERI—
RIZHEWLTIE. Log.vOA EIEREShEELY,

HIBRIETE U7z Log VOO HIBR S N/RWEER I — R
int i = android.util.Log.v(“tag”, “message”);
System. out. printIn(String. format (“Log. v) A\%d ZR L1=,", 1)); // EED1=6Log. vODRYEZFERA,

F71=. LiE ProGuard ZEI2&Y. Log.d) XU Log.vOM BEIBIBRSN D ZEERIRELI-Y—RO—F i H o=
%, HLZNDY—XO—FK% ProGuard FHEMNSATWVEWMEDOTOD /P THRALTLES L. Log.d) R T
Log.vOD BIBRESNAEWL = B2 o T RIBHRMARBLTLESRRMEAH S, V—RO—FEBF AT HEE.
ProGuard REZEH-TOCIIMNRBEDEBEMHERERT 5L,

4.8.2.3. Throwable #7 > x/+&05 H HhT5LE(E Log.d()/vOAVYREES (H2E)

[4.8.1 Y7 )La—F1ELUN4.8.3.2 AT LA LEOATHEAAY YR DBEIRELE |[TRLIZEY. Log.e()/w()/i()
TlEE T4 L EHREO T E AL TEESED, —AT. AEENTOVSLORELZHMICOTE HT 520
(2. BISLFEERFIZ Log.e(-++, Throwable tr)/w(::-, Throwable tr)/i(---, Throwable tr)TRAYYIrL—R%
LogCat I[TATHEALTWST—RAMBHLNS, LWLENS, RFVIML—R(ETOT S LORAEEEEZ I H
ALTLESDT. 7IVT—2avIc&oTCEEV O TATRBEBAEFENTLESEENH D, HIZ L.
SQLiteException ZZDNFEFHALTLESE, EDLS% SQL RT—F AV RITEINF=MDEASMNIIEED T,
SQL 122z av HBOFIMNESZTLEICEL H S, &Ko T, Throwable #7720z /bE0S H AT HEIC
(. Log.d()/Log.vOAV Y DHEFERTHILEHRET B,

4.8.2.4. O HAIZF android.util.Log Y5AD AV YREDHERT S (32E)

FREDICTITIINEEBYIZEMEL TSI LERERT 51012, System.out/err TAYZHNTHIENHBES
5, HBAA System.out/err @ print()/printin)AYvk T3 LogCat ICRTEH AT B EIELATREREAY, LT DOE
mALO4 HAIZIE android.util.Log 75 AD AV YR DA EF AT S EE8<HET D,

A EHNTEHEEE. —BICIEFEROBRIEICIECTEAAVYREEND 1T, HAZEFIET 5, 22 IE, Tk
I5—, BE. BELT7TIERENGE DR NI EDNS, COR D% System.out/err (SEATHFED—DIC
(£, T5—&Z4(F System.err. TR LS System.out THATEHENH D, LML, COBE. U —RBFIC
LHNTIDLEDHL T4 THEWVERCERADTBR) &V TATHERIEFENTUVSATREED H DB
HFEAFKOTERDBRICAVYRICESTHAINTLES, &0 T U TAITLREHREE N T H3—FZEIBRT 21
2. BIBRRADFRLET BTN H S,

Ff-. B AAlZandroid.util.Log & System.out/err £ 557 & (&, android.util.Log DA ZEFEIFZE LT,
A HAI—RZHIBRT ARICEETHEMNEZ D120, HIRRENLZEDIRANELDETNAH D,
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EROLILGIRAMNELHERERST =8I, android.util.Log 75AD AV YR DHERT B EEHET S,
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4.8.3. TRV AL

4.8.3.1. V)—RRZIJIZBH+305HID 2 2DEZA

1J1)—Z kR Android Z7IVIZE TR0 BHDEZAICIERELDITT,. —YI0T B AT RETIELGEWEWNSEZA
L. EBRDOBHDOEOHITHELREREOQOITH AT ARELNSIZZAD 2 28H5, txX1 ) T4BETIEV)—RRT7 T
JTEF—EaT EALENIEREZEFELL, LOALKRABERIZEYVY—RR7TI)TEOTH AT —INH 5,
CCTIEMEBEBOZENZENDEZFICONTHARS,

1 DEIFVI)—=RBR7ZFVICEVWTETHATEHIEICEHFEVMEN G Lt T T RERERELTL
FIVRINHAIDT, [—YIATH AT RETRHLENIENSIEZ A THS. COEZHIF, Z<D Web 7TViEH
REGELEL, Android 7T7VERRETREY)—REOT7T)OOTERERAFENNET 2FENAAESN
TWENIEIZEDEDTHD, cOEAAICEDIE FAFEFRICEALEAT HAa—FERRIROYV—Xa—FH5
HIBRL TV —RIR7Z TV EER T HELVERMNGEN D,

2 DBIF. AREIT—HYR—METTIT) DR EERMETOIRBFELLT. [ROBTO-OICRELREREQYS
HATREIEVIZBZATHD, COBEZFICEIKE N —RRT T TlEEV T4 T LERER>TATH A
LTLEDLHZWESHDDFEENBRELLS=H. YT ILa—FEo a3 TRNALI=ESBANAMIRE IR T 518
AN ELLS, 158, Ticd Google M Code Style Guideline 2 DEHMZEZ AIZEDILTINVS,

Code Style Guidelines for Contributors / Log Sparingly
http://source.android.com/source/code-style.html#log-sparingly

4.8.3.2. OJLANNLEOATHAAYYRDEIREHE

Android @ android.util.Log 5 X% ERROR, WARN, INFO, DEBUG,VERBOSE O 5 EEfED OIS L NILHE
ESINTWS, BALELWBSEROASTLAILIZIELT, @74 android.util.Log 75 RAD O H A AV YRR
FTEILENHD, BIREELER 4.8-1 [TFEdHT-,

£ 4.8-1 OJLRLEOTHAAIYRDRINERE

AsLRIL | AYYE HAT5078R08E 7TV —REDERE

ERROR Log.eQ | 7FULB&G AR RICH~f-LEIcH | ZRODTBERITLI—F—L58BTS
HYBaTER, CENEESNBERTHL=0. R

WARN Log.wQ | 7FUAREIH T hiKRIEBL | R7ZTUEV)—RR7TYOEAHTH
LEICHE AT HRT1ER. TJHASNEIREZFERTHD. TDI=

INFO Log.iQ | LRBUSAT. 7TTUDZETRERKED | DTOATLANLTIEEL O TATEIE
TEOEREEMOESENTH AT S0 | MEATHALTHGSELY,
J AR

DEBUG Log.dQ | 77VRARERBIZHED/N\TORAEHAD | ELOOJERIETIVREEEZRAD
EHIc—BMIco S HALEWTOYS | EHRTHE=H. VI—RE7TUTIE

260 All rights reserved © Japan Smartphone Security Association.

LogCat [COY AT S



http://source.android.com/source/code-style.html%23log-sparingly

resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“" mrowone Android 7FYDEF 1T HEH X2 TFI—TAV T HAR 201457 B 1 BER

LNER DK BEIEER, 04 HASATRELHMERTH S,
VERBOSE |Log.vQ | LlEOWWFhiztZULALNDSER, | BRERT7ITITEEL O T4ILERE
FIUBKRENSEEELEUTHAT | HALTHEEDLLA, Y —RRT T
BZOYEENRYT D, —N\—LDiE | TS LTI EREDYS
ET 4 THALEWNMEELE, | HALTIIALEL,

KYUFHMGOT HADIERIZDOVWTIETRE URLEZSRBT ST L,

Code Style Guidelines for Contributors / Log Sparingly

http://source.android.com/source/code-style.html#log-sparingly

4.8.3.3. DEBUG O%'& VERBOSE 04 (X BHEIRIICHIBRESN B0+ TIEAELY
Developer Reference ® android.util.Log 75 XD EER 10ZIERD KSLEE L H S,
The order in terms of verbosity, from least to most is ERROR, WARN, INFO, DEBUG, VERBOSE. Verbose
should never be compiled into an application except during development. Debug logs are compiled
in but stripped at runtime. Error, warning and info logs are always kept.

RAFEZEDORIZE, COXEMNS Log VIRADEEEZRD LSRR ELTLD AL D,

® Log.VORFUHLIFU)—REJJLREFIZIET /1 )LEn T VERBOSE OF A hExn 5T EAi7Ed
® Log.dOFFUHELIFaV /ML dhY, EITHFICIL DEBUG B A AASh BT LIE7L

LAOLERIZIE Log V5RIESOKSICITEMERT . T/AVTEIR, V)—RELRERHTETOOSEHEALT

LES, EATHDZEDMNBN, COEX(E Log VFRADEEIZDNTE->TWADTIFAL, O EHRETTS5H

HREZFLVNSELZFRAL TS ZITTH S,

CDREDHY T IILA—KRTIE, ProGuard Z2FE>TEREXDLSLHELERRT A EEBNLTLS,
4.8.3.4. BuildConfig.DEBUG I ADT 21 LI TES

BED Eclipse B ADT 754 14> Tl XD &£5%; BuildConfig.java 77/ ILANBEIE RSN 5, ADT 7551V

[Z&>TTEED DEBUG E#4 (BuildConfig.DEBUG) A%, JI)—XE LR Tl false. T/3\WJ EILRETlE true ICEE
BEIND,

BuildConfig.java
/*x Automatically generated file. DO NOT MODIFY x/

10 http://developer.android.com/intl/ja/reference/android/util/Log.html
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package com. example. buildconfig;

public final class BuildConfig {
public final static boolean DEBUG = true;
}

FEO&3IZ BuildConfig. DEBUG £FLNBE, JU—RE LKESIZOY A ST BT LA TES,

| if (BuildConfig.DEBUG) android.util.Log.d(TAG, “B 4 H H1EHR") ;

FESEMS ADT 20 LLEITIZ/AT HHY ., 1)) —REJLETH DEBUG BHA true (2551580 Ho1-, ADT 21 LL
BETIENTHEESNTIVDD T, BuildConfig.DEBUG #5154 (3 ADT 21 LIREFESHELH S,

4.8.3.5. OJEROEAH I TUEZHIRT S

TEY—R3—KR#% ProGuard TY)—REJLRLT Log.d)ZHIRLI=HE . Log.d)DFEUH LALEE (FEEa—F D
2 TR) IFRIBRENDEDD. ZDFRTEY O TAIREREMAIL THNE (TEI—FD 1 78) FEIBRSNA
WIEITERABETH D

String debug_info = String. format ("%s:%s”, "L T4 THEHR 1", "o T4 THIEHR?2Y);
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info);

ERBY—Ra—FEJ—REILRLI=APK I7AINEFET U TIVTBERD &SI12HD, HEMIZ Log.d)DIFUHL
WBIIFELGVLD, "o T4 TRER 1"V XFIEHEER L String#format() AV YR DIEUH LALEA
HIBRSh T HEL TSI EN SN D,

const-string vi, "%s:%s”

const/4 v2, 0x2

new-array v2, v2, [Ljava/lang/Object;
const/4 v3, 0x0
const-string v4, "L T 4 THIE®R 1"
aput-object v4, v2, v3

const/4 v3, Ox1

const-string v4, "t T 4 THIER 27
aput-object v4, v2, v3

invoke-static {v1, v2}, Ljava/lang/String;->format(Ljava/lang/String;[Ljava/lang/0bject;)Ljava/lang/String;
move-result-object vO

ERRZIE APK J7MILE#ET 2 TILLT, LROLSICATHAEREEAILTTVLERERRETLIDEES
BIETIFELD, LALEREITHEEDSMEREHR>TLET7ITIICENTIE, SO KSHNEA APK T71)LIZ5K
D2TCLFEX>TEELLHENGEELHYFD,

LLERDESGAT HABRROBA L TRELAIBRLTLENWMESIZE, ROLSITERT HELL 11, JY—

AR DHY T ILa—F%E, &4 BuildConfig.DEBUG Z AL Mz if XTHEo1z, Log.d)FEUH LETD if XIEZFE
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AEREIZIEIV N ISORBILLEBIZE>T, TRV UTILa—FOUEBIHNILHIBREIN S, 1z12L74.8.3.4
BuildConfig.DEBUG (& ADT 21 U TES IDEFENBETH D,

if (BuildConfig.DEBUG) {
String debug_info = String. format ("%s:%s”, "L T4 THEHR 1", "o T4 THIEHR?2Y);
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info)

HE. TieY—RO—FIZProGuard ZERAL-BEH. RHRICOJEHROA AL TLIE ("result:" + value DE )
NE-TLES,

| Log. d(TAG, “result:” + value);

COBALTEDRIITHLT NIEELLY,

| if (BuildConfig.DEBUG) Log.d(TAG, “result:” + value);

4.8.3.6. Intent DA LogCat IZHAEND

Activity ZFIFHT BRI ActivityManager A% Intent DAR% LogCat ICH AT 5= FENDLETHS,
[4.1.3.5 Activity FIRBFEOOS HAIZTDOVWTIEZSEBTHIL,

4.8.3.7. System.out/err IZHAhShd045 O

System.out/err MH H%k(F LogCat TH B, System.out/err [CHASNZD (. FAERENT /AT DI=HIZH
ALE=0TIZB5HEL, fIZIE RDBE . A2V IEL—XIE System.err IZH SN B,

® Exception#printStackTrace()Z{#-1-15&
® [EEAMIIC System.err ICHASNDIHE
BINET7T) TFrvFLTWVEWGE R T LA Exception#printStackTrace()IZET =6, )

ARy —RIZIFTTIER OEBRNEENST=O. FINIRAFEENELINIR) VT TRETHS,

RIEMIXTEEL T, System.out/err MHH%E%E LogCat LISNNMZEETB5ENH D, LLTIZ, J)—REJLREIC
System.out/err OEAKEZEEL. ECITEATHALBVKSICTIREFMEEITS, 1L, COXIBIE
System.out/err O HEET7T)DETHIZ—BHMICESBRADDT, 7P R T LOREEIZEN S
NESIHERRDIZRITIVDELNDH S, Tz, CORKIZTTIBEOTOERIZIIENTH LM, VATFLTOE
ANERTHIS—ATZMHTEHIELETELGN TRTOIS—FMFITEDI DT TIFAENILISEET S L,

THAD, BIBROY U TILaA—F et 578, TOFEFEL

All rights reserved © Japan Smartphone Security Association. LogCat [CAT AT S 263



l““ fewone Android 7T DX 2T X 1T I—TALTHAE 201447 A 1 KR
resotmmon  http://www jssec.org/dl/android_securecoding.pdf

OutputRedirectApplication.java
package org. jssec. android. log. outputredirection;

import java. io. [OException;
import java. io. OutputStream;
import java. io.PrintStream;

import android. app. Application;
public class OutputRedirectApplication extends Application {

// ETIZHHALALPrintStream
private final PrintStream emptyStream = new PrintStream(new OutputStream() {
public void write(int oneByte) throws I0Exception {
// do nothing
}
DR

@0verride
public void onCreate() {
// JVJ—REJL KB System. out/err Z E I HA LAWY PrintStream (2 £/ LY b3

// System.out/err DARFENDR b)) —LZEET S
PrintStream savedOut = System. out;
PrintStream savedErr = System.err;

// —B. System.out/err Z&E ZIZHHA LA PrintStream T F ALY T 5
System. setOut (emptyStream) ;
System. setErr (emptyStream) ;

/] TN TEORREDR M) —LIZET () —REJL FTIETE 1 7  ProGuard IZ& Y EIBR S )
resetStreams (savedOut, savedErr);

}

// ) —RE5I&ProGuard [Tk Y TEAVY FNES T LEIBREILS

private void resetStreams (PrintStream savedOut, PrintStream savedErr) {
System. setOut (savedOut) ;
System. setErr (savedErr) ;

AndroidManifest.xml

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. log. outputredirection”
android:versionGode="1"
android:versionName="1.0">

<uses—-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: |abe|="@string/app_name”
android:name=". OutputRedirectApplication” >
Cactivity
android:name=". LogActivity”
android: label|="@str ing/app_name”
android:exported="true” >
intent-filter>
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<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
<{/manifest>

project.properties
# ProGuard
proguard. config=proguard-project. txt

proguard-project.txt
t OSRE., AVY FREFEOERFHS

—-dontobfuscate

# JY—XEJLFEICLog. dO/v) DFFUE LZBEIMIZHIRT 5
-assumenos ideeffects class android.util.Log {

public static int d(...);

public static int v(...);
}

# J)—REJL FEFIZ resetStreams () Z BERIIZHIRT 5
-assumenos ideeffects class org. jssec. android. log. outputredirection. OutputRedirectApplication {
private void resetStreams(...);

}

BFMRT ) (T3 T EILR) EV)—RIRT T (J)—RE LK) D LogCat tH A1 D:ELER 4.8-3 IT5RT

FFER7TY (/N TEILR) UYU—=ZR77TY (UU—-XEILR)

B LogCat &3 @ Declaration [E Console =0 LogCat &3 @ Declaration [E Console

Search for messages. Accepts Java regexes. Prefix with pid Search for messages. Accepts Java regexes. Prefix with
Level Tag Text Level Tag Text

I Loghctivity Loeg.i()moddEholclBe I Loghctivity Log.i()ToiddEnc1oEs
rI System.out EEYN-DSED : I Loghctivity Log.i()ToidEhnczoEs
|
iy Systemeerr | _RRISSALODIET ;

I Loghctivity Log.i() TONER2EED

B 4.8-3 System.out/err QRAFRT 7)) &U)—RR7 7)) D LogCat i 71D:ELS
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|4.9. WebView £{£5

Web A+ HTML 7/ L EBIE T A8EE2RET 5 5EEL T, WebView ZFHT 5N TES, WebView
[EHTML Z#L 2510595, JavaScript 1T 5L E . COBMDT-HIZH BH#EEEEIRET 5,

4.9.1. o7 )La—K

WebView ZHHAT 45 EICLUBHIZ Web A HTML J7 4 LB ERREZ RIS 5 EMNTELN . TR
BAVTUYDHFIEIZE ST WebView HMEZ 5 R 70BN GBI FERMNELE>T S,

BICKEDITRITNIEWFELD I JavaScript DERATH S, WebView DT 74 LR TE TlE JavaScript DH#EE
MNER > TS A, WebSettings#setJavaScriptEnabled() AV W RICKYESIZT ZZENTRETH S,
JavaScript ZERTHETIUATITAITHEAVTUOYDRTMNAREIZLESD, BEDOHHIE=FIZKYIHKRDIE
HWEIFEIND. HAVNTIHRERIESN D EVSHELRE T DHAIREMELH S,

WebView AW TaAVTIVIZT IR T D7 T IERFKT ML, ROBEBIZHSZE 12,
(1) BHABELTWNDIVTUVIZOARTIERTHBEIZRY JavaScript ZE$IZLTEL
(2) EEUSN DB EIZIX, JavaScript ZE®HIZL TIEAEDAELY

BRELTWAT7IUNTIERTHa0 TV EEREZ. KB 4.9-1 TRV TILO—RERIRTEHEL W

BEThb.
(s )
TI)RTHERT S
QU FUYIEEREEOIL Ty >N
[CRESNZM 2
Voo FIIRTIERTS No
AVTFIUVIETTUROIATY
IZRESNDH?
\4
assetsFEf=[dresTALIMJIZEELT= A B—FVE LD U, = —
I OHERTTS BHEEI T VERTTS BHERANOILTYIVERRTS

B 4.9-1 WebView Y27 )La—FE8IR4B70—Fv—

REBRICEZEREUERIETESa TYTHNIE JavaScript ZE®ILTEL, BHEEDa TV THNIE
BHOBNTEREMZHERTETAILERLINS, CREBTESRESHDIVTUVEREESIMN ?IhlERHT
FDEEREIRICKYRES, EETEHRESH DI TUVERETHHEERELT JavaScript ZERIILTHELL
N, A—DISEEFXEHBEELESOH . ECRRABEEEDHIMALELLD,
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4.9.1.1. assets Ff=lL res T4LIRJIZERELF-OaVTUoYDHERTT D

HARNOO—AHILA T Y% WebView TRRITA7ZIVIZEALTIE. 7FTUD APK IZEFEN S assets HALME
res TALOZNJRADIALTUVIZTIERT HIHEIZRY JavaScript ZERIZLTH KLY,

LLTFIZ WebView 2L T assets TALOKJRAIZHS HTML I7(IILERTT B YT ILa—FERT,
RA:

1. assets &res TALIMNJLUSNDIGRTICEREL=77MILA~ADTIEREEIEIZT S
2. JavaScript ZE®IZLTKLY

WebViewAssetsActivity.java
package org. jssec. webview. assets;

import android. app. Activity;
import android. os. Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/¥k
* assets NDAVTUVERTT S
*/

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

WebView webView = (WebView) findViewBylId(R. id.webView) ;
WebSettings webSettings = webView. getSettings() ;

// diRA 2k 15k assets & res T4 LY FYLUSNDBRRIZEBEL=-T7AIIL~ADT 7R EZIEIZT D
webSettings. setAl lowFileAccess (false) ;

// kA >k 2% JavaScript ZEZNZ L TLLY
webSettings. setdavaScriptEnabled (true) ;

// assets NICECELf=a>vTUVYERTT D
webView. loadUr| (“file:///android_asset/sample/index. html™) ;
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4.9.1.2. AV3—yrELOBHEEIAVTUOVERTIT S

BHOEEBTIY—ERLDIAVTUOVERTT HEE. U—EXA., 7TVAIORN A TEULGXKERL, REH
IR TESALIE, JavaScript ZERIZLTHELY,

o H—EXRBIDXE
4.9-2 ITRLEESIC. U—ERBICAET 2 TUOVIEBHOEELTWVEVW I TUYESRBRLTIER
BV AT Y—ERICET LG X 1T ARDAEINTWSILLDLETH D, TOEHIE. Y—ER%E
BRI 520 TUoYANDKREI—RDIEBEOHIAAPRIAZHIETHZEIZH D, 14.9.2.1 JavaScript ZHHIC
THDIFAVTUOVEBHMNEELTWSIGRICRET S (WE)1ZSRTHILE,

o TITJRIDXE
RIZZTVRITOXEREZBARS, TTVEITIE., ERENBHEEY —EXTHILEHRTHENVRET
Hb. TDT=HIZ BIETALIILIE HTTPS ZEAL . SIAENERETETHIGEEDAERT HESICEET S,

LUTFTIE, 7TVRITOREDH EL T, WebView ZE>TEHHEEIL TUYERRT 5 Activity DfIETRY

B#HEEY—EX

Ty

~

A2 F2YDOSIRER

T TN GRMHAA T LN
d>F>wW

T TN GFRMHAA TIFIRSIRN
a>F>wW

TITIICKBFRIAH

@y U

el

Androidifzk

EHEEY—EX

{2~y N ED
H—EX - J>5F>2WY

4.9-2 7TINRAAATEIVEHERITUY
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RAb:

1. WebView @ SSLBETS—Z@ELNNVR)UT T 5

2. WebView @ JavaScript #E %L THELY

3. WebView TH&RR9 % URLZ HTTPS ZOraLEEFICBRET S
4. WebView T&R9 5 URLZEHEEILTUVEFIZRET S

WebViewTrustedContentsActivity.java
package org. jssec. webview. trustedcontents;

import android. app. Activity;

import android. app. AlertDialog;

import android. content.Dialoglnterface;
import android. net. http. SslCertificate;
import android. net. http. SslError;
import android. os. Bundle;

import android. webkit. Ss|ErrorHandler;
import android. webkit. WebView;

import android. webkit. WebViewClient;

public class WebViewTrustedContentsActivity extends Activity {
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
WebView webView = (WebView) findViewBylId(R. id.webView) ;

webView. setWebViewClient (new WebViewClient() {
@0verride
public void onReceivedSslIError WebView view,
Ssl|ErrorHandler handler, SslError error) |

// A 2k 15 WebView ® SSLBIETS—E@YINY RKYLTT B
// SSLITS—MELELE-BEICZIE, SSLIS—ARELE-BEZI—YIEMT S
AlertDialog dialog = createSs|ErrorDialog(error) ;
dialog. show() ;

// A 2k 15 WebView ® SSLBIETS—E@YINY KYLTT B
// SSLIS—HhRELEBES. AMERUNG EEHEEICTHENH D H.
/] B ULLKIEPEERELZZ T TVLARENHIDT, TEDEHIZEHKEZDIET S,

handler. cancel () ;
1D

// kR4 b 2% WebView @ JavaScript #FZICLTH KL
// BLFDA—KTIE, loadlr| ) TEHEBI VT UVERHF O EEB/ELTLS,
webView. getSettings (). setJavaScriptEnabled (true) ;

// *RA 2k 3k WebView TERRT S URL # HTTPS 7O FaLEIFIZRET %
// *RA 2 k4% WebView THRTT S RL 2BHEEa T UVEFICERET S
webView. loadUr | (“https://url. to. your. contents/”) ;

}

private AlertDialog createSs|ErrorDialog(SslError error) {
/] FATATICRRTIILI—AvtE—
String errorMsg = createErrorMessage (error) ;
/] BA47AT0KKRE B TEHOEE)
Dialoglnterface. OnClickListener onClickOk = new Dialoglnterface. OnClickListener () {
@0verride
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public void onClick(Dialoginterface dialog, int which) {
setResult (RESULT_OK) ;
}
}s
/] FA T AT DR
AlertDialog dialog = new AlertDialog. Builder(
WebViewTrustedContentsActivity. this).setTitle ("SSL TS5 —")
. setMessage (errorMsg) . setPositiveButton (“0K”, onClickOk)
.create();
return dialog;

}

private String createErrorMessage (Ss|Error error) {
SslCertificate cert = error. getCertificate();
StringBuilder result = new StringBuilder ()
cappend ("H A FDEF ) TAHAENEBETEE LA, BHRERTLELZ. ¥YWin TS5 —DFREEA¥N");
switch (error. getPrimaryError ) {
case SslError. SSL_EXPIRED:
result. append ("SEEBZEDEZEARSTIN TLVET . ¥n¥n #& TEEZI=")
.append (cert. getVal idNotAfter ()) ;
return result. toString();
case SslError. SSL_IDMISMATCH:
result. append ("7RR FEHA—BLEE A, ¥n¥nCN=")
. append (cert. getIssuedTo (). getCName () ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("SEBAE X FE LB TIEH Y FHA¥n¥n BIREZI=")
.append (cert. getVal idNotBefore()) ;
return result. toString();
case SslError. SSL_UNTRUSTED:
result. append ("REBAE % H4T L 1= FRELEAEEE T E FH A¥n¥n FRELE¥N")
. append (cert. getIssuedBy (). getDName ()) ;
return result. toString();
default:
result. append "REFRHAD T S —FELFELE");
return result. toString();
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4.9.1.3. BHEEMSNOILTUVERTI S

B TEELTLVEWNIL T YE WebView T - R R T 5HS (. JavaScript #B LTI G40, HESR
NABLEOVTUVIZER T SATEEEA HEIN L TH D,

LUTDOHT)La—FKIE WebView ZEALTCEREBLUNDILTUOVERTT DT TITH D, COTTVE. 7
RLR/N—IZAALI=URLDIEFT HTMLIZ7AIILEE DAV T VEHRHAH BHIZKRTT %, REDHEFRED =5
[Z JavaScript ZEHELTULVAIEM ., HTTPS CEELTULVTSSL TS—MHEEL-IG S FIERERILET2FRELL
2TWS,SSL T5—I1314.9.1.2 42— yb EQOBHEEIALTUOVERTT DIERBFDAEIZKYNIR)Y
LTS, HTTPS BIEICDLTOFMIL. 5.4 HTTPS TEIETHI12SRT DL,

AV
1. HTTPS BENIBHBEICIXSSLBEDIS—ZFEYINIRIVTTHB
2. JavaScript ZE®ZLEL

WebViewUntrustActivity.java
package org. jssec. webview. untrust;

import android. app. Activity;

import android. app. AlertDialog;

import android. content.Dialoglnterface;
import android. graphics. Bitmap;

import android. net. http. SslCertificate;
import android. net. http. SslError;
import android. os. Bundle;

import android.view. View;

import android. webkit. Ss|ErrorHandler;
import android. webkit. WebView;

import android. webkit. WebViewClient;
import android.widget. Button;

import android.widget. EditText;

public class WebViewUntrustActivity extends Activity {

/*
* BREBLUNOIVTUVERTT S @RI SOFELTHET Y TLT0534)
*/

private EditText textUrl;
private Button buttonGo;
private WebView webView;

// Z® Activity BNHBEIZ RL WO IR MENVRYDITTEDLSICTB=HIZER
private class WebViewUnlimitedClient extends WebViewClient {

@0verride

public boolean shouldOverrideUr|Loading WebView webView, String url) {
webView. loadUr | (url);
textUr|. setText (url) ;
return true;

}

// Web R—T DERAIAFBHIR LR
@0verride

All rights reserved © Japan Smartphone Security Association. WebView > 271



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“"ﬁm“m Android 7 /) DX 217 R X217 —TAVTHAR 201457 B 1 BER

public void onPageStarted WebView webview, String url, Bitmap favicon) {
buttonGo. setEnabled (false) ;
textUr|. setText (url);

}

// SSLBIETHIBEAHDEIS—FA4T7RTERTL.

/] EHRERLET D

@0verride

public void onReceivedSsl|Error (WebView webview

Ssl|ErrorHandler handler, SslError error) |

// kA b 1% HTTPS BEDBAICIESSLBEDIS—ZEIINAV KT T 3
AlertDialog errorDialog = createSslErrorDialog(error);
errorDialog. show() ;
handler. cancel () ;
textUr|. setText (webview. getUr1 () ;
buttonGo. setEnabled (true) ;

}

// Web R—T @ load XD =R TREINFE=R—TD URL % EditText [(CRTS €S
@0verride
public void onPageFinished WebView webview, String url) {

textUr|. setText (url) ;

buttonGo. setEnabled (true) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

webView = (WebView) findViewByld(R. id.webview) ;
webView. setWebViewCl ient (new WebViewUn!| imitedClient());

// kA >k 2% JavaScript ZERIZ LAY
// T4 DRET JavaScript EXE L > TS A, BARMICESLET S
webView. getSettings (). setJavaScriptEnabled (false);

webView. loadUr | (getString R. string. texturl));
textUr| = (EditText) findViewByld(R. id. texturl);
buttonGo = (Button) findViewById(R. id. go) ;

}

public void onClickButtonGo(View v) {
webView. loadUr | (textUr|. getText (). toString()) ;
}

private AlertDialog createSs|ErrorDialog(SslError error) {
/] FATATICRRTIILI—AvtE—
String errorMsg = createErrorMessage (error) ;
/] BA47AT0KKRE B TEHOEE)
Dialoglnterface. OnClickListener onClickOk = new Dialoglnterface. OnClickListener () {
@0verride
public void onClick(Dialoginterface dialog, int which) {
setResult (RESULT_OK) ;
}
}s
/] FAT AT DR
AlertDialog dialog = new AlertDialog. Builder(
WebViewUntrustActivity. this). setTitle ("SSL TS5 —")
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}

. setMessage (errorMsg) . setPositiveButton ("0K”, onClickOk)
.create();
return dialog;

private String createErrorMessage (Ss|Error error) {

SslCertificate cert = error. getCertificate();
StringBuilder result = new StringBuilder ()
cappend ("H A FDEF ) TAHAENEBETEE LA, BEHRERTLELZ, ¥YWin TS5 —DFREEA¥N");
switch (error. getPrimaryError ) {
case SslError. SSL_EXPIRED:
result. append ("SEEBZEDEZEARMNTIN TLVET . ¥n¥n #& TEEZI=")
.append (cert. getVal idNotAfter ()) ;
return result. toString();
case SslError. SSL_IDMISMATCH:
result. append ("7RR FEHA—BLEE A, ¥n¥nCN=")
. append (cert. getIssuedTo (). getCName () ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("SEBAE X FE LB TIEH Y FHA¥n¥n BtREZI=")
.append (cert. getVal idNotBefore()) ;
return result. toString();
case SslError. SSL_UNTRUSTED:
result. append ("REBAE % H4T L 1 FRELEAEEE T E FH A¥n¥n FRELE¥N")
. append (cert. getIssuedBy (). getDName ()) ;
return result. toString();
default:
result. append "REFRBEO IS —MNREELELE"),
return result. toString();
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4.9.2. IL—ILTvY

WebView ZE AT SBRICIELUTDIL—ILEFHE

1. JavaScript #ERCTHDIEATUoVEBHRNEELTWSIGRIZEBETS (WH7B)
2. BHEBY—EXEDBEEICIEHTTPS #FERTH (WH7R)
3. Intent BHLE. thh5ZITE>7= URL [X JavaScript AAE%H7%: WebView [ZIEFRRLALY (s78)
4. SSLBEDQIZ—E@EUINIKRIVTTD (s78)
4.9.2.1. JavaScript ZERICT DX TUoVEFBHRNEEBLTOSIGEICRETS (WH7E)

WebView ZAWTAVTUYPHY—ERICTIERTET7TIVERRET DRI, LX) T+ OECTRLIELLIT
NIEHESIE R JavaScript # BT 2 EINTH D, REIMICIE. BHABFELTLSY—ERIZOH#T T
MNT7OERTBIHEIZRY JavaScript ZEMIZLTEEL, LHL, F3THWH—ERIZFT IR TBAREMEAN DL
THLHHEEIZIE, JavaScript ZBRIIZL TIZESELY,

B#TEELTWSY—EX

BHTERHIWE ERA. EBICEFZE OV —ERE. BHALRLZRIITES flELT. BHEEY —/\—
LOBRERIAVTUVIZTZITINT VRS BIBEEEZDH FAVTUVIYNY—N—RABOIALTUYDHES
BLTHY. 2. BHEEY —N\—([CRLTEYGEF ) T ENESN TLSLESE, ZOH—ERIZBL
NAHBEABEESBMATVDILITBWEALGED, CDBE. BRHEBY—EXIZ7IERTSH7TD JavaScript
EAEMLTELNT4.9.1.2 108—Ryb LOBREBEIAVTUVERTTDIZSRIHIL, Ff- DT T
[CKBEEZNRAEERIHERAI T YAPK D assets Fizld res TALYVMNRICBRESNIzOVToYRTT
YTALOR) T DAV TUONZTIERTBHT7IT)DGEELERIZE X, JavaScript ZE#IZLTEHKL,4.9.1.1
assets £fzl& res TALIMICEREL-OVTUOYDHERTT DI1ESHBTHLE,

BH#TEELTLWVELNVY—EX

BHTEEBLTWEWIA U TUY - —ERFEHRHDARETRIATELLEZEATELGLHEL, TAWA . 7TUD
JavaScript &L FNIERSEE, [4.9.1.3 BRHEBUSNDILTUOYERTT SIS BTHE, MAT.,
SD A—FD LS IHKRDNEBREBEEEICERESNOVTUOVIIMOTTIICLEEETHRAMNTAEELZDO T, BN
BELTWAEIEEARWL, ZDESBIVTUVIZTIERT BT TIIZDLVTE JavaScript FESICLEEITHIEA
BN,

4.9.2.2. BHEBEY—EREOBEEICITHTTPS Z2EMAT S (7R)

BHEBY—ERITIERTETT)E. BEHAIE=ZBICLDY—ERDRYTELIZKDEELHE . HRY
—EXNERICEKTILENH D, TOHOITIF. —ERXEDBEIZHTTPS AT %,

F#M(34.9.2.4 SSLBEEOTS—E@EYN/N\IRIDTTE (7A)1.15.4 HTTPS TRIETSI1ESHI ST
&
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4.9.2.3. Intent #BHE4E . A SRZ(TEL-T= URL (& JavaScript A %A WebView IZIFRRLAELY  (WA7E)

DT F) M5 Intent ZZ{EL. ZD Intent D/ATA—FTESINT= URL % WebView [CRTRTEHIRENZLDT
JIYTRL5MB, 22T WebView O JavaScript BETHAIEE . BEEH S Web XR—P D URL % WebView TH
RLTLEW., BEEHS JavaScript A WebView ETETINTRSHDHEENELDAEEENH D, COEED
BB m L. REZRIETELLTRETE®D URL # JavaScript BN EZNE WebView TRRLTLESZETH S,

B TINa—R14.9.1.2 /08— Vb EDOBHEEILTUVERTT ST EE URLXFIIEHTEHEE
AUTUVEREY HTET, WebView TRIRT 50T VEBHEEITUVIZRELTREZHERLTLS,

L Intent T (TH>7= URL % JavaScript AAE % WebView TRRLIZWMMES (X, D URLABHEEIY
TUOYTHIELERIAELLETINIELESEND, HOMLHTTIRIZEREEIL TV URLDKRTA M) REIER K
HETRBELTHE. ZORTAMRAREBALTEELz URL 12(+% WebView TRTRTHIETHREEHERT D
ZENTES, ZDIHGAEL. RTAR) ALEEERT S URL (L HTTPS THRITNIELELHEN I EIZHIENDES,

4.9.2.4. SSLBEQIS—ZEIINIIFILTTE (7R)

HTTPS BIET SSL T5—ARALIGE(E. T5—MNRELI-EEF (TR RTTDLREDHETL—Y—IZE
FMLT, BEEZRTLAETAEGSE,

SSL T5—DFEEK, —/N\—fIBAZICTEL HLHATRENE . HAVWEHEERELZZ(TTLDARENLERET 5,
LML, WebView [ZIX, H—EREDBIEBICRELEL- SSL T5—IZBET 2I1EHRE L —F — BT S A DM
HOTULVEL, ZC T SSLIS—HARELIIGRICIETDEES A T7OJBETRRT HET., BRITILINTL
LAREMNH A LE LI~ —ICRHMTIVELH D, T7—RBHDHIL. 4.9.1.2 13—y LOBHERE
AVTUVERTRTBIOYUTILI—FHSBNEM4.9.1.3 BHEBUSNOILTUOVERTTSI10H T )La—
FeSRISHIE,

F-. IZ—OBHMITMAT, TH)FH—EREDBEERT LETNIFESEN, BT, ROLIGEEFITOT
FAY=VA A

0 RALLIS—ZEHLTYEREDRBIEZ#KTD
® HTTPREDFESILBEEZE>TH—ERLRDTEETS

HTTP @{E/HTTPS :B{EDFHHMILI5.4 HTTPS TEIET SIS HIH L,

SSLIS—AFELELIRICIETHRD Y —/N\—LEREITHENIEN WebView DT IHILEDEFTH D, Lo T,
WebView OT 74 /LEDEFIZ SSL TS5—DBAEEEEZRE T HLETHEHYIZBELS—ZRYRSIENTES,
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5. Exa)T1HEEDELE
ESPEFES. Permission 7E, Android IZIXEFESFEL LT ) TAHEENAEIN TS, oD EFXY
TABEXRUIRWNVERBEZ DX 1) TAHEEN TR IZREBISNTIRITENTETLES, COETIXHHEEN
X TAEEFERT A —FBELREEERS,

| 5.1. XRT—RAHNEEEES

5.1.1. 27 )La—F

RRD—FANBEEEEDR, £F2UT( LERT AERAVMNIDNTEARS, ST/ SRT—ROAAIHET
BRBOHET B, SRT—FOREAEITOVTIES RO THRREER T HFETHD.

B 5.1-1

RAUk:

1. AALFENRART—RETRIRT(@TERR)TS
2. NRD—FEEXRTTDATaVvERHEBET S

3. NRT—FEXRTEHORERMEZIEGRIET D

RAVE: BIBIAALIZ/ AR T—FERSB/EITIT LEBRAUMIMA, FRARIVMIEREMFTEHIE

4. Activity HRTEICHIRAALIZAART A H 555 . BIEIAN/SRT—FOHREHRSNENESE
EHBDOXFTEI—RTTD

5. BIEBAANRT—FEFI—RRLTNSEE [NRRT—FERTILEBE ., BIEANNRT—RE2YTLT,
HRIZNRT—REANTESRELT D

6. BIBIANNRDT—REFI—RRLTNEEE, A—F—A/RT—FEAALELIELIBE RIBIA SRR
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20147 A1 BiR

—FEIVTFL. A—HF—DANEFHI=1G/RRT—RELTHRS

password_activity.xml
<{?xml version="1.0" encoding="utf-8"7>
<LinearLayout xmlIns:android="http://schemas. android. com/apk/res/android”

android: layout_width="fill|_parent”
android: layout_height="fill_parent”
android:orientation="vertical”
android:padding="10dp” >

A= NRRAT—FEEOIRNIL —>
<{TextView
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/password” />

I— NRRT—FAREEH >
Ad—= KRSV b1k AALENRRT—FRETRIERT (OTERTR) §56 —>
<EditText
android: id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android:password="true” />

Ad— kRS2 b2k RRAT—FREEXRFTT DA T avERET S —
<CheckBox
android:id="@+id/password_display_check”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/display_password” />

Ad— H*RA 2 b3k INRAT— FEXRTHEOEREZIERET S —
<{TextView
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/alert_password” />

Ad—Fv o)L, KKR2Y —>
<{LinearLayout
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android: layout_marginTop="50dp”
android:gravity="center”
android:orientation="horizontal” >

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickCancel|Button”
android:text="@android:string/cancel” />

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickOkButton”
android:text="@android:string/ok” />
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<{/LinearLayout>
</LinearLayout>

R @D PasswordActivity.java DREZIZEELT= 3 DDAVYRIEIARICEHOE TRERNBTERAETSHLE,

® private String getPreviousPassword()
® private void onClickCancelButton(View view)

® private void onClickOkButton(View view)

PasswordActivity.java
package org. jssec. android. password. passwordinputui ;

import android. app. Activity;

import android. os.Bundle;

import android. text. Editable;

import android. text. InputType;

import android. text. TextWatcher;
import android.view. View;

import android. widget. CheckBox;
import android. widget. CompoundButton;
import android. widget. CompoundButton. OnCheckedChangel istener;
import android.widget. EditText;
import android. widget. Toast;

public class PasswordActivity extends Activity {

// REREFEROX—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD";

// Activity D View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/] IR —RKRE I —RFENERT 755

private boolean mlsDummyPassword;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. password_activity);

// View OEE
mPasswordEdit = (EditText) findViewByld(R. id. password_edit);
mPasswordDisplayCheck = (CheckBox) findViewByld(R. id. password_display_check) ;

// BIBARANRRT—KERHBH
if (getPreviousPassword() 1= null) {
// *RA 2k 4k Activity IARTEICRIEIAN LIz/SRD— FAHBH5HE.
// BIEAANSRT— FOHEEHA ST LEVESEEHTHOOXETH I —RTT D

/] BRERIFHEI—/IRRAT—FKIZT 53

mPasswordEdit. setText (“skkktttttx”) ;

[/ INRT—=RANBIZTS—NRRT—REI)T7T 5=, TERANERYRF—%HTE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—NRRT—FISTEHRET S
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mIsDummyPassword = true;

}

/] INRAID—RZERRTBF T avDFIvIERYRFT—%RTE
mPasswordDisplayCheck
. setOnCheckedChangelistener (new OnPasswordDisplayCheckedChangelistener () ;
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDMEEBRETActivity " BAERSINBVWESEELLEEIZIETE
// Activity MIREERTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// ETEDMEEBRETActivity A" BAERSINBVWESEELLEEIZIETE

// Activity MIREEDE T

mlsDummyPassword = savedlnstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/¥k
* INRAD)— RK#AALEEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count,
int after) {
// FKER
}

public void onTextChanged (CharSequence s, int start, int before
int count) {
/] kRA Uk 6k BIRAANRT—FEFI—RTLTWAEE, A—F—DPIRT—FZANLLS L
// LtzHm&. BIEAANRRT—FE29 )7L, A—HF—OANEHG/IRRT—FELTHEKS
if (mlsDummyPassword) {
/] BE—RRAID—FIST4BETS
mIsDummyPassword = false;
/] INATD—F&#AALEXFLIFIZTS
CharSequence work = s. subSequence (start, start + count);
mPasswordEdit. setText (work) ;
/] A=Y IWVEEBENRIZEDIDTREIZT S
mPasswordEdit. setSelection (work. length()) ;

}

public void afterTextChanged (Editable s) {

// REHRA
}
}
/¥k
* NRAT—KDRFRA T avFzvIEEREL-BEDNIE
*/
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private class OnPasswordDisplayCheckedChangelistener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
/] *BRA U5k BIEANNRRT—RFEFI—KRRTLTWAHEE, [KRT—FEFRR] LIBHE.
// BIBIARINRRT—FRE9 )7 LT, HRICNNRT—FEANTELREET S
if (mlsDummyPassword && isChecked) {
/] BE—RRAI—FIST4BETS
mIsDummyPassword = false;
/] INAD)— F&EZERRIZT S
mPasswordEdit. setText (null) ;
}

/] A=V IWEHENRVICEIDTESDH—YILNEFICET S
int pos = mPasswordEdit. getSelectionStart();

/] kA 2k INRAT—REEXRFTT DT avERETS
// InputType D1ERL
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
// Frvs ONBEIEEXERT
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {
// Fxzvy OFF BlE<T R &R
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// 18X — K EditText [Z InputType 5% E
mPasswordEdit. setInputType (type) ;

/] h—VIWMEEHRET S

mPasswordEdit. setSelection (pos) ;

}

/] TFDAYY FIZ7TVICAhETRET L&

/¥k

* GIEANNRD—RFERBIT S
*

* @return FIEIAHA/RRT—F
*/

private String getPreviousPassword() {
/] BRENRRAT— REERSELIMEARIZ/INRT— KXFHERT
[/ IRRTD—FZHRELGEVAERTE Il 2R
return “hirakebma”;

}

/¥k

* Xy o)LRE O TOE

*

* @param view

*/

public void onClickCancelButton(View view) {
// Activity #BL %
finish(;
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/¥k
* 0K 7/R2 VDIRTNE
*
* @param view
*/
public void onClickOkButton (View view) {
// password ZR7EFT B EMFREEICHES ENRELRULEEITS

String password = null;

if (mlsDummyPassword) {
/| BBRETHI—NRAT—FRRE>EBEEHEAANNRRT—RFERE/NART—KETD
password = getPreviousPassword() ;

} else {
[/ BE—NRRAT—FRERLPHEWNGEIEIA—F—AINRT—FEHEE/NRT—FKET S
password = mPasswordEdit. getText (). toString();

}

// INRTJ— K% Toast RRT S
Toast. makeText (this, “password is ¥““ + password + “¥"”,
Toast. LENGTH_SHORT) . show () ;

// Activity ZBAL %
finish();
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5.1.2. JL—ILIvH

INNAT—FANBEEEZEBBRIZIZLUTOIL—ILESFBHIE,

1. RRAT—=FRZARNTEHEZIZFERRAIRT(@OTRIRT D) KEEZRAET S (2R)
2. NRAT—FEEXRRT ST T avERET S (72R)
3. Activity EBIBFIE/N\RT—FETRIKRRIZT S (72R)
4. BIRAALINRT—FERTTDEE. F3—/NRAT—FERTT S (72R)
5.1.2.1. NRRT—REANTEHELEZICETRIRT(@TRIRT D) WETHET S (78)

AX—FIAVFBEONRZEDNRATHRAINAGZENZL E=ZFBITNRT—FEEHRONDIRINKEL,
TI)DHBREL T, IRRT—FETRIRTT DHEENBLETH D,

ISAT—FRZANT S EditText 2YRIRTT DKL, FHICLAT7OM XML THRET SAEE. BIIZTO
T LETUYBZDHED 2 8ENHD, #IFEE. LA4T7 2k XML @ EditText 4% T android:password &%
% android:password="true”’ (2§ 5L TEETED, REL. EditText V5 RD setinputType() AV YFT
EditText ® A 7144712 InputType. TYPE_TEXT_VARIATION_PASSWORD %3&/N¢ 3 & TRETES,

LT, ENEAD YT ILa—RERT,

LA7 Ok XML THEEY 575 %

password_activity.xml

I— NRRJT—FAHEEB —>

{I— android:password % true [CSRET B —>

<EditText
android: id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android:password="true” />

Activity A TIEET 5 A%

PasswordActivity.java
/] ISRT—RREAA TEHE
// InputType [Z TYPE_TEXT_VARIATION_PASSWORD #:%E 9 %
EditText passwordEdit = (EditText) findViewByld(R. id. password_edit);
int type = InputType. TYPE_CLASS_TEXT
| InputType. TYPE_TEXT_VARIATION_PASSWORD;
passwordEdit. setInputType (type) ;
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5.1.2.2. NRT—FEEXRTTSFTavERHETD (2R)

ARX—RIAVIZEITBINRT—RAAEBZYF IR TDANEGDT=6 . PC THF—R—FANTHHELLET
BEBRANDELOT L, ZOANDEOLLEN A —HF—FEMG/NRT—FZFIALTLESITRMENHY. H
ZOTRERTH D, F-EHEID/NNRT—FANKRKIZEYTHIU MOV ITHREDRIS—NHHGEE. IRA
AFTESEITEITDRIICT 2N ELH D, ENODFRREELT, NRT—FEEXRRTEDA TLavEHE
YBHET REQGNRT—FZEFRALTHILZ D KIS,

2L NRT—FEEXRRLBICREREINSAIRERLH D=0, TDF T avEHEBIC, 2 —HF—I28 &k
MoDRERADIRERTVENH D, T EXRTT DT T avEDH-158 . EXRTOKHERET S
BEEXRTOBBERZITOHEALARTITIVELH D, SRV —FDEXRTOFHRICONTIESERDAR
[CTRIBREEERTEIFETHD. TD=H. CORD YT INA—RIZIFNRT—FOEXRTOFIRITEDT
LVELY,

Euwl B s

JNAT—F

abcdefghijk

s K20 - reER
RERFTVIFY
5.1-2

EditText @ InputType {EE T. YTRAIRTEFXRRTEZVYBZDHIENTED

PasswordActivity.java
/¥k
* INAD—KORFEA TV avFzv I ZEELEGEEONE
*/
private class OnPasswordDisplayCheckedChangelistener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
/] KkRA bk b5k FI—RTIFILERTIZT S
it (mlsDummyPassword && isChecked) {
/] BEI—NRT—FISTEEHETS
mIsDummyPassword = false;

/] INRT— REERRIZT S
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mPasswordEdit. setText (null) ;
}

/] A—INWEHENRVICEIDTESDH—YILNEFILET S
int pos = mPasswordEdit. getSelectionStart();

/] kRA2 2% FryIITHLTHRRT—FEEXRTT S
// InputType DYERL
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {

// Frvs ONBEIEEXXERT

type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {

// Fxzvy OFF BBlE<T R &R

type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// 18X — K EditText [Z InputType %% %
mPasswordEdit. setInputType (type) ;

/] B—YIWPRBEEERET D
mPasswordEdit. setSelection (pos) ;

5.1.2.3. Activity &EFF L/ SXT—FETRIKRRIZT S (WH7E)

BERETNRAT—FRRLTLEN, E=ZBICRONDTEEHCT28. Activity EBEIFF I/ AR T —FERRT 547
AV DT IANMBRIATIZTT 2RETH S, TIHIMEFRL2AIZEDIDHEKRTH D,

5.1.2.4. RIEAALIz/SRDT—FERTYHEE. FI—/\RT—FERTTH (78)

BIEAALENRRTD—REEETHEE . E=BIT/NRT—ROEU S ZHVNESIC BEXFHROIYRIXF
(@7FE) THI—RIRTIRNETHD, Tl FI—KRRFICT/IKRD—FERTT BIELIZBE L ART—FEY)
FLTHLEXRTE—FIZT S, NITKY . RY—F I+ DN EHENSFICI > TE=ZBDFITEST-ELTHAT]
EAALIZ/SRT—RFNEHRONSERELBEINZDIENTED, BH . FI—KRRFICI—HF—HNRXT—F
EADLESELIZGRICE . AS—RTEBRLTEEDANKEIZRTRELH D,

AIEAALI=/ARDT—FERTY DGR F3—/\RTV—FERTTH

PasswordActivity.java
@0verride
public void onCreate (Bundle savedInstanceState) {

~ HEE ~
// BIEARNRRT— KRHEH
if (getPreviousPassword() 1= null) {

[/ kRA 2k bk BIEAANRT—FAHEEHEEREFI—/NRAT—FERTTD

[/ RERIFHEZ—RRT—=FIZT B
mPasswordEdit. setText (“krksiotiorx”) ;
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/] INAD—FARBEICHZ—ISRT—FEVUTT 5. TRXRANEREYRAFT—%HKE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—RRIT—RISTEERET S

mIsDummyPassword = true;

}

~ HBEE ~
}
/¥k
* IERANNRRT—FEREBETS
:/@return AIEIA SRR T—F
*

private String getPreviousPassword() {
/] BRENRRAT— REERSELIMEARIZ/IRT— FXFHERT
[/ IRRD—RFZEZHRELGEVAERTE Il 2R
return “hirakebma”;

HI—REREFE, NRT—RERRT DA T avEF UICTHERTNEEIIT TS

PasswordActivity.java
/*k
* NAT—RKORTA T avFz v 2EELEGADNE
*/
private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

// *RA 2 b5k HI—RREBEEERTIZTS

it (mIsDummyPassword && isChecked) {
/] BE—NRRT—KRISTEHRET S
mIsDummyPassword = false;
/] INRT— FEZERRIZT S
mPasswordEdit. setText (null) ;

}

EI-REBCA—H DR T—FEA NS EICE F3—RTEHERTD

PasswordActivity.java
// KERERDX—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD";

~ B ~

/] INRARIJ— LT I—RRTNERT 755
private boolean mlsDummyPassword;

@0verride
public void onCreate (Bundle savedInstanceState) {
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~ B ~

// BIRARINRRT— KB HBH
if (getPreviousPassword() != null) {
/] kRA 2k dk BIRAHNNRRT—RFBAHEIGERIEFI—/IRT—FE2RTTD

/] REEFI—IRRT—FKIZT 3

mPasswordEdit. setText (“kkkkkttkdds”) ;

/] INAD—FARBEICHZT—ISRT—FEVUTT 5. TXRANERYRAFT—%HKE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—RRAT—RKISTERETS

mIsDummyPassword = true;

}
~ EBEE ~
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDMEEETActivity A BAERSINBVWESEELLEEEIZETE
// Activity MIREERTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// ETEDMEEETActivity A" BAERSINBVWESEELEEEIZETE

// Activity MIREEDE T

mlsDummyPassword = savedlnstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/¥k
* INRAD)— RK#AALEEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count,
int after) {
// FKER
}

public void onTextChanged (CharSequence s, int start, int before,
int count) {
/] KRA b bk FI—RTRFI/RT—RFZEBAALEBEIEATRRIZIG LRTRIZT S
if (mlsDummyPassword) {
/] BE—RRAT—RKISTERET S
mIsDummyPassword = false;
/] INARTD—RE#AALEXFLEITIZT S
CharSequence work = s. subSequence (start, start + count);
mPasswordEdit. setText (work) ;
/] A=Y IEEBENRIZEDIDTREIZT S
mPasswordEdit. setSelection (work. length()) ;
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public void afterTextChanged (Editable s) {
// FKER
}
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5.1.3. 7V RE

5.1.3.1. O A2 NIEBIZDINT

NRRAT—FAABKROoNDZEDORRAEIEOT AV LETHS, O A RBTREMFTHRA U MELNDONE
95

ATAVRBEBROIS—AvE—D

ATAVREBTEID(TAIUR) ENRRT—RD 2 DDEHREANT 5, AT AV KBEFIZT ID AFELEWMES L,
ID (FHFET BH/NNRT—FAEES>TLDIEED 2 D2AH D, AT AV KBDAvE—CTID 2 DDIHZEZERFIL
TRTTHE KBEHEIMHEELZ ID NEFEETIAENEHATETLES, COFIBHRZFSLGN=HIZH. A
TAVKBED Ay t—I TR, LR 2 DDGEERAETICTEDRITKRTI RETHS.

Ayt—f]: AT A2 ID FzlE ART—K A REE-STVET,

BE0J 1 ik

—E.ATAVREBLNKINT HEREILEIXAT A2 ID ENRT—FOANZEEBLT, BEIMICAT 1021758
HENHDH, BEOTAUREEFEDLOWANNER TELDOTHEULEESIN, TORBMAT— I UNEHS
NERICEZBITERASND) RIS,

EZEICERASNBAEOHEENZTANONSAEDL ., +2EEF )T RAARELIZEICD A, BEIOT
AUBEBEFRATHENTED BIRE. AV FAUNX VT TTIDGHE . EEBITHREBRIEIN S EL M
BHEENHIOTEHOT A UHEICEDLDE TEF 1) TAARAREALLD, HEELTIE, TRFLELREDE
BTN EARES DERICIE/ART—FOBANZROS . [BHOT A VRERFICI—F—(THLTHRTE
BEMEL, ELIHERDOOAVIZRT IGEVOAEZ NS, BEOJT AV OFRICH->TIE, ChoDxE
ZRHRICRIEEE)ROEMEL T, EEGRFAZITOINETH S,

5.1.3.2. /RRT—KFZEEIZDL\T
—ERELINNRAT—RZEHDNRT—RIZERTIHEE. UTOAAEBEBZEE LICHETRETHS,
e IRTEMN/INRTJT—K
® FHLLWVIRT—F
o HLULWIRD—F(AHNHEZER)
BEOJ A BENDNTWSEE . EZENTTVENATESLFREENH . TDEE . BFIC/INRT—FEE

BENLGWEI  BEDNRT—FDANERODIVENSD D, = FILLWIRT =B A NI A THEATHEIZHE
BEREBST 0. HLLWART—KIE 2 Bl ANWERODIVENH S,
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5.1.3.3. YRATLDIINRAT—FRE#RRIREA=21—([ZDU\T

Android DBREA=a—DH IR T—FERFRIEVVIFREMNH S, Android 2.3.3 DEBEEIXLTIZH S,

BE > MEFRBREEFIYT 4 > NRAT—FRERT

YAk

+

—EHS

[IRRT—RERTIBREELF VT DERRICAALIXFAEXRREGD, —ERFRE (2 IZE) BBk, £
FRDXFNANSNDEFEXRREIN TV EXFIEITRIRTEIND, 7125 %L ANEENSOIRIRTRE
5%, CNIESRTLERICEET HEETHY. EditText D/ART—RRREEEZFEALTLSTRTOTTYIC
BRSNS,

NAD— FERTTS

— T B iEE

_“ EJ{FS
Fvtzll
ROXFHEAD
X 5.1-4
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I 5.2. Permission & Protection Level

Permission @ Protection Level [ZI& normal, dangerous, signature, signatureOrSystem @ 4 &$ENH D,
Permission [£& @ Protection Level THAMIZ&>TZENZ . Normal Permission, Dangerous Permission,
Signature Permission, SignatureOrSystem Permission EFE[EN S, LT, 2D KL LHEFES,

5.2.1. ¥>F)La—F

5.2.1.1. Android OS BXZE® Permission #9354 %
Android OS (EEEEROC GPS HEDA—H—EBEEXTILIITHHRET H1=0D Permission ELVNSEF2 )T+
DEHA M EH S, Android OS HNRERRELTULVS, ZHLIEROBEEICT IR TH7 TV, BATRMIZZEND
270t RT B=HDHER (Permission) ZFIAE S LA ITNIEESH, —H—FERHA S EL Permission TlE.

Z® Permission ZFABEE L7 TINA VA LENSEZITRD LG 1—F —HREERL RTINS,

i ¢ i W 18:33

B Permissionf|AESY..

COPTVT—a3vEA A R=)

LETH?

COFPFIE—2 o] d D HERR:
« X

=
o

AR M=Ib

s =

B 5.2-1

COHEREAEICEY. 1—F—FZDTTINEDLILGHEEDBTRICT I EALELSIELTLEDAEMAIEMNT
5, 3L 7T DOBEICHALNN A DELBEEOERICT IV EALESELTWDIEEIE. ZOTTIIETILYLT
THATREMEDAE W PRICESDTTINTIL YT THHERONEL=HIZH, FIAEE T 5 Permission [
=/DRICLETFNILESIEL,

RAUk:
1. FF3 % Permission # AndroidManifest.xml [Z uses-permission TFHIRAEE 3%
2. FHEN Permission (FFAES LA
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AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. usespermission”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

Ad— kRS2t 1k F7TYTHET S Permission #F|HES T 5 —
A= A 2B—Fy MZF7YERF % Permission —>
{uses-permission android:name="android. permission. INTERNET"/>

— *RA 2 k2% FLEZ Permission (TFIEEE LAEL —
A— 77 OFBEICFLERL Permission ZHATEL TS E, A—HF—ITFERESZTLES —

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=".MainActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>
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5.2.1.2. HMBETEZH®D Signature Permission TEH# 77 &E#E T 55%

Android OS AEZE T SBEEE D Permission DfthIZ, 7T UM EIZ Permission #EHETHENTES, METE
O Permission (EEFEIZIZIE B EE D Signature Permission) 2 Z (X, B 7TV TN EE TEH A%
EBTENTED  BROBHETITVEAVRM—)LLIZBEIC. TNENOTT)DBEBEEICMZ . 7T UREE
[CRDEEMBELTIRETHILT. BHOBHEATTVEL ) —XRFELTREE LTS, LV T-FA&DH 5.

YU NTOISLIHEEZ Signature Permission (UserApp) 1I&H > T0S S LMMEBEE Signature
Permission (ProtectedApp) JIZ startActivity()3 %, 77 IEXEILEARER TELINTVWAIRENHD, BL
ZLZL-RARERNELDIEEIL. UserApp [E Intent Z1X{EE T . ProtectedApp [EZ{ELT= Intent ZE LA
W FFTRNURML 30 THEALTWWS IV AM—ILIERFIZ&S Signature Permission [E]:8 0 EREIZE x40
LTLS,

(1 B 19:00 3 ( | 19:00

ProtectedApplCintentZi£4{E

IntentZ=1E{ET B

ComponentZF| 95771 ComponentZigiit 35771

5.2-2

KAk :Component Zi{t3 577

1. ¥ H Permission % protectionLevel="signature"CE&9 %

2. Component [Z[& permission BT B Permission £Z15E T 5

3. Component A% Activity DIFEZ[E intent-filter ZE &L

4. Y—RO—F LT, ¥MBEES Signhature Permission "B 7 TVICKYEBRERSIN TSI LEHERETS
5. Component #f|fA3 2577 ERILHFKERTAPKEZERT S

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. protectedapp”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

{I-— 7RA > k 1% JhuE Permission # protectionLevel="signature”" CE&I % ——>

<{permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION”
android:protectionLevel="signature” />
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<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— R4 > k 2% Component [ZIX permission B TIHE Permission B EEET S ——>
activity
android:name=". ProtectedActivity”
android:exported="true”
android: label="@str ing/app_name”
android:permission="org. jssec. android. permission. protectedapp. MY_PERMISSION” >

{I-— % 7R4 > k 3% Component A% Activity MIFEIZ(F intent-Tfilter ZEZ LAY —>
{Jactivity>
<{/application>
</manifest>

ProtectedActivity.java
package org. jssec. android. permission. protectedapp;

import org. jssec. android. shared. SigPerm;
import org. jssec.android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. TextView;

public class ProtectedActivity extends Activity {

// B#td Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// BHOFEHAED/NNY > aE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MFEBAE /Ny 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MEFBAZE/\vw < aflE
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

private TextView mMessageView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mMessageView = (TextView) findViewByld(R. id. messageView) ;

/] kRA bk bk V—RO—KLET, JMEFEE Signature Permission ABHRT7 TUIZKYEREINTWVWEI L
)

it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

All rights reserved © Japan Smartphone Security Association. Permission & Protection Level 293



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“" mrowone Android 7FYDEF 1T HEH X2 TFI—TAV T HAR 201457 B 1 BER

mMessageView. setText ("JHE EZ Signature Permission NE#TZ TVIZEYFEZShTULAEL, )
return;

}

/] kRA 2k 4k SIAEN—HT ZBEICDH, VEBEHITT S
mMessageView. setText ("R B EZ Signature Permission B 7 TVIZEYERSINTWA I EEZHRETEL, ")

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL=7 T VDN r—CREWMBT5S
PackageManager pm = ctx. getPackageManager () ;
PermissionInfo pi;
pi = pm. getPermissionlnfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission D& I LBIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZEZE L=7 7 DFRED/N\Y L 1 {EERT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash (Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] EHELTRDHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()
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*RA k5% Eclipse M5 APK % Export §5&E(2, Component2F AT 377 ERICHAEERTER T 5,
[ = Export Android Application i | |

Key alias selection

@ Use existing key

Alias: my company key

Password: e 0 eeeee

*) Create new key

@ < Back “ Next >

5.2-3

KA r:Component 2R AT 577V

6. JREBEE Signature Permission [XEZE LA

7. uses-permission IZ&YIH B Permission Z¥HAEE I 5

8. Y—ARO—KF_LET.MBEEZ Signature Permission ABE#HT7IVIZKYERIN TS EEHERET S
9. FIAXTIIMNEHRTIITHAILEMHERTD

10. FIF% Component A% Activity Di5& . BARE] Intent Z{#5

11. Component #12#t 9757 TV LRILHKERTAPKEZELT D

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. userapp”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />
- R4 > b 6% JHBEES Signature Permission [XEZEH L ALY -

{I— R4 > bk T uses—permission [Z& Y HE Permission ZFAEET 2 —>
<uses—permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=". UserActivity”
android: label="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>
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UserActivity.java
package org. jssec. android. permission. userapp;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class UserActivity extends Activity {

// FIR%E® Activity 1EHR
private static final String TARGET_PACKAGE = “org. jssec.android. permission. protectedapp”;
private static final String TARGET_ACTIVITY = “org. jssec. android. permission. protectedapp. ProtectedActivity”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// BROFIEBRED/ N> B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Ny 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”“my company key”MiFBHZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onSendButtonClicked (View view) {

/] *kRA U 8%k Y—RO— KLET, #ETE Signature Permission ABEHRT7 TYICEKYERIN TSI L5
IS,
if (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, “"JMEBEFEZ Signature Permission NE#H T FTYIZLYFEZ SN TULVEL, “, Toast. LENGT
H_LONG) . show () ;
return;

}

/] kIRA kO FIRETTUABHRT T THDZ LEMHRTS

if (IPkgCert. test(this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRET TV BT 7 TlEALY, “, Toast. LENGTH_LONG) . show() ;
return;

}
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// kA >k 10% FIF % Component A Activity DIBA. BARAY Intent Z{FE S
try {
Intent intent = new Intent();
intent. setGlassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity (intent);
} catch(Exception e) {
Toast. makeText (this
String. format ("SR A& %s”, e. getMessage()),
Toast. LENGTH_LONG) . show () ;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAll (" 7, “");

if (sha2b6. length() != 64) return false; // SHA-256 (£ 32 /N1 +
sha256 = sha256. toUpperCase () ;

if (sha2b56.replaceAll ("[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LIS\ DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [ZXET DIEFED/NY L2 BEEZRET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED/NY L A BEEBDNY L 1{EFZLRT S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
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import android. content. pm. Signature;
public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash (Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length != 1) return null; /] EHELTRDHT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()
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*RA2k 115 Eclipse /5 APK & Export 35&Z(2, Component 212957 ERICHKERTERLT
%,

Key alias selection 9

@ Use existing key

Alias: Imy company key vl

Password: 6008808

() Create new key
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5.2.1.3. 7FUVDMBRED/ N\ EEZHERTEHE

COHARXEDBHTH DT TDIAED/ N\ 1 BEERTEHEERN T H. BREIZITAPK 2ELT
BHESITE-FRARBRDARBIIAED SHA256 /v B 12T HHETHD,

Keytool [Z&YHERT BHE

JDK [Zf4/8 T % keytool EWVSTATSLEFI AT HEMAEERD ARBEIAHED /Y EGIHED IV —
TUIRELEI ERDBIIENTES, /Ny afBICIF/ N\ aTIILTYX LDETEY MD5 4> SHAT, SHA256
BERRGLDHHEIN. COHARXETHESEVFROREMZEZEEBLT SHA256 DFIREHELTD., &
2722 &I2 Android SDK THRIFRESN TULVS JDKG 2B 9 % keytool (& SHA256 TD/ v afBH AR ELT
59 .JDK7 IZFE T % keytool ZFEINENH B,

Android @5/ \wZJsEBAZDANE % keytool TH 13 B4
> keytool -list -v -keystore <F—X 7 7 7 A JL> -storepass </NRXT— K>

F—RLTDEA4T: KS
F—R b7 - FANALH SN

F—RFTFICFET IV MINEERET

A4 : androiddebugkey
#ER B 2012/01/11
I k'Y - B4 F: PrivateKeyEntry
SRAEFI—YORS:
SEBAE[1]:
FiE&: CN=Android Debug, O0=Android, C=US
F17% : CN=Android Debug, 0=Android, C=US
D)7 ILES 4f0cef98
ExhEAMOBAIE R Wed Jan 11 11:10:32 JST 2012 #TH: Fri Jan 03 11:10:32 JST 2042
HMBHED T VAT b
MD5: 9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:A1
SHAT: A8:1E:5D:E5:68:24:FD:F6:F1:ED:2F:C3:6E:0F:09:A3:07:F8:5C:0C
SHA256: FB:75:E9:B9:2E:9E:6B:4D:AB:3F:94:B2:EC:A1:F0:33:09:74:D8:7A:CF:42:58:22:A2:56:85:1B:0F :85:C6:35
ZL£7)L31) XL4%: SHATwithRSA
N—o30:03
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JSSEC EEEAE/ \YY A EF Ty h—IZ L YRR T HFH %

JDK7 ZA 2 Ab—)LLTEKTH, JSSEC BEBAE /\y Y aBF 2o h— B A (X EIGERAE/ W 1 EZHERTES.

JSSEC SEBAEN Y ~afBF T v A—
photo editor

package: com.sonydna.photoeditor
s 6: FATOD1EE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB
76634164

photo movie creator
2. com.sonydna.photomoviecreator
6: FAT9D1EE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB
4164

pick pic camera
package: com.sonydna.pickpiccar

sh 6: FATODTEE 72E69411 472
76634164

picture manager

5.2-5

NIFIHERICAVAM—ILENTWA T T DIIBAE N\ 1 EFZ—ERTRT S Android 77U Thb., LEFP,
[sha-256 | DHEIZKRSNTLND 16 EFXFH 64 XFMNERAE/NYDAETHD, COHAFXEL—RICEER
LTWWBH2FILa—K®DIJSSEC CertHash Checkerl 74 MNEFDY—Ra—KF—KTH5. EILFLTEALT
W=f2E =0y,
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5.2.2. JL—ILIvH

¥ B Permission FIARFIZIZLLTDIL—ILESFDIE,

1. Android OS ¥ ® Dangerous Permission (12— —NDEEZRET Z=DICEITRET S (WZAE)
2. JHBETEZD Dangerous Permission [EF AL TIEAEDELY (wh78)
3. JhEEZ Signature Permission [& Component QIZBEAI7T) TOAHEET S (W7H)
4. JRBEE Signature Permission [(FBE#7TVICKYERIN TS LEHERT D (h78)
5. JBEFEZE®D Normal Permission [EF|FAL TIFADAL (HE22)
6. JMBEZED Permission ZIET7 T DI\ —IBENERLEZXFAIZT S (HE2R)

5.2.2.1. Android OS 23 ® Dangerous Permission [F1—H—NEEFRET H-OIZETFIRATS (4HE)

MM B EZE®D Dangerous Permission OF|AILIEHELE (15.2.2.2 HBFEE®D Dangerous Permission [£F| AL
TIFESELY  (WZE) 1BEB) D=8 . ZZTlX Android OS 3 E® Dangerous Permission ZRRIZEEZT 5,

Dangerous Permission [£#i® 3 D® Permission EE%EY, 7TIIZZFDEREN 5T HMNESIMELI—F—IC
Y| ERER D SHEED $H S, Dangerous Permission #F|AEEL TS 7 TVEIHRIZAV R—ILT HEE, D
FOBEEARTEND, CNIZKY, ZFOT7TUNRED K574 R (Dangerous Permission & U Normal
Permission) #FALKSELTNEDMNELI—HF —HHEIENTED, A—HF—DIAVRb—ILI1ZFFVTTEHIL
T.ZO7T)FFIAEELERIMTESIN . AV RP—ILENBLIITHEHSTNS,

*0Dau B 05

. PermissionNetwork

COF7INT—2avEAVR -
LxEghH?

CO7 V= avIcHed BiE
FR:

v Fv bD—-78E

RERAI=RY T RA

J A2 =k U Frotll L

E 5.2-6
FAIDRIZIE, A —F—DEEETTIHRENREL-WEELH S, TNOLDSE, Dangerous Permission
TRETEDIDFAL—H—DEELTTHAZEITEENDETH D, BELL., RO ENI—F—D IR
FRoNTWS=OTHD, —H. TTVARENRELIZVWEEICDOLTIE. COFETIHIRETELLY,

BIZIE, B 7TV EEET S Component (Xhtt 7 TUMNS DT IO EREFZIELI-WMEEEE R D, CD LI
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Component # Dangerous Permission [ZkURET HLIITKELIZET B, T TIHNAU R —ILENDBE
FC, A —DHEFICEY Mt 7 TSI L CTHERDO A 5 EHFRAILTLES L. RETREBHOEEI LT T
JICERAINSBRNELS, COLILBEICBHDEELZRET H-OICE. MBEERED Signature
Permission ZfE>& &L,

5.2.2.2. MEBTEE®D Dangerous Permission [EF AL TIEASELY (W7H)

JHMBFEZED Dangerous Permission #FHALTH, AV AM—JLEZI A—H —(ZHERDEFRIZF R OB |BEIE A T
RSNV EDLH S, DFY Dangerous Permission DIFETHHI—H —(ZHIEE RO SBERED BN Z LN &
NHEIDTE, T TERHARTIEIE B EZE D Dangerous Permission #F ALV ZEFIL—ILET S,

FTERADEHIZ2 DOTTIERET S, 1 DIEIHE D Dangerous Permission #E &L . Z®M Permission [
KYRELT= Component #3577 THb. % ProtectedApp &9 5,355 1 D& ProtectedApp M
Component ZEBRALKSETBRIDT7T) TIh%E AttackerApp &9 %, ZZT AttackerApp [ ProtectedApp
MEZELTz Permission DFIAEES LEBIZEL Permission DEZELITOTWVSENET D,

AttackerApp 1 —H—MDEFr[%ZLIZ ProtectedApp @ Component #HFATETCLEST—RITUT D &K5%
BEICEEDS,

1. 2—HY—H»FTF AttackerApp /> X+—)LF &, Dangerous Permission O FAEFAIZ KO HEHE (TR
RENT I, TDFEFAVA—ILATETLTLES

2. RIZ ProtectedApp ZAUVAR—ILT %L, CCTHHICEELHAVRM—ILTETLES
FD%. 31— —N AttackerApp FEENT S &, AttackerApp [F2—HF—DRIHNHS5HIZ ProtectedApp
@ Component [Z77ERATETCLE., BRIZKH>TIEWHEIZEHL D

ZDT—ADRERAIERDEYTHS, 5Tl AttackerApp 4/ Ab—ILL&SET BHE uses-permission [ZKY F|
FAEE &= Permission [FFELZDImKRETIHEERINTLVEL, ZOEE Android OS [FT5—EF 5T EH4K
AV A= ILERTITLTLES, Dangerous Permission O1—H—HERIEAVAM—ILEEITLMERSNZL=
O, —EAVAR—=IENT=TTIIEHEREHFATSN=LDELTHRDONS, LN TENSAVR—LENETT
1) Component #[4& ® Dangerous Permission TREL TLVIHFE . A—F—DFF ARSIV R —)LE
N=77UM5F®D Component AFATETLESID TH B,

%#. Android OS BEE® Dangerous Permission [E7 TUNA U AR—ILENZEZ(ZIXZFDBEEIRIESNT
WAD T, uses—permission LTWBT7TUNAURA—ILENDES(CFIDT1—F—HEREEN RTINS,
BN Dangerous Permission DIFEIZFZ T OMEIXEL S,

RE. 2D —XT Component ADT7IRERHIETHEWAEIETRDONO>TULEWL, LEZA>T. HEEED
Dangerous Permission [&F|FAL TIE%ES%LY,
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5.2.2.3. JE % Signature Permission (X Component QIZERI7 T TOAEERT S (78)

B# 7B TEETHI5E. EfTHICSignature Permission #F v 5 ETHEFX ) TA4ZIBRTESLEE
5.2.1.2 JBEEZ®D Signature Permission TE#7F)BET 55:% I THIRL =, COLEAEFIHATBREIC
[% . Protection Level A% Signature @ J& B Permission @ 5 £ [&. Component Z# B 771U D
AndroidManifest.xm| TO&1TLY, FIFEEI7 T TIEIRE D Signature Permission ZE &L TIEASALY,
. signatureOrSystem Permission IZDWTEHEHRTH S,

UTHZDERELS,

REAI7T) &Y RICAOR—ILEN-FIRAT7 TN EHHY . EOFIARIT7TIELIMBEER Permission DOF|
FAEE &LHIT Permission DERLLTWVDIZEEEEZ D, COKRTRER T TIVEZAVR—ILT HE TART
DOFARTITINSREEITTVICT IR T HIENAREICE D RIZ. RIAVRN—IILLE-RBRITZTIVET
AV AR—ILTBE, Permission DEZRMHIFRSH., Permission NREZEEHLD, TDT=8. Ho1=-FHATZ
SR 7T DR AL FAIRELHE>TLES,

D &SI, FIRBEIT7T)T Permission DEZFITIERHH Permission DREZRENEET DT,
Permission M E &IL{R#ET 5 Component DIRFEEI 7T D AT, FIFARI7 71T Permission #E&ET 5N
[LBEFRITNIEIESAEN,

259 BT REAITTI DA R—ILEEIZHERT ENTHhNI., D, FoA2AL—)LBEIZ Permission HFR
EEREGY ., RIAI7 T E Permission DEEDHFEHABANLT —ETHD T, BIEL Component DIREHER
ENTRETH D, HH. HMETES Signature Permission [CBILTIE. E#TE7 TV DA A—ILIBIZEDT .
FIFABI7Z1)IZ Permission FIFRERA T 5SnB7=8(Android 2.2 L), COEBMARYILDILITEER 13,

5.2.2.4. B Signature Permission [FB#T7TVIZKYERIN TSI LEHERT S (W7H)

AnroidManifest.xml T Signature Permission #EE L. Component %% ® Permission TREL -1 TIE.
E(IRENT+HTIEEWL, COFMIETRAVAMY 30 005.2.3.1 B FEZ Signature Permission % [a]3#
TZ&% Android OS DHEFMEZTDORKIZESRTSHI L,

LT, B EZ Signature Permission 2&£IZIEELESFIETH D,
Z9. AndroidManifest.xml [ZTRZE1T5,

1. {R#L7=L) Component ®&H 5771 M AndroidManifest.xml [ZT. 1 B Signature Permission #E#%
% (Permission M E#

13 Signature Permission [Z&5{R#% Android 2.1 LIBI(AA A FDRI—TH) DGR CHIRATHI5E. HDHLIE.

Normal/Dangerous Permission #F|fA3 %35 &1Z(X. Permission NREZDFEF AR T TN EICAV R —
WEndE FRAT7T)~DERDF S THOAT REAIT7TTINA R —ILEN LT IV EXAMN TSR
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f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. 1R#L7-L» Component M#H5 AndroidManifest.xml 2T, Z® Component DEFEAZY D permission
BT, B E Signature Permission 18§ 9 % (Permission DERES
f5l: <activity android:permission="xxx" ... >...</activity>

3. {R#ELT=L>»Component|Z7otR9 %:E#ET7T1)D AndroidManifest.xml [ZT. uses-permission 241
¥ EHEZ Signature Permission Z#5%E 9 % (Permission DF|AEE)

f5l: <uses-permission android:name="xxx" />

FLNT,Y—Ra—RLICTRERET S,

4. {REE&L7-L)Component TYVIRArEMNIEYT LH]IZ, FHEEZE LT Signature Permission NBE# 772k
YEEINF-LDONEINEHERL., TOTHITNIX I T AL ERT S (Component IREHAIIC L5 RE)

5. fREEL7-L>Component 7Vt RXF BHIIZ, MBEE &L= Signature Permission "B 7 TVICKYE RS
NELOMNEIHEHEREL. F5THITNIE Component [Z79EXLAL (Component FIBEIIZ&L5REE)

=1&IZ Eclipse @ Export #8EZTREIT.
6. EHETEZIRTOT7TIDAPK ZRILHERERTERT S

ZC T BEZLT: Signature Permission A%, B 7 IVICKYERSNEDMNEINERERITIDLELHD
M BEARMEREREICOVTIEY T ILa—KE53>nl5.2.1.2 MBEFEZD Signature Permission TH#t
TO)EETEHEIZSRT DL,

. signatureOrSystem Permission IZDWTHEHRTH S,

5.2.2.5. JBEFEZH®O Normal Permission [ZFIBLTIEESALY (H#E2R)

Normal Permission #FIFB9 %7 71JI& Android Manifest.xml IZ uses-permission TRIRAEEJ 5+ T#
DIERE/IENTED, TD=H., —EAV A= ILENTLE-=TILYT7H 5 Component #R#ETDKLS
B #MIZ Normal Permission [EFIBETELLY,

S5 B EE Normal Permission # AWVC7 T UREEETIHE . BIET 58T T~ D Permission D5
FAV A= IVIBIZIKTFT B, Bl Z (X, Permission ZE&ELIzAVKR—FRUbEHODTITIVLYEEIZZED
Permission ZFIHAEE L7 TUEARL—ILT L. Permission ZEERLI=7TVEAVA—ILLT-%3LFIH
B 7711 Permission TRESINFOVR—RUMIT IR T EHIEMNTELLY,

AV AM—IVIBICKYT7 T EEN CEHLLLMEEEIET 5 EEL T EETHL2TOT7 T Permission
EERTDHELEALND, TOTHILICKYRMFIRABTTINAU R —LENT-IHGETL. S TOFAAT
TUNRBERI T IIVIZT R T HIENAREL D, LI L. RFVITA VA= )LLEZFIRBI7T TR T oAV Xb—
ILENTFRIZ Permission NEREZERLAKEBELGY . MICFARIT7TINFEELTOTE. ZRoD 7T H IR A
TINZTOERTBIENTELGLLEOTLESDTH S,
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LEDLSIZ7ZT) DO AENEGHNEZBARHEIEN S, FBEFE Normal Permission OFIAIFIEZ B~
=Th,

5.2.2.6. JRBETEZE®D Permission &7 ) D/\yr—C &% ERLE-XFHNIZT S (HE22)

BHDOTTIHNRILLHIT Permission ZEETDIHGE. KICAV R —LENn=7 T A EET S Protection
Level DNEAINS, FICAVA—ILENz=7 T H Normal Permission ZE&L. BICAVRAb—ILEN=T TV
MEICLAHIT Signature Permission ZE&L1=354 . Signature Permission [ZkBFRENFE =ML, B
EHLLGWMEETH. EHOT7TTJIZH T Permission B A EZEL TERILAL Protection Level TENES S THE
HEMRHD, COLIHBEREHTz0. Permission IZET T DI r—D8EANTZANRLY,

| Ny —T4&) . permission. GERIT B XFF)

Bz X, org.jssec.android.sample &LV5/3045—2 |2 READ 749+t AM Permission 2E & T D45 (E, RO
EEADEFELLY,

| org. jssec. android. sample. permission. READ
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5.2.3. PRIV RE

5.2.3.1. B Signature Permission Z[a# T&4 Android OS D4FEEZ DR

MM B EZ Signature Permission . ALK ER CTEL SN 7 IUMETTT7TUREEEZERT S
Permission TH2, AFEBERIETSAR— B THYMERICARFALTIELESHEVEDTHS1=8. Signature
Permission [C&AREIXBEH T IVE T TEE T DB EITFEHONEIENZLY,

F9°(&. Android @ Dev Guide (http://developer.android.com/quide/topics/security/security.html)
SBASN TULNAIH B EE Signature Permission OEKRMGFENAZRBNT S, =1L, BB THKLSIZ, ZDEL
H1ZIE Permission BIEDORIENH B ENTINHO>THEY . KAMRIZEBE L= RABEELLS,

LI, B E$ Signature Permission QEKRMEFENETHS,

1. {RELT=L)Component D&HS7 7D AndroidManifest.xml [ZT. # B Signature Permission &%
%
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. R#EL =L Component ## D7 71 M AndroidManifest.xml T. R L 7-L» Component [Z
android:permission B4 Z+EEL. 1. TEZLT= Signature Permission Z&X 9 %
f5l: <activity android:permission="xxx" ... >...</activity>

3. {R#L7-L» Component IZ7ItEALI=LEET D AndroidManifest.xml (2T, JRBEE% Signature
Permission ZF|HEE 5
f5l: <uses-permission android:name="xxx" />

4. EHETHIITRTOTT)D APK ZRILHFKERTEL TS

E(F, COFENALEITTIH, ROEEDRIIT SE Signature Permission E#DIRITENTETLES,

FREBAD - B EED Signature Permission TRELT-7J1)% ProtectedApp &L. ProtectedApp &IZE
HOERFRERTERLALI-T7 T )% AttackerApp &9 %, 22T Signature Permission EIEDRITEEIE.
AttackerApp [FEZ R —HL TLVEWNZEMDH 5T, ProtectedApp @ Component [Z7 VX A[REICIES &
THd

&1, AttackerApp % ProtectedApp A3Jk B % & L f= Signature Permission &R L % 81T Normal
Permission ZE &9 % (BZ1Z1& Signature Permission THiE174LY)
f5l: <permission android:name=" xxx " android:protectionLevel="normal" />

&2, AttackerApp T3 B EZLT- Normal Permission & uses-permission THIRAEE I %
f5l: <uses-permission android:name="xxx" />

&3, AttackerApp # ProtectedApp &Y EIZHEKRICAVAM—ILT B
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/\ &t3 | ProtectedAppdkYd

FITARA—IL

ProtectedApp Q/ AttackerApp
ﬂndroidManifest.xml AndroidManifest.xml / FH1 \

l“" s woxe Android 77 DX AT HE X 1T IA—TFTAV T HAR 2014 46 7 B 1 AR

<{permission <{permission /
android:name="xxx" android:name="xxx"
android:protectionLevel="signature” android:protectionLevel=“normal”
- > e /D
<activity - {uses—permission android:name="“xxx" />
android:permission="xxx" >
</activity> FTHEATRE \
e —) N\ e E—)
(o)
Vo & ##2 | @ || r
1 1
G# [c
ProtectedApp& L RS
HRERTES

5.2-7
1 BERUEH 2 ORIIZHEL ProtectedApp B EZE®D Permission & (&, APK Z7A4ILH1DS
AndroidManifest.xml| ZERYHE B (XHBE(CESOTERICHMBIENTES, FHE 3 LA—F—ZRILEDHE
ICKYHRBEIZHIEEFHOREAH S,

D KIS B FEED Signature Permission [CIXERMLEFENATZ T TIEREZR BN TLESRRENDHY.
RITEZESSCEIERAENDBETHD, EFEMICEIL—ILEII30DN5.2.2.4 B EZH Signature
Permission [(XB#7IVICKYEBRIN TSI LEMHRT D (WZA) IITBELTWSHETHALTESLNDT. 5
LESBDIL,

5.2.3.2. 1—H¥—H AndroidManifest.xm| ZREAT S

¥ 8 Permission @ Protection Level NERLEWEDIZHST —RIZBRIZERBELIz, TDOZEICKDTEEE
oI, Java OYV—RAO—FRITRLN DR IGEEET 2L EMH o=, ZZTlE. AndroidManifest.xml HiZk
TATNDEVNSEHENS, V—AOa—RAIORIGICDNWTHRR D, RS AZRNT S S HEEFEIRTT S5,
LREBHEEFL O THRISAFTSITADNYH—IZHLTIKIFEAENENENAEZTHDIEITEETHIE,

COEFT7TT)DRIAIZETE2EDOTHY . a—F—BELEELZFHO>TWAYT—RATHD, REEHAIESAD
EFES THBN. Permission IZEATEE, CNEITOIV—ILATTIELTRARSNTWSRE, Mol FTOTHLV WY
Hh—IRTBEGZEREKIELTRARTHELZEIZLT =,

Android 77Vl . root HERRELICHIATELZILEFHEIZTEVWTHDENDHD . BELED.,
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AndroidManifest.xml ZZEL T APK D74 ILEBER. BRI Y- ILBBEHINTNS=-HTHD, _DY—
IEFERTAET, ETHEEDT7T)H D Permission ZHIRT A EMAREIZE->TULVS,

ZEELTIL INTERNET Permission #HtYB&L V= AndroidManifest.xml M5 5I1E R 0D APK ZE /L. 7FVIC
HARAENTZLEED 21— ILHBBMELEVESIZT BT —RADBENEITHD AANFRMNEHITEEINATINS
MELNBENEDRLZN RSN B LENSTET, CORDY—ILDFEZFTHEL WD I—F—3LFHET S, CD&
ST AL TTVITHARAENTLELIBEEL LGS0 LERAZHFL TV SRR EICHLTEBNES
ZE5EZBTHTHALLERD. A— T —DIFREALIFTROERELICNLDITAZTO>TLSEREDNS,

A3 —2wk Permission # uses-permission TESLTWLA7FUHA., ETEIZB & ® AndroidManifest.xml
[ZEEE SN TULVS Permission MR 2R EFERIZTT,

public class CheckPermissionActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// AndroidManifest. xml (2% L 1= Permission #H1%
List<String> list = getDefinedPermissionList();

/] BEAZRNT B

if ( checkPermissions (list) ) {

// 0K
Log. d(“dbg”, “OK.");
lelse{
Log. d("dbg”, “manifest file is stale.”);
finish(;
}
}
/¥k
* AndroidManifest. xml [ZEEZ L f= Permission % ') X F THET %
* @return
*/

private List<String> getDefinedPermissionList() {
List<String> list = new ArrayList<String>();
|ist.add (“android. permission. INTERNET”) ;
return list;

}

/¥k

* Permission AEBINTUVEWI & 2HERT 5,

* @param permissionList

* @return

*/

private boolean checkPermissions (List<String> permissionList) {

try |
Packagelnfo packagelnfo = getPackageManager (). getPackageInfo (
getPackageName (), PackageManager. GET_PERMISSIONS) ;
String[] permissionArray = packagelnfo. requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
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if(! permissionList. remove (permission)) {
// EE L Permission AAfFmMEnTLNS
return false;

}

if (permissionList.size() = 0) {
// OK
return true;

}

} catch (NameNotFoundException e) {
}

return false;

5.2.3.3. APK DHETAZEET S

5.2.3.2 1—%—»% AndroidManifest.xml ZBEAT 51 TIEFA—HF—IZ&S Permission BETADIEHIZD
WTERBALTz, LAL. 7TV DHEAIE Permission [TRRST . VY—REELBZATHDTT)ELTI—TURT
BEAYEHHE . V—ROA—REERETEHILHKHIALRATEEHINZHRITHFEET S, ZITIE APK I7A/)LHYER
SASNIZCEERIET 520D KVRAMLAERERBNT 5,

APK DBEAZEITIICIE. APK 7ML E—ERRL. NEEHELRICEU APK I7MIILELTHERT DV E
BHd. TORICHIAZETORREEDREHL[/LVDT. RITAFTEEDHRT APK 2BRTBHILITHD,
CDESIZAPKDHEAIZIFZLGIAZ)DEFZES1=0 . 7T)EEFICAPK DFEAELFHY—RO—FIZIE
ORAABEREDIBREE LR TIETHRIADHEEERETHIENTES,

UTFICHYT I a—FERT . GE. REFIOFETIETOD/N\NYA—THNITHSAREDENEN B S THD.
H<ETHBLEEB THALEZBICEVNVTTIIADERERATEHINETHD,

AV
1. EELNEZETSETOMBIZ. 7T)DIBAEN AR EDIIHETHAH_LZHRTD

SignatureCheckActivity.java
package org. jssec. android. permission. signcheckactivity;

import org. jssec. android. shared. PkgCert;
import org. jssec.android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android. widget. Toast;

public class SignatureCheckActivity extends Activity {
// BREBAED/NY 1B
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private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Ny 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M ”“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kRS b1k EBEHMEBEITSETOMIC. 7T DERAELNHAREDIIAETHSZ LRI 5
if (!PkgCert. test(this, this. getPackageName (), myCertHash (this))) {
Toast. makeText (this, "B E&DMEE NG”, Toast. LENGTH_LONG). show () ;
finish(;
return;
}
Toast. makeText (this, "B E& DA 0K”, Toast. LENGTH_LONG). show () ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length '= 1) return null; // BHRELFHEDHLEN
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
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return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString()

5.2.3.4. Permission OB XERRE

77 H Android OS [ZRESN TLVBEEEMRAL GPS LWV T-1FHRACHEEEIZ7 Ut R T B1=8IZI% Permission &
FRAEELEFNIEESALY, Permission ZFAEELHFASNDE, ZDTTVIZIEZED Permission NEEFES
N2 &I2iY, ZD Permission [CKYRESN - IFHROHEEIZT VA TESL LSS,

TS LOEAFIZEH>TIE, PermissionZRiESN = (BFaIantz) 77 & Permission TRESN =T —2%
RGL. TDT—2ZRDOT7T)IZA D Permission HERE T IR T HTELTETLES. Tl Permission
RV T TN Permission TRESN-T—RITT VLA TESILITMZSALY, EERIC Permission 5
FELTWDILEEMICIEDD T, ZhE Permission DB RZEMBELIES, 2D K5I Android @ Permission
XA TAETLTIE. RESNT—EINDTTIDLDEET VLR ITUNMEREEN TELRLEWLSHEHKLE
DHEBEIH D,

BRHIZR 5.2-8 IZRT, RO F7TJIE android.permission.READ_CONTACTS 2FBAEELE=-7 T H5E
REBRESRAN>TES D DB IZEEL TS, D HIE+7%< Content Provider #fH TERLI-FHREMDT
TYIIRELT-BE(Z. Permission DEZEMENELS,
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( )

Androidifi R uses—permission&
BELETTY

Content Provider

Contacts AAA Permission#| FH
BEDEWNTTY
AAA
BBB
CCC )

Content Provider| 2t 75 Permission 5% FE HY
LV E, uses-permissionEE S L TLVEWLWT TN
HERGLUICER AT —FERISTETLES

5.2-8 Permission =1 L\7 ) ACER EIEHREMEB TS

BIFkDHIEL T, android.permission.CALL_PHONE #FI|FE S L1=77UA', [ Permission #FHESLTLY
BWMBOT7 TN DEEDEFESEZ (T, A—F—DHERELIKEDBSICEFEFHITEIENTEDLLL
(X, Permission DB EZEMELH S,

Permission DFIAEEZL CHRI-BEREE -HEEEZFEZOFEORTHOTITIICZRIZHET HEEICIE.
REETITVIZHLEL Permission ZER T 54 E LT, TOREKELMHIFLETNIEGSE, F-1BREE-
BEEED— B OAHAEMOTITIVIZZRIZET DB EICIE. ZOBEREE-HEEEED—MBONLBRAINILE
DWEEBITGLCI-BEUGRENDETH D, 1-EAEANRERBRICRIL Permission #EKRLF-Y, 1—H—~F|
FAEFFEZHERRLIZY . T4.1.1.1 JELEA Activity 2165 -FIFAT51T4.1.1.4 BHRE Activity Z5-FIFAT 5]
BEEFALTHET T DOHIRERITHHEDRERKLH S,

CDESTHRZEMREIL Permission IR 5722 &TIFAELY, Android 77U TlE, 7TV ERIER - #EeEth D
TT)ORYET— - BEEANSRZET LA —RRICITHON TS, ZETA Android 77U THNIE
Permission, #ybT—0THNIXOT 12 FBEEARTHNE TV ERAFIREVNSFKIIZ. TNENFZET LHE
[CHEGERCHBENFETHIEEZ L, SOLTHRELBEROBEZZOMEE TH I —F—H DL RW
[CHEDT7TVIZIRELIZY . Ry T —IORBERICEZE T SRICE. A —F—DERIZRLIZFIANGZLKSIC
BEICRHALTTIVICHREETRETH D HEIZIEL T, Permission OFIEEIRRICIREEICKLTERDE
ROFERADHIRETHEINIEESHEN, I—F—~DFAHELZD—RTHD,

LI FTl&. READ_CONTACTS Permission ZF|FALTE#KS DB hico—EBFZWMELE=-7TUN, [FRIZHED7
Z)IZxtLTREIL READ_CONTACTS Permission &R 9 56515579,
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RAVb
1. Manifest TRt EBL Permission #&E3K9 5

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. transferpermission”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk
android:minSdkVersion="8" />
{uses-permission android:name="android. permission. READ_CONTACTS” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
activity
android:name=". TransferPermissionActivity”
android: label="@string/title_activity_transfer_permission” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<{provider
android:name=". TransferPermissionContentProvider”
{I—= % RA 2 k1% Manifest TRMITER L Permission ZERT 5 —>
android:authorities="org. jssec. android. permission. transferpermission”
android:enabled="true”
android:exported="true”
android:readPermission="android. permission. READ_CONTACTS” >

<{/provider>

<{/application>

</manifest>

FTT)HEHD Permission ZEBRTEIDLELHDIHE L. LEEDHETIIARRT HIENTELLY, YV—RO—F
LT Context#checkCallingPermission()%> PackageManager#checkPermission()Z{#ERL T, U HLTD
771 HY Manifest TG RTD Permission DRAEEEToTLIMNEINERERT HLITHD,

Activity D&
public void onCreate (Bundle savedInstanceState) {
...(Snip)
if (checkCallingPermission(“android. permission. READ_CONTACTS”) == PackageManager. PERMISSION_GRANTED
&& checkCal | ingPermission (“android. permission. WRITE_CONTACTS”) == PackageManager. PERMISSION_GRANTED) {
// BUH LTTHAE L < Permission £FFAEE L TLI-BHOMNE
return;
]
finish();
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I 5.3. Account Manager [CHBE7HYUMEEMT S

Account Manager [E7FIUDNA LAY —ERNT IR T B=OIZBBERDITHIUMER (THHIURE. N
RAT—R) BLUVRE—YF— Tt EET S Android 0S DA THS 14, A—HF—IEFR/ITHhHOUMEHRE
Account Manager [Z&ELTHE. 7IVDA LS/ Y —ERICTIVERALEIELIZEEICA—F —DHFA %
T.Account Manager W7 7VIZRRIIN—V 2 BBIRB T HHEMATHD, /ISAT—FEWNIBOTEVIT4T
HIERET7 T B THEL ZEM Account Manager DFIBRTHS,

Account Manager Z{ERAL=7HOUMEE#EEIIR 5.3-1 DXIGHERELS, TRIAT7 TV IEBRIEN—I0D
REEZFTTHUIAY—ERIZTIVERTET7TITHY . GIRDT7T)DIETHS, —A. [Authenticator 7
1) 11% Account Manager MH#EEHRIR THY . Authenticator EFEIENEA TP Y +%F Account Manager (212
#H9BHEIZkY. Account Manager BRZEDA L SAUH—ERDTHIUMERS FVRIEL—V0F—TEET
EFBHKS127% 5, FIART T E Authenticator 7TVIERID T T THAIDEFHL, —D2DT7TVELTEETHIL
£ TE5,

| Androidifi R || WebH—/\— }
| I |
I B — s . Android Framework Authenticator7 1) : : T4 —E XA :
| TR R~ A p Fosqvy—eza L) | FhYUE !
1R77Y) Lo ccount oAy — N v
: >. Manager \. @ Authenticator T T|- P EIEHERE :
| I |
| - I |
| D e e e e e e e e }__I_ | ¥EZO I
| REER— %o TH—E RDETERAEEFIF | BHRHEHE :
| I |
\ /| )

. e

B 5.3-1Account Manager ZRAL=7hH M EBEEEDERL

Ak, FMAT7 )& Authenticator 77 IFBAFKEDELBRMNEL>TLTEHEL, LHL Android 4.0.x DR
[ZBRY Android Framework /35 %Y . FIF7 71 & Authenticator 7 7 DEZEMNERLE-TWSEF AT
JTHINDNRELTLEN. BEBTHVUMFIATELGLD, CSTRNT S YT ILO—FIEIOFESICIERIET
EFETULVEL, 3¥L<IEM5.3.3.2 Android 4.0.x TIEFIA 771 & Authenticator 771 DE R BHRZ D L5 H
RETDIESHI S,

5.3.1. 27 )La—F
Authenticator 77 DHY 2T ILELTIS.3.1.1 BMBT7HOU NS FR7TIOHT)ILELTIS.3.1.2

MBEBT7HhOUNEFIRATH1ZHAELT.JSSEC @ Web YA +TEHALTWSAY 2T ILa—F—KXTEZENTH
AccountManager Authenticator & U AccountManager User IZ®IELTLND,

14 Account Manager (A1 —EREDEEAD EHALIRB T A RETTIH TS TULVELY,
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5.3.1.1. HMB7HIUEHES

ZCTl& Account Manager BB T7HO U MR Z 5K5129 % Authenticator 77U DY T ILa—RE#BNT
%, COTTVIER—LEEMNSEENTES Activity [(EFELEWV, £5—D2DHTILF7IYI5.3.1.2 HMBTHY
UhEFIRAT H1H 5 Account Manager 2 TRIEBEMICHEUHINSZEITEFELTIELLY,

RAb:

1. Authenticator Z2#t9 % Service I[LIELF Service £9%

A% 4 > E @ Activity (& Authenticator 771 TRE&ET 3

A4 A4 EE Acitivity [£2368 Activity &9 5

KEY_INTENT [ZI&. OY A/ EE Activity DOS R B EIEELI-BATH Intent 252 %
FTHOUMERORIIN—IU R ED LTI HERIZOST H ALK

Account Manager /SR —RERFELELY

Authenticator EA 2S5/ —EXED@IEIE HTTPS TITS

N OO vl AW N

AndroidManifest.xml [ZT Authenticator @ IBinder % Account Manager [ZIRIt3 B H—ERXREE %,
meta-data IZT Authenticator ZiEiRL1z)Y—X XML 774/ )LZEIERE

AccountManager Authenticator/AndroidManifest.xml

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. accountmanager. authenticator”
android:versionCode="1"
android:versionName="1.0" xmlns:tools="http://schemas. android. com/tools”>

<uses-sdk
android:minSdkVersion="8"
android:targetSdkVersion="17" />

<I— Authenticator #3R%&Ed 5 DICHEZ: Permission —>
{uses-permission android:name="android. permission. GET_ACCOUNTS” />
{uses-permission android:name="android. permission. AUTHENTICATE_ACCOUNTS” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{I-— Authenticator ® IBinder % AccountManager IZ32#t3 55 —EX —>
{I—= % RA >+ 1% Authenticator #1249 % Service [XIELFA Service &35 —>
{service
android:name=". AuthenticationService”
android:exported="false” >
<{I— intent-filter & meta-data (XBRFEFYD/F—> —>
<intent-filter>
<action android:name="android. accounts. AccountAuthenticator” />
<{/intent-filter>
<meta-data
android:name="android. accounts. AccountAuthenticator”
android:resource="@xml/authenticator” />
<{/service>
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A= FhOU rEEMTHLEEREICRTSINDAT A VEEAD Activity —>
J— kR4 2 k2% O 4 VEEActivity [ Authenticator 7 71 TE&T 3 —
{— kR4 2+ 3%k OF A VEEActivity [F2AB Activity &35 —>
activity
android:name=". LoginActivity”
android:exported="true”
android: label="@string/login_activity_title”
android:theme="@android:style/Theme.Dialog”
tools:ignore="ExportedActivity” />

<{/application>

</manifest>

XML 774 LT Authenticator €&, B T7H IV DT HOU ML TEERET 5,

res/xml/authenticator.xml

<account-authenticator xmlns:android="http://schemas. android. com/apk/res/android”
android:accountType="org. jssec. android. accountmanager”
android:icon="@drawable/ic_launcher”
android: label="@string/label”
android:smal | Icon="@drawable/ic_launcher” />

Authenticator D12 X3 X% Account Manager (T2t 9 50 —E X, COH > 7 )L TERE T % Authenticator
T#H5 JssecAuthenticator VS5 AD A2 AR X% onBind() T return 341 1TOEBEGERETKLY,

AuthenticationService.java
package org. jssec. android. accountmanager. authenticator;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;

public class AuthenticationService extends Service {
private JssecAuthenticator mAuthenticator;

@0verride
public void onCreate() |
mAuthenticator = new JssecAuthenticator (this);

}

@0verride
public IBinder onBind(Intent intent) {
return mAuthenticator. getIBinder () ;

}
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ZDYUTILTEE T S Authenticator T#H 5 JssecAuthenticator, AbstractAccountAuthenticator ZH&L
T abstract AJYREFTRTRET S, ThbDAYYRIE Account Manager MSFEIEN S, addAccount()B KT
getAuthToken()Tl&. A1 Y —E XM LR —V G T 516D LoginActivity Z#2E19 5 intent &
Account Manager [ZiRLTULV5,

JssecAuthenticator.java
package org. jssec. android. accountmanager. authenticator;

import android. accounts. AbstractAccountAuthenticator;
import android. accounts. Account;

import android. accounts. AccountAuthenticatorResponse;
import android. accounts. AccountManager ;

import android. accounts. NetworkErrorException;

import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

public class JssecAuthenticator extends AbstractAccountAuthenticator {

public static final String JSSEG_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
public static final String JSSEGC_AUTHTOKEN_TYPE = “webservice”;

public static final String JSSEC_AUTHTOKEN_LABEL = “JSSEC Web Service”;

public static final String RE_AUTH_NAME = “reauth_name”;

protected final Context mContext;

public JssecAuthenticator (Context context) {
super (context) ;
mContext = context;

}

@0verride

public Bundle addAccount (AccountAuthenticatorResponse response, String accountType,
String authTokenType, String[] requiredFeatures, Bundle options)
throws NetworkErrorException {

AccountManager am = AccountManager. get (mContext) ;

Account[] accounts = am. getAccountsByType (JSSEGC_ACCOUNT_TYPE) ;

Bundle bundle = new Bundle() ;

if (accounts. length > 0) {
/] R TNA—RTRETZHIY CHBRICEET DBEAFXIS—ETD
bundle. putString (AccountManager. KEY_ERROR_CODE, String.valueOf (-1));
bundle. putString (AccountManager. KEY_ERROR_MESSAGE,

mContext. getString (R. string. error_account_exists)) ;

} else {
// kA k2% O 4 EMEActivity [& Authenticator 7 7 1) TEE T 3
// *iRA 2k 4% KEY_INTENT [Z1E, B 4 VE@ Activity DU 5 RE%#E LT=BARM Intent 252 5
Intent intent = new Intent (mContext, LoginActivity.class);
bundle. putParcelable (AccountManager. KEY_INTENT, intent);

}

return bundle;

}
@0verride
public Bundle getAuthToken (AccountAuthenticatorResponse response, Account account

String authTokenType, Bundle options) throws NetworkErrorException {

Bundle bundle = new Bundle();
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if (accountExist (account)) {
// *RA 2k 4% KEY_INTENT [Z1E, B4 4 VE@ Activity DU 5 RE%#EE LT=BARM Intent 252 5
Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (RE_AUTH_NAME, account. name) ;
bundle. putParcelable (AccountManager. KEY_INTENT, intent);
} else {
/] BESINFETHO U ENFEELBEVWERIEIS—ET5
bundle. putString (AccountManager. KEY_ERROR_CODE, String.valueOf (-2));
bundle. putString (AccountManager. KEY_ERROR_MESSAGE,
mContext. getString (R. string. error_account_not_exists)) ;
}

return bundle;

}

@0verride

public String getAuthTokenlLabel (String authTokenType) {
return JSSEC_AUTHTOKEN_LABEL ;

}

@0verride
public Bundle confirmCredentials (AccountAuthenticatorResponse response, Account account
Bundle options) throws NetworkErrorException {
return null;

}

@0verride
public Bundle editProperties (AccountAuthenticatorResponse response, String accountType) {
return null;

}

@0verride
public Bundle updateCredentials (AccountAuthenticatorResponse response, Account account
String authTokenType, Bundle options) throws NetworkErrorException {
return null;

}

@0verride
public Bundle hasFeatures (AccountAuthenticatorResponse response, Account account
String[] features) throws NetworkErrorException {
Bundle result = new Bundle();
result. putBoolean (AccountManager. KEY_BOOLEAN_RESULT, false);
return result;

}

private boolean accountExist (Account account) {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEGC_ACCOUNT_TYPE) ;
for (Account ac : accounts) {

if (ac.equals(account)) {

return true;

}

}

return false;
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FUoSAY—ERIZTHIVNE  NRT—REZELTOT A UREEITL. TORREL TRV EMET
% LoginActivity, BT 7 H VU MEMB L VERI NV BREDESICRRINS, 70710 —E XD ER
DTt XL WebService 75 ARNTREINDIEDEL TS,

LoginActivity.java
package org. jssec. android. accountmanager. authenticator;

import org. jssec. android. accountmanager. webservice. WebService;

import android. accounts. Account;

import android. accounts. AccountAuthenticatorActivity;
import android. accounts. AccountManager ;
import android. content. Intent;

import android. os. Bundle;

import android. text. InputType;

import android. text. TextUtils;

import android.util. Log;

import android.view. View;

import android. view. Window;

import android.widget. EditText;

public class LoginActivity extends AccountAuthenticatorActivity {
private static final String TAG = AccountAuthenticatorActivity.class. getSimpleName() ;
private String mReAuthName = null;
private EditText mNameEdit = null;
private EditText mPassEdit = null;

@0verride
public void onCreate (Bundle icicle) {
super. onCreate (icicle) ;

/| 73— b,TAAVERE

requestWindowFeature (Window. FEATURE_LEFT_ICON) ;

setContentView (R. layout. login_activity);

getWindow (). setFeatureDrawableResource (Window. FEATURE_LEFT_ICON,
android. R. drawable. ic_dialog_alert) ;

// widget ZRDITTHL
mNameEdit = (EditText) findViewByld (R. id. username_edit) ;
mPassEdit = (EditText) findViewByld(R. id. password_edit) ;

/] hRA b3k O A VEEActivity (X2E Activity E L THO 7 TUNSDKREF7 VL AEZEET S
// S+EBA A11E Intent#extras @ String @ RE_AUTH_NAME 7= 1+ L AR 4Ly
// CONERA AN String (X TextEdit#tsetText (). WebServicettlogin(). new Account () (=
// Bl E LTEINDD, FARXFINEZ oNhTHHEIBETLEN LEZEEALTWS
mReAuthName = getlntent (). getStringExtra(JssecAuthenticator. RE_AUTH_NAME) ;
if (mReAuthName !'= null) {
// A—F—LZIBET LoginActivity VIEUE SNF-DT, A— Y —RZHELT LTS
mNameEdit. setText (mReAuthName) ;
mNameEdi t. setInputType (InputType. TYPE_NULL) ;
mNameEdit. setFocusable (false) ;
mNameEdit. setEnabled (false) ;

}
[/ BTA R VBTRICRTEND

public void handleLogin(View view) {
String name = mNameEdit. getText (). toString();
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String pass = mPassEdit. getText (). toString();

if (TextUtils. isEmpty (name) || TextUtils. isEmpty (pass)) {

/] AHERTETHDHIGEDILIE
setResult (RESULT_CANCELED) ;
finish();

/| AAINE=FTHIU MERIZK YA US4 U —ERIZRTA VTS
WebService web = new WebService () ;

String authToken = web. login(name, pass);

if (TextUtils. isEmpty (authToken)) {

// FREIMKER L =15 &DIIE
setResult (RESULT_CANCELED) ;
finish();

/] UTF. BT A UEMEEQLE

/] *ARA b5k FHOU MERORBIEF—V o HBEDEL T4 THFERIFODTHEALAEN
Log. i (TAG, “WebService login succeeded”) ;

if (mReAuthName == null) {

// BT A UM LT Y k% AccountManager (Z&4889 3
// kA > k 6% Account Manager (/SR — RZEZRFELAL
AccountManager am = AccountManager. get (this) ;
Account account = new Account (name, JssecAuthenticator. JSSEG_ACCOUNT_TYPE) ;
am. addAccountExplicitly (account, null, null);
am. setAuthToken (account, JssecAuthenticator. JSSEC_AUTHTOKEN_TYPE, authToken) ;
Intent intent = new Intent();
intent. putExtra(AccountManager. KEY_ACCOUNT_NAME, name) ;
intent. putExtra (AccountManager. KEY_ACCOUNT_TYPE
JssecAuthenticator. JSSEC_ACCOUNT_TYPE) ;
setAccountAuthenticatorResult (intent. getExtras());
setResult (RESULT_OK, intent);

} else {

}

// FREEb—U U EIRINT S

Bundle bundle = new Bundle() ;

bundle. putString (AccountManager. KEY_ACCOUNT_NAME, name) ;

bundle. putString (AccountManager. KEY_ACCOUNT_TYPE
JssecAuthenticator. JSSEC_ACCOUNT_TYPE) ;

bundle. putString (AccountManager. KEY_AUTHTOKEN, authToken) ;

setAccountAuthenticatorResult (bundle) ;

setResult (RESULT_OK) ;

finish();
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EREIZIE WebService V95 R(EFAI—RELLH-THY, BICRIENBRILEEXFHEZRHN—I0ELTRT Y
UTIIVERE (- TWND,

WebService.java
package org. jssec. android. accountmanager. webservice;

public class WebService {

/¥k

* FUSA VY —ERDTHO Y FEBBEIZT VR THEE

*

* @param username 7Hh ™ bEXEF|

* @param password /NR ) — KX =3

* @return FREE b—V U ERT

*/

public String login(String username, String password) {
// kR4 >k Tk Authenticator &4 >S54 oY —E R EDBEEIFXHTTPS TS5
/] BRIZIE, Y—n—LDBENBERET IS, O TIICOEEE
return getAuthToken (username, password) ;

}

private String getAuthToken (String username, String password) {
/] BBICEY—N—Hm5, A=— I EHRAFRTEEEERIESNIZEEZIET 50
/] TNz oE, BEKTOLTICEEEERT
return “c2f981bdabf34f90c0419e171f60f45¢”;
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5.3.1.2. MB7HVUIERATS

MBTHIURDEMEREN I DRBETITITIDY U TILA—REUTIZRT . £5—2D YT ILT T
15.3.1.1 MBT7HIOUIEESIDHRICAVAM—ILEN TS EE(Z, BT HO U DEMPFEII N2 D ER
BNTES, [79ERYHIIR) BREITETZT)DELBNELDIESIZETRERINS,

hENMTS

PHOYFEENTS

PHOYFEENTS

B h— 5 ERBT 3 \ . o BIE h—5 L ERETS
- - & Eﬂ]m-’—a - s

PHOYFEENTS

BENSERRBTS

5.3-2 4> F)L7F) AccountManager User O EN{EEImE

RA:
1. Authenticator AEHRDED THAZELEFERLTHOTHIUMLEBEEZERT S

FIEB7FJ® AndroidManifest.xml, &% Permission ZF|HEE , &% Permission [ZDULVTIXI5.3.3.1
Account Manager M F| & Permission 12588,

AccountManager User/AndroidManifest.xml

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. accountmanager. user”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk
android:minSdkVersion="8"
android:targetSdkVersion="17" />

{uses-permission android:name="android. permission. GET_ACCOUNTS” />
{uses-permission android:name="android. permission. MANAGE_ACCOUNTS™ />
{uses-permission android:name="android. permission. USE_CREDENTIALS” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
activity
android:name=". UserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
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<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>

FAT7T)D Activity, BIE EDRE2E29vTFBE addAcount()FE7=(F getAuthToken()AAETEINS, IBED
THOUREA T IZH LT Authenticator WA TH DT —ANHAD T, IEFED Authenticator THAHZELHE
BELTHLTHIUMLEBEIRDTNSZEITER,

UserActivity.java
package org. jssec. android. accountmanager. user;

import java. io. [OException;

import org. jssec. android. shared. PkgCert;
import org. jssec.android. shared. Utils;

import android. accounts. Account;

import android. accounts. AccountManager ;

import android. accounts. AccountManagerCal Iback;
import android. accounts. AccountManagerFuture;
import android. accounts. AuthenticatorDescription;
import android. accounts. AuthenticatorException;
import android. accounts. OperationCanceledException;
import android. app. Activity;

import android. content. Context;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class UserActivity extends Activity {

// FFA9 % Authenticator MIE$R

private static final String JSSEC_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
private static final String JSSEC_TOKEN_TYPE = “webservice”;

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

mLogView = (TextView) findViewById(R. id. logview);
}

public void addAccount (View view) {
logLine();
logline"HLWFHY Y FEBIMLET)

// KR4 > bk 1% Authenticator NERD LD THEZZ EEZHRLTHhLTHO Y FUEBEERET S
if (lcheckAuthenticator ()) return;

AccountManager am = AccountManager. get (this) ;
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am. addAccount (JSSEG_ACCOUNT_TYPE, JSSEC_TOKEN_TYPE, null, null, this
new AccountManagerCal Iback<Bundle> () {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try |
Bundle result = future. getResult() ;
String type = result. getString (AccountManager. KEY_ACCOUNT_TYPE) ;
String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
if (type != null & name != null) {
logLine"UUTO7HDI Y bEEBMLELZ: ),
logLine (" Thor RER %s”, type)
logLine (” TAD & %s”, name)
} else {
String code = result. getString (AccountManager. KEY_ERROR_CODE) ;
String msg = result. getString (AccountManager. KEY_ERROR_MESSAGE) ;
logLine("7ZhH Y bHAEMTEERATLE:
logLine(" T5—a—F %s: %s”, code, msg);
}
} catch (OperationCanceledException e) {
} catch (AuthenticatorException e) |
} catch (IOException e) {
}

}
}
null);

}

public void getAuthToken(View view) {
logLine();
logLine(" b= oEWMBLET);

// kR4 > b 1% Authenticator AERDEDTHDHZ LEZHRELTHLThHY Y MLUBZERHT S
if (IcheckAuthenticator ) return;

AccountManager am = AccountManager. get (this) ;
Account[] accounts = am. getAccountsByType (JSSEGC_ACCOUNT_TYPE) ;
if (accounts. length > 0) {
Account account = accounts[0];
am. getAuthToken (account, JSSEC_TOKEN_TYPE, null, this,
new AccountManagerCal Iback<Bundle>() {
@verride
public void run(AccountManagerFuture<Bundle> future) {
try |
Bundle result = future. getResult() ;
String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
String authtoken = result. getString (AccountManager. KEY_AUTHTOKEN) ;
logline (" %s SA®Mk—%- 2", name);
if (authtoken != null) {
logLine (” %s”, authtoken) ;
} else {
logLine (" BMBTEEEATLE",
}
} catch (OperationCanceledException e) |
logLine (" fI4t: %s”, e. getClass (). getName () ;
} catch (AuthenticatorException e) {
logLine (" fI4t: %s”, e. getClass (). getName () ;
} catch (IOException e) {
logLine (" fI4t: %s”, e. getClass (). getName () ;
}

}
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}, null);
} else {
logline("7Zho Y EREBFEINTLEEA);
}
}

// k4 >k 1% Authenticator AERDLDTHAZ L 5HRT S
private boolean checkAuthenticator () {
AccountManager am = AccountManager. get (this) ;
String pkgname = null;
for (AuthenticatorDescription ad : am. getAuthenticatorTypes()) {
if (JSSEC_ACCOUNT_TYPE. equals (ad. type)) {
pkgname = ad. packageName;
break;

}

if (pkgname == null) {
logLine (“Authenticator AR DHh Y EFEA")
return false;

}

logline(" ZHhorbrB24T: %s”, JSSEC_ACCOUNT_TYPE) ;
loglLine (" Authenticator /Ny 45 —T% - 7)) ;
logLine (” %s”, pkgname) ;

if (IPkgCert. test(this, pkgname, getTrustedCertificateHash(this))) {
logline(” IE#® Authenticator TlEHY £ A GIBAEFR—) 7);
return false;

}

logLine (" IE#R® Authenticator TJ);
return true;

}

// IEFR® Authenticator 7 71 MEEBAZE/ Ny S o {E
// B> FILTF T JSSEC CertHash Checker TEEBRZ/\v L 1{EIXRERTE S
private String getTrustedCertificateHash (Context context) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBAE /Ny > 2 {E
return “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”“my company key”MEEBAZE/\v a2l
return “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA”;

}

private void log(String str) {
mLogView. append (str) ;
}

private void logLine(String line) {
log(line + “¥n”);

}

private void logLine(String fmt, Object... args) {
logLine (String. format (fmt, args))
}

private void logLine() {
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log ("¥n") ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, ") ;
return correctHash. equals (hash(ctx, pkgname)) ;

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length '= 1) return null; // BHRELFHEDHLEN
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance (“SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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5.3.2. JL—ILIvH

Authenticator 77U ZRE T ARIZIZLTDIL—ILETFHE,

1. Authenticator Z2#t9 % Service I£IELF Service £9% (WH7R)
2. O4J 4 EM@ Activity [ Authenticator 7 7)) TER#&$ 3 (WH7B)
3. BYJAUEME Activity [E2B Activity ELTHO 7 TU DS OKREBET I REEET S (A78)
4. KEY_INTENT IZ(X, BY 4 EI@E Activity DUS R B EFEEL-BATRM Intent 52 % (WH2H)
5. FHIUMERCRIEN I BED LTI IRERIEOS HALAL (W7E)
6. Account Manager [Z/SRAT—RZRELAEL (HE2R)
7. Authenticator A>T/ Y —EXREDBEEIF HTTPS TITS (7H)

FIRT7TVEEETBEICIXLTOIL—ILESTDIE,

1. Authenticator NIERDED THALEZHERLTHLTHIUNMIUEEERT S (Wh7R)
5.3.2.1. Authenticator Z{2#t9 % Service [XIE/XBH Service £33 (WAh7R)

Authenticator 212t 3% Service (& Account Manager NSFIRASNAZEZRHRELTEY . DT TUNRT S
TR TETITHESHL, JEAR Service EFTBHZLICKY MDTTINCDT I REHRT HIENTED, Fi=
Account Manager (& system ¥R TEIEL TLVS D TIELF Service THHO>THT UV ERATES,

5.3.2.2. O%'4YEME Activity [ Authenticator 77 TE#&E3 3% (7A)

FRT7NHIUMEMBLUVRIAN—VBRBDBEEICRRISNDOT AV EEIE Authenticator 77 TRET
RETHA. FAT7TVATHRBIZOTAVERERELTILESH, CORBEDEETI/IART—RENSEHT
T TATRERET TN RO LELTEL ZED Account Manager DR B THB, 1EFRT=, LLFIET7 T
TOYAVEEEZRAELTLESIE, FIRTTIMNNRT—FZEKH>TLESZLIZAHY., Account Manager OB
S LI-ERET & TLES,

Authenticator 77)AOJ AV EEZRAET A EIZEY, AT AV BEERFRETEDD(XIHRD L —HF —1E(FIZ
BESND, CNIXBEEHLAT7TIANEEQTAVERA =Y. THIOURERLEEYEWS=-THOU MR EEXT S
%Ex?b‘@t\&t\’);&fﬁ)éo

5.3.2.3. OYAEE Activity (28 Activity ELTHD T TUDSDKRET I REBET S (7R)

A4 Em Activity I(EFIBR7 7 OHER TR T A4 45> TULNS, FIAT7 T & Authenticator 77U DE
ZNELDIGERITHEOT A VEE Activity BARIRSND=HIZIE. BT 4V EE Activity (X226 Activity LT
RELEFNIEESELY,

A5 A >Em Activity D28E Activity THBHEWSZ &K, BEHLTTUHLLEBSINDAREMELAH S ENSTE
THd. ANT—RE—UERLTIZESEN, LE=A2TI3.2 ANWTF—2NREMEERT LI TR =&S54%
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RENBELLGD,

5.3.2.4. KEY_INTENT [Z[&. BT A EE Activity DR B EIEELIZBARM Intent #5325 (7R)

Authenticator 0% 4> EIE Activity ZBE =L &EIZIE, Account Manager 2389 Bundle @ sizay 1>

B Activity #8195 Intent  KEY_INTENT TEZAZ&IZHEHTLNS, ZCTEHEZS Intent (XRT AV EE

Activity 97 5RA 2 THEET S8R Intent TRITNILESLEN, LT Va0 BIEE DREEM Intent Z3EEL T

LESE. Authenticator 77UNBELRAEL-AY 4V EE Activity TIE%L, D 7T A AELT: Activity HYiEE

BShBaREENELTLESIL L, BEHITITINEROOT AV EREICEE AT AV EERERELTLV:
SE. ADOTAVEE TL—H—D/RT—FZANLTLESIRER,H S,

5.3.2.5. FADUMERAOZBIN—VUGED LU TATRIERIEOS HALGL (7R)

FToSAY—ERIZERTD7TVIE. TOREEL T THRGERBIZEWTH, AU/ —ERIZSEER T
ERONSTILIZIHESNE LD H D, EHTEHVERRIEZIFITEY . #vbD—VRBEOEFEAE. BEJOMD
ILDREIX, Permission RNE. BRI LS—HERAR THD, SOSLEZRRDUY R TEEMELT, TRY S LRE
THRoN-EHRZOTH AT EEELRLHoND,

INRT—ROZEEr IR ED U TATRERITRLTOTHAL TR ESEWN, AT BRI MO T TIALL
HAMBIENTES-DHBERFHROREALLGYNRENANDTE, THIUMLRRLEE(COENDIGECIEA
THAL TSR,

5.3.2.6. Account Manager [Z/8RT—REREEFLEL (HE2E)

Account Manager 28T BT HIUMIIE, /ISRTD—RERBF—I2> D 2 DD RIHERERFT HEMNTES,
oD 1EHRIE/data/system/accounts.db D FICTEXT(OFYEELSINT) REFSND, 2D accounts.db
DRHNBEZFAIDI=0OIZIE root 4R FE (L system #EENLHETHY . HIRD Android iR TIXFEHA IS EA
TEHW, HL. WEEIZ root 1ERRAS system HERILAEDHLNTLESHESSMEA Android OS [2HBEEIZIE,
accounts.db OFIZRFSN-FEHEHRMNEIRICSOENEEITHD,

CDERETHMLTULVS Authenticator 77 (&, Account Manager [ZEBEEN—I U (XREFET BH, 2—HF—D /N
AT—FIERFLGVEETEL TS, —ED IR URNICA L T4 —E R GERMICEKEL ORI, FREEN—
IO DEVHESNERSNDDON— MBI TH D=0, /ISAT—REZRELEVRATTHHLTHDHIENSL,

BRI F—RRIZ/IRRDT—FKYLEMEARIELS. WO THEME TEAHHEAH S, LWDOIEFELMETDERE
EHRTHD. A—. BV UNRELIEL T, BNV ZEMETHIENTES=O, BRI 1IN
AD—RIZEARRL2ENBENESN TS, BN EMESNIEEICE, —F—[F35—EFE/NRT—F
ZADLTHLLEREE M0 ZBG T NI LLY,

INRAT—EWNRRLIZISE  NRAT—FEEPIELTLEIE, TR —FA LS —ERZFIATELELLED
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TLFES, COKIGHE . A— L 3—RHEEFENBBEELGOTLEI O REFLIRMFEET S, PAIT Account
Manager [Z/SRT—FR&#RFT DRI TELLEITRITIRETH S, ESLTENRT—FERFTHHRETELE
(FRIEESHEVNEE L NRTD—FEBEESELT. BSIEORE#FILTEIHE . BERBIN—RIVD=TYLY
MREEMT DI EITHD,

5.3.2.7. Authenticator A 2SS4 —E XEDBEEIL HTTPS TITS (h2E)

INATT—ROFI =2 F0h ZEREEEREVDN, CNEE=FIZEDNTLES L. E=FBNI—HF—(KY
FELTEHIEIZH S, Authenticator [FA T4V H—ERECSLI-RIIEREEZIET HEIZHDDT,
HTTPS DX &M NHEIIL-FBEILEEARTEELLZFNIEESALY,

5.3.2.8. Authenticator NEERDELDTHALFEALTHSTHOUNEBEERT S (WAh7R)

WERICEI—DT7HOU 34 TEFEFLT- Authenticator NEREFEETIEE. KICAVAM—ILEN =
Authenticator NE®ZH5, B9 D Authenticator BNEICA U AR—IILENT=BEIZIFXFIHSNAZNENSZET
H5d,

HELEICAVRAR—)LEN Tz Authenticator BRIV I 7ICKBAETHSIGEICIE. 2—F—NAHLIEZTHY
UMEBMNTILIITICEDLNTLEIBRNDH D, FIRTTVIET AU MEEEITSIT AV MIATIZDONTE
D Authenticator BNZDTHIUMIATIZEIY L TON TSI EFHERELTHL, THOUMEREERLLT
NIFEB4E,

HBETHHIUNALTIZEY H TSN TLVS Authenticator NIEFRDED THSM (L. ZD Authenticator ZE L/
Vr—YUDFEAE/N\Y B FRICHERELTOSERDERE/\V Y BEE—HTEINEINTHERTES, L
BAENY AEN—BLEWIENHBALIGEES . TOTAV VN4 TICEYETOATLSERLAL
Authenticator # &L /W —CETUAV AR =L T B & 51— —Z R T LV o= UERT ZEMNEELLY,
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20147 A1 BiR

5.3.3. 7RV RE

5.3.3.1.

AccountManager 95 ADEAYYREMBT 5=HIZIE. 7F)D AndroidManifest.xml [ZZNZFBEIEA

Account Manager O F| A& Permission

Permission DFBAEEZTAULENH S, Permission EAVYRDRIEER 5.3-1 12577,

% 5.3-1 Account Manager D###E& Permission

Account Manager HMZ#E9 HHRE

Stz Package )& FIFATTAE)

Permission AR HL:L]
AUTHENTICATE_ACCOUNTS getPassword() INAT—FORE
(Authenticator LRILH#TES | getUserData() MAEBRONEG

addAccountExplicitly()

FHAID DB ~MEN

peekAuthToken() Fyyasnfk—o o OmE

setAuthToken() FREE—02 D& 8

setPassword() INRT—FDER

setUserData() FIREFRORE

GET_ACCOUNTS getAccounts() TRTDTHOD—ERE

getAccountsByType() FTHAIUREATHRELT AU ED
—EmE

getAccountsByTypeAndFeatures() BEL-BEEEZH > I-ThO D
—EmE

addOnAccountsUpdatedListener()

ARNVN) RS —D B

hasFeatures()

HEL-HEDHE

MANAGE_ACCOUNTS

getAuthTokenByFeatures()

EEL-HEZHEODTHAV VLD
SEN—U 2 DEE

addAccount() A—H—A~ADTHYIUMENESE
removeAccount() TH I LDEIBE

clearPassword()

INRT—FDHMEE

updateCredentials()

A—H—ADNRT—FEHEE

editProperties()

Authenticator DR ELEE

confirmCredentials()

A—HF—ADNRAT—FBALZE

USE_CREDENTIALS

getAuthToken()

REEN—DV DEG

blockingGetAuthToken()

REEN—O2 DEF

MANAGE_ACCOUNTS
Ff=1%
USE_CREDENTIALS

invalidateAuthToken()

Froyazsntf-t—o> DHIK
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ZZT.AUTHENTICATE_ACCOUNTS Permission AAEGZAYYREEESIHE(ZIE Permission [THIAT/\y

—CNELBICETHHEMNERTON TS, EAMIZIL, Authenticator ZIRET 2/ 397 —CDERIZES
BEAVYREESTTID NV —DDELIZESENRLC TR INIELRSHL, 2D, Authenticator LA4HZ
AUTHENTICATE_ACCOUNTS Permission BB AVYREZEFEST T ZEE T HHEIZIE. Authenticator &
FELCHETERZHRT _&ITH5,

Eclipse TORKEDERICIEEREL-EARMNEE THEONLSI=O. BOILEEHE T C Permission 121+ TERE
OBMEREREA R TLES BFICTIVICE>TELREFEVD T TLIARE L. COFIBREEELTTTIIZE
SHBEETTIVELHLINDTEEET HE, £1-. Account Manager holFT 5T —RIZIETE T4 HIE
MNEENDH. FEOFEFBALZEDYRIEFLT KSITRWDIZIE+H2EETEIE,

5.3.3.2. Android 4.0.x TIEFIA7F) & Authenticator 7 DELZBENELRBEFNNFELET S

Authenticator #&{ Authenticator 77 EELGLHMFEFER TERINTI-RAT TN LRI M—r> D EIGFHE
BEMERINT=I5E . Account Manager [EFBREN—2 > RAFFEE E (GrantCredentialsPermissionActivity)

FRALTCA—Y IRV DERATEZHRT 5, LHL. Android 4.0.x @ Android Framework IZ1&

TEEHAHY. Account Manager [Z&>TZOE@EARAMNIZEE., FINNFKEL, 7T)HRFIETLTLES

(R’ 5.3-3), F7E &5 DML https://code.google.com/p/android/issues/detail?2id=23421 [ZE&HIh
TULV%, Android 2.3.x LLAT. Android 4.1.x LB TIXZOFREEILELY,

Android 4.0.x Android 4.1.x

‘2 Access request

The following one or more apps
request permission to access your
account, now and in the future.

e AuthenticatorUser
e JSSEC Account

user
Unfortunately, Android System JSSEC Web Service
has stopped.
Do you want to allow this request?

5.3-3Android 2 DRI FRAHFEEmERRLI-ES
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I 5.4. HTTPS T:&@E33

RAT—hIAVTITIEAA—FI LD Web H—N—EBETIEDOMNEZL, ZOBEAXELTHAIRTIE
HTTP &S HTTPS @ 2 ARICEEBET5. 2D 2 ARDSL., X aTADERTIE HTTPS IC&HBEMNEELLY,
W5 Google % Facebook L ERFED Web H—E X [F HTTPS [C&BEHMEREARET HLSIZEHHTES,

2012 412l Android 770 HTTPS BIEOEEAKIZHE TR RMEN S RSN -, ChILEBETESE=H
RERDDRTESNIA — A —TERB T, BRI RTINS — B E UB, TS A—NIBE LT
FIZEYERENTNBT AN Web H—/\— 2T B1- IS RESN - RHETHHEHTEEN S,

COEETIH HTTP BEUP HTTPS BIED A EIZDOWTEHRAT S, HTTPS BIED HEICIE. TFIAR—IEHET
BRI TS Web H—N\—[CREIZEKRT DHELET,

54.1. ¥>7)La—F

FRLTWST7TDBEFENEORFMEEHEFEZ. B 5.4-1 [TRVS U TILa—FEEIRTHIE,

C L& )

Yes

o T4 IIERE
EEFEERETEIN?

Yes

R — ‘_y

No (/]

H— \m No

CAMEITLI=Y—/\—
SERAEZEESH, ?

A4 A4

HTTP#E{E T % HTTPS&IET % FARIEIBAZ CHTTPSEIET 5

B 5.4-1 HTTP/HTTPS Y7 I)La—FZERTH70—Fvr—+

T TAIREREERIET HIH AL SSL/TLS TRIERIAESILSN D HTTPS BIEZALS. HTTPS BiE%
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AWEIESIRRNE O TAIGRBIMELTIIUT O LIGHDAH S,

® WebH—EX~ADOS A2 ID, /8RT—FK
EDIREZHE T A= DIFEHR (v ay ID, b—4> . Cookie DIEEFHAE)
ZDHh Web —E XD HEICIGL-EEER - EZFR EAFHROIL OV A—FERELE)

CITRRELRD>TVNBRY— T T TIIE H—N—LRBIEFTIETEEL BEINLIVRTLO—ER%E
2TW%, - T BIEEDEDEDE HTTP £LLLIE HTTPS £ 5D MZDNTIE, VAT LALKREEEL GEYIA
XA THR X2 TA—FT AT ERT ZEHTTP E HTTPS MBIEARXDEWNIEER 5.4-1 25EIZT B,
FHUTILaA—FDEWNMIDNTIER 5.4-228&I12F 5L,

& 5.4-1 HTTP@EA X, HTTPS BEEA XD ELE

HTTP HTTPS

LETE URL http:// TiBES https:// TihES
BIERNEDOESIE HL HY
LEW%"&G)E&?A;@%D A Gl
BHEEY—/\—0E; AH] Gl

wE KEEZEICLDBENBDHEARY = &

JRY | RBBICLDBENBDESHRZ = &
7T D — N —~ DT = &

& 5.4-2 HTTP/HTTPS BEEDH>FILa—F D EREA

Yo7 )La—k ’E o T4 THE | —N—FIAE
WDEZIE
HTTP @159 % HTTP X -
HTTPS @19 % | HTTPS O Cybertrust %> VeriSign N E=FZTLR/IZ L Y 1T
Shf=H—/\—iIRE
T 54 R— FEE | HTTPS O TZ4 ~N— IERE
BHE T HTTPS & XAV ESH—N—PFRXHF—N—TRERLLHBN
ERE %ERMRE

4 # Android Y HR—FLIRTELL{FEHN TS HTTP/HTTPS S@{ER API (XLLT®D 2 D0H 5. CDEEETIE.
EHMAONE HTTP HI#EHA BT 848 Apache HttpClient SA4 7S5 &> FILa—FEBH LTS,

® JavaSDK H3E® java.net.HttpURLConnection/javax.net.ssl.HttpsURLConnection
® Apache HttpComponent HH3E® Apache HttpClient 51475")
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5.4.1.1. HTTP&EETS

HTTP BIETERETAEMIIT A THBEICER - WSASNSIEERHRELGITNIELGSAE N, F-fExmEY
—N—3LHBENAELABYOY—N—ITEKTIIENHEIELRNRELETNIELRSEL, 20D KS3HATIR
[CEWTHHEENELLL., FIEHFBREHEICINEIRAEDTIVIZHENTOH . HTTP BEZFATES, I5L1:
AHREZ T ANLONENT TYIZDLTIEI5.4.1.2 HTTPS @159 51415.4.1.3 FTSAR—FIBAETHTTPS @
EI5125RIEHL,

LUTOHTI)La—FKIE, Web —/N\— L TEEBRRZTV. RREBRZIGELTRTTSH7T)THS, | BDIE
RTH—/\—EHTTP &E% 2 Bl1T5. | BIEDBEETEBZZEREZEKL. 2 B HOBEETEREZIMET 5. UI R
LYRTOBIEZRTHI=HIZ, AsyncTask ZFALTEELERAD T —HA—XLYREERL TS, Web H—/\
—LDBETERETHHERIE. BEBROBRERFXFS. BEEOD URL, B T—220. ENbE I T4IERITA
WEHELTWVS, ZD1=0. ZIET—F2THAHEBRD URL LEET—21E. REENAELL-KBAODT—4TH
BHEEEMENH D, BMEDIZH . YT I aA—FTIERET —IDNKB T2 THOTHHBRINDEL THEERLT
WL, T, FHROEHIZEY,JSON NR—RBEPEBR T —2ERRT HEICKET HAIREEDHLHHIMHMITT S
BN LEEEREL TS, 7T DERICEC TEYICNEEZRE T IDENHDHEITEETHIL,

AV
1. EET ARt ITAITHIERES O
2. RETIANKBENMDREET —ITHAIGEEEETS

ImageSearchActivity.java
package org. jssec. android. https. imagesearch;

import org. apache. http. HttpException;

import org. apache. http. HttpResponse;

import org. apache. http. HttpStatus;

import org. apache. http. client. methods. HttpGet;

import org. apache. http. impl. client. DefaultHttpClient;
import org. apache. http.util. EntityUtils;

import org. json. JSONOb ject;

import android. net.Uri;
import android. os. AsyncTask;

public abstract class HttplmageSearch extends AsyncTask<String, Void, Object> {

@0verride
protected Object dolnBackground (String... params) {

// HttpClient Z 2 @®M GET YU T X MZfEWWEHIT DT, finally T shutdown 93
Defaul tHttpClient client = new DefaultHttpClient () ;

try {
//
// @E1[EE : BgRERT S
//

/] hBRAU 1k FET—RICEUOT 4 THBEREEHE L
// BEEREXFINEEIET S
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String search_ur!| = Uri
.parse ("http://ajax. googleapis. com/ajax/services/search/images?v=1.0")
. bui ldUpon ()
. appendQueryParameter ("q”, params[0])
.build(). toString () ;
HttpGet request = new HttpGet (search_url);
HttpResponse response = client. execute (request) ;
checkResponse (response) ;

/] KIRA b 2%k ZEET—AHNREENCDEET I THIEEEEETD

/] T DEREEENKBEN LD T —F THHHEAEDNETEZ

[/ B2 FINIZDE JSON /R— R DHIS IR L=

String result_json = EntityUtils. toString(response. getEntity (), “UTF-87);

String image_ur| = new JSONObject (result_json). getJSONOb ject (“responseData™)
.getJSONArray (“results™). getJSONObject (0). getString ("url”™) ;

//
// BIE2EE : BRERET S
//

/] hIRA b1k ZET—HIZEVYT 4 THERZEHEL
request = new HttpGet (image_url);

response = client. execute (request) ;

checkResponse (response) ;

/] KIRA 2%k ZEET—AHNREENCDEET I THIEEEEETD
return EntityUtils. toByteArray (response. getEntity());
} catch(Exception e) {
return e;
} finally {
// WEZEIZ HttpClient % shutdown 3%
client. getConnectionManager (). shutdown () ;

}

private void checkResponse (HttpResponse response) throws HttpException {
int statusCode = response. getStatusLine (). getStatusCode () ;
if (HttpStatus.SC_OK != statusCode) {
throw new HttpException (“HttpStatus: “ + statusCode) ;
}

ImageSearchActivity.java
package org. jssec. android. https. imagesearch;

import android. app. Activity;

import android. graphics. Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android. widget. ImageView;
import android.widget. TextView;

public class ImageSearchActivity extends Activity {
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private EditText mQueryBox;

private TextView mMsgBox;

private ImageView mImgBox;

private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mQueryBox = (EditText) findViewById(R. id. querybox) ;

mMsgBox = (TextView) findViewByld(R. id. msgbox) ;

mImgBox = (ImageView)findViewByld(R. id. imageview) ;
}

@0verride

protected void onPause() {
/] TOEHE Activity NIEESINSHEEMLAH LD TIERLPUEE X v oL LTHL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;
super. onPause () ;

}

public void onHttpSearchClick (View view) {
String query = mQueryBox. getText (). toString();
mMsgBox. setText ("HTTP:” + query);
mImgBox. setImageBitmap (nul 1) ;

// EROERBPREARHL>THNI ELHIDTEY oL LTEL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;

// UL ALy FTEBIELTIRAELHLDT, AsyncTask (&Y T—hH—X Ly KTRIET S
mAsyncTask = new HttplImageSearch() {
@0verride
protected void onPostExecute (Object result) {
// Ul ALy FTRIERZRRZLET S
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n FIS FEAE¥n” + e. toString());
} else {
/] 2 TIIZDEEBRTOEDOHINNIE(EEZ
byte[] data = (byte[]l)result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;
}
}
}. execute (query); // BERXFIN%E L CERLINEZ R
}

public void onHttpsSearchClick (View view) {
String query = mQueryBox. getText (). toString();
mMsgBox. setText ("HTTPS:” + query) ;
mImgBox. setImageBitmap (nul 1) ;

// EROERBPREARHL>THNI ELHIDTE Y EILLTEL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;

// UL ALy FTEBIELTIRAELHLDT, AsyncTask (&Y T—hH—X Ly KTRIET S
mAsyncTask = new HttpsImageSearch() {

@0verride

protected void onPostExecute (Object result) {
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// Ul ALy FTRIERZRRZLET S

if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n FIS FEAE¥n” + e. toString());

} else {
byte[] data = (byte[]l)result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;

}

}
}. execute (query) ; // BERXFIN%E L CERLINEZRH

AndroidManifest.xml

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. https. imagesearch”
android:versionGode="1"
android:versionName="1.0">

<uses-sdk android:minSdkVersion="8" />
{uses-permission android:name="android. permission. INTERNET”/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". ImageSearchActivity”
android: label|="@str ing/app_name”
android:theme="@android:style/Theme. Light”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
</manifest>
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5.4.1.2. HTTPS &fE9 %

HTTPS BIETIXERET AT —AEANEELINZE T T R —/N\—DIERYHIESHDRREILIThNS,
FD=OIZHTTPS BIERBEDN\VRF A ONBIZEWNT, —/N\—oES5N TS Y —/\—SIBAE(IXL T,
Android @ HTTPS 54735 RNETRD K55 m TRIINITTHN S,

o FE=FXABICLYEBRIN-Y—N—IIRAETHH L
H—N—IAEDHRENENTHAL
H—/\—FEBAZE D Subject ® CN &, Y —/N\—DHRAMEA—HL TSI E

NODREEITKE T &Y —/\—FEBAERIE TS5 — (SSLException) BAFEE T %, —/N\—FEAZICTHENH S
HE.HILKIHEENFHEERE 5ZLTWAIGEEICCOIS—DNHET D, TT—DFELELEERICE. 7T
DRZRICISCTEYGNEERTIILENHIRITEET H &,

CCTRE=ZFBZER/MORITEIN-Y—N—FIHAETERSIN TS Web H—/\—(ZH#td 5 HTTPS BIED
YUTINaA—RERT, EEFRIMB/MOORITINI=Y—N\—FERE TG FARITHKTLUI-Y—/N\—FIHET
HTTPS BIEZEHLI-LMEEICIEN5.4.1.3 TSAR—NIBAETHTIPS BIET 21525 I 5L,

UTOHUTILa—FIE Web 4—/N\—ETEZBRRZTVD. RREGZRELTRTTE7IITHD, 1 DK
RTH—/\—& HTTPS BIE% 2 EfT5. | EEDBEETEGRREZERL. 2 BB DRETEZREZNET 5. Ul
ALYRTOBIEZERTH1=6I1Z. AsyncTask #F AL TEELERADT—HA—XLyREERLTLVS, Web H—
N—EDRBIETEZETHERIL. BROBEEXFH. ERD URL, BIRT—4T, 2TEUITAIREREAE
LT3, F=. BEDT=&. SSLException [ZH L TIFA—F—~ DB E DHIS LIBZEITH>TLNELA, 7T
DERITIGCTEYGNELZRETIVELHD.

RAb:

1. URIIZ https:// TR B

2. BEET AL TAIHBEREEDHTELL

3. HTTPS #EELI-H—/I—DoDT—2THO-TH. RETIDREMEHDRTD
4. SSLException [ZxLT7ZFIIC#ELI=FISLIEEITS

HttpslmageSearch.java
package org. jssec. android. https. imagesearch;

import javax.net.ssl|.SSLException;

import org. apache. http. HttpException;

import org. apache. http. HttpResponse;

import org. apache. http. HttpStatus;

import org. apache. http. client. methods. HttpGet;

import org. apache. http. impl. client. DefaultHttpClient;

FEBERECDOVTIZIROR—ES B, https: //www.verisign.co.jp/welcome/lp/ssl/mitm/index.html
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import org. apache. http.util. EntityUtils;
import org. json. JSONOb ject;

import android. net.Uri;
import android. os. AsyncTask;

public abstract class HttpsImageSearch extends AsyncTask<String, Void, Object> {

@0verride
protected Object dolnBackground (String... params) {

// HttpClient Z 2 [@®M GET YU T X MZfEWWEHIT DT, finally T shutdown 93
Defaul tHttpClient client = new DefaultHttpClient () ;

try {
//
// @E1[EE : BgRERT S
//

// kA >k 1% URI (& https:// Tl 3
/] kiRA Uk 2k EET—RICtUI T4 ITHEREEDTEN
String search_ur!| = Uri
.parse ("https://ajax. googleapis. com/ajax/services/search/images?v=1.0")
. bui ldUpon ()
. appendQueryParameter ("q”, params[0])
.build(). toString();
HttpGet request = new HttpGet (search_url);
HttpResponse response = client. execute (request) ;
checkResponse (response) ;

/] KRA b3k HITPSHEHE LIz —N\—oDT—2TH>TH, ZIEET—IDREMZHERT S
/] U TIVNZDERE, 3.2 AT —2DREUEHRT 51 #3E,
String result_json = EntityUtils. toString(response. getEntity (), “UTF-87);
String image_ur| = new JSONObject (result_json).getJSONOb ject (“responseData™)
.getJSONArray (“results™). getJSONObject (0). getString ("url™) ;

//
// BIE2EE : BRERET S
//

// kA >k 1% URI (X https:// Tl 3

/] kiRA Uk 2k EET—RICtUI T4 IHEREEDTEN
request = new HttpGet (image_url);

response = client. execute (request) ;

checkResponse (response) ;

/] KRA b3k HITPSIEHK LIz —N\—oDT—2TH>TH, ZIEET—IDREMZHERT S
/] U TINZDERE, 3.2 AT —2DREUEHRT 51 #3E,
return EntityUtils. toByteArray (response. getEntity());

} catch (SSLException e) {
// JiA >k 4% SSLException IZ®LTT7 FUIZHE L =HIsMLIEZEITS
/] 2 FINIZDEFIS IR TR
return e;

} catch(Exception e) {
return e;

} finally {
// WEZEIZ HttpClient % shutdown 3 %
client. getConnectionManager (). shutdown() ;

}
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private void checkResponse (HttpResponse response) throws HttpException {
int statusCode = response. getStatusLine (). getStatusCode () ;
if (HttpStatus.SC_OK != statusCode) {
throw new HttpException (“HttpStatus: “ + statusCode) ;
}

YT aA—R DD T7AILIZDLNTIES.4.1.1 HTTP@EET HIEHEALTLSDTIS5.4.1.1 HTTP#IET 5.
LRI DL,
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5.4.1.3. TSAR—NIBAZTHTTPS BIE¥ 5

CCTCIEE=ZFRIRMNORITINIz Y —N\—EEBAE TIEEL FARIZRITLU Y —/\—SIBE (TS5 R— i
£)T HTTPS BIEZTHY T INA—FERT TIAR— I RERDIL—MIRAELTFAN—FMEAZEDEREA
EHB XV Web H—/3—® HTTPS SREICDWNTIEN5.4.3.1 TSAR—REBAZEDER A EZES—N—KREIEZS
EIZTBIE F=HUTNLTOTSLOM assets FD cacert.crt F7AIIETSAR— BB IIL—EERAED 7
AILTH%,

LUTOH T )La—FKIE, Web H—N\—EDEBZEIRBLTERRT H7 T THD, Web h—/\—LIEHTTPS 2
W=B1EZ1T5, Ul ALYRTO@EIEFETD1=01Z. AsyncTask ZF AL TERELERADT—H—IALYRZER
LTV %, Web H—/N\—,DBIETEZET HEMIEERD URL LB T—FT. COYUTILTIEELL VY
FATHIEREA LTINS, Fi-, HE D=8 . SSLException (2 LTI —F—~DBHLE DHISNIEE LT
STWELA, 7T DEKIZIEC TEYIGNEEZRETILENH D,

RAUE:

1. TSAR—IPRBERDIL—EBAETH—/N\—FIAEERIT S

2. URI[& https:// Tia&H S

3. BEET ALV TAIREREEDHTELL

4., ZETREEHEY—N—ERCEEIZIERLTEND

5. SSLException [Z®¥L1—H—IT@ET HFDELLHI N NEET S

PrivateCertificateHttpsGet.java
package org. jssec. android. https. privatecertificate;

import java. security. KeyStore;
import javax.net.ssl|.SSLException;

import org. apache. http. HttpException;

import org. apache. http. HttpResponse;

import org. apache. http. HttpStatus;

import org. apache. http. client. methods. HttpGet;

import org. apache. http. conn. scheme. Scheme;

import org. apache. http. conn. ssl. SSLSocketFactory;
import org. apache. http. impl. client. DefaultHttpClient;
import org. apache. http.util. EntityUtils;

import android. content. Context;
import android. os. AsyncTask;

public abstract class PrivateCertificateHttpsGet extends AsyncTask<String, Void, Object> {
private Context mContext;
public PrivateCertificateHttpsGet (Context context) {
mContext = context;

}

@0verride
protected Object dolnBackground (String... params) {
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Defaul tHttpClient client = new DefaultHttpClient () ;

try |
/] *RAD b1k TSAR— EAZETY—N—AZEZRIAT S
// assets IZHEL TEW=TS A4 RX— MIBEEZER T2 ST KeyStore & client [CERE
KeyStore ks = KeyStoreUtil. getEmptyKeyStore () ;
KeyStoreUtil. loadX509Certificate (ks
mContext. getResources (). getAssets (). open (“cacert.crt”)) ;
Scheme sch = new Scheme (“https”, new SSLSocketFactory (ks), 443);
client. getConnectionManager (). getSchemeRegistry (). register (sch) ;

// kA >k 2% URI (& https:// Tl 3

/] kiRA 2k 3k EET—RICEUI T4 ITHEREEDTEN
HttpGet request = new HttpGet (params[0]) ;

HttpResponse response = client. execute (request) ;
checkResponse (response) ;

/] hRA bbbk RET—AEERET—N—LRLCEEICEALTLL
return EntityUtils. toByteArray (response. getEntity());
} catch (SSLException e) {
// %A >k 5% SSLException 25t LA —H—I @3 2EDELHNLEET B
/] 2 FINIZDEFIS IR TR
return e;
} catch(Exception e) {
return e;
} finally {
// WEZEIZ HttpClient % shutdown 3%
client. getConnectionManager (). shutdown () ;

}

private void checkResponse (HttpResponse response) throws HttpException {
int statusCode = response. getStatusLine (). getStatusCode () ;
if (HttpStatus.SC_OK != statusCode) {
throw new HttpException (“HttpStatus: “ + statusCode) ;
}

KeyStoreUtil.java
package org. jssec. android. https. privatecertificate;

import java. io. [OException;

import java. io. InputStream;

import java. security. KeyStore;

import java. security. KeyStoreException;

import java. security. NoSuchAlgorithmException;
import java.security.cert.Certificate;

import java. security.cert. CertificateException;
import java.security.cert.CertificateFactory;
import java. security.cert. X509Certificate;
import java.util.Enumeration;

public class KeyStoreUtil {
public static KeyStore getEmptyKeyStore () throws KeyStoreException
NoSuchAlgor ithmException, CertificateException, I0Exception {
KeyStore ks = KeyStore. getInstance ("BKS”) ;
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ks. load (null);
return ks;

}

public static void loadAndroidCAStore (KeyStore ks)
throws KeyStoreException, NoSuchAlgorithmException
CertificateException, I0Exception {
KeyStore aks = KeyStore. getInstance (“AndroidCAStore”) ;
aks. load (null);
Enumeration<String> aliases = aks.aliases();
while (aliases. hasMoreElements()) {
String alias = aliases. nextElement () ;
Certificate cert = aks. getCertificate(alias);
ks. setCertificateEntry(alias, cert);

}

public static void loadX509Certificate (KeyStore ks, InputStream is)
throws CertificateException, KeyStoreException {

try {
CertificateFactory factory = CertificateFactory. getInstance (“X509”);

X509Certificate x509 = (X509Certificate)factory. generateCertificate(is);

String alias = x509. getSubjectDN (). getName () ;
ks. setCertificateEntry(alias, x509);
} finally {
try { is.close(); } catch (IOException e) { }
}

PrivateCertificateHttpsActivity.java
package org. jssec. android. https. privatecertificate;

import android. app. Activity;

import android. graphics. Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android. widget. ImageView;
import android.widget. TextView;

public class PrivateCertificateHttpsActivity extends Activity {

private EditText mUr [Box;
private TextView mMsgBox;
private ImageView mImgBox;
private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main);

mUr 1Box = (EditText) findViewByld(R. id. urlbox) ;
mMsgBox = (TextView) findViewByld(R. id. msgbox) ;
mImgBox = (ImageView) findViewByld (R. id. imageview) ;
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}

@0verride

protected void onPause() {
/] TOEHE Activity MIEESINSHREMAH LD TIERLPUEEX v oL LTHL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;
super. onPause () ;

}

public void onClick(View view) {
String url = mUr|Box. getText (). toString();
mMsgBox. setText (url) ;
mImgBox. setImageBitmap (nul 1) ;

// EROERBPREALRHL>THNI ELHIDTErY oL LTEL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;

// UL ALy FTEBIELTIRAELHLDT, AsyncTask [C&YT—hH—X Ly KTRIET
mAsyncTask = new PrivateCertificateHttpsGet (this) {
@0verride
protected void onPostExecute (Object result) {
// Ul ALy FTRIERZRRZLET S
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n FIS FEAE¥n” + e. toString());
} else {
byte[] data = (byte[]l)result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;
}
}
}.execute(url); // URL #i& L CIEREANIE % BHA

346
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5.4.2. JL—)LTvY

HTTP B{E. HTTPS BIET AIGZBICIXLUTDIL—ILESFEHI &,

1. o T471ERIE HTTPS BIETERIET S (WH7E)
2. HTTP BIETRHZET 2DLEMEHRT S (7R)
3. SSLException 2 LaA—5—I@BENT 2ZF 0B LHI5NEEZT S (s78)
4. TrustManager ZZE LAY, B ® TrustManager Z{Eo7iLy (s78)
5. HostnameVerifier ZZE L%, B ® HostnameVerifier Z4Eo7%0 (s78)
5.4.2.1. Y TA4TLERITI HTTPS BIETERIETS (7R)

HTTP ZE--BIETIX. ZERETHEROBE - RS A, T(E, BEEYT—N\—DHRYTELAR ST REMEN
Hb, Lo T4IHIERIE HTTPS BIETERIETHI L,

5.4.2.2. HTTP BIETRHRET —ANRELMEHRTS (h78)

HTTP BIEICEITAZET —REHEENHHAIGETHA1=0 . I—FHiEBHEER--RET 32 2ET 58
HENHE. HOWAHE. BRADT—2EZETHILEBELT, RIET —RENETH0—FICHBHELI LK
KEMFTTA—T1VTTEILENH D, Ff-. HTTPS BIEICHIFTEZET ROV TH, RIEET—HEEEHIC
BETHHEEZTIIELIEL HTTPS EHEADY—N\—HDREFICL>THESNLDTHEHE L. ZIET
— AN EREY—N\—LIER DGR CTER SN T2 THEIEELHE-OTHD. 3.2 ANT—HDREMEE
HRTBI1EEITHE,

5.4.2.3. SSLException [ZxfLA—Y—IZ@NT 2FDE UL H S LEET S (h7B)

HTTPS BE TIEHY—/\—SEEAE DRI SSLEXception DNFEAET BT ENH D, SSLException [FH—/\—3E
BAEDRENREEGE>TRET S, ATAZEO RN EIETHEZICLITREREICI>TRELTWVSETREELH D
M T. SSLException [ LTIEBEUGHNNIBERETLHIIEADBETH D, AINNEDOH EL TIE.
SSLException IZ&DEEXRELI—HY—ITEHT EHIE. HAWIOTIZERERT HIENEZLND, TD—AT.
TI)CES>TEA—F— IR T HHRNEEMEIDBELEINGNIEEHYS5D, SO XS EEITANESULEETT
DRI L >TRLGDD T, TAoE TR LI ETRELGZTNITGESELY,

AT, SSLException MEELI-HEICITFEEBREEZZ(TTVSAEEENH DD T, HTTP HEDIEESLE
BIZ& 2T T HERDEZEETBEHAADIILRELTIILSELY,

5.4.2.4. TrustManager #Z B L%LY, B ® TrustManager Z{E57LY (s78)

BOERAHELEDTFAR—MEAETHTTPS BIET 51-0IZ(E, B—/\—FEBAEIREEIZfE KeyStore &%
BIBEITTEC, LALEMNGI5.4.3.3 FAIAZSRAZEMNLT BRI —FITHRALTLDRIIZ, 105 —F
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Y ETRABIN TS YU T IILa—RIZIE, EI&7% TrustManager #EE 9 562 BNLTLSLDH Z<HD, =
NoEDYUTINESEICLTEESAETI)IE, BBHEEEY O AEEELH D,

TSAR—NFERET HTTPS BEXLLMESIZIX5.4.1.3 TSAR—REEBHET HTTPS BIETAI10RELY
DTN aA—FESBTHIE,

AEGS(TME D TrustManager ZREICKE T HELFRETH AN, BSLEOESREICTILHBELS
F=RME CTRINEIREEY AL BIREAH ST, COIL—ILIFHA TYBEELT,

5.4.2.5. HostnameVerifier #Z R LAY, B ® HostnameVerifier Z4E 57450 (Wh7E)

B ERMAZELREDTSAR—EAETHTTPS BIET 51®IZI. Y—/\—FIBAZREEIZ{E5 KeyStore %
B BT TED, LHOLEASI5.4.3.3 SEAERAZENILT SBERAI—FITRALTLS KT, 105—H
vk ETARASNTWS YT ILa—FRIZIL, BEI&7: HostnameVerifier #3832 BB NMLTLSED N EL<H 5,
INLDYUTINESEICLTRELL7IVIL. BEEEEYSTTEHEENDH S,

TIAR—FEEBAE T HTTPS BIEZLI-LMEEICIEN5.4.1.3 TS5AR—EBRET HTTPS BET 510K &Y
VINaA—FESETHIE,

ARG (EHE D HostnameVerifier 2R £ 1TRE T HELFARETHAHD, S NEOESEEICHHETH#HE
LR ETHRINIEIREEYRALBIREAH D0, COIL—ILIEFHATHEEL,
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5.4.3. 7RI\ Rk

5.4.3.1. FSAR—MEAEDERAEEY —/\—RE

ZZ Tl Ubuntu %5 CentOS £ E D Linux IRBIZHITETSAR—MIBAEDER A iEEY — /N —EREIC DL TR
BT %, TZAR—EBRE IR MICRITEIN =Y —/\—FIBREND L TH S, Cybertrust ° VeriSign GEDNFE=
BRI ORITIN =Y —/N\—IIAZLXFIL TTSAN—FEHZELEEN S,

TSAR— I RBEER DR

FTTTAN—MEIAEZRITT ODTIAR—F BB ZEERT %, Cybertrust % VeriSign HEDE=FR
MRERBILTISZAR—IPREIBEFIEND, 1 DDTSAR—FRARTERDTSAR—MIAEEHRITTES,
TSAR—RBIABEER LTz PC (X, BRONEETEDIANYMLO TV EATELRVLSICHEIZEEIA LTI
EBIELN,

TSAR—RBIEBEERT BICIE, TEEDITILRY) Tk newca.sh BXKUVERFET7 1)L openssl.enf #ERRLE
79 %, VTILRYY TR CASTART KU CAEND IXZEEEB D E#HEAM .. CASUB) (LSRN LA THAD T,
T RRABICEDETEEFTHIL, VIRV TRETORICIFZRIAR T I ERAD=HD/SRAT—F N EE
3EAMNDDT. RL/ART—FEANTBHIL,

newca.sh - 7S5AR— R ’NREIBEVEHR T D> TILAOUT
#!/bin/bash

umask 0077

CONF I G=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CAREQ=careq. pem

CACERT=cacert. pem

CAX509=cacert. crt

CASTART=130101000000Z  # 2013/01/01 00:00:00 GMT
CAEND=230101000000Z # 2023/01/01 00:00:00 GMT
CASUBJ="/CN=JSSEC Private CA/0=JSSEC/ST=Tokyo/C=JP”

mkdir -p $
mkdir -p $
mkdir —p ${CATOP}/crl
mkdir —p ${CATOP}/newcerts
mkdir -p ${CATOP}/private
touch ${CATOP} /index. txt

CATOP

CATOP} /certs

—_——— —_— ——
——

openss| req —new —newkey rsa:2048 -sha256 -subj “${CASUBJ}” ¥
—keyout ${CATOP} /private/$ {CAKEY} —out ${CATOP}/$ {CAREQ}
openss| ca -selfsign -md sha256 -create_serial -batch ¥
—keyfile ${CATOP}/private/$ {CAKEY} ¥
-startdate §${CASTART} —enddate §{CAEND} -extensions v3_ca ¥
-in ${CATOP} /$ {CAREQ} -out ${CATOP}/$ {CACERT} ¥
-config §{CONFIG}
openss| x509 —in $ {CATOP} /$ {CACERT} —-outform DER -out ${CATOP}/$ {CAX509}
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openssl.cnf - 2 DD TILRA O UT MHHIEICESIB T B openssl ON> RDKET 71U
[ cal

default_ca = CA_default # The default ca section
[ CA_default ]
dir = ./CA # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
cri_dir = $dir/crl # Where the issued crl are kept
database = $§dir/index. txt # database index file
#unique_subject = no # Set to 'no’ to allow creation of

# several ctificates with same subject
new_certs_dir = $dir/newcerts # default place for new certs
certificate = $dir/cacert. pem # The CA certificate
serial = §dir/serial # The current serial number
cr Inumber = $§dir/cr Inumber # the current crl number

# must be commented out to leave a V1 CRL
crl = $dir/crl.pem # The current CRL
private_key = $dir/private/cakey. pemt The private key
RANDFILE = $dir/private/. rand # private random number file
xb09_extensions = usr_cert # The extentions to add to the cert
name_opt = ca_default # Subject Name options
cert_opt = ca_default # Certificate field options
policy = policy_match

[ policy_match ]

countryName = match
stateOrProvinceName = match
organizationName = supplied
organizationalUnitName = optional
commonName = supplied
emai |Address = optional

[ usr_cert ]

basicConstraints=CA:FALSE

nsComment = “OpenSSL Generated Certificate”
subjectKeyldentifier=hash

authorityKeyldentifier=keyid, issuer

[ v3_ca ]

subjectKeyldentifier=hash

author ityKeyldentifier=keyid:always, issuer
basicConstraints = CA:true

ERUTIROV T ERTTHEAEETALIMNIETIZ CA EVSTALIRIDMERESND, 2D CA T4LYR)
MNTSAR—RBIL/THD, CA/cacert.crt 77T SAR—BABD I —FERAETHY. [5.4.1.3 T34
R—NEBAETHTTPS @1ET 510 assets [(CfEAINTY. 5.4.3.2 Android OS DEEAER LT IZTSAR—F
RELBD I —IEAEE A2 RA—)LF S (Android 4.0 LIB%) 1T Android iHRICA 2V Ab—ILENTzYT 3,

TFAR—MEAEDERL

TSAR—RERAZEZXERTBIZIE. FEREDOUZILADY T newsv.sh ZERLETT S, VTILARY) T D
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SVSTART &Y SVEND (FTS5AR—EEBAZED A $NHAR. SVSUB) (& Web —N\—DETHAD T, AR
Web H—/N\—IZEDHETEEREITBHIE, 452 SVSUB) D /CN THEET % Web H—/N\—DHRARRIEZATIAMNY
WERIITRE[FFTDT L DT RVYTRERTTHERIMBT IV ERADI=ODNRT—FHBEINED T, TF7A4A
—FREABEER T HLEITIBELIZ/IRRD—REANTEHIL, ZDE. BT 2 BD y/n ZEINEDTYEAS
THIL,

newsv.sh - FSANR— NIEAZEZFEITIDSTILAOUT ~
#!/bin/bash

umask 0077

CONF I G=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CACERT=cacert. pem

SVKEY=svkey. pem

SVREQ=svreq. pem

SVCERT=svcert. pem

SVX509=svcert. crt

SVSTART=130101000000Z  # 2013/01/01 00:00:00 GMT
SVEND=230101000000Z # 2023/01/01 00:00:00 GMT
SVSUBJ="/CN=se | fsigned. jssec. org/0=JSSEC Secure Coding Group/ST=Tokyo/C=JP”

openss| genrsa —out ${SVKEY} 2048
openss| req —new -key ${SVKEY} -subj “${SVSUBJ}” -out ${SVREQ}
openss| ca -md sha256 ¥
—keyfile ${CATOP} /private/$ [CAKEY} -cert ${CATOP}/${CACERT} ¥
-startdate §${SVSTART} -enddate ${SVEND} ¥
-in ${SVREQ} -out ${SVCERT} -config ${CONFIG}
openss| x509 —in $ {SVCERT} -outform DER —out ${SVX509}

VIR TEETTEHE MEETALIMNETIZ Web —/N—FHDTSAR—,F—T74 )L svkey.pem
BIVTSAR—EAZET 7ML svcert.pem BNEREIND,

Web H#—/\—H% Apache THAIGEIZIE. BE I 7ML HIZ_ETIERLT= prikey.pem & cert.pem ZRD K31
BETDHELLY,

SSLCertificateFile “/path/to/svcert. pem”
SSLCertificateKeyFile “/path/to/svkey. pem”
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5.4.3.2. Android OS QiEFAZER NP IZTSAR—FERARDIL—FEBAEF A/ A—/LF B (Android 4.0 LLZ)

[5.4.1.3 TSAR—FIBAET HTTPS BIETHIDHY VT ILa—KIE. 1 DOT7TVIZTSAR—RBERDIL—F
MRAEEE-EHIET. TSAR—MIAETERT % Web H—/3\—I[Z HTTPS ##3 2 A EEF BN LIz, 22T
(& Android OS [CTSAR—FRARDIL—MEREZA VAL EHILET, TRTOT TN T4 R—HEH
ETERTHWeb h—/N\—ITHTTPS #5952 AEEHRNT 5. 1V AM—ILLTEW\DIE, EFETEZHRIAF/DH
ITLI-EEBAEICRACEITERET AL, COFIRZFATEZHD(E. Android 4.0 LI DIRKRICRESN S,

FITTSAR—F R BHDIL—FEBBET 74 )L cacert.crt Z Android IHERDAREAL—UIZaE—TF B, BEY
DTN A—FTERALTWAIL—MEBAZD74)LIE https: //selfsigned.jssec.org/cacert.crt Mot B TES,

XIZ Android DEFEA=21—D X1 T14Z2HE. TRDOLS5HLFIEZEDHSHZET Android OS (Z)L—REEBRE
EFAVRM=ILTBIENTES,

K Ry—oonn

Wetalsq

AT — K
BOyIBBRNS—2EADLTLE

NRDT— R EHRFET S =L

ARBOBAZIEET D

EHERE:

cacert

Ny br—JoRe:
CARESA 1 £

Fr ol

TS DMPLERET S(CI30 v IMENT—2
EANTIRENBUET

5.4-2 FTSAR—FRERBOIIL—ERED AV XM—ILFIE
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JER—LI
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JSSEC
PREPT L. Sis ssaoL R

2t cacertdidf Y2 h—JLENTLET,

F2 kL—3DF—SHIkE

5.4-3 JL—MERREMNRA UV AR—ILENTNBRZEDFER

Android OS [ZFSAR—FREERDIL—MIBAZEZ AV AN—ILT L, FOERA/D LRITINI=TSAR—NE
HEZIRNRTOT7TYTELKERAERIETESLSICH S, TRIE Chrome 757 H T
https://selfsigned.jssec.org/droid_knight.png &R R~LI=BEDHTH5S.

L -
ol @ 6:27

& dps jssecorg/c & [[3E) : 8 tps jssecorg/c C I3 :

QYA hOEFa1UF 1 EHE -
FERTEFLA —KE =
selfsi?ngdjssec.:_»rull_? a2 I."_&"}CL. )[/ I\IIIE Eﬂ = %
A AVAR—=ILT B

2P DATFAIRL 2 TERENATVEVR

fRTT. $=—r-HRBotFaVF B
IR ELR L. THH Google Chrome T
(FEREEIREE L TERMT2ELGOTES
H BROBS1-Y—-HEEEGERLLD

LTRSS ET.
RICHEFZVTCESWL, SO MIDW
THSEMHTOOREA v - UNRTEN
TERSEWICERSLETY,

AT IR

Y —N\—LRAERIT 24 (2B
TS pgese ELKZREISEIER

https://selfsigned.jssec.org/droid_knight.png

5.4-4 L—MEHABD AV A=V R LT SAR—MIAEZELIRIETESD L5125
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5.4.3.3. EEASREIEEMNET HRIKRGO—F

A B3—FYb EICEY—N—AERIETS—%ERLTHTTPS BIEEZT YT ILa— RS HIBEIN TS,
INSDHUTINA—KRIFTSAR—MIAEZEZFEOTHTTPS BIEE2RE T 2HEELTRASATNSE=H, F5L
=Y TINa—REIE—&R—RMLTHALTWS 7 TUNSHBEALTVS, BeAALI5LEY YT ILa—Fk
ETPEERBICHEBLGLDTHAIENZL CDREOEIETI2012 F(ZIE Android 7T D HTTPS BIEDE
BEHERICBTERMENEIeHEIN Tz, 1EBRF=&SIZ, S5LEzAUE— v b LOIfEFEAY T ILa—FEFI AL
TLFELERONDZLDIETEA Android 7T A ERESNATLVD,

CCTIXTSLHEE8% HTTPS BIED YL TILIA—FOMRERBNT 5, S5L=H U T ILa—FERMHHEIC
(£75.4.1.3 TSAR—IEAETHTTPS BIET 51D YU TILO—RICEESHA HRE LTI FEE LY,

fEb% : ZZ>(ED TrustManager /34— X
TrustManager tm = new X509TrustManager () {

@0verride
public void checkClientTrusted (X509Certificate[] chain
String authType) throws CertificateException {
//fAE LN - EARIIAETEZMHFTS
}

@0verride
public void checkServerTrusted (X509Certificate[] chain
String authType) throws CertificateException {
//fAE LN - EARIIAETEZMHFTS
}

@0verride
public X509Certificate[] getAcceptedlssuers() {
return null;

}

f&b% : 225 (XD HostnameVerifier Z/E345 —X
HostnameVerifier hv = new HostnameVerifier () {
@0verride
public boolean verify(String hostname, SSLSession session) {
// BIZ true IRF — FARKR FETHZMAFTS
return true;

f&f% : ALLOW_ALL_HOSTNAME_VERIFIER Z{E> TWL\DHT—X
SSLSocketFactory sf;

sf. setHostnameVerifier (SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER) ;
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| 5.5. FSANL—IERERS

AXT+HNOFIAFFREERATH7TIIE. FIAENEAANBEROCTSAN—DOBANLRE-RDTIVEE
FATEALSC, FIAERHREEVICIRYRSEEBIZ. FIRAFICHLTHMY LT VERBAZTV. MAZEICHAD
AIEDRRERT ENROOND, TDI=HIZIEK. TTINEDLSTEREE D LSITHINEERLEZTIIE
DT TVr—2320 - FTSAN—R) O — (LT, 7TV TSAN—RYS—) &5/ RTSEEDIC, BEELR
YIRWAROSNDFIAEFBROIE - FAICOVWTIEBANCA—V—DOREEBIVLENHD. BH. 7T
—2aV - TIAN—RYO— IR XD SFET HMENEREREA S ICTHARNIFLEEGYIRIEREE
THLDTHAHIEICBETHIL,

TIAN—R)o—DERPCERIZBL T, HLIIRBEMNMRBYT H[RAY— T+ TF3AN— (27 T4
TIRVIRR—rTHY TZAN— AZTT4TTILT #754 SPI LEBR)ZSHRDI L,

Flo KRB THROAFEISOV TR AXADFER B LUN5.5.3.2 MEREHRIZSRI DL,

5.5.1. o7 )La—K

TT)-TZANO—R)—DERICIE. —RICABRSATWBI 7T r—230 - T4 N —R) S —1ER X 1R
Y—IL 161 Z AT HELTEDS, COY—ILOBE AL HTML R E KLU XML IR EB->TEY . BERT TS
—2a - TSAN—R) D —EBRMRT TV r—2a0 - TS5A N =R —DENTNDIT7AILDMER SN S,
ERENT- XML D7 A ILICIEZRBER DRI MG E #8754 SPHIERL-FLLE-TUNS, LTFTOYUTILa—F
TlE. LRBY—IVEFE>TER LI HTML 274 IILEFIALT7Z ) - T4\ —R) o—Z1RR T BHlE R,

16 http://www.kddilabs.jp/tech/public-tech/appgen.html

356 All rights reserved © Japan Smartphone Security Association. TSAN\—BRERS



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

““1mmm“ Android 7T DX 27 EEH X2 T7aA—FAU T HAR

20147 A1 BiR

s Privacy Policy Test Application

EERROBE

PrivacyPolicyTestApplication (&, LITDOHERR
BRENPEELET,

EEET 5 HERIER
cookie(S & ACHER LTZERIID)E LL (&
F7 ) EBDID
BERICLDANIER
U&EHR

WA ET38H0

BEEYHR— b
P - - ERAROBEDRE

WX {E%
JSSEC EFa7I—F 1 VIWG

FUFRBGEFP IV T—2 a3 0TSS4 NY—KR
2 —7% http://www.example.com/pp/app-

policy-privacypolicy-1.0.html T &Lz IFE
ER

5.5-1 BMERT7 TV r—2ay - TFAN—R)S—D Bl

BRMICIE. ROYIEIO—IZRSZETHRAT B YU TILI—FEHIE TES,

MET 51— L
P —/ ISR

FAFEIZLD
myz HNRBLIFRE
H—N—IZEET S

Yes

HEGRYHEOA
ROLNLFIREHEEHRE
H—/R—IZRIET S

A4 A4 A4
[AERE-ERREHY)] [afEREHY] [AfERELL] SN —Y S —
FITSA I — R~ 79T s | | 7IYTasv—syy—g || TTUZ I R E
HHRAAEETTY HARAATZTTUBRFE HAAATET TS WIS

5.5-2  FS54 /X —REEES YL T LA FEBIRTHTIO—Fo—F

CIT.aEREEK. 7TIVHEEEBFOTT) - T4\ —RYS—DRR-FERITKY . TTUDHY—/3—(T3E
EHFRAEFRICOVTEEMNICRAEZFH_ETH S,
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F- . BRREL . BROFAFRBRICOVTEEDOERICEMNDEIEEZFSIZLETHD,
5.5.1.1. [BERE-ERNRESHY] 7T)-TI3AN\—RIS—El1HAAIZT T

RAVh:(BERE-BIREHY] 7T T34\ —RUS—EBHAATZTT))

1. #HEEBFTYTT—rHIZ. 7T)BRSFREFROZEII OV TERREREERD
A—H—DBREREIBLN TGRS X, FIAEHEROEEILLEN
BEELGRYFRVDAROLNDFIREFREEETLHHEE. B —F—DOREEES
A—HF—DEFRENMESNTULVEWNEE I, ZBFROEE LA
A—H—TF ) TIAN—R)O— BB TEELFERERETD
BELERELI—Y—IREICKVEIRT 2FERERAETS
A—H—BEICIYIAEBROEELFELTHFREZAETD
FIRAEHFROMDIIFIZIX UUID/cookie ZFIRATS

TI) T4 N —RYS—BERR% assets T4+ )LARIZERELTHS

© ® N O U A W

MainActivity.java
package org. jssec. android. privacypolicy;

import java. io. [OException;

import org. json. JSONException;

import org. json. JSONOb ject;

import org. jssec. android. privacypolicy. ConfirmFragment.DialoglListener;

import com. google. android. gms. common. ConnectionResult;

import com. google. android. gms. common. GooglePlayServicesClient;
import com. google. android. gms. common. GooglePlayServicesUtil;
import com. google. android. gms. location. LocationClient;

import android. location. Location;

import android. os. AsyncTask;

import android. os. Bundle;

import android. content. Intent;

import android. content. IntentSender;

import android. content. SharedPreferences;
import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. support. v4. app. FragmentActivity;
import android. support. v4. app. FragmentManager ;
import android. text. Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCal lbacks, Googl
ePlayServicesClient. OnConnectionFailedListener, DialoglListener {

private final String BASE_URL = “https://www. example. com/pp”;

private final String GET_ID_URI = BASE_URL + “/get_id. php”;

private final String SEND_DATA_URI = BASE_URL + “/send_data. php”;

private final String DEL_ID_URI = BASE_URL + “/del_id. php”;
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private final String ID_KEY = “id”;
private final String LOCATION_KEY = “location”;
private final String NICK_NAME_KEY = “nickname”;

private final String PRIVACY_POLICY_AGREED_KEY = “privacyPolicyAgreed”;

private final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

private String Userld = “”;
private LocationClient mLocationClient = null;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
private final int DIALOG_TYPE_PRE_CONFIRMATION = 2;

private final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher () {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {
}

@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld (R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
public void afterTextChanged (Editable s) {
}

}s

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

/] A—H—HBAA D EZH—N—DIoRETS
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id. editTextNickname)).addTextChangedListener (watchHandler) ;

int resultCode = GooglePlayServicesUtil. isGooglePlayServicesAvailable(this) ;
if (resultCode == ConnectionResult. SUCCESS) |{
mLocationClient = new LocationClient(this, this, this);
}
}

@0verride
protected void onStart() {
super.onStart () ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
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/] *iRA b 1k FEEER (7Y TT— ) I, 7TUNKSFRABFEROXEIZDVTEEREZHES

/] ToTT—RrEIZOVTIE, HFLLWAABFERZHRS L5(CH-EEIC04#. BEARERELBILELD
%o

ConfirmFragment dialog = ConfirmFragment. newInstance (R. string. privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;

dialog. setDialogListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

// Location 153RER1G A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop() {
if (mLocationClient = null) {
mLocationClient. disconnect () ;
}
super. onStop () ;
}

public void onSendToServer (View view) {
/] hRA Ik BELZRYKBVLHARDONLFAEFRZEET HEEE. B2 —YF—-OREEZRFS
ConfirmFragment dialog = ConfirmFragment. newInstance (R. string. sendLocation, R.string.cofirmSendLocation
DIALOG_TYPE_PRE_CONF IRMATION) ;
dialog. setDialogListener (this) ;
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show (fragmentManager, “dialog”);

}

public void onPositiveButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] *iRA 2k 1k FEEER (7Y TT— ) I, 7TUNKSFRABFEROXEICDVTEEREZES
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, getVersionCode())
pref.apply () ;
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] dRA Ik BEGRYKBLHIROSNLFAEERZEETHEEE. BNV —-DOREZRFS
if (mLocationClient != null && mLocationClient. isConnected()) |{
Location currentLocation = mLocationClient. getLastLocation() ;
if (currentLocation != null) {
String locationData = “Latitude:” + currentLocation. getLatitude() + “, Longitude:” + currentL
ocation. getlLongitude () ;
String nickname = ((TextView) findViewByld(R. id. editTextNickname)). getText (). toString();

Toast. makeText (MainActivity. this, this.getClass().getSimpleName () + “¥n - nickname : “ + nick
name + “¥n - location : “ + locationData, Toast.LENGTH_SHORT).show();

new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, locationData, nickname) ;

}

public void onNegativeButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] *RA Uk 2k A—HF—OBRBFEREIELBOLNATULERWNMEE(X, FIREFEROZEELEL
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}

}

}

}

/] B TWTFTTUTRFTTIUr—2avE8TT5
finish();
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] *RA b dhk A—F—OEFNEENFONTULEWNMESIE., ZLFEHROZXEEXLEL
// A—YF—RELFLNEN IO THE LA

private int getVersionCode() {

int versionGode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
Packagelnfo packagelnfo = packageManager. getPackagelnfo (this. getPackageName (), PackageManager. GET_ACT

IVITIES) ;

versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
}

return versionGode;

@0verride
public boolean onCreateOptionsMenu (Menu menu) {

getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

@0verride
public boolean onOptionsItemSelected (Menultem item) {

switch (item. getItemld()) {

case R. id. action_show_pp:
/] kIRA bS5k A—HF—NTF7 T « TSANL—FRYL—¢HRETELFRERETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity(intent);
return true;

case R. id. action_del_id:
/] hRA b bk FELLERELI T REICKVBIRT S2FEREZRET S
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;

case R. id. action_donot_send_id:

/] KRA b Tk A—F—BEICKYFREFBOEEEZFLTSIFREAET S

// FAEFEROZEZEFELL-EE. EREARICETIEAEEBEEINLEDLT D
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, 0);

pref.apply () ;

/] AU TILTEHAAEEREREEXELEWNMEGE., 1 —F—ITIRET IHENEC L DD

/] COBRBTT TV ERTT S, CONBET7T)EDEHBICEHLETEETSII L,

String message = getString R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - “ + message, Toast.LENGTH_SHO

RT). show () ;

finish();

return true;

}

return false;

All rights reserved © Japan Smartphone Security Association. 7’541(“’/-1%@%*&9 361




resotmmon  http://www jssec.org/dl/android_securecoding.pdf

““1$%m“ Android 7 /) DX 217 R X217 —TAVTHAR 201457 B 1 BER

@0verride
public void onConnected (Bundle connectionHint) |{
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation() ;
if (currentLocation != null) {
String locationData = “Latitude ¥t: “ + currentLocation. getLatitude() + “¥n¥tLongitude ¥t: “ + cu
rrentLocation. getLongitude() ;

String text = “¥n” + getString (R. string. your_location_title) + "¥n¥t” + locationData;

TextView appText = (TextView) findViewByld(R. id. appText) ;
appText. setText (text) ;

}

@0verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try {
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
e.printStackTrace () ;
}

}

@0verride
public void onDisconnected() {
mLocationClient = null;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
/] *RA 2+ 8% FAEBEFEROMD(FIZIL UID/cookie ZFIMAT 3
/] AU TILTIEY—N—RITERLE D 2FAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ b—0 UAFEELKLIzSH, —nN—h5 IDZBMYFHE 5,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, ““, “id");
} catch (IOException e) {
/] SIRAEIS—HBEDHNEXFYYFT S
extMessage = e. toString() ;
}

// BRYZF1= ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data !'= null) ? “success” : “error”;
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Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + “ : “ + extMessa
ge, Toast. LENGTH_SHORT). show() ;
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”;

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String location = params. length > 2 ? params[2] : null;
String nickname = params. length > 3 ? params[3] : null;

Boolean result = false;
try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);
if (location != null)
jsonData. put (LOCATION_KEY, location) ;

if (nickname !'= null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil. sendJSON (ur!, “”, jsonData.toString());

result = true;
} catch (IOException e) {
/] SIRAEIS—HBEDHINEXFYYFT S
extMessage = e. toString();
} catch (JSONException e) |
extMessage = e. toString();
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + “ : “ + extMessa
ge, Toast. LENGTH_SHORT). show () ;
}
}

ConfirmFragment.java
package org. jssec. android. privacypolicy;

import android. app. Activity;

import android. app. AlertDialog;

import android. app.Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os.Bundle;

import android. support. v4. app. DialogFragment;
import android. view. LayoutInflater;
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import android.view. View;
import android. view. View. OnClickListener;
import android.widget. TextView;

public class ConfirmFragment extends DialogFragment {
private DialoglListener mListener = null;

public static interface DialoglListener {
public void onPositiveButtonClick(int type);

public void onNegativeButtonClick (int type);
}

public static ConfirmFragment newlnstance(int title, int sentence, int type) {
ConfirmFragment fragment = new ConfirmFragment() ;
Bundle args = new Bundle() ;
args.putInt("title”, title);
args. putInt (“sentence”, sentence) ;
args. putInt ("type”, type) .
fragment. setArguments (args) ;
return fragment;

}

@0verride
public Dialog onCreateDialog(Bundle args) {
/] kA b 1k {EEEREIZ, 7TUANESHRAERROZECOVCERERAEEES
/] hRA Ik BELZRYKBLHARDONLFAEFRZZET HEEE. B2 —F—-DOREEZRFS
final int title = getArguments(). getInt ("title”);
final int sentence = getArguments().getInt(“sentence”);
final int type = getArguments().getInt ("type”);

LayoutInflater inflater = (Layoutlnflater) getActivity().getSystemService (Context. LAYOUT_INFLATER_SERVICE

View content = inflater. inflate (R. layout. fragment_comfirm, null);
TextView |inkPP = (TextView) content. findViewById(R. id. tx_link_pp) :
| inkPP. setOnCl ickListener (new OnClickListener O {
@0verride
public void onClick (View v) {
/] kIRA b5k A—HF—NTF7 T« TSANL—FRYL—¢HRBTELFRERETS
Intent intent = new Intent();
intent. setClass (getActivity (), WebViewAssetsActivity.class);
startActivity (intent);

1D

AlertDialog.Builder builder = new AlertDialog.Builder (getActivity());
builder. setlcon(R. drawable. ic_launcher) ;

builder. setTitle(title);

builder. setMessage (sentence) ;

builder. setView(content) ;

builder. setPositiveButton (R. string. buttonOK, new Dialoglnterface. OnClickListener () {
public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onPositiveButtonClick (type) ;
}
}
DR
builder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener O {
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public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener !'= null) {

mListener. onNegativeButtonClick (type) ;
}

1D

Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

}

@0verride
public void onAttach(Activity activity) |
super. onAttach (activity);
if (activity instanceof DialoglListener == false) {
throw new ClassCastException(activity.toString() + ” must implement DialoglListener.”);
}
mListener = (DialoglListener) activity;

}

public void setDialogListener DialoglListener listener) {
mListener = listener;

}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicy;

import android. app. Activity;
import android. os.Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {
/] hBRA bk 7T - TS5A1R—FR) O—E % assets T+ ILFRICERE L THLS
private final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-1.0. htm

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewByld(R. id. webView);
WebSettings webSettings = webView. getSettings();

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.2. [BERE®HY] 7TV)-TIAN—RI)—&#MHAALFZT T

All rights reserved © Japan Smartphone Security Association. 7’541(“’/-1%@%*&9 365



SECURITY

l“" s woxe Android 77 DX AT HE X 1T IA—TFTAV T HAR

assocmion  NEEP//www jssec.org/dl/android_securecoding.pdf

20147 A1 BiR

RAVE: [BERESHY] 7TV -TIAN—RI—EMARAALIET T
1. WEEESFRTYTT—rHIZ. TTVNRSFAZFEROEEIOVWTEREREEED

N OO v W N

d

A—HF—DAERBNMEONTULVEWNGE . FIAEFFEHROEEFLEL
A—HF =TT -TIAN—R)—2HRTELFREART D
EELEHREZL——BEICKVAIRT 2FREAETS

— B EICIYFIRERROEEEZFLTSIFRERAETD

FIFAEEHROMDIFIZIE UUID/cookie #FIAT S
T TSAIN—R) O — B ERR%F assets 74ILFRIZEEELTHL

import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

MainActivity.java
package org. jssec. android. privacypolicynopreconfirm;

java. io. I0Exception;

org. json. JSONException;

org. json. JSONOb ject;

org. jssec. android. privacypol icynopreconfirm. MainActivity;

org. jssec. android. privacypol icynopreconfirm.R;

org. jssec. android. privacypol icynopreconfirm. ConfirmFragment. DialogListener;

android. os. AsyncTask;

android. os. Bundle;

android. content. Intent;

android. content. SharedPreferences;
android. content. pm. PackagelInfo;

android. content. pm. PackageManager ;
android. content. pm. PackageManager. NameNotFoundException;
android. support. v4. app. FragmentActivity;
android. support. v4. app. FragmentManager ;
android. telephony. TelephonyManager ;
android. text. Editable;
android. text. TextWatcher
android. view. Menu:
android. view. Menultem;
android. view. View;

android.widget. TextView;

android.widget. Toast;

class MainActivity extends FragmentActivity implements DialoglListener {

private final String BASE_URL = “https://www. example. com/pp”;

private final String GET_ID_URI = BASE_URL + “/get_id. php”;

private final String SEND_DATA_URI = BASE_URL + “/send_data. php”;

private final String DEL_ID_URI = BASE_URL + “/del_id. php”;

private final String ID_KEY = “id";

private final String NICK_NAME_KEY = “nickname”;

private final String IMEI_KEY = “imei”;

private final String PRIVACY_POLICY_AGREED_KEY = “privacyPolicyAgreed”;
private final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private String Userld = “”;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
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private final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher () {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {
}

@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld (R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
public void afterTextChanged (Editable s) {
}

}s

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

/] A—HY—HBAA D EZH—N—DIoWETS
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id. editTextNickname)).addTextChangedListener (watchHandler) ;
}

@0verride
protected void onStart() {
super.onStart () ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {

/] *iRA 2k 1k FEEERE (7Y TT— ) I, 7TUNKSFABABFEROXEIZDVTEEREEZHES

[/ ToTT—RrEIZOVTIE, HFLLWAABFTERZHRS L5(CH-EEIC0A#. BEARERELBIVELD
%o

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;

dialog. setDialogListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

public void onSendToServer (View view) {
String nickname = ((TextView) findViewByld(R. id. editTextNickname)).getText().toString();
TelephonyManager tm = (TelephonyManager) getSystemService (TELEPHONY_SERVICE) ;
String imei = tm. getDeviceld();
Toast. makeText (MainActivity. this, this.getClass(). getSimpleName() + “¥n — nickname : “ + nickname + “, im
ei = ” + imei, Toast.LENGTH_SHORT). show() ;
new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname, imei);
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public void onPositiveButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] kiRA b 1k FEEERKIC, 7 TUAERSAHAEEFEROZECODVWTCEEREE2ES
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, getVersionCode())
pref.apply () ;

}

public void onNegativeButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] kRA k2% I—F—DOBEFERENB LN TVEWNMESIX., FIAFBEROEEILEN
/] HOTNTITITET IV r—23a V&8 TT S
finish(;

}

private int getVersionCode() {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
Packagelnfo packagelnfo = packageManager. getPackagelnfo (this. getPackageName (), PackageManager. GET_ACT
IVITIES) ;
versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
}

return versionGode;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] KIRA D F 3k A—HF—NTF7 T« TSANL—FRYL—¢HRBTEZLFRERETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent);
return true;
case R. id. action_del_id:
/] hRA bbbk FELLZERELI T REICKVBIRT I2FEREZRET S
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;
case R. id. action_donot_send_id:

/] KRA 2k Sk A—HF—BEICKYFREFBOEEEZFLTSIFREAET S

// FAEFEROZEZEFELLZEE. EREARICETIEAEEBEEINLEDLT D
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, 0);

pref.apply () ;

/] AU TITRABAEFEREEXE LAWVGE., 1—F—ICIRBT 2HENEL LD
/] COBRBTT TV ERTT S, CONBET7T)EOEHBICEHLETEETSII L,
String message = getString R. string. stopSendUserData) ;
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Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - “ + message, Toast.LENGTH_SHO
RT). show () ;
finish();

return true; }
return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
/] *RA 2+ 6k FAEBFEROHMED(FIZIL UID/cookie ZFAT 3
/] AU TILTIEY—N—RITERLE D 2FAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ b—0 UAFEELLEIzSH, —nN—h5 IDZBMYFHE 5,
try |
UserId = NetworkUtil. getCookie (GET_ID_URI, ““, “id");
} catch (IOException e) {
/] SIRAEIS—HBEDHINEXFYIYFT S
extMessage = e. toString() ;
}

// BRYZFE1= ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();

}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data !'= null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + “ : “ + extMessa
ge, Toast. LENGTH_SHORT). show () ;
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”;

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2] : null;
String imei = params. length > 3 ? params[3] : null;

Boolean result = false;

try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);

if (nickname !'= null)
jsonData. put (NICK_NAME_KEY, nickname) ;

if (imei !=null)
jsonData. put (IMEI_KEY, imei);
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NetworkUtil. sendJSON(url, “”, jsonData.toString());

result = true;
} catch (IOException e) {
/] SIRAEIS—HBEDHINEXFYIYFT S
extMessage = e. toString();
} catch (JSONException e) |
extMessage = e. toString();
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + “ : “ + extMessa
ge, Toast. LENGTH_SHORT). show () ;
}
}

ConfirmFragment.java
package org. jssec. android. privacypolicynopreconfirm;

import android. app. Activity;

import android. app. AlertDialog;

import android. app.Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os.Bundle;

import android. support. v4. app. DialogFragment;
import android. view. LayoutInflater;
import android.view. View;

import android. view. View.OnClickListener;
import android.widget. TextView;

public class ConfirmFragment extends DialogFragment {
private DialoglListener mListener = null;

public static interface DialoglListener {
public void onPositiveButtonClick (int type);

public void onNegativeButtonClick (int type);
}

public static ConfirmFragment newlnstance(int title, int sentence, int type) {
ConfirmFragment fragment = new ConfirmFragment();
Bundle args = new Bundle();
args.putIint ("title”, title);
args. putInt (“sentence”, sentence);
args. putInt ("type”, type);
fragment. setArguments (args) ;
return fragment;
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@verride

public Dialog onCreateDialog(Bundle args) {
/] kiR b 1k {EEERIC, 7TUANESAHRAERROZECOVCERERAEEES
final int title = getArguments().getInt("title”);
final int sentence = getArguments().getInt(“sentence”);
final int type = getArguments().getInt("type”);

LayoutInflater inflater = (LayoutInflater) getActivity().getSystemService (Context. LAYOUT_INFLATER_SERVICE

View content = inflater. inflate (R. layout. fragment_comfirm, null);
TextView |inkPP = (TextView) content. findViewById(R. id. tx_link_pp) :
| inkPP. setOnCl ickListener (new OnClickListener O {
@0verride
public void onClick (View v) {
/] KIRA b3k A—HF—NTF7 T« TSANL—FRYL—¢HRETEZLFRERETS
Intent intent = new Intent();
intent. setClass (getActivity (), WebViewAssetsActivity.class);
startActivity (intent);

1D

AlertDialog.Builder builder = new AlertDialog.Builder (getActivity());
builder. setlcon(R. drawable. ic_launcher) ;

builder. setTitle(title);

builder. setMessage (sentence) ;

builder. setView(content) ;

builder. setPositiveButton (R. string. buttonOK, new Dialoglnterface. OnClickListener () {
public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onPositiveButtonClick (type) ;
}
}
DR
builder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener O {
public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onNegativeButtonClick (type) ;
}

1D

Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

}

@0verride
public void onAttach(Activity activity) |
super. onAttach (activity);
if (activity instanceof DialoglListener == false) {
throw new ClassCastException(activity.toString() + “ must implement DialoglListener.”);
}
mListener = (DialoglListener) activity;

}

public void setDialoglListener DialogListener listener) {
mListener = listener;

}
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}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynopreconfirm;

import org. jssec.android. privacypolicynopreconfirm. R;

import android. app. Activity;
import android. os.Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {
/] hRAbTh 7T - TS5A1R—FR) O— B % assets T+ ILFRICERE L THLS
private final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-1.0. htm

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewByld(R. id. webView);
WebSettings webSettings = webView. getSettings();

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.3. [BEREALZL] 77 -TIAN—RIO—E#lHAAEZTTY

RAVM[ARERELL] 7TV -TI3AN—R)I—EHHRAAET T
1. A—Y—H2T7T)-TSANO—R)—2HBTELFREAETD

2. FEELEEHREL—T—RZEICKVEIRT S2FERERAETS

3. A—Y—EBEICKYFABERROEEEFELISIFEEHAETS

4. FIRAFFHROMDIFIZIE UUID/cookie #FIFT S

5. 77U-TIAN—R)—RER%E assets T+ LA RITEELTHS

MainActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import java. io. [OException;
import org. json. JSONException;
import org. json. JSONOb ject;

import android. os. AsyncTask;

import android. os. Bundle;

import android. content. Intent;

import android. content. SharedPreferences;
import android. support. v4. app. FragmentActivity;
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import android. text. Editable;
import android. text. TextWatcher;
import android. view. Menu;

import android. view. Menultem;
import android.view. View;

import android.widget. TextView;
import android.widget. Toast;

public class MainActivity extends FragmentActivity {
private final String BASE_URL = “https://www. example. com/pp”;
private final String GET_ID_URI = BASE_URL + “/get_id. php”;
private final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private final String DEL_ID_URI = BASE_URL + “/del_id. php”;

private final String ID_KEY = “id";
private final String NICK_NAME_KEY = “nickname”;

private final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private String Userld = “”;
private TextWatcher watchHandler = new TextWatcher () {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {
}

@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
public void afterTextChanged (Editable s) {
}

}s

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

/] A—HY—HBAA D ZH—N—DIoRETS
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id.editTextNickname)). addTextChangedListener (watchHandler) ;
}

public void onSendToServer (View view) {
String nickname = ((TextView) findViewByld(R. id. editTextNickname)).getText().toString();
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “¥n — nickname : “ + nickname, Toast
LENGTH_SHORT) . show () ;
new sendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname) ;
}

@0verride
public boolean onCreateOptionsMenu (Menu menu) {

All rights reserved © Japan Smartphone Security Association. 7’541(“’/-1%@%*&9 373



““1$%m“ Android 7Y Dt F 1T HEH - £F1FIA—TAU T HAR 2014 %7 A 1 BIR
resotmmon  http://www jssec.org/dl/android_securecoding.pdf

getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] KIRA b1k A—HF =BT T « TSANL—FRYL—¢HRBTEZLFRERETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent);
return true;
case R. id. action_del_id:
/] hRA b2k FELLZERELI T —REICKVYBIRT I2FERERET S
new sendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;
case R. id. action_donot_send_id:

/] KRA 2k 3k A—HF—BEICKYFREFBOEXEEZFLTSIFREAET S

/] AU TILTEHAAEEREREEZELEWNMEGE., 1 —F—ITIRET IHENEC L DD

/] COBRBTT TV ERTT S, CONBET7T)VEDEHBICEHLETEETSII L,

String message = getString R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - “ + message, Toast.LENGTH_SHO
RT). show () ;

finish(;

return true;

}

return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
/] *RA 2+ Ak FRAEBFEROME D (FIZIL UID/cookie ZFAT 3
/] AU TILTIEY—N—RITERLE D 2FAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ b—0 UAFEELLEIzSH, —nN—h5 IDZBMYFHE 5,
try |
UserId = NetworkUtil. getCookie (GET_ID_URI, ““, “id");
} catch (IOException e) {
/] SIRAEIS—HBEDHNEXFYYFT S
extMessage = e. toString() ;
}

// BRYZF1= ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();

}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data '= null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + “ : “ + extMessa
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ge, Toast. LENGTH_SHORT). show() ;
}
}

private class sendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”;

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2] : null;

Boolean result = false;

try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);

if (nickname !'= null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil. sendJSON(url, “”, jsonData.toString());

result = true;
} catch (IOException e) {
/] SIRAEIS—HBEDHINEXFYYFT S
extMessage = e. toString();
} catch (JSONException e) |
extMessage = e. toString();
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + status + “ : “ + extMessa
ge, Toast. LENGTH_SHORT). show () ;
}
}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import org. jssec. android. privacypolicynocomprehensive.R;

import android. app. Activity;
import android. os.Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {
/] hkRA2 bbbk 7T - TS5A1N—FR) O— B % assets T+ ILFRICERE L THLS
private final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-1.0. htm

@0verride
public void onCreate (Bundle savedInstanceState) {
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super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewBylId(R. id.webView) ;
WebSettings webSettings = webView. getSettings() ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.4. 7TV TSAN—R)—EHMARAFZNT T

RAVL(FFI)-TFAN—R)—ZEAHRAELGZNT T))
1. BRELEEREHRABTOARATIEHEE. 7T - T34 N\—RYO—ERRLETHR N
2. R—TINTLAREDQTTGBAMIC. BRIGLEBERENBEELGVEZLHT D

MainActivity.java
package org. jssec. android. privacypolicynoinfosent;

import org. jssec. android. privacypolicynoinfosent. MainActivity;
import org. jssec. android. privacypolicynoinfosent.R;

import com. google. android. gms. common. GonnectionResult;
import com. google. android. gms. common. GooglePlayServicesClient;
import com. google. android. gms. location. LocationClient;

import android. location. Location;

import android.net.Uri;

import android. os.Bundle;

import android. content. Intent;

import android. content. IntentSender;

import android. support. v4. app. FragmentActivity;
import android. view. Menu;

import android.view. View;

import android.widget. TextView;

import android. widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCallbacks, Googl
ePlayServicesClient. OnConnectionFailedListener {
private LocationClient mLocationClient = null;

private final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

@0verride

protected void onCreate (Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main);

mLocationClient = new LocationClient(this, this, this);

}

@0verride
protected void onStart() {
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super.onStart () ;

// Location 153RER1G A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop() {
if (mLocationClient = null) {
mLocationClient. disconnect () ;
}
super. onStop () ;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

public void onStartMap (View view) {
/] xR b1k REBLEEREZBRAFZTOAMATIIEE. 7TV - TSAN—R)—RRLELTHR
Ly
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation() ;
if (currentLocation != null) {
Intent intent = new Intent (Intent. ACTION_VIEW, Uri.parse(“geo:” + currentlLocation. getLatitude() +
“ + currentLocation. getLongitude())) ;
startActivity (intent);
}

}

@0verride
public void onConnected (Bundle connectionHint) |{
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation() ;
if (currentLocation != null) {
String locationData = “Latitude ¥t: “ + currentLocation. getLatitude() + “¥n¥tLongitude ¥t: “ + cu

rrentLocation. getLongitude() ;
String text = “¥n” + getString (R. string. your_location_title) + "¥n¥t” + locationData;

Toast. makeText (MainActivity. this, this. getClass().getSimpleName () + text, Toast. LENGTH_SHORT). sho

TextView appText = (TextView) findViewByld(R. id. appText) ;
appText. setText (text) ;

}

@0verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try |
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
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e.printStackTrace () ;

@0verride
public void onDisconnected() {
mLocationClient = null;
Toast. makeText (this, “Disconnected. Please re-connect.”, Toast.LENGTH_SHORT). show () ;
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5.5.2. JL—)LTvY

TS5A N —ERETRSEIZIZLUTDIL—ILESFBIE,

1. FEETHHAEFRIVDERIERIZEDS (WH78)
2. HEESE(TYTT—FIC. I—F—ICEHMYBMZ AREE, F-(E EEGRYRLAROONLFIAE
ERDFZEICOVWTBEREEBD (WH78)
3. EBEGRYRLAROLONLFIAEFEREZXETSEEE. 1 —F—ICEARNRELZRFS (WH78)
4, A—H—PF7T)-TSAN—R) L —%2HRBTELFRERETD (WH78)
5. 77U-TIAN—R)—BEM% assets T+ /LFRNICEREL THL (HESR)
6. EELLFAFEEREZI Y REICLYEIRBLUVEEFLTIHFFRZAETS (HERR)
7. #%H*KEH ID & UUID/cookie Z{#EL\7 115 (HE2R)
8. FIRAERBHBZWMARADAHATHATIGEE HMIEELLGVEZLI—Y—ICBHTS (HERR)
5.5.2.1. EETIHHAFFRIILERERICEDS (W7E)

TIIVRZATIWGEEDHRERICA—F A BETELT7 T OBES LV EHMLUSN THAZEBRICTVEX
LIEWKSERETT B8, T 7TV DEBERS SV BHICRELGFAEFRTH>TL. 7TIREA TOH DL ELIEF
|ENBY —N—FIZEETAEFEHREFEL WERBEROFEBROAZEET S,

BIZIE, TS5—LT7TIT HBELIEBRICTS—LNRDIHELMRELTOEVZL A MO T HER#REY
—N—IZEELTWSGEE. 1 —Y—(FUEFERET T OHEEEREM T 5 EFE#LL, —AT.CO75—L4
TTIUD, A—HF—DNSBFRICEL CERESN-T7I—LERLTHEEZF DB S (X, 7T L EFEREF AT
SEMERATHIENTED, COXIIT, A—HF—AHEELF RAEFREDEEZ BB TELHHRALTRETHN
E. FIAERROFAICEUMELHEEALTE D,

5.5.2.2. #EEBK(TYT T, 2—F—ITLHMYBZ A RE, F-1F, EELGRYKRVLNROONSFIA
BREBROEEICOVWTEREREEZSFED (2R)

A—H—CEHRYBZARELFAEFROEECRYROARDOONLFAEBFRENBY —N\—TEET
BBE. 1—F—AT7ITVEERT SN, TTINED I IGEREED LGB TH —N—IZEETEIN. &
ZEHERBEHIMNBEIODVT, FHICA—HF—DRBF T ) ERIENROON D BEBIZIZ. 7TID
PEEEBRFZTT) - TIAN—R)I—ZRRL T, A— Y —DHRLRBERHIIITT INETH D £ 7
TVr—2a0 Q7 vTT—HM&Y . Hi-LBRAEFRENE Y —N\—ITEET LI -FICE, BEL—Y
—DHERLRBERDIIICTIVELNHLH. AENFONLZMGE (X, 7TIVERT IHRE FROEEIVE
THERE(LER)EMANICT D&,

SHIZEY. 1—F—HSF B EEROF AR REER L L TP I EEAL TV A EM RSN, 1—H—(TR
DRI T BEEBISTTUADIEEBE B ENHIRTES,
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MainActivity.java
protected void onStart() {
super. onStart () ;

(RE)
if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
/] KkiRA Y bk WERER(Fy TT— M) IS, 2 —F—ICkPMYBIAREE, F-1E, EE
HEIYJZLDRD SN BFRAFFROFZFECOVTCEREREERD
/] TvTT—rEIZOVLTIE. HILLWAAZEEREHRS K5I BEIC0A#. BEAEREZ:
BOIDENH D,
ConfirmFragment dialog = ConfirmFragment. newlnstance (
R. string. privacyPolicy, R.string.agreePrivacyPolicy
DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;
dialog. setDialoglListener (this);
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show(fragmentManager, “dialog”);

w7 IVr—vaveEfEThD
[C&, FRUYIOTSANY—
RUS=ICABLTIEESHE
BHVET, TS\ —K
-DRBERRDODOA, FES
NBIEEIF TIEL, ERLTHIE
HLIESL,

BE, "), ERRThicRY

VERULESR, £F51N1
Y-RUS-—DABTEEABDOA
BELEEDEHDZLET.

IS =R —RE

LILA =}

B 5.5-4 @FEREOH
5.5.2.3. EEGRYKZLHIROONSFAEFREEETHESE. A —F—ICEMNREESES (W 78)
BEGEREKVLSROONDFAEBFRENABS —N\—ITEETSHEEE. BEREICNA T, AAEEREE
FIRAERROEEEHIBEEIC. B A—F—DREF T U E/LIENVETH D, 1—F—DEAE

NEoNEMZHEEIE. SHEB Y —N—~DBFHREE EERL TIEESAEL,

NIZEY, A—F— L EERETHEAL-FAEFROZECELT. JYEKRNLGTTUHEERBEY—ERX)E
DEEEMBHENTE, TTVRBE LI - — O LY ERELGHIICIIREEZF LI ENEAFTE S,
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MainActivity.java
public void onSendToServer (View view) {
/] *RA D P REETRYFELLSRO SN SFAEFREZET ZEEE. BRI —Y—DOREEZES
ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. sendLocation, R.string.cofirmSendLo
cation, DIALOG_TYPE_PRE_CONFIRMATION) ;
dialog. setDialoglListener (this);
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show(fragmentManager, “dialog”);

@I I BIEROEES

RO BFHE D —/(— (0%
BLEITHALSBLLITIN?

2318 —R Y —RE

B 5.5-5 fEREEDH

5.5.2.4. A—Y—TF7T)-TSAN—R)—2HRTELFEREAETD (WH7E)

—IZ, A —DBRBTTVEAVRN—=ILT BRIT T - TZAN—R ) —%HRT H5FELL T, Android
FTIIDR—rINT VAR LIZT T) TSN —RYS—DY o DERRT DHEENHDH. COBREN DS
Z T TVEHKRICAVRM—=)LLIZ&TH, A—H =TT - TSAN—R)—%2 BB TELFREAETSHC
& FICHIABRREND Y —N\—FITEET S EOEMNREHERRIZEITT)-TIANV—RIO—2RS
[CHERTELTFREZARL. 12— — D ELHIBTESLIITT HIEMNEFLLY,

MainActivity.java
@0verride
public boolean onOptionsltemSelected (Menultem item) {
switch (item.getltemld()) {
case R. id. action_show_pp:
/] kRAD bh A—F—=DT7 T - TSANL—R)O—HATEILIFREAET D
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent);
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return true;

iw Privacy Policy Test Application

=OUESIN S )\ —RU Y —FKR

IDZHIFR

BHREY—/I\—N\EET S

B 5.5-6 541\ —R)o—FRRAAZ21—

5.5.2.5. 7IV-TSAN—RYL—FEMZ assets THIILZRITERELTHL €39

FI)TSAN—R)—DBERRIT assets TAILFRIERBELTHE BEICISCTHAEICHATSIENE
FLW, 7TV TSAN—RYL—M assets AT IZHNIE, WO TERBICT VAT THHERFEIC, &
BEOHDIEZBIZEY ., BEOREINTZT T - TSANO—RY S —EBBIE LNV RIHEE A RELR T2 T
b, Ff=.assets TAILFICRETH770/LIE. FAIAEERICEHTIE=ZFBRIANAIRETHAZENEELLY,
RKETRNALIZIT TV r—230 - TIAN— RS —EXEY—ILIZFIAT 556 . RERA2V OH5H XML
T7AILE assets THILAICERET S ETE=ZFRIMNAIREICLE D,

5.5.2.6. EFELEFAERRZLI Y —BEICIVHIRESIVEEFLTSFREAETS €i:39

FRAEDORDICIEC ., BT —N\—EISEESN =R RABFRERRY DHAEETRE T DIEAEFLLY BEHRIC,
T77UVBSTHRAICFIAERFR BLAIZDIE) ZRELEEEL. TOBHREHIRT SHAEZ1—F (2R
HIDTEANLEFELL T FIRBDORDICTEL, FIREFROEEEFILT DEREZTIRM T SEANLEFLL,
RIL—IL(HER) DR, FIAEBROHIRIZOVTIE, EU TRIEEN TWSEhonDEFIIICEYESH oL
DTHAHN . SREIFAET —HRECET HEANDEFDRIEBRESN TS0 FICEBENGVORY . X
HARTIIFAEFROBIRKEZAE T HLEHET D, T MAFBEROEEFLEITOVNTIE, £I2T5Y

HIZKDRIEHEA TLIS[Do Not Track GEFMER) IO RIZKUEDHON-ELDTHY . BIRRRISEEFL
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WREERE T A LTHET D,

MainActivity.java
@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
(RE)
case R. id. action_del_id:
// KRA bk FELEERZI—VRECKYBIRTIFRZRAET S
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;

5.5.2.7. im=K[EH ID & UUID/cookie ZFEL 715 (#£42)

IMEI ZEDIRREAR ID 1, FIREFRREM S T TEETNETED, ImKEF ID EFIREFRAMATVRT
—ETHELH0RAVLTLES L., BOSIHKER ID DEENFRAIRELT=O. ID EFIAEFFROB/OTEYSH
ERSTERN(HLL) CED . ZNOBATHSD. COBE. HKEH ID<ZH->T, UUID/cookie & DELHEA—
RICL-EEVER T AEEAIREL ID 2T, RIAEBREDB D ITELLRELETEHLERL, ChIzkY, ERET
SALEISENonHERFIEEBLIZRELTHIENTED,

MainActivity.java
@0verride
protected String dolnBackground (String... params) {
/] kBA T bk FEABIBHROMI1HIZIE UID/cookie ZFIFAT S
/] BY O TIWTIEY—N—RITERLE IDEFATS
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ k—2 UMNEFEE LGS, Y—nN—H5 IDEZWMYFE S,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, “”, ”id");
} catch (IOException e) {
/] ABAEIS—HBEDHNEFTYYFTD
extMessage = e. toString();
]

// B YZFE1= ID % SharedPreferences IZRET %,
sp.edit(). putString (ID_KEY, Userld).commit();
}

return Userld;

5.5.2.8. FAEBEBZHRKADOATHRATSIEE. HMBEELEVEEL—T—IZEHNT S €i:39)

FAEDHARNBT—RHHICFIABERICTIVERTEIOADIZETHLTL, FIAEDERZHMITERLEZS
HE=DIZ. TDOEEEADIENEELL EFRMICIK. 7UEALEFIAERRIE. HHRF--BHDO-OHICEH
KRB T—HMICERTINATHY ., EROCHEEZLEVWEZZRRABICEMI AERN BRIAEELT
. Y= I TLARLETOT7THBRIZEE T IHEDHENBEZAONDS, BB, RN TO—BHIHHAOAHD
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BEIK. TT)-TIAN—R)o—~DREBIFBEATEAL,

JSSEC P 7 7S

6

5.5-7 I—rybTL AR LTOEBAHI
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5.5.3. 7R\ Xk

5.5.3.1. FZA4N\ —RYS—ZRMYFEIKIR

AX—RIAUICHEFTEHFIAFFREZIMEL. AISEETIHEITE, FIAFISHLTTTINED &SHEREE
DESITHAINEERLIZTT) - TIAND—R)—Z K- 1RRT DBENH D, 7T) - T34\ —R)—IC
REITNEREIL. #B7F4E SPHIZTEESIN TS,

T ) TSAN—RYS—IFER DT TIVHESTRATOFAEFRFRE. TORAECHEROREFEL. EEXEE
BASMNCT HIEITERMNENINTNS, ZNEFRICEEENBLOTTINSIREL-TRTOFAEFRE
EDFIIBRE - EE-BREETINETITBEETISANI—RI—ERELLS, K. BAFERRELZLL
[CHEREINTWDTSAN— R —EFIDEEE TSN\ —R)L—HEHT S,
TIAN—R)O—DER R TRAZCETNEND TS/ —R) L —DHRENSH 1A E . [JSSEC R<KR-F7T1)
O 7 3 4 N P =K Yy — % B - B R IO VLT O ER]
(http://www.jssec.org/event/20140206/03-1_app_policy.pdf) IZEHIZREAMNSEEHINTLDSDTSHE®D
-

5.5.3.2. FiEfEER

LUTIZ, KAAMRTHEALTWSAEEIZDWT.[JSSEC A&7 T)DTS5A 1\ —RYS—Ef - BRIZDLNT
NZEZ] (http://www.jssec.org/event/20140206/03-1_app_policy.pdf) IZEBFH N TL\EHEMREZ S|
ALTES

% 5.5-1
i B |
BRETSAN—R)— BEREHICBTAENBRREAHZLELILZTIAN—RY—,
BENERREECEDEER
TT) T4 —R)S— TV —2av @I S48 —Ro—, #8754 SPI DIEsH-E
DEERK, BIEMEFMRTORYOTVERANEEND
BMEIRT TV -TSAN—KR) o — TTUNRET HFIAERR. MEBEMN. E=FREOFELL
ERRICERLI-XE
HMRT7 ) - TSAN—R) o — R4 SPIDESHHBIE B ICEML-FHMLENBELTRBLI-XE
FAEICEOIMYBANBE LR AEER  cookie, UUID 73&
FIRAECEIMYBANEHLTFIAEER MEL IMSI, ICCID, MAC 7RL X, 0S B4R T 45 ID i5&
REERIR RO ORI HR MEER. 7FL AR, BEES . A—ILTFLARGE
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| 5.6. BBEREHERHATS

X2 T/DOEATIE. BREATLAERT S5O0 R EL T, #E % (Confidentiality). SE2 M (Integrity).

AT A (Availavility) EWSRENEDONS TNENEBEDT—AEFE=ZFICEONLBWKSIZTHIE. SETH

T—ADNREASNENESIC(FE, BEASNF=TEEZRANTEHI L, Y—ERPT—EINRELFICLDTY

FATEDILEERLTEY., EX 1) TR TIRICEEB I RERUEGERTHD, PTH. BEHOZEMN

D=BICHEBEMAALLNDEIENZL Android [TEWTET7TULNEEEOTLMEER T 5-HDHKRLKE
EEHEEAAEIN TS,

ZZ Tl Android 7FVIZETEESIL-EEMEEBEEOELR), Avt—URHa—K/TUORILELE E2HENE
B)DEEHREFZEY LTI O—FTERY,

5.6.1. o7 )La—K

B ESTHMWEMEERT D). [RSAZRNT H(TEUZHET ) I1EVSI1—RT—RAD BRI A
bb%#l_*ﬂ,’c BAGESARXMNFARINTNS, CCTRBESETZEEDLSITRARTIHRT M EVSEH
RS BEAREREC 3 DICHBLTHUTILa—FERAEL TS, TR TN OBS R OFEN SR AT
SESAX-ROBETHM T LENTES, LYMOHIGHMABEZIFEIZIX. 15.6.3.1 BESHAXDER]
LERI DL,

T EBSEMERNATOIREZT HMRICIX.15.6.3.3 ELHERICE THMBHEEAKILHONCHSET L
to

E=BDEENOT—H%FD

( [F & )

2A—HF—-OEBEE]
1EHET2

B2l T
EBREL7IBHTITS

\ 4

AT —FR—2 5% LFRIESE ﬁﬁﬁ ESEFIAL:
FIALT-EES{E- 1BS FIALT-EES{E- 1BS St 185

B 5.6-1 RENST—HEFEY LT ILa—FEEIRTS570—Fv—F

FEZBIZLDTHDREAZRMNT S
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(:- [F & j)

FRRHI AT
= AT T EIIBFTIT2

\ 2
AT —RR—2i8 5% SAFBE S HaseEsS=FIAL:
FIAL - AAEED FIAL - AAEED MWE AFEH
(MAC: Ay — F5Fa—F) (FoRIEE) (MAC: Ay — F5Fa—F)

5.6-2 F—AOBEAERET BH T La—FEBRTZI0—Fv—*k
5.6.1.1. SRT—FREFALCEEL-BETS
1P OEREEOREMETS B MIIE SR T —RA— B SEHES LN TES,

RAUE:

1. BATRMICEESE—RENRTIVIERETD

2. M THRWMEEEFFB-IBEEM(TILITIAL-F—FR- T E)EFERTS
3. NRAT—FHoREERTDIGEEIE, Salt ZERATS

4. NRT—FhoBRZERTHEEF BEL/ N\ 1DEYRLEIKZEIEET S

5. TRRELGRSZHOREFATS

AesCryptoPBEKey.java

package org. jssec. android. cryptsymmetricpasswordbasedkey;

import java. security. InvalidAlgorithmParameterException;
import java. security. Inval idKeyException;

import java. security. NoSuchAlgorithmException;

import java. security. SecureRandom;

import java. security. spec. Inval idKeySpecException;
import java.util.Arrays;

import javax.crypto. BadPaddingException;
import javax.crypto. Cipher;

import javax.crypto. IllegalBlockSizeException;
import javax.crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;

import javax.crypto. spec. IvParameterSpec;
import javax.crypto. spec. PBEKeySpec;

public final class AesCryptoPBEKey {
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/] kA 1k BREICEEE—RFENRTAVIERETS
/] KRA k2% BHETHDEEEZFE-IBERN (FILITVRL - E—F - RTo25%) 2073
// Cipher 25 X® getlnstance IZEINFA—4 (/[BESFTILIVIXL]/[TRYIBEE—FRI/USTFa 2T IL—I]

// B FILTIE, BE7ILTY) XL=AES, T0Ov I BEEE— F=CBC, /AT 1 >4 JL—JL=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

/] BEERBTEISTADA VAR VR ERBT 50D XF5
private static final String KEY_GENERATOR_MODE = “PBEWITHSHAAND128BITAES-CBC-BC”;

/] *RA R Ik RRAT—FMhoBEEERT ZHEE. Salt #FEAT S
// Salt /A +E
public static final int SALT_LENGTH_BYTES = 20;

/] KRA 2k dk IRRAT—ENLREERT HHERIET. BEGNY 21D YRLEIKEEET S
// PBE TRELEMT HROWHDREY R LEHK
private static final int KEY_GEN_ITERATION_COUNT = 1024,

/] *RA U kbk +HRREXTRSIEZHOEEZFIATS
/] BOEY MR
private static final int KEY_LENGTH_BITS = 128;

private byte[] mIV = null;
private byte[] mSalt = null;

public byte[] getIV(Q {
return mlV;

}

public byte[] getSalt() {
return mSalt;

}

AesCryptoPBEKey (final byte[] iv, final byte[] salt) {
mlV = iv;
mSalt = salt;

}

AesCryptoPBEKey () {
mlV = null;
initSalt();

}

private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr.nextBytes (mSalt) ;

}

public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;

try {
/] kIRA b Tk BARMICEEE—RENRTAVIERET S
/] kRS Uk 2k BHTHEWNWEEEF-TBEEMN (FILIVRXL - E—F - T UJ%) #EHTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

/] KRA 3k NRAT—FhLBEERT SEEIE. Salt Z2FERATS
SecretKey secretKey = generateKey (password, mSalt);
cipher. init(Cipher. ENCRYPT_MODE, secretKey) ;
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mIV = cipher. getIV(

encrypted = cipher.doFinal (plain);
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) |
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) |
} catch (BadPaddingException e) {
} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] encrypted, final char[] password) {
byte[] plain = null;

try {
/] kIRA b Tk BARMICEEE—RENRTAVIERET S
/] kRS Uk 2k BHTHEWNWEEERF-TBEEMN (FILIVRL - E—F - T UJ%) #EHTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

/] hRA Ik RRAT—FHLBREERT HIHEEE. Salt #FERT S
SecretKey secretKey = generateKey (password, mSalt);
IvParameterSpec ivParameterSpec = new IvParameterSpec (mIV);
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec) ;

plain = cipher. doFinal (encrypted) ;
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) |
} catch (InvalidKeyException e) {
} catch (InvalidAlgorithmParameterException e) |
} catch (IllegalBlockSizeException e) |
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = null;

try |
/] KRA 2Kk MEBTHNEEEFT - TILITIVRL EF—F - RTo UV EFERTS
/| BEEBTDI9SADA VAL VAERBT S
// ITI&. AES-CBC 128 Ew FAMD#HE% SHA1 ZFIA L THEMRT % KeyFactory £,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] hRA b3k RRAT—FHLBREERT HIHEEE. Salt #FERT S
/] KRAU bbbk RAT—FMOBREERTHHEIE. BELGNY 10K YRLEKEZREET S
/] *kRA b5k +RRELRSIEZHEODREFAT S
keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
// password Do )7
Arrays. fill (password, '?');
/] BEERT D
secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
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} finally {
keySpec. clearPassword () ;

}

return secretKey;

5.6.1.2. AFBRZEFALTHESIE-ESITD

TR TR ABBRERELTTF —ADBELOHEF, ERERLIREBBH(H—N\—HE) THRERIZE
TS &L AR ABRRCER MR SEHES LN TES,

RAUk:

1. BATRMICESE—RENTIVTERETD

2. BBTHEWNWEEZB-DBESEM(ZILTVXL-F—F-NT1oT7F)EZERTS
3. THRELGRIEHOVEFATS

RsaCryptoAsymmetricKey.java
package org. jssec. android. cryptasymmetrickey;

import java. security. InvalidKeyException;

import java. security. KeyFactory;

import java. security. NoSuchAlgorithmException;
import java. security.PrivateKey;

import java. security.PublicKey;

import java.security. interfaces. RSAPubl icKey;
import java. security. spec. Inval idKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

import javax.crypto. BadPaddingException;
import javax.crypto. Gipher;

import javax.crypto. IllegalBlockSizeException;
import javax.crypto. NoSuchPaddingException;

public final class RsaCryptoAsymmetricKey {

// *kRA Db 1 ARMICESE—RERTAUITERETS
// KRS k2% BHBTHWNEEEZB -TESEMN (FILIVXL E—F - RT105%F) #FEHATS
// Cipher 4 5 A® getlnstance IZEF /AT A—%2 (/[BE7ZNLITIYXLY/[TOYIBEE—R]/INT12FL—)L]

/] TN TIE, BET7ILTYXL=RSA, TH v IBESE— F=NONE. /37 1 >4 JL—)L=0AEPPADDING
private static final String TRANSFORMATION = “RSA/NONE/OAEPPADDING”;

// BETILIY XL
private static final String KEY_ALGORITHM = “RSA”;

/] kRA2 b3k +RREBRIZHO>VEMNRAT S
/] MEFTVY
private static final int MIN_KEY_LENGTH = 2000;

RsaCryptoAsymmetricKey ) {
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}

public final byte[] encrypt(final byte[] plain, final byte[] keyData) |
byte[] encrypted = null;

try {
/] kIRA b 1k BARMICEEE—RENRTAVIERET S
/] kRS Uk 2k BHTHEWNEEEZB-TBEEMN (FILIVRXL - E—F - T UJ%) #EHTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
if (publicKey != null) {
cipher. init(Cipher. ENCRYPT_MODE, publicKey) ;
encrypted = cipher.doFinal (plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) |
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) |
} catch (BadPaddingException e) {
} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] encrypted, final byte[] keyData) {
/] RE, BERBIEY—N—HITEEITRELDTHBH.
/] RY O TILTIEEMEREZERIC. 77UATHESNEEREL:,
/] BBIZH O TINa—FRZMATBHEEE. 7TIVRICHEREZRELEVKSIZT R L,

byte[] plain = null;

try {
/] kIRA b Tk BARMICEEE—RENRTAVIERET S
/] kRS Uk 2k BHTHEWNWEEEB-TBEEMN (FLIVRL - E—F - T UJ%) #EHTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
cipher. init(Cipher. DECRYPT_MODE, privateKey) ;

plain = cipher. doFinal (encrypted) ;
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) |
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) |
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final PublicKey generatePubKey (final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;
publicKey = keyFactory. generatePublic (new X509EncodedKeySpec (keyData)) ;
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} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
} finally {

}

/] *IRA b3k +RRELGRSEZEOEEFAT S
/] BEDFzvH
if (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey). getModulus().bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try |

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
}
}

finally {

return privateKey;

5.6.1.3. #£BERZFALTHESIL-ESITD

BAXDREGT—2ERIHEECTITIDEE -1 —F—DEEDHUEMRETFLEMTEIENTES,

RAUk:

1. BATRMICESE—RENTIVITERETD

2. BBTHEWNWEEZB-DBESEM(ZILTVXL-F—F-NT1oT7F)EZERTS
3. THRELGRIEHOVEFATS

AesCryptoPreSharedKey.java
package org. jssec. android. cryptsymmetricpresharedkey;

import java. security. InvalidAlgorithmParameterException;
import java. security. Inval idKkeyException;
import java. security. NoSuchAlgorithmException;

import javax.crypto. BadPaddingException;
import javax.crypto. Gipher;
import javax.crypto. IllegalBlockSizeException;
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import javax.crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. spec. IvParameterSpec;
import javax.crypto. spec. SecretKeySpec;

public final class AesCryptoPreSharedKey {

/] kRA L+ 1k BARMICESE—RFENRTAVITEHRET S
[/ KAk 2%k BETEN(EEEB-FESEM (FLIVIXL-E—F - NTaJ%) 2ERATS

// Cipher 25 X® getlnstance IZEINFA—4 (/[BESFILIVIXL]/[TRYIBEE—FRI/USTFa2TIL—I]

// B FILTIE, BE7ILTY) XL=AES, 0Oy I BEEE— F=CBC, /37 1 >4 JL—JL=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

/] BETILIYX LA
private static final String KEY_ALGORITHM = “AES”;

// W@DNA bR
public static final int IV_LENGTH_BYTES = 16;

/] *RA U kI +RRERRSIEZHOBEEFATS
/] BEFI VY
private static final int MIN_KEY_LENGTH_BYTES = 16;

private byte[] mIV = null;

public byte[] getIV(Q {
return mlV;

}

AesCryptoPreSharedKey (final byte[] iv) {
mlV = iv;

}

AesCryptoPreSharedKey () {
}

public final byte[] encrypt(final byte[] keyData, final byte[] plain) {
byte[] encrypted = null;

try {
/] kIRA b Tk BARMICEEE—RENRTAUVIERET S
/] kRS Uk 2k BHTHEWNEEEBFL-TBEEMN (FILIVRXL - E—F - T UJ%) 2#EHTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

if (secretKey != null) {
cipher. init(Cipher. ENCRYPT_MODE, secretKey) ;
mIV = cipher. getIV() ;

encrypted = cipher.doFinal (plain);

}
catch (NoSuchAlgorithmException e) {
catch (NoSuchPaddingException e) {
catch (InvalidKeyException e) {
catch (IllegalBlockSizeException e) {
catch (BadPaddingException e) {
finally {

—— e e e e e
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return encrypted;

}

public final byte[] decrypt(final byte[] keyData, final byte[] encrypted) {
byte[] plain = null;

try {
/] kIRA b 1k BARMICEEE—RENRTAVIERET S
/] kRS Uk 2k BHTHEWNEEEBF-TBEEMN (FILIVRXL - E—F - T UJ%) #EHTS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

if (secretKey != null) {
IvParameterSpec ivParameterSpec = new IvParameterSpec (mIV);
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec) ;

plain = cipher. doFinal (encrypted) ;

}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) |
} catch (InvalidKeyException e) {
} catch (InvalidAlgorithmParameterException e) |
} catch (IllegalBlockSizeException e) |
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final SecretKey generateKey(final byte[] keyData) {
SecretKey secretKey = null;

try |
/] KRA b3k +RRELGRSIEZEFEODREFAT S
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] KRA 2% fHTHENEEEFT -IIBEEM (FILITVRXL - E—F - RTo 5% #ERATS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;

5.6.1.4. RT—FREFALTHIAZIRET S

A—H—DEREEDTEMEFIVITHEMICIENRT—RR—R(FBR)ESEHEITENTESD,
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AV

1. BARMICEEE—RENRTIUTEHRETS

2. MEBTHWNEEEFB-TBSEM(FILTIVXL TR RTUIE)EFERTS
3. NRRIT—FHREERTDIEEIE. Salt 2FEMATS

4. NRRAD—FHSREERTEIHEEE. BELG/ NV 1DOBRYRLEHEIEET S

5. THRRELGRSEFORENMATS

HmacPBEKey.java

package org. jssec. android. signsymmetr icpasswordbasedkey;

import java. security. Inval idKeyException;

import java. security. NoSuchAlgorithmException;
import java. security. SecureRandom;

import java. security. spec. Inval idKeySpecException;
import java.util.Arrays;

import javax.crypto. Mac;

import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;
import javax.crypto. spec. PBEKeySpec;

public final class HmacPBEKey {

/] KRA b Tk BBRMICEBEE—RENRTAUTERETD

/] hRA b2k BRHETHRWNEEEBPBESEM (FILIVXL - E—F - RToT%) 2EATS
// Mac 25 RMD getlnstance [TET /AT A—% GREEE—FK)

private static final String TRANSFORMATION = “PBEWITHHMACSHA1";

/] BEEBTEHISTADA VAR VR ERBT 50D XF5
private static final String KEY_GENERATOR_MODE = “PBEWITHHMACSHA1";

/] *RA R Ik RRAT—FMhoBEEERT ZHEL. Salt #FEAT S
// Salt /A +E
public static final int SALT_LENGTH_BYTES = 20;

/] KRA 2k dk IRRAT—ENLREERT HHERIET. BEGNY 21D YRLEIKEEET S
// PBE TRELEMT HROWHDREY R LEHK
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] *RA U Ebk +RRETRIZEHO>EEIAHTS
/] BOEY MR
private static final int KEY_LENGTH_BITS = 160;

private byte[] mSalt = null;

public byte[] getSalt() {
return mSalt;

}

HmacPBEKey () {
initSalt();
}

HmacPBEKey (final byte[] salt) {
mSalt = salt;
}
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private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr.nextBytes (mSalt) ;

}

public final byte[] sign(final byte[] plain, final char[] password) {
return calculate (plain, password);

}

private final byte[] calculate(final byte[] plain, final char[] password) {
byte[] hmac = null;

try {
/] kIRA b 1k BARMICEEE—RENRTAVIERETS
/] kRS 2k BHTHEWNWEEEBF-TBEEMN (FILIVRL - E—F - T UJ%) #EHTS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

/] KRA L3k NRAT—FhLBEERT SHEIE. Salt Z2FERATS
SecretKey secretKey = generateKey (password, mSalt);
mac. init (secretKey) ;

hmac = mac. doFinal (plain) ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} finally {
}

return hmac;

}
public final boolean verify(final byte[] hmac, final byte[] plain, final char[] password) {
byte[] hmacForPlain = calculate(plain, password);

if (Arrays. equals(hmac, hmacForPlain)) {
return true;

}

return false;

}

private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = null;

try |
/] KRA 2Kk MEBTHNEEEFT - TILITIVRL E—F -T2V EFERTS
/| BEEBTDI9SADA VAL VAERBT S
// ITI&. AES-CBC 128 Ew FAMD#HE% SHA1 ZFIA L THEMRT % KeyFactory £,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] hRA b 3Ik RRAT—FHLBREERT HIHEEE. Salt #FERTS
/] KRAU bbbk RAT—FMOBREERTHHEIE. BELGNY 10K YRLEKEZREET S
/] *kRA b5k +RRELRSIEZHEODREFAT S
keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
// password Do )7
Arrays. fill (password, '?');
/] BEERT D
secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException e) {
} finally {
keySpec. clearPassword () ;

}

return secretKey;

5.6.1.5. AFREFMALTHEAZIRMNT S

ROZREMWBH(H—N—RE) THERICIDFBREToMT —2ITHL T 7TVAITEARBERFELTT —
ADERREDHEITIRIGRARICITARBRCERHBESEESI_ENATES,

RAUk:

1. BATRMICESE—RENTIVTERETD

2. BBTHENWEEZB-DBESEM(ZILTVXL-F—F-NTAT7F)EZERTS
3. THRELGRIETHOVEFAITS

RsaSignAsymmetricKey.java
package org. jssec. android. signasymmetrickey;

import java. security. InvalidKeyException;
import java. security. KeyFactory;

import java. security. NoSuchAlgorithmException;
import java. security.PrivateKey;

import java. security.PublicKey;

import java. security. Signature;

import java. security. SignatureException;
import java. security. interfaces. RSAPubl icKey;
import java. security. spec. Inval idKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

public final class RsaSignAsymmetricKey {

// *kRA Db 1 ARMICESE—RERTAUITERET S
/] KRS k2% BHBTHWNEEEZB -TESHEMN (FILIVXL E—F - RT105%F) 2FEHATS
// Cipher 4 5 A® getlnstance IZEF /AT A—%2 (/[BE7ZNLITIYXLY/[TOYIBEE—R]/INT12FL—)L]

// U TILTIE. BE7ILTY XL=RSA, TA v I IEFE— F=NONE. /X7 1 > % JL—)L=0AEPPADDING
private static final String TRANSFORMATION = “SHA256withRSA”;

// BETILIY XL
private static final String KEY_ALGORITHM = “RSA”;

/] )RA2 b3k +RREBRIZHEO>VEMNRAT S
/] MEFTVY
private static final int MIN_KEY_LENGTH = 2000;

RsaSignAsymmetricKey () {
}
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ASSOCIATION

public final byte[] sign(final byte[] plain, final byte[] keyData) {
/] RE, BLUBIEY—N—HITEEITRELDTHSH.
/] AU TILTIEEMEREZERIC. 77UATHERNEBEREL -,
/] BBIZH O TINa—FRZ2MATBHEEE. TTIVRICHEREZRELEVKSIZTEI L,

byte[] sign = null;

try {
/] kIRA b Tk BARMICEEE—RENRTAVIERET S
/] kRS Uk 2k BHTHEWNEEEBF-TBEEMN (FILIVRXL - E—F - T UJ%) #EHTS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
signature. initSign(privateKey) ;
signature. update (plain) ;

sign = signature.sign() ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} catch (SignatureException e) |
} finally {
}

return sign;

}

public final boolean verify(final byte[] sign, final byte[] plain, final byte[] keyData) {
boolean ret = false;

try {
/] kIRA b Tk BARMICEEE—RENRTAVIERET S
/] kRS Uk 2k BHTHEWNEEEB-TBEEMN (FLIVRXL - E—F - T UJ%) #EHTS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
signature. initVerify (publicKey) ;
signature. update (plain) ;

ret = signature.verify(sign);

} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {

} catch (SignatureException e) |

} finally {

}

return ret;

}

private static final PublicKey generatePubKey (final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;

try |

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

publicKey = keyFactory. generatePublic (new X509EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException e) {
} finally {
}

/] *IRA b3k +RRELGRSEZEOEEFAT S
/] BEDFzvH
if (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey). getModulus().bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey (final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
}
}

finally {

return privateKey;

5.6.1.6. #BEREZFMALTHEAZIRMT D

TI)DEE -1 —DEEOTEEMEFIVITHEMTHESIENTES,

RAUk:

1. BATRMICESE—RENTIVITERETD

2. BBTHENWEEZB-DBESEM(ZILTVXL-F—F-NT1oT7HE)EZERTS
3. THRELGRIETHOVEFAITS

HmacPreSharedKey.java
package org. jssec. android. signsymmetr icpresharedkey;

import java. security. InvalidKeyException;
import java. security. NoSuchAlgorithmException;
import java.util.Arrays;

import javax.crypto. Mac;
import javax.crypto. SecretKey;
import javax.crypto. spec. SecretKeySpec;

public final class HmacPreSharedKey {
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/] KRA Tk BBRMICEBEE—RENRTAUTERET D

/] hRA b2k BRHETHRWNEEEBLDBESEM (FILIVXL - E—F - RToUT%) 2EATS
// Mac 25 XD getlnstance [TET /NS A—% GREEE—FK)

private static final String TRANSFORMATION = “HmacSHA1”;

/] BETILIYX LA
private static final String KEY_ALGORITHM = “HmacSHA1”;

/] *RA U E Ik +RRETRIZEHO>EEIAHT S
/] BEF VY
private static final int MIN_KEY_LENGTH_BYTES = 16;

HmacPreSharedKey () {
}

public final byte[] sign(final byte[] plain, final byte[] keyData) {
return calculate (plain, keyData) ;

}

public final byte[] calculate(final byte[] plain, final byte[] keyData) {
byte[] hmac = null;

try {
/] kIRA b Tk BARMICEEE—RENRTAVIERET S
/] kRS Uk 2k BHTHEWNEEEB-TBEEMN (FLIVRXL - E—F - T UJ%) #EHTS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;
if (secretKey != null) {
mac. init (secretKey) ;

hmac = mac. doFinal (plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} finally {
}

return hmac;

}

public final boolean verify(final byte[] hmac, final byte[] plain, final byte[] keyData) {
byte[] hmacForPlain = calculate(plain, keyData);

if (hmacForPlain != null && Arrays. equals (hmac, hmacForPlain)) {
return true;

}

return false;

}

private static final SecretKey generateKey(final byte[] keyData) {
SecretKey secretKey = null;

try {
/] *RA U E Ik +HREBRIEZHOBEEZIAHT S
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] *iRA Uk 2k BHBTHEWNEEEF-TBEEM (FLIVXLE—F - RToU0%) #EHTS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;

400 All rights reserved © Japan Smartphone Security Association. EEREMmZFAYT %



resotmmon  http://www jssec.org/dl/android_securecoding.pdf

l“" mrowone Android 7FYDEF 1T HEH X2 TFI—TAV T HAR 201457 B 1 BER

}
} catch (IllegalArgumentException e) {

} finally {

return secretKey;
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5.6.2. JL—ILTwvH

EERMEFAT ABRICITLUTDIL—IILETFEHIE,

1. BEZEETIBEE. BRNICEEE—RERT(UITEHRETS (W78)
2. 7ILIYVRXLMIZHEB THVELOEEEZFB -TELD)EFERATS (WH78)
3. NRT—KFR—REBD/N\RT—RZIHKRAIZEFLLZNIE (W7H)
4, NRRT—FhoREERTDIHEE. Sat ZEATS (WH78)
5. IRRT—FHoBEERTHHEEIE. BEL/ NV 21DOBRYRLEBEIEET S (WH78)
6. NRAT—FDEEEZEOHIIRETD (HERR)
5.6.2.1. BEEFHRETIEEIE. BRMNICEESE—RENT(UIERETD (W7E)

EEIL T ARG E TREHZMAT 5158 RIS E—RENTUJEERET HTE Android 7
T)ORFETESEMIZFBATSEE. £IC java.crypto DUS5ATHS Cipher 75X%FIAT S, Cipher 45
RAEHAT IR, DDICEDLSLIETEFIAT EMEEELT Cipher V9ZRADF TV ERT %, CDIETE
# Transformation &FESAY, Transformation MIEEDEXICIZLUTD 2 FEEHAFEET S

® ‘“algorithm/mode/padding”

® ‘“algorithm”
BEDHE BEE—FENT12J(E, Android THIARREGIESIE Y —ERTOAONAZTEE DT 74 /)L MEAE
AENFET, COTIHILMEIL. FIEROEBRMELGELZBEL. HFYRETHEVLDONREIN TSI ENHY.
X1 TAEHERTHOICEBT . FIBEDEEE—RENTAUTEEETIEXZFRHTILELDH S,

5.6.2.2. ZITVALMIZHEB THVLDOEEEZH-TLD)EERATS (WH78)

EERITEFATSBE. FITVALELTHBTHL, —EOEEER/-LEILOEFERTHE T 7L
DALELTEHBOBRREHFBITIEHE. 7TIIDHGIATIALEZBEBLTHRREGBREFATHIE &5
[CIF ESE—FONTAVTE—RIIOVTHRMOBREAENFETHLDLHY. B THLV+IZL2LEAR
ZFRAT S,

RBLESHMENALIESE. HIALEZENDERBEHC-OICHESIELEI7/ILTH, BVGRECLS
THELT . EZEBDEBZHFLTILEIATH S IT RIWDELITHL BSETORMLE LS =0. FIAT
BEAET TV BRBTHLEBET HHM P . T2V RESNDHIENHFTELTIILTV X LERFTLERT
PENDHD,

EREDOESRHMOEELLTI. LTOIIIEEDEENFIATES-HSEIZTHIL,

& 5.6-1 NISTCKE) NIST SP800-57

FITIVRALDSA4T745 | AHEEES FE X FRHE S BARES HASH HASH
1L (TP2ILEL, | (HMAKD,
HASH) LB D)
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~2010 80 1024 160 160 160

~2030 112 2048 224 224 160

2030~ 128 3072 256 256 160
BT : bit

#F 5.6-2 ECRYPT II (EV)

TILTVZXLDZATE | WSS IEX FREE S el HASH
1L
2009~2012 80 1248 160 160
2009~2020 96 1776 192 192
2009~2030 112 2432 224 224
2009~2040 128 3248 256 256
2009~ 256 15424 512 512
BA{I: bit
& 5.6-3 CRYPTREC(HX) BFBUFFHRERES)X

w48 22X

Z4£ DSA,ECDSA,RSA-PSS,RSASSA-PKCS1-V1_5
NHRES SFRE RSA-OAEP

=] DH,ECDH

64 EvbJOvIrES | 3-key Triple DES
HARES 128 Evk7RyIBES | AES,Camellia

AN —LEEES KCipher-2
ANV <L~ SHA-256,SHA-384,SHA-512
PP BT MEET—F CBC,CFB,CTR,OFB

RELTEMET—F CCM,GCM
Ayt—IFREEa—F CMAC,HMAC
I TATAE ISO/IEC 9798-2,ISO/IEC 9798-3

5.6.2.3. NRAT—FR—XBEED/NRAT—FEIHEKRANIZRFLENIE (WH7R)

INRT—RR—ZRBEF T, A—HF =MD ANZERFTI=/NRRT—FER—RIZESRELERT HHE. ANEShf=/ R
T—rZImRAITRTFLENCE NRAT—FR—ABESOF RIFESEOEEELELT HETHY. ImKAI
NRAT—RERELTLEIE. TDR AN FEONLELGD-OTHD, 2EAHA RN/ RT—FERETHIL
T HOFTINLEEEINTLEIVRINELDIELHY . REEMILEZ THIMANNDRERLLTIIHLH

LYo

5.6.2.4. NRAT—FHoBELERTHHEEIL, Salt ZEAT S (7R)
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INRAT—RR—ZEF T, A—HF =MD ANERTI/NRT—FEXR—RIZESRELERT H5HE. 7 Salt Zf&
R HI&, F= mRADR I —F —ITHEEEIRM T D58 E. A —F —BICELS Salt ZFIAT S &, Salt &
FALETICREMLG N\ 1B OA TRSRELERLEZEE . LAVR—T—J L EFENSEIMEFESIZET. B
BITTKDNRT—REEEHTHENTED-OTH S, Salt ZFF1=1HFE . RL/ART—FMSERK L= TH-T
LEGHBE (B BNERENDEIIRY, LAVR—T—J VLB DEREWHET H_ENTESD,

JKXRAT— RHhSfZzERN T DIEE(C. Salt Z{ERT 341
public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;
try {
/] *RA 2 bhk BARMICEEE—RFENRTAVITERET S
/] KkRAY bk EBTHWNEEEE-TIBESEM (FILTIVXLE—F - NTo2IF) %
FRAT 5
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;
/] *RA 2 bk RRAT—FhLHEEERT HHEIE. Salt ZFERAT S
SecretKey secretKey = generateKey (password, mSalt);
5.6.2.5. NRAT—FhoHEEERTBHIEEIE. BELH/NYL1OEBEYRLEIBEIEET S (Wh7E)

IRRAT—RR—ZREEET, I—HF—DBANEZF-/RT—FER—R(IEESRELN T 5. BEKTER
5\ A NBEDORYRLEIRE+NRLEBRIMTEET DR yFUTTH)TE, —HRIC 1,000 EL LD
YIRLTHNIETRWLNESND, SHICEBLGEEFRET H-OICFIATH5E(E 1,000,000 ELEDEYRLE
758 & Ny BT — RO EICH N SEMMNERICEHHETH 2O ABEBICLIRLEZYKBELNES
B REIZHES TS, TDTH . Ny BEEYRLAWVD AN YFU I FET, b EHBN MDD LS
[CLTHRA-YKRBEZERBICT S, 8. ANLyFUIERIETT)ONEEREICLEEEZRIFT 0O ZET A
HIZITEETHIL,

IR D— RO\ SEEERKRT DHEIC. /\WS1DRDRULEZIETE I D45
private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = null;

€-1:))

/] hRAU bk RRD—FhSBEERT HHEE. Salt #ERATS

/] *RAY bk RRAT—FMSRBEERT HBEE. BEGNY S 1OBRYBRLEHMEEET S
/] hkRAY bk +HREGRIEZHO>REFIAT S

keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);

5.6.2.6. NRAT—FDREZEHIIXRET D (HE5R)

INAT—RR—RBEE T, A=Y= ANEZITENRT—RER—RIIBEREZER T HI56. BESEDEE
F1—F—DNRT—FDEEICERT 5. 1—F—m o2 FTE5/IRT—FDEEEZEDHEITERET S
EMNEFELL FIZRIE, NRAT—FOREEZE 8 XFULELEY . EHOXFEOFRAEZHALLIYEMEESE
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5.6.3. 7F/\URE

5.6.3.1. ESHXDER

[T a—F T BEL-ES. REARMDERIZDNT 3 DOBESAXDOEEHERLI, ARICEST
ENBEAXEFERTHINE. IE 5.6-1 BENST—2EFEH YT I a—FERRTHI70—Fv—rI. K
5.6-2 T—ANHREAZRMT HY T INa—FERIRT 270—Fr—hrIZFALTRENITHIER T HEAT
5, —AT.HEAXDRRNL, TORHHZLERTHIETIYMONHIHTEHIELTES, UTICHERETR
ERS

o HESIL-ESICEITAESAXDLE

AFREES L WEIARM BV OXREGY A XDOT—2LNEIZIEANEND, BEEILLESICEIRINELD
1=, 2RO AT T EITHRVD (BEEIEDATLV)  BEZR O (REW) HBATITIL GBS (RO EEA LK
MBS THD, LBRESE. FIROVLEVHRELGES AKX THLIN. BEIL-BESLLICRCREERT A0,
TTIRICRERZICRFTILELNHY . BORENHLL, /SRT—FR—RBEF (SR T—REmICLi- i@
BE)E. A—F—D/NRT—FOSREERT 510, IARKNICRICET I2HEBLZREFT ILENGL, A&EL
T A —DEEFRETIEEDHIEZD, T BEDBEN/RT—FOBEIKEFET D0, F5
BEICHBILT/IARID—FEERICTIVNELNHS,.5.6.2.6 SRT—KDBREZZHIIRETDH(HE) 145
ByblL,

& 5.6-4 B ESICBTAESAXDLE

BEAR | AR HomeE INRAT—RR—X

I5H

YA ZXDKELT—LDMNIE | NGRLIEIRFELY) oK oK

TIIH—ER)EEDHRE | OK oK NG(A—H—IC kD EEE
AV AT RE

1—HY—-EEDRE OK OK OK

g5 DIRE BRORIICKTEF BORSITKT INRAT—RORE. Salt.
N aDEYIRLEIIC
&7

BORE BH(LFHEOH) R & B%

7T 0E Bk BEi-E5 BE-85

(EEIEH—I—12E)

o WEARHMITHEITIHEEAXDLLLE

T—EDY A XDEEZRN=LSNE, BESL-ESICETAES AXDLREFIEREHTHS.
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# 5.6-5 HTARMICHITEHESHRDLLE

BEAR | AR HoEsE ISNAT—RR—Z

158

TTIH—ER)EEDKRE | OK oK NG(A—H—I[2&kdHE
ADVETEE

A—H—EEDRE OK OK oK

S D5EE BRORIITIKRE BORIITIKTE NAT—FDRE, Salt.
Ny aDigYIRLEIIC
&7

BORE BH(LFHEOH) RI& B5

r5.6.3.4 BORE ISR
7T TIS0E EE MAC & -MAC #&:E MAC i+ &-MAC #&:E
(BRI —/I\—71E)

MAC: Ayt—F8REa—F

BERHARTIE.13.1.3 BESBLRERKRICBTIEELANLVERLOEEZTGRREFRELTIS BF
SOEATROEEMBLE —ROREER(TIVERGEGEE) ELERTELDBRFFEZF 578 Android
OS DEFaUTAETITEEEDREZRDICTELGWNEEDH . BSDFERERFTTHENEELLY,

5.6.3.2. ELBODER

ESRMOFAS VT, REGES7ILTIALOESE—FEERL, +2LGRESOBEFERIT HLE. 7T
PY—ERTHRIT AN X1 T1EHERT DI LTERICEETHS. LHL. ChoDERDBEU THOTHH
BORREGLIENTELEZY, FRENFYTEE, FILTVXLETRIAT A X 1) T OBRENLEKREL
SETEHTLES, £ AES FDHBES TERAT DMHLERIFLIV)O/NRRT—FR—ABESTEAT S
Salt(VILM)ICEALTH RUDKEVWEEZBICIDIRENBBITHY  BHRORAVCHEALE DREICEMND
AIREMENE D, COXIGHFREHCICIF. FZFHICR® IV OEDQFRNRBLAEZTERT IDELDHY.
ETNERBTHOIBOTERLGRENER-TDHLEBTH D, ELBELERTHEEFEBERBLETEIN, &
DH—FZERAVWTTR-BEATHRELSNSIBARREBEZHRANT S LTEAREERT 5N\ 7 DEHKER
FRNG)IZHLT, VIO 7 TRIRT HEL A MR E R LI EL B ERLER (PRNG) LS DA — MR TH D,

Android 77 TI&. BBERAETOFAIZHL T+ ¥ 74 EL# % SecureRandom VSR BEH TGS L
MTE5S, SecureRandom IS5 ADHEEEIL. Provider EFFIENZEREIZL>TIRESIN D, -, AEIZEHD
Provider(3R&5)Z#F DI LM AIRETHY . Provider ZBRMIICIEELELMEEIET 74 )LD Provider AEIEN 5,
ZD1= . RERIZ Provider DFEAEFEHLELVT SecureRandom #FES52EBLAEETH S, LTI,
SecureRandom DEWLVADHIZETRT

%#$. SecureRandom [Z1E Android D/ A—2avIZ&->TULOMEEENHY . RE LD KRARBEIZE D,
5.6.3.3 ELBAERICHTHHEHEEEMKIZESRTEIL
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SecureRandom DER(T T A )L hDOERZ[HEHT D)
import java. security. SecureRandom;
(snip...)

SecureRandom random = new SecureRandom() ;

byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom DEABARIICTZILITY X LEIBET D)
import java. security. SecureRandom;
(snip...)
SecureRandom random = SecureRandom. getInstance ("SHATPRNG”) ;
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom OfEMA(BARII (CEZE(Provider)Z18TE T B)

import java. security. SecureRandom;

(snip...)
SecureRandom random = SecureRandom. getInstance (“SHATPRNG”, “Crypto”);
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;
(snip...)

SecureRandom D&53HTOTSLATEREINTOAFLEERSBZ T —MRIZTR 5.6-3 FLEBERZORA
IO IOESCEELTEY., ELBDEEZA AL THEIREZEIL T HE. ELBZERT S EIZNERINEE
—EDTILTAVALTEHTAHET, RREEBINDERIATREICLD,

PRIEBIRARDEHT

aLEDIE BLEERK 9[ aLEX ]

B 5.6-3 RLEAKERBORTFIOER

PIEBIRER

EBDiE

RUEBERBICEVTELHOEDREIIBOTEETH S,

BRICERBAL RO ICRRLIBEL M E AR T EL R D RBICK DM EIE DL ETH D, =, ELMDIE TSN I=RILR
HoNTIIT)XLTIHDOERMNITHNED T, FLEHDOEISIERCE BN ERSNDIZEITHED, I
FELMDENE=ZFICHMoN(EESN)ZY., FRMAETHo YT HE. F=ENRLCEBINENET 5 LITH
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Y, EABEERICLI-EEE PSS RDONSILEEZEKRL TS,

ZD=8. ELHEDEI TN BEHHEEOSVERTHY . MO FARHETHEFNILESE, FIZ FFZIER O
REFEMAC 7EL X, IMEI, Android ID %G &E)ZELHDIEEL THESIREZTIELELY, Z<D Android fm=RIZHLY
TlZ. /dev/urandom, /dev/random EA FIFHRIRETHY . Android T 74 /L TR#EM % SecureRandom M
EELINODTNARITFAINEFE>TEHDEEREL TS, T #FHICEALTIL, ALHDOELAEYRIC
DHFET H75E., root HERZERFLIZTILDIT7 - Y—ILTHELRY .. BEDFEIEMIZEL, {RIZ. root {EZh
IR CHLREICTIDLEDH AL, X TR EEOEMREMAL THIETEIE,

SR B AR O RERRE

SLELMERBFORNIKREL. ELBOEICL>THE LS, LT ER T HEITKRENEHFINS, -, ELE
DIELRHRIC. BLHEKREDOFLUEBER BN FELIESIE. TORICERINDEFHITELELEHF 1K
FLCEDITHD, Ko T AERELE=ZZICHL T, BREEINGVRIICKEMFLETNIEGESE0, =1L, BEB
KEEXAEYRNICTFET B8, root #EREIBLIZTILI LT Y—ILTHEWVRY  REEDEIEMEIXIELY, root {E
SINEHATHLREICTT IR ENF AL, X7 RS- REOEMARLABRLTHET D&,

5.6.3.3. ELBAERICHITHHMEIFIEEXTEK

Android 4.3.x LLRT®D "Crypto" Provider ® SecureRandom E#&IZ(d. REKRED T ,OE—(Randomness)
NREDICHERINGEWNENSTEENH D, F(Z Android 4.1.x LLHIIE. SecureRandom MDEZEMN"Crypto”
Provider LM<, SecureRandom ZE#-MEMICERT HIFEAETTIIEIZOMBHEDOFEEZ(T5H, Fi=.
Android 4.2 LIF%IZ SecureRandom DT 74 )LEZE L7125 ” AndroidOpenSSL" Provider Tld, OpenSSL A%
MELEDOEILLTEST—HDOREBANT TR TEE SN S LEVSTEERHRIE Anroid 4.2.x-4.3.X)I2&Y. &
B57TIDRDTTIDERT HEEEHBIL LT EDEVSMETEHEERZ TS, LUFIZ Android OS /\—23>
EEHEBEDFEEZ(TOBEEDEELTH

% 5.6-6 Android OS /S—Lav B IEBEDEELZ 17518k
551 | "Crypto” Provider SecureRandom | BI7 1)@ OpenSSL D ELEXDFEA HERI AT BE
DEZEIZBITHIVIOE—FE

Android OS
Android 4.1.x LIBT | -SecureRandom M7 74+ /LR FEGL
-Crypto Provider MBARASA{# FH
-Cipher 75X D19 HHE S H#EEE
-HTTPS ;B{EHEE etc.

Android 4.2 - 4.3.x | *Crypto Provider MBAREIZER -SecureRandom DT 74+ /LREE
-AndroidOpenSSL Provider M BA RS {F B
-OpenSSL D ELEEEE D E A

-Cipher 75X D19 HHE S HEEE

-HTTPS ;@ {EHEE etc.
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Android 4.4 L& sETL Syt

2013 &£ 8 AL, Sthis Android OS DHEFEHEIEIET 5/3vFH Google M5/ \—hF—(EfHRA—H—7E)IZ
BEfAIN TS, LML, Thn SecureRandom (ZBET HHESH M ILRESHERE. HTTPS B{EHRELZ S H TILLVEEE
IHETHEIC R FHNBERASNTOEWNGRRASHEFRET S ELEZoNST-8. Android 4.3.x LLEID OS
EXRRETDHTT)TIE. UTOH A TRASNTOERR(ER) EHMARAATHEILEEREDT 5,

http://android-developers.blogspot.jp/2013/08/some-securerandom-thoughts.html

5.6.3.4. BRORE

UV TATOLEBROREM(HWEME,. T2 M) EER T I-OICESRTENAT IRIC. BEGESET7ILIY
ALPBRREBATL BZOLOOT—ANEEICIETEIRETE, FEBHSFROREMERDOILF
TELW, TD=O, BESRMZFAITIEOBOMYKENL, L2 EEGRFNBEBND—DOTHSH, —AT.F
BREBEDLANIVIZFSTIFEOMYBNIFERICEELRT - RETLELT D-OEXRNT A DHERZEZ D,
ZTARAARTIE ROREBTEARIEICREBROMYRNET SF-ODEERMLEEZAZRTICEED,
BARMLGERAERICEALTEER LGN, BEICIECTAndroid 42! 74585t REICFHELOVEMRICHEKT S
CEERBDT D,

F91E. Android RY—bT742 /3TLYMIE W THESILEITESRBNFET HAIREEDHLHEFEZDRES
HOMEETH 5.6-4 BESEIVEFETDHEMEMRELAHE 5.6-412F,

TS T APKS 7L
1 1

1 1

i o i XEU

1 A 1 N
i — | A =
] RS Hlh | —

I — 1RE \ /

2 >

o DEZIVGINY 7 TIN50 — HheEBatlEs/ L 2
(/data/data/<app>/) | ZZUAZL =L - (e.g. SD cards)
or/and st
B SE, - Bt

5.6-4 HSRNFLETSEATELARESE

Fl  BICEOTTFRIEEDEEDEOA —FT—ICLDREAHDENERICFEDTHE BELANILIZONTIE
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3.1.3 BESBRLRERKIZSRI DL

x 5.6-7 RESFLRES#

BEOA—F— WARDI—H— T H—ERRHE
EELRNIL =104 rh{E{sr =1 2 FR{E iz
RoORGFHA REEH &
1—H—0niciE INRT—FDEEDM L A—Y—/IRT—FDOF|AART
T7TUT4LOM) BT—ADOEE | TTIUNADLD | BT —2DES | 7TILUNDLLD
GERBARFL—Y) b -#5R1t GAHESTHEL b -#5R1t mASETHEILE
APK 271U BT —ADHE
¥Proguard % & Java D#RIEY—ILD ELIE, T—2(XE)IEH#FIE LA
ZEITEE
SD h—Fk73E BT—20mES e - #5k
(ABARRL—D)

LT, BOFRGSAMCEICREAHDOHREZTT .

aA—4—niEE

CDETIFH/INRAT—RR—RBEEREL TS, NRT—FHOLERSNIBOGEE (X, BOREGHIEI—Y
—DRBOFIZHS-O. REBANLIILIITHICTRETLHIEEGEN, F27ZL NRT—FDEEICLSTIE
BHEICENABIEINTLEIEH. Y —EZXADOT AV RRT—RELRAHKICA—F — IR LT—ED/ART—F
BREICIEDESIC U IZK-THIRBLIZY ., AvtE—DICkBFEMELZY T HENRELLDH, [5.5.2.8 FIAETE
HWEMANDAHTHRATIEHEE . WMBEELEVEZLI—T—ITEBHNT S (5R) 1ILBRT DL Ff- 2
—H—DREICHEINRT—FEENDAREEEZBICLNTENRTNIELRSHEL, RRT—FEENIBEET
LT —ADERNBEGIFEEE. N\ IT VT T—REmRUNDREEIFER (Y —N—LE)ITRFLTHEREN
Hb,

F77I)T4LIMNIRA

T IDT4«LYURIAIZ Private E—FTRELS SO T TSR T—2EHFAIMoNDI LA, F-.
NI T TREEET T TEYNLIGEICIE, A——ELSBTEKBIDT. 7TTIDEEEFIRET T ) T4
LIMNIRICRET DG\ I T YT EEMITRIERLY,

f=fzL. root #EREH D7 IT)P1—HF - oL BEREL-WVGEEE BT —FZBSELLIIHFRLLT ILE
Db, 1—F—BELZTIRERESILTIEAICIT/INRAT—FR—RBENFATES, A—F—(ZIRHTIZL
WP T DEBELESILITIRERET DHEEICIE.APK TJ7MILICRIESLREIROILENHY . BEESL
BT —HEHFCLTILENHD,

APK Z71ILA
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APK D74 IVRIZHEET BT —2ERAMYFARETH A EXRMICEROLIGHMET —2EEHEHINETIEL
W BEEDHDIGEILRT —FEHFEILLT. BHIC APK T7MILHLRT—IDNEGEINLENEIITHKEELD
DLENDHD.

BBAARRL—E(SD h—F1aE)A

BREARN—DETRTOT T OHRAMY AT RELRT=0  BARMIZERDLSLBMET —FEEHDHINETIIAL,
BESHIHRIRT HEHESL-HF L TESITRT ARG LENESITH KT 2R ELHD, (7T
TALINIANID root REF D7 T ) P1—HF—hobBERELE-VEEDHNRLSEIEHIL,

FOtRAEYADRDOEL

Android OFOESEIiZFERT 56, LRIZETH7T)TOERALUN DS TRSILELLITHFILSNT
W=7 2SR NEBEOFH TR T ES(NNRT—RFR—IABOHZEFER)DBELTH ., TOEXAEYRAIC
BT —AIAVEDOFEFET DL, —A. 7TVTAERD AR EBERMDTTINHEAEETHILET
ERVDT, BEFENARATFOREREE THNIL, FAGRKEZBLOIDEMREDEKZEEEZRS.BL. 7T
JDWSEELANIILPRHENSTALRAEATH>THRT AN ZTOFFHBRLTILESLMEE L BT —
S2-EEODVIDHFILEEMENDLETHDA . —iIZ Java BTORRIFHLL NI BTOH#FILY—ILEME
A9 5E2d, CNODRIGIFERT A DEHEEZEZ S0, tX 7R - REOFMAREBARLTHIETH
&
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6. BLU\RERE

Android [Z[& OS ME#k+> OS MRS DMEED LR L. 7TIDEETEX A TAZERT IO EHLREIRE
DNEET D, CNoDHEEFXBEEZFH >LEZFICERASNEY, A—F—AFEETICFIALEYTSHET. R
HRRZIROEF 1) T LORMEICREAOTLEIRRMEEEITHBA TS, COETITZDLSLHAEEICHLT,
RFEELEYSIDRVEIBKRGELRTLUGH S IERENDELGEEREZELEFLLTRY LTS,
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| 6.1. Clipboard AADIEHRIRET AN

OE— &AR—ZAMFIL—HF—HEEM LA KELME>TNDEETH A, HIA L. COMEEZEST, A—JL1° Web
R=—U TR EBEHROEN 0 EHEHREAERIZELTEULVY, RELIZ/NART—FEENLEVEIITAER
[CREFLTHRE RELGRITOE—&R—AMNTHES LWV A—F—FDENOTHEET D, ChLE—RAIKAGL
TATHAN, RFA—HF—DIIBERVEFNDEVSBRNEBEA TS,

ZNIZIE Android ®aE—&R—RADEHAMERL TS, A—HF—OTF7 T IZL>Tal—In=1ERIL. —
B Clipboard EFFIEN D/ 3T 7SN D, A—HF—0OT T IZk>TR—R SN Tz&EIZ, 2D Clipboard @
RNBENZTTVICBEMSNDDITTHS, D Clipboard [ZIEHIFERICHEUIEIREAH S, Android IHEKD
HE#TI&. Clipboard ®E{K(FiHRIZ 1 DTHY. ClipboardManager ZFHT2ET EQOT7 TS THER
Clipboard D EAEFTEDLSITHO>TVNEINETH D, CDTElF, A—F—HaE—-hybL-BERITETE
BEHHTTIICHLTEIRIFICESIEEZEKRL TS,

o T 7HVEREZ. CD Android DiEHEEBLGALIERIFRD AT ER/RICINZ 53 REHELE<T
(X7,

6.1.1. > 7 )La—F

Clipboard Ao 1E#iRHET SRIREME A DX ERICIE, RELDITTRD 2 DB EALNSD,

1. 77U BT7ITIAIE—T BEDOXE
2. B7TIUNST7TT)AaE—TF BEOXE

RA LIZDWTERBAT 5, CCTIH —HF—DAEIRY Web T30 A—5—7TVGREMT T M X F 5
ZaE—L. ZhE2B7T)D EditText [CRYRITELFUAEREL TS, FERIEITEE>TLEIE. CDVFY
ATAE—AYMIEoTEU I TATGIRHBMNIRELCLESICLEHSCIRAMLGRA R IIHFELLGEL . F=FT T
DOE—HEEEZHITET 5L 5L HEEA Android (232U VNG,

FO T, LITDWT RV TATEREIE—- Vb BEKRMEEI—F—(CHBAL, TABRKRERLL TLE
RIEBZRTHIIT o TUOKLRERIFARL,

RIZ, 2.ZHAT D, CCTIRR B7 TIARRLTWSEBN L —H —ITLoTAE—ENELFUAZRET 5. =
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DIBE . RBIZ T BHEELREIL, View(TextView, EditText ZE)MSDAE—-hybEZILIZTEHETHD,
BANERLZE L TAIREBRNAAHDIWIEH AT S View [2aE—-HyMERENLZTNIE, B7TUHLD
Clipboard #/r LT-EHRDREBELLGLDST,

AE—-AVPEBIETEFERIIVONBEZONSD, CCTIH EENEHETHOHMEDH L HEELT. View @
REBLEDLOAEREXFIBIRFEOAZ2—hoaE—AVrDIEB ZRIRT 5 5E%EHKI. & 6.1-1 DOIEE
WARETHAH L. X FRBFARETHAH_EERLTNS, K 6.1-1 [TRLIZEY. API Level A% 11 RiEDIHE
FXFIBRED A= 21—noaE—-HYrDEBZHIBR T 5 EFTEGRLDTERET H&,

& 6.1-1 O TATLREREAL N TS View OaAE—HybEILFE

_ " XFHEIRIFA — 0 —
API Level | ViewDE#H UL H\Scopy/cutiBE MR

X
O

112K

11BLE @

WMERERFK.E 6.1-1 DHEIO—(CE>THETHIENTES, K 6.1-1 [2HELT. AB2ALTF (Input Type)
M Password BHEICEESN TS EE. AAEA4 T (Input Type) N7 TUDETREIZEIZTEOVWI AN THD
ZEFIET . COEEIE. TIAINTIAE—- DY BUAEINTODSD T, HFITH KT HBLETLEL,

® InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD
® InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_WEB_PASSWORD
® InputType. TYPE_CLASS_NUMBER | InputType.TYPE_NUMBER_VARIATION_PASSWORD
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Yes
LTI ERE
AEHTSB

iewD A 324
(Input type)hHY

Password/@ %2
EESNTLVS

A4 A4

RERE AE—HVNEEIETD

6.1-1 M} EKEFDHEZ7A—
LUTFT. & 6.1-1 [CEELE=&XRDEMERBAL, YT ILa—FERT,
6.1.1.1. XFIERBEDA=Z2—ISaE—-HyrZHEIRT S
Android 3.0(API Level 11)LLETI&., TextView.setCustomSelectionActionModeCallback() AV vyKIZ&>T.
XFEIBIRBEDAZ1—FHREATVAXTEDR LS, CNEANT, XFIIERBEOAZ 21— baE—-hy
FDT7ATLZEIBRTNIE, A —F—BNXFIEFIE—-hyhT 5T TEGEES,
LI . EditText DX FFZBIREFOAZ2—MHaE—-AybDIEBBZHIRRT A YT ILa—FERT,
RA:

1. XFIERBEODA=2—H5 android.R.id.copy ZHIFRT %,
2. XFIFEIRBEDA=a2—H5 android.R.id.cut ZHIRT 5,

UncopyableActivity.java
package org. jssec. android. clipboard. |eakage;

import android. app. Activity;

import android. os. Bundle;

import android. support. v4. app. NavUtils;
import android. view. ActionMode;

import android. view. Menu;

import android. view. Menultem;

import android.widget. EditText;

public class UncopyableActivity extends Activity {
private EditText copyableEdit;
private EditText uncopyableEdit;
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@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. uncopyable) ;

copyableEdit = (EditText) findViewByld(R. id. copyable_edit);
uncopyableEdit = (EditText) findViewById(R. id.uncopyable_edit);
// API Level 11 LLETHNIX. setCustomSelectionActionModeCal lback * Vv FIZ&k Y,
/] XFEJEIRFEDA 2 —FHhREITXA AT BHIENTED,
uncopyableEdit. setCustomSelectionActionModeCal Iback (actionModeCal Iback) ;
}

private ActionMode. Cal Iback actionModeCallback = new ActionMode. Callback ) {
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
return false;

}

public void onDestroyActionMode (ActionMode mode) {
}

public boolean onCreateActionMode (ActionMode mode, Menu menu) {
/] dRA b1k XFHEREFED A =2 —H 5 android.R. id. copy ZHIBRT 5,
Menultem itemCopy = menu. findItem(android.R. id. copy) ;
if (itemCopy != null) {
menu. removeltem(android. R. id. copy) ;
}
/] kA 2% XFEFBINED A =2 —H 5 android.R. id. cut EIRT %,
Menultem itemCut = menu. findltem(android.R. id. cut) ;
if (itemCut != null) {
menu. removeltem(android.R. id. cut) ;
}

return true;

}

public boolean onActionltemClicked (ActionMode mode, Menultem item) {
return false;
}
}s

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. uncopyable, menu) ;
return true;

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getItemld()) {
case android.R. id. home:
NavUti Is. navigateUpFromSameTask (this) ;
return true;
}

return super.onOptionsItemSelected (item);
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6.1.1.2. View ®E#L(Long Click)Z#E®IZd %

Android 3.0(API Level 11)%# Tld. TextView.setCustomSelectionActionModeCallback() AV yKI&F|HT
EFRWV, COGHE. AE— hubH BT 55 ELAEIL. View ORFL(Long Click)Z &I 52ETH S,
View D EBLEMLIZLATIRD xml Z7AILTIEET A ENTES,

RAb:
1. aE—-hyb%Z1E9 5 View & android:longClickable % false (293,

unlongclickable.xml
<LinearLayout xmlIns:android="http://schemas. android. com/apk/res/android”
xmlns:tools="http://schemas. android. com/tools”
android: layout_width="match_parent”
android: layout_height="match_parent”
android:orientation="vertical ">

<{TextView
android: layout_width="match_parent”
android: layout_height="wrap_content”
android:text="@string/unlongclickable_description” />

l— aE—-hy bEZiL9T 5 EditText —>
AJ— kR4 b1k aE—-Hhy bZEEIET B View [T android: longClickable % false 29 3%, -
<EditText
android: layout_width="match_parent”
android: layout_height="wrap_content”
android: longClickable="false”
android:hint="@string/unlongclickable_hint” />
</LinearLayout>
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6.1.2. JL—ILTvY

B7 7)ot 7 TIADEL O TATEERDIAE—DNRET HAREELAHDHIEE L. ULTDIL—ILEFHIE,

1. View [CRRENTWSXFIIDIAE—-HYEENIZT S (7R)
6.1.2.1. View [ZRRENTVASXFIDIAE—-DYMEEHITT S (7R)

TIIREU I TATIERERRT S View 2HoTLSIHEE. T EditText D&SCaE—-AybA ATEEL
View %5(&, Clipboard £t L TEDIEHARELTLESAREMEAH D, D=8, LI TATRERERTT
% View [FaE—-DyrEEIL TEI G NITESAELN,

EWMLEEDILT HH XN H 5. 81 % & . Android 3.0API Level 11) Ll & T .
setCustomSelectionActionModeCallback() AV v R ZEFER T 5 EICKH>TRIETESD, £F (L Android
3.0(API Level 1) RFTH- THULTHH>THERAIETH S,

[6.1.3.1 L—ILERAOEDIEILSEBOIL,
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6.1.3. 7RIV RK

6.1.3.1. IL—ILBEROEDIE

TextView [ET 74P TIEXFIERFATHS=0H. BEIEREKFIETHIM., 7TDOLHKRIZE->TIEaE—
Z#A[REICT BIEEE8H D, Android3.0(API Level 11)LIBE T, TextView.setTextlsSelectable() AV yR%E{FESC
LT XFIHDERAAEBELOAE A BLEEFMITHRE TEDLOITE o1z, TextView ZaE—TRIEEL T HIHEEIL. TD
TextView 2T I GEBRORRINDAIBEELNLGZVOMOKAREIL. ZOREEELH LD THNIE, aE—T]
[SFARETELY,

F1=.76.1.1 Yo T )Ia—FIDHEIZO—ICEHFEBEHINTWBEIIZ ISRT—FDANEFBELIZAAEZA4T
(InputType.TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD #:&)® EditText 2D\
TIE. TIANUITXFHNDAE—DNBZUEIN TS OB EIEIHEKEFRETHD, LML, [5.1.2.2. NRT—FZEF
XERRTDATLAVERETD (WA ITRELEESICI/IRT—REEXRFT DA T avERAELTNS
BEIEINRAT—RFEXRTDEBICANZATNEL, AaE—-HYDBEHIZH>TLESD T, BEHOX RIS
ETH5,

BE.IV—IVEERTHRICE. —FEVTDELEZER T DLENH SIS, FIAE, A —F—ABHIZTH
ANEANTES View DFE. oI TATRERBANSNATAIREESEO TR ADEVN>TIE—DVbE
BHLTLES=D, A—F—DFEVBFNEDGSEE, 3654 EZEEDSVVEBREZAL AT S View ot
VITATREREEMTANT 5557 View [SIEIL—ILEBEEZHTERT HIRETHAD ., TALUND View &
WIGE T ROZELZEZERBLGHOMIEEZEZDERLY,

UL TATERERDANORRETOIZERADIVR—RUNEAETELG LD
BEE(R—RRE)TTIN D> TVBGEEIE, thDFETHEREZETEGLS,
7)) TA—H—ICABAICET BT EMELS TSRV

AYIZFD View HDHED

Android OS ® Clipboard & ClipboardManager QE#RIZEZF 2 T2 T 5Z BN SN TULGENIEMNFRR
BOMREMREECRANLGERTIEHIN., 7TUREEE. ——REOCI—FE) T BERTIHEELE
BRRIGE A BIS5LTz Clipboard OARRIZHLTHIEL. BEOBWT TVEERT I2LENH D,

6.1.3.2. Clipboard IZH&fiSn TL\DIEIRDIEE
6.1 Clipboard M >iE#RIFE R T HERMEITHRAR=&51Z, ClipboardManager 2F|HT5ZETT7 TS
Clipboard 2SN =1EREIEIET HEMNTES, E1=. ClipboardManager O F|AIZ(X4% A% Permission

ERETOIDENEN O, 7T [F1—HF—I2E5h 52 E%< ClipboardManager 3| TE 5,

CCTIX.BEETIZAPI Level 11 LIBTORRAEICOVNTHENS,
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Clipboard [Z#&#hch TV 1E#R(ClipData &FESY)IE, ClipboardManager.getPrimaryClip() AV R(Z&k>TH
B TE B, 2425 I2BH L T3 . OnPrimaryClipChangedListener # % % L T
ClipboardManager.addPrimaryClipChangedListener()*vKF T ClipboardManager [Z&&HFd (X, 12—
— DR EIZEYRETZaE—-H YD EIZ Listener NIEUHINBD T, 2435 %%k 9 24K ClipData
MBI HIENTES, T Listener OFUHLIE, EOTFTUTIAE—- DD ERELEMZEREITHN
%o

1

LT, mERATIAE— Dy FELE T HEIC ClipData ZHUiFL . Toast THER9 5 Service DY—ROA—KR%RT,
TRDESLFEEAI—RIZELY Clipboard &SN I=1ERMBIR(TIZHOTLES ZEFERL TUL=2E LY,
TINERETBERE. VEKELTROIA—FRIZE>TEU I TAITBEERAMBINTLESZEDHNKSITEE
TEILELHD,

ClipboardListeningService.java
package org. jssec. android. ¢l ipboard;

import android. app. Service;

import android. content. ClipData;

import android. content. ClipboardManager;

import android. content. ClipboardManager. OnPrimaryCl ipChangedListener;
import android. content. Context;

import android. content. Intent;

import android. os. IBinder;

import android.util. Log;

import android.widget. Toast;

public class ClipboardListeningService extends Service {
private static final String TAG = “ClipboardListeningService”;
private ClipboardManager mGlipboardManager;

@0verride
public IBinder onBind(Intent arg0) {
return null;

}

@0verride
public void onCreate() |
super. onCreate () ;
mC| ipboardManager = (ClipboardManager) getSystemService (Context. CLIPBOARD_SERVICE) ;
if (mClipboardManager !'= null) {
mC| ipboardManager. addPr imaryC| ipChangedListener (clipListener);
} else {
Log. e (TAG, “ClipboardService DERFIZEKBLELfz, Y—ERFHTLET. 7).
this. stopSelf();

}

@0verride
public void onDestroy() {
super. onDestroy () ;
if (mClipboardManager !'= null) {
mC| ipboardManager. removePr imaryCl ipChangedListener (clipListener);

}
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private OnPrimaryClipChangedListener clipListener = new OnPrimaryClipChangedListener ) {
public void onPrimaryClipChanged() {
if (mClipboardManager !'= null && mClipboardManager. hasPrimaryClip()) {
ClipData data = mClipboardManager. getPrimaryClip( ;
ClipData. Item item = data. getItemAt (0);

Toast
.makeText (
getApplicationContext (),
"AE—HAWNEH Y FENI=XFF| ¥n”
+ item. coerceToText (getApplicationContext())
Toast. LENGTH_SHORT)
. show () ;

RIZ. L8 ClipboardListeningService ZF| A9 5% Activity DYV—XI—FDHIETRT,

ClipboardListeningActivity.java
package org. jssec. android. ¢l ipboard;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Intent;

import android. os.Bundle;

import android.util. Log;

import android.view. View;

import android. widget. Toast;

public class ClipboardListeningActivity extends Activity {
private static final String TAG = “ClipboardListeningActivity”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. activity_clipboard_listening);
}

public void onClickStartService (View view) {
if (view.getld() !=R.id.start_service_button) {
Log. w(TAG, “View ID MFAETT");
} else {
ComponentName cn = startService(
new Intent (ClipboardListeningActivity. this, ClipboardListeningService.class));
if (en == null) {
Log. e (TAG, "H—ERXDEHIZKELELE"):
Toast. makeText (this, "H—E XDFEENZLEALZE L1=", Toast. LENGTH_SHORT). show () ;

}

public void onClickStopService (View view) {
it (view.getld() !=R.id.stop_service_button) {
Log. w(TAG, “View ID MFRETT");
} else {
stopService (new Intent(ClipboardListeningActivity. this, ClipboardListeningService.class));
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}

7. APl Level 11 &YRTD ClipboardManager [ZIE. setOnPrimaryClipChangedListener() AV vk D k5%
Listener Z& R THAVYFNABINTLVGEL, TP A I—F—DIREICE>THET HaE—HvrbDEIC
ClipData #8950 0 S LERETHIENTELLA, AlarmManager BEFFIAL TEWVWERRERT
Clipboard 2SN TLDIERERYRLEGT A LT AFEDEBZRT IO T LERET HIENTES,
F1-. APl Level 11 LIBITERE T 5154 . getPrimaryClip) AV v R IZF B TELZULD T, Clipboard 28 #ich T
WBIEHIE getText) AV YRIZE>TXFIHIELTIIGT B &(Tid, CCTIRYUTILI—RIEEIET 5,

ZZFE T, Clipboard TSN FHREIG T 25 EIC DT AR F=AY, Clipboard [ZHLLIEHREKM TS
L AEETH S, APl Level 11 LLEASIE ClipboardManager.setPrimaryClip) AV wRIZ&> T, FnLEITHN
[X ClipboardManager.setText() AV vRZBELNIELLY,

f=1=L. setPrimaryClip()& s M setText()AVvRi& Clipboard 2SN TN =1EHRE LEEZTHDT, 21—
HF—DFHIAE—-AYMEEICLYBML TE L BEHRARONL AL H I RITEENLETH D, oD

AVYRZEFERALTHRBOIE—H#EH IV EHYMERRZ R T HEEE. BEICKELT. NBRARESNLELTE
&I AT7RTERTT H%L . Clipboard IZHRIMENTLSIRABEN I—HF—DERLLGZVVREICERINSI L
DIEVNEIIEEE - RETIDENH S,
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