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Izs.ﬁ{ﬁxgwx:—j

CDHARXEE—HRED Android 7T)7r—avBAREBICWHER X2 T4 Tips #EHDHEEBMELTNE
T o ZD=HEIZI—HYRETEMSINS Android 77— a>DREIZEITE X2 T4 Tips(FRDI7
T)DEFX2) T4 BEBRI—TELESTUVET,

APPLICATIONS 77"[) 0)
Contacts Phone Browser t'#‘l I) 7—_/(

APPLICATION FRAMEWORK \

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification
Fatiageanaper Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media SQLite Core Libraries
Framework

Ll
R i R D
OpenGL | ES FreeType WebKit I‘ylznchine > t#‘l IJ 7_—,{

SGL SSL libe

LINUX KERNEL

Displa Flash Memory Binder (IPC)
Dne/ez Camera Driver Driver Driver

: Audio Power
Keypad Driver WiFi Driver Drivers Management

S

Android OS BLL T @ Android i REZEICET 5 ¥ 1T (LRDMHRD X2 T4 [FRI—THTT . £
f= Android #RIZA—HF—MA 2V RAb—ILFT B—H&D Android 77— 3> &, Android R A—h—TL
AV RAL—=ILF B Android 7TV 7r—2ar TIEKREFITHERE LX) T OB R TELLILIANHYFETH . 4F
[CIRITHICBVTIEAIZEDAEHR->THY . BB IOV TIEH - TWER A, BITHRTIE Java [TKYEET S Tips
I ERZHLTEYFET A INI REIT DV THES R DR TREEHELTULKFETT,

root #ERNEMEINIEZBICDOVTESDEZAFO>TLER A EAMIZIE root EENEDOA TLVELWEFAT
%2 Android IR ZFREEL. Android OS DX TAETIEFALI-EX T4 Tips 2FEHTULET . 8.
BELBBOJRWNIDOVTILNZ.N.3 BEENEERERERICTHELEIALTEYET DT, EHhE TTHERES
Ly,
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| 2.4. Android £¥27a—F LS EEZEDBN

CDAARXETIE Android EHFa7a—T10 T DI RTERICEIFETELTELLD T, FERTHRNT HEHEE
HATALEHBBIOLET,

® Android Security KBTIV r— 3 EERT H1=6HIC
EEH A VI T7HA R ISBN978-4-8443-3134-6
http://www.amazon.co.jp/dp/4844331345/

® JavatxaF7a—T42 T REBUH—K CERT/ Oracle ki
#£3% Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
B MAFME IR ARER, FEHE= ISBN978-4-04-886070-3
http://www.amazon.co.jp/dp/4048860704/

All rights reserved © Japan Smartphone Security Association. Android EX 2 7a—T 4 T BEEZEDOMIT 15


http://www.amazon.co.jp/dp/4844331345/
http://www.amazon.co.jp/dp/4048860704/

JAPAN

SMARTPHONE Android 77')0)t$17§§§+"t'*l?:l_?’f‘/g*jj"fp 2012 ﬂ': 11 H 1 EH&

SECURITY

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

I 2.5. Y27 )La—K® Eclipse ~OHRYIAHFIE

YT ILa—K D Eclipse ~ORYRAAFIEZFRBALET, T ILa—FIZBRNTLICBHOTOD IMIhMI N
TWET, oD TAPIMEFLOTRYRALHZEE2.5.1 2T LTOPc o ERYAL 112, #IRLTHRY
RALHZEE2.5.2 YoTLDOETODIMEERLTRYRADIITRLET, TADI IO RYAH A EH o5
2.5.3 o7 )L a—FENEHEERRA debug.keystore 3 ET 5155 HL T debug.keystore 774 JL% Eclipse
[TEREL TSN B BRI TREDRETIT>TAYET .

2.5.1.

(O
» Windows 7 Ultimate SP1
Eclipse
> 4.2.0Juno)
Android SDK
» Android 2.2(API 8)
> HBISFEOBWYLTILTODIME Android 2.2(API 8) TEILRTEET BL. YT ILIZk>
Tl&. Android 2.3.3(API 10)LABE® SDK Platform N EBIRIZEELHYET

Yo TavzERYAD

Yo )a—KEFHo0—K93

[2.2.1 Yo7 )La—KFITRNL- URL KYH VT IILa—FEWRBET,

2. YUFILa—KREERTS
Zip TEMBEINI=Y T ILa—FREHV)YIL, RRSINFAZ1—D“TRTERA" 7V ILET,
TATEA(T)... )
3. EBR%%EETETS
ZZTIE“C:¥android_securecoding”EWVS BRI TT— I RR—REEHRLET . TD1=H. "C¥"%HEEL'E
R"REED)vILES,
16 All rights reserved © Japan Smartphone Security Association. T TILa—F D Eclipse ~OWMYAHFIE
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W) u R (21P 9X) DA —DRI

BEEOERED 7 1ILOBRR

ETDI 45— ICBMT 3(E):

BHEEDEBRED 7ILOEM

T7ANZETDIA IS —ICEBRTB(E):
Ci¥

G

"BE"RAVES) YO T HEC¥ "E FIZ"android_securecoding”EWLNS A IILE BMER SN ET S

rel=E S|
— / =4 ——— VP j
Oudes) A EETTTE
22 v = < Sq4JSuiciEm> » = v ] @
W BRUCAL =Rl
] d1U
a dell.sdr
= 51754 hiberfil.sys
pagefile.sys
Oy Ea- @roid_secur@ n
v <[ 1 )

“android_securecoding”" 74 /)LA DHIZ([EH T )ILa—FREENTLET,
BIZIE. 4.1 Activity 25 -FIET51MDM4.1.1.3 /A—rF—R%E Activity 2465 - FIBT 2 1IZBULNTHY
TILa—FESRBLEWNES U TEIEZAILY,

android_securecoding
LActivity #4E5-FIFAT 5
LActivity ExclusiveActivity

LLE®D&SIZ, “android_securecoding” 74+ LA B FIE. T2/ MLIOETFICIY YT )La—RDTOo Y
MAREBESINI-BRELGYETS,
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4. Eclipse ZEEILT—VAR—RXZFIEET S

ARBA—PAZ =T RO TTAAVHEEMDS Eclipse ZREILET . RIRSNI=BIRA (705 T, 7—9UR
R—RZ, £IFEDFIEI-TERL= “C:¥android_securecoding”ZiEELET . BIRF A/ 7OT NRTS
NEWMGE X A=2—KY“File->Switch Workspace->Other---"#491)v LTSN,

(® Workspace Launcher =]

Select a workspace

Eclipse SDK stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

Workspage® :¥android_securecoding - [ Browse... l

C:¥android_securecoding

[] Use this as the default and do not ask again

( oK DI Cancel

5. T—ORVFERTIT S

Eclipse AL HE LA of=b, "T—IRF"E0)vILET,

© Java - Eclipse SDK
File Edit Run Navigate Search Project Refactor Window Help
jics | AR 3| N I SR O QoA G e SR | T ISRt e e

Quick Access B |

@@ Welcome §3

Welcome to Eclipse

% Overview m Tutorials
Get an overview of the features N Go through tutorials
@<, Samples _/\_ What's New
- Try out the samples \\/ Find out what is new

18 All rights reserved © Japan Smartphone Security Association. T TILa—F D Eclipse ~OWMYAHFIE
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6. AUR—I&RBT S

INVT—UITHRTA—5—THV)YIL., RRSINFZAZ21—D “Import"E0)vILET,

[§ Package Explorer 2 = |m
= <& ~
{ -
New >
Show In Alt+Shift+W »
Copy Ctri+C
Copy Qualified Name
5 Paste Ctri+Vv
Delete Delete
&y_Import... -
ey Export...
< Refresh F5
Resource Configurations >

7. BHEIODIIONET—IAR—RIZAUR—T B

g
& Import = .
Select \
-
Create new projects from an archive file or directory. H

Select an import source:

type filter text

4 (= General =

[Z, Archive File
@Existing Projects into Wo@

[, File System
[T, preferences

b (= Android

b &= C/C++

b = CVS

b (= Install

b (& Plug-in Development

> = Run/Debug

= TAzes

m

@ < Back Next >

Im
=
I

Cancel
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8. TAVIVNEERT S

“Browse &9y oL+ IV SHBEBEEFER RSEET,

»

& Import [o | -2 =
Import Projects —
Select a directory to search for existing Eclipse projects. t/A
e ——
@ Select root directory: ( Browse... ’
O Select archive file: Browse...
Projects:

Select All

[7] Copy projects into workspace
Working sets
[] Add project to working sets

7
I

i

9. EBRLEIZAILITEEIRT S

TN —DER 23]

Select root directory of the projects to import

48 O3> Pa1—-4H— o
«& os(C)
» |, $Recycle.Bin

m

> Ju aho

> J. .metadata
» |, Account Manager|Z@E7 N> hEEBMT:
» ) ActivityZ{E3 - #IETD
» ) BroadcastZR{ET S - EETD
» |, Browsable IntentZFIE7T3

|, Clipboardn\S18RERT 2EMRIE
. |, Content ProviderZ/E3 - 193

< [; m »

24— (E): android_securecoding

T
[ HLLZAVE -0 (. OK ) Fet

20 All rights reserved © Japan Smartphone Security Association. T TILa—F D Eclipse ~OWMYAHFIE
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10. 1V R— 2T S

“Finish"#@ T 9 5L2T700 MMV R—FENTETLET,

“Copy project into workspace” THYAATLESE. RTADIINDITHILE RN T
WEYT, FaPIMI&->TIEHE/JSSEC Shared 8B HELONHY . T+ ILE R

'f)bla—liﬁofbib\i"j} — IIO\_.\(TiélI‘O

\

MZZ-oTLE
\E #’)%) Lcavs

—EHOTOCIEDAERY AATZWEEE2.5.2 2T ILDE{&ETODIMEEIRLTRYIA
TLIZELY,
& 1mport E=0EoE 52
Import Projects =—x
Select a directory to search for existing Eclipse projects. [ /J
@ Select root directory:  C:¥android_securecoding Browse.
Select archive file: Browse
Projects:
[¥] Activity ExclusiveActivity (C:¥android_securecoding¥ActivityZ{F3 - FIF T S ¥Activity ExclusiveActivity) - Select All l
[¥] Activity ExclusiveUser (C:¥android_securecoding¥ActivityZ{ES - ¥R T S¥Activity Exclusivelser) =
[¥] Activity MaliciousActivity (C:¥android_securecoding¥ActivityZ{E3 - %I T S¥Activity MaliciousActivity) Deselect All |
[V] Activity PrivateActivity (C:¥android_securecoding¥ActivityZ{F3 - I T S ¥Activity PrivateActivity) Refresh ‘
[¥] Activity ProprietaryActivity (C:¥android_securecoding¥ActivityZ{E3 - FIF T S¥Activity ProprietaryActivity)
[¥] Activity ProprietaryUser (C:¥android_securecoding¥ActivityZ{E3 - FIF T S¥Activity ProprietaryUser)
[¥] Activity PublicActivity (C:¥android_securecoding¥ActivityZ{ES « $IA T D¥Activity PublicActivity)
[¥] Activity PublicUser (C:¥android_securecoding¥ActivityZ{E3 - FIT S¥Activity PublicUser)
71_Artivity Sinnlalnetancedrtivity (C¥andraid_carirecndinn¥activityZEZ . BB T A ¥Activity SinnlaTnetanralrtivitg X%
< 1 ™
[] Copy projects into workspace
Working sets
["]Add project to working sets
,————-—-—.\
Cancel

)

< Back Next > ( Finish )l

TI1EzZRL
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1. 2702z IUR—bENET

© Jave - Edlipse SDK (=3 Eon =
File Edit Refactor Source Navigate Search Project Run Window Help
i [8 @~ B hls-0-ar | wlga- (@il -2 .
Quick Access 5|
[4 Package Explorer 12 = B8 = g 8% Outline 52 = 8
E v An outline is not available.

rUser
& Activity ExclusiveActivity

& Activity ExclusiveUser

& Activity MaliciousActivity

1 Activity PrivateActivity

= Activity ProprietaryActivity
& Activity ProprietaryUser

& Activity PublicActivity

& Activity PublicUser

-1} Activity SingleInstanceActivit
& Broadcast PrivateReceiver
1} Broadcast ProprietaryReceive
1= Broadcast ProprietarySender
& Broadcast PublicReceiver

2 Broadcast PublicSender

& BrowsableIntent

& ClipboardListening

& File ExternalFile

& File ExternalUser

& File PrivateFile (. Problems 33 =B
& File ProprietaryProvider 0 errors, 11 wamnings, 0 others
& File ProprietaryProviderUser Description ’ Resource Fi

&2 File PublicROFile
2 File PublicROUser
& JSSEC CertHash Checker  ~

tl . [ « m 0

& Warnings (11 items)

2.5.2. YUTLDETADIHMEERLTRYAD

TPz HrEERLTIUR—LET Eclipse #E2BILEY AL ERTFETIE2.5.1
HoINTOOYMERYRAL 1ESRL TS,

S Import o [FEE=s
Import Projects Eif
Select a directory to search for existing Eclipse projects. 4
@ Select root directory:  C:¥android_securecoding
") Select grchive file: Browse
Projects:
]| Activity ExclusweActMty (C:¥android_securecoding¥Activity Z/ES - ﬂﬁﬁ@'%’#Actl\nty ExclusweActNlty) l Select All
vt - e - E
(C ¥andm|d _securecoding¥Activity Z{F3 - FIAT D¥Activity MaliciousActivity) Besclendl
- urecndlngmct\vlty?if'ﬁ%) FIRT S¥Activity PrivateActivity)
BACtiVity EAED - ?J%@'%Mct\wty PmprletaryActMt

[l H.Ctl‘l.-flt'y’ E:x:clusrme.ﬂ'u:t|'«-r|t'5-r (C:¥android secureccrd|ng¥ﬁuct|\-rltv’if"|5§a FIH T S¥Activity ExclusiveActivity)
[ Activity ExclusiveUser (C:¥android_securecoding¥ActivityZ{E3 - $I|H T S ¥Activity ExclusivelUser)
[] Activity MaliciousActivity (C:¥android_securecoding¥ActivityZ{ES - FIE T S ¥Activity MaliciousActivity)

Working sets

[ Add project to working sets ,Z\E@J"El o TMDAHZEE :]:RLz
AR—b9 5

m

® R G | —
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a2 IMI&-oTIEYSSEC Shared"#SHBLTLS1DEHYET,

Z D154, JSSEC Shared” A U R—rENTWVEWELUTDEIITRYES  BEIZIELTYSSEC Shared’z1>

ﬁ_bb—c<f:¢éll\o
{2 Package Explorer 2 = 08
i T

@Activity ExclusiveActivity >

& Properties for Activity ExclusiveActivity
Android

type filter text

> Resource & Ref oroject
Android (= }%EECB— —
(% ¥ ¥35B¥ISSEC Shared 2

Android Lint Preferen:

LT D&SIZYSSEC Shared"Z:&RLTAoR—FLET,
[ tmport o 2
Import Projects = B
1, Some projects cannot be imported because they already exist in the workspace @4
@ Select root directory:  C:¥android_securecoding [ Browse... ]
*) Select archive file: Browse...
Projects:
[7] File PublicROUser (C:¥android_securecoding¥ 2 7 - JLZR S ¥File PublicROUser) - [ Select All }
] JSSEC CertHash Checker (C:¥android_securecoding¥2tiE¥ISSEC CertHash Checker)
oid_securecoding¥ti@¥ISSEC Sample Uninstaller) [ Deselect All ]
[ Refresh l

A \JSSEC Sample Uninstalle - ¥and

V|| JSSEC Shared (C:¥android secureoodlngﬁtﬂqinSEc Shared) ™
boardh\S1BRBR T D2M&1E¥LeakageViaClipboard)

[ \Leakagela . eemu STOToT =3
Pe geding¥) (2D — RAHEEZ/ES¥Password PasswordInputUI)

Working sets
["]Add projeq

Cancel

ext > Einish ] l

@ < Back

P TIa—F D Eclipse ~ORMYAAFIE 23

All rights reserved © Japan Smartphone Security Association.



JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

Android 77 Dt ¥ a7 HE - X2 TI—TA4UTHAF 2012 11 A1 BhR
http://www jssec.org/dl/android_securecoding.pdf

2.5.3. T )La—FEErEEA debug.keystore % ET S

YT a—RhoER L7 T %% Android i R OLI 2L —4—TEMESE A -OICIEIZELENVETT , CNDES
[ZEST /NI RO#ET7A(IL “debug.keystore”# Eclipse [ZERELE T,

1. Window->Preferences #4')v59 3

£ Java - Eclipse SDK

it B8 | Ed~ &g d|=|F~>0-~ New Window
New Editor
[ Package Explorer 23 = 8 Open Perspective '
Show View 3
S-S
» 122 Account Authenticator - Customize Perspective...
» |22 Account AuthenticatorUser Save Perspective As...
- 2 Activity ExclusiveActivity Reset Perspective...
- =2 Activity Exclusivellser Close Perspective
- =2 Activity MaliciousActivity Close All Perspectives
> Activity PrivateActivity = Navigation 5
> Activity ProprietaryActivity
> == Activity ProprietaryAttacker Android SDK Manager
- =2 Activity ProprietaryUser Q AVD Manager
+ =2 Activity PublicActivity Run Android Lint r
- 2 Activity PublicUser Greferences :>
G A ki i e Ol aToekamnn & ok ik

File Edit Refactor Run Source Mavigate Search Project R ‘.:Ip

2. Android->Build #:#1iR1 Browse... &) v99 5

% Preferences

» General
R,
DDMS
Editors
Launch
Lint Error Checking
. LogCat
MDK
Usage Stats
> Ant
» CiC++
+ Help
» Install/Update
» Java
» Plug-in Development
» Run/Debug
- Team
» XML

@

E=3(EoR
Build R

Build Settings:
Automatically refresh Resources and Assets folder on build
Force error when external jars contain native libraries
Skip packaging and dexing until export or launch. (Speeds up autematic builds on file save)
Build output
@ Silent
(2 Normal
71 Verbose

Default debug keystore: C:¥Android¥.android¥debug.keystore

Custom debug keystore: d Browse... i

[ Restore Defaults ] l Apply l

[ OK l [ Cancel l
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l|||| JS:IP:RNTPHON[ Android 77°'J0)1’.’1\'—175&?‘["“’_’*173—?4‘/77?4%\‘ 2012 ﬂi " H 1 EH&
3

“debug.keystore”#41) w4 LB

debug.keystore [FH T )La—FIZEFNTULET, (android_securecoding 74 /LFET)

Sr< =Sl
@"\J"| @C:¥android_securecoding v|¢¢|| android_securecoding(Di&=E p|
ZEE ¥ FUWIAILAS— =~ 0 @
=T : = HaA T -
' BEICAD Al B/E HhA R
JoHLLUunNG I‘IDIIEHI:‘I B /A 1TAIlB Y ULy I L% L8 L ATV A AT
g Fo0—F | ActivityZ4FS - FIFTD 2012/10/24 17:41 J7 ()L T# ). i
W FAS T | BroadcastzBETS - #ETE 2012/10/24 17:41  J7 I TA ...
L BiEEn LS J Browsable IntentZFIHT 3 2012/10/24 17:41 7 A F#A)...
i Clipboardb\ﬁ'lﬁmﬂ?éﬁﬁﬁﬁ 2012/10/24 17:41 7 A F#A)...
i ] c 2012/10/24 17:4 FmAI 7 .
= SISy | Content Provider’Z{ES - T3 2012/10/24 17:41  T7 A FTH ..
J Permission & Protection Level 2012/10/24 17:41  T7AI F#A)...
| ServiceZ{ES - #IFTS 2012/10/24 17:41  T7 (Il 7). =
= — g
JIvEa—%F | SQLite®HS 2012/10/24 17:41 7L FA)l...
VAT - EAHEEEES 2012/10/24 17:41  T7 Il TAI...
€ Fw hJ—4 | FFAILERD 2012/10/24 17:41  IF7 I DA ...
) i@ 2012/10/24 17:41 271l A ..
= .gitigonoce 2012/10/19 17:22 FFA P FFz.. 1Kl
debug.keystore 2012/10/19 17:22 KEYSTORE 7F... 2 Kl
| keystore 2012/10/1917:22 T7-1I 6K+
< | 1 | 3
7 -TILE(N): debug.keystore - [*.* v]
(<@ )| Fr>ti

4. OKZEV)YILEREEERYT S

REIZ. TRIO&LSIZ, :#IRLE= debug.keystore M/ AANRKRREN TSI ENFHEZETE=D, OK 9y y
LFET,

£ preferences = @
type filter text Build e T
» General | Build Settings:
4 Android I )
= Automatically refresh Resources and Assets folder on build
Bui
DDMS Force error when external jars contain native libraries
Editors Skip packaging and dexing until export or launch. (Speeds up automatic builds on file save)
Launch 3 Build output
Lint Error Checkin @ Silent
> LogCat () Normal
NDHK ) Verbose
Usage Stats
Ant Default debug keystore:  C:¥Android¥.android¥debug.keystore
» CfC++ Custom debug keystore: @:¥android_securecoding¥debug.keystore } Browse... |
> Help
?I Install/Update b ’ Restore Defaults l l Apply l
4 I 2

@ . x D Cancel |
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3. EXaTERE-EX2Ta—T12J OERME

ZDHARXEX Android 7TVRHEIZE T5 X1 T4 Tips &FEHBELDTHSH . ZOETIL Android X<
—,IF BTN EBI— R XR a7 R - X 7a—T 407 OEBMBEERD . BREOEIZELT—H
M T7Ee a2 73TV DERIPBELGLEEIC. REDRREESRIT 520, REODELHAHED
HRNAEDOHBIC—BYBZTRELTELILZEE8OT 5,

l 3.1. Android 7FYD+¥1YT4

DRATLROTT)DEX)TAITONTHRFTHEE. EBDEZADIL—LIT—IDHB, £T ZTDIVRAT LY
TIVIZENWTTFEIRERNEELIET S, CNEEEIEER, RIZFODEELZENTHELZILET S, Chial&E
BIEMER, REICTEBEIZIBRBINOTFI-ODMEERTT-EHT 5, COMEEEILMES,

CCTIHMEIER YRTLPTIIISEY G EF TR X2 T7a—TAo V&I ETHY. COHIEXE
TIX 4 BLURTINZEHR ST, AHTIRIIEE IS LUV BRBIIDVTEREZH TS,

3.1.1. TEE] FHNERMR

DRTLOTIVIZE T BT FEIRERFRIZIMERIEEBEID 2 DB D, ChoEENTNEREE ILTHRE
BEIEES EREE L FFRAISNEALZTASROEEATEDFERO_ETHY . ENLUNDANIZE—Y]
SROLENTETILLRBVVERDIETH D, [HEEEE |LIFXFFRAISN AL ITAFIATEOHEDZLETHY.
ENLUSNDANIZIE—UFIATETILGLREVEREDETH D,

LT . Android RR—rI42 /BT YMNIE T A EREELBEEEEICEDIIBEDLHEINERBNT S,
Android 774> Android AY—r742 BT YbEEFERALEV AT LEZRAETHEEDEEDRVNHELOSE
[ZLTIELLY, LLBETIL. Android R2—k I+ 2T Ly hE#FLT Android AR—R 42 EFESS,

3.1.1.1. Android RR—rIAVIZHBITHIEHREE
£ 3.1.1-1 BELUR 3.1.1-2 (X Android AX—FITAVIZA>TWBIEHRD —HITH D, CNoDIFRIFAT—F
T4 A—H—(ZETBEANER. TSAN\—IEFREIETFNSICET HERICZ LT IO GERENANE
THb.

# 3.1.1-1 Android RZ—krI7+> R EEH T ZEHDHI

{1 w5

BHEES AX—rIAVBEDEEES
BEE R ZHRIEOBHOEFES
IMEI AY—hIA2DiHEEK ID

IMSI E#RE2#9%E 1D
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l|||| JSJ:::RNTPHONE Android 77°'J 0)"2#17%Q§+ " ‘t’*_‘l_?:l—jd"af:/ﬁxjj"f N

T —1EHR GPS. #iffES. MR-
EIERERR WiFi & EfE---
THh o bMER LT HhOUMER. FBELEHR
ATATT—H BE.BE. T, %5

% 3.1.1-2 77VHEETLHHEROH
I o
BiER NN DEH ST
EA—JL7RLR A—H—DA—)LTRLR
EA—JLA—=)LIRYI R EZEA—IVAX, RfF-
Web Jvo<—% Tvo3—7
Web BEERERE HE g
AT — FE.ToDo, A RUb---
Facebook SNS a7y
Twitter SNS a>72Y---

& 3.1.1-1 OFEHIZEIC Android AX—bT+ U KEF=[E SD h—FIZEFNAERTHY. & 3.1.1-2 DIF
HRISEICTITINEERTHERTHD. IR 3.1.1-2 OFEWIOVTE, FTIHRAURb—LEnhEEnd
FE.EAEARKEDPITHEZ T EIZREIDTH D,

£ 3.1.1-3 [TEBERD 1 FOIUNIIZEENDEHRTHD, COBERIIRAI—F I A—F—IZBHTBHIFHRT
[T A= I420A—HF—DHA . RAFICETHEHRTHD, DEYAI—LIAVIZIEZDFAETHS
—H—DHELT, [FHDALZDEFERESEN TS EITFENRES,

# 3.1.1-3 EiER(Contacts) D 1 DI RJIZEENSIREHRDH

&4 NE

BHEES BHE. EHFEHE. {£E. FAX{ MMS--

EA—ILTRLR BE. tFE. EFEFE -

JA74—ILEE Y LR—)VER, KEGEE -

ARV Ayt Dy— | AIM, MSN, Yahoo, Skype. QQ. Google Talk. ICQ. Jabber, Netmeeting---
=y r—Ls BEFR. A= v)L, B, Bl

3 E. BEHRS. iz, #t75, #7, BY---

gn—7 BRICAY., Rk, KE. RFE--

YA J05. FA74— LY Ab R—LR—D FTP H$—/\— BE. &4t
AR MEBR.EZH., Tt

B&ITH5AY BEBE. Fit. X B, vx—Iv— BiF . REB K. /\—rF—-
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SIP7RL R BE. L%, Tl

CNETORATIEEICRI—FIAL A —DEREBNL TELD, 7T E1—F— LA DEREFEoTL
3.8 3.1-1 [F 1 DO7TUNEELTOSHERERLTEY . KEHFHETOT T LEHET—HEMHZHD
N3, TAYSLBARECTTUA—D—OERTHY. T—2HHBEEIZ1—F— OB THB. 7T A—H—
DOEBOBIZIE, BFIZ1—F—SHASIBOERLHY B 210, Z5LEERITOLTEI—F 1S
- EETELVLSILRENBETHD,

C .
Picture Manager [ (E©) FTUA—H—DIER ] (E©) 1-F—0IBR
70954 S 75
/data/app/com.sonydna.picturemanager.apk /data/data/com.sonydna.picturemanager

|  AndroidManifest.xml —cache

| classes.dex Javad— Rk (J\17U) | —webviewCache WebViewB++v+wv=1

| resources.arsc XFHEDUY—X \

[ —databases

—assets \ label.db 7UMDB

| AppAbout_en.html I RLLIET—4 | metadata.db

| | webview.db WebViewHDB

—res | webviewCache.db WebViewA++wv=1DB
|- \
—drawable-hdpi files
I broken_image.png BRI 7L } MediaList1.dat FTURT—9T71IL
—layout Flib
| about.xml L7 NESR \
| L—shared_prefs JUIJ7L>R
—xml com.sonydna.picturemanager_preferences.xml

setting.xml FEBDXMLT 7 1)L

B 3.1-1 77UHaz TL\51EH
Android 77U EDBEIZIIR 3.1-1 OLSHEF7TIBENEEBTIEROALST . X 3.1.1-1. X
3.1.1-2. % 3.1.1-3 W &5% Android AR—r 742 KEDPMD T TUNSIREL-IEHRICEAL TEHEYZRE
FTALENRHBZEIZEHITENDET,
3.1.1.2. Android R¥—k 74 IZH I+ RH4EEE E

% 3.1.1-4 |% Android OS A7 FYIZIRI T 2HEED—FITH D, ChODEEENTIL YT 7EICHFIRIAS
NTLESEA—HF—DERLEVEENELCTY, TSAN—HEBLEDONALEDHENELI=YT S, D=6
IERMEEELRBRICCO LM EELEY (TR EINGITNIEESALY,

5% 3.1.1-4 Android OS "7 FUICiRHt 9248 D—5l

e Hae

SMS Ayt—C%ERT HikAE NASERFERE

BT HNT AR FELEHAE

FyhD—7BISHAE BEES. BRREOHRAIYHEE
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GPS ETHRAMEBEFHHHE SD h—REEAHHHE
Bluetooth i@ {EHEAE VAT LR TEE B

NFC E{EHaE AYJ T —2DH A Y EE
A2 3—FyMEETE (SIP) HRE EITHRTTVIERDOERGHEE

Android OS A7 FVIZIR 9 DHEEEICIIZ . Android 77 D7 7 EEMEELMEEE EIZEF N5, Android
TIVEZFDTTIVRNTERREL TS HEEEZMD T TIUNSFIHATESLSICIRB T HIENTE, 2O K5 EHEA
=7 T)REELTA TS, COMEEXEF THSRE. Android 7T DBREEN X1 T7a—T 12T DA
DEWHIZ, TTURSLEITTRHRAT A8 E R > T 7 TN SR ATESLIICLTLE>TLS Y —REH
B, D7 T DDFATEDHEEDARICE>TIE. IILIIT7ISFASATIIRDZ L4550, ERILET
TN FATESLSITHEYGRENVELLGLIENH D,

3.1.2. TEB BEZENTRE

HIEATIX Android AR —rI4VIZEITEEEIZOVTEELz CCTRENGDER. DFVEEEEN T RE
[SDOWTHERT B, BENBENSNDEEHEICEAL. BREEMANCHFICSER-LE-HIBR-ERESN S
EEEV HEEBENAAIZBFICRIRASNSGIEEE . ELVo-B A1, IOL-EEZERMES S UMERICIE
T ORBITHEBRIETES, FRBIHETOACYDLEIBRIF TS, KBEHOTILIITIEER
BRTHO>TERTIILGV WEBHF OV MIIBRBITADILEZEBETSDTHD, o RAEROERFRE
3.1-2 BE. B, BRI, 51T, HEDERISTT,

TT)r—ay

0 RfE55 14 22 g B

B 3.1-2 BE., BB, BEUR. 51T, #EORRK

3.1-3 (& Android 77U EMET 2 —MRIIGIRIFEERB LB DT, LB TIXZOREA—XIZLT Android
TIVHE T HBBOHRBERFAT 570, MIDITCORDRAEREHT 5.
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i AT—hTAEE 2T DS L GEEDY—A—tFaTOEE !
i 4 RAT—hTAY Lo Y—\— i
i i i Web i
1 .. | | —E‘Z :
i 751 3G/4G/Wi-Fi i i Cﬂ- i
| = 5 |
: D15 b :
i \ J Lo !

3.1-3 Android 77U H'EiE T % — IREVIIIR

ROERIZAR—r A2 —N—ZFBEL TS, A¥—r T4 —/3—[L 3G/4G/Wi-Fi BXUPAE—F
YrERBHLTERELTWS, AX— AV DOFICIFERDO T TINEFET HH. LBEOHBAT 1 D2O7FJIZET
SEBEHRETHH. CORTIE 1 D2OT7 TV THBALTWS, AX— I+ L7 T EZFDI—F—D
BEHREEICI/RSIN., —/3— LD Web Y—ER[EE21—HF—DFREEFEETEILERBELTNVS, ZD1=8H
HERRBRICH—N—EF 2T DEEREFIEDLLLEL, —\—tFa)T42DW T, COHAIRXETIFERD
— TN THBHERLAELY,

LI TIEZOREE{FE->T Android 7FVIZHITHBEZEHBAL T,
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3.1.2.1. robIT—VLDE=ZFIZLDER

ARX—hI4otFa) T4 DEE WERDY—\—tFa) T4 DEE

-

E B () g

PECIVE | v—i=
a& < ) s 4 > Web
y ARy { H#—E R
3G/AG/WiFi xSt HEEHIESE
\ % i i

3.1-4 RvrI—V LOBBHIE=ENTTVERET S

AYX—bIAVTT)EA—F—DEREY —N\—TEETIHEN RN THD, TO-OEREEN VLT —
DLEBETHEITHDE 3.1-4 ITRT KIS RYRT—V LOBEEHSIE=FLBEFOEHRESE (KF)
LizY. BHRELEE (RETA)LIYLESET B, F-ARYDO Y —N\—ITRYTELT. 7T DEBERFIEAIET
%, LEAANEERR. RV T —V LDEEHIE=ZZBF Y —\—IKET S,

3.1.2.2. 32— =MLV AM—ILLE=ZILOITIZLEBE

AX—hI4tFa) T4 DEE WERDY—I\—tF2) T4 DEE

~ P

| Web i
! HY—EX :

AR—+T+Y

| ™ |
i Market I B i
! JI7 :

\ 4

8

S5oMmY
1—H—

B 3.1-5 —5—RAURAF—IILLTLES=RILIIT7RTTIEHET S

ARX—bIAUNIEZBEBFRLETITVEI— IO AFLAV A =ILT B ETHEEILIR TEDAENFDRARD

All rights reserved © Japan Smartphone Security Association. Android 77D EFXa )T+ 31



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

BETHL, A —F—D5onYTILDzTT7ITNVEAAM—ILLTLESZEEH S E 3.1-5 ARTLSIC. 7L
DITIET T EEEEEECT DB EFERALTT T DIEREEOCHMEEEEIZTIEALELSET S,

3.1.2.3. 77)DMHEUEERTIREI7MILIZLSEH

AR—hI4otFa) T4 DEE WERDY—I\—tFa2) T4 DEE

~ P

| Web i
! HY—EX :

AR—+T+Y

i A i
s s

S5omUY

SD

3.1-6 77VDHBUEBERATIREI7ISTIIERETS

AV A—F Vb LICIEBECEE., BB, XELRE  BRABIMTOI7AILHAREIZARAINTEY., 2—F—1'%
NoDIT7MI%E SD h—FRIZAHoO—RFL, AX—b I+ THRATIHEN— RN TH D, FAY—~I+2 T
ELEA—IVICHEAESNET7AILERAT HHEL—RUTHD, CNhoDIT7MIILISEEROCRERDT7TUT
T—TonhFIASNh S,

COLD7ANEREB Y 57 T DEEEICHRIEEA DD E KEIT7AILIZEY, EDT T DIEREECHEEEE
NEBEASNTLED BICERLGT —ABELR - I7 NV ORE(CE DV TIEHEBEASAYRAAOT U, HE
I7AIVETHAHIRBEEEERALTT TVEEREL. WBI7/ILOERED BHEERT 5.

3.1-6 ISR K3 B I7AILIEIETB LT TIIZE>TAH—T o ENBETIHAHLET ., Lio=AFT—ToEh
5LT7T)DMBEHEERLI-REE MDD HEENEEMICITOIRETALLERLT. COLIBHEFEEZ
FRIKEE (Passive Attack) EFESS,
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3.1.2.4. EEHDHRAT—I I+ —H—IZLBER

ARX—hI4tFa) T DEE WERDY—\—tFa) T4 DEE

-

AR—hTHY F—n—
WE
BEEHDIAT—I T+
adb | g Us A=Y=
debug
\ J

| Web i
! HY—EX :

3.1-7 BEHDARAI— I+ A—Y—N7TVERET S

Android R¥—krI+> QD7 TUYRKICEWTIE, — 1 —F—ICRHLTT7TUERKE. BT 2REPH#EN LR
[CIRBIN TS, RIFESN TV ASHEED R TH, 1512 ADB EMEIENSFEELI-T /AT BEEL., EETHRI D E%-
BELLGFIATEETHY . COHEEICKY Android RYX—hTA4>21—H—(F OS BT AT T IBHITAES
BITITIENTED,

3.1-7 ITRT &SIS. BEHAIRAY— I 1—H—(L ADB ED TN\ I HEEFIALTTTUEREITL. 77
UAEZBIEREEOCHEEEEICT IV EALESET D, 7TUMNMERLEENI—F—BEDLOTHDHEEICIE
BIRELLLHENN, TTYA—H—F 21— — LN DRT ORI T —DEETHDHIEEICHBELGD, CDESITR
Y—r 74 DA—F—BENEBEEEZR>TTTINDEELEIENH D EICLIENDETS,
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3.1.2.5. RAX—bFI740DiELIZNEBE=ZFIZLEPER

ARX—hI4tFa) T DEE WERDY—\—tFa) T4 DEE

AX—bkT+2DELIZINS
EEHLIE=F

! K Lo :
i x VLl Lo !
1 N 1 1 R 1
4 RT—hTAY Iﬁzig\ H—n—
| B ) |
| o #—EZ) |
| N Y . |

3.1-8 RAX—rI74V DELIZNSEBEHIE=ENTTVEKRET D

RY—RTHUEFOERIED BED. Bluetooth Z DI Fl FEEISMAEIDERBL T AL D, MBI
AT—F IV DIV B EEHHE S E NS HESNGEILLENTIADEN, KEE 1 —F— AN
DRRT—FEBBLISEERT 5L ald— \ws%ELEY, B 3.1-8 [ZRT&£5(2, Bluetooth BISHAEEERD
FFUIZHLT Bluetooth TFHERLEY, RY—hT4> BEEEALEYRELIYT B, BIZRT—R T4V B
DB EOIHIEIT DN TIE WEEDEEASRT—R T+ RAS— YIS AL EREL TOBEREEH LD
NTLESBETHY. 7T R OBRBTRABS SN TLESLLHAD TEENBEL,
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3.1.2.6. #%ARIGER

ARX—hI4otFa) T4 DEE WERDY—\—tFa) T4 DEE

AR—+T+2 DHELIZND !
BEHLE=F :

i K |
; L |
1 N N :
| [ xe—tTr ) ' AT
: b g3 ( ) WwE :
| Market | << M - Web |
: > — y A {ﬂ—t“x :
| 3G/4G/WiFi % bt DEEHIE=E i
i g_ BEHDATI—ITAU 1 i
| Somly A—Y— '
v N adb USB o l
T S debugf o e
! - J A |

3.1-9 RX—r 7407 ) IR LGEHEBIZELShTNVS

3.1-9 [FCNFETHBALLBBZEUVLFELDICLEZERTH D COKIIRI— T+ 7TV ERYEERIZIE
BRELONHY. CORIFZEDTARTEESTHLTLSEDTIEAL, B2 OFEHRIEIZELY. Android 77U%
MYEBCEBICOVWTREELD . 7T)DEF a7t - Fa73—T AT ISENLTUKB AN RETH S, A
RKRT—rI7+2EF 2 T41HE JSSEC) BMER LIz RO X ELRAT— I+ DBBIC DOV THEILDEREIRHL
TWBADTSEIZL T =EZET =LY,

0 [RY—II+2&ATLYNDEHKRFRBIZEAT B X2 TAHARTA42] [FE—hR]
http://www.jssec.org/dl/quidelines2011_v1.0.pdf

http://www.jssec.org/dl/quidelines2012Enew_v1.0.pdf (English)

® [RIY—FI7ARYrT—0tFa)TAREHAR] [BR]
http://www.jssec.org/dl/NetworkSecurityGuideB1.pdf

O [RIY—FI7A+2DEBHMBIZHTEITIRERAAR] [ BhR])
http://www.jssec.org/dl/cloudguide2012_beta.pdf

® [MDM EA-ER®RHARIA k]
http://www.jssec.org/dl/MDMGuideV1B.pdf
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3.1.3. BEDFELARERRK

BIETE CTTHEHRLIEY Android RY—hIAVICIIFRARGEBRBDFET 5. TNOBEMNS. TTIVARITRT
DEEERET S LML RAREITHDNSERMORMIBRFLENRBTIZENH S, £DF=8 . Android 77
FAREX. TTIBNBIEEDEEECERINIMEL AN EHIBELELL-BEAEICSLT, BEICHT IR
BEMNRERFTDENREIZLS,

BEBORERRERDD-D. TTIBNBIENTNDEEIIOVNT, TOEEE - REICEHT DIERIRN - HE
RARDOZE -FRE (GOLUER OHSMEBEFRLLEEZRELLT. EEZLEL. 7 EBICREREROLAIL
EEDD. M ENENDEEZEDEIITRVD, EQXILGREERT NERDIFIMBELLD, COSEIT
TIVRFEE GOLER) ELTEEZEDISITRVNVRET DN EEDIEEZDLDTHAH=0. 7TIFRRE
(FFHEB) AENENDEREIEDLET. PEAEORAKENBTEEDIVENH D,

SEFTIS.AHANZBITEEEN R EREREDOLANILELUTICSRY,

& 3.1.3-1 EEHELREBEROLAIL
REBEDL AL
* Android OS DEFa1 YT ETILE
5. root {ERZERLI-KENSD

BEDLANL
BENAHEEICH--1BE . HE-IXE
ADEHHAME-ITIE RN ES

H1-25ELD
B BENEEIZHo-1BE. Bl
NEEFRETELLDLLRNIL

WEXS APK O dex R chET 5 &
Wot-. BELGKEIIHLTHLRET
%

UX EOMERLYELEFaVT A4
REBET D

Lk

BENEEICHoIGE . HlFEILE
ADERNEXRGEEEH-2DL0D
B EENEEICHo-HE . LM
DFEMNEBEL. BXRITRELTRIF
FTLAL

*Android OS DX T4 ETILE
FRAL. TOHEERNTRET S

cUX ENMMERIYV XU T 1
REEBET D

145z

BEENBEICHo-BE. MBFEITE
ADEBRENGZEZEH-ZDLD
B EENREICHO-HE . Bk
DABITHEESZAFTLIN LDOE
RIZKYFBEDFHTANETRELGLA
2

*Android OS DX T4 ETILE
FRAL. TOHEANTRET S

cUX ENMERE XY T4 ELHE
L. hERZEBELTILRL

 —

HEINMAO 7S

AIOARIZEITDEENFBEFRERKIE. EARNIZIE root ENEHLN TLVELEF 2177 Android inRKE AT
EL.Android OS OtEFXal)T4ETIVEEFRLzEX ) TAEREZREIZLTWS, BEANICIE, BESETH
RILRIVUTOEEIZK LT Android OS DtFa)TETILHEEL TSI LZRTIRIZ. Android OS D&+
Android 77D EF2T4

36 All rights reserved © Japan Smartphone Security Association.



““l Android 7T D& ¥ 27 HEH £ F 27 I—F AT HAK 2012 11 A 1 Hg

rommmon  http://www jssec.org/dl/android_securecoding.pdf

AUTAETLEERALERERRZEEL TV, —A. BELRNILOEEE, root BN ERSNKENLD
WEAS, APK T - BUEIT KD E LV oT=, Android OS DEF 1 TAETILHHEONTIIRETOHREMN L, &R
ENVELGEETHAEREL TS, COFIBEEEZTFTAHOHICIE. Android OS DEF1)TAETILAFERT
FRRNOH S L. N\—FVIT7XER. N\ —XBLGEEROFEEHA SO E TEELRHEERZ
T, NIEHARXEICERICETE X%/ TIHGELL., BRI OKRIZIEC TEY G EER T RG ST
OERFTARDHEINEL TS, root HEREEA D DKE DO APK T - ELGE DB ELHEICH T HRENDE
EH A Android D2/ EREHZEFELWWEF U TAEMRIHEA T AL HBOT S,

3.1.4. U TATER

AAARDINLBEOXEICEWTEREELZ Lo o T RERIERBL TN D, BIEITRAFLSITTTUH
HIER DEREECEICEEDL ANV ORERRDOLANILEHIELRTNIEELEN,
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|3.2. ANT—ANREMEHTTS

ANT—EDREUFERITE O ELEBRMTHRDOBEVEX 2 7a—T 17 B TH D, TATSLICANSNS
T—AD55, KEENEEMN. BENICTOT—IDBEREARETHIIDEIT AT ANT—E20REMHE
FEABETHS, LT, Activity 2705 SLIZRILT, Intent ZANT—RIZRITHIGEEZHIZLT. ADT—
ANEEMHEEDEYAIZDOVNTHERT S,

Activity D2 I(TER o7z Intent [SIEFREENMMI LT —INEEN TV SAEEENH D KEZILTOISTHE
ELTWVEWVER - EOT 4% 2V T5ZET. 7T)DREBEEZZHEL. BRELTASHDEX L TAHEE
HLIEEIDTHD, I—F—IHBED— AERYRIIEEENTITLSEL,

Intent [ action 4> data, extras HE DT —RATERINS D, WEEHLFERIGEL T —2 (T X TREMITEIT
NIXESHEN, HMBEENGIE B RER T —42Z /53— KT T ROFBIEFHEILLITNIELZSEL,

(@ ZTE-f=-T—42%. 70953 hABELERATH T EITEEDEFHARNIZINE>TLNDEM?
(b) BELTLWAHRK. . EQHODDET—E2EZ2(TE-TH, ZOT—42%H50—KFHABEENDEMEELL W EIREE
TEHM?

RDOFIEIETE URL D Internet LD Web R—I D HTML ZEEL. BE LD TextView IZRTTAETDE
BEYUTILTHS, LHALINIZEFEELHS,

Internet £ Web R—=0D HTML % TextView (CXRRIDH>TF)ILI—R
TextView tv = (TextView) findViewById(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent (). getStringExtra ("WEBPAGE_URL") ;
URL url = new URL (urlstr);
isr = new InputStreamReader (url. openConnection(). getInputStream()) ;
while ((read=isr.read(text)) 1= -1) {
tv. append (new String(text, 0, read));
]
} catch (MalformedURLException e) { ...

(@®DE mTlurlstr AIELLY URL THS1ZEHF new URL()T MalformedURLException MEAE LGN EITKY
HEZELTLS, LALINIET+5THY. urlstrizlfile://~ 1B D URL BNEE SN S & Internet £D Web RX—
TR A IZAIVRTLEDT7AILEBNT TextView IZRRLTLES, TR SINEEL-EIMEZ R
SELTULVEL =8, (b)DE mZEimT=LTLVELY,

RIFBEFITHD, QDE R Tlurlstr (EIEFRD URL TH-T. protocol [E http Ff=1& https [(CRRESNSI1ZE
FHDRALTWS, ZnIZkY(b)DE A TH url.openConnection().getinputStream() T Internet ##H ®
InputStream ZHG3 A EMRIEEN D,
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Internet £ Web R—=0D HTML % TextView (CXRRI DY >F)L 01— RODIEIER
TextView tv = (TextView) findViewByld(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getlntent (). getStringExtra ("WEBPAGE_URL") ;
URL url = new URL (urlstr);
String prot = url. getProtocol () ;
it (I"http”. equals(prot) && !"https”. equals (prot)) {
throw new MalformedURLException (“invalid protocol”);
}
isr = new InputStreamReader (url. openConnection(). getInputStream()) ;
while ((read=isr.read(text)) != -1) {
tv. append (new String(text, 0, read));
}
} catch (MalformedURLException e) { ...

ANT—E2DREMHESE(X Input Validation EEIENIEBNLE X2 T7a—T4V T EETHD, Input
Validation EVWSEEDERENSQDERDAREMFTTO)DEREENTLENDETHD, T—2ETRIS
LICASTEREETIRAL, TAT S LN EDT—EMES IEZITHEENFEET DI LICREMFTOZEL,
TE URL LB VS EICLTLM=EE =0,

® IPA T&¥a770U33 Y EE)
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html

® JPCERT CC lNava #¥a7a—T4>F X224 —K CERT/Oracle hiJ
http://www.jpcert.or.jp/java-rules/

® JPCERT CC TlJava Android 77U —S a3 READIL—ILDOEA |

http://www.jpcert.or.jp/java-rules/android-j.html
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4, REITTH/OO—%TFATS

Android TE Z [ Activity 5 SQLite i5& . 79/00—4IZEF ) T8 A DEEWNSEDONH D, 5L+
A TADBEMSTCERET. a—T 12 J LTS ER DL BIETEHEDOKYZATLESIZ LN H D, COETIIFHAH
EFH Android T/ —%FAT S —UERELIREEZRS.

| 4.1. Activity ££%-FIET3

4.1.1. Yo7 )La—k

Activity BEDKSICFIASIN B ML T, Activity 22RO BEULIHHFENELS, TR,
Activity BAEDXSITRIAENBMEVSE R T, Activity & 4 DDA T 125358, ROFIFEITA—ITL>THER
3% Activity BEDFLTTHANEHITED, GH . EOLIBHAFER AT HMN I > TEUEFHEF BRANR
F51=8. Activity DFIBAIOEEC DLW THLEHLETHBET 5,

()

THRESHO
ZTVIFRERDHS

\ 4 A\ 4
Private Public Exclusive Proprietary
FEN B Activity A B Activity IN—F—RE Activity B 1R E Activity
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4.1.1.1. FELBE Activity 245 -FIBET 5
JEAF Activity [E. RI—7 7R TOHFIRENS Activity ThHY . Bo2E3REEDE L Activity TH S,

B—77UREITTRHRASNS Activity GE2ABA Activity) £FIBT 2%, ¥5RAEIEE T HBTH Intent ZFE X
(X2 THETTIIZ Intent ZEELTLESIZEMLLY, 72120, Activity ZEUHTEIZERT S Intent (XFE=
FIZEOTHRAMONDIBENIH D, FDT=. Activity [IZIEIET S Intent [TEL U TAITHIERERINT HI5BIC
X, ZDERNIBEDOHIE=BICHRAMONDZZENENESIC, B EEERTI2HENADH S,

LATFIZIEA R Activity 242 BIDH 7 )ILa—KERT,

KLU M (Activity Z463):

1. taskAffinity #FAWNTT7 7= T4&IBELAL

2. Activity [ZI& launchMode Z15E€ T . [BEZ T 74/ILEDFEF "standard” &9 %
3. exported="false"[Z&l . BARMIZIELAREHET S

4., R—7F)M5®D Intent THoTH. Z1E Intent DELMEHERET S

5. FAXRT7IVER—TTITHEMb., £ T4 I ERERELTEL

Activity ZIEABIRTE T BIZ(. AndroidManifest.xml @ activity E&® exported Bit% false LEET 5,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. privateactivity”
android:versionCode="1"
android:versionName="1.0" >

<{uses—sdk android:minSdkVersion="8" />

d— HRA 2 b 15 taskAffinity FHWVWTT7 74 =T 4 ZHEELEL —
<application

android: icon="@drawable/ic_launcher”

android: labe|="@string/app_name” >

d— S RA 2 b 15 taskAffinity FHWTT7 74 =T 4 ZHEELEL —
{I— *RA 2 b 25 Activity IZ1& launchMode Z8E€ 3. [EZT 74/ bDEZE” standard” &5 —>
Cactivity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I— JEFA Activity —>

— *RA 2 b 15 taskAffinity ZAWVNVTT7 74 T4 ZHEELEL —

J— *RA 2 b 2% Activity IZI& launchMode Z25EE T . [EZT 74/ FDEZE” standard” &5 —>
{I— Y 7RA4 > bk 3%k exported="false”(Z&k Y. BARMIIZIELREZET S —

Cactivity
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android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

<{/application>

</manifest>

import
import
import
import
import

public

PrivateActivity.java
package org. jssec. android. activity. privateactivity;

android. app. Activity;
android. content. Intent;
android. os. Bundle;
android. view. View;
android. widget. Toast;

class PrivateActivity extends Activity {

@0verride
public void onCreate (Bundle savedInstanceState) {

}

super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

/] kRAU bk bk R—T7 FTUDSD Intent THHTH. Z{E Intent DEREMEZHERT D

/] BTV DEBE, 3.2 AhT—2DRLMEHET D] 258,

String param = getIntent (). getStringExtra ("PARAN) ;

Toast. makeText (this, String. format("/85 A —% [Y%s] = (+H->f=, ”, param), Toast.LENGTH_LONG).show();

public void onReturnResultClick (View view) {

// *kIRA 2 k5% FIATXTT FVIER—F7 TV THEINL, oo T o THERERELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, "> F 4 THIER") ;

setResult (RESULT_OK, intent);

finish() ;

RIZIELAR Activity ZRIA T HBIO YT ILa—FERT,

RAL2 M (Activity ZFIRT3):
Activity IZ3E{EF 5 Intent [Z[X, 754 FLAG_ACTIVITY_NEW_TASK %#E&EL%LY

6.

7.
8.
9

—7 A Activity (£S5 RIEEDBARM Intent THEUHT

FRAETITVIR—TTITHEN S, oo TATEEREEFELTDHELY

R—77RA Activity NS DFERIERTHoTH, RIET DXL MEHZRT S

V=L RAUR T, 2,6 #ESFLTVRIESZRULTIE Intent NE=FIZHEARMONEIBENLAHEHLITEET S
WENHD, FEMITIL—ILTvotEsa D 4.1.2.2.4.1.2.3.4.1.2.4 %8BT 5L,

42
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PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

}
public void onUseActivityClick (View view) {

Intent intent = new Intent();
// hA 2k 6% Activity IZEIET B Intent I1Z1&. 754 FLAG_ACTIVITY_NEW_TASK %% L ALy

/] *kRARThk B—TFFTURActivity I S5 RAIEEDBARE Intent THRUHT
intent. setClass (this, PrivateActivity.class);

/] kRS Uk 8k FRAET TVIER—T7 T I ThHEhD., EoiT4 THREREZELTH LW
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *RA b9k B—F7 TR Activity Mo DHERIBEW/TH-TH. RET -2 DRLUEERT D
/] B TIIZDERE, [3.2 ANT—20REMEHET 2] 238,

Toast. makeText (this, String. format ("§#55 l%s) %= (FHL>7=, ”, result), Toast. LENGTH_LONG). show() ;
break;
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4.1.1.2. 2B Activity 25 -FIRJ %

2B Activity (X, REFEZHO T TVICFIBRIN S EEBTE L Activity THS, YLz T7HEELT: Intent %
ZETEHEDHIEITTENVETHD,

F1=. 26 Activity ZFIRT 258121, EET S Intent ATILDITIZRESND. HAWIFEAMSENEHIEMN
HEIZELITEFENDBETHD.

LUTIZ2AE Activity #4580 H > 7 )La—RERT,
KLU M Activity Z463):

1. R Intent DREMZHKET S
2. #RERIBE. VI TAILBHREEDLE

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. publicactivity”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<I— 2B Activity —>

Cactivity
android:name=".PublicActivity”
android: labe|="@str ing/app_name” >

- Action fEEIC & BEEEEY Intent ZR1EF B K 51 Intent Filter Z2F&E —
<intent-filter>
<action android:name="org. jssec. android. activity. MY_ACTION” />
<{category android:name="android. intent. category. DEFAULT" />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

PublicActivity.java
package org. jssec. android. activity. publicactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PublicActivity extends Activity {

@0verride
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA bk 1k 2Z{E Intent DELEMEEHERT S

// B Activity THA=OFBRTT7 TUNATILI 7 ThHAHARENENDH S,
/] HUTINZDERE, 132 AT —2DREUEHDT 51 28,
String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —% [Y%s)] Z=(+H>f=, ”, param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick (View view) {

[/ KR 2k BRERTHEES. 20T 4 THEREEOHHL
// BB Activity THAT=OFIATT TUNIL Iz 7 THLAREENH D,
[/ RV ITICREENTLREEO L VERTHNITHERELTRLTEH LU,

Intent intent = new Intent();

intent. putExtra ("RESULT”, "> < F 4 T TIXELMER")
setResult (RESULT_OK, intent);

finish();

RIZZF Activity ZRI BT 2BIDOH T ILa—FETRT,

RA M Activity 25| AT 3):
3. UL TATHIEREEELTIIASAN
4., BREZITRABE.BRET AR LMEHERTS

PublicUserActivity.java
package org. jssec. android. activity. publicuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

try {
/] KIRA b3k LT THIERZZEEL TIXES AL
Intent intent = new Intent (“org. jssec. android. activity. MY_ACTION®) ;
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intent. putExtra ("PARAN”, "t > ST 4 TTIXAEULVMER") ;
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIA% Activity ARDOMS ALY, 7, Toast. LENGTH_LONG) . show () ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

/] hRA bbbk HEREZITMDIGEE. BRT—I0LEMEHRET D

/] HUTINZDERE, 3.2 AT —2DREUEHRT 51 28,

if (resultCode != RESULT_OK) return;

switch (requestCode) {

case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;
Toast. makeText (this, String. format ("#58 %s)] Z=(TE->7=. ”, result), Toast.LENGTH_LONG). show() ;
break;
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4.1.1.3. /"—hF—BRE Activity ZE5-FIAT S

IN—FF—BRTE Activity X, BED T TVEITHASFIETES Activity TH B, /\—hF—ZEOT7T) BT T
NEELTURATLEERL, N—hF—7F) EDORB TS EROHEELTA=-OIZFIRASN 5,

HE. Activity ZIFUHETIRICERT S Intent [(EFE=ZFICK>THEAMSNEIEBENLH D, TDT=8. Activity (=
EET S Intent (TEU I TAIHIERERMNTIEEICIE. ZOBEBRNBEDHIE=ZBIZHHARONEZLDT
WK, B S ERET DBENH D,

LLFIZ/A—RF—RE Activity ZE2BID YT ILa—RERT,

KLU M (Activity Z463):

1. taskAffinity #FAWNT7 7= T4&IBELAL

Activity [Z[& launchMode #iEEE T, [EZ T 74 /LEDFEF "standard” &9 %
Intent Filter [(FE&EL TIFEHALY
FATTTIDOERAENRT AR RMIBHFIN TSI EEHERTS
IN—hF—=FTUMBD Intent TH-OTH. %‘E Intent DREMEHERT D
IN—bF—F7TVIZBRLTEUVERIZRY R EL TKLY

BE.RIANRNERAWE7T)OBRAEICOVTIE. T14.1.3.2 FIART7IVEHRTHI125BTHIL &F
F=  RTAR)RANMIIEET DFIAET T DIEAE/ N\ A EDER A ELN5.2.1.3 7T)DARAED /v alE
EHRIDAERIESRI S,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. exclusiveactivity”
android:versionCode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />

d— HRA 2 b 15 taskAffinity #FHWTT7 74 =T 4 ZHEELEL —
<application

android:icon="@drawable/ic_launcher”

android: labe|="@string/app_name” >

d— S RA 2 bk 15k taskAffinity FHWTT7 74 =T 4 ZHEELEL —
{I— *RA 2 b 25 Activity IZ1& launchMode Z$8E€ 3. [EZT 74/ bDEZE” standard” &5 —>
I— %BRA >k 3%k Intent Filter ZFE&HE L TIXAESHL —>
Cactivity
android:name=". ExclusiveActivity”
android:exported="true” />

<{/application>
{/manifest>
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ExclusiveActivity.java
package org. jssec. android. activity. exclusiveactivity;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class ExclusiveActivity extends Activity {

/] *iRA 2k dk FATT T)DHERENERTA FUR MIBRISN TSI LEHRTS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1IN— b+ —TF T) org. jssec.android. activity. exclusiveuser MIFBAE/\v L afEZ &3
sWhitelists. add (“org. jssec. android. activity. exclusiveuser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEEBAZE/\vy L ai{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UTRIRICHD/IS— b F—TF T &8, .

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context) ;
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kRA2 b4k FATT7 T)DOHERAENKRTA YR FZBHFIN TSI EEZHETS

if (IcheckPartner (this, getCallingPackage())) {
Toast. makeText (this, "FIBAFT 7 TV IF/8— rF—7F7 TV TIEALY, “, Toast. LENGTH_LONG) . show () ;
finish();
return;

}

/] kRA bk I"—rF—FTUMSD Intent THoTH. Z1E Intent DRLMUEHRT S
/] B TIVZDEEE, [3.2 ANWT—20RELM2HET D] 238,
Toast. makeText (this, "/S—kF—F7 TUH ST IR HY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

// *iRA b bk IN—bF—TF TYICEHRLTEUMERICEBYIRZEL TE LY
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— kF+—7 T JIZBR L TEULMER")
setResult (RESULT_OK, intent);

finish();
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}

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 [& 32 /XA
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAl | ("[0-9A-F]+", “”). length() != 0) return false; // 0-9A-F LIS DXEM$H D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [ZRIGT HIEED/NY L 1 EFZIMHT S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED /Ny L1 {ELEERBD/NY L 1{EFXLHERT D
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
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try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

RIZIS—hF—FRE Activity ZF BT 2D H L FILa—K%ERT , CZTIE/AA—rF—BE Activity I P03 A
EEERAT B,

KLU MActivity ZFHT5):

7. taskAffinity ZRAWNT7 71=T1Z&EELAZWL

8. Activity [Z[& launchMode ##8EH 9 . [EZ T 74/LEDFEFE "standard” &9 %

9. FALN—FF—BRRE Activity 7T DFEAENHRTA M) ZANMIBEHRIN TSI LEHERT S
10. Activity IZ{E9 5 Intent [Z[X, 754 FLAG_ACTIVITY_NEW_TASK & ELALY

11. FRAZN—FF—RET7TVICBRLTEWMERIZRYEEL TKLY

12. BREY Intent [S&Y/A—rF—RTE Activity ZFFUH T

13. startActivityForResult()IZ&kY/s—rF—BRE Activity ZFFE U T

14, N—rF—RET7T)OLDFHEREHRTH>TH. 218 Intent DL LMZEHERET S

BE. RIAR)RANERWNV=-7TYDOERAEIZDOLTIX.14.1.3.2 FIART7IVEHRTE1288IT 5L F
=  RDAM) RMIEETBAFAET TUDIERAE/ NNV A EOFERAEIE5.2.1.3 7TVDIERAED /v alE
FERITHAEIZSBTHIE,

AndroidManifest.xml
<{?xml version="1.0" encoding="utf-8"7>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
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package="org. jssec. android. activity. exclusiveuser”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

{I— R4 > b T taskAffinity ZRWNTT7 724 =T ZHRELLEL —
<application

android:icon="@drawable/ic_launcher”

android: labe|="@string/app_name” >

{I— H7RA > b T taskAffinity ZRWNTT7 724 =T 14 ZHRELLEL —
{I— %7RA > bk 8% Activity [ZI& launchMode Z#1EEE T . {EXT 74 J)L FDFEFE” standard” &35 —>
activity
android:name=". ExclusiveUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{/activity>
<{/application>
{/manifest>

ExclusiveUserActivity.java
package org. jssec. android. activity. exclusiveuser;

import org. jssec. android. shared. PkgGertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class ExclusiveUserActivity extends Activity {

/] kRA b Ok FIRAK/NA—bF—RE Activity 7 TU DFEBAENERTA R R MIBFINTWD I LEHERT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists() ;

// 1I8=— +F+—BR7E Activity 7 71 org. jssec.android. activity. exclusiveactivity MFEBAZE/ v > 1 {EE ZEF
sWhitelists. add (“org. jssec. android. activity. exclusiveactivity”, isdebug ?

// debug. keystore ®”androiddebugkey” MEEBRE /Y L 1 (B

“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255” :

// keystore M ”my company key”MFEEAZE /Ny > 2l

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBO9ES88B D7B3A7GC2 42E142CA”) ;

// UTERRIZHD/N— b F+—R%E Activity 7 T &8k, ..

]

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;
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}

private static final int REQUEST_CODE = 1;

// FIRKED/S— kF—R7E Activity 1B 515
private static final String TARGET_PACKAGE = “org. jssec.android. activity.exclusiveactivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. exclusiveactivity. ExclusiveActivity

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

/] KRA 2+ Ok FIFASK/NN— FF—BRE Activity 7T DFEAEN KT F R MIBEFIN TS L MR

%
if (IcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIA% Activity ZTUIEARTA ) R MMZEEHF SN TULVEL, ", Toast. LENGTH_LONG).
show () ;
return;
}
try |

Intent intent = new Intent();
// k4 >k 10% Activity [Z32{EF 5 Intent [ZIX. 754 FLAG_ACTIVITY_NEW_TASK % %5 L %Ly

/] KIRA b 11 FIAZXNSR— b F—RE7 TUICHARTL TRUMERICEYEELTEL
intent. putExtra ("PARAM”, “/R— rF—F FTUIZEAR L TKLVER") ;

/] KIRA b 12% BARAE Intent [Tk Y /38— b F—FRE Activity ZIFUH T
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;

// kA >k 13% startActivityForResult)I2& Y /8— b F—FRTE Activity ZFEUET
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIA% Activity AR DM S ALY, “, Toast. LENGTH_LONG) . show() ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *RA 2 b 14k R—+bF—BET7TUHLLDHERBFRTH>TH. ZIE Intent DREUEHERT S
/] O TIZOERR, 3.2 ANT—2DRL+HET 51 #3838,
Toast. makeText (this
String. format ("$&8& %s) == ITH>7=, ”, result), Toast. LENGTH_LONG). show() ;
break;

}
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}

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 [& 32 /XA
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAl | ("[0-9A-F]+", “”). length() != 0) return false; // 0-9A-F LIS DXEM$H D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZ® ST BERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED /Ny L1 {ELEERBD/NY L 1{EFXLHERT D
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
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if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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4.1.1.4. B#HRTE Activity Z/E5-FIAT S

BH#RE Activity (&, B LA D7 TIMNSFIASNEIEEEIET B Activity THD. EROBEHETT)TUR
TLEERL. B 7T ERAOEEEETA-OICFIASIN S,

BE. Activity ZHEUHETRIZERAT S Intent (EE=ZFICL>THRAMSNIENNH D, TDT=&H. Activity (2
EETD Intent [T TAIRIBEREKRMTDIEEICIE. ZORBNBEDHIE=FICTHANMNDIILDH
WK, B S ERET DBENH D,

LITFIZBE#RE Activity 25RO YT ILa—FERT,

KL MActivity Z463):

1. JBEEZ Signature Permission &9 5

taskAffinity ZEHWNTT7 74 =T4Z&EELLLY

Activity [Z[& launchMode #18E . [EZ T 74 /LEDFEF "standard” &9 %
Activity %I T. ¥ B E Signature Permission 2E2KEE9 5

Intent Filter [(FE&EL TIFEHALY

¥ B E % Signature Permission NBE# 7 TVIZKYERIN TSI LEHERT S
B#T7TUDLD Intent THHTH. Z{E Intent DREMUEHERT D
FMATT7IVEBEHTIITH LD S, T4 ITIREREREL TR
FMAX7II)ERCHKERTAPKZELT S

©®NO VAW

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. proprietaryactivity”
android:versionCode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. activity. proprietaryactivity. MY_PERMISSION”
android:protectionLevel="signature” />

Ad— S RA 2 b 2% taskAffinity #FHWVTT7 74 =T 4 ZHEELEL —>
<application

android:icon="@drawable/ic_launcher”

android: labe|="@string/app_name” >

Ad— HRA 2 b 2% taskAffinity #FHWTT7 74 =T 4 ZHEELEL —
{— *RA 2 b 3% Activity IZ1& launchMode Z$8EE T . [EZT 74 /)L bDEZE” standard” &5 —>
— %A > b 4% HEFZ Signature Permission 2EREET S —
I— %BRA > 5k Intent Filter ZF&H L TIXAESEL —>
Cactivity
android:name=".ProprietaryActivity”
android:exported="true”
android:permission="org. jssec. android. activity. proprietaryactivity. MY_PERMISSION” />
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<{/application>
</manifest>

ProprietaryActivity.java
package org. jssec. android. activity. proprietaryactivity;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class ProprietaryActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. proprietaryactivity. MY_PERMISSION”;

// BHOFEAED/NY P alE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
it (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE /v 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key”MIFBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA 2k 6% HMEFEE Signature Permission NE#H T TVICKYEEEIN TSI L 2HERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “¥MEBEFEZ Signature Permission MEHT FTVIZLKYEEINTULVELY, “, Toast. LENGT
H_LONG) . show () ;
finish();
return;

}

/] kiRA 2k Th BT TUMNSD Intent THoTH. 2 Intent DREMEHRT S

/] U TINZDERE, 13.2 AAT—2DREUEHRT 51 €58,

String param = getlIntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A—% [%s] #=FE>1=, ”, param), Toast.LENGTH_LONG).show() ;
}

public void onReturnResultClick (View view) {

/] hiA 2k 8k FATZ TVIFEHRT T THIhD, EoioT4 THRERERELTEW
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Intent intent = new Intent();

intent. putExtra ("RESULT”, "t F 4 THIEHR) ;
setResult (RESULT_OK, intent);

finish();

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName Z2EZE L7 TVDN\v5r—SEEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RA2k 9% Eclipse i APK % Export 35&E(2, FIAT 7T LK ERTAPK ZELT 5,
[ = Export Android Application [

Key alias selection 6

@ Use existing key

Alias: Imy company key vl

Password: eeeeeee

~) Create new key

@ I < Back “ Next > ] Einish ’ Ccancel ]

RIZB#RRE Activity ZRIATHBIDH L TILa—FETRT . CCTIEBHRRE Activity ZFFU T AEEHAT
Do
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RA UM Activity ZFIAT 3):

10. B E 2 Signature Permission Z¥HEEE9 %

11. taskAffinity ZFAWNT7 7= T4&IBE LA

12. Activity IZI& launchMode ZiEEE . fEZT 74 /LbDFEF "standard” &9 5
13. B E % Signature Permission NB#H 7 TVIZKUERIN TSI LE/ERT D
14. FIAXET7T)DOIAENBHDIIAETHHLEHRET D

15. FIAE7TVEBR/T IV THSEM D, BT HEREXELTHLL

16. BAREY Intent [T&Y B#RRE Activity ZFFEUNH

17. BR7TVHLDFERFERTH>TH. 215 Intent DR EHEHRT S

18. FIAET7T)LRICHAFEERTAPKZELT D

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. proprietaryuser”
android:versionGode="1"
android:versionName="1.0" >

<uses—-sdk android:minSdkVersion="8" />

{I— %A > b 10k JHMBEFEZ Signature Permission ZF|AEET 5 —>
<uses—permission
android:name="org. jssec. android. activity. proprietaryactivity. MY_PERMISSION” />

d— *BA 2 b 11% taskAffinity ZEAVNVTT 74 =F 4 #EELEL —
<application

android: icon="@drawable/ic_launcher”

android: labe|="@string/app_name” >

= J7RA > bk 115 taskAffinity FAVNVTT7 74 =T EH/ELEL —
= R4 2 b 12% Activity [ZIX launchMode 8T . {[EFX T 74/ D EFE” standard” &35 —>
Cactivity
android:name=".ProprietaryUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

ProprietaryUserActivity.java
package org. jssec. android. activity. proprietaryuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. ActivityNotFoundException;
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import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class ProprietaryUserActivity extends Activity {

// FIFR%E® Activity 15

private static final String TARGET_PACKAGE = “org. jssec.android. activity.proprietaryactivity”;

private static final String TARGET_ACTIVITY = “org. jssec. android. activity. proprietaryactivity. ProprietaryActi
vity”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. proprietaryactivity. MY_PERMISSION”;

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny > 1 &
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore ®”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
}

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

// *RA 2k 13% HMEFES Signature Permission NEH T TYICEYFERZESINTWB I E2HERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMBEFZ Signature Permission AEHXT7 TVIZLKYFEZEEIhTULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

/] kRA Db 4k FRET7 T QOERAENBHDIAEZETH S L EHRT S

it (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIAELET7 TV LB 7 7Y TlEA LY, “, Toast. LENGTH_LONG) . show() ;
return;

}

try {
Intent intent = new Intent();

// kRS2 b 15k FIAXT TVEERT TV THINE., EoP T4 THRERESZELTH LWL
intent. putExtra ("PARAM”, "> F 4 THIER") ;
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// kA 2k 16% BARA Intent (2L YU BREETE Activity ZIEUH T
intent. setGlassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIA% Activity ARDOMS ALY, 7, Toast. LENGTH_LONG) . show () ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] kiRA b 1Th BRT T DHERFRTH->TH. 25 Intent DRLM2HRET 5

/] BUTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,

Toast. makeText (this, String. format ("#58 %s)] Z=(FTHE>7=, ”, result), Toast.LENGTH_LONG). show() ;
break;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl 1 (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHEL=7TVDNR5r—CRERMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LR
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIERAZED /Ny > 1{EEZERT
return PkgCert. hash (ctx, pkgname) ;
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} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “”);
return correctHash. equals (hash (ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length !'= 1) return null; // EHERAITEDHE L
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() :
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*RA2k 18% Eclipse mid> APK % Export $5EE(2, FIAEX7 T ERCHEERTAPKZEL TS,
= Export Android Application _ E@g

Key alias selection e

@ Use existing key

Alias: my company key vl

Password: eeeeeee

() Create new key
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4.1.2. W—ILTvY

Activity Z4EBFE . F1-1F Activity [Z Intent ZEET BRRIZIZLLTDIL—ILESFRIE,

1. 7F7VRTOAERT S Activity I(EIEABRET S (WH7E)
2. Activity [ZxL T, taskAffinity ZRAWNT7 74 =T1ZHELEZL (78)
3. Activity OFEEIE—FIZIL"standard"ZFEH3 5 7Y:))
4. Activity [TEET S Intent 21X FLAG_ACTIVITY_NEW_TASK #E&E LALY (Wh28)
5. %24 Intent DERELMEMHERTD (WH7E)
6. ¥EEZ Signature Permission (&, B# 77N ERLICLEHELTHATS (WH7B)
7. BRBHREZETHEICK REETIINSOBRBRBRISTIET S (WH7E)
8. FIA% Activity N EE TE 554 XBATRA Intent T Activity #FIAT 5 (Wh28)
9. AL Activity Mo DRY Intent DX E1EZEHET S (WH78)
10. st DBHET T EEHET HIHEEFIFAL Activity RIS (WH78)
1. BEEZ-RMICIRBTIIEEICIE. TOEEDRKOREKELHIETD (WH78)
12. oo TA4TERITTEDRY ESLLY (HE2R)
4.1.2.1. 7TIVRNTOMMERT S Activity [XIELBAEET S (WH7E)

B—77UANSDOHFIAINS Activity [(ZHED 7T HS Intent 2 (TERBD BB, 22D K57 Activity
TIIEAEES Activity ZIRET 5 Intent ZEELLENIEMNZ LY, CD K54 Activity (FBARMIZIEABREREL.
JE2AFR Activity &9 5,

AndroidManifest.xml
<1— FEABA Activity —>
<I— %A > b 3k exported="false” (=& Y. BARMICIEABIRET S —
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

T—RFDHENERDNDN, B—F7 TR DOAFIRINS Activity THY . M2 Intent Filter ZIRET HL5
HEREHIL TIEAESALY, Intent Filter OME L. R—77UADIEAR Activity ZIFUHT DY TH, Intent
Filter BEATHFUELIEEZITERE T 17 TID Activity ZFUHLTLESAREELH D,

BEMIE. 7R/ ART4.1.3.1 exported ERTE & intent-filter SRE DA EHE (Activity DIHER) 1ZSHBT S
&

AndroidManifest.xmIGEH#£22)
{I— FEAR Activity —>
{I— Y 7R4 > bk 3% exported="false”(Z&k Y. BARMIIZIEAREZRET S —
Cactivity
android:name=".PictureActivity”
android: labe|="@string/picture_name”
android:exported="false” >
intent-filter>
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<action android:name="org. jssec. android. activity. OPEN />
</intent-filter>
{Jactivity>

4.1.2.2. Activity OEEIE—FIZ[X"standard”#ERT 5 (WZE)

Activity DEBIE—R &L, Activity ZIEUH T REIC, Activity DAV REVRADTRERL. FRIDFRERE
T B=-DDHRETH D, T I+ILIKEIL standard"TH 3, "standard”s%E TlE. Intent ZFE>T Activity
EFFUHTEEICTERICHRA RV REER L. ARV IEFEUE LA Activity BNET 2R VIZHEL. FFRICEAX
IPERBINDTEFEN FRIDFRICERMSINDE FUHLIZE ST Intent BBID 7 T hr o iAW BT HEIC
5, FND1=0. Activity DEEIE—FIZIE standard"ZRANSRETH S,

Activity D#2E1E—F (X AndroidManifest.xml RIZT android:launchMode TBERIIIZERERIBETH S A, L
SEOERICEY. £ Activity IZXL T android:launchMode i §E 3 . [EXZ T 74 /LD EZE standard” &9 %
RETHD,

AndroidManifest.xml
== % 7RA >k 25 Activity IZIE launchMode ZIEEE T . {EE T 74 FDFEF" standard” &5 —>
activity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>

<1— FEABA Activity —>
d— R4 > bk 2% Activity [ZI& launchMode Zi§EE 3. EEZT 74+ FDEE” standard” &35 —>
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>

4.1.3.3 Activity ITEESN S Intent DEEAERY 1. 14.1.3.4 JL—k Activity [CDWTIESETLHIL,

4.1.2.3. Activity IZxL T, taskAffinity Z BN T7 I1=F«4&EELLLY (ws78)

Android TlZX. Activity [FZRVIZE>TEEIND, FRIDLATIE. )L—k Activity DD T I4=TAIZ&K> TR
ESND, —HTIL—rUS D Activity ICEALTIX, FRB T 2RI T 74=T41Z T TIXRESINT . Activity D
EEIE—FIZHIRTET S, SEMIXT4.1.3.4 JL—b Activity [CDWTIZSEBTBIE,

T IAILRRETIEE Activity (FNOr—DRF T I4=T4ELTED, TORR. ARVIETTITEIZEIYE TS
NEOT . BA—77TURDETDH Activity [TRI—2RVICHAET 5. 2RAVDEIYUTHEEET HICIE.
AndroidManifest.xm| ~DBRIET T4 =Tk 10, Activity [ZEIET B Intent ~DIZTREEZIT NIE KLY,
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L AR VDENY B TEERLIZB S, BLRS5FRVIZET B Activity IZIE{ELT: Intent 2RI 7 T k> TH
HHEESAREENH D,

EE Intent DNBEZFEAIONELESIZF BIZIE, AndroidManifest.xml T android:taskAffinity 55
BT TIHINSV T =B ER—)DFEFICTRETH D,

LATIZIEZN B Activity D/ERBIEFIBAIIZEH 15 AndroidManifest.xml &9,

AndroidManifest.xml
d— kiRkA 2 b 1% taskAffinity ZHVNT7 74 =T 4 FHBELEL —
<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Ad— HRA 2 b 15 taskAffinity #FHWVTT7 74 =T 4 ZHEELEL —
Cactivity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FENB Activity —>
Ad— HRA 2 b 15 taskAffinity FHWVTT7 74 =T 4 ZHEELEL —
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>

BRDET I4=T14 DML, TGoogle Android A5 5324 A 2, $5LM&. Google Developers
API Guide “Tasks and Back Stack”3Mfi#sR & & UT4.1.3.3 Activity IZXEESN S Intent DERAEY 1. [4.1.3.4
JL—k Activity I2DWTIES BT BH2L,

4.1.2.4. Activity [Z32{E9 5 Intent (21X FLAG_ACTIVITY_NEW_TASK Z&&E LAY (Wh28)
Activity DFZENE—NR(F startActivity() & AL & startActivityForResultODEITHIZEERT T HEMNARETHY .
ARIDFRICERSNZBELH D, TDI=8H. Activity DREE—RFEETHICERELEVKSICTIHELD

Do

Activity DEREE—FEFZLEE I 3IZI1ZE. setFlags()+® addFlags)Z# AL T Intent (2755 %K EL. FD Intent &
startActivity() £ 7z [& startActivityForResult) D 5| # & T 5, FRVEFHRICE R T 2D TS T &

25T, B, BREF. B A, (LA, WL, £%. MixZEGoogle Android A4S S35 Al A7 REX—ATAT
—JX.2009F 7 A)
3 http://developer.android.com/gquide/components/tasks—and-back-stack.html
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FLAG_ACTIVITY_NEW_TASK T#% %, FLAG_ACTIVITY_NEW_TASK W ERESN &, U SNtz Activity D2
RIDBNY DT IOURHBEIVNETAT ISV VRLEICHERELGVWGERIC. HRITEFRIDVERENS,
FLAG_ACTIVITY_MULTIPLE_TASK [& FLAG_ACTIVITY_NEW_TASK LRIEFICERE T 5 EHTED, CDIFHIC
(. ZBRIDDBTHFRERSND, EELDRELIRIVEERT HRIREMMNH A=, Intent [ZBRELLENESIZT
RETHD,

Intent XS4

Intent intent = new Intent();
// diA 2k 6% Activity [Z#E{ET S Intent (ZI&. 754 FLAG_ACTIVITY_NEW_TASK Z&&%E L %Ly

intent. setClass (this, PrivateActivity.class);
intent. putExtra ("PARAN”, "t > o F 1 THIER")

startActivityForResult (intent, REQUEST_CODE) ;

78, Activity 232§ 9 % Intent IZ FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 754 #BARMIIZERE T HT
ETRRIDERSNIZELTHEDABNTRAMONENRIICTELEZZDNELALL, LHOLEAL, CD
HEERVWTHLEESNT: Intent DRBZHAISENFIRETH D, LA > T, FLAG_ACTIVITY_NEW_TASK
DEAFEITERETHD,

4.1.3.1 exported FEEL intent-filter FRE DA EHE (Activity DIHFE)I1HELUT4.1.3.3 Activity ITEEFS
3 Intent DEERAERY 1. 14.1.3.4 JL—Fk Activity IZDWTIHBEBTRIE,

4.1.2.5. ZE Intent DRLMEHERTD (WH28)

Activity DBALT(ZE-TETFIRIIEELDH, Z1E Intent DT —EZENET BIRIZIE, T Z1E Intent DL
HEHERLZITNIEESIE,

2B Activity [EFRBEEZHOTTUH G Intent 32 (TERS1=80. IILO T DHE Intent ZZ (TESAIHEMEL H
%, IEAR Activity [ZhD T T MG Intent ZEER(TEDZEIEEL, LALRI—T7TUYRD AR Activity Hith
D7 T2 (TER 1= Intent DT —HEIENB Activity IZERE T 22 ENH D=0, Z{E Intent TESHIZL S
THAHEBEZTIFGELREN,, /A—rF—RTE Activity LB RTE Activity (FZDHFEDI R THS=0H., PIEYZ
1€ Intent DR LM EHERT ILENHD,

32 AAT—ADREMEZHRTDHIESRIHIL,
4.1.2.6. JHBEEZ Signature Permission [&. B 7 TUNERLI-CLEERLTHIAT S (W78)
B#7TVETMOREATESEHIRE Activity 2165154 . B E % Signature Permission [CkURFELAIT

NIE7%E5%Y, AndroidManifest.xml T® Permission . Permission R EE T TIIRELF+HTH
51=8.75.2 Permission & Protection Level JDI5.2.1.2 B EZD Signature Permission TE#771)&
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EITLH5HE12S5BITHIL,

4.1.2.7. #HBEREBERERTHEICK. BEETTINLDERBHRFRIZEETS (WH7E)
Activity DAL TIZ&2T, setResult)ZRAVWTHRFEREREZTIEDRELXTTIDERENELD, N
Activity A ERIBERZFRETIHEERREETITINTILII T THAAREMELAHY . BRIFRIAEEFH-
TEHLNDERENH S, IELAE Activity LBEHRE Activity DIBA (X, ERIBEEELEITBHT7T) THA-DFE
BEROJ/NEHFTYIDETDILEILLL, /S—FF—FRE Activity DIFE X ZDFEIZAET S,

CDESIZ Activity NoFERFEREZRTIBZEICIT REET TS DBERBEHRORRICEBLEITNIEESR,

fERIBIR TR T DIHFE DS

public void onReturnResultClick (View view) {

/] *RA bk b6k IS— b F—F TYIZBEARLTEUVMERIZEY RZELTEWL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k> —7 T JIZBAR L TELULMER")
setResult (RESULT_OK, intent);

finish(;

4.1.2.8. FIRS Activity B EE TEHIHE LR Intent T Activity ZFH7 5 (»78)

EEERAY Intent IZ&Y Activity 2RI T & &EMIIZE D Activity [Z Intent HEIESN S H(F Android OS £+
[2H-2TLES. HELTILDITIC Intent NEESNTLESLBERFRNELD, — A AR Intent [2XY
Activity ZF|BT 5L, FEELT= Activity IS A Intent ZZ{ETHZEFLELERMEZ 2 TH S,

MBEEEET7T) (D Activity) 21— —(BIRSEDLE . FIFAL Activity 2E2TRISREL-WGEZRIT
(. FIASK Activity [EHENLHEFETED, CD L% Activity ZF AT HIHEICIEBATRE Intent ZFI AT ARE
THdo

B—777 URA®D Activity ZBE7RE] Intent THIFET S
Intent intent = new Intent(this, PictureActivity.class);
intent. putExtra ("BARCODE”, barcode) ;
startActivity (intent) ;

a7 7 DINEE Activity ZBAREY Intent THIFET 3
Intent intent = new Intent();
intent. setClassName (
“org. jssec. android. activity. publicactivity”,
“org. jssec. android. activity. publicactivity. PublicActivity”);
startActivity (intent) ;

LD 77 DB Activity ZBEREY Intent TRIALEEH. BF & Activity 257 TINTILHIT T
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HEFREMED H D, JERE /T — VR TRELIZELTH MFETTINRR AT TV ERL/N\Vr—O B %+
DERMT T THEAREEAH DML, CDEIBVRIEHBRLI-WMES L. /A—FF—RE Activity ©BE#R
XE Activity DERZIRET OB ELDHD.

M4.1.3.1 exported &3 E & intent-filter FRTE DA EHE(Activity DIFE) IS H L,

4.1.2.9. FAZ% Activity hMoDRY Intent DR LM MRS (7R)

Activity DBATIZE>TETFIRVIFELZDH, RYEELTRIELT Intent DT —2Z B BRICIE. FTRIE
Intent DR EMEHERLETNITESREN,

FI A% Activity BB Activity DI5E . FHEEDT7TIMLERY Intent £ZTERS1=6 . TIL T DKRE Intent
#ZITIAAIREME N $H B, FIF S Activity HAIELAE Activity DIEE . B—7TVAMNSRY Intent 2= (TIRAD T
YRIIFIENESIZEZDEED, DT TN SZITE 1= Intent DT —2EMBMIZRUYIEEL TERETHIEN
HDH=D. 25 Intent ZJ/EHITRETHHEEZ TIFESHEL, FIFAS Activity A3/ —bF—FRTE Activity ¥ H
#BRE Activity DIEE . TOFEDIRITHATzH. RIEYRE Intent DREUEHRTILELH D,

3.2 ART—ADREMEHERTDI1ZSRT DL,

4.1.2.10. et DRFET T EEHET HIHEITFIAE Activity ZHERT S (WH78)

it DFET T EEET DB EICITHRTA N AMKDBHERFEDH D, BT TVRICHRAET T DFEBRAE/N
VA EFORBFLTHE FIAEDAZ NV 1 EFZHELTWSIIAE Y AN — BT E0ERHERT HLET.
BYFTELTTIIC Intent ERITTHIEEHSIENTES, ERMBRESXIIOVWTEY T ILa—KEosia
2lM4.1.1.3 N—FbF—RE Activity Z%5-FATHI2SRTHL, Fi-, HMTGEFEMICBELTIXN4.1.3.2
FMAXT7IVEHERT D128 THIL,

4.1.2.1. EEZ-RMICRET DEEICIE. TOEEDOEXRDREKELZHRETD (WH78)

Permission [C&kYRESN TWSBEREESJIVHEEEEZMOTIICZRMICRETHEEICIE. REET
TIZHLTE—® Permission #ERTHHELT. TOREKEZHBFLZFNIEESAELY, Android @
Permission £X1)TAETIL Tl REINE-EEIZHTEIT7TIALOEET I ERIZDODVWTOHERESEE
15, COEBRLEDEEIZEY . FTVICHBINEENSSIHOTTIZ, RED-OIZWHEL Permission &
BERTHELGUARMMENDAREE N H D, CDZE(F Permission #EZEE(Redelegation)L TSI EEEEMIC
Z(fi7= D T. Permission DB REZFEMBEMEIEN D, [5.2.3.4 Permission DBREMBEIZSRTDHL,

4.1.2.12. oo TATRIBERITITEDRY ZE LA €i:3)

FRESHOTITIEERE T HERICF I TAIREREE S TSRV HEDT IV LELE T HHEICH
LT, BRLBVLWTT)IZ Intent ZRITLTLESTIBZBEVLEZEICLD Intent DEFEGE THBARELTLE
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SYRIN#®H B, [4.1.3.5 Activity FIRROOTHAIZDONWTIZSRT S,

U T4TERE Activity [SEFT HIHE . TOEROREYRVERETLGETFNIEESE, 248 Activity IZ
EMLEERIIVTRBEBTDEZEZLTNIELSLEL, T=REAR Activity Y2 B+ R E Activity (T2 LT-1E#R
LEND Activity OEREITEKFLTERBRIVRIOKRDPAHD., FFAR Activity [TEMTEERICESTE.
Intent @ data IZESHT-1E#H(E LogCat BATRETHIRIMH S, Intent D extras (& LogCat IZH hEh i
LWDT, BT 1IERIL extras TEMFTBHELLY,

T TAT BRI TEDLITEMLBVESICIRTRETH D, EfFTHHEE. FIAKL Activity (ZIEFETE
3 Activity IZBREL. Intent D1EHRAY LogCat NFBLAWKSICEELGTNIELZDEL,

Fi=. )L—b Activity [ZIEE T4 RIEREE S TITESHLY, JL—b Activity &lX, ZRIDE RSN IZR
AV SN Activity DZETH S, BIZ X, SoFrv—hbEEISN = Activity (EFEIZ)L—bk Activity TH S,

JL—b Activity ICBAL TOEE#MIL. 4.1.3.3 Activity [TIEESN D Intent DEFAERY 1. 14.1.3.4 JL—F Activity
[ZDWTILBRI L,
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4.1.3. 7RIV RE

4.1.3.1. exported ®RFEL intent-filter FREDHEHA S HE (Activity DIZE)

CDHARXETIE, Activity OFEHMSIELER Activity, 2B Activity, /S—FF—[BE Activity, B#tEE
Activity @ 4 247D Activity [ZDWTREFZFRAR TS, H2LTIZFFEN TLVS AndroidManifest.xml
M exported EBHEE intent-filter ERDMEAHAEHEERDRIZELEDT-. EASIELTLNS Activity DEALT &
exported BHH KU intent-filter BEROFIEMNIELWN EEMER T DL,

exported BHEDE
true false |IEE
intent-filter EZEAHS | 2B, /\—+F—[RTE (EFAZL) AR S—rF—RE
intent-filter E|AELY | 2B, /A—FF—RE. | FELH E|F/NES
B RE

lintent-filter &A% 5 1& exported=false IZFERAZILIZLTLSDIL. Android DIRDELZIRITIRAHY.
Intent Filter DB L. ERET 7 TJD Activity ZFFEUNHLTLESISANEFET E-HTH 5,

LUT®D2 DO, ZDERBADT-HODEDTH S,
4.1-1 1. A—=7FTUALLLANIELAR Activity(ZFJ A) ZEEEH Intent TRUHELZNWEELEEDHIT

H%. Intent-filter(B@ & action="X"ZERLTLLDH, 7T ALMVELDTEREY DEIZFLLESTND,
e A

FTTUA
BE 2 MIntentZ{E 5T
ActivityZFEUH §

Intent(“X”)

JE/2SBAActivity A-1
exported="“false”
action="“X"

F77UC
BB IntentZ o T
ActivityZ=F U

Intent(“X”)

Activity A-1[ZIEBActivityZZD T, 7
TUANSLMEUH T ZEETERL

Androidifi >R
\_

K 4.1-1
41-2 %, 77Y AIZIATFZFY B THREIL intent-filter(R & action="X")2E&HLTL\B3EETH 5,

4.1-2 T, 77) A HEEEE Intent ZXELTRI—T7TUVANDIELE Activity ZFFRHEE5E9 508, 77
Vr—2avMBRIFATATHARREN, A—HF—DRBRICKSTAR Activity(B-1)AFFRHEENTLESHIE
RLTWS, ChIZEYTITIICHL TR O TAIGRREEELY . EREBRYBEZITERD A RN EL
TLFD,
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( )
FIUA )
2 B IntentZ{E>T T —
ActivityZ U H 9 A MER

l Intent(“X”) : >

JE/22BAActivity A-1
exported="false”
action="X"

Ll

A BAActivity B-1
exported=“true”
action=“X"

[E CactionZ & Z& L f=Activity B-1138 5
&L OSICKYZBRAAT7OT HRRSAL.
dA—H—0EIRIZE > T BActivity
B-1H XN TLES

Androidifi R
\_

4.1-2
ZD &SI, Intent Filter ZFALV=IEAR Activity DREEH Intent IFUHELIX. ERIEHT T EDEIFHRD Y EL
YZEFLTLESD TIIIRETIEIALY,
BE.ZOEFTTTIA. 7T)B DAV AM—IVIEFIZITKRELLZWNIEEHEELTLS,

4.1.3.2. FARTIVEHERTD

CITIES—hF—BRE Activity DERECBT HHRIMEREMET T 5. /S—FF—RE Activity [EFHRT AR XM
BRINEEEOTTINDTIRREHTL. ThUNDTTUDLIETIEREERT 5 Activity TH D, B4t
USNDTTIET I AHRI R EL D=6, Signature Permission [Z& AR5 R IEFI A TELL,

HEHERKMEEZFIX, /38— F—FRE Activity DFIBT7T)DBTEEREL. mRTAMJAMNZZFSINE=7T)TH
NIEH—ERFRIET S, BERINTOEVLWT T THNIEH—ERFRBLEWVEWNSEDTHS, FHIETT7TID
SRR FRATT7TINEDIHEFIMBL. TOHBREED /Y EEZRTANIARD /Y 2 BEELETS
ZETITS,

CCThEHhIHATTIIDOMRAEIZREETEL. FIATTTION Y r—& | OB T4 TIEARL
N2 ERMEFNIALLNDINERS LMLV T —C A EERBICIEE TES OO T TIADBYTELL
HEHETHD RYTELAREA/NSA—RIBTEERICIIFEZ LN, —A. 7TVOEDIIAETHNIE S TTHEE
[HESCENTED, SBAZICHIET 2EZADHEERIIAMOT7TIRARELNE>TLEREWV D, E=ZEN
FEICEIBAE#H5. A DBLRIANBRINTET7 TUEERT D LIETELRLDSTZ, RTANJRNMET VL R%E
A LW T)DIBAET—4E LR BLTHEVD., o TILa—RTIERT AR RRDT—2H A XEINE
KT B=HIZEEBAET—4M SHA-256 /\WafBEZRIFTHEICLTINVS,
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ZDTI=IIIZIERDZDODFHEELHS.
® FIAFTT7TIIZHULT startActivity() Tld#< startActivityForResult0ZER LT (XS4
® FIAFTTIVIZHELT Activity AN SIEVRHE T ZEIETERL

2 DOHOHKMBEEIVDIE 1 DEDOHKNBEOHERELTERINDFINTHLAD T, BEICIE 1 DORLCHKES
A5 COFIKITFUHLITT T D/vr—2 2 EIFT 5 Activity.getCallingPackage() D #l#gIc kU £ELTL
3, Activity.getCallingPackage()[& startActivityForResult) CHEUHEIN=IGSICOHFRTT TID /v
— DR ERT D, BELMNDS startActivity) TREUHEEIN =S EIZIE null #RTE#EL-TNVD, FD=HIZT
BNTBETI=VIERTHMATTTIN, FEZARVIENFETH-1-LLTH. startActivityForResult()Z{E4>
BITNIEESHENENSFHIFINH S, S5(C startActivityForResult() (& Activity 75X TULAMEZ LEL=8 ., FIFETT
[ Activity IZBRESN S ELSHIKBH D,

ExclusiveActivity.java
package org. jssec. android. activity. exclusiveactivity;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class ExclusiveActivity extends Activity {

/] kRA2 b4k FATT7 TIDOHERAENKRTA YR FZBHFIN TSI EEZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1IN— b+ —TF 7) org. jssec.android. activity. exclusiveuser MIFBHE/\v L 1 {EZE &3
sWhitelists. add (“org. jssec. android. activity. exclusiveuser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E
“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9IDB34BC 1E29DD26 F77C8255" :
// keystore M ”partner key”MEIBAZE/\v > a{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UWTEICHDIR— b F—T7 T &8 ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout.main) ;

/] KRA2 bk FRATT TDIAENRTA FUR MIEBBINTWS I L E2HRET D
if (lcheckPartner (this, getCallingPackage())) {
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Toast. makeText (this, "FIATT7 TV I&/S\— bF+—7 T TlEAE L, “, Toast. LENGTH_LONG) . show () ;
finish();
return;

}

/] *kRA U Rbk IN—rF—FTYMNSD Intent THHTH. Z1E Intent DRLMEFHERT S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
Toast. makeText (this, "/S—kF+—FFUHSTFTIERHY", Toast. LENGTH_LONG) . show ()

}

public void onReturnResultClick (View view) {

/] KIRA bk N—bF—F TYICEHATRLTEWERICBYRZEL TEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— kF+—7 T JIZBIR L TLULMER") ;
setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]+", “”).length() != 0) return false; // 0-9A-F LISNDXFELH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname IZx T AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEFED/NY LA {BELEERDNY L 1{EFXLHERT S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
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import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

4.1.3.3. Activity IZE{ESN S Intent DFHEY

ARIDIL—Eb Activity ITEESNT= Intent (X, ZRVBEREIZTEBMEINDS, JL—b Activity EIFFRIDERELD
Activity DZETHSB RRVBRIZEMSN T Intent (X, ActivityManager 95 RZ#FES2ETEDT7TIMSHE
HICRAH T ZENTIEETH S,
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FIUNSERIBEESES =D T LaA—FEUTITRT .

BRBEESBT 51-HIZI%. AndroidManifest.xml IZ GET_TASKS Permission QO F|A%ZEET 5.

AndroidManifest.xml

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. intent.mal iciousactivity”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk
android:minSdkVersion="8"
android:targetSdkVersion="15" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=".MaliciousActivity”
android: label="@string/title_activity_main” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{/activity>
<{/application>
{1— GET_TASKS Permission ##§E$ % —>
{uses-permission android:name="android. permission. GET_TASKS” />
<{/manifest>

MaliciousActivity.java
package org. jssec. android. intent.maliciousactivity;

import java.util.List;

import android. app. Activity;

import android. app. ActivityManager;
import android. content. Intent;
import android. os.Bundle;

import android.util.Log;

public class MaliciousActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout.malicious_activity);

// ActivityManager ZE159 %
ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE) ;
/] AR DEEZE=RH 100 HRET S
List<ActivityManager. RecentTaskInfo> |ist = activityManager
. getRecentTasks (100, ActivityManager. RECENT_WITH_EXCLUDED) ;
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for (ActivityManager.RecentTaskInfo r : list) {
// Ib— b Activity IZEE St Intent ZEIEL. Log ITRET D
Intent intent = r.baselntent;
Log. v("baselntent”, intent.toString());

ActivityManager 75 A®M getRecentTasks()I=&Y . EELI-HBDLRVBEEZMGT 5 ENTES, BIRY
D1EHIE ActivityManager.RecentTaskinfo 75 AD A2V R AV RIZHRIASN DM, T DA /N\—Z# baselntent
[ZI&. BRI DIL—b Activity ITEE SN Intent DS TLND, JL—b Activity EIEFRINE RSN T-EFIC
U I Activity THAHD T, Activity ZHEUHTIRIZIE. L TOREEEELEB-ILVLIITEELLT
Ay AR

® Activity AFFUHINIIRIC ZRIDFIRICERK SN S

® [FEUHINT=Activity BS/\vD T SOURBHBNITHT I 59U R LICERIZFEET 52 AU D IL—bk Activity T

Hb

4.1.3.4. JL—bk Activity [ITDLVT

JL—k Activity EIFRR I DRE R ELED Activity DEETH D, RN ERSNI-BFICEEI SN 1= Activity DTET
HD.EE>THEEWBIZIX, TIAHILRERED Activity NS Fr—hbEEESh-15E . ZD Activity [X/L—bk
Activity £75%, Android DE#kIZE B E. IL—F Activity [SEESN D Intent DABIFIEE DT T IZK>THHA
WMo BB HSD, T T, IL—b Activity NI TAIRBEREEELEVLIICHERZHELILELH D K
HARTIE, FUHEINT= Activity DYIL—RERDDEFASCT=HICLULTD 3 mEIL—ILIZEBITFT=,

® Activity DFEBIE—KRIZIX"standard”2FEHT 3

® taskAffinity ZRWNT7 71=T1Z&EELAL

® Activity [Z3£{E9 % Intent (21X FLAG_ACTIVITY_NEW_TASK ZE&E L7

LR, Activity DA IL—bERDDIEE D KSI5E M ZEFILTIL—k Activity ITDWVTERT 5,

MU EhT=z Activity BSIL—R eGSO DEHICREET 5D LTFIZEIFHIEE THS,
® [FUHINDB Activity DEEENE—F
® [FUHINIDB Activity DERZEZFDFTENIKEE

F9'. FFUHEN B Activity DEEFHE—F JIZDVTEREAT S,

Activity DF2EE—K (L. AndroidManifest.xml IZ android:launchMode #i2ik 33 ETRE TES, itiil
B AL standard"éHHEN D, £- . BEIT—FRIL Intent IZRETHI75V K-> THLERTARETH D,
FLAG_ACTIVITY_NEW_TASK Z754'1&. Activity #"singleTask" E—KF Ci2&is & 5,

IBERBEGESETE—FIIRDEEYTHD, 152, JL—b Activity EOBEZBICERZ L TTHRBET S,

® ‘“standard”: Activity [(EFFUHLEIZRZELTREISN S, LT=A 5T, COE—FTHEUE SN Activity (&
IW—hERBT LT, 5E . U LD EIZ Activity DAV RV ADEREIND,
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[ )

“singleTop”: “standard’ &R THIM ., TAT ISV RARYDRREIEICR TSN TLNS Activity S
FTEHHEICIE AVRIVADBERSINGENENS AN ELS,

® “singleTask”™ Activity (7 74=TADIEIZHSTRE T HRRIDRED, Activity DT I4=T1&— T D
RRGWINGD T T IR HDNITAT I TV RIZHEELLZWNMESICIE, ZRIH Activity DAV RIVREE
LICHRIZEREINS, FETDEEICIXELLLEMEINGL, BT T, BEISNhT= Activity DAV REY
AlFI—k&ED,

® “singleinstance” “singleTask’&R#HTHAIN . RO R TELGD, FBRICERSINZFRVITE . IL—F
Activity DANFIBTED B THD, LI=H>T,. COE—F TSI 1= Activity DAV RED R EEIZ)IL—k
THb, CCTEENBELDIE MUHSH S Activity BN EDT7 74T ERILZRIDEZRINEEIZFELT
WBIEETH-TH. BUHEINDB Activity EFZRVIZEEND Activity DISRAENEREDIGEETHD. TD
BEIX.FRICARIDNERSNS,

LLE&XY, "singleTask"E1=[&"singleInstance” TEEE SN 1= Activity [FIL—MIESATREMENH LI EN D DD,
T )DREREHFRT B=OIZIF. ThoDE—RTREREILAVKSICLEZIThIELRSEL,

Rz, TEUHEINS Activity DERIEFDRBPIREEIIZDWNTERBAT 5, 1=&Z. Activity AV"standard"E—K T
EUHEN-ELTH, FD Activity BFRB T 22 AT DIREEIZLSTIL—F Activity EBBELH B,

FlELT, U ENS Activity DRRIDBRIS/NVITIOURTEBLTWSIEEEE RS, BBELLLDIE. £
DRARID Activity 41> X2 XAV ’singleinstance”’ TREEIL TLVSIHEE TH D, "standard" THUH Iz
Activity DT7 I74=T4D2 R LR Lo (2. BEE D "singlelnstance”® Activity OFIRIZKY . FHIWEAROHM
EREND, L. TNTID Activity DIFREDELCIHEIF FRVIEERINT AV RV X FBEFDELD
NRIAINS, WVTNIZLA, U SN Activity [X)L—bk Activity (2725,

LLEDESIZ, JL—k Activity DNIEUHINDEHIEETROREIIKETILREEHTHL. 7TTURRDORERIC
[X. "standard”E—K T Activity #EUH T KIICTXKTRETHD,

JEARA Activity [TEIESND Intent BT TUHSEAISNHHIEL T, JE2AB Activity DFFUHE LI Activity
Z”singlelnstance” E— R CEREB T IBEDH U TILIA—KREUTIZRT . COH U FIILa—F T, ELEH
Activity AV standard” E—F CEEBISN5HY., FEUH LI Activity D ”singlelnstance” E—F D EE#HIZRY . FEAF
Activity [ZFTHHERAIDIL—bk Activity E5E>TLES, OB, IEA R Activity ITEESh S LTI HIERIE
ARBREICEEERINDD. FEDOTITIhoFHEAMYTTEETH D, 15 FUH LA Activity. JE2EE Activity &
HIZR—DT7I4=T14%HD,

AndroidManifest.xmIGEH#£22)

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. privateactivity”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />
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<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— JL— bk Activity DEEEIE— K%” singlelnstance” &9 5% —>
A= TFILAZTAERELT. 7TTUDNRNTr—S8ET D —
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name”
android: launchMode="singlelnstance” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

{I— FENB Activity —>

{|— ¥ BE— KF%” standard” &% —>

A= TFILAZTAERELT. 7TVDNRNTr—S8ET D —

Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

<{/application>
{/manifest>

JEAABA Activity (X, ZIELT= Intent (SR L TR ERT DA THS,

PrivateActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

// g Intent DREMEMHERT S
/] BOTIVZDEEE, 3.2 AhT—2DREMEHRIT 51 #28,
String param = getlIntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A—% [%s] = 1FE>1=, ”, param), Toast.LENGTH_LONG).show() ;
}

public void onReturnResultClick (View view) {
Intent intent = new Intent();
intent. putExtra ("RESULT”, "> F 4 THIERHR") ;
setResult (RESULT_OK, intent);
finish();

}
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JEAFA Activity OFFUHE LEITIE. Intent 2757 % E 912, "standard"E—R TIEARH Activity Z#EEIL T
AV

PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android. widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity) ;

}

public void onUseActivityClick(View view) {

// JENRA Activity &“standard” E— K CEFHT 3
Intent intent = new Intent();

intent. setClass (this, PrivateActivity.class);
intent. putExtra ("PARAN”, "t F 4 THIFHR") ;

startActivityForResult (intent, REQUEST_CODE);
]

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT") ;

/] BIET—ADRELEHERTD

/] BOTIVZDEEE, [3.2 AhT—2DREMEHRET 51 #28,

Toast. makeText (this, String. format ("#58 %s) #=(FH >f=, ”, result), Toast. LENGTH_LONG). show() ;
break;

4.1.3.5. Activity FIBEOOY HAITDONT

Activity ZFI B9 SFE(Z ActivityManager AY Intent D AE % LogCat ITH 95, LTOKNEIE LogCat IZH
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AENB=O., TP TATRRERIEFNEVLITER S RNEL,

o FIAK/N\vTr—C4
o FIAKITRA
® Intent#setData() Ti&ELT= URI

BIZIE, A—ILEETBIHEE . URIHIA—ILTRLRZIEEL T Intent ZF1TTHEA—ILTRLAD LogCat [TH A
SNTLFES, Intent#putExtra() TERELT-{E(X LogCat [CH ASh A=, Extras [CERELTESESICLEEA
MR,

RD&AITA—)LiEIET H& LogCat I[TA— LT RLAMRIRINTLES

MainActivity.java
// URI (X LogCat ICHAEh B
Uri uri = Uri.parse(“mailto:test@gmail.com”);
Intent intent = new Intent (Intent. ACTION_SENDTO, uri);
startActivity (intent) ;

RD &SI Extras #EAT H& LogCat [CA— LT FLADNRREINLGLED

MainActivity.java
// Extra [ZE&RTE LT=INA(E Loglat [(CHA iz
Uri uri = Uri.parse("mailto:”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
intent. putExtra (Intent. EXTRA_EMAIL, new String[] {"test@gmail.com”});
startActivity (intent) ;
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I 4.2. Broadcast#%2{E95-%{ETH

4.2.1. Yo7 )La—k

Broadcast #%{§9 %IZI& Broadcast Receiver Z{E L EMNH S, £DKI7% Broadcast ZZ{E T HMITLK>T.
Broadcast Receiver 2MaZ AR RPBEULGHEHFENELS, ROFIEFIO—IZ&>TIERMT S Broadcast
Receiver MEDFAITTHIMNEHIBTES, BEAZ, IN—bF—REDEHEIZLEL Broadcast EETT T
DINVT—2 2 F 2G0T T THERT DF LG, /3\—bF—FRE Broadcast Receiver #{E5FE X TEX

LY,

Y

( L& )

T7TIREIFT

No

BroadcastZ X219 %

\ 4

B#7 UG T
BroadcastZ %159 %

\ 4

Private

3JE/\BfIBroadcast Receiver

Public

/N BABroadcast Receiver

Proprietary
B #t R EBroadcast Receiver

%7- Broadcast Receiver [ZIZFDESE

sRIZ&Y . F204 Broadcast Receiver &84 Broadcast Receiver &M 2

BEAHY . TROLSTHHEDENDHD, YU TILaA—RPTIEHEADEER EZEZBNMLTLS,
BE. EDOELSHMFIC Broadcast ZEET AIMNIZE>TEET HIHERO BT EHEHFEMNRES-H. EEAD
RE(OWTHEHLETERAT S,

EBTIE

i

£ M Broadcast Receiver

AndroidManifest.xml [Z
<receiver>EXR%ZFih T

¢ RATLMIMLZEIEEINS—E D Broadcast
(ACTION_BATTERY_CHANGED % &)E#=2{ET

registerReceiver() # & U
unregisterReceiver() % I
VHTIEIZRY., M

HILTEETD ELRVERINH D
o FIUANHEEELTHOT VAV AM—ILEND
FTOM. Broadcast #2{ETE%
EjfY Broadcast Receiver | 77 O 4 5 L & T|e &# Broadcast Receiver TIEZ{ETEHL

Broadcast THLZ{ETES
® Activity MATHEIZH TL\SEARI/Z(+ Broadcast
Z{ELT-LVERE  Broadcast DZ{ERIEELARIE
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Broadcast Receiver #% T05SLTHIETES
&% BEkfERT S o JE/ABA®M Broadcast Receiver A &IETE
AR

4.2.1.1. 3JE4 B Broadcast Receiver - Broadcast #2595 %595

JE4 B Broadcast Receiver &, B—7 7 AN HEIESNT- Broadcast 12175 =2{E T=5 Broadcast Receiver
ThHY. T EMDEL Broadcast Receiver T, IR Broadcast Receiver #IE A TEERT HEIET
=400V =6 . JE2ABA Broadcast Receiver TlE %Y Broadcast Receiver 11T TS5,

K1k (Broadcast Z2{EF3):

1. exported="false"IZ&kY . BATRMICIEARARET D

2. BR—77TUVAMDEIESINT- Broadcast THHOTH. Z1E Intent DL MEHERT S
3. #REFRTBE.ZETIXE—TTIATHINS, o T4IRIFERERELTELL

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. privatereceiver”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<I— FE4MBA Broadcast Receiver ZE&HT 5 —>
<I— %A > b 15 exported="false” (=& Y. BARMICIEABIRET S —
<receiver

android:name=". PrivateReceiver”

android:exported="false” />

activity
android:name=". PrivateSenderActivity”
android: label="@string/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
{/manifest>

PrivateReceiver.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;
import android. content. BroadcastReceiver;
import android. content. Context;
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import android. content. Intent;
import android.widget. Toast;

public class PrivateReceiver extends BroadcastReceiver {

@0verride
public void onReceive (Context context, Intent intent) {

/] *kRA 2% B—7 TR SEESNT-Broadcast TH->TH. Z{E Intent DL LM EHRT S
/] HOTINZDERE, 3.2 AWAT—2DREUEHDT 51 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format (" Ms] #={E L7, “, param),
Toast. LENGTH_SHORT) . show () ;

/] *RA2 b3k BETIER—T7TIVATHIND., T2 PT 1 THFEHREZRELTEW
setResultCode (Activity. RESULT_OK) ;

setResultData ("> o7 1 T721E4R from Receiver”);

abortBroadcast () ;

XRIZ3E4A B Broadcast Receiver ~ Broadcast {9 27 I)ILa—FETRT,
CCTiHBA9 53E/4A B Broadcast Receiver ~( Broadcast FEAEIE. LX) FAETIERETHHRLDD.,
Sticky AMEZLZNENSFI-NBH A EITSTENVETH S,

RALMBroadcast %59 3):

4. R—77")A Receiver (X5 XIEE DBARA Intent T Broadcast i£§9 %

5. EEXIER—7TYA Receiver THAT® ., Lo T4 I HEREEEFELTEL

6. R—77A Receiver hoDIERERTH->TH. ZIETHDLELMEHET S

PrivateSenderActivity.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// *kRA4 b4k E—7 7N Receiver (£ 5 RIEENBATRAE Intent T Broadcast #1153 %
Intent intent = new Intent(this, PrivateReceiver.class);

/] *RA >k 5k EELIZR—TF T K Receiver THA=H. £ T4 THIFBREEELTEL
intent. putExtra ("PARAM”, "> > F 4 T IEER from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
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// kR4 2k bk B—7 TN Receiver [ 5 RIBEEDBATRH Intent T Broadcast %53 %
Intent intent = new Intent(this, PrivateReceiver.class);

/] *BRA bk bk EELRIZE—7 7Y HReceiver THBF=H. T4 THEREEELTEL
intent. putExtra ("PARAM”, "t > > F 4 THIEER from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride

public void onReceive (Context context, Intent intent) {

// *RA 2k 6%k R—7 T A Receiver ML DIERFEHRTH->TH. BET—FDRLUERRET S
/] HUTINZDERE, 132 AT —2DREUEHRT 51 28,

String data = getResultData() ;

PrivateSenderActivity. this. logLine(

String. format ("#&8R l%s) #2fELF-, ", data));
};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView) findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.2.1.2. 4B Broadcast Receiver - Broadcast Z2{E9 % 1£1EF 5

/3B Broadcast Receiver [, NEFEELZH O 7T ibix{ESh 1= Broadcast #%2{E T=% Broadcast Receiver
ThHbH, VILITT7HEIELT- Broadcast ZZ{ETAENHDHEITTENRES,

KA (Broadcast 29 3):
1. =4 Intent DREMEHERTS
2. HREEERTEE. LU T1IHERESDHEL

/NBA Broadcast Receiver @Y7 )La—KTdh5 Public Receiver (&, ## Broadcast Receiver LU EIRY
Broadcast Receiver Ol A THIBEEIN S,

PublicReceiver.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public boolean isDynamic = false;
private String getName() {
return isDynamic ? "ZABHENHY Broadcast Receiver” : “/4\E8E%#Y Broadcast Receiver”;

}

@0verride
public void onReceive (Context context, Intent intent) {

/] kA 2k 1k 245 Intent DRLMEHERT S
// “%3Bf Broadcast Receiver THB=OFBATT7 TUNTILD 7 THAIAREENH S,
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,
iT (MY_BROADCAST _PUBLIC. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context,
String. format ("%s:¥n %s] Z=2{ELT=, ”, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] kRAU b2k BERERTIHEE, o741 THREBERZEEDEN

// 4\Bfl Broadcast Receiver T b=,

// Broadcast MEETT TUMNTILI T 7 THHEEEMELNH D,

/] RV F7ICREBEINTHLREABEO B WVERTHONIETHREL LTRLTH KLY,
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > ¥ 7 4 TTIXARLMEER from %s”, getName()):
abortBroadcast () ;
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£ Broadcast Receiver [& AndroidManifest.xml TE&J %,

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. publicreceiver”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{1—- /\BH#%#Y Broadcast Receiver &I % ——
<receiver android:name=".PublicReceiver” >
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PUBLIC” />
<{/intent-filter>
<{/receiver>

{service
android:name=". DynamicReceiverService”
android:exported="false” />

Cactivity
android:name=".PublicReceiverActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

EAY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMHEUSH T Z&(2&
YR BEREERT 5, RIREICKUER B ERMEIREITOTOIZ PublicReceiverActivity LIZRAVEEE
LTLv%, 1% Broadcast Receiver €2 XA X [& PublicReceiverActivity &Y A BFHB AR IV=8H
PublicReceiverActivity DA /N—ZEHELTREFTHIELIETELL, TDT=¥ DynamicReceiverService M4
VIN—ZHEL TEH Broadcast Receiver D42 X2 X% R &+ . DynamicReceiverService %
PublicReceiverActivity M SRR/ #T 952 &IZKYEIR Broadcast Receiver ZFfEgEIIZ &8k iR fERL T
LV,

DynamicReceiverService.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;
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import android.widget. Toast;
public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

// ZSBAENE Broadcast Receiver &89 5
mReceiver = new PublicReceiver () ;
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter();
filter. addAction (MY_BROADCAST_PUBLIC) ;

filter.setPriority(1); // % Broadcast Receiver & Y EjfY Broadcast Receiver #BHE S D

registerReceiver (mReceiver, filter);
Toast. makeText (this,
"84 Broadcast Receiver &L 1=,
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;

// 4NEEN#Y Broadcast Receiver &Rk T 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
“&h#) Broadcast Receiver ZZ4RfERRL71=. ~
Toast. LENGTH_SHORT) . show () ;

PublicReceiverActivity.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicReceiverActivity extends Activity {

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
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public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService (intent) ;

XRIZ4\Bf Broadcast Receiver ~ Broadcast (1§95 Y7 I)La—FERT,

/3B Broadcast Receiver [Z Broadcast #3259 53156 . #£1E9 5 Broadcast M LI TICRIESNDIELDH
BEITEENRLETHD,

KA (Broadcast Z%£{E93):
3. UV TAIREREEZEL TGS
4, HEREZITMAEE . BRT—IANRLHEHERTS

PublicSenderActivity.java
package org. jssec. android. broadcast. publicsender;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public void onSendNormalClick (View view) {
/] *RA U E3Ik BT THEREAE L CEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVMERR from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
/] *RA U E3Ik BT THEREAE L TEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVMERR from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick (View view) {
/] kiRA2 3k BT TIHEREZEL TEELEL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVMERR from Sender”) ;
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sendStickyBroadcast (intent) ;
}

public void onSendStickyOrderedClick (View view) {
/] *RA U E3Ik BT 4 THEEREAELTEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVERR from Sender”) ;

sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

}

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
removeStickyBroadcast (intent) ;

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver ) {
@0verride
public void onReceive (Context context, Intent intent) {

/] hRA Uk bk HBREZITMBEE. BRET—I0OREMEHERTS
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 28,
String data = getResultData() ;
PublicSenderActivity. this. logLine(

String. format ("#&% %s] #2E L1, ”, data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.2.1.3. B#%tPR%E Broadcast Receiver - Broadcast 2259 % %595

B$tfRE Broadcast Receiver [&. B#tLS D7 T UM 5E{ESh - Broadcast 2—H)3Z{EL7ALY Broadcast
Receiver THD, EHDBEHE T T)TURTLEERL. BT TN ERSEROCHEEEETD-OIZFHASIN S,

R/ M (Broadcast %59 3):

1. Broadcast Z{EH M EE % Signature Permission &9 5

FRZIEMDIHB TS Signature Permission #F|AEE3 5%

#%0Y Broadcast Receiver E&IZT. B E 2 Signature Permission #EREEJ 5

189 Broadcast Receiver &89 5&E . M B E & Signature Permission #&E2KEE 9 %
¥ B E 2 Signature Permission NE#HT7TVIZKYERIN TSI LEHERT S

Bt 77UH 5D Broadcast THoTH. 215 Intent DREMEZHERTS

Broadcast :E#ETIEBHT T THEIM S, LTI RERE REL TR

Broadcast #ET 7T LEILHARERT APKZERT D

@ N wv kWD

BH#tFRE Broadcast Receiver MY > 7 )La—KT#HH ProprietaryReciver (£, §# Broadcast Receiver 85X U
Ej#4 Broadcast Receiver Dili A THIASN S,

ProprietaryReceiver.java
package org. jssec. android. broadcast. proprietaryreceiver;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class ProprietaryReceiver extends BroadcastReceiver {

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. proprietaryreceiver. MY_PERMISSION”;

// BHOFERED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M®”my company key” MEFBAZE/\v < 1 {lE
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

private static final String MY_BROADCAST_PROPRIETARY =

All rights reserved © Japan Smartphone Security Association. Broadcast * %129 " 2B 9 91



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

“org. jssec. android. broadcast. MY_BROADCAST_PROPRIETARY";

public boolean isDynamic = false;
private String getName() {

return isDynamic ? “B*tfEEEH Broadcast Receiver” : “B*tfRE5:H Broadcast Receiver”;
}

@0verride
public void onReceive (Context context, Intent intent) {

// A 2k bk JMEFES Signature Permission AE#T7 TUIZKUERERIN TSI L Z2HET D
if (1SigPerm. test (context, MY_PERMISSION, myCertHash (context))) {
Toast. makeText (context, "I BEEZ Signature Permission BAE#H 7 TYICLYERZR SN TULVELY, “, Toast. LE
NGTH_LONG) . show () ;
return;

}

/] *RA 6%k BT TMHSD Broadcast THHTH. Z1E Intent DR LM RT3
/] U TINZDERE, 3.2 AT —SDREMEHRT 5] 28,
iT (MY_BROADCAST_PROPRIETARY. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format ("%s:¥n Y%s1 #=Z{EL1=, ”, getName(), param)
Toast. LENGTH_SHORT) . show () ;
}

/] *RA b Th ZBETIEEHTTITHEINE, oo T4 THFERZRELTEL
setResultCode (Activity. RESULT_OK) ;
setResultData (String. format ("t > 5 1 T4 1ESR from %s”, getName()));
abortBroadcast () ;

£ M Broadcast Receiver I AndroidManifest.xm| TE&Y 5,

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. proprietaryreceiver”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<{I—— %7R4 > k 1% Broadcast ZIERADIHMBEFEZ Signature Permission &I % —>
<{permission
android:name="org. jssec. android. broadcast. proprietaryreceiver. MY_PERMISSION”
android:protectionLevel="signature” />

AJ— dRA 2 b 2k FHERZIERADHBES Signature Permission ZFIHEE T 5 —>
<uses—permission
android:name="org. jssec. android. broadcast. proprietarysender. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
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{I— % 7R4 > b 3k %8 Broadcast Receiver ®&IZT. B ES Signature Permission #EREET 5 —
<receiver
android:name=". ProprietaryReceiver”
android:permission="org. jssec. android. broadcast. proprietaryreceiver. MY_PERMISSION>
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PROPRIETARY” />
<{/intent-filter>
<{/receiver>

{service
android:name=". DynamicReceiverService”
android:exported="false” />

activity
android:name=".ProprietaryReceiverActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

</manifest>

EAY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMHEUSH T &2k
UBERBEREERT S, RIIREICKUER B ERMEIRETITOT8OIZ ProprietaryReceiverActivity EIZR22 %
EEELTUL\%, EIfY Broadcast Receiver 12 XA X[& ProprietaryReceiverActivity KYAEFEHBARV =6
ProprietaryReceiverActivity DA /N\—ZEHELTREF T HILIETELL, TD T8 DynamicReceiverService
DA N—ZEEHELTHB Broadcast Receiver WAV X2 A& REFEH . DynamicReceiverService %
ProprietaryReceiverActivity M SBIE. & T 5 EIZKYEIR Broadcast Receiver Z#EHERIIC B8k Bk fE
BRLTLVS,

ProprietaryReceiverActivity.java
package org. jssec. android. broadcast. proprietaryreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class ProprietaryReceiverActivity extends Activity {
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverGlick (View view) {
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Intent intent = new Intent(this, DynamicReceiverService.class);

stopService (intent) ;

1

DynamicReceiverService.java
package org. jssec. android. broadcast. proprietaryreceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android. widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PROPRIETARY =
“org. jssec. android. broadcast. MY_BROADCAST_PROPRIETARY”;

private ProprietaryReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

mReceiver = new ProprietaryReceiver ();
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter(;
filter. addAction (MY_BROADCAST_PROPRIETARY) ;

filter.setPriority(1); // # M4 Broadcast Receiver & Y Eif4 Broadcast Receiver ZBEESHE S

// *RA 2+ 4% Y Broadcast Receiver #&§x3F D& &, MBEFES Signature Permission #BREET S
registerReceiver (nReceiver, filter, “org. jssec. android. broadcast. proprietaryreceiver. MY_PERMISSION”, null

Toast. makeText (this,
"B Broadcast Receiver Z#&$xL 1=, ”
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
"B Broadcast Receiver &R L=, 7,
Toast. LENGTH_SHORT) . show () ;

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEBRED/Ny > 2 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
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PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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*RA2k 8% Eclipse M5 APK & Export $5&E(2, Broadcast XETT7 T ERICHEEHETAPK ZERT

éo

-
= Export Android Application

Key alias selection

@ Use existing key

Alias: my company key

Password: e eeeee

Create new key

Next =

XRIZB#PEE Broadcast Receiver ~ Broadcast %595 H 7T ILa—KERT,

H#tPRTE Broadcast Receiver [ Broadcast Z%{59 515G Broadcast Receiver flIZJBE Signature
Permission ZER T AUHEMNH S8, Sticky BMEZLNEWSHIKIAHAZEITEENLETHD,

KA1k (Broadcast Z%{EF3):

9.

10.
11.
12.
13.
14.
15.

HRZIERADIHB TS Signature Permission 2E8&9 5

Broadcast Z{EH M B E % Signature Permission ZF|HEE 95

¥ B E 2 Signature Permission NE#T7TVIZKYERIN TSI LEZHERTS
Receiver (FB#HT7ITVRETHING., £ T4 EHREEREFELTHLL
Receiver (21 B E % Signature Permission &R ¥ %

BREZITRAGE. BRT DKLU EHRTD

Receiver 77 LRILEHFKERTAPK ZELT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. proprietarysender”
android:versionCode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />
{uses-permission android:name="android. permission. BROADCAST_STICKY”/>

d— kRA 2 b Ok ERZIEMADMBEESE Signature Permission ZE&ET 5 —>
<{permission
android:name="org. jssec. android. broadcast. proprietarysender. MY_PERMISSION”
android:protectionLevel="signature” />

{I— R4 > k 10k Broadcast Z{EFRADIHEEZ Signature Permission #FHAESE T 5 —
<uses—permission
android:name="org. jssec. android. broadcast. proprietaryreceiver. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
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android:name=". ProprietarySenderActivity”
android: label="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
{/manifest>

ProprietarySenderActivity.java
package org. jssec. android. broadcast. proprietarysender;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class ProprietarySenderActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. proprietarysender. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) |{
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny > 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key”MIFBAZE/\v < 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
]
return sMyCertHash;
]

private static final String MY_BROADCAST_PROPRIETARY =
“org. jssec. android. broadcast. MY_BROADCAST_PROPRIETARY";

public void onSendNormalClick (View view) {

// R4 2k 11k MEES Signature Permission NEHTZ TVICEYEESNh TSI L 2HEETS
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “¥MEBEFEZ Signature Permission MEHT FTVIZLKYEZEINTULVELY, “, Toast. LENGT
H_LONG) . show () ;
return;

}

// kR4 12% Receiver IZBEHT7 TURETHZIMD. EooT4 THEREZEELTE LD
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Intent intent = new Intent (MY_BROADCAST_PROPRIETARY) ;
intent. putExtra ("PARAM”, "t > > F 4 TH1EER from Sender”) ;

// %iRA >k 135 Receiver IZJHEEZ Signature Permission #ER9 %
sendBroadcast (intent, “org. jssec. android. broadcast. proprietarysender. MY_PERMISSION”) ;
}

public void onSendOrderedClick (View view) {

/] kR4 2k 11k HBEFESE Signature Permission NEHT7 TVICEYEESN TR I LRSS
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "JhBEE% Signature Permission NE#T7 TVIZEYUEE SN TV,
H_LONG) . show () ;
return;

}

// %A >k 12% Receiver (FEHT7T TUVRETHZIMD., oI T THERELZELTHL LW
Intent intent = new Intent (MY_BROADCAST_PROPRIETARY) ;
intent. putExtra ("PARAN”, "t > o F 4 T4 1E$R from Sender”) ;

// %A > k 13% Receiver I3 B F% Signature Permission &k $ %
sendOrderedBroadcast (intent, “org. jssec. android. broadcast. proprietarysender. MY_PERMISSION”
mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] dRA b 14k $EREZTMBEE. BRT—2DRLMEEHERT D

/] B TINZDEBNE, 13.2 AWT—20OREMEHRT 51 #58,

String data = getResultData() ;
ProprietarySenderActivity. this. logLine (String. format ("#58 %s] #2{E L1, 7, data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;

“  Toast. LENGT

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;
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public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE IEKBEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZFE&EL=7 7Y DEBRED/Ny L 2{EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EBHEL(TERDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
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byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RA2k 15% Eclipse hid APK % Export 35&Z(Z, Receiver 77 ERICHAREHRE T APK ZERT D,
[ = Export Android Application ’ - [ o e |

Key alias selection @

@ Use existing key

Alias: Imy company key vl

Password: eeeeeee

() Create new key

C'i:l I < Back “ Mext = Finish Cancel

All rights reserved © Japan Smartphone Security Association. Broadcast * %129 " 2B 9 101



rommmon  http://www jssec.org/dl/android_securecoding.pdf

““l Android 7T D& ¥ 27 HEH £ F 27 I—F AT HAK 2012 11 A 1 Hg

4.2.2. W—ILTvY

Broadcast # £ Z{ET BMRICITLULTDIL—ILETFBHIE,

1. 77URTOHOHERT S Broadcast Receiver [FIEABHRTET S (WH7E)
2. ZEIntent DREMEHERTS (WH7E)
3. JREES Signature Permission &, B 7 TN EELI-CLEHELTHATS (WH7B)
4. HRBEBRERTBEICE BELETTIHLOERBFRFBICEETD (WH7E)
5. VI T4T7751EHR%E Broadcast EE T BI5E (. ZIETEEL: Receiver ZHIRT S (WH7R)
6. Sticky Broadcast IZI&t T4 ERES O (78)
7. receiverPermission /85 A—42MEE% L Ordered Broadcast [(E@EMNEWZENHDZEITEE (WZE)
8. Broadcast Receiver WoDRIET—IDREMEZHIRT D (WH78)
9. BEZZRMIIRHIIEEICIE. TOEEDRKDREKELMHIFT S (WH78)
4.2.2.1. 7FIYATOHOHERT S Broadcast Receiver [XIEABHRTET S (WH7R)

77UATOHOHEREIN S Broadcast Receiver [FFELARAZRET S, chiCKkY D7 TIMNLERET
Broadcast Z2ITHR>TLESEMNLGLEY, 7T DBEEEFIHSINIZY ., TT)DEMEICEEFS-LI-YTHD
EZHSCTENTES,

Tl T—R(EDIEWNERDNED. A—F7TURNDHFFASN D Receiver THY., M2 Intent Filter ZRiE
T BEILHEHELTIEASAELY, Intent Filter DMEE L. B—7 7NN IELE Receiver #FVHT D2HYTE.,
Intent Filter BBATHEUHLI=ESIZERET7T)DAE Receiver #FEUHLTLESBENEET HIHNHT
H5,

AndroidManifest.xmI(GEH#EEZ)
A— KA b1 54887 TV IZIELBA & F % Broadcast Receiver —>
<{l—— exported=false & 9% ——>
<receiver android:name=".PrivateReceiver”
android:exported="false” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_ACTION" />
<{/intent-filter>
<{/receiver>

[4.2.3.1 exported E&E <& intent-filter ERE DA EHHE (Receiver DIFH)IFSRTEHIL,

4.2.2.2. Z{E Intent DREMEERTS (WH7E)

Broadcast Receiver DAL T (ZkH>TETFIVRVIIERLZMN, Z{E Intent DT —2FNEITBERIZIT. TT2E
Intent DEEHEHEZRELEITILLSEN,

43Bf Broadcast Receiver [(EFREHELZHDT7TUHS Intent 22 (TER S8, L7 DK E Intent 22 (THS
ATREME D BH D, JE/ABH Broadcast Receiver (LD 7T A5 Intent ZEEZ (TS ZEIEHWL, LMALEI—T7 T
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R D22 Component HMbD 7T M iz Z(TE- 7= Intent DT —4%3JE/.ABA Broadcast Receiver 28535
ENHAB=0., ZIE Intent ZEEFHICRETHDHEEZTIFHESAL, B#BEE Broadcast Receiver [ZZ D HfE
DIVAITHD=0H. PLIFYZE Intent DREMEZHERTILELAH D,

3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.3. JBEEZ Signature Permission &, B T7TUNERLI-CLERERLTHIAT S (WH7R)

B#O7TUMSEESNT- Broadcast 1Z1F7EZ{EL. TN LS D Broadcast Z—UIZELLEVBHRE
Broadcast Receiver #5154 . B E % Signature Permission [CXYRELLZTNIELESEELY,
AndroidManifest.xml T® Permission EZ. Permission BREE T TIIRELT+HTHD=5H. 5.2
Permission & Protection Level J[5.2.1.2 MM BEEZ®D Signature Permission TEH# 77V EET I H %1%
SRI DL

F - B E % Signature Permission % receiverPermission /35 4—4(Z#§E L T Broadcast #5515 ELE
RICHER T AW ENHD.

4.2.2.4. BRBEBRERTBEICIBEETITINOOBERBERF/RITIZT S (WH7H)

Broadcast Receiver A4 FIZ&>T setResult)IZ&VIERIEFERERT T ITIDERENEL D, 20
Broadcast Receiver MIFE &, #ERREFXDTTINTILI T THLARENELHY . ERBEHRLIBEEEH > TS
ONAERENDH S, IE22F Broadcast Receiver 2 B#1RTE Broadcast Receiver D& (&, fERRE LT E
#HEARKT7T ) THAORBERBEROBZVEHFEY DEET IHEIFELY,

ZM &SIz Broadcast Receiver Mo#ERIFERERTHZEICIX, BREEXTTIMSDFERBFROBRICEELLT
nIEESE,

4.2.2.5. oI T4I731E#HR%E Broadcast X5 T S5 L. RIS FHEL: Receiver ZHIRT % (r78)

Broadcast ELVIBRINRT L5112, FLF1 Broadcast [ETBFEZSHO T TIIZIEHRE—FEELRY. 44325
FEMLIYTHEEZERLTEON-EHA TH D, TD=Ot2 o T4T 10 1EE#R%E Broadcast £{ETHIHHIC
X, TILOTPICERERBINGOESIEEFENRANDBELLS,

T2 T4 ER%E Broadcast EFIET HIEE . E#BTE5H Broadcast Receiver FEITHZ{ERRETHY. fthd
Broadcast Receiver [XZIERARETHOINELH D, TDT=6HD Broadcast :iIZEAEICITLUTDLSILBLDHH
b,

® HBiRHY Intent T Broadcast 2T H_ETHAEZEEL. ERLI-{E8TE S Broadcast Receiver fZIF1Z
Broadcast Z/&@l14AiE. COAEIZITRD 2 DD/EZ—2hH b,

> [E—77")A Broadcast Receiver 8T Th I Intent#setClass(Context, Class)C&YIEHEERET

5, BERMGI—FIZOVWTIEY YT ILa—FR+E5232074.2.1.1 2R Broadcast Receiver -

All rights reserved © Japan Smartphone Security Association. Broadcast * %129 " 2B 9 103



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

Broadcast1Z&&IZTdH&,
> @7 7)D Broadcast Receiver SETTHMNIL Intent#setClassName(String, String)(ZkYIEEER
EFBH. Broadcast EEITEIEIRE/NVT—PD APK ELDRAFRERERTANRANEBELTEH
AILI=7 ) THAHILZEZRELTH S Broadcast ZEET S, EIFICIEREEM Intent ZFATELRD
HENERANTHS,
® receiverPermission /\SA—4|Z3 B E 2 Signature Permission ##EFEL T Broadcast #{EL. 5389 %
Broadcast Receiver [Z#5% Signature Permission #F|FAEELCH554E. EAMAGI—FIZDOWTIEY
U7 INa—K+E5arl4.2.1.3 B#RE Broadcast Receiver1#8 &9 5Z&, £1=2Z M Broadcast %18
FEEEETBICTIFIL—ILI4.2.2.3 B ES Signature Permission (&, BHT7TUNERLI-CEEFREEL

THATS (WH7A) 1B ERALE T IEESALY,
4.2.2.6. Sticky Broadcast [Z[ZE I T4THIERES HAL (w78)

1BE D Broadcast [&. Broadcast X {EFFICZ{ERTAEIRAEEIZ$H S Broadcast Receiver [CZ{FNEEINDE. £D
Broadcast [F;HiL TLES, — 7 Sticky Broadcast (& &V Sticky Ordered Broadcast, LA FEHR) (L. X EHF
I {E4K B8 (23 % Broadcast Receiver [CRELEBIN-ELIRATLLEICHFELDDF. ZD#%
registerReceiver) IC K YR ETEBIENEFEHB TH S, X EIZH o f= Sticky Broadcast (&
removeStickyBroadcastQIC&KYEE DRI T THIBRTE S,

Sticky Broadcast [ZEEEAHEY Intent ICKLHFEAMAIIRTHY . receiverPermission /AT A—F2ZIEELT:
Broadcast ¥ {E(XTE%LY, L1=A > T Sticky Broadcast CEEL-ERIITILIITEELCTFHEESHDOT T
MEEBTETCLES, LIzh > T U T177%01EF#Hi % Sticky Broadcast TiEIEL TIFAESAELY,

4.2.2.7. receiverPermission /A5 A—A2M1§FE %L Ordered Broadcast [ZEMNHEWNZENBHDEITEE (WAZE)

receiverPermission /NSA—42%$EE 9[22 {ESN 7z Ordered Broadcast (&, TILVIT7EZELTFHELHD
7D ZIEARETH S, Ordered Broadcast & Receiver M5 DRV IFEHREZ(TES1=0 . T-XEHD
Receiver [CIERILEZESE H1=OIZFIASIN D, BEFEDEL Receiver M)ER Broadcast AEEESINHT=8.
BEEZELETILVIT7HAZAIC Broadcast #Z{EL abortBroadcast)d 5&. & #dD Receiver [
Broadcast AELE SN LK% 5,

4.2.2.8. Broadcast Receiver WoMIRIET—HN LM EHERTS (w7E)

ERT—A%1%YIRLTET-Broadcast Receiver DAA T 2L > TEFURVIZELZA . EAMIZITZELL-HER
T—ANKET—ATHAHAREMEZEEL TR EICNEBLETNIEESELY,

iR1E 7t Broadcast Receiver A2 Broadcast Receiver DiGE . REFEDT TUNLRY T —4%Z T S1=6.
TILDIT DHRBET—42%ZTES RN H S, IR{S T Broadcast Receiver AYIE2ABH Broadcast Receiver @
GE . B—T7TVANDIERT—FTHIDTYRIITLBNESIZEZNELEN, D7 T LZITE =T —4
FEENICHERT —RELTERETIIENH -0 R T I BEEHITKLETHHIEEATIILLLEL, R
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5t Broadcast Receiver h"BE #tFE7E Broadcast Receiver D& . FDHFBDIY RO THS =8 . LIFVERT—4
NEREET—ATHAARENEEEZEL TREICNELLEFNIEESAL,

3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.9. BEEZ-RMICRETIEERICK. TOEEDRRDREKELHIETD (WH7H)

Permission IZ&YRESNTOSBEREESJUHEEEZMOTTIVICZTRMICIRET H5EICIE. RIEET
TYIZHLTE—®D Permission #ERTHHGEL T, TOREKEZHFLZFNITESAEL, Android @
Permission £¥1TAETILTIE, RESNEEICHTEITIVNLDEETIERIZOVWTOHEREESE
15, COEBRLEDEHMHEIZEY . FTVICHBIN-EENSSITHO T TIIZ, RED-OIZWHEL Permission &
ERTEHELGIRMENDAREE N DD, ZDTE(E Permission ZHFRZFEL TSI EEEEMIZEMAZD T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSHBT S,
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4.2.3. PRIV RAE

4.2.3.1. exported FHFEL intent-filter XREDN A &1t (Receiver DIFE)

ZDHARXETIL. Receiver DREMNSIELR] Receiver, 4B Receiver. B#tEE Receiver ® 3 247D
Receiver [ZDWTREFEEZBRR TS, BRATIZEFENTLVS AndroidManifest.xml @ exported EffE
intent-filter ER DA B HEERDRICEEDT=, EHAS5ELTULVS Receiver DRAT & exported BHEH IV

intent-filter ERO XA IELN  EEHERT L E,

exported BHEDE
true false |IEE
intent-filter E&EMH5 | 225 (EFAZELE) NES
intent-filter EEAELY | 2. BHRE E|R/NE EI/NES

lintent-filter E& M5 1&Mexported=false IZFEHAZILIZL TS DL, Android DIRDEWNELT. RI—77
N DIELN B Receiver IZ[AFT Broadcast Z3%{ELE=23YTE. ERIET 17T DA B Receiver ZFEUHL
TLESISGENFETSH-HTHS,

LLTF®D 2 DORET Android DIRAEVIZLZEREBEHIFEVE LI A45EFERAT S,
4.2-1 1%, A—7FURNSLMNIEL R Receiver(ZT) A) ZEEEM Intent THEUHELWEELEEDOH T
»5, Intent-filter(E e action="X")Z2ERZLTWLADOMN, 7T ALMWVELDTEREYDEELE->TLNS,

r

FTUA
IS EAMIntentZ{E>T
ReceiverZMEUNH T

l Intent(“X”) :

JE/ABfReceiver A-1
exported="“false”
action="“X"

77UcC

FE 2R IntentZfE > T
ReceiverZM U H 9

Intent(“X”)

JEABAReceiverZ o 1=F7 TUAD HHY
A2 A= ILEN TS EEIF. F—7
TN TOHHBroadcastiZZIEMNTTHN

Do

\Androidﬁﬁ"ﬁiﬁ

~N

X 4.2-1

4.2-21F. 77 AIZmmATF7FY) B THREL intent-filter(B e action="X"ZE&LTL\SHEE THD.
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9. DT TIN(T T O)HEEERAY Intent T Broadcast X159 5D (&, JE22BH Receiver(A-1) fl[EZ{EF LA
WD THICEF ) ToMIZIEREICAES TN DR O XH),

X2 T(ECHRBICHEDDIE. 7T AIZKBR—T7TIADIELR Receiver DIFUHLTH D, 77 A HEg
ZX# Intent % Broadcast §5&. B—77JR®DIELE Receiver IZHZ T, EL Intent-filter #E&L71- B D
DB Receiver(B-1)31Z D Intent Z2Z{ETETCLEINSTHAEDFEDXKE), AMST7T BIZHLTEY
UTATEIEREZIET DAREMEMNELTLES. 77 B BT z7ThnIE, F0FF L OTAITRIERDF
BIZEMND,

F1=. Broadcast A* Ordered Broadcast TH->1=5HZ& &, ERLGZWVERIFHREZTEROTLESIAEEELH D,

(" N
7TUA
BE EA M IntentZ{E->T
ReceiverZIEUNH 3
l Intent(“X”) :
F77c
JE/NBHReceiver A-1 A& B MIntentZ > T

exported="false” Receiver&M U H T

action="X" @

A BAReceiver B-1
exported=“true”

Rl CactionZ 2 L 1=ReceiverH‘#Fo1-
BROT7T)RA R —LEnT=15E
[&. T RTDReceiver|Zintent A ER{E =
ns

action=“X"

Androidifi R
\_

4.2-2
4.2.3.2. Android 3.1 URBIZ7F)ERELAL\E Receiver BAEEFSNALY
Android 3.1 LI TIl%. AndroidManifest.xml [Z§#89IZEF & L 1= Broadcast Receiver L. 1> Ab—JLLT=FEF
TIREDIZLASBVDTEENDETHS, 7IVE 1 @B THIET, TNLUED Broadcast #2ETESLS
[2#%, 1 AM—)L#IZ Broadcast Z{EZ M) H—(CL TUEBEFREIS B S LT TELLE o1=, 1=7L Broadcast
MDE{EMIT Intent IZ Intent.FLAG_INCLUDE_STOPPED_PACKAGES #i%F L TBroadcast i E{ELI=B&IL. —
ELEFHLTLVEGWLTITYTHoTHIM Broadcast 22ETHEMNTES,

4.2.3.3. BELCUID #&E>77)hoiE{EENT= Broadcast I%. JEZ BH Broadcast Receiver THZ{ETES

BEHOT7TVIZEL UID =82 TES, ZOBE. =% IEAB Broadcast Receiver THoTH. RIL
UID @7 ) hisiE{EE = Broadcast [EZ{ELTLES,

LLIhiEeFa )T LRBEEGAHI LGN, RCUIDZHF D77V IX APKEERL T AMBERN—HTHIL
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MREESN THY. JE2ABH Broadcast Receiver WZIETHDIEB# 7T HhSEIESNT- Broadcast ICRESH

H2HHThHb,

4.2.3.4. Broadcast MIELELFD

1%#1{£9 % Broadcast [& Ordered N Z5 THLA, Sticky M ES TR DA EHEIZKY 4 FEFED Broadcast
MEFEHET S, Broadcast ZERAAYYRIZIEL T, 12159 5 Broadcast DIEFEMNRFES,

Broadcast (DiE%E EERAAYYE Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

ZNZFhD Broadcast DIFHIIRDESYTHS,

Broadcast MFE%E

Broadcast MFEFEZ L D4FH

Normal Broadcast

Normal Broadcast [F:%{5 - Z{E I BEZIR #1284 Broadcast Receiver
[CEE SN TEIMT %, Ordered Broadcast &2, #31D Broadcast
Receiver M'@E BFIZ Broadcast #ZET DL HHBTHL . HFED
Permission ## D7 71) M Broadcast Receiver f=[F1Z Broadcast 2§
H5IEELTED,

Ordered Broadcast

Ordered Broadcast IEX{EFICZIER AET IR A& T dH % Broadcast
Receiver M—DF DJEHIZ Broadcast #ZETHEMNEFEHTHS. &Y
priority {EAYKE LY Broadcast Receiver MEIZRIET D, TRTD
Broadcast Receiver [ZEZESET I 5HH . &H D Broadcast Receiver A%
abortBroadcast)ZMEU H L5 & (2. Broadcast IFEHT B, HED
Permission #F|FE S L1=7 71 ® Broadcast Receiver =171 Broadcast
EZESEDHELTED, £ Ordered Broadcast TIEZEE T A
Broadcast Receiver Mo DR IEHREZ(TES_ELTE S, SMS Z{E@AN
Broadcast(SMS_RECEIVED) & Ordered Broadcast DX EKFITH S,

Sticky Broadcast

Sticky Broadcast (& {ERFICZ{ERTREAUIKREICH D Broadcast Receiver
CEHEINEZRBICEBRIDAZEFIHKORTLAICERYKGIT., &IC
registerReceiver()ZMEUH L=7FUA Sticky Broadcast Z{EF5H¢&
MTERIENEF M TH S, Sticky Broadcast [Lfthd Broadcast EEHYH
FRIER T AT LD T, Sticky Broadcast A AREIZH->1=&=(2, BF
RHIIZ removeStickyBroadcast()ZFEUNHE L T Sticky Broadcast ZjHiS
HELENH D, D Broadcast L&Y $FED Permission HF D7 71)
@ Broadcast Receiver fZ(F1Z Broadcast 2 {ESE 52 EILTERLY, /\y
51)— 4k B2 F @40 Broadcast (ACTION_BATTERY_CHANGED) % Sticky
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Broadcast DX EHFITHD,

Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast M4 M4 %#5-7- Broadcast
T&H 5, Sticky Broadcast LE#k. HED Permission F 277D
Broadcast Receiver f21F(Z Broadcast ZZ{ESE A &IXTEALY,

Broadcast MIHEMIGIRA BV AT, ERZFSIZHICERBIETEETRIZES,

Broadcast D4FHAIGIRDFLY Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast

Z{E T AE7: Broadcast Receiver &

Permission [Z&kY#IRT S © © } }
Broadcast Receiver m > DAL

REWET S - © - ©

JlE & IZ Broadcast Receiver [Z

Broadcast ZEEH 5 - © - ©
BRICIEESN TLVS Broadcast &

BISBIETS - - © ©

4.2.3.5. Broadcast F#{ELT-1EEHAM LogCat [CHAIZNBIGEELNHD

Broadcast MEZEIXEARMIZ LogCat [CHAZNAL, LML, ZIEBID Permission RRICKDIT—H, %
{E81D Permission R RIZKDITS—NDKEIZ LogCat ITT5—RY M AN S, T5—O4 2L Broadcast TiE
1E9 % Intent FRILEENDD T, TS5—FKARFZ(X Broadcast EET DB AL LogCat [CRRINBIEITEER
LTIELLY,

RIEBID Permission RERDIS—

W/ActivityManager (266) : Permission Denial: broadcasting Intent { act=org. jssec.android. broadcastreceiver.creating
.action. MY_ACTION } from org. jssec. android. broadcast. sending (pid=4685, uid=10058) requires org. jssec. android. per
mission. MY_PERMISSION due to receiver org. jssec.android. broadcastreceiver. creating/org. jssec. android. broadcastrec
eiver.creating. CreatingType3Receiver

Z{ERID Permission RERDOI S —

W/ActivityManager (275) : Permission Denial: receiving Intent { act=org. jssec. android. broadcastreceiver. creating. ac
tion.MY_ACTION } to org. jssec.android. broadcastreceiver. creating requires org. jssec. android. permission. MY_PERMISS
ION due to sender org. jssec. android. broadcast. sending (uid 10158)
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I 4.3. Content Provider Z4£%-FIB9 5

ContentResolver & SQLiteDatabase M A > 2 —2J7x— XML TS F- & . Content Provider [&
SQLiteDatabase LZZICBERAH I LERELNSND LN Z LY, LALERRIZIX Content Provider (X7 7URT
—BHREDAUE—TI—RERET ST T, TE2REFORRXE—UBOLLNWIEITEENBLES, ERT S
Content Provider RETT—42MDRF(C SQLiteDatabase #{#52 &3 TESL. XML 774 L E DRI DIRER
KEFEITELITED BB CCTRNT BT I a—FRIZET—2E2RHFETHNEEZEFLRLO T, BREITHLT
BN HIE,

4.3.1. YT )La—Fk

Content Provider REDKSIZFIASINBMZE>T, Content Provider A2 51 R 0EY L HEHFERANE
5%, ROFIFEIO—IZ&>TERT S Content Provider WE DAL T THIMEHIETES,

FE LD
TVIZFAZERD S

v Y

Private Public Exclusive Proprietary Temporary

) ) N—bF—RE B RE —BFEF Al

/N C P d /N N . .
3R 23BAContent Provider “ABfContent Provider Content Provider Content Provider Content Provider
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4.3.1.1. 3E/4AE Content Provider 245 -FIFAT 5%

JE/ABH Content Provider (&, R—77J R THIAEHNS Content Provider THY. 28R EHEDE L
Content Provider T#% 5, 1=1=L. Content Provider MIEABIERE (X Android 2.2 (API Level 8) LIAI Tl
BELIEWCEITEENREL,

LIF. JE22BA Content Provider DR EHIETRT,

R4 (Content Provider #4E3) :

1. Android 2.2 (API Level 8) LARITILIEZ2 B Content Provider 3% LGL (TEZLY)
2. exported="false"IZ&Y ., BARMIZIEARIERTE TS

3. R—T7FUANLDIITARTH>TH. \TA—FDREMEHRTD

4. FRAXTIVER—FTITHIMNS, B T4TRIERERELTEL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. privateprovider”
android:versionGode="1"
android:versionName="1.0" >

{I— Y 7R4 > bk 1% Android 2.2 (API Level 8) LIBITIXIEZBH Content Provider ZF&ZEL ALY (TELLY) —
<{uses—sdk android:minSdkVersion="9" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— Y 7RA4 > b 2% exported="false”(Z&k Y. BARMIIZIELREZRET S —
<{provider
android:name="_PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />
<{/application>
</manifest>

PrivateProvider.java
package org. jssec. android. provider. privateprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
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import android. database. Cursor;
import android. database. MatrixCursor;
import android. net.Uri;

public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. privateprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEEZEZRTHIZLTLNS=8H, query A Yy FTiRY Cursor ZEAICEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true.

}

@0verride
public String getType(Uri uri) {

/] )k RA L3Ik A—F FTUANLDYIIRARTH2>TEH, NFA—2DLEEEHRET S

// T TlEuri AEEDEHFEANTH S Z &%, UriMatchertimatch() & switch case THEZEL TV,
/] T3.2 AAT—2DREUEHERT 5] 258K,

/] *kRAD bk FIART TVIER—T7 TV THEINS, oo T4 THEHRERELTEL

// 1=12L getType D#ERP LU T 1 THEREZF DO LIEHFEY ALY,
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switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *RA b3k B—FTVALLDIV I IR RTHLTH, INTA—FDRLMEEHERT S
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEUEHET 51 #58,
/] *RA2 Ak FRATT TVIER—F7TITHEIND., BT 1 THFEHRZRELTEW
// query DERNE UL T 4 THERZEONESMIT TIRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kA k3K RI—F7TVANLD) I ITRARTHLTH, INSTA—SDLLMEERET S
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEEL TULV5,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWT—20ORLEMEHET 51 #58,
/] *kRA 2 b dk FATT TVER—T7 TV THEME, £ T4 THRERERELTKL
// Insert #ER. BBEIND DN T4 THRERERONESIMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(”“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {
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/] ARAU 3Kk A—FTIVANLDY I IRXACTHL2TEH, NS A—2DREHEZHERT S
// TTTlEuri MEEDEBANTHSZ &%, UriMatcherffmatch () & switch case THERL T3S,
/] TDMDINT A—FDRERIEH O TIVIZDEEE, 13.2 ANT—20RLMEHET 5] &58,
/] kIRA Ak FIRATT TVIFR—F TV THEINL, oo T 4 THEREFRELTEN
// Update ShizLa— FENEU T4 THBEKREFONE S MIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA b3k B—FTVALLDIV I IR NTHLTH, INTA—2DRLMEEHRET S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] *kRA2 b4k FRATT TVIEER—F7TITHEINDL., BT 1 THFEHRZRELTEW
// Delete Snfz=La—FHENEU T4 THEEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iR3

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}

(<. FE22BH Content Provider 2R3 % Activity DHIZTRT,
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R4 ~(Content Provider ZF|fH7 3):
5. B—7F7VA~AD)IIRTCHEII D, B TAITHIEREVIIAMIEDHTELL
6. R—7TVRILDBERERTHOTH. FET—HNRLUEHRTS

PrivateUserActivity.java
package org. jssec. android. provider. privateprovider;

import android. app. Activity;
import android. database. Cursor;
import android. net.Uri;

import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) {
logLine (" [Query]™) ;

// *kRA2 b5k A—F7TUVAANDY I IR LTHIND, oo T4 THEREZYIIRAMIEHTEL
Cursor cursor = null;
try |
cursor = getContentResolver (). query(
PrivateProvider. Download. CONTENT_URI, null, null, null, null);

/] kR4 b6k B—F7TUALSDHERERTH>TH, ZET2DREMEHRT D
/] B TINZDEBNE, 13.2 AWT—E20OREMEHRT 51 #58,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logLine ("[Insert]”);

/] )k RAU L5k A= FTURAANDY I IR LTHINL, £ T4 THERZVIIRAMIEDTEL
Uri uri = getContentResolver (). insert (PrivateProvider. Download. CONTENT_URI, null);

/] *kRAD bk R—7TVANMLDHERBEHRTH->TH., ZIET—FDREMEHDRT S
/] B TIVZDEEE, [3.2 ANWT—20RELM2HET D] 238,
logLine(” wuri:” + uri);

}

public void onUpdateClick (View view) {

logLine (" [Updatel”) ;
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/] *XRA b5k R—F7TURAANDY I IR LTHIND, oo T4 THEREZEYIIRAMIEHTEL
int count = getContentResolver (). update (PrivateProvider. Download. CONTENT_URI, null, null, null);

/] *RA2 b6k R—F7 VAN DERERTH->TH. RET—HDREMEHERT D
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine(String. format (" %s records updated”, count)):;

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

/] *XRA2 b5k R—F7TURAANDY I IR LTHIND, oo T4 THEREZEY I IR MIEHTEW
int count = getContentResolver (). delete(
PrivateProvider. Download. CONTENT_URI, null, null);

/] *RA b6k A—F7 VAN DHERFERTH>TH. RET—HIDREMEHERT D
/] BUTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.3.1.2. /23 Content Provider 245 I35

22Bf Content Provider (&, FYFEZHD 7TV ICHI RSN D EEBELT- Content Provider TH 5, V517>
FERELLZNIEIZEKY., RILIzT7Hh5 selectQICE>TREBFLTWST—42ZFIREMSNI=Y, update()IZ&L>T
T—REEZTHMA LMY, insert()/delete()IZ&>THD T —ADHEARLT —ADHIBREVNST-HEBEZ(+1YL T
REASNBEILITEENRBEL,

F1=. Android OS BEEE TIXHZWLIEBERK D22 Content Provider 2F|B 3 51546 . ZD AR Content
Provider IZEEYBEELIZRILIITICUIIAMGA—RZZEINDIIEDHDH L. BLU . HBHRT %%
(TERAZENH D EITEFENBETH S, Android OS BEED Contacts +> MediaStore F+236] Content
Provider T#HAH'. Tz T7IEZFN5 Content Provider [CRRYFFEL TELLY,

LA . 22F8 Content Provider M EZEHIETRT .
R4 ~(Content Provider Z4£3):

1. VIOTRMNSGA—EADREMTHRT D
2. EUUTATRERERELTIIESRE

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. publicprovider”
android:versionCode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{provider
android:name=".PublicProvider”
android:authorities="org. jssec. android. provider. publicprovider” />
<{/application>
</manifest>

PublicProvider.java
package org. jssec. android. provider. publicprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class PublicProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
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public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEEEZEZRIHIZL TS, query * Vv KTRY Cursor ZERIIZEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, “dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}
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@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KIRA b1k UOIRMNSGA—ZDREMEHRTS
// TTTlRuri MEEDEBEANTHSDZ &%, UriMatcherttmatch () & switch case THEEL TLVS,
/] TDMDINT A—FDRERIEH O TIIZDEEE, 13.2 ANT—20RLMEHET 5] &38R,
/] kRAD 2k BT TIEREREL TEAES AL
// query DIERNE UL T 4 THEREZEHEONESHIT TURE
/] VOIRMTRDT7 TINRIILD 7 THAAEEENH D,
// RV FICHBINTHHEO L WMERTHNIETHERLE L TGRLTH &KLY,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KIRA Tk UOIRNTGA—EDEEMEHERT S
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULVD,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] *BRAU 2% £ OTF 0 THERZRZEL TIEAES AL
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
/] VO ITRMTOT TUNTILI 7 THHAREELH D,
/] RV FICHBENTHIHBOLRWVMERTHNISHERELTRLTEH KL,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] kIRA U b1k UIGZTAMNSA—E2NREMEZHRT S

// TTTIEuri AEEDEHERNTH S Z &%, UriMatchertimatch() & switch case TREEL T3,
/] TDHDINT A —Z DFERIETF O TIVIZOEEE, [3.2 AWT—2DRLEUEHERT 51 238,
/] KRA 2%k £ T 4 THIFEREREL TEHAS L

// Update ShizLa—FEHS LU T4 THEKREZFONESINET TV RE

/] VOTRA DT TIUNIILO 7 THEHAEEMEND S,

/) RILITFICHEBEINTHREN LR WVERTHNLIEHRE L TRLTE &KLY,
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switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] KIRA b1k DOIRMNSGA—FDEEMEEHERT S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHRET 51 #58,
/] *RAU 2% £ T THERZRZEL TIEAES AL
// Delete Snfz=La—FHENEU T4 THEKREFONESIMIT T RE,
/] VOIRMTRDTZ TINIILOD 7 THAEEEENH D,
/] RV FICHBEINTHIRBOLRWMVMERTHNISHERELTRLTEHE KL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iR3

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}

(2. 2B Content Provider #F| Y % Activity DHIERT,

R4 ~(Content Provider 2§73 3):
3. UV TAIREREVIIAMIED TIEESREL
4, HERTFTADLEMEREDRITS

PublicUserActivity.java
package org. jssec. android. provider. publicuser;
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import android. app. Activity;

import android. content. ContentValues;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {

// FB%®D Content Provider 153R
private static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

public void onQueryClick (View view) {
logLine (" [Query]™) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] kRA 3k LT THREREV VIR MIEDTIEAES AL
/] VOIRMEDTZ TINIILD 7 THHEEEENH D,
/[ RV TICRBENTHEEDOGEWVERTHNIEV I IR FMIEHTH KLY,
Cursor cursor = null;
try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] hRA Uk bk ERT—IAOREMEREDRT S
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}

}
finally {
if (cursor != null) cursor.close();

}
}

public void onlnsertClick (View view) {
logLine ("[Insert]”);
if (!providerExists(Address. CONTENT_URI)) {

logLine(” Content Provider AFRTE") ;
return;

}
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/] *RAU 3k £oOT 4 THEREV IV IXMIEHTIEAE S

/] VOIRMEDT7 TINRIILD 7 THAAEEENH D,

/R ITICRBENTHEREDGEWVERTHNIEV I IR MMIEHTH KLY,
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] KIRA bk #BRT—IDEEEEHERT S
/] BUTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
logLine (" uri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Update]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] kRA 3k Lo T 4 THREREV VIR MIEDTIEAES AL

/] VOIRAMEDT7 TINRIILD 7 THAEEEENH D,

/) RV FICRBEINTEREOLEWVMERTHNIEV I IR MIEDTH KLY,
ContentValues values = new GContentValues();

values. put ("pref”, "RZ=E#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args) .

/] KIRA bk BERT—2DEEEEHERT S
/] U TIVNZDERE, 3.2 AWT—SDREUEHRT 5] 228,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAF#E") ;
return;

}

/] kRAU R 3Ik BT THRERE Y VIR MIEDTIEAES AL

/] VOTRLEREDT TINIILI 7 THEIAREMEND S,

/] RV FICRBINTEREOLVVERTHNILY VIR MIEDHTEH &KLY,
int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);

/] KRS b dk HERT—ADEEEEHERT S
/] B TIVIZDEEE, [3.2 ANWT—20RELM2HET D] 238,
logLine (String. format (" %s records deleted”, count));

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (pi !'= null);
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private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView) findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.3.1.3. /N\—hkF+—[R%E Content Provider /% -FIET %

IN—hF—PBRE Content Provider (. B#ED7 T IFhLFATES Content Provider TH b, /\—bF—1
2¥DT7IIVEBRTITUINEELTORTLERERB L, IS—,F—7 T ED B TR RO e £ SFAT-OIZFI S
na,

LIF ., /\—kF—BR%E Content Provider ®DZE&EHIZERT,

R4 (Content Provider Z{E3):

1. FIAT7TVOHAENRITAMJRNMIEFRIN TSI LEHERT D

2. N—bF—TFTUDLDYIIZALTHO>TH IN\TA—2DREUEHERTSD
3. N—rF—TFTVICEARLTRUMERICRYRZEL TR

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. exclusiveprovider”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{provider
android:name=".ExclusiveProvider”
android:authorities="org. jssec. android. provider. exclusiveprovider” />
<{/application>
<{/manifest>

ExclusiveProvider.java
package org. jssec. android. provider. exclusiveprovider;

import java.util.List;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. ActivityManager;
import android. app. ActivityManager. RunningAppProcessInfo;
import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

import android. os. Binder;
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public class ExclusiveProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. exclusiveprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEEZEZRTHIZL TS, query A Yy FTiRY Cursor ZEATCEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });
}

/] *RA2 b1k FATT TDEAENKRTA YR FZBHFINATWSE I EEZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18— kF+—7F 1) org. jssec.android. provider. exclusiveuser MEEBHZE/\v S 1 EZE &R
sWhitelists. add (“org. jssec. android. provider. exclusiveuser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M ”partner key”MEFBAZE/\v > a (&
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// ULTFRERRICHD/S— b F—T7 T 58k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
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return sWhitelists. test (context, pkgname) ;
}
/] RBTT TRy r—SZEMEG
private String getCallingPackage (Context context) {
String pkgname = null;
ActivityManager am = (ActivityManager)context. getSystemService (Context. ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am. getRunningAppProcesses () ;
int callingPid = Binder. getCallingPid();
if (procList !=null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc. pkgList[proc. pkglList. length - 1];
break;

}
}
return pkgname;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *kRA Db 1% FRATT TUDIAERRTA FJRMIBHEINTWS I L 2HET D
it (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRAFT7 TV IF/8— b F—F7 T TlEAEL, 7);
}

/] KIRA b 2% IR"—bF—TFTTIUDLLDIYIIAMTHLOTH., NSA—ADREHUEHERT D
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEFEL TV,
/] T3.2 AAT—2DREUEHERT D] 258K,
// *iRA b3k IR—bF—TFTYICEHRLTEUMERICIBYIRZEL TEL LY
// auery DFERM/S— b F—F FVIZERL TEVERNE SHET TYRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;
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case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] *iRA b1k FATT T)DERENERTA YR MIBRISN TSI LEHRT S
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIBT 7 T IE/A— kF—F T TlEEL, 7);
}

/] *RA 2k R—bF—=TFTIUNLDYIIRRTHHTH, NSA—EDREUEHEDRTS
// T TlEuri MEEDEREATHSZ &%, UriMatchertmatch () & switch case THEFEL TWL 5,
/] T3.2 AAT—2DNEELEHERT 5] 3,
/] KIRA b3k NR—bF—F7 TYICEARLTEWERICBYRZEL TEL
// Insert $ER, BEINB DW=+ F—7 TVIZEHRLTEVVERMESMMEIT TUKRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA b1k FRATT7 TYDMRENRTA PR MIBFRINTWSZ L 2HET 5
it (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV /38— b F—F7 T TIEEL, 7);
}

/] KIRA Vb 2% IR"—bF—TFTUDLDYIIAMTHOTH. NSA—ADREUEHERT D
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL TV,
/] T3.2 AAT—2DREUEHERT D] 258K,
/] KRA Uk 3k NR—rF—FTYIZEHRLTEVMERICEEYERZELTE L
// Update ShizLa—FENE T4 TREREFONESIMIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Eht-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;
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default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] kA b1k FATT T)DERENERTA LR MIBRISN TSI LEHRT S
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIBT 7 T IE/A— kF—F T TlEEL, 7);
}

/] RIRA DR 2k IS—bF—TFTUDNLDYHI IR FTHLOTH, INSTA—EZDREUZHEET S
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] T3.2 AAT—2DNEENEHRT 5] 3,
/] *RA R 3k IR— b F—F TYIZEARLTEVMERICEY RZELTEL
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}

RIZ, N\—kF—PBRE Content Provider ZF|A$ % Activity DHIZETRT,

R4 (Content Provider ZFIA$3%):

4. FIAKE/N—rF—BRE Content Provider 77 DFEBAEMNHRTA M RMIEFIN TSI LEHERT D
5. /3—hF—BR%E Content Provider 7 7YICBRL TKULMERIZIRY VTRMIEHTELY

6. /\—hF—PBR3E Content Provider 77UMWSDHERTH>TH. BRT—IDREMEZHERTS

ExclusiveUserActivity.java
package org. jssec. android. provider. exclusiveuser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. ProviderInfo;

128 All rights reserved © Japan Smartphone Security Association. Content Provider k% -FIFI9 %



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

import android. database. Cursor;
import android. net.Uri;

import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class ExclusiveUserActivity extends Activity {

// FB%®D Content Provider 153R
private static final String AUTHORITY = “org. jssec. android. provider. exclusiveprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH) ;
}

// kR4 b 4k FIRKE/SN— bF—FRTE Content Provider 7 1) MEIBAZEA R T A YR FZEBFBIN TSI LEHE
IS,
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// 13— +k+—FR%E Content Provider 7 1) org. jssec.android. provider. exclusiveprovider MEFEAE/\v < 1 {E
sWhitelists. add ("org. jssec. android. provider. exclusiveprovider”, isdebug ?

// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E

“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :

// keystore M ”my company key”MIEBAZE/\v > a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E8B8B D7B3A7C2 42E142CA”) ;

// LULTRIFIZfhd/8— b F+—FRE Content Provider 7 71) &%, ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;
}
// uri % AUTHORITY &9 % Content Provider @/\v &5 — T4 S
private String providerPkgname (Uri uri) {
String pkgnhame = null;
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority(), 0);
if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (" [Queryl™);

// kA bk 4% FIEEL/SA— F—FRFE Content Provider 7 7Y DEFBAEMNKR T A YR FMZBHFIAhTWSI E
*HERT D
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" FIMA% Content Provider 7 FJIEFRTA FYR RZEEFSA TV, 7);
return;

}

// kA 2 b 5% /8— b+ —R5E Content Provider 7 7Y IZBRL CKULMERICEBY VI TR MZEDHTE W
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);
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EXS)

}

}

/] *kRA4 b 6% /83— FF+—FRE Content Provider 7 7UMNSDIERETH-TH. BETFT—2DLEH MR

/] HUTINZDERE, 13.2 AT —2DREUEHRT 51 58,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}

}
finally {
if (cursor !=null) cursor.close();

}

public void onlnsertClick (View view) {

logLine (“[Insert]”);

// *RA 2k bk FIFAK/N— kF—[RFE Content Provider 7 7! MEIBAEAKRTA PR MZEFIhTWEI &

RIS

it (IcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FUIEARTA FR RZEBEFISNA TV, 7).
return;

}

// *RA > b 5k /38— b F—FRE Content Provider 7 7Y IZBITR L TEULMERICEBY VI IR MZEHTELLY
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 b 6% /18— kF—FRE Content Provider 7 7ML DIERTH-TH. BET—2DLXEMZHERTS
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 228,

logLine(” wuri:” + uri);

public void onUpdateClick (View view) {

logLine (" [Update]”) ;

// *RA 2k 4% FIFE%/N\— +F+—FRE Content Provider 7 7Y MEFBAEMNFRTA FYR MZEBIhTWNEI &

RIS

if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" FIMA% Content Provider 7 FJIEFRTA FYR RZEEFSA TV, )
return;

}

// *iRA 2k 5k /X— b F—RE Content Provider 7 FUIZHIR L TLULMERICERY UV TX MZEDHTEW
ContentValues values = new ContentValues () ;

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { “4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// kR4 2 bk 6%k /83— kF—R5E Content Provider 7 7ML DERTH->TH., BRT—2DLEM%2HRETS
/] O TINZDEBE, 13.2 AWDT—2DREUEMHRT S &SR,
logLine (String. format (" %s records updated”, count));
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}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

// kR4 2k bk FIA%/S— b+ —BRE Content Provider 7 71 MEIBAZEMN KT A PR MIBHREIATWSZ &
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" FIF% Content Provider 7 7Y (FART A4 R R MMIEBESIATLAEL, 7);
return;

}

/] *RA4 k5% /83— F+—FR5E Content Provider 7 7UIZBITR L TEULMERICEEY VI TR FZEHTEL
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kR4 k6% /18— kF—FRE Content Provider 7 7ML DIERTH-TH. BET—2DLREMZHERTS
/] BUTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 (% 32 /841
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAll (“[0-9A-F]+", “”). length() '= 0) return false; // 0-9A-F LIS\ DXEMH S

mWhitelists. put (pkgname, sha256) ;
return true;

All rights reserved © Japan Smartphone Security Association. Content Provider Z{E5-F|HT 5 131



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIET HERED/NY L 1EFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NyY L 1{ELIEBRD/NY L 1{EZLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length !'= 1) return null; // EHERAITEDHEL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
]
]

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
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hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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4.3.1.4. B#%tBRE Content Provider Z{£%-FIFA3 5%

B #tBR5E Content Provider (&, B#t SN DT T MSFIHEENDZEEEZ1ET S Content Provider THd, EH
DEH/ETT)TORATLEERL. B 77 RSB OCBEEESTA=0IZFIBSh S,

LI . B#tBR%E Content Provider D E&EHIZTRT,

R4 (Content Provider #4E3):

1. ¥ BES Signature Permission ZE&3 %

2. Content Provider EZIZT. J#E ¥ Signature Permission #EREE T 5
3. JhEEZ Signature Permission NE#7TIIZKYERIN TSI LERERTD
4. BH7IIMLDVITIRNTCHOTH, INTA—EDREHMEHEDRT S

5. MART7IVEBERTIITHED L., T4 HERERZELTKL

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. proprietaryprovider”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. provider. proprietaryprovider. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

— %A > b 2% HBEFZ Signature Permission 2EREET S —
<{provider
android:name=". ProprietaryProvider”
android:authorities="org. jssec. android. provider. proprietaryprovider”
android:permission="org. jssec. android. provider. proprietaryprovider. MY_PERMISSION” />
<{/application>
</manifest>

ProprietaryProvider.java
package org. jssec. android. provider. proprietaryprovider;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
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import android. database. Cursor;
import android. database. MatrixCursor;
import android. net.Uri;

public class ProprietaryProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. proprietaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEEZEZRTHIZLTLNS=8H, query A Yy FTiRY Cursor ZEAICEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[]l { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

// B#td Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. proprietaryprovider. MY_PERMISSION”;

// BHOFERED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBRE/\Nv 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255";
} else {
// keystore M®”my company key”MEFBAZE/\vw < 1 {l
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
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}
return sMyCertHash;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

// *BRA 2k 3k HMEFTE Signature Permission NEHRH T TVICKYEEEINTWR I L #HRT S
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JhEE = Signature Permission AE# 7 TUIZK YEZINTULVEL, 7);
}

/] kRS bk BRTZTIUNLDIYIIRMTHLTH, INSA—FDREMEHERT S
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULVD,
/] T3.2 AAT—RDNRENEZHRT 5] 3,
/] *kRA2 b5k FATT7 TVIEEHT TITHEIND., BT 1 THFEHRZRELTEW
// query DFERMN/IN— rF—F TVIZBHTR L TEULMERM ESMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

// A >k 3% JMBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
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throw new SecurityException("J B % Signature Permission AE#HT7 TVIZ&KYEEINATULAL, 7);
}

/] KIRA bk BT TIUNLDV VIR MTH-TH, NSTA—FDREUEHRTS
// TTTlEuri MEEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL T3,
/] T3.2 AAT—2DREMEERT 5] =38,
/] kIRA 2 k5% FIATT7 FVFBERT TV THEIML, oo T« THERERZELTEN
// Insert $£ER, HBBEINB DW=+ F—7 TVIZEHRLTEVVERMESMIT T KRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA4 b 3k MBEFES Signature Permission AEHT7 TVIZEYEE SN TR LZ®RT D
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JH B % Signature Permission AE&ET7 TVIZKYEEIATULAL, 7);
}

/] kRA bk BRHTZTUALDV I IR NTHL2TH, INTA—2DREMZHET S
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULVD,
/] 3.2 AAT—2DReUEHDT 5] #3HE,
/] *kRA2 5k FATT7 TVIEEHT TITHEIND., BT 1 THFEHRZRELTEW
// Update ShfzLa— FENEU T4 THEKREZFEONESMET7 T KRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shtf-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

// *RA bk Ik BT Signature Permission NERT7 TVIZLKYEZESNTWE I L #HRT S
if (ISigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException ("t B3 Signature Permission AE# 7 TUIZEYESZSINTULVEL, ) ;
}
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/] kRA U Fdk BREZTIUNMSD) IR FTHLTH, RNSA—EDREUEHRTS
// TTTlEuri NMEEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL TWLS,
/] T3.2 AAT—2DRELEZHRT 5] =38,
/] kRS2 kbk FRAT7 TVIEEHRT TITHEMID., 2T THERERELTE L
// Delete Snfz=La—FHENEU T4 THEKREFONE S MIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHEL=7 TVDNRy5r—CRERMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LR
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y > 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}
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}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “”);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length !'= 1) return null; /] EHERAITEDHE L
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() :
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RIZ. B#PRE Content Provider ZF|A$ % Activity DHIZETRT .

R4 r(Content Provider #FI 7 3):

6. JHEES Signature Permission ZFIAEEJ 5

7. FBEZ Signature Permission BT IVIZKYERSIN TSI LEHERT D

8. FF% Content Provider 77 DIIBAEN BH DIIRETHHLEMHERT S

9. H#%tBRE Content Provider 7 7IZBARL TRULMEIRICRY UV TAMIEH TKL

10. B#tFR5E Content Provider 77N D#ERTH>TH. ERT—HIDREMEHET S

AndroidManifest.xml

<{?xm| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. proprietaryuser”
android:versionGode="1"
android:versionName="1.0" >

<uses—-sdk android:minSdkVersion="8" />

I— %Rq >k 6% BT Signature Permission 2F|AEET 5 —
<uses—permission
android:name="org. jssec. android. provider. proprietaryprovider. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".ProprietaryUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

ProprietaryUserActivity.java
package org. jssec. android. provider. proprietaryuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. PackageManager ;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;
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public class ProprietaryUserActivity extends Activity {

// FB%®D Content Provider 153R
private static final String AUTHORITY = “org. jssec. android. provider. proprietaryprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);

}

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. proprietaryprovider. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77CG8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// FIFA%E Content Provider M/8w i r— & MG

private static String providerPkgname (Context context, Uri uri) {
String pkghame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (uri. getAuthority ), 0);
if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (" [Queryl”) ;

// *BRA 2k 8k METE Signature Permission NEHR T TVIZKYEEEINTWR I L #HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

logline (" ¥hEEZ Signature Permission ABEHT TUIZEYERSIN TGN, 7);

return;

}

// %A 2k 9% FIRASE Content Provider 7 71 OIIBAENBHDHAETHDS Z L ZHERET D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (!PkgCert. test(this, pkgname, myCertHash(this))) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TIXALy, ) ;

return;

}

// R4 >k 10k BB Content Provider 7 7V IZBITRL TKRULVMERICERY VIV TR FZEHT KLY
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// %HA 2 b 11k BHEE Content Provider 7 TU M5 OHETH>TH, HETF— S OREMERRT S
/| U TNIZDEHE, [3.2 ANF—SOREUERET D) 25K,
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if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
}
}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

// divA 2k 8% JMEFES Signature Permission BT TUIZKYUEREINTWS I L ZHET D
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logLine (" JHETEZ Signature Permission AE#T7 TVICKYERSIN TN, );

return;

}

// kR4 > b 9% FIFS Content Provider 7 7Y DFIBAENBHDIIAZE THD L #HEET S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TIXALY, ) ;

return;

}

// R4k 10k B#EEE Content Provider 7 7Y ICBRL TLULMERICBY VIV IR MZEHTE W
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 b 11% BHRE Content Provider 77U AL DERTH-TH., BRTFT—2DLREUZHEET S
/] U TIVNZDERE, 3.2 AWHT—SDREUEHRT 5] 228,
logLine (" uri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Updatel”) ;

// KA b 8% JMBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
String correctHash = myCertHash (this) ;
if (ISigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission ABEHRT TUIZEYERSIATLEL, 7);

return;

}

// %A 2k 9% FIRASE Content Provider 7 1) OIIBAENBHDHAETHDS Z L ZHERET D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
it (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB#t7 7Y TIEXALy, ) ;

return;

}
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}

// kR4 2+ 10% BHERE Content Provider 7 7Y ICBIRL TR LMERICRY VIV T X MZEHTELL
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// kR4 b 11% BHRE Content Provider 77U AL DERTH-TH, BRT—2DREUZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine (String. format (" %s records updated”, count)):;

public void onDeleteClick (View view) {

}

logLine (“[Delete]”) ;

// divA 2k 8% JMEFES Signature Permission AE#R T TUIZKYUEREIN TSI L Z2HET D
String correctHash = myCertHash (this) ;
it (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logLine(" JHETEZ Signature Permission NE#T7 TVICKYEERSIN TN, 7);

return;

}

// kR4 > 9% FIFS Content Provider 7 7Y DFIBAENBHDIIAZE THD L #HEET S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB#t7 7Y TIXALY, ) ;

return;

}

// kR4 >k 10k B#IEE Content Provider 7 FVICBRL TR ULMERICEBY VSV TR MZEHTE WL
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kR4 b 11% BHRE Content Provider 77U AL DERTH-TH, BRTFT—2DLEUZHEET S
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
logLine(String. format (" %s records deleted”, count));

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

}

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

private void logLine(String line) {

mLogView. append (| ine) ;
mLogView. append (“¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;
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import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE IEKBEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEBRED/Ny > 2 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

4.3.1.5. —BFEFH] Content Provider 65 -FIFET %

—BEF AT Content Provider 1%, £AMIZIXIEARD Content Provider THAM ., BED T Tt L T—HRY
[ZHE URIND T I R%EEH RIS S Content Provider Th 5, B4 I757 #EE LT Intent &/ &7 F)I1T&E A+
FTHIEITEY . ZDTTI)IT—BFHET V2R ERIMFEN D KL5127>TLVS, Content Provider 177 hVEEED
MDD T TVIZT IO ERFAEE5ZDHIEHTELL, — BT IVERHFAEROTE-7TIZ Content
Provider BI7 7N R BT VL REFAIE5252LHTED,

LLF . —B5E5 7] Content Provider DE&EHIETRT,
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R4~ M(Content Provider #4£3):

1. Android 2.2 (API Level 8) LARITIE—BFEF Al Content Provider #3740
exported="false”[Z&Y) . —B¥EFAI 9 % Path LINEZIELBFERET S
grant-uri-permission [Z&Y ., —BEF a9 % Path Z¥EET 5
—BRICEFAI L7 TUDS DI I IR THOTEH NITA—FDREMEHERT D
—BERICEF AT Lz 7 TVISRIRL TRUMBEIRIZERYRZE L T

—EFIICT VX% RIS 5 URI & Intent [THEET 5
—EICEFAI 9 A7 U RIERE Intent IZIEET S
—BMIZTOEREHFRT 57 TUICHRM Intent ZX{ET 5

— BRI DOERTTIVIC Intent ZRIET S

0 0 N OV kWD

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. temporaryprovider”
android:versionGode="1"
android:versionName="1.0" >

{I— %7RA4 > b 1% Android 2.2 (API Level 8) LIBITIL—FsEFa] Content Provider 3% L ALY (HR) —>
<uses-sdk android:minSdkVersion="9" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
android:name=". TemporaryActiveGrantActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER" />
<{/intent-filter>

{/activity>

{1-— —mFE57] Content Provider —>

= HRA > bk 2% exported="false”IZ&k VY. —BEFal 9 5 Path LINZIELRHBRET 5 —
<{provider

android:name=". TemporaryProvider”
android:authorities="org. jssec. android. provider. temporaryprovider”
android:exported="false” >

{I— R4 > bk 3% grant-uri-permission [Tk Y. —BEFA[ 3 5 Path 2 EFET 5 —
{grant-uri-permission android:path="/addresses” />

<{/provider>

Cactivity
android:name=". TemporaryPassiveGrantActivity”
android: labe|="@str ing/app_name”
android:exported="true” />
<{/application>
<{/manifest>
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TemporaryProvider.java
package org. jssec. android. provider. temporaryprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = “org. jssec. android. provider. temporaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 54 22 —TJ 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DBZERETICEATEEZRTHIZL TS 8, query * Vv FTIRY Cursor #ER/IEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, “dtiB8E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { "_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true.

}

@0verride
public String getType(Uri uri) {
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switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *RAU Ak —ENIZHFALE7TUNLDY I IR LTH>TH, NFTA—FDREEEHERT D
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEUEHET 51 #58,
/] hiRA b bhk —EMICHEALE7 TVICERLTEVMERICBYRZELTE L
// query DERNE UL T 4 THERZEONESMIT TIRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kRAU Ak —BHIZHFALE7TIUNLDYIIRALTH>TH, NSA—FDREEEZHDRT S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEEL TULV,
/] TDHDINT A —Z DRERIET D TIVIZOEEE, [3.2 AWT—2DREUEHERT 51 238,
// kRA b5k —BEMICHRALE7 TUICERLTEUVMERICEBYIRZEL TE L
// Insert #ER. BBEIND DN T4 THREREFRONESIMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(”“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
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String[] selectionArgs) {

/] *RAD Ak —ENIZHEALE7TUDLLDY I IR NTH>TH, NFTA—FDREEEHERT D
// TTTlEuri NMEEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL T3S,
/] TDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 ANT—20RLMEHET 5] &38R,
/] *RA 2k bhk —EMICHFATLE7 TVICHARLTEVMERICEYRZELTEL L
// Update ShizLa— FENEU T4 THBEKREFONE S MIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] KRAU Ak —EHIZHFALE7TULLDY I IR LTH>TH, NFTA—FDREEEZHERT D
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULVD,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] KIRA b5k —BMIICHFRALEZ TVICEHERLTEWMERICBYIRZELTE L
// Delete Snfz=La—FHENEU T4 THEEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iR3

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}

TemporaryActiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. ActivityNotFoundException;
import android. content. Intent;
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import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity [CBE9 B154R
private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryuser”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryuser. TemporaryUserActivity

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. active_grant) ;

}

// Content Provider 17 7'\ AREBIRIICHD T TVICT U R E52 55 —R
public void onSendClick (View view) {
try |
Intent intent = new Intent();

/] *kRA b 6k —BHIZTIEREHEAT S WR] % Intent (TIEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] *RA Y~ Th —FHICEHFRIT 57V £ X#ER % Intent ITIRET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] *iRA Uk 8k —BMICTIERAEHATS7 TIZHTRM Intent 2#1EF 5
intent. setGlassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity (intent) ;

} catch (ActivityNotFoundException e) {
Toast. makeText (this, “User Activity AR DM 5%y, “, Toast. LENGTH_LONG). show () ;
}

TemporaryPassiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class TemporaryPassiveGrantActivity extends Activity {
@0verride
protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. passive_grant) ;

}
/] —BERIET U R XA ERHTEFT F (2 Content Provider 7 T NZBMICT I L AHFAE 52 57—

public void onGrantClick (View view) {
Intent intent = new Intent();

/] kRA 6k —BHIICT I EREHAT S UR] % Intent ITIEET S
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intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] KIRA b Th —BMICEHERT 579 2XERZE Intent IZIEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] KIRA b Ok —HEEFRIDERTT T I Intent ZRIET S
setResult (Activity. RESULT_OK, intent);
finish();

}

public void onCloseClick (View view) {
finish();
}

RIZ, —BFEFA] Content Provider #F| AT 5 Activity DHIZETRT,

R4 (Content Provider I3 3):
10. B T4 HIEREVTRAMIED TIEESAEL
1. #HRT—2DREMEHRT S

TemporaryUserActivity.java
package org. jssec. android. provider. temporaryuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. content. pm. ProviderInfo;

import android. database. Cursor;

import android.net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class TemporaryUserActivity extends Activity {

// Provider Activity (B9 B15#R

rantActivity”;
// FIR%E® Content Provider 1&#Rk

private interface Address {
public static final String PATH = “addresses”;

}
private static final int REQUEST_CODE = 1;
public void onQueryGlick (View view) |{

logLine (“[Query]™) ;

private static final String AUTHORITY = “org. jssec. android. provider. temporaryprovider”;

private static final String TARGET_PACKAGE = “org. jssec.android. provider. temporaryprovider”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryprovider. TemporaryPassiveG

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
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Cursor cursor = null;
try |
if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] *BRAU 10k £ T4 THEERZEY VIR MIEHTIEIES L

/] VOIRMEDT7 TINRIILD 7 THAAEEENH D,

/R ITICRBENTHEREDGEVERTHNIEV I IR MMIEHTH KLY,

cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] hRA U b1k #HERT—HADREMEZEHERT S
/] HUTINZDERE, 132 AT —2DREUEHRT 51 28,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}
}
} catch (SecurityException ex) {
loglLine (" #I4+:" + ex. getMessage()) ;
}
finally {
if (cursor != null) cursor.close();
}
}

/] TOT TYN—ELET I XEREEKR L. Content Provider 7 7Y NZEIMIZT7 IV ERFREH5EZH5—R
public void onGrantRequestClick (View view) {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) |
logLine ("Grant MERIZHK L E L=, ¥nTemporaryProvider M4 VX b—ILESNTWEIMNEZE LTS, ~

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (pi !'= null);

}

private TextView mLogView;

// Content Provider 17 ) ABEEIRIZC DT TVIZT U AR EZE5Z 55—
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;
}

private void logLine(String line) {
mLogView. append (line) ;

152
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mLogView. append (“¥n”) ;
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4.3.2. L—ILTvY

Content Provider OE&ERIZIZLLTDIL—ILESFBHI &,

1. Android 2.2 (API Level 8) LRI TIE7 TR TH#H#EAT S Content Provider [E{ES7ELY (WH7B)
2. 7TUVATOHERAT S Content Provider [X3EARIRTET S (WH7R)
3. UOIRMSGA—ADRLMEHRT D (WH7E)
4. FRBEE Signature Permission [, B 7 TUNERLI=CLEHERLTHAT S (7E)
5. #BRBHEEZETHEICK. REETITINSOBRBRBRISTET S (WH7E)
6. BEZZRNICRHEIDIEEICE. TOEEDHKROREKELHIFTS (WH7E)
Fr= FIARI. LTDIL—ILBFHIE,

7. Content Provider D#ERT—2DREMEHRT D (WH7E)

4.3.2.1. Android 2.2 (API Level 8) LIBITIZ7 TR THOHEAT % Content Provider [FFESELY  (AZE)

Content Provider ®IEABAERE (X Android 2.2 (APl Level 8) LIRTTlE#4gELE L RI— 7 TVATOT—4HH
D 1=7%5 Content Provider 2§43, DB G E DT — RN E~NEET VLR T HIETRATES,

4.3.2.2. 7FTIJANTHOHFEHET S Content Provider (ZFELRFRTET S (WH7E)

B—7TUVANSDAHFIFAESNSD Content Provider [FHDT7T)MST IR TEDIBEMNLELZFTHEL AR
#%1 Content Provider #8357 EREEELIELENZLY, Content Provider (ET—2#£EF T 51D
A THD1=0. TIHILETIEABRWIZG>TLES . R—7 VAN DA FIFASN S Content Provider [
BAREIICIEAREREL. IEAR Content Provider £ RETHS, Android 2.3.1 (APl Level 9) LIBETIE.
provider E3I(Z android:exported="false"&i5E 9 5 & T. Content Provider ZIEARIZTE S,

AndroidManifest.xml
{I— Y 7RA4 > b 1% Android 2.2 (API Level 8) LIBITIXIELBH Content Provider ZE&EL ALY (TELLY) —
<uses—sdk android:minSdkVersion="9" />

{I— Y 7R4 > b 2% exported="false”(Z&k Y. BARMIIZIEAREZRET S —
<{provider
android:name="_PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />

4.3.2.3. VOIRMNSGA—ADRENEEERTD (AZE)

Content Provider D24 FIZ&>TETFIARIIFELEZMN, UITAMNNTA—E%F 0BT IRRIZIF. FTFDLLMHE
FHEZLLZTNIEESE,
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Content Provider M&AYvKRId SQL XDEREFR/INTA—FFZ(TRMEEEBELI-MU 23— —RIZH-T
[TWN5E300., THEAD ETIIBEIZEEDXFIEZITETZITDHLDTHY. Content Provider BITIXEES
DINGA—=EMNEZoNBT—RAERELLEFNIEESHENEISEFELIVES,

/ABf Content Provider (T ESHDTTUNL I T ANEZITE S0, RILOTT DRE) VI AREZITE
ZEREEN$H S, JE/AE Content Provider [t T7 Y MSYHTRAMEEES (HERE- &L, LANE—7F
RO AR Activity BMbd 7T 52 (ITER 7= Intent DT —4%%IE2A B Content Provider [ZERi%E 9 5 &0V o1
F—RLEZZoNBE=0. VI IR EEHIZRETHHEEZTIELELEL, FO#d Content Provider [ZD0LY
TH, PEYVITIRINDREMEHEZ T OLENH D,

3.2 ART—HDREMEHER T DI1Z2SRT DL,

4.3.2.4. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (Wh7E)

B#77UE SR BTESH#ERE Content Provider #5154 . B E = Signature Permission [2&Y
RELLZITNIEESEL, AndroidManifest.xm| T Permission % . Permission B3R E S 21T TILRELT
+45THBH1=8. 5.2 Permission & Protection Level JDI'5.2.1.2 B EZE D Signature Permission TH#t
TTIEEET BHEIESRTBHIL,

4.3.2.5. BREFEB/ERTBEICTBEETITINCOBRERF/RITERT S (WH78)

query(Q*° insert)TIEV YT RMER T 7 TVIZFHEREHREL T Cursor % Uri HNiRESN S, FERIFRICE T
1TIERNEENDGHE . REET TN SERFRT DAREMEN B D, F1- update()+ delete()TIEEHFT-
(FHIBRENILI—FEA) VIR ERT 7 TVIHERBERELTREIND, FNITTTUVERICE>TIEHF
IFEIBRESN L O—F BB o T4 I BEREF DEENH LD TEE T NE,

4.3.2.6. BEZ-RMICRETIESICIE. TOEEDOEXRDREKELZHRETD (WH78)

Permission IZ&YRESNTOSBEREESJUHEEEZMOT7TTIICZRMICIRET HI5EICIE RIEET
TIZHLTE—® Permission #ERTHHELT. TOREKELZHBFLZFNIEESAEL, Android @
Permission X a)T/4ETILTIE RESNEEICKHTETTINLDEET I ROV TOHEREEE
15, COEBRLEDEEIZEY . FTVICHBINEENSSIHOTTIZ, RED-OIZWHEL Permission &
ERTEHELGIRMBENDAREE N DD, ZDTEIE Permission ZBERZFEL TSI EEEEMIZEMAZD T,
Permission DB REMBEEMEIEINS,5.2.3.4 Permission DB REMEIZSRBT S,

4.3.2.7. Content Provider O#ERT—2NDLELEFHERT S (WH7E)

Content Provider MAAFIZ&k>TEFIRVIIELEIN. BRT—AAFNIBTHEIZIT. FTHERET —4DLE
EEREZLLITNIRARSEL,
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FIFA % Content Provider A3/2Fd Content Provider M54 . 246 Content Provider IZEYFFEL=T LD T
NHREBHERT —2ERELTAAEEEL H D, FIFA S Content Provider A33E22FH Content Provider DG &.
B—T7TIVANSKHERT —2ERZITMBEDTYRIEVLEWND R T I BEEHICRETHIEEZATILELH
LYo ZDHD Content Provider [TDWTH, PIRIYBERT DXL EHRTILENH D,

3.2 ART—EDREMEHER T DI1ZSRI DL,
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| 4.4, Service #/£3-FIFAT 3

4.4.1. YT )La—k
Service NEDKSIZFIFAINDEMZEKH-T. Service H 22 B R OBE YN LHHFERMNEL S, ROFFEZ7O—(Z

EoTHERLT B Service REDZATTHAIDEHIBTES, 4H. 1ERT S Service DHFAT(Z&k>T Service &7
AT5RI0EELRFLIOT, FIRAOEREIZODVNTHEHLETHREAT S,

( L& )

TTINTOAFIRT S

Yes

FREZHO
TUICFIAERHS

Y \ 2 \ 4
Private Public Exclusive Proprietary
JE/NBAService ABAService IN—FF—PRE Service B#1BRE Service

Service [ZIXEHBDEEFEZLHY . FORMISERT S Service DEAAT(ZE>1=HZERIRTHEITHES, T
ROMOEELAXETHRORE A ETHY. 5 BHEICHEL, RPOOHIIERAIRELEAEHhEEZRL. £
DIFERF AL L KITREELEEDETT,

8. Service DEEHEDHFMMIZDOULITIL. [4.4.3.2 Service DEEFEIZDOVTIBLUE Service 31T DY
DTN a—R(RETHIDOMW=ED)ESBTHE,

=& 4.4.1-1
AN 3] IE B Nz N—F—R7E BH#RE
Service Service Service Service

startService & Ox O - o
IntentService & O Ox - o
local bind & o - - B

Messenger bind &! O O - Ox
AIDL bind %! O O O O

UTTIER 4.4.1-1 fOHIDBEHEDHEEFFE>TEEF ) TAEA4TD Service DY T )La—KR%ERT,
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4.4.1.1.

JE/xBH Service #1554 -FIFHT %

JENB Service [E. B—7FURNTOHAFIFAES S Service THY . LoELRLEMDEL Service TH B,

FE1-. IEAE Service ZFATBIZIX. V5 REIETET HBATRM Intent ZFZ LR

LTLESTENELY,

LI . startService @ Service ZFERAL=HIZTRT,

RAL b (Service #4E3) :

1. exported="false"IZ&kY . BARBIIZIEAREFRTET S

2. R—=T7FTUHMHD Intent THHTH, 215 Intent DREMEHEET S
3. #BRERIBE.FARATTIVER—TTITHEIM L., T4 REREZRELTKL

S>THEBTZ TIZ Intent Zi%4

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. privateservice”
android:versionGode="1"
android:versionName="1.0" >

<uses—-sdk android:minSdkVersion="8" />

<application

android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I— JE/ABH Service —>
{I— %A >k 1% exported="false”[Z&k Y. BARMICEABSBREST S —
<{service android:name=".PrivateStartService” android:exported="false”/>

<{I— IntentService Z#t& L /= Service —>

<I-—— JE/AFEA Service —>

{I— Y 7R4 > b 1% exported="false”[Z&k Y. BARMIIZIELFRHEZRET S —
<{service android:name=".PrivatelntentService” android:exported="false”/>

<{/application>

<{/manifest>

package

PrivateStartService.java

org. jssec. android. service. privateservice;

import android. app. Service;
import android. content. Intent;
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import android. os. IBinder;
import android.widget. Toast;

public class PrivateStartService extends Service{
// Service HNEEEIT S & EIZT1REHFIFUH SIS
@0verride
public void onCreate() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;
}

// startService ) AFEIEN A (TIFEUHE SN S
@0verride
public int onStartCommand (Intent intent, int flags, int startld) {
/] *kRAF 2% B—7 75D Intent THoTH. Z1E Intent DR EMEHERT S
/] HUTINZDERE, 3.2 AT —2DREUEHRT 51 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85 A —4& [%s] #Z(+H>71=, ”, param), Toast. LENGTH_LONG). show() ;

// H—EXITBARMICERTSED
// stopSelf % stopService #EITLIELEITH—ERERTT S
// START_NOT_STICKY (&, AFEUMNDHWETKIll ShIGEICEFMNICIFERLEL
return Service. START_NOT_STICKY;
}

// Service BMET T B EZIC1RETFIFEUHESNS
@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;
}

@0verride

public IBinder onBind(Intent intent) {
/] TOH—ERIZFNAA 2 KLEW
return null;

RIZIEABH Service ZFIHT S Activity DY 2T )La—K%EFRT,

RAL 2k (Service ZFIATB):

4. R—77)MA Service (VS RIEED AR Intent THUET

5. FAXTIIER—TIITHIME, o ToIREREXELTHELL

6. WBREZITMAEHEE. BE—7TVA Activity Do DHERERTHO>TH. RETIDREMEHRTD

PrivateUserActivity.java
package org. jssec. android. service. privateservice;

import org. jssec. android. service. privateservice.R;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
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public class PrivateUserActivity extends Activity {
private Context mContext;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. privateservice_activity);

mContext = this;
}

// H—E ZEth
public void onStartServiceClick (View v) {
// kRA b dk B—TF FTYRAService [F4 5 RAIEEDBHERMN Intent THEUHT
Intent intent = new Intent (mContext, PrivateStartService.class);

/] *kRA b5k FAETTIVER—TF7TITHSIHL., Eo T4 THEREZELTEH LWL
intent. putExtra ("PARAN”, "t T 4 THIFR") ;

startService (intent) ;

}

/] $—EREBEILERE Y
public void onStopServiceClick (View v) {
doStopService() ;

1
// IntentService BHtEARA >

public void onlntentServiceClick (View v) {
/] *RA Uk dk B—F TR Service (4 5 XIEFDFHRE Intent THEUHET
Intent intent = new Intent (mContext, PrivatelntentService.class);

/] *kRA b5k FAETTIVER—TF7TITHS DL, EooT 1 THEREZEELTEH LWL
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startService (intent) ;

}

@0verride

public void onStop () {
super. onStop () ;
/] H—ERMETLTLWEMGEIEKRTT S
doStopService() ;

}

/] Y—EREEILT S

private void doStopService() {
// kA k4% B—T7 FYHAService [F4 5 RAIEEDBEFRMN Intent THEUVHT
Intent intent = new Intent (mContext, PrivateStartService.class);
stopService (intent) ;
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4.4.1.2. 2B Service Z4£5-FIFT 5

2ABA Service X ABFEZSHOTITIIZHRASINBIEEFEELT- Service THD, WL T7NEEL-ER
(Intent HE)EZETAELHAEITEENDLETH S,

F1=. 200 Service ZFIATBIZIE. ZIETBEH (Intent LE) NTILITTICREINBIENH L LITETEMN
WHETHS,

LLF. IntentService B Service ZEALI=HIZRT,
RALk (Service £4E3) :

1. R{E Intent DR EMZHET S
2. #WRERIBE. LUIUTAILRBHREEDLE

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicservice”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

I— JBLIFLEMLL Service —>
I— NET B15EI1E. exported=true 29 % ——>
<{service android:name=".PublicStartService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. startservice” />
<{/intent-filter>
<{/service>

<{I— IntentService Z#t& L /= Service —>
I— NET B15EI1E. exported=true 29 % ——>
<{service android:name=".PubliclntentService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publ icservice. action. intentservice” />
<{/intent-filter>
<{/service>

<{/application>

<{/manifest>

PublicintentService.java
package org. jssec. android. service. publicservice;

import android. app. IntentService;
import android. content. Intent;
import android.widget. Toast;
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public class PublicIntentService extends IntentService{

/%%
* IntentService A L-IGE. SINELODIVA SV 2 2RTHET %,
* INHNEWNMEES., T5—I2H 5,
*/
public PublicIntentService() {
super (“CreatingTypeBService”) ;
}

// Service HNEEEIT S & EIZ1REHFIFUH SIS
@0verride
public void onCreate() {

super. onCreate () ;

Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;
}

// Service TITLWLMLEZZ DAYy FIZE®RT S
@0verride
protected void onHandlelntent (Intent intent) {
/] *RA Uk 1k 2 Intent DEEMEEHERT S
// B Activity THA=OFRBRTT7 TUATILI 7 THAHARENENDH S,
/] U TINZDERE, 3.2 AT —SDREMEHRT 5] 228,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85 A —4% [%s] #Z(+Hl>71=, ”, param), Toast.LENGTH_LONG). show( ;

// Service MR T I B L EIT1EETFUEEINDS
@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;
}

RIZZAEA Service ZF|AT S Activity DY T )La—FERT,

w1 (Service ZRIETB):
3. EUVTATRIEREREL TGS
4., BREZTRABE.BRET—ADRLMEHERTS

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publ icserviceuser”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
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android: labe|="@string/app_name”>
activity
android:name=". PublicUserActivity”
android: labe|="@str ing/app_name”>
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>

<{/application>

</manifest>

PublicUserActivity.java
package org. jssec. android. service. publicserviceuser;

import org. jssec. android. service. publicserviceuser.R;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicUserActivity extends Activity {

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

}

// H—E ZEth
public void onStartServiceClick (View v) {
Intent intent = new Intent (“org. jssec.android. service. publicservice. action. startservice”) ;

/] *RA Rk BT THFREFZELTEHALSLZND
intent. putExtra ("PARAM”, "> > T 4 TTIXAELVER") ;

startService (intent) ;

}
/]| Y—EREIERE Y
public void onStopServiceClick (View v) {

doStopService() ;
}

// IntentService BHtAHR%4 >

public void onlntentServiceClick (View v) {
Intent intent = new Intent(“org. jssec. android. service. publicservice. action. intentservice”);

/] *IRA DRIk BT 4 THFREFZELTEHASLLD
intent. putExtra ("PARAM”, "t > > F 4 TTIXELMER") ;

startService (intent) ;

}
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@0verride

public void onStop () {
super. onStop () ;
/] H—EZABNRTLTWEWNEEIERTT S
doStopService() ;

}

/| Y—EREELTS
private void doStopService() {
Intent intent = new Intent (“org. jssec. android. service. publicservice. action. startservice”) ;

stopService (intent) ;
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4.4.1.3. /8—kF—[R5E Service

IN—hF—PFR5E Service X HEDTTVIEITMSFIEATES Service THB. /\—rF—EDOTF7T) BT TV
MEELTORTLEEBRHL., /A—rF—7 T DB TS B EEE T A-OIZFIAENS,

LI~ . AIDL bind #® Service ZERAL=HIZRT .

RAL2 M (Service #1E3):

1. Intent Filter (EFEZEL TGS

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. onBind(onStartCommand,onHandlelntent) TRELH LT A/ S— b F—MESIHMHIBITEAL
4. IN—hF—=TFT)HSD Intent THHTH. 215 Intent DEEHEMHERET S

5. N—rF—F7TVIZEATRLTLMERIZPRY REL TKLY

BEKRTANANMIIEET HFALETTDOEHE/ NNV LEOHER A EI5.2.1.3_ 7TIDHAED /v
BZHRI DA ERIESRI DL,

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. exclusiveservice. aidl”
android:versionCode="1"
android:versionName="1.0" >

<{uses—sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<I-—— AIDL ZFIF L 7= Service —>
{I— Y 7RA4 > b 1% Intent Filter ZEF&L TIEHA 5L —>
{service
android:name=". ExclusiveAIDLService”
android:exported="true” />
<{/application>

<{/manifest>

SEINHITIE AIDL Z7AILE2DERLT 5, 121X, Service M5 Activity IZT—2ZET=HDIA— )L\ IA>
A—TJx—RAT, HI1DIL Activity M5 Service [TT—2FEL. BHREWMEFET HMF3—T1—ATHD. 5HE.
AIDL 274 )UIZEEiR S B/ w7 —D R, java T7AILIZEEiR S 5/ 37 —D R ERFRIZ, AIDL 77/ LEERT %
TALINIBRBIZ—HSEI2BENH S,

IExclusiveAlDLServiceCallback.aidl

package org. jssec. android. service. exclusiveservice. aidl;
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interface IExclusiveAlDLServiceCallback {

/%%
* ENEDL--BICEUHEINS
*/
void valueChanged (String info);

IExclusiveAlDLService.aidl
package org. jssec. android. service. exclusiveservice. aidl;

import org. jssec. android. service. exclusiveservice.aidl. [ExclusiveAIDLServiceCal Iback;

interface 1ExclusiveAIDLService {

/%%

* OA—JLIN\Y I EEHET D
*/

void registerCal Iback (IExclusiveAlIDLServiceCal Iback cb);
/%%

« ERERET B

x/

String getlnfo(String param);
/%%

* OA— LNV Y EfERT D
*/

void unregisterCal Iback (IExclusiveAIDLServiceCal Iback cb) ;

ExclusiveAlDLService.java
package org. jssec. android. service. exclusiveservice. aidl;

import org. jssec. android. service. exclusiveservice.aidl. I[ExclusiveAIDLService;

import org. jssec. android. service. exclusiveservice.aidl. [ExclusiveAIDLServiceCal Iback;
import org. jssec. android. shared. PkgCertWhitel ists;

import org. jssec. android. shared. Utils;

import android. app. Service;

import android. content. Context;
import android. content. Intent;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteCal IbackList;
import android. os. RemoteException;
import android.widget. Toast;

public class ExclusiveAlDLService extends Service {

private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service ™I SA T Y MNIBMT SE
private int mValue = 0;

/] KRA2 k2% FATT T DIAENRTA FYR MIEBBINTWS I L E2HRET D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;
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sWhitelists = new PkgCertWhitelists();

// IN—bF—TF F1) org. jssec.android. service. exclusiveservice. aidluser MIFBAE/ Ny > 21 {EFZEF
sWhitelists. add (“org. jssec. android. service. exclusiveservice. aidluser”, isdebug ?

// debug. keystore M ”androiddebugkey” MEEBRE /Y > 1 (&

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77G8255” :

// keystore M“partner key” MEEBAE/\v L 2 {E

“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4GOEC35A”) ;

/] UTEHIZtHDN— =T T &8k, ..
}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

[/ A=Y Y EBRTEAF Tk,

// RemoteCal IbackList DRI B AV w KIZFA LY KE—TIZH>TLV5,

private final RemoteCallbackList<IExclusiveAIDLServiceCallback> mCal Ibacks =
new RemoteCal IbackList<IExclusiveAIDLServiceCallback>();

// A—ILiINy H IR LT Service ™5 T—42 E%£IET S1=6HD Handler
private final Handler mHandler = new Handler () {
@0verride public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
// BEIZERBT S
// beginBroadcast () [%. getBroadcastitem() TEEBmIgEE I E—Z R LTS
final int N = mCal Ibacks. beginBroadcast () ;
for (int i =0; i <N; i++) {
IExclusiveAIDLServiceCal Iback target = mCallbacks. getBroadcastItem(i);
try {
/] *RA b5k = b F—FTYIZERL TEULVMERIZBYEEL TEL

mValue)) ;

} catch (RemoteException e) |
// RemoteCallbackList AAa—JL/Sw I ZBEE L TWLWADT, ZZTlXunregeister LAY
// RemoteCal lbackList. kill ) IC&k > TE&THEKRIND
}
}
// finishBroadcast () [£. beginBroadcast () &xfIZ7%: 5 ALIE
mCal Ibacks. finishBroadcast () ;

// 10 RICHEYRT
sendEmptyMessageDe | ayed (REPORT_MSG, 10000) ;
break;

]

case GETINFO_MSG: {
Toast. makeText (ExclusiveAIDLService. this,

(String)msg. obj, Toast.LENGTH_LONG). show();
break;
]

default:
super. hand|eMessage (msg) ;
break;

} // switch

};

target. valueChanged ("/8— b +—7 7Y IZBER L T &L LVMEHR (cal Iback from Service) No.”

+ (++
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// AIDL TEHE LA —T7x—R
private final IExclusiveAIDLService. Stub mBinder = new IExclusiveAIDLService. Stub() {
private final boolean checkPartner () {
Context ctx = ExclusiveAIDLService. this;
if (1ExclusiveAlDLService. checkPartner (ctx, Utils. getPackageNameFromPid (ctx, getCallingPid()))) {
Toast. makeText (ctx, "FIATT TV I&/S— bF+—7 TV TIEAL, “, Toast. LENGTH_LONG) . show () ;
return false;
}
return true;
}
public void registerCal Iback (IExclusiveAlIDLServiceCallback cb) {
/] *BRA2 k2% FATT7 T)DIAENKRTA FURMIBERSATWSILEHERETD
if (lcheckPartner ()) {
return;
}
if (cb '=null) mCallbacks. register (cb);
}
public String getInfo(String param) {
/] *iRA k2% FRATT TDEHENRTA FY R MIBEINTWSZ L 2RI 5
if (lcheckPartner()) {
return null;
}
/] hkRA bk I"— b F—TF TS Intent THHOTH. Z1E Intent DELHEEZHET S
/] O TIZDERE, 132 AWHT—SDREUEHRT 5] 228,
Message msg = new Message() ;
msg. what = GETINFO_MSG;
msg.obj = String. format ("/S— kF—F TUMLLDAY Y FEUH L, %1 #Z{5L71=, ”, param);
ExclusiveAlIDLService. this. mHandler. sendMessage (msg) ;

/] KIRA Yk 5k NR—bF—FTVICEHRRLTEVMERICBYIRZEL TR
return new String ("/X— kF—7 T Y IZBIR L T &L LVEER (method from Service)”) ;
}

public void unregisterCal lback (IExclusiveAIDLServiceCal Iback cb) {
/] *RA2 k2% FATT TUDERAENKRTA YR MIBHFINATWEILZHERATS
if (lcheckPartner )) {
return;

}

if (cb != null) mCallbacks. unregister (cb) ;
};

@0verride

public IBinder onBind(Intent intent) {
// R4 > bk 3% onBind THEUH Lth/S— hF—5mE 3 HIB TEALY
// AIDL TEZELE=AYVY FOREUHLEBIZFzvIDBREIZL S,

return mBinder;

}

@0verride
public void onCreate() {
Toast. makeText (this, this.getClass(). getSimpleName() + “ — onCreate()”, Toast.LENGTH_SHORT). show();

// Service METHOMIEL, EHNIZA I ) AV MLEE#FEEMT S
mHand | er. sendEmptyMessage (REPORT_MSG) ;
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@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;

[/ A—IWINy D EETHERKRT S
mCal Ibacks. kill () ;

mHand | er. removeMessages (REPORT_MSG) ;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);
if (sha256. length() != 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”). length() != 0) return false; // 0-9A-F LISDXFEHIH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZ® ST BERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L 1{ELERBD/NY L 1{EFXLHERT D
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

RIZ/IS—hF—BR7E Service ZFIAT % Activity DY > T )La—FERT,

RA M (Service ZFRIAT3):

6. FIAK/N—rF—FRE Service 7T DFEBAENRTA M) RMZBFINTWSILERERT D
7. FAKN—FF—BRET7IVICHARLTEVERICEBYZELTKL

8. BARAY Intent IZ&Y/N—hF—[RRE Service #FUHT

9. IN—rF—RET7TUHLDERERTHoTH. 215 Intent DREMEHERT S

ExclusiveAIDLUserActivity.java
package org. jssec. android. service. exclusiveservice. aidluser;
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ice”;

import org. jssec. android. service. exclusiveservice.aidl. [ExclusiveAIDLService;

import org. jssec. android. service. exclusiveservice.aidl. [ExclusiveAIDLServiceCal Iback;
import org. jssec. android. service. exclusiveservice. aidluser.R;

import org. jssec. android. shared. PkgCertWhitelists;

import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Context;
import android. content. Intent;

import android. content. ServiceConnection;
import android. os.Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class ExclusiveAlDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

// *iRA bk 6%k FIREK/S—F—PRE Service 7 TUDFEHENRTA YR MIBFEIN TSI L 2HRET 5
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1I\— b+ —R%E Service 7 71) org. jssec. android. service. exclusiveservice. aidl MEIEBAZE/\v > 1 {EZE &R
sWhitelists. add ("org. jssec. android. service. exclusiveservice. aidl”, isdebug ?

// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 2 {E

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255” :

// keystore ®“my company key”MiFBAZE/\v < a{E

“D397D343 A5CBC10F 4EDDEB7GC A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”) ;

// UTE#IZhD/X— b F+—FR%E Service 7 71) &4k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);

}

// FRKD/— b F—RE Activity IZEET H1EHR
private static final String TARGET_PACKAGE = “org. jssec.android. service. exclusiveservice.aidl”;
private static final String TARGET_CLASS = “org. jssec. android. service. exclusiveservice. aidl. ExclusiveAIDLServ

private final Handler mHandler = new Handler () {
@0verride public void handleMessage (Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast. makeText (mContext, String. format("a—JL/\ v 5 T I%s] #Z{ELT1=, ”, info), Toast. LENGT

H_SHORT) . show () ;

break;
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}
default:
super. hand|eMessage (msg) ;
break;
} // switch

};

// AIDL TEE L4142 —T1—R, Service Z"oDBEHEZITERS,
private final IExclusiveAIDLServiceCal lback.Stub mCal Iback =
new IExclusiveAlDLServiceCallback. Stub() {
@0verride
public void valueChanged (String info) throws RemoteException {
Message msg = mHandler. obtainMessage (MGS_VALUE_CHANGED, info) ;
mHand | er. sendMessage (msg) ;

};

// AIDL TEZEL=A 2 —T 2 —R, Service ~EBHT 5,
private IExclusiveAIDLService mService = null;

// Service SIEHT ARIZFIATSarY a3, bindService TRET ZBEIINEIZH S,
private ServiceConnection mConnection = new ServiceConnection() {

// Service [CHE#E SNI-BEICFIEN D

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mService = IExclusiveAIDLService. Stub. asInterface(service) ;

try{
// Service IZE#%
mService. registerCal Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service NEEKRT LI-i5&
}

Toast. makeText (mContext, “Connected to service”, Toast. LENGTH_SHORT). show() ;
}

// Service BERELTLT, as > a vl Ih=15&ICEEhd
@0verride
public void onServiceDisconnected (ComponentName className) {

Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show() ;

}
};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. exclusiveservice_activity);

mContext = this;
}

/] H—EXBRERE >

public void onStartServiceClick (View v) {
// bindService #%£179 5%
doBindService() ;
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}

}

}

}

/%%

*/

EXS)

}
}

/*k

*/

// TERERERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

/] Y—EREBEIERE Y
public void onStopServiceClick (View v) {
doUnbindService() ;

@0verride

public void onDestroy() {
super. onDestroy () ;
doUnbindService () ;

* Service [Z#ERd B

private void doBindService() {
if (!mIsBound) {

/] KRA 2k b6k FAK/S— FF—RE Service 7 T DIEABENERTA FYRX FMEHRIA TS & &R

if (IcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, "FIF% Service 7 FYIEARTA FY R MZBEESNTULAL, “, Toast. LENGTH_LO

NG). show () ;

return;

}

Intent intent = new Intent();

/] kIRA b Thk FRAENA—FF—RBE7Z TVICEHATRLTEWNMERICBYEELTEN
intent. putExtra ("PARAM”, “/R— rF—F FTUIZEAR L TLLVER") ;

// kR4 >k 8% BERAEY Intent [Tk Y /8— b F—BRE Service ZIEUHT
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

* Service ~D¥EEE IS 5

private void doUnbindService() {
if (mIsBound) {

/] BELTW:=L PR 20 HSI56 XHERKR
if (mService != null) {
try{
mService. unregisterCal Iback (mCal Iback) ;
}catch (RemoteException e) {
// Service NEERT LT =HE
// ALIBEE L

}

unbindService (mConnection) ;
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Intent intent = new Intent();

// *RA 2k 8% BARM Intent [C&k Y /N— ~F—FR5E Service ZFFUHET
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

stopService (intent) ;

mlsBound = false;

}

/¥k
* Service MO EREWMBT S
*/

void getServiceinfo() {
if (mlsBound && mService != null) {
String info = null;

try {

/] kIRA b Th FRENA—FF—BE7 TVICEHATRLTEWNMERICBYEELTEN

info = mService. getInfo(new String("/S— k3 —7 7Y IZBER L T &L LMEHR (method from activity)”));
} catch (RemoteException e) |

}

/] *RA Ok NR— b F—BE7TIILDERFERTH-oTH. Z1E Intent DRLMEEHERET S

/] BOTIVZDZEE, [3.2 AhT—2DREMEHRT D1 258,

Toast. makeText (mContext, String. format("H—EZXMS T%s] #EE LT, ”, info), Toast. LENGTH_SHORT).s
how () ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 (% 32 /81
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]+", “”).length() !'= 0) return false; // 0-9A-F LIS\ DXELH B

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZIE T AEMRD/NY 1 {EERET S
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String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L 1{ELIEBRD/NY L 1{EZLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “”);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;

if (pkginfo.signatures. length !'= 1) return null; // EHERAITEDHE L
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format (“%02X”, b)) ;
}

return hexadecimal. toString() :

}

Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;

All rights reserved © Japan Smartphone Security Association. Service k5 -FIATSH 175




rommmon  http://www jssec.org/dl/android_securecoding.pdf

““l Android 7T D& ¥ 27 HEH £ F 27 I—F AT HAK 2012 11 A 1 Hg
}

176 All rights reserved © Japan Smartphone Security Association. Service 5 -FIHT 5



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

4.4.1.4. B#BRE Service

B#R5E Service (. B UMD T TUMNSFIFHEENDIEEE LTS Service THD. EHDOBHETTITUR
TLEEREL. B 7 TS ERCHEELZTA=OICFIASIN S,

LI . Messenger bind £ Service ZERAL=HIZRT,

RA bk (Service 243) :

1. ¥ BES Signature Permission ZE&3 %

Service EEIZT. M B EZX Signature Permission #EXKEE7 %

Service E#IZT. Intent Filter ZE &L TIFAE5A0Y

¥ B E 2 Signature Permission NE#T7TVICKYERSIN TSI LEHERT S
B#T7TUDNLD Intent THHTH. Z{E Intent DREMEHERT D
FMATTIVEEHRHTITITH LI L. o TAITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

N OO v W N

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. proprietaryservice. messenger”
android:versionGode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />

— %A > b 1% BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. service. proprietaryservice. messenger. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{l— Messenger Z#F|FH L 1= Service —>

- %RA 2k 2% BT Signature Permission #EREET 5 —

<I-— kR4 >k 3k Intent Filter #F&EL TIHAES AL —

{service
android:name=". ProprietaryMessengerService”
android:exported="true”
android:permission="org. jssec. android. service. proprietaryservice. messenger. MY_PERMISSION” />

<{/application>

<{/manifest>

ProprietaryMessengerService.java
package org. jssec. android. service. proprietaryservice. messenger;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;
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import java.util.ArraylList;
import java.util. Iterator;

import android. app. Service;

import android. content. Context;
import android. content. Intent;
import android. os.Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.widget. Toast;

public class ProprietaryMessengerService extends Service{

// B#t® Signature Permission

private static final String MY_PERMISSION = “org. jssec. android. service. proprietaryservice. messenger. MY_PERMIS
SION”;

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny L 1 &
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7GC A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA™;
}
}
return sMyCertHash;

// Service MY AT M(T—H2EEX)EZVRXTEET S
private ArraylList<Messenger> mClients = new ArrayList<{Messenger>();

/] DSATFT DD T—2%2ET DL EIZHAT S Messenger
private final Messenger mMessenger = new Messenger (new ServiceSideHandler () ;

/] DS54 F 2 bhbR2ITE -1z Message M2 5 Handler
private class ServiceSideHandler extends Handler {
@0verride
public void handleMessage (Message msg) {
switch (msg. what) {
case GommonValue. MSG_REGISTER_CLIENT:
/] DS54 T 2 bR ITE o 1= Messenger B0
mClients. add (msg. replyTo) ;
break;
case GCommonValue. MSG_UNREGISTER_CLIENT:
mClients. remove (msg. replyTo) ;
break;
case GommonValue. MSG_SET_VALUE:
/] DSATYMIT—2%%5
sendMessageToCl ients () ;
break;
default:
super. hand|eMessage (msg) ;
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}

/%%

*/

priv

}

H_LONG) .

}

pub

}

pub

break;

* DIATUMIT—2%%%

ate void sendMessageToClients () {

/] kAU~ b6k FIARTT7TVIZERT TUTH D, T4 THERZRELTEL
String sendValue = "> F 4« J41ESR (from Service)”;

/] BEINTWDEISAT 2 b~ IEBIZEETS

// W—T&FTremove LTHEETDT—RIZTIEALIZLDT lterator 2FAT S
Iterator<Messenger> ite = mClients. iterator () ;

while(ite. hasNext () {

try {
Message sendMsg = Message. obtain(null, CommonValue. MSG_SET_VALUE, null);

Bundle data = new Bundle();
data. putString ("key”, sendValue);
sendMsg. setData (data) ;

Messenger next = ite.next();
next. send (sendMsg) ;

} catch (RemoteException e) {
/] DFATFT Y B EELBEWVGSIE. VR FMSEYERL
ite. remove () ;

@0verride
public IBinder onBind(Intent intent) {

/] *BRA bk HMETE Signature Permission NEHRH T TVICKYEEINTWR I L #HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

Toast. makeText (this, "IMEFZ Signature Permission MEHT7 TVIZLKYEZ I TULVAL, ”, Toast. LENGT
show () ;

return null;

}

// *iRA 2 bbk BRHTZTIUNLD Intent THHTH. Z1E Intent DL LM ZMHERT S

/] O TIZDEER, 3.2 ANT—2DRLM+HET 51 #3838,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/x5 A —% [Y%s] &= (TH>f=, ”, param), Toast.LENGTH_LONG).show() ;

return mMessenger. getBinder () ;

@0verride

lic void onCreate() {
Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;

@0verride

lic void onDestroy() {
Toast. makeText (this, “Service — onDestroy()”, Toast.LENGTH_SHORT). show() ;
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}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;

v

correctHash = correctHash. replaceAl | (" “, )
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return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RA2k 7% Eclipse i APK % Export 3 5&EI2, FIAT 7TV ERLHFKERTAPK ZELT 5,
[ = Export Android Application [

Key alias selection

@ Use existing key

Alias: Imy company key

Password: eeeeeee

() Create new key

@ < Back “ Next >

RIZBHRE Service #F|HT 5 Activity DH 2T IILa—KERT,
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KA M (Service ZFIAT3):

8. J¥EE Signature Permission ZF|AEE Y5

9. JBEEZ Signature Permission AE# 7 TVICKYERIN TSI LEMHRT D
10. MIAET7T)DIAENBHDIAETHHLEHRET D

1. MAETZIVEEHTIITHEh b, £ T1THEREZELTELL

12. B~ Intent ICKY B4R Service ZFFUNH 9

13. BHT7IUILDHERFERTHoTH, 215 Intent DR EMEHRTS

14. FIAKET7T)LRICHAFEERTAPK ZELT S

AndroidManifest.xml

<{?xm| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. proprietaryservice. messengeruser”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

I— %A >k 8% BT Signature Permission 2F|AEET 5 —
<uses—permission
android:name="org. jssec. android. service. proprietaryservice. messenger. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name="org. jssec. android. service. proprietaryservice. messengeruser. ProprietaryMessengerUserActi
vity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>

ProprietaryMessengerUserActivity.java
package org. jssec. android. service. proprietaryservice. messengeruser;

import org. jssec. android. service. proprietaryservice. messengeruser.R;
import org. jssec. android. shared. PkgCert;

import org. jssec. android. shared. SigPerm;

import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. GomponentName;
import android. content. Context;

import android. content. Intent;

import android. content. ServiceConnection;
import android. os.Bundle;

import android. os. Handler;

import android. os. IBinder;
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import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class ProprietaryMessengerUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// FIFR%E® Activity 15
private static final String TARGET_PACKAGE = “org. jssec.android. service. proprietaryservice. messenger”;
private static final String TARGET_CLASS = “org. jssec. android. service. proprietaryservice. messenger. Proprietar

yMessengerService”;

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. proprietaryservice. messenger. MY_PERMIS

SION”;

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny L 1 &
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7GC A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA” ;
}
}
return sMyCertHash;
}

// Service MBT—R ER({ET DL EICFIFAT B Messenger
private Messenger mServiceMessenger = null;

// Service IZT—A EEET HE ZIZFIAT B Messenger

private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler () ;

// Service M55 (+H > 1= Message Z L9 3 Handler
private class ActivitySideHandler extends Handler {
@0verride
public void handleMessage (Message msg) |
switch (msg.what) {
case GommonValue. MSG_SET_VALUE:
Bundle data = msg. getData() ;
String info = data. getString ("key”) ;
/] *kRA2 b 13k BT TUDHCOHKRBFRTH-TEH., [EORLELEHDRT S
/] U TIZDERR, 3.2 ANT—2DRLMHET 51 #3838,
Toast. makeText (mContext, String. format("H—EZXMS [Ys) ZEE\B L=, ”, info),
Toast. LENGTH_SHORT) . show () ;

break;
default:
super. hand|eMessage (msg) ;
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// Service &3ElET AEFIZFIAT AR 3>, bindService TEXE T ZBEIINEIZL D,

private ServiceConnection mConnection = new ServiceConnection() {

// Service [ZEFINIZIBEICFEIEN S

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service) ;
Toast. makeText (mContext, “Connect to service”, Toast. LENGTH_SHORT). show() ;

try {
// Service ICB%H® Messenger &Y
Message msg = Message. obtain(null, CommonValue. MSG_REGISTER_CLIENT) ;
msg. replyTo = mActivityMessenger;
mServiceMessenger. send (msg) ;

} catch (RemoteException e) |
// Service NEERT LT EE

}

}

// Service NERERTLT, ARy L arvhgilishi=B&IZEIEND

@0verride

public void onServiceDisconnected (ComponentName className) |
mServiceMessenger = nul|;

Toast. makeText (mContext, “Disconnected from service”, Toast. LENGTH_SHORT). show() ;

};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

mContext = this;

}

// H—ERBRRE >

public void onStartServiceClick (View v) {
// bindService #£179 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

// H—EREILERE >
public void onStopServiceClick (View v) {
doUnbindService();

}

@0verride

protected void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/*k
* Service IZ¥ET 5
*/
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void doBindService() {
if (!mIsBound) {
/] *RA 9% MEBEFES Signature Permission AERT TYIZKYERShTINSZ E5HEET S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "¥MEBEFEZ Signature Permission AE#LT7 FTUIZLYEZ I TULVEL, “, Toast.L
ENGTH_LONG) . show () ;
return;

}

/] *iRA 2 10k FAET7 T)OMERAENBHDOIARETHD L EHDTS

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRELEHY—EX([FBE#T7 T TIE4Ly, ”, Toast. LENGTH_LONG) . show () ;
return;

}

Intent intent = new Intent();

/] kA b1k FIAET7 TVIZERET7 TUTHEIME, EooTF 10 THEREZEELTE LD
intent. putExtra ("PARAN”, "t > LT 4 THIEH") ;

// kA 2k 12% BARE Intent 2k Y B4FRE Service ZIEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

}

/%%
x Service ~NDIEHREYIET S
*/
void doUnbindService() {
if (mlsBound) {
unbindService (mConnection) ;
mlsBound = false;

}

/**
* Service MOIEREIWMEFT 5
*/

void getServiceinfo() {
if (mServiceMessenger != null) {
try {
/] TEROEEEZERT D
Message msg = Message. obtain(null, CommonValue. MSG_SET_VALUE) ;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) {
// Service NEERT LT HE
}

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KEHKLY
// sigPermName ZE& L7 7 DEEHED/\ Y 1 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
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Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

* KAk 14% Eclipse 5 APK % Export $5&EI2, FIAXT T ERILHREERTAPK ZELT 5,
f = Export Android Application » l—ilﬂléj

Key alias selection

@ Use existing key

Alias: Imy company key

Password: eeeeeee

() Create new key

Ci:' I < Back “ Next =
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4.42. W—ILTvY

Service RERFICITILULTDIL—ILEFHE,

1. 7T)VRTOAERT S Service (FIELFHERET S (WH7E)
2. RETHADREMEHERTD (WH7E)
3. JREES Signature Permission &, B 7 TN EELI-CLEHELTHATS (WH7B)
4. EHETBH43I24 T Service DHEEF IR T ENEHIET S (W78)
5. #BRBHEEZETHEICK. REETITINSOBRBRBRISTET S (WH7E)
6. FIFA% Service K EIE TESHIHEIEXBARM Intent T Service #F|IAT 5 (WH7R)
7. OB ETITIEERET HIHEETFIAL Service #HET S (WH7E)
8. BEZ_RMICRHMIDGEICIT. TOEEDEXRDREKELHIFT S (WH78)
9. U TATLRBRIETESRYESLL (M%)
4.4.2.1. 7TIYRNTOMAERT S Service [(FIELAFRET S (WH78)

T7UR(F=IE. RLC UID) TOAERAENS Service [EIEAREET S, LY thDT7T)VMSERET
Intent Z2(TEROTLEIENGELKRY 7T DEEELZFIAESI S, 7T DEEICREEE-THEOHRELEHC
ENTED,

4 F & AndroidManifest.xml T Service ZE & HIRIZ. exported EfE% false ITT 572+ TH D,

AndroidManifest.xml
<{1-— FE4NEA Service —>
<I— %A > b 15 exported="false” (=& Y. BARMICIEABIRET S —
<{service android:name=".PrivateStartService” android:exported="false”/>

Fl= F—R(EDEWNERDONED, A—T7TURNDHFI SIS Service THY . MD Intent Filter ZHRET
BESEREHILTIEASELY, Intent Filter OEE L, R—77VRADIELAR Service #EUHTDEHEYTE,
Intent Filter B TIHEUHELI-EEIZERETHT7 T DB Service ZEUHLTLESIEENEET ML TH
b,

AndroidManifest.xmIGEH#£22)

<I-—— JE/AFEA Service —>

{I— Y 7R4 > b 1% exported="false”(Z&k Y. BARMIIZIEAREZRET S —

<{service android:name=".PrivateStartService” android:exported="false”>
intent-filter>

<action android:name="org. jssec. android. service. OPEN />

<{/intent-filter>

<{/service>

[4.4.3.1 exported %3 & intent-filter FRE DA EHH(Service DIFE) LSBT HI L,
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4422 RETHOREMEHERETD (WH78)

Service ¥ Activity EREHRIZ. 3218 Intent DT —2F NI T BIRICIE. T ZE Intent DL EMEHERLLZITNIE
1EB%ELY, Service ZFIAT 514 Service NoDFER(ELTZELL) FROXTLUZHRE T ILELNH D,
Activity ®l4.1.2.5 215 Intent DREMHEFHERET D (7R)1T4.1.2.9 FIAKL Activity hoDRY
Intent DREMEERT S (W7A) IVBRBT AL,

Service [ZHULVTIZL. Intent LISMZE AV YR DIEUHLAS Message [CkDT—ADEZELRENHS=H. FTnT
NEFBELTEEZTORETNIEESEL,

3.2 ART—HDREMEHER T DI1Z2SRT DL,

4.4.2.3. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (WH7E)

B#7FIE ISR A TESBH4RE Service 165154 . M B E = Signature Permission [Z&Y{RELLITH
(#2570, AndroidManifest.xm| T® Permission . Permission EXREE 12+ CTIXREN T+ 5 THST1=
&. 5.2 Permission & Protection LevelJDl5.2.1.2 B EZED Signature Permission TE# 77 EES
BHEIESRI DL,

4.4.2.4. EETBHIAIT T Service DIREERILTINEHIET S (WH78)

Intent /XS A—SDOHEEOH B E S Signature Permission QR L=t F 1) ToFTvo% onCreate [ZA
NTIEWFEL, ZDERBIE, Service NEBIFIZHLLVERZEZ(F1-EZ(ZonCreate DALEAEFES N8
THd, LI=M> T, startService [C&>THImEN S Service ZE%E 9 %515 & (&, onStartCommand
(IntentService ZFAT 5FZmE(E onHandleintent) THIEZITHARITNIEARSAELY, bindService THIET S
Service #EE T B ELRBDIENEZ DD T, onBind THIEZLAITNIXESAL,

4425 HREBERTBECETBEETITINCOBRERFBRIEIRT S (WH78)

Service DAA T2k > TR IFRDRZE L (T—IL/AVIDIFUH LEAS Message DEEXR)TTIVDEREMNE
155, BREXMNTILVI T THAURERDLEZERBL THRITERRFBRICHT IEEELATNIEESAY,

EMBIZ. Activity DT74.1.2.7 #ERBEHRERTEEICIE. REET7ITUNSDERFERFRISEIET S (wh
H)IESRIBHIL,
4.4.2.6. FIFZ% Service HNEIE TESHIHE LTI Intent T Service #FIFHT 5 (Wh78)

BE2RAY Intent IZ&Y Service ZFIFHT AL, Intent Filter DEZEMNRICBEIZIX KA A—)LLT= Service [Z
Intent AEESINTLES, HLERIMIZEL Intent Filter 2 &L=V ILO 7D EICA 2V RM—IL SN TGS,
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TILDITIZ Intent BEEINTLEL., FHRFENEL S, —F. BRI Intent ITXY Service 2F| AT 5L, $5
TELT= Service LIS A Intent Z2Z{ET A EIFHKLEBRMETELTHD,

=L, B EETREANHAHD T, Activity D14.1.2.8 FIFL Activity A EE TES15E (XBARE Intent T
Activity #F|HT 5 (7A) 1Z5RT BT,

4.4.2.7. aOBETT)EEET HIHEITFASL Service £HRT S (WH78)

it DFET T EEET DB EICITHRTA M) AMIKBHERFEDH D, BT TVRICHRAET T DFEBRAE/N
VA EFORBFLTHE FIAEDAEZ NV 1R FELTWSIIAE /v AN — BT 50 ERER T HLT.
BYFTELTTIC Intent ZRITTHILEHSIENTES, EFRMNLGREREICOVWTIEY T ILa—FEoi3a
214,413 IN\—F—[R7E ServicelzZHBI 5 &,

4.4.2.8. BEZ-RMICRETIESICIE. TOEEDEXRDREKELZHTETD (WH7H)

Permission IZ&YRESNTWSBEREESSUHEEEEZMOTTIICZRMICIRET HIHEICIE RIEET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKEZHBFLZFNITESAEL, Android @
Permission £¥aTAETILTIX, REINEZEEIIHTEITIVHNLDEETIERIZODVWTOHEREEE
15, COEBRLEDEHMEIZEY . FTVICHBINZEENSSICTHOTTIIZ, RED-OIZWHEL Permission &
ERTEHELGIRMENSAREME N DD, ZDTE(E Permission ZBHFRZFEL TSI EEEEMIZEMAZD T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSRT S,

4.4.2.9. v TA47ERITTESRYESLLY (HE2R)
TEHEZSBOT I LEET BIEEIZIEE LTI RIERE E > TGS,
o T4 ESRE Service LZITELT BIBE . TOEHRDFR) RIFRFILAITNIEESALY, 226 Service
[SEMLE=RBREIDTRBTDEEZ L TNIEESL, T/ \—hF—PRIE Service OB 4R 7E Service [T FL

F=1E#RbEN D Service DEREITRFL THERFRIRIDK/NAH D,

T4 EERIEITEDLITEMLBVKSIICTIRTRETH S, £ D5EE. FIFAL Service (XEFETED
Service IZBRTEL . 1EHA LogCat HEICRMLEWLKSICEELE T NIEESEE,
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4.4.3. TRNVRE
4.4.3.1. exported ®HFEL intent-filter FREDHHAH S (Service DIHH)

ZDHARXETIZ. Service DAEHNSIELAE Service, B3 Service, /8—rF—RE Service, B#RE
Service M 4 247D Service [TDVWTREAZFBAR TS, BRATIZHFSNTLVS AndroidManifest.xml @
exported B & intent-filter EXDEAEOEERDRICEEDHT=, EAIELTLVS Service DEALTE
exported BHH KU intent-filter BEROFIEMNIELWN EEHERTHI L,

exported BHEDE

true false H|IETE
intent-filter EZEAHS | 2B, /\—+F—[RTE (EFAZLE) AR = F—RE
intent-filter E&AELY | A, /SA—bF—[RE. | FLH E|/N: |
B RE

lintent-filter E& M5 1&Mexported=false IZFEHAZILIZL TS DL, Android DIRDEWNELT. RI—77
JRDIEARE Service ZFUHLIz23YTH ERE T 17T DM Service ZEUHLTLESIBENFET
B=6HThH%,

BHEMIZE. Android [FUTOLIGIREFENET DD TT T EREFHICREANVETH S,

® HEH®D Service TRILHAED intent-filter 2 EF&LI=EE . LI/ AR—ILLIE=7TUR®D Service DEE
NMEZSIND
® [EEA Intent ZEoT=1G A (L. OS [CK>TEED Service NEEFMIEXN T, MUHEINS,

LIT® 3 DOET Android DiIRASFVICLHERE RV H LRI HIEHEAZHRBAT 5.
4.4-11F, A—T7TUAMN LN IR Service(7 T A) ZREEM Intent THEUHE LWV EREGEMEDHITH
%, Intent-filter(B e action="X")ZEELTLSDH. 7T ALMWELDTERBYDEELLEH>TLVS,
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( \
FTUA
IS EMIntentZ{E>T
ServiceZFUNH T
F77JC
JE/NBAService A-1 B 2K MIntentZfE-T

exported="false” Service ZFUNHT

action="“X" @

N

Service A-11ELIE/ABAServiceliD T, 7
TUANSLOEUH T ZEIETERL

Androidifi &
L

4.4-1
4.4-2 BELUHE 4.4-3 1&. 7F) AlZimAT7 7Y B THLREIL intent-filter(X & action="X""ZE&LTL\%
BETHS,

4.4-21x. 7FT)A->T7T)BDIETAIUVA—ILENT-BETH 5. ZDBE. 77) CHEEEM Intent %15
T5E., EARD Service(A-1)EFUHZFSELTERKT 5, —A. 77 A IZBEEM Intent ZFE->TERBEYIZAE
—77Y)RADIEARE Service EFEVHEZD T, X1 TAD(RILYT 7R ED)E TIXMEEILE IS,

(" )
7TUA
AE2AMIntentZ{E>T
ServiceZEUH T
F77c
JE/NBAService A-1 BB M IntentZ 5T
exported="false” Service #IFUHT

action="X" @

Z*;F’*?ff;}:'?if;‘v JENBAServiceE 1= T TUADFEITA
action="X" SR LENIIBE (., S BESevice
Mintent-filter D A HHFHIZAEY | HHEB
MBEDEUH LIEZFFIFELY,

Androidifi R
\_

X 4.4-2
4.4-31F. 7T)B>TFT)ADIETAAM—ILEN-BEAETHY. LX) T(EIOHTREENDD. TTUA
MBS ERAY Intent ZEELTRI—7FVRNDIELAR Service ZIEUHEF5EFEM., I/ RAM—ILLETTY B D
2N B Activity(B-1)DSFEU SN TLESHZRL TS, CHIZKYTTY A QST T BIZHLTEY LTI HIE
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HEXETHAREENELTLES, 7T BOBTILI7THNIE ZDFFELU O TAITLRERDOFRRICEL D,

F77UC
FE 2R IntentZ > T
Service ZEUH T

A BAService B-1
exported="true”
action="X"

Intent(“X”)

FIUA
BE B M IntentZ{E->T
ServiceZFEUH T

l Intent(“X”) :

DL SO ABEServiceE o= 7 TYBAEIZ (>

action="“X" ZF_)LéhT:i’%é'is ’ABﬁSevice(D
intent—filterM A MERNIZAY, 7TUA
MEDEEUH LT, 2> TService(B-1)
FMEUHLTLED,

Androidifi R
\_

4.4-3

ZMD &SI, Intent Filter UL =IEA B Service MIEEM Intent FFUHLIZ. ERIEHT7TTIDOFUHLPER
BHRTTI)AD UL TAITREBRDIEEERTH=DICHITIRNETIEALY,

4.4.3.2. Service DEEFEIZDINT

Service DEEAEZIIZHTHY. Yo TN aA—FTHEL-EF AT LDAATEDORELH A -OFHE I 4F
59,

startService ¥ 5FHE L bindService ZFAT BIFE LIZKELH N DH, startService & bindService
DHEATHATES Service ZERTHZELAIRETH S,

Service DEREHZFZRET H=OIZ. ROKSLEBIZDVTREZEITILEITH S,

Service #RI7T)IZABAT Hh (Service D2FH)
ETHICT—EOPYRYZETINT—2DHEEEZE)
Service {9 HH GEEI R T4E)
ATOERELTEITT HA (TOERFHEE(RE)
EHONIEE R ZTIH AT

REAZEDDEEERDBEBDRBDABERICTHE. K 4.4.3-1 DEITGDH, X FRBERARENMSHLTIR
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HENDHBELITRDOREADNBETIZEEEZRT .

& 4.4.3-1 Service DEEHZDHE

AN Service DF | T—FDHEERERZE | Service DHIfH TOtERMEBEE | 70
(EB-#T)
startService & O X O @) X
IntentService & O X X @) X
local bind %! X O ) X x
Messenger bind & O O @) O X
AIDL bind & O O O O O

startService &

=HEKRIZL Service THh5H, Service 75 R%= AL . onStartCommand THUIEZ1TS Service DZEFIET .
FIFAT BI1E. Service # Intent TIEEL T startService ZFEALTHEUVHET,

Intent MEETICH LT ERAREDT—LEEFEIRT ZLIXTELLV=H. Broadcast BERDH EZEHAED
B TCERTIVHELH D,

BRMEER L. T4.4.1.1 JE22EE Service 263 -FIRT 125 BND &,

X2 T4 EDFyUIlE onStartCommand TITOMELRH LM, FETD/\VTr—UBNIETELELV=HN
—k+—R5E Service IZIZFERATELLY,

IntentService &

IntentService (& Service Z# AL THELONTWNDITATH D, MUHL AL, startService B EFEHETH S,

BED Service (startService B) [TLERTUT DEENH D,

® Intent ML onHandlelntent TIT3, (onStartCommand [EfE+%iLY)

® JIALYFTEITSNS

o WMEAX1—AUTEhD

WA FNZALYREDT=HOFUE UIFBENEITRIN ., Fa—A VT HEBICKYS—4 2 v)LIC Intent [Tx9 HAEA
Thhd, & Intent OIEATREFESNGEVD, HEDEHICE S TIEIEEDEHRIED—DELTEIRMNAIGETH
%

Intent MFEETICHL T ERAEDT—2EEEIRT ZLIXTELLV=H. Broadcast LERD A EZEHAED
B TERTIDLELHD,

BARMGEEFIL. 14.4.1.2 2 Service #E5-FIRAT5125HBD L,
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X)) T4 EDF YY1 onHandlelntent TITORBENH I EETD/N\VT—U B ARG TELRLV =/ —
r—BR5E Service IZIX{FERATEALY,

local bind &

77)ERMLUTAEARNTOAEIKA—HIL Service ZEET 2-ODAHEEET,

Binder V5 AN LIREL=ITAFEZLT. Service TREL-#EE(AVYR)ZFEVHLTITIRETESLSIZT
%o

FIFA9 BAIIE, Service # Intent TIEEL T bindService ZFEHLTHEUHT,

Service # bind $3AZNDHTIE. ZFELUTIVEERETHLM., FITOEATOREE® Service D AN TEL
W= B&FBEESNS,

BARMLREEMIX, YT ILa—FRIzgEn5FaP M Service PrivateServiceLocalBind 1ZSBND I L,
X)) Fo89IZIZIELA R Service DAHEERRETH S,

Messenger bind &

Messenger DE#AZFIFAL T Service LDEHEEERIRT 55E%1ET .

Service ZF AT HAIMDE Message MRIEFKELT Messenger ZET ZENTES=H. WATHDT—E2DHOY
WMYUNLEBRNBR S ICETABETH D, T WBFX1—a0 T ENnD=80. ALYRE—DIZEIE T 24540\ H 5,
& Message QITMEFSNENA, BEDEHICE>TIEFEZEDEHRIED—DELTEIRNAIEETH S,
FIAT AI1E. Service # Intent THEEL T bindService ZERALTEUHT,

BRM7ZRER L. T4.4.1.4 B#BRTE Service ]SRN &,

X 1TF4EDFyYIL onBind 4 Message Handler TITOSREMNH LM, FETD/N\Vr—CEZHWMGTE
W=/ 8\—kF—BR7E Service [CIZERATELLY,

AIDL bind &

AIDL LA EFI AL T Service LD EHEZEIRT HAHEEIET,

AIDL [C&>TA U A—Tx—RETEEL. Service DFDHREE AV YR ELTRHET S, /-, AIDL TEELI=1V4
— 21— REFRAITRE T BZET,. -V IERBTBHIELTED,

TILF AL YRR LIEXRTREFEAY, HrALE (X EHZL D T Service BITHRMICEET OV ENH D,

FIAT AI1E. Service # Intent THEEL T bindService ZEHALTEUHT,
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BRMGEER L. T4.4.1.3 /18— F—[RB5E Service 25BN L,

X2 TFAEDOFTvIIEB#ETE Service Tl onBind T. /S—krF—FRFE Service TIZ AIDL TEELI=M4
—IJI—RADEAIYYRTITODELH S, AXETHELI=2 X1 )T4214T D Service IZFATFRETH S,
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I 4.5. SQlite £{£5

AXETIE SQLite ZHEALTT —2R—RDERB L TIREEITOIRITEX 1T L TEREITREREF LD D,
FHRARAUME T—ER—RITF7AILDT I REDEYLGEFREL SQL 122272 aVITHTERETH D,

T BEENDOT —IN—RIFAIDZEAEETEH T EHTITITHRET H) LG T—IN—XIFICIT
[FEET Content Provider D/\yHIITURPT7T)EARTOERERNIRET S, T HBIEELL I T4TR
BHREZR-OTLDILEREL TSN, T3 THRWNMGELM T TUNSDBENDFRAEZERTH-DICELEIIT
EITANREERTHLEHBDT 5,

4.51. Yo7 )La—kK

4.5.1.1. T—AR—XDIERLIRE
Android 7)) TT—ER—Z%ZHS51F A . SQLiteOpenHelper ZEHT B3 ETT—ER—RIT7AILDEY 4
BRESLUVTIVEREDHRTE DT TINT VA TELNETE) BN TES4, CCTIH. TTVEEHFICT—2N—
AEERL. Ul EAST—2DRE-EBIN-EE -HIRETISBELTTIEHIZ, HEBALDAAITHLTHRIEL
SQL AETEINHBNESIZSQL AoV zoiavwE LYo T ILa—REFRT,

=Y TERBIRIBLT 5,

Name of User-1
Name of User-2
Name of User-3
Name of User-4
Name of User-5
Name of User-6
Name of User-7
Name of User-8
Name of User-9
Name of User-10
Name of User-11
Name of User-12
Name of User-13
Name of User-14
Name of User-15
Name of User-16
Name of User-17
Name of User-18
Name of User-19
Name of User-20
Name of User-21
Name of User-22
Name of User-23
Name of User-24
Name of User-25
Name of User-26

<_

Info of User-1
Info of User-
Info of User-3
Info of User-
Info of User-
Info of User-6
Info of User-7
Info of User-
Info of User-
Info of User-10
Info of User-
Info of User-
Info of User-13
Info of User-14
Info of User-15
Info of User-16
Info of User-17
Info of User-18
Info of User-19
Info of User-20
Info of User-21
Info of User-22
Info of User-23
Info of User-24
Info of User-25
Info of User-26

=

il Name of User-13

4 774 ILDOEEIZBELTIL., SQLiteOpenHelper DAY A RSU42DE 2 518 (name) (2774 IL DRt/ XRABIEE T
E5, FD=H. B> TSD h—FEEEERELESEICIIMMOT TN LD HRAZEENTAREICHELIOTEIENVLETH

Do
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RAUb:

1. T—A~X—X{EpIZIE SQLiteOpenHelper Z#E AT 5

2. SQLAVT O av DR FEELTANESE SQL XIZERTHIEEICIEITL—RAKRILEZFRTS
3. SQLAYY Y avDRERMERRELTT IVEHICHK>TANBEEFIVITS

SampleDbOpenHelper.java

package org. jssec. android. sqlite;
import org. jssec. android. sqlite.R;

import android. content. Context;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. database. sqlite. SQLiteOpenHelper;
import android.util.Log;

import android.widget. Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQLiteDatabase mSamp | eDb; J/BRY®S T—REBMT AT —IR—X

public static SampleDbOpenHelper newHelper (Context context)
{
//% R4 >k 15 DB 4ERKIZIE SALiteOpenHe lper Z{FEAT %
return new SampleDbOpenHe |per (context) ;

}

public SQLiteDatabase getDb () {
return mSampleDb;

}

//Writable E— FTDB #RBf<
public void openDatabaseWithHelper () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (ImSampleDb. isReadOnly())// BRICHRAEEABETAH— TV FH
return;
mSamp | eDb. close () ;
}
mSampleDb = getWritableDatabase(); //CDEETH—Trahb
} catch (SQLException e) {
[/ T—EAR—RBEICKRL-GEOTE R
Log. e (mContext. getClass (). toString(), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;
return;

}

//ReadOnly £— KT DB i<
public void openDatabaseReadOnly () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (mSampleDb. isReadOnly())// BXIZ ReadOnly TH—T v FEH
return;
mSamp | eDb. close () ;
}
SQL i teDatabase. openDatabase (mContext. getDatabasePath (CommonData. DBFILE_NAME) . getPath (), null, SQLiteD
atabase. OPEN_READONLY) ;

} catch (SQLException e) {
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[/ T—AR—REEICKBLI-BAOTHA

Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;
return;

}

//Database Close
public void closeDatabase () {
try |
if (mSampleDb != null && mSampleDb. isOpen()) {
mSamp | eDb. close () ;
}
} catch (SQLException e) |
[/ T—AR—ABEIZKRLI-GEOTHA
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_CLOSE_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast. LENGTH_LONG). show() ;
return;

}

//Context ZH X T <
private Context mContext;

//T—TIWAERRa<T Uk

private static final Strlng CREATE_TABLE_COMMANDS

= "CREATE TABLE “ + CommonData. TABLE_NAME + “ (”

“_id INTEGER PRIMARY KEY AUTOINCREMENT

“idno INTEGER UNIQUE

“name VARCHAR(” + CommonData. TEXT_DATA_LENGTH_MAX + “) NOT NULL
“info VARCHAR(” + CommonData. TEXT_DATA_LENGTH_MAX + )~

N o
v

+ o+ o+ o+ o+

public SampleDbOpenHelper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;
mContext = context;

}

@0verride
public void onCreate (SQLiteDatabase db) {
try {
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB #&Ea <> FDOEIT
} catch (SQLException e) {
[/ T—EAR—RBEICKRL-GEOTE R
Log. e (this. getClass (). toString (), mContext. getString(R. string. DATABASE_CREATE_ERROR_MESSAGE)) ;

}

@0verride
public void onUpgrade (SQLiteDatabase arg0, int argl, int arg2) {

/] T—=BR=ZADN—=avT7 v THBICETEINS, T—4BITHEONEETRT S
}

DataSearchTask.java (SQLite Database 70T )

package org. jssec. android. sqlite. task;
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import org. jssec. android. sql ite. CommonData;
import org. jssec. android. sql ite. DataVal idator;
import org. jssec. android. sqlite.MainActivity;
import org. jssec. android. sqlite.R;

import android. database. Cursor;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. os. AsyncTask;

import android.util.Log;

[/ T—3BRELIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {”_id”, “idno”, “name”, “info”};

Cursor cur;

[/KRRA 3k FTIEBHIZHTANEEZFIVITS
if (!DataValidator.validateData(idno, name, info))
{

return null;

}

//BIEHLEnull 2= 52H8RET D)

if ((idno == null || idno. length() == 0) &&
(name == null || name. length() == 0) &&
(info == null || info. length() == 0) ) {
try {

cur = mSampleDB. query (CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;

}

return cur,

}

//No BMEE SN TULV=5 No TIHRFE
if (idno != null && idno. length() > 0) {
String selectionArgs[] = {idno};

try {
//hRA U k2% TL—AKRILEZEZFERTS
cur = mSamp|leDB. query (CommonData. TABLE_NAME, cols, “idno = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;

200
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return cur,

}

//Name DHEE SN TULVI= 5 Name TRE—BIRER
if (name != null && name. length() > 0) {
String selectionArgs[] = {name};
try {
//hRA k2% TL—RKRIVLTEFERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “name = ?”, selectionArgs, null, null, null);
} catch (SQLException e) |
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//FENLNDIBEF info ZEHEIC L'C"‘B’\—’i'ﬁﬁi

String argString = info.replaceAll ("@”, “@8"); //AH&ELTRZITHo1= info AD$ZT RS —T
mﬁnmg:amﬁﬂmmwMWMIUW,@WN/Vkﬁtbfﬁﬁﬂotiﬁomw%élx7—7
argString = argString.replaceAl | (“_", "@_"); //AHDELTRFH 1= infoRAD_EFIRS—F
String selectionArgs[] = {argString};

try |
//kRA k2% TL—RKRILEZEZFERTS
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “info LIKE '% || ? || "% ESCAPE '@ ”, selectionA
rgs, null, null, null);
} catch (SQLException e) |
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

@0verride
protected void onPostExecute (Cursor resultCur) {
mActivity. updateCursor (resultCur) ;

}

DataValidator.java
package org. jssec. android. sqlite;

public class DataValidator {
[/ ANEEZFzVITHB
//BFEFTvY
public static boolean validateNo(String idno) {
//null, ZEXXF( 0K
if (idno == null || idno. length() == 0) {
return true;

}

//BFTHAHILEHERT S
try |
if (lidno.matches (“[1-9]1[0-91%")) {
//BFLUNDEIETS—
return false;

}
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} catch (NullPointerException e) {
AYA
return false;

}

return true;

}

/] XFFIORSEHARD
public static boolean validateLength(String str, int max_length) {
//null, ZEXFIE 0K
if (str == null || str.length() == 0) {
return true;

}

[/IXFFDREIHAMMXLUTTHDZ EFFARS
try {
if (str.length() > max_length) {
JNMAX KUY RWEFIXIS—
return false;
}
} catch (NullPointerException e) {
/11T
return false;

}

return true;

}

/] ANAEF VY
public static boolean validateData(String idno, String name, String info) {
it (lvalidateNo(idno)) {
return false;

}
if (lvalidateLength(name, CommonData. TEXT_DATA_LENGTH_MAX)) {

return false;

}
if (lvalidateLength (info, CommonData. TEXT_DATA_LENGTH_MAX)) {

return false;

}

return true;
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4.5.2. W—ILTvY

SQLite ZFERATAMEICITUTDIL—ILEFDHE,

1. DBI7AMILDEREZF. 7O EREFELLRETS
2. DB BERFICRAIZE/NSA—FEIMIBEIFTL—RRILIEERT S
3. #7F)E DB TF—a2ExHEEFI BE S Content Provider TZ R &I#HT 3

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

4.5.2.1. DBI7MILDEEBGA. 7O EAEZELRET S (WH7H)

DB Z7MIDT—2DREEEZZT-I5E. DB J7MILDEREBET IV EREDHREIZFEDLETCTEEITARETEE
BERTH,

BIZIE. T7AILDT I RELZELSRELI=DBYTH, SD h—F R ET IV EREDREEITAEVGTICEREL
TWAIGEICIE, NS THET UV RABELE DB 77 ILIZIESTLES, £z, 7TUTALIURNJICERELIZBETH.
TOEAEEELRELGVWERRILGWT IR ZFFLTLEIC LGS, CCTIR, BREGET VL RHEREIC
DWTFIRERERE(TR. ENERBEIHODFERITOVTHRAT 5.

FIFRBISMET I ERERTEIZDOWLTIX. DB I7MIN(T—RERETIEHEANLEZDE UTD 2 A2EHET
BDLENHDB,

1. EEBM
Context#getDatabasePath(String name) T GF TE A7 74 I NAPHF FIT L2 TE
Context#getFilesDir TEREBTESTAL VNI DIGATIZEEET 55

2. TUERiE
MODE_PRIVATE(=Z7 A IVEER L= T DH N T I RARE) E—RIZERET S

D2 REERTAILET MDTITIMNST IR TELL DB I7MILDEREITICENTES,

NOZEEET DOICIFLUTOHAENEITOND,

1. SQLiteOpenHelper ##H3 %
2. Context#openOrCreateDatabase Z{ERH3 %

DB 774 ILMERKIZFELTIZX. SQLiteDatabase#openOrCreateDatabase Z{#HT5Z&1 TS5, LHAL. 2D
AYYREFERALIZES . Android RYX—h 74> D#IEIZE-TIE, thD 7T oA ERY RTEE%: DB I 74/ JLAYME
BENBTENTOTND, ZDT=H. COAVYROFERIEEIT T DA EZFIATHILEHET 5,

5 EBLDAVYRLEBTETTIETHRAESERESAON MDD T TN T VAN TELZNT LI
T —=DTALIM) DY TTAL IR UTDNZADEIGETES,
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LIZEIF- 2 DOFEIZONT, ENETNDEFHELUT CTHRBET 5,

SQLiteOpenHelper ZERA9 5%

SQLiteOpenHelper ZFA 7 51558 . AR E(XHEYZLDIEEEZHLTHEL, SQLiteOpenHelper ZiR4EL
=OSRAZERL., AV RS9 42D5|1 8 DB DEZFI(T7AILBIZEHONS)HFIEETNIL, BEIMNICEEDEY
A T1EHE#KTI=-9 DB I7MILEEFR LT NS,

[4.5.1.1 T—AR—ZADEREAREIEARNLGFERAEZERLTWVSDTSETHIL,

Context#openOrCreateDatabase Z#H9 %

SQLiteDatabase#openOrCreateDatabase AV vrZ{ERLTDB DEREITIEE . 77N DT I REELT
LAV THETALELHY . BARAIZ MODE_PRIVATE #8E 9 %,

F7MILOEEICELTIE. DB & (71 IILAIZERAINS) DIEEZ SQLiteOpenHelper LRIFRIZITASDT. B
BMICHEIR DX ) TA BB EB =T IT7AILNRIZTFAILDMER SN D, 1=FZL. TIL/IARBIEETESHD T SD
H—KRREFEIBELI-HE S . MODE_PRIVATE #iEELTEMT TUNST I ELATREICH>TLES=OFEADE
THdo

DB (Xt U CBARM(C 7 T REFRIEEZIT DI : MainActivity.java
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;

setContentView (R. layout. main) ;

/] T—RAR—ZXDIBE
try {
//MODE_PRIVATE % &% L T DB #1ERk
db = Context. openOrCreateDatabase (“Sample. db”,
MODE_PRIVATE, null);
} catch (SQLException e) {
[/ T—EAR—RBEICKRL-GEOTE R
Log. e (this. getClass (). toString(), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
return;
}
//ERE ZDMOFEAL IR

BIEAIZ, TORAEDEKE(X MODE_PRIVATE EEHETUTD 3 FEEMNHY . MODE_WORLD_READABLE &
MODE_WORLD_WRITABLE (% OR ;EE CRIBHEE I S L1 TES, MODE_PRIVATE LN EFESIHEEXT7TID

6 (FFaAUMIERR(IAELIAY) SQLiteOpenHelper MEZTIL DB DEHIZIET7AILDITILINREIEETEAHD T,
SD h—REET IR REDRETEHWMEFRD/NAANERET ANSKENESITSTENALETHS,
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BEHICBOLEDLE TEEICREAHTHILEHE1HT S,

® MODE_PRIVATE R T T DHFHEZTTHE

® MODE_WORLD_READABLE ERT7 ) XA EETTHE, LA AHDH

® MODE_WORLD_WRITABLE ERT7 T I RAEETTEE, ITESAHDH
4.5.2.2. #h77)& DB T—42%£FIT S5 4E(d Content Provider TR HIHT S (WH78)

thD7F)EDBT—2EHETHFEELL T, DB I74 /L% WORLD_READABLE. WORLD_WRITABLE &L TYERK
L. D7 TIDLEET VLA TESLIICTBENIHELHD, LAL, COHETIEDBIZFZIVERTEHT T
DB ~DIREEHIBRTELEUN =, BERILGWEF (TINICT—HERAEETINDEELH D BRELT. T4
DEZEOBEEHICHENELY . LI 7 DRBERREGST-VT HAREREE RO 5,

LLEDTEMS, Android IZEULT DB T—4% it 7 7)) L F I 315 &1, Content Provider 252 &%58<
HEHT 5, Content Provider ZESZEIZEKY. DB 12T 27V RFHEERR TEHE0V5F21 ) T/ DE =
MEDA)YRET T, DB XF¥—7#E&E% Content Provider RIZBRINNTEBR LSBT ADA) D
5

4.5.2.3. DB BERICAIENIA—RERIBZERFXTLU—RARILFEFERTS (WH7H)

SQLAV 2P avEHRCEVNVSIEKRT, FEDANEE SQLXITHAATEHITL—RARILFEHERATEHIRET
0%, TL—RARIVFEFEAL- SQL DEITHEELTIIUTD 2 DDFEEEIFHIENTES,

1. SQLiteDatabase#compileStatement() % {8 F§ L T SQLiteStatement # W B 3+ 5, T D % .
SQLiteStatement#bindString(). bindLong()REZEFERAL T/ATA—4%FTL—RARILFIZEBET S
2. SQLiteDatabese 25 AX®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()i&
EFRUETRICTL—RRILA & o1 SQL XEFERT S
#$. SQLiteDatabase#compileStatement()Z{E AL T, SELECT av U RE#ETITH5E4.
FSELECT O R D#ERELTHEED 1 EXRO 171 FIBH)LHEBTEREL
EWSHIBEAH DD THEMELNS,

ELLDAREEIGETL, TL—RARUFICER ST —2ORBEERTTVEHITRSTFIVIENTND
CENEELLY,

LUTT. ZFNENDAEICDONTER]AT S,

SQLiteDatabase#compileStatement)ZERT 5154 :

WhpBZTYR7—RRATF— AR THD U TOFIETTL—RARILEAT—E%EET,
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1. SQLiteDatabase#compileStatement()Z{#FEAL TITL—RRILEEE AT SQL X% SQLiteStatement &L

TWET 5,
2. {ERELf=SQLiteStatement A7z U R xt LT, bindLong(). bindString)E DAY YREFERALTIL—X
RILAIZERET %,

3. SQLiteStatement #Z7 T HrD execute)HEE D AYYRIZE->T SQL #E1TT 5,

TUNRT—RAT—A> MEBAI : DatalnsertTask.java (3k#%)
//T—5BMERY
public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride

protected Void doInBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

[/ RA D E3k FIVr—2a vBERIZH D TANEEZEFIVvITS
if (1DataValidator.validateData(idno, name, info))
{
return null;
}
//T—% BmunE
//TU—RKRILEEFERT S
String commandString = “INSERT INTO “ + CommonData. TABLE_NAME + ” (idno, name, info) VALUES (2, ?, ?)”;
SOLiteStatement sqlStmt = mSampleDB. compileStatement (commandString) ;
sqlStmt. bindString (1, idno);
sqlStmt. bindString (2, name) ;
sqlStmt. bindString (3, info);
try {
sqlStmt. executelnsert () ;
} catch (SQLException e) {
Log. e (DatalnsertTask. class. toString(), mActivity. getString (R. string. UPDATING_ERROR_MESSAGE)) ;
} finally {
sqlStmt. close();
}

return null;

HoOMLHETT S SQL XEA TP IR LTHERLTEE/INTA—E2Z Y TIEIDH I THD, E1TTHUNELETE
LTWBDT.SQLAU Do av N EET BRMITAEL, £, SQLiteStatement A TP/ EBFRATHET
MIBMREFZHDIIENTEDELSIA)YRLH S,
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SQLiteDatabase M@t 5B MBRAD AV YR EERTHIHEE:
ZNBRAICIREINTLSAYYREFERT A58 U TOFIETT—2%ET,
1. TL—RRILEEZEAESQL XERET S,

2. TL—RKRIIFIZEY Y TST—4% ContentValues [Z&$%9 5,
3. BUEBADAYYK(ZITIE insert() = SQL X & ContentValues #ELTEITT %,

FZUIBAXAY v RZzFEHET 345
private void addUserData (String idno, String name, String info) {
String commandString = “insert into SampleTable (idno, name, info) values (?, ?, 7)7;

//EOZLS S (B, §F) Fzvy., TRy—TNE

if (lvalidatelnsertData(idno, name, info)) {
/N T—=2avERBLENSIZBE. OJEA
Log. e (this. getClass (). toString (), getString(R. string. VALIDATION_ERROR_MESSAGE) ) ;
return

//4 oY —bFBT—2DERE

ContentValues insertValues = new ContentValues();
insertValues. put (“idno”, idno);
insertValues. put ("name”, name) ;
insertValues. put ("info”, info);

//Insert 4T

try {
mSamp | eDb. insert (“SampleTable”, null, insertValues);

} catch (SQLException e) {
Log. e (this. getClass (). toString (), getString(R. string. DB_INSERT_ERROR_MESSAGE)) ;
return;

ZOFITIL, SQL av RZEER M3 . SQLiteDatabase NI 2/ —MLEBRAD AV YREFERLTLNS,
SQL avURZEEFALLZLV=O. COAEL SQL 1021923 DEMIFHEWNEE RS BH . RED A YR E
LT execSQL(). update(). delete(). query(). rawQuery(). replace()Hn%HY. RLKIIFEHRAT HIENTES,
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4.5.3. TRV RE

4.5.3.1. SQLX® LIKE hZETIAILFH—REFEHTARIZTRS—TNIBEHET
LIKE BREBDTAILEA—K (%, )EZEOCXFIETL—ARILEDANEELTHEALEEES . FOFEFEEETAIL
RHh—RELTHEET B REIZIELTEHRIICIR—TNEBEZ BT LELNH D, BELS—RELTIETAILR

A—RZEEEDIF ("%"0"") ELTHRV=WDMEEN B TIEFES,

EROIRT—TREBL ULTOHYTILa—FD&S5I1Z ESCAPE & ERALTITIZENTES,

LIKE ZF A Ui & DT Ao — TR D)
[/ T—R3REIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id”, “idno”, "name”, “info”};

Cursor cur;
- B - - -

//info Z&MHIZLT like 8 FE (EHH—5)

J/RAD b DA FA—FIZHET EXFIXIRrT—T0ET 3

String argString = info.replaceAl | ("@”, "0@"); //AAHELTZITH 1= inffoAD$ZEI RSy —T
argString = argString. replaceAl | ("%", “@%"). //AHBELTRZITE 1= info RDYE TRy —7F
argString = argString.replaceAl | (“_", “@_"); //ADEL TR T 1= infoRAD_FITRYy—F
String selectionArgs[] = {argString};

try {
//RA Uk TL—RKRILEEFERT S
cur = mSamp|eDB. query (“SampleTable”, cols, “info LIKE "% || ? || '% ESCAPE '@
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast. makeText (mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG) . show() ;
return null;
}

return cur,

}

@0verride

protected void onPostExecute (Cursor resultCur) {
mProgressDialog. dismiss () ;
mActivity. updateCursor (resultCur) ;
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}
}

4.5.3.2. TL—RRILFZEHERTELGL SQLATURITHLTHBANZEES

T—TILDERACHIBRAED DB AT /N R ELT- SQL XEERITTBHE. T—IILBLHEDEIZHL
TIL—RFRIEZFESEIETELGULD, EAMIZIE, TL—RARILE OERATEEMEIZRLT MDA RS
FEEODXFEINEFERTEEIBT —IN—RADKITTRETHLY,

HEHROBEE LDFIRTIL—RARIIL A EFRATERWVMGES L. ANEICEENBEONESHETRIICHEZRL, BE
HBERT CENNEELD,

HEARMIZIZX.

1. XFHINFGA—RELTHERATIIEE . XFOIRT—T 00 +— MLIBEET

2. BENFGA—RELELTHERATSSE . HFUSNDXFIRALTIVEW LEHERT S

3. HAIF.ATURELTERTAEE. 1. [CMA FATELLVNERESEN TR EZHERT S
*EHET 5,

88 http://www.ipa.go.jp/security/vuln/documents/website_security_sgl.pdf

4.5.3.3. TRARICTAR—RADESHI N TONGEN=O DR EREIT

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase Z{#FALTDB DA R4 AEEFLTI-15
BE.ELELDAYYFREFALTE DB A ESTARGRETCAHA—ToENnd7, Tz,
Context#openOrCreateDatabase. SQLiteDatabase#openOrCreateDatabase % EH R TH D,

NE TITVREECEEDFESICLIYERET DB OFHFEESMA TLESI(BEEHMASNTLED) AlHEtE
BERLTLVD, BEXMICET T DUEREREDHE TR G TELHEZEZ NI, 7T DREREHEELE  SiAR
YLNBEDLBIMEREZEE T DB, T EIN—RERAMYERTH—T U $HET, R PRIIDERIL
VWWTR7T)REDOR LIZENDGEENHDD T, KRICHLTREZEEHT 5.

B {krIZIE. SQLiteDatabase#openDatabase [Z OPEN_READONLY Z{EELTTF—4R—RE4+—T T3 5,

HAMDEHATT —IN—REA—-T>I3
.- BEE - - -

7 getReableDatabase [FEA&HIIZIX getWritableDatabase THRET AN ERMUA T IMERT , TARITILEE
EDRRTEEZAAAREA T DV ERTELGMERIT)—RA ) —DA Tz ORERT LV TH D
(getWritableDatabase [ T4 RV 7L EEDIKRTIXEITIS—E4D),
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/] T—=BAR=ZADA =T (T—ER—RIFERFHET B)
SQLiteDatabase db
= SQLiteDatabase. openDatabase (SQLiteDatabase. getDatabasePath (“Sample. db™), null, OPEN_READONLY);

£ 8 http://developer.android.com/reference/android/database/sqglite/SQLiteOpenHelper.html -

getReadableDatabase()

4.53.4. TTIDEHIZR->TDBDAHIT—2DRAHEEFIVITH

SQLite (FRZERLET—HN—IXTHY.DB LT Integer ELTEESNTLWSIHSALICHLTXFROT—4%
KBNS HIENARETH D, DBRD TR HERZETC L TOT—INEXDXFT—RELTDBAIZHEMHME
NTWW%, D=, Integer BDASLIZHLTXFINEDIRE( LIKE ‘%123% GE)EITITELRBETH D,
F7=. VARCHAR(100) O &LSIZT—2DHRAREZHEBLTEZINULOREIOT—EANANARETHIHE.
SQLite TOEDHIRR (I L HERER) (FEAF TSR,

CDf=8.SQlite ZEATS7TIE. CDK57% DB DRFEITERL TR hT—42% DB I[THEHMLI-UERFLT:
YLAEWESITT TV DBEHIZLE=A>THAT 2R ELNH D, D HEELTIERD 2 2HhH 5.

1. T—R8&ET 4RI T B, HORSLBEDEHEN—BLTVEINFERT S
2. T—AR—ZAMBEZRFLER. T2 BENDEPRSTHVNERT S

LT T, FIELTAREN 1 LEDHFTHAHLEZRIET 53— FETT

Bl : ADFT—IH 1 U EDEFTH D E&HERITD (MainActivity.java K DIk
public class MainActivity extends Activity {

- KRR - - -

//BhnnEE
private void addUserData (String idno, String name, String info) {
//MNoDFzv¥
if (IvalidateNo(idno, GCommonData. REQUEST_NEW)) {
return;

}

//T—3 BN
DatalnsertTask task = new DatalnsertTask (mSampleDb, this);
task. execute (idno, name, info);

- KR - - -

private boolean validateNo(String idno, int request) {
if (idno == null || idno. length() == 0) {
if (request == CommonData. REQUEST_SEARCH) {
//RBRDEBORFIEIRIEEZ KIZT S
return true;
} else {

//RRFENBLADEE null, BXFIEFTS—
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Toast. makeText (this, R.string. IDNO_EMPTY_MESSAGE, Toast.LENGTH_LONG). show() ;
return false;

}

//BFETHD_ELEHERTD
try |
// 1 ULEDE
if (lidno. matches (“[1-9] [0-91+")) {
//BFLUNDBEIETS—
Toast. makeText (this, R.string. IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG) . show();
return false;
}
} catch (NulIPointerException e) {
//SEDT—ZATIEHYBEL
return false;

}

return true;

- ERE - - -

4.5.3.5. DBIZH&#NT BT —RIZDL\TOHER
SQLite TlX, T—2F 774 ILICHE#MT BRI T D KSHEEIZHE-> TS,

o HRERZELETOTHANEXDXFT—HELT DB I7MILAIHEHSNDS
® DBIZXHLTT—2DHEIBREIT>THT—2BKIE DB I7 /LD SRIBRENGEL (BIBR<T— I DMED H)
® T—AEEHLI-ZED DB I7MILAIZITEFHAD T —2LEIBRENT E-TLVS

Ko T, HIBRENTET 1D 1EHRD DB 77 ILNICEST-EFEDREIZH>TWLS A RENELA H D, CDBETH, A
XEICH->THEZMEL. Android OtEF1T BENFDTHNE. 7 TVEELCE=FEIT—2-T74
IVITEET77ERENLHDEEA, 72720, root #ERZEREN 54 E Android DREMELTIRILTI7MILE
IREHSNDARENEERDE EDRRICKELGHEE SR DT —INEMEIN T SIHZEIZIE. Android REEH
BICHESLGWT —ARELRF LA TNIFESA,

NLDEHITEY. KD root RN EMSNIIHE THLFOIVENHAHIIBEEL T —2IL SQLite D DB [
ZDFEFRMT RETIRHLBN, ESLTHLEELT —FERMESDE/LEVEEICEIBSELET—2E8NT 5.
DB £(AZHESILT 5. BEDRHENDLELL S,

ERICESIENARELISE . BEEICESBORNPCI—FO#FLGEEARAXEDHELEALZEENZ LD T,
BRRTESRRIVNINDREGT —4ZHIT7T)DFERICZEMR~NDERELEDHT S,

2EZLLTM4.5.3.6 [3#&]SQlLite T—AXN—R%EE1t T H(SQLCipher for Android)JIZ, T—4X—R%EE
ItFB54TSVERBNLTEL
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4.5.3.6. [&%&]SQLite T—AX—X%MEF 19 5(SQLCipher for Android)

SQLCipher [, T—3R—X 774/ )L DEBHIZL 256 Evb AES DI SLF IR T 5 SQLite Y3k TH 5. TWEE(L.
A—F2V—ZABSD SAtUR)bEh., Zetetic LLC IZ&->THF-BEIN TS, ENSILOHRTIE,
SQLCipher &, /%7 /QT . 7v7IL® i0S TIHELUFEAINATINS,

SQLCipher for Android Z7O< Yk &, Android IRIEIZH (T3 SQLite T—EXR—ADIZEDFE LS T-FES
tZHR—r3TBIEEXEHELTINS, EZH# D SQLite M APl % SQLCipher ARIZHERT A ET. R EIEE &
RLa—T 4 T ClREtEN=T—EAR—RZFATEDLSIZH-TLVS,

£ M8 https://quardianproject.info/code/sqglcipher/

fELVA

TIVREEIILUTDIDDEE%EF SHZET SQLCipher M FIAMNEAEIZE S,

1. 77U®D lib T4LYKRJIZ sqlcipher.jar XU, libdatabase_sqlcipher.so. libsqglcipher_android.so.
libstlport_shared.so ZE &Y %,

2. EBTODY—RITF7AILIZDWNT, import THE SN TLVS android.database.sqglite.* # £ T
info.guardianproject.database.sqlite.* [ZZE Y %, L&, android.database.Cursor [EZDFEFHE M
AJRETH D,

3. onCreate()DHTT—AR—REMEELL, T—ER—REA—TUFBEITNRT—FEEET 5,

R/ O — R
SQLiteDatabase. loadLibs (this) ; //E£9 5S4 T51) % Context ZEH L THEALT S
SQLiteOpenHe Iper. getWritableDatabase (passwoed) : //BI#E/SXT—F (String® £Fa7IZRBLIE-EDERE)

SQLCipher for Android [ZZER A T/A—23> 1.1.0 THY. 2.0.0 A BAFEITH T RCA NARESh TS
KR THS, Android IZHITHEHAEEC APl OREHEVNSEATSERRIASDELELSH, TFF AT Android
THIFATREL SQLite DIEEEV ) a—Sav L TRETT 2R MIEH S,

4T SVER

SQLCipher Z{#ERT 41-®IZ[E SDK ELTEFENTWSUTDI7MILABELLS,

® assets/icudt46l.zip 2,252KB
IO /system/usr/icu/ LATFIZ icudt46l.dat MEELEWMESICHELLS,
icudt46l.dat NEOHNBLHELMEE. 0D zip HMEESNTHERAINS,
® libs/armeabi/libdatabase_sqlcipher.so 44KB
libs/armeabi/libsqlcipher_android.so 1,117KB
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® libs/armeabi/libstlport_shared.so 555KB
Native 517351,
SQLCipher ®#)#i0—KB (SQLiteDatabase#loadLibsOFEUNH LEE) (T3 A A EN D,

® libs/commons-codec.jar 46KB
® libs/guava-r09.jar 1,116KB
® libs/sqlcipher.jar 102KB

Native 54T SUEMUHT Java 5173,
sqlcipher.jar B34S, $ &l sqlcipher.jar hSSBIN TS,

Ait:#$95.12MB
f=1f2L. icudt46l.zip (X2 ESNbL 7MB 2 EIZH 5,
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I 4.6. TFAIEES

Android OtEFa) T RERBICHSIE. T7MIILIFERZ KL R E—HFREFGF vy a)T5BEMICOH#FIA
L. REIFERARICT ZRETH D, 7T URDERKIBRIEIT7MILEEET I ERSEED T T7MILADTE
#k% Content Provider %> Service LW\ =7 T HEE D LM AICE S TRBET HIRETHD, CNIZKYTTURM
DT I ERAHEHEERTES,

SD A—REDOHNEERET N\ RE+ LTI ERFHNTELRN O, BEDKELI7AILERIGE O D5
FT(PC BRE)NDFEBRDBEENLGE R LESLTHLRERHEADHEREZRET D NETH D, ERMIH
BERTNARLIZBEE o TAILRRBREBAEIFAIILEREL TIALSAEN, HLEL O TATERE ST
BT NARALEDT7AIIZRELGETNELESEVNEE FESIEEORRABEICLESM, CCTIEERLAL,

4.6.1. o7 )La—K
BB D ESIZT7AIVIZRBIZEARICT ARETHD. LM LGNS EEFIFLEFICL-T M7 ITVIZT7AILE
EHEFGAEZIEEIRELZLHD, X1 ) TADOBREAN P EEL-I7MILDIEHELELLEKESR 4.6.1-1 I2FRF .7
FAILDEINIGFI P T TIAD T I ERAHFRA DA EDLEIZKY 4 BEDIT7AILIZHELTULS, UETIZZD

T7AILDHEEEIZH T ILa—FRERLEBAZMZ T,

& 4.6.1-1 EX1UVTABRIZLDI7Z7MIVDHIFEELEER

T7AILD55E th7F)~D ISR BMZE
7O AEFE
FEARTFAIL 7L TTITALORNA | @ FTTYNTOHGHEETED,
o LI TATRERERSICENTES,
® J7AINIKRAIZDAATIZT BRE,
HABMYLET7ZAIL | BAHRY TTIT4LORA | @ 7 T)ELVI—F—H5EAHEY ATEE,
o T7TJHNERIZ/AR (BIE) ATREIERE R,
RAEESORTFAIL | BAHRY TTITALORNA | @ 7 TVELUVI—F—HHEAEETHE,
ETAH ® tXal)T DEEAMNSLTITVERTOESEH,
SHFERAILEITERE,
SMERECIET 7ML FEAHERY SD h—FHEDH | @ FHEREDIUIO—ILHATELLY,
HAHAEELH) ExAH MECIREE ® 7T )PA—H—ICLBIFMILDHRHE
= -HIBRAVEIZTTEE,
o FHEIVER/NRICTINE,
o LHEBMBREOKRELIFAINERSIENTE
%,
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4.6.1.1. EXBRT7AILEHRD

B—77 N TOHRRAEEINZT7AINERIBETHY . REHIT7AILDENETH D, Z7AILIZHEIHRT D
IFHMNARTTEENESINZEHLT . TEAE T I7MILIZELARDIKRETREL., th7T) LD DELIFHRDAOY
Y IZRID Android D {E#A& (Content Provider. Service)ZFIBBLTITSZ &R AIET S,

RAk

1.

2.
3.
4

T7AIIE. TTITALIMIRIZERT S

T7AINDT I EREF MO T TIVRFIRATELRVKIITTFAR—FE—FIZT S

TV TATRBREAEMT HENTES

T7AIVITHEIRT 2@EN)BEHRISHLTIE. ZOAFEICAOLOTHNEDOR LM EHRETS

PrivateFileActivity.java
package org. jssec. android. file.privatefile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. I0OException;

import org. jssec.android. file.privatefile.R;
import android. app. Activity;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateFileActivity extends Activity {

private TextView mFileView;
private static final String FILE_NAME = “private_file. dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id. file_view);
}

/*k
* 77 A JLODERLE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
/] hkRAU b1k T7ANIE TTVT4LT FURIZERT S
/] kRAU b2k T7A4LDTIRRIE. 7 TUVLHFIATELVWKSICTSAR—FE—FIZT S
fos = openFileOutput (FILE_NAME, MODE_PRIVATE) ;
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/] *RA U E3Ik BT 4 THERERMTEENTES
/] *IRA U Rdhk T7AILIZHERTRHERICHLTIE. TOAFEICEAOLTARDLLELZHERT D
/] HOTINZDERE, 3.2 AT —2DREUEHRT 51 28,
fos.write(new String("t > 7« J#1E#H (File Activity)¥n”). getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{

} finally {
if (fos !=null) {
try |
fos.close() ;

} catch (IOException e) |
}

}

finish();
}
/%%
* J7 A I)LDFRAAAHNIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {

fis = openFilelnput (FILE_NAME) ;
byte[] data = new byte[(int) fis. getChannel ().size()];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);
} catch (FileNotFoundException e) {

mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {
}

}

/*k

* 774 JLOHIRNE
£ 3

* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(this.getFilesDir() + “/” + FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);
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}

PrivateUserActivity.java
package org. jssec. android. file.privatefile;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import org. jssec. android. file.privatefile.R;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = “private_file. dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClass (this, PrivateFileActivity.class);

startActivity (intent) ;
]

VeSS

* J7A4)LActivity DFEUH L ALTE

*

* @param view

*/

public void onCallFileActivityClick (View view) {
calIFileActivity();

}

/¥k

* T 7AIILDFAHAHNIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
fis = openFilelnput (FILE_NAME) ;
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byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;

/] *IRA U kdhk T7AIVICHERESNEZBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{

} finally {
if (fis !=null) {
try {
fis.close();

} catch (I0Exception e) |

* J7AI)0DEBTLNE
*
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
try {
/] KRA b1k TrANIE FTIVS—23a T4 L9 FURIZERT S
/] *RA 2k T7ALDTIERARIE. D7 TUNMATELEVWLSIIZTSAR—LE—FIZT S
fos = openFileOutput (FILE_NAME, MODE_APPEND) ;

// dRA bk BT THBERERMTEIENTES
/] KIRA Uk dk T7AILIZHERT HERICHLTIE. TOAFERICEHOLOTHABRDLZLEEEMHERT S
/] B TINZDEBNE, 13.2 AWT—E20OREUEHRT 51 #58,
fos.write(new String("t > 7« TH1ETR (User Activity)¥n”). getBytes()):
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fos !I=null) {
try {
fos.close();

} catch (IOException e) {
}

}

calIFileActivity () ;
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4.6.1.2. HADYLEI7ZAILEHRD

THEZHOTIT)ICHLTABTELMATE-0ODT7IILTHS. UTORIUMIKZEZFFIFTTEET NI, LI
HRELITFAILDENAIZESD,

RALb

1. F7ANIE. TTI)TALOR)RIZIERLT S

2. T7ALNDTIEREF MOTTIITHLTIERARYERE—FIZTS

3. UL TAIIERIFAEMHLGL

4. T7AIVIZHERIRT HEN)FRICKHLTIE. TOAFEICEHLLTABRORLMEHEET S

PublicFileActivity.java
package org. jssec. android. file.publicfile.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. I0OException;

import org. jssec. android. file.publicfile.readonly.R;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = “public_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id. file_view);
}

/*k
* 77 A JLODERLE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
/] kRAU M1k T7AIIE TTVT4LY FURITHERT S
/] KkRAU 2k T7AINDT I REF, D7 T)Ixt L TIEHEARYERE—FIZT S
fos = openFileOutput (FILE_NAME, MODE_WORLD_READABLE) ;

/] KRA bk LT 4 THERITEMH LGN
/] KRA bk T7AIVITHET BIERICRH L TIE. TOAFEICEAOLTHNBEOLTLMEEHRT S

All rights reserved © Japan Smartphone Security Association. 27ANEERS 219



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

/] HOTIVNZDERE, 13.2 AT —2DREUEHRT 51 €58,
fos.write(new String("E> T4 TTHULMESR Public File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) |
}

finish();
}
/%%
* J7 A I)LDFRAAAHNIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {

fis = openFilelnput (FILE_NAME) ;
byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);
} catch (FileNotFoundException e) {

mFileView. setText R. string. file_view);
} catch (IOException e) {

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {
}

/*k

* 774 JLOHIRLE
*

* @param view

*/

public void onDeleteFileClick (View view) {

File file = new File(this.getFilesDir() + “/” + FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);
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PublicUserActivity.java
package org. jssec. android. file.publicuser.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import org. jssec. android. file.publicuser. readonly.R;

import android. app. Activity;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file.publicfile. readonly”;
private static final String TARGET_CLASS = “org. jssec. android. file.publicfile. readonly.PublicFileActivity”;

private static final String FILE_NAME = “public_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity ABHYEHATLR));
}
}

/¥k

* 74 )L Activity ODFEUH LALIE

*

* @param view

*/

public void onCalIFileActivityClick (View view) {
calIFileActivity () ;

}
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/¥k
* T 7 A ILDEAHIAHNIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try |
File file = new File(getFilesPath (FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *RA U kdhk T7AILIZTHERESNEBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] BOTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
} catch (IOException e) |

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) |
}

/**
* T 7 A ILDERRNE
*
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath (FILE_NAME)) ;
/] BEEAAIIKRKT B, FileNotFoundException MF4A
fos = new FileOutputStream(file, true);

fos.write(new String("t > F 4 T THULMERR (Public User Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText (e. getMessage()) ;
exception = true;
} catch (IOException e) {
mFileView. setText (e. getMessage () ;
exception = true;

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) {
exception = true;

}
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}
}

if (exception == false)
calIFileActivity();
}

private final String getFilesPath(String filename) {
String path = ”7;

try |

Context ctx = createPackageContext (TARGET_PACKAGE
Context. CONTEXT_IGNORE_SECURITY) ;

File file = new File(ctx. getFilesDir(), filename);
path = file. getPath();

} catch (NameNotFoundException e) {

}

return path;
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4.6.1.3. RAZESLRT7AILERD
FRESBDTIVIHLT, BRAESHEREHF T T EI7MLDENSTH D,
THESROTITINEAESAEELNSIEF. TILVITLEARARNBTOESHRANAEETHY . T—2DEEN
LREMIEURIESNGD, F- . BEEOLBWVEETHLIZAMLADT —EDBAOEZAAEITIF(IVIHE

HIEHARHETHY . TDEIGT7AILITHEEN S HLEAEMNENTELL,

UEDESIZ X )T OBENDITTVERH DB RALL, RABET L T7MIIVERRITERT HILEF
AIRETHY . mAEBZLFT7MILOFEREE (TR IEESA,

RAUk:
1. W7D SRAIEEFREL T I EREEREL=T77MILITESL
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4.6.1.4. SEEIREASZSLRI7MIVERS

SD h—FDESBHEBEEIRT NARLIZT7AIVERNT HIEETHS, LBRHIBEDKERBREEMT S
(Web Mo o O—RLIz77 4/ LEELLGE D) HEECHEICEREFSHT (N I7VTRED)HEEIZF AT
BTENBESND,

TAEEREGEAEZEARI7AIIETEEZHOT TR L TISRARMY AR I7AIL IEREDHEEE D,
&5(Z android.permission.WRITE_EXTERNAL_STORAGE Permission #FI|AESL T3 FREEZHDT
TNIZHLTIERAESLET7AILIEREDOHEEEE D, TO10H . N EBREGAHAEETLR) I7MIILOER
IDHBERINRICEEDHERETHD,

Android 77 DIEBIEL T, /NI 7T I7 A VIIHERERIET /N A R EITHERENHIEMN B LY, LM LIMEREE
BT NAREDT7AILERTRD SR I T EEOHMOT TIALHEAPLHIBREINTLESURINH S,
WRIT/NNYITYTEHRNT BT TITRINNVIT YT I7MIILIEERHIC PC EDZTLRGIHFICIE—L TS
W IEWSTBERTRETHHE . TT)DHEROHHAB TOVRIR/IMED I RN ELLED,

RAVb:

1. o T4 ERITEMLG

2. THIVEBICA=—VBTALINIZTIFAIVERET S

3. T7AIVITHEIT HEN)ERICHLTII. TOAFEICEAHOLTREDREMEZERT D
4. FIARIOT7T) TEEAAETHEMERIZT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externalfile”
android:versionCode="1"
android:versionName="1.0" >

<{uses—-sdk android:minSdkVersion="8" />
{I— android. permission. WRITE_EXTERNAL_STORAGE Permission ZfIREEJ 5 —>
<uses-permission android:name="android. permission. WRITE_EXTERNAL_STORAGE” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".ExternalFileActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>
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ExternalFileActivity.java
package org. jssec. android. file. externalfile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. IOException;

import org. jssec. android. file.externalfile.R;

import android. app. Activity;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = “external”;
private static final String FILE_NAME = “external_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id.file_view);
}

/**
* 774 LOERLE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
/] KRA b Thk oL T 4 THBERITHEMH LG
/] ARAU k2% FTIVEBIZA=Z—DBTALI RIIZT7AILERET S
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
fos = new FileOutputStream(file, false);

// *RA 2 b3k T7AIVICHEIRT ZBRICH L TIE. ZOAFEICEHLLTAROREEEZRERT S
/] O TIIZDERR, 3.2 ANT—2DRLHET 51 #3838,
fos.write(new String("t > 5 4 JTHUMESR (External File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);
} catch (IOException e) {

} finally {
if (fos !=null) {
try {
fos.close();

} catch (IOException e) {
}

}
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finish();
}
/¥k
* D7 A ) DFEHAH TR
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME)
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];

fis. read(data) ;

/] *RA R Ik T7AIVIZHERESNEBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] U TIZDERE, 3.2 AT —SDREUEHRT 5] 28,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{

} finally {
if (fis !=null) {
try {
fis.close();

} catch (I0Exception e) {

* 774 JLOHIBRNIE

*
* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);

ExternalFileUser.java
package org. jssec. android. file. externaluser;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. IOException;

All rights reserved © Japan Smartphone Security Association. 27ANEERS 227



m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 2012 £ 11 B 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

import org. jssec. android. file. externaluser.R;

import android. app. Activity;

import android. app. AlertDialog;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content.Dialoglnterface;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class ExternalUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file. externalfile”;
private static final String TARGET_CLASS = “org. jssec. android. file. externalfile. ExternalFileActivity”;
private static final String TARGET_TYPE = “external”;

private static final String FILE_NAME = “external_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id.file_view);
}

private void callFileActivity () {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity AHYEEHATLE));
}
}

/**

* J7 A )L Activity DFEUH LA

*

* @param view

*/

public void onCal|FileActivityClick (View view) {
calIFileActivity () ;

}

/*k
* TJ7 A4 IILDFRHAAHNE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;

try {
File file = new File(getFilesPath(FILE_NAME)) ;
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fis = new FilelnputStream(file);
byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *IRA R Ik T7AIVIZHERESNEZBRICHLTE, TOAFEICELLOTHAROREEZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {
}

}

/%%

* J7AI)0DEBTLNE

*

* @param view

*/

public void onWriteFileClick (View view) {

/] KRA Uk dk FIRBIOT T TEESAHETOEWNMERIZT S
[/ =L, BEOHBITTINLEE -HIRAGEEFTSICEEBELTT TUDREGFETS>C L

final AlertDialog.Builder alertDialogBuilder = new AlertDialog.Builder (
this);
alertDialogBuilder. setTitle ("7R4 > + 47);
alertDialogBui lder. setMessage "FIFEIN T 7' TEEAHEITHOHENI EY);
alertDialogBui lder. setPositiveButton (“0K”
new DialoglInterface.OnClickListener () {

@0verride
public void onClick(DialogInterface dialog, int which) {
cal IFileActivity();
}
b

alertDialogBuilder. create (). show() ;

}

private final String getFilesPath(String filename) {
String path = ”7;

try {
Context ctx = createPackageContext (TARGET_PACKAGE

Context. CONTEXT_IGNORE_SECURITY) ;
File file = new File(ctx. getExternalFilesDir (TARGET_TYPE), filename);
path = file. getPath();
} catch (NameNotFoundException e) {
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}
return path;
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4.6.2. L—ILTvY

T7AINEESIBRICIZUTDIL—ILETFSHE,

1. I7A4IVIEIRBIBERART7AILELTER T B

2. MOF7TIDLHRAEZEHERTT IV ERAHELE T 7 ILIEIER LA

3. SDA—KRLGENBRIET NI RITEMT 577/ ILOFRITLER/NMRIZT S
4. IJ7AILDEFHREEERBLTT I DEEEITS

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.6.2.1. 274JILIXIRBIEARI7AILELTHER T 5 (Wh78)

(4.6 274 EHKS1T4.6.1.1 FERRT7AILERS ITHRARF=ESIT, BT IERONBICEHLST 77 ILIEIR
BIFEARIZT H5RXETHS, Android DEFa)T4RHDBERLNLEL, FWROPYRY EZDT I ZAHIHEHIZ
Content Provider %> Service 72& @ Android QXA DHF TITIRETHY . TELVBELHLIEGEDHT7
AINDTIERETRATHILERETTHILITHS,

BIFANEZATDH LT ILA—FOLUTDIL—ILOELSEOIE,

4.6.2.2. MOT7TIDOoHEAEESHERTT VEATRELT7AIVIFERLEL (Wh78)

[4.6.1.3 RAEENHI7AINERSITRARE=ESIC MMOTITVICHLTIZAIVLDHRAHEEEHFT T HE. T74
JLIZHESN DIERD EIEH A TELRD, FOH . X1 TGS AN SRS - NHMGE AN LLFEAES
RRT7AINEFALI-BERO LA EEZHRETIEHEL,

4.6.2.3. SD h—FRENBRIET NARIZEMT 77 MNLOFABEIBES/NRIZT S (7R)

[4.6.1.4 NMEREAEELFET7ANERS ITRAR=ESIZ, SDH—RZIFLHET B ERIET NI RIZT7
AWEELZLERE, X TAB IV HEDEADERMN O BEMNGHEZIRA S EICENS, —AT.SD h—F
F7TVTALIONM LVEFRBORWNI7AIVERZ. 7TINBIT —4ZHoH I DICEREZ SHE— DR
L—oB0 T, 7T OERICE > TIEREE /LT —RBE N EEZ LMD,

SERENE T A RIZTFANERINT HIBE . FEESHOT TS LU 1——hHs - B B TEHILEE
BLT. LT La—R TR U ESH TUT O LGRSV REDHTT T DRI ETIDEN DS,
BB OBEFELLE DRERMITONTIIAAAFDSHOIRTHARELRITLFETHS,

RANEL T T4 IRERIINEBEIET NA R LD T7AILIZREFLAGL

LTI LERENBEET NNAR LD I7AIVIZRET HI5REEELLTS

7 T O L —F—[CHTASNTIEESERZENEBEIET NA R LDT7AIVICRETIHEEETFELD
—RICRET S

NEREEET NI R LD I7AINEFZHATEE . GARATT—ANLREMEZRELTHLT—2EFATS
HmOT7T) 01— —IZk>THEEET NA R LD T7AILIZVDTHHEIREIN S EEZBELTT TUER
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LA NIEE S0

[4.6.2.4 7ML DEFHEZZERBL T TIDEHETS (WA IBSEILHIL,

4.6.2.4. J7MILDEFHMEZELTT T DFREEITS (WH78)

TIIVTALIMIICREEN =T 2 EUTDI—F—REICKYEERENG, TTVDEFHRME—HT 5. Ff-
F7 T DEFHREIVEVDDHIHFETHD,

o F7IUDTUAVAMIL
0 ETTIDT—ABLUVFY Y aDBEETHREI-TT7IVr—av =7 ) r—avDER))

SD A—FEDNERIET NARLICRFSNIZT7MIILIE. TT)DEFHRBE LY I7 L O EFHBN RO EDN
¥ THD, ESHITRDKRLEET DR ENH D,

0 1—H—|ZkBIFMILDHEE
® SDA—FDI/REMY-ELBEZ-TUIVUE
® TIIVITICKBITFAILDEE

CDEIINT7AIVDREFGHFAICE>TIFAIVDEFHRMN RS-0, KEATHBALI=LIG LI T+TRIER
ERETHBRRLETTE TIVELTELLWEFERR T 2B R TE 7ML ORFBHAZELGERT DL EN
Hdo
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4.6.3. ThNVRE

4.6.3.1. T7AITARI)TEBREHDI7AILEH

DT ITVICARITFAINEBET VRS EDIDTIFEL, F7MINTARY) THBHTIFTAIVRETEHEND
%, Content Provider & Service TTMOAHEMEZ S, Content Provider 4> Service D TIELRI7MILEF
— Tl EDITFAINT ARV TREHFOTITIIET  HAFETITIVETFAILTARY) T 2FRATITAILER:
HEETED,

DT TV TFAINEEETICRESEEZT7AIVEEREZETIFANTARII)TABRBDI7AIVEERHEZDLE
BER 4.6.3-1 IZRT . FOERRIED/N)I—32 7O RRERTE7TVDEBETA) A BB, 7€
REHATHET7TVERAMNEIHTERECAN X ) TAE A TIEA) YA KELY,

® 4.6.3-1 7IIEI7AIVEESEDLE

T7AIVEERE TORREZED/N)T— 3> T RREHAT ST T DEE
MDTITVT7AIVEEET VLR | HAHARY FTRTOT7IIIZRHLT—ETIER
SEDTFAILEER EEAH FFRILTLES
FARY +EEAH
T7AINTARYYTIRBADIT74 | HHIY Content Provider %> Service 274
IVEE ETAH AL TLBT7TYISK L TEBIIZ—
BEDH BFRO (S 7 & R3] - 5 55 Al % il {8
SARY+EEAHS TE
SAHEY +BEEDH

LERIFANVHEBHFEDELLIZHLHBT HETHAN DT ITVITT7AILDEERAAEHFETTHETTAILA
BOFTEMMREIL D605 FICEBOT TN LRKICEEAHANTONDE. T7MILABRDT—2EEA
BRTLEWTTUAERICEMELLESLDVRINH D DT TV EDT7AILHBIZENTIE, HAHAAERT
(FEEFRITHDMEELL,

LI T TlX. Content Provider TZ7A &£ EF T HEEFI(EAR Provider DIFE)EY T ILa—RELTIERET
7

RAVb
1. FAZT7IVEEHRTTITHEI S, EooT4THEREREELTEL
2. B#BRE Content Provider 77UMNLDER THOTH. R T —ANRLMEHERTS

ProprietaryProvider.java
package org. jssec. android. file.proprietaryprovider;

import java. io.File;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
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import java. io. IOException;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentValues;
import android. content. Context;

import android. database. Cursor;

import android. net.Uri;

import android. os. ParcelFileDescriptor;

public class ProprietaryProvider extends ContentProvider {
private static final String FILENAME = “sensitive. txt”;

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. proprietaryprovider. MY_PERMISSION”;

// BHOEHED/NY P A{E
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny L 1 &
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride
public boolean onCreate() |
File dir = getContext (). getFilesDir();
FileOutputStream fos = null;
try {
fos = new FileOutputStream(new File(dir, FILENAME));
/] *kRA2 b1k MATT7 TIVIEEHT TITHEME, oo T4 THBERERELTEL
fos.write(new String("t > T 4 T11ER") . getBytes () ;

} catch (IOException e) {
} finally {
try {
fos.close() ;
} catch (IOException e) {
}
}

return true;

}

@0verride
public ParcelFileDescriptor openFile(Uri uri, String mode)
throws FileNotFoundException {

// MBEEZ Signature Permission NE#HT7 TVICKYERIN TS EEHERT D
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if (1SigPerm
.test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException(
“JREEZ Signature Permission NE#HT TUIZKUYERIATLEL, ),
}

File dir = getContext (). getFilesDir();
File file = new File(dir, FILENAME);

/] O TNDOHEHARYEREEITRT
int modeBits = ParcelFileDescriptor. MODE_READ_ONLY;
return ParcelFileDescriptor.open(file, modeBits);

}

@0verride
public String getType(Uri uri) {
return ”7;

}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {
return null;

}

@0verride
public Uri insert(Uri uri, ContentValues values) {
return null;

}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {
return 0;

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {
return 0;

}

ProprietaryUserActivity.java
package org. jssec. android. file. proprietaryprovideruser;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. IOException;

import org. jssec. android. file.proprietaryprovideruser.R;
import org. jssec. android. shared. PkgCert;

import org. jssec. android. shared. SigPerm;

import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. pm. PackageManager ;
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import android. content. pm. ProviderInfo;
import android. net.Uri;

import android. os. Bundle;

import android. os. ParcelFileDescriptor;
import android.view. View;

import android.widget. TextView;

public class ProprietaryUserActivity extends Activity {

// FIFA%® Content Provider (53R
private static final String AUTHORITY = “org. jssec. android. file. proprietaryprovider”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. proprietaryprovider. MY_PERMISSION”;

// BHOEHED/NY P A{E
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny > 1 &
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255";
} else {
// keystore ®”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// FF% Content Provider /Ny —U R EME
private static String providerPkgname (Context context, String authority) {
String pkgnhame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (authority, 0);
if (i !=null)
pkgname = pi.packageName;
return pkgname;

}

public void onReadFileClick (View view) {
logLine (“[ReadFilel”);

// METEE Signature Permission NE#HT TUICKYERSNTIWNS I L#RRET S

it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
logline (" ¥hEEZ Signature Permission ABEHRT TUIZEYERSINTLEL, 7);
return;

}

// TS Content Provider 7 71 DEIBAZA BHDIAEZTHE L EHRT S
String pkgname = providerPkgname (this, AUTHORITY);
it (IPkgCert. test(this, pkgname, myCertHash (this))) {

logline(” FIFA% Content Provider [ZB%#t7 7Y TIXALy, ) ;

return;

}

// B#RE Content Provider 7 7UICRRL TR ULMERICIRY VI IR MZEDHT LWL
ParcelFileDescriptor pfd = null;
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try {
pfd = getContentResolver (). openFileDescriptor (
Uri.parse (“content://” + AUTHORITY), “r”);

} catch (FileNotFoundException e) {

}

if (pfd 1= null) {
FilelnputStream fis = new FilelnputStream(pfd. getFileDescriptor());

if (fis !=null) {
try {
byte[] buf = new byte[(int) fis.getChannel ().size(];
fis. read (buf) ;
// *IRA4 b 2% B#tRE Content Provider 7 7UNLDERTH-TH., HBRT—ADRELMEH
e a3
/] O TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
logLine (new String(buf));
} catch (IOException e) {
} finally {
try {
fis.close();
} catch (IOException e) {
}
}
}
try {
pfd. close() ;
} catch (IOException e) |

}

} else {
logLine (" null file descriptor”);

}
}

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView) findViewById(R. id. logview);

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;

4.6.3.2. TALINIDTIERERTE

CNETIFZFAIIZEBLTEXF AV TADEERERBALTE =, T7MILDAVTFTTHATALIMIZDWTHEE
FaTADEEBNVLETHD, CCTIETALINI DT O RREREICOWTEF T+ LDEERA U EERA

ERE
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Android (21X, ZFUTALOMIRIZH T TALIRMIZERB 1ERTEAVIRDNLOMRESIN TS, THED
%k 4.6.3-2 IZ7RT,

& 4.6.3-2 7IIT4LINBTOYITTALIMNEG -EREAY YR

t7IIZxtd S aA—H—I2kBHIBR
TORRIEDIETE
Context#getFilesDir() A (EITHERDH) R E1->TT7 TV r—2av 1=T7T)r—
AV DEE |- T—2HE]
Context#getCacheDir() RA[(EITHERDH) R E1->TT7TVr—2av 1-T7T)r—

aVDEE |- XvylalliE]
XIT—2EE ITHEIBREN D,

Context#getDir(String name, | mode [CLATF%I5E/IHE, & E =TTV r—2av -7 r—
int mode) MODE_PRIVATE avDERI-IT—2HE]

MODE_WORLD_READABLE
MODE_WORLD_WRITABLE

CCTHICRZMFTHDIE Context#getDir(ICkd7 VL REDERETH S, 77 ILDERTHHAL TS LS
(2. Android DEF1)TAREFDERNSTALIMNEERMIZEIFAFITTEIRNETHY. 7O EREDREIC
FOTEROAFZITIEBOHREMEALH LD T, [EHROLFICIIMMOFEEER D NETHD,

MODE_WORLD_READABLE

FTRTDTIIVIZHLTTALIMN) DEHBVIEREE5Z 5759 THD. TRXTOTTINTALINIADI7AIL
—EPEL2OTI7AILOBHEEREMBAREIZHED, COTALIMNEBE TICREBEDOI7AIVERET 5 LIXTEY
WDT, ZOIST DFERIZIFHHEEFENDETH D,

MODE_WORLD_WRITABLE

7 TIVHLTTAL I DEERAHEREEZHT5T THB. TRXTDTTINTALIMNIRADIT7AIVELERL.
BEps, UAR—L, HIRRAEIREICIES, CNoDEBEXI7MILERD 7V RERTE GrAHIY ., EEAH, RT) &
FEERTHY. TALIMN DEZAAERNH ST TRIREL L DIRIETHAEITTENRES 1O T T M
BEFIIT7ANZRIRENFYESRAON-YTHD T, BEFZCDISTEEALTIALLL,

* 4.6.3-2 DI 1—H—|ZK5EIBRIIZEALTIE. 14.6.2.4 727(ILDEFRHRZEELTT TUDERAEZTO (b
B) 1ESBOIL,

4.6.3.3. Shared Preference 0T —AR—XI7(IILDTIERERTE

8 NEFRFL—T DDA ERERIBEB(SD h—FEENDBHLEE T IV MRAUNEB A =BT TELL, ZD1=85H.
SABMUIERDEVATRAN =277 ML SRR EEEI BB SN THRAZEZWREICHD LG I &L,
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Shared Preference 7 —42R—RET7M LTINS, TV EREREICDWTIEI7MILERILZENE X 5,
L7=m>T Shared Preference 13 7 —3R—REL, 77/ JLERRRIZERMIZIZIELRI7AILELTER L. RBED
#AE(X Android D7 T EEEO A K> TEBTIRETH D,

Shared Preference O {FEABIZRIZRT , MODE_PRIVATE [Z&YIEABT74/ILELT Shared Preference 4k
L TUL\3,

Shared Preference J 7 1 JLICT7 O X HIR%Z&E I D451
import android. content. SharedPreferences;
import android. content. SharedPreferences. Editor;

(shEE]

// Shared Preference #8393 % (HIThIEERIN D)

// RA 2+ FEKRBIZ MODE_PRIVATE E— F&#HET S

SharedPreferences preference = getSharedPreferences (
PREFERENCE_FILE_NAME, MODE_PRIVATE) ;

/] ENXFINDT) T 7 L REEEALH

Editor editor = preference.edit();

editor. putString ("prep_key”, “prep_value”);// key:“prep_key”, value:“prep_value”
editor. conmit () ;

F—RAR—X[ZDLVTILM4.5 SQLite ZFS5 12SHBTH L,
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I 4.7. Browsable Intent ZF|FHd 3%

TS5 Web R—=U DY IIZREL TR TEHRSIZTITVEESLZENTES, Browsable Intent ELV5HE
BETH D, 77U, URI RF—L% Manifest Z7MILTIEETHZET,. ZD URI RF—LFFEDIIADIEE)
(A—H—DAYTHE)ZRIGL. Yo% INSA—RELTRET AT EMNTTEEIZE D,

F1=. URI RX—LZFATHIETITVTDORIET ST TVEEET 5AEIE. Android D#A#%5T i0S fhd
TR TA—LTERIELTEY . Web 7T EDNERT T EHELGE IT—BRIZEDLNA TS, BIZ L. Twitter 7
71)%5 Facebook 77 TIEFRD &57% URI RF—LMNERINTHY. Android THI0S THI SO Y OXIET
57T HEETHELIITHESTINS,

URI RF—L g 57T
fb:// Facebook
twitter:// Twitter

CDESEEOFEMEZEZ-FEFLHEETHIN, BEEHAF=FBIZEASINSBEEELEBATNS,
EEDHD Web HM+ERAELTIIM URL ITRELNGA—EELRATLETTT)DOMEEEERLY., RLC
URI RF—LALIZHIGELI=RILII7EAVAR—ILEET URL ITEFNDEREERY T ELENEZONS,
ZDESLBEMEITHIET =012, FIATBEIZIZWOONDRA UMK EDIFH T IELESELY,

4.7.1. 47 )La—F
LATFIZ. Browsable Intent ZF|RALI=77) DY 2T )La—K%EFRT,
RAU:

1. (Web R—J)xtiEd %S URI RF—TEE ST I DNFGA—RITE T4 THIEHRES HIE
2. URLDNSGA—RZEFATHRIEN T EMEHEET S

Starter.html
<html>
<body>
Ad— kR4 b1k RLIZCEVOT 4 THIBFRESOLT LY —
AJ—=WRLNSGA—=RELTEIXFNIE, UTF-8 T, MO UWRIT>va—FLTHELZE —
<a href="secure://jssec?user=user_id”> Login </a>
</body>
</html>

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. browsableintent”
android:versionCode="1"
android:versionName="1.0" >
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<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=".BrowsablelntentActivity”
android: label="@string/title_activity_browsable_intent” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>

<intent-filter>
<action android:name="android. intent. action. VIEW" />
// BEERHY intent £ (+{11+3
<category android:name="android. intent. category. DEFAULT” />
// Browsable intent Z=I+{t(+5
<category android:name="android. intent. category. BROWSABLE” />
// URI ’"secure://jssec’ ZZIT{H+5
<{data android:scheme="secure” android:host="jssec”/>
</intent-filter>
{Jactivity)
<{/application>

</manifest>

BrowsablelntentActivity.java
package org. jssec. android. browsableintent;

import android. app. Activity;
import android. content. Intent;
import android. net.Uri;

import android. os.Bundle;
import android.widget. TextView;

public class BrowsablelntentActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_browsable_intent) ;

Intent intent = getlntent()

Uri uri = intent. getData();

if (uri !'=null) {
// RLINS A=A TiEINz-2—F—ID ZWMETS
/] hRA b2k RLDINTA—2ZFAT BHINMEOLREEZHERET S
/] O TINZDERE, 13.2 AT —2DREUEHRT 51 €58,
String userID = “User ID = “ + uri.getQueryParameter (“user”);
TextView tv = (TextView)findViewById(R. id. text_userid);
tv. setText (userID) ;
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4.7.2. W—ILTvY

Browsable Intent ZF|A 3 HEEICITUTDIL—ILEFDHIE,

1. (Web R=ZHNFIET BV I DINGA—R L TATRIEREEDHEL (7R)
2. URL D/IRSA—BZEFRATDANMENTEMEZEHERET S (7R)
4.7.2.1. Web R—=ANKIET BV I DINFGA—RIZE U T4 TEIEREEHLEL (WH7H)

TS50 LT 0%2yT LR, data(Intent#getData IZTHS)(Z URL DIEA ATz Intent BAFETSh, X
T LIZEYEZ YT S Intent Filter ZF27TUNEHT 5,

O, L URI RF—LEZF{TF5LS Intent Filter WEREIN=-7TUNERGFET SI5AE. EEDREEK
B Intent [C&BEENERZRICTITVBIROAATATHBRIRIN, I—F—DBRLE-7TINEBTHI LI
%

RIZ. 77VBRBREEORBIRRELTIILVIZHFEELTWVEGEE ., —F - BTV TEREESET
LESBIRELHY . INSA—IMNTIL D TITED LIS,

CDEIITWeb R—=U DY) URL [ZEHT=NFA—RIETRTIILIITITELFREEAH LD T, — D Web
R=UD)OZEEDEZERKRIZ. URL D/INTA—RICEE L O TAIGEREEHDHEFB TR NIEESA
LY,

URL (C—H—ID &/XXT— RO A > TLBHI

insecure://sample/login?user 1D=123458&password=abcdef

Ff=. URL D/ISGA—=ERA—H—ID HBEE I TAITTHWMERDADIHETH, 7TV D/ART—FA N
Z7TVRITSEZE5BEHTIE, A—F—HRENTITTIL I 7 EEHLTLEL., RO 7ITHLT/IARD
—FEADLTLESBEELH D, TDT=H. —EDOT 1 NEBBIKET T VEITELSET LG HRERET TR
=T#H5. Browsable Intent IZ&27 T JiEE EHETHEERM Intent IZKB7TVEETHY. ERILE=7TIUMN
EHINSFRIAINLRNCEEEBEICEWN T I - —ERREZ LN TEILENH D,

4.7.2.2. URL D/RSA—2ZFIRTDHINMEDOREEEHZET D (WH78)
URIRF—TIZEDLERUV I TTIRFEEICRS T H TUERATEELD T, 7TVIZESN = URL D/ T A—4
HIERD Web R—U kb TLAHEFRLAEN, Ff=, ESN Tz URL D/RTA—EHIERD Web R—T ik

BN TELNEINERANDHFELEL,

FD=%H. Btz URL DRSA=FZFAT DRI, NSA—ZIZBELBIMEAA>TLVELAGE  EDRE
MEERTIDLENDD.
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5. X2 T4BREDEENA
EEPEFES. Permission 7E, Android IZIEEFESFEL X)) TAHEENAEIN TS, ThioDEFXaY)
TABEXRUIRWNEBIEZDE X 1) TAHEN TR ICRIEBEINTIRITENTETLES, COETIIHEEN
X TAEEEFERT A —UFBELREEERS,

| 5.1. XRT—RFAHNEEEES

5.1.1. 27 )La—kK

SAT—EANBEEEER, tF2 T EEET RERAUNDNTBASZ, STHEASRT—ROAA T
BRBOHET B, SRT—FOREREITONTIES ROMIZTHRREERITEFETHS.

% ull @ 9:03
assword Input Example

NRAT— FEXRRT D

#)\2AD — FERTT 2155, #3H15R=R
Th\L£S5FBLTIIEEL

RAUb:

1. AALENART—KRETRIFRR( * TKRR)TD
2. NRAT—FEEXRRTDHFTav#AETH
3. NRAT—FEXRTHOEREZIEGRIET S

RAVL: BIBAALIESRT—RFERSBEIZIE LRRAUMIMZ ., FTRAIUMILEZEMTHIE

4. Activity #IEARREFICAIEAALIZART—RAHHI5E . BIEADNRT—FOHHEHERSINGEOKLSE
MO * XFTHI—KRTTD

5. BIEIAANRT—REFI—RRLTNSEE [NNRT—FERRILIZIGE. BIBIANNNRT—KE51)F7LT,
FRIISRT—REANTELRELT S

6. HIEIAANRRT—FEFI—RRLTWSEE, I—F—DBNRT—FZANLLSELIZIGE. RIEIA H/8RD
—FZEI)FL. A—F—DANEFH /R T—RELTIRS
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password_activity.xml
<{?xml version="1.0" encoding="utf-8"7>
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”
android: layout_width="fi||_parent”
android: layout_height="fill_parent”
android:orientation="vertical”
android:padding="10dp” >

A= NRRAT—FEEOIRNIL —>
<{TextView
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/password” />

N—= NRRJ)—FKFAHEE —
{I— % R4 > k 1% android:password % true IZE§ET 5 ——
<EditText
android: id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android:password="true” />

A= kRS2 k2% RRT—FRROF T a3 ERET D —
<CheckBox
android: id="@+id/password_display_check”
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android:text="@string/display_password” />

= *RA 2 k3K NRAT— FRTEOBREIZOVTEEREZITS
<{TextView
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/alert_password” />

Ad—Frvot)L, KKa2r —>
<{LinearLayout
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android: layout_marginTop="50dp”
android:gravity="center”
android:orientation="horizontal” >

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickCance |Button”
android:text="@android:string/cancel” />

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onGlick="onCl ickOkButton”
android:text="@android:string/ok” />
</LinearLayout>

</LinearLayout>
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\J

XD PasswordActivity.java DEREZIZEREBLT- 3 DOAVYRIFRARICAEHE TRENTEZARTEIL,
® private String getPreviousPassword()

® private void onClickCancelButton(View view)

® private void onClickOkButton(View view)

PasswordActivity.java
package org. jssec. android. password. passwordinputui;

import android. app. Activity;

import android. os.Bundle;

import android. text. Editable;

import android. text. InputType;

import android. text. TextWatcher;
import android.view. View;

import android.widget. CheckBox;
import android. widget. CompoundButton;
import android. widget. CompoundButton. OnCheckedChangelL istener;
import android.widget. EditText;
import android.widget. Toast;

public class PasswordActivity extends Activity {

// REREFEROX—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD"”;

// Activity A®D View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/] IRRT—EMEE—RENERTISY
private boolean mlsDummyPassword;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. password_activity) ;

// View QEVE
mPasswordEdit = (EditText) findViewByld(R. id. password_ edit);
mPasswordDisplayCheck = (CheckBox) findViewByld(R. id. password_display_check) ;

// BIEARAIRZAT— EA&HBH
if (getPreviousPassword() != null) {
// *iRA 2 bk dk BIRIAANRRT—FERHZGEEFI—/IAT—FERTFT S

/] BEIFZI—HRRAT—FKIZT 3

mPasswordEdit. setText (“srsopbokototork”) ;

/] IRRD—RANBFIZHZ—NRRT—FE#HYT7TT51H. TFRNERYRFT—%H%E
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRRAT—FISTERETS

mIsDummyPassword = true;

}

/] IRRTD—RERTTHATLavOFvIER)RF—%%E
mPasswordDisplayCheck
. setOnCheckedChangeL i stener (new OnPasswordDisplayCheckedChangeListener () ;
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}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDMHEEETActivity ABAER SN BVNESEBELESGEICETE
// Activity MIREERTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// ETEDOMEEETActivity ABAER SN BVNESEBELESEIZETE

// Activity MIREEDE T

mlsDummyPassword = savedInstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/%%
* NRATD—FRZANLIZGEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count
int after) {
// RER
}

public void onTextChanged (CharSequence s, int start, int before

int count) {

/] KIRA 2k bk BI—RERFIZ/RT—RFEBAALESBEEIAIRBICIE LE-RRIZT S

it (mlsDummyPassword) {
/| FE—NRRID—RISTERET D
mIsDummyPassword = false;
/] INRIT—RZEAALEXFETIZT S
CharSequence work = s. subSequence (start, start + count);
mPasswordEdit. setText (work) ;
/] A=V IEBLIRIIRDDTREIZT S
mPasswordEdit. setSelection (work. length());

}

public void afterTextChanged (Editable s) {

// RIEA
}
}
/*k
* NAT—RKDERFA T avFzv I LR L-BEDNIE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
// kRA 2 b5k HEI—RRBIEERTIZT S
it (mlsDummyPassword && isChecked) {
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/] BE—IRRIT—KRISTEHRET S
mIsDummyPassword = false;
/] INRAD—RFEZERRIZT S
mPasswordEdit. setText (null) ;

}

/] A=V IWEENRVICREIDTSDH—YILNEFICET S
int pos = mPasswordEdit. getSelectionStart() ;

/] kRA2 k2% FryJITIELTHRRT—FEEXRTFT S
// InputType DERX
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
// Frvy ONBIEIEXRT

} else {

// Frwvy OFF BE<Y R KRR

type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// INAT— K EditText [Z InputType 5% E
mPasswordEdit. setInputType (type) ;

/] W=V IRBEERTET S
mPasswordEdit. setSelection (pos) ;
}

[/ UWTFDAYy FR7TVICEOETEET S &

/**

* BIBAN/RRT—FEWET S
*

* @return BIEIAJI/SRT—F
*/

private String getPreviousPassword() {
/] REFENRDT— FZEEBRIELWVESIZ/IIRT— FXFHIERT
[/ MRAD—RFZERFLHEVAETIE null 89
return “hirakebma”;

}

/**

* Xy o)LRE DO TOE

*

* @param view

*/

public void onClickCancelButton(View view) {
// Activity ZEILC %
finish(;

}

/*k

* 0K 7R& > TFNE
*
* @param view
*/
public void onClickOkButton(View view) {
// password #{RFET B ENFREEITES EHABELGZNEEITS

type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
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String password = null;

it (mlsDummyPassword) {
/] BEBEETHEI—NRT—FRRE2EGEIEFIRAANNRT—REEE/NNRAT—FET S
password = getPreviousPassword() ;

} else {
/] BE—RAT—FRRL2HMERIFLI—F—ANNRT— FEEENRRT—FET S
password = mPasswordEdit. getText (). toString();

}

// INRJ— K% Toast RRT B
Toast. makeText (this, “password is ¥*” + password + “¥"”,
Toast. LENGTH_SHORT) . show () ;

// Activity 2B L %
finish();

248

All rights reserved © Japan Smartphone Security Association. NRAT—FAHhEmEz=E>



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

5.1.2. L—ILTvY

INNRAT—FANEEZEDRIZIELUTOIL—ILEFEIE,

1. INRT—FZANTBEZIZIEFITRIRT( * TRRTD)EEEFAETD (WH7E)
2. INRAT—FREEXRTIIATLIVE=HETS (WH7E)
3. Activity EEIFFIZ/ARAT—REIRIRTRIZTS (78)
4. BIBEIAALENRD—FERTTDHHEE. FI—/N\RADV—FEKRTTDH (WH78)
5.1.2.1. IRRT—RZEADTBREZICIETRIERT( * THRETD)MEEZHAETS (WH7E)

AR—bIAVIFBEPNRFDNEATHRASNSGCEN S E=BIT/RT—FEBEHROND)RINKEL,
TT)DERREL T NRT—FETRIKRTRT DHEEEDN D ETHD,

INAT—REANT B EditText 2XRAIRTTAHEICIT. BHIZLATHR XML TIEET A HEE. BMc7O
TS LETUYEZDHED 2 BENHD. BIE (L. LA4T7 Uk XML @ EditText 44 T android:password &%
% android:password="true”’[Z§ 5L TERTED, RE(L. EditText VSR D setlnputType() AV YFT
EditText ® A 744 F1Z InputType. TYPE_TEXT_VARIATION_PASSWORD %iBINY 2-ETEETES,

LUTF.ZENEADO YT ILa—FERT,

LA7 b XML THEEY 54 %

password_activity.xml

A— NRRJT—FKFARHEE —>

<{1—- android:password % true IZSRET D —>

<EditText
android: id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android:password="true” />

Activity NTHEET A%

PasswordActivity.java
/] INRAT—FRREA TEHRTE
// InputType IZ TYPE_TEXT_VARIATION_PASSWORD #:%E ¥ %
EditText passwordEdit = (EditText) findViewByld(R. id. password_edit);
int type = InputType. TYPE_CLASS_TEXT
| InputType. TYPE_TEXT_VARIATION_PASSWORD;
passwordEdit. setInputType (type) ;
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5.1.2.2. NRT—FEEXERRTDHFTav#AET S (h7E)

ARX—RIAVIZE T BINRT—RAAEZIFINRILTDANEGST=8 . PC THF—R—FANTIHELLET

BENRT—FDBRANDNELOT W\ YRYVRTERRT HHENT NS S, 11— —[FEMGE/ X7 —FEF A

LTLEWN MASTRIRTH D, BEMLDRERADEELRLDD /NRAT—REEXRRTEIA T av%E
BIBDLET AVTF/IARILANDREZH N DD, REG/IRT—FEFRALTEL A D KIITH D,

= ol B 9:51 # ull @ 9:52
[Password Input Example

abcdefghijk
NAD—FERTTD

#¥JNAT— FERTT BIH5S, #2HNEPRER
ThRNESEBLTLLESL

v | K\RAT—FERTRT D

#¥NAT— FERTT BIES. #2HNERER
ThRLESEBLTLESL

REFIVIAY

EditText @ InputType {5 T. TRIKRREEXRREVYBZLHIENTED
PasswordActivity.java

/**
* NAT—RKORTA T arvFz v 2EELEIGADNE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

/] dRA Uk bk FI—RREFIEERTFIZT D

it (mlsDummyPassword && isChecked) {
/] BE—NRRAT—KRISTEHRET S
mIsDummyPassword = false;
/] INRTD)— REZERTRIZT S
mPasswordEdit. setText (null) ;

}

/] A=Y IWVEEBENRIREIDTESDH—YILLBEERLRT D
int pos = mPasswordEdit. getSelectionStart() ;

/] *ARA2 2% FxyIIZIELTHRRT—FEEXRTT S
// InputType DYERL
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
// Fxwvy ONBILEXET
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
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} else {

// Frvy OFF BE~Y R KRR

type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// 18X — K EditText [Z InputType %% E
mPasswordEdit. setInputType (type) ;

/] h—YIWEBEFRET D
mPasswordEdit. setSelection (pos) ;

5.1.2.3. Activity EEIFF L/ SRT—RETRIRRITT S (Wh7H)

BERET/NRAT—FRRLTLEVN. BE=FICERONLIEZHHCTZOH. Activity BEIRFIZ/ARD—RERRT 54T
23V DT IAINMERIATITT 2RETH D, T IAHIMERFZLBIZEDIDHERTH D,

5.1.2.4. RIEAALI/IRT—FERTTDEE. FI—/\RT—FERTTH (Wh7H)

AIEIAALIZNNRT—REIEET RIEE. E=FIT/INRAT—FOEUNEEZBVLSIZ. BEXFHDOIRIXTF
(I E) THI—RTTEIRETH D, £f-. FSI—RRBEIC[/IRT—RERTTEIELEBE . /SRT—KEHY
TLUTHBEXRTE—FRIZT S, CNITKY  AX— b I+ DB EINDZICI S TE=ZFDOFITESELTHE]
EAALTz/SRAT—FAEAH RN BBIREEFRNZZIENTES BB FI—RRBITI—HF—HN/RT—F
EADLESELIZGEBICIF FS—KRREBRLTEEDANKEIZRT RELAH D,

BIEAALIZNNRT—RERTTHIEE . FZ—/I\RT—FERTT S

PasswordActivity.java
@0verride
public void onCreate (Bundle savedlnstanceState) |{

~ KBS ~

// BIEAAIRRT— KhHEH
if (getPreviousPassword() != null) {
/] kRA 2+ dk BIBAHNRRT—ERHEIBEEFI—/RAT—FE2RFET D

/] "ERIFFI—IRRIT—FKIZT 3

mPasswordEdit. setText (“skkkkkknnx”) ;

/] INAD—FAABEIZHE—ISRT—FREVUTT 5. TXRANEEYRAFT—%HRE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BEI—IRRT—FISTEBETH

mIsDummyPassword = true;

}
~ BEE ~
}

/¥k

* BIEAANRT—FERBT S
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*
* @return FIEIA I/ AR T—F
*/
private String getPreviousPassword() {
/] BRTEIRRAT— REERSELIMEEIT/IRT— KXFFERT
[/ ISRT—FZEZRELHEVARTIE ul | Z2iRT
return “hirakebma”;

AI—RNEE, RRT—FERTRT DA T AV EFUICTHERTNEEDIT TS

PasswordActivity.java

/%%
* IRAD— KORFA TV avFzv I ZTEELEESOUNE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

// *RA 2 b5k HEI—RRBIEERTRIZT S

it (mlsDummyPassword && isChecked) {
/] BE—IRRT—FISTEHETS
mIsDummyPassword = false;
/] INAT— FEERTRIZT S
mPasswordEdit. setText (null);

~ HEE ~

HI—RTFICA—H—DNRTV—FEAALIIGEIZE, F3—RTEHRRT S

PasswordActivity.java
/] REREFRDF—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD”;

/] IRRT—ENEE—REHERTISH
private boolean mlsDummyPassword;

@0verride
public void onCreate (Bundle savedInstanceState) {

// BIEARAIRZAT— EA&HBH
if (getPreviousPassword() != null) {

/] kRA 2k bk BIBAANRT—FRHEHEEEFI—NRAT—FERTTS

/] BERIFZZI—RRAT—FKIZT 3

mPasswordEdit. setText (“srsopiokototork”) ;

/] INRT—RANBIZTZT—NRRT—=REI)T7T 5=, TERANERYRF—%HTE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—=NRRT—FISTEHET S

mIsDummyPassword = true;
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}
~ EEE ~
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDMEEETActivity ABAER SN BVNESEBELESEIZETE
// Activity MIREEIRTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// ETEDOMEEETActivity ABAER SN BEVNESEBELESEIZETE

// Activity MIREEDE T

mlsDummyPassword = savedInstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/%%
* NAD—FZANLIGEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count
int after) {
// RERA
}

public void onTextChanged (CharSequence s, int start, int before
int count) {
/] KIRA 2k bk BI—RERFIZ/RT—RFEBAALESBEEIAIRBICIE LE-RRIZT S
it (mlsDummyPassword) {
/| FE—NRRID—RISTERET D
mIsDummyPassword = false;
/] INRIT—RZEAALEXFETIZT S
CharSequence work = s. subSequence (start, start + count);
mPasswordEdit. setText (work) ;
/] A=V IWELIRNIZESIDTREIZT S
mPasswordEdit. setSelection (work. length()) ;

}

public void afterTextChanged (Editable s) {
// KER
}
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5.1.3. 7E/\V Rk

5.1.3.1. A5 A4 02D T

IRRAT—FAADROONDZEDRRHZOT AV NETHS, O A MBTREMFTEIRAUMEN DN
9%

AT AV RBBOIS—AvtE—D

ATAVRBETEID(THIVN) ENRT—RD 2 DDEBEANT H. OT AV KBEICIK ID AFELGWMGE L,
ID [ZHFEETEHN/NRRT—FAEEBATNDIBEED 2 D0H5H, AT A VEKBD AV E—ITID 2 DDHEERFIL
TRTRYDEHBELHEELZ ID BNEFAT IAENEHRTETLES COIILHERZFSLRLV=HICH. A
TAVKBED Ay —DTIE, LR 2 DDGEZERAEFTICTREDLITKRTI RETHS.

Ayt—Tf1: AT A0 ID £zl RRT—F A EE-STVET,

BE0J 1 ke

—E. QA RENEIIT HEREILREEAT A1 ID ENXRT—FDADZEARLT, BEIMNIZOT 42521751
BN HD, BEOT A UEEEFEDLOANDNEBTELDTHEUNSELIN., EOREAT— I+ NEHS
NEHRICEZBISERASND) RN,

FEZFITBEAINBEOHEENZTANONLAEL . +REEF 1) TR ATEEGEIHEE DA, BEAY
AUBBEIXFIRTBIENTES FIZIE. oAV NVF T T7T)DGE . E=BITIHERERESNSEEHEMN
BHEENELOTEHAT A UBEEICELE TEF ) TR BELLD, ARELTIE. TREVELE DS
BT ENARET DERICIE/SART—FOBANEZRDZ]. BT A UREHICI—Y—IIHLTHAITE
BErMEL. BEGmROAVIFRTIGEKOIONEZLND, BT AV DOFAICH->TIE. ChoD xR
ERHRICREMEL) RVEMEL T, BELRHAEITIRNETH D,

5.1.3.2. /NRATJ—KZEHE[ZDIL\T
—ERELENRT—REHNDNRIT—RIZEETHHE. UTOAAEBZE@LICAEITRETHD,
e IREDNART—FK
® HLLWVIRT—FK
® HLLWIRT—K(AHHEZRA)
BEIOJT A UBENDNTWSIGE . FZBNTIVEFHATESARESELH L. TDHE . BFIC/IART—FEE

BEINBWES BEDNNRT—FDANERODIBENSH D Tz HLLVIRT - BN AHNIATHEATEEICHHE
BRERZERDT =6 HLLVIRT—RE 2 Bl ANZERDIVENHD.
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5.1.3.3. YRATLDIIRRAT—FERRIFREA=21—IZDLT

Android DEBEA=Z1—DHRIZ[/INAT—KREZRRIEVSIEZRENH D, Android 2.3.3 DBSITILTIZH S,

BE > MEFEREEXITa > NRT—FERTE

SIMA—FOvY

SIMA—FOYYERE
JZD—

JRRT— FERR

NKRAD = BFANBICXFERRY B

4
7)01 AEE

TINA ABEEEEER

7)1 REBEEEMEZEIET B
REEFHR L~

SDA—EMNSA VA =)L

BES{LENREES DA —ENEA VR
k=),3 2

IR —RERTRIBEEFVICTDERRICADLIXFAEXRREG D, —ERRE (2 I2E) BB, £

FRDXFNANSINDEEXRRINTWXFIEIRIRTEIND A 712F 5L ANEENSIRIRTRE

5%, CNIESRTLERICEET HHETHY. EditText D/ART—RFRREEEZFEALTLDTRTOTTIC
BRSNS,

% ull @ 9:53

NRAD— FERFT S

WK T— RERRY 3158, #3NLRER
ShZNESEBLTIEZN

ENALESEBLT LS

— TE B FElHE 8

#Hls

RDXFxAN
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I 5.2. Permission & Protection Level

Permission @ Protection Level [ZI& normal, dangerous, signature, signatureOrSystem M 4 f&EHH 5,
Permission [£& @ Protection Level THAMIZ&>TZENZ . Normal Permission, Dangerous Permission,
Signature Permission, SignatureOrSystem Permission EFE[EN S, LT, 2D KB EMERES,

5.2.1. ¥>7)La—F

5.2.1.1. Android OS BXZE® Permission #9355 %
Android OS [(EEEEROC GPS HEDA—H—EBEEEFTIL I T HHBRET H1=0D Permission ELNS5EF11) T+
DA DS, Android OS NMRERMREL TS, S5LIFHROEEEICT IR TE7T)IE. ARMIZEFND
270t RT B8O DHER (Permission) ZFIAE S LA ITNIEESL, 22— —FERA L EL Permission TlE.

Z® Permission ZFIABEE LT TINRAVAM—=ILENZESIZRD IS5 A—F—HEREERNARTIND,

9 ¥ Hal W 18:33

® PermissionfIBESY ..

COPTVr—3 A VA=
LEITN?

COPF)o—2 3 VICEFA] T BIER
o Xy RND—JiBfE

REEAVI—XY "PIER

FvIb A=

s N i I v |

COHREAICEY. a—F—RFZOT7TINED I SLEEEELFRICT I EALELSELTVSDMNEMBIENT
5. 5L, 7T DIEICHS MR BELGHBEECERICT IV EALIIELTWDEEIX. ZOTIIIETIL T
THAAREMEDNE W PRICERDTTINTIL YT THIEELNE=HIZH, FIAEE 95 Permission &
=/DRICLEITNIEESIEL,

AU
1. FIET % Permission % AndroidManifest.xml [Z uses-permission THRAEE T 5
2. ATLEL Permission [EFIAE S LAWY

AndroidManifest.xml
<{?xml version="1.0" encoding="utf-8"7>
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<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. usespermission”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

Ad— kRS2 b1k F7TYTHET S Permission #FIREST 5 —
A=A 2B =y T RTF B Permission —>
{uses-permission android:name="android. permission. INTERNET”/>

{— *RA 2V k2% FLEZ Permission [EFIEEE LAEL —
A— 77 OFBEICFLER Permission ZHAETEEL TS E, A—HF—ITRERESZTLES —

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".MainActivity”
android: labe|="@string/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity)
<{/application>

</manifest>
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5.2.1.2. HMBETZH®D Signature Permission TEH#7 ) E#ET 55%

Android OS AAE & T HBEEE D Permission D=, 7T UA B Permission ZE&ET D ENTES, BT
# O Permission (EEFEIZIEZIE B EZE®D Signature Permission) 2% (X, B 7V TN EE TS A%
EBTENTED . BROBHETTVEAVRM—)LLIZBEIC. TNENOTT) O BEBEEEICMZ . 7T UREE
[CRDEERBELTIRBTHILT. EHOBHETT)E ) —XRFELTREEZ LTS, ELV-T-FA&LH 5.

HUTNTOISLIHEEZ Signature Permission (UserApp) II&H >IN T0S S LTEBEZ Signature
Permission (ProtectedApp) JIZ startActivity()3 %, 7 7)IXRILEARER TELINTVWAIRELH D, HL
ZLZL-RARERNELDIEEIL. UserApp (& Intent Z1X{EE T, ProtectedApp [EZIELT= Intent ZNIE L1
W FTRNURMYL 30 THEAL TSIV AM—)LIERFIZ&S Signature Permission [E:8 0 FEIREIZH x40
LTLS,

| & 19:00 s (| & 19:00

ProtectedApplCintentZiZELEFET .

IntentZ=1E{ET B

ComponentZ #9357 7) ComponentZiZ2it95771)

KLk :Component Zig{t 35771

1. B Permission % protectionlLevel="signature"CE &3 %

2. Component [Z[X permission BT B Permission £%18E T 5

3. Component A Activity DI &2 intent-filter ZE & L%

4. Y—RO—F LT, #MBES Signature Permission NBE#HT7ITVIZKYERIN TSI EEMERT S
5. Component #FH3T277)EEILHREERTAPKEEZELT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. protectedapp”
android:versionGode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />

{I— R4 > k 1% ¥ E Permission # protectionLevel="signature” TEEHT % —>
<{permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION”
android:protectionLevel="signature” />

<application
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android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— R4 > k 2% Component [ZI% permission B TIE Permission B EEET S ——>
activity
android:name=". ProtectedActivity”
android:exported="true”
android: labe|="@str ing/app_name”
android:permission="org. jssec. android. permission. protectedapp. MY_PERMISSION” >

{1-— % 7R4 > k 3% Component A% Activity DIFEIZ(Z intent-Tilter ZEZ LALY —>
{Jactivity>
<{/application>
{/manifest>

ProtectedActivity.java
package org. jssec. android. permission. protectedapp;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android. widget. TextView;

public class ProtectedActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) |{
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key”MIFBAZE/\v < 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
]
return sMyCertHash;
]

private TextView mMessageView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mMessageView = (TextView) findViewByld(R. id. messageView) ;

/] *kRA U 4%k Y—RO— KLET, #EFE Signature Permission AERT7 TYICEYERINTWSE I L £
IS,
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
mMessageView. setText ("JhE EZ Signature Permission AE# 7 FTUIZKYEZINTULAL, 7);
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return;

}

/] KkRA b 4k SIAEN—HT EEEICDH. NEBEHTT S
mMessageView. setText ("I B EZ Signature Permission ME#HT7 TVIZEYEHZINTWE I EEZHEATEL, )

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNN v r—CE2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&H L1=7 T DIIBAED/\Y L 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

All rights reserved © Japan Smartphone Security Association. Permission & Protection Level 261



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

*RA k5% Eclipse M5 APK % Export §5EE(2, Component 238|357 TV ERICHRAERERTELT S,
ré Export Android Application lilﬂlﬂ_hJ

Key alias selection

@ Use existing key

Alias: my company key

Password: e eeeee

*) Create new key

ﬂ?l < Back “ MNext =

RA4>k:Component #§ AT 577

6. JREBEEZ Signature Permission [XEZ LA

7. uses-permission IZ&YIH B Permission Z¥HAEE 9%

8. Y—ARO—KF_LET.HMBEEZ Signature Permission ABE#HT7TVICEYEZRSIN TSI EEHEET S
9. FIAXTIIMNEHRTIITHSHLEMHRTD

10. FIF% Component A% Activity DI5E . BARH Intent Z{FE>

11. Component Zig#t9 57 LEILHKER TAPKEZEL TS

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. userapp”
android:versionCode="1"
android:versionName="1.0" >

<{uses—-sdk android:minSdkVersion="8" />
— %A > b 6% BT Signature Permission [EEZE L AL —>

{I— R4 > k T uses—-permission [Z& Yt E Permission #FIFAEET 5 —>
<uses—permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". UserActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>
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UserActivity.java
package org. jssec. android. permission. userapp;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class UserActivity extends Activity {

// FIBFE®D Activity 1R
private static final String TARGET_PACKAGE = “org. jssec.android. permission. protectedapp”;
private static final String TARGET_ACTIVITY = “org. jssec. android. permission. protectedapp. ProtectedActivity”;

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255”;
} else {
// keystore ®“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onSendButtonClicked (View view) {

// *kRA 2k 8%k Y—RO—KFLET, MEEX Signature Permission NERT TVIZEYERIN TSI LR
RTD
it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "JMBEFZ Signature Permission AEHXT7 TVIZLKYFEZE I TULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

// kiRA b Ok FRAETFTIUNBHRT TITHDZEZHET S

it (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIAKX7 T I(FBE#T7 T TlEA L, ”, Toast. LENGTH_LONG) . show() ;
return;
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// dicA >k 10% F|F% Component A Activity DIBE. BARAY Intent Z{FE S
try |
Intent intent = new Intent();
intent. setGlassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity (intent) ;
} catch (Exception e) {
Toast. makeText (this
String. format ("HIsbF A %s”, e. getMessage())
Toast. LENGTH_LONG) . show () ;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);
if (sha256. length() != 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”). length() != 0) return false; // 0-9A-F LIS DXFEHIH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZ® ST BERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEFED/NY LA {BELEERDNY L 1{EFXLHERT S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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*RAk 115 Eclipse M5 APK % Export $5&%(Z, Component 123 37 ERILBHRERTERT
%

Key alias selection e

@ Use existing key

Alias: Imy company key vl

Password: 008808

(@) Create new key

@ I < Back " Next = ] FEinish Cancel
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5.2.1.3. 7FVDMBRED/\vELZHERTEHE

CDHARXEDTHTHTASTTDRAZD/ N\ BEEHER T DA EERNT 5. BEIZZTAPK £2ERT
BHESIEO-FRARBRDARBIIAED SHA256 /v 1B 2B T HHETH D,

Keytool [Z&YRERT BHE

IDK IZfHB T % keytool &EWVSTOTSLEFIATHLRARERDO ARBIIAED/ v 1B GIAED T4 H—
TIURELEINERDBIENTED, 7\ EIZIE/ Y2 TIILTIXLDEWNZEY MD5 4 SHAT, SHA256
BERRBLDNHEIN. COAMRXETEBEEVFROZTEMEEELT SHA256 OFAEHEL TS, &
2722&I2 Android SDK THIAEN TLYS JDK6 IZfFE T 5 keytool (& SHA256 TD/\wiafBH AITRELT
H59 . JDK7 IZFHET 5 keytool ZESHENH S,

Android @7/ \wWJsEBAEZEDAE % keytool TH 19 B4l
> keytool -list -v -keystore <F—R k7 77 A JL> -storepass </NRXT— K>

F—RLTDEA4T: KS
F—R b7 - FONALH SN

F—RXFTIZFT IV YR EENET

F4 : androiddebugkey
YERLB : 2012/01/11
IV kY- B4 F: PrivateKeyEntry
SREFI—DRE: 1
FEBAE[1]:
FrE®& CN=Android Debug, 0=Android, C=US
F47%# . CN=Android Debug, 0=Android, C=US
D) FILES . 4f0cef98
ESHAEOBER : Wed Jan 11 11:10:32 JST 2012 4T H: Fri Jan 03 11:10:32 JST 2042
SIBRED T4 VATV b
MD5: 9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:A1
SHA1: A8:1E:5D:E5:68:24:FD:F6:F1:ED:2F:C3:6E:0F:09:A3:07:F8:5C:0C
SHA256: FB:75:E9:B9:2E:9E:6B:4D:AB:3F:94:B2:EC:A1:F0:33:09:74:D8:7A:CF:42:58:22:A2:56:85:1B:0F :85:C6:35
ZL7I)LTY) XL4%: SHATwithRSA
N—32: 3
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JSSEC BEEAE/ \Y A EF Ty h—IZ L YRR T HH %

““l Android 7T D& ¥ 27 HEH £ F 27 I—F AT HAK 2012 11 A 1 Hg

JDK7 ZA 2 Ab—)LLTEKTH, JSSEC FEBAE / \y Y aBF Ty h— & E A (X EIFERE/ W1 EZHERTES.

JSSEC SEAE\ Y 2 @F T v —
photo editor

package: com.sonydna.photoeditor
S 6: FATOD1EE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB
76634164

photo movie creator

: com.sonydna.photomoviecreator
6: FATODTEE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB

pick pic camera
com.sonydna
>: FAT9D1EE 72

picture manager

CNIFIHKICAVRAP—ILENTWESTT)DFEAE/ NNV 1 {EEZ—ERRT S Android 77 THb, LB,
Fsha-256 IDAIZRTENTLS 16 ERXFF 64 XFAAE/ NV 1ETHS, COHANXEE—HITEM

LTWWBH5 2T ILa—K®DIJSSEC CertHash CheckerlZ4ILENFDY—Ra—K—KXTh5b. EILFLTERALT
RV b fat=— il A
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5.2.2. L—ILTvY

¥ B Permission FARIZIZLLTDIL—ILEFDHIE,

1. Android OS ¥ ® Dangerous Permission [$1—HY—DEEEZRET H-HOITFZITRAT S (WHE)
2. JBTEZED Dangerous Permission [EF| AL TIXAESALY (W7H)
3. JhE % Signature Permission [& Component QIZEEI7 T TOAEET S (W7H)
4. JBREE Signature Permission [FB#H 7 IVICKUERIN TSI LEHERT D (WH7R)
5. JBEFEZE®D Normal Permission [EF|FAL TIFAESAEL (#£42)
6. JMBEZED Permission ZIET7 TV D/ \wr—IBENRLIZXXFINIZT S (HE2R)

5.2.2.1. Android OS 8 ® Dangerous Permission [F1—H—NDEEZRET H-OIZEIFRBT S (WA

¥ B EZ®D Dangerous Permission O F|AILIEHELE (15.2.2.2 HBEFEE®D Dangerous Permission [£F| AL
TIZESHELY  (WZE) 1B8B) D=6, ZZTIE Android OS #E® Dangerous Permission ZHIRIZEEEZT 5,

Dangerous Permission [£fi® 3 D®M Permission EE%EY, 7TIICZFDEREN 5T HNESIMELI—F—IC
FIBRE RO DHEEEN 8D, Dangerous Permission #F|AEEL TS 7 TIVEIHKRIZA VR —ILT HLE D
FOBEEMA RTINS, CNIZKY . ZDTTIHE D K57 H#ER (Dangerous Permission $&U Normal
Permission) #FIAL&SELTVNDDNELI—HF—DHEIENTED, I—F =NV Rb—ILI1ERVTTEHE
T.ZO7T)FFIAEELERNM T ESIN, AV RF—ILENBLSITHESTLNS,

*0Dau B 05

. PermissionNetwork

COFINg—2avEAVR -
LxEghH?

CO7 V=3 vIcHed 3iE
FR:

v Ry RD-5iEfE

REBA VT Ry FPIER

J A2 2=k U Frotll L

FTIDHIZIE, A—F—DEEETITIRRENRELL-WEELH D, THEHDS5 ., Dangerous Permission
TRETEDIDIEFEA—HY—DEELTTHAIZLITEFENDETH D, BERL MERDFENI—HF—DHIERIC
FRONTWST=OTHD, —A. TTIRARENRELIZVEEITDOVTIE. COHETIIRETELL,

BIZIE, B T7TVEITEEET D Component (Jh it 7T UMD T I EREZIEL-WMEEEEZ D, DL
Component # Dangerous Permission [CkURET HKIITHRELIZLT B, T TUMNAU R —ILENEBE
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E2, A—HY—DHEFICIYtE T TIIZH L THERD G EZHFRAILTLES & RET REEHOEEN BT T
JIZERAINZBREINELD, COLOIBBEICEBEHDEEZRETLH=HICIX. HEBEED Signature
Permission Z{#E5& &0,

5.2.2.2. WMBEE®D Dangerous Permission [FFIAL TIEADALY (w7A)

M BEEZ®D Dangerous Permission AL TH, 1V A= LB 2—F—([ZHEBDOHRIZ RO S IBEEH R
RSNEWMGEEDLH D, DFY Dangerous Permission DYFETH D1 —H —IZHIETE RO DBEEN BN ZN &
NHEIDTE, FOTERHARTIEIE B EZE D Dangerous Permission #F|ALLGLN I ZEFIL—ILET S,

FTHRBAD=HIZ2 DOTTVEBET 5, 1 DIEIHE D Dangerous Permission ZE&EL. Z® Permission [
KYIR#LT= Component 218577 Thb, 2% ProtectedApp £3 5,15 1 DIE ProtectedApp M
Component ZEBALKS5ETBRIDT7T) TIh%E AttackerApp &9 %, ZZT AttackerApp & ProtectedApp
MEZELTz Permission DFIAEE LEBIZEL Permission DEZELTO>TVSDENDET D,

AttackerApp A1 —H—DEFR[ALIZ ProtectedApp @ Component ZF|ATETLESIT—RITUT D K5%
BEICEES,

1. 1—Y—H»FTF AttackerApp 1> X+—)LF 5L, Dangerous Permission O F|AFFAIZ KO HEHE (LK
RENT IS, FDFEFAVA—ILNTETLTLES

2. RIZ ProtectedApp ZAUAb—ILT HE. CCTHHICBHFLLHLAVRM—ILTETLED
FD%. 12— —N AttackerApp #EET S &, AttackerApp [F2—HF—DRINHS55(Z ProtectedApp
@ Component [C77ERATETCLEL. ZEICFH>TIEIHEIZEND

ZDT—ADRRAITRDEY THD, %I AttackerApp A/ Ab—ILLESET BHE uses—-permission [ZXYF|
FAEE &Nt Permission [FFEZZDIHARETEERINTLVEL, 2O EE Android OS [T 5—EF 52 &1
AV A= ILEHTITLTLES, Dangerous Permission O1—H—HERITA VAN —ILEEITLMERSNEELV-
O, —EAVAR=IENT=TTIVIEHEREHFASN=EDELTHRDONS, LN TENSAVRN—ILENET T
1) Component #[@E4 ® Dangerous Permission TREL TGS A —F—DFFAIGEICA VR —)LE
ntE=77)mn5%FD Component NFIBETETLEIDTHS,

% #. Android OS BEE M Dangerous Permission [E7 MLV AR—ILENBEEZIEZTDFEIMRIESNT
LB DT, uses-permission LTWBT7TURA U R—ILENDEECENT A—F—EREEN RTINS

BEZ®D Dangerous Permission DIFFIZFE T OMEXELS,

BE. DT —XT Component ~DTF7 I REHIETEENAEITR DM >TLVEWL, LIzA>T BEED
Dangerous Permission [ZF| AL TIXES4LY,

5.2.2.3. JREBEEZ Signature Permission & Component QIR EI 7T ) TOAEET S (ws78)
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B# 7B TEETH15E. EfTHICZSignature Permission #F v/ 5 ETHEFX A T+ZIBRTESLEE
5.2.1.2 #EEZED Signature Permission TE#7TV)EET 54X ITHIRLIz, COEMEAZEFIAT HEIC
(% . Protection Level A% Signature @ ¥k B Permission @ 5 £ |&. Component 2B 77U D
AndroidManifest.xml TO&1TLy, FIFREI7F) TIEIRE D Signature Permission ZE &L TIEARSALY,

LUTHAZEDERELGD,

RIBAI7T)EYRICAOR—ILEN-FIBRIT7 TN EHEHY . EOFRART7TIELIMBEEE Permission OF|
FAEE &LEHIT Permission DERELTWVDBEEEEZ D, COKRTRERTTVEZAVR—ILTHE TART
OFARTITVDSRERITITIVICT IR T HIENAEEICES, R ZRAAVRM—ILLE-RIRBRIT7ZTVET
VAR —=ILT B L, Permission DEZRMEIFREN. Permission NREZELD, TDT1=0. FEo1-FIREIT7 T
DS DRBEIT T DR AN R ARELH>TLES,

ZDESIZ, FIABITTT Permission DEEZFITIERHE Permission DREFIRENERETEHDT.
Permission M E &L {R#& T 5 Component DRI 7T D AT, FIAEI7 )T Permission #E&ET 5D
(ERE (T NIEEDELY,

5T BHIET BBAI7TT) DA RS—ILEIZHER T 50 ThA . HhD. T4V Xb—)LBIZ Permission Ak
E&REGY ., RIAI7 T E Permission DEEDFEHEANLT —ETHD T, @EL Component DR ER
ENTRETH D, HH. BT S Signature Permission [CEALTI, E#ETET7TIVDAVA—ILIEIZELST
FARBI7TIZ Permission FI AR5 SN Sz (Android 2.2 LUE), COERMRYILDILITEER,

5.2.2.4. B Signature Permission [(FB#7TVICKYERIN TSI LEHERTS (WH78)

AnroidManifest.xml T Signature Permission#&E& L. Component % ® Permission TIRELT-FZITTIL.
E(FREN T2 TIEGELD, COFMIEITFNDRMI230D05.2.3.1 MBES Signature Permission % [a]5#
T&% Android OS DML ZDOXIKIZSEBTHL,

LIF. ¥ B E% Signature Permission 2&£IZELESFIETH S,

%9 . AndroidManifest.xml [CTR%E1TS,

1. E#¥FT 253 XTOF7F)D AndroidManifest.xml [ZT. ¥ B Signature Permission 2 &9 5
(Permission ME )
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. {##L7-L> Component M#H3 AndroidManifest.xml [ZT. %#® Component DEHA4 D permission
BT, BB E % Signature Permission 89 % (Permission DEREE

9 Signature Permission [Z&%{Ri#&% Android 2.1 UEI(ARAAFDRI—TN)DinkK THRATLHE. HHULIE.

Normal/Dangerous Permission ZH| A3 515 &(Z(X, Permission MEREZDFEEF AR 7 TUD LI/ R —
LEndE FRBIT7TINDEROFENTHNT  BBAITTULA A= LN BT VAN TER
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f5l: <activity android:permission="xxx" ... >...</activity>

3. fREEL7=L>Component 7Vt RT 5EHET 1D AndroidManifest.xml 2T, uses-permission 24'(Z
¥ B E Signature Permission Z$5%E 9 % (Permission DFIFAEE
f5l: <uses-permission android:name="xxx" />

FLNT,Y—Ra—RLICTRERET S,

4. {R#EL7-L)Component TYYV IR EMNET BRI, B E&E LT Signature Permission BB 7712k
YEEINF-LONEINEHERL., TITHITNIX I T AL ERT S (Component IREAIICL S RE)

5. {REEL7-L>Component 7Vt RX T BHIIZ, MBEZELT= Signature Permission NE# 7 TUICKYER
N=t DN ESIILERERL. T5THIFNIX Component [Z7HtEALELY (Component F|RAIIZ &k 5{RE)

=1&IZ Eclipse @ Export #8E(ZTREIT.
6. EHEETEZIRTOT7TID APK ZFILHRERTERT S

ZC T BEZLT: Signature Permission A%, B 7 IVICKYERSN-LEDMNEINERERITIDLELHD
M BERMNERERRITOVTIEY U T ILa—FEoa>nl5.2.1.2 MBEFEED Signature Permission TE#t
TO)EET DA EIESRT DL,

5.2.2.5. JREFZE® Normal Permission [ZFIBLTIEESALY (HE2E)

Normal Permission ZF|FB9 %7 F1JI& Android Manifest.xml IZ uses-permission TRHIEAEE 5+ T#
DIERZBRIIENTES, TD=H . —EAVA—ILENTLES=TILVzT7 A5 Component ZiRET HLD
2B B9(Z Normal Permission (XFIETE4EY,

S5 B EE Normal Permission # AWVCT7 T UREEETIHE  BIET 5K 7T ~D Permission Ot 5
XAV A= VIBIZHKRTFT 5, Bl Z (X, Permission ZE&ELzaVR—RUbEHODTITIVLYEEIZZED
Permission ZFHAEE L7 IUEARb—ILF %L, Permission ZEZRLI=7IVEAV AR—ILLI=%3LFH
17711 Permission TRESINFOVR—RUNMIT IR TEHIEMNTERLY,

AV A= IVIBICKY 7 T)BEEN CTEHALMEERE T A ELEL T EETHL2TOT7 I Permission
EEERTDEELEAOND, TOTHILICKYRMFIRBTTINA R b—LENTIGETEH. £ TOFRAT
TUNRBBITIVICT IR THIENAEEE LD, LML, RDICA D RR—LLIZRREI7 TN T oA R b—
ILENTZFRIZ Permission MEREBRAKELLY . MICFIARI7TIVNFEELTOTE, oD 7T A DI HE]
FIINZTOERTBIENTELGLEL>TLESIDTH S,

LEDQESIZ7TDRI AENELRDHONEZBRNAHEEND ., ETFESE Normal Permission OF|AITIEZ B~
=ETHD,

5.2.2.6. JHBETEZE®D Permission &7 ) DI\ —CZFMRLE-XFHNIZT S (HE2E)
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l|||| JSJ:JP:RNTPHONE Android 77') a)t:FJTEQE'[' " 't'$17:|_7_:’f:/7«jj"f N

BEHOTTINRILLRIT Permission ZERTDHEE . KICAVAb—ILENT-TTIUNEERT S Protection
Level BNERAINS, FICAVA—ILEN=7TH Normal Permission ZE&L . ZICAVRAb—ILEN=T TV
MEICL AT Signature Permission #E &L 1154 . Signature Permission IZkARENE =DV, &
ELLGWMEETH. EHOT7TTIIZH T Permission BHEHZELTERILAL Protection Level TEIET S THE
HD BB, ZDKSTEBREMH =8, Permission BIZEXTT)DIvr—SBEANTZADERLY,

| U9 —U%) permission. (HAIT 5XF51)

1 Z1£. org.jssec.android.sample &LV5/3y45—2 (2 READ 72+t AM Permission #E& T 5L (X, RO
EaADFELLY,

| org. jssec. android. sample. permission. READ
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5.2.3. PRIV RE

5.2.3.1. ¥BX% Signature Permission %[0l TZ4 Android OS D4 EZT DR

¥ B E & Signature Permission . ALK ER TCEL SN 7 IVRETT7IIREEEZERT S
Permission THD, AFEEFRIITSAR—FETHYMEXICARLTITESHEVNBLD THS1-®. Signature
Permission [CkAREFEHT7TIEITTEETIEEICHEONEZIENASLY,

F£9°(X. Android ® Dev Guide(http://developer.android.com/guide/topics/security/security.html) T
RIS TSI E EE Signature Permission OERMLGHEWNAZELNT D, F=FZL. BB T EHELIIT. SDOFEL
AIZ[E Permission B#DMENH I ENRMNO>TEY., AAARIBHL-ARIADELLD,

LIF. ¥ B E% Signature Permission OEKMAFEWNETHS,

1. E¥ETEZTRTOF7TJD AndroidManifest.xml T, B Signature Permission ZE&3 %
5. <permission android:name="xxx" android:protectionLevel="signature” />

2. R# L=\ Component ## D7 71 M AndroidManifest.xml T, £ L 7=L» Component [Z
android:permission B Z1EEL. 1. TEZ L= Signature Permission &KX 9%
f5l: <activity android:permission="xxx" ... >...</activity>

3. fR#L7zL> Component [C7UEALIzLEET7 D AndroidManifest.xml 2T, B E# Signature
Permission ZFI|AEE9 %
f5l: <uses-permission android:name="xxx" />

4. EETHIIRNTOTT)D APK ZRILHFKERTELT S

E(, COFENALEITTIH, ROEHEAKIIT S E Signature Permission EEDRITENTETLES,

SREAMD =B EZE D Signature Permission TIRE&LT=7 )% ProtectedApp &L. ProtectedApp &IFE
HOERFEERTERLALIT7TT%E AttackerApp &9 %, 22T Signature Permission EIEDRITEEIE.
AttackerApp [FZBEZ N —HL TLVEWNZEN M HST ., ProtectedApp M Component [T7 U AREEIZHES I &
THhbd.

1. AttackerApp % ProtectedApp ¥ B E & L 7= Signature Permission &R L& #I T Normal
Permission ZE &9 % (B&Z1Z1& Signature Permission THiE17%LY)
f5l: <permission android:name=" xxx " android:protectionLevel="normal" />

&2, AttackerApp I3 B EZLT= Normal Permission % uses—permission CHRAEE 95
f5l: <uses-permission android:name="xxx" />

&3, AttackerApp # ProtectedApp &Y EICIEKICAVAM—ILT B
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/\ &43 | ProtectedAppkYd

FIZAVRA—L

ProtectedApp Q/ AttackerApp
ﬂndroidManifest.xml AndroidManifest.xml / E3oy \

m" Android 77 DX 17 EEE - £F27aA—F1U T AR 2012 %11 A 1 AR

<{permission <{permission /
android:name="“xxx" android:name="“xxx"
android:protectionLevel=“signature” android:protectionLevel="“normal”
/> />

<activity - {uses—permission android:name="“xxx" />
android:permission="“xxx" >

</activity> ; FPHLATAEE \

~ I \_ 7~ I
\ & [

2 | @ —|r
a —O) a_—«

ProtectedApp &I R%:5
FRERTES

Sl 1 BEUEH 2 OBIIZHEL ProtectedApp B EZE®D Permission &L, APK Z714ILH5
AndroidManifest.xml ZEYHBIEHBEZICES>TERICMBIENTES, £ 3 31— —%RILEDHE
ICKUKRBEIZHLIEEHHORMAH S,

ZDEIITIBFEED Signature Permission [CIXERMEFENAZITTIERELZR BN TLESBRELHY .
BT EESSCEIBRENDETHD, EFRMICIEIIL—ILEII30DI5.2.2.4 B EZH Signature
Permission IEB#7TVICKYERESIN TSI LERERET D (WA JICBHELTWSHETHULTESLD T, £b
LESHBDIL,

5.2.3.2. 1—#H—H% AndroidManifest.xml Z®HEAT S

¥ B Permission @ Protection Level NERILEWEDIZHS —RIZBRIZERBELIz, TDOZEICLDTEEEN
=1z Java OYV—RI—FEITRILM DR EEEET 2 EMH 1=, ZZTIE. AndroidManifest.xml H3Ek
TAETNBEVSEHEND, V—RAO—FRAIORIGIZDNTHRS, HEALZBRIT A S EEEHEIZRT HH.
LREHZFL O THISAFTITADNYA—IZHLTIKIFEAENENENAETH DI EISEETHIE,

COEET7TT)DHREAIZETILDOTHY .. I —F—BENEBEEZFH->TWES—RATHS, KEFHARSID
S ThAHM. Permission [CEHTEE. ChETIV—ILATITVELTARSATLSE, Mol TOTHLY Y
D=1 T BEZERRIELTHRATHELZEIZLT =,

Google Play M4V Ab—)LTESTT)IE. root HERELICHIATEST7 ) THAHLEBICEVNTHLE
NHb, 45, AndroidManifest.xml 2ZELTAPK D7/ IILEBLER. B2 57 TUNBHINTILSE=H
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THb. COT7TVEERTHET, HTEHEEDT TS Permission ZHIBRT 2 EMNAIREIZADTULNS,

EELTIL INTERNET Permission #HtYB&L V= AndroidManifest.xml M5 FIE R D APK ZE/L. 7FIC
HMARAENTZLEED 21— ILOBFELIEVNESIZT BT —ANENKITHD, BAANBEBRHLECHITEESALTLND
MELNBVEDTIRMILHEINEENSTET. COBDY—ILOFELZFHEL TSI —F—ELHFETS. D&
ST A& TTVICHARAENTLELIBEELLEKEE-0. LERAZHFLTOIHEEICHLTEHBNES
ZEZBTHTHALLERD. — T —DIFEALITROERELIINLDITAZTO>TLSEREDNS,

A3 —2vk Permission # uses—-permission TE &L TWLA7TUA, ETEIZB H® AndroidManifest.xml
[ZEEE SN TULVS Permission MR 5EEFIZERIZTT,

public class CheckPermissionActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// AndroidManifest. xml (2% L f= Permission #E1%
List<String> list = getDefinedPermissionList();

/] BEAERNT B

if ( checkPermissions (list) ) {

// 0K
Log. d("dbg”, “OK."):
lelse{
Log. d(“"dbg”, “manifest file is stale.”);
finish(;
}
}
/**
* AndroidManifest. xml IZ%EZ& L 7= Permission 1) X F CTEHT 5
* @return
*/

private List<String> getDefinedPermissionList () {
List<String> list = new ArrayList<String>();
|ist. add (“android. permission. INTERNET”) ;
return list;

}

/*k
* Permission NEBR SN TWEWI & 2HRT 5,
* @param permissionlList
* @return
*/
private boolean checkPermissions (List<String> permissionList) {
try {
Packagelnfo packagelnfo = getPackageManager (). getPackagelInfo (
getPackageName (), PackageManager. GET_PERMISSIONS) ;
String[] permissionArray = packagelnfo. requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
if(! permissionList. remove (permission)) {
// BB LA Permission AMftnEhTLNS
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return false;

}
}

if (permissionList.size() = 0) {
// 0K

return true;

}

} catch (NameNotFoundException e) {
}

return false;

5.2.3.3. APK DHETAZEET S

5.2.3.2 2—H¥—4' AndroidManifest.xml T AT B TIFA—H—IZ&LS Permission S ADKRHIZD
WTERBALTz. LDL. 7TV DHEAIE Permission [ZRLT VY—REZELBZTHOT7T)ELTI—4 VLT
BMTHEE. V—RO—FEERT I LUKHEALRATEEHINZIRITFEET S, ZITIH APK I74LAK
SASNCEERET B0 KYRNRMEFZEBNT 5,

APK DHEAZITIICIE.APK D7V E—EREL. ARERELZRICBU APK J7MLELTHBIERT AR E
Db, TDRRICHEAB I TORREDREFLFLEVDT, REAEBEDRT APK 2ERTHEITHD,
CDESIZAPKDBREAICIEERAGIAZ)DEREES1=6. 7T JEEEFFICAPK DIEAELFHY—RI—RITHE
ORAATRAREDIIAEL LB T O ETHREADHELZRETHIENTES,

DUTFICHOTIa—FERT . B REFOFETETOD/N\IYA—THNEHRSAREDEN LN BZTH S,
D<ETHBLEEEH THALEZBICEVWTTIIADBEREZRIATEINETH S,

AU
1. FELRUEBETSECOMIC, 7T)DIAENFHAHEEDIHAETHA_LEZHERTD

SignatureCheckActivity.java
package org. jssec. android. permission. signcheckactivity;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. Toast;

public class SignatureCheckActivity extends Activity {
// BCHBAED/N\Y > a{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
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if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M ”androiddebugkey” MEEBRE /Y > 1 (&
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”my company key”MIEBAZE /Ny > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kAU 1hk EELMEBEITSETOMIC. 7T DERENREEDIRAETHSZ L 2HET S
if (IPkgCert. test(this, this. getPackageName (), myCertHash(this))) {
Toast. makeText (this, "E2ELNDEE NG”, Toast. LENGTH_LONG). show () ;
finish();
return;
}
Toast. makeText (this, "E2ELNDEE 0K, Toast. LENGTH_LONG). show () ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;

import android. content. pm. Signature;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHEL T FRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
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return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

5.2.3.4. Permission OB XERE

7 71)H Android OS IZIRESN TLNAEEEIRA® GPS £V o= 1FEHRAOHEEIZT VAT B1=0HIZI Permission &
FATEELLZTFNIEASELY, Permission ZFIHABESLIFRISNSE. ZDT7TVIZIXZD Permission NEFES
N2 &IZHY ., ZD Permission [CKYIRESN B OHBEIZT VA TESL LSS,

TRT S LOMAFIZESTIL, Permission & EESN 1= GFAISN =) 7SV Permission TRESNF-T—5%
RFL. TDT—2ZRDT7T)IZAD Permission HEREFTITRM T HTELTETLES, ChlE Permission
EHIEWT T D Permission TRESN-T—RITT IR TESILITMZSALY, RERIC Permission F
FELTWDIELEEMIZIEDD T, 2% Permission DB EZEMBEEMES, 2D K5I Android @ Permission
XA TAETLTIE REINIZT—EADTTVHSDEET IV ERETUNMEREENTELRNOEWSMEH L
DHEBEIH D,

B&RFIER 5.2-1 1257, FROF7FJIE android.permission.READ_CONTACTS 2 AEE L7 T h5&E
BEEHRERAN>TESD DB IZEFEL TS, M DHIE+H7%< Content Provider 2 TERBLI-BHEMDT
TYIZIR LB EI1Z. Permission OB ZERENEL D,
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( )

Androidifi R uses—permissionZ
BELETTY

Content Provider

Contacts AAA Permission ¥l Fi
HEEDODEWTSY
AAA
BBB
CCC )

Content Provider|Zi#E ) ZiPermissionE% FE HY
L&, uses-permissionEE E L TLVELWTTUHA
MERAZLISERET—FEWMETETCLES

5.2-1 Permission Z&-HZL7TYHEREFREIMET S

E#DHEL T, android.permission.CALL_PHONE #FIFHEE L1=7 A . [ Permission ZFAES L TLY
BUMEQT7T)NDEEDEEEEEZ (AT, a—F—DBERLKZTDBESICEFEHITEHIENTESLL
[X. Permission DBZEMELH S,

Permission DFIAEEZ L CHRIBEREE -HEEEZIFEZOFEOHRTHOTTIICZRIZET HEEICIL.
RIEETITVIZHLEL Permission ZER T 54 E LT, TOREKEFMHIFLRTNIEGSE, F-HREE-
BEEEED—HPDAHEMDT TV ICZ BRI HI5EIZIE. TOFEREE -HEEEO—SoNERSIfLE
DHEEESICIH LB RRENVETHD, LA ILRLRERERIZEILC Permission ZERL1zY ., A—H—~F|
FREFFEEZRERALIZY. T4.1.1.1 JENRE Activity Z4E5-FIFAT5114.1.1.4 BHRE Activity Z4E5-FIHT 5
BEEFALTHET T DOHIRERITHHEDRERRLH D,

ZDFSTHERZEMREIL Permission TR 2722 &TIEAELY, Android 77U Tl 7TV BERIER - #aexth o
FT)ORYET— - BEEENSAZETIIEN—RICTHON TS, IRETH Android 7T THNIE
Permission, #ybD—0THNIEOT 12 BBIBEATHNIE TV ERFIREVN ST KSIZ. TNENFZET DR
[CHEGERCHRBRAGFEET H2LL20, SOLTHRELEZBERCEEZ ZTOMEETHLII—F—H 5 R
(D7 TVITIRELIZY . Ry T —I 0 REEARICERE T HRICIE. A—F—DOBERICR LR AILESIC
BEICRALTTIVICHERERTRETH D BEIZIEL T, Permission OFIEREIBRICIREEICK L THERDE
ROFEADFHIREITHRTINIEESEN I—F—~DFAHFHELTD—RTHD,

LI FTld. READ_CONTACTS Permission ZF|FHLTERKRSE DB hhio—EBEZIELE7 UM, HFRIZHEDT
F)IZxtLTHEILC READ_CONTACTS Permission ZEX3 3% xR9,
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RAVb
1. Manifest TZ# TR L Permission &K 9 %

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. transferpermission”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk
android:minSdkVersion="8" />
{uses-permission android:name="android. permission. READ_CONTACTS"/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=". TransferPermissionActivity”
android: label="@string/title_activity_transfer_permission” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{provider
android:name=". TransferPermissionContentProvider”
d— HRA 2 bk 15 Manifest TIR#ET LB L Permission #8RKT 5 —>
android:authorities="org. jssec. android. permission. transferpermission”
android:enabled="true”
android:exported="true”
android:readPermission="android. permission. READ_CONTACTS” >

<{/provider>

<{/application>

<{/manifest>

TTIUDEED Permission ZERGTEIDLENHDIGEIL. LEDFETIIERT HIENTELLY, Y—RO—F
LT Context#checkCallingPermission()%> PackageManager#checkPermission()Zf£HL T, FFUOHLTD
771 HY Manifest TG RTD Permission DFATEEEIToCLINEINERER T HI LTS,

Activity Diz&
public void onCreate (Bundle savedInstanceState) {
...(Snip)
PackageManager mgr = getPackageManager () ;
if (mgr.checkPermission(“android. permission. READ_CONTACTS”) == PackageManager. PERMISSION_GRANTED
&& mgr. checkPermission (“android. permission. WRITE_CONTACTS™) == PackageManager. PERMISSION_GRANTED) {
// UH LITANIE L Permission #FHAES L T =EoNE
return;
}
finish() ;
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I 5.3. Account Manager CTHMBT7HD U EEMT 5

Account Manager &IFHRRGH—EREDEEEICFERT LI 7HOUMEREH—LTEEE R RE-FIFA)T 51
HDIL—LT—V%RMT DHEETH S,

ERIZBE T —ERDTHhOUNERIET BICIE. FRENIZ Account Authenticator ZRETE2LELHBH.
Google %> Facebook & M E B H—E XD Authenticator [EFHAVA—ILENTLSIHRESZ LY,

Account Manager DB RELGHRIE, 7TV EE Y —EREDEEEZZIEIC. I—H—RHOZTNITHESD
—H—ID PN RTV—FOEBELZEEEILTNIENDEEZES Account Manager &% Authenticator [TIEEAHZEMNT
FHRIZ F - BRIV AVERICHESTHIUMERODRELGLE . o TATRRHROFBWNICELTETTITE
[ZHERIZEE T DBEMLY,

=1L FTIDFHLWS —ERD T AU NEBEEEZ IR RICINZ 510 B D Authenticator 2R %9 51548
[ZIE. EF YT ETERNBELGRAUINKDODH S,

5.3.1. o7 )La—kK
Authenticator DREHFIFH T )La—RELTERT,

RAUb:

1. O AUERAHDEED Activity [XIEA B Activity(exported=false)&d 5

2. OJAVIERAABED Activity ZIFUHE T Intent (21, BITRMIZOVSRZEIBET S

3. Authenticator @ getAuthTokenLabel()Z&IZEET S

4. H—N\—LDBEEIXHTTPS TTS

5. Authenticator ®EMLIz7ZHIUbDNRT—RIEHREF AT SH7TJIE. Authenticator LRILRTERT
%

Authenticator D E &

authenticator.xml

<account-authenticator xmlns:android="http://schemas. android. com/apk/res/android”
android:accountType="jssecAccountType”
android: icon="@drawable/ic_launcher”
android:smal | Icon="@drawable/ic_launcher”
android: label="@string/label”

/>

AndroidManifest.xml

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. account. authenticatoruser”
android:versionGode="1"
android:versionName="1.0" >

<uses—sdk
android:minSdkVersion="8"
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android:targetSdkVersion="15" />

{uses-permission android:name="android. permission. GET_ACCOUNTS” />
{uses—-permission android:name="android. permission. USE_CREDENTIALS” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
activity
android:name=". UseAuthenticatorActivity”
android: label="@string/title_activity use_authenticator” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>
<{/application>

</manifest>

Authenticator D E

AccountAuthenticator.java
package org. jssec. android. account. authenticator;

import org. jssec. android. account. webservice. WebService;
import android. accounts. AbstractAccountAuthenticator;
import android. accounts. Account;

import android. accounts. AccountAuthenticatorResponse;
import android. accounts. AccountManager ;

import android. accounts. NetworkErrorException;

import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android. text. TextUtils;

public class AccountAuthenticator extends AbstractAccountAuthenticator {

private final Context mContext;
private static final String JSSEC_ACCOUNT_TYPE = “jssecAccountType”;
private static final String JSSEC_AUTH_TYPE_LABEL = “JSSEC Web Service”;

public AccountAuthenticator (Context context) {
super (context) ;
mContext = context;

}

@0verride
public Bundle addAccount (AccountAuthenticatorResponse response, String accountType, String authTokenType, Str
ing[] requiredFeatures, Bundle options)
throws NetworkErrorException {

// AuthenticatorActivity I intent Zi%/E

/] kRA k2% O A4 VERAHEED Activity ZFEUH T Intent (21X, BABRMICY SR ZIEET S
final Intent intent = new Intent (mContext, AuthenticatorActivity.class);

intent. putExtra (AccountManager. KEY_ACCOUNT_AUTHENT ICATOR_RESPONSE, response) ;

final Bundle bundle = new Bundle();

bundle. putParcelable (AccountManager. KEY_INTENT, intent);

All rights reserved © Japan Smartphone Security Association. Account Manager CHEB7hDO U FEEBNT 5 283



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

return bundle;

}

@0verride

public String getAuthTokenLabel (String authTokenType) {
// kR4 >k 3k Authenticator @ getAuthTokenLabel * Vv KZ@EYIIZEET 3
return JSSEC_AUTH_TYPE_LABEL;

}

@0verride
public Bundle getAuthToken (AccountAuthenticatorResponse response, Account account, String authTokenType, Bund
le options)
throws NetworkErrorException {

// AccountManager IZZ& 80\ HZEBE
final AccountManager am = AccountManager. get (mContext) ;
final String password = am. getPassword (account) ;
if (password != null) {
WebService web = new WebService () ;
final String authToken = web. authenticate (account. name, password) ;
if (1TextUtils. isEmpty (authToken)) {
final Bundle result = new Bundle();
result. putString (AccountManager. KEY_ACCOUNT_NAME, account. name) ;
result. putString (AccountManager. KEY_ACCOUNT_TYPE, JSSEC_ACCOUNT_TYPE) ;
result. putString (AccountManager. KEY_AUTHTOKEN, authToken) ;
return result;

}

// AccountManager |Z GEY] %) Z kA LVH S . AuthenticatorActivity [T intent Zi%1E

/] RRAU 2% OF A VERAANBEE®D Activity ZFEUHT Intent 121X, BATRMIZY SR EEET S
final Intent intent = new Intent (mContext, AuthenticatorActivity.class);

intent. putExtra (AuthenticatorActivity. PARAM_USERNAME, account. name) ;

intent. putExtra (AuthenticatorActivity. PARAM_AUTHTOKEN_TYPE, authTokenType) ;

intent. putExtra (AccountManager. KEY_ACCOUNT_AUTHENTICATOR_RESPONSE, response);

final Bundle bundle = new Bundle();

bundle. putParcelable (AccountManager. KEY_INTENT, intent);

return bundle;

}

@0verride
public Bundle confirmCredentials (AccountAuthenticatorResponse response, Account account, Bundle options)
throws NetworkErrorException {
return null;

}

@0verride
public Bundle editProperties (AccountAuthenticatorResponse response, String accountType) {
return null;

}

@0verride
public Bundle updateCredentials (AccountAuthenticatorResponse response, Account account, String authTokenType
Bundle options)
throws NetworkErrorException {
return null;

}

@0verride
public Bundle hasFeatures (AccountAuthenticatorResponse response, Account account, String[] features)
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throws NetworkErrorException {
/) COFTT)TREFEVHIAGWVEELZDT, BIC false ZiRY
final Bundle result = new Bundle();
result. putBoolean (AccountManager. KEY_BOOLEAN_RESULT, false);
return result;

AuthenticationService.java
package org. jssec. android. account. authenticator;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;

public class AuthenticationService extends Service {
private AccountAuthenticator mAuthenticator;

@0verride
public void onCreate() {
mAuthenticator = new AccountAuthenticator (this) ;

}

@0verride
public IBinder onBind(Intent intent) {
return mAuthenticator. getIBinder () ;

}

AuthenticatorActivity.java
package org. jssec. android. account. authenticator;

import org. jssec. android. account. webservice. WebService;
import android. accounts. Account;

import android. accounts. AccountAuthenticatorActivity;
import android. accounts. AccountManager ;

import android. content. Intent;

import android. os.Bundle;

import android. text. TextUtils;

import android.view. View;

import android. view. Window;

import android.widget. EditText;

public class AuthenticatorActivity extends AccountAuthenticatorActivity{

public static final String PARAM_USERNAME = “usernames”;

public static final String PARAM_AUTHTOKEN_TYPE = “authtokenType”;
private static final String JSSEGC_ACCOUNT_TYPE = “jssecAccountType”;
private AccountManager mAccountManager;

@0verride
public void onCreate (Bundle icicle) {
super. onCreate (icicle);
mAccountManager = AccountManager. get (this) ;

// sign-inBE@ZRFTT D
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requestWindowFeature (Window. FEATURE_LEFT_ICON) ;
setContentView (R. layout. login_activity);
getWindow (). setFeatureDrawab|eResource (
Window. FEATURE_LEFT_ICON, android.R.drawable. ic_dialog_alert);
}

/%%
* sign-in 7R3 VI TEIZFEIEN S,
*/

public void handleLogin(View view) {

/] AKEZERF

EditText mUsernameEdit = (EditText) findViewByld(R. id. username_edit) ;
String mUsername = mUsernameEdit. getText (). toString();

EditText mPasswordEdit = (EditText) findViewByld(R. id. password_edit);
String mPassword = mPasswordEdit. getText (). toString();

if (TextUtils. isEmpty (mUsername) || TextUtils. isEmpty (mPassword)) {
// ANTIEFRDIWNE
]

// web U—ERIZHE#HE L. REMBEZTUHT
WebService web = new WebService () ;
String authToken = web. authenticate (mUsername, mPassword) ;
if (TextUtils. isEmpty (authToken)) {
// BT A UEREEREK
// FRELREAEFD LR
}

/] SBEEFHAHDT H™ > k% Account Manager IZ3BNY 5
final Account account = new Account (mUsername, JSSEC_ACCOUNT_TYPE) ;
mAccountManager. addAccountExplicitly (account, mPassword, null);

// Authenticator IZHE %K
finishLogin (mUsername, JSSEC_ACCOUNT_TYPE) ;
}

private void finishLogin (String username, String accountType) {
// Authenticator [C#ER %RT
final Intent intent = new Intent();
intent. putExtra (AccountManager. KEY_ACCOUNT_NAME, username) ;
intent. putExtra (AccountManager. KEY_ACCOUNT_TYPE, accountType) ;
setAccountAuthenticatorResult (intent. getExtras()) ;
setResult (RESULT_OK, intent);
finish(;

AREFEDOHRIT Web Y—ERZBELTLSA, YT ILDE=HUTOESHELDTRAT %,

WebService.java
package org. jssec. android. account. webservice;

public class WebService {

/¥k
* web H—E X DRI EEIC IR T ST
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* @param username

* @param password

* @return b—9 U %ERT

*/

public String authenticate(String username, String password) {
/] kR4 bk dk H—/N\—EDBEEIKHTTPS TITS
/) BRRIZIE, Y—N—LDBENEBERET DN, YU TILICOEFE
return getAuthToken (username, password);

}

private String getAuthToken (String username, String password) {
/] BBICEY—N—Hh5, A=— Y LHRRMEEERIESNEZRFTHH
/] BTz DE, BEKTHTICEEEERT
return “token”;

* R4k 5% Authenticator MEMLI=7H I bD/RRT—KiE#HRZEFIET 5771 IE. Authenticator £REILC
BTELTS

- o
2 Export Android Application * ["':' 5] é]

Key alias selection @

@ Use existing key

Alias: ’my company key -]

Password: e eeeee 8

() Create new key

@) ’ < Back “ Mext > Finish Cancel
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5.3.2. JL—ILT VY

Authenticator #EZE 9 AFICITLLTDIL—ILEFHE,

1. RYAUERANEE Activity (EIE2ABT Activity(exported=false)&9 3 (WH78)
2. BTAVIERANEE Activity ZEUHE T Intent (21X, BATRMICVSREBET D (78)
3. Authenticator ® getAuthTokenLabel()Z#t]IZ5RE T % (W7H)
4. Authenticator @EBMLI=F AU bD/IRAT—FEHRZEFATS771)(E. Authenticator LRILBETELT
%) (WH7E)
5.3.2.1. OJ A UIEHRA HEE Activity [ZIE2A B Activity(exported=false)&3 3 (w7E)

AJ 4 & A DEE Activity (&, Authenticator I2EWVWTA—HY —[Za—H—ID P/XRT—FDAAZFZEKRT

BFIZRRSIND Activity THSD, 2D Activity DFEUHLIE. Authenticator 25X TEZ L= addAccount()

[CEWTHIEAELT: Intent ZAWVSIEEZEEL TS, LML, Intent [SEUG/N\SA—4ZEZINIL HETHLID

Activity ZIF U B 5RTEEME M H Y . Authenticator DEZE(ICKH>TIEREIZTTAOUMEEBMTETLES, TDT=

O REICHROTTUMSIEUPHLEEYENLZNESIZ, Activity DABIEMEZE exported=false £ 2HRETHS,
F1=. Activity IZ Intent Filter 2 #E &L THWLFREL, 259 5T LT, Activity DFFUH LITH system #ER®D

T7TUNRLC UID #®EFTE7TVICRET HIENTED,

BEMEKRDIEEI>ITHIUIDEMITHREVESINDIEEIE system ERTELKTITIVLED T, TXTH
Authenticator D05 1 U IERA NEIE Activity ZIFUH T ZEMNTATREE > TULVS,

F4.1.1.1 3E22Bd Activity Z4E5-FIRT SIS BDE,

5.3.2.2. O A UEHRADEE Activity ZIFFUNHE T Intent 21X, BATRMIIZOSREFIBET S (78)

Authenticator TEE 9 % addAccount()ZF(FL s getAuthToken() 4> updateCredentials()% & (&, 2 —H—dD
ADNDBBERISEICIX, AT AU ERA DE@E Activity FUHELA® Intent % AccountManager.KEY_INTENT
F—&ExT Bundle IZHIILTIRT , OB, Activity ZFEUH T Intent ZE5EKAY Intent 2T 54, ERE T T
TY(RILIT)DED Activity ZIFUHE L TLESTEEMENELCTLES, Ko T, RED =01 Activity ZFFEUE
J Intent IZIXBARAIA Intent ZFIATBRETH S,

M4.1.1.1 FELH Activity 45 -FIFT 515D L,

5.3.2.3. Authenticator @ getAuthTokenLabel()Z#EY]IZEET % (Wh28)

HMBEDOTHIU A TERMT BIZIL. AbstractAccountAuthenticator 7S5 AZEIREL THELEAYYRELF—/N
—54K9 5%, EZEL- Component ZEL/\wr—CFIHKRICAVAM—ILTBHET, A—H—ILIHERDIERE
—IF7hIURDEMINSHBY—ERANERT DTHAVUNIATTTH I NEEBMTES &S5, COBRA S
Li=a2—4—ID &/8RJ—KI(&. Account Manager N EEF BT —EIR—RIZREFESND,
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RENEZTHOUMERIZT VAT B1z0I21&. 7T7)% Authenticator D\ —ULRILERBTEAL., &
th%: Permission ZFAEE T AL ENH D, EABODELLITITVLT7 IV ERARETH AN IF TETHIERICITH
BABHY. SRAT—FEORFIERAEETH D, TN BEABOELLIE=FT7TI)NAT 1O LzGREISN
FIREETH—EREBIET B1=0I1Z1E. AccountManager#getAuthToken() THF LRI —Y & FES &I
%,

ZZT. B =FT7TIZ AccountManager#getAuthToken() M PE(EN =B DEE) (X, B Authenticator TH—
IN—Z4F9 % getAuthTokenLabel) Ay R DEEIZK>TED S, getAuthTokenLabel 0D EZEAS null TZLY
XFIERTIHFEEIE. b=V DERAFHEZRDDIFTATATNRIIN, A—F—IZ&>THEAD A EHFIETE
Nd, I—H—DHFAILIZIGEDH T TIIEN—I U EFERTHIENTES, HITAYYRD null ZRGBEITITS
A7ATERRENT IHRI—F— DA ELUISRIAN VU2 FEATHIENTES,

@ 7Poe2IHIRb

LIFOPZUN, BEVOPHOY
MCSERPIERATHEREST
AMLTWVWET,

e AuthenticatorUser
e JSSEC Web Service

userABC
JSSEC Web Service

COUIIRAREHFILTHELAL
WTghn?

DS, —ROTTI)Br—I ERMET AR, A—F —IZHAERHDETRIEN—IVDFREFRDYR
DEFBHTENTES, TND1=0. getAuthTokenLabel)MERET(E null ZIRESF(CEYLEXFEHNERT L5
RETINETHD,

BHE.E=ZBTT)MNRIEN—I20ERBT 51=8(Z& USE_CREDENTIALS Permission L b E &45,

5.3.2.4. Authenticator MEBMLI=7ZHIUrD/IRAT—RiE#REFIRITS77)(E. Authenticator ERILETE
%295 (w7E)

AccountManager 75 ADE AR EFIAT 51=6HI1Z1&. 7T D Manifest [ZZNZENBEIEL: Permission D F|
REEZTHWLENHS, Permission EXAVyREDRIEFRIEN5.3.3.1Account Manager DF|F& Permission
[ZRY,

—_T.AUTHENTICATE_ACCOUNTS Permission DihELLAYYREEFESHEIZIE Permission [2INAT/\y
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r—CDERZBIZET HHMBRARTON TN, BIAMIZIE, Authenticator ZI2EFT /X0 —CDERITES
BEAVIREFSITTID IV T— DBBITESBRARCTRITNILESEN, ZDT=6. Authenticator LLSHC
AUTHENTICATE_ACCOUNTS Permission BB AV YR EEFEST T ZEE T HMEIZIE. Authenticator &
FCBTELZRT LT,

Eclipse TORFEDERIZIEIHREL-BRBHABEETHEONDH. BOZLEEEHE T Permission 217 TEE
OHEERNHETCLES BT IVICE>TELRREFEND T TWSHEEEIL. COFIREEELTTIVIZE
SBERTTIDENHINDTEEEZT S,
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5.3.3. PRV RE

5.3.3.1. Account Manager ®#|F& Permission

Account Manager ML TL\S#REZFIRT HICIE. #EEEITEIEZ: Permission DFIRAEENLETH D,

Account Manager MRS HHEEEL L ELL Permission DX ERELLITIZRT

% 5.3.3-1 Account Manager M#gE& Permission
Account Manager A2t 9 S iRE

Permission AYYR B
AUTHENTICATE_ACCOUNTS getPassword() INRAD—FDOEF
(Authenticator LRILHBTES | getUserData() 1—H—FROEME
1= Package DA FIFATAE addAccountExplicitly() FHIURD DB ~MDIENN
peekAuthToken() Fyyladnf-b—o O DRE
setAuthToken() REE—D2 D E
setPassword() NRRAT—FDER
setUserData() A—HF—FRDEKE
GET_ACCOUNTS getAccounts() FTRTOTAIUED—ERE
getAccountsByType() FHIVREATHRELTHIURD
—REmE
getAccountsByTypeAndFeatures() EELI-BEETHF-1=THVU LD
—REmE

addOnAccountsUpdatedListener() ARV RF—DZEER

hasFeatures() EEL-HEDHE
MANAGE_ACCOUNTS getAuthTokenByFeatures() EEL-EEEZHDThI VDR
HEN—T2 DERE
addAccount() A—HF—~DTh IV MEMEF
removeAccount() TAI U DHEIR
clearPassword() IRRT—F DAL
updateCredentials() A—H—~DINRAT—FLEHEE
editProperties() Authenticator MR ELEE
confirmCredentials() A—HP—~DIRT—FBANE
#
USE_CREDENTIALS getAuthToken() REN—O OIS
blockingGetAuthToken() PRI —Y > DERF
MANAGE_ACCOUNTS invalidateAuthToken() Fryiasnt=r—o> DHI

EJFS
USE_CREDENTIALS

All rights reserved © Japan Smartphone Security Association. Account Manager CHEB7hDO U FEEBNT 5 291



rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;;P:RNTPHONE Android 77')0)1——'#17:126[' 't'$17:| T’f-/a jJ’fI‘ 2012 ﬂ': 1 H 1 Emi

Account Manager MSEFT 5T —R I TAIRERTH L. RBOTEFALED)RVZERST &
SITH/RWDZF D EET DL,

5.3.3.2. EEGVEOHIZZ, A —F—IZNRT—FDBARNEERT S

MBACRFLE)CL——BREELCEDERLGNEEZRETT BRI NRT—FANEERZRRLTLI—Y
—[ZIRRT—FDBANEKRD, BREFAZEITICET, ARV N E=ZBICRHELBEICTLEOHZE PR
BERAOSEBHIENHES,

LEAAREN I  DIRBRGER) - BRAZEMHIL T DESIT TV OY—ERDHRT-RELTIENRLEET
Hd. LML BEUSNMZL ERALESATSIOmKRE FICHBBEAH YT HHE ., EEITREAEISM
ERFET D EITHLL ARBICTEDILFEDHREMRLGRYBOLT ELVITELTTHS,

CDEIGEANS/IART—FDBANIBETHY, REATAESEEZLG X1V TR EL D,
2L RRT—ROBANEHERITIETTIOL—FEY T4 EBLEONLD T, bV iRBIZES1—H—
DWEPESRRAVNINEFBL T LR ORFOREN SR RSB EGEFREWRL., HISTIBELDHS.

5.3.3.3. BEEHIEDLNAH—I2IZDNT

AL F0 T AV ERED DI RULIRIC Y —ERDER T DT HI U NBICA=— IR EETH D, TTIIER
AER =V EFESCLICE T NRT—FEBEEET S LU, —EHMY—ERLDOT A REEREFT 5
ENTED,

NRT—REEBE V4 RBINIEE=ZFN I -V —ICRYTELTHEEZFIRASNTLEI RN L H S, LHL.
ANV DG E TEULBENHAREE Y. EELGLEORIZ/NART—ROBANEL—HF—ITKRO TEREL
PO EBRITTIETIRIZRBTED, £z, B2 O AMEAR T —/— I THEA TE S0
F—DIBEHLEBICENCTIENTES, NAT—FDBHEX, H—E AN I—HF—(ZIZ# L’CL\%)?”\'CON‘%
BEICT U RATREICG 5180 RELIZBEITE. KYFHBGEABRCT SN\ —ERIZT VALY, BEIC
FOTIFNRT—RBEFEERESNTA—H —KRADRY—ERIZTI R TELALDHE  BENKEL SR
ELY,

ERDESZNRRT—FEEBRTNIEE, BRIV ERELRDORISEER T DLIIZERETHIEMHKD,
LGS BERMIZIEI—HF—CLAFRISN TUVELMEREICT VXA TESD T, SFRAISNAEED EEE(C
SO THAROHIRGE YNGR REIET LEBIT(T T TO)RYIRWNTHODEFBZEZILSTITINETH D, B
B, A—H—DEFERLICHDO T TIIERSELN4.1.2.1 FTIVNTOAERT S Activity [FIELFAR
) (WZR) IBR), Y—ERLDBERIIESILEE TCEZBICEEINGVLSIRET L, K
FEDEF L) TARHRERT DELNDHSD
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5.3.3.4. #E#® Authenticator TRI—DT7HIUMIATRERINT-IHEE

WRICEI—DTHIU 244 TEFEE LIz Authenticator NEHEFEET S5 E. KICAVA—ILEh Tz
Authenticator BT, MBERDTH I MATEE -1 thFED Authenticator NEIZA U Rb—)LEN
T, B ERLT Authenticator BAfEHLNGENENSITETH D, RITEICIVA—)LENT:
Authenticator B’V T7ICKDBRETHHIE. —F—DNADLET AT MERIRONTLEIBRNLH D,

D &SI E D Authenticator N EIZEERIN . BETD Authenticator N EELEOTLDBE~DXRKIL,
D7 7)H AccountManager #{#->T Authenticator I FUHE T ML THE R TETHIENTES,

FI.REITITIVRBETTHVUIEEBMT 574E . VAT LRRHTAuthenticator DIFUHELETIHBETHS.
DS . A—H—B4E4S Authenticator DIEUHLIZE<ESTELL, DFY ., BREICKIEED R EEET
EMTELGW TR0, IV T EAV AR LGV RER T HE I —F—ITH L TEEBET ST,
F+REFHEINEVDDNEETHS,

—7A. BEIO7 )5 AccountManager #2H T Authenticator /U H I 5 EI(ZIE. FEUH § Authenticator
NERIDBLDONESHEHITET SAEER)AH S, TDT=6. thE Authenticator NIEVHEIN BT EMHIBALT-
BRI, A—H—ICFDEFBATT VAV AL ERT LV NE T ZEMNTTEETH S,

LLTFIZ, BRIM Authenticator Z#|E 9 5 Y ILa—FERT,

RAb:
1. #F|FAY 5 Authenticator QiFBAENBHDIIRAETHH_LETERT D

AndroidManifest.xml

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. account. authenticatoruser”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk
android:minSdkVersion="8"
android:targetSdkVersion="15" />

{uses-permission android:name="android. permission. GET_ACCOUNTS” />
{uses-permission android:name="android. permission. USE_CREDENTIALS” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=". UseAuthenticatorActivity”
android: label="@string/title_activity_use_authenticator” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
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{Jactivity>
<{/application>

</manifest>

UseAuthenticatorActivity.java
package org. jssec. android. account. authenticatoruser;

import java. io. [OException;

import org. jssec. android. shared. PkgGert;
import org. jssec. android. shared. Utils;

import android. accounts. Account;

import android. accounts. AccountManager ;

import android. accounts. AuthenticatorDescription;
import android. accounts. AuthenticatorException;
import android. accounts. OperationCanceledException;
import android. app. Activity;

import android. content. Context;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class UseAuthenticatorActivity extends Activity {

// FFA9 % Authenticator MIEHR
private static final String JSSEC_ACCOUNT_TYPE = “jssecAccountType”;
private static final String TARGET_PACKAGE = “org. jssec. android. account. authenticator”;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_use_authenticator) ;

}

/¥k
* RA VIHTEICIEEN S
*/
public void useAuthenticator (View view) {
try {
AccountManager am = AccountManager. get (this) ;

// Authenticator #IEd %
// Account Type AA—E9 % Authenticator WG9 %
AuthenticatorDescription[] adArr = am. getAuthenticatorTypes();
String packageName = null;
for (AuthenticatorDescription ad: adArr) {
if (JSSEC_AGCCOUNT_TYPE. equals (ad. type)) {
packageName = ad. packageName;
break;
}
}
String message, info;
if (packageName != null) {
info = “<info>¥n” + "7ho 847 ” + JSSEC_ACCOUNT_TYPE;
info = info + "¥n” + "IREB®NAL Authenticator /Xy 45 —T4% : ¥n” + packageName:;
info = info + “¥n” + “B%t Authenticator /X w4 —4%& - ¥n” + TARGET_PACKAGE;
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}

if (TARGET_PACKAGE. equals (packageName)) {

// A >k 15 FIAY S Authenticator MIIBAENBHDIIAEZETHLZ & 2HERT S
if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {

message = “Authenticator ZFIHTCE A GERHAEFR—E)";
} else {

message = “Authenticator MEZTI”;

// token #ER1§9 %

Account[] accounts = am. getAccountsByType (JSSEGC_ACCOUNT_TYPE) ;

for (Account account: accounts) |
String token = am. blockingGetAuthToken (account, JSSEC_ACCOUNT_TYPE, false);
message = message + “¥n” + account.name + "TAD F—I VEEEBLEL==" + token;

}
} else {
message = “Authenticator ZFIEATEEEBA XY H5—CF—8) 7,
}
} else {
message = “Authenticator AFEELEFEA";
info = “7;

}

TextView textView =(TextView) findViewById(R. id. textViewl);
textView. setText (message + “¥n¥n” + info);

} catch (IOException e) |{
// st aniE

} catch (AuthenticatorException e) {
// flstanEE

} catch (OperationCanceledException e) {
// st anEE

}

// BHOEHED/NY > a{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {

if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 2 {E
sMyCertHash = “"0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore @ “my company key”MDEEBAZE/\v L a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7G2 42E142CA”;
}
}

return sMyCertHash;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;

import java. security. NoSuchAlgorithmException;
import android. content. pm. Signature;

import android. content. Context;
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import android. content. pm. Packagelnfo;
import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

5.3.3.5. /SRT—FDRFEFEIZDT

Account Manager [Z7AD U MEIDBEIZA—H —ID /SR T —RET—IR—XIZRFTHH., T—ER—R7
7AIIE system HERICT IV EANHIRIN TSI, I—F—O—RIEROT7TINEET V2R THILET
E12LV, F=. AccountManager MR35 getPassword »VyFD{E AL Permission [ZA1Z T Authenticator
ERICEDEZHNRLETHY. Authenticator ORAFETLUN DT T)MSIE/RT—FZIBT A EMNRBESN
TWELWD T, AAMFDRAI—TTIENRT—RERLICHRESNTNEIEEZRDHIENTE, YU TILO—FTE
EHRDMR R TEEFZRLTLND,
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— AT T—EAR—RIZFHEINET I TR TEXEL TR LN S, Account Manager [ET7AMILDT IR
FIRUSMZIE NRT—FEED LU TAT T 3% RETIHMA T H-THEET . T DAL RETR
Authenticator DRE(ZERON TS, ZDT=8H. IHEKD system HEFEA® root #ERZEMSIN TEH/NNRT—F%
FLOEU L TAITIERETIVEDHHI5E1ZIL. Authenticator THEEIL T HLEDRERNEEZHET LITH
%

NAT—FDREL, [T —FERFLGVIFEN B ELGIESEIM T2 /B Z2E>=FEE T, &
EDES(FOINESEEDMIE) CH—EREDEE, TR EDHRGESHTRMYFEIARNEDLS=H, KA
FTRRRA—THES S, BEIZIELT Android ITFHELWVEF 1) T+ BFMRICHR T HLE2HE8HT D,
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6. BLU\RERE

Android [Z[& OS ME#k+> OS MR T DMEED LR L. 7T DEETEX A TAZERT IO EHLRIRE
AEFET D, CNoDHEREEFEBEER O EE=ZFITERINZY, A—F—NTBEETICFRIALEYTHIET. IR
HRRZBRO LX) T LORMEICREAOTLEIRRMERITIBA TS, COETITZD L SLHAEICHL T,
FRFEENEYSDVRVAIRKGELZRTLGH S IEMENDELFEEZLEFLLTRY LTS,

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 20124 11 A1 AR

| 6.1. Clipboard ADIERIRET AaIEMN

OE— &AR—ZAMFIA—HF—HEEMN DA KELME>TNDEETH A, HIZ T, COMEEZEST, A—)LA° Web
R=U TR EBEHRO TN 0B HEHRZEAERIFZLTEULY, BRELEZ/NART—FEENLENKIITAER
[CRELTHE RELGRICOE—&R—IAMTHESI LW A—F—FDLEISTHEET S, Chbld—RARGEN
THTHHIN, REA—F—DESIFEBAFEFNHEVSBIRAEA TS,

ZhIZX Android QOE—&AR—XLDEHHAAHBERLTND, A—HF—P 7T IZk>TaE—Sn=1ERIL. —
B Clipboard EMEIEN S\ T 72N S, A—F —OTF7 T2k >TR—R SNz EZIZ, 2D Clipboard @
NENE T I IZBEHINDIDITTHSD, 0 Clipboard IZIERIFRICEEVF BRI $H S, Android THED
4 TlE. Clipboard ®EIKILiHEKIZ 1 DTHY. ClipboardManager #FIHT 32 ET, EQT7TUMNLTHER
Clipboard D EHEBTEDLIIHES>TLENSTH D, CDILIE, A—HF—MaE—-hyrLI-ERIEETE
EHBT7TVIZHLTREIRITICEDIEEEKRLTLNS,

2T, 7TURERE L. D Android DiEH#EEBLGNSERFROAIRERER/IRICHZ 5 KEHELECT
FAY=Y A A

6.1.1. Yo7 )La—F

Clipboard Ao 1E#HRHRT SAIREMEIIZ SR ERICIE, RELDITTRD 2 DBEZALNSD,

1. #t7TIUHNsBETT)ANIE—THEDX R
2. B7T)hoti7TIANIE—T HEORE

BN 1IZTDOWTERBAT %, CCTIE A—F—DAEIRAS Web TS50 A—5—F7 TG EMT T MSXF T
ZaE—L. ThzEB77Y0 EditText [CREYR TS FIFEREL TS, ERIETEE>TLEIE. SO FY
A TAE—AYMIE TRV TAIRERNRELCLESCEEHCIRAMGR RIIFELLEVL, F=FHT7 T
DIE—HEREZHITEHT 5 XSG HEEA Android [Z(37ELVINGTE,

T, LIZDWT RV TAT 0 EREIE—- Vb BEKRMEE I —F —(ZHBAL., TABKRERLL TLE
RIEBZRITAIIT o TUOKLRERIFALN,

RIZ, 2.E&HHAT S, CCTIE B7 TIARRLTVSERN L —F —(C&oTIAIE—SN B FUAEEET . =
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DIBE . RBIZ T BEELZRTEIL, View(TextView, EditText HE)MNSDAE—-HyhEEIIZTEHIETHD,
BNERLEC U TAIHBERAAABHANEHE ASNS View [CaE—-HybEENLZTNIE, B7TUMLD
Clipboard Z/r LIz DIRERELZLIM BT,

AE—-AYbEZIE T H5EIT APl Level REIZES>TLK DM H D, TRIDFIEIO—IH-T, EfE I ~EXKE
RETHIENTES,

C L& )

No Yes
oL T4 IERE
AHATS

No
API LevelAY
1MUETHD
\ 4 \\ 4
HERE e EMLEEBICTS

f=12L. AB124F (Input Type) X TFEEDWLTIMICEESNTLD(=ENMIZEEBINAL)EditText (CBILTIL.
T4 TIAE— DV N EDLED T, HIEDHRICEHLLTHERETH S,

® |InputType. TYPE_CLASS_TEXT | InputType. TYPE_TEXT_VARIATION_PASSWORD
® InputType. TYPE_CLASS_TEXT | InputType. TYPE_TEXT_VARIATION_WEB_PASSWORD
® InputType. TYPE_CLASS_NUMBER | InputType. TYPE_NUMBER_VARIATION_PASSWORD
UT T, &XRDFEMERBAL, YT ILa—FERT,
6.1.1.1. XFIERBOA=21—mSaE—-hybEHIRT S
Android 3.0(API Level 11)LLETI&. TextView.setCustomSelectionActionModeCallback() AV vKIZ&>T.
XFHEIRBEDAZ1—FHRITARTESD ISz, CNEFRANT, XFILERBEO A= 2—hoaE—Hhy

FDT7ATLEHIBRYT L, A—F =D XFHZIE—-HvbT 5 EBFETEGLG S,

LI, EditText DX FIE IRBOA=21—HSaE— DY bDEEFHIBRT 50> FILa—FEFRT,
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RAb:
1. XFHERFDA=2—m5 android.R.id.copy ZHIkRT 5,
2. XFHFBIRBEDA=21—hH5 android.R.id.cut ZEI&R T %,

UncopyableActivity.java
package org. jssec. android. clipboard. |eakage;

import android. app. Activity;

import android. os.Bundle;

import android. support. v4. app. NavUtils;
import android. view. ActionMode;

import android. view. Menu;

import android. view. Menultem;

import android.widget. EditText;

public class UncopyableActivity extends Activity {
private EditText copyableEdit;
private EditText uncopyableEdit;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. uncopyable) ;

copyableEdit = (EditText) findViewBylId(R. id.copyable_edit);
uncopyableEdit = (EditText) findViewByld(R. id. uncopyable_edit);
// APl Level 11 LLEToHnIL, setCustomSelectionActionModeCal lback # Vv FIz& Y.
/] XEJEIREDA 21 —FhREITIARXRTBENTES,
uncopyab leEdit. setCustomSelectionActionModeCal Iback (actionModeCal Iback) ;
}

private ActionMode. Cal Iback actionModeCal Iback = new ActionMode. Cal Iback () {
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
return false;

}

public void onDestroyActionMode (ActionMode mode) {
}

public boolean onCreateActionMode (ActionMode mode, Menu menu) {
/] kA b 1k XFFBIRED A =2 —H 5 android.R. id. copy ZHIRT 5,
Menultem itemCopy = menu. findItem(android.R. id. copy) ;
if (itemCopy != null) {
menu. removeltem(android. R. id. copy) ;
}
// KRS 2 b 2% XFHERBEDA Z2—M5 android.R. id. cut BRI %,
Menultem itemCut = menu. findItem(android.R. id. cut);
if (itemCut != null) {
menu. removeltem(android.R. id. cut) ;
}

return true;

}

public boolean onActionltemClicked (ActionMode mode, Menultem item) {
return false;

}
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@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. uncopyable, menu) ;
return true;

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case android.R. id. home:
NavUti I's. navigateUpFromSameTask (this) ;
return true;
}

return super.onOptionsltemSelected (item);

6.1.1.2. View ®OE#L(Long Click)Z&E%IZT 5

Android 3.0(API Level 11)ki# Tl&. TextView.setCustomSelectionActionModeCallback() Ay KIEFIFHT
EHW, CDBE. IE—hybEZ LT REEELAEL, View OEHL(Long Click)ZEHZT5ETH B,
View D RIFELESNEIZLATIOLD xml J7A L THEET HIENTES,

AU

1.

aE—-hyb%EZ1E3 3 View (X android:longClickable # false (233,

unlongclickable.xml
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”

xmlIns:tools="http://schemas. android. com/tools”
android: layout_width="match_parent”

android: layout_height="match_parent”
android:orientation="vertical ">

<TextView
android: layout_width="match_parent”
android: layout_height="wrap_content”
android:text="@string/unlongclickable_description” />

l— aE—-hvy bEZi1LT 5 EditText —>
d— *RA b1k aE—+hy bH#ZEIET S Viewld android: longClickable # false ([C9 5, —>
<EditText

android: layout_width="match_parent”

android: layout_height="wrap_content”

android: longClickable="false”

android:hint="@string/unlongclickable_hint” />

</LinearLayout>
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6.1.2. L—ILTvY

B7 Uo7 TIADEL T4 T EERDIAE—DNRET HAREELHDHIEE L. UTDIL—ILETFHIE,

1. Android 3.0(API Level 11)LIETIE, XFHFBIREFED A= 2 —MoaE—-HVrERNT S (WH7B)
2. Android 3.0(API Level 11)%R&TI&. View DKL (Long Click)ZZ 195 (WH7B)

6.1.2.1. Android 3.0(API Level 11)LUETIE, XFHBRBFD A= a—hoaE—HhybZBNT S (WAE)
TIINE T4 RERERTT S View ZHEH-TLBIEE. A EditText DKSI2aE—-HybA ATEER
View %5(%, Clipboard ML TZEDEHRMNFBLTCLESIRREENH S, T D=, LTI RIERERTT

% View [FIE—-DYrEEDICLTEMETRIEGESEL,

Android 3.0(API Level 11)LIETlE. setCustomSelectionActionModeCallback() AV yKIZ&k>Tat—-hy
FEEMICLTHLZETEREMNTES,

16.1.3.1 JL—ILERADOBROIEIDSRDIL,

6.1.2.2. Android 3.0(API Level 11)X&TI&. View DL (Long Click)Z21t9 % (wA78)
TI)DRt o TATHIERERTT S View Z2HEH->TWEEE . Fnh EditText DLSEaE—-hybhaTgeds
View #51E, Clipboard ZNMLTZEDEHRNBELTCLESHREMENH D, TD=H . LU T4THBHRERTT
5 View [FOE— Dy bEEMIZLTEIEITNILAZSEELY,

Android 3.0(API Level 11)Xi#EDIHFE . View DRIL(Long Click)ZEMIZL THLZETEHRTES,

16.1.3.1 L—ILERADOEDETEILSEO L,
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6.1.3. 7R

6.1.3.1. JL—ILBERDEREDIE

TextView [ET 7L TIEXFIBIRFATHS-0 . BEEIHRRIETHLH. 7T DEHKIZE->TIFIE—
Z#A[REIZ T B35 5 H8H 5. Android3.0(API Level 11)LUBETIX, TextView.setTextlsSelectable() AV ykZEFEST
ET. XFHDBRABFELIAE—AI B EHMIERE TEDLIIT o1z, TextView ZOAE—TAEEET HIHEE L. TD
TextView 2V TATGERNRTINDAREEL GO KAREL, TOAREELH LD THNIEL, E—T]
[TF RETALY,

F12.76.1.1 T La—FIOHEIO—ICELEEHEINTWDKSIC. SRT—FOAANEBELIZAHZ2A4T
(InputType.TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD 7#:&)® EditText [ZDLY
TIE. TIAIPTXFIIQOAE—NEEIN TS OBE IR RFETHS, LML [5.1.2.2. /XRT—FZEFE
XRRTDATavEAETSH (WA IITRBLIESIZINRT—FEEXRRT 51T T avcARL TS
BEIE. NNRT—FEXRTOBRICAAZATHEIL. AIE—-HYEDBEMITHE>TLESID T, FHOR KL
ETHb,

BE.V—IVEBRTIRICE. —FEVTOELERTILENHSESS, HIAE. 21— - EHIZTF
ALEANTES View DFE. Lo TAIRBEHRNANSNATRIEEAEO TR M EVN>TIE—hvbE
BHLTLESD, A—F—DEVBFNELGSEEI, 1b5A EEEDOSVVEREZAL TS View ot
VITATEEREBEMTANT 5557 View [CZIEIL—ILEBEEFHTERT HIRETHAD ., TALUND View &
FOHZRIE ROEEZEZRBLEGA R IGEEZDER,

UL TATERERDANORRETOIZERADIVR—R AR TEG LD
BER(R—RME) T TIN D> TWBGEEIE, thDFETHEREZETEELD,
77 ) TA—Y—IC AR AICET HFERELN TERLVH

AY(ZFD View BSHEH

Android OS ® Clipboard & ClipboardManager QE#RICEZF 2 T2 T 5Z BN SN TULGENIENFRIF
BOAEEEZEORANLGERTIEH SN, 7TIVHREE L, —F—REOLI—YFE T R THHEELRE
BRI AMDIS5LTz Clipboard OERRICH L THEL. BOEWTTUEERTILELNH S,

6.1.3.2. Clipboard [Z#&#hSH TS IEEHRDIRIE
6.1. TR f=&k3IZ. ClipboardManager #F| A9 52 T7 M5 Clipboard IS - ERERET S
MTES, Ff=. ClipboardManager O FIRIZIE45 5174 Permission ZRETELENE N =O ., 71—

—(2&En5N B E%< ClipboardManager ZF|FHTE %,

CCTlE.BZZETIZAPI Level 11 LI TOER/AEIZDOVLWTHRARS,
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Clipboard [Z#&#hch TV 1EER(ClipData &FESY)IE, ClipboardManager.getPrimaryClip() AV v RIZ &> TH
B TEBH ., 24425 I2H L T3H . OnPrimaryClipChangedListener % %= % L T
ClipboardManager.addPrimaryClipChangedListener()*/w KT ClipboardManager [Z&3 (L, 21—
— DR EIZEYRET ZaE— A YD EIZ Listener AIEUNHSINBD T, 24305 %%k 9 24K ClipData
FWMBTHIENTES, ZIT Listener OFUHLIE, EOFTUTIAE—-DYHEELEANICEREITHN
%

1

LT, mARNTIAE—HybHFELET HEIC ClipData ZEi#FL . Toast TER9 5 Service DY—RXO—KR%ETRT,
TRRDESILFEEAI—RIZKY Clipboard ZH& SN I=1ERMBIR(TIZHEOTLESI ZEFERL TUL=EELY,
TI)ERETBEE. PEKELTROI—FIZEoTEV I TAI BRI MBINTLESIZEDHNKSITEER
TEILENHD,

ClipboardListeningService.java
package org. jssec. android. ¢l ipboard;

import android. app. Service;

import android. content. ClipData;

import android. content. Gl ipboardManager ;

import android. content. Gl ipboardManager. OnPrimaryCl ipChangedListener;
import android. content. Context;

import android. content. Intent;

import android. os. IBinder;

import android.util. Log;

import android.widget. Toast;

public class ClipboardListeningService extends Service {
private static final String TAG = “ClipboardListeningService”;
private ClipboardManager mClipboardManager;

@0verride
public IBinder onBind(Intent arg0) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;
mC| ipboardManager = (ClipboardManager) getSystemService (Context. CLIPBOARD_SERVICE) ;
if (mClipboardManager '= null) {
mC| i pboardManager. addPr imaryC| ipChangedListener (clipListener) ;
} else {
Log. e (TAG, “ClipboardService MERFIZEKBLELz, Y—EXE®RTLET., "),
this. stopSelf();

}

@0verride

public int onStartCommand (Intent intent, int flag, int startld) {
super. onStartCommand (intent, flag, startld);
ServiceRunningStatus. setStatus (getApplicationContext (), true);
return START_STICKY;

}

@0verride
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public void onDestroy() {
super. onDestroy () ;
if (mClipboardManager '= null) {
mC| i pboardManager. removePr imaryCl ipChangedListener (clipListener) ;
ServiceRunningStatus. setStatus (getApplicationContext (), false);

}

private OnPrimaryClipChangedListener clipListener = new OnPrimaryClipChangedListener () {
public void onPrimaryClipChanged() {
if (mClipboardManager != null && mClipboardManager. hasPrimaryGlip()) {
ClipData data = mClipboardManager. getPrimaryClip();
ClipData. [tem item = data. getItemAt (0);
Toast
.makeText (
getApplicationContext ()
"AE—HA WNEH Y FENI=XFF| ¥n”
+ item. coerceToText (getApplicationContext()),
Toast. LENGTH_SHORT)
. show () ;

RIZ. L8 ClipboardListeningService ZH| 9 5 Activity DY—XI—FDHIZETRT,

ClipboardListeningActivity.java
package org. jssec. android. clipboard;

import android. app. Activity;

import android. content. GomponentName;
import android. content. Intent;

import android. os.Bundle;

import android. support. v4. app. NavUtils;
import android.util.Log;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. Toast;

public class ClipboardListeningActivity extends Activity {
private static final String TAG = “ClipboardListeningActivity”;
private boolean isServiceRunning;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_clipboard_listening);

isServiceRunning = ServiceRunningStatus. getStatus (getApplicationContext());
}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. activity_clipboard_listening, menu);
return true;
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}

public void onClickStartService (View view) {
if (view.getld() != R.id. start_service_button) {
Log. w(TAG, “View ID MFRIETT");
} else {
if (lisServiceRunning) {
ComponentName cn = startService(
new Intent (ClipboardListeningActivity. this, ClipboardListeningService.class));
if (en !=null) {
this. isServiceRunning = true;
} else {
Log. e (TAG, "H—ERXDIEHIKKLELE"):
Toast. makeText (this, "H—EXDEENKE L FE L1=", Toast. LENGTH_SHORT). show () ;

}

} else {
Toast. makeText (this, "H—EXIZBRIZEB) L T ET ", Toast. LENGTH_SHORT). show () ;

}

public void onClickStopService (View view) {
if (view.getld() != R.id. stop_service_button) {
Log. w(TAG, “View ID MFIETT");
} else {
if (isServiceRunning) {
boolean res = stopService(
new Intent (ClipboardListeningActivity. this, ClipboardListeningService.class));
if (res) {
this. isServiceRunning = false;
} else {
Log. e (TAG, "H—ERDEFIIZERELELE"):
Toast. makeText (this, "H—E XD{EIEIZKRBELFE L1=", Toast. LENGTH_SHORT). show() ;
}

} else {
Toast. makeText (this, "H—E X IBEIZELE L TULVET ", Toast. LENGTH_SHORT). show () ;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {

switch (item. getltemld()) {
case android.R. id. home:
NavUti Is. navigateUpFromSameTask (this) ;

return true;

}

return super.onOptionsltemSelected (item);

HE. APl Level 11 &YRTD ClipboardManager [ZIE. setOnPrimaryClipChangedListener() AV vk D k5%
Listener &89 HAVYENRAEINTLVEWL, TN R, I—HF—DIEFICE>THAE T HaE—AVLDEIC

=y

ClipData #B#§ 9 57AJ S LERETHIENTELLAD, AlarmManager HEFFIAL THEVERIERT
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Clipboard IZH&#AEN TWDIEIRERYRLEET AT AEDEHZTRI IO SLEEETHIENTES,
F1-. APl Level 11 LRI TEE T 5154 . getPrimaryClip() AV v RIZF B TEELD T, Clipboard 2 #sh T
W BIEHRIE getText) AV YRIZE>TXFIHIEL TGS HETD, CCTRYUTILI—RIEEIET S,

ZZFTIZ. Clipboard [ZH#iSN - 1BHREIIG T D5 EICDONTHAR =AY, Clipboard [ZH LLIBEHREEINT HZ
ELTAIEETH B, APl Level 11 UL EAS1E ClipboardManager.setPrimaryClip() AV vRIZ&>T, TR LEITHN
(¥ ClipboardManager.setText() AV vRZRELNIE LKLY,

f=1=L. setPrimaryClip()#& 5L & setText()*VvKiE Clipboard IZ##ish TV =1EHRZ L EETHDT,. 21—
H—HFHAE—-DYMREICKYBRMLTE W ERA KON AREESHIRITEENDETHS. CNEHD
AYYFEFERALTRBEOIE—HKEEH DTN YMEREZ IR T HIGE L BEICEL T NENRESNLEEE
&5 1705 %%K 7T 5L, Clipboard TSN TLSIHREN I—HF—DERILLZVARICEREINDI L
DIFNKSITEREH-RET IR ENHD,
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