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AHARIE Android 75— av B EBEBITOEXATERE ., X2 T7a—T10 T D/ 9EFEDT= Tips
£ TY, TESFIT LD Android 77 r—2avRAFEFEITSERALTOZE KAWL, Z2ITARLVLET,

G AY—bIFUTGIERIERLTEY ., SHICTOBNIETENYTT  AX— I+ TGO 2L KT ZTE
EHET TV r—2av BTSN TVET, XDEFERE TR EF ) T4RIRICK-TRIATEG S
S IEISFLETERDEELGREENRT— I+ T T r—avTIEBEMEN . fREDEFEFETIEIERT
EEN ST BREEHLET TV r—avENRT— I+ DB AESIELTTVETS,

ARX—LIAV DT TV r—2avREBICEETNHEGCOEENELTVET . XDEFTEETEHONCHFRE
SN EF 1) TAHIHICEST, EFaA)TAITOVWTHFEYER B TCHK LT TV r—23> THHTHEER
REUMNRIZNTOEL Iz, AX—F I+ TIRATRDESY  EFEFOEELGHEENT T r—2a VK EIC
BRINTWST=H. 7TV 75— av R EN X1 T2 EBHBLTERE . 3—T U 2LGRITNIE. RR—R D+
VHRAEZEOBANEBRARAVLLEY  BEDORLETHIEFTEFEREZIIILVITICERASNYEVS-HENE
LET,

Android R¥—k7#+2I1& iPhone [CEERZBE, 7TV r—La AR EBED X 1) TA~NDEEN LY ZROLNE
9, iPhone [ZEb X Android RR—R AU (&7 T r—2aV AR EICHABRSN I EFEEHEEN 2 <. App Store
2t~ Google Play(IB Android Market) (FEBET7 IV —2arv NN TERRE, 7IT)r—avnt+
A)TADFEFLEEMIT TV —2 a3V EAREBIZESINTNSZHTT,
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l 2.1. BISEILTERN

X2 TIA—TAVTROAARXEEISSWSa—T AT IEBHBN, EOSIDKSICa—T 10T T REIEL
AR TEBBINAZENZLVDTTN., COLSLEEBRIET TIZO—FT oSNz —Ra—RELE2—F5LE
[CIFEEIDORE. CNMBRARENI—T1o T LESEWSEEIZE EDRBEBEFHALZLIL DM HYIZLIEL
SHEELRHYFET

COAARXETE ARESVERMZELLIELTLSM ? ELVSRAFEEILTHAMIFBL. AFEEITHR
IEDLEEUVODEEEAETHAHELOTNET AT Activity Z1ESH1TT EMTSQLIte ZFES1ELND
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FIRBHEZEZTVETS,
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l 2.2. HUFILa—R =L TvH . FRINVRE

FNEFNDEEEFYUTILA—L IL—ILTVI . FERURRD 3 DOEILaVTHEENTWET . BEEFDAH
(FHUTINaA—RELN—ILTvoETELLZIN, HAEERIATREG/N\I—VICELLAAZRARICLTHYET,
Yo TINa—kRoiavE—ITvoe avICRESHBWNRBERELDAIETR N\ AR EIELZES0, @5
BEOBRAEZERFATE-ODEEMHERHLTHYET,

2.2.1. 27 )La—FK

BT aA—FEI2a TR, EDREA TV ETHREEFIVTIANMIEVWTERNLGEFARELGD YT L
O—FERBELTVET  BRONI—UDHIGEEETOREREETNTNDONI— DY T ILa—FE2AE
LTWET . BERIFERSZ LN T TEY . AXPITEF )T EEBRB I RERAUETRAUN: BB HESHE
BREZTREAL. TOBERESHESNICHLTHH T ILI—FEOI—FHAELMHRRLIU N jEEEEH LA
URTRHELTVWET, —DORAUM YU T ILa—F ETIIEBERR ISR G T HIEICTEEZEN, ZO LIS
X TAEZBRET REFAFAEFY—RAI—FL2EKISHLTEIDETI M, TOEFRETRELES . EF21)T/D
ERENDEGEMERBEEALIIC. YT LKL 1 IFREVBEUTELIISLBETHELSITLTLET,

COAARNETHEREL TS YT ILI—FE—8TT . TRTOY U TILA—REFLD-ERBI7AILELETED
URL IZABLTWWET DT, #oO0—KL T eclipse 2 Import §5HELTITHALEEL, T ILa—FKIE
Apache License, Version 2.0 TARALTWET O T, BHIZH YT I)La—FZaE—R—XLTTFIALVEET
F9 LIS —RE(COVWTIE YU TILI—FARAGYBELGVDLSITR/DRICLTOET O TITFE LI,

® http://www.jssec.org/dl/android_securecoding.pdf HAKXE
® http://www.jssec.org/dl/android_securecoding.zip H>FI)La—FK—=

B2 7 )L a—KIZHAHT % Projects / keystore 77 M ILIZ APK BRI DRERERESAET—ANTI7(ILTT,
ISR —K(Elandroid 1T, B#BEEZRD Y TILa—K%E APK BZ T BBRIZTHIALIESLY,

2.2.2. L—I)LTvY

=TI 92ar TR, ZORBNT—IETIHAFEFEIVTEFRNMIEVT, X1 T B RANSTFEIREL
—LOEEBREFBHLTOET IL—IILITVoEI avDBEIZIEZFDEIL IV THR LTS IIL—ILERER
T—ERRL. DA IFLIETHRIOLANLDFTELTOET  L—ILIZIXEEXFEEEXD 2 BELAHYFE
TOT MHEDEEXIMOSHEERIZH | HEOBEXIE0o2[E 50K | MBADBEEXIE 001581,
HREDBEXIIMOSHENEININIEVSFLARLETRELTVET  $5AAZDOLRLS FITHEED
[CEDKEDTT DT, SEEELLTHEURLIZSLY,

BT IIa—FEooavIBHIN TS YT ILa—KRIEIhoDIIL—IILOEEZTEARBEIN LD ELEHSTLY
FIA, ZFOFHLWLWEHRBIZIIL—IILITvoEoiavicBEInTWET, £ Yo T ILa—KtEo 3> TliEiE->TLY
WL —ILOEEFIEICDODVTHIL—ILT vt a30 TlEE->TWVET,
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2.2.3. TENRVRL

FENVRMI230 T ZORENT—YETHRAREIVTFRAMIBNT, T La—FEoiavoil—
VIVt THATEGN 1. LMW LEBZET HFEITOVTREAELTVEY , TORENT—TET D
FFEEILTFRMIEDD S, T LKLEERE® Android OS DRRFICEET H5E-ELE . Yo T)La—Fesiay
PIL—IWTvItIav DRABTHRRTEGN BRI BREDRRAEERFATEODEBMBELTRIT
BIENTEFET,

RREDHEIAITBIZZIETT, AEEDZL. Android OFEH5tF 1T DEEIZDOVTECERET S
ZELYE. HBHREED Android X)) T/ DHBEEF ST, ARICHDREH Android 7TV r—av s EAE
AWEBETBHIENROONET . —A. EX A TARANEZELGT IV —2avibVET . COKIBET Ty —
23 DORFEL Android DX 1) TAIZOVWTERCEEBL TV SIBENHYET

COFSICRE—FERORARE L LX) T ERORREDOEAEXIET 50T COAIFXEDTRTD
HREIEYUTINa—R =TV I  TENDRLD 3 DOEIIVIZHITTEBRLTWET . T ILa—KREL
— IV Eo2avETE5L0STEMLIZTNIE, ChELTEIFIERETT LIEW>=—RBIETESRBNENT
HY. ARELRYY—RO—FOIAE—R—RFTHEMICREBIA—T AT N TELIEE B> TVET, TR
AT IUIETZABEEIEISVSBEAH ST, SOLIBZAET HELN IEVNST=EZ 5= DM EHEL
ThHY. AREBELFWMYBATOSEMND T IV r— a3 THRELEX1T7ERE. EXa7a3—T1UJ#REATED
ZEFELTUVET,
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I 2.3. HARXEORI—T

CDHARXEEZ—HRD Android 7T UBRBICLER LX) T4 Tips ZEDHEFHHELTVWET, 2D
HEIZI—HYrETEMEINS Android 7TUDREIZE TH X274 Tips(FRDI7T)DEFX2)T41)
MNELZRA-TELE-TLET,

APPLICATIONS 77"[) 0)
Contacts Phone Browser t'#‘l I) 7—_/(

APPLICATION FRAMEWORK \

Activity Manager Window Content

Manager Providers

Telephony Resource Location Notification

Package Manager Manager Manager Manager Manager
LIBRARIES ANDROID RUNTIME

Surface Manager Media SQLite Core Libraries

Framework Ll

T N
OpenGL | ES FreeType WebKit Machine > —_—
tXal)Tq

SGL SSL libe ﬁ

LINUX KERNEL

Displa; Flash Memory Binder (IPC)
Dne/ez Camera Driver Driver Driver

: Audio Power
Keypad Driver WiFi Driver Drivers Management

S

Android OS BLL T @ Android i REZEICET 5 ¥ 1T (LRDMHRD X2 T4 [FRI—THTT . £
f= Android R ICA—H—D AV Ah—ILFZ—H&D Android 77 &, Android S RA—Hh—MNTL A2 X b—
ILE % Android 77U TIEKREMFTERELF L) T DERATELDLEIANHYET O $FICHARIZH UL TIEHE]
BEDHERSTEY . BEBITOVTIEE>TLER A FIIRTIE Java ITKYEET S Tips FZIHEREBLTHEYET
MUNI ERICODVWTESRDIRTRELTLKFETT,

root RN EIMSINIBEICDOVTESDECAF > TLER A EARMIZIE root ERAEHLATLVELEFX2T
%2 Android iR ZFHTiREEL. Android OS Dt FaTA4ETIILEFRLI=EX 1) T4 Tips FEHTLNET, —
[Zroot ERERMD BRI DN TEF ) T4 REERT BICIE, FT root RN EDON-EZITLIESFLEITH
(EoRWNEEE, T3THVEEFRAILET . —fRIC. root RN EONI=EEITERTFIAREEEFIRT LA
LRICHRBZEIFAD—ETT . TDOLILEEETDHIZIE, Android OS DX 1YTAETILAERTER
W= BESE. #Hb. \—F Iz 7XE. Y —N\—XBELGEEHOFEEZHA SO E TEELGHHERIZLE
T o CNIEHARXEICERICETEEIG/0N\0TEBYFELAL. BRI OWKRIZEC TEURFHEERE X R
UFET, HLL root EREMDBEIE SRR ERERA VNI ES 25156, Android DA/ SERETIZEELLY
X1 TAEMRICTHRSNSGZLEHE#DOLET,
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| 2.4. Android £¥27a—F LS EEZEDBN

CDAARXETIE Android EHFa7a—T10 T DI RTERICEIFETELTELLD T, FERTHRNT HEHEE
HATALEHBBIOLET,

® Android Security KBTIV r— 3 EERT H1=6HIC
EEH A VI T7HA R ISBN978-4-8443-3134-6
http://www.amazon.co.jp/dp/4844331345/

® JavatxaF7a—T42 T REBUH—K CERT/ Oracle ki
#£3% Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
B MAFME IR AREHR, FEHE= ISBN978-4-04-886070-3
http://www.amazon.co.jp/dp/4048860704/
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3. EXaT7a—T+7 DEBRME

CDHARXEIL Android OS [ZB8T %X T+« Tips ZFEHDHELDTHAMN. ZOETIL Android OS [k
HFLEVW—BMGEX173—T+0 7 OERIBERD . GELGL BREOEN—RHEEF2T7I—T2TD
RESRDNBEGEZICAREDEEESRI SO THS. ERDELZFHAED SN AEORNEIC—RYBZELT
BLILEEHENT B,
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| 3.1. AATF—AORELHEEDTS

ANT—EDREUFERITE ELEBRMTHRDOBENEX 2 7a—T 17 BETH D, TATSLICANSNS
T—AD55, KEENEEMN. HMENICTOT —IDELIEERIEETHILDIETRT. ANT—2ORL MR
FEAMETHS, LT, Activity ZTO5SLIZRILT, Intent ZANT—RIZRITHIGEZHIZLT. ADT—
ADREMHERDEYAIZONTHERT 5.

Activity BZ2I(TEo 7=z Intent [CIEHBENMILI-T—INEENTVSAIEEELH D, HBE(ETOTSTHE
ELTWEWMWER BT —RZEYFITHIET. 7TV r—av ITREEEFRL. BREL TSI DEF 2
TARELZELSE DD THD, 1—F—LHBED—ALLYR/RELIELTNTIIESALY,

Intent [ action 4> data, extras HE D T—RATERINS D, WEEHAFERIGEL T —2 (T X TREMITEIT
NIXLESEN, MEENGIEH I RER T —42Z2 /53— KR TIEX. T ROFBIEFHEILLITNIEESEL,

(@) BITERo=T—42(E. Ta7SIMBELEEATH>T EFREDHERNICIRESTLEM ?
(b) BELTLWAHER . BDHLPET—FERTEROTH, ZOT—RERII—FHIEEN D EMEEZ LA EIREE
TEHM?

ROFIEIETE URL @ Internet LD Web R— ) HTML ZEEL. EI@E LD TextView IR TT B TDEE
BYUTILTHD, LHOLINIZIEFEELRH S,

Internet £ Web R—=0D HTML % TextView (CRRIDH>TF)ILI—R
TextView tv = (TextView) findViewById(R. id. textview):
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getlntent (). getStringExtra("WEBPAGE_URL") ;
URL url = new URL (urlstr);
isr = new InputStreamReader (ur|. openConnection(). getInputStream()) ;
while ((read=isr.read(text)) != -1) {
tv. append (new String(text, 0, read));
]
} catch (MalformedURLException e) { ...

(@DE mTlurlstr AIELLY URL THS1Z¢% new URL()T MalformedURLException AFEALKGELNZEIZKY
RBLTWS, LOLINETR+5THY. urlstrilfile://~ 1HX D URL AMEE SN S E Internet LD Web R—
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ST AT IFAI AT LEDT7AILERRNT TextView IZRRLTLES, TASTSTHAEEL-EEEZR
SELTULVEWLV =8, (b)DER mFiEm-LTLVELY,

RIFHEFTHD. @QDE AT urlstr (KIEFRD URL THoT. protocol [ http F7=1& https ITRRESND &
FHRLTWS, CnIzkY(b)DE = TH url.openConnection().getinputStream() TIX Internet FH®
InputStream #EG 3 HIEMRIESN D,

Internet £ Web R—=0D HTML % TextView (CXRI D H>T)L1— RDIEIER
TextView tv = (TextView) findViewByld(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getlntent (). getStringExtra ("WEBPAGE_URL") ;
URL ur| = new URL (urlstr);
String prot = url. getProtocol () ;
it (I"http”. equals(prot) && !"https”. equals (prot)) {
throw new MalformedURLException (“invalid protocol”);
}
isr = new InputStreamReader (url. openConnection(). getInputStream()) ;
while ((read=isr.read(text)) != -1) {
tv. append (new String(text, 0, read));
}
} catch (MalformedURLException e) { ...

ANT—E2DREMHESE(X Input Validation EEIENSEBNE X2 T7a—T4V T EETHD, Input
Validation EVWSEEDERENSQDBERDAREMFTTO)DEAEZTENTLENDETHD, T—2ETOITS
LICASTEREETIRAL, TRV S LN EDT—2EMES IEZITHEENFEE T HILICREMFFTUOZEL,
TE URL LB VS EICLTLM=EE =0,

® IPA T&Xa770U33EE)
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html

® JPCERT CC lNava #¥a7a—T4>F X224 —K CERT/Oracle hiJ
http://www.jpcert.or.jp/java-rules/

® JPCERT CC [Java Android 77— avRAREADIIL—ILD5EFA ]

http://www.jpcert.or.jp/java-rules/android-j.html
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(&> THERLT B Activity BNEDBA T TH AN EHIMTES,
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ZTVIFRERDHS

\ 4 A\ 4
Private Public Exclusive Proprietary
FEN B Activity A B Activity IN—F—RE Activity B 1R E Activity
Activity 6%

16 All rights reserved © Japan Smartphone Security Association.



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

4.1.1.1. JEAHE Activity 45
JEAF Activity [E. RI—7 7R TOHFIRENS Activity ThHY. BoEIREEDE L Activity TH B,
RALb
1. exported="false"IZ&kY . BARBIIZIEAREFRTET S
2. R—=77I)H5D Intent TH-TH., Z1E Intent DEREMEEMHERT D

3. MART7IVER—TIITHANL, LU T1TRERERELTEL

Activity ZIE AR E I BIZIE. AndroidManifest.xml @ activity & D exporeted B1E% false EIEET 5,

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. privateactivity”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FEAB Activity —>

- R4 >k 15 exported="false”lz&k VY. BARMICIELRSBREST S —

Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

<{/application>
</manifest>

PrivateActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

All rights reserved © Japan Smartphone Security Association. Activity #1E% 17
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

/] *kRAF 2% B—77)MSD Intent THHTH. Z1E Intent DR EMEHERT S

/] HUTINZDERE, 131 AWT—2DREUEHRT 51 58,

String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —% [Y%s)] Z=(+H>f=, ”, param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick (View view) {

/] kIRA b3k FIATT TVIFR—F TV THEINL, oo T 4 THERERZELTEN
Intent intent = new Intent();

intent. putExtra ("RESULT”, "> F 4 THIEHR") ;

setResult (RESULT_OK, intent);

finish();

18 All rights reserved © Japan Smartphone Security Association. Activity 75
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4.1.1.2. 2B Activity #1E%

2B Activity [Z. REFEZHO T TVICFIBRSIN A EEBTE L Activity THS, YLz THEEL: Intent %
SIETRAIELNHDEITEENRETS,

RAk
1. 2Z{E Intent DELEMFHEETS
2. BEREZRIBE. B T4ILREREZSOHHL

AndroidManifest.xml

<{?xm| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. publicactivity”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— 2B Activity —>

activity
android:name=".PublicActivity”
android: labe|="@str ing/app_name” >

- Action fEEIC & BEEEEY Intent 15T DK 51 Intent Filter Z2F&E —
<intent-filter>
<action android:name="org. jssec. android. activity. MY_ACTION” />
<category android:name="android. intent. category. DEFAULT" />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PublicActivity.java
package org. jssec. android. activity. publicactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PublicActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kA 1k Z{E Intent DEELHUEHETET S
// BDE Activity THEE=HFATT TIVBIILI 7 THAARENH S,

All rights reserved © Japan Smartphone Security Association. Activity #1E% 19
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/] BOTIVZDEEE, 3.1 AhT—2DReMEHREIT 51 258,
String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —% [%s)] Z=(+H>f=, ”, param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick (View view) {

/] *iRA Uk 2k HERERTBE., BT THRBERESHEL
// DB Activity THE=OMATT TINRTILD 7 THAHaEENH S,
/] RILYDIZICRBENTHLHBEOLRWMERTHNISHELLTERLTE &L,

Intent intent = new Intent();

intent. putExtra ("RESULT”, "> L F 4 T TIXAELVMER") |
setResult (RESULT_OK, intent);

finish();

20 All rights reserved © Japan Smartphone Security Association. Activity 75
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4.1.1.3. /—rF—FRE Activity 15

IN—FF—BRTE Activity X, BED T TVEITHASFIETES Activity TH B, /\—hF—ZEOT7T) BT T
NEELTURATLEERL., N—rF—T7 ) EORB TIRSER OWEEZ T H-OIZFHEIN S,

RAb

1. Intent Filter (EFEZEL TGS

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. IX—=bF=TTUMED Intent TH-oTH. 215 Intent DREMEHERTS
4. IS—bF—F7TVIZBRLTEULVERIZRY REL TKLY

BE.KRTANANMIEET HFALETTDOEHE/ NV LEOHERAEF5.2.1.3 ZTIDEHAED/\wa
BEHRI DA ERIESRI DL,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. exclusiveactivity”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I-- JRA >k 15 Intent Filter 2FHEL TIFA DL —>
Cactivity
android:name=". ExclusiveActivity”
android:exported="true” />

<{/application>
<{/manifest>

ExclusiveActivity.java
package org. jssec. android. activity. exclusiveactivity;

import org. jssec. android. shared. PkgCertWhitel ists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class ExclusiveActivity extends Activity {

/] kA k2% FATTZ TYDIEBRENRTA FYRMIBEINhTWS I LE2HEETS

All rights reserved © Japan Smartphone Security Association. Activity #1E% 21
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private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context);
sWhitelists = new PkgCertWhitelists();

// IN—bF—TF F) org. jssec.android. activity. exclusiveuser MIEBAE/\Nv L 2 fE% &8}
sWhitelists. add (“org. jssec. android. activity. exclusiveuser”, isdebug ?
// debug. keystore M ”androiddebugkey” MEEBRE /Y L 1 (&
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77G8255” :
// keystore M“partner key” MEEBAE/\v L 2 {E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4GOEC35A”) ;

// LLTRIARIZHD/IS— b F—T7 T &5 ..

}

private static boolean checkPartner (Context context, String pkgname) {
it (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *iRA k2% FATT T)DERENERTA FUR MIBRSNTWS I LEHRT S

if (IcheckPartner (this, getCallingPackage())) {
Toast. makeText (this, "FIATT TV (E/— k+—7 F1) TlE#A LY, ”, Toast. LENGTH_LONG) . show () ;
finish() ;
return;

}

/] RBRAUR3Ik IN—rF—F7TYNSD Intent TH-OTH. 215 Intent DRLMUEHERT S
/] U TIVZDERE, 131 ANWT—SDREUEHRT 5] 228,
Toast. makeText (this, "/S—kF—F7FUHSTFT IR HY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

/] *iRA b bdhk IR— b F—=TF TYIZBRLTEUMERICE YIRE L TELY
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— k> —7 T VIZBR L TELULMER")
setResult (RESULT_OK, intent);

finish(;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{

22 All rights reserved © Japan Smartphone Security Association. Activity 75
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if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 (% 32 /841
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl |l (“[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\ DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIGT HIERED/NY L EFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NyY L 1{ELIERD/NY L 1{EZLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl 1 (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BHRELZTEHMLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
]
}

private static byte[] computeSha256 (byte[] data) {
try {

All rights reserved © Japan Smartphone Security Association. Activity #1E% 23
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}

return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b & 15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));

}
return sb. toString() ;

24
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4.1.1.4. BHERTE Activity #1£5%

B#RE Activity (£, B LA D7 TIMNSFIASNEIEEFEIET B Activity THD. EROBEHETT)TUR
TLEERL. B 7T ERAOEEEETA-OICFIASIN S,

RAb

1. ¥ BES Signature Permission ZE&3 %

Activity E#IZT. ¥ B E Signature Permission 2BRKEE9 5

Activity EZIZT. Intent Filter #E &L TIXAE 5%

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
B#T7TUDNLD Intent THHTH. Z{E Intent DREMEHERT D
FMATTIVEEHRHTITITH LI L. o TAITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. proprietaryactivity”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. permission. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

— %A > b 2% HBEFZ Signature Permission 2EREET S —

{I-- %7RA >k 3% Intent Filter ZEHEL TIFA DL —>

Cactivity
android:name=".ProprietaryActivity”
android:exported="true”
android:permission="org. jssec. android. permission. MY_PERMISSION” />

<{/application>
</manifest>

ProprietaryActivity.java
package org. jssec. android. activity. proprietaryactivity;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
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import android.view. View;
import android.widget. Toast;

public class ProprietaryActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M ”androiddebugkey” MEEBRE /Y L 1 (&
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77CG8255";
} else {
// keystore M ”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7GC A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] divA 2k bk JEFES Signature Permission AE#R T TUIZKYUEREINTWS I L Z2HEET D
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

Toast. makeText (this, "IMBEFZ Signature Permission MEHT7 FVIZLKYEZ I TULVAL, ”, Toast. LENGT
H_LONG) . show () ;

finish();
return;

}

/] *kIRA U bk BHTTUMLD Intent TH-TH. Z1E Intent DXL MZHERT S
/] U TIVZDERE, 131 ANWT—SDREUEHRT 5] 228,
String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/8S5 A —% [%s] #Z(+H>71=, ”, param), Toast.LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {

/] *kRA 2k bk FMATXTTTVIEEHT TV THEME, 22T 4 THRERERELTKL
Intent intent = new Intent();

intent. putExtra ("RESULT”, "t > LT 4 THIEHR") ;

setResult (RESULT_OK, intent);

finish(;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;
import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
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import android. content. pm. Permissioninfo;
public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE IEKBEHKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEBRED /Ny > 2 {EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEEBAEEHMLL
Signature sig = pkginfo. signatures[0];
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byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b & 15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));

}
return sb. toString() ;

*RA2k 7% eclipse M5 APK % Export §5LE 2, FIAT 7T LRILHAREHRTAPK ZERT D,
[ = Export Android Application .‘-“ = ﬂ

Key alias selection

@ Use existing key

Alias: my company key

Password: eeeeeee

() Create new key

28 All rights reserved © Japan Smartphone Security Association. Activity 75



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

4.1.2. W—ILTvY

Activity ZEBRIZIZU T DIL—ILESFBHE,

1. RNEMEAD Activity [XIEABIRET S (WH7E)
2. ZEIntent DREMEHERTS (WH78)
3. JREES Signature Permission &, B 7 TN EELI-CLEHELTHATS (WH7B)
4. HRBEBRERTBEICIE BELETTIHLOEREFRFBICEETS (WH7E)
4.1.2.1. RNEMERA®D Activity [FELBHRET S /)]

B—77UANLDHFAENS Activity (DT TUMNS Intent £RITERIBEMNGENEITTHEL FARED
Activity ZIRE T % Intent ZRZET HAREMZEZ R LGN EN SN, DK% Activity [FBARBIIZIELFRRE
L. JEF Activity ETRETH S,

AndroidManifest.xml
<1— JEARH Activity —>
{J— SiRA v bk 15 exported="false”IZ&k VY. BATRMICERRRET S —>
activity
android:name=".PrivateActivity”
android: |abe|="@str ing/app_name”
android:exported="false” />

ZDESEr—R(FDBNERDNEN, A—F7TVANMSDHFIFHT 5 Activity THY . HD Intent Filter 2% E
T BEEE. ZD LS exported BiEZEH ML THARMIZEARET S,

AndroidManifest.xml
{I— FEAB Activity —>
- R4 >k 15 exported="false”lz&k VY. BARMICIELRSBREST S —
Cactivity
android:name=".PictureActivity”
android: labe|="@string/picture_name”
android:exported="false” >
<intent-filter>
<action android:name="org. jssec. android. activity. OPEN />
<{/intent-filter>
{/activity>

4.1.2.2. =1

nji

Intent DREMHEHEET S (WH28)

Activity DAL T2 TETFIRIIEELEH ., ERAMIZIEZIE Intent DT —FFNIBT BRIZ(E. TTRVICZ
1§ Intent DR EMEHERLETNIXESLL,

2B Activity [IFRBEEZSHOTTUH G Intent #3Z(TERS1=80. IILO 7 DKE Intent ZZ (TED AIREMEL H
%, IEAE Activity (XbDTTIMDS Intent ZEEZ (TS EIEHWL, LMALEI—7FURD2AE Activity Aith
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D7 )5 TEST= Intent DT —42%IENF Activity (CERET HENH D=8, 215 Intent ZEBMIZRE
THDHEEZEZTIEELEL, /A—FF—FRTE Activity B RE Activity [(FZDHEDIRITHSI=H., PIEY =
1§ Intent DREHREZHRTIVLENH D,

3.1 AWAT—2DREMEHRT HI12SHBTLHIL,

4.1.2.3. JBEEZ Signature Permission &, B 7 TUNERLI-CLEERLTHIAT S (WH7R)
B#7IVETASFIATESBHRE Activity #/E5154 . JRE EZ Signature Permission [C&YRELLIT
NIE7%5%0Y, AndroidManifest.xml T® Permission FE . Permission R EE T TIIRELF+HTH
51=8.75.2 Permission & Protection Level J(15.2.1.2 ¥ BEZE®D Signature Permission TE#771):&
YDA EIESRIDHIL,

4.1.2.4. HRBEREZEBETHEICK. BREETTINSOBRBRFRISTET S (7H)
Activity DA T1Z&>T setResult)IZkYFERIFRDRE X T TIDIEREINEL D, 26 Activity HEERTER
ZRETHHEE . BRBELETTINIILVI7THAAREMELHY . EREBBROBEZF > THEONLBERMED
H 5. AR Activity LB RE Activity DIFE . #ERBELXIEIBRTT) THLA-HRERBEROKZVEHFY

IDEET AW EIFGEL, /A—F—RE Activity DIFEEZEDHEIHET B,

CD LI Activity Mo fERIBFEREZ R THEEE REET TN OBEREROFRICRELLZTNEESE,

fERIBIRE X T DIHEDH)

public void onReturnResultClick (View view) {

/] *RA b bdhk IR— b F—=TF TYIZBRLTEUMERICE YIRE L TELY
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— kF+—7 T VIZBAR L TELULMER")
setResult (RESULT_OK, intent);

finish(;
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4.1.3. 7RIV RE

4.1.3.1. exported KEL intent-filter REDHEAEHE

CDHARXETIE, Activity OFEHMSIELER Activity, 2B Activity, /S—FF—[BE Activity, B#t[EE
Activity @ 4 247D Activity [ZDWTREFZFRAR TS, AL TIZFFESN TLVS AndroidManifest.xml
M exported EBHEE intent-filter ERDMEAHAEHEERDRIZELEDT-. EASFELTLVS Activity DEALT &
exported BHH KU intent-filter BEROFIEMNIELWN EEMER T DL,

exported BHEDE

true false H|IETE
intent-filter EZEAHS | 2B, /\—+F—FRTE E|/NE BB, IN—hF—RE
intent-filter E&AELY | A, /SA—bF—[RE. | FLH E|/N: |
B RE

4.1.3.2. MARTIVEHERTS

CITId/SA—hF—RE Activity DREICEET 2R MTEHRERRT 5. /S—hF—RE Activity [E7FRT AR R
BHRINEEEOTTINDTIERREHTL, ThUNDTTUDLIETIEREERT S Activity THDH, B4t
LSNDTT)ET7 o ERERIx R ELL D=8, Signature Permission [Z&ARFHFERITFIRATELLY,

BERWGEEZFIF. "—bF—RE Activity DFIRATT7 T D HTEHERL. RTA M AMIEREIN-TITITH
NIEH—ERZRET L. EHRINTOEVLT I THNIEH —ERZRELLGVELSEDTH S, FMIATT7ITID
SR, AT TUMNFOEAEZMEL. TOAED/ NV EZRTA N ROy EELERT S

,—~

—&ETITI,

CCTHhEOEHMARTTIDEERAE IZIREE T EL FARTITIDNNNYr—D 2 | ED BT+ TR
M2 ERMERENEATNEINERS LNV T —CREERICIEE TES DD T TIADHEY I ELA
EHETHD, BYTELAIGELG/NTA—R(EETHRRICEIFER LGV, —A. 7TV OFDIHETHNIEG THER
[CESCENTED, SIAEICHIE T H2EZADRRERIIRYOT7ITIRARELHNFHOTLGEWV D, F=ZEN
RICEEBAEZ 5. BB DERRIANHUT BT TVEER T S LB TERNADTE, RTAMIRMEIT I ERE
HALWTTDRAET -2 AT ERBFLTLEVA, YT IV aA—RTREERDVAN RAMD T =Y A XE IS
KT B=OIZFERET—F2D SHA-256 /\wP afEEZRIFTHILITL TS,

CDTI=ZVIIIERD ZDDHINEEIH D,
® FAFTTIVIZHLT startActivity() TIEAK startActivityForResult)ZERA LA T IE DAL
® FIAFTTITVIZHULT Activity USA DSV T ZEIETERRL

2 OBDFMBEFIVDIE 1 DEDFINBEOERLLTRESNDFHHNTHADT, BFEIZIX 1 DORELCHNES
725, COFIITFNELTT T D/\vr—2 2% 9 % Activity.getCallingPackage() D #I#9IZ kY ELTLY
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%, Activity.getCallingPackage() (& startActivityForResult) CHEFUHEINIGEIZOAFIRTT TID Iy
— DR ERT A, HBELHDS startActivity) CRUHE SN =G EIZIE null #RTE#EL-TWNVS, ZD=HIZT
BNTBTI=VIRDBT AT IV, EARVENTETHo-ELTH. startActivityForResult()Z {1
BITNIEESHENENSFIFINH S, S5(C startActivityForResult() (& Activity 75X TULAMEZ EL=8 ., FIFETT
& Activity IZBRE SN D ELSHIFIBH D,

ExclusiveActivity.java
package org. jssec. android. activity. exclusiveactivity;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class ExclusiveActivity extends Activity {

/] *iRA k2% FRATT TYDERENRTA PR MIBFEINTWS I L 2HET 5
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1IN\— b+ —TF 7) org. jssec.android. activity. exclusiveuser MIFBHE/N\v L 1 {EZ &3
sWhitelists. add (“org. jssec. android. activity. exclusiveuser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEEBAZE /Ny L ai{E
“1F039BB5 7861C27A 3916C778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// LUTFRIERIZHD/S— b F—T7 T) &5, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA2 k2% FATT TDEHAENKRTA YR FZBFIWATWS I EEZHETS

if (lcheckPartner (this, getCallingPackage())) {
Toast. makeText (this, "FIBAFT 7 TV Id/8— b F—7F7 TV TIEALY, “, Toast. LENGTH_LONG) . show () ;
finish();
return;

}

/] kRA U E Ik I"—rF—TFTUMSD Intent THoTH. 21 Intent DRLMEHERT S
/] B TINZDEBE, 3.1 AWDT—2DREHEEMHERT 5] &S8R,
Toast. makeText (this, “/S— b F—F7 TUHhDTF7HOEXHY", Toast. LENGTH_LONG). show() ;
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public void onReturnResultClick (View view) {

/] hRA Yk bk R— b F—F TVIZBERLTEVMERICBYRZELTEW
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— kF+—7 T JIZBIR L TLULMER") ;
setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");

if (sha256. length() != 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”). length() != 0) return false; // 0-9A-F LIS DXFEHIH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZ® ST BERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 {ELEERD/NY L 1EZLHERT D
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEERIEEMLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

inth=(0b>»4 &15;

int | =b&15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));

}
return sb. toString() ;
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|4.2. Activity £FIFET 3

4.2.1. Yo7 )La—k

FIRA % Activity NEDKSIZFIFHESN BT ELETNHRELTLNANIZK- T, FIAT Component IZEAET BRI
BULGRARENELG D, ROFIEZO—IZE->THAT B Activity NEDIATTHIMEFIETES,

(e )

TTIVRTOHFATS

THRESHO
ZTVIFRERDHS

FEMLD
TZIVIRIRERDHS

\ 4 A\ 4
Private Public Exclusive Proprietary
FEAN B Activity A B Activity IN—F—RE Activity B 1R E Activity
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4.2.1.1. JEABA Activity ZFIFHT 5

B—77UREFTHASINS Activity GEAR Activity) ZFIRT 221X, V5 REIRET HHTRM Intent ZEZ
[EEESTHETT)IZ Intent ZEELTLESIZEAALY,

RAb

1. R—77UA Activity [(£V5XIEED AR Intent THEUHT

2. FAXTIIVER—TTITHIM S, o TAITREREXELTELL

3. E—77YRA Activity Mo DFERBERTH>TH, RIET DR LMEHRTS

PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

}
public void onUseActivityClick (View view) {
Intent intent = new Intent();

/] *kBRA bk 1k B—F7FURActivity 157 S5 RIEEDBARE Intent THRUHT
intent. setClass (this, PrivateActivity.class);

/] kiRA U2k FRETTVIER—T7 T I THEhD., 2oiT4 THREREZELTH LW
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

// RS2 b3k B—FTUAActivity h o DIERBFHRTH->TH., ZIET—2DREHUEHERT S
/] O TINZDEBE, 3.1 AWDT—2DREUEMHERT 5] &SR,
Toast. makeText (this, String. format ("$#55 %s) %= (FHL>7=, ”, result), Toast.LENGTH_LONG). show() ;

36 All rights reserved © Japan Smartphone Security Association. Activity Z#[9 %




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" wmrenowe Android 7T DX AT HRE X2 TFI—TAVTHAR 201246 A 1 AR

break;
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201246 A1 BiR

4.2.1.2. 8B Activity #FIET %

2268 Activity ZF AT 2156, 25T 2 Intent AL I TIZRIESNEENH B EITTENVETH D,

RAk

1.
2.

T TATREREXRELTIIALE N
RREZITMAEE . BRET —2DREMEHTRIT D

PublicUserActivity.java
package org. jssec. android. activity. publicuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

try {
/] hRA b1k €T 4 THEREEEL TITES AL
Intent intent = new Intent (“org. jssec.android. activity. MY_ACTION") ;
intent. putExtra ("PARAM”, "t > > T 4 TTIXALMER") ;
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIA% Activity AR DM S ALY, “, Toast. LENGTH_LONG) . show() ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

/] kRAU b2k EREZITMSEE. BRET—20REUEHERTS
/] O TIZDEER, 3.1 ANT—2DRLRET 51 #3838,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:

String result = data. getStringExtra ("RESULT”) ;

Toast. makeText (this, String. format ("$#55 %s) %= (FHl>7=, ”, result), Toast. LENGTH_LONG). show();

break;
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4.2.1.3. /\—rF—FRE Activity ZFIFHT 5

IN—FF—BRTE Activity X, BED T TVEITHASFIETES Activity TH B, /\—hF—ZEOT7T) BT T
NEELTORTLEEBEL. N\—r—7 T DB TRSIBEROBEEETE=DICFIAEIND, CZTIE/S—hF
—PRE Activity ZMEUH§ HiEFEHAT B,

RAb

1. FAK/SA—rF—FRE Activity 7T DFEBAENRT AR AMIEFIN TSI EEHERT D
2. FRAKNS—F—RET7TTVICERLTKWMERICRYEELTKL

3. B REY Intent IZkY/S—FF—FRRE Activity ZIF U

4. startActivityForResult()IZ&kY/S—rF+—BRTE Activity ZFEUNH T

5. N—tFr—RE7ITVHILDOBERBERTH>TH. 215 Intent DREMEHERT D

BE.KRTANANMIEET HFALETTDOEHE/ NNV LEOHERAEF5.2.1.3 7TTIDEHAED/ v
BZHRI DA ERIESRI DL,

ExclusiveUserActivity.java
package org. jssec. android. activity. exclusiveuser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class ExclusiveUserActivity extends Activity {

/] *RA b 1 FRK/S—rF—RE Activity 7TV DEEAENHRTA PR MMIBHEINA TR LEHERT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18— b F—MRE Activity 7 71 org. jssec.android. activity. exclusiveactivity MEEBAZE/ v > 1 {EH E8F
sWhitelists. add ("org. jssec. android. activity. exclusiveactivity”, isdebug ?

// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :

// keystore @ “my company key”MDEEBAZE/\v L a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”) ;

// UTRIIZHD/S— b F—FR5E Activity 7 T # &8k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);

}
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private static final int REQUEST_CODE = 1;

// FIRKED/S— L F—R7E Activity 1B 515
private static final String TARGET_PACKAGE = “org. jssec.android. activity. exclusiveactivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. exclusiveactivity. ExclusiveActivity

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

/] kIRA 2+ 1k FRKE/NA—FF—RE Activity 7 T DFEBAENERTA R X FZEBEFESN TS Z 2R

%
if (IcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIA% Activity ZTUIEARTA ) R MMZEEHF SN TULVEL, ", Toast. LENGTH_LONG).
show () ;
return;
}
try |

Intent intent = new Intent();

/] *RA k2% FIRENSA—FF—BE7 TVIZEARLTEVVERICEBEYZEELTEL
intent. putExtra ("PARAM”, “/R— rF—F FYIZER L T LVER") ;

// KR4 2k 3k BERAE Intent (& Y /38— b F—BRE Activity ZIFUHT
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;

// *RA >k 4% startActivityForResult() Iz &k Y /8— b F+—FB%E Activity M EUHT
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIFA% Activity AR DM S ALY, 7, Toast. LENGTH_LONG) . show() ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *kRA2 k5k N—bF—BETTUINLOMERFEHRTH>TH. ZIE Intent DRLEMEHRT D
/] O TIZOEER, 3.1 ANT—2DRL+RET 51 #3838,
Toast. makeText (this
String. format ("$E8& %s) == ITH>7=, ”, result), Toast. LENGTH_LONG). show() ;
break;

40 All rights reserved © Japan Smartphone Security Association. Activity Z#[9 %



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, ”");
if (sha256. length() != 64) return false; // SHA-256 [% 32 /N1 b+
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl |l ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\ DXELNH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIET BIERD/NY L LEFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEFED/NY L aBELEEBD/NY L1 {EXLERT D
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEREBRAEEHNLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b & 15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));

}
return sb. toString() ;
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4.2.1.4. B#tMRE Activity ZF|FH7 5

BH#RE Activity (&, B LA D7 TIMNSFIASNEIEEEIET B Activity THD. EROBEHETT)TUR
TLEERL. B 7 TR EROCHEELZSTA=-OIFASNS, ZCTIXEHRE Activity ZIFUH T AiZ%F
BHEERAR

RAb

1. ¥ BES Signature Permission ZE&3 %

¥ B E % Signature Permission ZF|HAEE Y5

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
FRAXTTIDOIRAENBEH DOIIBAEZTHSHLEHERT S
FMAXTIVEEHRHTTITH LI B, o TAITREREEELTELL

BARE Intent IZKY BHIRE Activity ZMEUH T
BHT7TUDLDBERBFHBTHo>TH, Z{E Intent DREMEHERTD
FMALET7TI)ERLCHEKERTAPKZELT S

@ NG wv kWD

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. proprietaryuser”
android:versionGode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />

— %A > b 1% BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. permission. MY_PERMISSION”
android:protectionLevel="signature” />

— kA >k 2% BT Signature Permission 2f|AEET 5 —
<uses—permission
android:name="org. jssec. android. permission. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".ProprietaryUserActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

ProprietaryUserActivity.java
package org. jssec. android. activity. proprietaryuser;
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import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class ProprietaryUserActivity extends Activity {

// FIBFE®D Activity 1R

private static final String TARGET_PACKAGE = “org. jssec.android. activity. proprietaryactivity”;

private static final String TARGET_ACTIVITY = “org. jssec. android. activity. proprietaryactivity. ProprietaryActi
vity”;

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. MY_PERMISSION”;

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®”androiddebugkey” MEEBRE /Ny L 1 &
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255”;
} else {
// keystore ®“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
}

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

// KA bk 3%k MBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
it (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "IMEBEFZ Signature Permission AEHXT7 FVIZLKYUEZEEIhTULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

/] *kRA Db bk FRAET T OAENBHOMAZETHS L 2HET S

it (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIAXT7 T (FBE#T7 T TlEA L, ”, Toast. LENGTH_LONG) . show() ;
return;

}
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try {
Intent intent = new Intent();

/] *kIRA b5k FRETFITVIEBHRT TITHEhD., tooT14 THEREZEELTH KL
intent. putExtra ("PARAM”, "t ST 4 THIER") ;

// *RA 2 b 6% BARE Intent [Tk Y B#RE Activity U
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIA% Activity NARDOMSELY, 7, Toast. LENGTH_LONG) . show () ;
}
}

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

[/ K RA b Th BRHTZTINLDORERIERTH-oTH. 215 Intent DRLMEHEIET D
[/ B TWIZDERE, 131 ANT—20REUEHERT 51 238,

break;

Toast. makeText (this, String. format ("#58 %s)] Z=(TE->7=. ”, result), Toast.LENGTH_LONG). show() ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZEHEL=7 TVDNRr—CRERMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;
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// 3E Signature Permission MIEA (LB HRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 7Y DEAZED/Ny > 2 {EEERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEERIEEMLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
]
]

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
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final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b & 15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));

}
return sb. toString() ;

*RA >k 8k eclipse > APK # Export 375EE(2, FIAE7 T ERILRERERTAPK ZELT 5,

-
= Export Android Application

Key alias selection

@ Use existing key

Alias: my company key

Password: eeeeeee

() Create new key

@ I < Back l[ Next > ]

Finish

Cancel
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4.2.2. W—ILTvY

Activity ZF| BT BEICIXUTDIL—ILEFDHIE,

1. FIAZ% Activity B EIE TESIHE XBHTRM Intent T Activity #F|RAT % (78)
2. FRAZ% Activity Mo DRY Intent DREMEMHEET S (WH78)
3. JhEEZ Signature Permission (. B#t 77N ERLI-CEEHELTHATS (7E)
4. M OBETT)EEET DIHEEFALL Activity 2RI 5 (WH7E)
5. UV TATLRBRIETESRYESLL (HE2R)
4.2.2.1. FIRS% Activity A EE TEHIHE LR Intent T Activity ZFIH9 5 (WZE)

B ERAY Intent IZ&LY Activity 2RI AT &, &EMIIZE D Activity [Z Intent HEIEESN B H(F Android OS £+
[2HS2TLES. HLTILDITIC Intent NEESNTLESLBERFRNELSD, — A BHFRH Intent [2XKY
Activity ZF|AT 5L, FEELT= Activity ISAAS Intent ZZ{ETHZEFLELERMEZ 2 TH S,

WIBEAEEZHT7TY (D Activity) E1—H—(TBIREEH4E . FIFASL Activity 2E2TEISRELEVMESZRIT
(X, FIFH% Activity (ZHONCHETETES, D E5% Activity ZF AT BB EIZIXBATHY Intent ZF AT RE
TH5bo

B—77FURAD Activity ZBA7RH Intent THIAT 3
Intent intent = new Intent(this, PictureActivity.class);
intent. putExtra ("BARCODE”, barcode) ;
startActivity (intent);

a7 7 DINEE Activity ZBAZREY Intent THIFET 3
Intent intent = new Intent();
intent. setClassName (
“org. jssec. android. activity. publicactivity”
“org. jssec. android. activity. publicactivity. PublicActivity”);
startActivity (intent) ;

LD 77 DB Activity ZBEREY Intent TRIALIEEH. BF & Activity 257 TIUNTILHIT T
HOAREEDH D, BEZ/NNVT—DEATRELZELTE HBFETTILNRIEERYMT T ERC/ AT —S £ %5
DEMT TITHAAREED HDHD ST, COEIE) RVEHRLIZWEE L /A—FF—RE Activity B4R
TE Activity DERZ&ETIVENHD.

4.2.2.2. FIFEZ% Activity Mo DRY Intent DR EMEHERT S (Wh7A)

Activity DAL TIZES>TEFIRVIEELGEH EXRMITITRVIELLTRIELS: Intent OT—2Z 0BT BRI
(. FTHAIRZIE Intent DREMZEHERLLTNITESRELN,

FIA % Activity BB Activity DI5E . THEEDT7TIVHMLERY Intent 2ZTERS1=6 . TIL 7 DKE Intent
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#Z2(TIDRIREMEMN B S, FI S Activity N IEARA Activity DIHFE . RBI—7TUARNSRY Intent #Z (TERDHD T
YRDIEHNESIZEZNEED, thD 7 TS SZI(TE 1= Intent DT —2ZEMBEHNIZRYBEL TERETHIEMN
BB, 215 Intent ZH BMITKRETHAHEEZEZ TITLESAEL, FIASE Activity H/3\—kF—RTE Activity ¥ H
#1BRE Activity DIBEE . TOFREDIRITHST=H. RIEYRE Intent DREUEHRTILELH D,

3.1 ART—EDREMEHER T DI1Z2SRIT DL,

4.2.2.3. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (WH7R)

B#7IVETMSHEATESEHRE Activity #F|BT 5154 . B EZ Signature Permission IZ&Y{REL
BT NIEASALY, AndroidManifest.xml T® Permission 2. Permission FIHES T TIXRELAT+H
T#H51=8.75.2 Permission & Protection Level J(DI5.2.1.2 ¥ B FEZE® Signature Permission TE# 77
)EETLHEIZSRTLHIL,

4.2.2.4. OB ETIT)LEETLHEEIEFIAL Activity 2525 (WH78)

it DRET T EEET DIEE IRV AN DERFENH D BT TVRICHALET T DEHE/N
VA FTORFLTE FIRALEDAZE NV 1 LFFLTOREIRAE/ YA N — BT I EFHEE T ST LT,
BYFTELTTVIC Intent ZRITTHIEEHFSIENTED, ERMLGEESEICOVTIYUTILa—FEo3
2M4.1.1.3 N—bF—MR7E Activity 21551258 T 5H&,

4.2.2.5. EUUTAIRIERITTEDRYZELAL €i:3)

TEHEZHROTT)EETAERICEE O TAIRBREE STV BEDTTEEET IHEICH
WTH, BERILEWLTZTYIZ Intent ZEITLTLESBAOEZEFIZLS Intent D EFELGETIHERARBELTLE
SYRIMN®HB,14.2.3.2 Activity FIREOOSTH ADWTIZSETSE,

UL TATHEERE Activity [TER T SI5E . TORBORE) RVEREFLAT IS, 26 Activity [Z
EFLBRIEDTRET HEEBZLGTINIELESME, FRE LR Activity L E#BRRE Activity [ZEF L1 1HR
HEND Activity DRZEITERFLTRHRRFERIRIOKR MBS, FEAB Activity ISERFTHERICESTH,
Intent @ data [CE®T=1EH (I LogCat FHATRET HIRIHH S, Intent D extras (& LogCat IZHHhEh %
LD T, o T4 1ERIL extras TERTHELL,

T TATEERIETESLITEMLUBNVESICI R T RETH D, EFTHHES. FIAL Activity (X{EFETE
3 Activity IZBRZEL. Intent D1ERN LogCat NiFEBLAEWNESIZEELLZITFRIEARSA,
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4.2.3. TRV RE

4.2.3.1. Activity #|FE® Intent DEFFIZDULNT

AR D IL— Activity Z#2EILTz Intent [, ZRVBEELTHO T T MSEF TETLES, DFEYTIILDITH
DT T DIL—b Activity ZEBILT= Intent HDFREZAIBDZENTETLESID, LT D Activity B4R
JDIL—b Activity E75Y . FNERREILT: Intent HDIERICZIE LTI RERE SO TIERSAL,

SUFv—hoREEIS Nz Activity
android:launchMode="singleTask”&}EE SN 1= Activity
android:launchMode="singlelnstance”&#§E S 1= Activity

Intent [Z FLAG_ACTIVITY_NEW_TASK Y87 L THEBIS L= Activity

AR BEMDIL— Activity EEIFFD Intent ZER1GT 54

MainActivity.java
// ActivityManager ZME9 %
ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE) ;
// RecentTask 'J X k% 10 £ER15 3 %
List<RecentTaskInfo> recentTaskInfoList = activityManager
. getRecentTasks (10, ActivityManager. RECENT_WITH_EXCLUDED) ;
for (int i = 0; i < recentTaskInfoList.size(); i++) {
RecentTaskInfo recentTaskInfo = recentTaskInfolList. get(i);

// baselntent DA% Log XRT 5
Log. v(“baselntent”, recentTaskInfo. baselntent. toString());

4.2.3.2. Activity FIABEOOS HADNT

Activity ZF| 9 (2 ActivityManager A Intent DINE% logcat ITH KT 5, L TORNAE(E logcat ITH B
N, B TAIRBBROEENLZNKIITEFETARES,

o FIAL/N\vT—T4&
® RRAKZITR%A
® |ntent#setData() CTi%EL7= URI

BIZIE, A—ILEIETBHIHEE . URI IZA—ILTRLRZIEEL T Intent ZFK1T95EA—ILTRLRH logeat (TH B
SNTLES, Intent#putExtra() TEHRELT-{E( logcat IZH AShiELV=8 . Extras [CERELTESDLSICLEEA
MNELY,

RDESIZA—ILEIET BHE logeat [TA—LTRLANRKRTINTLES

MainActivity.java
// URI I& logcat ITHHAEN B
Uri uri = Uri.parse(“mailto:test@gmail.com”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
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l|||| JSJ:JP:RNTPHONE Android 77') o)t:FJTEQE'[' - "z*l?j_?’f‘/ﬁ«ﬁ"f F\
SECURITY
| startActivity (intent) ;

RD K5I Extra ZEATSHE logeat [TA—IL7RL AR TSNS
MainActivity.java

// Extra [ZERE L=-NAIL logcat ICHA Sy
Uri uri = Uri.parse("mailto:”);
Intent intent = new Intent (Intent. ACTION_SENDTO, uri);

intent. putExtra(Intent. EXTRA_EMAIL, new String[] {"test@gmail.com”})
startActivity (intent) ;
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I 4.3. Broadcast#=Z{E9 5%

4.3.1. YT )La—k

Broadcast #%{§9 %IZI& Broadcast Receiver Z{E L EMNH S, £DKI7% Broadcast ZZ{ET HMITLK>T.
Broadcast Receiver 2MaZ AR RPBEULGHEHFENELS, ROFIEFIO—IZ&>TIERMT S Broadcast
Receiver MEDEA T THEINEHIWTES, 1. Broadcast MEETT TVEHRT HFEMN G =85, /8—F
F—FRE Broadcast Receiver #{E5Z LILTERLY,

Vv

FL&H

C

)

TTIVATEESN

No

BroadcastfZ (7% 2159 %

Yes

A4

M i5iE{E S T=Broadcast®

TREZHOTIY No

ZIETS

\ 4

Private

JE/NBBroadcast Receiver

Public

A BfIBroadcast Receiver

Proprietary
B #t PR FEBroadcast Receiver

%7- Broadcast Receiver [ZIZFDESE

sRIZ&Y . 20 Broadcast Receiver &84 Broadcast Receiver & 2

BENHY . FEOLSIHBUDENASHS, ¥ T LI—FRTEASDEE A EE/AL TS,

ERTIE

i

£ M Broadcast Receiver

AndroidManifest.xml [Z
<receiver>ER%ZFih T

DATLMLGEESIN DS —E D Broadcast
(ACTION_BATTERY_CHANGED % &) E=2{ET

HILETEERTD ELRVERINH D
o FIUANYEEELTHOT VAV AM—ILEND
FTOM. Broadcast #2{ETE%

EjfY Broadcast Receiver | 77 O 4 5 L & T|e &# Broadcast Receiver TIEZ{ETERHL
registerReceiver() # & U Broadcast THZ{ETES
unregisterReceiver() % | ® Activity ARTEICH TS EAE 7S+ Broadcast
U9 IEITkY., BIMIC %2{ELT1=L V2L Broadcast DZ{ETTHEHAR%
Broadcast Receiver %% TS LTHIETES
% BERERTS ® JE/ABAM Broadcast Receiver #E5Z&IFTE

£

52
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4.3.1.1. 3JEZNE Broadcast Receiver {5
JE42FA Broadcast Receiver &, B—7 7 AN HEIESNT- Broadcast 12175 =2{E T=5 Boradcast Receiver
ThHY. T EMDEL Broadcast Receiver Téh 5, BRI Broadcast Receiver #IE A TEERT HEIET
=15V =8 . FE4A B Broadcast Receiver TldE%AY Broadcast Receiver 1EIT TSN 5,

RAb

1. exported="false"IZ&kY . BARBIZIEAREFRTET S

2. R—7FTUAMLEIESNT- Broadcast THoTH. Z1E Intent DELMERER TS
3. #BRERIBE.EEXIIRA—TITIATHEIM S, oo T4IREREREL TR

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. privatereceiver”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<I— FE4NBA Broadcast Receiver 2 E&HT 25 —>
{I— R4 >k 15 exported="false”lz&k VY. BARMICIELARSBEST S —
<receiver

android:name=".PrivateReceiver”

android:exported="false” />

Cactivity
android:name=".PrivateSenderActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

PrivateReceiver.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PrivateReceiver extends BroadcastReceiver {
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@0verride
public void onReceive (Context context, Intent intent) {

/] kRA k2% A—F7 TR BLEESNT-Broadcast TH-TH. ZIE Intent DL ZFHERT S

/] HUTINZDERE, 131 AWT—2DREUEHRT 51 58,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context

String. format (" Ms] #={E L7, “, param),

Toast. LENGTH_SHORT) . show () ;

/] *RA2 b3k BETIER—T7TIVATHINDE., T2 PT 1 THEHREZRELTEW
setResultCode (Activity. RESULT_OK) ;

setResultData ("> o7 1 J721EHR from Receiver”);

abortBroadcast () ;

54

All rights reserved © Japan Smartphone Security Association.

Broadcast * %189 %




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

4.3.1.2. 2Bl Broadcast Receiver #1£%

/3B Broadcast Receiver [, NEFEELZH O 7T ibix{ESh 1= Broadcast #%2{E T=% Broadcast Receiver
ThHbH, VILITT7HE(ELT- Broadcast ZZ{ETAENHDHEITTENRES,

RAUb:
1. 2Z{E Intent DELEMFHEETS
2. BEREZRIBE. B T4ILREREZSOHHL

/NBf BroadcastReceiver MY )La—K TS PublicReciver (. ##J Broadcast Receiver LU EIRY
Broadcast Receiver Ol A THIHIN S,

PublicReceiver.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public boolean isDynamic = false;
private String getName() {
return isDynamic ? "ZABHENAY Broadcast Receiver” : “/\E8E%#Y Broadcast Receiver”;

}

@0verride
public void onReceive (Context context, Intent intent) {

/] kA 2k 1k 245 Intent DRLMEHERT S
// “%3Bf Broadcast Receiver THB=OFBATT7 TUNTILD 7 THAIAREENH S,
/] B TIZDEBE, 131 AWT—E20OREEEHRT 51 #58,
iT (MY_BROADCAST _PUBLIC. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context,
String. format ("%s:¥n Y%s] Z=2{ELT=, ”, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] kRAU b2k BERERTIHEE, o741 THREBERZEEDEN

// 4\Bfl Broadcast Receiver T b=,

// Broadcast MEETT TUMNTILI T 7 THHEEEMELNH D,

/] RV F7ICREBEINTHLREABEO B WVERTHONIETHREL LTRLTH KLY,
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > ¥ 7 4 TTIXARLMEER from %s”, getName()):
abortBroadcast () ;
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£ Broadcast Receiver [& AndroidManifest.xml TE&J %,

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. publicreceiver”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{1-- \BH#%#Y Broadcast Receiver &I % ——
<receiver android:name=".PublicReceiver” >
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PUBLIC” />
<{/intent-filter>
<{/receiver>

{service
android:name=". DynamicReceiverService”
android:exported="false” />

Cactivity
android:name=".PublicReceiverActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

EAY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMEUSH T &2k
YR BEREERT 5, RIREICKUER B ERMEIREITOTOIZ PublicReceiverActivity LIZRAVEEE
LT3, B1# Broadcast Receiver €2 XA X [& PublicReceiverActivity XY A BFHB AR IV=8H
PublicReceiverActivity DA /N—ZEHELTREFTHIEIETELZL, TDT= DynamicReceiverService M4
VIN—ZHEL TEH Broadcast Receiver W42 X2 X% R &+ . DynamicReceiverService %
PublicReceiverActivity M SRR/ #T 952 &IZKYEIR Broadcast Receiver ZFfEgEIIZ &8k iR fERL T
LV,

DynamicReceiverService.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;
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import android.widget. Toast;
public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

// ZSBAENE Broadcast Receiver &89 5
mReceiver = new PublicReceiver () ;
mReceiver. isDynamic = true;
IntentFilter filter = new IntentFilter();
filter. addAction (MY_BROADCAST_PUBLIC) ;
filter.setPriority(1); // ##BroadcastReceiver & Y EjfY BroadcastReceiver B EH 5
registerReceiver (mReceiver, filter);
Toast. makeText (this,
"84 Broadcast Receiver &L 1=,
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;

// 4NEEN#Y Broadcast Receiver &Rk T 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
“BI#4 Broadcast Receiver ZZ$:MERLT-, ~
Toast. LENGTH_SHORT) . show () ;

PublicReceiverActivity.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicReceiverActivity extends Activity {

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}
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public void onRegisterReceiverClick (View view) {

Intent intent = new Intent(this, DynamicReceiverService.class);

startService (intent) ;

}

public void onUnregisterReceiverGlick (View view)

Intent intent = new Intent(this, DynamicReceiverService.class);

stopService (intent) ;

{
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4.3.1.3. B#%tPR%E Broadcast Receiver 4%

B$tfRE Broadcast Receiver [&. B#tLS D7 T UM 5E{ESh - Broadcast 2—H)3Z{EL7ALY Broadcast
Receiver THD, EHDBEHE T T)TURTLEERL. BT TN ERSEROCHEEEETD-OIZFHASIN S,

RAk

1.

@ N wv kWD

¥ B E % Signature Permission 2 E%&9 %

Ordered Broadcast IZ#ER %R 9 15E . B EE Signature Permission ZFIREE 95
#%0Y Broadcast Receiver E&IZT. B E 2 Signature Permission #EREEJ 5

189 Broadcast Receiver &89 5&E . M B E & Signature Permission #&E2KEE9 %
¥ B EZ Signature Permission NE#T7TVICKYERIN TSI LEHERT S

Bt 77UH5D Broadcast THoTH. 215 Intent DREMEHERTS

Broadcast :E#ETIEBHT T THEIM S, T IRERE R EL TR

Broadcast #ET 7T LEILHARERT APKZERT D

AndroidManifest.xml
<?xm| version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. broadcast. proprietaryreceiver”
android:versionCode="1"
android:versionName="1.0" >

<uses—-sdk android:minSdkVersion="8" />

— %A > b 1% BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. permission. MY_PERMISSION”
android:protectionLevel="signature” />

{I— R4 > k 2% Ordered Broadcast [Z#£R %R F 154 . HEEZ Signature Permission ¥ AEET 5 —
<uses—permission
android:name="org. jssec. android. permission. MY_PERMISSION” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

— %A >k 3k HEFZ Signature Permission 2EREET S —
{receiver
android:name=". ProprietaryReceiver”
android:permission="org. jssec. android. permission. MY_PERMISSION">
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PROPRIETARY” />
<{/intent-filter>
<{/receiver>

{service
android:name=". DynamicReceiverService”
android:exported="false” />

Cactivity
android:name=".ProprietaryReceiverActivity”
android: labe|="@str ing/app_name” >
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intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>

DynamicReceiverService.java
package org. jssec. android. broadcast. proprietaryreceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PROPRIETARY =
“org. jssec. android. broadcast. MY_BROADCAST_PROPRIETARY”;

private ProprietaryReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

mReceiver = new ProprietaryReceiver ();

mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter();

filter. addAction (MY_BROADCAST_PROPRIETARY) ;

filter.setPriority(1); // &89 BroadcastReceiver & Y EjfY BroadcastReceiver ZBEL£EH S

// )4 > b 4% ) BroadcastReceiver #& 8%k 3 5 & &, JBEES Signature Permission #EREE I %
registerReceiver (mReceiver, filter, “org. jssec.android. permission. MY_PERMISSION”, null);

Toast. makeText (this,
“Ejf Broadcast Receiver &4 L71-, 7,
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
"B Broadcast Receiver &R L=, ~,
Toast. LENGTH_SHORT) . show () ;
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ProprietaryReceiver.java
package org. jssec. android. broadcast. proprietaryreceiver;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. widget. Toast;

public class ProprietaryReceiver extends BroadcastReceiver {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. MY_PERMISSION”;

// BHOFEAED/NY P alE
private static String sMyGCertHash = null;
private static String myCertHash (Context context) {
it (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE /v 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255”;
} else {
// keystore M ”“my company key”MEFEAZE/\v L 1l
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
}
return sMyCertHash;
}

private static final String MY_BROADCAST_PROPRIETARY =
“org. jssec. android. broadcast. MY_BROADCAST_PROPRIETARY”;

public boolean isDynamic = false;
private String getName() {

return isDynamic ? “B*tfREEH Broadcast Receiver” : “B*tfRE &/ Broadcast Receiver”;
]

@0verride
public void onReceive (Context context, Intent intent) {

/] *RA 2 5k MMEFEE Signature Permission NE#R T TVICKYEEEIN TSI L2HERT S
if (1SigPerm. test (context, MY_PERMISSION, myCertHash (context))) {
Toast. makeText (context, "I BEEZ Signature Permission BAE#H 7 TYICLYERSNTULVELY, “, Toast. LE
NGTH_LONG) . show () ;
return;

}

/] kA 2k 6k BT T SDBroadcast THHTH. 1 Intent DREMEFHERT S
/] O TIVNZDERE, 131 AWT—2DREUEHRT 51 €58,
if (MY_BROADCAST_PROPRIETARY. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format ("%s:¥n Y%s] #=Z{EL1=, ”, getName(), param)
Toast. LENGTH_SHORT) . show () ;
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}

/] KR4 TR BETIEEHTTITHEINE, o714 THERZRELTEL
setResultCode (Activity. RESULT_OK) ;
setResultData (String. format ("t > F ¢ T4 1ESR from %s”, getName()));
abortBroadcast () ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNN v r—CE2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&H L1=7 T DIIBAED/\Y L 1 {EFIRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEEBAEEHNLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b&15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));
}
return sb. toString() ;
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*RAk 8% eclipse hid> APK & Export 35&EIZ, Broadcast ZETT7 T ERICHAREHR T APK #ELT
%

Key alias selection e

@ Use existing key

Alias: Imy company key vl

Password: 008808

() Create new key
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4.3.2. L—ILTvY

Broadcast #Z{ETARRICIZUTDIL—ILESFDRIE,

1. REMEFR®D Broadcast Receiver [XIELARHRTET S (WH7E)
2. ZiE Intent DEEWEHRTD (%7A)
3. JREEZ Signature Permission (&, B 7 TN ERELI-CLEHELTHATS (WH7B)
4., HERBEBRERTHEICEK BEETTINDERBHRFRIZEETS (%7A)
4.3.2.1. WNER{FEMAD Broadcast Receiver IZIENFIHZET S (WH7E)

TTIVRTOHFERAIN S Broadcast Receiver [FIFEARMBET D, CNICKY D7 TINSERET
Broadcast #Z(TE>TLESIENGLAY , 7T DEREEFIRSNIZY 7T DEMEICEEZE-LIZYTHD
HS2EMNTES, Intent Filter 2B B LGS IET 74 /)L ET exported="true" &7 % M TEHTRKIZ
exported="false” LIENFHZRETILELH D,

Ad— RAa 2 b1 4887 TV IZ3E2FA & F 5 BroadcastReceiver —>
{l— exported=false & 9% ——>
<{receiver android:name=".PrivateReceiver”
android:exported="false” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_ACTION” />
</intent-filter>
{/receiver>

4.3.2.2. ZfE Intent DRLUEHERTD (WH78)

Broadcast Receiver DAL FIZ&->TETFIVRIIFELZMN, ERMIZIZZIE Intent DT —2FNIE T HIRIZ(F,
FTRVIZZIE Intent DR EMEFEZ LT AIELESAL,

/\Bfl Broadcast Receiver [EREEZHD T TUHD Intent 22 TERS =8, TIL 97 DKRE Intent =2 TERS
AIREMENH D, JEZAF Broadcast Receiver [FthD 7T M5 Intent ZEHEZITERSZEEGEWV, LALR—7T)
AN 2B Component MDD 7T MisZ(HERo71= Intent DT —42% JELNEA Broadcast Receiver [ZERix 3 5T
ERHB1=0. 215 Intent ZHEBMICERETHDHEEZTIFELALY, B#BETE Broadcast Receiver [EZ D dfd
DIVAYITHE1=0. PIEYZLE Intent DREMEZHRTIVENH D,

(3.1 ADT—3DREMEHRTHI1ESBTHIL,
4.3.2.3. JuBEEZ Signature Permission (X, Bt 77N ERLI-CLEHELTRRATS (w78)
B D7 TUhoEIESNT Broadcast FZIHEZIEL. TN USN D Broadcast Z—HIZELLHVVEHMRE

Broadcast Receiver 2 %15 & . M B E % Signature Permission [CXYRELAZTNIEHESALY,
AndroidManifest.xml T® Permission E%. Permission BREE LT TIIREENF+HTHS=6.15.2
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Permission & Protection Level JDI5.2.1.2 ¥ BEEZD Signature Permission TEH# 77V EET S HE 1%
ST 5L,

4.3.2.4. BREBEBREZRTBEICET BEETITINOOBRBERF/RITIET S (WH78)

Broadcast Receiver MR A FIZ&k>T setResult)ICKVEREHREZRI 7 IVDERENEL D, OFH
Broadcast Receiver MIFE L, ERRELDTTINTILI 7 THHAREMELHY . ERBFHRNABEELZH>TSE
HONAERMENH S, IE/2F Broadcast Receiver v E#1RFE Broadcast Receiver MiFE (&, fERIRELITE
#HEARKT7 ) THA-ORBRBEROZVEHFEY DEETIHEIFELY,

ZM &SIz Broadcast Receiver MoERIFERERTIHZEICIX, BREETTIMSDFERBFROFBRICEELLT
NnIFESE,
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4.3.3. 7RIV RAE

4.3.3.1. Android 3.1 URIZ7T)ERE LA \E Receiver AEFRSNALY

Android 3.1 LB TI&. AndroidManifest.xml [Z8%#9(ZE &L= Broadcast Receiver (&, 1> RAb—JLLT=1E(F
TIEAMLGSBEVDDOTEENBETHD, 77U%E 1 BEREITHILT. TN LUMED Broadcast #Z{ETESLS
(2754, 4> Ah—)L#&IZ Broadcast ZIEZX M)A —ICL TAUEEZREISE 5T LI TELE T, f=FZL Broadcast
Mi%{E{8IT Intent [ Intent.FLAG_INCLUDE_STOPPED_PACKAGES #£& %L T Broadcast #EL-5A L. —
ELRELTLAEWT T THoTHID Broadcast 2RETEHENTED,

4.3.3.2. BL UID & >7FUh5iE{EEN - Broadcast (L. JE2AB Broadcast Receiver THLZ{ETE5

BEOT7TIIZEC UID #H=E5IEMNTES, CDIBA. =X IEAE Broadcast Receiver TH-TH. AL
UID @7 ) hisiE{EE = Broadcast [(EZ{ELTLES,

LALChlEEFa) T LRBBEELEI TN, RILUID 227 7YX APK 2 2L 3 ABKERN—FT 5L
MNMREESNTEHY. JEBH Broadcast Receiver NZIETZDIEB#HT7TUMSEIESNT= Broadcast [IZIRESHI
BEMIHTH B,
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I 4.4. Broadcast ##%{E9 5

4.4.1. YT )La—F

EDES7MFEIC Broadcast ZEETHAMIE- T, EIETHIEHRDEVNEHHFERNELD, ROFIFET7O—IZ
&> T Broadcast DEEHEENFETED, TNEFNDEEFEICOVNWTH VT ILa—FEZRELTIVS,

( L& )

No

7FIREFIZ
BroadcastZiE{EL71=LY

Ba7 U
BroadcastZiX{EL71=L)

\ 4 \ 4 \ 4
Private Public Proprietary
JE/)BfBroadcast Receiver|Z A BABroadcast Receiver(Z B %1 fE EBroadcast Receiver(Z
BroadcastZiX{E9 % BroadcastZiX{E9 % BroadcastZi%1{E9 %
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4.4.1.1. 3JEZNEH Broadcast Receiver [Z Broadcast Zi%({EJ %

CCTCERBA9 53IELNEA Broadcast Receiver ~( Broadcast E{EHEIL. EX1)TFAETIEILRETHALDD.
Sticky AEZLNEWNSFIHAH D EITEIELADETH D,

AP

1. B—77YJA Receiver (U5 RIEE DR Intent T Broadcast #1535

2. ZEEXIZE—7TN Receiver THA=0., LTI HIEREZEELTEN

3. R—77'H Receiver Mo DFERFHRTH-TH,. RET DR EMEHERTD

PrivateSenderActivity.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// kR4 b 15 B—7 7N Receiver [ 5 RIEEDBAFRM Intent T Broadcast %53 %
Intent intent = new Intent(this, PrivateReceiver.class);

// *RA k2% HEEXRITE—7 7Y AN Receiver THBI=H. EoIT 4 THFEHREEELTELL
intent. putExtra ("PARAN”, "t > o F 4 T4 1E$R from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
// kR4 2 b 15 B—7 7N Receiver [ 5 RIEEDBATRH Intent T Broadcast %53 %
Intent intent = new Intent(this, PrivateReceiver.class);

// *RA k2% EEXRITE—7 7Y AN Receiver THBI=H. EoIT 4 THFEHREEELTEL
intent. putExtra ("PARAN”, "t > o F 4 T4 1E$R from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

// *RA 2k 3k E—F7 TN Receiver M5 DHERFEHRTH->TH. RET—HIDREMEHRT S
/] O TIZOEER, 3.1 ANT—2DRL+RET 51 #3838,
String data = getResultData() ;
PrivateSenderActivity. this. logLine(
String. format ("#58R %] #={EL 1=, ”, data));

};

private TextView mLogView;
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@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.4.1.2. 4Bd Broadcast Receiver |Z Broadcast %59 %

/3B Broadcast Receiver [Z Broadcast #2159 5156 . #1595 Broadcast ML DT TICRIESNDELDH

BEITEIENRLETHS.

RAk

1.
2.

T TATREREXELTIIASE N
RREZITMAEE . BRT —2DREMEHTRIT D

PublicSenderActivity.java
package org. jssec. android. broadcast. publicsender;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public void onSendNormalClick (View view) {
/] hRA b1k £ T 4 TREREZEE L TELESHEL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > L F 4 TTIXALMEFR from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
// hRA b1k £ T 4 TREREZEE L TUELESHEL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > L F 4 TTIXALMEFR from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick (View view) {
/] kRAU b1k BT 0 THIEHREEEL TIEESAL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t > L F 4 TTIXALMEFR from Sender”) ;
sendStickyBroadcast (intent) ;
}

public void onSendStickyOrderedClick (View view) {
/] Kk RAU b1k BT 4 THIEHREEEL TIEESAL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2L F 4 TTIXALMEFR from Sender”) ;
sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

}

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
removeSt ickyBroadcast (intent) ;
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}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] hRA b2k BREZITRSGE. BRT—I0OREMEHERTD
/] HUTINZDERE, 131 ANWT—2DREUEHRT 51 €28,
String data = getResultData() ;
PublicSenderActivity. this. logLine(

String. format ("#&8 Ms) #Z{ELT=, ”, data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.4.1.3. B#%tPE%E Broadcast Receiver [Z Broadcast Zi%({E9 %

BH#1PRE Broadcast Receiver [ Broadcast Z*{59 %155 . Broadcast Receiver flIZJHBER Signature
Permission ZER T A2UNEMNH S8, Sticky BMEZLNEWSHIKIAHAZEITEENLETHD,

RAb

1. ¥ BES Signature Permission ZE&3 %

¥ B E % Signature Permission ZF|AEE Y5

¥ B EZ Signature Permission NE#HT7TVIZKYERIN TSI LEHERT S
Receiver (FBHT7TIRETHIMNS, T4 REHRESEELTHLL
Receiver [Z¥h B E % Signature Permission ZER¥ 5%

BREZITRAGE . BRT 2DRLUEHRTD

Receiver il 77 LRILFHKERTAPKZELT D

N OO vl W N

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. proprietarysender”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />
{uses-permission android:name="android. permission. BROADCAST_STICKY”/>

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. permission. MY_PERMISSION”
android:protectionLevel="signature” />

— kA >k 2% BT Signature Permission 2f|AEET 5 —
<uses—permission
android:name="org. jssec. android. permission. MY_PERMISSION” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". ProprietarySenderActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

ProprietarySenderActivity.java
package org. jssec. android. broadcast. proprietarysender;

import org. jssec. android. shared. SigPerm;
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import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class ProprietarySenderActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. MY_PERMISSION”;

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore ®”my company key”MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7GC A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

private static final String MY_BROADCAST_PROPRIETARY =
“org. jssec. android. broadcast. MY_BROADCAST_PROPRIETARY”;

public void onSendNormalClick (View view) {

// *BRA 2k 3k HMETE Signature Permission NEHRH T TVICKYEEEINTWR I L #HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMEFZ Signature Permission MEHT7 TVIZLKYEZ I TULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

// kR4 > b 4% Receiver (FEH T TVERETHZ NS, EriT0 THERZEELTELL
Intent intent = new Intent (MY_BROADCAST_PROPRIETARY) ;
intent. putExtra ("PARAN”, "t > o F 4 T4 1E$R from Sender”) ;

// %A >k 5% Receiver IZIHEFEZ Signature Permission #ERd %
sendBroadcast (intent, “org. jssec. android. permission. MY_PERMISSION™) ;

}

public void onSendOrderedClick (View view) {

// KA bk 3%k HMBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMBEFZ Signature Permission AEHXT7 FVIZLKYUEZEEIhTULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}
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// *RA4 b 4% Receiver (FE#HT TUVRBRETHIMND., EriT1 THIERZEELTELL
Intent intent = new Intent (MY_BROADCAST_PROPRIETARY) ;
intent. putExtra ("PARAM”, "t > > F 4 TH1EER from Sender”) ;

// %A >+ bk Receiver [ZJRBEEZ Signature Permission ZERT %
sendOrderedBroadcast (intent, “org. jssec.android. permission. MY_PERMISSION”
mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] hRA Uk bk BREZITRSEE. BRT—IOREMEHERTD

/] HUTINZDERE, 131 AWT—2DREUEHRT 51 28,

String data = getResultData() ;
ProprietarySenderActivity. this. logLine(String. format ("#58& %s] Z=Z{ELT-, ", data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {
if (sigPermName == null) return null;
try |
// sigPermName ZEZELE=7TVDNyr—CREMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
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String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LB HRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&L1=7 T DFEHED/\Y L 1{EZRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEERIEEMLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
]
]

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
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if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b & 15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));

}
return sb. toString() ;

*RAUk 7% eclipse i APK # Export §5&%(Z, Receiver fI7 7 EEILHAEER TAPK ZELT 5,

-
= Export Android Application

Key alias selection

@ Use existing key

Alias: my company key

Password: eeeeeee

() Create new key
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4.42. W—ILTvY

Broadcast 2 {ETARRICIZUTDIL—ILESFRIE,

T4 7751EH% Broadcast iIXE T 515 & (L. ZIEFTHEL: Receiver ZHIRT %

¥ B E % Signature Permission &, B#77UNERLI-CLEHELTHAT S
Sticky Broadcast [Z[Et2 L T4 T HIEHRES HELY

receiverPermission Z#§E L% LY Ordered Broadcast (BN W EAH B EITTE
Broadcast Receiver Mo MRIET—2NREMEHERT D

~ N N
= = = =
4 4 4 4
G4 G4 G4 G4
O DM N A
/ / / /
~— N~ N

’

~
=
G4
\\\\
/
~

vl h W N —

4.4.2.1. v T4 1E#% Broadcast iX{ET HI5E L. ZIEFEEL Receiver ZHIR IS (WH7E)

Broadcast ELVSRRINRT £3IZ. F1%FE Broadcast (EFRHFESHDOT7 TIIZIERE—FEELY. 404305
FBHLEYTHEFERLTEON-EEATHD, TD=HtL T4 1E#RE Broadcast ZEETHHAIC
%, TILO TP ICERERBINGOESIEEEFENRANRELLS,

o T4T11ER%E Broadcast XIEJ BHIHA . EEETES Broadcast Receiver FEITAZETRETHY. fthd
Boradcast Receiver [XZELRFIRETHAIVELH D, TDT1=6HD Broadcast iIFIEHEIZITIUTDLSIBLDHAH
b

® BA’REY Intent T Broadcast #8945 &THEZEEL. ERILI-{E8TE S Broadcast Receiver FZIFIZ
Broadcast Z/@l15AiE. COHEIZITRD 2 DD/EZ—2hH b,
> [E—77"JA Broadcast Receiver SETTHMNIL Intent#setClass(Context, Class)IZkYIEEERET
%, BRI —FIZTOWTEY YT ILa—KREo>3>04.4.1.1 JEARI Broadcast Receiver [
Broadcast #1589 5125 E(CT 5L,
> D7) D Broadcast Receiver SETTHAIL Intent#setClassName(String, String)(Z&kYIEEZE R
EF5hH, Broadcast FEEITEIBIRE/NVTr—2 D APK ERDRARERERITANIRANEBELTH
AIL=7 ) THAHILZHERLTH S Broadcast ZEIET D, ERICIEREEM Intent ZFATEEHRD
HENERHMTHS,
® receiverPermission 23k B % % Signature Permission #§% L T Broadcast %{EL . {5389 % Broadcast
Receiver [ZZ3% Signature Permission ZF|AEEL TH553 5%, EFRMAZI—RIZOWTIEY 2T )La—F
+523204.4.1.3 B#BRE Broadcast Receiver [Z Broadcast #%{ET 1S E(ZTHIE, FT-2D
Broadcast X {EAEZERE T HICIFXIL—ILT4.4.2.2 B EZ Signature Permission (&, B#7TUNES
LIzCEZRERLTHIAT S (ZA) IB@RALGTNIEERSA,

4.4.2.2. JBE EZ Signature Permission (. Bt 77N ERLI-CLEHEZELTRIATS (»78)

MM BT Signature Permission # receiverPermission IZ¥§EL T Broadcast #E3 5548 . BT
Signature Permission % AndroidManifest.xml [ZBWTEE. FAEE T2 T TIHMBAFES Signature
Permission Z{EATELL\ERELNH D, SHIZF DI EFEE Signature Permission BE#HT7TVIZE>TER

NTWBILETOTSLFTHERTDIVELNH D, FFHMICDULTILI5.2 Permission & Protection Level |®

78 All rights reserved © Japan Smartphone Security Association. Broadcast Z121E89 %



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

5.2.1.2 ¥EEZE®D Signature Permission TE# 7TV EET I HEIZSEBTHIL,

4.4.2.3. Sticky Broadcast [ZIZ 2 LTI HIERE S HIELY (w7A)

1BHE D Broadcast [&. Broadcast X {EFFICZ{ERTAEIRAEIZ$H S Broadcast Receiver [CZ{FNEEINDE. £D
Broadcast [F;HiBL TLES, — 7 Sticky Broadcast(& kU Sticky Ordered Broadcast, LA TFEHR) (. X EHF
[C2{E4KB&(C &% % Broadcast Receiver [CRELEBINF-EZLIRATFTLLEICHFELDDF,. ZD#
registerReceiver) IC K Y R ETEBIENEFEHB TH S, & EIZH o f= Sticky Broadcast (&
removeStickyBroadcast)IC&KYEE DA A Y THIBRTES,

Sticky Broadcast [XEEERH Intent ICKAFERAM AR THY . receiverPermission #+#57%E L7= Broadcast (&I
TEHY, LI=A > T Sticky Broadcast TEELEERIITILIVI7EECTHER MO T TIALCIEBTETLE
5, LE=A 2Ty T4 % 1E#R% Sticky Broadcast TEEL TIFESALY,

4.4.2.4. receiverPermission Z3gE L% Ordered Broadcast [EEMN G ENBH B EITEE (Wh78)

receiverPermission ¥ E 312X EEN 1= Ordered Broadcast [, YLz 72 ECTFEHEZHD T TN
{ERIRET#H S, Ordered Broadcast [& Receiver Mo MDIRYIEHZEZITERS =0 £T-[EHEED Receiver [ZJER
WMEBHFSEB=HIZFIHASNS, BEEDSEL Receiver A BJEX Broadcast AEEEShb1=6. BEEEZELLT
T IILo T &< Broadcast #%Z{EL abortBroadcast()d % &. #%#t M Receiver [Z Broadcast M ER{E S %<
5%,

4.4.2.5. Broadcast Receiver hWoMIRIET—ADEREMEHERT S (WH7E)

RIET—H%1%2YiIRL TET- Broadcast Receiver DA FIZ&>TETFIRIIZERLEMN, EAMIZITRYEELT
ZELET—2ZNETARICIE., FTHRVICZET 2R EEHEZHEZELEITNILLSEN,

iR{E 7t Broadcast Receiver AAAF Broadcast Receiver DiGE . FEFED T TUHNLRYT—2%EZITES1=8.
RILIIT7 DHET—2%2ITERDAIREM M $H 5. IR1ETT Broadcast Receiver AJE4 B Broadcast Receiver M
BE.R—T7TIANMDRYT—ETHIDTIRIIEBENELSICEZNEEN DT TN L2 (TR Iz T—4
FREIENICRYBELLTEETSIIENHA-O. RYT—HZ2EENIIRETHAEEATIEILELLEL RIET
Broadcast Receiver ANE$tFRE Broadcast Receiver DIHFE . ZDHFEDYRITHEL=H. PIXYRYT—E2D
ReMEHERTILELNDHDS,

3.1 ANT—HDREMEHERT D IESRI DL
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4.4.3. TRN\VRR

4.4.3.1. Broadcast MIELELF D

1519 % Broadcast (& Ordered MZS5THULVAY, Sticky M ZES3THWLA DA EH (XY 4 FEFED Broadcast
MFEET S, Broadcast E{EAAVYRIZIEL T, #1595 Broadcast DIEFFEMNRES,

Broadcast DIELH EEAAYYE Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

FhZEh D Broadcast DEFEIIRDESY TH D,

Broadcast DiE¥H Broadcast MDIEE LD R
Normal Broadcast Normal Broadcast [Xi£{EBF(ZZ{E AT BE/IKREIZ$H D Broadcast Receiver

[CEE SN TEIMT %, Ordered Broadcast &2, #31D Broadcast
Receiver M@ BFIC Broadcast #ZET DL HHTHL . HFED
Permission ¥ D27 1) —< 3> ® Broadcast Receiver 7ZI+(Z
Broadcast Z2{Es#52&1TES,

Ordered Broadcast Ordered Broadcast ILEXEFICZIER REG K A& IZdH % Broadcast
Receiver M—DF DJEHIC Broadcast #ZETHIEMNEFHETH S, LY
priority fEA KX ELY Broadcast Receiver ANEIZZET S, T RTH
Broadcast Receiver [CERESE T 950, P D Broadcast Receiver A
abortBroadcast)ZFE U H L =15 & [Z. Broadcast [FHRKT 5. IHFED
Permission #FIFAEEL-771)4—3>® Broadcast Receiver fZI1F(Z
Broadcast #Z{E&t5ZL$HTES, F7= Ordered Broadcast TILEETT
A\ Broadcast Receiver B DFERIFEHZEZTIAHZELTED, SMS ZER
%0 Broadcast (SMS_RECEIVED) I% Ordered Broadcast DX & HITH 5B,
Sticky Boradcast Sticky Broadcast [LiX{E0FIZZIERIREIRREIZ4H S Broadcast Receiver
CEREINEZRBICEBRIDIEFIHRKORTLICERYKGIT., &IC
registerReceiver()ZFUH L1771 r— 3> H Sticky Broadcast 5{5
FTHIEMNTELIENEHHTH S, Sticky Broadcast [E4thd Broadcast &
Y BERISERT A2 EIFELD T, Sticky Broadcast MR EIZHof=&E
[Z. BARBIIZ removeStickyBroadcast()ZFEUH LT Sticky Broadcast &
HRSER2BLEMNDS, thd) Broadcast EEAZY ., $E D Permission D
77 r—a>® Broadcast Receiver f211(Z Broadcast #2552
FTcEB W, Ny T — K EZEHEE M Broadcast
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(ACTION_BATTERY_CHANGED) I& Sticky Broadcast Dt RHBITHS,
Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast DA D45#% -1 Broadcast
T#H 5, Stiky Broadcast B4k, $5E D Permission ZFD>7J4r—a>
@ Broadcast Receiver f2I1(Z Broadcast #2{ES 852 &IEXTEALY,

Broadcast D4FHMGIRAEFBLVV DR AT, LRZFSIZHICHEBETLHETRIZES,

Broadcast D #HMNEIRS LY Normal Ordered Sticky Sticky Ordered
Broadcast | Broadcast | Broadcast Broadcast

Z{E I E%: Broadcast Receiver &

Permission [Z& YIRS % © © B B

Broadcast Receiver > D ALIE L

REDMETS - © - ©

JlE & IZ Broadcast Receiver [Z

Broadcast #EE 5 - © - ©

BRICIEEESN TS Broadcast & B B o o

EBMORIETD

4.4.3.2. Broadcast E{ELTIFHM logcat ITHAISNDEELHD

Broadcast MEZIEILEARMIC logcat [TH iy, LML, ZER/ID Permission RRIZKDIT—H0, &E1E
] Permission RRIZ&DIS—DMEIZ logcat IZTS5—OI A hEhd, T5—A4 12 Broadcast TEET
3 Intent [FHRIEENDD T, T5—FH LI Broadcast #EETHHE (X logeat ITRREINDZEITEELT
[EFLLY,

RIEBID Permission RERFDIS—

W/ActivityManager (266) : Permission Denial: broadcasting Intent { act=org. jssec.android. broadcastreceiver.creating
.action. MY_ACTION } from org. jssec. android. broadcast. sending (pid=4685, uid=10058) requires org. jssec. android. per
mission. MY_PERMISSION due to receiver org. jssec.android. broadcastreceiver. creating/org. jssec. android. broadcastrec
eiver.creating. CreatingType3Receiver

Z{ERID Permission RERODI S —

W/ActivityManager (275) : Permission Denial: receiving Intent { act=org. jssec. android. broadcastreceiver. creating. ac
tion.MY_ACTION } to org. jssec.android. broadcastreceiver. creating requires org. jssec. android. permission. MY_PERMISS
ION due to sender org. jssec. android. broadcast. sending (uid 10158)
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I 4.5. Content Provider 2%

ContentResolver & SQLiteDatabase M1 27t—XHELTLNS =8, Content Provider (& SQLiteDatabase
EEEICBERDIHIEEENINDIEN B, LAMLERRIZIE Content Provider (F7 YR T—2#EBED A5
I—RERET DN, THREOERE—IRHANWIEITSEENRBELR, 463 % Content Provider RET
T—ANRTEIC SQLiteDatabase ZF52EEHTESL XML I7MILEEDRIDRERREZFESIELTED, TD
= CCTRNT B YU TILa— R TR T—2REFICEHHII—FIEEA TV,

4.5.1. YT )La—k

Content Provider BNED LS IZFIAETNBHIZ&>T. Content Provider H8Z 51 R 0B UL HHF AR
5%, ROFIFEIO—IZ&>TERT S Content Provider WE DR T THIMEHIEFTES,

FEEfL D
FVIZFAZERD S

v Y

Private Public Exclusive Proprietary Temporary
. ' IN—hF—RE BHRE —BFEFA]
n N
3F23BAContent Provider “ABfContent Provider Content Provider Content Provider Content Provider
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4.5.1.1. 3E/4ABEA Content Provider 4%

JE/ABH Content Provider [&, RI—7 7R+ THASIN S Content Provider T#%, Content Provider M 3E
NBAERTE L Android 2.2 (API Level 8) IR TIXHERELLB W EITEELRES,

RAb:

1. Android 2.2 (API Level 8) LARITILIE/2 B Content Provider Z3E%ZELGL (TEAZLY)
2. exported="false"IZ&Y. BARMICIELRERET S

3. RA—T7FUANLDYIIRARTH>TH. I\TA—FDREMEHRTD

4. FRAZXTIVER—TFTITHIMS, B T4TRIERERELTELL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. privateprovider”
android:versionGode="1"
android:versionName="1.0" >

{I— Y 7R4 > bk 1% Android 2.2 (API Level 8) LI TIXIEZBH Content Provider ZF&ZEL ALY (TELLY) —
<uses-sdk android:minSdkVersion="9" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

- R4 > bk 2% exported="false”l=&k VY. BARMICIELRSBET S —
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />
<{/application>
</manifest>

PrivateProvider.java
package org. jssec. android. provider. privateprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class PrivateProvider extends ContentProvider {
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public static final String AUTHORITIY = “org. jssec. android. provider. privateprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider Mt 54 242 7 = —XE M
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB E#FERETICEEMEZEZRIHIZLTLNS=8H, query A Yy FTiRY Cursor ZEATCEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[]l { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true.

}

@0verride
public String getType(Uri uri) {

/] )k RAU L3Ik A—F FTUANLDYIIRARTHLTEH, NFA—2DLEMEHRT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEFEL TV,
/) T3.1 AAT—2DREUEHERT 5] 258K,
/] *kRA Db dk FATXTT TVER—T7 TV THEME, £ T4 THRERERELTKL
// 1=12L getType D#ERP LU T 1 THEREZF DO LIEHFEY 4L,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

84 All rights reserved © Japan Smartphone Security Association. Content Provider /%



m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 201246 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] ARAU 3Kk A—FTIVANLDY I IRXALTHL2TEH, INSA—2DREHEZHERT S
// TTTlEuri N"EEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL TS,
/] FTDMDINT A —FDRERIEH L TIVIZDEEE, 131 AWNT—20ORLMEHET 51 #58,
/] *iRA Uk bk FRATT TVIER—T7 T ThHEhD, 2T THRERERZELTE N
// query DERNE VLT 4 THERZEONESMEIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kA3 RI—F7TIVANLD) I IR RTHLTH, INSTA—FDRLMEERET S
// TTTlRuri MEEDEEANTHSZ L%, UriMatcherttmatch () & switch case THEEEL TULV,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 131 AWNT—20ORLEMEHET 51 #58,
/] *kRA2 b4k FATT TVIEER—F7TITHEIND., BT 1 THFEHRZRELTEW
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA D E 3k B=—TFTVALLGDY I IR RTHLTH, INFTA—FDELHEEHERT S
// T TlEuri AEEDEHFEANTH S Z &%, UriMatchertimatch() & switch case THEZEL TV,
/] FTD/DINT A= DHERIEH O TIVIZDEEE, 13.1 ANT—20REMEHRET 51 #58,
/] *kRADFdk FIART TVER—T7 TV THEINL, oo T4 THERERELTEL
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// Update Shf-La— FENEL T4 THEKRZZFEONESNET T KRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5;  // 5 La— KA update Shi-E WS KT

case DOWNLOADS_ID_CODE:
return 1;  // 1 La— Fh'update Shi=E VS HE

case ADDRESSES_CODE:
return 15; // 15 La— KAV update Sht=E LSBT

case ADDRESSES_ID_CODE:
return 1;  // 1 La— Fh'update Shi=E VS EBTE

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA b3k B—FTVALLDIV I IR NTHLTH, INTA—FDRLMEEWHERT S
// T TlEuri NMEEDERATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 131 AWT—2ORLEMEHRET 51 #58,
/] *RA2 b dk FRATT TVIEER—F7TITHEIND, BT 1 THFEHRZRELTEW
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // 10 La— FhASupdate Stz & LVS ERE

case DOWNLOADS_ID_CODE:
return 1;  // 1 La— KA update Shif=& VS RE

case ADDRESSES_CODE:
return 20; // 20 La— FhSupdate Shi= &L LS HRE

case ADDRESSES_ID_CODE:
return 1, // 1 La— KhSupdate Shtf=& WS RE

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
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4.5.1.2. Z23F Content Provider 4%

/2Bf Content Provider (X, RAFEZHOT7TVIZHASh B LEEELT- Content Provider THd, WIL T
THoLRAINEIENHDIZEITTENREL,

RAk
1. UOIZRMNGA—EZDEEEEERT D
2. EUVTATRIERERELTIEESAN

AndroidManifest.xml

<{?xm| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. publicprovider”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{provider
android:name=".PublicProvider”
android:authorities="org. jssec. android. provider. publicprovider” />
<{/application>
<{/manifest>

PublicProvider.java
package org. jssec. android. provider. publicprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class PublicProvider extends ContentProvider {

public static final String AUTHORITIY = “org. jssec. android. provider. publicprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MR T 54 22 7z —X &
public interface Download {
public static final String PATH = “downloads”;
public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
]
public interface Address {
public static final String PATH = “addresses”;
public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);

}
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// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_GCODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;
}

// DB #HERETICEEEERTHFIZL TS, query * Vv KTRY Cursor ZERIEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, “dtig&&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] RkRAU R 1Hh UIIR MRS A—BDREMEHRT S

// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEFE L TV,
/] FTD/DINT A—F DHERIEH O TIVIZDEEE, 13.1 ANWT—20REMEHRET 51 #58,
/] hRAU b2k 2O T 4 TIHERZIRE L TIEAES AL

// query DFERN T4 THREREFONESMEIT TURE,

/] VOTRA DT TIUNIILO 7 THEHAEEMEND S,

88

All rights reserved © Japan Smartphone Security Association. Content Provider /%




m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 201246 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

/] RV ITFICREBINTLERBEOLEWMVERTHNIEHERE L TRLTE &L,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KIRA b1k DOIRMNNSGA—EDEEMEEHERT S
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/] FTDMDINT A —FDRERIEH L TIVIZDEEE, 131 AWT—20ORLMEHET 51 #58,
/] *RAU 2% £ TF 4 TIHERZRZEL TIEAES AL
// Insert fER, BBEINZ DN OT 4 THEKREFONESMIT TIRE,
/] VOIRMTRDTZ TINIILOD 7 THAEEEENH D,
/] RV FICHBEINTHIRHBOLRWMVMERTHNISHERELTRLTEH KL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] KIRA b1k UOIRMNRTGA—FDEEMEHERT S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEEL TULV,
/] TDHDINT A —Z DRERIET D TIVIZOEEE, 3.1 ANWT—2DRLUEHERT 51 238,
/] hRAU b2k 2T 4 TIHERZRE L TIEAES AL
// Update ShizLa—FENE T4 TREREFONESIMIT TV RE,
/] VOTR DT TINIILI 7 THEIAREMENDH S,
/] RV F7IZREBEINTHREABEO B WVERTHOHNIETHEREL LTRLTH KLY,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // 5 La— KAl update Shif=E WS EE

case DOWNLOADS_ID_CODE:
return 1;  // 1 La—Khlupdate Shiz& V3 BRE

case ADDRESSES_CODE:
return 15; // 15 La— FAVupdate S-S RE

case ADDRESSES_ID_CODE:
return 1, // 1 La— FhVupdate Shiz& WS EE
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}

default:

throw new IllegalArgumentException(“Invalid URI : “

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

+uri);

/] KIRA b1k UOIR NS A—ZDREMEHRT S

// TTTlEuri NMEEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL TS,
/] TDMDINT A—FDRERIEY O TIVIZDEEE, 131 ANT—20ORLMEHET 51 &38R,
/] kRAD 2k BT TIEREREL TEES AL

// Delete SnfzLa— FEAEU T4 THREKREFONE SNET T RE,

/| UHIRFROT TYMNTILY 17 ThBATRED S,

[/ RV I TICRBENTHEEDO G VERTHNITHERELTRERLTH &KLY,

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 10; // 10 La— KFAVupdate Sht=& LS

case DOWNLOADS_ID_CODE:
return 1;  // 1 La— KA update Shi=&LrS5

P

X E

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;  // 1 La— KA update Shi=&LrS5

P

X E

default:

throw new IllegalArgumentException(“Invalid URI : “

}

= —1

ax &

// 20 La— Kt update Shi-& LS HRE

+uri);
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4.5.1.3. /N\—rF—[R7E Content Provider /&%

IN—hF—PBRE Content Provider (. B#ED7 T IFhLFATES Content Provider TH b, /\—bF—1
2¥DT7IIVEBRTITUINEELTORTLERERB L, IS—,F—7 T ED B TR RO e £ SFAT-OIZFI S
na,

RAk

1. FAT7T)DERENRTARIAMIZFZFINTNDILEHERT S

2. N—bF—TFTUDSD)IIRARTHOTH, INSA—EDRENFETETD
3. N—bF—T7T)IZBRLTRLVERIZIBYRELTKLY

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. exclusiveprovider”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{provider
android:name=".ExclusiveProvider”
android:authorities="org. jssec. android. provider. exclusiveprovider” />
<{/application>
<{/manifest>

ExclusiveProvider.java
package org. jssec. android. provider. exclusiveprovider;

import java.util.List;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. ActivityManager;
import android. app. ActivityManager. RunningAppProcessinfo;
import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

import android. os. Binder;

public class ExclusiveProvider extends ContentProvider {

public static final String AUTHORITIY = “org. jssec. android. provider. exclusiveprovider”;
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public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider Bt 54 242 7 = —XZ M
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEIEEERTIHIZL TS, query * Vv KTRY Cursor ZERIZEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, “dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, ”“/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

/] *RA2 k1% FATT7 TIDOERAENKRTA YR FIBHFIN TSI EEZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18— kF+—TF 1) org. jssec.android. provider. exclusiveuser MEEBHZE/ v S 1 {EZE &R
sWhitelists. add (“org. jssec. android. provider. exclusiveuser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M ”partner key”MEFBAZE/ v > a{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UWTEICHDIR— b F—T7 T &5 ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname);

}

// FATT7 TIDONRy—CREWE
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private String getCallingPackage (Context context) {
String pkgname = null;
ActivityManager am = (ActivityManager)context. getSystemService (Context. ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am. getRunningAppProcesses () ;
int callingPid = Binder. getCallingPid() ;
if (procList !=null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc. pkgList[proc. pkglList. length - 1];
break;

}
}
return pkgname;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] *RA b1k FRATT TYDHERAENERTA PR MIBRSN TSI LEHERT S
it (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRAFTT7 TV IF/8— b F—F7 T TlEEL, 7);
}

/] KIRA Vb 2% IR"—bF—TFTUDLDYIIAMTHOTH. NSA—ADREUEHERT D
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEFEL TV,
/) T3.1 AAT—2DREUEHERT 5] 258K,
// *iRA b3k IR—bF—TF TYICEHRLTEUMERICIBYIRZEL TEL LY
// auery DFERMN/S— b F—F FVIZERL TEVERNE SHET TYRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;
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default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] kA b1k FATT T)DERENERTA LR MIBRISN TSI LEHRT S
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIBTTZ TV IE/A— kF—F T TlEEL, 7);
}

/] RIRA DR 2k IS—bF—TFTUDNLDYHI IR FTHLOTH, INSTA—EZDREUZHEET S
// T TlEuri MEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/) T3 1 ARAT—EDRELEHRT 5] &3,
/] KIRA b3k NR—bF—F7 TYICEATRLTEWERICBRYRZEL TEL
// Insert $ER, BBEINB DW=+ F—7 TVIZEHRLTEVVERMOESNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *iRA b1k FRATTZ TYDHRENRTA YR MIBFEINTWSZ L 2HET 5
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV /38— b F—F7 T TIEEL, 7);
}

/] *RA 2k R—bF—=TFTUNLDYIIRTHH>TH, NSA—EDREUEHRT S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherftmatch () & switch case THEL TULV,
/) T3 1 ARAT—EDRENEZHERT 5] 3,
// *iRA b3k IR—bF—TFTYICEHRLTEUMERICEBYIRZEL TE LY
// Update ShizLa—FENE T4 TREREFONESIMIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // 5 La— KA¥update Shiz& WS RE

case DOWNLOADS_ID_CODE:
return 1;  // 1 La—Fhlupdate Shiz& V3 HE

case ADDRESSES_CODE:
return 15; // 15 La— FAVupdate Sht=E LS HRE

case ADDRESSES_ID_CODE:
return 1, // 1 La—KhSupdate Shiz& VS HRE

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
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}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] kA b1k FBATT T)DERENERTA YR MIBERISN TSI LEHRTS
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIBTTZ TV IE/IA— kF—F T TIEEL, 7);
}

/] RIRA DR 2k IS—bF—FTUDNLDYHI IR FTHLOTH, INSTA—LZDREUZHEET S
// TTTlEuri MEEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL T3S,
/) T3l ARAT—EDRELEZHRT 5] =3,
/] KIRA b3k N—bF—F TYICHATRLTEWERICBYRZEL TEL
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // 10 La— FhASupdate Stz & LVS EE

case DOWNLOADS_ID_CODE:
return 1;  // 1 La— KM update ahf-& VS HE

case ADDRESSES_CODE:
return 20; // 20 La— FhSupdate Shi= &L LS RE

case ADDRESSES_ID_CODE:
return 1;  // 1 La— KM update ahf-& VS HE

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}
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4.5.1.4. B#%tPR%E Content Provider /%

B #tBR5E Content Provider (&, B#t SN DT T MSFIHEENDZEEEZ1ET S Content Provider THd, EH
DEH/ETT)TORATLEERL. B 77 RSB OCBEEESTA=0IZFIBSh S,

RAk

1.

2
3.
4.
5

¥ B E % Signature Permission 2 E%&9 %

Content Provider EE&IZT. # B E % Signature Permission #EXKEE 9%

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
B#H7TUHLDVIIRNTHO>TH, NFTA—FDNREMEHERT D
FMATTIVEEHRHTIITH LI L. o TAITREREREL TR

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. provider. proprietaryprovider”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

{l— R4 > k 1% HETES Signature Permission 2E&HT 5 —>

<{permission
android:name="org. jssec. android. permission. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

— kA > b 2% HBEFZ Signature Permission 2EREET S —
<{provider
android:name=". ProprietaryProvider”
android:authorities="org. jssec. android. provider. proprietaryprovider”
android:permission="org. jssec. android. permission. MY_PERMISSION” />
<{/application>

<{/manifest>

ProprietaryProvider.java
package org. jssec. android. provider. proprietaryprovider;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

96

All rights reserved © Japan Smartphone Security Association. Content Provider /%




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

public class ProprietaryProvider extends ContentProvider {

public static final String AUTHORITIY = “org. jssec. android. provider. proprietaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider B9 54 242 7 = —XZ M
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH) ;
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEEZEZRTHIZLTLNS=8H, query A Yy FTiRY Cursor ZEAICEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { "_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { ”_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

// B#td Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. MY_PERMISSION”;

// BHOFERED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore @ “my company key”MDEEBAZE/\v L a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
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}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

/] *BRA 2k 3k METE Signature Permission WNEHRH T TVICKYEESNTWR I L #HRT S
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JtEE = Signature Permission AE#T7 TUIZK YEEZRINTULVEL, 7);
}

/] kRS bk BRTZTIUNLDIYIIRMTHLTH, INSA—FDREMEHERT S
// TZTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TULV5,
/) T3 1 AAT—EDRENEZHERT 5] 3,
/] *kRA2 b5k FATT7 TVIEEBHT TITHEIN D, BT 1 THFEHRZRELTEW
// query DFERMN/IN— rF—F TVIZBHTR L TEULMERM ESMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

// *RA bk Ik BT Signature Permission NERT7 TVIZLKYEZESNTWE I L #HRT S
if (ISigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException ("t B3 Signature Permission AE# 7 TUIZEYESZSINTULVEL, ) ;
}
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/] kRA hdk BHTTUNSDYIIRLTHL2TEH, NS A—2DRLEMEHRTS
// TTTlEuri NMEEDEBATHSZ &%, UriMatcherffmatch () & switch case THERL TWLS,
/) T3l ARAT—EDREMEZHRT 5] =3,
/] kRS2 kbk FRAT7 TVIEEHRT TITHEMID., 2T THERERELTE L
// Insert $ER, HBBEINS DW=+ F—7 TVIZEHRLTEVERMESMMIT TUKRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA4 2k 3k MBEFES Signature Permission NEHT7 TVIZEYEE SN TR EZ®ERT D
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JH B % Signature Permission AE&HT7 TVIZKYEEINATLAL, 7);
}

/] kRS bk BRZTIUNLDIYIIRMTHLTH, INSTA—FDREMEHERT S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TS,
/) T3l ARAT—EDRELEHRT 5] 3,
/] *kRA2 5k FATT7 TVIEEBHT TITHEIND., BT 1 THFEHRZRELTEW
// Update Shiz=La— FENEU T« THEBEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5;  // 5 La— KASupdate Shiz& WS RE

case DOWNLOADS_ID_CODE:
return 1;  // 1 La— KFh update Shi=& WS KRE

case ADDRESSES_CODE:
return 15; // 15 La— FhVupdate Shi= L LS HRE

case ADDRESSES_ID_CODE:
return 1;  // 1 La— KA update Shif=& VS RE

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

// *RA bk Ik BT Signature Permission NERT7 TVIZLKYEZESNTWE I L #HRT S
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("Jh B E = Signature Permission ABE# 7 TUIZE YEEINTULVEL, 7);
}

/] KkRA U bk BHTTINLDVIIARTHLTEH, IRTA—2DRLEEHRT S
// T TlEuri NMEEDERERNTH S Z &%, UriMatchertmatch () & switch case THEFREL TV,
/) B ANT—ADREMEHRET 51 58,
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/] *BRA2 bk FATT TVIFEHT TITHEN D, £ T« TREREREL TR
// Delete SnfzLa— FEAEU T4 THREKREFONE SNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // 10 La— KAV update Shi=& VS HRE

case DOWNLOADS_ID_CODE:
return 1;  // 1 La— Fh'update Shi=E VS HE

case ADDRESSES_CODE:
return 20; // 20 La— KAVupdate Sht=E LSBT

case ADDRESSES_ID_CODE:
return 1;  // 1 La— Fh'update Shi=E VS EBTE

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNN v r—CE2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LR
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y > 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BRERAIESMLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

inth=(0b>»4 &15;

int | =b&15;

sb. append (digit. charAt(h));

sb. append (digit. charAt (1)) ;
}
return sb. toString() ;
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4.5.1.5. —B5EFA] Content Provider &%

—BFEF ] Content Provider [&, E2AMIZIZIEABID Content Provider THAH, HED 7SI L T—HH
245 URINDT7 I 2R%EEFRI T 5 Content Provider THd, 1757 #BELIz Intent ZXR 7 T2
FTHILIZEY . ZDTTI)IZ—BFET V2 RERNMFEIN D L5127 >TLVS, Content Provider 771 HVEEED
MICHDTTVIZT I REAEEADHIELTESL. —RHMLGETIERHFAEROTETTIZ Content
Provider 77N ZBIMIZT VL REAIE5252LHTED,

RAb

1. Android 2.2 (API Level 8) LI Tl&—E#EF 7] Content Provider ZE & L4
exported="false”[Z&Y) . —BFEFAI 9 % Path LINEIELFERET S
grant-uri-permission [Z&Y . —BFEFRI 9% Path Z$6E T %
—BFIICT Ut X% RIS 5 URI & Intent [THEET 5
—BMICHFRIT 27V RHERE Intent ITIEET S
—BHICT I REHRT 57 T)ICHTRY Intent Z#{E9 5

A Ul A WN

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. temporaryprovider”
android:versionGode="1"
android:versionName="1.0" >

{I— %7RA4 > b 1% Android 2.2 (API Level 8) LIBITIL—BFEFd] Content Provider #3E&E L ALY (M) —>
<{uses—sdk android:minSdkVersion="9" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
android:name=". TemporaryActiveGrantActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>

{/activity>

{l-—— —m5E57] Content Provider —>

d— R4 > bk 2% exported="false”IZ&k Y. —BEFal 9 5 Path LINZIEQBHRET 5 —
<{provider

android:name=". TemporaryProvider”
android:authorities="org. jssec. android. provider. temporaryprovider”
android:exported="false” >

{I— R4 > bk 3% grant-uri-permission [Tk Y. —BFA[ 3 5 Path 2 EFET 5 —
{grant-uri-permission android:path="/addresses” />

<{/provider>

Cactivity
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android:name=". TemporaryPassiveGrantActivity”
android: labe|="@str ing/app_name”
android:exported="true” />
<{/application>
{/manifest>

TemporaryActiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity IZBE9 Z15%R
private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryuser”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryuser. TemporaryUserActivity

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. active_grant) ;

}

// Content Provider 17 7'\ ASEEBIMIICHD 7 TVICT VR E 52 545 —R
public void onSendClick (View view) {
try {
Intent intent = new Intent();

/] kRA Db dhk —BICT I EREHTT S URI % Intent IZHEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

// kRS 2k bk —BEMIZHAIT ST ERAERZ Intent [(TIRET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] *RA 2k b6k —BERIICT O CREHAT 57 FJIZBRM Intent 2#1E9 %
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;

} catch (ActivityNotFoundException e) |{
Toast. makeText (this, “User Activity AR DM 5%y, “, Toast. LENGTH_LONG). show () ;
}

TemporaryPassiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
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public class TemporaryPassiveGrantActivity extends Activity {
@0verride
protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. passive_grant) ;

}

/] —BEHIET I 2 REFRZRDTEF-7 F1)IZ Content Provider 8l 7 T ASEIMICT Y EREAE52 55 —R
public void onGrantClick (View view) {
Intent intent = new Intent();

/] hiA 2k bk —BMIZCTIEAZEHTT S UR] % Intent IZFEET
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] *RA 5k —BRIICEFRIT 7 U £ R#ER % Intent ITHEET
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] kA Uk Tk —EHFAOERTT FVIC Intent ZRIET S
setResult (Activity. RESULT_OK, intent);
finish();

}

public void onCloseClick (View view) {
finish();
}
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4.5.2. W—ILTvY

Content Provider # AR X UT DIL—ILESFHIE,

1. Android 2.2 (API Level 8) AR TIZAERE A D Content Provider ({57 (WH7B)
2. WEER®D Content Provider IXIERABARTET S (WH7E)
3. UOIRMSGA—ADRLMEHRT D (WH7E)
4. FBEE Signature Permission [, B T7TUNERLI=CEEHERALTHRAT S (7E)
5. #BRBHREZETHEICK. REETITINSOBRBRBRISTET S (WH7E)
4.5.2.1. Android 2.2 (API Level 8) LARITIZAEREA D Content Provider [Z{ES7ELY (WH78)

Android 2.2 (API Level 8) LAFT Tl Content Provider M 3EAREEE 1L Android 2.2 (API Level 8) LAFT Tl
LWL, R—77YARTOT—2HEFD =675 Content Provider #{# 43" . DB E DT —AIB L ~EET Y
TRTBIETHRATES,

4.5.2.2. NEEAD Content Provider IZIELABARTET S (Wh78)

B—77VRISDAFIFAENSD Content Provider (D7 TUNST IR TEDDEMNGZZFTTEL, BF
#+ Content Provider #lEB§ 57V EREEELLENZEMNZLY, Content Provider (T —42£F T 57D
A THD1=0H. TIAILTIELRAJRWNIZES>TLES A—T7TUANSDHFIFASN S Content Provider (&
BRRIIIZIEARAEXEL . JFABH Content Provider &9 XETdH S, Android 2.3.1 (APl Level 9) LABETIE.
provider E3kIZ android:exported="false"&¥§%E 9 5L T. Content Provider #IEABHICTE S,

AndroidManifest.xml
{I— %7RA > k 1% Android 2.2 (API Level 8) LIBITILIEZEA Content Provider ZRE LA (TEHLY) —
<uses-sdk android:minSdkVersion="9" />

~ B~

<I— %A > b 2% exported="false”[Z& Y. BARMICIEABIRET S —
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />

4.5.2.3. UYOTARMNGA—EDREMEHERT S (WH78)

Content Provider A4 F[Z&k>TETIARIIFZELSDH, EARMIZITV VI RS A—2% 0B I BEE(Z(X, £
BRI ZDREMEHEZRLZITILLSE,

Content Provider W& AV YKL SQL XDERBEZR/INTA—F5 2 TMAEERELI-A 27— X(ZH->TIE
WAEDD ., HHEAD ETIEEICEEDXFIEZITESTEITOED THY . Content Provider BITIEIEESND
INGA—=APREZ 5N —RERELBITNIELRSEWNEISEENBET,
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/AB8 Content Provider [E RIS EZ M DT T ADYSTRANEZ IS5 . TLYTT DK ST ES(HER
BEREMEMN®H S, JE2AF Content Provider (b7 TUMBU ST RANEEEZ (TEDZEEHEWL, LOALE—T7F
RO 2B Activity BMhD 7T h 552 (FERo1= Intent DT —42%3E22B Content Provider [ZERi%X 3 HELN o1
T—REZBZBND=H.UIIAMNEBEMIZRETHHEEZ TIEHLEL, DD Content Provider [ZDULY
TH, WEYVIIRNDREMEHRT IVENH D,

3.1 ART—EDREMEHER T DI1Z2SRIT DL,

4.5.2.4. JhEEZ Signature Permission (. Bt 77UNERLI-CLEHEELTHATS (W78)

B#77UE SR BTESH#ERE Content Provider #5154 . B E = Signature Permission [2&VY
RELLZITNIEESEL, AndroidManifest.xm| T Permission % . Permission B3R E S 21T TILRELAT
+4THSH1=8. 5.2 Permission & Protection Level JDI5.2.1.2 B EZE D Signature Permission TH#t
TTIEEET DA EIESRTBHIL,

4.5.2.5. BRBEB/ERTBEICETBEETITINOOBERBERF/RITEIRT S (WH7H)

query(Q*° insert)TIEU YT RMER T 7 TVIZFHEREHREL T Cursor % Uri HNiRESN S, FERIFRICE T
1TIERNEENDGHE . REET TN SERFRT DAREMEN B D, F1- update()+ delete()TIEEHFT-
(FHIBRENILI—FEAV VIR ERT 7 TVIHRERBERELTRZEIND, FNITTTUVERICE>TIEHF
IFEIBRESN L O—F BB o T4 I BEREF DHEENH LD TEE T NE,

106 All rights reserved © Japan Smartphone Security Association. Content Provider /%



2012% 6 A1 B
rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| JSJ:::RNTPHONE Android 77°'J 0)"2#17%Q§+ " 't'$17:|_7_:’f:/7«jj"f N

I 4.6. Content Provider #%|fH3 5

4.6.1. Yo7 )La—F

FIFA% Content Provider AE D KSITFIATNAHIELFHIRELTLISMIZLHS T, FIATT Component [TH4ET
B RYOBEN LR AHENRELS, RO EIO—IZL>THATS Content Provider NEDEATTHEH %
G

Y A\ 4
. . Exclusive Proprietary Temporary
Private Public o =,
JEABContent Provider ABfContent Provider N=bF BE.E 5 HBEE. H#.—,!FEI.
Content Provider Content Provider Content Provider
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4.6.1.1. 3EZ4NB Content Provider #9335

B—77)AEF+THEASNhS Content Provider (3E2AB Content Provider) ##| AT 51548 . LLEMERETH
%,

RAUb:
1. A—=77TIRAANDI)IIANTHEIMND, oo TATIRERE) IV TAMIEHTEKL
2. RE—77)VAILDERIFRTHO>THL. ZET DXL MEZHRTS

PrivateUserActivity.java
package org. jssec. android. provider. privateprovider;

import android. app. Activity;
import android. database. Cursor;
import android. net.Uri;

import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) {
logLine (" [Query]”™) ;

/] *RA b1k B—F7FTVAANDIV I IR THZIND., BT THEREVIIRMIEDHTEN
Cursor cursor = getContentResolver (). query(
PrivateProvider. Download. CONTENT_URI, null, null, null, null);

/] kR4 2k A—F7TVANSDHRIFRTH->TH, RET—IDRLUEHRT S
/] B TIZDEBE, 131 AWT—E20OREUEHRT 51 #5H8,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}

cursor.close();

}

public void onlnsertClick (View view) {
logLine ("[Insert]”);

/] )k RA R 1hk A=F FTUARAANDY I IR LTHIND, £ T4 THERZVIIRAMIEDTEL
Uri uri = getContentResolver (). insert (PrivateProvider. Download. CONTENT_URI, null);

/] *RAV b2k R—7TIVANLLDHERBEHRTH->TH, ZIET—FDREMEHDRT S
/] U TIVZDEEE, 3.1 ANWT—20RLMZ2HET D] 238,
logLine(” wuri:” + uri);

}

public void onUpdateClick (View view) {
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}

logLine (" [Update]”) ;

/] *XRA b1k A—F7TIVRAANDY I IR LTHIND, o oT4 THEREZEYIIRAMIEHTEN
int count = getContentResolver (). update (PrivateProvider. Download. CONTENT_URI, null, null, null);

/] *RA2 2% A—7TIVANLDERERTH->TH. RET—HDREMEHERT D
/] BUTIVZDZEEE, 3.1 AWhT—2DReMEHRT 51 258,
logLine(String. format (" %s records updated”, count)):;

public void onDeleteClick (View view) {

}

logLine (“[Delete]”) ;

/] *RA b1k B—F7FTVAANDIV I IR NTHINDL, BT THEREVIIRMIEDHTEN
int count = getContentResolver (). delete(
PrivateProvider. Download. CONTENT_URI, null, null);

/] *RA k2% A—F7 VAN DERFERTH->TH. RET—HIDREMEHERT D
/] BOTIVZDZEE, 3.1 AWhT—20ReMEHRIT D1 258,
logLine(String. format (" %s records deleted”, count));

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

}

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

private void logLine(String line) {

mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.6.1.2. 723 Content Provider ZFIFA3 3%

Android OS BE%E TlEiL i B e D 2B Content Provider ZF|A3 %154 . M2 Content Provider [
BYUBELIZTILVITITV I IRARMNSGA—BEZEINSGIENH AL BFUV REBHERT —HEZTIMAIEN
HAEEITTENBETHS, Android OS BEE D Contacts 4> MediaStore %4236 Content Provider T#H%
M. 2Lz 7 IEZENL Content Provider [TEYFFEL TELLY, CCTIXMBER D 2B Content Provider &
FMATBBEICDONTIRRS,

RAk
1. EULTA4TLIEREVIVIRAMIEDO TIFESEL
2. WBERTHDREMEHERTS

PublicUserActivity.java
package org. jssec. android. provider. publicuser;

import android. app. Activity;

import android. content. ContentValues;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {

// FIF%® Content Provider 1&$R
private static final String AUTHORITIY = “org. jssec. android. provider. publicprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}

public void onQueryClick (View view) {
logLine (" [Queryl”) ;

if (!providerExists(Address. CONTENT_URI)) {
logLine(” Content Provider AF%E") ;
return;

}

/] kRAV Rk BT 4 THRERZE Y VIR MIEDTIEAES AL

/] VOTRLEREDT TINIILI 7 THEAHEMEND S,

/] R FICRBINTEREOLVVERTHNILY VIR MIEDHTEH &KLY,

Cursor cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] kRAU b2k BRT—IDREUEERTS
/] U TIZDEER, 3.1 ANT—2DRLHET 51 #3838,
if (cursor == null) {
logLine(” null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
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logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}

cursor.close();

}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] KkRA M1k oo T4 THREREV VIR MIEDTIEAES AL

/] VOIRMEDT7 TINRIILO 7 THAEEEENH D,

/] RV FICRBEINTEREOLEWVMERTHNIEV I TR MIEDTH KLY,
ContentValues values = new ContentValues();

values. put ("pref”, "RZ=E#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] KIRA b2k #BRT—FIDEEEEMHERT S
/] BUTIVZDZEE, 3.1 AWhT—2DReMEHRT D1 258,
logLine (" uri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Update]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAF#E") ;
return;

}

/] hRA b1k €O T4 TREREVIVIXMIESTIEESEN

/] VOIRAMEDTZ TINIILD 7 THAHEEEENH D,

[/ RILIITFIZRBINTEHEHEDOGEWVERTHNIEY VIR MZEHTH L,
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { “4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

/] KRS b2k HRT—ADEEHEEHERT S
/] B TIVZDEEE, 3.1 ANWT—20RLMZ2HET D] 238,
logLine (String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (" [Deletel”);
it (IproviderExists (Address. CONTENT_URI)) {

logLine(” Content Provider AFRTE") ;
return;
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/] *RBRAU Tk 2o T4 THEREVVIXMIEHTIEAE S

/] VOIRMEDT7 TN 7 THAAEEENH D,

/R ITICRBENTHEREDGEWVERTHNIEV I IR MIEHTH KLY,
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

/] KIRA 2%k #BRT—IDEEEEMHERT S
/] BUTIVZDZEEE, 3.1 AWhT—2DReMEHRT 51 258,
logLine(String. format (" %s records deleted”, count));

}

private boolean providerExistsUri uri) {

ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (pi != null);

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.6.1.3. /N\—hrF—PR7E Content Provider #F|HT 5%

IN—hF—PBRE Content Provider (. B#ED7 T IFhLFATES Content Provider TH b, /\—bF—1
2¥DT7IIVEBRTITUINEELTORTLERERB L, IS—,F—7 T ED B TR RO e £ SFAT-OIZFI S
nhb, ZZTld/S—hF+—FR5E Content Provider #F|A9 34 % %583 5,

RAb:

1. FA%K/N—rF—FRZE Content Provider 77 DIFEBAEMNRT AR AN EEFIN TSI EZHERTS
2. /83— F—BRFE Content Provider 7 7JIZBARLTLLMERICRY ST RAMIEH TLLY

3. /N\—hrF—PBR%E Content Provider 77U oDERTH-TH. ERT —IADREMFHRTD

ExclusiveUserActivity.java
package org. jssec. android. provider. exclusiveuser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class ExclusiveUserActivity extends Activity {

// FIF%® Content Provider 1&$R
private static final String AUTHORITIY = “org. jssec. android. provider. exclusiveprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}

// *RA 2k 1 FIAKL/N— kF+—RFE Content Provider 7 7! QEIFAEMNFRTA PR MZEBIhTWEI L
RTD
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// 18— kF+—BR%E Content Provider 7 ) org. jssec.android.provider. exclusiveprovider MEFEAE/\v < 1 {E

sWhitelists. add (“org. jssec. android. provider. exclusiveprovider”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 fE
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore ®”my company key”MEFBAZE/\vw < 1 {#E
“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”) ;

// LRI/ S— kF+—FR5E Content Provider 7 71) #%&4%. ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
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return sWhitelists. test (context, pkgname) ;
}
// uri % AUTHORITY & 9§ % Content Provider M/ Ny 45— A MG
private String providerPkgname (Uri uri) {
String pkgname = null;
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (“[Query]™) ;

// kR4 2k 1% FIR%/S— +F—FR%E Content Provider 7 7Y MEEBAEMN KT A R X MZEFE S TSI &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIFA% Content Provider 7 7Y IERT 4 F R FZEBESATULEL, 7);
return;

}

// kA k2% 18— kF—FR%E Content Provider 7 7Y ICBIR L TLUIMERICEBY VIV T X MZEHTELY
Cursor cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// kR4 > b 3k /83— bF—FRE Content Provider 7 7 UM DIERTH-TH., HERT—2DREMEHETS
/] U TINZDERE, 131 ANWT—SDREUEHRT 5] 228,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}

cursor.close();

}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

/] kR4 1% FIFAS%E/S\— k+—R5E Content Provider 7 71 MEEBAEAFRTA YR MZEFINLTWNWELI L
*HERT D
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" FIMA% Content Provider 7 FJIEFRTA FYR RZEEFSA TV, )
return;

}

// *RA 2 b 2% /8— b F—R5E Content Provider 7 7 UIZBRL CKULMERICBY VI TR MZEDHTEW
ContentValues values = new ContentValues () ;

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 2 bk 3%k /83— kF—R5E Content Provider 7 7ML DERTH->TH., BRET—2DLEM%2HRETS
/] U TIVZDEEE, 3.1 ANWT—20RLMZ2HET D] 238,
logLine(” wuri:” + uri);

}

public void onUpdateClick (View view) {
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logLine (" [Update]”) ;

// kR4 2k 1% FIR%/S— +F—FR%E Content Provider 7 7Y MEEBAEMN KT A R X MZEFESh TSI &
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logline (" FIF% Content Provider 7 7Y (FART A4 R R MMIEBEFESIATLEL, 7);
return;

}

// *RA b 2% /83— bF—BR5E Content Provider 7 7Y IZBIR L TLULVMERICBY VI IR MZEHTEL
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// kR4 bk 3k 18— kF—FRE Content Provider 7 7ML DIERTH-TH. BET—2DLREMZHERTS
/] BOTIVZDZEE, 3.1 AWhT—2DReMEHRET D1 258,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

// kA 2k 1% FIFA%/SA— kF+—R%E Content Provider 7 7Y MEEBAEMNRTA Y X FZEFEIAhTWS I &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FUIEARTA bR RZEBEFSNATLVAL, )
return;

}

// kR4 bk 2% 18— kF—FR7E Content Provider 7 7Y ICBR L TLUIMERICEBY VYT X MZEHTELY
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kR4 bk 3k 18— kF—FRE Content Provider 7 7ML DIERTH-TH. BET—2DLREMZHERTS
/] U TIVZDERE, 131 ANWT—SDREUEHRT 5] 228,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;

PkgCertWhitelists.java

package org. jssec. android. shared;
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import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");

if (sha2b6. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”).length() !=0) return false; // 0-9A-F LINDXFEHLHD

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIET BIERD/NY L 1LEFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NyY L1 {ELIERD/NY L 1{EZLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEEBAEEHMLL
Signature sig = pkginfo. signatures[0];
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byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b & 15;

sb. append (digit. charAt(h)) ;

sb. append (digit. charAt(l));

}
return sb. toString() ;
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4.6.1.4. B#%tBR%E Content Provider ZFIHT 3%

B #tBR5E Content Provider (&, B#t SN DT T MSFIHEENDZEEEZ1ET S Content Provider THd, EH
DEHBETITITORATLERERL. B T7TUNESIEROCHEEETI-OHICHAINDG, CCTIEEHRRE
Content Provider #FIFH3 55 &% 5RBAT 5,

RAb

1. ¥ BES Signature Permission ZE&3 %

¥ B E % Signature Permission ZF|AEE Y5

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
FIFA% Content Provider 77 DFEREN BHDOIIAETH I LEHERTD

H%tPRE Content Provider 7 7VIZFATRL TKLVERICRYV VT RMZIEH TELL
B#tFR*E Content Provider 7TUNSDIERTH>TH. #ERT —2DREMEHERT D

A vl A WN

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. proprietaryuser”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. permission. MY_PERMISSION”
android:protectionLevel="signature” />

— *RA > b 2% BT Signature Permission 2f|AEET 5 —
<uses—permission
android:name="org. jssec. android. permission. MY_PERMISSION” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".ProprietaryUserActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
</manifest>

ProprietaryUserActivity.java
package org. jssec. android. provider. proprietaryuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;

118 All rights reserved © Japan Smartphone Security Association. Content Provider Z#|FH9 %



SECURITY

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

import
import
import
import
import
import
import
import
import
import
import
public

//

}

//

//

}
//

}

org. jssec. android. shared. Utils;

android. app. Activity;
android. content. ContentValues:
android. content. Context;

android. content. pm. PackageManager ;
android. content. pm. ProviderInfo;
android. database. Cursor;
android. net. Uri;
android. os. Bundle;
android. view. View;

android. widget. TextView;

class ProprietaryUserActivity extends Activity {

FIA%®D Content Provider 5%k

private static final String AUTHORITIY = “org. jssec. android. provider. proprietaryprovider”;
private interface Address {

public static final String PATH = “addresses”;
public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH) ;

B#t® Signature Permission

private static final String MY_PERMISSION = “org. jssec. android. permission. MY_PERMISSION”;

BHOEHED /Y > 2 fE

private static String sMyCertHash = null;
private static String myCertHash (Context context) {

if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore ®“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;

FIFA% Content Provider M/ 5r— & #WG

private static String providerPkgname (Context context, Uri uri) {

String pkgnhame = null;

PackageManager pm = context. getPackageManager () ;

ProviderInfo pi = pm. resolveContentProvider (uri. getAuthority(), 0);
if (pi != null) pkgname = pi.packageName;

return pkgname;

public void onQueryClick (View view) {

logLine (" [Queryl™);

// kA bk 3%k HMBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

logline (" ¥hEEZ Signature Permission ABEHRT TUIZEYERSIN TN, 7);

return;

}

// *RA >k 4% FIF% Content Provider 7 71 DFIEAEA B DIIAETH S Z L #HRT S
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String pkgname = providerPkgname (this, Address. CONTENT_URI) ;

if (IPkgCert. test(this, pkgname, myCertHash (this))) {
logline(” FIF% Content Provider [ZB#7 7Y TlEAL, 7);
return;

}

// *RA 2k 5k BRE Content Provider 7 FUICER L TRWMERICBY UV TR RZEHTEKL
Cursor cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// *RA b 6%k BHRE Content Provider 7 7UMNLDERTH-TH. BRET—IDREMEHRIT S
/] HUTINZDEZE, 131 AWT—2DREUEHDT 51 28,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}

cursor.close();

}

public void onlnsertClick (View view) {
logLine ("[Insert]”);

/] diA 2k 3k JMEFES Signature Permission BT TUIZKYUEREINTWS I L ZHET D
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission ABEHT TUIZEYERSIN TN, 7);

return;

}

// R4 >k 4k FF% Content Provider 7 71 DIIBAEAN BHDIIBAZE THS Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert.test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TIXALY, ) ;

return;

}

// R4 >k 5k B4RIE Content Provider 7 7Y IZBIR L TEULMERICBRY VY TR MZEHTELY
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// KR4 > bk 6%k BE1BRE Content Provider 7 7 UMNLDIERTH-TH., HBRET—HDLEHUEHET S
/] B TIVZDEEE, 3.1 ANWT—20RLMZ2HET D] 238,
logLine(” wuri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Updatel”) ;

// KA bk 3%k HMBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
String correctHash = myCertHash (this) ;
if (ISigPerm. test(this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission BT TUIZEYERSIN TN, 7);

return;
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}

}

}

}

}

// kR4 > b 4% FIFS Content Provider 7 7Y DFIBAENBHDIIAZETHD L #HERET S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert.test(this, pkgname, correctHash)) {

logLine(” FIFASE Content Provider [ZB#7 7Y TIXAL, ) ;

return;

}

// %A 2+ 5k EHRE Content Provider 7 FJIZRR L TKULMERICRY VIV TR FZESHTELL
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args)

// *,RA 2~ 6k BIBRE Content Provider 7TUMNLDIERTH->TH., BRET—IDRLUEHRETD
[/ B TWIZDEEE, 131 ANT—20REMEHERT 5] 288,

logLine(String. format (" %s records updated”, count));

public void onDeleteClick (View view) {

logLine (“[Delete]”) ;

/] diA 2k 3k JEFES Signature Permission BT TUIZKYUEREIN TSI L ZHET D
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logLine (" JHETEZ Signature Permission AE#T7 TVICKYERSINTLEL, 7);

return;

}

// R4 >k 4k FF% Content Provider 7 71 DEIBAEAN BHDIIBAZE TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert.test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TIXALY, ) ;

return;

}

// *)RA >+ 5% B#tRE Content Provider 7 7 ICBIR L TLULMERICBY VIV TR FZEHTELLY
int count = getContentResolver (). delete (Address. CONTENT_URI, null, null);

// kR4 2k 6%k BHBRE Content Provider 7 7UALDERTH-TH, BRT—2DKEUZHEET S
/] B TIVZDEEE, 3.1 ANWT—20RLMZ2HET D] 238,

logLine (String. format (" %s records deleted”, count));

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

private void logLine(String line) {

mLogView. append (line) ;
mLogView. append (“¥n”) ;
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}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;

correctHash = correctHash. replaceAl 1 (" “, “");
return correctHash. equals (hash(ctx, pkgname)) ;
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}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackagelInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEREBAEEHNLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b&15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));

}
return sb. toString() ;

All rights reserved © Japan Smartphone Security Association. Content Provider Zf|fFH9 % 123



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

4.6.1.5. —BE59] Content Provider ZF|A3 3%

—BE5 Al Content Provider (&, EAMIZIZIELABD Content Provider THAN . BHED 7 TJIZX L T—E
24 5E URI AD 7O RA%EHE[F 5 Content Provider Téh b, ZZ TlE—BEFA] Content Provider 219 5%
Hik%ERBAT 5,

RAk
1. o T4THERE)IIAMIEO TIEHSAL
2. WBERTHDREMEHERTS

TemporaryUserActivity.java
package org. jssec. android. provider. temporaryuser;

import android. app. Activity;

import android. content. Intent;

import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class TemporaryUserActivity extends Activity {

// Provider Activity [CBE9 B 154R

private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryprovider”;

private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryprovider. TemporaryPassiveG
rantActivity”;

// FIF%® Content Provider 1&$R
private static final String AUTHORITIY = “org. jssec. android. provider. temporaryprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITIY + “/” + PATH);
}

private static final int REQUEST_CODE = 1;
public void onQueryClick (View view) {
logLine (" [Queryl™);

try {
if (!providerExists (Address. CONTENT_URI)) {
logLine(” Content Provider AF%E") ;
return;

}

/] Kk RAU b1k 2o T A THRBEREY VIR MIEDHTIEESHL

/] VOTRLERDT TIUNTILI 7 THEAEEMEND S,

// R FICRBINTEREDO L VVERTHNILY VTR MIEHTEH &KLY,

Cursor cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] *RA b2k BRT—2DREMEHERT D
/] B TIIZDERE, 3.1 ANT—2DRLUEHRET DI 258K,

124 All rights reserved © Japan Smartphone Security Association. Content Provider Z#|FH9 %



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}
cursor.close();
}
} catch (SecurityException ex) {
loglLine (" #I4+:" + ex. getMessage()) ;
}
}

/] COTF TIUN—BMET7 o RHFRIZER L. Content Provider I 7 TV AZEMICT YV EREA 25255 —R
public void onGrantRequestClick (View view) {

Intent intent = new Intent();

intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);

startActivityForResult (intent, REQUEST_CODE) ;
}

private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority O, 0);
return (pi != null);

}

private TextView mLogView;

// Content Provider 17 V) WNEEEIBIICC DT FUICT UV RHFA 25255 —R
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;
}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.6.2. L—ILTvY

Content Provider FIAABIZIZLLTDIL—ILESFHIE,

1. Content Provider D#ERT—2DEXEMEHERTS (WH7E)
2. JBXZ Signature Permission (. B#77UNEEL-LEHEELTHRATS (78)
4.6.2.1. Content Provider D#ERT—2NEREMETEET S (78)

Content Provider MAATIZ&->THETFIURIIZELGSZN, EAMIZITH R T —A2FNIET IEEICIX, FIHRAI
BRT—AADZEMFEZRLLZTNIERSELY,

FIFA % Content Provider A'/2Fd Content Provider M54 . 248 Content Provider IZEYFFEL=7ILOT
NHREBHERT —IZRELTAAEEMEL H D, FIFA S Content Provider A33E22BH Content Provider MiH&.
B—77IVANSKHERT —FEZITMAD TR EDLGVA  HERT—2Z2EENICRETHAHEEATILLA
LY, 2D Content Provider [CDWTH, PIFYHERT—2DREMEZHRTILELNH S,

3.1 AT —2DREMEHERT DI12SHBTHIL,

4.6.2.2. JE % Signature Permission (. Bt 77N ERLI-CLEHELTRIATS (78)
B#77IEITMSFIATESB4ERE Content Provider ZFI 3 %154 . JH B E % Signature Permission [
FYRELLZTNIEASELY, AndroidManifest.xml T®D Permission E%. Permission #|AEE 21T TIX{R#E

NA+92THAHT=8. 5.2 Permission & Protection Level JDI5.2.1.2 B FEZED Signature Permission T
B#HT7T)EET LA EIZSRTLHIL,
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I 4.7. Service #1E5%

4.7.1. YT )La—k

Service DEEFEITEHDY . TORISBHICES=AEZEBIRT BT LITH 5D, Service IZETHEFXFa)Ta
[CDOWTHERETRHEIT AN, YT ILa—FTIE Service DEEAZICEAZEBEVTHBAT S,
AndroidManifest.xml IZ#§ TE% exported 4° permission D& Z A (&, Activity EDIAVHR—F U bERIRT
HAHDT, AETIFFHMDERBRAZTITHIRL,

Service MEEAHEIL. startService ZFIFHT 515 & & bindService #FIFHT 555G EICKELLDINS,
startService & bindService A THIFATES Service ZERT A ELTEETIEH AN, T/AVT DLOT &
FEZDHEEMNERLI=ADNRLY,

Service DEEFEZFRETA-OIZ, LTOHRLGIER ICDOWTRIIZEITIZEIZH S,

ETHICT—2OPYRYZETIHN
SEDSHIE T DB (JLEEA Service N TEFET HH)
BT T)ET—EDPYRYZEFTIH

F—77RAIC Service #FDHE T, AlTOERELTETT HH
BHD )V T ANEREFIZNEY HhH

Yes

ETHPIZT—ED

PYRYETS?

No

SMERAN SIS B
DEITHEN?

BM7TIET—2D
PYRYETS?

77IADH IO+
ATEETS?

BROVITAE
REFHLIEBLI=LN ?

A2 N A2 A4
BATA 21478 2147C 247D 24 TE
startService startService bindService bindService bindService
(Service#f &) (IntentServiceff &) (Binder#i5k) (Messengerf{si f) (AIDL{ER)
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g%

Service MY T IILaA—KTlEa R—RUrO AR, IEARRIZDOWNTEHMASRBAXITHIELA, —fRMIZLTDT
O—TRETES, 6. ELQFERTET 5. exported & permission DFFHAERBAIL. Activity DELEES IR
LTIZLLY,

(e )

ServicelZftt D7

UhoRETEMN?
No
HUHELT7IIIE
HBEIATLSEM?
HUHLTT7TIE
EEN—EH?
No
\ 4 \ 4 \ 4
2471 21T 2 2173 21474
7 71) N Service /N BiService FR3E 22 BAService B #tBRE 22 BAService

EEIO—ICBEVWT AATIEREVHELRT 7 TV EHR T 5-OOEHRERENDBEITLL-O . AXETIIEA
#HELALY, AndroidManifest.xml [Z52Ei9 % exported & permission ZEDH B ERD¥RIZHES,

4T N Ex exported permission
24T 1 false mL
BALT 2 true mL
Protection Level = normal
2473 true _
(Protection Level = dangerous )
24T 4 true Protection Level = signature

BALT4IZE1+5 AndroidManifest.xml ~DEEHHI LU TIZHES,

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. typed”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />
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<{permission
android:name="org. jssec. android. service. type4. permission. USE_SERVICE”
android:protectionLevel="signature” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I-= Permission #H2NET7 TV IZAKET B4 —>

<{service android:name=".MyService”
android:exported="true”
android:permission="org. jssec. android. service. typed. permission. USE_SERVICE” />

<{/application>

</manifest>
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4.7.1.1. BA47 A - startService (Service #£xK)

RUIE#MZE Service TH D, Service EFTHIX/—T 445 —2a0N\—IZ7A4AVERTTBT7T)EERT 5,

RAVb
1. onStartCommand [ZEWWTEX ) TAFIvIETITE

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. typea”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=". ServiceTypeAActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

— &LHIZHEMA Service —>
I— intent-filter Z{FIFELMEEIL. exported=false [Z45d —>
<{service android:name=".ServiceTypeAService” />

<{/application>

<{/manifest>

ServiceTypeAService.java
package org. jssec. android. service. typea;

import android. app. Notification;

import android. app. NotificationManager;
import android. app. Pendinglntent;
import android. app. Service;

import android. content. Intent;

import android. os. IBinder;

import android.widget. Toast;

public class ServiceTypeAService extends Service{
public static final String EXTRA_USER_ID = “EXTRA_USER_ID”;
private NotificationManager mNM;

/] /=T 745—=ar D&, PTTUATERELEVLWKSIZT S,
// COIDEFMALT, /=T 745—2 a3 DRBERT EHET 5,
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private int NOTIFICATION_ID = 1;

// Service HNEEEIT S & EIZ1REHFIFUH SIS
@0verride
public void onCreate() {
mNM = (NotificationManager)getSystemService (NOTIFICATION_SERVICE) ;

/] H—EABEFELTWABIE/ —F4 745—>avIZRTT 5
showNotification();

Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;
}

// startService ) NIEIEN =B FEVH SN D
@0verride
public int onStartCommand (Intent intent, int flags, int startld) {

// *iA >k 15 onStartCommand ) A CTREBEEX VT A FI v I ETS

// Service FUH LBIAMSD/INS A —2 %#ZITERS
String userld = intent. getStringExtra (EXTRA_USER_ID) ;
if( isValidUserld(userld) ) {

// 0K

// TODO Service THifE L f= VLB

lelsef
/] INS A —R BERE Service 88T
stopSelf () ;

}

/] U—ERIZBATMICERTIES
// stopSelf %> stopService #RITLfz&EITH—EREHKTT 5
// START_NOT_STICKY (X, AEBUMNDLGENETKIll SNEHEICEHMICITERLEL
return Service. START_NOT_STICKY;
}

// Service BNET T B EZIC1RIEITHFUHEINS
@0verride
public void onDestroy() {

/[ 7—=T14 47— 3 VEFERRIITS
mNM. cance | (NOTIFICATION_ID) ;

Toast. makeText (this, “Service — onDestroy()”, Toast.LENGTH_SHORT). show() ;
}

/*k
* Service MEITRTHDI L E/ —TA4 714 7—2aN—IZRFTT D
*/

private void showNotification() {

/] /=T A4T747—2avn—IB85TE5ROT7A(aY, THXMEEE
Notification notification = new Notification(

R.drawable. ic_launcher, “Start Service.”,

System. currentTimeMillis());

/] /=T 4745—23 &y TLIzEEIZHEET S Activity ZIEE
Intent intent = new Intent(this, ServiceTypeAActivity.class);
Pendinglntent contentIntent = Pendinglntent. getActivity(this, 0, intent, 0);
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/] /=T 4 745—a DRFTEBEETE
notification. setLatestEventInfo(this, “Service is active.”,
“If you tap, showing Activity.”, contentlntent);

/] 7 —=T4T 47— 3 KRR
mNM. notify (NOTIFICATION_ID, notification);
}

/%%

* AI—H—IDNEETHEZ L EZHRT DS

* @param userld

* @return

*/

private boolean isValidUserlId(String userld) {
// TODO 21—+ —ID MIFE L ErER
return true;

}

@0verride

public IBinder onBind(Intent intent) {
// startService THEEIT 5 Service TIXFEHALY
return null;

Service ZXCEIT 518D Activity #FFE T 5, BIEID A A— XU T DHIZHE S,

& all @ 7:42

ServiceCreating

Simple Service

start service

stop service

type_a_activity.xml
<{?xml version="1.0" encoding="utf-8"7>
<LinearLayout xmlIns:android="http://schemas. android. com/apk/res/android” android:orientation="vertical” android:p
adding="4dip”
android:gravity="center_horizontal”
android: layout_width="fi||_parent”
android: layout_height="fil|_parent”>
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<{TextView
android: layout_width="fi||_parent”
android: layout_height="wrap_content”
android:paddingBottom="4dip”
android:text="Simple Service” />

I— Service ZHKT K2 > —>
<Button android:id="@+id/start”
android: layout_width="wrap_content”
android: layout_height="wrap_content”
android:text="start service” />

{1-- Service & TFBHK2> —>
<Button android:id="@+id/stop”
android: layout_width="wrap_content”
android: layout_height="wrap_content”
android:text="stop service” />

</LinearLayout>

ServiceTypeAActivity.java
package org. jssec. android. service. typea;

import android. app. Activity;

import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.view. View.OnCl ickListener;

public class ServiceTypeAActivity extends Activity {
private Context mContext;

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;

setContentView (R. layout. type_a_activity);
mContext = this;

// —EXBRRE >
findViewByld (R. id. start). setOnClickListener (new OnClickListener () {
@0verride
public void onClick (View v) {
Intent intent = new Intent (mContext, ServiceTypeAService.class);
// H—EXIZuserld #@49 %
intent. putExtra (ServiceTypeAService. EXTRA_USER_ID, “abc”);
startService (intent) ;

1D

/] H—ERELRE >
findViewByld (R. id. stop). setOnClickListener (new OnClickListener () {
@0verride
public void onClick (View v) {
Intent intent = new Intent (mContext, ServiceTypeAService.class);
stopService (intent) ;
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}

]
1D

@0verride
public void onStop () {

super. onStop () ;

/] U—ERBRT LTVWEWNMEEIFRTTS
Intent intent = new Intent (mContext, ServiceTypeAService.class);
stopService (intent) ;

134
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4.7.1.2. B4 B - startService (IntentService #&)

IntentService (& Service ## AL TSN TS IFR T, LTOHHELH S,

® RFIRLYRTETIND

o WMEAX 1—aUTEhB

Xa—AVTHBOROTILFRALYRIZESNT DREATHBRTES, T AALYFNERSN TEYEELE
BBibzhd,

Service EITHIE/—TAT17r—2a0 N\—IZ7AAVERTT b, Activity IZIE Service BT SR AV EEBRET
BhH%, IntentService A& L71= Service (XS ERMSHEHLAELMEEISE L TLAD T, FIERIVIZAELEL,

AP
1. onHandlelntent [CEWWTEX ) TA4FIvIEITOICE

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. typeb”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". ServiceTypeBActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{I-— IntentService Z##= L 1= Service —>
<I— intent-filter Z{tH74 LB (L. exported=false [Z# 5 —>
<{service android:name=".ServiceTypeBService” />

<{/application>

<{/manifest>

ServiceTypeBService.java
package org. jssec. android. service. typeb;

import android. app. IntentService;
import android. app. Notification;

import android. app. NotificationManager;
import android. app. PendinglIntent;
import android. content. Intent;
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public class ServiceTypeBService extends IntentService{
public static final String EXTRA_USER_ID = “EXTRA_USER_ID”;
private NotificationManager mNM;

/] /=T 445—=av DIk, PTTUATERELEVWKSIZT S,
// COIDEMALT, /=T 745—2 a3 DRBERT EHEHT 5,
private int NOTIFICATION_ID = 1;

/%%
* IntentService A L-I5E. SIMELOIVA SV 2 2RTHET %,
* INHNEWNMES., T5—I2H 5,
*/
public ServiceTypeBService() {
super (“CreatingTypeBService”) ;

}

// Service TITWWWLEEZ DAYy RIZEikd 3
@0verride
protected void onHandlelntent (Intent intent) {

// *kRA4 > k1% onHandlelntent ) R TEF 1 UTAFz VI %175

// Intent /85 A —4 DR

String userld = intent. getStringExtra (EXTRA_USER_ID) ;

if(isValidUserld (userld)) {
// 0K

lelse{
// EHE 515 stopSel f IEBEIMICIEIEN DD TEELGEC TR
return;

mNM = (NotificationManager) getSystemService (NOTIFICATION_SERVICE) ;
showNotification();

/] BRLY FIZIE->TWSDT, BRIOMDNEZT-o-TEHRLY
try {

// 5 BERY—F

Thread. sleep (5000) ;
} catch (InterruptedException e) {

}

/] 7 —T4745—3avEFERRIITS
mNM. cancel (NOTIFICATION_ID) ;
}

/*k

* AI—Y—IDAEETHD I LEHERT S

* @param userld

* @return

*/

private boolean isValidUserlId(String userld) {
// TODO userld DIEL M %#FER
return true;

}

/*x
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* Service WEITHRTHDIZ X/ —TF 4 T4 55— a3 VNnN—[ZRET D
*/

private void showNotification() {

/] =T A4 747— 3 N—ICEBIGTEHEOTAaY, TXRAMERE
Notification notification = new Notification(

R.drawable. ic_launcher, “Start Service.”

System. currentTimeMillis());

/] /=T 4745—=avERy T LIz EIZERET S Activity ZIEE
Intent intent = new Intent(this, ServiceTypeBActivity.class);
Pendinglntent contentIntent = Pendinglntent. getActivity (this, 0, intent, 0);

/| 7 —=TFT4745—a DRREBFEE
notification. setLatestEventInfo(this, “Service is active.”,
“If you tap, showing Activity.”, contentlntent);

/] 7 —T4 45— 3 kR
mNM. notify (NOTIFICATION_ID, notification);

Service ZBIAT B1=8 D Activity IZIE. REVZE1DLEIFLAT IR,

ol B 742

start service

ServiceCreating

IntentService

type_b_activity.xml
<{?xml version="1.0" encoding="utf-8"7>
<LinearLayout xmlIns:android="http://schemas. android. com/apk/res/android” android:orientation="vertical” android:p
adding="4dip”
android:gravity="center_horizontal”
android: layout_width="fill|_parent”
android: layout_height="fil|_parent”>

<{TextView
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
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android:paddingBottom="4dip”
android:text="IntentService” />

I— Service ZHKT K2 > —>
<Button android:id="@+id/start”
android: layout_width="wrap_content”
android: layout_height="wrap_content”
android:text="start service” />

</LinearLayout>

ServiceTypeBActivity.java
package org. jssec. android. service. typeb;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;

import android.view. View;
import android.view. View.OnClickListener;

public class ServiceTypeBActivity extends Activity {
private Context mContext;
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. type_b_activity);

mContext = this;

/] b—ERRBARE

findViewBylId (R. id. start). setOnClickListener (new OnClickListener () {

@0verride
public void onClick (View v) {

Intent intent = new Intent (mContext, ServiceTypeBService.class);

// H—E Rz userld #@ET 5

intent. putExtra (ServiceTypeBService. EXTRA_USER_ID, “abc”);

startService (intent) ;
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4.7.1.3. #47 C - bindService(Binder #:3E)

Binder 5 A% H:58 L T Service TEREL-#EEZXITUHLTIZIRETESELSIZF %, bindService #F| A3 5

T, COHENFL VT IVEREITED,

Activity M5 Service NEELIzAATI—RADAYYREFIRT 27 TIVEERT 5, Ff-. Service EfTH(E/—

TFADAT—2aAVIN—|ZTFAAVERTT B,

RAVb
1. onBind IZBWWTEFaUTAFIVIFTITE

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. typec”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". ServiceTypeCActivity”
android: labe|="@string/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I— Binder ¥ 5 X ##i5& L 1= Service —>
I— intent-filter Z{FIFELMEEIL. exported=false [Z45d —>
<{service android:name=".ServiceTypeCService” />

<{/application>

<{/manifest>

ICreatingTypeCService.java
package org. jssec. android. service. typec;

/*x

* Service MBI 2 AV Y FEEET 5,

* KYSAADAY v FIE, Activity hSREUHT,
*/

public interface ICreatingTypeCService {

/¥k
* AT—H2 R (XFH) €y b9 5
* @param status

*/
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public void setStatus (String status);

/¥k

* AT—H R (XFH) /T
* @return

*/

public String getStatus();

ServiceTypeCService.java
package org. jssec. android. service. typec;

import android. app. Notification;

import android. app. NotificationManager;
import android. app. Pendinglntent;
import android. app. Service;

import android. content. Intent;

import android. os. Binder;

import android. os. IBinder;

import android.widget. Toast;

public class ServiceTypeGService extends Service
implements ICreatingTypeCService {

public static final String EXTRA_USER_ID = “EXTRA_USER_ID";

/] AVBITI—REBLTEY FLEYREBT SIE
private String mStatus = “initial state”;

private NotificationManager mNM;

/] =T F4 =3 DIk, TTUVATEELLEWVWKSIZT S,
// CODEFALT, /—T14745—> a3 ORBERTEHET S,
private int NOTIFICATION_ID = 1;

/¥k

* Service TR T H1-DDY TR

*/

public class LocalBinder extends Binder {
ServiceTypeCService getService() {

return ServiceTypeCService. this;

]

]

@0verride
public IBinder onBind(Intent intent) {

/] *RA 1k oBind0RTEF2YTAFIVIETS

// Service BEUH LAIMDD/INS A —2 %2 (THS
String userld = intent. getStringExtra (EXTRA_USER_ID) ;
if( isValidUserld(userld) ){

// OK

// Service [ZHEET B=ODA TSy FEERT

return new LocalBinder () ;
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return null;

}

/%%

* A—H—IDNEETHIZLEHERT D

* @param userld

* @return

*/

private boolean isValidUserlId(String userld) {
// TODO 21—+ —ID MIFE L ErER
return true;

}

@0verride
public void onCreate() {
mNM = (NotificationManager)getSystemService (NOTIFICATION_SERVICE) ;

/] Y—EADREBFELTWABIX/ —TFT 4 745— 3 VIZRT TS
showNotification();

Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;
}

@0verride
public void onDestroy() {

/[ 7—=T14 47— 3 VEFERRIZTS
mNM. cance | (NOTIFICATION_ID) ;

Toast. makeText (this, “Service — onDestroy()”, Toast.LENGTH_SHORT). show() ;
}

/**
* Service WEITHTHIEE/ — T4 714 5—2aN—IZRFTTD
*/

private void showNotification() {

/] =T T747— 3 N—IZBIGTHHEDOTAI0 . TERMEEE
Notification notification = new Notification(

R.drawable. ic_launcher, “Start Service.”,

System. currentTimeMillis());

/] /=T 4 745—=arvERy T LI-LEIZRET S Activity ZHE
Intent intent = new Intent(this, ServiceTypeCActivity.class);
Pendinglntent contentIntent = Pendinglntent. getActivity (this, 0, intent, 0);

[/ I —=T4745— a3 DRREBEEFERE
notification. setLatestEventInfo(this, “Service is active.”
“If you tap, showing Activity.”, contentlntent);

/] —=T4745—a KRR
mNM. notify (NOTIFICATION_ID, notification);
}

// AELIzA>A27—R

@0verride

public void setStatus (String status) {
// v b LE=XEIIL, setStatus) THEBTE 5
mStatus = status;

}
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/] AELEA V8 T7—R

@0verride

public String getStatus() {
// getStatus) Tt v b LE=XFINEEWBT S
return mStatus;

Service ZBAIRT H71=8H D Activity [Z[&, bindService & unbindService #EE3 2 R2ELATORT 5,

& all B 7:43

ServiceCreating

extends Binder Service

start service

stop service

type_c_activity.xml
<?xm| version="1.0" encoding="utf-8"7>
<LinearLayout xmlIns:android="http://schemas. android. com/apk/res/android” android:orientation="vertical” android:p
adding="4dip”
android:gravity="center_horizontal”
android: layout_width="fil|_parent”
android: layout_height="fil|_parent”>

<{TextView
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android:paddingBottom="4dip”
android:text="extends Binder Service” />

{I— Service AT B HR42 > —>
<Button android:id="@+id/start”
android: layout_width="wrap_content”
android: layout_height="wrap_content”
android:text="start service” />

{I-—- Service & TF BRI~ —>
<Button android:id="@+id/stop”
android: layout_width="wrap_content”
android: layout_height="wrap_content”
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android:text="stop service” />

</LinearLayout>

ServiceTypeCActivity.java
package org. jssec. android. service. typec;

import android. app. Activity;

import android. content. GomponentName;
import android. content. Context;

import android. content. Intent;

import android. content. ServiceConnection;
import android. os. Bundle;

import android. os. IBinder;

import android.util.Log;

import android.view. View;

import android.view. View.OnClickListener;
import android.widget. Toast;

public class ServiceTypeCActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// Service IZER%ET B 4 7z —RIL. ICreatingTypeCService 7 SR E LTEETLS
private ICreatingTypeCService mServicelnterface;

// Service 1T BEFIZFET 53R 3, bindService TEET RIEAEINEIZL S,
private ServiceConnection mConnection = new ServiceConnection() {

// Service [CEf S NIzHEIZEEN D

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mServicelnterface = ((ServiceTypeGService. LocalBinder)service). getService();
Toast. makeText (mContext, “Connect to service”, Toast.LENGTH_SHORT). show() ;

/) AR TT—REBLT, Service [CEEENT-AY Yy FEER
Log. d(“dbg”, “status = “ + mServicelnterface. getStatus()) ;

mServicelnterface. setStatus (“running”) ;

Log. d("dbg”, “status = “ + mServicelnterface. getStatus());
}

// Service NEELRT LT, a7 a htIich=zG&IZFEND
@0verride
public void onServiceDisconnected (ComponentName className) |
// Service IFFIATEHZLDOTnull ZEY +
mServicelnterface = null;
Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show () ;

}s
@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;

setContentView (R. layout. type_c_activity);
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}

mContext = this;

/] —ERRBRE >
findViewByld(R. id. start). setOnClickListener (new OnClickListener ()
@0verride
public void onClick (View v) {
// bindService #1733
doBindService () ;

1D

/] H—ERELERZ >
findViewByld (R. id. stop). setOnClickListener (new OnClickListener ()
@0verride
public void onClick (View v) {
doUnbindService () ;
}
DR

@0verride
protected void onDestroy() {

}

super. onDestroy () ;
doUnbindService() ;

/%%

* Service [Z#Efd B
*/

void doBindService() {

}

if (! mIsBound) {
Intent intent = new Intent(this, ServiceTypeCService.class);
bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;
mlsBound = true;

/**

* Service ~DiEkEE IS 5
*/

void doUnbindService() {

if (mlsBound) {
unbindService (mConnection) ;
mlsBound = false;

{

{
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4.7.1.4. B47 D - bindService (Messanger {#F)

Messenger 75 AN 5, Binder ZE8 9 32REFZETRT . COHEIE. TOCRMEENTEEL =D SNET T &
EH#ET S Service DEEICLFIATES, £, BEEFa2—A0 TIN50, ALYRE—TIZEIET 2455HH H
b, 7Ot AMEIEEFIEEE T HEEHEIZ, AIDL(Android Interface Definition Language)ZFIA352&3
HEBM, AIRES (XRENBEHMTAL yRt—7% Messenger ZFIFALE=AHNERLY,

Activity THRLT= Messenger 772 x4/ k% Service ITEL. ZDAT VDAY Y% Service AITHEUHT
7 EERT B, T, Service BITH(F/—T 445 —2 30 N\—IZF(AVERTT b,

AP
1. onBind IZBWWTEFaAUTAFIVIFITIE

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. typed”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

AN— BLEBEOT7 TV r—avh 7Y 2 RAAREL Permission Z/ER —>

<{I— Protection Level [&. signature —>

<{permission
android:name="org. jssec. android. service. typed. permission. SIGNATURE”
android:protectionLevel="signature” />

{I—— Permission FRNEEZ LAZWLEBSD Service BEUH L TH SecurityException (2725 —>
<uses—permission
android:name="org. jssec. android. service. typed. permission. SIGNATURE” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". ServiceTypeDActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{l— Messenger Z##F|FH L 1= Service —>

{I— exported=true [T > TWBDT, Bl7 FVH5—LavhdT7HERTES —

<{service android:name=".ServiceTypeDService”
android:permission="org. jssec. android. service. typed. permission. SIGNATURE™>
intent-filter>

<action android:name="org. jssec. android. service. creating. action. TYPE_D" />

<{/intent-filter>

<{/service>

<{/application>
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</manifest>

ServiceTypeDService.java
package org. jssec. android. service. typed;

import java.util.ArraylList;
import java.util. Iterator;

import android. app. Notification;

import android. app. NotificationManager;
import android. app. PendinglIntent;

import android. app. Service;

import android. content. Intent;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;
import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;

import android. os. RemoteException;

import android.util. Log;

import android.widget. Toast;

public class ServiceTypeDService extends Service{

public static final String EXTRA_USER_ID = “EXTRA_USER_ID";
private NotificationManager mNM;

/] =T F4 =3 DIk, TTUVATEELLEWVWKSIZT S,
// CODEFALT, /—T14745—> a3 ORBERTEHET S,
private int NOTIFICATION_ID = 1;

/¥k

* DSAT O RELTERTIHENDITU K,

* Message. replyTo 74 —JL FIZO 54T > L®D Messenger v 9 %,
*/

public static final int MSG_REGISTER_CLIENT = 1;

/¥k

* D347 COEBERBRETO>HBEDIATULE,

* Message. replyTo 74 —JL RKIZO 54 TF7 > L®D Messenger v 9 %,
*/

public static final int MSG_UNREGISTER_CLIENT = 2;

/¥k

* Service DIRIFLTLDIEZ. BEREINTWEIIA TV MIEETHaTUE,

*/
public static final int MSG_SET_VALUE = 3;

// Service DY SA T M T—2EER)EZVRANTEET D
private ArraylList<Messenger> mClients = new ArrayList<{Messenger>();

/] DSATFT DD T—E2%2ET DL EIZHAT S Messenger

private final Messenger mMessenger = new Messenger (new ServiceSideHandler());
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/] 95 4T D DZITE - 1= Message £ F 5 Handler
private class ServiceSideHandler extends Handler {
@0verride
public void handleMessage (Message msg) {
switch (msg. what) {
case MSG_REGISTER_CLIENT:
/] D54 T2 bhbRITE 1= Messenger B0
mClients. add (msg. replyTo) ;
break;
case MSG_UNREGISTER_CLIENT:
mClients. remove (msg. replyTo) ;
break;
case MSG_SET_VALUE:
/] DSAT Y MIT—32%%%
sendMessageToCl ients () ;

break;
default:
super. hand|eMessage (msg) ;
break;
}
}
}
/%%
* DSAFTURMIT—4%%5%
*/

private void sendMessageToClients () {

/] D54 T7 2 NMIREET BHIE

String sendValue = “I am Service.”;

/] BEINTWBDISAT Y b, IBEBIZTEETS
// W—T&PT remove LTERTDT—HIZT I EALEZLDT Iterator #FIAT 3
Iterator<Messenger> ite = mClients. iterator () ;
while(ite. hasNext () {
try {
// Message.obj 7 4 —JL FIZXF5ZEY +
Message sendMsg = Message. obtain(null, MSG_SET_VALUE, sendValue);
Messenger next = ite.next();
next. send (sendMsg) ;

} catch (RemoteException e) |
/] VAT B EELBEWVGSIE. YR MMSEYERL
ite. remove () ;

}

@0verride
public IBinder onBind(Intent intent) {

// )k RA2 b1k onBind)RTEF2VTAFTVIETS

// protectionLevel=signature TIREINTWNEI LDEREZTS
if( ! isProtectionLevelSignature() ) {
Log.d(“dbg”, “The protection level is not signature.”);
return null;

}

// Messenger hvi5> Binder #ERfg
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return mMessenger. getBinder () ;

}

@0verride
public void onCreate() {
mNM = (NotificationManager)getSystemService (NOTIFICATION_SERVICE) ;

/] H—EABEFELTWAEIE/ —F4 745—>avIZRTT 5
showNotification();

Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;
}

@0verride
public void onDestroy() {

/[ 7—=T14 47— 3 vEFERRIZTS
mNM. cance | (NOTIFICATION_ID) ;

Toast. makeText (this, “Service — onDestroy()”, Toast. LENGTH_SHORT). show() ;
}

/%%

* Permission @ Protection Level A\ signature THBZ E&HRT S
* @return

*/

private boolean isProtectionLevelSignature() {

try |
// Permission 1§D ENE
Permissionlnfo permissionlnfo = getPackageManager ()
.getPermissionInfo(“org. jssec. android. service. typed. permission. SIGNATURE”
PackageManager. GET_META_DATA) ;

// Protection Level ZFEER
i T (permissionInfo. protectionLevel == PermissionInfo. PROTECTION_SIGNATURE) {
return true;

}

} catch (NameNotFoundException e) {
// Permission RO S H LGS
}

return false;

}

/*k
* Service MEITRTHDI L E/ —TA4 714 7—2aN—IZRFTT D
*/

private void showNotification() {

/] /=T A4T747—2avn—IB85TE5ROT7A(aY, THXMEEE
Notification notification = new Notification(

R.drawable. ic_launcher, “Start Service.”,

System. currentTimeMillis());

/] /=T 4745—23 &y TLIzEEIZHEET S Activity ZIEE
Intent intent = new Intent(this, ServiceTypeDActivity.class);
Pendinglntent contentIntent = Pendinglntent. getActivity(this, 0, intent, 0);
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/] /=T 4 745—a DRFTEBEETE
notification. setLatestEventInfo(this, “Service is active.”,
“If you tap, showing Activity.”, contentlntent);

/] 7 —=T4T 47— 3 KRR
mNM. notify (NOTIFICATION_ID, notification);

Service ZBAIRT B71=8 D Activity [Z[E. bindService & unbindService #E 3 2 R2EL AT IMLTUNVS,

& all @ 7:43

ServiceCreating

Messenger Service

start service

stop service

type_d_activity.xml
<?xm| version="1.0" encoding="utf-8"7>
<LinearLayout xmlIns:android="http://schemas. android. com/apk/res/android” android:orientation="vertical” android:p
adding="4dip”
android:gravity="center_horizontal”
android: layout_width="fil|_parent”
android: layout_height="fil|_parent”>

<{TextView
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android:paddingBottom="4dip”
android:text="Messenger Service” />

{I— Service AT B HR42 > —>
<Button android:id="@+id/start”
android: layout_width="wrap_content”
android: layout_height="wrap_content”
android:text="start service” />

{I-—- Service & TF BRI~ —>
<Button android:id="@+id/stop”
android: layout_width="wrap_content”
android: layout_height="wrap_content”

All rights reserved © Japan Smartphone Security Association. Service 5 149



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

android:text="stop service” />

</LinearLayout>

ServiceTypeDActivity.java
package org. jssec. android. service. typed;

import android. app. Activity;

import android. content. GomponentName;
import android. content. Context;

import android. content. Intent;

import android. content. ServiceConnection;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;

import android. os. RemoteException;

import android.view. View;

import android.view. View.OnClickListener;
import android.widget. Toast;

public class ServiceTypeDActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// Service ML T—4 ERET DL EIZHAT S Messenger
private Messenger mServiceMessenger = null;

// Service IZT—AR%EEETSHEEZIZHAT S Messenger
private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler());

// Service M 5= (+H > 1= Message I F % Handler
private class ActivitySideHandler extends Handler {
@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case ServiceTypeDService. MSG_SET_VALUE:
// Service Tl&. Message.obj 74 —JL FIZ{EZtEY FLIzDT, obj 74 —IL FZEIWHBT S
String value = (String)msg. obj;
Toast. makeText (mContext, “get string : “ + value,
Toast. LENGTH_SHORT) . show () ;
break;
default:
super. hand|eMessage (msg) ;

}

// Service &3k d ABFIZFIAT A3, bindService TEEIT ZBEIINEIZL D,
private ServiceConnection mConnection = new ServiceConnection() {

// Service [ZEfiSNI=5EIZEEN D

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service) ;
Toast. makeText (mContext, “Connect to service”, Toast. LENGTH_SHORT). show() ;
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try |
// Service IZE% ® Messenger %iEd
Message msg = Message. obtain(null, ServiceTypeDService. MSG_REGISTER_CLIENT) ;
msg. replyTo = mActivityMessenger;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) |
// Service REERT L TL=HGE
}

// 5 #i&IZ Service M SEEERIGT 5 Message £i%1ET 5
Runnable r = new Runnable() {
@0verride
public void run() {
try {
Message msg = Message. obtain(null, ServiceTypeDService. MSG_SET_VALUE) ;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) |
// Service NEERT LT EE
}

};

Handler h = new Handler () ;
h. postDelayed(r, 5000) ;
}

// Service NEERTLT, a9 arvhgash-8B&IZMEENS
@0verride
public void onServiceDisconnected (ComponentName className) |
Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show() ;
}
};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. type_d_activity);
mContext = this;

/] Y—ERRBRE >
findViewById(R. id. start). setOnClickListener (new OnClickListener () {
@0verride
public void onClick (View v) {
// bindService ZE£179 %
doBindService () ;

DR

// H—ERELRE >
findViewById (R. id. stop). setOnCl ickListener (new OnClickListener () {
@0verride
public void onClick (View v) {
doUnbindService() ;
}
DR
}

@0verride
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protected void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/¥k
* Service [ZHE#ET D
*/
void doBindService() {
if (! mIsBound) {
/] IV =23 VBTHRUET I EEBEL T, Action TEEL TS
Intent intent =
new Intent (“org. jssec. android. service. creating. action. TYPE_D”) ;
bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

}

/%%
* Service ~MDIEHEEYIET S
*/
void doUnbindService() {
if (mlsBound) {
unbindService (mConnection) ;
mlsBound = false;
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4.7.1.5. B4 E - bindService (AIDL {£)

AIDL 774 IVEERL. 12371 —REERT 2REHETRT , COFEE. TOCRABEENATRELT=SH. ST
T EEET BIERIZEFARIRETH S, 1=12L. Messenger AT HHEEIEELY . ALYRFE—TTIEALD
TEET D,

Activity BITERL=a—)L/\wH% Service IZEL. Service MHa—)L/NWIAYYRZRVH T 7TV EERT S,
Service EITHRIE/—TA4T747—23VITT7A4V%ERTT S, 168, eclipse @ ADT(Android Development
Tools) 7S5 1 #FMALTHRELTLWSIGEIEL. AIDL 77/ ILEER T HEEBMIZTA V2T —ADNER SN S,
UTOFITIE. BEIERLIzA 37— REFERALI 26 /2 3T71—RXIS5 X% java I—R TIEEEHL TLVELY,

AP
1. onBind IZBWTEFaUTAFIVIFTIE

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. typee”
android:versionGode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

AN— BLEBEOT7 TV r—avh 7Y 2 RAAREL Permission Z/ER —>

<{I— Protection Level [&. signature —>

<{permission
android:name="org. jssec. android. service. typee. permission. SIGNATURE”
android:protectionLevel="signature” />

{I—— Permission FRNEEZ LAZWLEBHSD Service BEUH L TH SecurityException (2425 —>
<uses—permission
android:name="org. jssec. android. service. typee. permission. SIGNATURE” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". ServiceTypeEActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I— AIDL ZFIF L 1= Service —>

{I— exported=true [T > TWBDT, Bl7 FVH5—2avhbT7HERTES —

<{service android:name=".ServiceTypeEService”
android:permission="org. jssec. android. service. typee. permission. SIGNATURE™>
intent-filter>

<action android:name="org. jssec. android. service. creating. action. TYPE_E” />

<{/intent-filter>

<{/service>
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<{/application>

</manifest>

EREHITIXAIDL 77 IILE2 DR T S, 12(%. Service H 5 Activity [IZT—2ZET F=HDaA— )L\ L2487
I—RT.H312(F Activity BITHELFzO—IL/\wY% Service ITET-HODAURZT—XTH D, 143, AIDLT
FAIIZERB T B/ 04— A1, java I7 M4 IILIZEEBR T B/ \wir—I A LRARIZ, AIDL 774 IVEERR S 5T 1L%
FIBEBIC—HESEIVELH D,

ICreatingTypeEServiceCallback.aidl

package org. jssec. android. service. typee;

interface ICreatingTypeEServiceCallback {
/%%
* [ENEDL>-BHFICEUHEIND
*/

void valueChanged(int value);

ICreatingTypeEService.aidl

package org. jssec. android. service. typee;
import org. jssec. android. service. typee. ICreatingTypeEServiceCal Iback;

interface ICreatingTypeEService {

/**

* A—)LIN\Y I EEKRT S

*/

void registerCal Iback (ICreatingTypeEServiceCal Iback cb);
/**

* A—J)LINY U BB B

*/

void unregisterCal Iback (ICreatingTypeEServiceCal |back cb) ;

ServiceTypeEService.java
package org. jssec. android. service. typee;

import android. app. Notification;

import android. app. NotificationManager;
import android. app. Pendinglntent;

import android. app. Service;

import android. content. Intent;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;
import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteCal IbackList;
import android. os. RemoteException;
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import android.util.Log;
import android.widget. Toast;

public class ServiceTypeEService extends Service {
public static final String EXTRA_USER_ID = “EXTRA_USER_ID”;
private NotificationManager mNM;

/] /=T 445—=av DIk, PTTUATERELEVWKSIZT S,
// COIDEMALT, /=T 745—2 a3 DRBERT EHEHT 5,
private int NOTIFICATION_ID = 1;

private static final int REPORT_MSG = 1;

// Service ™Y AT 2 MIBEMT BHIE
private int mValue = 0;

[/ A=Y Y EBRTEAF Tk,

// RemoteCal IbackList MIRHIT B AV KIZFA LY KE—TIZH>TWV5,

private final RemoteCallbackList<ICreatingTypeEServiceCallback> mCal Ibacks =
new RemoteCal |lbackList<ICreatingTypeEServiceCal lback> () ;

// A—ILiINy H IR LT Service ™5 T—42 E%£IET S1=6HD Handler
private final Handler mHandler = new Handler () {
@0verride public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
// BEIZERBT S
// beginBroadcast () [X. getBroadcastitem() TEEmIgEE I E—Z R LTS
final int N = mCal Ibacks. beginBroadcast () ;
for (int i =0; i <N; i++) {
ICreatingTypeEServiceCal Iback target = mCal lbacks. getBroadcastItem(i) ;
try |
// Service THEELTWAEZY 547> M@
target. valueChanged (++mValue) ;

} catch (RemoteException e) |
// RemoteCallbackList AAa—JL/Sw I ZEE L TWLWADT, ZZTlXunregeister LAY
// RemoteCal lbackList. kill ) IC&k > TE&THEKRIND
}
}
// finishBroadcast () [£. beginBroadcast () &xfIZ7%: 5 ALIE
mCal Ibacks. finishBroadcast () ;

// S HBRICHEYRT
sendMessageDe | ayed (obtainMessage (REPORT_MSG), 5000) ;
break;

}

default:
super. hand|eMessage (msg) ;
break;

} // switch

};

// AIDL TEZELIzA V2T —X
private final ICreatingTypeEService. Stub mBinder = new ICreatingTypeEService. Stub() {
public void registerCal Iback (ICreatingTypeEServiceCallback cb) {
if (cb != null) mCallbacks. register (cb) ;

All rights reserved © Japan Smartphone Security Association. Service 1%

155




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

}
public void unregisterCal lback (ICreatingTypeEServiceCal Iback cb) {
if (cb != null) mCallbacks. unregister (cb) ;
}
}s

@0verride
public IBinder onBind(Intent intent) {

/] *kIRA b1k onBind0ATEXF2UTAFIVIETS

// protectionLevel=signature THREINTWND ZLEDEREITS
if( ! isProtectionLevelSignature() ) {
Log.d(“dbg”, “The protection level is not signature.”);
return null;

}

return mBinder;

}

@0verride
public void onCreate() {
mNM = (NotificationManager) getSystemService (NOTIFICATION_SERVICE) ;

/] Y—ERXADREBFELTWABIEX/ —TFT4745— 3 VIZRT TS
showNotification();

Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;

// Service NEITHDEIL. THMIZA LI ) AV M LERFEZEMNT S
mHand | er. sendEmptyMessage (REPORT_MSG) ;
}

@0verride
public void onDestroy() {

/[ 7 —=T14 47— 3aVEFERRIITS
mNM. cance | (NOTIFICATION_ID) ;

Toast. makeText (this, “Service — onDestroy()”, Toast.LENGTH_SHORT). show() ;

/) A=Wy ) EETHERKRT S
mCal Ibacks. kill () ;

mHand | er. removeMessages (REPORT_MSG) ;
}

/*k

* Permission @ Protection Level A\ signature THBZ & &HRT S
* @return

*/

private boolean isProtectionLevelSignature() {

try {
// Permission [53RMDEE
Permissionlnfo permissionlnfo = getPackageManager ()
.getPermissionInfo(“org. jssec. android. service. typee. permission. SIGNATURE”
PackageManager. GET_META_DATA) ;

// Protection Level ZFER
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i f (permissionInfo. protectionLevel == PermissionInfo. PROTECTION_SIGNATURE) {
return true;

}

} catch (NameNotFoundException e) {
// Permission MEDM LGS
}

return false;

}

/%%
* Service WERITHTHDIZEER/ —TF 4 T4 55— a3 VNnN—ZRET D
*/

private void showNotification() {

/] =T T747—= 3 N—I BT HHEDOTAI . THEFRAMEEE
Notification notification = new Notification(

R.drawable. ic_launcher, “Start Service.”

System. currentTimeMillis());

/] 7 —T4745—3 02y TLELEEICEBT S Activity Z2HFE
Intent intent = new Intent(this, ServiceTypeEActivity.class);
Pendinglntent contentIntent = Pendinglntent. getActivity (this, 0, intent, 0);

/] 7 —T4745— 3 DRFEBZEE
notification. setLatestEventInfo(this, “Service is active.”,
“If you tap, showing Activity.”, contentlntent);

/] 7 —T4745— 3 kR
mNM. notify (NOTIFICATION_ID, notification);

Service ZBAAT A= ®D Activity IZI&. bindService & unbindService #Ei 3 5 R2EZL A7 ML TS,

& all @ 7:44

ServiceCreating

AIDL Service

start service

stop service
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type_e_activity.xml
<{?xml version="1.0" encoding="utf-8"7>

adding="4dip”
android:gravity="center_horizontal”
android: layout_width="fi||_parent”
android: layout_height="fil|_parent”>

<{TextView
android: layout_width="fi||_parent”
android: layout_height="wrap_content”
android:paddingBottom="4dip”
android:text="AIDL Service” />

{1-- Service ZFRT HR2 > —>
<Button android:id="@+id/start”
android: layout_width="wrap_content”
android: layout_height="wrap_content”
android:text="start service” />

{I— Service & TI BHRE> —>
<Button android:id="@+id/stop”
android: layout_width="wrap_content”
android: layout_height="wrap_content”
android:text="stop service” />

</LinearLayout>

<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”

android:orientation="vertical” android:p

ServiceTypeEActivity.java
package org. jssec. android. service. typee;

android. app. Activity;
android. content. ComponentName;
android. content. Context;

android. content. Intent;

android. content. ServiceConnection;
android. os. Bundle;
android. os. IBinder;
android. os. RemoteException;
android. view. View;

android. view. View.OnCl ickListener;
android. widget. Toast;

import
import
import
import
import
import
import
import
import
import
import

public class ServiceTypeEActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// AIDL TEZRLI=A 22T —RX, Service Mo DBEMEZITE S,
private final ICreatingTypeEServiceCallback. Stub mCal [back =
new ICreatingTypeEServiceCallback. Stub() {
@0verride
public void valueChanged(int value) throws RemoteException {
Toast. makeText (mContext, “value =~

}

}s

// AIDL TEZE LA 42T x—RX, Service ~NEHT 3,

+ value, Toast.LENGTH_SHORT). show();
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private ICreatingTypeEService mService = null;

// Service MRS BBEICRIAIT 5473, bindService TEE T HIFAFINEIZL S,

private ServiceConnection mConnection = new ServiceConnection() {

// Service [ZEFINIZIBEICFEIEN S

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mService = ICreatingTypeEService. Stub. asInterface(service) ;

try{
// Service [ZiEdE
mService. registerCal |back (mCal Iback) ;

}catch (RemoteException e) {
// Service NEEKRT LI-i5&
}

Toast. makeText (mContext, “Connected to service”, Toast. LENGTH_SHORT). show () ;
}

// Service BERELTLT, a7 arhgilIh=15&ICEEhS
@0verride
public void onServiceDisconnected (ComponentName className) |
Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show();
}
};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. type_e_activity);
mContext = this;

/] Y—ERRBRE >
findViewById(R. id. start). setOnClickListener (new OnClickListener () {
@0verride
public void onClick (View v) |
// bindService #%E179 %
doBindService() ;

DR

// H—ERELRE >
findViewById (R. id. stop). setOnCl ickListener (new OnClickListener () {
@0verride
public void onClick (View v) {
doUnbindService() ;
}
b
}

@0verride

public void onDestroy() {
super. onDestroy () ;
doUnbindService() ;
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/¥k

* Service [Z#E#Ed 5

*/

private void doBindService() {

}

/¥k

if (! mlsBound) {
/] FTUr—2a ETHUHET I EE2EELT. Action TEELTWS

Intent intent =

new Intent (“org. jssec. android. service. creating. action. TYPE_E”) ;
bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;

mlsBound = true;

* Service ~NDIEHREYIET S

*/

private void doUnbindService() {

if (mlsBound) {

/] BELTW:=-LSREANHIEEIL6HE
if(mService 1= null) {
try{

mService. unregisterCal Iback (mCal |back) ;

}catch (RemoteException e) {
// Service NEERLRT LT =I5E
// AIBEEL

}

unbindService (mConnection) ;
mlsBound = false;
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4.7.2. W—ILTvY

Service RERFICITILULTDIL—ILEFHE,

1. REMEE®D Service [FIEABARTET S (WH7E)
2. JREEZ Signature Permission (&, B 7 TN EELI-CLEHELTHATS (WH7B)
3. EHETBRAIY T Service DHEEEXIRET HHFHITET S (WH78)
4.7.2.1. WNERFEFAD Service IFIELAHFZTET S (WH7E)

TFUR(F=IE RLC UID) TOAERAENS Service [EIEABEET S, XY thDT7T)VMERET
Intent Z2(TEROTLEIEMNGELKRY 7T DEEELEFIAESI S, 7T DEEICREEZE-THEOHREFLHC
ENTED,

ZDFiEILFEE T, AndroidManifest.xml [ Service ZE & T DKRIZ. exported EE% false 25217 THS,
intent-filter ZABL TLAEWGE L. exported BHEDTIAILMEEL T false @RI D, LHL.
intent-filter ZBL TL\AIG &L, TIAILMED true [ZHREZDTEENDBETH D,

— HIZHEMT Service —>
{I— intent-filter Z{tIFT4LMEE(X. exported=false 2425 —>
<{service android:name=".ServiceTypeAService” />

<{lI— Messenger Z#F|FH L 1= Service —>

{I— exported=true [CHE>TWWBDT, 7 FVr—>avhob7IoRTES —

<{service android:name=".ServiceTypeDService”
android:permission="org. jssec. android. service. typed. permission. SIGNATURE™>
<intent-filter>

<action android:name="org. jssec. android. service. creating. action. TYPE_D" />

<{/intent-filter>

<{/service>

4.7.2.2. ¥BE % Signature Permission (&, B#77UNERLI-CEEEZELTHRATS (7E)

B#7TIEITMSFIRATESB4RE Service 21E5156 . J B E % Signature Permission [IZ&KY{RELL T
(F725750Y, AndroidManifest.xml T® Permission . Permission EXREE (1 TIXREN T+ TH 1=
&.75.2 Permission & Protection LevelJ0DI5.2.1.2 B EZD Signature Permission TE# 77 E#ET
HEIEERTEIEL,

4.7.2.3. EETBHIMI7 T Service DIREFRMTINEHET S (WH28)

Intent /NS A—2DFEEEOH H EZ Signature Permission QiR L=t F 1) TF+F v % onCreate IZA
NTIEWFEELD, ZOEHBIE. Service BNEBIFIZHFHLOVEREZ(F1-LZFIZonCreate DALEAEESNALV =8
THD, LIz >T, startService IZ&>THEEIN S Service #EE T 5154 L. onStartCommand
(IntentService ZFAT 5ZE(E onHandleIntent) THIEZITHEITNIEESAELY, bindService THIET S
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Service ZRE T DB ELRBEDIENE ZSHD T, onBind THIEZELLIFNIEESELY,
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I 4.8. SQlite £{£5

AXETIE SQLite ZHEALTT —2R—RDERB L TIREEITOIRITEX 1T L TEREITREREF LD D,
FHRAUME, T—ER—RT7AIV DT VL REQBEUEREE SQL 12z 92avldT 5K TH D,

T BEENDOT —IN—RIFAIDZEAEETEH T EHTITITHRET H) LG T—IN—XIFICIT
(FFEE 9 Content Provider M/ \yIIUROTTBRETOERZRNIRET D, Ff-. HAIREELV I T4TLIE
HEHOTWBILEEBEELTLSD, T3 THRVNGEEEMT TN DB ENDFRAEETER(T51-HICELIITE
(FAREREBERATHLEHENDT D,

4.8.1. Yo7 )La—kK

4.8.1.1. T—AR—XDIERLIRE
Android 7)) TT—ER—Z%ZHS51F A . SQLiteOpenHelper ZEHT B3 ETT—ER—RIT7AILDEY 4
BRESLUVTIVEREDHRE DT TINT VA TELNWEE) N TES, ZCTIH. 7TVEEHFICT—2IN—
AEERL. Ul EDST—2DRER-EBIN-EE -HIRETSBELTTIEHIC, HAEBALDAAITH L THRIEL
SQL AETEINHBNESIZSQL AoV zoiavwE LYo T ILa—REFRT,

=Y TERBIRIBLT 5,

Name of User-1
Name of User-2
Name of User-3
Name of User-4
Name of User-5
Name of User-6
Name of User-7
Name of User-8
Name of User-9
Name of User-10
Name of User-11
Name of User-12
Name of User-13
Name of User-14
Name of User-15
Name of User-16
Name of User-17
Name of User-18
Name of User-19
Name of User-20
Name of User-21
Name of User-22
Name of User-23
Name of User-24
Name of User-25
Name of User-26

<_

Info of User-1
Info of User-
Info of User-3
Info of User-
Info of User-
Info of User-6
Info of User-7
Info of User-
Info of User-
Info of User-10
Info of User-
Info of User-
Info of User-13
Info of User-14
Info of User-15
Info of User-16
Info of User-17
Info of User-18
Info of User-19
Info of User-20
Info of User-21
Info of User-22
Info of User-23
Info of User-24
Info of User-25
Info of User-26

=

il Name of User-13

1 274 I)LDEEICEALTIE., SQLiteOpenHelper DAY XLZ92 D 2 518 (name) [TT77 4L DX /XA BIEET
Z5, BIZIE. SD hH—FDESEN AT AT HEERELIIGEICIEMDOT T INDHEAHAEESHEEEICHLIGEELH

BNTIENVBETHD,
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RAUb:

2. T—HARN—X{ERKIZIZ SQLiteOpenHelper #ERAY %

3. SQLAVY O av DR FEELTANEZE SQL XIZERTHIEEICIETTL—RAKRILEZFRATS
4. SQLAUT o ar DREHLERERELTT TIEBHIZR>TARNEEFTVITH

SampleDbOpenHelper.java

package org. jssec. android. sqlite;
import org. jssec. android. sqlite.R;

import android. content. Context;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. database. sqlite. SQLiteOpenHelper;
import android.util.Log;

import android.widget. Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQLiteDatabase mSamp | eDb; J/BYES T—R ERIRT AT —IR—X

public static SampleDbOpenHelper newHelper (Context context)
{
//% R4 >k 15 DB 4ERKIZIE SALiteOpenHe lper Z{FEAT %
return new SampleDbOpenHe |per (context) ;

}

public SQLiteDatabase getDb () {
return mSampleDb;

}

//Writable E— FTDB #RBf<
public void openDatabaseWithHelper () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (ImSampleDb. isReadOnly())// BRICHRAEEABETAH— TV FH
return;
mSamp | eDb. close () ;
}
mSampleDb = getWritableDatabase(); //CDEBEETH—Trahb
} catch (SQLException e) {
[/ T—EAR—RBEICKRL-GEOTE R
Log. e (mContext. getClass (). toString(), mContext. getString R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;
return;

}

//ReadOnly £— KT DB i<
public void openDatabaseReadOnly() {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (mSampleDb. isReadOnly())// B%IZ ReadOnly TH—T 2 FEH
return;
mSamp | eDb. close () ;
}
SOLiteDatabase. openDatabase (mContext. getDatabasePath (CommonData. DBFILE_NAME) . getPath(), null, SQLiteD
atabase. OPEN_READONLY) ;
} catch (SQLException e) {
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[/ T—AR—REEICKBLI-BAOTHA

Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;
return;

}

//Database Close
public void closeDatabase () {
try |
if (mSampleDb != null && mSampleDb. isOpen()) {
mSamp | eDb. close () ;
}
} catch (SQLException e) |
[/ T—AR—ABEIZKRLI-GEOTHA
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_CLOSE_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;
return;

}

//Context ZH X T <
private Context mContext;

//T—TIWAERRa<T Uk

private static final Strlng CREATE_TABLE_COMMANDS

= "CREATE TABLE “ + CommonData. TABLE_NAME + “ (”

“_id INTEGER PRIMARY KEY AUTOINCREMENT

“idno INTEGER

“name VARCHAR(” + CommonData. TEXT_DATA_LENTGH_MAX + “) NOT NULL
“info VARCHAR(” + CommonData. TEXT_DATA_LENTGH_MAX + )~

N o
v

+ o+ o+ o+ o+

public SampleDbOpenHelper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;
mContext = context;

}

@0verride
public void onCreate (SQLiteDatabase db) {
try {
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB #&Ea <> FDOEIT
} catch (SQLException e) {
[/ T—EAR—RBEICKRL-GEOTE R
Log. e (this. getClass (). toString (), mContext. getString(R. string. DATABASE_CREATE_ERROR_MESSAGE)) ;

}

@0verride
public void onUpgrade (SQLiteDatabase arg0, int argl, int arg2) {

// TD0 F—EAR—ZADN—2 3 v 7y THICETSNS, T—A4BTHEEONEERRT S
}

DataSearchTask.java (SQLite Database 70T )

package org. jssec. android. sqlite. task;
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import org. jssec. android. sql ite. CommonData;
import org. jssec. android. sql ite. DataVal idator;
import org. jssec. android. sqlite.MainActivity;
import org. jssec. android. sqlite.R;

import android. database. Cursor;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. os. AsyncTask;

import android.util.Log;

[/ T—RBEIRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {”_id”, “idno”, “name”, “info”};

Cursor cur;

//hIRA b3k FIVS—S 3 VBRI TANEZFIVvITS
if (!DataValidator.validateData(idno, name, info))
{

return null;

}

//BIEHLEnull 2= 52H8RET D)

if ((idno == null || idno. length() == 0) &&
(name == null || name. length() == 0) &&
(info == null || info. length() ==0) ) {
try {

cur = mSampleDB. query (CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString(R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;

}

return cur,

}

//No BMEE SN TULV=5 No TIHRFE
if (idno != null && idno. length() > 0) {
String selectionArgs[] = {idno};

try {
//hRA Y k2% TL—RKRILEZFEARATS
cur = mSamp|leDB. query (CommonData. TABLE_NAME, cols, “idno = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
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return cur,

}

//Name DHEE SN TULVI= 5 Name TRE—BIRER
if (name != null && name. length() > 0) {
String selectionArgs[] = {name};
try {
//hRA k2% TL—RKRIVLTEFERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “name = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//FENLUNDBET info ZEMEIC L THS—BRE

String argString = info.replaceAl | ("@”, "@@"); //AH&ELTRZITHo1= info AD$ZT RS —T
argString = argString. replaceAl | ("%”, “@%"): //AH&ELTRZITER >z info ADYZ TRy —F
argString = argString.replaceAl | ("_", “"0_"); //AHELTRZITER > inffo AD_Z2 TRy —TF
String selectionArgs[] = {argString};

try |
//kRA k2% TL—RKRILEZEZFERTS
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “info LIKE '% || ? || "% ESCAPE '@ ”, selectionA
rgs, null, null, null);
} catch (SQLException e) |
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

@0verride
protected void onPostExecute (Cursor resultCur) {
mActivity. updateCursor (resultCur) ;

}

DataValidator.java
package org. jssec. android. sqlite;

public class DataValidator {
[/ ANEEZFzVITHB
//BFEFTvY
public static boolean validateNo(String idno) {
//null, ZEXXF( 0K
if (idno == null || idno. length() == 0) {
return true;

}

//BFTHAHILEHERT S
try |
if (lidno.matches (“[1-9]1[0-91%")) {
//BFLUNDEIETS—
return false;

}
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} catch (NullPointerException e) {
AYA
return false;

}

return true;

}

/] XFFIORSEHARD
public static boolean validateLength(String str, int max_length) {
//null, ZEXFIE 0K
if (str == null || str.length() == 0) {
return true;

}

[/IXFFDREIHAMMXLUTTHDZ EFFARS
try {
if (str.length() > max_length) {
JNMAX KUY RWEFIXIS—
return false;
}
} catch (NullPointerException e) {
/11T
return false;

}

return true;

}

/] ANAEF VY
public static boolean validateData(String idno, String name, String info) {
it (lvalidateNo(idno)) {
return false;

}
if (lvalidateLength (name, CommonData. TEXT_DATA_LENTGH_MAX)) {

return false;

}
if (lvalidateLength (info, CommonData. TEXT_DATA_LENTGH_MAX)) {

return false;

}

return true;
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4.8.2. L—ILTvY

SQLite ZFERATAMEICITUTDIL—ILEFDHE,

1. DBI77AMILDERESZF. 7O AEREZELERET S
2. DB BERFICAIZE/NSA—FEMIBEIFTL—RRILTE#ERT S
3. #7F)E DB TF—a2ExHEEFISE S Content Provider TZ Ot R &I 3

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

4.8.2.1. DBI7AMILDEEBGFT. 7O AEREELERET S (WH7H)

DB Z7MILDT—EDREEEZZT-I5E. DB J7MILDEBREBETIVEAERDBREZELETEEITREE
BLERTHD,

BIZIE. Z7ANDT O REEZELERELI=DHYTH,. SD A—FEGETIRREDRELITALEVGATICEEL
TWAIGEICIE., NS THET U RAAEEL DB I7MILICHESTLES, £z, 7IU—23 T+ LA ICERELZS
ATH. 7O RREBRZELSRELBVWEERILEWT VR EHFLTLESICEICHS, XTI BBEBISFTET V&
AERBZEICDONTTFIRNEREEFER, TNEER T H-ODHEICDOVTEHRAT S,

FIEREBRET IV ERERFZEICTDOVTIE. BD I7MILU(T—NERETIERANSERZDE LITD 2 mEElk
TIDLENDS,

1. (&2 & 15 Fr ) Context#getDatabasePath(String name) TR TEBD 7 7ML NAPHEHIC K- TIE
Context#getFilesDir() TEETE574I/IL T DIEATICERET 52
2. (7Y tR#ERR)MODE_PRIVATE(=77 A JVEERLIZ7 TUDH N TR AHE) E—FIZERET S

D2 REERTAHIET MDTITIMNST IR TELL DB 774 ILDEREITICENTES,

RIZ. INLEERT 5= DHETHS, SQLite D DBI7AILEER T HFBRELTIIRDELEDHHY . ZhTh
ELLESCETERERERTHIENTES,

1. SQLiteOpenHelper Z{EAY %
2. SQLiteDatabase#openOrCreateDatabase B ##HI %
3. Context#openOrCreateDatabase B#%E AT 3

FHERICEALTEHEAHANDT 1 DT DEBAZMA T,

SQLiteOpenHelper Zf#EFH¥ 3

2 EELDBEMERETEITIVETHAGAESHEREZEZAON (MO TTUDSIET I RN TELWTAILS (Vv
—TTHVE) DY T IAHILZUT DINAHLRBTES,
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SQLiteOpenHelper #FEAT 5156 . FARBILHFYZLDIEEEZECTEHELLY, SQLiteOpenHelper ZIREL
=05 REERL. AV ARNSU2MD 5150 BD DERI(T7AILAIZEHLND)3FIEET NIX. BEIMIZLEEDEF
A T1EHE#KTI=-9 DB I7MILEEFR LT NS,

SampleDbOpenHelper.java
JIRAU b1 T—AR—XZEHEET HI1Z1& SQLiteOpenHe lper #ERT 5
public class SampleDbOpenHelper extends SQLiteOpenHelper {

/| T—BR=RT74IL%

private static final String DBFILE_NAME = “Sample. db”;

/] F—=BR=ZADN—T3 Y

private static final int DB_VERSION = 3;

//Context 52 T <
private Context mContext;

//T—TIWAERRa<T UK

private static final String CREATE_TABLE_COMMANDS
= “create table SampleTable (”

“_id integer primary key autoincrement
“idno integer unique not null,

“name text not null, ”

“info text”

oy oo,
[

+ o+ o+ o+ o+

public SampleDbOpenHelper (Context context) {
super (context, DBFILE_NAME, null, DB_VERSION);
mContext = context;

}

@0verride
public void onCreate (SQLiteDatabase db) {
//RA > k2 :DBHET Y+ RABEZ onCreate NEITSN B
try {
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB #&Ea <> FOEIT
} catch (SQLException e) {
[/ T—AR—RBEIZKBLZIGEOTER
Log. e (this. getClass (). toString (), mContext. getString(R. string. DATABASE_CREATE_ERROR_MESSAGE)) ;

}

@0verride
public void onUpgrade(SOLiteDatabase arg0, int argl, int arg2) {

// TD0 F—EBR—=ZADN—=avT7 v THICRTEING, T—2BITHEONEERZRT S
}

MainActivity.java
public class MainActivity extends Activity {
SQLiteDatabase mSamp | eDb; J//RYZS T—2 2N T 5T —2R—X
Samp |eDbOpenHe Iper mSampleDbOpenHelper; //HRA4 > k1 : T—RR—X %45 J B(ZI1% SOLiteOpenHe lper Z{ERAT 5

- KRR - - -

3 (FFRaAVMIEE@BIEARLIAY) SQLiteOpenHelper MDEETIE DB DARIIIET7AILDITILINREIEETEAHD T,

SD h—F%GET U RIERDEETELEWSESAMDNRRANERET ANSINGVLITEFENBETH D,
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/*x Activity HEERFOLIE */

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

J/RA b1 T—ER—XEHEET BI21% SOLiteOpenHe lper ZEAT 5
mSamp | eDbOpenHe Iper = new Samp|eDbOpenHe lper (this) ;
try {
//RA > k2 :DBHET Yt ABEIZ onCreate NETESh D
mSampleDb = mSampleDbOpenHe | per. getReadableDatabase(); //CDEETA—ToEh b
} catch (SQLException e) |
[/ T—AR—ABEIZKRLI-GEOTHA
Log. e(this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;
return;

}

//RAUIZKT B RFTDRE
Button okButton = (Button)findViewBylId(R. id. ok_button);
okButton. setOnGl ickListener (new OnClickListener () {

@0verride

public void onClick (View v) |
[/TFTVr—2avE8TT5
finish() ;

b

//DBAMERR S EFrEBEEICER TS 5
TextView infoView = (TextView)findViewById(R. id. info_view);
String infoText = getString R. string. info_prefix)

+ mSamp | eDb. getPath ()

+ getString (R. string. info_suffix);
infoView. setText (infoText) ;

SQLiteDatabase#openOrCreateDatabase {9 %

SQLiteDatabase#openOrCreateDatabase B#iz#EFAL T DB D1EREITOHE . FFK &L DB 771 ILDIEE
ZIDIVINATITOREL HD, TDT=H . Al D (BREIZAT) DBEWEET=T SIT7MILNREERET HRETH
%,

7O ZAERIZEAL TIX. MODE_PRIVATE ERIZELLEIZHIBEESNAT=HO. 77/ IILOEBRENELITNIET TR
FHIZEETREAIEAL,

SQLiteDatabase#openOrCreateDatabase() D{EHH
SQLiteDatabase db:
try |
// ”/data/data/<package>/databases/Sample. db” 2T 7 A ILZERT %
db = SQLiteDatabase. openOrCreateDatabase (getDatabasePath (“Sample. db”, null);
} catch (SQLException e) {
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[/ T—B3R—RAF—TUIZRELI-IG&O0 KA
Log. e(this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;
return;

Context#openOrCreateDatabase Z{# MR35

SQLiteDatabase#openOrCreateDatabase()B#iZz{# AL T DB DEREITIEE . F7MILD T I R¥EREA
T3V TRETILENHY . BARMIZ MODE_PRIVATE #3159 %,

T7AILOEEICELTIX. DB & (771 IILAIZERAINS) DIEEZ SQLiteOpenHelper LRIFRIZITADDT. B
BHICER DX ) TAEBEBER =T I7AILNRIZTFAILDMER SN D, T=12L. ZIL/AREIEETESNDT SD
h—FHEFIEEL=5E . MODE_PRIVATE ZEELTHMTTUNST I RAAREIZHE>TLEIDTEEN B E
THd,

DB (X3 U CBAZRI(C 7 T2 REFRIEREZIT DI : MainActivity.java
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;

setContentView (R. layout. main) ;

[/ T—RAR—RADIEE
try {
//MODE_PRIVATE %% 7% L T DB #{ERk
db = Context. openOrCreateDatabase ("Sample. db”,
MODE_PRIVATE, null);
} catch (SQLException e) {
[/ T—EAR—REEICKRLIBEEOTHEA
Log. e(this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;
return;
}
//EE TN LnE

LIEAHIZ, T AHERDEZE X MODE_PRIVATE £&5HETLUT® 3 %A HY. MODE_WORLD_READABLE
& MODE_WORLD_WRITABLE (% OR JEH CRIFFEE T 5 &1 TES, MODE_PRIVATE LIS EESIHE1TT T

DEHICELLALE TCIERKEERICRIITHIEEHEHHT S,
® MODE_PRIVATE R T T DHFEHEZTTHE
® MODE_WORLD_READABLE e 7 ) (XA EETTHE, A AR DH
® MODE_WORLD_WRITABLE ERT7 ) I AEETTEE, T EZRAAHDH
4.8.2.2. 1h771)& DB T—4%H£FIT S5 AE Content Provider TZIERFHIHT S (WH7E)

thD7FT)EDBT—REHEITHFEELL T, DB TI74 /L% WORLD_READABLE. WORLD_WRITABLE &L TYERK
L DT TIDSEET VLA TESLIICT BEVSIHELH D, LHL. COHETIEDBIZFZVERTET7T T
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DB ~DFEEZEHIBRTELZL =0, BRILBVMEF (TTN ST —REHAEEINDLLH D BRELT. T4
DHEECESHICHENELY., TV 7 OREMRELG YT HAREEMELEZ O D,

LLEDZEMS, Android IZELT DB T—4% it 7 7)) L F I 315 &1, Content Provider 252 &%58<
E#HT 5, Content Provider ZFS5Z&IZ&LY . DB 12T 270 RGIHEER TELL0V5EF 1) T DE R
MEDA)YREIH T, DB AF¥x—<#E&E% Content Provider RIZERINNTEBR LR ADA) YD
%o

4.8.2.3. DB BERICAIENIA—RERIBZERTL—RARILIEFERTS (WH78)

SQLAV DY avERCEVNIEKRT, FEDANEE SQLXITHAATEFITL—RARILFEHERATEHIRET
0%, TL—RRIVFEFEAL- SQL DEFTHEELTIIUTD 2 DDHEEZEIFHIENTES,

1. SQLiteDatabase#compileStatement() % {8 F§ L T SQLiteStatement # W B 3+ 5, T D % .
SQLiteStatement#bindString(). bindLong()REEFERAL T/ATA—4ETL—RARILFIZEET S

2. SQLiteDatabese 25ZX®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()&
EFRUHETRICTL—RRILA & -1 SQL XEFERT S

8. SQLiteDatabase#compileStatement()Z{E AL T, SELECT a7 FE#E{TT 554,
[SELECT a7 FDEERELTEED 1 ER( 71 5B LARBTELLY)
ELSHIENHZDTHENESNS,

ELLNAREFESIHZETH. IL—RARIFICEZ ST —AORBREERIT TV r—av BRI >TFIvY
SNTNBDIENEFLLY,

UTT. ENETNDOAEIZDOVLTEIRAT S,

SQLiteDatabase#compileStatement)ZER T 5IGE:

WhDpBETYRFT—RRT—b AR THD U TOFIETIL—RRILIAT—2%EET

1. SQLiteDatabase#compileStatement()ZEHAL TIL—RFRILEEE AT SQL X% SQLiteStatement &L
THET 5,

2. {EmRL1= SQLiteStatement A7 xSRI LT, bindLong()bindString()&E DAY yRZEFERALTIL—R

RILAIZERET %,
3. SQLiteStatement #Z77 T HkD execute)HEE D AYYRIZE>T SQL #E1T74 3,

TURT—RAST— A MERAFI : DatalnsertTask.java (3ki%)
//T—5BMERY
public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;
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private ProgressDialog mProgressDialog;

public DatalnsertTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride

protected Void doInBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

//T—73 BhINANE
//TL—RKRIVEEFERT S
String commandString = “insert into SampleTable (idno, name, info) values (?, ?, 7)7;
SOLiteStatement sqlStmt = mSampleDB. compileStatement (commandString) ;
sqlStmt. bindString (1, idno);
sqlStmt. bindString (2, name) ;
sqlStmt. bindString (3, info);
try {
sqlStmt. executelnsert () ;
} catch (SQLException e) |
Toast. makeText (mActivity, R.string. UPDATING_ERROR_MESSAGE, Toast. LENGTH_LONG) ;
}

return null;

- EBE - - -

HOMLHEITT S SQL XEAT DI LTHERL THEENTA—EE L TIIDHEH TH S, EITTHNEIFEE
LTWBDT, SQLA Dz oiav AT HRMIIEE, Ff=, SQLiteStatement A TPV MEBFIATHIET
WBHEREFHDENTEDELNDI AV H D,

SQLiteDatabase MR T HEZNERAD AV YR EERTHHA:
ERNERITRESATOSAYVREFERTHB S L TOFIRTT —4ZET .
1. TL—RRILEEEATLZSQL XERAET S,

2. TL—RKRILFIZEY K TSHT—42% ContentValues [2&ExT 5,
3. ZNEBADAY YR (ZZTIE insert() 12 SQL X & ContentValues #ELTETT 5,

BUIBAXAY v RZz{EHT 345
private void addUserData (String idno, String name, String info) {
String commandString = “insert into SampleTable (idno, name, info) values (?, ?, 77;

//EOZL S (B, §&F) Fzvy., TRF—TNE

if (lvalidatelnsertData(idno, name, info)) {
[/ T—=LavERBLAEMNIZBE. OJHEA
Log. e (this. getClass (). toString (), getString(R. string. VALIDATION_ERROR_MESSAGE) ) ;
return
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/[ oY —bF BT DERE

ContentValues insertValues = new ContentValues();
insertValues. put ("idno”, idno);
insertValues. put ("name”, name) ;
insertValues. put ("info”, info);

//Insert 21T

try {
mSamp | eDb. insert (“SampleTable”, null, insertValues);

} catch (SQLException e) |
Log. e (this. getClass (). toString (), getString(R. string. DB_INSERT_ERROR_MESSAGE)) ;
return;

ZOHITIX. SQL v REEER @S9, SQLiteDatabase AZt T 2/ H—MLUBRAD AV YREFERALTLS,
SQL avURZEEFALLGL=O. ZOHEL SQL 102023 DRMITLBNEEZ . BHE. RED AR E
LT execSQL(). update(). delete(). query(). rawQuery(). replace()nHY. FALKXSIZFERT BHENTES,
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4.8.3. PNV RR

4.8.3.1. SQLX® LIKE RFEETTAILRHA—FEERTIRIC IRy —TNEBEET
LIKE BEDTAILEA—R (%, D) EEOXFIETLU—ARILFDANELLTHEALIIGE. TOFEELETAIL
FA—RFELTHEET 51 REIGLTERIICIR T —TREBEHET BELNH D BELGT—RELTIETAILF

A—RZEEEDIF ("%"0"") ELTHRV=WDMEEN B TIEFES,

ERICIRT—TREBIE LT DY T ILa—FD&5IZ ESCAPE AFFERLTITSZEMNTES,

LIKE ZF A Ui & DT Ao — TR D)
[/ T—R3REIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id”, “idno”, "name”, “info”};

Cursor cur;
- B - - -

//info Z&MHIZLT like 8 FE (EHH—5)

J/RAD b DA FA—FIZHET EXFIXIRrT—T0ET 3

String argString = info.replaceAl | ("@”, "0@"); //AAHELTZITH 1= inffoAD$ZEI RSy —T
argString = argString. replaceAl | ("%", “@%"). //AHBELTRZITE 1= info RDYE TRy —7F
argString = argString.replaceAl | (“_", “@_"); //ADEL TR T 1= infoRAD_FITRYy—F
String selectionArgs[] = {argString};

try {
//RA Uk TL—RKRILEEFERT S
cur = mSamp|eDB. query (“SampleTable”, cols, “info LIKE "% || ? || '% ESCAPE '@
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast. makeText (mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG). show();
return null;
}

return cur,

}

@0verride

protected void onPostExecute (Cursor resultCur) {
mProgressDialog. dismiss () ;
mActivity. updateCursor (resultCur) ;
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}

4.8.3.2. TL—RRILFZEHERATELGL SQLATURITHLTHBANZEES

T—TILDERACHIBRAED DB AT /N R ELT- SQL XEERITTBHE. T—IILBLHEDEIZHL
TIL—RFRIEZFESEIETELGULD, EAMIZIE, TL—RARILE OERATEEMEIZRLT MDA RS
FEEODXFEINEFERTEEIBT —IN—RADKITTRETHLY,

HEHROBEE LDFIRTIL—RARIIL A EFRATERWVMGES L. ANEICEENBEONESHETRIICHEZRL, BE
HBERT CENNEELD,
HEARMIZIZX.

1. XFINRFA—BRELTERTIEE . XFOIRT—TOI+—MLEZET

2. BUENSA—FRELTHEATHEE. BFUNOXFARALTWVENEZHRT S
3. HAF.aVURELTERYTSEE. 1. [TMA, FRATEGLXFAEENTIVRNWLEHEET S

ERET 5o

SR

http://www.ipa.go.jp/security/vuln/documents/website_security_sqgl.pdf

4.8.3.3. TRARICTEAR—RADESHI N TONGEN O DR EREIT

SQtheOpenHeIper#getReadabIeDatabase getWritableDatabase Z{#FALTDB DAV XA RERBFLI-15
EBLDAYYREFMALTY DB A ESTTRGBRETCAH—T oI 54, £1=.
Context#openOrCreateDatabase. SQLiteDatabase#openOrCreateDatabase % EH R TH D,

NE. TINRECEEDTFESICLYERET DB OFHFEESTMATLEI(BFMASN TLED) ATHEMEE

BRLTWS, EERBIC (i77°')0)1:|:$§<l_‘§é EDEFETHIETEDEZEALNDN ., 7T DRFERMRELE | A EX
UL#Z\E(DQL\%%&% 9 BDBEIE. T—IR—RERAMYERATA—T T HILT, RETORIID BRI
VWWTR7T)REDOR LIZENDGEENHDD T, KRICHLTREEZEEHT 5.

B {krIZIE. SQLiteDatabase#openDatabase [Z OPEN_READONLY Z{EELTTF—4R—RE4+—T T3 5,

HAMDEHATT —IN—REA—-T>I3
.- BEE - - -

4 getReableDatabase (FEAMIZIL getWritableDatabase THF3T 2D ERMLA T IMERT , TARI T IV
EDKRTEFTAAABEA T DV MEERTELGWGEEIC)—RFA V) —DA TPV ERT EVS KR THD

(getWritableDatabase T4 RV 7V EEDKRTIEETIS—L%5),
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/] T—=BAR=ZADA =T (T—ER—RIFERFHET B)
SQLiteDatabase db
= SQLiteDatabase. openDatabase (SQLiteDatabase. getDatabasePath (“Sample. db™), null, OPEN_READONLY);

28 http://developer.android.com/reference/android/database/sqglite /SQLiteOpenHelper.html -
getReadableDatabase()

4.83.4. 7TVr—2avDERICR-STDB DA AT —EDEZEMEFIVITE

SQLite (FRZERLET—HN—IXTHY.DB LT Integer ELTEESNTLWSIHSALICHLTXFROT—4%
KBNS HIENARETH D, DBRD TR HERZETC L TOT—INEXDXFT—RELTDBAIZHEMHME
NTWW%, D=, Integer BDASLIZHLTXFINEDIRE( LIKE ‘%123% GE)EITITELRBETH D,
F7=. VARCHAR(100) O &LSIZT—2DHRAREZHEBLTEZINULOREIOT—EANANARETHIHE.
SQLite TOEDHIRR (I L HEFER) (ZEAF TSR,

CD1=8%.SQlite ZEAYTHT7 TV r—avid, CDEL57% DB DFEISERELTFEIE T —45% DB [ZHE#ILT-
YERGLIZYLGEWESIZT TV —2av DBEJIZLED > TRAT 2B ENH D LD FEELTIIRD 2 DA
Hbo

1. FSET—HA—RITKMT BB, HORSUEDEHH—BLTOSHERT S
2. FHEA—ZNBEEDELLE, TN EEAOR RS THLOERT 5

LT Tl BIELTANED 1 U EOBETHBLERITET HRT .

Bl : APDFT—IH 1 U EDEFTH D E&HERITD (MainActivity.java K DIk
public class MainActivity extends Activity {

- KRR - - -

//BhnnEE
private void addUserData (String idno, String name, String info) {
/MNoDF vy
if (lvalidateNo(idno, CommonData. REQUEST_NEW)) {
return;

}

//T—3 BN
DatalnsertTask task = new DatalnsertTask (mSampleDb, this);
task. execute (idno, name, info);

- KRR - - -

private boolean validateNo(String idno, int request) {
if (idno == null || idno. length() == 0) {
if (request == CommonData. REQUEST_SEARCH) {
//RBRDEBORFIEIRIEEZ KIZT S

return true;
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} else {
[/BRBELEBLSNDEE null, EXFFIS—
Toast. makeText (this, R.string. IDNO_EMPTY_MESSAGE, Toast.LENGTH_LONG). show() ;
return false;

}

//BFETHD_ELEHERTD
try |
// 1 ULEDE
if (lidno. matches (“[1-9] [0-91+")) {
//BFLUNDBEIETS—
Toast. makeText (this, R.string. IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG) . show();
return false;
}
} catch (NullPointerException e) {
//EBDr—RXTlEH Y BEL
return false;

}

return true;

- EBE - - -

4.8.3.5. DBIZ#E#HT 5T —RDL\TDHESE

SQLite TIX, T—2Z& 77 ILIZHEINT BERICUT D LIBREIZHEOTNS,

HERZECETOT AN EXDXFT—HELTDB I7/ILAICKHSN S
DB IZX L CT—2DHIBRET>THT —2B{KIE DB 77/ LD BHIBRENZL (HIBRT— I DMHD#)
T—RZEHLI-HEEL DB I7MILAICIEEHAID T —2LHIBRESN T EZoTLVS

LoT, BIBRENTFNET 1D ERA DB I7 M IILRIFEZT=FEDIREICLG> TV DA HEMEA H D, CDIHFETH. K
XEIZH->THEZHEL . Android DtEFa)TAHENFDTHNE T TVEELEZEILT —2T711L
[CEET7IVEASNADEELGL, 7220, JL—MME%E Android DRERBZIELTI7AMILEIREHEINST]
BEMEEZ DL EDRRICKEGEEEFEZ 5T —AABMENTLSIHEEIZ(E, Android REMBICRESENT
—SRELRELGTNIEGSEN,

NHDEHITEY., IHRAIL—MESNIZZE THLTFOIREAH AL ILEELT —F(L SQLite D DB [ZEDFEF
BT RETIEEGN ESLTHEELGT —HERME S D E/TLV S SIZEESEL-T—42%18#M I 5. DB £/
ST S GEDHENBEELD,

ERICESIENARELISE . BEIEICESBORNPCI—FO#FLGEARAXEDHELEALZEENZ LD T,
BRRTESRRAIVNIMNDREGT —4ZHRIT7T)DRERICZEMR~NDERELEDT S,

LTFIZE, BBELTTAR—REBHIL T EF1TIVERBNALTH
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4.8.3.6. [8%&]SQLite T—AR—R%IE 513 A(SQLCipher for Android)

SQLCipher [, T—3R—X 774/ )L DEBHIAL 256 Evb AES DI SLZ IR 9 5 SQLite H:3k TH 5. |WEE(L.
A—F2V—ZABSD SAtUR)bEh., Zetetic LLC IZ&->THF-BEIN TS, ENSILOHRTIE,
SQLCipher &, /%7 /QT . 7v7IL® i0S TIHELFEAIATINS,

SQLCipher for Android Z7O< Yk &, Android IRIEIZH (T3 SQLite T—EXR—ADIZEDFHE LS -IFES
{tZHR—r3TBIEEXEHELTIND, EZH#D SQLite M APl % SQLCipher ARIZHERT A ET. R EIEE &
RLa—T 4 T ClREItEN=T—EAR—RZFATEDLSIZH-TLVS,

£ M8 https://quardianproject.info/code/sqglcipher/

fELVA

TIVREEIILUTDIDDEE%EF SHZET SQLCipher M FIAMNEAEIZE S,

1. Z77U4H5—=23>®d lib T«4L 2 KYIZ sqlcipherjar & & U . libdatabase_sqlcipher.so .
libsqlcipher_android.so. libstlport_shared.so ZE&E3 %,

2. EBTODY—RITF7AILIZDWNT, import THE SN TLVS android.database.sqglite.* # £ T
info.guardianproject.database.sqlite.* [ZZE Y %, L&, android.database.Cursor [EZDFEFHE M
AEETH D,

3. onCreate()DHTT—AR—REMEEL. T—EIR—REA—TUFBEITNRT—FEEET 5.

R/ O — R
SQLiteDatabase. loadLibs (this) ; //E£9 5S4 T51) % Context ZEHL THEALT S
SQLiteOpenHe Iper. getWritableDatabase (passwoed) : //BI#IE/SXRT—F (String® £Fa7IZRBLIEEDERE)

SQLCipher for Android [Z#ZER A T/A—23> 1.1.0 THY. 2.0.0 A BAFEITH T RCA NARSh TS
KR THS, Android IZHITHEHAEEC APl DREMHEVNSETSERRIASDELLSH, AT Android
THIFATREL SQLite DIEEEV ) a—Sav L TRETT 2R MIEH S,

SATSVER
SQLCipher ZER 3 3=OIZIE SDK ELTEFNTLWAUTDI7AILDNLELL S,
® assets/icudt46l.zip 2,252KB
IO /system/usr/icu/ LATFIZ icudt46l.dat MEELEWMESICHELLS,

icudt46l.dat NEOMSHMEE ., 2D zip HAfRESNTHERASINS,
® libs/armeabi/libdatabase_sqglcipher.so 44KB
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® libs/armeabi/libsglcipher_android.so 1,117KB
® libs/armeabi/libstlport_shared.so 555KB
Native 51473'J,
SQLCipher M #)#A0—KBE (SQLiteDatabase#loadLibsOFEUHE LEF) 2 AR ENS,

® libs/commons-codec.jar 46KB
® libs/guava-r09.jar 1,116KB
® libs/sqlcipher.jar 102KB

Native 54T SVEFUHT Java 5173,
sqlcipher.jar ALY, ®&IE sqlcipher.jar hoBBEIN TS,

Ai:$95.12MB
f=1f2L. icudt46l.zip (X2 ESNhbE 7MB 12 EIZH 5,
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I 4.9. TPAILEES

T7AIVERSE., EX 1) T4 EZBETARERAUMNIDWTHRRS,
EZETARERAUMNEI. T7MULDEDESBIBE THEAINEINZE>TELLID T, FTESNERTEZI7M)L
DEAATERIETEIENHETHS.

49.1. Yo7 )La—kK

T7A4ILDEAT (XL TOI7O—THIETES,

( L& )

Yes
I7A IVt T T
THRRATEMN?

I7AIVERIRTS
T EHoMLSH
BHESNTLEN?

FELRTFAIL BRT7AIL IN—FF—RET7AIL
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4.9.1.1. FEX/BRITI7AILEHRD

R—77)RNETTERSNEI7ILTH D, RORAUMIKREMFTTEET HL,

RAUb

1. #tO7FTIVHFRATEEVLSICTSAR—E—RFTI7MILEHED

2. SDA—REDSEEEREEZFERAL TGS

3. BEOHLIT—REWOMEEEFIELD, T7MIILDFEAEEHFITEYGFvIEERT D

UsingTypelActivity.java

package org. jssec. android. file.using. typel;

import java. io. BufferedReader;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. IOException;

import java. io. InputStreamReader;
import java. io.PrintWriter;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. EditText;
import android.widget. TextView;
import android.widget. Toast;

public class UsingTypelActivity extends Activity {

/] 774 IE
private static final String FILE_NAME = “sample_typel. txt”;

/] T7AINEERAHRNBEANT B EditText
private EditText mWriteEdit;

/] TT7AINHERAHRABRERTT S TextView
private TextView mReadText;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. using_type_1_activity);

// View #E&
mWriteEdit = (EditText) findViewByld(R. id.write_edit);
mReadText = (TextView) findViewByld(R. id. read_text);

}

/*k

* EEFRAHARE D ONE

*

* @param view

*/

public void onGlickWriteButton(View view) {

boolean isError = false;
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try |
/] Z7AIERL
/] kiRA 2k 1k 7TYRRET 74 JLILMODE_PRIVATE #$5 €T 5
/] hRA b2k AEREEBIZTI7MILERET D
!/ NBEREBEEICTIFAILERTETDHET Y ERFIRMAFZETETHLY)
FileOutputStream fos = openFileOutput (FILE_NAME, MODE_PRIVATE) ;
PrintWriter pw = new PrintWriter (fos) ;

/] hRA kI EFATEDOF VY
/] A—F—ANEZFERTIIEEEEEOHDIT—FDEEELH S
if (IvalidateText (mWriteEdit. getText (). toString())) {

/] FvHhIS—DEE

// Toast ‘R L T T I 54

Toast. makeText (this, “validate error.”, Toast.LENGTH_LONG).show();

return;

}

/] Z7AIIZEERAD
// EditText TAASNFRBEEZEZALTH
pw.printin(mWriteEdit. getText (). toString());

pw.close () ;
} catch (FileNotFoundException e) {
// TS—EOLE
// Toast &9 %45l
isError = true;

}

/) MBET AvE—T% Toast RRT S
String text = “write completed. ”;
if (isError) {
/] BERT
text = “write error.”;
}
Toast. makeText (this, text, Toast.LENGTH_LONG). show();
}

/**
*

FHRAHRE L DILIE

St

*
* @param view

*/

public void onClickReadButton (View view) {

boolean isError = false;

try {
/] Z7AIERL
FilelnputStream fis = openFilelnput (FILE_NAME) ;
BufferedReader br = new BufferedReader (new InputStreamReader (fis)) ;

/] Z7AINERAHAD

StringBuffer buff = new StringBuffer();

String line = null;

while ((line = br.readLine()) != null) {
buff. append (I ine). append ("¥n”) ;

}

br.close();

184
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if (lvalidateText (buff. toString())) {
/) FryHsTS—0BE
// Toast ‘R L T T I 54
Toast. makeText (this, “validate error.”, Toast.LENGTH_LONG). show() ;
return;

}

/] BARAANTERABRERTT S
mReadText. setText (buff) ;
} catch (FileNotFoundException e) {
/] TS —BOLE
// Toast &R9 %4l
isError = true;
} catch (IOException e) |{
/] TS—BOLE
// Toast &9 %4l
isError = true;

}

// MISET A vt—C% Toast RTRT S
String text = “read completed.”;
if (isError) |

/] BERT

text = “read error.”;

}
Toast. makeText (this, text, Toast.LENGTH_LONG). show () ;

}

// TODO LLFIEBIBDF vy AV Yy FER
[/ FToH Ay FRKE, €27 3—F 1 YIRE V- FIZA>TRET 5

private boolean validateText (String text) {
// TODO fEDF vy #EET S
return true;

/] kRA 3k BEDHDT— S ERAMBARMEIENDS, T—20REEHREST S &
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4.9.1.2. BEAIZFAILEHRD

TREZROTTINTIELRATHIENTELI7AINTHD, T7MILDRFRE SD A—FED /N EPRIBEEIC
LB & E 7V RHBRNTELRN D RMICIDRILTE1D, RORAUNIKREFFIFTTEET HIE,

RAk

1. o T4 ERIIEBHRLEVN(EZACHENHDIGEIIFESIETS)

2. AIRELRYGZEARYER. F-EEZAABERDIEEEZLTI7ZANILEERT S
3. 7ML DHEHAEERHICTT—INRETHAI_LEHERTD

MEPREIREEICRET S YT ILa—F

UsingTypeZ2InternalActivity.java
package org. jssec. android. file.using. type2;

import java. io. BufferedReader;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. I0OException;

import java. io. InputStreamReader;
import java. io.PrintWriter;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. EditText;
import android.widget. TextView;
import android.widget. Toast;

public class UsingType2lnternalActivity extends Activity {

/] 774 IE
private static final String FILE_NAME = “sample_type2. txt”;

/] T7AINEERAHRNBEANT B EditText
private EditText mWriteEdit;

/] T7AINGEHAARNBEERTT S TextView
private TextView mReadText;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. using_type_2_internal_activity);

// View &
mWriteEdit = (EditText) findViewByld(R. id.write_edit);
mReadText = (TextView) findViewByld(R. id. read_text);

/*k

* EFAHRE ODNE
*

* @param view

*/
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public void onClickWriteButton(View view) {
boolean isError = false;

try |
/] Z7AIERL
// kR4 >+ 2% 2B T 7 4 JLIZ MODE_WORLD_READABLE 4> MODE_WORLD_WRITEABLE ##&% L T1ERK
/] REBTIEREFAIEHELGZNI L
// NEPRRIBEBE F - INSREEBICTI7MILERET D
// MODE_WORLD_READABLE %% L. NERIBEEICRET 54l
FileOutputStream fos = openFileOutput (FILE_NAME
MODE_WORLD_READABLE) ;
PrintWriter pw = new PrintWriter (fos) ;

/] dRA Ik EFATEDOF VY
/] A—HF—ANEZFERTEBEEXBEOH ST —FDOHAREENDH S
if (lvalidateText (mWriteEdit. getText (). toString())) {
// FrvyIS53—Di5E
// Toast ®RR L T T I 54
Toast. makeText (this, “validate error.”, Toast.LENGTH_LONG). show() ;
return;

}

/] Z7AIIZEERAD

/] KRA b1k BT 4 THBRIIEHELED (BEFADDLELHIIGEEESIETS)
// EditText TAASNFRBEEZEZATH

pw.printin(mWriteEdit. getText (). toString());

pw.close () ;
} catch (FileNotFoundException e) {
// TT—EHONE
// Toast &~ B4l
isError = true;

}

/) MBET Avt—T% Toast RRT S
String text = “write completed. ”;
if (isError) {
/] BERT
text = “write error.”;
}
Toast. makeText (this, text, Toast.LENGTH_LONG). show();
}

/*k
*
*
* @param view
*/

public void onClickReadButton (View view) {

FHRAHRE 2 DILIE

St

boolean isError = false;

try {
/] Z7AIERL
FilelnputStream fis = openFilelnput (FILE_NAME) ;
BufferedReader br = new BufferedReader (new InputStreamReader (fis));

/] 7 AINEFRHAD
StringBuffer buff = new StringBuffer () ;
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String line = null;

while ((line = br.readLine()) = null) {
buff. append (l ine) . append (“¥n”) ;

}

br.close();

/] KIRA b3k T—RADREEHRTH L
if (lvalidateText (buff. toString())) {
/] FvHhIS—DEE
// Toast ‘R L T T I 54
Toast. makeText (this, “validate error.”, Toast.LENGTH_LONG). show() ;
return;

}

/] BARAANTERABRERTT S
mReadText. setText (buff) ;
} catch (FileNotFoundException e) {
/] TS—BOLE
// Toast &9 %4l
isError = true;
} catch (IOException e) |
/] TS—BOLE
// Toast &9 %45l
isError = true;

}

// MISET A vt—C% Toast RTRT S
String text = “read completed.”;
if (isError) |

/] BERT

text = “read error.”;

}
Toast. makeText (this, text, Toast.LENGTH_LONG). show () ;

}

// TODO LLFIEBIBDF v o AV Yy FER
[/ FTyo Ay FRKE, £F17a—Ta Y IREVE—FIZB>TRET S

private boolean validateText (String text) {
// TODO fEDF vy #EET S
return true;

NEEEREEICER TSV T ILa—F

UsingType2ExternalActivity.java
package org. jssec. android. file.using. type2;

import java. io. BufferedReader;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. IOException;

import java. io. InputStreamReader;
import java. io.PrintWriter;

import android. app. Activity;
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import android. os.Bundle;
import android. os. Environment;
import android.view. View;
import android.widget. EditText;
import android.widget. TextView;
import android.widget. Toast;

public class UsingType2ExternalActivity extends Activity {

/]l T4LY RJIRR
private static final String DIR_PATH = “/org/jssec/android”;

/] T7AIE
private static final String FILE_NAME = “sample. txt”;

/] T7AINEEAHRNBEANT S EditText
private EditText mWriteEdit;

/] D7 AIVERHIAHRNBERRT B TextView
private TextView mReadText;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. using_type_2_external_activity);

// View #E8
miWriteEdit = (EditText) findViewById(R. id.write_edit);
mReadText = (TextView) findViewByld(R. id. read_text);

}

/**

* EFAHRI ODNE

*

* @param view

*/

public void onClickWriteButton(View view) {

boolean isError = false;

try {
/] NBEREBORT—2RAEWMBETS
String state = Environment. getExternalStorageState () ;

// SVERERIREE A AR g
it (Environment. MEDIA_MOUNTED. equals (state)) {
// MARADEE
// Toast ‘xR L T T3 54l
Toast. makeText (this, “no mounted external storage.”,
Toast. LENGTH_LONG) . show () ;
return;

}

// NEBEBEEEDI— T LY FUERBTS
File rootDir = Environment. getExternalStorageDirectory() ;

/] T4LY FUDNEWNMEEIIERT S

String dirPath = rootDir. getPath() + DIR_PATH;
File dir = new File(dirPath);

if (Mdir.exists() {

All rights reserved © Japan Smartphone Security Association. 27ANEERS 189



m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

rommmon  http://www jssec.org/dl/android_securecoding.pdf

if (Mdir.mkdirsQ) {
/| T4LY M) EERTEEN -GS
// Toast ‘R L T T I 54
Toast. makeText (this, “make dir error.”
Toast. LENGTH_LONG) . show () ;
return;

}

/] Z7AIERL

/] TRTDFTTINST I RRAREGZ I 74D
File file = new File(dir, FILE_NAME):
FileOutputStream fos = new FileOutputStream(file);
PrintWriter pw = new PrintWriter (fos) ;

/] hRA b2k EFRATEOF VY
/] A—F—ANEEZFERTIIEEEEEOHDIT—FDUEEELH S
if (lvalidateText (mWriteEdit. getText (). toString())) {

// FrvyIS53—Di5E

// Toast ®RR L T T I 54

Toast. makeText (this, “validate error.”

Toast. LENGTH_LONG) . show () ;
return;

}

/] Z7AIIZEERAD

/] KRA b1k BT 4 THBRIIEHELEL (BEFADDLELHIIGEEESILETS)
// EditText TAASNFRBEEZEZATH

pw.printIn(mWriteEdit. getText (). toString());

pw.close () ;
} catch (FileNotFoundException e) {
// TT—EHONE
// Toast &9 51l
isError = true;

}

/) MBET AvE—T% Toast RRT S
String text = “write completed. ”;
if (isError) {

/] BERT

text = “write error.”;

}
Toast. makeText (this, text, Toast.LENGTH_LONG). show() ;

* BiAHAHRE L DILIE
* @param view

*/
public void onClickReadButton (View view) {

boolean isError = false;

try {
/] NEBRBEBEORT—2REWMET S
String state = Environment. getExternalStorageState () ;

// SVEREEIREEE AVFI A AT RE D

190
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if (IEnvironment. MEDIA_MOUNTED. equals (state)) {
// AR DEE
// Toast ‘R L T T I 54
Toast. makeText (this, “no mounted external storage.”,
Toast. LENGTH_LONG) . show () ;
return;

}

// NEPERBEEDIL— T4 LI NUERBTS
File rootDir = Environment. getExternalStorageDirectory() ;

/] Z7AIERL

String dirPath = rootDir. getPath() + DIR_PATH;

File file = new File(dirPath, FILE_NAME);

FilelnputStream fis = new FilelnputStream(file);

BufferedReader br = new BufferedReader (new InputStreamReader (fis));

/] TT7AIEZERHAD

StringBuffer buff = new StringBuffer();

String line = null;

while ((line = br.readLine()) != null) {
buff. append (| ine) . append (“¥n”) ;

}

br.close();

/] KIRA b2k T—ADREEHRTH L
if (IvalidateText (buff. toString())) {
// FrvyIS5—Di5FE
// Toast ®RR L T T I 54|
Toast. makeText (this, “validate error.”
Toast. LENGTH_LONG) . show () ;
return;

}

/| BRARAATZRNBERTT D
mReadText. setText (buff) ;
} catch (FileNotFoundException e) {
// TT—EHONE
// Toast &~ B4l
isError = true;
} catch (IOException e) {
// TT—EHONE
// Toast &~ B4l
isError = true;

}

// MBTT Ayt—S% Toast RRT S
String text = “read completed.”;
if (isError) {

/] BEET

text = “read error.”;

}
Toast. makeText (this, text, Toast.LENGTH_LONG). show() ;

}

// TODO LIFIFBIMDF v I AV Y KEE
/) FIvI AUy ERKIZ, X273 —F 15 RE28—FRIZHI-TEET S

private boolean validateText (String text) {
// TODO fEDF vy HRET S
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return true;
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4.9.1.3. N—bF—REIF7ZANZEED

BEDT IV FTICRERTEIBENHETI7MILTHD . R OEREEESE T EREEBETLL
SWHRICEASNG, RORAUMNKREMFTTRET L,

BEEND HEDTIT)DHNT I LRARARELT7AIVEERT DI EETELN, 7O RHIRIICIT AR ERR
(275518, TV TATHERIIBRLEVIENEFELL, ESLTHRFT IV ENHIHE LB SLEHET 2
ENH D, BBILICOVWTIEEZRUBRICTAHREEZERITHIFETHS,
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4.9.2. L—ILTvY

T7AIVEHEEOERERIZIIUTOIL—ILESFDEIE,

1. FZ7MILDREEEEH TS (h78)
2. I7ANADTHIEARHFAZTESRYFHIBRET S (HE2E)
3. UL TATHERIITESRYIEHAL (WH78)
4.9.2.1. I7MILDRELREEH#RTS (WH7E)

271V DREL (REEEEEED . SDHA—FFDNERIEEEN IZE>T, 7V ERHRDOFRERTELAEH D=
O.I7MIIDREFEEEHTDENEREL D, T ERAHIRATRELD IR RIEEEDHLLEHDT,
UTATRRERIGE SRR EE~NRET OLEHET L OMBRIBEE~NMRELEIZAILETATO
TT)MSTIERTED),

=L MR EEDB A IR ERETIET 45 ERCIENTER, 7T r—aviFiREm T 7—
SEIRIZERT DET7AIDBIRSNDENST=FIRAH D, EDT=0 . WEEEHICISCImE RV B ELEL D,
ZE.TTIVDREERETIAR—b AOR—FFOHELNHIEE . MAREEDRICENoDHEEZFIALT,
HLWERICT — 25| ERCRDENH D, TDOLIBEMTHRT 5120 THVRR—LIRERHI7MILE
SD h—FIZRETELRLENH .

4.9.2.2. I7ANADTIERAHFAETEZHRYFIERYT S €i:39)

T7AIVDREFEENRERBEE THNIET7MIIAERBFIMT TIOT I RAFHFRENTE S, AIRRGT IR
HIEHERE (XLLT D 4 FEETH D,

B7 ) DHHEAEETRE (7T (LA EEFE)
b7 71y oA ERY D A FT HE

7 T MSEEIAHDHFTHE

7 T oFAHEETRE

Hh w N =

M7 T SEAMYEIEIEZEZAHANTERZEES. TOIT7AILIETIL I THIOEEAMY E-FEZAANT
EBREVNSITETHD, I7ANIHET BT OERAERIIVER/IRIZEDHZREH D, flAIE. B7TI)TT—4
DEZAHEITV M7 T TIEEARYEFETIBEIE. T7MILIZIEEARY DA RIRED T IR GIREEE
T5,

B7 ) DHZAHEERELZRES HI5E

MyActivity.java
// MODE_PRIVATE #35E L T. NMRBEEBICTI7MILERET S
/] B TUDLIERARY L EERAAETED
/] DT TUDSIERARY HEEEFRAALTERN
FileOutputStream fos = openFileOutput (FILE_NAME, MODE_PRIVATE) ;
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7 TUMSEARY DHATREERTET HI5E

MyActivity.java
// MODE_WORLD_READABLE ##5%E L T. REREREBIC T 7M1 ILERET S
/] B TUDLIEGRARY L EERAAETED
[/ DT TUHSIERAIMY ETEEHN, EERAAETTELZN
FileOutputStream fos = openFileOutput (FILE_NAME,
MODE_WORLD_READABLE) ;

7 TIMNOEEAHDHAREERTET HI5E

MyActivity.java
// MODE_WORLD_WRITEABLE 5% L T. NEPRBEEBIC T 7M1 ILERET D
/) B TUNLIEHEARY LEEZAH#ELTED
/] DT TIHLSIERAMY TTELRVN, ELAHETES
FileOutputStream fos = openFileOutput (FILE_NAME,
MODE_WORLD_WRITEABLE) ;

w7 TIhLHRAHEETREERTET 2HE

MyActivity.java
// MODE_WORLD_READABLE & MODE_WORLD_WRITEABLE ##g8%E L T.
/] R RBEBEEIZCT7MILERET S
// B TUDLIEGRARY HEERAHELTED
/] DT TS HEAMY LEEAALTED
FileOutputStream fos = openFileOutput (FILE_NAME,
MODE_WORLD_READABLE | MODE_WORLD_WRITEABLE) ;

4.9.2.3. UV TAIRBRIITEDRYFDHOL (WH28)

TRESBOTITIVIZARTEII7MIILDERICE U I T4IGERER S TIIELHN HEDT T &EET
BERICBEVWTL REDTTIDHIFAIVZT IV ERETREICT HEV =TI ERFRA M T oNEN =0, &
VT4 BRI TESRYFEDENCENERETHD, ESLTLROIBENHDIEEEREDIRIEERELT
EEILEHEL TROIRETH S BHILITDOVTIEEZRLBRICTRREEEHITEIFETH S,
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4.9.3. RNV RE

4.9.3.1. FYTPLUROT—EAR—RIT7ALILDTHIEAFIBRIZDULT

TVIFLURRPT—EAR—RET7AILTHERIND=H. 7OERFHIRIZDWTIERICZIENE RS, LE=AD T,
MDT7AILERRRICRELEPEZATCABICITEELNVRELLS,

TIVI7LURIT7AIIZT O RGIRERET S5

UsingTypeOtherActivity.java

package org. jssec. android. file.using;

import android. app. Activity;
import android. content. SharedPreferences;
import android. content. SharedPreferences. Editor;

/%%
* TYIJ7 LUREZAHRE ODNIE
*/

public void onClickWritePreferenceButton(View view) {

/] TVIF7LURERBT S (RIFNIFERSND)

/] IRA 2k DT 7 A )L & EHRkIZ MODE_PRIVATE, MODE_WORLD_READABLE.

// MODE_WORLD_WRITEABLE #fEFH L TE— FiExET 5

SharedPreferences preference = getSharedPreferences (
PREFERENCE_FILE_NAME, MODE_PRIVATE) ;

// key. value A\"sample_key”. “abc”" DT —%4 #EZAL I
Editor editor = preference.edit();

editor. putString (“sample_key”, “abc”);

editor. conmit () ;

/] SETAvtE—CFRTRT H6
Toast. makeText (getApplicationContext (), “completed.”, Toast.LENGTH_LONG)
.show() ;

TF—ARAR—=RIT7A LT O RXFIREZTE T 55

UsingTypeOtherActivity.java
/¥k
* T—AR—XEFRKRFZ O O0E
*/
public void onClickOpenDatabaseButton (View view) {

/] T—AR—=—REMHL< (BFNIFERINDB)

// RA 2 b DT 7 4 )L & EHkIZ MODE_PRIVATE, MODE_WORLD_READABLE.

// MODE_WORLD_WRITEABLE #{#FH L TE— FIEET %

SQLiteDatabase database = openOrCreateDatabase (DATABASE_FILE_NAME
MODE_PRIVATE, null);

/] T—TI—EZEFL T Toast RRT 545l
Cursor cursor = database. query(“sqlite_master”
new String[] { “name” }, “ type = ?”, new String[] { “table” }
null, null, “name asc”);
StringBuffer buff = new StringBuffer (“tables not found.”);
if (cursor.moveToFirst()) {
buff.delete (0, buff. length()):
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buff. append (cursor. getString(0)) ;
while (cursor.moveToNext()) {
buff. append (cursor. getString (0)). append ("¥n”) ;
}
}
Toast. makeText (getApplicationContext (), buff, Toast.LENGTH_LONG). show();
cursor.close() ;

/] T—BR—RZHL B

database. close () ;

4.9.3.2. BEERTALIRIIZDNT
FIIDT—E3T4LIR)ELTREBEREBEEICITUTOTALIMN)BAESND,
/data/data/</S\yHr—o% >
Fr=. T—32TALIMNIAIZIZUTOH T TALININBEFTER SN S,
lib 4L oK)
lib T4LORIIETT) DAV A—)LEFIZEEIRIIZHERL SN S, JNI(Java Native Interface) #FIA3 577 Di5
B.IMTSIVRTALIRNIIZEBRENS, NI ZRIALGWNMEAXELELS BE. 7TV r—aVEREEONT
—HEI1EEIRLTHEIBRESN AL,
files T4L IR
files T4L2kJIE Context 25 AM openFileOutput) AV YR TI7AILBEF SN E=RIZT AL IR BAERSH
B CDTALIRIE, TTIVTHERT BT —R2I7AINERINT B=OI1ES5, BE. COTALIRNIE. TT)r—
DAVIEREE D T —EHEIETBIRLIZEZITT7MIILI LHIBREN D,
cache T«4LJHK)
cache T4L UKL Context 75 RM getCacheDir) AV RV H LIBRIZIER SN D, 7TVEBMESEDH LT
FrulalTEEWT—RT7MILERINT B=OIZES . BH. COTALINIIE. TV r—a  BERE D
vy aZBEITERLIZESIZIT7AMIL LHIBRSN S,

databases FsL 2K

databases TALIRIET—ER—RADEERFICEREN D, T—ERN—RI7AILEEINT B=-DIZFES . GH. =
DTALINIE, TT)Vr— a3 EREED I T—EE 1 RBIRLIEZIZT7AIILS LHIBREN S,
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5. X2 T4BREDEENA
EEPEFES. Permission 7E, Android IZIEEFESFEL X)) TAHEENAEIN TS, ThioDEFXaY)
TABEXRUIRWNEBIEZDE X 1) TAHEN TR ICRIEBEINTIRITENTETLES, COETIIHEEN
X TAEEEFERT A —UFBELREEERS,

| 5.1. XRT—RFAHNEEEES

5.1.1. 27 )La—kK

RRT—FANEEEDR, £F2UT( LERT AERAVDNTiBARS, ST/ SRT—ROAAIET
BRBOHET B, SAT—FOREAEITONTHEEUBISTHAREERI BT ETHE.

% ull @ 9:03
assword Input Example

NRAT— FEXRRT D

#)\2AD — FERTT 2155, #3H15R=R
Th\L£S5FBLTIIEEL

RAUb:

1. AALENART—KRETRIFRR( * TKRR)TD
2. NRAT—FEEXRRTDHFTav#AETH
3. NRAT—FEXRTHOEREZIEGRIET S

RAVL: BIBAALIESRT—RFERSBEIZIE LRRAUMIMZ ., FTRAIUMILEZEMTHIE

4. Activity #IEARREFICAIEAALIZART—RAHHI5E . BIEADNRT—FOHHEHERSINGEOKLSE
MO * XFTHI—KRTTD

5. BIEIAANRT—REFI—RRLTNSEE [NNRT—FERRILIZIGE. BIBIANNNRT—KE51)F7LT,
FRIISRT—REANTELRELT S

6. HIEIAANRRT—FEFI—RRLTWSEE, I—F—DBNRT—FZANLLSELIZIGE. RIEIA H/8RD
—FZEI)FL. A—F—DANEFH /R T—RELTIRS
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password_activity.xml
<{?xml version="1.0" encoding="utf-8"7>
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”
android: layout_width="fi||_parent”
android: layout_height="fill_parent”
android:orientation="vertical”
android:padding="10dp” >

A= NRRAT—FEEOIRNIL —>
<{TextView
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/password” />

N—= NRRJ)—FKFAHEE —
{I— % R4 > k 1% android:password % true IZE§ET 5 ——
<EditText
android: id="@+id/password_edit”
android: layout_width="fi|l|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android:password="true” />

A= kRS2 k2% RRT—FRROF T a3 ERET D —
<CheckBox
android: id="@+id/password_display_check”
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android:text="@string/display_password” />

= *RA 2 k3K NRAT— FRTEOBREIZOVTEEREZITS
<{TextView
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/alert_password” />

Ad—Frvot)L, KKa2r —>
<{LinearLayout
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android: layout_marginTop="50dp”
android:gravity="center”
android:orientation="horizontal” >

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onClick="onCl ickCance |Button”
android:text="@android:string/cancel” />

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onGlick="onCl ickOkButton”
android:text="@android:string/ok” />
</LinearLayout>

</LinearLayout>
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\J

XD PasswordActivity.java DREZIZERELT- 3 DOBEMIIARICAEHLE TEERNTEZRARTLIE,
® private String getPreviousPassword()

® private void onClickCancelButton(View view)

® private void onClickOkButton(View view)

PasswordActivity.java
package org. jssec. android. password. passwordinputui;

import android. app. Activity;

import android. os.Bundle;

import android. text. Editable;

import android. text. InputType;

import android. text. TextWatcher;
import android.view. View;

import android. widget. CheckBox;
import android. widget. CompoundButton;
import android.widget. CompoundButton. OnCheckedChangelL istener;
import android.widget. EditText;
import android.widget. Toast;

public class PasswordActivity extends Activity {

// REREFEROX—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD"

// Activity R®D View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/] IRRT—EMEE—RENERTISY
private boolean mlsDummyPassword;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. password_activity) ;

// View QEVE
mPasswordEdit = (EditText) findViewByld(R. id. password_ edit);
mPasswordDisplayCheck = (CheckBox) findViewByld(R. id. password_display_check) ;

// BIEARAIRZAT— EA&HBH
if (getPreviousPassword() != null) {
// *iRA 2 bk dk BIRIAANRRT—FERHZGEEFI—/IAT—FERTFT S

/] BEIFZI—HRRAT—FKIZT 3

mPasswordEdit. setText (“srsotiokototork”) ;

/] INRT—=RFANBIZT I —NRRT—=REI)T7T 50, TEFRAMERYRAF—%HTE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRRAT—FISTERETS

mIsDummyPassword = true;

}

/] IRRTD—RERTTHATLavOFvIER)RF—%%E
mPasswordDisplayCheck
. setOnCheckedChangeL i stener (new OnPasswordDisplayCheckedChangeListener () ;
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}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// TODO EBIEDMELEE T Activity "BERINEVWESHEELESEIZEFETRE
// Activity MIREERTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// TODO BEIEDMIELEETActivity ABERSINBVNESEELEESIZETE
// Activity MIREEDE T
mlsDummyPassword = savedInstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;

}

/%%
* NRATD—FRZANLIZGEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count
int after) {
// RER
}

public void onTextChanged (CharSequence s, int start, int before

int count) {

/] KIRA 2k bk BI—RERFIZ/RT—RFEBAALESBEEIAIRBICIE LE-RRIZT S

it (mlsDummyPassword) {
/| FE—NRRID—RISTERET D
mIsDummyPassword = false;
/] INRIT—RZEAALEXFETIZT S
CharSequence work = s. subSequence (start, start + count);
mPasswordEdit. setText (work) ;
/] A=V IEBLIRIIRDDTREIZT S
mPasswordEdit. setSelection (work. length());

}

public void afterTextChanged (Editable s) {

// RIEA
}
}
/*k
* NAT—RKDERFA T avFzv I LR L-BEDNIE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
// kRA 2 b5k HEI—RRBIEERTIZT S
it (mlsDummyPassword && isChecked) {
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/] BE—IRIT—RISTEZRET S
mIsDummyPassword = false;
/] INRAD—RFEZERRIZT S
mPasswordEdit. setText (null) ;

}

/] A=V IWEENRVICREIDTSDH—YILNEFICET S
int pos = mPasswordEdit. getSelectionStart() ;

/] kRA2 k2% FryJITIELTHRRT—FEEXRTFT S
// InputType DERX
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {

// Frvy ONBIEIEXRT

type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {

// Fxvy OFF BT R KRR

type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// INAT— K EditText [Z InputType 5% E
mPasswordEdit. setInputType (type) ;

/] h—YIRBEERTET D
mPasswordEdit. setSelection (pos) ;
}

// TODO LAFDA Y FIE7 TVICEhETEETH L

/**

* BIBAN/RRT—FEWET S
*

* @return BIEIAJI/SRT—F
*/

private String getPreviousPassword() {
/] REFENRDT— FZEEBRIELWVESIZ/IIRT— FXFHERT
[/ MRAD—RFZERFLHEVAETIE null 89
return “hirakebma”;

}

/**

* Xy o)LRE DO TOE

*

* @param view

*/

public void onClickCancelButton(View view) {
// Activity ZEILC %
finish(;

}

/*k

* 0K 7R& > TFNE
*
* @param view
*/
public void onClickOkButton(View view) {
// password #{RFET B ENFREEITES EHABELGZNEEITS
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String password = null;

it (mlsDummyPassword) {
/| BBRETHI—NRRAT—FRRE>EBAEIMEANNRRT—FEREE/NNART—FKETD
password = getPreviousPassword() ;

} else {
/] BE—RAT—FRRL2HMERIFLI—F—ANNRT— FEEENRRT—FET S
password = mPasswordEdit. getText (). toString();

}

// INRJ— K% Toast RRT B
Toast. makeText (this, “password is ¥*” + password + “¥"”,
Toast. LENGTH_SHORT) . show () ;

// Activity 2B L %
finish();

204
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5.1.2. L—ILTvY

INNRAT—FANEEZEDRIZIELUTOIL—ILEFEIE,

1. INRT—FZANTBEZIZIEFITRIRT( * TRERTD)EEFAETD (WH7E)
2. INRAT—FREEXRTIIATLIVEHETD (WH7E)
3. Activity EEIFFIZ/ARAT—RETRIKRTRIZTS (78)
4. BIBEIAALENRD—FERTTDHHEE. FI—/\RADV—FEKRTTD (WH78)
5.1.2.1. IRRT—RZEADNTBREZICIETRIERT( * THRETD)MEEZHAETS (WH7E)

AR—bIAVIFBEPNRFDNEATHRASNSGCEN S E=BIT/RT—FEBEHROND)RINKEL,
INRT—RERRIRTY HHENVBETH D,

LA7 2k XML THEEY %158

password_activity.xml

A— NRRT—FKFAHEE —

{I-- android:password % true [CERET 5 —>

<EditText
android: id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android:password="true” />

Activity NTHEET 5158

PasswordActivity.java
/] IR —RFRREA TEHRTE
// InputType = TYPE_TEXT_VARIATION_PASSWORD #:%E9 5%
EditText passwordEdit = (EditText) findViewByld(R. id. password_edit);
int type = InputType. TYPE_CLASS_TEXT
| InputType. TYPE_TEXT_VARIATION_PASSWORD;
passwordEdit. setInputType (type) ;
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5.1.2.2. NRT—FEEXERRTDHFTav#AET S (h7E)

ARX—RIAVIZE T BINRT—RAAEZIFINRILTDANEGST=8 . PC THF—R—FANTIHELLET

BENRT—FDBRANDNELOT W\ YRYVRTERRT HHENT NS S, 11— —[FEMGE/ X7 —FEF A

LTLEWN MASTRIRTH D, BEMLDRERADEELRLDD /NRAT—REEXRRTEIA T av%E
BIBDLET AVTF/IARILANDREZH N DD, REG/IRT—FEFRALTEL A D KIITH D,

= ml B o951
Password Input Example

& ml # 9:52
Passw ample

ord Input Ex.
INAT -1
abcdefghijk

NADT— RFERRI S

HNNAD— RERTT 31568, B30 6HRER
ThRLNEDFBELTLESL)

v | NAT— RERRT D

#NNAD— RERLRT 3156, B30 50RER
ThRLNEDEBELTIESL)

RERFIVIOAY

EditText @ InputType {5 T. TRAIKRREEXRREUNYBZLHIENTED
PasswordActivity.java

/**
* NAT—RKORTA T arvFz v 2EELEIGADNE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

/] dRA Uk bk FI—RREFIEERTFIZT D

it (mlsDummyPassword && isChecked) {
/] BE—NRRAT—KRISTEHRET S
mIsDummyPassword = false;
/] INRTD)— REZERTRIZT S
mPasswordEdit. setText (null) ;

}

/] A=Y IWVEEBENRIREIDTESDH—YILLBEERLRT D
int pos = mPasswordEdit. getSelectionStart() ;

/] *ARA2 2% FxyIIZIELTHRRT—FEEXRTT S
// InputType DYERL
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
// Fxwvy ONBILEXET
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
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} else {

// Frvy OFF BE~Y R KRR

type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// 18X — K EditText [Z InputType 3% 5%E
mPasswordEdit. setInputType (type) ;

/] h—YIWEBEFRET D
mPasswordEdit. setSelection (pos) ;

5.1.2.3. Activity EEIFF L/ SRT—RETRIRRITT S (Wh7H)

BERET/NRAT—FRRLTLEVN. BE=FICERONLIEZHHCTZOH. Activity BEIRFIZ/ARD—RERRT 54T
23V DT IAINMERIATITT 2RETH D, T IAHIMERFZLBIZEDIDHERTH D,

5.1.2.4. RIEAALI/IRT—FERTTDEE. FI—/\RT—FERTTH (Wh7H)

AIEIAALIZNNRT—REIEET RIEE. E=FIT/INRAT—FOEUNEEZBVLSIZ. BEXFHDOIRIXTF
(I E) THI—RTTEIRETH D, £f-. FSI—RRBEIC[/IRT—RERTTEIELEBE . /SRT—KEHY
TLUTHBEXRTE—FRIZT S, CNITKY  AX— b I+ DB EINDZICI S TE=ZFDOFITESELTHE]
EAALTz/SRAT—FAEAH RN BBIREEFRNZZIENTES BB FI—RRBITI—HF—HN/RT—F
EADLESELIZGEBICIF FS—KRREBRLTEEDANKEIZRT RELAH D,

BIEAALIZNNRT—RERTTHIEE . FZ—/I\RT—FERTT S

PasswordActivity.java
@0verride
public void onCreate (Bundle savedInstanceState) |

~ KBS ~

// BIEAAIRRT— KhHEH
if (getPreviousPassword() != null) {
/] kRA 2+ dk BIBAHNRRT—ERHEIBEEFI—/RAT—FE2RFET D

/] "ERIFFI—IRRIT—FKIZT 3

mPasswordEdit. setText (“skkkktknnx”) ;

/] INAD—FAABEIZHE—ISRT—FREVUTT 5. TXRANEEYRAFT—%HRE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BEI—IRRT—FISTEBETH

mIsDummyPassword = true;

}
~ BEE ~
}

/¥k

* BIEAANRT—FERBT S
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*
* @return FIEIA I/ AR T—F
*/
private String getPreviousPassword() {
/] BRTEIRRAT— REERSELIMEEIT/IRT— KXFFERT
[/ ISRT—FZEZRELHEVARTIE ul | Z2iRT
return “hirakebma”;

AI—RNEHE, RRT—FERTT DA T AV EFUICTHERTNEEDIT TS

PasswordActivity.java

/%%
* IRAD— KORFA TV avFzv I ZTEELEESOUNE
*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

// *RA 2 b5k HEI—RRBIEERTRIZT S

it (mlsDummyPassword && isChecked) {
/] BE—IRRT—FISTEHETS
mIsDummyPassword = false;
/] INAT— FEERTRIZT S
mPasswordEdit. setText (null);

~ HEE ~

HI—RTFICA—H—DNRTV—FEAALIIGEIZE, F3—RTEHRRT S

PasswordActivity.java
/] REREFRDF—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD”;

/] IRRT—ENEE—REHERTISH
private boolean mlsDummyPassword;

@0verride
public void onCreate (Bundle savedInstanceState) {

// BIEARAIRZAT— EA&HBH
if (getPreviousPassword() != null) {

/] kRA 2k bk BIBAANRT—FRHEHEEEFI—NRAT—FERTTS

/] BERIFZZI—RRAT—FKIZT 3

mPasswordEdit. setText (“srsopiokototork”) ;

/] INRT—RANBIZTZT—NRRT—=REI)T7T 5=, TERANERYRF—%HTE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—=NRRT—FISTEHET S

mIsDummyPassword = true;
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}
~ EEE ~
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// TODO EBIEDMIELEE T Activity "BERINEVWESHEELESEIZETRE
// Activity MIREEIRTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// TODO BEIEDMIELEE T Activity ABERSINBVNESEELEESIZETE
// Activity MIREEDE T
mlsDummyPassword = savedInstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;

}

/%%
* NAD—FZANLIGEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count
int after) {
// RERA
}

public void onTextChanged (CharSequence s, int start, int before
int count) {
/] KIRA 2k bk BI—RERFIZ/RT—RFEBAALESBEEIAIRBICIE LE-RRIZT S
it (mlsDummyPassword) {
/| FE—NRRID—RISTERET D
mIsDummyPassword = false;
/] INRIT—RZEAALEXFETIZT S
CharSequence work = s. subSequence (start, start + count);
mPasswordEdit. setText (work) ;
/] A=V IWELIRNIZESIDTREIZT S
mPasswordEdit. setSelection (work. length()) ;

}

public void afterTextChanged (Editable s) {
// KER
}
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5.1.3. 7E/\V Rk

5.1.3.1. A5 A4 02D T

NRAT—FAARKRONZDZEDKREIEOT AV NETHS, 0T AV NEBTRERTERAUMEL DA EE
9%

AT AV RBBOIS—AvtE—D

ATAVRBETEID(THIVN) ENRT—RD 2 DDEBEANT H. OT AV KBEICIK ID AFELGWMGE L,
ID [ZHFEETEHN/NRRT—FAEEBATNDIBEED 2 D0H5H, AT A VEKBD AV E—ITID 2 DDHEERFIL
TRTRYDEHBELHEELZ ID BNEFAT IAENEHRTETLES COIILHERZFSLRLV=HICH. A
TAVKBED Ay —DTIE, LR 2 DDGEZERAEFTICTREDLITKRTI RETHS.

Ayt—Tfl: A4 ID F=(E ART—F BEESTVET,

BE0J 1 ke

—E. QA RENEIIT HEREILREEAT A1 ID ENXRT—FDADZEARLT, BEIMNIZOT 42521751
BN HD, BEOT A UEEEFEDLOANDNEBTELDTHEUNSELIN., EOREAT— I+ NEHS
NEHRICEZBISERASND) RN,

FZEBICERASN-GEOBRENZTANONLIARIZOA. BRAT AV EFATRETH S HIAE. A5
AVNX VT TT)DIGE . EEEBITIHRETIRESNLLEBWTRENELIOTHERS 1O HEEEZDITEHD(E

ZFELGN, FIRIZH o T, FEMEEVRIZHMEL T, +2ICRETIBENDH D,

BE.NARAT—FERROYEOT AV RBTEETHOTA0ETHT . A—F—D/INRAT—FARNERDEHINET
Hdo

5.1.3.2. /NRATJ—KZEHE[ZDIL\T
—ERELENART—RZEHNDNRIT—RIZEETSHE. UTOAABEBZE@ELICAETRETHD,
e IREDNART—FK
® HLLWVIRT—FK
® HLLWIRT—K(AHHEZRA)
BEIOJT A UBENDNTWSIGE . FZBNTIVEFHATESARESELH L. TDHE . BFIC/IART—FEE

BEINBWES BEDNNRT—FDANERODIBENSH D Tz HLLVIRT - BN AHNIATHEATEEICHHE
BfERZERDT =6 HLLVIRT—RE 2 Bl ANZERDIVENHD,
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5.1.3.3. YRATLDIIRRAT—FERRIFREA=21—IZDLT

Android DEBEA=Z1—DHRIZ[/INAT—KREZRRIEVSIEZRENH D, Android 2.3.3 DBSITILTIZH S,

BE > MEFEREEXITa > NRT—FERTE

SIMA—FOvY

SIMA—FOYYERE
JZD—

JRRT— FERR

NKRAD = BFANBICXFERRY B

4
7)01 AEE

TINA ABEEEEER

7)1 REBEEEMEZEIET B
REEFHR L~

SDA—EMNSA VA =)L

BES{LENREES DA —ENEA VR
k=),3 2

IR —RERTRIBEEFVICTDERRICADLIXFAEXRREG D, —ERRE (2 I2E) BB, £
[FROXFBANSNDEEXRTEINTWEXFIIYRIRTEND, FTI2THE ANEENSTRIRTE

5%, CNIESRTLERICEET HHETHY. EditText D/ART—RFRREEEZFEALTLDTRTOTTIC
BRSNS,

# ull @ 9:53

& mil @ 9:54
Password In E: le

NRAT - FERTID NKRAT— FERRT D

¥){ATD— FERTI BIHG. RENLRER ¥IKAT— FERRY 3158, #3H5RER
TNRNESEFBL TS ENRBNEDFEBLTLESL

— E R i@

#1s

RDXF#AN
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I 5.2. Permission & Protection Level

Permission @ Protection Level [ZI& normal, dangerous, signature, signatureOrSystem M 4 f&EHH 5,
Permission [£& @ Protection Level THAMIZ&>TZENZ . Normal Permission, Dangerous Permission,
Signature Permission, SignatureOrSystem Permission EFE[EN S, LT, 2D KB EMERES,

5.2.1. ¥>7)La—F

5.2.1.1. Android OS BXZE® Permission #9355 %
Android OS [(EEEEROC GPS HEDA—H—EBEEEFTIL I T HHBRET H1=0D Permission ELNS5EF11) T+
DE#EAH DS, Android OS NMRERMZREL TS, T5LIFHROEEECT IR TET7T)IE. BRMIZEFND
270t RT B=HDHER (Permission) ZFIAE S LA ITNIEESLEL, —H—FERAHEL Permission TlE.

Z® Permission ZFIABEE LT TINRAVAM—=ILENZESIZRD IS5 A—F—HEREERNARTIND,

Hl B 18:33

® PermissionF|BESH..

COPIVT—230&A VANV
LERIN?

COPFT)r—2 3 VICHT T BIER:
e Ry hND—Ji@fE

REBAVI—Xy hPIER

*+ IV AR KR=Ib

A [ =

COHREAICEY. a—F—RFZOT7TINED I SLEEEELFRICT I EALELSELTVSDMNEMBIENT
5. 5L, 7T DIEICHS MR BELGHBEECERICT IV EALIIELTWDEEIX. ZOTIIIETIL T
THAAREMEDNE W PRICERDTTINTIL YT THIEELNE=HIZH, FIAEE 95 Permission &
=/DRICLEITNIEESIEL,

AU
1. FIET % Permission % AndroidManifest.xml [Z uses-permission THRAEE T 5
2. ATLEL Permission [EFIAE S LAWY

AndroidManifest.xml
<{?xml version="1.0" encoding="utf-8"7>
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<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. usespermission”
android:versionCode="1"
android:versionName="1.0" >

<uses-sdk android:minSdkVersion="8" />

Ad— kRS2 b1k F7TYTHET S Permission #FIREST 5 —
A=A 2B =y T RTF B Permission —>
{uses-permission android:name="android. permission. INTERNET”/>

{— *RA 2V k2% FLEZ Permission [EFIEEE LAEL —
A— 77 OFBEICFLER Permission ZHAETEL TS E, A—HF—ITRERESZTLES —

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=".MainActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity)
<{/application>

</manifest>
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5.2.1.2. HMBETZH®D Signature Permission TEH#7 ) E#ET 55%

Android OS NE& T HEEED Permission OIZ, 7F) 77— 3V BIZ Permission €& T 5T EMNTE
5, JBEEZED Permission (IEFEIZIZIRBEEE®D Signature Permission)ZEZ (£, BT TUE TN EETE
BIHHAEEDCENTED, BHOBHETIVEAVAM—ILLEZBEIZ. ENENOT T QDBEBEEEIZMZ . 7
TUREEIC LD AT IRE T ASLT. EHOBHRETIVED) —XWRFELTNEE LTS, Lo Ai&
nHb,

YU NTOYISLIHEEZ Signature Permission (UserApp) II&H > T0S S LTEBEZ Signature
Permission (ProtectedApp) JIZ startActivity()3 %, 77V IXRILEARER TELINTVWAIRELH D, HL
ZLZL-RARERNELDIEEIL. UserApp (& Intent Z1X{EE T . ProtectedApp [FZ{ELT= Intent Z#NIE LT
W FTRNURML 30 THEAL TSIV AM—)LIERFIZ&S Signature Permission [E:8 0 FEIREIZH x40
LTLS,

(| B 19:00 e

ComponentZ #9357 7) ComponentZiZ2it95771)

KLk :Component Zig{t 35771

1. B Permission % protectionlLevel="signature" CE &3 %

2. Component [Z[ permission B T B Permission £%18E T 5

3. Component A Activity DIHEIZIE intent-filter ZE& L%

4. Y—RO—F LT, #MBES Signature Permission NBE#HT7ITVIZKYERIN TSI EEMERT S
5. Component #FH3277T)EEILHREERTAPKEELT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. protectedapp”
android:versionGode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />

{I— R4 > k 1% ¥ E Permission # protectionLevel="signature” TE&HT % —>
<{permission
android:name="org. jssec. android. permission. MY_PERMISSION”
android:protectionLevel="signature” />
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<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— J7RA > bk 2% permission B4 TIHHE Permission BZ_ET S —>
activity
android:name=". ProtectedActivity”
android:exported="true”
android: labe|="@str ing/app_name”
android:permission="org. jssec. android. permission. MY_PERMISSION” >

{I-— %7RA > k 3% intent—filter ZEFZF LAY —>
{Jactivity>
<{/application>
{/manifest>

ProtectedActivity.java
package org. jssec. android. permission. protectedapp;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. TextView;

public class ProtectedActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M “my company key”MiEBAE/\vy L a1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
]
return sMyCertHash;
]

private TextView mMessageView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mMessageView = (TextView) findViewByld(R. id. messageView) ;

/] kA 2k bk MMBEFES Signature Permission BT TYIZEYEREINA TSI L ZRHERT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
/] *RA U+ Ak FEBAEN—BLAEVEEIE, Intent ORRE—EIFIA L7420
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mMessageView. setText ("JhE EZ Signature Permission AE# 7 FUIZKYEZINTULAL, 7);
return;

}

/] KkRA b 4k SIAEN—HT EEEICDH. NEBEHTT S
mMessageView. setText ("I B EZ Signature Permission ME#HTZ TVIZEYEHZINTWE I EEZHEATEL, )

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNN v r—CE2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&H L1=7 T DIIBAED/\Y L 1 {EFIRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEEBAEEHNLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b&15;

sb. append (digit. charAt (h)) ;

sb. append (digit. charAt(l));
}
return sb. toString() ;
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* Ak 5% eclipse hhi> APK % Export §5&EE(2, Component 23337 ) ERILHAERERTEL T 5,
[ = Export Android Application lilﬂlﬂ_hJ

Key alias selection

@ Use existing key

Alias: my company key

Password: e eeeee

*) Create new key

ﬂ?l < Back “ MNext =

RA4>k:Component #§ AT 577

1. B Permission % protectionLevel="signature" CE &9 %

2. uses-permission IZ&YI B Permission Z¥AEE 9%

3. Y—RO—KF LT, JHMBEE Signature Permission NE#HT7ITVICKYERIN TSI LEHERTH
4. FRAXTIVLNEHTIITHHILEHERTS

5. #FIF% Component A Activity Di5& . BAREY Intent 25

6. Component 22327 LRILHEER TAPKZELT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. userapp”
android:versionCode="1"
android:versionName="1.0" >

<uses—sdk android:minSdkVersion="8" />

<I— %A >k 1% JuE Permission % protectionLevel=" signature” TE&ET S —
<{permission
android:name="org. jssec. android. permission. MY_PERMISSION”
android:protectionLevel="signature” />

{I— R4 > bk 2% uses—permission [Z& Y E Permission #FIAAEET 5 —>
<uses—permission
android:name="org. jssec. android. permission. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". UserActivity”
android: labe|="@str ing/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
<{/manifest>
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UserActivity.java
package org. jssec. android. permission. userapp;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class UserActivity extends Activity {

// FIBFE®D Activity 1R
private static final String TARGET_PACKAGE = “org. jssec.android. permission. protectedapp”;
private static final String TARGET_ACTIVITY = “org. jssec. android. permission. protectedapp. ProtectedActivity”;

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. permission. MY_PERMISSION”;

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255”;
} else {
// keystore ®“my company key”MiFBAZE/\v < a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onSendButtonClicked (View view) {

// KA bk 3%k JMBEFES Signature Permission ABEH T TUIZKYERIN TSI L EHERT S
it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMEBEFZ Signature Permission AEHXT7 FVIZLKYUEZEEIhTULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return;

}

/] *kRA Db dk FIRET T DOIAENBHOIIAETHS - L 2HET 5

it (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIAXT7 T (FBE#T7 T TlEA L, ”, Toast. LENGTH_LONG) . show() ;
return;
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// kA >+ 5% FF% Component AS Activity DIBE. BARAY Intent Z{F S
try |
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity (intent) ;
} catch (Exception e) {
Toast. makeText (this
String. format ("HIsbF A %s”, e. getMessage())
Toast. LENGTH_LONG) . show () ;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);
if (sha256. length() != 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”). length() != 0) return false; // 0-9A-F LIS DXFEHIH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZ® ST BERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEFED/NY LA {BELEERDNY L 1{EFXLHERT S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. Signature;

import android. content. pm. PackageManager. NameNotFoundException;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEEBAEEHNLL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {

if (data == null) return null;
final String digit = “0123456789ABCDEF”;
StringBuilder sb = new StringBuilder ();
for (byte b : data) {

int h=(0b>»4 &15;

int | =b&15;

sb. append (digit. charAt(h));

sb. append (digit. charAt(l));
}
return sb. toString() ;
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* Ak 6% eclipse hhi> APK & Export 35&E(2, Component 212t 3377 LRILHAXERTEL T 5,
= Export Android Application _lglélg

Key alias selection e

@ Use existing key

Alias: Imy company key vl

Password: 008808

(@) Create new key

@ I < Back " Next = ] FEinish Cancel
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5.2.1.3. 7FVDMBRED/\vELZHERTEHE

CDHARXEDTHTHTASTTDRAZD/ N\ BEEHER T DA EERNT 5. BEIZZTAPK £2ERT
BHESIEO-FRARBRDARBIIAED SHA256 /v 1B 2B T HHETH D,

Keytool [Z&YRERT BHE

IDK IZfHB T % keytool &EWVSTOTSLEFIATHLRARERDO ARBIIAED/ v 1B GIAED T4 H—
TIURELEINERDBIENTED, 7\ EIZIE/ Y2 TIILTIXLDEWNZEY MD5 4 SHAT, SHA256
BERRBLDNHEIN. COAMRXETEBEEVFROZTEMEEELT SHA256 OFAEHEL TS, &
272 2&I2 Android SDK THIAEN TLYS JDK6 IZfFE T % keytool (& SHA256 TD/\wiafBH AITRELT
H59 . JDK7 IZFHET 5 keytool ZESHENH S,

Android @7/ \wWJsEBAEZEDAE % keytool TH 19 B4l
> keytool -list -v -keystore <F—R k7 77 A JL> -storepass </NRXT— K>

F—RLTDEA4T: KS
F—R b7 - FONALH SN

F—RXFTIZFT IV YR EENET

F4 : androiddebugkey
YERLB : 2012/01/11
IV kY - B4 F: PrivateKeyEntry
SREFI—DRE: 1
FEBAE[1]:
FrE®& CN=Android Debug, 0=Android, C=US
F47%# . CN=Android Debug, 0=Android, C=US
D) FILES . 4f0cef98
ESHAEOBER : Wed Jan 11 11:10:32 JST 2012 4T H: Fri Jan 03 11:10:32 JST 2042
SIBRED T4 VATV b
MD5: 9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:A1
SHA1: A8:1E:5D:E5:68:24:FD:F6:F1:ED:2F:C3:6E:0F:09:A3:07:F8:5C:0C
SHA256: FB:75:E9:B9:2E:9E:6B:4D:AB:3F:94:B2:EC:A1:F0:33:09:74:D8:7A:CF:42:58:22:A2:56:85:1B:0F :85:C6:35
ZL7I)LTY) XL4%: SHATwithRSA
N—32: 3

All rights reserved © Japan Smartphone Security Association. Permission & Protection Level 223



rosoemnon  http://www jssec.org/dl/android_securecoding.pdf

JSSEC SEEAE/ \Y A EF Ty h—IZLYRERT 5%

m" Android 7T DEF 17 HE X2 7I—FTAV T HAR 201246 6 A 1 AR

JDK7 ZA 2 Ab—)LLTEKTH, JSSEC FEBAE / \y Y aBF Ty h— & E A (X EIFERE/ W1 EZHERTES.

JSSEC SEAE\ Y 2 @F T v —
photo editor

package: com.sonydna.photoeditor
S 6: FATOD1EE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB
76634164

photo movie creator

: com.sonydna.photomoviecreator
6: FATODTEE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB

pick pic camera
com.sonydna
>: FAT9D1EE 72

picture manager

CNIFIHKICAVRAP—ILENTWESTT)DFEAE/ NNV 1 {EEZ—ERRT S Android 77 THb, LB,
Fsha-256 IDAIZRTENTLS 16 ERXFF 64 XFAAE/ NV 1ETHS, COHANXEE—HITEM

LTWWBH5 2T ILa—K®DIJSSEC CertHash CheckerlZ4ILENFDY—Ra—K—KXTh5b. EILFLTERALT
RV b fat=— il A
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5.2.2. L—ILTvY

B Permission FIARIZIZLLTDIL—ILESFHIE,

1. /B Component [ Normal Permission Ti£#&3 % (%)
2. Dangerous Permission [F1—H—DEELRET H-OIZFEIFICFIAT S (WH7E)
3. JBTEZED Dangerous Permission [EF| AL TIXAESDALY (78)
4. BT Permission [& Component QIRIEEI 7 T ITTHLFIBRIT7Z ) TEEET S (WH7E)
5. JHBEEZ Signature Permission [FB#T7TVICKYERIN TSI LEMHRTD (WH7B)
6. HMEEED Permission ZIETTD/I\r—S & ZEELIZXFIIIZT S (HE22)
5.2.2.1. 2ABd Component [ Normal Permission TiR#3 % (3E42)

Normal Permission #3577 AndroidManifest.xml [Z uses-permission THAEE T 5E+TE
DIEREFGLHIENTED, TD1=H—EAVAb—LENTLESTIIL V75 Component ZRET D&%
B #IZ(E Normal Permission [EFRIFATELRL LOLIMD 7T DM ZEBEAH & LK BEZR/DRICEED D
F=OIZIXBEDIFIRATES, HH. LTDOBAIX Android OS BEE® Normal Permission 1213 THK, B EE
@ Normal Permission [ZHRIHRISER TES,

( )
7T IA
Permission
B5DT #FHEESLTLVEL
Hagate * e
Permission CIREL T
L V2L YComponent
o778
Normal Pe_rmission
Normal Permission™C ZHAESLTLS
{Rz& L 1=Component RETE * e
Normal Permission C{RE 9 H_L T, oy le .
DT T DRBEEBH AL NormalPermission
REER/INRISLEDHBILNTES, EFRERLTLS
X217 THD Y%
\Androidﬁﬁ"ﬁ?ﬁ )

LOETIE. 1 20 Android IHERKRIZBR DT TV EMMD T TN EHELEL TVSAKRRAEZRLTWLNS BHDTT
JIZIZMDF7TIIZABELTULNS Component AY 2 2HY. 1 DIE Permission [CXkBFRENLGL. B 1 DIF
Normal Permission IZ&Y Component D77t RZEHIRL TS ELIFETE THS, Permission IZKHREN L
LY Component (&, fESBHEDHIMDTRTOTT)EBEAEELT. REFIZTIELRSNTLESBENH S,
—7. Normal Permission [Z&Y{E#L7T- Component (&, fhDHfESS% Normal Permission ZFEAEELTLY
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BWT T EBAEELEREELHET H2EMNTESD, Zhuh Normal Permission QO F|RETH S,

D7 IT)IZABEF S Component [ZIE Normal Permission [CkA{REFRET T RETH S, D Component
AT HMHOTTIDOREFKEEICIE. B D7 TJTEZLIz Normal Permission & uses—permission [Z&YF|
FEELTH6L, SHICHEFHEEFEYRAFLEVNEIICEF2T7a—T VI L TELZBEIIMEKETRETHS,

5.2.2.2. Dangerous Permission [E1—4—NDEEXFET S=DIZEIFIZHEAT S (ZH)

Dangerous Permission (£t 3 DM Permission L&Y, 7TV IZZ DERZEZH 5T E2MESINEI—H—IC
FI| B %R & B HEREN S, Dangerous Permission ZF|AESL TS 7 TUEIHRICAVAM—ILT HEE, RD
FOBBEAEMARTEIND, CHIZKY. ZOTTUNE D KLS5% R (Dangerous Permission 3 &U Normal
Permission) #FALKXSELTNEDNEL—HF —H B ENTES, A—HF—DNIAVRA—ILI1EAYTTEHILE
T.ZOT7TVIFFIAESELIERIA TSN, AV R—ILENBKSITHESTNS,

F0nauaB 05

. PermissionNetwork

CO7IVT—aVEAV R -
LETH?

COFTVo—2avICHeT 51
FR:

v Ry kD—2EE

RERAI—RY TR

_J AYAR=IL U Frrtzil L

Dangerous Permission TRETEIDIEA—HF—DEELTTHAZEITEFENBLETH S, Dangerous
Permission [2&>2TA—H—LINDEEXRETELL, CNETTEERMNEHYIZKLD T, RIZEKFIEZE
(FTERBAT B,

B#7 77U EEET S Component (7 TIASDTIEREZIELEVWIERHD, ZDKSH
Component # Dangerous Permission [CkYRELT=ETF D, T TIVNA U RAb—ILENZEE, 12— —(C
BRBEEARTIND, I—F—HBEHOMEEEZD T TEE MHTITVEBRTTIEEESED-HICT
DEREHALTCLES BHTIVETTEELEZVDIEBEHOBETH>T. COMECTEHDEETHD, =
DiGE. COEEFRSIREE ST TV A= —F—Thd. ChoDRBENBHEELZRET ST
HIZITHBEEZED Signature Permission #FE5& &L,

5.2.2.3. JBEEZ® Dangerous Permission [EFI AL TIXAESALY (Wh7R)
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MBEEE®D Dangerous Permission #{EAZLIETEDN ., I —H—(CHIBERDIBEEMNRIRINT [TEEH
[ZHERAT EEShTLESB AL H S, DFY Dangerous Permission D ETHAI A —HF—ZFFa] 2R H D 1#
BEDEBINVEWGEELHHDT,

FTHBEDE=HIZ 2 DOT7FVEEET S, 1 DlE Dangerous Permission I2&Y{R# L= Component Z /2B
93577 TIN% ProtectedApp &9 %, £5 1 Dl& ProtectedApp ® Component ZF AT 33D 7T)TIh

% UserApp £95, b 2 DDAV AR—IVIEFIZIKFL T, SELUK T —RESFEWD NS —I DN H 5,

2FERIUKT—R

SFENAGLNT—R

5EIZ ProtectedApp A/ A—ILT %

RIZ UserApp AV Rb—I)LL&SET B L.
Dangerous Permission O F|FAEFa]Z KOS EME
NRRIN, —H—HEFA[ 95 ET UserApp
(A RA—=ILEND

FD®.1—Y—H UserApp ZEEFT B &,
UserApp I& ProtectedApp @ Component [Z7

%elZ UserApp &A1 Ab—)L9 %&. Dangerous
Permission OFIAFAIZROLIEEIER TSN
FIZ. ZDFEFEAVRAM—)LTETLES

RIZ ProtectedApp AV AM—ILT HEERIZA
VA= ILTETLEDS

FDE.1—HY—H UserApp ZEENT B L.
UserApp I& ProtectedApp @ Component IZ7

DA TED DERATETLES

A—H—HABHRMICHETLAITIE UserApp (&
ProtectedApp @ Component [C7 X TEHEL\D
T. ELLRETETLS,

A—HF—HAHFFLTLVEWNZEEHS T, UserApp (&
ProtectedApp @ Component ZF|BATETLES &L
SHEELH D,

5.2.2.4.

SENHENVT—RADERIERDEY THB, £ UserApp A A—ILLESETF B E uses—-permission [2&
YFIFAEE STz Permission [FFELZZDIHEKRETIIEZRSN TG, 2O EE Android OS [FT5—&F5H2E
1A A — L E#EITLTLES, Dangerous Permission @ 1—H—FEE XAV A — LB IF LM ERS AR
Wz, —EAVRM—=ILEN=7 T IEERZH TSN Z3DELTHRDN S, LIz > TE MDAV Ab—)LEND
771D Component Z[4& ® Dangerous Permission TIRELTWV-1EE. A—HF—DHF A HLEITI VA —
ILEnt=77)h5ZF®0 Component NFIHTETLESIDTHS,

7. Android OS BETE® Dangerous Permission [E7TUMNA U AR—ILENBEZIZIEZTDFEIMRIESNT
LWBD T, uses—permission LTWBTZTYARA VR —ILENBEECENT 11— —FEREEN RTINS, B
BEZE®D Dangerous Permission DIFEIZFEFZDOBEFXELS,

BE. SFEWDENWT—R ITERETEILEVAEIEROMN>TULVEL, LIzA>T, B EZE®D Dangerous
Permission [EF| AL TIXEHELY,

¥ B E# Permission [X Component QIRIBEI 7TV EITTHFIRB 7T TLEERT S (WA
BIL&HID Permission BNMEHDT T TEERINDIGE ., RIICAVRL—ILENT=F T D Permission E&EH

BEEnd, 2FY. Permission fFEDAVR—RU NI KAV AM—ILENT=F7 T D Permission EEN D
Protection Level TIE#EIh 5,
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DA EM>TLD AL, BETEL2TOTTUICHLEL Permission #E&ET HIENEEKIZELONSD
LN, LAL, RIDISAVR—=ILT BT FIDHAIZ Permission ZEHZLTHELT, thD7FTUTIEERLEZL
EVSEEELTIIWITEWN, BELRS, 7TVDAVAR—ILIES., FAERKFIZEELTW-IEFERLE- 15812, &
RSN TULVELY Permission TAVR—RUMERELTVDEVSKREDEELTLESIOTHDS, KREHD
Permission [&. Protection Level A% normal ELTHhbhnd, TD1=H. uses-permission ZES LIzt 7
YWASTIRASNTLES,

COESPKREESTEN DI BT TIREET 5T X TOF7FJIZHLVT, Protection Level A' signature
® Permission Z AndroidManifest.xml IZEZEL THLIENBETHS,

5.2.2.5. B Signature Permission [(FB#7FVICKYERIN TSI LEHERT S (WZ8)

AnroidManifest.xml T Signature Permission ZE&§L. 3> R—HRbEZ D Permission TREL=FZITTIL,
EIXREN T TIHEWD, COFEMITRNAV RSV a0 DI BEESE Signature Permission ZEIETES
Android OS M 1ZSBI 5L,

LIF. ¥ B E% Signature Permission 2&£IZELUESFIETH S,

%9 . AndroidManifest.xml [CTR%E1TS,

1. EETEIRTOT7FJD AndroidManifest.xml (2T, BA& DI E Signature Permission 2E &3 5
(Permission ME%)
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. {%#L7-L> Component M#H3 AndroidManifest.xml [ZT. %#® Component DEZH424 D permission
BT, BT Signature Permission Z1§%E 9 % (Permission DEREE
f5l: <Activity android:permission="xxx" ... >...</Activity>

3. {R#L7-LrComponent 279 ERT %:EHET T D AndroidManifest.xml 2T, uses-permission 24
B X Signature Permission #¥§% 9 % (Permission DFAEE)
f5l: <uses-permission android:name="xxx" />

RIZY)—RA—KR LIZTREITS,

4. {RFEL7T=L) Component TUHVIAENIET SY/—RI—RIZHELT, JBEEZELT- Signature Permission
HNBERTIVICEYERSINFLONEINERERL. T5THITNIEY I TXEEHRT S (Component 124
BlIZ Xk BREE)

5. fR#EL7=L)Component 279t RTBHY—RaA—FRIZHE VT, BT ELT=Signature Permission AAB#t7
TYIZKYEBBRINF=EDONESIIERETEL, T5THITNIEX Component [T7UEALALY (Component F| A
BlIZ Xk BREE)

&%&IZ eclipse M Export #EEIZTREIT,
6. EHEETEZIRTOT7IID APK ZRILHKRERTERT D
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TR BEZLT: Signature Permission A5, B 7 TVICKUYEZRSINI=LDONESIHEHERITIVLELHD
M BRI RERRITOVTIEY T ILa—FEoa>ml5.2.1.2 MBEEED Signature Permission TE#t
TT)BET B EIZSRTEHIL,

5.2.2.6. JBEEZE®D Permission & X7 ) DN\yr—CZFMRLE=-XFENIZT S (HE2E)

BHDOTTIHNRILLRIT Permission EETDIHEE. KICAVRM—LEN=7 TN EET S Protection
Level BNERAINS, FICAVA—ILEN =7 TH Normal Permission ZE&L . ZICAVRAb—ILEN=T TV
MEILCLAIT Signature Permission #FE &L 1154 . Signature Permission IZkARENE =DV, &
ELLGWMEETH. EHOT7TTIIZH T Permission A EZELTERILAL Protection Level TEIET S THE
D BB, ZDKSBEBREH =8, Permission BIZEXTT)DIvr—SBEANTZADBERLY,

| U9 —S ). permission. (#AIT 53X F50)

%X, org.jssec.android.sample &L 57894 —2 12 READ 72t A®D Permission &3 240 (E. D
HEAOIFELLY,

| org. jssec. android. sample. permission. READ
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5.2.3. 7NV Rk

5.2.3.1. ¥BE Signature Permission Z[E:# TZ% Android OS D#tE

¥ B E & Signature Permission . ALK ER TCEL SN 7 IVRETT7IIREEEZERT S
Permission THD, AFEEFRIITSAR—FETHYMEXICARLTITESHEVNBLD THS1-®. Signature
Permission [CkAREFEHT7TIEITTEETIEEICHEONEZIENASLY,

Android @ Dev Guide (http://developer.android.com/guide/topics/security/security.html) TizBASh
TUL\5¥% B E % Signature Permission DEKMZFENAIZRDESYTHD, LML, BT BE5ZZNIZIEM
b,

1. E¥ETEZTRTOT7TJD AndroidManifest.xm! [ZTIE B Signature Permission 2 &9 %
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. {%E#L7-L> Component M#% % AndroidManifest.xml 12T, {##L7-L> Component D EHXEYT D
permission B T. B E % Signature Permission &3k ¥ 5
f5l: <Activity android:permission="xxx" ... >...</Activity>

3. fR#L7zL> Component [T7UEALIzLEET7TD AndroidManifest.xml 2T, B E# Signature
Permission ZFI|AEE9 %
f5l: <uses-permission android:name="xxx" />

4. EETHIIRNTOTT)D APK ZRILHFKERTELT S

EFZOEERNLEFENAITTHAE. Signature Permission R TEDIRITENH D, HEAD-HIZHMBETE
£ Signature Permission T{RELT=77")% ProtectedApp &L. ProtectedApp LITBLZBAREBRTERAL
=771 % AttackerApp &9 %, ROEHNRILT HEE, AttackerApp [FEZA—HBLTLVEWZEMDIDHET,
ProtectedApp ® Component 27Vt ATETLED,

1. AttackerApp 4 ProtectedApp ¥t B EZL 1= Signature Permission &FLC£ BT Normal Permission
*TE&HT 5 (BZFIZIE Signature Permission THIEHALY)

2. AttackerApp [F¥ EEZLT- Normal Permission % uses-permission THRAEE Y5
AttackerApp % ProtectedApp KYSIZIHRICAVR—ILT D

ProtectedApp N B EZEL TLVS Permission D£&ATlE APK 7741 )L 5 AndroidManifest.xml ZEY & (£
BRICHBIENTED, LEEOEH 1 BLUEH 2 FREFICIEFAILEFLLGLED, &4 3 (Fa——%8RT
BEDREICKYRBELHIREFIHTEZOIXRMTH S,

ZDEIITHBEFEED Signature Permission [FEARMLEFENA TIXRELZRBINTLEIRITENFET D,
ELLMEWAIZDOWTIE, L—ILEoa> DT B ES Signature Permission (FE#7FJIZKYEZRSINTL
HLEHERT D (W7R) 1B RT BT,
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5.2.3.2. 1—H¥—H AndroidManifest.xm| ZHEAT S

¥ B Permission @ Protection Level WERILAZEWEDIZHS7—RIXBEIZERBALIz, ZDIEICKDTEEZE,
=i, Java OYV—RI—FEITRIGH DX IGEERT 2BENH o=, ZZTIL. AndroidManifest.xml AR
TAETNDEVNSEEND, V—RAO—RAIORISIZDONTHRS, kS AZRNT 5B S HEREHEIRTT HH.
LREHEEFL O THRIAFTSITADNYH—IZHLTIKIFEAENENENAEZTH DI EITEFETHIE,

COEHIETTIDHREAIZETHEDTHY . A —F—BHENBEEZF>TWET—ATHD, RETHAEZA12D
S Th AN, Permission [CBHTEE. ChETIV—ILATITVELTARSATWSE, ol TOTHL/ W
Hh—IIRTBEZEREKIELTRARTHELZEITLT =,

Google Play Mo/ Rb—)LTEDT7F)IE. root tERELICHISATEST T ITHILEBITBEVTHDE
MNH b, HE45 . AndroidManifest.xml ZZEL T APK J7MILEBER. BLTH7T)r—avhBHash
TWB=OTHD, COT7TVEERTHET. HTEHEEDT TS Permission ZHIBRT HZEMNTREIZLST
L3,

EELTIE INTERNET Permission ZHtYB&L V= AndroidManifest.xml M5 FIE & D APK ZE/L. 7FVIC
HARAENTZLEEED 21— EELEVESICT I —IANENELSTHS, BANEFERSEIMEEIN TS
NMELNEVWEDFRRINILEEINEENSTET, ZOBOY—ILOBEEFTHEL TSI —F—ELHEE TS, 20K
SIATAIE. 7TV r—2avITA A ENT L EDBEEL D20 EEWRAZHFL TSR EICRLTS
BHMEEESZA5THTHEIELE RS, A —F—DIFEALEFRDEHBELIINLDITAZITO>TLSEEDN
%

A28 —2yhk Permission # uses-permission TEELTWLA7 U A, EITHIZE H D AndroidManifest.xml
[ZEEEH SN TULVS Permission MR T 2REFFERIZTRT,

public class CheckPermissionActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// AndroidManifest. xml [ZEEZ L = Permission ZH#&
List<String> list = getDefinedPermissionList();

// BEEBRNT S

if ( checkPermissions (list) ) {

// 0K
Log. d("dbg”, "OK.");
lelse{
Log. d(“"dbg”, “manifest file is stale.”);
finish(;

}

/*x
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* AndroidManifest. xml 1252 L 1= Permission 1) X FCTEHT %
* @return

*/

private List<String> getDefinedPermissionList() {
List<String> list = new ArrayList<String>(;
|ist.add (“android. permission. INTERNET”) ;
return list;

}

/¥k
* Permission AEBINTUWVEWI & 2RI 5,
* @param permissionList
* @return
*/
private boolean checkPermissions (List<String> permissionList) {
try |
Packagelnfo packagelnfo = getPackageManager (). getPackagelInfo (
getPackageName (), PackageManager. GET_PERMISSIONS) ;
String[] permissionArray = packagelnfo. requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
if (! permissionList. remove (permission)) {
// ER L% Permission AAFnE A TLNS
return false;

}

if (permissionList.size() = 0) {
// OK
return true;

}

} catch (NameNotFoundException e) {
}

return false;
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