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IEC62443-3-3 check sheet

Target:

classification:
Date:
Time:

ZH/W CS/W cloud system “component

FR 1 - Identification and authentication control {IAC)

SRsand REs SL 1

n
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w

w
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SRLY

Strength of password-based authentication

A — FAN— A OFREDE S

5.9

SR1TRE1

Password generation and lifetime restrictions for human use

I—H—DiDi 2T - FPERES A7 R4

5.0.3.1

=ix

TR

=

Strength of password-based authentication
For control systems utilizing password-based

authentication, the control system shall provide
the capability to enforce configurable password
strength based on minimum length and variety

of character types.

Password generation and lifetime restrictions for
human users

The control system shall provide the capability to
prevent any given human user account from

reusing a password for a configurable number of
generations. In addition, the control system

shall provide the capability to enforce password
minimum and maximum lifetime restrictions

for human users. These capabilities shall conform
with commonly accepted security industry

practices.
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