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Autofill framework

Android 8.0 (API Level 26)

AFIXEF % Autofill Service hMERTF
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Android 8.0/8.1Autofill
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Android 8.0/8.1MDAutofill X 5&
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Android 9.0 Autofills&{t -1 >

AutofillManagerZ =X

getAutofillServiceComponentName()

Autofill Service®) W —Z O3
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PackageManagerZJ =X

hasSigningCertificate

Android 9.0 (API Level 28) LA%
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public static booleanm test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
I:Dr\.rel:tHash —_— S N P e e [ B ] may,

" Android 8.1L4H] Android 9.0l

public static 5

if (pkgname == null) retwurn null;

try {
PackageManager pm = ctx.getPackageManager():
PackageInfo pkginfo = pm.getPackageInfo(pkgname, PackageManager.GET S[GNATLRES),
if (pkginfo.signatures.length != 1) return null; ENETE LT
Signature sig = pkginfo.signatures[@];
byte[] cert = sig.toBytehArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

H

alill

return pm.hassigningCertificate(pkgname, Utils.hex2Bytes(correctHash), CERT_INPUT_SHAZ56);
H

private static byte[] computeSha2s6(byte[] data) {

try {

return MessageDigest.getInstance("SHA-256") . dige=t(data);
} catch (NoSuchAlgorithmException e) {

return null;
H

}

private static String byteZhex(byte[] data) {
if (data == null) return null;
final 5tringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(5tring. format("%a2x", b)):
h

return hexadecimal.toString();
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subjectAltName (SAN){HEFE

B —/)\—GEERE(C
subjectAltName &

SANWE D S OH
Chrome 58 Firefox 48

1|:—_I|!i
3
kS

in the middle attacks. In special cases, it may be appropriate for
the client to simply ignore the server's identity, but it must be
understood that this leaves the connection open to active attack.

If a subjectAltMame extension of type dMSMame is present, that MUST
be used as the identity. Otherwise, the (most specific) Common Name
field in the Subject field of the certificate MUST be used. Although
the use of the Common MName is existing practice, it is deprecated and
Certification Authorities are encouraged to use the dNSName instead.

https://tools.ietf.org/html/rfc2818
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Network Security Configuration

cleartextTrafficPermitted
BITE Cfalse « HTTPiZfcA~o]

PO HTTPHEERE S D R A1 I BRI



FEiES{C@IE (HTTP) D!

IS5 T CHELE Cfalse

<base-config cleartextTrafficPermitted="false">
</base-config>

<network-security-config>

<domain-contig cleartextTraftfticPermitted="true >
<domain includeSubdomains="true”>www.jssec.org</domain>
</domain-config> T
</network-security-config>
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BiometricPrompt API

Android 9.0 (API Level 28)
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FingerprintManager(deprecated

Flngerpﬂﬁtl\/‘anager added in AP level 23

Deprecated since API level 28

public class FingerprintManager
extends Object

java.lang.Object
L android.hardware fingerprint.FingerprintManager

@ This class was deprecated in API level 28.
See BiometricPrompt which shows a system-provided dialog upon starting authentication. In a world

where devices may have different types of biometric authentication, it's much more realistic to have a
system-provided authentication dialog since the method may vary by vendor/device.

https://developer.android.com/reference/android/hardware/fingerprint/FingerprintManager
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Andr0|d 8 1LXHIJ(1Andr0|dX_C3(]L}7C\

oid Developers » Android Jetpack » Android

Biometrics

Bik
Version 1.0.0-alpha03

Version 1.0.0-alpha03

December 17, 2018
Bug fixes

* Fixed fragment-related issues

* 0On devices O and older, lockout errors are returned immediately to be consistent with P and above

https://developer.android.com/jetpack/androidx/releases/biometrics
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Safe Browsing
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Safe Browsing

Android 5.0 (APl Level 21) ~ 7.0 (API Level 25)
S IE 5209 AndroidManifest.xml

XJER 77 T UK

Android 8.0 (API Level 26)
S IE By setSafeBrowsingEnabled

X5k WebView- > X5 > X Ef]




Safe Browsing

Android OS ver. Android R#¥ WebView OSE DBk  Safe Browsing
Android 7.0 BUf% Chrome for Android (Chromium~—2X) IRIT XTIt

Android 5.0 - 6.0  Android System WebView (Chromium~R—X)  J#3i7 XTIt

Android 4.4 OS#E#HIAFH WebView (Chromium/~R—2X) —{K FEXTIES

Android 4.3 LiF] OS#HFAAFH WebView —{K JEXT e
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JEAABAService AARIService J\—bMF—PREService HBHttREService

startServiceZ! - - - _
IntentServicef! - - - _
local bindZ! 0 - - _
Messenger bind®2 o 0 - o*
AIDL bind#! 0 0 0 o)
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S1. Service (& SharedMemory.create() (CRDFEB AT Z/ERK T D

§%Fﬂ§ﬁ Vﬁ%gﬁbu %_:EX:E g_’a’:%']ﬁﬁ@'%i & SharedMemoryttmap() (C& D TEBEDXAEY

%1 57> SMEBERM Intent Z{EFH L ContextitbindService() ([ChD TH—EXR(TIEHE T

S3. 051772 DFHE Bind() call
Servicej(a"C ?éﬁ(i)%\ 7&5@ %ﬁ'b\ |ce§ %linh()\c?%’b

C2. Service /' onBind E’%ﬁ'bf fB(1Binde r A 2RI RX) |
D onSerwceConnec;(e(():I_() callback 0) ;&d’_ L/_C(JE o DABE( 0)
Service EDBIEZIT Do

C3. 51T > BT Service (CHUTHBAEUZEKRT B,
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client

Cl1. =K AlCEREEE
bindservice()

C2. onServiceConnected()

Y —EACHBARVEER

ca, BEHOATUEMIZT T
SharedMemory#map()
HEATRUETFIHETS

Cs. L it e /AT E
Forgud
Sharedmemory#unmap()

ce. HEATVEYO-X
Sharedmemony#close()

C7. BFAT AR TEEA

Binde

i

sernvice

s1. HEAEUHE(FRL
SharedMemory.create()

S2. BROAEVERMIZTT
SharedMemorymap()

53. onBind()

54. 2TAT MR TS
BiEETE

SharedMemonyfisetPratect()

5. HESAFUFER

s6. BEAFUEFIRT S
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unbindservice()
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Android OS ver. Android =# WebView OS & DRI

Android 7.0 BUf% Chrome for Android (Chromium~—2X) IRIT XTIt

Android 5.0 - 6.0  Android System WebView (Chromium~R—X)  J#3i7 XTIt

Android 4.4 OS##+AF WebView (Chromium/~R—X) —{K Xt (BEE CHERh)

Android 4.3 A&7 OS#H#+AF+ WebView —{K FEXT it
WebView TLS1.2341 )it = Android 4.4
Android OS> T )7 = Android 4.4 97%

= Android 5.0 89%
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1. JSSECET/=(I
AndroidZF+1 U5 1 S Sl

JSSEC=E NS

http://www.jssec.org/members/

AndroidZZ1 U5+ BB (S
https://groups.google.com/group/android-security-japan

D

FAELVENUET

2. SMA—ILiX{E

(To: Jun.Ogiso@sony.com

Subject: JSSECEF+171—5F 1 >0 GEM
(1) Google account:
(A=I7 RLR)
(2) First name:
(€=))
(3) Last name:
(4%)
(4) Organization:
JSSECZhn##+ or AndroidZ+a1UF 1 &
(5) Git access:

\_ (WBE or AE)
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