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“In their use of ICTs, States must observe, among other principles of international
law, State sovereignty, the settlement of disputes by peaceful measures, and non-
intervention in the internal affairs of States. ” (YA /\—Z B ZHITHER F .

TR FAERTF)

“Existing obligations under international law are applicable to State use of ICTs
and States must comply with their obligations to respect and protect human rights
and fundamental freedoms.” (BEIFRE 1LY A /\—2ZE R 2 E A AT §E)

“States must not use proxies to commit internationally wrongful acts using ICTs,
and should seek to ensure that their territory is not used by non-State actors to
commit such acts.” (A IN—LERBIZBITHEETEZFEADEGSDEL)

“The UN should play a leading role in promoting dialogue on the security of
ICTs in their use by States, and in developing common understandings on the
application of international law and norms, rules and principles for responsible

State behavior.” (A IN—EMZERBEFHITHEED ETE/MKRE)

(Source) UN General Assembly, Group of Governmental Experts on Development in the Field of
Information and Telecommunications in the Context of International Security (June 2015)
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B A/ \—1H1k B E& (Report on Cyber Deterrence Policy, White House, Dec. 2015)

1) B E (2L DHNIE (Deterrence by denial)
ORMEFRT Z&I2KBH1E (Deterrence through cost imposition)
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“The recent cyber attacks hitting critical infrastructures worldwide reinforce our commitment to increased
international cooperation to protect an accessible, open, interoperable, reliable and secure cyberspace and its
vast benefits for economic growth and prosperity. We will work together with our partners to tackle cyber
attacks and mitigate their impact on our critical infrastructures and the well-being of our societies. ”
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Any Question?




