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Cross Platftorm>” — /)L > =)

0% 10% 20% 30% 40% 50% 60% 70%

PhoneGap/Cordova [ " o1%
Xamarin [ 35%
Unity [ 31%
at [ 8%

Adobe Air [ 15%

Appcelerator [N 13%
Corona F 12%

Marmelade F 9%

Codename One [l 4%
Live Code [ 3%

® Using this tool ™ Prioritize this tool

Vision Mobile Analysis of Cross-Platform Development, July 2015
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Same-Origin Policy
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Access Origin

E 7 7 A v(config.xml) (ZCFEikd 5, FIHIR—T 3 0 L0 F1E,

T 74V MEI* (TRTHA) BOTHEENLE, <video>% 7 <°WebSocketZE LR X 7172
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<access origin="http://example.com" />
<access origin="*" />

Allow Navigation

Cordova iOS/Android 4.0LL FicE A XN~ FX =V T 75/, AndroidiZcordova-plugin-
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<allow-navigation href="http://example.com/*" />



Content Security Policy
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<meta http-equiv="Content-Security-Policy"

content="default-src 'self' data: gap:
https://ssl.gstatic.com; style-src 'self'

'unsafe-inline'; media-src *">
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<meta http-equiv="Content-Security-Policy"

content="default-src *; style-src 'self'
inline'; script-src 'self' 'unsafe-inline'

'unsafe-
'unsafe-eval'">
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TLET, 2.2 Froyo 8 0.1% ‘
233- Gingerbread 10 1.7% s

Earlier 237
6% 4.03- Ice Cream 15 1.6%
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CVE-2015-5208

Apache Cordova iOS before 4.0.0 allows remote attackers to execute arbitrary plugins via a link.

CVE-2015-5207

Apache Cordova iOS before 4.0.0 might allow attackers to bypass a URL whitelist protection mechanism in an app and load
arbitrary resources by leveraging unspecified methods.

CVE-2015-5204

CRLF injection vulnerability in the Apache Cordova File Transfer Plugin (cordova-plugin-file-transfer) for Android before
1.3.0 allows remote attackers to inject arbitrary headers via CRLF sequences in the filename of an uploaded file.

CVE-2015-83220

Apache Cordova-Android before 3.7.0 improperly generates random values for BridgeSecret data, which makes it easier for
attackers to conduct bridge hijacking attacks by predicting a value.

CVE-2015-5256

Apache Cordova-Android before 4.1.0, when an application relies on a remote server, improperly implements a JavaScript
whitelist protection mechanism, which allows attackers to bypass intended access restrictions via a crafted URI.
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