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end-entity cert A for cigital.com signed by

intermediate CA cert B signed by

intermediate CA cert C signed signed by

root CA cert D (self-signed by D) - trusted by system
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* Jjavax.net.ssl.SSLSession.getPeerCertificates()
* Jjavax.net.ssl.SSLSession.getPeerCertificateChain()
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 net.http.X509TrustManagerExtensions.checkServerTrusted()
 Android 4.2 (API Lv. 17) Bkt
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« URLConnection S5 X (CHITPAWAS A>T 3>0
BES51%E (Android 2.2 ~ 6.0)

https://ivn.jo/vu/JVNVU929757346/index.ntml

. OkHHp (< 2.5.0) (CEa3E
. setRequestProperty()/addRequestProperty() Z{ERAT
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kiR bk HITP U O T A Ay FIZAMEEZERTHEEE. 7705 —3 3 VEHIZH-T
AT —R3EFF w09 45(132 AAT—30ELEEFEZT L] 2EE)
if (strlLanguage. matches (""[a-zA-Z .-1+§7)) |
connection. addRequestProperty ("Accept-Language”. strlanguage) ;
| else {

throw new Il legalArgumentException("Invalid Language : * + strlanguage) .
}
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Network Security Configuration yj::.-
TSA R— MIEREDER e

BERAA S DBEBI Jo 1~ MImEzAns | Bfast RXA >

xml version="1.0" encoding="utf-8"7>

<network-secur i ty—contig>»
<domain—config>

{domain includeSubdomains="true"> jssec. org{/domain>
{trust-anchors>
{certificates src="lraw/private_ca” />

{/trust-anchors> “tiffzzg;:\\\\\\\\\\‘
</domain—config>

</network-secur i ty-config> _ " - o
TS5ANR— MEBEZED/ (X
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BE RAA A ADBERICTS1R— RIBEEEHS
<Txml version="1.0" encoding="utf-8"7>
<network-security-contig>
<domain-contig>
{domain includeSubdomains="true™> jssec. org</domain>
{trust-anchors.
<certificates src="Uraw/private_ca” />
{/trust-anchors>
</domain-config>
</network-secur i ty—config>
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TSA R— MIEREDER e

FZITUDMTOETD HTTPS EERIC T S R— RNEBEEZALS
{?xm| version="1.0" encoding="utf-8"7>
{network-secur ity-contig>
<hase-config>
{trust-anchors>
<certificates src="lraw/private_ca” />
{/trust-anchors>
ase—config»
rk—secur i ty—contig>

<domain-config> : $§1E R XA > A\DHTTPS1813

!
<base-config> : £ TDOHTTPSIE{S
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HTTPS @S ICE > " I (C LB EEETD
<Txml version="1.0" encoding="utf-8"7>
{network-secur ity-contig>
<domain-cont ig>
{domain includeSubdomains="true"> jssec. org</domain>
{pin-set expiration="2018-12-31">
<pin digest="SHA-256">e30Lky+iWK21yHS | s5DJoRzN | kOdvQUOGXvurP idc2E=</pin>
A— Ry Fy7H —
<pin digest="SHA-256">TwzaOLRMXouZHRCBE | +4Pyu | dPDcT3UKe0, 04cDMT oE=</pin>

</pin-set>
</domain-config> k

{/network-secur ity-config> ﬁ'{%f‘ﬁﬂ—/ \@ﬁ}ﬁaﬁﬂ%/ \“J :/1
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IEES(L (HTTP;EE DI

FEiES{LIBE 2] LIRL)

JEE=S{LEEEIH TS
{%ml version="1.0" encoding="utf-8"7>
<network-secur i ty—config>

{domain-config|cleartextTrafficPermitted="false™>
{domain includeSubdﬂmainszgtrue5>jssec.nrg(fdomain)
{/domain-config>
<'network-secur i ty—config>

v HIEIXTSR(E HTTP, FTP, DownloadManager, MediaPlayer £
v BKLAV7—D. bST4 v IDOARBHESIEESNTLDINE DSHHIBIAEE LB
{ETIL [best effort] TEMEIND
v WebView ([C(XBEAENLUY




Network Security Configuration A
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T\ IBICDH TS+ _— RS EAD
{Txml version="1.0" encoding="utf-8"7>
<network-secur i ty-conTig>

<debug-overr ides>
{trust-anchors>

<certificates src="0raw/private_cas” />
{/trust-anchors>
{/debug-overrides>
</network—secur | ty—cont 1g>

v android:debuggable M true DEE (/NI EJLRDESE)
DFH. TS5ANR— CAGEBAEZFRHT D

v JEUU—XE)L R(Z Play Store (CESRL)

v )\ O BRNDEHICH—)GEBSIREE/\1/\RAETETUES.
fElRIRREZ U TEFHD
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MODE_WORLD_READABLE/WRITEABLE [

« MODE_WORLD_READABLE /
MODE_WORLD_WRITEABLE

« Android 4.2 (APl Lv. 17) ~ JEH#E%E

 Android 7.0 (API Lv. 24) ~ ERAAH]
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Scoped Directory Access W
« SMBER N —2D8FET « LD KUCH L. Permission/2UIC 701

ATE3
DIRECTORY_MUSIC ZFREI7AIL
DIRECTORY_PODCASTS Ry R+ X b
DIRECTORY_RINGTONES =ET
DIRECTORY_ALARMS TS—ALhE

DIRECTORY_NOTIFICATIONS BAE

DIRECTORY_PICTURES BRI 7 1)L
DIRECTORY_MOVIES B J 7 1)L
DIRECTORY_DOWNLOADS -5 o>0O0-RUicI7AIL
DIRECTORY_DCIM PDASICKDES - BIE T 7-1)L

— DIRECTORY_DOCUMENTS I—H—(Cro>TESNIZERFIA
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* READ/WRITE_EXTERNAL_STORAGE
— HEBRA ML —2DFETCTORET A LD NUICTFOTEXT
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Scoped Directory Access W

StorageManager sm =
(StorageManager)getSystemService(Context.STORAGE SERVICE);

StorageVolume volume = sm.getPrimaryStorageVolume();

Intent intent = volume.createAccessIntent(Environment.DIRECTORY_PICTURES);

startActivityForResult(intent, request _code);

DIRECTORY_MUSIC BEI7AIL
DIRECTORY_PODCASTS My R X~
DIRECTORY_RINGTONES {51

DIRECTORY_ALARMS RN =1
DIRECTORY_NOTIFICATIONS B

DIRECTORY_PICTURES BRI 71l

DIRECTORY_MOVIES #E I 7 1)L
DIRECTORY_DOWNLOADS dA—5-myo>O0-RUEI7AIL
DIRECTORY_DCIM DAS(CKDEA - BN D 7 1)L
DIRECTORY_DOCUMENTS A—H—[CKo>TESNIZRFIA> b~
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« Activity, Receiver, Service([CDUL\T. exportedEIETEDIHE.
T AL bOFEENF. ..

<intent-filter> & D — Z23FKLD
<intent-filter> 72 L — FE2RIRLN

« 4 RTE \
[intent-filterMBE(ICK ST, exportedFBARMIICIEEIT AU
ELTTULS

» Sticky BroadcastiC DU\ CIEED
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