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Search Parameters:

Contains Software Flaws (CVE)
Keyword (text search): apple ios
Publication Start Date: January 2010
Publication End Date: December 2015
CVSS Version: 3

Total Matches By Year
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Top 50 Products By Total Number Of "Distinct™ Vulnerabilities in 2015

Go to year: 1555 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 All Time Leaders

Praduct Name Vendor Mame  Product Type MNumber of Vulnerabilities
1| MacOs X Apple os 384
2 Iphone Cs Apple 0s 375
3 Flash Player Acobe Application
4 Air Sck & Compiler Acobe Application
5 Air Sdk Adobe Application
6 AR Adobe Application Software with the most vulnerabilities in 2015: Mac OS
7 Internct Explorer Microsoft Application X, IOS, and Flash
8 Chrome Goodle  Applcation et N
9 Firefox Mozillz Application
10 Windows Server 2012 Microsoft 05
11 Ubuntu Linux Canonical 05
12 Windows 8.1 Microsoft o5
13 Windows Server 2008 Microsoft 0s
14 Windows 7 Microsoft oS
15 Windows 8 Microsoft 05
16 Windows Rt 8.1 Microsoft 05
17 Windows Rt Microsoft 0%
18 Safari Apple Application
19 Windows Vista Microsoft 05
20 Ancroid Google 0s 130 http://venturebeat.com/2015/12/31/software-with-the-most-
—r vulnerabilities-in-2015-mac-os-x-ios-and-flash/ 10
21 Acrobat Adobe Application 130

https://www.cvedetails.com/top-50-products.php?year=2015
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AppleDEX217aA—T 1V :

‘:’ App'@@SECU re COdlng GUlde https://developer.apple.

com/library/mac/documentation/Security/Conceptual/SecureCodingGuide/Introduction.html

Mac Developer Library Q

Secure Coding Guide

¥ Table of Contents

Introduction Next

Gl b Introduction to Secure Coding Guide

Vulnerabilities

v

Avoiding Buffer Overflows and
Underflows ) ) ) . ) - ) .
Secure coding is the practice of writing programs that are resistant to attack by malicious or mischievous

people or programs. Secure coding helps protect a user's data from theft or corruption. In addition, an
insecure program can provide access for an attacker to take control of a server or a user’s computer,
resulting in anything from a denial of service to a single user to the compromise of secrets, loss of
service, or damage to the systems of thousands of users.

Validating Input and
Interprocess Communication

Race Conditions and Secure
File Operations

L

Elevating Privileges Safely

» Designing Secure User Secure coding is important for all software; if you write any code that runs on Macintosh computers or
Interfaces on i0S devices, from scripts for your own use to commercial software applications, you should be

» Designing Secure Helpers and familiar with the information in this document.
Daemons

* Avoiding Injection Artacks and
XSS

* Appendix A: Security
Development Checklists At a Glance

» Appendix B: Third-Party
Software Security Guidelines Every program is a potential target. Attackers will try to find security vulnerabilities in your applications
Revision History or servers. They will then try to use these vulnerabilities to steal secrets, corrupt programs and data, and
Glossary gain control of computer systems and networks. Your customers’ property and your reputation are at
i stake.

Security is not something that can be added to software as an afterthought; just as a shed made out of
cardboard cannot be made secure by adding a padlock to the door, an insecure tool or application may
require extensive rede5|gn 1o secure it. You must identify the nature of the threats o your software and
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> Pasteboard
< HTTPSIE{ERFDY—/\FLBAERE
> NSURLConnection
> NSURLSession
> UIWebView / WKWebView
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% Custom URL Scheme
% Pasteboard

“ App Extensions

< App Group

< iTunes File Sharing




Custom URL Scheme



Custom URL Scheme

com.partner.app Q\
o,

NSURL *myAppURL = [NSURL URLWithString:Q@” myapp://foo?datal=hoge&data2=fuga”];
[[UIApplication sharedApplication] openURL:myAppURL]

OSSO T7 TS

~ m—ya};f—;—// ) . .
V,‘ \|| SRIETH& 5. 2R b—ILEIZ osI=&x
> |

- (BOOL) application: (UIApplication *)application openURL: (NSURL *)url
sourcelBpplication: (NSString *)sourceApplication annotation: (id)annotation ({
NSString *theQuery = [url query];
// 9 IT1)INT A—4 (datal=hogesdata2=fuga) Z=I(TH > 7=

com.my.app
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Custom URL Scheme
FUHLT7 T DFIvH

e - (BOOL)application: (UIApplication *)application openURL: (nonnull NSURL *)url
sourceBpplication: (nullable NSString *)sourceApplication annotation: (nonnull id)
annotation {
/! BUHLRZ7 IV EFzvI$S
if ([sourceApplication isEqualToString:(@"com.partner.app"]) ({
NSString *queryStr = [[url query]
stringByReplacingPercentEscapesUsingEncoding:NSUTF8StringEncoding];
// DTV ERYHELTRINT S
---snip---
return YES;

}

return NO;

}

// application:openURL:sourcelApplication:annotation: [i0s 9.0 TI EHEIZH-T=
// 108 9.0 LIfgTldapplication:openURL:options: Z{# D

- (BOOL)application: (UIApplication *)application openURL: (nonnull NSURL *)url
options: (nonnull NSDictionary<NSString *,id> *)options {
/! BUHLRTZ7 IV EFzvI$%
if ([options[UIApplicationOpenURLOptionsSourceApplicationKey] isEqualToString:
@"com.partner.app"]) {
---snip---

}
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Custom URL Scheme
FUHLIT7T)DFIv)

< application:handleOpenURL: [FfE4>75LD
> FFUOHLRT7IVZERSENTEEL

9
=

- (BOOL)application: (UIApplication *)application handleOpenURL: (NSURL *)url
// MUHLTT7 ITVEF IV ITEHIENTERHL. ..
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Custom URL Scheme
FERTND2

< URL Scheme Hljacklngd)_l““'lét._
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Pasteboard

Carrier = 4:37 PM (-
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HwROE—IL Japan Sapporo . Cancel
www.sapporobeer.jp
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Sapporo, Hokkaido, Japa

Premier Hotel -Tsubaki- Sapporo

Hotels & Events - 1-1. TovohiradJo 1-Chame. Tovoh... 2



Pasteboard
System Pastebord & App Pasteboard

< PasteboardIZ[X2iE5EH S
> System Pasteboard
n IRADETOFTT)THEIND
m VUL
m TERRIA—I)LEDTAE— TYYERYITEEYF T 1 THEHONL DD
> App Pasteboard (Custom-Named Pasteboard)

» RICHAREBICKVERSNE7Z7IIMTOAREND

< BEOT7IIRTT—ARETSHLEICIZApp PasteboardZ {5

> System Pasteboard(&ERLAELY

> i0S 7.0 R TIL, PasteboardDZRISZMNIEEDT ITUMSTET IV ERATETCLE
STEITEER

> BETREBWMEEDT7IVET—IHET S5 5% Pasteboard BAE 7LD

29




Pasteboard

raE— 1My ey 1 N

< TextField®™>WebViewD &L C[aE—/YIYERYIEN =T —2(Z system
pasteboardIZREFSN. 27 TVICHBFINTLED

o A—Y—(Z[aE—/PYRYIEN={GWERTIE,
AV THFRMZa—ABIERZEELTLESS

e #import “RestrictedTextField.h”
// RestrictedTextField [dUITextField®DHY TV SR

@implementation RestrictedTextField

- (BOOL) canPerformAction: (SEL)action withSender: (id)sender {
if (action == (@selector(copy:) || action == (@selector(cut:)) {
return NO;
} else {
return YES;

}

@end
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< NSURLConnection
< NSURLSession
% WebView (WKWebView, UlWebView)

TNENIZ.
H—/\SEBASEREEA / \1/\ RS BAPI
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HTTPS;E BB DY —/\REFAEREEZ /N1 /\RSEHO—F
NSURLConnection

@

L=
x - (void) connection: (NSURLConnection *)connection
willSendRequestForAuthenticationChallenge: (NSURLAuthenticationChallenge *)challenge
{

if ([challenge.protectionSpace.authenticationMethod isEqualToString:
NSURLAuthenticationMethodServerTrust]) {

[challenge.sender useCredential: [NSURLCredential credentialForTrust:

challenge.protectionSpace.serverTrust] forAuthenticationChallenge:challenge];

}

[challenge.sender continueWithoutCredentialForAuthenticationChallenge:
challenge];
}




HTTPS;E BB DY —/\REFAEREEZ /N1 /\RSEHO—F
NSURLConnection

@ // NSURLRequestDTFAN—rAYy K

+ (BOOL)allowsAnyHTTPSCertificateForHost: (NSString *)host {
return YES;

}

X JENBHAPIZZ DT, App StoreMBEE TP VRSN BATRESE KX
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HTTPS;E BB DY —/\REFAEREEZ /N1 /\RSEHO—F
NSURLSession

@

o’

x - (void)URLSession: (NSURLSession *)session

didReceiveChallenge: (NSURLAuthenticationChallenge *)challenge
completionHandler: (void (”) (NSURLSessionAuthChallengeDisposition,
NSURLCredential *))completionHandler {
if ([challenge.protectionSpace.authenticationMethod isEqualToString:
NSURLAuthenticationMethodServerTrust]) {
SecTrustRef secTrustRef = challenge.protectionSpace.serverTrust;
NSURLCredential *credential = [NSURLCredential credentialForTrust:
secTrustRef];
// NSURLCredential®D#A 7T x ¥y FERT EHFAIKNNCLED
completionHandler (NSURLSessionAuthChallengeUseCredential, credential) ;
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UIWebView, WKWebView

< NSURLConnection / NSURLSession®DH—/\—3EBAZEREE/ N\ (/SR O—K (&
UlWebViewDEEICL#ET S

<+  WKWebViewTId. WKNavigationDelegate TNSURLSession& R #kD 73173 R

O—RZELIENTES

X9

- (void)webView: (WKWebView *)webView didReceiveAuthenticationChallenge:
(nonnull NSURLAuthenticationChallenge *)challengecompletionHandler: (nonnull
void (”) (NSURLSessionAuthChallengeDisposition, NSURLCredential * Nullable))
completionHandler ({
SecTrustRef trust = challenge.protectionSpace.serverTrust;
NSURLCredential *credential = [NSURLCredential credentialForTrust:trust];
// NSURLCredential®DZA 7Tz H FEET LFFAIRWICHED
completionHandler (NSURLSessionAuthChallengeUseCredential, credential);
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Stealing Data, Hijacking Software, and How to Prevent It

Hacking and
Securing 1OS
Applications

O’REILLY" Jonathan Zdziarski
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