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‘ Top Grossing ]
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1.Y41>%2 57 k Minecraft... :
Mojang &
45%

¥700

2. #J/NF RO BLACK LAGO..
KRR F X
43%

Minecraft: Pocket Edition
MINELRRF Y Games
*k kK it (2,474)

Hitman: Sniper

2 Games

ko ke (236)

Goat Simulator

“y840

In-App
Purchases

“¥120

In-App
Purchases

"¥120

¥99 3 Games
%ok k7 (58)
3. 7= Lt —BEE H ]
Kairosoft Co.,Ltd ¥ ?X’ééﬁ;ﬁ? BLACK
40% 4 -¥120
¥720 Games A
n-App
* ok Kk d (154) Purchases
4. J/NF 20 HIGH SCHOO.. —
HRAt RS2 5 | comes *¥240
4.4% * %% % % (5,168) In-App
¥ 99 Purchases
. . Assassin's Creed |dentity
5. Goat Simulator : *¥600
Coffee Stain Studios ¥ 6 ) o

4.2%

* % % K 3¢ (280)

w B © Q

Featured Top Charts Explore Search

© 2016 lerae Security Inc. All Rights Reserved.
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https://portswigger.net/burp/

N Ell::\_g_% 7—:_

NS

\

e gk &P —/\
&
—root{b U fzi =R

e iptablesZF %z {F

oI

AR DIE{E %Z burplc

ene .6.39 - licensed ¢ 2
Target Proy Spider Scanmer Intruder Repeater Sequencer Decoder Comparer Extender Options _ Alerts Loggers+ burp-hash [JFH Software Version Reporter _Protobuf Editor

Filter: All, All sources, Capture: Al sources a
#~ [Tool Host Method |URL Params |Count _Status | Length MIME  Time Comment
23Proxy  https://216.58.197.129 GET  /2CpZoigG2eQzaNr}7vaoqOaiKi3XEMGEYICxCgaxkg_ZvCZ_BI9tHi ) 16:04:21 22 Mar 2016
22Proxy  https://216.58.197.129 GeT 0200 45932 image 16:04:21 22 Mar 2016
21Proxy  htps://216.58.197.129 GET  /Lktip-lzKniLN . A 0304 0 16:04:21 22 Mar 2016
20Proxy  https://216.58.197.129 GeT . 0304 0 16:04:21 22 Mar 2016
19Proxy  https://216.58.220.174 GET  /books/content/images  frontcover/ngK7CwAAQBAJ 1200 47593 JPEG  16:04:21 22 Mar 2016
18Proxy  https://216.58.220.174 GET  /books/content/images frontcover/ 9ca7CWAAQBAI 1200 48998 JPEG  16:04:21 22 Mar 2016
17Proxy  https://216.58.220.174 GET  /books/content/images frontcover/_sm7CWAAQBAJ 1200 43140 JPEG  16:04:21 22 Mar 2016
16Proxy  https://216.58.197.129 GET  /KANOCMOSEINXLISqeTWCQRI3COO1LSXTphY)DFaafE22f_s87j... 0200 24164 image 16:04:20 22 Mar 2016
15Proxy  https://216.58.197.129 GeT 0200 54264 image 16:04:20 22 Mar 2016
14Proxy  hitps://216.58.197.129 Ger 6b._ 0200 33992 image 16:04:20 22 Mar 2016
13Proxy  https://216.58.197.129 GET  /WGzVqlzgwLh4vSBQYIf7i35Q1ZOVOEW-XOVGMBDQAIRILbISKD4P... 0200 60442 image 16:04:20 22 Mar 2016
12Proxy  https://216.58.197.129 < C _8I0tHI... 0304 16:04:20 22 Mar 2016
11Proxy  https://216.58.197.129 GeT X Job. 0200 10020 image 16:04:20 22 Mar 2016
) 16:04:19 22 Mar 2016

10Proxy  hups://216.58.197.129 GET ¥ 2 0304
9Proxy  https://216.58.197.129 GET  /wB5d_ . 0200 62380 image 16:04:19 22 Mar 2016
8Proxy  hteps://216.58.197.120 GeT 0200 68692 image 16:04:19 22 Mar 2016
7Proxy  hpsi//216.58.197.129 G gb_ 0200 39924 image 16:04:19 22 Mar 2016
6Proxy  hteps://216.58.197.142 GET  /fdfe/suggest 16200 65560 app  16:04:19 22 Mar 2016
SProxy  htps://216.58.197.142 GET /fdfe/suggest 17200 3834 app  16:04:19 22 Mar 2016
aProxy  https://216.58.197.142 GET  [[fdfe/homev2 ] 1200 80520 app  16:04:18 22 Mar 2016
3Proxy  htps://52.193.124.195 poST 1200 2293 app  16:04:1122 Mar 2016
2Proxy  hieps://178.162.219.61 POST  /session 28200 228  text  16:04:1122 Mar 2016
1Proxy _hups://216.58.197.138 POST _/play/log 1200 4 text 160403 22 Mar 2016

\
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[Api/Information/AdminMessages

i raams

GET /fdfe/homev2zc=3 HTTP/1.1
X-DFE-Supported-Targets:

X-DFE-Device-Id: 3625204cabe85c73

X-DFE-Network-Type: 4
X-DFE-Request-Parans: timeoutMs=4000
X-DFE-Cookic: CNIGEAEYACICS1A

Headers  Hex

[0] 2669694

User-Agent: Android-Finsky/6.2.14.A-all
(api=3, Code=80621400, sdk=23,

12602035, 12602049, 12602392, 12602624, 12602748, 12602795, 12602981, 12603044, 12603067
,12603130,12603146, 12603159, 12603210, 12603248, 12603385, 12603428, 12603513, 1260378
7,12603788,12603948, 12604079, 12604230, 12604266, 12604268, 12605120, 12605124, 126653
98

head, product

b esc
reen=0)
X-DFE-Client-Id: an-android-google
Authorization: GoogleLogin
Hvz7CZATeCAAD
? < > Type a search term 0 matches

HTTP/1.1 200 0K
Content-Type: application/protobuf
ETag: 1748023010

X-DFE-Soft-TTL: 1800000
X-BFE-Hard-TTL: 72000000

Expires: Tue, 22 Mar 2016 67:04:18 GMT
bate: Tue, 22 Mar 2016 07:04:18 GMT
Cache-Control: private,
X-DFE-Content-Length: 20131
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protectio mode=block

se
Content-Length: 80520

@
@

Hex Protobuf

Type a search term 0 matches

© 2016 lerae Security Inc. All Rights Reserved.
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« Androi ) 7
—apk 7 7 1 )L DERRIEEMNT
- APID RSN TWS
— Java?PythonCextensio

)’

cRs o B

Dz

https://www.pnfsoftware.com/

VINA =

cfE

Ll

ERK AT BE

JEB2 - [Users/hiroshi/Projects/android/base.apk

e IEEEE|7E

 accessibiityservice
imation

vvE

v i@ security

# Bytocode/Disassembly 52 =8

(3] Providerinstaller/Source &3

.class public ProviderInstaller
“super Object

-annotation systen MenberClasses
ProviderInstallersProviderInstallListener
.end annotation

.field public static final PROVIDER NAME:String = “Gas(

HaNG Drivete static iney zeysobsect

.method static constructor <clinit>(V
.registers 1

.regis
invoke-stati 22¢-5220K () 226
move-result-object
sput-object V8, ProviderInstaller->z:
new- instance V8, Objec
invoke-direc et sanit OV
put-0b ] Vo, Providersta i er >z
5t/4

sput-object V0, ProviderInstaller->z
return-void

.end method

method public constructor <init>0V

invake-direct
return-void
.end method

Object-><init>(V, po

.method public static_installIfNeeded(Context)V
.register:
‘annotation system Throws
value = {
GooglePlayServicesRepairableExceptior
ablexcept:

package com.google.android. gns.security;

android.content . Context;

android.content  Intent;

android.os .AsyncTask;

android.util.Log;
1

inport le.and

con.google .andro
con.google androi
import com.google .androj
Java.lang.reflec;

s comon.nternel. zzx;
id. gns .common

d.0n5 comon. z26;

Method;

public class Providernstatler {
public interface ProviderInstallListener {

Void onProviderInstallFailed(int argl, Intent arg2);
void onProviderInstalled() ;

Private static final Object zza;

static {
ProviderInstaller . zzbgP = 2z.220K() ;
Providerinstaller 22y = new Object(l;
ProviderInstaller . zzbg0

public ProviderInstaller() {
super();

zzx Yaoares, Context st rot be L")

}
.end annotation

22¢->228K (Context)V, v,

invoke-virtual

© <cliit>

» o instalitNee:

move-result-object vO
3 if-nez e,
24

const-string v,
ronet_etring v

*ProviderInstaller”
“Exilad +n net ramnte

A P

22bgP. 223K (arg6) ;
Context w- Tre. bethenrecontent(ore)
(v = null
Cop-e(-Provider nstaller- led to get
Ehron e GooglebLayservicestothvat Lobtebxception vB) 5

Object vl = ProviderInstaller. zzc
oontor-enter(1);

" Lt Providernstatter . 22099
ProviderInstaller.zzaV(ve) ;

) {

v s

public static finsl String PROVIDERNMAKE = “GnsCore.OpensSL;

public static void installIfNeeded (Context argh) throus GooglePlayse,
8;

remote context");

© zzav

B Logger 2 | & console

o z2bgp
© 22050
o zay

Ter
taller;

;->22FE n/zzc;)

0L mor
-22a\ (Landroid/content/Context; V)

© 2016 lerae Security Inc. All Rights Reserved.
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http://ibotpeaches.github.io/Apktool/

e apk 7 7 I)ILZFTI—RKUIDOBEI
NERASY D CE

apk7 71 )27 1—RK9 3
$ apktool d base.apk

/Projects/android/apk »>»>

BEILRTS SO e ot s

$ apktool b -o base.apk Tw-ner-- 1 iroshi staff 4067 22 16:35 odroiani e
EHT D

$ jarsigner -verbose -keystore ~/.android/vulnanalysis.keystore
debug.apk
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https://www.hex-rays.com/products/ida/

I EENTZ2 9 S/

wmi

e Android)? 7'V

&

IDAIC{FE U T UL % android_serverz sk TET

$ su
# android_server -p23946 B

> @ O ek debueeer - EF) AP D EY & 300 FFE

i E—
Library function | Data Ml Regular function Il Unexplored Ml Instruction | External symbol
Debug View e [& Stuctures B.E Erums
o 8 5 0 View-tp D 8 x | it Genraleeitors o8 x
N [CODE:0029A6E8 fragment = v5 =[P o029m6E8 w MainActivity_onCompleteeviz
JI\— e ICODE : 0029A6E8 155kip = V6
ICODE: 0020A6ES .prologue_end
e CRE:0020AGEE L Line 192 51 Hodles osx
Fath
[ ] [ ] ~* (CODE: 0029A6EA {this, v2}, <void Preferences.setTut:
> adb forward tcp:23946 tcp:23946 | = .. ——
j{ | * ICODE:0029A6F0 vo, <t: Bundle> < " ! .

(CODE : 0029A6F4 {v0}, <void Bundle.<init>() imp. @ _
[CODE:0029A6FA .local name:'args' type:'Landroid/os/Bundle;’

[CODE: 0029A6FA args = vO

(CODE :0029A6FA .line 195

J{ ¢ * |coDE: 0029A6FA v2, MainFragment EXTRA_IS_SKIP
[| | CODE:0029A704 .line 196

1| © [CODE:0029A704 vl, <t: MainFragment>

--* |CODE: 0029A708 {v1}, <void MainFragment.<init>() Ma

(CODE:0029A70E .local name: 'mainFragment' type:'Landroid/support/v4/app/Fragment;"' [3
(CODE :0029A70E mainFragment = v1
/0029A6EA 0029A6EA: MainActivity_onComplete@Viz+2 (Synchronized with IB)

| ® |CODE: 0029A6FE {args, v2, isSkip}, <void Bundle.put

@ 0
|| e v
0000000 EREERWEMEN 30 33 35 00 Bl 83 AD CC OC 6B 5B 93 dex.035.7.17.k[ El
0000010 02 F2 93 B9 4D 25 42 D4 EE BD 7A 95 57 0B 13 75 MeBY. Az . .u L
0000020 F8 SA 2D 00 70 00 00 00 78 56 34 12 00 00 00 00 .Z-.p...xV4.....
0000030 00 00 00 00 1C SA 2D 00 A4 68 00 00 70 00 00 00 . P
00000000 00000000: EEADER:280_0 .
(] Output window o8 x

lav: idle Down Disk: 2968

\\\ IERAE SECURITY INC © 2016 lerae Security Inc. All Rights Reserved.
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http://ilspy.net/

« NETZE>7U 7315
— NETZ 7 282089 1= fER
— Unity? 7V

W
E A % Anchoredloint2C « || 5
[ ] — @ == AndroidActivityll 6 public class AndroidJavaObject : IDisposable
x @ % AndroidInput 7 { E
“$ AndroidlavaClas, 8 private static bool enableDebugPrints;
“s AndroidlavaExce 9 ) .
% 10 private bool m_disposed;
“ AndroidJavaProx u Ay
@ @ AndroidJavaRunt 12 protected IntPtr m_jobject;
iy 13
@ @ AndroidlavaRunt . .
AndroidINI %g protected IntPtr m_jclass;
% AndroidNIHelpe | 15 private static AndroidJavaClass s_JavalangClass;
AndroidINISafe 17
AndroidReflectio 18 protected static AndroidJavaClass JavalangClass
Animation 19
 AnimationBlend! || 20 get
@ % AnimationClip 21
i “ AnimationClipPa 22 if (AndroidJavaObject.s_JavalLangClass = null)
= AnimationCulling 23
“ AnimationCurve 24 AndroidJavaObject.s_JavalangClass = new AndroidJavaClass (AndroidINISaf
4 AnimationEvent || 25
# AnimationEvents 26 return AndroidJavaObject.s_JavalLangClass;
AnimationPlayMc || 27
4 Animationstate || 28 }
% Animator 29 ) . ) . X .
@ Animatorclipinfc || 30 public AndroidJavaObject(string className, params object[] args) : this()
31
AnimatorControl N - N
AnimatorControl gg this._AndroidJavaObject(className, args);
AnimatorCulling! (| 35
AnimatorOverric || 35 internal AndroidJavaObject(IntPtr jobject) : this()
AnimatorRecord (| 3¢ 1
1 AnimatorStatelr || 37 if (jobject = IntPtr.Zero)
AnimatorTransit || 38 {
AnimatorUpdate || 39 throw new Exception("INI: Init'd AndroidJavaObject with null ptr!");
AnimatorUtility 40 }
# AnisotropicFilter 41 IntPtr objectClass = AndroidINISafe.GetObjectClass(jobject);
Application 42 this.m_jobject = AndroidINI.NewGlobalRef (jobject);
| ApplicationInstal 43 this.m_jclass = AndroidINI.NewGlobalRef (objectClass);
Applicationsandt || 44 AndroidINISafe.DeleteLocalRef (objectClass) ;
Areakffector2D || 45 }
& ArmDoF 46 . . .
® % AssemblylsEdita || 47 internal AndroidJavaObject()
& % AssetBundle 48 {
% AssetBundlecrez || 49 ¥

\\\ IERAE SECURITY INC © 2016 lerae Security Inc. All Rights Reserved.
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— WebViewZz{ER L TW53
— Intent = [7BY - 7= URL % WebView | 5% &

U

LB SEEEDN D B

— IntentZ= = [FTEN B Acivityld A TWLW3
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1. A DActvity CIERD A— KHEITE NS
protected void goNextActivity () {
int vl = this.getResources().getIdentifier("splash_anim_in", "anim", this.getPackageName());
int v2 = this.getResources().getIdentifier("splash_anim_out", "anim", this.getPackageName());
Intent vO = new Intent (this.getApplication(), this.getNextActivity());
v0.setFlags (67108864) ;
String v3 = GCMIntentService.getUrlExtra(this.getIntent());
if (StringUtil.isNotBlank(v3)) {
GCMIntentService.putUrlExtra(v3, vO) ;
}

this.startActivity(v0);

2. XA > DActivity RO A— RAEFTEIND
private boolean openUrlFromNoti (Intent arg5) {
boolean vO = false;
String vl = GCMIntentService.getUrlExtra(args);
LogUtil.d (e = "+ vl
if (StringUtil.isNotBlank(vl)) {
if(this.webView = null) {
this.webView. loadUrl(vl);
}

\\\ IERAE SECURITY INC. © 2016 lerae Security Inc. All Rights Reserved.
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ROIA—RNHIMEILERIE B TEL > TV

@SuppressLint(value={"SetJavaScriptEnabled"}) private void setWebViewInit(boolean argl3) {
String v8 = this.getApplicationContext().getDir ("localstorace", 0) .getPath();
WebSettings v9 = this.webView.getSettings () ;
if (this.isUseBasicAuth()) {
this.webView. setHttpAuthUsernamePas sword(GameSetting. GAME_DOMAIN, "*", GameSetting.BASICAUTH_USERNAME, G:
-.oAuth() .setBasicAuthorize (GameSetting .GAME DOMAIN, 80, "*", GameSetting.BASICAUTH_USERNAME, Game!
}

v9.setJavaScriptEnabled (true) ;
v9.setPluginsEnabled(true);
v9.setUseWideViewPort (true) ;
v9.setLoadWithOverviewMode(true);
v9.setDomStorageEnabled (true) ;
v9.setDatabaseEnabled (true) ;
v9.setDatabasePath(v8);
v9.setAppCacheEnabled (true) ;
v9.setAppCacheMaxSize (8388608) ;
v9.setUserAgentString (this. userAgent) ;
v9.setSaveFormData(true);
v9.setSavePassword(true);
v9.setAllowFileAccess (false);
this.webView.setInitialScale(1);

\\\ IERAE SECURITY INC. © 2016 lerae Security Inc. All Rights Reserved.
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O—AIT7 7AIICT 7 ALK BZWKDIC U

@SuppressLint(value={"SetJavaScrlptEnabled“})pr1vatevnld setWebViewInit(boolean argl3) {
String v8 = this.getApplicationContext().getDir ("localstorace", 0) .getPath();
WebSettings v9 = this.webView.getSettings () ;
if (this.isUseBasicAuth()) {
this.webView. setHttpAuthUsernamePas sword(GameSetting. GAME_DOMAIN, "*", GameSetting.BASICAUTH_USERNAME, G:
-.oAuth() .setBasicAuthorize (GameSetting .GAME DOMAIN, 80, "*", GameSetting.BASICAUTH_USERNAME, Game!
}

v9.setJavaScriptEnabled (true) ;
v9.setPluginsEnabled(true);
v9.setUseWideViewPort (true) ;
v9.setLoadWithOverviewMode(true);
v9.setDomStorageEnabled (true) ;
v9.setDatabaseEnabled (true) ;
v9.setDatabasePath(v8);
v9.setAppCacheEnabled (true) ;
v9.setAppCacheMaxSize (8388608) ;
v9.setUserAgentString (this. userAgent) ;
v9.setSaveFormData(true)

v9.setAllowFileAccess (false);

\\\ IERAE SECURITY INC. © 2016 lerae Security Inc. All Rights Reserved.
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VAl —_ N W » W

1. APRBEZ T ORICRO O— RAEEN S
private void update_netStart()
{

ServicePointManager .set_ServerCertificateValidationCallback (new
RemoteCertificateValidationCallback (this.OnRemoteCertificateValidationCallback));

this.netTaskList = new NetManager .NetTaskData[100];

for (int i =0; i < this.netTaskList.Length; i++)

{

this.netTaskList[i] .state = NetManager.enumNetTaskState.non;
}
this.listKey_Set = 0;
this.listKey_Go = 0;
this.netPhase = NetManager.enumNetPhase .ready;

2. MBOO—)LINy I XYy REERKRL TWS

private bool OnRemoteCertificateValidationCallback(object sender, X509Certificate certificate, X509Chain
chain, Ss1PolicyErrors ss1PolicyErrors)
{

return true;

}

\\\ IERAE SECURITY INC. © 2016 lerae Security Inc. All Rights Reserved.
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PFIVDT vy T — MNMERDRRITRD I— KHEEEN S
private static HttpURLConnection getHttpsConnection(String arg7) throws Exception {
URLConnection vO;
KeyManager|[] v6 = null;
URL vl = new URL (arg7);
ifCniios equals (vl getProtocol()) {
TrustManager[] v3 = new TrustManager[]{new X509TrustManager () {
public void checkClientTrusted(X509Certificate[] argl, String arg2) throws CertificateException {

}

public void checkServerTrusted(X509Certificate[] argl, String arg2) throws CertificateException {
}

public X509Certificate[] getAcceptedIssuers () {
return null;
}
1}
SSLContext v2 = SSLContext. getInstancez "SSLM);

DAL V03, (CCoCUr cRandon) Vo)) L
HttpsURLConnection.setDefaultHostnameVerifier (new HostnameVerifier() {
public boolean verify(String arg2, SSLSession arg3) {
return 1;

}
1),
~V0 = VI.openconnectiont);
((HttpsURLConnection)vO).setSSLSocketFactory(v2 .getSocketFactory()) ;
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» SERXD & HaddJavascriptinterface

— T UfcJavascriptZz i C X5 2 & T
JavaD J— KR %ZE{TTE S

— Android 4.2 (APH 7L EDVS (Z
Javascriptinterface” / 77— 3 >Ic kD
HEEEDVHIER

/** Show a toast from the web page */
@JavascriptInterface
public void showToast(String toast) {
Toast.makeText (mContext, toast, Toast.LENGTH_SHORT) .show() ;

}

http://developer.android.com/guide/webapps/webview.html#BindingJavaScript
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