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FingerprintManager.isHardwareDetected()
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KeyguardManager.isKeyguardSecure()
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try {

KeyGenerator kg = KeyGenerator.getinstance(KeyProperties.KEY_ALGORITHM _AES,
"AndroidKeyStore");
kg.init(new KeyGenParameterSpec.Builder(KEY_NAME,
KeyProperties. PURPOSE_ENCRYPT | KeyProperties.PURPOSE_DECRYPT)
.setBlockModes(KeyProperties.BLOCK_MODE_CBC)

.setUserAuthenticationRequired(true)

.setEncryptionPaddings(KeyProperties.E
build());

kg.generateKey();
return true;

} cat

ch (lllegalStateException e) {@__

_'—l
. ,,\

NeR) TION_PADDING_PKCS7)

\\\ }EI Sf'y n:b\n
EEBIN

} catch (NoSuchAlgorithmException | InvalldAlgc"’rhmParm ISR SN TLY

}

| CertificateException | IOException e) {

R EFIS SR
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try { EExBFDFHIR(C
KeyStore ks = KeyStore.getinstance(“AndroidKeyStore“); ’é‘j 1=77) |/j 1)
ks.load(null); ) .
SecretKey key = (SecretKey) ks.getKey(KEY_NAME, null); / ZA%L—‘}R

mCipher = Cipher.getinstance(KeyProperties.KEY_ALGORITHM_AES +”[”

+ KeyProperties.BLOCK_MODE_CBC + “/”

+ KeyProperties.ENCRYPTION_PADDING_PKCS7);
mCipher.init(Cipher.ENCRYPT_MODE, key);
return true;

} catch (KeyPermanentlylnvalidatedException e) {g
} catch (KeyStoreException | CertificateException | UnirecoverableKeyException |
IOException | NoSuchAlgorithmException | InvalidKeyExceptie %UBE(:éﬁbfd:(/\

} IS
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CtyptoObject cryptoObject = new Fingerpr?ﬁtManager.CryptoObject(mCipher);
mCancellationSignal = new CancellationSignal();

mFingerprintManager.authenticate(cryptoObject, mCancellationSignal, 0 /* flags */,
this /*callback*/, null); s
I:IIL-\I:IIEB:EZZA

SR (Callback (CRkIH - KEHIERD)

public void onAuthenticationSucceeded(FingerprintManager.AuthenticationResult result)

{ "

try { Bt uIEEEIjJ (j:

Cipher chiper = result.getCryptoObject(). getCnpher() . 1—J)L) \\J /7
byte[] encrypted = cipher.doFinal(SECRET_MESSAGE.getBytes()); —CMEE
doSomothing(encrypted);

} catch (BadPaddingException | lllegalBlockSizeException e) { }

}
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Fingerprint Architecture

android.permission.USE_FINGERPRINT (normal) is needed to authenticate

android.permission.MANAGE_FINGERPRINT (signature) is needed to enroll/remove

User

challenge keystore
(daemon)

authenticate
enroll

IFingerprintService

SystemServer

| Fngerprirordes

Device

Fingerprint
Sensor

etc... addAuthToken if veri+ed. Implementations

are different
according to makers

and operators.

Kernel/T E7

. : Templates
IFingerprintDaemon P

fingerprintd

Fingerprint
HAL

EE
and/or
TEE
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try {

KeyGenerator kg = KeyGenerator.getinstance(KeyProperties.KEY_ALGORITHM_AES,

"AndroidKeyStore");
kg.init(new KeyGenParameterSpec.Builder(KEY_NAME,

KeyProperties.PURPOSE_ENCRYPT | KeyProperties.PURPOSE_DECRYPT)

.setBlockModes(KeyProperties.BLOCK_MODE_CBC)
.setUserAuthenticationRequired(true)

.setUserAuthenticationValidityDurationSeconds(AUTHENTICATION_DURATION_SECONDS)
.setEncryptionPaddings(KeyProperties.ENCRYPTIGN_PADDING_PKCS7)

.build());
kg.generateKey();
return true;
} catch (NoSuchAlgorithmException | NoSuchProviderException
| InvalidAlgorithmParameterException | KeyStoreException
| CertificateException | IOException e) {

11— —FEr0=E

SRICINZ C. A%

IRz 18 E 9 D
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private void tryEncrypt() {
try {

KeyStore keyStore = KeyStore.getinstance(“AndroidKeyStore”);
keyStore.load(null);
SecretKey secretKey = (SecretKey) keyStore.getKey(KEY_NAME, null);
Cipher cipher = Cipher.getinstance(KeyProperties.KEY_ALGORITHM_AES + “/” +

KeyProperties.BLOCK_MODE_CBC + “/” + KeyProperties.ENCRYPTION_PADDING_PKCS7);
cipher.init(Cipher.ENCRYPT_MODE, secretKey);
cipher.doFinal(SECRET_BYTE_ARRAY);

} catch (UserNotAuthenticatedException e) { {I\@_O)EEE H# (:_QE L J=5%
showAuthenticationScreen(); e~ N : e
} catch (KeyPermanentlylnvalidatedException e) { ~ IE’HE Bﬂb\tﬂﬂ_c L \? :‘:-WIJ
} catch (../*EHE*/) { } %%E?%@T\ﬁﬂ@
} 7z 9

Copyright 2016 Sony Digital Network Applications, Inc.




BiEOw7IZ&k58OFERFIE

- AIBDRN
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private void showAuthenticationScreen() {
Intent intent = mKeyguardManager

createConfirmDeviceCredentiaIIntent(”title", “description");
if (intent != null) {
startActlwtyForResuIt(lntent REQU ST CODE _CONFIRM_DEVICE_CREDENTIALS);

! ) . startActivityForResult

. CaoslRin
4. BEESAIEDET (GREEMAINE)

protected void onActivityResult(int requestCode, int resultCode, Intent data) {
if (requestCode == REQUEST_CODE_CONFIRM_DEVICE_CREDENTIALS &&

resultCode == RESULT_OK) {

tryEnctyption(); - soall OK O)iﬁ E&&J_CHEIL

A}

} | SUIBZ TS
I XERDAERRIE CERTE UK

& (3 HDER N AIEE
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Gatekeeper Architecture

* android.permission.ACCESS_KEYGUARD_SECURE_STORAGE (signature) is needed to enroll password

User Kernel/TEE
LockSettingsService keystore
unlock
change_password
verify
enroll
etc... addAuthToken if verified.
Password
Hash
/data/misc/gatekeeper/<userld> (Signature)
/data/system/* key
Password SID
(for_checkmg i - SoftGateKee per Implementations
pw is enrolled) o1 . .
Device are different
according to makers

\ 4

|GatekeeperService To fallback (if hw device doesn’t exist.)| and operators.

gatekeeperd
Kernel

and/or
TEE

GagekeeperDevice

GatekeeperProxy

HAL
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try {
KeyStore ks = KeyStore.getInstance(“AndroidKeyStore”);

ks.load(null);
SecretKey secretKey = (SecretKey) ks.getKey(KEY_NAME, null);

SecretKeyFactory kf = SecretKeyFactory.getinstance(KeyProperties.KEY_ALGORITHM_AES,

“AndroidKeyStore”);

KeyInfo ki = (Keylnfo) kf.getKeySpec(key, KeyInfo.class); ﬁ@b\ HW (:cj:’) e

if (ki.isInsideSecureHardware() && «& I \ N
ki.isUserAuthenticationRequirementEnforcedBySecureHardware()) ~T b;h—_c AR D

return true; <
} catch (.../* & lE*/) { .
J SREELIENY HW (CEKD T

TN TLDH
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AndroidKeyStore Architecture

User Kernel/TEE
App

Implementations
are different

oerp 0
= according to makers
gdaemo and operators.
Call addAuthToken() wheriverified. To fallback (if hw doesn’t implement functions.) /

IKeystoreService

] I Kernel
TEE
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On-body detection

O—Y—himReEss U TOLSHEFROERZBZN TR
>

BEDB RN EDHIE (F8FLEEEL )

EREEROEN - (2)HIBRICT U T, #HOBRMEZ ki
IDIFEMRHEEND

Copyright 2016 Sony Digital Network Applications, Inc.




Android N MDiEhN#EgE
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- KeyGetParameterSpec 7> X

setAttestationChallenge (byte[] attestationChallenge)
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« On-body detection
J—H—HinkZiEs L CLIE(TEOERZBM(CED
KeyProtection / KeyGenParameterSpec 7> X
setUserAuthenticationValidWhileOnBody(boolean remainsValid)

remainsValid &= true THEOH 9 8/
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KeyProtection / KeyGenParameterSpec 7> X
setlnvalidatedByBiometricEnroliment(boolean invalidateKey)
invalidateKey % false THUOHY
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- Android 6.0 @ AndroidKeyStore
HEDSA IV AD)LZ2h)\—LTLD
HOEEKEEDRESNTULD
Android N THBHLEENIEHED

HEAR(C K D CTHWAREEDINANERIR D

» 518 Android 777V TOFEEIESILIEZ
AndroidKeyStore T1TD Z EMN—fARHI(CIRD
MNERNEEA

Copyright 2016 Sony Digital Network Applications, Inc.



