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KNOW YOUR 5IM CARD SERIAL NUMBER

TRACK WHEN YOU USE Wi-FI AND DATA NETWORKS
KNOW WHAT TASKS ARE RUNNING

READ YOUR PHONE NUMBER

KNOW WHAT COUNTRY ISSUED YOUR SIM CARD
KNOW YOUR SIM CARD NUMBER

READ THE APPS YOU USE

KNOW ACCOUNT INFORMATION
CONTINUOUSLY TRACK LOCATION

TRACK WHEN YOU USE YOUR PHONE

KNOW YOUR WIRELESS CARRIER

COLLECT LOCATION

TRACK SOMETHING

READ YOUR DEVICE ID
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82% G4% 59% 55% 26% 26

READ YOUR ENOW YOUR TRACK LAST CONTINUOUSLY READ THE APPS KNOW YOUR SIM

DEVICE ID WIRELESS CARRIER KNOWN LOCATION TRACK LOCATION YOU USE CARD NUMBER
80" 82" 57% /0
KNOW YOUR ACCOUNT
INFORMATION
COLLECT LOCATION TRACK SOMETHING TRACK WHEN YOU USE
YOUR PHONE
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@ WhatsApp 2.11.152

Android/Fakelnstaller | v Chat in real time. Simple. Quickly.
* Facebook*®®WhatsApp 7 T DA A—S5% %S5
Android/BalloonPopper.A

o NIV—URYTF—LTTIVEED

* WhatsAppDF v AT PEBRZEET
Android/PinFwd

« WhatsAppX2ChatOn7 7 D7 Hh o MEHEZ RD
Android/Waller. A

) m P @& 1635

& Adobe Flash Player

® AdObe FIaSh P|ayer§§5 Do you want to install this application?
R . — It will get access to:
« Visa QIWI Wallet7 71 DSMSEREEZHEML . EEFEHET S

« Your messages

« Your personal information

o Network communication
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Android/Badinst (PUP) b y
Automatic app installs from IP GP - . Expl oit/Towel
’ SRS Linux kernel exploit
Android /CoinKrypt Android/VirusSheild Android fSimplocker CVE-2014-3153.
* {paid) Fake AV 1™ Android Galaxy 55, LG Flex,

Ransomware  Motorola Razr, Xperia

2014
March July
Android/Cynos
| Android/LepriCoin S5MS (fwd) Trojan Android/UUPay.B
AndroidfAccleaker Fake Google Play Store App shipped
Targets SMS accounts on Chinese Star phones

[in Amazon.de)
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Google PlayAR 7o M BEIA 2 Ab— )l/

Android/Badlnst (PUP) T

HEH B 2014434 -
F—7IhBAR 54
- =
« YU O—RR—ZAD)T—REE

c ENRLBAETHBAVRF—ILEEBRLTLV: —

* Google 7AIUMIBHELI-Y—EXEFIHT 57=8HIZSID £LSID DHERFER
» AccountManager.getAccountsByType() 2 AccountMangaer.getAuthToken()%{& 3

e TILDIT7DEEAVAMILICERINAAREENH S

McAfee Blog: http://blogs.mcafee.com/mcafee—labs/automatic—app—installation—google—play—store—poses—big-risk
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Android/AcclLeaker
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* Google PlayRArZICTT7HIILLEIEI L —V—&L TERHAINTLV

o S ERH—/\[ZGoogle/Facebook/Twitter&EULN2f=SNST7HO U MNEHRZEEET S
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Video Sexy

McAfee Blog: http://blogs.mcafee.com/mcafee—labs/suspicious—mobile—app—finds—gmail-facebook—twitter—accounts
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Android/VirusSheild
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« H¥771)ELTGoogle PlayRARZIZTHRFEESNTLV -
« BDVAILAREK YT
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Virus Shield

Soctal
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Android/CoinKrypt, Android/LepriCoin aﬁ
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%EE 2014353, 5ﬁ Refresh
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« BEEIFAILDA I A —PALUF—FT)ELT
BeficfTLV

ﬂiuJ_E (BitCoin/Litecoin/Dogecoin) D E %
INVDT SOV RTETT

« INYT)— I/’\‘)I/VDZTJ—/O)T“/T?‘U( eZBIRL.
INYT =D+ ZHBIRER, RV —UDATIKRET
HHEEDHENMET HLOIZHE-TLVE:

-
) Downloads

( intel) securityw | 15



A—YI7MILDEBEIEEITOIDI Y LT

Android/Simplocker

FEH:2014%F6 A 3a NPOCMOTP JETCKOro NopHO

Ball TenedoH 6nokupoBaH!

BA—yk-OF 995, Ans pa36nokMpoBKW Ballero

Tene¢poHa onnatmute 1000 py6.

R
1. HaidguTe 6AMXaALLINA TepMUHAN CUCTEMBI
nnatexen QIWI

» RILITT) T—LELTRAENTLM: e GV WALLEE
_ _ 3. Beegute Homep TenegoHa +79151611239
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Exploit/Towel

FEH:20144F68

A—Fyk: g n—n\)L

e

 Linuxh—2RILDHa55 M (CVE-2014-3153) ==
IL—MERZER

« 6 A3BLLIFIICE LRSS =Linuxh—RJLZHED
Android0S4 4(KitKat) N D S5 E DB L% Z (15

o ME55EE=(T5T/N\A REL T, Samsung Galaxy S5,
LG G Flex, Motorola Razr, Sony XperiahBY&ENTLVS

Click the button to root
This will reboot your device!
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Nasoo

QUADCORE

1280X720 HD
8GB ROM

~ 12Mpx
~ 5.0Inch
~ MTK6589
~ Android 4.2
~ 2100 mah

TJNAF7T)ELTHEEN=TILDT
Android/UUPay.B
FEH:20144F68
A—Fyk: g n—n\)L

=
:I:#'ﬁﬂ : : # Apps

® EIJ%?/ (/(Zl:GoogIe Play77°')&L,’Cj']'f‘/éh'(l,\f: DOWNLOADED
=\ s j = B om.android.smoketes
« FINARIERMYDT I U TRFESN TV )1 comandroidsmoketest

« UDGEWS—ERT T r—30,
AR—LEEICIE7AAVERISNGEL

¢ TR RO L—FEREIEL S —/ NITEET S W Crampe Wallpapers

ﬁ Play Store
1.99MB

,%, com.android.smoketest.te

16.00KB

i1 Sample Soft Keyboard
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Android/Cynos
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« VAT LAVKR—RIUMELTAVRR—=ILEND
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c BREDESHLOSMSETOVILIY,
BREDF—T—FNEFNESMSETOVIT D

« ZIESMSZHRENESICEET D
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{ # Apps

DOWNLOADED
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w ' OOKE

.ﬂ'! com.android.smoketest.te

16.00KE

@? Example Wallpapers
28.00KB

-w! Sample Soft Keyboard
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Jailbreak&L-imEKIZEB A TN =4O

R H:20145F3H
CELEE
« REITF7AIVERTIFTAILD2DTHERL
e /System/Library/LaunchDaemons/com.archive.plist
« BREITAIL
- 2B¥fAHZ(IZ. /bin/uvdatesrv (A OV A—4 —TJ AT S L) EETT S
* /bin/updatesrv
« RITO7ANL(Eova—45—)
o KASY “wwwjb—app.com” MSRINDTAY S LERZHO—KT 5

« AUO—RL=7073LE2RTER RBZRT=OICEDTOISLEZHEIRT S

News: http://weicdsq.lofter.com/post/20a5¢5_13cc4be
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[CXISDENHHELIEREDERD AV E—IUMNiIERIZRTSNT

o IHRPKEFIZYE—FDDEFO VI PIHERD A B EHREILIET AFind My iPhone | &L
HEAEHIN-BHT. A—RAMNUT7TELEEINT-

ER:

* iCloudD/SRAT—Fh/\woEht=

o A—HTNRARAMNAYIENT

« OpenSSLMHeartBleedfi 5514 HYEEE H

* Applett D4 — \—[XO0penSSLDEFT D ELEILZ(HELD T, BT WEEFIIMDWeb T A5
INATT—RZEEAT-DTHAS
News: http://mashable.com/2014/05/27/australian—hackers—ios—ransom/
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McAfee Blog: http://promos.mcafee.com/offer.aspx?id=5418808&cid=127364
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McAfee Blog:: http://blogs.mcafee jp/mcafeeblog/2014/07/post—6992.html
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