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3 apk 77 BEITLEY—Xa2—F

3.1 apk 7 V) BIBHAI/NYF ISR

apk 7 7V MBIV F O S ADY —RI— FEUTFITRY,

package apk_analysis;

import java. io.File;

import java. io.FilelnputStream;
import java.util.ArrayList;
import java.util.List;

import java.util.Properties;

import org. apache. logging. logdj. LogManager ;

//import java.util. logging. LogManager;

//import java.util. logging. Logger;

import org. apache. logging. logdj. Logger;

import org. apache. velocity. exception. ParseErrorException;

import org. apache. velocity. exception. ResourceNotFoundException;

import apk_analysis. data. AnalysisResponse;
import apk_analysis. db. ApkAnalysisDao;

import apk_analysis.mail.MailSend;




import apk_analysis.mail.VelocityWrapper;

import apk_analysis. xml. XmlIReader;

/*%

* Android 7 7'\ BRROMRATIREB/ N FU 5 X
*/

public class ApkAnalysisBatch {

/*%
* Of—
*/
private static Logger log = LogManager. getLogger (ApkAnalysisBatch. class. getName()) ;

VeSS

*x FEERTAT—2R

*/

private static final int SCCESS_STATUS = 2;

VeSS

* BERTRAT—4X

*/

private static final int ERROR_STATUS = 3;




/*k

* Android 7 ') B8RRI IR EE

*
* @param args

*/

public static void main(String[] args) {

log. info("Android 7 7' ) fi##/\y F Start”);
// DB i
ApkAnalysisDao dao = null;
try {
Properties props = new Properties();
[/ TFTVr—2a VEBIRERT > TL— b D7 A ILERR

props. load(new FilelnputStream(“conf/apk_analysis.properties”));

// TOEXADEREBHHE WG
int maxExecCount = Integer. valueOf (props. getProperty (“analysis. max_exec_count™)) ;
// AXY a3 vOREIL

dao = new ApkAnalysisDao (log) ;

/] FRITKBERITHRIENR & ¥ SN EF B

int hourTime = Integer. valueOf (props. getProperty (“analysis. max_exec_time”));
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// GIRFHEEADER) IV IX FTHRTFOLOZIE

int timeoutReaNo = dao. getTimeoutRequestNo (hourTime) ;

// HIREEEBZOBFEFT )V IX CIBINPTHo-I5GE. BEERT LTS
if (timeoutRegNo > 0) {

log. info "HIRFFEBADBFTH) VIR FEEERT & LTH/ULET RequestNo”+timeoutRegNo) ;

AnalysisResponse timeoutAnalysisResponse = new AnalysisResponse () ;

timeoutAnalysisResponse = dao. getResponselnfo (timeoutRegNo, timeoutAnalysisResponse);

timeoutAnalysisResponse. setAnalysisStatus (ERROR_STATUS) ;

String timeoutAppFilePath = props. getProperty ("analysis. filepath”) + “/”
+ String. valueOf (timeoutRegNo) + “/” + timeoutAnalysisResponse. getApplicationName () ;

postProcess (timeoutAnalysisResponse, timeoutAppFilePath, dao);

// TE#sH] La— FRERE

int count = dao. getAnalysisRequestNo (hourTime) ;
/] BETHROHHMNLERISELTLNSIHE, NELT
if (count >= maxExecCount) {

log. info("Android 7 V) B4 ROMRIT P E B LR ISEL T A =6, JLIBIET™)
System. exit(0) ;
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// REDENFESL No ZHG

int requestNo = dao. getLongestWaitRequestNo () ;

/] ODGEEEFFLELOR-OH. KT

if (requestNo == 0) {
log. info("Android 7 7'\ B$RIMEMT I HE|L EEKT"),
System. exit(0) ;

// BIERFHREIRGF
AnalysisResponse analysisResponse = new AnalysisResponse () ;

analysisResponse = dao. getResponselnfo (requestNo, analysisResponse) ;

/] RAT—BRERTHIZEH

if (ldao. updateStatus (requestNo)) {
log. error ("Android 7 7)) BRI LA T — 2 AEHEM BEKRT"),
System. exit(1);

// Android 7 7)) r—< 3 URITKEE
String appFilePath = props. getProperty (“analysis. filepath™) + “/”
+ String. valueOf (requestNo) + “/” + analysisResponse. getApplicationName () ;

String reportPath = props. getProperty (“report. filepath”)
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+ 7/” + String. valueOf (requestNo) + . xml”;

analysisResponse. setFilePathName (reportPath) ;

boolean ret = executeProcess(requestNo, appFilePath, reportPath, props);
if (ret == false) {

analysisResponse. setAnalysisStatus (ERROR_STATUS) ;

log. error (“Android 7 7!) B HIBITIKEET 5 — BE")

} else {
// XML S A
try {

XmlIReader xml|Reader = new XmlReader (log) ;

xml|Reader. read (analysisResponse) ;
// ¥ER% DBIZ&E
dao. insertResponse (analysisResponse) ;
/| EBIZRTLEELIICRADNERTHRMPBROLILEREIEERTOELEZIS—2ERT H5-DDDIKX
if( lanalysisResponse. getResult().equals("04”) ) {

analysisResponse. setAnalysisStatus (SCCESS_STATUS) ;
lelse{

analysisResponse. setAnalysisStatus (ERROR_STATUS) ;

}
} catch( ParseErrorException pee ) {

analysisResponse. setAnalysisStatus (ERROR_STATUS) ;
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/] BXIS5—  TUTL— FORBRFEICEERE
log. error (“XML 47 THISNFELE", pee) ;

postProcess (analysisResponse, appFilePath, dao);

log. info("Android 7 7'\) B$BUMBHTIREE/ NV F #£T7)

} catch( ResourceNotFoundException rnfe ) {

/] TrTL—rBROMNBAEL

log.error "F T L—EMNRDOMYFEHA", rnfe) ;
} catch (Exception e) {

log.error "EENDIS—FKE" ¢);
} finally {

/| T—8R—=ZHBO—X

if (dao !=null) {

dao.close() ;

/%
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* 83 Andorid 7 7V r—2 3 U OEBIIKIEZEIT S,
*
*/

private static boolean executeProcess(int requestNo, String appFilePath, String reportPath, Properties props) {

// BITAT Y FER

List<String> command = new ArrayList<String>();
command. add (“ java”) ;
command. add (props. getProperty (“command. java. bit”));
command. add (props. getProperty (“command. java. cs”™)

command. add (props. getProperty (“command. java. ms”)

)
)
)
command. add (props. getProperty (“command. java. mx”)) ;
command. add (props. getProperty (“command. java. newsize”)) ;
command. add (props. getProperty (“command. java. maxnewsize”)) ;

command. java. ss”));

-
-
-
-
-
-

command. add (props. getProperty (”

-

command. add (props. getProperty (“command. java. logdj”)) ;
command. add (props. getProperty (“command. java. jar. command”)) ;
command. add (props. getProperty (“command. java. jar.file”));
command. add (appFi lePath) ;

command. add (props. getProperty (“command. java. properties”)) ;
command. add (reportPath) ;

command. add (props. getProperty (“command. java. param”)) ;
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try {
ProcessBuilder pb = new ProcessBui lder (command) ;

/] BEENEBREIS—HANREH—
pb. redirectErrorStream(true) ;
/] AT OIS LOLDOHEAZARTOERICHE
pb. inheritI0() ;
File dir = new File(props. getProperty (”java. analysis. path”));
pb. directory(dir) ;
Process p = pb.start();
int preturn = p.waitFor () ;
if (preturn 1=0) {
log. error ("Android 7 7' \) f##fT{k#E TS5 — RAMEL{}]”, preturn);
return false;
}
return true;
} catch (Exception e) {
log. error ("Android 7 7') f@HTKEE HI5L", e);

return false;

private static void postProcess( AnalysisResponse analysisResponse, String appFilePath, ApkAnalysisDao dao) throws ResourceNot
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FoundException, Exception{

/] A—=ILDToTL—kEHEE
VelocityWrapper vw = new VelocityWrapper (“templates/analysis_response. vm”) ;
vw. put ("analysis_response”, analysisResponse) ;

String body = vw.merge() ;

/] BEHLI=A—ILEKRX
log. debug (body) ;

MailSend mailsend = new MailSend(log);

mai | send. send (body, analysisResponse) ;

/] T T EHIB
File deleteFile = new File(appFilePath) ;
log. debug (" FEADT T 77 A4 ILZHIBR[{}1”, appFilePath);
if (ldeleteFile.delete()) {
log.warn "BBITEADT T T 74 L ZHIBNTEERATL[{}]”, appFilePath)

/] RTFT—BRAEBH L, *—ILT7 FLRETRAXVY

dao. updateAfterExec (analysisResponse) ;
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3.2 Android 77U 7r—> 3 UHMBITHERT —2BMI S X

Android 7 7Y 47— 3 URMBITER T —28/MI SADY—R3— FEUTITRT,

package apk_analysis. data;

import java.util.ArrayList;

import java.util.List;

VeSS
* Android 7 U r— 3 UBMIBIER T —2BMI S R
*/

public class AnalysisResponse {

VeSS
* Z4F No
*/

private Integer requestNo;

VeSS
*
*/

private int requestYear;

X AT

=111}
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*
2

anps
*/

private int requestMonth;

/*%
* Hf
*/

private int requestDay;

anl=!

an

/*%
* Hf
*/

private int requestHour;

L ablis

an

VeSS
*
*/

2115

=111}

private int requestMinute;

/%
* RITRERAT—4 X
*/
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private int analysisStatus;

/*k
x TTUr— a4
*/

private String applicationName;

/*%
* A—J)L7 KL R
*/

private String mailaddress;

VeSS
* RITER I 74 IL/RR
x/

private String filePathName;

VeSS
* FRATHER
*/

private String result;

/%
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* apk 77 M IL4A
*/
private String apkFileName;

/*k
* apk 774 ILE—EIZRT ID, SHA256 /\v < a
*/

private String apkHash;

/*%
x N—D3a Y
*/

private String apkVersion;

VeSS

* apk 7 7 4 LA BT
*/

private String apkDate;

/%
* AndroidManifest. xml TEZE SN 1= uses—permission E&E® android:name EB%E
*/

private List<String> permission;
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/*k
*x I SAO—4—%2FITLTWWEHAYY FE
*/

private List<String> classlLoaderExecute;

VeSS

* NERT Script ZERITLTWLS AV Y F4A
*/

private List<String> scriptExecute;

/*%
* FAERROEE
*/

private Integer detailResult;

VeSS

* FIRERRFEER

*/

private List<Integer> caselist;

public Integer getRequestNo() {
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return requestNo;

public void setRequestNo (Integer requestNo) {

this. requestNo = requestNo;

public int getRequestYear () {

return requestYear;

public void setRequestYear (int requestYear) {

this. requestYear = requestYear;

public int getRequestMonth() {

return requestMonth;

public void setRequestMonth(int requestMonth)
this. requestMonth = requestMonth;

{
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public int getRequestDay() {

return requestDay;

public void setRequestDay (int requestDay) {
this. requestDay = requestDay;

public int getRequestHour () {

return requestHour;

public void setRequestHour (int requestHour) {

this. requestHour = requestHour;

public int getRequestMinute () {

return requestMinute;

public void setRequestMinute (int requestMinute)

this. requestMinute = requestMinute;

{
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public int getAnalysisStatus() {

return analysisStatus;

public void setAnalysisStatus(int analysisStatus) {

this. analysisStatus = analysisStatus;

public String getMailaddress() {

return mailaddress;

public void setMailaddress (String mailaddress) {

this.mailaddress = mailaddress;

public String getApplicationName () {

return applicationName;

public void setApplicationName (String applicationName)

{
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this. applicationName = applicationName;

public Integer getDetailResult( {

return detailResult;

public void setDetailResult(Integer detailResult) {
this. detailResult = detailResult;

public String getFilePathName () {

return filePathName;

public void setFilePathName (String filePathName) {
this. filePathName = filePathName;

public String getResult() {

return result;
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public void setResult(String result) {

this.result = result;

public String getApkFileName() {

return apkFileName;

public void setApkFileName (String apkFileName) {
this. apkFileName = apkFileName;

public String getApkHash() {

return apkHash;

public void setApkHash(String apkHash) {
this. apkHash = apkHash;

public String getApkVersion() {

return apkVersion;
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public void setApkVersion(String apkVersion) {

this. apkVersion = apkVersion;

public String getApkDate() {

return apkDate;

public void setApkDate (String apkDate) {
this. apkDate = apkDate;

public List<{String> getPermission() {

return permission;

public void setPermission(ArrayList<{String> arraylList)

this. permission = arraylList;

public List<{String> getClassLoaderExecute() {

return classlLoaderExecute;

{
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public void setClassLoaderExecute (ArrayList<String> arrayList) {

this. classLoaderExecute = arrayList;

public List<String> getScriptExecute() {

return scriptExecute;

public void setScriptExecute (ArrayList<String> arrayList) {

this. scriptExecute = arraylList;

public List{Integer> getCaseList() {

return caselist;

public void setCaselList (List<Integer> caselList) {

this. caseList = caselList;
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3.1

F—RR—XH5X

F—HAR—ZXHSANY—A— RFZLUTIZFRET,

package apk_analysis. db;

import
import
import
import
import
import
import
import
import
import
import
import
import

import

import

java. io.FilelnputStream;

java. io. FileNotFoundException;

java. io. [0Exception;

java
java
java
java
java
java

java

.sql.
.sql.
.sql.
.sql.
.sql.
.sql.
.sql.

Connection;
DriverManager ;
PreparedStatement;
ResultSet;
ResultSetMetaData;
SQLException;

Timestamp;

java.util.Calendar;

java. util.HashMap;

java.util.List;

java.util.Properties;

org. apache. logging. logdj. Logger;
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import apk_analysis. data. AnalysisResponse;

/*%
* DBY SR
*/
public class ApkAnalysisDao {
VeSS
* ARy 3y
*/

private Connection con;

/*%

* Of—

*/

private Logger log;

VeSS
* JO/NT 4
*/

private Properties props;

/%

* [k

-32-




¥ A VRBVRAEFBICORT V3 VERIT b,
* @throws SQLException DB ##ilc kM L=H5&EXO0—LEY,
* @throws ClassNotFoundException K54 /A O— FIZkBKLEBERO—LET,
* @throws [O0Exception
* @throws FileNotFoundException
*/
public ApkAnalysisDao (Logger log) throws SQLException
ClassNotFoundException, FileNotFoundException, I0Exception {
// BH—EE
this. log = log;
this. props = new Properties();
this. log. info(“ApkAnalysisDao Contract Start”);
// DBIERT > TL—bF T 7 A ILERA
this. props. load (new FilelnputStream(“conf/apk_analysis. properties”));
// EZ430A—F
Class. forName (this. props. getProperty (“database. driver™)) ;
// A%Y 3 ORI (DB (ZH#EHR)
this. con = DriverManager. getConnection (this. props. getProperty (“database. url”)
this. props. getProperty (“database. username”)
this. props. getProperty (“database. password™)) ;
this. log. info("ApkAnalysisDao Contract End”) ;
}
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/*k

* Oy a2 %F close 35,

*

*/

public void close() {
try {

if (this.con !=null) {
this. con.close() ;
}
} catch (SQLException e) |
log.error ("ax4v a3y O—XHIS[{}17, e);
}

VeSS

* BTAALT 2D TX K No ZHIG

* @return 24 L7 LY TR K No

* @throws SQLException SAL EATICEKKL=HZEIZCAA—LET,

*/

public int getTimeoutRequestNo(int hourTime) throws SQLException {
PreparedStatement pstmt = null;

int requestNo = 0;
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try {
pstmt = this. con. prepareStatement (String. format (this. props. getProperty (“sql. select. timeout_request™), hourTime)) ;

this. log. info ("BEfEIEIN YU S T X k No BR#5E SQLL{}]1”, pstmt. toString()) ;
ResultSet result=pstmt. executeQuery();

result. next();
if (result.getString(1) = null && result. getString(1). length() 1= 0) {

requestNo = result. getInt(1);

J

} finally {
this. log. info ("EREHEYIN Y 2 T X k No[{}1”, requestNo);
try {

if (pstmt != null) {

pstmt. close () ;

}
} catch (SQLException e) {

throw e;
}
}

return requestNo;

/%
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* BT OHHEFIRE
* @return TR DOHEHK
* @throws SQLException SQL

*/
public int getAnalysisRequestNo(int hourTime) throws SQLException {

EITICKBRLIBEICRE—LET,

PreparedStatement pstmt = null;

int count = 0;

try {
pstmt = this. con. prepareStatement (String. format (this. props. getProperty (“sql. select. exec_status_count™), hourTime)) ;

this. log. info ("FRATh DHEFES SALL{} 17, pstmt. toString());

ResultSet result=pstmt. executeQuery() ;

result. next () ;
count = result. getInt(1);

} finally {
this. log. info ("E&#rp D&% [{}1”, count);
try |

if (pstmt != null) {
pstmt. close () ;
}
} catch (SQLException e) {

throw e;

}
-36-



}

return count;

/*k
* Y ITX b+ No 2E15
* Oreturn —BR{FLOTLWSYIITRXENo
* @throws SQLException SQL EATICEKKLF=HZEIZCAA—LET,
*/
public int getLongestWaitRequestNo() throws SQLException {
PreparedStatement pstmt = null;

int requestNo = 0;

try {
pstmt = this. con. prepareStatement (this. props. getProperty (“sql. select. wait_status”));

this. log. info (")~ T X k No Bx#Z SQL[{}]1”, pstmt. toString()):
ResultSet result=pstmt. executeQuery() ;

result. next () ;
if (result.getString(1) = null && result. getString(1). length() 1= 0) {

requestNo = result. getInt(1);

}
} finally {
this. log. info("ERB 14 TR k No[{}]1”, requestNo);
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try {
if (pstmt != null) {

pstmt. close () ;

}
} catch (SQLException e) {

throw e;
}
}

return requestNo;

/*%

* JOITZXAFNo IO T TN —2a V&8 MEMBT 5

* @return 77U H5— 304
* @throws SQLException SQL EFTIZERKL=ZEICABR—LET,

*/

public AnalysisResponse getResponselnfo(int requestNo, AnalysisResponse analysisResponse) throws SQLException {

PreparedStatement pstmt = null;

try {
pstmt = this. con. prepareStatement (this. props. getProperty (“sql. select. application_name”)) ;

pstmt. setInt (1, requestNo) ;
this. log. info ("RIETHEMRENVSES SQLL{} 1”7, pstmt. toString());
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ResultSet result = pstmt. executeQuery();

if (result. next() {
// V9 TRk No
analysisResponse. setRequestNo (requestNo) ;
/] RHE
analysisResponse. setRequestYear (result. getInt (1)) ;
// ZAtA
analysisResponse. setRequestMonth (result. getInt(2)) ;
// &8
analysisResponse. setRequestDay (result. getInt (3)) ;
/] Z{FEF
analysisResponse. setRequestHour (result. getlnt (4)) ;
/] 25
analysisResponse. setRequestMinute (result. getInt (5));
/] TFVr—a s
analysisResponse. setApplicationName (result. getString(6)) ;
[/ A=—ILT KLR
analysisResponse. setMai laddress (result. getString (7)) ;
lelsef

this. log. debug ("RIEFBNFELEEA")

this. updateErrorStatus (requestNo) ;

throw new SQLException ("BRIEHEHMMAFELEEA", 7, -100) ;
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}
} finally {
this. log. debug ("IRIE1EHR ZMAE{}IAL{IIAI{}1", analysisResponse. getRequestYear (),
analysisResponse. getRequestMonth (), analysisResponse. getRequestDay());
this. log. debug ("R{E1ER ZfHEF[{}1”, analysisResponse. getRequestHour ()) ;
this. log. debug ("R{E1EHR =+ [{}1”, analysisResponse. getRequestMinute () ;
this. log. debug ("IR{E1EHR 7TV 4r— a3 £&I[{}]”, analysisResponse. getApplicationName()) ;

try {
if (pstmt != null) {
pstmt. close() ;
}
} catch (SQLException e) {
throw e;
}
}

return analysisResponse;

/%

* Android 7 7V BRI ZEITI VIV TR b No DRRRT—F2 R EBFHICERH
* @param requestNo 'J4~ T X k No

* @return true FIN , false %BX
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* @throws SQLException SAL EATICEKMLF=HZEIZAA—LE T,

*/

public boolean updateStatus(int requestNo) throws SQLException {
PreparedStatement pstmt = null;

0;

int count

try {

pstmt = this. con. prepareStatement (String. format (this. props. getProperty (“sql. update. status™), “analysis_starttime=CURRE

NT_TIMESTAMP™)) ;
pstmt. setInt (1, 1);
pstmt. setInt (2, requestNo) ;
// SAL XEEFTLET.

this. log. info(“"Android 7 7V B0 EITO U I TR FNo DRERT—2 R EEFHIZEH SOLL{}]”,

count = pstmt. executeUpdate () ;
} finally {
try {
if (pstmt != null) {
pstmt. close () ;
}
} catch (SQLException e) {
throw e;

J

pstmt. toString () ;

-41-




if (count < 0) {

/] BHRK

log. error ("ERATFERIBMEIT LK) |
return false;

}

return true;

VeSS
* Android 7 7'1) BROMRATHE R £ B8R
* @param analysisResponse fRHTHERIEFER
* @return true F¢Ih , false KB
* @throws SQLException SAL EATICEKKL=HEIZAA—LET,

*/

public boolean insertResponse (AnalysisResponse analysisResponse) throws SQLException {

PreparedStatement pstmt = null;

int count = 0;

try {
// BRAMTHERIER

pstmt = this. con. prepareStatement (this. props. getProperty (“sql. insert. reponse”)) ;
pstmt. setInt (1, analysisResponse. getRequestNo()) ;
pstmt. setString (2, analysisResponse. getResult());
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pstmt. setInt (3, analysisResponse. getPermission().size());
pstmt. setInt (4, analysisResponse. getClassLoaderExecute().size());
pstmt. setInt (5, analysisResponse. getScriptExecute().size());
pstmt. setInt (6, analysisResponse. getDetailResult());
List<{Integer> caseList = analysisResponse. getCaseList();
for (int i=0; i < caselList.size(); i++) {
if (caseList.get(i) == null){
pstmt. setNull (i + 7, java.sql. Types. INTEGER) ;
| else {
pstmt. setInt (i + 7, caselList.get(i));
}
}
// SAL XEEFTLET,
this. log. info("Android 7 7'1) B4RUMRITHE R 2 & 8% SOLL{}]”, pstmt. toString());

count = pstmt. executeUpdate () ;

if (count < 0) {
/] BERKE
log. error ("fEFTHE RIFMBZERM")

return false;

}
} finally {

try {
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if (pstmt 1= null) {
pstmt. close() ;
}
} catch (SQLException e) {

throw e;

}

return true;

VeSS

* Android 7 71 BRI ZTOV IV TR No ORERT—E REEEICERH

* @param requestNo ')~ T X k No

* @return true AT , false &KBX

* @throws SQLException SAL EATICEKKL=HZEIZCAA—LET,

*/

public boolean updateErrorStatus (int requestNo) throws SQLException {
PreparedStatement pstmt = null;

int count = 0;

try {
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// Android 7 7V) BRIfRAT IR REEE#R
pstmt = this. con. prepareStatement (String. format (this. props. getProperty (“sql. update. status”), “analysis_endtime=CURRENT
_TIMESTAMP™)) ;
/] AU FERICEZRELET,
pstmt. setInt(1, 3);
pstmt. setInt (2, requestNo) ;
// SAL XEEFTLEY.
this. log. info("Android 7 71 MM ZT5 VI IR FNo DRERT—F AZEEICEH SAL[{}]1”, pstmt. toString());
count = pstmt. executeUpdate () ;
if (count < 0) {
/] BEFERK
log. error ("Android 7 ") B RUFRATIKRE R HTREK")
return false;
}
pstmt. close () ;
} finally {
try {
if (pstmt != null) {
pstmt. close () ;
}
} catch (SQLException e) {

throw e;

-45-




}

return true;

/%%

* Android 7 7V BRI ZIT SV VTR k No DRRRT—2 R EBITFITEH

* @param analysisResponse fRHTHERIEFER

* @return true F¢Ih , false KB

* @throws SQLException SAL EATICKKL=HZEIZAA—LET,

*/

public boolean updateAfterExec (AnalysisResponse analysisResponse) throws SQLException {
PreparedStatement pstmt = null;

int count = 0;

try {

// Android 7 7'\) BHIRATIK REEE T

pstmt = this. con. prepareStatement (String. format (this. props. getProperty (“sql. update. status™), “analysis_endtime=CURRENT
_TIMESTAMP?)) ;

pstmt. setInt (1, analysisResponse. getAnalysisStatus());

pstmt. setInt (2, analysisResponse. getRequestNo()) ;

// SAL XEEFTLET,

this. log. info("Android 7 7'") B4ROfEHTIRAEEE#7 SAL[{} 17, pstmt. toString());

count = pstmt. executeUpdate () ;
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if (count < 0) {

/] BHRK

log. error (“Android 7 7'\) #RUMEATIR REEEHTR L) |

return false;

}

pstmt. close () ;
// Android 7 7'\ R #E R R IEEREH
pstmt = this. con. prepareStatement (this. props. getProperty (“sql. update. reponse_info”)) ;
String mailAddress = analysisResponse. getMailaddress () ;
String work = mailAddress. substring(mailAddress. index0f ('@ ));
pstmt. setString (1, “sekxkrx” + work) ;
pstmt. setInt (2, analysisResponse. getRequestNo()) ;
this. log. info("Android 7 7'V) f@#T#E R IRISEERFEH SOLL{} 17, pstmt. toString());
count = pstmt. executeUpdate () ;

if (count < 0) {

/] BEFERK

log. error (“Android 7 7'V) s RIRIEEMEHNKK")

return false;

}
} finally {
try {
if (pstmt = null) {

pstmt. close() ;
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}
} catch (SQLException e) {
throw e;
}
}

return true;

VeSS

* fRETIHHRETG

* @param requestNo ')J4 T X k No

* @return true F¢Ih , false KB

* @throws SQLException SAL EATICEKKL=HEIZAA—LET,

* @throws InterruptedException

*/

public HashMap<String, Integer> selectStatisticsExec(int year, int month) throws SQLException, InterruptedException {
PreparedStatement pstmt = null;
HashMap<String, Integer> statistics = new HashMap<String, Integer>();

try {

Calendar cal = Calendar. getInstance() ;
// MEREBORBBRES ) ER
cal.set (year, month-1,1,0,0,0);
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Timestamp startTimestamp = new Timestamp (cal.getTimeInMillis());
startTimestamp. setNanos (0) ;

/] MEREFAORTRZNEINER

cal.set(year, month,1,0,0,0);

Timestamp endTimestamp = new Timestamp (cal. getTimeInMillis();

endT imestamp. setNanos (0) ;

pstmt = this. con. prepareStatement (this. props. getProperty (“sql. select. statistics™));
pstmt. setTimestamp (1, startTimestamp) ;
pstmt. setTimestamp (2, endTimestamp) ;

this. log. info ("#E5HIEERENE SALL{} 1", pstmt. toString());
ResultSet result = pstmt. executeQuery () ;
ResultSetMetaData rsmd= result. getMetaData () ;

result. next();

for (int i =1; i <= rsmd. getColumnCount () ; i++) {
statistics. put (rsmd. getColumnName (i), result. getInt(i));
log. debug (“{} [{}]1”, rsmd. getColumnName (i), result. getInt(i));
}

result.close();

pstmt. close () ;
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pstmt = this. con. prepareStatement (this. props. getProperty (“sql. select. statistics_family”));
pstmt. setTimestamp (1, startTimestamp);

pstmt. setTimestamp (2, endTimestamp) ;

this. log. info ("#EEHERERG UNAT T 1J)SALL{}]”, pstmt. toString()) ;

result = pstmt. executeQuery () ;

rsmd= result. getMetaData() ;

result. next();

for (int i = 1; i <= rsmd. getColumnCount () ; i++) {
statistics. put (rsmd. getColumnName (i), result. getInt (i));
log. debug (“{} [{}]1”, rsmd. getColumnName (i), result. getInt (i));
}

} finally {
try {
if (pstmt != null) {

pstmt. close () ;
}
} catch (SQLException e) {
throw e;
}
}

return statistics;

-50-




-51-




3.2 A—JLEEV SR

A—ILFEEYVTADY—RIA—FELUTIZERT,

package apk_analysis.mail;

import
import

import

import
import
import
import
import
import
import
import

import

import

import

java. io.FilelnputStream;

java.util.Date;

java.util.Properties;

javax.
javax.
javax.
javax.
javax.
javax.
javax.
javax.

javax.

mail.
mail.
mail.
mai l.
mai l.
mai l.
mai |.
mai l.

mail.

Message;
MessagingException;
Multipart;

Session;

Transport;

internet. InternetAddress;
internet. MimeBodyPart;
internet. MimeMessage;

internet. MimeMultipart;

org. apache. logging. logdj. Logger;

apk_analysis. data. AnalysisResponse;
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/*%

* A —)LiEE

*

*/

public class MailSend {

/*%

* FERTRAT—42X

*/

private static final int SCCESS_STATUS = 2;

/*%

* EERTAT—42R

*/

private static final int ERROR_STATUS = 3;

VeSS

* Of—

*/

private Logger log;
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*/
public MailSend (Logger log) |
this. log = log;

public void send(String body, AnalysisResponse analysisResponse) throws Exception{

Properties mprops = new Properties();

mprops. load (new FilelnputStream(“conf/apk_analysis. properties™));

// subject IZIXHEH. sendMsg [ZIEA —ILEAX Aty FEShTLS

// SMTP /R R k DERTE

Properties props = System. getProperties();

props. put (“mail. smtp. host™, mprops. getProperty (“mail. smtp. host™)) ;

/] EHREDRAA LT
String connectionTimeout = mprops. getProperty (“mail. smtp. connectiontimeout™) ;

props. put (“mail. smtp. connectiontimeout”, new Integer (connectionTimeout));

/] EREBOIA LTI K
String timeout = mprops. getProperty (“mail. smtp. timeout”) ;

props. put (“mail. smtp. timeout”, new Integer (timeout));
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// SessionA T x4y FDOEF

Session session = Session. getDefaultlnstance (props, null);
MimeMessage msg = new MimeMessage (session) ;

try {

msg. setFrom(new InternetAddress (mprops. getProperty (“mail. from™)));
msg. setSender (new InternetAddress (mprops. getProperty (“mail. sender”))) ;

msg. setRecipient (Message. RecipientType. TO, new InternetAddress(analysisResponse. getMailaddress()));

if ( ( ERROR_STATUS == analysisResponse. getAnalysisStatus()) && (mprops. getProperty (“mail.admin”) != null) ){
this. log. info("ZT5—A—JLE LTEEERICHEELFET Bec:” + mprops. getProperty (“mail. admin™)) ;
msg. setRecipient (Message. RecipientType. BCC, new InternetAddress (mprops. getProperty (“mail.admin™)));
}
/] HBDEFE
msg. setSubject (analysisResponse. getRequestNo () + “DEZHTHER (JSSEC Android apk Analysis service) “, mprops. getProper
ty (“mail. charset™)) ;
} catch (MessagingException e) {
e.printStackTrace () ;

// BITDHRE
msg. setSentDate (new Date()) ;
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// html mail

Multipart alternativePart = new MimeMultipart (“alternative”);
MimeBodyPart htmlBodyPart
htm|BodyPart. setText (body, mprops. getProperty (“mail.charset”), “html”);

new MimeBodyPart () ;

htm|BodyPart. setHeader (“Content-Transfer-Encoding”, mprops. getProperty (“mail. encoding”));
alternativePart. addBodyPart (htmlBodyPart) ;

// set alternative

msg. setContent (alternativePart) ;

// msg. writeTo(System.out); // A*—ILABRRT

Transport. send (msg) ;

3.3 ApacheVelocity DT v/ s\—U 5 X

A—ILEEDBRIZFHAT S ApacheVelocity DT v /N\—F S RADY—RaA— KELUTIZRY,

package apk_analysis.mail;

import java. io. I0Exception;
import java. io.StringWriter;

import java.util.Properties;
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import org. apache. velocity. Template;

import org. apache. velocity. VelocityContext;

import org. apache. velocity. app. VelocityEngine;

import org. apache. velocity. exception. MethodInvocationException;
import org. apache. velocity. exception. ParseErrorException;

import org. apache. velocity. exception. ResourceNotFoundException;

public class VelocityWrapper {

/xx TUTL— bk */

private Template template = null;

/¥ TUOTL—EMAT—8F Tk ¥/

private VelocityContext context = new VelocityContext() ;

/#% Velocity T2 */

private VelocityEngine engine = new VelocityEngine() ;

[k AR RSO H */
public VelocityWrapper (String templateFileName) throws [0Exception, Exception {

// velocity. properties IZ& b VelocityEngine M#IER1E
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Properties props = new Properties();
/] EEFA

props. put (“input. encoding”, “utf-8") ;
props. put (“output. encoding”, “utf-87);

engine. init (props);

/] TFL— ORRE

template = engine. getTemplate (templateFileName) ;

VeSS

*x TUOTL— FEBUREBERAOA IO Y FEEMT S
* @param key B —

* @param value T HT—2A4TSU b

*/

public void put(String key, Object value) {

context. put (key, value);

/%
* TUTL—hEXF—FEH
* @return

* @throws ResourceNotFoundException
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* @throws ParseErrorException

* @throws MethodInvocationException
* @throws Exception

*/

public String merge ()

throws ResourceNotFoundException, ParseErrorException,

MethodInvocationException, Exception{
StringWriter sw = new StringWriter();
template. merge ( context , sw );

return sw. toString() ;
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3.4 XMLEIH SR

XML f2ff 9 S ADY—RXa— FELUTIZERT,

package apk_analysis. xml;

import
import
import
import

import

import
import
import
import
import
import

import

import
import

import

java. io.File;

java. io.FilelnputStream;

java. io. [0Exception;

java.util.

java.util.

javax.
javax.
javax.
javax.
javax.
javax.

javax.

xml.
xml.
xml.
xml.
xml.
xml.

xml.

ArraylList;

Properties;

parsers. DocumentBui | der;

parsers. DocumentBui [derFactory;
parsers. ParserConfigurationException;
xpath. XPath;

xpath. XPathConstants;

xpath. XPathExpressionException;
xpath. XPathFactory;

org. apache. logging. logdj. Logger;

org. w3c. dom. Document;

org. w3c. dom. NodeList;
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import org. xml. sax. SAXException;

import apk_analysis. data. AnalysisResponse;

VeSS

* Android 7 7'V BEIBEATHER LAR— b XML 7 7 1 JLAZART

*
*/

public class XmlReader {

/*%

* OH—

*/

private Logger log;

public XmlReader (Logger log) {
this. log = log;
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/%%
* Android 7 7 V) BHIBHTIERLAR— R XML D 7 A ILEZRAAH. BIRITA T M
* @param analysisResponse
* @throws SAXException
* @throws [OException
* @throws ParserConfigurationException
*/
public void read(AnalysisResponse analysisResponse) throws SAXException, [OException, XPathExpressionException, ParserConfigur
ationException {
DocumentBui lder builder = DocumentBuilderFactory. newlnstance ()
. newDocumentBui Ider () ;
Document doc = builder.parse( new File(analysisResponse. getFilePathName()) );
XPathFactory factory = XPathFactory. newlnstance() ;
XPath xpath = factory. newXPath() ;

Properties props = new Properties();
props. load(new FilelnputStream(“conf/apk_analysis.properties”));

String xpathKey;

/] FRITHER

xpathKey = props. getProperty (“xpath. execinfo. result”) ;
analysisResponse. setResult (xpath. evaluate (xpathKey, doc));

log. debug "EEATEEER[{}] EL{}]1”, xpathKey, analysisResponse. getResult());
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iT(2 < analysisResponse. getResult (). length()) {
log. debug ("FEMTIERDEICADIXFINRTELEENFEELTLSH, 04 L LTRELET)
analysisResponse. setResult (“04”) ;

}

// apk 274 L&

xpathKey = props. getProperty (“xpath. apkinfo. apkfilename”) ;

analysisResponse. setApkF i |eName (xpath. evaluate (xpathKey, doc))

log. debug ("apk Z 74L& [{}] fE[{}]1”, xpathKey, analysisResponse. getApkFileName()) ;

// apk 77 A4 ILE—EIZRT ID, SHA256 /v 2

xpathKey = props. getProperty (“xpath. apkinfo. apkhash”) ;

analysisResponse. setApkHash (xpath. evaluate (xpathKey, doc)) ;

log. debug ("SHA256 7\ < a [{}] fEL{}]1”, xpathKey, analysisResponse. getApkHash());

/] N—=2ay
xpathKey = props. getProperty (“xpath. apkinfo. version”);
analysisResponse. setApkVersion (xpath. evaluate (xpathKey, doc))

log. debug ("/N—< 3 > [{}] fEL{}]”, xpathKey, analysisResponse. getApkVersion());

// apk Z 7 A IILDERB T
xpathKey = props. getProperty (“xpath. apkinfo. apkdate”) ;
analysisResponse. setApkDate (xpath. evaluate (xpathKey, doc)) ;
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log. debug ("apk 7 7 A JILDERKBF{}] {E[{}]”, xpathKey, analysisResponse. getApkDate())

// AndroidManifest. xml TEZ 4 7= uses—permission EXED android:name B4
xpathKey = props. getProperty (“xpath. apkinfo. permission”) ;

if (xpath. evaluate (xpathKey, doc) == null || (xpath.evaluate (xpathKey, doc)).length() == 0) {
analysisResponse. setPermission( new ArrayList<String>();
} else {

NodeList permissionList = (Nodelist)xpath. evaluate (xpathKey, doc, XPathConstants. NODESET) ;
String workPermission;

ArrayList<String> setPermission = new ArrayList<String>();
for (int i=0; i < permissionList. getLength(); i++) {
workPermission = permissionList. item(i). getTextContent();

setPermission. add (workPermission) ;

log. debug (“AndroidManifest. xml TEZ &4L1= uses—permission XD android:name BH[{}] HFEL{}] EL{]”
, workPermission) ;

J

analysisResponse. setPermission (setPermission) ;

// B S RA—F—%FTLTWEAYY K4
xpathKey = props. getProperty (“xpath. apkinfo. classloaderexecute”) ;
iT (xpath. evaluate (xpathKey, doc) == null || (xpath.evaluate(xpathKey, doc)). length() == 0) {

, XpathKey,
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analysisResponse. setClassLoaderExecute (new ArraylList<String>());
| else {
NodeList classLoaderExecuteList = (NodelList)xpath. evaluate (xpathKey, doc, XPathConstants. NODESET) ;
String workGClassLoaderExecute;
ArrayList<String> setClassLoaderExecute = new ArrayList<{String>();
for (int i=0; i < classLoaderExecutelist. getlLength(); i++) {
workClassLoaderExecute = classLoaderExecutelist. item(i).getTextContent () ;
setClassLoaderExecute. add (workClassLoaderExecute) ;
log. debug ("BIMIY SAO—F—ZRTL TS AV y FR[{}] HF{}] fEL{}]”, xpathKey, i, workClassLoaderExecute) :
}

analysisResponse. setClassLoaderExecute (setClassLoaderExecute) ;

}

// NEBT Script #ETLTLE AV Y F&

xpathKey = props. getProperty (“xpath. apkinfo. scriptexecute”) ;

iT (xpath. evaluate (xpathKey, doc) == null || (xpath.evaluate(xpathKey, doc)). length() == 0) {
analysisResponse. setScriptExecute (new ArrayList<String>());

} else {

NodeList scriptExecuteList = (NodelList)xpath. evaluate (xpathKey, doc, XPathConstants. NODESET) ;
String workScriptExecute;

ArrayList<String> setScriptExecute = new ArrayList<String>();

for(int i=0; i < scriptExecutelList. getLength(); i++) {
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workScr iptExecute = scriptExecutelList. item(i). getTextContent () ;
setScriptExecute. add (workScr iptExecute) ;
log. debug ("MIER T Script ZETLTWWA A Yy F&[{}] FFI{] EI{}]1”, xpathKey, i, workScriptExecute) ;
}

analysisResponse. setScriptExecute (setScriptExecute) ;

}

// FIREERDZEE
xpathKey = props. getProperty (“xpath. evalinfo. result”);
if (xpath. evaluate (xpathKey, doc) == null || (xpath.evaluate (xpathKey, doc)).length() == 0) {
analysisResponse. setDetai |Result (0) ;
| else {
analysisResponse. setDetai IResult (1) ;
}
log. debug "FI A& IEHRDZEEL(}] EL{}]”, xpathKey, analysisResponse. getDetailResult());

/] BEEBSBENZEITD

String casePath = new String();

xpathKey = props. getProperty (“xpath. eval info. resul t. case”) ;

String countWork = props. getProperty (“xpath. evalinfo. result. case. count”) ;
int caseCount = Integer. valueOf (countWork) ;

ArrayList<Integer> workCase = new ArrayList<Integer>():

for (int i=1; i <= caseCount; i++) {
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casePath = String. format ("%s%03d”, xpathKey,

if (xpath. evaluate (casePath, doc) ==
workCase. add (nul I) ;

} else {

i)

null || (xpath.evaluate (casePath, doc)). length() == 0) {

String detail = xpath. evaluate (casePath, doc) ;

if (Integer.valueOf (detail) == 1) {
workCase. add (1) ;

| else {
workCase. add (0) ;

}

log. debug (“CASE 1&#R [{}] {EL[{}1",

}

}

analysisResponse. setCaselList (workCase) ;

casePath, detail);
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3.5 apk 7 V) BRIV F I IL

apk 7 T BB ANV F O ILDY—RIA— FZLUTIZERY,

#1/bin/bash

LANG=ja_JP. UTF8
export LANG

cd /home/analyzer/bin;
if [ -d /var/data/request ]; then

java -Dlogdj.configurationFile="./conf/log4j2. xml” —jar apk_analysis. jar
fi
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4 BEHEMERY—Ra—F

4.1

HATIRMIERLY 5 R

HEERER I SADY—Ra— KEUTIZERY,

package apk_analysis;

import
import
import
import
import

import

import
import
import
import
import
import

import

java
java
java
java
java

java

org.
org.
org.
org.
org.
org.

org.

.io.FilelnputStream;

.io.FileOutputStream;

. io. IOException;

.util.HashMap;

.util. Map;

.util.Properties;

apache.
apache.
apache.
apache.
apache.
apache.

apache.

commons. lang. math. NumberUtils;

logging. log4j. LogManager ;

logging. logdj. Logger;

poi.
poi.
poi.

poi.

ss. usermodel. Cel | ;
ss. usermodel. Row;
ss. usermodel. Sheet;

ss. usermode | . Workbook;
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import org. apache. poi. ss. usermodel. WorkbookFactory;

import org. apache. poi.ss.util.Cel IReference;

import apk_analysis. db. ApkAnalysisDao;

public class StatisticsBatch {
/*%
* OH—
*/
private static Logger log = LogManager. getLogger (StatisticsBatch. class. getName()) ;

/*%
*x HEESR . METBERER
*
* @param args 1: #stE 2: #istA
*/

public static void main(String[] args) {

/] INT A —B R

if (args. length != 2 || !NumberUtils. isNumber (args[0]) || !'NumberUtils. isNumber (args[1])) {
log. warn ("#EEHIBIRERL EEN/NT A —FFRE");
System.exit (1) ;
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int year = Integer.valueOf (args[0]);
int month = Integer. valueOf (args[1]);
// DB $E#i

ApkAnalysisDao dao = null;

try {
// AR a3 DREL
dao = new ApkAnalysisDao (log) ;

/] $EHEREAMERTE 7 7 1 LA AH
Properties props = new Properties();

props. load(new FilelnputStream(“conf/statistics_association. properties™));

// $ET—2IE (REE EAH)
HashMap<String, Integer> statisticsData = dao.selectStatisticsExec(year, month);

[/ BB —T 1 —R%EH/Z S, WorkbookFactory TEAIAL

Workbook wb = WorkbookFactory. create (new FilelnputStream(“templates/statistics_template. xIsx™));
/] — b ERER

Sheet sheet = wb. getSheetAt (0) ;

String cellArea;

Cel IReference reference;

Row row;
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Cell cell;
// #REHERR
for (Map. Entry<String, Integer> record: statisticsData.entrySet()) {
// LA— OB ZEREFREE 7 7 1L RE
cellArea = props. getProperty (record. getKey () ;
[/ BEEREE 7 7 A IVICKBREDF—DBHEFRF v T
if (cellArea !=null && cellArea. length() > 0 ) {
// A Cell L& ZE&F
reference = new Cel IReference (cel lArea) ;
row = sheet. getRow(reference. getRow()) ;
cell = row. getCell (reference. getCol () ;
// FEEMEIZEZE N

cell.setCelValue (record. getValue()) ;

/] B4 FILVERICER #IBHAL
// L3A— FOME ZHEAERRE 7 7 1 LD L BG
cel lArea = props. getProperty ("titile”);
[/ BEEREE T 7 A ILIZKRBEEDF—DHEEER ¥y T
if (cellArea != null && cellArea. length() > 0 ) {
// WA Cell & ZHF

reference = new Cel |Reference (cellArea);
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row = sheet. getRow (reference. getRow()) ;
cell = row. getCel | (reference. getCol ())
// cell Mo T +—< v FEWE
String title = String. format(cell. getStringCellValue(), year, month);
// FEEMEICEZE N
cell.setCellValue(title);

/] TFAIHEA
String outputFileName = String. format ("#ist{ER_%d%02d. x|sx”, year, month) ;
Properties props2 = new Properties();
props2. load (new FilelnputStream(“conf/apk_analysis. properties™));
String outputPath = props2. getProperty (“statistics. filepath”) + “/” + outputFileName;
log. debug ("#EaHEH L A5E[{}]1”, outputPath):
try{
FileOutputStream fos = new FileQutputStream(outputPath) ;
wb. write (fos);
} catch (I0Exception ioe) {
log. error ("#Et1EHRH AT S —[{}]1", ioe);
System.exit (1) ;
} finally {

wb.close() ;
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// EE#¥T

log. info ("#EEHEIRERNIE ({} £ {} B) EE#T”, year, month):
} catch (Exception e) {

log. error (e) ;
} finally {

/] T—AR=29n—X

if (dao != null) {

dao.close() ;

4.2 MREHERER/SYFo L

HEHEREBNYFOIIILDY—RAT— KEUTIZERT,

#!/bin/bash

LANG=ja_JP. UTF8
export LANG

cd /home/analyzer/bin;
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if [ -d /var/data/request ]; then
java -Dlogdj.configurationFile="./conf/log4j2. xml” —jar apk_analysis. jar
fi

5 FoTFL—F-BETFANL

5.1 BEA—NLTUTIL—F+I 7M1

BREA—ILODTUTL—FEUTITRT,

<IDOCTYPE HTML PUBLIC “-//W3C//DTD HTML 4.01 Transitional//EN">
<html>
<title>${analysis_response. requestNo} MRATHEER (JSSEC Android apk Analysis service) </title>
<body font-style="MS Gothic” |ine—height="26px” margin-left="50px” margin-right="50px">
<div align="left™>
[${analysis_response. applicationName} DEEFTHEER] <br/><br/>

COEL Android 77U 75— 3 VBIY—ERX 2ZFRATESHYNES TSTNFEL, RA—LIK. LTORFKIEICET S
FMITOBEREGYET, <br/d>
<p style="margin-left: 20pt™>
@2t B8r : $lanalysis_response. requestYear} & ${analysis_response. requestMonth} B ${analysis_response. requestDa

y} B ${analysis_response. requestHour} B ${analysis_response. requestMinute} %3<br/>
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Z{1&ES . ${analysis_response. requestNo}<br/>
MR T TUHr— 3% : ${analysis_response. applicationName}<br/>
</p>

<p style="margin-left: 10pt™>
(A2HrEER] <br/>
Android 7 7Y r— 3 U EEBLE L=, <br/>
#if( ${analysis_response. result} == “00” )
EATIB IR LE LTz, <br/>
#telseif ( ${analysis_response. result} == 01" )
BEREANTEBITTELEEATLE:, B TELRBTOARTLTVET, <br/d
BEBLGO-TLSEDOELBIANETLTCLNIE., ATHo-AREELAHY FI, <br/>

#telseif ( ${analysis_response. result} == 02" )
R CEERBATL R, BURI7AILIBBESINTNEINTHERCESL, <br/>
#telseif ( ${analysis_response. result} == “03" )

BRI CTELABRDOARTLTOLEIAFAEFROZEHEAS T TEHY FADr/>
EEREELG O TS LDE. ATH = REENHY ET, <br/>

#telseif( ${analysis_response. result} == “04” )
RKEHLIRHY FEADN., PRXATLFREBICKYBEBHTEELATLE, <DbrSd
<br />

BEZEOCTEEREL CFEEL, <br/>
#telse
REBRLIRHY FEAN., VATLAFREGIZKYBEBIRTEEFLATLE, <br/>
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<br/>
BEZEOCTEERSHL (S0, <br/>
#end

#if( ${analysis_response. result} == “00” || ${analysis_response.result} == “01” || ${analysis_response.result} == “03" )

</p>
<{table width="95%" cellspacing="0" border="1px” bordercolor="#000000" border-spacing="5px">
<tr bgcolor="ttcccccc™>
<td>IEB A</t BT RAR/td

</tr>
<tr>

<ty afl (apk 774 ILE—EIZRT ID) /td><td>§{analysis_response. apkHash}</td>
</tr>
<tr>

<tddapk M/ N—2 3 2</td><td>$ {analysis_response. apkVersion} </td>
</tr>
<tr>

<tddapk 7 7 A IILDER B H</td><td>$ {analysis_response. apkDate} </td>
</tr>
<tr>

<td>Permission</td><td>

#if( ${analysis_response. permission.size()} > 0)

=717~




[#H L 1= Permission] <br/>
#foreach (§data in ${analysis_response. permission})
$ {data}<br/>
ttend
felse
Permission [ ShEERBATLL =,
#tend
</td>
</tr>
<tr>
ECDOEETIRUNCFIRAFRRZEETHAEEICOVT LN Y 5 XAOFUH L HE/td<td>
#if( ${analysis_response. classLoaderExecute. size()} > 0)
EITHICNHBDI SREZMVHLEITLET, AETHERICEADLLT. FUH LI SADLFAEBTRZEET HAEMELH
YEI, <br/>
(B AV Y K] <br/>
#foreach (§data in ${analysis_response. classLoaderExecute})
$ {data} <br/>
ftend
ftelse
ERIGNER Y S ADFUH LIFEHE SNhFEFATL
#tend
</td>
</tr>
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<tr>
SEDBETARLUSNMFAERFREEET DA OVT—NEBRI YT - a3 2 PR EDHFUE LHE/td<td
#if( ${analysis_response. scriptExecute. size()} > 0)
NEBROY T - ARV FGREEFUHLEGTLET, AEFBERICEOLLSY. FUHLEZRIY TR -av o FaEMLRA
EBEMEEIET HAIREENAHY FI, <br/>
(B AV Y K] <br/>
#foreach (§data in ${analysis_response. scriptExecute})
$ (data}<br/>
ftend
ftelse
NERY )Tk - AU FLREDTFUE LIFRESIAFERATLT,
#tend
</td>
</tr>
{/table>
<br/>
#set ( $EVALINFO_RESULT_CASE_ITEM = [0S &rk ID”, “smKE4H ID (IMED) ", "2249&EH ID(IMSI)”, "22#3& &4 ID (ICCID) ", " T/ 4 REH |
DIMACT7 FLR)”, "BEES", "A—IL7 FLR", "ME", "7 FLRWR", "4 0", "HhAZ", "MERExE H—","SMS"] )
<p style="Iline-height: 10px™>
[(FIAEFERDEE]
</p>
<{table width="95%" cellspacing="0" border="1px” bordercolor="#000000" border-spacing="5px">

<tr bgcolor="f#cccccc™>
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<td align="center ">fE#TIEH & </td><td align="center " >E{EHE/td>
/tr>
#foreach ($data in ${analysis_response. caseList} )
#iset ( $counter = $velocityCount - 1)
<tr>
<td align="center”>$EVALINFO_RESULT_CASE_ITEM. get ( $counter )</td>
#if( ${data} == 1)
<td align="center” style="color: #00f">H</td>
#elseif ( ${data} == 0)
<td align="center”>#&</td>
ftelse
<td align="center”>—</td>
ftend
</tr>
#tend
{/table>
<p style="margin-left: 10pt™>
FAEEBEROZERERNBTL T FANI—RI O—DRBENBTERED L, BEHEZTHRLLIV., BEUERICH->TS
ELLLBAEROREFIEEZED. T73A4N—RYO—R/EI— . ARBRTOTSANI—RY O—DERXEY—ILEEDERE JS
SECH4 b ( http://www. jssec.org/jsas) [CTHIUA—RFBHIENTEET, <br/>
<br/>
KA TIE, apk T 7 A4 ILIND classes. dex T L. WmARNOFIAZBFERENTANZET SO0V IV DFEZRELTEY
F9, classes. dex LISMIMBATH RN TT A, TRLNTIHmKRADF AEFRZEET HAREMELE LT, BHWISA0—F—OFAFE, MRS
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)T FOFVHTAHENHY . TNOOFEEREIBHMLTEYET, <br/
<br/>
felse
<br/>
#end
KEABH—ERF, BBFED TRAX— T+ EDT7 TV =23 VI2E T 2FAEFROIY RO HRDELEREHR] (S
EJOWTWET, COFMREHARICOVTOERIEL JSSEC 44 b ( http://www. jssec.org/jsas) TAFFTBHIENTEFET, <br/>
<br/>
¥JUSSEC & L THRERNBICOVTORVEDLERZITHF T TEY FE A oo ZEMERICOT ISSEC TIE. LWHESHIEE
PRSTLIZODVWTHEFRZEVWFEFFADTITRLESVD, AMERICOVWTIXLERAFAERAEDEHEZEREICTEETIHE 23 LY, <br/>
</p>
</div>
ddiv style="line-height: 60pt” align="right">LLEL/div>
</body>
</html>

5.2 MEHEWHEI 71

MEHBERENRE I 7 M LEUTIZRY,
“B3”  “F17 “F8” EDEF. TrTL—bE%EDExcel TFAIILDEIEEETRL TS,

S s
B REHERT — 2 LHEHER. xIsx DA
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B S
#2481
titile=B3

# EITEREER
status_total=F7

# ARHTSE T #62

status_success=F8

#
i RATRR
#
# 00: AT ALIE A TN
status_00=F9

# 01 : il PR A 2@
status_01=F10

# 02 . REBRFTA
status_02=F11

#03: oO0—fEHfFrrS5—
status_03=F12
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# 04 NELELTS—
status_04=F13

#
8 7U—b KORATLOFRAE
#
t 77)REE (BoT7T)ERELTLS)

service_user_1=F16

B 77)RME WEICERETSLETHREIELTOTLAELY

service_user_2=F17

# 7TIVRARE (REFARGCEBLOA TR L TULAELY

service_user_3=F18

# AR— b0+ F7F)ICEAT AHESE

service_user_4=F19

Bz 7 TUBTELEETHEEE - AA

service_user_b5=F20

* FiE1
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service_user_6=F21

* FliE2

service_user_7=F22

# FiES3

service_user_8=F23

#
¥ 70— b KVRATLOFARK
#

# %)=

analysis_count_1=F26

# 2[EH

analysis_count_2=F27

# 3EHE

analysis_count_3=F28

# 4[EH

analysis_count_4=F29
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# SEBUE

analysis_count_5=F30

#

¥ 7or—b ATI)—BOHE
#

t —h&

catetory_1=F33

# Android Wear
family_1_1=F34

¥ TS
family_1_2=F35

t hRATA4X
family_1_3=F36

# azv9
family_1_4=F37

t YavEry
family_1_5=F38
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t AR—Y
family_1_6=F39

t v—i
family_1_7=F40

# —a—XR&HEE
family_1_8=F41

¥ V—viry bT—75

family_1_9=F42

# EDxRX
family_1_10=F43

t 274F2R
family_1_11=F44

B AT47&EE
family_1_12=F45

# SA4AXF4)1L
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family_1_13=F46

# S473)&TE
family_1_14=F47

B ER
family_1_15=F48

t BR&A—T a4
family_1_16=F49

¥ #AE
family_1_17=F50

t BEI YRR
family 1_18=F51

R

family_1_19=F52

B HEHERE
family_1_20=F53
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t BE
family_1_21=F54

# EELH
family_1_22=F55

# @&fs
family_1_23=F56

B X%
family_1_24=F57

B ORAT & hig
family_1_25=F58

# Z it
family_1_26=F59

#t 7y—A
catetory_2=F60

¥ 7—4—Fk
family_2_1=F61
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t 703y
family_2_2=F62

¥ 7ERUFY—
family_2_3=F63

¥ h—F
family_2_4=F64

¥ ho/
family_2_5=F65

t Ah2a7iL
family_2_6=F66

# YzalL—23ay
family_2_7=F67

# ARSTFO—
fami ly_2_8=F68

B RAR—vY
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family_2_9=F69

# X)L
family_2_10=F70

#oR—
family_2_11=F71

# L—XR
family_2_12=F72

t a—LIFLay

family_2_13=F73

B OEE
family_2_14=F74

¥ #HE
family_2_15=F75

¥ 8%
family_2_16=F76
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B OMF
family_2_17=F77

t Zoih
family_2_18=F78

t 273)—
catetory_3=F79

# 5 mET
family_3_1=F80

# 6~8 &
family_3_2=F81

# 9 milE
family_3_3=F82

B AR¥YI945—
family_3_4=F83

# 7023 &7 ERUFv—
family_3_5=F84
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B OUTATET
family_3_6=F85

t oY
family_3_7=F86

# ERLENE
family 3 8=F87

¥ #AE
family_3_9=F88

# EEDKR
family_3_10=F89

# Z it
family_3_11=F90

# AR (ERFIAELZE)
catetory_4=F91

BORFE ME KEX X BHRX
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family_4_1=F92

t #HREISE BHRXE
family_4_2=F93

B OREIE ®WEXE
family_4_3=F94

B —RREEE WEX
family_4_4=F95

# ENRI - HAR, RS
family_4_5=F96

B EOMOREE, HE - IFEE,
family_4_6=F97

BB - RIRE
family_4_7=F98

B REIER
family_4_8=F99
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# EE - BEX
fami ly_4_9=F100

FES - AR - KE - BVEAE
family_4_10=F101

B Y—ERE-RBEE
family_4_11=F102

family_4_12=F103

# H—ERE— KR REHE
family_4_13=F104

# F—ERE—BE
fami ly_4_14=F105

t Y—ER¥-EE
family_4_15=F106

B oY— PR HEe
family_4_16=F107
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# Y—ERE-ZEHRK
family_4_17=F108

B Y—ERE-ZTOHMOY—ERZE
family_4_18=F109

Y
family_4_19=F110

# FMAREEEDLGEN
family_4_20=F111

# Zoft(BAF)
family_4_21=F112

# Foith
catetory_5=F113

i EFER
# AndroidManifest. xml TEZE SN f- uses—permission EZX DK

permission=F117
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t BMNISRARO—4F—%FTLTWWA7TUHH
cle=F118

# WETScript #2TLTWA7 TUHH
sec=F119

HEEHATER FIAEBEROREELNBRHEEINET TS
i MAEFRROEE
detail_result=F123

# O0S4£RLID
os=F124

# imXKEH ID (IMED
imei=F125

# R#yHEER DM
imsi=F126

# ZZ#9EEH ID(ICCID)
iccid=F127

8 TNARXEHIDMACT KL X)
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macaddress=F128

4 BEES
tel=F129

# A—IF7FLR
mail=F130

# E
area=F131

# 7 FLXRIR
address_book=F132

# <47
microphone=F133

¥ hAS

camera=F134

t MEELH—

sensor=F135
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# SMS
sms=F136
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