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K 442 BITRAMATT B

I5E ID BhfEEReA

@ Android 7 7 BT D ZNE B ERTT 5,

©) Android 7 7') ST DT LEF LB ERTT .
BT OTEE., TETEKE] T—JILORBTREA MEHFE OLDTR
E10 2 OFETEROFERREET 5,

@ Android 7 7'1) fR#T FHBREIERE KRR T .
PRI OTYE., TEFERE] T—JILORITREA MEFF OLDTR
10 S OREFMEBROFESERMET 5,

©) A—JLT7 FLR(EWI001 Android 7 7 V) 4T {&EE TANShiz3DERTT
%

W1001 Android 7 7'1) f#Tik3E ~E#T 5,
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4.5 W2001 #EstiEsR

HEtEREE Z. [E 4.5-1 #EtERERER] 1277,

COEEBTHAT HEEETOEEMEIZDONTIE, TF 4 5-1 HEHFIMEEMERAL. TR
4.5-2 #EHEHREFMIE R OBEERE] DRYTH D,
ERENT-MEBER I 7ALEF Y O—FSBHIENTES,

et AR

D T ILAA LIER

Android 7 7UBMROSETINR S elae GRIEMIEGFS 1 (TT) @)
Bl 00:04:24 @

: Android 7 BRIBRIT AT DO ®
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D 2016128 @ if #EHER_201612xisx
20165117 1 BEEMIER 201611 xisx
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Android 7 7'1) 84RO f2
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A—F
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L
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FER b
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5 Ny Fu0E

5.1 Ny FNE—%

RKORTLDINY FUREBO—E%X & 5. 1-1 \vyFURE—-Z ] [ZFRT,
B0009 Android 7 7 BHIE S 2 —)L [ZDWVWTIX BI&EA V32— 7 1 —AHHREIZTRET,

£ 5 1-1 Ny FUE—F

No. | NyFuEHR | NyF ST W &5
E 1D = (U A
o)
1 | apk fEATKEEAL | BOOOT Android 7 7'1) ERROARATIREE | cron
| KiRERRE L. KEHESE | (1 98)

&l%. TAndroid 7 7) &8t
gt X179 %,

Android 7 7'1) B3HIFETHE R
ML, DB (&, RV
BImHEREIKEEICA—IL
EET 5,

A —ILiEER. apk T 7 AL
ZHIBRL . KFEED A —ILIE
B ABEG S T7MILE
HIBR T %,

2 | AR B0002 DB KYADREHT—2%H | cron
#FL., HEEREZERL. | (AR
27ANIZHAT B,

3 | Android 7 1) | BO009 apk 7 7 A JLDFFHIEET 21T | BO0OT A | TX - T 1 -

BN E >) HEes | T4 VI b
Ta—IL DI T7HAE
gDy r—

DERER




5.2 Ny FE/E
KORTFLONY FRBOERE TR 5. 2-1 /3y FHERE] 1277

ANEH mEFoEx Hh1ER
- B0001 apk #rAfR4TLE -~o

/ \

! A—LEERTYIL— b \
[$app_name D RHTHER]
COEE BARY— T Java l
uz-:l.:'.ﬁl')T'ffg:’:K (JSSEC) onk B HI RN L I
: FoAH A—JLEE I
(&) I
MR Z AT EE . $year F$month Lﬁ HRAEE |
A$day B ZAFTES: $request] B ]

: 5;7 " I “\ I
R |
AT B iR L |
7Y apk 774 \(Rreport I
apk 77 AL | LR B0009 Android 7 b : [
JURMRITE  [FIIREP ' !
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\ |
\

i )

REBETHH h
SEHRARAT 1420

BRERK
#E
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B
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=

AT EERAE A

5.2-1 /Ny FHERE
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5.3 NyFNEBOIO—

5.3.1 T O—ao FLpl

Ny FREIO—-OQMHIE Tk 5.3-1 NyFREZO—AH IZRT,

& 5.3-1 NyFLEIO—FHE

g RFS
a7 (7O0—FR) =XRIiES
PENPL
NIBERIT LS
AIRZ
274 ERTRES

<:774»% <:

e ]

DBOT—TILERTRES

0

EX—IZzRTES

EE Z (Excel) X9 i85
MNEBOKRTERTES
®rT

771 IIVEIBRERT RS
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5.3.2 apk 77 B0 fEATIREE LB O—
apk 7 7V SERATKE/ NNy FRBO 7 0—% R 5.3-1  Android 7 1) EA0MBATIK
#E WBoO—[) I25RY,

apk 7 7'1) B4R
/Ny FA0E 1D BOOOT | /Ny FANIELZ AnIRf
HikEE

B0t ESHHFI VY
FRATALEERRIRREZIM S 3 BRI UL B o T WL
53DF VRTLEENDIS—& LTIKE
EICHBFHEREA—ILEREETS

apk 7 71
ERROMBATIRA

| BATESRIEATF T vy

¢

B0 REBHF VY

-TAndroid 7 7 1) B HIRRAT | ORRAT S AS 1
v UEDBE. MEEETT 5.,

[Fot2EBHF VY| BT IKHE (B L ALIBRIIAES LA S 3 BERALLE4E 5 T LY

BIBE. MEELEAD Y R LA,

WEFEET—2 0%
- TERATKRE] T— DI & Y| SBATKIRAS TR
Rt THLEMA-FBRVT T FHRZR

&

A
| EHRAE T — 5 B8

- WA TS SRS
y R A TERATRER ] T— DL DHE L O— K% [
| %ﬁ?f7ﬁ% | e (CEH,
Android 7 7! Android 7 71)
,ﬁ;a,f]%% - %; n ;;éqﬁg*ﬁ WAndroid 7 7 1) B EOREHT 54T
- TAndroid 7 71 5084 ZEELIGE

=R,

l AT AR WAndroid 7 7V SR R DB 24

5 e ]

v

R4 R DB Mk — TERATIREE) F— I L OHRLO— RNE T
e Wl IZEH,
| BAER CRIHEEE RIHEE] T—JILICBER,
T
v

RMTIRIEE EERIG > RIET54R BRI KA ARG
" - THRATIREE) T— L o BRAT L= iRiEEE

v E® = g,
Android 7 71
RATHER A — L ( > MAndroid 7 7V BHTHER A —IL

- Android 7 7 RIS R £ AR L TR
HEIZA—ILEEET S,

A

(RIBE TR REIR Wik SRR
_ - TE{EIEH) F— JILISB8 L T BikE
ﬁ*ﬁﬁ‘”K: EA—LOBHREMR. B UK LT T
2rAN b= 32774 LEEIR,

®’T

5.3-1  Android 7 7'V) BRUfEHTIREE LB D O—(X
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5.3.3 #MEtRHR LEIO—
HEHER/ Ny FREBOTIO—% (K 5.3-2 #HEHER LBIO—HE) (SR,

Ny FIEID | BO002 | /8w FAIESL | #EEHEROE IFREE
===
Hat1EHR WYYYY 4E MM A & O#caHERE S
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R IR

MEHEMRET 7ML
B SU

A 4

WMEtERBER D7 AL
SRR
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AR 5

fET1EHR
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BRI 74 ILERL

#EtER
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774 (Excel)

J
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THREHERRE 7 7 ML) ERAAH, 1EE
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WREHERMER O 7 1 LEHAH
- THREHBREHEER T 71 IL] ZHRAAT,

WEEHE®R 77 1 IVER

- TRET#ER] T— I & YA LI EKEHE
REMABHRER I 7 M ILICHNMEZE
H. TREHEH_YYYYM. xIsx) ZERKT B,
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6 F—4 it

6.1 R¥—<7—KE

DB EDRF—<% & 6.1-1

A¥x—Y—%E] [ZTFRT,

*®61-1 R¥—<—%

A¥x—T 4 HL:
web_analyze ERROMRAT - AT AT L THERT 5 DB
apk_analyze BB ES 12— )L TEEYT S DB

6.2 T—IIL—8&

DB EDT—TIL%E T 6.2-1

T—TIL—E] IZRT,

621 T—JIL—E&

A¥—T4H T—ITILA Aid

web_analyze application_info_category fENTIRER
response_info RIETHER
application_info_category 77— a3 UER (K7D 58)
application_info_family TTVr—2 3 VIER (NS EE)
analysis_response fRHTFER
service_user FAE<ARE—
category KATTIIRE—
fami ly NHhTITYIRE—

apk_analyze dev &R
lib 4 73" —1ER
module D a2—)LIER

6.3 T—7JILEHH

6.3.1 RXF*—< web analyze EDT—TJJLEEHA
A¥—7 web_analyze EOT—TIILDFME %k 6.3-11 ~ & 6.3-71 IZFRT,
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F 6.3-1 fZ#T{Kk%E analysis_request

Hh3L _ Not
No | _ Hh35 L) i) £& | Primary Unique EE
(FRIE) Null
4T A—bkA2
1 RiTE request_no integer 4 O O @) 7
= 1) Ak
0:5R 3
fEHTIR _ _ 1:fZ#rep
2| analysis_status smallint 2 ©) .
1 2R F
JEE
HEEH
3 B request_datetime | timestamp 8 @)
R AT A _ _ ,
4 analysis_starttime | timestamp 8
LeYis3
R4 R
5 analysis_endtime | timestamp 8
TEFZI
BHE | | |
6 B insert_datetime timestamp 8 @)
BFHA . .
7 B update_datetime timestamp 8 @)
& 6.3-27 )/ r— 3 B (K258 application_info_category
) Not {5
No | B5.L(GGHEE) H3 L) i) £ | Primary Nl Unique %
u
1| Z{TES request_no integer 4 O @) @)
A RT L , _
2 service_user smal lint 2 @) @)
FIRE
3 AYAT L lysi t [lint 2 @) @)
analysis_coun smallin
FIAEZ
4| KAF31 | category smal lint 2 O
5| BB insert_datetime | timestamp 8 @)
6 | EHE update_datetime | timestamp 8 @)
£ 6.3-37TUHr—> 3 UER(NDEE)  application_info_family
o _ Not &
No | h3LGHER) H3 LEE) i) £ | Primary Null Unique =
u
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1| &S request_no integer 4 @) @) @)
2| KAF3Y) | category smal lint 2 @) @)
3| /MmAFTTY | family smallint 2 @) O
4 | ZExBE insert_datetime | timestamp 8 @)
5| BB update datetime | timestamp 8 @)
* 6.3-4 TR analysis_response
v INE Pri Not | Uni
No | ~ 2 | s (i) g || Pim | Net ) Unia E
) = | ary | Null | ue
1| &S request_no integer 4 @) @) @)
00: fEHT LI R TH
01 : i PR B FE B 18
02: RBREF AT
71 'F W | H
g | FRATHRSRIR | analysio.res | (1, o 03: 7 O —fRHF T
RE ponse_status -
5—
04: NERALIE T
3_
AndroidManifes
t.xml TEE
3 | Permission | permission integer 4 @) 1= uses—permi
ssion EFHE® and
roid:name B4
BEYY S5 R | class_loader
4 —4&—2 | execute_cou | integer |4 BREEDHE
ITH nt
RER Scri ipt
5 B_ orip | seript_excee integer 4 REEDHE
t EITH ute_count
| i 0: 3% i3
6 ﬂfﬁ%iﬂlﬁ#ﬁ result smallint |2 ©) AR
DIEE 1: Z2EREE
0: % i3
7084 D |os smal lint |2 R
1: Z2EREE
mAREAR 1| | , 0: FEHRHE
8 imei smallint | 2
D (IMEI) 1: £ERER
LHERE || , 0: FEHRHE
9 imsi smallint | 2
ID (IMSI) 1: £ERERE
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REER

0: EERHE

10 iccid smallint | 2 i
ID(ICCID) 1: EEREAE
TN R[E _

, 0: EXEREE

11 | & ID(MAC | macaddress smallint |2 o

. 1: X EREE
7 FLR)
0: EXEREE

12 | BEES tel smallint | 2 _
meEE 1 EERIE
A—ILT K , , 0: EXEREE

13 mai | smallint |2 "

L X 1: XEHRER
0: XERHE

14 | & area smallint |2 . 1_*&

1: XEREE
0: XERHE

15| 7 KL AR | address_book | smallint |2 i 1_*&

1: XEREE
0: XERHE
16| <44 microphone smallint |2 i 1_*&
1: XEREE
0: ==& =
1| hA3 camera smallint |2 %1_*&&1
1: XEREE
MmEEL > , 0: EERHE
18 sensor smallint | 2 o
H— 1: XEREE
0: XEREE
19 | SMS sms smallint |2 J‘J_*ﬁ
1: XEREE
insert_datet | timestam
20 | ZEkBRFF , 8 @)
ime p
update_datet | timestam
21 | EHAEF , 8 @)
ime p
%= 6.3-5 FIFHE Y A2 — service_user
) & | Prim | Not | Unig
No | S LGRER) H3 L(HEE) i -
= ary | Null | ue

1| FAFZEID service_user_id integer 4| O @) @)

2 | FIAELZF: | service_user_name | varchar 96 @)

3| XEIE display_order integer 4 @) @)

4 | HIBg754 | delete_flg smal lint 2 @) 1:HIB&

5| &ixHE insert_datetime timestamp 8 @)
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6 | EFERF update_datetime timestamp 8 @)
% 6.3-6 KA73') Y RAA— category
L _ & | Prim | Not | Uniqg
No | HTLGREE) H3 L) ic) %%
& | ary | Null| ue
1| KA731 ID | category_id integer 4| O @) O
2| KRAT3U4A category_name varchar 64 @)
3| &IE display_order integer 4 @) @)
4 | HIBgZSH delete flg smal lint 2 @) 1:HIk&
5| ZEkAEF insert_datetime | timestamp 8 O
6 | EHFAE update_datetime | timestamp 8 @)
x® 6.3-T/hAT31)TRAZ— family
No | HSLGRE | HSLUNE g | X PimNetiUnia
= ary | Null ue
1| KAFT31Y ID | category_id integer 41 O O
2| /MAF3Y ID | family_id integer 4| O O
3| /MhTF3aULA fami ly_name varchar 64 @)
4 | RIE display_order integer 4 O O
5| HIBR7345 delete_flg smal lint 2 O 1:AIBR
6 | EExBEE insert_datetime | timestamp 8 @)
7| BEHE update_datetime | timestamp 8 @)
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6.3.2 RF*—< apk_analyze LD F— T LA
AX—7 apk_analyze EOT—TILDF#ME % 6.3-8) ~ [Ixk 6.3-101 [ZRY,
# 6.3-8 TP a2 —/LIEHR module
- 15 L (RIE) HS5 L 5 o Prim | Not | Uni .
) ary | Null | que
1| EYa—ILES |mod_id integer 41 O O O
2| AYy KR4 method varchar 1024 O BLYIR
%
3| 54751 —%& | lib_id integer 4 @)
=
4 | e B created_at | timestam 8 O
p
5| BB updated_at | timestam 8 @)
p
6 | ZERIBHDIEER | source integer 4 @) 1 2B
2 FRRIFRAT
(rsEH)
3: FRROFRAT
(Fr e E)
* 6.3-9 4T —1&E#H |ib
No| Aonm@m | TP | m | ga | P Nt U
) ary | Null ue
1 |45 —|lib_id integer 41 O O O
5=
2 | 54775 1)—| library varchar | 1024 O
%
3 | BEEES dev_id integer 4 O
4 | ERBEF created_at | timesta 8 @)
mp
5 | BB updated_at | timesta 8 @)
mp
6 | UNETDIFEEHR | source integer 4 @) 1:ORTLtE
Hd
2 :SPI 11
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3 : JSSEC

5475~
EREINUS

status

integer

1:5473
1) —D R
KRS TY
%

2: 475
) —D I
FEE

EBPIREE

regal

integer

1 F ARG
L

2: FARK
T & %A Y
IN—RIT Y
=7IrJIc
B9 aCE(E
g A
3: FIAMRKIC
JIN—RIT Y
CZTIY
[CREY SR
Ay, #HE
EhTLS
4:-FIRRKI
JIN—RIT Y
CZTIY
[CREY SR
AHY. AR
MICEEE SN
TWa

ERPREE (440
LE:))

regal_op

integer

1 BEEER
BLTHYFRE
WICBEd 58
EEB/TWLD
2:BESINT
UV LNASSEEE
EERBEREL
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TR EER
ER)
3: BAREYIZ IR
L=, E
SEERERBM &
L T E=X
(i )
10|EFSa—I)L®D |policy varchar | 1024
TSALIINY —
R1) o —URL
1| FMABM purpose integer 1: L&
2 . FIFAfEMT
SN BLE
4 ARXIE
5 FREE - &5l
12 | N—23 Y version varchar | 1024
= 6.3-10 BAFEAEHR dev
) Prim | Not | Uniq
No | HSLGRER) | HSLMHMHE) i RS e
ary | Null ue
1 |dev_id 5475 1)—%& | integer 41 O O O
=
2 | dev 4 75 1)—4% | varchar 1024 @)
3 | devurl EXEES varchar 1024 O
4 | created_at | fERKBBE timestamp 8 @)
5 | updated_at | BB timestamp 8 @)
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7 *A—JLAIERL

A —IILAXDERKIL. Apachedakarta @ Velocity (http://velocity. apache. org/)
EDa—LEFERAL. A—LAXHB I 7AIVEBTRREZET DL, AXEER

ERGR

1.1 A —ILEXERDHERE

A—ILDERIE. A —IILAXBKIZT O S LANEEICKRET HEOFT—IEB Fiid
L. WIBEIZTAYSLNTREELTWAEIZETHRT 5, A —ILAXIZHIM s TERKT
Z

A — LA RS

[$app_name DR HTHEE]
ZOEIGF BRRAY—FIA0tEFx
)T 41%% (JSSEC) @ --eeveee

(€29
TR . $year&E$month B $dayH

Z{1ES : $request

Fags A

$app_name = “FR 7 F1”
$year = “2016”

$month = “11”

$day = “11”

$request =1086”

K////

(7R L7 7)) OfFFHEE]
COEIF BERY— T4+ vtFa
YT 4= (JSSEC) @ «+ovveee

T4 AK : 2016118118
ZHES

(€-1:))

1086

y

B 7.1-1 A — L ER
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1.2 B RTLEREROA—ILIRE
FRITHERANEMLIET S5 —, Android 7 7 ) BHEUMBAT ASEhIN T 270 & TRTHERENES
EROTBA. Tz, BITHERO A —LEKRBEEITEIETS 5 LRI, Bec [Tk Y EEED
A—ILT7 FLAALIEET B,
BITHENRERT LT, BITMKET— JILOBITRED R T—4 M T
DFEE., HIRER Q) UEZBL T BELBIT A TLREE LTA—ILERIE
ER N

7.3 A—JLEX

A—IVANHMM DA —IVAREERT B A —ILAXIE, UTITRY 5 BEDSIHD
WFhDNERITIERICE Y ERT B,

AT IR R

AT LR SR R

RERHTT]

JR—@fTS—

BT RAT LRELET S5 —
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8 WERHEMEK

WHEHEHROER L. ApacheJakarta @ POI (http://poi. apache. org/) €L a—IL %
EAT 5, Mt BREER 7 7 1 ILICHEEREZESTAAF. A I 7M LB TRET %,

8.1 #EHEH D 7 1 ILIERLDHERE

RETEMBER 7 7 A L EHRHAA. MEBEHRADORE T 7 A ILICER L TLSHAEE
[CEHLET. FEADEZEEZAL. BEFAOMMBFRET N TEERAALLEL THEHE
H_YYYYMM. xIsx] DT 74 IILEATRET %,

(% YYYY (X5 MM (X A)

HETIERSERZ. x| sx
Android7 7'1) B4R FR AT AT IR

&R T LRI DB
fEAT AR AR
fEHTSE T #5L o

MR . O
FATEERE) [ O status_total=F7

AT R R A
REBTAA

JO—fEIS—

status_success=F8
HEHIBEMmBERS. xIsx

DIETE Cel | IEIZ.
DB > EH L= #fiat
BREEZTAD

status_00=F9
status_01=F10

status_02=F11

4

BT 74L& TREF.

#eEtiEER 201611 x1sx
Android7 7'1) BR0R AT IESR

VAT LFIRHH
FRAT AR
fRHTSE T #8%K

IR B
FEATALER R T

AT B R 1R
REFTTE

J0—fTS—

8. 1-1 #aHEHMER
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8.2 #EHEHRDA A—

REHIFHRMR 7 7 A ILITHEEFEAOMEHEREESAATERT S & T 8.2-1 #HEHER
A A—DR] SR &S GRHREHER T 7 1 ILEERT 5.

VAT LFRHEK

BRITEH RN 10,207,619
BT ST TRsEr (RIERFHEER. BITT S —51) 8,976,596
20 00 : FF 7 AT AN 8,123,456
1 01 : #IPRESRI2IA B54,371
4= 02 : RBEWRF 1,218,678
% 03: 70— BRI TS — 198,819

04:FFfi > 2T LAEAET S — 12,345

Fo—br . KOATLDINAE
FAURME (E5F FUFMEEL T E) 3,123
FAUREME (MEICERT S THARRE ST THALD 957
FZUHES (FHMAEG L S0ATIHEHEHL T 57,349
A=t 24 FFNICHTAMAE 543
TOMFTFIURBTE LTSS SFHEE - @A 3,452

Toh— bk AXATLOF AR

#1101 10,000,023
2o E 2,414
3O E 1,515
4 @8 1
sEELE 203,666
Fo—bk:AT3d)—B0HHK
— I 3,457,537
fdndroid Wear 134,544
TR 577,882
hadv {44 791,345
= 538,245
vawkEH 8,032
S ) B2T. 244
W=l 23.774
— o — 2L 91,234
Y= p by b T=H B33, 472
[ 64,5827
2rAF 2 72,899
AT 4 7 &EE 6,745
SA TR A 4
SAF5UETE 58,381
E& 035,675
BREA—F 47 B3,AR3
#E 64,564
ML 74w bR 34,117
il 11
i 3= 623,179
TE 851,458
£ & 0L 2,026,428
i#{E 462,346
o 371,566
BT & ik B858,8A2
T D it I
F— 0 6,234,554
e —— 6,211
FPEYay 123,571
FERF = 517,013
H—F 543,272
hs 399,006
hia7ll 871,224
Yial—=ir3 5,235,276
AbsTF— 274,624
S ) 2,462, 462
A=y 2,642, 476
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fiz

AEHEAEE FIRAERHROZENBEHSN

g

70,051
=2 34,734
O—=NFlq49 621,247
TE 124
=5 1,241,555
=¥ 95,989
e 356,789
T O 0
Jrzl)—= 5,230
5 LT 12
i~8 & 333
9wl 914
ARTF LSO E— 1,812
TR T RN T — 1,253
DUVIAF AT 1 51
o DR 534
T EhiE 543
#0E 4,000
BHD {(Fi% 2,358
T D 0
R (GEAFIE A ) 356,788
BE OHECKEE NE EHEE i
BWETE, EE 5,235
HIETE, B 12
—BELER WEE 333
EQR - hin, BLERE 914
TOMOBEREETE - TR, 1,812
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