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1
Introduction

1.1 Building a Secure Smartphone Society
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1.2 Timely Feedback on a Regular Basis Through the Beta Version

1.3 Usage Agreement of the Guidebook

1.4 Correction articles from October 19, 2021 edition

https://www.jssec.org/dl/android_securecoding_en.pdf
https://www.jssec.org/dl/android_securecoding_en.zip
https://www.jssec.org/dl/android_securecoding.pdf
https://www.jssec.org/dl/android_securecoding.zip
mailto:jssec-securecoding-qa@googlegroups.com
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Section revised in
10/19/2021 version

Section revised in this
version

Revision
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2
Composition of the Guidebook

2.1 Developer’s Context

2.2 Sample Code, Rule Book, Advanced Topics

https://developer.android.com/distribute/best-practices/develop/target-sdk?hl=ja
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2.2.1 Sample Code

2.2.2 Rule Book

2.2.3 Advanced Topics

https://www.jssec.org/dl/android_securecoding_en.zip
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2.3 The Scope of the Guidebook
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2.4 Literature on Android Secure Coding

2.5 Steps to Install Sample Codes into Android Studio

2.5.1 Installing the Sample Project

2.5.1.1 Download the sample code.

2.5.1.2 Extract the sample code.

2.5.1.3 Designate where to deploy.

http://www.amazon.co.jp/dp/4844331345/
http://www.amazon.co.jp/dp/4844331345/
http://www.amazon.com/dp/0321803957


Secure Coding Guide Documentation Release 2022-01-17

2.5.1.4 Designate workspace by starting up Android Studio
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2.5.1.5 Open an existing Android Studio project

2.5.1.6 Select the project
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2.5.1.7 Finish Opening
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2.5.2 Setup the debug.keystore to run and test the Sample Code
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2.5.2.4 Set Signing Config
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2.5.2.5 Confirm build.gradle file
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3
Basic Knowledge of Secure Design and Secure Coding

3.1 Android Application Security

3.1.1 “Asset”: Object of Protection

3.1.1.1 Information Asset of an Android Smartphone
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3.1.1.2 Function Assets of an Android Smartphone
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1

3.1.2 “Threats”: Attacks that Threaten Assets

https://support.google.com/googleplay/android-developer/answer/9047303?hl=en&ref_topic=2364761
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3.1.2.2 Threat Due to User-Installed Malware

3.1.2.3 Threat of an Malicious File that Exploits a Vulnerability in an Application
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3.1.2.6 Summary of Threats

3.1.3 Asset Classification and Protective Countermeasures

https://www.jssec.org/dl/guidelines_v2.pdf
https://www.jssec.org/dl/guidelines_v2.pdf
https://www.jssec.org/dl/guidelines2012Enew_v1.0.pdf
https://www.jssec.org/dl/guidelines2012Enew_v1.0.pdf
https://www.jssec.org/dl/NetworkSecurityGuide1.pdf
https://www.jssec.org/dl/NetworkSecurityGuide1.pdf
https://www.jssec.org/dl/cloudguide2012_beta.pdf
https://www.jssec.org/dl/MDMGuideV1.pdf
https://www.jssec.org/dl/MDMGuideV1.pdf
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3.2 Handling Input Data Carefully and Securely

null
char new char
int
try

new
new

while
new

catch

null
char new char
int
try
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new

if
throw new

new
while

new

catch

https://www.securecoding.cert.org/confluence/x/Ux
https://www.securecoding.cert.org/confluence/x/Ux
https://www.securecoding.cert.org/confluence/x/C4AiBw
https://www.securecoding.cert.org/confluence/x/C4AiBw
https://www.securecoding.cert.org/confluence/x/H4ClBg
https://www.securecoding.cert.org/confluence/x/H4ClBg
https://www.ipa.go.jp/security/awareness/vendor/programming/index.html
https://www.ipa.go.jp/security/awareness/vendor/programming/index.html
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4.1.1.1 Creating/Using Private Activities

<manifest
>

<application

>



Secure Coding Guide Documentation Release 2022-01-17

<activity

/>

<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>

package org.jssec.android.activity.privateactivity

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast

public class PrivateActivity extends

@Override
public void

super

this
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public void

new

1

package org.jssec.android.activity.privateactivity

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast

public class PrivateUserActivity extends

private static final int

@Override
public void

super
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public void

new this

@Override
public void int int

super

if return

switch
case

this

break

4.1.1.2 Creating/Using Public Activities

<manifest
>



Secure Coding Guide Documentation Release 2022-01-17

<application

>

<activity

>

<intent-filter>
<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>

package org.jssec.android.activity.publicactivity

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast

public class PublicActivity extends

@Override
public void

super

this
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public void

new

package org.jssec.android.activity.publicuser

import android.app.Activity
import android.content.ActivityNotFoundException
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast

public class PublicUserActivity extends

private static final int

@Override
public void

super
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<manifest
>

<application

>

→˓

<activity

/>

</application>
</manifest>

package org.jssec.android.activity.partneractivity

import org.jssec.android.shared.PkgCertWhitelists
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.Context
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast

public class PartnerActivity extends

private static null
private static void

boolean
new
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private static boolean
if null
return

@Override
public void

super

if this
this

return

this

public void

new
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package org.jssec.android.shared

import android.content.pm.PackageManager
import java.util.HashMap
import java.util.Map
import android.content.Context
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class PkgCertWhitelists
private new

public boolean
if null return false
if null return false

if
return false

if
return false

return true

public boolean

if

return

else

return
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package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return
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new

catch
this

@Override
public void int int

super

if return

switch
case

this

break

package org.jssec.android.shared
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import android.content.pm.PackageManager
import java.util.HashMap
import java.util.Map
import android.content.Context
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class PkgCertWhitelists
private new

public boolean
if null return false
if null return false

if
return false

if
return false

return true

public boolean

if

return

else

return
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package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return

4.1.1.4 Creating/Using In-house Activities
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package org.jssec.android.activity.inhouseactivity

import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.Context
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast

public class InhouseActivity extends

private static final

private static null
private static

if null
if

→˓

else

→˓

return

@Override
public void

super

if this this
this

→˓

return
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return false

if

return

else

return

catch
return false

package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try
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if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return
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<manifest
>

<queries>
<package />

</queries>

<uses-permission
/>

<application

>

<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>

package org.jssec.android.activity.inhouseuser

import org.jssec.android.shared.PkgCert
import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.ActivityNotFoundException
import android.content.Context
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import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast

public class InhouseUserActivity extends

private static final

private static final

private static final

private static null
private static

if null
if

→˓

else

→˓

return

private static final int

@Override
public void

super

public void

if this this
this

→˓

return

if this this
this
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import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.PermissionInfo
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class SigPerm

public static boolean

if null return false

try

if
return false

if

return

else

return

catch
return false
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package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return
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<activity

>
<intent-filter>

<action />
</intent-filter>

</activity>

4.1.2.2 Do Not Specify taskAffinity (Required)

<application

>

<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

<activity

/>
</application>



https://developer.android.com/guide/components/tasks-and-back-stack.html
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new

this

4.1.2.5 Handling the Received Intent Carefully and Securely (Required)

4.1.2.6 Use an In-house Defined Signature Permission after Verifying that it is Defined by an In-
House Application (Required)

4.1.2.7 When Returning a Result, Pay Attention to the Possibility of Information Leakage of that
Result from the Destination Application (Required)

public void
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4.1.2.11 When Providing an Asset Secondhand, the Asset should be Protected with the Same Level
of Protection (Required)

4.1.2.12 Sending Sensitive Information Should Be Limited as much as possible (Recommended)

4.1.3 Advanced Topics

4.1.3.1 Combination of Exported Attribute and Intent Filter Setting (For Activity)
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4

5

https://developer.android.com/guide/topics/manifest/activity-element.html#exported
https://developer.android.com/guide/topics/manifest/activity-element.html#exported


https://developer.android.com/guide/topics/manifest/activity-element#exported
https://developer.android.com/guide/topics/manifest/activity-element#exported
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private static null
private static void

boolean
new

private static boolean
if null
return

@Override
public void

super

if this
this

return

this

public void

new
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package org.jssec.android.shared

import android.content.pm.PackageManager
import java.util.HashMap
import java.util.Map
import android.content.Context
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class PkgCertWhitelists
private new

public boolean
if null return false
if null return false

if
return false

if
return false

return true

public boolean

if

return

else

return
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package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte



Secure Coding Guide Documentation Release 2022-01-17

return

4.1.3.3 Reading Intents Sent to an Activity

<manifest
>

<uses-permission />

<application

>
<activity

>
<intent-filter>

<action />

<category />
</intent-filter>

</activity>
</application>

</manifest>
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4.1.3.4 Root Activity

standard

singleTop

singleTask

singleInstance
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<manifest
>

<application

>

<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

<activity

/>
</application>

</manifest>
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package org.jssec.android.activity.singleinstanceactivity

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast

public class PrivateUserActivity extends

private static final int

@Override
public void

super

public void

new this

@Override
public void int int

super

if return

switch
case

this

break

4.1.3.5 Log Output When using Activities
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new

new
new

4.1.3.6 Protecting against Fragment Injection in PreferenceActivity

7

protected boolean

return

4.1.3.7 The Autofill framework

https://securityintelligence.com/new-vulnerability-android-framework-fragment-injection/
https://securityintelligence.com/new-vulnerability-android-framework-fragment-injection/
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Overview of the framework

2 components

8

Procedural flowchart for the Autofill framework
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Security concerns for Autofill user apps
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package org.jssec.android.autofillframework.autofillapp

import android.os.Bundle
import androidx.appcompat.app.AppCompatActivity
import android.view.View
import android.view.autofill.AutofillManager
import android.widget.EditText
import android.widget.TextView

import org.jssec.android.autofillframework.R

public class DisableForOtherServiceActivity extends
private boolean false

private
private

@Override
protected void

super

new
@Override
public void

new
@Override
public void
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@Override
protected void

super

@Override
protected void

super

this
if

→˓

else

private void

if

private void

private void

if

else
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Steps to mitigate risk: 2

package org.jssec.android.autofillframework.autofillapp

import android.os.Bundle
import androidx.appcompat.app.AppCompatActivity
import android.view.ActionMode
import android.view.Menu
import android.view.MenuItem
import android.view.SubMenu
import android.view.View
import android.widget.EditText

import org.jssec.android.autofillframework.R

public class DisableAutofillActivity extends

private
private

private

@Override
protected void

super
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new
@Override
public void

new
@Override
public void

new
@Override
public boolean

return true

@Override
public boolean

return true

@Override
public boolean

return false

@Override
public void

void
if null

return

void
if null
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for int

if null

private void

if

private void

Steps to mitigate risk: 3
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package org.jssec.android.autofillframework.autofillapp

import android.content.ComponentName
import android.content.Context
import android.os.Bundle
import android.app.Activity
import android.view.View
import android.view.autofill.AutofillManager
import android.widget.EditText
import android.widget.TextView
import android.widget.Toast

import org.jssec.android.shared.PkgCertWhitelists
import org.jssec.android.autofillframework.R

public class EnableOnlyWhitelistedServiceActivity extends
private static null
private static void

new

private static boolean
if null
return

private boolean false

private
private

@Override
protected void

super

new
@Override
public void

new
@Override
public void



Secure Coding Guide Documentation Release 2022-01-17

@Override
protected void

super

@Override
protected void

super

this
if

→˓

else

private void

if

private void

private void

if null

false
this

else
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if this
true

this

else
this

false

package org.jssec.android.shared

import android.content.pm.PackageManager
import java.util.HashMap
import java.util.Map
import android.content.Context
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class PkgCertWhitelists
private new

public boolean
if null return false
if null return false

if
return false

if
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return false

return true

public boolean

if

return

else

return

package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
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if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return

4.2 Receiving/Sending Broadcasts

4.2.1 Sample Code
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11

4.2.1.1 Private Broadcast Receiver - Receiving/Sending Broadcasts

https://developer.android.com/guide/components/broadcast-exceptions.html
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<manifest
>

<application

>

<receiver

/>

<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>

package org.jssec.android.broadcast.privatereceiver

import android.app.Activity
import android.content.BroadcastReceiver
import android.content.Context
import android.content.Intent
import android.widget.Toast

public class PrivateReceiver extends



Secure Coding Guide Documentation Release 2022-01-17

@Override
public void

package org.jssec.android.broadcast.privatereceiver

import android.app.Activity
import android.content.BroadcastReceiver
import android.content.Context
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class PrivateSenderActivity extends

public void
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new this

public void

new this

null null null null

private new
@Override
public void

private

@Override
public void

super

private void

4.2.1.2 Public Broadcast Receiver - Receiving/Sending Broadcasts
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package org.jssec.android.broadcast.publicreceiver

import android.app.Activity
import android.content.BroadcastReceiver
import android.content.Context
import android.content.Intent
import android.widget.Toast

public class PublicReceiver extends

private static final

public boolean false
private

return

@Override
public void

if
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<manifest
>

<application

>

<receiver

>
<intent-filter>

<action />
</intent-filter>

</receiver>

<service

/>

<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>
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package org.jssec.android.broadcast.publicreceiver

import android.app.Service
import android.content.Intent
import android.content.IntentFilter
import android.os.IBinder
import android.widget.Toast

public class DynamicReceiverService extends

private static final

private

@Override
public

return null

@Override
public void

super

new
true
new

this

@Override
public void

super

null
this
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package org.jssec.android.broadcast.publicreceiver

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.view.View

public class PublicReceiverActivity extends

@Override
protected void

super

public void
new this

public void
new this
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package org.jssec.android.broadcast.publicsender

import android.app.Activity
import android.content.BroadcastReceiver
import android.content.Context
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class PublicSenderActivity extends

private static final

public void

new

public void

new

null null null null

public void

new

public void

new

null null null

public void
new

private new
@Override
public void
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private

@Override
public void

super

private void

4.2.1.3 In-house Broadcast Receiver - Receiving/Sending Broadcasts
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return

if

→˓

<manifest
>

<permission

/>

<uses-permission
/>

<application

>

→˓

<receiver

>
<intent-filter>

<action />
</intent-filter>

</receiver>

<service

/>

<activity
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>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>

</manifest>

package org.jssec.android.broadcast.inhousereceiver

import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.view.View

public class InhouseReceiverActivity extends
@Override
public void

super

public void
new this

public void
new this
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package org.jssec.android.broadcast.inhousereceiver

import android.app.Service
import android.content.Intent
import android.content.IntentFilter
import android.os.IBinder
import android.widget.Toast

public class DynamicReceiverService extends

private static final

private

@Override
public

return null

@Override
public void

super

new
true
new

null

this

@Override
public void



Secure Coding Guide Documentation Release 2022-01-17

super

null
this

package org.jssec.android.shared

import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.PermissionInfo
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class SigPerm

public static boolean

if null return false

try

if
return false

if

return
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else

return

catch
return false

package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null
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private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return

<manifest
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>

<queries>
<package />

</queries>

<uses-permission />

<permission

/>

→˓

<uses-permission
/>

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>

package org.jssec.android.broadcast.inhousesender

import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.BroadcastReceiver
import android.content.Context
import android.content.Intent
import android.os.Bundle
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import android.view.View
import android.widget.TextView
import android.widget.Toast

public class InhouseSenderActivity extends

private static final

private static null
private static

if null
if

→˓

else

→˓

return

private static final

public void

if this this
this

→˓

return

new

public void

if this this
this

→˓

return
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new

null null null

private new
@Override
public void

private

@Override
public void

super

private void

package org.jssec.android.shared
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import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.PermissionInfo
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class SigPerm

public static boolean

if null return false

try

if
return false

if

return

else

return

catch
return false
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package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return
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4.2.2 Rule Book

4.2.2.1 Broadcast Receiver that Is Used Only in an Application Must Be Set as Private (Required)

<receiver
>

<intent-filter>
<action />

</intent-filter>
</receiver>
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4.2.3 Advanced Topics

4.2.3.1 Combination of Exported Attribute and the Intent-filter setting (For Receiver)

12

https://developer.android.com/guide/topics/manifest/receiver-element.html#exported
https://developer.android.com/guide/topics/manifest/receiver-element.html#exported
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4.2.3.3 Private Broadcast Receiver Can Receive the Broadcast that Was Sent by the Same UID
Application

4.2.3.4 Types and Features of Broadcasts
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4.2.3.5 Broadcasted Information May be Output to the LogCat

from org.jssec.android.broadcast.sending

→˓

4.2.3.6 Items to Keep in Mind When Placing an App Shortcut on the Home Screen

new this
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new

false

4.2.3.7 ACTION_CLOSE_SYSTEM_DIALOGS

from
com.package.name
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4.3 Creating/Using Content Providers

4.3.1 Sample Code

4.3.1.1 Creating/Using Private Content Providers

14
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<manifest
>

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

<provider

/>
</application>

</manifest>

package org.jssec.android.provider.privateprovider

import android.content.ContentProvider
import android.content.ContentUris
import android.content.ContentValues
import android.content.UriMatcher
import android.database.Cursor
import android.database.MatrixCursor
import android.net.Uri
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public class PrivateProvider extends

public static final

public static final

public static final

public interface Download
public static final
public static final

public interface Address
public static final
public static final

private static final int
private static final int
private static final int
private static final int
private static
static

new

private static
new new

static
new
new
new

private static
new new

static
new
new

@Override
public boolean

return true

@Override
public
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switch
case
case

return

case
case

return

default
throw new

@Override
public

switch
case
case

return

case
case

return

default
throw new

@Override
public
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switch
case

return

case
return

default
throw new

@Override
public int

switch
case

return

case
return

case
return

case
return

default
throw new

@Override
public int
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switch
case

return

case
return

case
return

case
return

default
throw new

package org.jssec.android.provider.privateprovider

import android.app.Activity
import android.database.Cursor
import android.net.Uri
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class PrivateUserActivity extends

public void
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null
try

null null null null

if null

else
boolean
while

finally
if null

public void

null

public void

int

null null null
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>

<provider

/>
</application>

</manifest>

package org.jssec.android.provider.publicprovider

import android.content.ContentProvider
import android.content.ContentUris
import android.content.ContentValues
import android.content.UriMatcher
import android.database.Cursor
import android.database.MatrixCursor
import android.net.Uri

public class PublicProvider extends

public static final

public static final

public static final

public interface Download
public static final
public static final

public interface Address
public static final
public static final

private static final int
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private static final int
private static final int
private static final int
private static
static

new

private static
new new

static
new
new
new

private static
new new

static
new
new

@Override
public boolean

return true

@Override
public

switch
case
case

return

case
case

return

default
throw new

@Override
public
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switch
case
case

return

case
case

return

default
throw new

@Override
public

switch
case

return

case
return

default
throw new

@Override
public int
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switch
case

return

case
return

case
return

case
return

default
throw new

@Override
public int

switch
case

return

case
return

case
return

case
return

default
throw new
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package org.jssec.android.provider.publicuser

import android.app.Activity
import android.content.ContentValues
import android.content.pm.ProviderInfo
import android.database.Cursor
import android.net.Uri
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class PublicUserActivity extends

private static final

private interface Address
public static final
public static final

public void

if

return

null
try

null null null null

if null
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else
boolean
while

finally
if null

public void

if

return

new

public void

if

return

new

int
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public static final

public static final

public interface Download
public static final
public static final

public interface Address
public static final
public static final

private static final int
private static final int
private static final int
private static final int
private static
static

new

private static
new new

static
new
new
new

private static
new new

static
new
new

private static null
private static void

boolean
new
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private static boolean
if null
return

private

if
super

else
null

→˓

int
if null

for
if

break

return

@Override
public boolean

return true

@Override
public

switch
case
case

return

case
case

return

default
throw new

@Override
public

if
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public int

if
throw new

switch
case

return

case
return

case
return

case
return

default
throw new

@Override
public int

if
throw new

switch
case

return
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private static final

private interface Address
public static final
public static final

private static null
private static void

boolean
new

private static boolean
if null
return

private
null

if null
return

public void

if this

return

null
try

null null null null
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if null

else
boolean
while

finally
if null

public void

if this

return

new

public void

if this

return

new

int
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public void

if this

return

int null null

private

@Override
public void

super

private void
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package org.jssec.android.shared

import android.content.pm.PackageManager
import java.util.HashMap
import java.util.Map
import android.content.Context
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class PkgCertWhitelists
private new

public boolean
if null return false
if null return false

if
return false

if
return false

return true

public boolean

if

return

else

return
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switch
case
case

return

case
case

return

default
throw new

@Override
public

if
throw new

→˓

switch
case

return

case
return

default
throw new

@Override
public int

if
throw new

→˓
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switch
case

return

case
return

case
return

case
return

default
throw new

@Override
public int

if
throw new

→˓

switch
case

return

case
return

case
return
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case
return

default
throw new

package org.jssec.android.shared

import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.PermissionInfo
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class SigPerm

public static boolean

if null return false

try

if
return false

if

return
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else

return

catch
return false

package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null
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>

<uses-permission
/>

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>

package org.jssec.android.provider.inhouseuser

import org.jssec.android.shared.PkgCert
import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.ContentValues
import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.ProviderInfo
import android.database.Cursor
import android.net.Uri
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class InhouseUserActivity extends

private static final

private interface Address



Secure Coding Guide Documentation Release 2022-01-17

public static final
public static final

private static final

private static null
private static

if null
if

→˓

else

→˓

return

private static
null

if null
return

public void

if this this

→˓

return

this
if this this

return

null
try
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null null null null

if null

else
boolean
while

finally
if null

public void

this
if this

→˓

return

this
if this

return

new

public void
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this
if this

→˓

return

this
if this

return

new

int

public void

this
if this

return

this
if this

return

int null null
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private

@Override
public void

super

private void

package org.jssec.android.shared

import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.PermissionInfo
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class SigPerm

public static boolean

if null return false

try

if
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return false

if

return

else

return

catch
return false

package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try
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if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return

4.3.1.5 Creating/Using Temporary permit Content Providers
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<manifest
>

<application

>

<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

<provider

>

→˓

<grant-uri-permission />

</provider>

<activity

/>
</application>

</manifest>
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new
new

private static
new new

static
new
new

@Override
public boolean

return true

@Override
public

switch
case
case

return

case
case

return

default
throw new

@Override
public

switch
case
case

return

case
case

return

default
throw new
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@Override
public

switch
case

return

case
return

default
throw new

@Override
public int

switch
case

return

case
return

case
return

case
return

default
throw new
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@Override
public int

switch
case

return

case
return

case
return

case
return

default
throw new

package org.jssec.android.provider.temporaryprovider

import android.app.Activity
import android.content.ActivityNotFoundException
import android.content.Intent
import android.os.Bundle
import android.view.View
import android.widget.Toast



Secure Coding Guide Documentation Release 2022-01-17

public class TemporaryActiveGrantActivity extends

private static final

private static final

@Override
protected void

super

public void
try

new

catch
this

package org.jssec.android.provider.temporaryprovider

import android.app.Activity
import android.content.Intent
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import android.os.Bundle
import android.view.View

public class TemporaryPassiveGrantActivity extends
@Override
protected void

super

public void
new

public void

package org.jssec.android.provider.temporaryuser

import android.app.Activity
import android.content.ActivityNotFoundException
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import android.content.Intent
import android.content.pm.ProviderInfo
import android.database.Cursor
import android.net.Uri
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class TemporaryUserActivity extends

private static final

private static final

private static final

private interface Address
public static final
public static final

private static final int

public void

null
try

if

return

null null null null

if null

else
boolean
while

catch
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finally
if null

public void
new

try

catch

private boolean

return null

private

@Override
public void

super

private void

4.3.2 Rule Book
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4.3.2.1 Content Provider that Is Used Only in an Application Must Be Set as Private (Required)

<provider

/>

4.3.2.2 Handle the Received Request Parameter Carefully and Securely (Required)

4.3.2.3 Use an In-house Defined Signature Permission after Verifying that it is Defined by an In-
house Application (Required)

4.3.2.4 When Returning a Result, Pay Attention to the Possibility of Information Leakage of that
Result from the Destination Application (Required)
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4.3.2.5 When Providing an Asset Secondarily, the Asset should be Protected with the Same Level
of Protection (Required)

4.3.2.6 Handle the Returned Result Data from the Content Provider Carefully and Securely (Re-
quired)

4.4 Creating/Using Services

4.4.1 Sample Code
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4.4.1.1 Creating/Using Private Services



Secure Coding Guide Documentation Release 2022-01-17

<manifest
>

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

<service />

<service />

</application>

</manifest>

package org.jssec.android.service.privateservice

import android.app.Service
import android.content.Intent
import android.os.IBinder
import android.widget.Toast

public class PrivateStartService extends

@Override
public void

this
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import android.app.Activity
import android.content.Intent
import android.os.Bundle
import android.view.View

public class PrivateUserActivity extends

@Override
public void

super

public void

new this

public void

@Override
public void

super

private void

new this

public void

new this
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4.4.1.2 Creating/Using Public Services

<manifest
>

<uses-permission />

<application

>

→˓

<service />

→˓

<service />

</application>

</manifest>

package org.jssec.android.service.publicservice

import android.app.IntentService
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public void
new

→˓

if

else

@Override
public void

super

private void
new

→˓

4.4.1.3 Creating/Using Partner Services
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new

private static class ServiceHandler extends

private
private
private int

public
int

this
this
this

@Override
public void

switch
case

if null
return

final int
for int

try

→˓

catch

break

case
if null

break

default
super
break
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protected final
new this

private final
new

private boolean

if

new
@Override
public void

return false

return true

public void

if
return

if null

public

if
return null

new

→˓

return

public void

if
return
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if null

@Override
public

return

@Override
public void

this
this

@Override
public void

this
this

package org.jssec.android.shared

import android.content.pm.PackageManager
import java.util.HashMap
import java.util.Map
import android.content.Context
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import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class PkgCertWhitelists
private new

public boolean
if null return false
if null return false

if
return false

if
return false

return true

public boolean

if

return

else

return

package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException
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package org.jssec.android.service.partnerservice.aidluser

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLService
import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLServiceCallback
import org.jssec.android.shared.PkgCertWhitelists
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.ComponentName
import android.content.Context
import android.content.Intent
import android.content.ServiceConnection
import android.os.Bundle
import android.os.Handler
import android.os.IBinder
import android.os.Message
import android.os.RemoteException
import android.view.View
import android.widget.Toast

public class PartnerAIDLUserActivity extends

private boolean
private

private final static int

private static null
private static void

boolean
new

private static boolean
if null
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return

private static final

private static final

private static class ReceiveHandler extends

private

public
this

@Override
public void

switch
case

break

default
super
break

private final new this

private final
new

@Override
public void throws

private null

private new

@Override
public void

try
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catch

@Override
public void

@Override
public void

super

this

public void

public void

public void

@Override
public void

super

private void
if

if this
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this

→˓

return

new

true

private void
if

if null
try

catch

new

false

void
if null

null

try

→˓







Secure Coding Guide Documentation Release 2022-01-17

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return

4.4.1.4 Creating/Using In-house Services

<manifest
>

<permission

/>

<application
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private static null
private static

if null
if

→˓

else

→˓

return

private new

private final
new new

private static class ServiceSideHandler extends

private

public

@Override
public void

switch
case

break
case

break
case

break
default

super
break

private static void
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while
try

null null

new

catch

@Override
public

if this this
this

→˓

return null

this

return

@Override
public void

this

@Override
public void

this
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package org.jssec.android.shared

import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.PermissionInfo
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class SigPerm

public static boolean

if null return false

try

if
return false

if

return

else

return

catch
return false
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package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
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>
<activity

→˓

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>

</manifest>

package org.jssec.android.service.inhouseservice.messengeruser

import org.jssec.android.shared.PkgCert
import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.ComponentName
import android.content.Context
import android.content.Intent
import android.content.ServiceConnection
import android.os.Bundle
import android.os.Handler
import android.os.IBinder
import android.os.Message
import android.os.Messenger
import android.os.RemoteException
import android.view.View
import android.widget.Toast

public class InhouseMessengerUserActivity extends

private boolean
private

private static final
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public void

new

try

null

catch

@Override
public void

null

@Override
public void

super

this

public void

public void

public void

@Override
protected void

super
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void
if

if this this
this

→˓

return

if this this
this

→˓

return

new

true

void
if

false

void
if null

try

null

catch
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package org.jssec.android.shared

import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.PermissionInfo
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class SigPerm

public static boolean

if null return false

try

if
return false

if

return

else

return

catch
return false
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package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
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<service />

<service >
<intent-filter>

<action />
</intent-filter>

</service>

4.4.2.2 Handle the Received Data Carefully and Securely (Required)

4.4.2.3 Use the In-house Defined Signature Permission after Verifying If it’s Defined by an In-house
Application (Required)

4.4.2.4 Do Not Determine Whether the Service Provides its Functions, in onCreate (Required)

4.4.2.5 When Returning a Result Information, Pay Attention the Result Information Leakage from
the Destination Application (Required)
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4.4.2.6 Use the Explicit Intent if the Destination Service Is fixed (Required)

4.4.2.7 Verify the Destination Service If Linking with the Other Company’s Application (Required)

4.4.2.8 When Providing an Asset Secondarily, the Asset should be protected with the Same Level
Protection (Required)

4.4.2.9 Sensitive Information Should Not Be Sent As Much As Possible (Recommended)

4.4.3 Advanced Topics

4.4.3.1 Combination of Exported Attribute and Intent-filter Setting (In the Case of Service)
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15

https://developer.android.com/guide/topics/manifest/service-element#exported
https://developer.android.com/guide/topics/manifest/service-element#exported
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4.4.3.2 How to Implement Service
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startService type

IntentService type

local bind type
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private

private static final

public
super null

@Override
public void

try

catch

this

@Override
public void int int

package org.jssec.android.sqlite.task
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import org.jssec.android.sqlite.CommonData
import org.jssec.android.sqlite.DataValidator
import org.jssec.android.sqlite.MainActivity
import org.jssec.android.sqlite.R

import android.database.Cursor
import android.database.SQLException
import android.database.sqlite.SQLiteDatabase
import android.os.AsyncTask
import android.util.Log

public class DataSearchTask extends
private
private

public

@Override
protected

if

return null

if null
null
null

try

null null null null null
catch

return null

return

if null

try
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package org.jssec.android.sqlite

public class DataValidator

public static boolean

if null
return true

try
if

return false

catch

return false

return true

public static boolean int

if null
return true

try
if

return false

catch

return false

return true

public static boolean
if

return false

if
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return false
else if

return false

return true

4.5.2 Rule Book

4.5.2.1 Set DB File Location and Access Right Correctly (Required)

17
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Using SQLiteOpenHelper

18

Using Context#openOrCreateDatabase

public void
super

try

null
catch

this

return

19

4.5.2.2 Use Content Provider for Access Control When Sharing DB Data with Other Application
(Required)

Access Permission Setting for the Directory
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4.5.2.3 Place Holder Must Be Used in the Case Handling Variable Parameter during DB Operation.
(Required)

When Using SQLiteDatabase#compileStatement():

public class DataInsertTask extends
private
private

public

@Override
protected

if
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return null

try

catch

finally

return null

In the Case Using Method for Each Process which SQLiteDatabase provides:

private
private void

if

this

return
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new

try
null

catch
this

return

4.5.3 Advanced Topics

4.5.3.1 When Using Wild Card in LIKE Predicate of SQL Statement, Escape Process Should Be
Implemented

public class DataSearchTask extends
private
private
private

public

@Override
protected
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try

null null null
catch

return null

return

@Override
protected void

4.5.3.2 Use External Input to SQL Command in which Place Holder Cannot Be Used

4.5.3.3 Take a Countermeasure that Database Is Not Overwritten Unexpectedly

20

https://www.ipa.go.jp/security/vuln/documents/website_security_sql.pdf


https://developer.android.com/reference/android/database/sqlite/SQLiteOpenHelper.html#getReadableDatabase()
https://developer.android.com/reference/android/database/sqlite/SQLiteOpenHelper.html#getReadableDatabase()
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return true
else

this

return false

try

if

this

return false

catch

return false

return true

4.5.3.5 Consideration - the Data Stored into Database



https://www.zetetic.net/sqlcipher/
https://www.zetetic.net/sqlcipher/open-source/
https://github.com/sqlcipher/android-database-sqlcipher


Secure Coding Guide Documentation Release 2022-01-17

return null

4.6 Handling Files

4.6.1 Sample Code
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File category Access per-
mission to
other applica-
tion

Storage loca-
tion

Overview
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4.6.1.1 Using Private Files

package org.jssec.android.file.privatefile

import java.io.File
import java.io.FileInputStream
import java.io.FileNotFoundException
import java.io.FileOutputStream
import java.io.IOException

import android.app.Activity
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class PrivateFileActivity extends

private

private static final

@Override
public void

super
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public void
null

try

new

catch

catch

finally
if null

try

catch

public void
null

try

byte new byte int

new

catch

catch

finally
if null

try





Secure Coding Guide Documentation Release 2022-01-17

super

private void
new
this

public void

public void
null

try

byte new byte int

new

catch

catch

finally
if null

try

catch
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package org.jssec.android.file.publicfile.readonly

import java.io.File
import java.io.FileInputStream
import java.io.FileNotFoundException
import java.io.FileOutputStream
import java.io.IOException

import android.app.Activity
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class PublicFileActivity extends

private

private static final

@Override
public void

super

public void
null

try

new
→˓
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catch

catch

finally
if null

try

catch

public void
null

try

byte new byte int

new

catch

catch

finally
if null

try

catch

public void

new this
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try

catch

public void

public void
null

try
new

new

byte new byte int

new

catch

catch

finally
if null

try

catch

public void
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null
boolean false
try

new

new true

new
→˓

catch

true
finally

if null
try

catch
true

if

private

try

new

catch

return

4.6.1.3 Using Public Read/Write Files
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4.6.1.4 Using Eternal Memory (Read Write Public) Files

<manifest
>

→˓

→˓

→˓

<uses-permission
/>

<application

>
<activity

>
<intent-filter>

<action />
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<category />
</intent-filter>

</activity>
</application>

</manifest>

package org.jssec.android.file.externalfile

import java.io.File
import java.io.FileInputStream
import java.io.FileNotFoundException
import java.io.FileOutputStream
import java.io.IOException

import android.app.Activity
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class ExternalFileActivity extends

private

private static final

private static final

@Override
public void

super

public void
null

try
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new
new false

new
→˓

catch

catch

finally
if null

try

catch

public void
null

try
new

new

byte new byte int

new

catch

catch

finally
if null

try
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catch

public void

new

<manifest
>

<queries>
<package />

</queries>

→˓

<uses-permission />

<application

>

<activity

>
<intent-filter>

<action />

<category />
</intent-filter>

</activity>
</application>

</manifest>
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new

@Override
public void int

int
if

if

private void
new

try

catch

public void

public void
null

try
new

new

byte new byte int

new

catch
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catch

finally
if null

try

catch

public void

final
new this

new

@Override
public void int

private

try

new

catch

return
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4.6.2 Rule Book

4.6.2.1 File Must Be Created as a Private File in Principle (Required)

4.6.2.2 Must Not Create Files that Be Allowed to Read/Write Access from Other Applications
(Required)

4.6.2.3 Using Files Stored in External Device (e.g. SD Card) Should Be Requisite Minimum (Re-
quired)
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4.6.2.4 Application Should Be Designed Considering the Scope of File (Required)

4.6.3 Advanced Topics

4.6.3.1 File Sharing Through File Descriptor
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package org.jssec.android.file.inhouseprovider

import java.io.File
import java.io.FileNotFoundException
import java.io.FileOutputStream
import java.io.IOException

import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import android.content.ContentProvider
import android.content.ContentValues
import android.content.Context
import android.database.Cursor
import android.net.Uri
import android.os.ParcelFileDescriptor

public class InhouseProvider extends

private static final

private static final

private static null

private static
if null

if

→˓

else

→˓

return
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public int

return

@Override
public int

return

package org.jssec.android.file.inhouseprovideruser

import java.io.FileInputStream
import java.io.FileNotFoundException
import java.io.IOException

import org.jssec.android.shared.PkgCert
import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.Context
import android.content.pm.PackageManager
import android.content.pm.ProviderInfo
import android.net.Uri
import android.os.Bundle
import android.os.ParcelFileDescriptor
import android.view.View
import android.widget.TextView

public class InhouseUserActivity extends

private static final

private static final

private static null
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private static

if null
if

→˓

else

→˓

return

private static
null

if null

return

public void

if this this

→˓

return

this
if this this

return

null
try

catch

if null
new

if null
try
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byte new byte int

new
catch

finally
try

catch

try

catch

else

private

@Override
public void

super

private void

4.6.3.2 Access Permission Setting for the Directory





Secure Coding Guide Documentation Release 2022-01-17

4.6.3.4 Specification Change regarding External Storage Access in Android 4.4 (API Level 19) and
later

<manifest
>

→˓

→˓

→˓

<uses-permission
/>

<application
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>
<activity

>
<intent-filter>

<action />

<category />
</intent-filter>

</activity>
</application>

</manifest>

4.6.3.5 Revised specifications in Android 7.0 (API Level 24) for accessing specific directories on
external storage media

25

https://developer.android.com/reference/android/os/storage/StorageVolume
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4.6.3.6 About specifications related to access to external storage in Android 10 (API Level 29)

26

27

28

https://developer.android.com/preview/privacy/scoped-storage
https://developer.android.com/preview/privacy/scoped-storage#filtered-view-summary
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4.6.3.7 Application of Scoped Storage in Android 11 (API Level 30)

29

Managing device storage

MANAGE_EXTERNAL_STORAGE

https://developer.android.com/preview/privacy/storage?hl=en#scoped-storage


https://support.google.com/googleplay/android-developer/answer/9956427?hl=en
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html
body

→˓

a a
body

html

<manifest
>

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>

<intent-filter>
<action />

<category />

<category />

<data />
</intent-filter>

</activity>
</application>

</manifest>

package org.jssec.android.browsableintent





Secure Coding Guide Documentation Release 2022-01-17

4.7.2.2 Handle the URL Parameter Carefully and Securely (Required)

4.8 Outputting Log to LogCat

31

4.8.1 Sample Code
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package org.jssec.android.log.proguard

import android.app.Activity
import android.os.Bundle
import android.util.Log

public class ProGuardActivity extends

final static

@Override
public void

super
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4.8.2 Rule Book

4.8.2.1 Sensitive Information Must Not Be Included in Operation Log Information (Required)





https://source.android.com/setup/contribute/code-style#log-sparingly
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4.8.3.3 DEBUG Log and VERBOSE Log Are Not Always Deleted Automatically

32

4.8.3.4 Remove Sensitive Information from Assembly

https://source.android.com/setup/contribute/code-style#log-sparingly
https://developer.android.com/reference/android/util/Log.html
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if

→˓

33

if

if

if

4.8.3.5 The Contents of Intent Is Output to LogCat

4.8.3.6 Restrain Log which Is Output to System.out/err
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package org.jssec.android.log.outputredirection

import java.io.IOException
import java.io.OutputStream
import java.io.PrintStream

import android.app.Application

public class OutputRedirectApplication extends

private final new new
public void int throws

@Override
public void
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private void

<manifest
>

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>
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4.9 Using WebView

4.9.1 Sample Code

34
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package org.jssec.webview.trustedcontents

import android.app.Activity
import android.app.AlertDialog
import android.content.DialogInterface
import android.net.http.SslCertificate
import android.net.http.SslError
import android.os.Bundle
import android.webkit.SslErrorHandler
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import android.webkit.WebView
import android.webkit.WebViewClient

import java.text.SimpleDateFormat

public class WebViewTrustedContentsActivity extends
@Override
public void

super

new
@Override
public void

true

private

new
@Override
public void int

new

return

private

new
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@Override
public void

true

@Override
public void

super

new

false

public void

private

new
@Override
public void int

new

return

private

new
new

→˓

switch
case

→˓

return
case

→˓
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return
case

→˓

return
case

→˓

return
default

return

4.9.2 Rule Book

4.9.2.1 Enable JavaScript Only If Contents Are Managed In-house (Required)

Services managed In-house

Services unmanaged in-house
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4.9.2.2 Use HTTPS to Communicate to Servers which Are Managed In-house (Required)

4.9.2.3 Verify That the URL Received from Others Such as Through Intent Is the Expected URL
(Required)

for
if

4.9.2.4 Handle SSL Error Properly (Required)
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4.9.3 Advanced Topics

4.9.3.1 Vulnerability caused by addJavascriptInterface() at Android versions 4.1 or earlier

4.9.3.2 Issue caused by file scheme

new

false
false

4.9.3.3 Specifying a Sender Origin When Using Web Messaging

35

36

37

https://www.w3.org/TR/webmessaging/
http://tools.ietf.org/html/rfc6454
http://tools.ietf.org/html/rfc6454
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4.9.3.4 Safe Browsing in WebView



Secure Coding Guide Documentation Release 2022-01-17

<manifest >
<application>

→˓

<meta-data

/>
</application>

</manifest>

if

false
else

true

this new
@Override
public void

true
if

else
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new
→˓

new
@Override
public void

public class MyWebViewClient extends

@Override
public void

int

true

true

false
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<manifest
>

<uses-permission />

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

<meta-data

/>
</application>

</manifest>

package org.jssec.android.webview.safebrowsing

import androidx.appcompat.app.AppCompatActivity

import android.os.Bundle
import android.util.Log
import android.view.View
import android.webkit.ValueCallback
import android.webkit.WebView
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import java.util.ArrayList
import java.util.Arrays

public class MainActivity extends

private boolean

@Override
protected void

super

final
new

false

this new
@Override
public void

true
if

else

new
@Override
public void

new
→˓ new

@Override
public void

new
@Override
public void

final
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package org.jssec.android.webview.safebrowsing

import android.webkit.SafeBrowsingResponse
import android.webkit.WebResourceRequest
import android.webkit.WebView
import android.webkit.WebViewClient
import android.widget.Toast

public class MyWebViewClient extends

@Override
public void

int

true

→˓

4.10 Using Notifications
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4.10.1 Sample Code
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import android.app.NotificationChannel
import android.app.NotificationManager
import android.app.PendingIntent
import android.app.Person
import android.app.RemoteInput
import android.content.Context
import android.content.Intent
import android.graphics.drawable.Icon
import android.net.Uri
import android.os.Build
import android.os.Bundle
import android.view.View

public class VisibilityPrivateNotificationActivity extends

private final int

public static final
public static final

public static final
public static final
public static final

@Override
public void

super

if

new

this
→˓

public void

if

new this

else

new this

if
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new

if

new

this

new

this

new

this

4.10.2 Rule Book
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<manifest
>

<application

>
<service

>
<intent-filter>

<action
/>

</intent-filter>
</service>

</application>
</manifest>
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package org.jssec.notification.notificationListenerService

import android.app.Notification
import android.service.notification.NotificationListenerService
import android.service.notification.StatusBarNotification
import android.util.Log

public class MyNotificationListenerService extends
@Override
public void

@Override
public void

private void

int

long

4.10.3.2 Touch to Be Passed Through Specific Window
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38

4.10.3.3 Mutability of the PendingIntent Object
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and or
→˓

→˓

4.11 Using Shared Memory

4.11.1 Overview of Android Shared Memory
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39

https://developer.android.com/guide/components/activities/parcelables-and-bundles
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4.11.2 Sample Code
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4.11.2.4 Creating/Using In-house Services

Sample code for application at service side (Messenger bind)

<manifest
>

<permission
→˓

/>

<uses-permission
/>

<application

>
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<activity
→˓ >

<intent-filter>
<action />

<category />
</intent-filter>

</activity>

→˓

→˓

<service

→˓

/>
</application>

</manifest>

package org.jssec.android.sharedmemory.inhouseservice.messenger

import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import android.app.Service
import android.content.Context
import android.content.Intent
import android.content.pm.PackageManager
import android.os.Handler
import android.os.IBinder
import android.os.Message
import android.os.Messenger
import android.os.RemoteException
import android.os.SharedMemory
import android.system.ErrnoException
import android.util.Log
import android.widget.Toast

import java.nio.ByteBuffer
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public static final int

public static final int

public static final int

public static final int

public static final int

private class CommHandler extends
@Override
public void

switch
case

break
case

break
case

break
case

break
case

break
default

private final new

private final new

@Override
public

if this this
this

→˓

return null
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return

public static final int
public static final int
public static final int
public static final int
public static final int
public static final int

private boolean
try

catch

return false

return true

private
int int int

try

catch

→˓

return null
catch

return null

return

private void
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private void
if return

final

final

try

null

catch

private void

private void

private
int
byte new byte

return new

private void

if

private void
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return
catch

return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return

Sample code for client
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<manifest
>

<permission
→˓

/>

<uses-permission
/>

<application

>
<activity

→˓ >
<intent-filter>

<action />

<category />
</intent-filter>

</activity>

→˓

→˓

<service

→˓

/>
</application>

</manifest>
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package org.jssec.android.sharedmemory.inhouseservice.messenger

import android.app.Activity
import android.content.ComponentName
import android.content.Context
import android.content.Intent
import android.content.ServiceConnection
import android.os.Bundle
import android.os.Handler
import android.os.IBinder
import android.os.Message
import android.os.Messenger
import android.os.RemoteException
import android.os.SharedMemory
import android.system.ErrnoException
import android.widget.Toast
import android.util.Log

import org.jssec.android.shared.PkgCert
import org.jssec.android.shared.SigPerm
import org.jssec.android.shared.Utils

import java.nio.ByteBuffer
import java.nio.ReadOnlyBufferException

import static android.system.OsConstants.PROT_EXEC
import static android.system.OsConstants.PROT_READ
import static android.system.OsConstants.PROT_WRITE

public class MainActivity extends

private final

private null

private
private

private
private

private static final

private static final

private static final

private static null
private static

if null
if
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→˓

else

→˓

return

private boolean false

private class MyHandler extends
@Override
public void

switch
case

break
case

break
case

break
default

private new

private new

private class MyServiceConnection implements

public void
new

public void
false

null
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private

@Override
protected void

super

private void
new

if

if this this
this

→˓

return

if this this
this

→˓

return

new

if
this

return

true

private void

private void
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int
byte new byte

new

try

catch

private void

if null

int
byte new byte

new

try

catch

private int int
int

try

catch



Secure Coding Guide Documentation Release 2022-01-17

return null

return

private void int
try

catch

private void

if null
if null

null
null

null
null
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4.11.3 Rule Book

4.11.3.1 Permissions are set properly by the side providing the shared memory for allowing access
by the using side (required)

40

4.11.3.2 All data in the shared memory is designed assuming that it will be read by sharing appli-
cations (required)
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int
byte new byte

4.11.4 Advanced Topics

4.11.4.1 Actual State of Shared Memory
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41
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5
How to use Security Functions

5.1 Creating Password Input Screens

5.1.1 Sample Code
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/>

<EditText

/>

<CheckBox

/>

<TextView

/>

<LinearLayout

>

<Button

/>

<Button

/>
</LinearLayout>

</LinearLayout>
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new

true

new
→˓

@Override
public void

super

@Override
public void

super

private class PasswordEditTextWatcher implements

public void int int
int

public void int int
int

if

false

public void
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public void

public void

null

if

else

this

5.1.2 Rule Book

5.1.2.1 Provide the Mask Display Feature, If the Password Is Entered (Required)
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private class OnPasswordDisplayCheckedChangeListener implements

public void
boolean

if

false

null

int

int
if

else
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private class OnPasswordDisplayCheckedChangeListener implements

public void
boolean

if

false

null

private static final

private boolean

@Override
public void

if null

new

true
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<manifest
>

<uses-permission />

→˓

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>

</manifest>

5.2.1.2 How to Communicate Between In-house Applications with In-house-defined Signature Per-
mission
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<manifest
>

<permission

/>

<application

>

→˓

<activity

>

→˓

</activity>
</application>

</manifest>
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catch
return false

package org.jssec.android.shared

import android.content.pm.PackageManager
import java.util.HashMap
import java.util.Map
import android.content.Context
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class PkgCertWhitelists
private new

public boolean
if null return false
if null return false

if
return false

if
return false

return true

public boolean

if
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private static
if null

if

→˓

else

→˓

return

@Override
public void

super

public void

if this this
this

→˓

return

if this this
this

→˓

return

try
new

catch
this
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package org.jssec.android.shared

import android.content.pm.PackageManager
import java.util.HashMap
import java.util.Map
import android.content.Context
import android.os.Build

import static android.content.pm.PackageManager.CERT_INPUT_SHA256

public class PkgCertWhitelists
private new

public boolean
if null return false
if null return false

if
return false

if
return false

return true

public boolean

if

return

else

return
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return

Signature verification in Android 9.0 (API level 28) and later

2

3

5.2.1.3 How to Verify the Hash Value of an Application’s Certificate

How to verify it with Keytool

https://developer.android.com/reference/android/content/pm/PackageManager
https://developer.android.com/reference/android/content/pm/PackageManager
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→˓

How to Verify it with JSSEC Certificate Hash Value Checker
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<manifest
>

<uses-permission />

<application
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@Override
public void

private void

if
→˓

this new
→˓

else

@Override
public void int

int
switch
case

if

else

this

return

private void

new

5.2.2 Rule Book
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4

5.2.2.4 Verify If the In-house-defined Signature Permission Is Defined by an In-house Application
(Required)
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5.2.2.5 Your Own Normal Permission Should Not Be Used (Recommended)

5.2.2.6 The String for Your Own Permission Name Should Be of an Extent of the Package Name
of Application (Recommended)

5.2.3 Advanced Topics

5.2.3.1 Characteristics of Android OS that Avoids Self-defined Signature Permission and Its Counter-
measures
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https://developer.android.com/guide/topics/security/security.html
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5.2.3.2 Falsification of AndroidManifest.xml by a User
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public class CheckPermissionActivity extends

@Override
public void

super

if

else

private
new

return

private boolean
try

if null
for

if

return false

if

return true
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catch

return false

5.2.3.3 Detection of APK Falsification

package org.jssec.android.permission.signcheckactivity

import org.jssec.android.shared.PkgCert
import org.jssec.android.shared.Utils

import android.app.Activity
import android.content.Context
import android.os.Bundle
import android.widget.Toast

public class SignatureCheckActivity extends
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private static null
private static

if null
if

→˓

else

→˓

return

@Override
public void

super

if this this this
this

return

this

package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature
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public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
return

catch
return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return

5.2.3.4 Permission Re-delegation Problem
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<manifest
>

<uses-permission />

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

<provider

>
</provider>

</application>

</manifest>

public void

if

return

5.2.3.5 Signature check mechanism for custom permissions (Android 5.0 and later)
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5.2.3.6 Modifications to the Permission model specifications in Android versions 6.0 and later

The timing of permission grants and refusals

5
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6
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Units of permission grants and refusals

7

The affected range of the revised specifications

8

https://developer.android.com/guide/topics/permissions/overview#perm-groups
https://developer.android.com/guide/topics/permissions/overview#perm-groups
https://developer.android.com/about/versions/10/behavior-changes-all#low-target-sdk-warnings
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5.2.3.8 Auto-hibernation Function for Unused Applications on Android 12

5.2.3.9 API Return Value Change Following Specification Changes to the Package Access



Secure Coding Guide Documentation Release 2022-01-17

<permission-group

/>

5.3 Add In-house Accounts to Account Manager

10
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5.3.1 Sample Code

5.3.1.1 Creating In-house accounts
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<manifest

>

<uses-permission />
<uses-permission />

<application

>

<service

>

<intent-filter>
<action />

</intent-filter>
<meta-data

/>
</service>

→˓

<activity

/>
</application>

</manifest>

<account-authenticator

/>
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package org.jssec.android.accountmanager.authenticator

import android.app.Service
import android.content.Intent
import android.os.IBinder

public class AuthenticationService extends

private

@Override
public void

new this

@Override
public

return

package org.jssec.android.accountmanager.authenticator

import android.accounts.AbstractAccountAuthenticator
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import android.accounts.Account
import android.accounts.AccountAuthenticatorResponse
import android.accounts.AccountManager
import android.accounts.NetworkErrorException
import android.content.Context
import android.content.Intent
import android.os.Bundle

public class JssecAuthenticator extends

public static final

public static final
public static final
public static final

protected final

public
super

@Override
public

throws

new
if

else

new

return

@Override
public

throws

new
if
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new

else

return

@Override
public

return

@Override
public

throws
return null

@Override
public

return null

@Override
public

throws
return null

@Override
public

throws
new

false
return

private boolean

for
if

return true

return false
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if null

false
false

public void

if

new

if

if null

this

new
null null

new

else

new
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5.3.1.2 Using In-house Accounts

<manifest
>

<uses-permission />
<uses-permission />
<uses-permission />

<queries>
<package />

</queries>

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>

</manifest>
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package org.jssec.android.accountmanager.user

import java.io.IOException

import org.jssec.android.shared.PkgCert
import org.jssec.android.shared.Utils

import android.accounts.Account
import android.accounts.AccountManager
import android.accounts.AccountManagerCallback
import android.accounts.AccountManagerFuture
import android.accounts.AuthenticatorDescription
import android.accounts.AuthenticatorException
import android.accounts.OperationCanceledException
import android.app.Activity
import android.content.Context
import android.os.Bundle
import android.view.View
import android.widget.TextView

public class UserActivity extends

private static final

private static final
private

@Override
public void

super

public void
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private void

private void

private void

package org.jssec.android.shared

import java.security.MessageDigest
import java.security.NoSuchAlgorithmException

import android.content.Context
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import android.content.pm.Signature

public class PkgCert

public static boolean
if null return false

return

public static
if null return null
try

if return null

byte
byte
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return
catch

return null

private static byte byte
try

return
catch

return null

private static byte
if null return null
final new
for final byte

return

5.3.2 Rule Book

5.3.2.1 Service that Provides Authenticator Must Be Private (Required)

5.3.2.2 Login Screen Activity Must Be Implemented by Authenticator Application (Required)
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5.3.2.7 HTTPS Should Be Used for Communication Between an Authenticator and the Online
Service (Required)

5.3.2.8 Account Process Should Be Executed after verifying if the Authenticator is the regular one
(Required)
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5.3.3 Advanced Topics

5.3.3.1 Usage of Account Manager and Permission



https://code.google.com/p/android/issues/detail?id=23421
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5.3.3.3 Cases in which Authenticator accounts with non-matching signatures may be read in Android
8.0 (API Level 26) or later

11

5.4 Communicating via HTTPS
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5.4.1 Sample Code

http://
https://
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5.4.1.1 Communicating via HTTP

12

13

14

https://source.android.com/security/bulletin/2019-02-01.html
https://developer.android.com/reference/android/security/NetworkSecurityPolicy.html#isCleartextTrafficPermitted()
https://developer.android.com/reference/android/security/NetworkSecurityPolicy.html#isCleartextTrafficPermitted()
https://developer.android.com/guide/topics/manifest/application-element#usesCleartextTraffic
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<manifest

>

<uses-permission />

<application

>
<activity

>
<intent-filter>

<action />
<category />

</intent-filter>
</activity>

</application>
</manifest>

package org.jssec.android.https.imagesearch

import android.os.AsyncTask

import org.json.JSONException
import org.json.JSONObject

import java.io.BufferedInputStream
import java.io.ByteArrayOutputStream
import java.io.IOException
import java.net.HttpURLConnection
import java.net.MalformedURLException
import java.net.ProtocolException
import java.net.URL

public abstract class HttpImageSearch extends

@Override
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protected

byte null
try

if null
return null

catch

return

private
null

try
new

catch

catch

catch

return

private byte
byte new byte
byte null

null
null

int

try
new

new

while
if
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catch

finally
if null

try

catch

if null
try

catch

return

private void throws
int
if

throw new

package org.jssec.android.https.imagesearch

import android.app.Activity
import android.graphics.Bitmap
import android.graphics.BitmapFactory
import android.os.AsyncTask
import android.os.Bundle
import android.view.View
import android.widget.EditText
import android.widget.ImageView
import android.widget.TextView

public class ImageSearchActivity extends
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private
private
private
private

@Override
public void

super

@Override
protected void

if null true
super

public void

null

if null true

new
@Override
protected void

if null

else if instanceof

else

byte byte

public void

null
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if null true

new
@Override
protected void

if instanceof

else
byte byte

5.4.1.2 Communicating via HTTPS

15

https://www.ipa.go.jp/about/press/20140919_1.html
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16

17

18

package org.jssec.android.https.imagesearch

import org.json.JSONException
import org.json.JSONObject

import android.os.AsyncTask

import java.io.BufferedInputStream
import java.io.BufferedReader
import java.io.ByteArrayOutputStream
import java.io.IOException
import java.io.InputStreamReader
import java.net.HttpURLConnection
import java.net.MalformedURLException
import java.net.ProtocolException
import java.net.URL
import java.security.KeyManagementException
import java.security.NoSuchAlgorithmException
import java.security.cert.Certificate
import java.util.ArrayList
import java.util.regex.Matcher

https://tools.ietf.org/html/rfc2818
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import java.util.regex.Pattern

import javax.net.ssl.HttpsURLConnection
import javax.net.ssl.SSLContext
import javax.net.ssl.SSLException
import javax.net.ssl.SSLSocketFactory

public abstract class HttpsImageSearch extends

@Override
protected

new
byte null
try

new
for

new
new

new
while null

final

while
if

if null
return null
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if null
return null

catch

return

private
null

try

null null null
new

new

catch

catch

catch

catch

catch

catch

return

private byte
byte new byte
byte null

null
null

int

try
new

new

while
if
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catch

finally
if null

try

catch

if null
try

catch

return

private void throws
int
if

throw new

package org.jssec.android.https.imagesearch

→˓

import java.io.IOException
import java.io.InputStream
import java.io.OutputStream
import java.net.InetAddress
import java.net.Socket
import java.net.SocketAddress
import java.net.SocketException
import java.nio.channels.SocketChannel
import java.util.ArrayList
import java.util.Arrays
import java.util.List
import javax.net.ssl.HandshakeCompletedListener
import javax.net.ssl.HttpsURLConnection
import javax.net.ssl.SSLSession
import javax.net.ssl.SSLSocket
import javax.net.ssl.SSLSocketFactory
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public class NoSSLv3SocketFactory extends
private final

public
this

public
this

@Override
public

return

@Override
public

return

private
if instanceof

new

return

@Override
public int boolean throws

→˓

return

@Override
public int throws

return

@Override
public int int

→˓throws
return

@Override
public int throws

return

@Override
public int int

→˓ throws
return

private class NoSSLv3SSLSocket extends

private
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super

@Override
public void

if null

new
→˓

if null

else

→˓

new

super

public class DelegateSSLSocket extends

protected final

this

@Override
public

return

@Override
public

return

@Override
public void

@Override
public

return

@Override
public

return

@Override
public void
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@Override
public

return

@Override
public void

@Override
public void

@Override
public void throws

@Override
public void boolean

@Override
public boolean

return

@Override
public void boolean

@Override
public void boolean

@Override
public boolean

return

@Override
public boolean

return

@Override
public void boolean

@Override
public boolean

return
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@Override
public void throws

@Override
public synchronized void throws

@Override
public void throws

@Override
public void int throws

@Override
public

return

@Override
public

return

@Override
public throws

return

@Override
public boolean throws

return

@Override
public

return

@Override
public int

return

@Override
public

return

@Override
public boolean throws

return

@Override
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public throws
return

@Override
public int

return

@Override
public synchronized int throws

return

@Override
public

return

@Override
public boolean throws

return

@Override
public synchronized int throws

return

@Override
public int throws

return

@Override
public synchronized int throws

return

@Override
public boolean throws

return

@Override
public int throws

return

@Override
public boolean

return

@Override
public boolean

return

@Override
public boolean
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return

@Override
public boolean

return

@Override
public boolean

return

@Override
public void int throws

@Override
public void boolean throws

@Override
public void boolean throws

@Override
public void int int int

@Override
public synchronized void int throws

@Override
public void boolean throws

@Override
public synchronized void int throws

@Override
public void boolean int throws

@Override
public synchronized void int throws

@Override
public void boolean throws
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@Override
public void int throws

@Override
public void throws

@Override
public void throws

@Override
public

return

@Override
public boolean

return

5.4.1.3 Communicating via HTTPS with private certificate
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package org.jssec.android.https.privatecertificate

import java.io.BufferedInputStream
import java.io.ByteArrayOutputStream
import java.io.IOException
import java.net.HttpURLConnection
import java.net.URL
import java.security.KeyStore
import java.security.SecureRandom

import javax.net.ssl.HostnameVerifier
import javax.net.ssl.HttpsURLConnection
import javax.net.ssl.SSLContext
import javax.net.ssl.SSLException
import javax.net.ssl.SSLSession
import javax.net.ssl.TrustManagerFactory

import android.content.Context
import android.os.AsyncTask

public abstract class PrivateCertificateHttpsGet
extends

private

public

@Override
protected

null
null

byte new byte
int

try
new



Secure Coding Guide Documentation Release 2022-01-17

new
@Override
public boolean

if
return false

return true

→˓

null new

new
new

while
if

return
catch

return
catch

return
finally

if null
try

catch

if null
try

catch
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if null true

new this
@Override
protected void

if instanceof

else
byte byte

5.4.2 Rule Book

5.4.2.1 Sensitive Information Must Be Sent/Received over HTTPS Communication (Required)

5.4.2.2 Received Data over HTTP Must be Handled Carefully and Securely (Required)

5.4.2.3 SSLException Must Be Handled Appropriately like Notification to User (Required)
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5.4.2.4 Custom TrustManager Must Not Be Created (Required)

5.4.2.5 Custom HostnameVerifier Must Not Be Created (Required)

5.4.3 Advanced Topics

5.4.3.1 How to Create Private Certificate and Configure Server Settings

Create private certificate authority
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\

\
\

\
\

[ ca ]

[ CA_default ]

→˓

→˓

[ policy_match ]





https://www.jssec.org/dl/android_securecoding_sample_cacert.crt
https://www.jssec.org/dl/android_securecoding_sample_cacert.crt
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5.4.3.3 Risky Code that Disables Certificate Verification

new

@Override
public void

throws

@Override
public void

throws

@Override
public

return null

new
@Override
public boolean

return true

5.4.3.4 A note regarding the configuration of HTTP request headers
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public byte

try
new

if

else
throw new

5.4.3.5 Notes and sample implementations for pinning

Use certificates and public keys stored within an app during the handshake procedure
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Use certificates and public-key information stored within an app for re-testing after the handshake
procedure is complete

19

private static final new
new

protected

new

boolean false

https://www.synopsys.com/blogs/software-security/ineffective-certificate-pinning-implementations/
https://www.synopsys.com/blogs/software-security/ineffective-certificate-pinning-implementations/
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for

if true

if

else

private byte
new

for byte

return

5.4.3.6 Strategies for addressing OpenSSL vulnerabilities using Google Play Services

5.4.3.7 Network Security Configuration

20

Communicating via HTTPS with private certificates

https://developer.android.com/training/articles/security-config.html
https://developer.android.com/training/articles/security-config.html
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<network-security-config>
<domain-config>

<domain > </domain>
<trust-anchors>

<certificates />
</trust-anchors>

</domain-config>
</network-security-config>

<network-security-config>
<base-config>

<trust-anchors>
<certificates />

</trust-anchors>
</base-config>

</network-security-config>

Pinning

<network-security-config>
<domain-config>

<domain > </domain>
<pin-set >

<pin > </pin>

<pin > </pin>
</pin-set>

</domain-config>
</network-security-config>

Prevent unencrypted (HTTP) communication
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21

<network-security-config>

<base-config >
</base-config>

<domain-config >
<domain > </domain>

</domain-config>
</network-security-config>

Private certificates exclusively for debugging purposes

<network-security-config>
<debug-overrides>

<trust-anchors>
<certificates />

</trust-anchors>
</debug-overrides>

</network-security-config>

https://developer.android.com/reference/android/security/NetworkSecurityPolicy.html#isCleartextTrafficPermitted


Secure Coding Guide Documentation Release 2022-01-17

5.4.3.8 (Column): Transitioning to TLS1.2/TLS1.3 for secure connections

22

23

24

25

26

27

https://googleonlinesecurity.blogspot.co.uk/2014/10/this-poodle-bites-exploiting-ssl-30.html
https://googleonlinesecurity.blogspot.co.uk/2014/10/this-poodle-bites-exploiting-ssl-30.html
http://www.hit.bme.hu/%7Ebuttyan/courses/EIT-SEC/abib/04-TLS/BEAST.pdf
http://www.hit.bme.hu/%7Ebuttyan/courses/EIT-SEC/abib/04-TLS/BEAST.pdf
https://csrc.nist.gov/CSRC/media/Publications/sp/800-52/rev-2/draft/documents/sp800-52r2-draft2.pdf
https://csrc.nist.gov/CSRC/media/Publications/sp/800-52/rev-2/draft/documents/sp800-52r2-draft2.pdf
https://www.ipa.go.jp/security/vuln/ssl_crypt_config.html
https://ja.pcisecuritystandards.org/document_library
https://ja.pcisecuritystandards.org/document_library
https://developer.android.com/about/dashboards/index.html
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28

29

30

5.5 Handling privacy data

https://datatracker.ietf.org/doc/rfc8446/
https://developer.android.com/preview/features#tls-1.3
https://developer.android.com/preview/behavior-changes-all#sha2-cbc-cipher-suites
https://developer.android.com/preview/behavior-changes-all#sha2-cbc-cipher-suites
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5.5.1 Sample Code

31

http://www.kddi-research.jp/newsrelease/2013/090401.html
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5.5.1.1 Both broad consent and specific consent are granted: Applications that incorporate appli-
cation privacy policy
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package org.jssec.android.privacypolicy

import java.io.IOException
import org.json.JSONException
import org.json.JSONObject
import org.jssec.android.privacypolicy.ConfirmFragment.DialogListener

import com.google.android.gms.common.ConnectionResult
import com.google.android.gms.common.GoogleApiAvailability
import com.google.android.gms.location.FusedLocationProviderClient
import com.google.android.gms.location.LocationServices
import com.google.android.gms.tasks.OnSuccessListener

import android.Manifest
import android.location.Location
import android.os.AsyncTask
import android.os.Build
import android.os.Bundle
import android.content.Intent
import android.content.SharedPreferences
import android.content.pm.PackageInfo
import android.content.pm.PackageManager
import android.content.pm.PackageManager.NameNotFoundException
import androidx.core.app.ActivityCompat
import androidx.fragment.app.FragmentActivity
import androidx.fragment.app.FragmentManager
import androidx.core.content.ContextCompat
import android.text.Editable
import android.text.TextWatcher
import android.view.Menu
import android.view.MenuItem
import android.view.View
import android.widget.TextView
import android.widget.Toast

public class MainActivity extends implements
private static final
private static final
private static final
private static final

private static final
private static final
private static final

private static final

private static final

private static final

private static final int

private
private
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private final int
private final int

private static final int

private new

@Override
public void

int int int

@Override
public void

int int int
boolean

@Override
public void

@Override
protected void

super

this

if

int
this

if

this
new

@Override
public void int

int
switch

case
if

new
false



Secure Coding Guide Documentation Release 2022-01-17

int

this
if

else

@Override
protected void

super

int

if

this

public void

int

if

this

else
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public void int
if

→˓

else if

this new
@Override
public void

if null

this

new

else

this

public void int
if
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else if

private int
int

this
try

this

catch

return

@Override
public boolean

return true

@Override
public boolean

switch
case

new
this

return true
case

new
return true

case

→˓

this
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return true

return false

private class GetDataAsyncTask extends
private

@Override
protected

null
if null

try

catch

return

@Override
protected void final

null

this

private class SendDataAsyncTack extends
private

@Override
protected

null
null

false
try

new

if null

if null
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true
catch

catch

return

@Override
protected void

this

package org.jssec.android.privacypolicy

import android.app.Activity
import android.app.AlertDialog
import android.app.Dialog
import android.content.Context
import android.content.DialogInterface
import android.content.Intent
import android.os.Bundle
import androidx.fragment.app.DialogFragment
import android.view.LayoutInflater
import android.view.View
import android.view.View.OnClickListener
import android.widget.TextView

public class ConfirmFragment extends

private null

public static interface DialogListener
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public void int

public void int

public static int int int
new

new

return

@Override
public

final int
final int
final int

null

new
@Override
public void

new

new

new
public void int

if null

new
public void int

if null
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import android.text.TextWatcher
import android.view.Menu
import android.view.MenuItem
import android.view.View
import android.widget.TextView
import android.widget.Toast

public class MainActivity extends implements
private final
private final
private final
private final

private final
private final
private final

private final

private final

private

private

private final int

private final int

private new

@Override
public void

int int int

@Override
public void

int int int
boolean

@Override
public void

@Override
protected void

super

new
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false

@Override
protected void

super

int

if

this

public void

this

new

public void int
if

public void int
if
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private int
int

this
try

this

catch

return

@Override
public boolean

return true

@Override
public boolean

switch
case

new
this

return true
case

new
return true

case

this

return true
return false
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private class GetDataAsyncTask extends
private

@Override
protected

null
if null

try

catch

return

@Override
protected void final

null

this

private class SendDataAsyncTack extends
private

@Override
protected

null
null

false
try

new

if null

if null

true
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catch

catch

return

@Override
protected void

this

package org.jssec.android.privacypolicynopreconfirm

import android.app.Activity
import android.app.AlertDialog
import android.app.Dialog
import android.content.Context
import android.content.DialogInterface
import android.content.Intent
import android.os.Bundle
import androidx.fragment.app.DialogFragment
import android.view.LayoutInflater
import android.view.View
import android.view.View.OnClickListener
import android.widget.TextView

public class ConfirmFragment extends

private null

public static interface DialogListener
public void int

public void int
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@Override
public void

super
if instanceof

throw new

public void

package org.jssec.android.privacypolicynopreconfirm

import org.jssec.android.privacypolicynopreconfirm.R

import android.app.Activity
import android.os.Bundle
import android.webkit.WebSettings
import android.webkit.WebView

public class WebViewAssetsActivity extends

private final

@Override
public void

super

false
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new
this

return true
case

new
return true

case

this

return true

return false

private class GetDataAsyncTask extends
private

@Override
protected

null
if null

try

catch

return

@Override
protected void final

null

this
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private class sendDataAsyncTack extends
private

@Override
protected

null

false
try

new

if null

true
catch

catch

return

@Override
protected void

this

package org.jssec.android.privacypolicynocomprehensive

import org.jssec.android.privacypolicynocomprehensive.R
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import android.app.Activity
import android.os.Bundle
import android.webkit.WebSettings
import android.webkit.WebView

public class WebViewAssetsActivity extends

private static final

@Override
public void

super

false

5.5.1.4 Applications that do not incorporate an application privacy policy

package org.jssec.android.privacypolicynoinfosent

import com.google.android.gms.common.ConnectionResult
import com.google.android.gms.common.GoogleApiAvailability
import com.google.android.gms.location.FusedLocationProviderClient
import com.google.android.gms.location.LocationServices
import com.google.android.gms.tasks.OnSuccessListener
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@Override
public boolean

return true

public void

this new
@Override
public void

if null

new
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5.5.2 Rule Book

5.5.2.1 Restrict transmissions of user data to the minimum necessary (Required)

5.5.2.2 On first launch (or application update), obtain broad consent to transmit user data that
requires particularly delicate handling or that may be difficult for users to change (Required)

protected void
super

if
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this

5.5.2.3 Obtain specific consent before transmitting user data that requires particularly delicate
handling (Required)



Secure Coding Guide Documentation Release 2022-01-17

public void

this

5.5.2.4 Provide methods by which the user can review the application privacy policy (Required)

@Override
public boolean

switch
case
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new
this

return true

5.5.2.5 Use UUIDs or cookies for identifiers linked with user data (Do not use device-specific iden-
tifiers) (Required)

@Override
protected

null



Secure Coding Guide Documentation Release 2022-01-17

if null

try

catch

return

5.5.2.6 Place a summary version of the application privacy policy in the assets folder (Recom-
mended)

5.5.2.7 Provide methods by which transmitted data can be deleted and transmitting data can be
stopped by user operations (Recommended)

@Override
public boolean

switch

case

new
return true

5.5.2.8 If you will only be using user data within the device, notify the user that data will not be
transmitted externally. (Recommended)



https://www.jssec.org/event/20140206/03-1_app_policy.pdf
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5.5.3.2 Glossary of Terms

5.5.3.3 Version-dependent differences in handling of Android IDs

https://www.jssec.org/event/20140206/03-1_app_policy.pdf
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5.5.3.4 Restriction on obtaining non-resettable device identifiers on Android 10

5.5.3.5 Data Access Auditing
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public class SharePhotoLocationActivity extends
private

@Override
public void @Nullable

@Nullable

new
private void

→˓

@Override
public void @NonNull

new

@Override
public void @NonNull

new

@Override
public void @NonNull

if null



https://support.google.com/googleplay/android-developer/answer/9799150?hl=en
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→˓

boolean
→˓

boolean

5.5.3.8 SameSite Cookie on WebView

33

5.6 Using Cryptography
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5.6.1 Sample Code

5.6.1.1 Encrypting and Decrypting With Password-based Keys
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package org.jssec.android.cryptsymmetricpasswordbasedkey

import java.security.InvalidAlgorithmParameterException
import java.security.InvalidKeyException
import java.security.NoSuchAlgorithmException
import java.security.SecureRandom
import java.security.spec.InvalidKeySpecException
import java.util.Arrays

import javax.crypto.BadPaddingException
import javax.crypto.Cipher
import javax.crypto.IllegalBlockSizeException
import javax.crypto.NoSuchPaddingException
import javax.crypto.SecretKey
import javax.crypto.SecretKeyFactory
import javax.crypto.spec.IvParameterSpec
import javax.crypto.spec.PBEKeySpec

public final class AesCryptoPBEKey

private static final

private static final
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catch
catch
finally

return

public final byte final byte final char
byte null

try

new

catch
catch
catch
catch
catch
catch
finally

return

private static final final char
final byte

null
null

try

new
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catch
catch
finally

return

5.6.1.2 Encrypting and Decrypting With Public Keys

package org.jssec.android.cryptasymmetrickey

import java.security.InvalidKeyException
import java.security.KeyFactory
import java.security.NoSuchAlgorithmException
import java.security.PrivateKey
import java.security.PublicKey
import java.security.interfaces.RSAPublicKey
import java.security.spec.InvalidKeySpecException
import java.security.spec.PKCS8EncodedKeySpec
import java.security.spec.X509EncodedKeySpec

import javax.crypto.BadPaddingException
import javax.crypto.Cipher
import javax.crypto.IllegalBlockSizeException
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finally

return

5.6.1.3 Encrypting and Decrypting Using Pre Shared Keys

package org.jssec.android.cryptsymmetricpresharedkey

import java.security.InvalidAlgorithmParameterException
import java.security.InvalidKeyException
import java.security.NoSuchAlgorithmException

import javax.crypto.BadPaddingException
import javax.crypto.Cipher
import javax.crypto.IllegalBlockSizeException
import javax.crypto.NoSuchPaddingException
import javax.crypto.SecretKey
import javax.crypto.spec.IvParameterSpec
import javax.crypto.spec.SecretKeySpec

public final class AesCryptoPreSharedKey
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private static final

private static final

public static final int

private static final int

private byte null

public byte
return

final byte

public final byte final byte final byte
byte null

try

if null

catch
catch
catch
catch
catch
finally

return

public final byte final byte final byte
byte null

try
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package org.jssec.android.signsymmetricpasswordbasedkey

import java.security.InvalidKeyException
import java.security.NoSuchAlgorithmException
import java.security.SecureRandom
import java.security.spec.InvalidKeySpecException
import java.util.Arrays

import javax.crypto.Mac
import javax.crypto.SecretKey
import javax.crypto.SecretKeyFactory
import javax.crypto.spec.PBEKeySpec

public final class HmacPBEKey

private static final

private static final

public static final int

private static final int

private static final int

private byte null

public byte
return
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final byte

private void
new byte

new

public final byte final byte final char
return

private final byte final byte final char
byte null

try

catch
catch
finally

return

public final boolean final byte
final byte final char

byte

if
return true

return false

private static final final char
final byte

null
null

try
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new

catch
catch
finally

return

5.6.1.5 Using Public Keys to Detect Data Falsification
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package org.jssec.android.signasymmetrickey

import java.security.InvalidKeyException
import java.security.KeyFactory
import java.security.NoSuchAlgorithmException
import java.security.PrivateKey
import java.security.PublicKey
import java.security.Signature
import java.security.SignatureException
import java.security.interfaces.RSAPublicKey
import java.security.spec.InvalidKeySpecException
import java.security.spec.PKCS8EncodedKeySpec
import java.security.spec.X509EncodedKeySpec

public final class RsaSignAsymmetricKey

private static final

private static final

private static final int

public final byte final byte final byte

byte null

try
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catch
catch
catch
finally

return

public final boolean final byte
final byte final byte

boolean false

try

catch
catch
catch
finally

return

private static final final byte
null

null

try

new
catch
catch
catch
finally

if instanceof
int
if

null

return
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private static final final byte
null
null

try

new
catch
catch
catch
finally

return

5.6.1.6 Using Pre Shared Keys to Detect Data Falsification

package org.jssec.android.signsymmetricpresharedkey

import java.security.InvalidKeyException
import java.security.NoSuchAlgorithmException
import java.util.Arrays

import javax.crypto.Mac
import javax.crypto.SecretKey
import javax.crypto.spec.SecretKeySpec

public final class HmacPreSharedKey
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private static final

private static final

private static final int

public final byte final byte final byte
return

public final byte final byte final byte
byte null

try

if null

catch
catch
finally

return

public final boolean final byte
final byte final byte

byte

if null
return true

return false

private static final final byte
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null

try

if

new

catch
finally

return

5.6.2 Rule Book

5.6.2.1 When Specifying an Encryption Algorithm, Explicitly Specify the Encryption Mode and the
Padding (Required)

5.6.2.2 Use Strong Algorithms (Specifically, Algorithms that Meet the Relevant Criteria) (Required)
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-131Ar2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-131Ar2.pdf
https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-program/documents/fips140-2/fips1402ig.pdf
https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-program/documents/fips140-2/fips1402ig.pdf
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37

38

5.6.2.3 When Using Password-based Encryption, Do Not Store Passwords on Device (Required)

http://www.ecrypt.eu.org/ecrypt2/documents/D.SPA.20.pdf
https://www.cryptrec.go.jp/list.html
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5.6.2.4 When Generating Keys from Passwords, Use Salt (Required)

public final byte final byte final char
byte null

try

5.6.2.5 When Generating Key from Password, Specify Appropriate Hash Iteration Count (Required)

private static final final char
final byte

null
null

new





https://webpages.uncc.edu/yonwang/papers/lilesorics.pdf
https://android-developers.googleblog.com/2016/06/security-crypto-provider-deprecated-in.html
https://android-developers.googleblog.com/2016/06/security-crypto-provider-deprecated-in.html
https://android-developers.googleblog.com/2018/03/cryptography-changes-in-android-p.html
https://android-developers.googleblog.com/2018/03/cryptography-changes-in-android-p.html
https://developer.android.com/reference/java/security/SecureRandom
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import java.security.SecureRandom

new
byte new byte

Random number seeds

The internal state of a pseudorandom number generator
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5.6.3.3 Measures to Protect against Vulnerabilities in Random-Number Generators



https://android-developers.blogspot.jp/2013/08/some-securerandom-thoughts.html
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Keys stored in a user’s memory

Keys stored in application directories

Keys stored in APK Files
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Keys stored in public storage locations (such as SD cards)

Handling of keys within process memory

5.6.3.5 Addressing Vulnerabilities with Security Provider from Google Play Services

import com.google.android.gms.common.GooglePlayServicesUtil
import com.google.android.gms.security.ProviderInstaller

public class MainActivity extends
implements
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@Override
protected void

super

this this

@Override
public void

@Override
public void int

this

5.6.3.6 Conscrypt Module

43

→˓
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5.7.1.1 Authentication Linked with Key

44

package org.jssec.android.biometricprompt.cipher

import androidx.appcompat.app.AlertDialog
import androidx.biometric.BiometricPrompt

import android.app.KeyguardManager
import android.content.Context

https://developer.android.com/reference/androidx/biometric/package-summary
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import android.content.pm.PackageManager
import android.icu.text.SimpleDateFormat
import android.os.Build
import android.os.Bundle
import android.util.Base64
import android.view.View
import android.widget.Button
import android.widget.TextView
import androidx.appcompat.app.AppCompatActivity
import java.util.Date
import javax.crypto.BadPaddingException
import javax.crypto.Cipher
import javax.crypto.IllegalBlockSizeException

public class MainActivity extends
private
private static final

@Override
protected void

super

if this

new this

null

return

new
@Override
public void int

@Override
public void

try

byte

catch
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@Override
public void

new this

new
@Override
public void

if
null

private
return

private void boolean

private void byte

if null

else

private
long

new
new

return

private void int

null

private void
false
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package org.jssec.android.biometricprompt.cipher

import android.app.KeyguardManager
import android.content.Context
import android.content.DialogInterface
import android.os.CancellationSignal
import android.os.Handler
import android.security.keystore.KeyGenParameterSpec
import android.security.keystore.KeyInfo
import android.security.keystore.KeyPermanentlyInvalidatedException
import android.security.keystore.KeyProperties

import androidx.biometric.BiometricPrompt
import androidx.fragment.app.FragmentActivity

import java.io.IOException
import java.security.InvalidAlgorithmParameterException
import java.security.InvalidKeyException
import java.security.KeyStore
import java.security.KeyStoreException
import java.security.NoSuchAlgorithmException
import java.security.NoSuchProviderException
import java.security.UnrecoverableKeyException
import java.security.cert.CertificateException
import java.security.spec.InvalidKeySpecException
import java.util.concurrent.Executor

import javax.crypto.Cipher
import javax.crypto.KeyGenerator
import javax.crypto.NoSuchPaddingException
import javax.crypto.SecretKey
import javax.crypto.SecretKeyFactory

public class BiometricAuthentication
private static final

private static final
private static final
private
private
private
private
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return false

new

return true

private void
try

catch

throw new

null

private boolean
try

null
if

new

true

return true
catch

return false
catch

throw new

private boolean
try
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@Override
public void int

@Override
public void

@Override
public void

if

return true

return false

private
long

new
new

return

private void int

null
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package org.jssec.android.biometricprompt.nocipher

import android.content.Context
import android.content.DialogInterface
import android.hardware.biometrics.BiometricPrompt
import android.os.CancellationSignal

public class BiometricAuthentication
private static final

private
private
private

private
new
@Override
public void int

if null
if

public

new

public boolean
final

new

new
@Override
public void int

if null

@Override
public void int
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if null

@Override
public void

if null

@Override
public void

if null

return true

public boolean
return null

private void
null

<manifest
>

<uses-permission />

<application

>
<activity >
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<intent-filter>
<action />

<category />
</intent-filter>

</activity>
</application>

</manifest>

5.7.2 Rule Book

5.7.2.1 When creating (registering) keys, use an encryption algorithm that is not vulnerable (meets
standards). (Required)

5.7.2.2 Restrict encrypted data to items that can be restored (replaced) by methods other than
biometric authentication. (Required)
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Enhancement of data access in BiometricPrompt

new

→˓

Deprecated methods
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6.1.1.1 Delete copy/cut from the menu when character string selection



Secure Coding Guide Documentation Release 2022-01-17

package org.jssec.android.clipboard.leakage

import android.app.Activity
import android.os.Bundle
import androidx.core.app.NavUtils
import android.view.ActionMode
import android.view.Menu
import android.view.MenuItem
import android.widget.EditText

public class UncopyableActivity extends
private
private

@Override
public void

super

private new
public boolean

return false

public void

public boolean
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6.1.3.2 Operating Information Stored in Clipboard

1

package org.jssec.android.clipboard

import android.app.Service
import android.content.ClipData
import android.content.ClipboardManager
import android.content.ClipboardManager.OnPrimaryClipChangedListener
import android.content.Context
import android.content.Intent
import android.os.IBinder
import android.util.Log
import android.widget.Toast

public class ClipboardListeningService extends
private static final
private

https://developer.android.com/about/versions/10/privacy/changes
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