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This guidebook is a collection of tips concerning the know - how of secure designs and secure coding
for Android app lication developers. Our intent is to have as many Android app lication developers as
possible take advantage of this, and for that reason we are making it public

In recent years, the smartphone market has withessed a rapid expansion, and its momentum seems

unstoppable. Its accelerated growth is brought on due to the diverse range of applications. An
unspecified large number of key functions of m obile phones that were once not accessible due to
security restrictions on conventional mobile phones have been made open to smartphone

applications. Subsequently, the availability of varied applications that w ere once closed to

conventional mobile phones  is what makes smartphones  more attractive.

With great power that comes from smartphone applications comes great responsibility from their
developers. The default security restrictions on conventional mobile phones had made it possible to
maintain a relative level of security even for applications that were developed without security
awareness . As it has been aforementioned with regard to smartphones, since the key advantage ofa
smartphone is that they are open to app lication developers, if the developers design or code their
applications without the knowledge of security issues then this could lead to  risks of users ' personal
information leakage or exploitation by = malware causing financial damage such as from illicit calls to
premium - rate numbers.

Due to Android being a very open model allowing access to many functions on the smartphone, it is

believed that Android a pplication developers need to take more care about security issue s than iOS
application developers . In addition, responsibility fora pplication security is almost solely left to the
application developers. For example, application s can be released to the public without any
screening from a marketplace such as Google Play (former Android Market) , though this is not
possible for iOS applications

In conjunction with the rapid growth of the smartphone market, there has been a sudden influx of
software engineers from different areas in the smartphone application development market. As a
result, there is an urgent call for the sharing knowledge of  secure design and consolidation of secure
coding know - how for specific security issues related to mobile applications.

Due to these circumstances , Japan's Smartphone Security Association (JSSEC) has launched the
Secure Coding Group, and by collecting the know - how of secure design as well as secure coding of
Android applications, it has decided to make all of the information public  with this guidebook. Itis
our intention to raise the security level of many of the Android applications that are released in the
market by having many Android app  lication developers become acquainted with the know - how of
secure design and coding. As a result, we believe we will be contributing to the creation of a more
reliable and safe smartphone society.

All rights Building a Secure Smartphone Society 11
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I 1.2. Timely Feedback on a Regular Basis Through the Beta Version

We, the JSSEC Secure Coding Group, will do our best to keep the content contained in the Guidebook

as accurate as possible, but we cannot make any guarantees. We believe it is our priority to publicize

and share the know - how in a timely fashion. Equally, we will upload and publicize what we consider

to be the latest and most accurate correct information at that partic ular juncture, and will update it
with more accurate information once we receive any feedback or corrections. In oth er words, we are
taking the beta version approach on a regular basis. We think this approach would be meaningful for

many of the Android app lication developers who are planning on using the Guidebook.

The latest version of the Guidebook and sample codes can be obtained from the URL below.
. http://www.jssec.org/dl/android_secur ecoding_en.pdf Guidebook (English)
http://www.jssec.org/dl/android _securecoding_en.zip Sample Codes (English)

The latest Japanese version can be obtained from the URL below.

http://www.jssec.org/dl/android _securecoding.pdf Guidebook (Japanese)
http://www.jssec.org/dl/android_securecoding.zip Sample Codes (Japanese)
12 Timely Feedback on a Regular Basis Through the

Beta Version
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I 1.3. Usage Agreement of the Guidebook

We need your consent for the following two precautionary statements when using the Guidebook.

1. The information contained in the Guidebook may be inaccurate. Please use the information
written here by your own d iscretion.
2. In case of finding any mistakes contained in the Guidebook, please send us an e - mail to the

address listed below. However, we  cannot guarantee a reply or any revisions thereof.

Japan Smartphone Security Association
Secure Coding Group Inquiry

E- mail : jssec- securecoding - ga@googlegroups.com
Subject: [Comment] Android Secure Coding Guide book 201 60201EN
Content: Name (optional) , Affiliation (optional) , E- mail (optional) , Comment (required) and

Other matters (optional)

All rights Usage Agreement of the Guidebook 13
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I 1.4. Correction articles of June 1 201 5 edition

This section provides a list of corrections and modifications for the previous edition from the
viewpoint of security, as a result of further studies.

In correcting artic

who read the former editions of this guidebook.
Especially, taking in readers' opinions is considered as a key factor in making the document highly

practical.

We recommend, for

les, we adopted the outcomes of our studies and the valuable opinions of those

those who use a previous edition of the document as a reference, taking a look at

the list below. Note that the list does not include the following kinds of changes and error

corrections: fixes of typos, new articles added in this edition, organizational

improvements in expression.

changes, and

Any comments, opinions or suggestions on this guidebook are greatly appreciated.

Correction articles list

Correction points of June 1,
201 5 edition

Correction articles of

this ed ition

Correction argument

4.1.3.6 Protecting
against Fragment
Injection in

PreferenceActivity

Added

measures to ExportedPreferenceActivity

cautions and preventative
to address an attack method known as

Fragment Injection.

4.1. Creating/Using Activities
4.2. Receiving/Sending

4.1 Creating/ Using
Activit ies

4.2 Receiving /Send ing

In  conjunction with the fact that

information on background applications

can no longer be obtained in Android

App Shortcut on the

Home Screen

Broadcasts Broadcast s 5.0, reconsidered methods for
4.4. Creating/Using Services 4.4 Creating/Using implementing partner - restricted
Service s Activity, Receiver, and Service.
4.2.3.6 Itemsto Keepin
Mind When Placing an Added precautions relevant to the

placement of shortcuts on home screens

4.8. Outputting Log to LogCat

4.8 Output ting Log to
LogCat

Removed the discussion of
project.properties, which is no longer

necessary in Android Studio.

4.9.3.3 Specifying a
Sender Origin When
Using Web Messaging

Added a discussion of the proper
handling of WebMessage, added in

Android 6.0 .

5.2. Permission and

5.2 Permission and

Added a discussion of the Permission

14
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Protection Level

Protection Level

mechanism that was modified in

Android 6.0.

5.4. Communicating via
HTTPS

5.4 Communicat ing via
HTTPS

Added a statement to the effect that
Apache-style APIs are no longer

supported in Android 6.0.

5.5.1.1. Both broad consent
and specific consent are
granted: Applications that
incorporate

application privacy policy

5.5.1.1 Both broad
consent and specific
consent are granted:
Applications that
incorporate application

privacy policy

Updated the source code to reflect the

fact that, based on individual
agreements, it is not necessary to obtain
separate approval for each individual

transmission when sending information.

All rights
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2. Composition of t he Guidebook

I 2.1. Developer 's Context
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Many guidebooks that have been written on secure coding include warnings about harmful coding
practices and their suggested revisions. Although this approach can be useful at the time of
reviewing the source code that has already been coded, it can be confusing for developers that are
about to start coding, as they do not know which article to refer to.

The Guidebook has focused on the developer 's context of "What is a developer trying to do at this
mo ment?" Equally, we have taken steps to prepare articles that are aligned with the developer
context. For example, we have divided articles into project units by presuming that a developer will

be involved in operations such as [Creating/Using Activities] , [Using SQLite], etc.

We believe that by publishing articles that support the developer 's context, developers will be able to
easily locate necessary articles that will be instantly useful in their projects.

16 Developer's Context
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I 2.2. Sample Code, Rule Book, Advanced Topics

Each article is comprised of three sections: Sample Code, Rule Book, and Advanced Topics. If you are

in a hurry, please look up the Sample Code and Rule Book sections. The content is provided in a way
where it can be reused to a certain degree. For those who ha ve issues that go beyond these, please
refer the Advanced Topics section. We have given descriptions that will be helpful in finding solutions

for individual cases.

Unless it is specifically noted, our focus of development will be targeted to platforms co ncerning
Android 4.0.3 (API Level 15) and later. Since we have not verified the operational capability of any
versions pertaining to Android versions under 4.0 .3 (API Level 15), the measures described may
prove ineffective on these older systems. In additi on, even for versions that are covered under the
scope of focus, it is important to verify their operational capability by testing them on your own
environment before releasing them publically.

2.2.1. Sample Code

Sample code that serves as the basic model withi n the developer 's context and functions as the
theme of an article is published in the Sample Code section. If there are multiple patterns, we have
provided source code for the different patterns and classified them accordingly. We have strived to

make our commentaries as simple as possible. For example, when we want to direct the reader
attention to a security issue that requires attention, a bullet - point number will appear next to "Point"
in the article. We will also comment on the sample code that corr esponds to the bullet - point number
by writing "*** Point (Number) *** " Please note that a single point may correspond to multiple

S

pieces of sample code. There are sections throughout the entire source code, albeit very little
compared to the entire code, which requires our attention for security. In order to be able to survey
the sections that call for scrutiny, we try to post the entire class unit of sample code.

Please note that only a portion of sample code is posted in the Guidebook. A compressed file , which
contains the entire sample code, is made public in the URL listed below. It is made public by the

Apache License, Version 2.0; therefore, please feel free to copy and paste it. Please note that we have
minimized the code for error processing in the sample code to prevent it from becoming too long.

http://www.jssec.org/dl/android_securecoding_en.zip Sample Codes Archive

The projects/keystore file that is attached in the sample code is the keystore file that contains the
developer key for the signature of the APK. The password is "android. " Please use it when singing the
APK in the In - house sample code.

We have provided t he keystore file, debug.keystore, for debugging purposes. When using Android
Studio for development, it is convenient for verifying the operational capability of the In - house
sample code if the k eystore is set for each project . In addition, for sample code  that is comprised of
multiple APKs, it is necessary to match the android:debuggable setting contained inside each
AndroidManifest.xml in order to verify the cooperation between each APK. If the android:debuggable

All rights Sample Code, Rule Book, Advanced Topics 17
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setting is not explicit set when installin g the APK from Android Studio , it will automatically become
android:debuggable=  "true."
For embedding the sample code as well as keystore file into Android Studio , pleasereferto "2.5 Steps

to Install Sample Codes into  Android Studio "

2.2.2. Rule Book

Rules and matters that need to be considered regarding security within the developer 's context will
be published in the Rule Book section. Rules to be handled in that section will be listed in a table

format at the beginning and will be divided into two levels: "Required " and "Recommended. " The
rules will consist of tw 0 types of affirmative and negative statements. For example, an affirmative
statement that expresses that a rule is required will say "Required. " An affirmative statement that
expresses a recommendation will say "Recommended. " For a negative statement that  expresses the
requisite nature of the rule would say, "Definitely not do. " For a negative sentence that expresses a
recommendation would say, "Not recommended. " Since these differentiations of levels are based on

the subjective viewpoint of the author, it should only be used as a point of reference.

Sample code that is posted in the Sample Code section reflect these rules and matters that need to be
considered, and a detailed explanation on them is available in the Rule Book section. Furthermore,
rules an d matters that need to be considered that are not dealt with in the Sample Code section are
handled in the Rule Book section.

2.2.3. Advanced Topics

Items that require our attention, but that could not be covered in the Sample Code and Rule Book
sections within  the developer 's context will be published in the Advanced Topics section. The
Advanced Topics section can be utilized to explore ways to solve separate issues that could not be

solved in the Sample Code or Rule Book sections. For example, subject matters t hat contain personal
opinions as well as topics on the limitations of Android OS in relation the developer 's context will be
covered in the Advanced Topics section.

Developers are always busy. Many developers are expected to have basic knowledge of securi  ty and
produce many Android applications as quickly as possible in a somewhat safe manner rather than to
really understand the deep security matters. However, there are certain applications out there that

require a high level of security design and impleme ntation from the beginning. For developers of
such applications, it is necessary for them to have a deep understanding concerning the security of

Android OS.

In order to benefit both developers who emphasize development speed and also those who
emphasize security, all articles of the Guidebook are divided into the three sections of Sample Code,

Rule Book, and Advanced Topics. The aim of the Sample Code and Rule Book sections is to provide
generalizations about security that anyone can benefit from and source code that will work with a
minimal amount of customization and hopefully by just copying and pasting. In the Advanced Topics

section, we offer materials tha t will help developers think in a certain way when they are facing
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specific problems. It is the aim of the Advanced Topics section to help developers examine optimal
secure design and coding when they are involved in building individual applications
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I 2.3. The Scope of the Guidebook

The purpose of the Guidebook is to collect security best practices that are necessary for general
Android application developers. Consequently, our scope is focused mainly on security tips (The
"Application Security " section in figur e below) for the development of Android applications that are
distributed primarily in a public market.

APPLICATIONS

Application
Contacts Phone Browser S H
ecurity
APPLICATION FRAMEWORK N
Activiy Manger i Provaers
Paciage Manager i i Manige oo
LIBRARIES ANDROID RUNTIME
Surface Manager Media SQLite Core Libraries
Framework DevIce
TRV >
OpenGL | ES FreeType WebKit Machine S .
ecurity
libc
LINUX KERNEL
D
Keypad Driver WiFi Driver lﬁ'l:\?elt:s Marf;)gvgnrent
J
Figure 2.3-1
Security regarding the implementation of components in the Device Security of the above figure is

outside the scope of this guidebook. There are differences in the viewpoint of security between

general applications that are installed by users and pre - installed applications by device
s not deal with the latter. In the

current version, tips only on the implementation by Java are posted, but in future versions, we plan

on posting tips on JNI implementations as well.

manufacturers. The Guidebook only handles the former and doe

Also as of now we do not handle threats that results from an attacker o btaining root privileges. We
will assume the premise of a secure Android device in which it is not possible to obtain root privileges

and base our security advice on utilizing the Android OS security model. For handling of assets and
threats, we have provi ded a detailed description on "3.1.3 Asset Classification and Protective

Counter measures."
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I 2.4. Literature on Android Secure Coding

Since we are not able to discuss all of Android 's secure coding in the Guidebook, we recommend that
you read the literature mentioned below in conjunction with the Guidebook.

. Android Security: Anzenna  Applica tion Wo Sakusei Surutameni  (Secured Programming in
Android)

Author: Taosoftware Co., Ltd. ISBN: 978 -4-8443 -3134 -6
http://www.amazon.co.jp/dp/4844331345/
, The CERT Oracle Secure Coding Standard for Java

Authors: Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
http://www.amazon.com/dp/0321803957
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I 2.5. Steps to Install Sample Codes into  Android Studio

This section explains how to install sample code into Android Studio . Sample code is divided into
multiple projects depending on the purpose. Install ing the sample code is described in, "2.5.1
Installing the Sample Project ." After the installation is complete  d, please refer to "2.5.2 Setup the
debug.keystore " and install the debug.keystore file into Android Studio . We have verified the
following steps in the following environment :

0s
0 Windows 7 Ultimate SP1
Android Studio
a 1.1.0
Android SDK
0 Android 5.0(API21)
O Sample projects can be built through Android 5.0 (API 21) unless otherwise stated

2.5.1. Installing the Sample Project

1. Download the sample code.
Acquire the sample code from the URL shown in "2.2.1 Sample Code "

2. Extract the sample code.
Right click on the sample  code that has been compressed in  to zip file, and click on  "Extract All"
as shown below .

Extract All...

Figure 25-1
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Designate where to deploy.
Create a workspace under the name "C:¥android_securecoding " by designating "C:¥" and
clicking on the "Extract" button.

Select a Destination and Extract Files

Files will be extracted to this folder:

Select a Destination and Extract Files

Files will be extracted to this folder
C,

Figure 25-2

After clicking on the "Extract" button, right underneath "C:¥" a folder called
"android_securecoding " will be created.

|l = X

Organize = Share with = Burn Mew folder == » [l @

e

50 Favorites B Mame B
BE Desktop | @droid_securecodiD
4 Downloads 1 . Perflogs -
=] Recent Plac . Program Files [

. Program Files (x86)

= Libraries ProgramData
@ Document: . Users -
o' Music v 4 i b

7 items

&

Figure 2.5-3

The sample codeis containedin the dandr oi d_ s e tfaldere ¢ar examplg, when you want
to refer to the sample code within "4.1.1.3 Creating/Using Partner Activit ies" of "4.1
Creating/ Using Activit ies" please look below.
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android_securecoding
Create Use Activity
Activity Partner Activity

In this way, the sample code project will be located under the chapter title in the
"android_securecoding " folder .

4. Designate workspace by starting up Android Studio
Launch Android Studio from the start menu or from a desktop icon.

Android

/X Studio

Powered by the Intelli) Platform

Figure 25-4

After launching , import project from the dialog that appears.

@ Welcome to Android Studio
L

Recent Projects Quick Start
@ Stact 3 new Androkd Studio project

f-lm Open an existing Android Studio project

& Import an Android code sample

Vis Chck cut project from Version Control

E Import project (Eclipse ADT, Gradie, etc.)

ANGIORE 0050 1.3 0 DUl 135 17490770 Chack Ko LpSates now.

Figure 25-5
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If you have already opened a  project, close the project window.

| £ Accountianager A

Edit View Navigate Code Analyze R

New Project...

New Module...

Import Project... -

Import Module... N

Import Sample...

New... Alt+Insert
3 Open...

Reopen Project

Close Project

%~ Setfings... Chrl+Alt+5S

[ Project Structure... Ctrl+Alt+5hift+5
Other Settings »
Import Settings...

Export Settings...

=l Sawve All Ctrl+S

¢ Synchronize Chrl+AlE+Y

Invalidate Caches [ Restart...

Figure 25-6

5. Start importing

Click "Import project (Eclipse ADT, Gradle, etc.)" from the dialog that is displayed.

droid Studic

% Welcome to Android Studio
va

Recent Projects Quick Start
Start @ new Android Studio project
]
Eh Open an existing Android Studio project
No Project Open Yet ]

E‘ii Import an Android code sample
Check out project from Version Control
Import project (Eclipse ADT, Gradle, etc.)

é Configure

rE. Docs and How-Taos

Android Studic 1.1.0 Build 135.1740770. Check for updates now.

Figure 2.5-7
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6. Select the project

Select the project

% Select Eclipse or Gradle Project to Import @

Select your Eclipse project folder, build.gradle or settings.gradle

AT X O & Hide path
| roprietary Account to Account ManagerAccountManager Authenticator
B

[ android_securecoding
[ Add Proprietary Account to Account Manager
[ AccountManager User
1 Common
[ Communicate by HTTPS
[ Create Password Input Screen
[ Create Use Activity
[ Create Use Content Provider
[ Create Use Service
[ Handling Files
[ Output Log to LogCat
[ Permission and Protection Level
[ Receive Send Broadcast
[ Risk of Information Leakage from Clipboard

| __ W LT

D'E; and drop a file into the space above to quickly locate it in the tree

m | Cancel | | Help |

Figure 25-8

7. Reload the project

When importing the project, a dialog box prompting to change Language level is displayed. So,
Click ovesa

% Language Level Changed M

E Language level changes will take effect on project reload.
Would you like to reload project "AccountManager Authenticator” now?

=

Figure 25-9
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8. Finish importing
Automatically the project is imported.

File Edit View Navigate Code Analyze Refactor Build Run Iools VCS Window Help

DHO ¢4 XOMQRA ¢ Wb &wh $E|CLER ?

Q|

[ AccountManager Authenticator

» (& Gradle Scripts

@ Captures

apei9 5 spafoig e 5

" Eventlog =] Gradle Conzole

g
8
2
v
&
*
2
z
S
a
-
[E Terminal = 0: Messages i G:Andraid B 1000
Gradle build finished in 85 443ms (a minute ago)
S

¢ Indexing... [a &

Figure 2.5-10
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Android Studio, unlike Ec lipse, will display a single project in a window . If you want to open and
import a different project, click "File - > Import Pro ject..." .

Iiﬁ Edit View MNavigate Code Analyze Re

New Project...
New Module...

Import Project...

Import Module... _
Import Sample...
New... Alt+Insert
3 Open...
Reopen Project r
Close Project
55 Settings... Ctrl+Alt+5S
[Z Project Structure... Ctrl+Alt+5hift+5
Other Settings »
Import Settings...
Export Settings...
&l Save All Ctrl+S
3 Synchronize Ctri+Alt+Y
Invalidate Caches / Restart...

Figure 2.5-11
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2.5.2. Setup the debug.keystore to run and test the Sample Code

A signature is needed in order to activate a sample - code - generated application onto an Android
device or emulator. Install the debugging key file "debug.keystore " that will be used for the signature
into Android Studio

1. Click on File - >Project Structure..

AccountManager r¥android_

Edit View Navigate Code Analyze Re
New Project...
New Module...

Import Project...

Import Module... s
Impert Sample...

Mew... Alt+Insert

Close Project

25 Settings... Ctri+Alt+5

Other Settings »
Import Settings...
Export Settings...

I=l Save All Ctrl+5

3 Synchronize Chri+Alt+Y
Invalidate Caches / Restart...

Figure 2.5-12

All rights Steps to Install Sample Codes into Android Studio 29



SECURITY

l“"’;ﬂ:mm Android Application Secure Design/Secure Coding Guidebook February 1st, 201 6 Edition

assocumion http://www.jssec.org/dl/android_securecoding _en.pdf
2. Add Signing
Select a project from Module list in left pane, selecting aSigning Otab, and then click o+ 6 button.
® Project Structure &J
e Properties Sigm’r\g‘ Flavors | Build Types | Dependencies
SDK Location + Name:l ‘
Project
Modules

oyt | |

Key Password ‘ ‘

Store File | |D

Stora Password ‘ ‘

o I

Figure 2.5-13
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3. Select "debug.keystore

Debug.keystore is contained in the sample code (underneath the android_securecoding folder)

%) Select Path

X5

AP EX O Hide path

Chandroid_securecoding'\debug.keystore |&

[ Create Password Input Screen
[ Create Use Activity

[ Create Use Content Provider

[ Create Use Service

[ Handling Files

[ Qutput Log to LogCat

[ Permission and Protection Level
7] Receive Send Broadcast

[ Risk of Information Leakage from Clipboard
[ Use Browsable Intent

[ Use Cryptography

[ Use Privacy Data

[ Use SQLite

[ Use WebView

=] .gitignore

debug.keystore
[ = Y .

Drag and drop 2 file into the space above to quickly locate it in the tree.

m Cancel | Help |

Figure 2.5-14

All rights

Steps to Install Sample Codes into Android Studio 31



SECURITY

““Iiﬁpfk"mm Android Application Secure Design/Secure Coding Guidebook February 1st, 201 6 Edition
assocamion  NEEP://www.jssec.org/dl/android_securecoding _en.pdf

4. Type Signing name

r
® Project Structure ﬂ
+ - Properties 579"7“9| F\avors‘ Build Types‘ Dependenc\es‘
SO Locaton EEC T -+ |neme: [debug |
Project Tl
Modules i

i Key Password | ‘

:: Store File ‘ C:¥android_securecoding¥debug.keystore | -

;| Store Password | ‘

“ Cancel | Apply ‘

Figure 2.5-15
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5. Set Signing Config

Select the Build Types tab, select signing name typed in  the previous step, and then click dOKa

r
# Project Structure E
+ — Propert\e5| Swgnmg‘ Flavors ~ Build TVDG‘—‘=| Dependencies
SDi¢ Loction + {name: [dzbug |
Project release i
Modules :

#|Ini Debuggable Eﬂ
Signing Config @n
Renderscript Debuggable ‘Lfalse} n
éé Renderscript Optim Level ‘ (3
éé Minify Enabled ‘Lr’alse} n

éé Pseudo Locales Enabled ‘ n

Proguard File | |D

E Application 1d Suffix ‘

“| version Name Suffix ‘ |

Zip Align Enabled ‘ (true)

m Cancel | Apply |

Figure 2.5-16
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6. Confirm build.gradle file

The path of debug.keystore file you selected is displayed in signingConfigs, signingConfig
appears in debug section of buildTypes.

- (3* build.gradle
- 1o | &app x

fapply plugin: “com.android.epplication”

é}android {

ger Auther B sizninglonfigs {
5] debug {
storeFile filel”C:fandroid_securecoding/debuz. kevstore™)
2] 1
ST
compi leSdk¥ersion 21
buildToolsVersion “21.1.2"
2 defaultConfiz {
applicat ionld “org. jssec.android.accountnanager.authent icator”
minddkYersion 1%
targetSdkWersion 21
versionbode 1
versionflane “1.07
=] 1
B buildTypes {
= release {
minifvErabled false
proguardFiles getDefaultProguardFilel” proguard-android.txt™), “proguard-rules.txt’
& 1
] debuz {
signinzConf iz gizgningConf izs.debug
] 1
oo
o

@dependencies {
: compile “com.android. support:support-v4:21.0.%37

&)

Figure 2.5-17
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3. Basic Knowledge of Secure Design and Secure Coding

Although the Guidebook is a collection of security advice concerning Android application
development, this chapter will deal with the basic knowledge on general secure design and secure
coding of Android smartphones and tablets. Since we will be referring to secure design and coding
concepts in the later chapters we recommend that you familiarize yourself with the content contained
in this chapter first.

l“"’;ﬁ":ﬁ"wm Android Application Secure Design/Secure Coding Guidebook February 1st, 201 6 Edition

I3.1. Android Application  Security

There is a commonly accepted way of thinking when examining security issues concerning systems
or applications. First, we need to have a grasp over the objects we want to protect. We will call these
assets. Next, we want to gain an understanding over the possible attacks that can take place on an

asset. We will call these t hreats. Finally, we will examine and implement measures to protect assets
from the various threats. We will call these countermeasures.

What we mean by countermeasures here is secure design and secure coding, and will deal with these
subjects after Chapte r 4. In this section, we will focus on explaining assets and threats

3.1.1. Asset: Object of Protection

There are two types of objects of protection within a system or an application: information and
functions. We will call these information assets and functio n assets. An information asset refers to
the type of information that can be referred to or changed only by people who have permission. It is

a type of information that cannot be referred to or changed by anyone who does not have the
permission. A function asset refers to a function that can be used only by people who have
permission and no one else.

Below, we will introduce types of information assets and functional assets that exist in Android
smartphones and tablets. We would like you to use the followi ng as a point of reference to deliberate
on matters with regard to assets when developing a system that utilizes Android applications or
Android smartphones/tablets. For the sake of simplicity, we will collectively call Android
smartphones/tablets as Andro  id smartphones.

3.1.1.1. Information Asset of an Android Smartphone

Table 3.1-1 and Table 3.1-2 represent examples of information contained on an Android
smartphone. Appropriate protection is necessary since this information is equivalent to personal
information, confidential information or information that belongs to both.
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Table 3.1-1 Examples of Information Managed by an Android Smartphone

Information Remarks

Phone number Telephone number of the smartphone itself

Call history Time and date of incoming and outgoing calls as well as phone numbers
IMEI Device ID of the smartphone

IMSI Subscriber ID

Sensor information

GPS, geomagnetic, rate of acceleration, etc.

Various setup

Wi- Fi setting value, etc.

information
Account information Various account information, authentication information, etc.
Media data Pictures, videos, music, record ing, etc...

Table 3.1-2 Examples of Information Managed by an Application
Information Remarks
Contacts Contacts of acquaintances

E- mail address

User's e- mail address

E- mail mail box

Content of incoming and outgoing e - mail, attachments, etc.

Web bookmarks

Bookmarks

Web browsing history

Browsing history

Calendar Plans, to- do list, events, etc.
Facebook SNS content, etc.
Twitter SNS content, etc.

The type of information seen in
Android smartphone itself or on an SD ¢
primarily managed by an application. In particular, the type of information seen in
in proportion to the number of applications installed

Table 3.1-1 is mainly the type of information that is stored on the
Table 3.1-2 is
Table 3.1-2 grows

ard. Similarly, the type of information seen in

on the device.

Table 3.1- 3 is the amount of information contained in one entry case of contacts. The information
here is not of the smartphone user 's, but of the smartphone user 's friends. In othe r words, we must

be aware that a smartphone not only contains information on the

Table 3.1 -3 Examples of Information Contained in One

user, but of other people too.

Contact Entry

Information

Content

Phone number

Home phone number, mobile phone number, FAX, MMS, etc.

E- mail address

Home e - mail, work e - mail, mobile phone e - mail, etc.

Photo Thumbnail image, large image, etc.

IM address AIM, MSN, Yahoo, Skype, QQ, Google Talk, ICQ, Jabber, Net meeting , etc.
Nicknames Acronyms, initials, maiden names, nick names, etc.

Address Country, postal code, region, area, town, street name, etc.

Group membership

Favorites, family, friends, coworkers, etc.

Website

Blogs, profile site, homepage, FTP server, home, office, etc.

Events

Birthdays, anniversaries, others, etc.
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Relation Spouse, children, father, mother, manager, assistants, domestic partner,
partners, etc.

SIP address Home, work, other, etc.

Until now, we have primarily focused on information about smartphone users, however, application
possesses other important information as well . Figure 3.1-1 displays a typical view of the
information inside an application divided into the program portion and data portion. The program
portion mainly consists of information about the application developer, and the data portion mostly

pertains to user information. Since there could be information that an application developer may not

want a user to have access to, it is important to provide protective countermeasures to prohibit a user

from referring to or making changes to such information

L .
Plcture Manager [Application Vendo]r s I nflorbhaéeros | nfor
Program / Data
/data/app/ com.sonydna.picturemanager.apk /data/data/ com.sonydna.picturemanager
AndroidManifest.xml cache
classes.dex Java Code (Binary) webviewCache Cache of WebView
resources.arsc Resources (e.g. Strings)
6 databases
assets label.db DB for Application
AppAbout _BundledDatal metadata.db
6 webview.db DB for WebView
res webviewCache.db DB for WebView Cache
0
drawable -hdpi files
broken_image.png Image Files MediaList1.dat Application Data Files
o}
|l ayout lib
about.xml Layout Information
0 shared_prefs Preference File
x ml com.sonydna.picturemanager_preferences.xml
setting.xml XML Files

Figure 3.1-1 Information Contained in an Application

When creating an Android application, it i s important to  employ appropriate protective
countermeasures for information that an application manages itself , such as shown in Figure 3.1-1.
However, itis equally important to have robust security measure in place for information contained in

the Android smartphone itself as well as for information that has been gained from other
applications such as shown in Table 3.1-1, Table 3.1-2, and Table 3.1-3.

3.1.1.2. Function Asset s of an Android Smartphone

Table 3.1- 4 shows examples of features that an Android OS provides to an application. When these
features are exploited by a malware, etc., damages in the form of unexpected charges or loss of

privacy may be incurred by a user. Therefore, appropriate protective counter - measures that are
equal the one extended to information asset should be set in place.
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Table 3.1 -4 Examples of Features an Android OS Provides to an Application

Function Function

Sending and receiv ing SMS messages Camera

Calling Volume

Network communication Reading the Contract List and Status of the

Mobile Phone

GPS SD card

Bluetooth communication Change system setup

NFC communication Reading Log Data

Internet communication (SIP) Obtaining Information of a Running Application
In addition to the functions that the Android OS provides to an application, the inter - application
communication components of Android applications are included as part of the function assets as

well. Android applications can allow other applications to utilize features by accessing their internal
components. We call this inter - application communication. This is a convenient feature, however,
there ha ve been instances where access to functions that should only be used inside a particular
application are mistakenly given to other applications due the lack of knowledge regarding secure
coding on the part of the developer. There are functions provided by the application that could be
exploited by malware that resides locally on the device. Therefore, it is necessary to have appropriate
protective countermeasures to only allow legitimate applications to access these functions

3.1.2. Threat s: Attacks that Threaten Assets

In the previous section, we talked about the assets of an Android smartphone. In this section, we will

explain about attacks that can threaten an asset. Put simply, a threat to an asset is when a third party

who should not have permission, accesses, changes, deletes or creates an information asset or
illicitly uses a function asset. The act of directly or indirectly attacking such assets is called a "threat. "
Furthermore, the malicious person or applications that commit these acts are referred to as the
source of the threats. Malicious attackers and malware are the sources of threats but are not the

threats themselves. The relationship between our definitions of assets, threats, threat sources,
vulnerabilities, and damage are shown below in Figure 3.1-2.
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Application

.o dA\Ssets Threat(Attack)

mpa Threat(Attackj

0

Vulnergbility Threat Source

Figure 3.1-2 Relation between Asset, Threat, Threat Source, Vulnerability, and Damage

Figure 3.1-3 shows a typical environment that an Android application behaves in. From now on, in
order to expand on the explanation concerning the type of threats an Android application faces by
using this figure as a base, we will first learn how to view this figure.

Figure 3.1-3 Typical Environment an Android Application Behaves in

The figure above depicts the smartphon e on the left and server on the right. The smartphone and
server communicate through the Internet over 3G/4G/Wi - Fi. Although multiple applications exist
within a smartphone, we are only showing a single application in the figure in order to explain the

threats clearly. Smartphone

- based applications mainly handle user i  nformation, but the

server - based web services collectively manage information of all of its users. Consequently, there is

no change the importance of server security as usual. We will not touch upon issues relating to server

security as it falls outside of

the scope of the Guidebook.

All rights
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