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Level17 LIGIEHE R LG --BFBEELEL
1=
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AERTE

(B&&E%EL) 4.6.3.5 Android 7.0(API | AR —O~ADT I EXIZET HiEHH
Level 24)(2HI1TH5E8 AL | APl Level 19(2EVWTERSIN=Z&EIZDNT
L—CDBEETALIMIAD | OfERETRHLEL
TOERICET AEHREREIC
2L\ T
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l 2.1. BISEILTERN

XA TIA—TAVTROHARXEESSWSa—T AT IEBBN SN KSICa—T 1T T REIEL
AR TEBEEINAZENZLDTTN., COLSLEERILT TIZO—T 1o SNz —Ra—RELE2—F5LE
B DORE. CNMBRARENI -T2 T LESEVSEEIZE EDREBEFALZLIL DM HYIZLIEL
SHEELRHYFET

COAARXETE ARESVERZELLIELTLSM ? ELVSRAFEEILTHFAMIFBL. AFEEITHR
[CEDLEUYODREERETEHHELOTVET, F-EA LT Activity 245 - FIFT % 14°ISQLite ZE51&
WSBAREBEMTOITHAIERRMIEISREETEABELTVET,

MEEIVTIAMNIEDOETREERARE TS LKLY FARBRDEGREEZER DT FHITTCRILD
FIRBHEZEZTVETS,
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l 2.2. HUFILa—R =L TvH . FRINVRE

FNEFNDEEEFYUTILA—L IL—ILTVI . FERURRD 3 DOEILaVTHEENTWET . BEEFDAH
(FHUTINaA—RELN—ILTvoETELLZIN, HAEERIATREG/N\I—VICELLAAZRARICLTHYET,
Yo TINa—kRoiavE—ITvoe avICRESHBWNRBERELDAIETR N\ AR EIELZES0, @5
BEOBRAEZERFATE-ODEEMHERHLTHYET,

BE.HUTINaA—FBIVRREORARITERNAEE R HAEURY Android 4.0.3(API Level 15)LIEERRICLT
LVET , Android 4.0.3(API Level 15)&YRTID/N—2a v 2B W TIXEMERERZLTEST . dERELTHEMN LY
BEEHYETOTITEESEN, T MHEHERND/N—230 THHTEH, AR R THEECHERD L.
CBEOEFEOLETIHALLZILY,

2.2.1. o7 )La—Fk

BT a—FEI2ar TR, EDREAT Y ETIREEFIVTIANMIE VW TERNLGEFARELD YT IL
O—FERBELTVET  BRONI—U DB IGEERFTDOREREETNTNDONG— DY T ILa—FEAE
LTWET . BERICBVTRERSZLATTEY, EXa )T EBRBIRERAUNERXHPTIRAUN: 75
BSAEHFESTREHL. TOBEFEEES N ITHGTHY T ILA—FIZHIRRAUb Nk [ EERBLIAVLT
BRELTVET . —DDRAVIAY LTI a—F L TRERERISHIET DI5ENH D EITTIREILZEN, 2D
FINEF AV TAZEBRET RE[AFY—RI—F2KISHLTENGETI N, ENODEFRIERELET, £+
ATADEENVELGEMERET CENTEDLIIC, YT I O—REIFRBMTESTLE/ELT HEL3I1CLT
WEY,

CDAARXETERE LTS YT ILI—FE—8TT . TRTOY T aA—FEFED-EMI7AILETRED
URL [ZABALTULVET , Apache License, Version 2.0 TAKLTWET DT, BRHIZH YT I)ILa—KZEaE—&R
—AMLTSRAWEETET ELIS—REBIZOWTIE YU TILa—F R RGYBELZNEKSITHR/MRIZLT
WEFTDOTITEEL LS,

® http://www.jssec.org/dl/android_securecoding.pdf HAFKXE
® http://www.jssec.org/dl/android_securecoding.zip H>FI)La—FK—=

H2 7 )La—KIZHAT % Projects / keystore 77 A LI APK ERZ R DRAEREREESAET—ANTI7(ILTT,
ISR —R(ETandroid 1T, B#HBEEZRD Y TILa—K%E APK BE I BBRIZTHIALIESLY,

T\VT RIZF—XLT7I74)L debug.keystore ZREL TLVHD T, Android Studio TRET 515& (&, Andr
oid Studio OERDTODIITHRELTHE, BHBRERD YU TILaA—FOEMERERICENTY , £ . &
D APK WS AHH T ILa—RIZHENVT, & APK D EEEMEEFER T 511, & 4 D AndroidManifest.
xml @ android:debuggable DEREEFEHESIVLEMNHYFET . Android Studio 5 APK 24 RAb—ILT
HEE1E. PBRMICERENEFNIXBEEIMIZ android:debuggable="true”(ZHZYZET,
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YT INaA—FBELUF—XrT7IT74MI)L%E Android Studio [ZHRYRADHEIZDWLTIEN2.5 o7 ILa—KD
Android Studio ~DEYIAHFIEI1Z TS EIZS0,

2.2.2. L—ILTvy

=TVt 9arTlE. ZTORENT—ILETIRREEFE I TFAMIBVT, X 1) T BEANSLTFINEIL
—LPEEBEFBEHLTCVET  L—ILIT VoI a v DBEBICIEZFD IV THROTWSIL—ILERER
T—ERTRL. (DB IFETHRIOLALDFELTOET  L—ILIZIXEEXFEBEXD 2 BELAHYFE
TOT HEDEEXIEMOLLEESZDH ) HREDBEXIEMOoIF5M &0 BBEDOBEEXIFM O8],
HREDBEXIMOSHENEIANINIEVSFLARLETRELTOET  $5AAZDOLRILS FITHEED
[CEDEDTT DT, SEEELLTHEIURLIZSLY,

TN aA—KREoavIBHEINTWA YU T ILa—RIEIhoD)L—)LOEEZFEARMEINF-ED EE->TULY
FIMN, FOFHELVGRBIZIIL—ILITvIEI 3V ICRBEINTWET , T, YT ILa—KEoi 3> TlEE->TWL
BUWNL—)LROEEEIEICODVTHIL—ILT vt a3 0 TlEE->TWVET,

2.2.3. TENRVRE

TRENDRMI23 TR ZORENT—IETIEFEE I TIFRAMIBVT Yo T )La—FEoo3oPiL—
VIVt av THRATEGN > LOALERZETHFHEICOVWTEHLTVET . ZDRENT—TET S
R&EEIVTIRANMIEDOH S, A5 LKEEERE® Android OS DRFRICEIT Z5EERE . T ILa—Ktsiay
WIL—IWT v E02a0 DABTRRTEGIS>-ERREDRRAEZEREFTHLODEEMBELTRILT
BIEMNTEET,

RREDHEIAITBIZZIETT, AEEDZL, Android DFEL5 X 1T DEEIZDOVTECERT S
ZEKYE. HBIRED Android X2 T DHEEF ST, RFEICH DR LA Android 7TV r— 3w EAE
AWEETBHIENROONET . — A, EX 2 TARANEBRLGT IV —2avdHBYET . ZOKSBT TV r—
2avOREFEEE Android DEF ) TAICDOVWTECEEELTVW IR ELHYFET

CO&SICRE—FERORARFE L LX) T ERORREDOEAEXIET H-OIC. COAIFXEDTRTD
REIEIYUTILI—R IIL—IWTVI  TRNORLD 3 DOEI VIR IFTTERBLTOET . T ILa—KEL
— T Voo avETE5L0STEMLIZITNIE, ChZELTEITIERETT KIEW>=—BIETESRBNENT
HY. THELRYY—RI—FDIAE—&R—RAFCHBMIZR &R —T (VI MTELIEFH>TVET, TRV
A3V ETCAGEEIEIOVSBENH DT, SOWNIEBZA AL T HELNIEWLSIZEZH-ODMHFENEN
ThY. ARELFIWMYBATOSERNDT IV r— 3 CTHRELEF1T7ERE. EXa7a3—T1UJ &R TED
ZEFBELTUVET,
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CDHARXEE—HRED Android 7TV 7r—av BAREBICWHER X2 T4 Tips #EHHEEBMELTNVE
T ZD=HEIZTT— Y TERASIND Android 7TV —2 3> OREIZHT5 X2 T4 Tips(FRDI 7T
DEF2)TAN)NELZRI—TEL>TVET,

APPLICATIONS 77"[) 0)
Contacts Phone Browser t'#‘l I) 7—_/(

APPLICATION FRAMEWORK \

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification
raticpe N anaper Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media SQLite Core Libraries
Framework

Ll
S i R D
OpenGL | ES FreeType WebKit Pylgchine . > t#‘l IJ 7_—,{

SGL SSL libe

LINUX KERNEL

Displa Flash Memory Binder (IPC)
Dne/ez Camera Driver Driver Driver

- Audio Power
Keypad Driver WiFi Driver Drivers Management

2.3-1

Android OS BLL T @ Android i REZEICET 5 ¥ 1T (LRDMHRD X2 T4 [FRI—THTT . £
f= Android #RIZA—HF—MA 2V RAb—ILFT H—H&D Android 77— 3> &, Android R A—h—mTL
A RAL—=ILF B Android 7TV 7r—2arTIEKREFITHRELXF )T OB R TELLILIANHYFETH . 4F
[CIRITHICBVTIEAIEDAHEHR->THY . BB IOV TIEH - TWER A, BITHRTIE Java [CKYEET S Tips
FIHEZHLTEYET A NI EE(IZ DN THS R DR TRELTLKF ETT,

root #ERNEMEINIEZHICOVNTESDEAFO>TLER A EARMICIE root EENEDON TLVEWLEF2T
% Android IR ZRE2EL. Android OS DX TAETIEFRALI-EX T4 Tips 2FEHTULET . 4E.
BELBBORWNICIDOVTILNZ.1.3 BEENEERERERICTHELEIALTEYET DT, HhE TTHERIES
Ly,
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| 2.4. Android £¥27a—F LS EEZEDBN

CDAARXETIE Android EHFa7a—T10 T DI RTERICEIFETELTELLD T, TR THRNT HEHEE
HATALEHBEIOLET,

® Android Security ZEHT7 TV r— 3 EERT H1=6HIC
EEH A VI T7HA Rt ISBN978-4-8443-3134-6
http://www.amazon.co.jp/dp/4844331345/

® JavatxaF7a—Ta42 T REUH—K CERT/ Oracle ki
#£3% Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
B - MAFME IR AREHR, FEHE= ISBN978-4-04-886070-3
http://www.amazon.co.jp/dp/4048860704/
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| 2.5. H 7 ILa—Rd Android Studio ~OEYAHEIE

Y27 I)L3—R® Android Studio ~DERYRAAFIEZHRALES . YT ILa—F LB LIZEHDOTOD I
[ChMNTWET . oD TADI IR EFEH TMYRAL HEEN251 BT ILTODIIMERYRAD I, #R
LTERYRALAEEI252 o TILOZTOPIMEERLTRYRAL IITRLETS, TS IORYAH M H
212501253 Yo F)ILa—FEEREEA debug.keystore #RET 1S HBL T debug.keystore 771 I/L%
Android Studio IZEXE L TIZEW, BB BERIL TRDORETIT>THYET,

® OS
> Windows 7 Ultimate SP1
® Android Studio
> 2.1.2
® Android SDK
> Android 6.0(API 23)
> BISEEOLWNWSUTILTOCHRE Android 6.0(API 23)TE LR TEET,
2.5.1. o7 7alzorERYAD
1. Yo7 ILa—FkE8Ho0—K¥3
12.2.1 $o7F)La—F ALz URL KYH 2T IILa—FZEmBLET,

2. Yo7 )La—FEREMTS

Zip TREMESNF-H U TILa—FEEI)VIL, RIRENFAZ21—D“TRTREA"EIVVILET,

< (0)

TATEB(T). >

K 2.5-1
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3. RRXZHEETD

ZZTIE“C:¥android_securecoding” EWVSZBITT—VAR—REERLET . TDTf=8H. “C¥ "Z#IEEL
“BR"REVEVIVILET,

Q 1, R (2P &) JALS—DEY

BHSEDERE D7 1LOER

2FTIETOIAIA—CBETS(F):

ERASEMER & 77 -1 LDER

J7AIZETOIAIA—ICERTS(E):
Co¥

CCEEe D vt |

2.5-2

"BE"RAVES) YT BHEC¥ ETIZ“android_securecoding” ELVNSTAH LT BMERESNET .

D ———
@U@ |4 |[ os(ciom=  p]

Y (B SAIJSucEm~ » 5 v 0 @

-~

e BRCAy P i
IELLY
S dell.sdr
@ Z1I3L 0 2 hiberfil.sys
pagefile.sys E
- ! android_se:urec@ i
- 4| I | .

2.5-3
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“android_securecoding” 74 A DHIZIEH T ILa—FREENTLET,
BIZIX, T4.1 Activity 465 -FIATH1MD14.1.1.3 /8x—rF—RE Activity 45 -FIATBHIHENTHY
TILaA—FESRBLEVSEEUTEIEZAIL,
android_securecoding/
Create Use Activity/

Activity PartnerActivity/

LLE®D&KSIZ. “android_securecoding” ZAILA B T IL, BiZ&IZI Yo T ILa—FD 7O zIMAEES
NBREGVET,

4. Android Studio Z&£ELT—IAR—RFIEET S

AB—RAZ a2 —OTFT RN T 7LV EE NS Android Studio ZHEELET,

Android

Studio

Powered by the Intellid Platform

2.5-4
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| © Androd s

% Welcome to Android Studio

Recent Projects Quick Start

Start a new Android Studio project

Open an existing Android Studio project

il

No Profect Open ¥ p—
R P‘: Import an Android code sample

VES Check out project from Version Control

L

p—
Eh‘.lf Import project (Eclipse ADT, Gradle, etc.)

é Configure

rE. Docs and How-Tos

Android Studio 1.1.0 Build 135.1740770. Check for updates now.

2.5-5

F- BRIZTOD T OMERAIAATLSIE S (X, FD Window AR REh b=, A=a1—&Y"File -> Close
Project"T&RRLTWR IOz HMEIA—XLET,

| 1 AccountManager AL

ZI=N Edit View Navigate Code Analyze Re

New Project...

New Module...

Import Project... =

Import Module... =

Import Sample...

Mew... Alt+Insert
3 Open...

Reopen Project »
25 Settings... Ctrl+Alt+5
[ Project Structure... Ctrl+Alt+5Shift+S

Other Settings »

Import Settings...
Export Settings...
= Save All Ctrl+5
(5 Synchronize Chrl+Alt+Y
Invalidate Caches / Restart...

2.5-6
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5. AUR—bERIKRYS

RTRINTWBE 4705 D "Import project (Eclipse ADT, Gradle, etc.)"&2)voLET,

[+ Android Studio

% Welcome to Android Studio
" a

Recent Projects Quick Start

Start a new Android Studio project

‘Open an existing Android Studio project

| il

Import an Android code sample

c
T
c
i
T
i
i

Check out project from Version Control

=
g7

-
E“'K: Import project (Eclipse ADT, Gradle, etc.)

% Configure

rE. Docs and How-Tos

Android Studio 1.1.0 Build 135.1740770. Check for updates now.

2.5-7

6. TRV EERT S

AR—bFB2TAD IR IA A ERBEL. BI4/LAND "gradle¥build.gradle” ZERLET,

.+ Selact Eclipse or Gra [ |

Select your Eclipse project folder, build.gradle or settings.gradle

fS G GXx O RIE3p=
srietary Acoount to Account Manager¥AccountManager Authenticator¥build.gradle |

BC¥
1 android_securecoding
[ Add Proprietary Account to Account Manager
#® Accou ntManager Authenticator
1 .gradle
[ .idea
& app
7 build
1 gradle
[& AccountManager Authenticator.iml
El gradlew
[E| gradlew.bat
[4it local.properties
 settings.gradle
+ AccountManager User
[ Common
[ Communicate by HTTPS

Drag and drop a file into the space above to quickly locate it in the tree

2.5-8
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AAOARDH T )La—kTaszorEFERLTLYS Android Studio @ Gradle X\—2aU RELBES . Gr
adle AzEILSINFET,

Building 'AccountManager Authenticator' Gradle project info

Gradle: Build

[ ] | Cancel ‘

2.5-9

BEEIZHELY, "Update"£#4') w5 L. Android Gradle Plugin @7y 7 T—rERIEL TS,

# Android Gradle Plugin Update Recommended ﬂ]

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as Instant Run, we strongly
recommend that you update the Android Gradle plugin o wersion 2.1.2.

You can learn more about this version of the plugin from the release notes.

| Remind me later | | Don't remind me again for this project

2.5-10

UTDAvt—UNRTENDD T Fix Gradle wapper and re-import project Gradle setting"#4)v%5
L. Gradle Wrapper ®E#H % {ToTLEELY,

Messages Gradle Sync

L

ailed to sync Gradle project "AccountManager Authenticator’

Gradle version 2.2 is required. Current version is 2.10, If using the gradle wrapper, try editing the distributionUrl in C:\android_securecoding\Add Proprietary Account to Account Manager\AccountManager Authenticator\gr:

% © Error: Please fix the project’s Gradle settings.
Fix Gradle wrapper and re-import project
o X Gradle settings

% 2 Favorites < Build Variants

## 6: Android Monitor [ Terminal | [=/0: Messages | 52 TODO W1 EventLog  [E Gradle Console

B 2.5-11
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7. AVR—FDET

TaCI MM UR—ERTETLEYS,

m
Fle Edit View Navigate Code Analyze Refactor Buld Run Tools VCS Window Help

DHG ¢ OO QR ¢ W@ b 5% EaE ¥E § R

[37 AccountManager Authenticator

o
&
-~
o

» @ Gradle Scripts

@ Captures <] 7' Structure

3

a

*

u L3
5
: E
= g
H g
o g
- @

[ Terminal @ 0: Messsges 4 6: Android Monitor % T0D0 W1 Eventlog [E] Gradie Console

Gradie build finished in 4s 361ms (a minute ago) Context: <no contaxt>  w 8

2.5-12

Android Studio [&. Eclipse &[33ELN, 12DTADIMIF LTI DD Window TRRSNFET , ES57AY
T rEAVR—RLEKIE&IX., "File -> Import Project..."#49') v o LAV R—rLET,

Edit View MNavigate Code Analyze Re
New Project...
MNew Module...

=

Import Proje:
Import Module... L
Import Sample...

New... Alt+Insert
1 Open...
Reopen Project 4
Close Project
95 Settings... Ctrl+Alt+S
[ Project Structure... Ctrl+Alt+Shift+5
! Other Settings »
Import Settings...
Export Settings...
[zl Save All Ctrl+5
G5 Synchronize Chrl+Alt+Y
Invalidate Caches / Restart...
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2.5.2. Yo7 a—FENMEREZRHAE debug.keystore % ET S

ST INa—KhoERLE=T7FU%E Android HARPIZIAL—4—TEESESEOICIFEELNVETT . CDE
BIFESIT /NI HDOET7A )L “debug.keystore”% Android Studio DFACHMIFZRELET

1. File ->Project Structure...Z2v9¥ %

"+ AccountManager Authenticator - [C:¥android,
Iiﬁ Edit View Navigate Code Analyze Re
New Project...
New Module...
Import Project...
Import Module... L
Import Sample...
MNew... Alt+Insert
3 Open
Reopen Project »
Close Project
9~ Settings... Ctrl+Alt+5
Other Settings »
Import Settings...
Export Settings...
IEl Save All Ctrl+5
| &3 Synchronize Ctri+Alt+Y
Invalidate Caches [/ Restart...

2.5-14
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Signing #:E/09 %

EH®D Modules MoTOP M %&EIRL. Signing 47 %FR&. T+ IR EH)vILET,

[® project Structure =)

+ — Properties | Signing | Fiavors | Build Types | Dependencies

SDK Location + | Name: ‘ |

Project

Modules

eyios | |
Key Password ‘ |
Store File ‘ ‘D
Store Password | |

m Cancel | [ #pply |
2.5-15
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3.

“debug.keystore”##£iRI %

debug.keystore [EH > F)ILa—KRIZEFNTLVET, (android_securecoding 74+ /LA ETF)

# Selact Path |
@ . X | 5| g Hide path
C:¥android_securecoding¥debug. keystore |&

[ LogCaticO&HATS

[ Permission & Protection Level
[ Service®{ES - FIRTS
[ SQLite®iRS

1 WebViewz &S

B Wl AOS 1 o EED
M) IRAD—-FANEARZEES
B 7 MILERD

1 7512 —BREED
O HEE

[ ESiEREES

[ .gitignore

keystore

Drag and drop a file into the space abowe to quickly locate it in the tree.
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4

Signing D& REIZA A

"
# Project Structure ﬂ
ap = Properties STanQ‘ Flavors‘ Build Typesl Dependenclesl
SDK Location +|Name: | debug ]
Project _
Modules
EETN— oy | |
Key Password ‘ |
Store File |C:¥andro\d75@cureooding¥debug.key5tore | By

Store Password ‘

“ Cancel ‘ Apply |

2.5-17
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5. Build Types T Signing Config &

Build Types #7%3&4RL . debug EJLKA® Signing Config & Singning TiEAIL71="debug"##EiRL . OK
=0V ILET .

-
® Project Structure @
+ — Propert\es| SIQHIHQ‘ Flavors  Build TVDP—“| Dependencies
SDi¢ Location + | Iname: [debug \
Project release

Modules

E Debuggable |In
Ini Debuggable |En
Signing Config |@n

Renderscript Debuggable |En

Renderscript Optim Level | 3

Minify Enabled |if5|553

Pseude Locales Enabled | n
Proguard File ‘ ‘D

Application Id Suffix | ‘ '

Version Name Suffix | ‘

Zip Align Enabled |"ZTL53 II

m Cancel ‘ Apply ‘
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build.gradle 774 )L CHEER

signingConfigs IZ:#ERLT= debug.keystore D/ IR M FRRE ., buildTypes ® debug I signingConfig

ARTSNET,

+ (a* build.gradle

- I | & app x

‘apely plugind “com.android.applicetion’

[ijandroid {

Jer Auther B signinglonfizs {
B debuz {
storeFile file(”C:fandroid_securecoding/debus.keystore”)
&) }
o
comp i lebdkVersion 21
buildToolsVersion "21.1.2"

2 defaultConfiz {

applicationld "org. jssec.android.sccountmenszer._authent icator”

minsdk¥ersion 15

targetSdkVersion 21

versionCode 1

wersionbane “1.07
SR
0 buildTypes {
@ releaze |

minifvEnabled false
proguardFiles getDefaultProzuardFilel” proguard-android-txt™), “proguard-rules_txt’

[&] 1
=] debug {
E zigninzConfiz gizgninglonf izs, debug
6 ]
a1
o3

I;ijdependenc: jes {

!

conpile "con.android. support:support-v4:21.0.37
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l 3.1. Android 7FYD+¥1YT4

DRTLRTT)DEFIITATONWTRITEIEE. EBDEZADIL—LIT—IBHD. FTETDVATLR
FTIVCENWTTFEIRERNERENET S, ChETEEIEES, RIZZOEEFZEN T RELZRET S, ChEE
BLEMES, RBICIEE ZIBBINDSTA-ODBEER-ERT 5, COMEEEE I EMES,

CCTIMEIER YRTLPTIIISEY G EF 1T ERE X2 T7a—TAo V&I ETHY . COHIEXE
TIX 4 BLURTINZEHR STV, AHTIIIEE IS LUV BRBIZDVTEREZH TS,

3.1.1. TEE] FHNERMR

SATLRTIVICEITHIFEIRERRICIIMERIEHEEEID 2 DHH D, Choe T ETNIEREE | LMHEE

BEIEFES FREEIEL. FRAISNALTASEOEEATESEBRNDETHY . ENLUSND AIZE—]

SROLENTETILLRBVERDIETH D, [HAEEE |LIFXFFRISN AL ITAFIATESHEDZLETHY.
ENLUSNDANIZIE—UFIATETILGLREVEREDIETH D,

LT, Android RX—rD42 /BT LYMIBE T HEREELHEEEICEDLSIBIDONHINERNT S,
Android 774> Android R¥—rJ4> /BT YNEERALI-V AT LERR T HEEDEEDKNHLOSE
[CLTIFELLY, ABETIE. Android R¥—kTJ4 > /BT Ly E#FL T Android RX—r I+ EFE S,

3.1.1.1. Android RZ—rI#4VIZEITHIEREE

£ 3.1-1 B&XURK 3.1-2 (X Android RX—F,IAUIZA>TWBIEFERO—HFITHS, CNOHDFRITFRAT—F T+
DA—H—IZBETEEANER. T5AN\—IEREIEETNLICETHERICKZLETH-HFEVNLRENVETH

%
% 3.1-1 Android R¥—r 7+ NEBTHIEHRDOH
Lt &%
BREES AY— I+ BEDOEFEES
BEEFERE ZREOABROEFES
IMEI AY—hr742Dim=K ID
IMSI EI#RE2HE ID
oY —1E#HR GPS. K MEE -
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BERTEIRR WiFi & EfE- -
ThoUMEHR EETHVUMER. RELER -
ATATT—H BE.PE. T, %5
% 3.1-2 7L EETLHEROA
{E £
BiER HMADERS
EA—JL7RLR A—H—DA—)LTRLR
E A—JLA—=ILRYH R EREA—ILAR, Rt
Web Jvo<—% Tvo<T—74
Web B ERERE HEEE
ALHF— F5E.ToDo, A RUb---
Facebook SNS a7y
Twitter SNS a7y

& 3.1-1 OFEMIFEIZ Android AX—bTH U EREKFEIE SD h—RICEFNAHEHRTHY. K 3.1-2 DIFHIE
FIZTTTINEETHERTHD, FITK 3.1-2 OFRITOVTIE, TTUNAVR—LERNEENBEE, E
AWEARIKDHRIZTIBZ T EIZREDTHS,

£ 3.1-3 (XBERD 1 HOIURNICEENDIEFERTHD. COBRIEIAT— I+ 21— —IZBTHEHRTIE
B RAY—h 740 aA—H—DHA. RAFIZEATHERTHD, DFYRI— LI+ VIZIEZDOFBEETHH1—
F—DHELT ., [ENDALRDBEHREESENTVNBEITTFENDES,

# 3.1-3 EFEMR(Contacts) D 1 OV MJICEFNSHRDHI

it HE

BHEES BHE. BEFEHE. {£E. FAX{ MMS--

EA—ILTRLR BE. tE. EHFEFE -

JR74—ILEE Y Lr—)VER, KELER -

ARV Ayt Dy— | AIM, MSN, Yahoo, Skype. QQ. Google Talk. ICQ. Jabber, Netmeeting---
o r—Ls BEFR. A=), (B, B4

E32 E. #}EHS. g, #7587, HY---

gn—7 BRIZAY., Rk, KZE. RE--

Dz JHAk 705, 7074—ILY A h—LR—=T FTP H—/I— BE. &%t
ARk ER.ERZH. EDM--

B&ITH5AY BB . Fit. X B, vrx—Iv— BiF. REE K. /\—rF—-
SIP 7RL R BE. %, 20
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- EETERNESHRENBETHD,

L Picture Manager [ o 77ux—n-om] M;"'Eiﬁ
J0954 Z— 79

/data/app/com.sonydna.picturemanager.apk /data/data/com.sonydna.picturemanager

| AndroidManifest.xml —cache

| classes.dex Javad— Rk (JN17+U) | —webviewCache WebViewA++ w1

| resources.arsc XFHEDYY —R |

[ —databases

—assets \ label.db 7UMDB

| AppAbout_en.html I RILLIET—4 \ metadata.db

| \ webview.db WebViewHADB

—res | webviewCache.db WebViewA=++wv=1DB
| |
—drawable-hdpi files
I broken_image.png BRI 7L } MediaList1.dat FTURT—5I71)L
F—layout Flib
| about.xml L 777 NER \
| L—shared_prefs JUIJ7L>R
—xml com.sonydna.picturemanager_preferences.xml

setting.xml EEDXMLI 71 )L

B 3.1-1 7F7UHaz TL\51EH
Android 77VEEBDSEICIER 3.1-1 OXSBT7TTIEBELEETHEROALEST . X 3.1-1, % 3.1-2,
% 3.1-3 W &5% Android AR—R 742 R EOMD T TUNSIBLE-IERICEAL THLETIZIRETIVELDH
BIEIZTHIENRES,
3.1.1.2. Android R¥—k o742 H I+ RH4EEE E

£ 3.1-4 (X Android OS MW7 T (IR T BHEED—BITH 5., TN DIEEEATIL I 7 HICHFEICFEINT
LESEA—HF—DERLEVNESNAELTY., T3/ —DBHEbNAEEDHEENELF-YT B, FDT=-HIER
BRELRIMRICTIOLI-MEEE ELBEYIRESNG T IELESEL,

% 3.1-4 Android OS "7 TV IZiRHt 3518 O—Hl

e Hire

SMS Ayt—C%&ERT HHkAE NASIREERE

BT HNT D AE FELEHKE

FybD—0BIEHEE BRES. EHREOZA YA
GPS FTHRAMEZF DA SD h—FEEAHHEE
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NFC @ {EtAE 045 5F—A20 5~ #EE
A R—2yNEEE (SIP) HERE RITRT7TIIEROESERE

Android OS A7 F)IZ1R 9 DHEEEICIIZ . Android 77 D7 7 LEEMEELHEEE EIZEF N5, Android
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B, DT T HDFATEDHEDARICE>TIE, ILIIT7ALHAINTIEIRSZEEH S0, BERILE=T
TN SFATESLSITHEYGRENVELLGLIENH D,

3.1.2. TEB BEZENITRE

HIEATIX Android AR—rI4VIZEITEBEEIZOVWTEEL Iz CCTRENGDER. DFVEEEEN T RE
[SDOWTHERT 5, BENENSNDEEHEICEAL. BREEMANCHFICSER-TE-HIBR-ERESN S
EEELV BEEBENMEAICHFICRIRASNSGIEEE . ELVo-BET1E, IOL-EEZERME S URMERICIE
T OURBITHEBRIETES, FRBITHETOACYDLEIBRIFIETS, KBEHOTILIITIEER
BTHOTERTIIEN WEBHE LTIV IMIOIBRBITADILEEBEMTSDTHD, o RAEROERFRE
3.1-2 BE. B, BRI, 51T, #FOBERISTT,

7)) r—3y

0 Messit Z BUR

B 3.1-2 BE., BB, BEUR. 51T, #EOBRK

3.1-3 [& Android 77UMWEET 52— BMLIRBEZRBLI-D D, LB TIXZORZEAR—XIZL T Android
TIVZEFT3BEOGRBEZERT =0, UIOICCORD R AEHEHT S,
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AX—hI4tFa) T4 DEE WERDY—I\—tF2) T4 DEE
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T5, CNIEHARXEIZERICE T D LS5/ I TIRZLL, BRI ORRIZHEC CEY G EER L EL ST
OXRAAFDRENEL TV, root HEREEAN S DINE XS APK T - BEHE DS ELGHEIIH T HRENVE
55 E (&, Android DT Z EEEHIFLWEX ) T EMRICEHR T AL HE8DT 5,

3.1.4. U TATER

AAARDINLBEOXEICEWTEREELZ Lo o TIRERIERBL TN D, BIEITRALSITTTUH
HOE R DFEREECEICEEDLANILOREREDOLANILEHIEFLATNIEESRE0N,
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3.2. ARNTHDREMEHERT S

ANT—ENREUFERITE O ELEBRMTHRDOBEVN X2 7a—T 1o A TH D, TATSLICANSNS
T—ED55, KEENEEMN. BENICTOT—IDBEREARETHIIDEIT AT ANT—I0REMHE
FEABETHS, LT, Activity ZTO5SLIZRILT, Intent ZANT—RIZRITHIGEEZHIZLT. ADT—
ANEEMHEEDEYAIZDOVNTHERT .

Activity %2 I(TER o7z Intent [SIXFREENMMILI-T—INEENTULSAEEENH D REZILTOISTHE
ELTWVEWVER-EOT—4%EUMT52ET. 7T)DBREBEEZSZHL. BRELTEASHDEF 1 TAHEE
HLIEEIDTHD, I—F—IHBED— AERYRIIEEENTIILSEL,

Intent [ action 4> data, extras HE D T—RATERINS D, WEEHLFERIGEL T —2 T X TREMITEIT
NIXESEN, MBEENGIE B RER T —42Z/S53— KT T ROFBIEEFHEILLITNIEESEL,

(@) RITES-T—2&. T SIHBELEZEATH> T, EIFEEDEHERNITIE->TLNSM ?
(b) BELTLWAEX EOHLPEIT—2EZITI>TH. TDT—RZHRII—FHIEENOBEL LGV EREE
TEHN?

RDOFIEIETE URL D Internet LD Web R—I D HTML ZEEL. BE LD TextView IZRTTAETDE
BLEYTIILTHD, LHALINIZIFTEENHS,

Internet £ Web R—=0D HTML % TextView (CRRIDH>TF)ILI—R
TextView tv = (TextView) findViewById(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent (). getStringExtra ("WEBPAGE_URL") ;
URL url = new URL (urlstr);
isr = new InputStreamReader (url. openConnection(). getInputStream()) ;
while ((read=isr.read(text)) 1= -1) {
tv. append (new String(text, 0, read));
}

} catch (MalformedURLException e) { ...

(@Q®DE mTlurlstr AIELLY URL THS1ZEHF new URL()T MalformedURLException MEAE LGN EITKY
HEFEL TS, LALINIET+57THY. urlstrizlfile://~ 1B D URL BNMEE SN S & Internet £ED Web R—
TR A IZAINRTLEDT7AILERNT TextView IZRRLTLES, TATSINEEL-EMEEE
SELTULVEL =8, (b)DE mZEimT=LTLVELY,

RIFBEFITHD, QDE R Tlurlstr (EIEFRD URL TH-T. protocol [E http Ff=1& https [CRRESNS 1T &
FHDRALTWS, ZnIZkY(b)DE A TH url.openConnection().getinputStream() T Internet ##H ®
InputStream ZHGI A EMRIEESN D,
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Internet £ Web R—=0D HTML % TextView (CERRI DH>TF)L 01— RODIEIEIR
TextView tv = (TextView) findViewByld(R. id. textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getlntent (). getStringExtra ("WEBPAGE_URL") ;
URL url = new URL (urlstr);
String prot = url. getProtocol () ;
it (I"http”. equals(prot) && !"https”. equals (prot)) {
throw new MalformedURLException (“invalid protocol”);
}
isr = new InputStreamReader (url. openConnection(). getInputStream());
while ((read=isr.read(text)) != -1) {
tv. append (new String(text, 0, read));
}
} catch (MalformedURLException e) { ...

ARNT—E2DREMHESE(X Input Validation EEIENIEBNE X2 T7a—T4V T EETHS, Input
Validation EVWSEEDEENSQDERDAREMFTTO)DEREENTLENDETHD, T—2ITRIS
LICASTEREETIRAL, TAT S LN EDT—EMES IEZITHEEN R E T HILICREMFTOZEL,
TE URL LB VS EICLTLM=EE =0,

® IPA T&¥a770U33 Y EE)
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html

® JPCERT CC lNava #¥a7a—T4>F X524 —K CERT/Oracle hiJ
http://www.jpcert.or.jp/java-rules/

® JPCERT CC TMJava Android 77U —S a3 READIL—ILDOEA |

http://www.jpcert.or.jp/java-rules/android-j.html
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4, REITTH/0O—%TFATS

Android TE Z [ Activity 5 SQLite i2& . 7/00—4IZEF ) TAB A DEEWNSEDONH D, T5L=tF
A TADWEMSTZERET. a—T 12 J LTWAER DL BIETEHEDOKYZATLESIZ LN H D, COETIIFAH
EFH Android OT0/00—%FAT S —UERELIREEZRD,

| 4.1. Activity ££%-FIET3

4.1.1. Yo7 )La—k

Activity MED KSIZFIAEINEMIZE- T, Activity BNHEZ BRI CELLHHFENELS, 22Tk,
Activity BNED KSIZFIASINEMELSE R T, Activity & 4 DDA TIZH LTz, ROFIE7A—IZ&>TERK
95 Activity BREDIATTHAINEHIEITES, BH. EQLIGHFEMAT 5D I&> THEYVZEFHEHFEE AR
F51=8. Activity DFIBAIOEREC DLW THLEHLETHBET 5,

(e )

TRESHO
ZIVIHRERDHS

FEMLD
TZIVIFIRERDHS

A\ 4 \ 4
Private Public Exclusive Proprietary
JE 2> BActivity 3B Activity IX—bF—BREActivity Bt BRE Activity

B 4.1-1
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4.1.1.1. FEARE Activity Z1E5-FIAT S

JEAF Activity [E. RI—7 7R TOHFIRENS Activity ThHY . Bo2E3REEDE L Activity TH S,

B—77UREIFTRHASNS Activity GE2ABA Activity) #FIBT 2%, Y5RAEIEE T HBTH Intent 2
(X2 THETTIIZ Intent ZFELTLESZEMNLLY, 72121, Activity ZEUHTRIZERT S Intent (XFE=
FIZEOTHAMONDIBENIH D, FDT=. Activity [IZIEIET S Intent [TEL U TAITHIERERINT HI5BIC
X, ZDERNIBEDOHIE=BICHRAMONDZZENENESIC, B EEERTI2HENADH S,

LATFIZIEA R Activity 242 BIDH 7 )ILa—KERT,

KLU M (Activity Z463):

taskAffinity ZgE LAY

launchMode #EXEL%LY

exported="false"IZ&Y) . BARMIZIEARIERTE TS

BE—77U)H50 Intent THoTH. 215 Intent DR EMEHEET D
FMATTIVER—TTITHEIM B, T4 ITREREREL TR

f—

ol A W N

Activity ZIEABARTE T BIZ(X. AndroidManifest.xml @ activity E&® exported BiE% false LFEET 5,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. privateactivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— FEAB Activity —>
{I— %A >k 1% taskAffinity 2 EFE LAWY —>
{1— R4 > k 2% launchMode ZHE L 4Ly —
- R4 > bk 3% exported="false”l=&k VY. BARMICIELRSBEST S —
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

= S UFv—>DLEEIT 52 Activity —>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{J/activity>
<{/application>
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</manifest>

PrivateActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android. widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedlnstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

/] *kRA U bk B—FTUMNS®D Intent TH-TEH. Z{E Intent DR LUEEZHERT S
[/ U TINZDEBE, 13.2 ADT—2DREEEMHRT 5] &38R,
String param = getIntent (). getStringExtra ("PARAN) ;

}

public void onReturnResultClick (View view) {

// )k RA2 b5k FAXTT TIIER—TTITHZIHNE, EoiT4 THERERELTEN
Intent intent = new Intent();

intent. putExtra ("RESULT”, "t > T 1 THIER") ;

setResult (RESULT_OK, intent);

finish();

Toast. makeText (this, String. format("/S5 A —% [Y%s] = (TH->f=, ”, param), Toast.LENGTH_LONG). show() ;

52 All rights reserved © Japan Smartphone Security Association. Activity 5 -FIHT S




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

RIZIEAE Activity ZFIRT SR YT ILa—KERT,

KA MActivity ZFIFAT3):

6. Activity [Z%E{E9 5 Intent (21X, 754 FLAG_ACTIVITY_NEW_TASK Z&%E L%

7. BE—77VURA Activity (95 RIEEDEATRE Intent THEUHT

8. FAXTIVER—TTITHZII S, oI T4ITEHRE putExtraQFFESHEICRYZELTEHLLY
9. E—77UA Activity hoD#EREHRTH>TH. RET2DREMEHRETD

PrivateUserActivity.java
package org. jssec. android. activity. privateactivity;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

}
public void onUseActivityClick (View view) {

// kA bk 6% Activity [ZiX{EF B Intent 121X, 754 FLAG_ACTIVITY_NEW_TASK #z&%7E L £ LY
/] *kRA Tk B—F7FURActivity 157 S5 RIEEDBARE Intent THRUHT
Intent intent = new Intent(this, PrivateActivity.class);

/] *iRA Uk 8k FRET TVIER—T7 T I ThHEh L. 2T 1 TIRERE putExtra) #E SRR YEEL
THEL
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride

public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

[/ kBRAY Ok A=FTUAActivity Ao DHERBFBTH-o-TH, RET—F0RLMERRTD

V2L ARAUR T, 2,6 ZESFLTVBIEEEROTE Intent NE=ZFBICHRAMONSIB TN HAHZLITEET S
BENHD, FHITIL—IILT Vo8s30 D 4.1.2.2,41.23 258 T5HIL,
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[/ B TIZDEEE, 13.2 ANT—20RLMEHERT 21 28H,

Toast. makeText (this, String. format ("$#58 %s) #=(FH >f=, ”, result), Toast. LENGTH_LONG). show();

break;

54
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4.1.1.2. 2B Activity 25 -FIRJ %

2B Activity (X, FEEZSHOT7TTIICHASN DI EEZEEL: Activity THSD, /LI 7HEELT Intent %
SIETRBIENHDIEITEENDETH D, £1=. 28 Activity ZFRI BT 25 S, £ET S Intent AL T
FIZRESNE, HEINEHEAWMNDENHIZLITTENVLETHS,

LUTIZ2AR Activity #4580 H > 7 )La—RERT,

KLU M Activity Z463):

1. exported="true"IZ&kY . BARBIZAHERET S
2. ZEIntent DREMEHERTS

3. #BERERIBE. I TAIRERES O

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. publicactivity” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— 2B Activity —>
I— % BRA 2k 1% exported="true”1Z& Y. BARMIZABREZREST S —
Cactivity

android:name=".PublicActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

- Action fEEIC & BEEEEY Intent ZRIETF B K 51 Intent Filter Z2F&E —
<intent-filter>
<action android:name="org. jssec. android. activity. MY_ACTION” />
<{category android:name="android. intent. category. DEFAULT” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PublicActivity.java
package org. jssec. android. activity. publicactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PublicActivity extends Activity {

@0verride
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public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *RA Uk 2k ZE Intent DEEMEEHERT D

// B Activity THA=OFBRTT7 TUNATILI 7 ThHAHARENENDH S,

/] HUTINZDERE, 3.2 AT —2DREUEHRT 51 28,

String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —%& %] Z=(+H>f=, ”, param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick (View view) {

/] *iRA Uk Ik HERERTBE., T4 THBERESHEL
// B Activity THEE=OFATT TIVBIILI 7 THAARENH D,
/] RILDIZICRBENTHLHBEOLRWMERTHNISHELLTERLTE &L,

Intent intent = new Intent();

intent. putExtra ("RESULT”, "> F 4 T TIXELMER")
setResult (RESULT_OK, intent);

finish();

56
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RIZAR Activity ZFRIRT2RI0Y > FILa—KETRT,

KLU M Activity ZFI T 3):
4. oI TATEREZELTIEESEL
5. HREZZITMAGA. EET—HNLLLERRETS

PublicUserActivity.java
package org. jssec. android. activity. publicuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

try {
/] KIRA bk £ T 4 THBEREZRELTEES AL
Intent intent = new Intent (“org. jssec.android. activity. MY_ACTION") ;
intent. putExtra ("PARAM”, "t > > T 4 TTIXALVMER") ;
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIFA% Activity AR DM S ALY, 7, Toast. LENGTH_LONG) . show() ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

/] diRA U bbk HEREZITRMDIGE, BRT—20DLEEEHERET D
/] O TIZDEER, 3.2 ANT—2DRLM+HET 51 #3838,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:

String result = data. getStringExtra ("RESULT”) ;

Toast. makeText (this, String. format ("$#55 %s) %= (FHl>7=, ”, result), Toast. LENGTH_LONG). show();
break;
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4.1.1.3. /"—hF—BRE Activity ZE5-FIAT S

IN—F—BRTE Activity X, BED T ITVEITHASFIETES Activity TH B, /\—hF—ZEOT7T) BT T
NEELTURATLEERL, N—hF—7F) EDORB TS EROHEELTA=-OIZFIRASN S,

Activity ZIFEUHTRIZERT S Intent (EFE=ZFICE>THRAMONEZEBNNH D, TDT=8. Activity ITIEET
B Intent T TAIREREERMNT DB EICIE. TOBEBRNBEDOHDIE=ZFICHEAMONDIZEDHESIZ,
BULGRIEEERTIDLENHD,

LLFIZ/A—RF—RE Activity Z4E2BID YT ILa—RERT,

KA MActivity Z4E3):

1. taskAffinity ZfE LA

2. launchMode ##EEL%LY

3. Intent Filter &t 9 . exported="true"#BATRMIZEKRET S

4. FIATT7T)DIAENHRTARAMIBHFIN TSI LERERT D

5. IN\—kF—FTUD O Intent THOTH. %‘E Intent DREMEHERT D
6. N—brF—TTVIZBRLTKLVERICBRYEEL TR

RIAR)RNERWN =TT DRERAEIZDONTIE. T4.1.3.2 FIRATT7IVEHERT 125 BT HE, Tk
'7'ff*')ZHZ?EE?'%)*UFﬁ?ETjU@Eﬁmgl\‘y’/lflﬁo)ﬁuuﬁﬁlir5 2.1.3 le)o)nIEEEio)/\Jyl1E§EE
BRI BAEZIESRIBHIL,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneractivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{— /8= +F+—BRZE Activity —>
{I— %A >k 1% taskAffinity 2 EFE LAWY —>
{1— R4 > k 2% launchMode Z#FE L4 LY —
{I— %7R4 > b 3% Intent Filter ZF&HET . exported="true” ZBARMIZKRET S —>
Cactivity
android:name=". PartnerActivity”
android:exported="true” />

<{/application>
<{/manifest>

PartnerActivity.java
package org. jssec. android. activity. partneractivity;
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import org. jssec. android. shared. PkgCertWhitel ists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PartnerActivity extends Activity {

/] kiRA Uk dk FIRATT T DFHBAENKRTA LR MIBRIATWSILEHRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

/] 18=— k+—TF F1) org. jssec.android. activity. partneruser DIEBHE/ v 1 EE 4R
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M “partner key”MEEBAZE/\v L ai{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// LUTFRIERIZHD/S— b F—TF T1) &5, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kRA2 b4k FATT7 TIDOHERAENKRTA YR FZBHFIN TSI EEZHETS

it (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV (E/—kF+—7 T TIlEA LY, ”, Toast. LENGTH_LONG) . show () ;
finish(;
return;

}

/] kBRA U Rbk IN—rF—F7TYNSD Intent THOTH. 215 Intent DRLMUEHERT S
/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,
Toast. makeText (this, "/S—kF—F FUHLST IR HY”, Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

// kRS b bk IN—bF—TF TYICEHRLTEUMERICBYIRZEL TELY
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— k7> —7 T JIZBR L TELMER")
setResult (RESULT_OK, intent);

finish(;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");
if (sha256. length() != 64) return false; // SHA-256 (% 32 /841
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl | ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZXF 5 DIEMRD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY 1 BEEERBD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHELFFRDHIT
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}

}

Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

private static byte[] computeSha256 (byte[] data) {

try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal.toString() ;

All rights reserved © Japan Smartphone Security Association.

Activity Z7E%-FIFHT 5

61




resommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

RIZIS—bF—RTE Activity 2RI BT 2BIDH T ILa—KERT . ZZ T/ S—hF—RE Activity ZFFUH 4
EERAT B,

RA UM Activity ZFIAT3):

7. FIRASK/A—bF—IRE Activity 7T DFEAEDNRTA M) RMMIBFIN TSI LEHRT D
8. Activity [Z321E9 % Intent [ZIX, 754 FLAG_ACTIVITY_NEW_TASK ZE&%E LAY

9. FALN—FF—RET7TVICBRLTEVERIE putExtraQ0ZES5EICRYEEFELTEL
10. BASRAY Intent IZ&Y/8—FF—BRE Activity #FEUH 3

11. startActivityForResult()[Z&Y/S—kF—BRE Activity ZFEUH 3

12. "—=rF—RET7T)MSDFHEREHRTHo>TH. 218 Intent DL ELMZEHERET S

HRIAR)RMERBWN T T)DERAEIZDONTIE.T4.1.3.2 BT IVEHERT 51258 HE, £-. 7K
DAR)ANMZIEETHHAETTVDEBHE/ NNV A EOHEREAEILT5.2.1.3 Z7TVDIABRED /Y 1 EXTE
PRI DAEIESBIHLE,

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. partneruser” >

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
android:name=". PartnerUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER" />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PartnerUserActivity.java
package org. jssec. android. activity. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android.widget. Toast;
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public class PartnerUserActivity extends Activity {

/] kA 2k Th FRK/S—rF—RE Activity 7TV DEEAENRTA YR MMIBHFEIN TR LEHDRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// IN— b F—FR%E Activity 7 FY) org. jssec.android. activity. partneractivity MIEBAZE/ v > 1 {E % &8
sWhitelists. add (“org. jssec. android. activity. partneractivity”, isdebug ?

// debug. keystore M ”androiddebugkey” MEEBRE /Y L 1 (&

“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”

// keystore M ”“my company key” MiEBAZE/\v > ol

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE8SB D7B3A7C2 42E142CA”) ;

// LAFRERRICHbD/S— b F—BRE Activity 7 7Y & &4k ..
}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

private static final int REQUEST_CODE = 1;

// RIAED/IA— b F—RTE Activity l:F;E]ﬂ’é’fﬁ%&
private static final String TARGET_PACKAGE = “org. jssec.android. activity. partneractivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. partneractivity. PartnerActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onUseActivityClick (View view) {

/] KRA 2k Tk FIASE/A— b F—BRE Activity 7T DFEEAEAKRTA FJ R MIBRINTND L EHRT

%
it (IcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, "FIFSE Activity 7T VIEAHRT A bR FZEEF I TULVEL,”, Toast. LENGTH_LONG) .
show () ;
return;
}
try {
Intent intent = new Intent();
// *RA 2 b 8% Activity ITEIET B Intent IZIE. 754 FLAG_ACTIVITY_NEW_TASK Z&&%E L ALy
/] HRA b 9k FRAKS— b F—RET TUISBIRLTEUMERE putExtraQ #E S HAICRYRELTE
L

intent. putExtra ("PARAM”, “"/R— rF—F FUIZEAR L TLLVER") ;

// *RA 2 b 10k BHRE Intent (& Y/ 8— b F—BE Activity #IFUHT
intent. setGlassName (TARGET_PACKAGE, TARGET_ACTIVITY);

// %A > b 11% startActivityForResult)IZ& Y /8— FF+—FRE Activity ZFEUHET
startActivityForResult (intent, REQUEST_CODE) ;

}
catch (ActivityNotFoundException e) {
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Toast. makeText (this, "FIFA% Activity NRDOMSELY, “, Toast. LENGTH_LONG) . show () ;

}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT") ;

/] *RA 12k R—rF—RET7 TUHLDBEREHRTH>TH. 215 Intent DREUEHERT S
/] HUTINZDERE, 132 AT —2DREUEHDT 51 28,
Toast. makeText (this
String. format ("#58 Y%s)] 2= (TE-7=, ”, result), Toast. LENGTH_LONG). show() ;
break;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl 1 (" 7, “7);

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F]+", “”). length() != 0) return false; // 0-9A-F LISNDXFEHLH D

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname IZx ST AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEED/NY L1 ELEERD/NY L 1EEZLHERT S
return PkgCert. test (ctx, pkgname, correctHash);

64 All rights reserved © Japan Smartphone Security Association. Activity 5 -FIHT S




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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4.1.1.4. B#HRTE Activity Z/E5-FIAT S

B#RE Activity (£, B LA D7 TUMNSFIASNDIEEE LT B Activity THD. EROBEHETT)TUR
TLEERL. B 7T ERAOEEEZTA-OICFIASIN S,

Activity ZIFEUHTRIZERT S Intent (EFE=ZFICE>THRAMONEZEBNNH D, TDT=8. Activity ITIEET
B Intent T TAIREREERMNT DB EICIE. TOBEBRNBEDOHDIE=ZFICHEAMONDIZEDHESIZ,
BULGRIEEERTIDLENHD,

LITFIZBE#RE Activity 25RO YT ILa—FERT,

KA M (Activity 2463):

1.

0 O NO VA WN

¥ B E % Signature Permission ZE&9 %

taskAffinity ZgE LAY

launchMode ##5E LY

¥ B E % Signature Permission ZEREE TS

Intent Filter # &9 . exported="true' %EﬂTE']k SET D

¥ B E % Signature Permission NBE#T7TVIZKYERIN TSI EEHERT S
B#T7TUDLD Intent THHTH. Z{E Intent DREMUEHERT D
FMAXT7IIEEHRTIITHED L., o T1THEREFRZELTKL
FMAX7II)ERCHEKERTAPKZELT S

AndroidManifest.xml
<?xml| version="1.0" encoding="utf-8"?>
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. activity. inhouseactivity” >

— %A > b 1 BFZ Signature Permission &35 —>

<{permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{l— B#EEE Activity —>
{I— SRA > k 2% taskAffinity ZiEE LAY —>
{1— R4 > k 3% launchMode Z#FE L4 LY —
— %A > k4% HEFZ Signature Permission 2EREET S —
{I— %7R4 > b 5% Intent Filter ZF&HET . exported="true” ZBARMIZKRET S —>
Cactivity
android:name=". InhouseActivity”
android:exported="true”
android:permission="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” >
{/activity>
<{/application>
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</manifest>

InhouseActivity.java
package org. jssec. android. activity. inhouseactivity;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
import android. widget. Toast;

public class InhouseActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec.android. activity. inhouseactivity. MY_PERMISSION”;

// BHOFEAED/NY P alE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
it (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE /v 2 fE
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255”;
} else {
// keystore M”my company key” MIFBAE/\v S 1 {E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// kA 2k 6% MMBEFESE Signature Permission AB#R T TYIZEYERIN TSI L E2HERT S
if (1SigPerm. test(this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, “¥MEBEFEZ Signature Permission WEHT FTVIZLKYEERINTULVELY, “, Toast. LENGT
H_LONG) . show () ;
finish() ;
return;

}

/] kiRA Tk Th BHT7ZTUMNSD Intent THoTH. 2 Intent DREMEHRT S

/] O TINZDERE, 3.2 AhT—2DRLUEEHRT 51 258

String param = getlIntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A—% [%s] £=FE>71=, ”, param), Toast.LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {

/] *ARA2 8%k FRATT7 TVIXEHTTITHEND., oo T4 THERZRELTEL
Intent intent = new Intent();
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intent. putExtra ("RESULT”, "t F 4 THIERHR") ;
setResult (RESULT_OK, intent);
finish();

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&H L1=7 T DIIBAED/\y L 1 {EFIRT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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*RAU 9KAPK % Export $5&EIZ, FIATT7 T ERLHRERTAPK EELT 5,

¥ Generate Signed APK &J

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Key alias: Gf company @ lj

Keyr pa E-EEDI’EI : | ....... |

[ | Remember passwords

| | m | Cancel | | Help

4.1-2

RICEHRE Activity ZFI AT 2BI0OH LT ILa—FERT CCTIEBEHRRE Activity ZFFURH S A iEESRAT
Do

RAL2 M Activity ZFIRT3):

10. B E 2 Signature Permission Z¥BEEE9 %

11. ¥ B E % Signature Permission "B T7TVICKYEERIN TSI EEHERT S

12. FIAET7T)DOIAENBHDIAETHHLEHRTD

13. FIAET7IVIEBEHTIITHAEN S, £ T4 7451EHRE putExtraQZESHECRYEELTEHELL
14. B~ Intent ICKY B#RE Activity U H T

15. BR7TUHILDERERTH-o>TH. ZIE Intent DR &MHEHERT S

16. FIAET7T)LRICAFKEERTAPKZELT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. inhouseuser” >

d— %A > b 10k JHBEFEZ Signature Permission 2f|AEET 5 —>
<uses—permission
android:name="org. jssec. android. activity. inhouseactivity. MY_PERMISSION” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity
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android:name="org. jssec. android. activity. inhouseuser. InhouseUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
{/manifest>

InhouseUserActivity.java
package org. jssec. android. activity. inhouseuser;

import org. jssec. android. shared. PkgGert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. Toast;

public class InhouseUserActivity extends Activity {

// FIA%ZD Activity 15
private static final String TARGET_PACKAGE = “org. jssec.android.activity. inhouseactivity”;
private static final String TARGET_ACTIVITY = “org. jssec. android. activity. inhouseactivity. InhouseActivity”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. activity. inhouseactivity. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIFBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
]
return sMyCertHash:
]

private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
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public void onUseActivityClick (View view) {

/] kR4 b 11k HBEFESE Signature Permission NEHT7 TVICEYEESIN TSI L 2HRETS
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

Toast. makeText (this, “"¥MBEFEZ Signature Permission MEHT FTVIZLKYEZR I TULVELY, “, Toast. LENGT
H_LONG) . show () ;

return;

}

/] *iRA 2 b 12% FAET T OMERAENBHOIARAETHH L EHDETS

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRE7 FUIEB#T7 7Y TlEALY, “, Toast. LENGTH_LONG) . show () ;
return;

}

try {
Intent intent = new Intent();

/] kAU k13 FAXT FVIEERT T THEIID. oI T 1 THIERE putExtra) 2ESBSICREY
EELTHEEL
intent. putExtra ("PARAN”, "t > F 4 THIER") ;

// diA 2k 14% BARM Intent I2& Y BHEE Activity ZFEUHT
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast. makeText (this, "FIA% Activity AR DOMS ALY, 7, Toast. LENGTH_LONG) . show () ;
}
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] *kRA2 bk 15k BRT7TUHLLOBERBEBRTH>TH. ZIE Intent DREMEZHERT S

/] U TINZDERE, 13.2 AWT—SDREUEHRT 5] 228,

Toast. makeText (this, String. format ("$#55 l%s) %= (FHl>7=, ”, result), Toast. LENGTH_LONG). show() ;
break;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {
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public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIEA (LsBHRL
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName & L1=7 7 DEEHED/\Y L 1{EZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHEL T FRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
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}

return null;

private static byte[] computeSha256 (byte[] data) {

}

try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal. toString() ;

*RAk 16k APK % Export 3 5EE(2, FIRET T ERICHRERTAPKZERT S,

-

#® Generate Signed APK

==

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |
Key store password: | ....... |
Key alias: _my company key D L|
Key password: [ ]

[ | Remember passwords

74
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4.1.2. W—ILTvY

Activity Z4EBFE . F1-1F Activity [Z Intent ZEET BRRIZIZLLTDIL—ILESFRIE,

1. 7FT)VRTOMAMERT S Activity IFIEARRET S (WH7E)
2. taskAffinity Z#5ELALY (78)
3. launchMode ##5%E LAY (W78)
4. Activity IZE{E9 5 Intent [Z[X FLAG_ACTIVITY_NEW_TASK #E&E LALY (Wh28)
5. Z{E Intent DREMEHERT S (WH7R)
6. JRBEEZ Signature Permission [, B#77UNERLI-CELEHELTHATS (78)
7. BERBHREZETEEICEK REETIINSOBRBRBRISTIET S (WH7E)
8. FAL Activity AEE TE S5 S XBARM Intent T Activity ZFIFH$ 5 (78)
9. FIAZ% Activity MoDRY Intent DEEMEMHERT D (@h7R)
10. ¥t DIFET T LBET HI5E T FIA L Activity #1295 (WH78)
1. EEZZRMICIREIDEEICIE. TOEEDREKRDODREKELHIFTD (WH78)
12. U TATRIBEHIETESRY ESLL (HE2R)
4.1.2.1. 7TIVRNTOMMERT S Activity [XIELBAEET S (WH7E)

B—77UANSDOHFIAINS Activity [(ZHED 7T HS Intent 2 (TERBD BB, 22D K57 Activity
TIIEAEEE Activity ZIRET 5 Intent ZEELLENIENZ LY, CD K54 Activity (XBARMIZIEABREL.
JE2AER Activity &9 5,

AndroidManifest.xml
<1— FEABA Activity —>
<I— %A > b 3k exported="false” (=& Y. BARMICIEABIRET S —
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

B—77URMISDHFIAEND Activity TIE Intent Filter 2% B 3 2 E54 R 5HEXL TIXAS%LY, Intent Filter
DHEE L. B—7F)ADIELR Activity #FUH I DEHYTH, Intent Filter BTV HLI-EEIZERKE T
77D Activity ZFEUHLTLES AT REM 855, FMIE. 7R/ AR4.1.3.1 exported RTE L intent-filter
BEDHAEDOE (Activity DIEE)IZSBTHL,

AndroidManifest.xmIGEH#£22)
{I— FENR Activity —>
{I— Y 7R4 > bk 3% exported="false”(Z&k Y. BARMIIZIEAREZRET S —
Cactivity
android:name=".PictureActivity”
android: labe|="@string/picture_name”
android:exported="false” >
<intent-filter>
<action android:name="org. jssec. android. activity. OPEN />
<{/intent-filter>
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{Jactivity>
4.1.2.2. taskAffinity Z¥ELALY (7H)

Android Tl&. Activity [EARVIZE>TEEIN D, FRVD AT, JL—b Activity DEF DT I4=T1IZ&> TR
EIND, —ATIL—LUSD Activity IZEALTIE, FTE T 23R I T I4=TA1Z (T TIXRESNT . Activity D
EHE—RIZHIRTET 5, S5ME74.1.3.4 JL—F Activity [TDWTIESEBT S,

T IHILNERETIEE Activity (F/ W —DRBET7I4=T4LLTH D, TORR. FRVIET T LIZEIY S TS
NBE3DT . R—T77TIVHRDETH Activity (IR —FRVICHIERT 5., 2RAVDEIY L THEEET HICIE,
AndroidManifest.xml ~D BRI T 74 =T FBR 10, Activity ITEET D Intent ND TSV REEFTNIE LKLY,
=L ARIDENY L TEERLIIGAIK. BHD2RVIZET S Activity ITEELT: Intent #RI7 T IZko TR
HHEDAREELH D,

LUV TATHBEREESDEE Intent BLUZIE Intent ORBEHZRAWMONBNESICT BIZIE.
AndroidManifest.xml R® application EZRFH LV activity E3 T android:taskAffinity Zi8E €3 . T 74

WV T—DRER-)DFEFRITTRNETH D,

LUTFIZIEARE Activity OIERUEIEFIRBIIZE T4 AndroidManifest.xml 7R,

AndroidManifest.xml
= JRA > k 1% taskAffinity ZiEELALY —>
<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

= JRA > k 1% taskAffinity ZEELALY —>
activity
android:name=". PrivateUserActivity”
android: label="@string/app_name” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>

<1— FEABA Activity —>
{I— J R4 > b 1 taskAffinity ZELAELY —>
activity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>
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BRYET I4=T1DEMITAEER L. TGoogle Android FRYS325 AF] 2, %%L)E. Google Developers API
Guide “Tasks and Back Stack”3Mfi#gidH LU 4.1.3.3 Activity [Z3E{ESN S Intent DAY L. 14.1.3.4 JL—
b Activity [CDWTIESBT 52L&,

4.1.2.3. launchMode ZiEE L% (h78)

Activity DFEEIE—R &L, Activity ZFEUHTBERIZ, Activity DAV AEVZADEFRBRERL. FRIDFRERE
HEHTB=ONDHRETHS, T I4+ILIRE (X standard" TH S, "standard’s%E Tl&. Intent #E>T Activity
FREVHTEEITEBITFHRAORIVRAEFER L, AR VXV H LA Activity DBAET 2R TIZHELY, FFRIZAR
IMEBIND LN ZRIDFRICER SN DL, FUHLIC{EST: Intent AR D7 T S EA Y AT BEIC
55, FNDEH. Lo T4 EERE Intent ITETIHAIZIE. Activity DIEEIE—KRIZIX standard" 2BV RE
THb.

Activity D#EE—F [ AndroidManifest.xml NIZT android:launchMode TEATRMIIZER ERIRETH S M. L
SENEAICELY. £ Activity IZXL T android:launchMode ##EH 3 . [EX T I74/LDEFE "standard” &9 %
RETH,

AndroidManifest.xml
{I— R4 > b 2% Activity IZ1& launchMode Z5§EE T, [EZT 74/ FDEZFE” standard” &5 >
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FEAB Activity —>
{— %7RA > b 2% Activity [Z1& launchMode Z#$EEE T, IEXZT 74 D FEFE” standard” &35 —>
Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />
<{/application>

14.1.3.3 Activity [Z3EEEN D Intent DERAEY 1. 14.1.3.4 JL—hk Activity IZTDWTIZSRTHIL,

4.1.2.4. Activity IZ%{E9 5 Intent 1213 FLAG_ACTIVITY_NEW_TASK ZE&E LAY (»78)

Activity DFZENE—NR(F startActivity() & AL & startActivityForResultODEITHRIZEERT T HZEMNARETHY .

25T, B, BREF. B A, LA, LM, £%. MixETGoogle Android F7ASSIVH AR (FREF—-ATAT7T—
PAX.2009%F 7 A)
3 http://developer.android.com/guide/components/tasks—and-back-stack.html
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RRIBFRICEBESNDZEDNH D, TDT=H. Activity DEEIT—RFEETRICERLLGVLIICTILELH
Do

Activity DFEEIE—FEZEE T BIZIL. setFlags()+° addFlags)ZRAL T Intent IZ755 %R EL. FD Intent &
startActivity() & 7= [& startActivityForResult) D 5| $ &9 5, FRVEFHIRMICER T H5-O DT T &
FLAG_ACTIVITY_NEW_TASK T#%., FLAG_ACTIVITY_NEW_TASK A RESN B &, U H SN T= Activity DA
RIMNYITSOURHINETATITSIVURLEICHEELBVWESIC. FIRITIRINERSIN D,
FLAG_ACTIVITY_MULTIPLE_TASK [X FLAG_ACTIVITY_NEW_TASK LEIRFIZERET D EHTES, CDIFEIC
T ARIDDTHRERSIND, ELODBRELIRVEERT HAREENH SO, Lo T4TLEERERD
Intent [ZIEXRELLENELSIZT RETH D,

Intent MIX(EH
Intent intent = new Intent();

// *BA b 6% Activity IZ3EIET B Intent (21, 754 FLAG ACTIVITY NEW TASK %% LA LY

intent. setClass (this, PrivateActivity.class);
intent. putExtra ("PARAN”, "t > o F 1 T1IER")

startActivityForResult (intent, REQUEST_CODE) ;

758, Activity IZ3%{59 % Intent [Z FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 754 #BARMIZERET S
ETRRIDERSNIZELTHEDABNTEAMONENKIICTELEZEZDNELALL, LHLEAL, ZD
FHEERVWTHLEESINT: Intent DRBZHRAIDENFIRETH S, LA > T, FLAG_ACTIVITY_NEW_TASK
DEATEITERETHD,

F4.1.3.1 exported F%7E & intent-filter % E DA EHE (Activity DIHFE)1HKUT4.1.3.3 Activity ITEESH
5 Intent MRAEY 1. 14.1.3.4 JL—F Activity IZ2DWTIHBEBTEIE,

4.1.2.5. ZE Intent DRLMEHERTD (WH28)

Activity DEALT(ZE-TETFIRIIEERLDH, Z1E Intent DT —FZNET BIRIZIL, T Z1E Intent DL
HEHERLZITNIEESIE,

2B Activity [IFRBEEZHOTTUH G Intent #32Z(TERS1=80. IILO T DKE Intent ZZ (TEDAIREMEL H
%, IEAE Activity (XhDTTIMDS Intent ZEEZ (TS EIEHWL, LMALEI—F7FURD2AE Activity A¥th
D7 T2 (TR -1 Intent DT—2EIEAB Activity [IZERE T 22 ENH D=0, Z{E Intent TESZHIZL S
THAHEBEZTIFGLREN,, /A—rF—RTE Activity LB RE Activity (FZDHEDI R THS=0H., PIEYZ
1€ Intent DR LM EHERT ILENHD,

32 ANT—EDNREMEHRTH125RBITHL,
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4.1.2.6. JHEEZ Signature Permission (. Bt 77N ERLI-CEEHEZELTRIATS (w78)

B#7IVETHASFIATESEHRE Activity #/E5154 . JRE EZ Signature Permission [C&YRELLIT
NIE7%E5%y, AndroidManifest.xml T® Permission . Permission ZXREE T TIIRELF+HTH
51=8.75.2 Permission & Protection Level JDI5.2.1.2 B EZD Signature Permission TE#771)&
BISAEIZSRI S,

4.1.2.7. HRBEBREZRTBEICET BEETITINLOBRBERFBRITIRTS (WH78)
Activity DBATI2&> T, setResult(Z AV THRRIFRZRE T IEOREETTIDERELERD,
Activity BNERIEHRERETHEE . BRBREETTINTILIIT THAAREELHY  BREBNEBEEEH-
THEHLNBERENH D, IEAF Activity LEHRE Activity DIHEF. #ERREXIEBRTT)THA O
REBMOENEHFYDET DBEIFGN /A= F—FRE Activity DI T EZDHEICHET B,

ZD LI Activity Mo fERIEREZ R ITHESE REETTUNSOFEREFEROFRICRELLZTNEESE,

TR IBIR TR T DIHFE DS

public void onReturnResultClick (View view) {

/] *RA bk b6k IS— b F—F TYIZEARLTEUVMERICEY RZELTEL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/8— k> —7 T JIZBAR L TELULMER")
setResult (RESULT_OK, intent);

finish(;

4.1.2.8. FIRS Activity B EE TEHIHE LR Intent T Activity ZFH7 5 (»78)

EEERAY Intent IZ&Y Activity 2RI BT & &EMIIZE D Activity [Z Intent HAEIESN B H(F Android OS £+
[ZH-2TLES. HELTILDITIC Intent NEESNTLESLBERFRNELD, — A AR Intent [2XKY
Activity ZF|BT 5L, FEELT= Activity IS A Intent 22 {ETHZEFLELERMEZ 2 TH S,

MBEEEET7T) (D Activity) 21— —(BIRSE DL E . FIFAL Activity 2E2TRISREL-WGEZRIT
(X, FIAE Activity [EHOHILOETETES, ZDELS% Activity Z2F AT BHE(ZIZBATRE Intent ZFIHETRE
TH5,

B—777 URA®D Activity ZBE7RE] Intent THIFET S
Intent intent = new Intent(this, PictureActivity.class);
intent. putExtra ("BARCODE”, barcode) ;
startActivity (intent) ;

a7 DINEE Activity ZBAZREY Intent THIFET 3
Intent intent = new Intent();
intent. setClassName (
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“org. jssec. android. activity. publicactivity”,
“org. jssec. android. activity. publicactivity. PublicActivity”);
startActivity (intent) ;

LD 77 DB Activity ZBEREY Intent TRIALBEH. BT & Activity 257 TUNTILIIT T
HOAREMED BB, SBEE/NNVT—V A TRELFZELTE BFETTINEREAYT T)ERLN\Vr— %4
DEMT T THAAREED H DD DT, CDLIEVRIVEHRLIVMEE & /A—FF—BRE Activity B4R
iE Activity DFERZRETTILELH D,

[4.1.3.1 exported %3 & intent-filter ERE DA EHHE(Activity DIFE) LSBT 5L,

4.1.2.9. FIRAZE Activity Mo DRY Intent DR EMEHERT D (»78)

Activity DEATZ&->TETFIRVIFELSEN, RUIEELTRIELT = Intent DT —2Z NI B(ZIX. £T=ZIE
Intent DR EHEHEZELGITIELSEN,

FIA % Activity BB Activity DIFE . THEEDT7ITVHLRY Intent 22 TERS1=6. TIL I 7 DKE Intent
2 ITIAD AR B S FIRK Activity AA3EAR Activity DIFE . B—7TUANLERY Intent ZZ (TSN T
DRDIEHNESIZEZNEEZA, thD 7T A 5= (T S1= Intent DT —2EMIBNICEYBEEL TERE T H2EMN
BB, Z1E Intent TBEFHICRETHDHEEZATITESAZLY, FIASE Activity H/3—kF+—RE Activity B
#1BRE Activity DIHEE . TOFREDIRITHST=H. RLIEYR(E Intent DREUEHRTILENH D,

32 ANT—EDREMEEDRTHI12SRITHL,

4.1.2.10. it DR/ETT) LEET DB E ST AL Activity 2FERT 5 (H7E)

it DIFET T EEET DB EICITHRTA M) AMIKBHER A ENH D, BT TVRICHIRALET T DFERE/ N
VaEFORFLTE FIAEDRAE NV 1R ELTWSIEAE /v AN — BT o0 ERER T H LT,
BYFTELTTUIZ Intent ZRITTIELEHSIENTES, BEARMLBRESEIIODVLTIEY T I)ILa—FEoi3
Ul4.1.1.3 N—rF—RE Activity Z4%5-FIHT L1288 DL, F-. KiiTRGEFMICREALTIEN4.1.3.2
FMART7IVEHERT 51288 THIL,

4.1.2.11. EEZ-RMICRHT DIEEICIE. TOEEDREXRDREKEZHTFT D (WH7H)

Permission IZ&YRESNTOSEREESSUHEEEZMOTTIICZTRMICIRET H5EICIE RIEET
TYIZHLTE—® Permission #ERTHGEL T, TOREKELZHFLZFNITESAE, Android @
Permission ¥ a1)TA4ETILTIE RESNI-EEICHTETTINSDEET I ERXIIDVTOHEREEE
15, COEBRLEDHHEICKY, 7IVICRESIN-EEN SISO T T, REDT=HIZWHELL Permission &
BRI HIELGARMMENBAREME N H D, CD &I Permission #EZEE(Redelegation)L TWVAZEEEEMIC
Z{H7%D T, Permission DERZERBEEMTIENS,15.2.3.4 Permission DEBEEEMBEIZSEIT 5L,
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4.1.2.12. B2 TATRERIFTESRYESAL (HE22)

THEZHROTT)EETAERICIEE O TAIRBREEZ > TIEILLBWN . BEDTITEEET IHRICH
WTH, BERILEWLWTZTYIC Intent ZHITLTLESBEOEZEICES Intent DEFELETIHEBRARBELTLE
SURID®H B, 4.1.3.5 Activity FIREFOOT HAICDONWTIESETHI L,

U T4TERE Activity [TEFT HIHE . TOERDREYRVERETLGEFNIEES, 248 Activity (2
EMLEERIIVTRBTDEZEZLTNIELRSEE, =/ S—FF—RE Activity L BE#BEE Activity [Z3E4FL
=ERBZND Activity DEZEICEKFELTERRRIRIVDOKR/NMDH S, IEAF Activity ITEF T HIEFRICEST
4. Intent @ data [CEHT-1FHRIE LogCat A TIRETHIRINH S, Intent M extras [& LogCat [CH HhEh
BLDT, oo T4I10RERIT extras TEFFTHELLY,

LTI BRI TESLITEMLLBENESITIRI RETH D, EfFTHHEED. FIASKL Activity (XEEETE
5 Activity IZBRZEL. Intent D1ERA LogCat NifFEBLAEWESIZEELEZITRIEASA,

Fi=. )L—b Activity [ZIEE T4 RIEREE S TITESHLY, JL—b Activity &lX, ZRIDNE RSN IZR
AV SN Activity DZETH S, BIZ X, SoFrv—hbEEISN = Activity (EFEIZ)L—bk Activity TH S,

JL—b Activity ICEAL TOEEMIL. 4.1.3.3 Activity [T3%{E3N 5 Intent DFEAHEY 1. 4.1.3.4 JL—b Activit
yIZDOWTIRSRTSHIE,
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4.1.3. 7RIV RE

4.1.3.1. exported ®RFEL intent-filter FRED A ESHE (Activity DIZE)

CDHARXETIE, Activity DREHMSIELR Activity, 2B Activity, /S—rF—[BE Activity, B#tEE
Activity @ 4 247D Activity [ZDWTREFZFRAR TS, H2LTIZFFEN TLVS AndroidManifest.xml
M exported EEE intent-filter ERDMEAHAEHEERDRIZELEDT-. EASELTLNS Activity DEALT &
exported BHH KU intent-filter BEROFIGAIELWN EEHERT DL,

& 4.1-1
exported BEDIE
true false |IETE
intent-filter EEMNHS | 2F (ERAZLE) ({EFZELL)
intent-filter EFMELY | XK. N—rF—RE. | FELH (fE %)
B+LRE

Activity @ exported BHENEIETE THHBEIZF D Activity BN A RESh B IEARELZME. intent-filter D
EEDHEIZLYREDI4, KAARTIE Activity D exported BlEZ T EIEEIICTHIEEXZRIELTINS, B D
KIEAPI DT IHILEDEEFEIREET D LITEITERETHY. exported BED LS5 Fa)TALEE
BEEEZRRMICEDLTEFELAHIDTHNIEZNEFATRETHHLEEAOND-HOTHS,

exported BHEDIETlintent-filter E&EHA$H S 1&exported="false” 1ZFHZIEIZLTL\SD (. Android @
RAHEVICIRIFANDHY. Intent Filter DHEE L ERETtT7T)D Activity #FVHLTLESBZENFET S
FzHTHDUTD 2 DORIE. ZDHREDIZHDEDNTHD. A 4.1-4 (. @A—T7TVAMLSLHIEAMR
Activity(7 7)) A) ZBE 2 E) Intent THEUEEBLEVERELZBEDHITH S, Intent-filter(R & action="X"\"EZE &
LTWWBDH, 77 ALMWELDTEREY DEIE LTS,

4 intent-filter AEZRSINTULINIX LB Activity, EESNTULVEITIXIELAE Activity &4,
https://developer.android.com/guide/topics/manifest/activity-element.html#exported SN &,

82 All rights reserved © Japan Smartphone Security Association. Activity 5 -FIHT S



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 201742 A 1 AR

( A

7TUA
B EKMIntentZ{E->T
ActivityZFFF U H 3

77cC

JEA BHActivity A-1 H%?.}SE"]IntentEﬁ’D'C
exported="false” ActivityZ U S

S

Activity A-11EIEL B ActivitylZD T, 7
TYADNSLAEUNH T ZEFTERN

action="“X"

Androidifi &
.

4.1-4

4.1-5 .77 A IzimzT77) B THLREL intent-filter(K & action="X")2E&HLTL\SHETHS,
4.1-5 Tl&. 77 A DIEEM Intent ZX{ELTRI—7FUNDIELR Activity ZFUEZSET 508, 7T
—2avMERIFAT7ATNRTRIN, A—H—D:EIRICKH>TLAE ActivityB-1)D U HIN TLESHIZTRL
TWS, CNICKY T TIITHL TRV TAIHIEREERELY . EREHRYVIELZZITRAATREMENELCTL
F.

( )
TTUA ﬁ
B EZ2 M IntentZ{E>T T —
ActivityZ U H 9 A MER

l Intent(“X”) : » 1

JE/2SBAActivity A-1
exported="false”
action="X"

i

A BAActivity B-1
exported=“true”
action=“X"

[El CactionZ & £ L f=Activity B-10% %
L. OSICKYZBRAAT7OT R RSAL.
dA—H—0EIRIZE > T BActivity
B-1MMEIENTLES

Androidifi R
\_

B 4.1-5

ZD &SI, Intent Filter AL =IE2ABH Activity DEEERH Intent FUHELIEX, EREHT T EDHERD PYE
YZHFLTLESD TITIRETIZHW . BE. COEEIITTIA. TTUB DAV AM—ILIEFIZIFKFLEWN L%
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HFEL TS,

4.1.3.2. FARTIVEHERTD

CCTIE/ANA—rF—BRTE Activity DEEIZEET SEAMTIGHMREER T Do /\—FF—RE Activity [EFRTAR)ZHZ
BERINEHEDOTTINDTIRREHTL, TNUNDTTUDSIETIEREEERT 5 Activity TH D, B4t
LSNDTTIET I AHRI R EL D18, Signature Permission [Z&ABHHEIFE R IEFIHTELRL,

BARMGEZ X, 13— F—RE Activity DFIRTT T DHTERR L. KT AR RAMIBHESNT7TITH
NIFH—ERZRMT B, EHRSNTOEWT T THAEH—EREZRELLEVEVNSBLDOTHS FIATTTID
SR MRATTTIHEOMABEZREL. TOMAED/ VL 2EERT M) ZAED /Ny EELET S
SETIT,

CCThELEHMARTIIDGERE IZMBEETEL FARTITIDN Ny r—D& | EQ LB THA TIHAL
M2 ERMEFNEALNENERS LAY T —D R FRERICIEETE DD T TIADRHEY T ELA
HETHD, RYTELABELG/NTA—RI G THERRAICIIER G, — A TT)OHFDIHAETHNIT G THER
[ZEESCENTES FEAZICHIE T 2ERADRRERIEANOTTIREELMFOTLEL D, EZFEMN
RICEEBAEZH5 . BB DER RN YT DT ITVEER T H LB TERVALTE, RTAMIRMNITIERE
HALE-WT T DIRAET —2E AT ERBFLTEEVA YT ILa—RTREARTAN AMD T =Y A XE NS
KT B=OITFEAET—FD SHA-256 /\wP 1 {BZREFTHILITLTNVS,

CDFEIZITRD ZODFHIHEENH S,
® FAFTTIIIZHUT startActivity() TIEAK startActivityForResult()ZE A LA T IE DA
® FIAFTTIVIZHELT Activity IANSIEVHE T ZEIETERL

2 DOHOHKMBEEIVLDIE 1 DEDHMBEDHERELTEREINDIFINTHLD T, BEIZIE 1 DORLCHKES
2%, COFIIFNELTT )0/ \vr—U 2% B9 % Activity.getCallingPackage ) D #I#IIZ XY ELTLY
3, Activity.getCallingPackage()[& startActivityForResult) THUHEIN =GR ICOHFRATT T DI\
—DRERT A, FBEHHMS startActivity) TR HESNIZIGEIZIE null #R T E4HELE-TNVS, ZDF=HIZT
BNITDHEREIDTRATT TN, ZEZARYIENRETHo1zELTH. startActivityForResultOZFEH 7T
(FESENEWNSHIFINH B, 51T startActivityForResult() & Activity 25X TULMEZZULNV=8 . FIATIX
Activity IZBRESN D ELSHIBH S,

PartnerActivity.java
package org. jssec. android. activity. partneractivity;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;
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import android.widget. Toast;
public class PartnerActivity extends Activity {

/] kRA Uk dk FIRATT T DFHBAENKRTA LR MIBRIATWSILEHRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// IN—bF—F F) org. jssec.android. activity. partneruser MIEAE/ v L 1 {EZEER
sWhitelists. add (“org. jssec. android. activity. partneruser”, isdebug ?
// debug. keystore M ”androiddebugkey” MEEBRE /Y L 1 (&
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77G8255” :
// keystore M“partner key” MEEBAE/\v L 2 {E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4GOEC35A”) ;

// LUTFRIERIZHD/S— b F—TF T) &5, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] *iRA 2k bk FRATT TYDERENRTA PR MIBFEINTWS I L 2HET 5

if (lcheckPartner (this, getCallingActivity().getPackageName())) {
Toast. makeText (this, "FIATT TV (E/— k+—7 T TIlEA LY, ”, Toast. LENGTH_LONG) . show () ;
finish(;
return;

}

/] *kRARbk IN—rF—FTYNSD Intent THHOTH. 215 Intent DRLMUEHERT S
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
Toast. makeText (this, "/S—kF+—F FUHSTItRXHY", Toast. LENGTH_LONG) . show () ;

}

public void onReturnResultClick (View view) {

/] *RA b bk IS— b F—F TYIZBEARLTEVMVERIZEY RZELTEWL
Intent intent = new Intent();

intent. putExtra ("RESULT”, “/X— kF+—7 T VIZBAR L TELULMER")
setResult (RESULT_OK, intent);

finish(;

PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;
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public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl 1 (" “, “7);

if (sha2b6. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”).length() !=0) return false: // 0-9A-F LINDXFELHD

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZxF [ DIERD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 BEEERBD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHEL T FRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
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}

private static byte[] computeSha256 (byte[] data) {
try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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4.1.3.3. Activity [ZFE{ESN S Intent DFEAHY(Android 5.0 KYRTD/N—I32(12DLVT)

Android 5.0(API Level 21)LIB§TlE. getRecentTasksOMHEG TEA1EHRM . BHOBEBEDE2RAVERB LUK
—LT7T)D LS EERTITEVEDICRESNT=, LAL. Android 5.0 KYRID/NN—23> TIE. BRESD
BRI LN DIEHREFAIRDZENTES, LLTFIZAndroid 5.0 KYFTD/N—a0 TRE T IABBEONEE MR
5,

AR D IL—b Activity ITEESNTz Intent (£, FRVEREITEMENS, IL—b Activity EIFFRIDEEREHD
Activity DZETH S, FRAVBEIZEBIENT= Intent (X, ActivityManager Y5 REFESETEDT7T)MBHHE
HICHEAHETENTTRETH S,

FI)NSARIVBR#SBTAE-HDHUTIaA—FRELUTIZRT ARV EBEEEZSBTA3-HIZ1%.
AndroidManifest.xml! [Z GET_TASKS Permission ®FIFRAZIEET 5,

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. intent.maliciousactivity” >

<{lI-—— GET_TASKS Permission €95 —>
<{uses-permission android:name="android. permission. GET_TASKS” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=".MaliciousActivity”
android: label="@string/title_activity_main”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

MaliciousActivity.java
package org. jssec. android. intent.maliciousactivity;

import java.util.List;
import java.util.Set;

import android. app. Activity;

import android. app. ActivityManager;
import android. content. Intent;
import android. os.Bundle;

import android.util.Log;

public class MaliciousActivity extends Activity {
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@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. malicious_activity);

// ActivityManager #EN1§9 %
ActivityManager activityManager = (ActivityManager) getSystemService (ACTIVITY_SERVICE) ;
/] BRYDEEZER 100 HIRET S
List<ActivityManager. RecentTaskInfo> |ist = activityManager
. getRecentTasks (100, ActivityManager. RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {
// Ib— b Activity [Z3EIE St Intent ZEIEL. Log ITRET D
Intent intent = r.baselntent;
Log. v("baselntent”, intent.toString());
Log.v(” action:”, intent.getAction());
Log.v(” data:”, intent. getDataString()):
if (r.origActivity '= null) {
Log.v(” pkg:”, r.origActivity. getPackageName () + r.origActivity. getClassName());
}
Bundle extras = intent. getExtras() ;
if (extras !=null) {
Set<String> keys = extras. keySet () ;
for (String key : keys) {
Log. v(” extras:”, key + "=" + extras. get (key).toString());
}

ActivityManager 5 A® getRecentTasks()IZ&Y . IEELI- BB DIRVBREEZMBT HEMNTED, BIRY
MD1ER (L ActivityManager.RecentTaskinfo V5 RAD A2 R A2 (2SN B DY, T D A /\—ZE# baselntent
(2. BRI DIL—h Activity [TIEfEEN T Intent BHEFASN TS, JL—b Activity E[EZRIMNE RS F-EFIC
U I Activity THAHD T, Activity ZHEUHTIRIZIE. U TOEREEEESLEB-ILBVLIITEELLT
Ay AR

® Activity AFURHENTFRIC, ZRIDFRICERSINS
® MUHENT=Activity BN/ IT T IURHBNETAT T TR EICBRICHERET 58X DIL— Activity T
Hd

4.1.3.4. JL—F Activity [2DUL\T

JL—b Activity EIEARIDIER ELED Activity DEETH D, FRIDER SN B ISEBI STz Activity DZET
BB, EED>THEEWBIZIE, TIAHILRERED Activity NS Fr—hbEEEISh=15E . ZD Activity [X/L—bk
Activity &£%5%, Android DERIZE B E. JL—b Activity ITEESN D Intent DABRIZEBED T TJIZE>THA
WMoNLBNNH D, TIT, IL—b Activity NS TAIRBEREEELEV LIS REBLILENH D, K
HARTIE, FUHEINT= Activity DNIL—bEREDZEFAST=OIZUTD 3 K& IL—ILIZHBIFT =,
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® taskAffinity Z#5E LAY
® launchMode Z#FE L%
® Activity [Z3£{E9 % Intent [Z1X FLAG_ACTIVITY_NEW_TASK ZE&EL7ALY

LT, Activity MIL—RERDDIFEE D KSEIZEMEFILIT/L—F Activity IZTDVWTERT S, BFUHINT
Activity DNIL—hERD IO D EEICEEET 5D (X, LLTIZEIFHIEE THD,

® [TUHEINIS Activity DIEEIE—F
® [EUHEhB Activity DARYEFDFTENIKEE

F9.[FUHEIND Activity DEENE—FJIZDWVTERBAT 5, Activity DFEEEIE—F(EX. AndroidManifest.xml
[Zandroid:launchMode #8293 5 ETHRTE TED, sk LALLM E (X standard” A REN S, F-, EIE—
Fi& Intent IZERET DIV ITE>TEEEARETH S, FLAG_ACTIVITY_NEW_TASK 7354 L. Activity
#"singleTask” E—RF i8IS E 5,

IEERREGESE—FIRDEESYTH D, FF. JL—k Activity EOBBEICERZ B TTEHAT S,

standard
CDE—FTHUHINTZ Activity [FIL—F RS2 EEEFURBLAIORRVICFIET %, =, FUHLD
EIZ Activity DA REVANER SN S,

singleTop
“standard”ERIERTHDD . T+ 7T TV RFRYDERBITEIZR RSN TN Activity ZREENT HIHFEIZIE.
AV RIDAMNEFEINGENENI AN EGD,

singleTask
Activity [F7 74=TADIEIZHSTRB T HFRINRED. Activity DT I4=T1E—BT BRI\
TIS9URHBNETATISOURIZHEELLZWMEEIZIX, FRIM Activity DAV RIVREESBIZHRICE
HEhd, FRETIEEICIEELELLEMSNGL, BIETIL, ESh 1= Activity DAV RZU [T IL— R
%o

singlelnstance
“singleTask” LRI TH I M. RD R TELD, FRICERSNIZZZXIIZIE, JL—b Activity DA D FIETE
BmRTHD, LIzD> T, COE—FTREISN Tz Activity DAV REVRIEEITIL—FTHB, CSTEEL D
EROE, MUHEIND Activity BNEFEDT7 I =T1ERICARID AR MERIZHFEELTWSIEE THoTH, T
UHEh B Activity EARVICEFEND Activity DIZRENERLEDZEETHD. TDHEEIE. FHRICARIH
EREND,

LLE&KY. "singleTask”&7=[&"singlelnstance” TEENE LTz Activity [IL—HMIEEHRIREMELH A EN T M D,
T DREREERTHOIZIE. ChoDE—FTREEFLEVESIZLEITFAIEESELY,

Rz, THEUHEINIS Activity DERZEFDEEIREEIICDWNTERBAT 5, =X, Activity AV"standard”E—K T
FUHIN=ELTE, FD Activity BFRB T B2 RV DIKEEIZ K> TIL—b Activity E4E21BE80H 5,
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FlELT, FUHENS Activity DRRIDBRIZ/NVI TSV URTEBLTWSIEEEE A5, BEELLDIE. £
DRARID Activity 41 X2 XM ’singleinstance”’ TREEIL TLVSIHEE TH D, "standard" THUH STz
Activity DT 74 =T4MERYERLEo1=012, BEE®D "singlelnstance”® Activity D#IRIZKY ., FFEFIRIM
EREND, =1L, ENEND Activity DIFREDELCHEIF FRIVEERSNT AV RV X FBEFDLD
BRAINS, WVTNIZLA, U H STz Activity [X)L—k Activity (2785,

LLEDESIZ, JL—k Activity DNIEUHINDEEHIEETROREBIIKETILEEHTHL. 7TTURRDRIC
[X. "standard”E—F T Activity ZE U H T KSICTRTRETH S,

JEABA Activity ISEIESN S Intent KM 7 T b A SN AHEL T, FE2AEI Activity DFEUH LI Activity
#"singlelnstance”’ E—RK TR T A2BEADH LU TILIA—FZLUTIZERT . COHY T ILa—FTIE, FEARH
Activity hV"standard”E—KF TEEIS 5 A, FEUH LI Activity @ ”singleinstance” E—RF D &I &Y JEARE
Activity [ZEFTFHERA I D IL—bk Activity E5E>TLED, SO, IEA R Activity ITEESh S LTI HEIERIE
RRYVBREICEEEHERIND=D FEDOTITIhoEEAMYTTEETH D, 15 BFUH LA Activity. JE2F Activity &
LIZEA—DTI1=T 1%,

AndroidManifest.xmI(GEHE22)

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. activity. singleinstanceactivity” >

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— Jb— bk Activity OESIE— F%” singlelnstance” &35 —>
N FILAZTAERERT. 7TVORvT—2RET D —>
Cactivity
android:name=".PrivateUserActivity”
android: labe|="@str ing/app_name”
android: launchMode="singlelnstance”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

{I— FENR Activity —>

I— #EEE— KF%” standard” &£&95% —>

A= TFILZTFAERELT. 7TIDNRNr—S8ET D —

Cactivity
android:name=".PrivateActivity”
android: labe|="@str ing/app_name”
android:exported="false” />

<{/application>
</manifest>

JELABA Activity (X, 2IELT= Intent (SR L TR ERT DA THS,
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PrivateActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. private_activity);

// Mg Intent DEREHEHEET S

/] U TINZDERE, 3.2 AWHT—SDREUEHRT 5] 28,

String param = getlntent (). getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/85 A —4% [%s] #Z(+H>71=, ”, param), Toast.LENGTH_LONG). show() ;
}

public void onReturnResultClick (View view) {
Intent intent = new Intent();
intent. putExtra ("RESULT”, "t > TF 4 THIEHR") ;
setResult (RESULT_OK, intent);
finish(;

JEAFA Activity OFFUHE LEITIE. Intent 27557 % E 912, "standard"E—R TIEA R Activity Z#2E1IL T
AV

PrivateUserActivity.java
package org. jssec. android. activity. singleinstanceactivity;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity) ;

}

public void onUseActivityClick (View view) {

// 2B Activity & “standard” E— K CHEEIT 5
Intent intent = new Intent();
intent. setClass (this, PrivateActivity.class);
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intent. putExtra ("PARAN”, "t F 4 THIFR") ;

startActivityForResult (intent, REQUEST_CODE) ;
}

@0verride
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super. onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data. getStringExtra ("RESULT”) ;

/] BIET—ADRENEZHERET S

/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,

Toast. makeText (this, String. format ("#58 %s)] Z=(TE->7=, ”, result), Toast.LENGTH_LONG). show() ;
break;

4.1.3.5. Activity FIEBEOOS HAIZDONT

Activity ZFI B9 SFE(Z ActivityManager AY Intent D AE% LogCat ICH 195, LTORNEIL LogCat IZH
NENB1=0. oo TATHEBRNEENLBVESITEE T RE,

o FIAL/N\vTr—T4
® FRAKZITR4A
® |ntent#setData() Ci%EL7= URI

BIZIE, A—ILEET HIHEE . URI [TA—)LTRLREIEEL T Intent #H4T79 HEA—ILTRFL XA LogCat IZH A
SN TLES, Intent#putExtra) TRELT={EIX LogCat IZH AZh AUV =8, Extras IZRELTESESIZLEA
MNELY,

RDESZA—ILEET HE LogCat [IZA—)LPRLARRTSNTLES

MainActivity.java
// URI (& LogCat [CHHAETN B
Uri uri = Uri.parse("mailto:test@gmail.com”);
Intent intent = new Intent (Intent. ACTION_SENDTO, uri);
startActivity (intent) ;

RD K512 Extras ZFATHE LogCat [ZA— LT RL AR TESNELES

MainActivity.java
// Extra [ZE&%E LT-NA (& Loglat I(CH A Sz
Uri uri = Uri.parse("mailto:”);
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
intent. putExtra(Intent. EXTRA_EMAIL, new String[] {"test@gmail.com”});
startActivity (intent) ;

All rights reserved © Japan Smartphone Security Association. Activity ZE5-FIHT S 93



resommmon  http://www jssec.org/dl/android_securecoding.pdf

““lﬁmmm Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

f=1=L. ActivityManager#getRecentTasks() [Z&>T Intent® Extras D7 TUHSEEFDHSHIGEHLHS
DT EETAHIE, #LLIET4.1.2.2 taskAffinity ZEELALY (»7%8)1.74.1.2.3 launchMode #&TE
L7 (WhZ8) 16 K UT4.1.2.4Activity I2321E9 5 Intent 21X FLAG_ACTIVITY_NEW_TASK Z#E&ZELAZLY (a4
A)IZZROCE,

4.1.3.6. PreferenceActivity ® Fragment Injection XzRIZDLVT

PreferenceActivity Z#&A L=V XM AF Activity E4E->TULVSI5E . Fragment InjectionSEFEIEN HREREA
FHRETHREEN DD, CORBEEFHST=-HIZIE PreferenceActivity.IsValidFragment()% override L. 3l
BDIEEEYZFvo35IET Activity BAERILE L Fragment ZbHHBNKSICTEIRENH D, ( ADT—4
DREMICDOVTIENZ.2 ANT—R2DREMZHZRTHI15H)

LLFIZ, IsValidFragment()% override LTz=H > T ILERT , BH. V—RI—FO#RILZETIE. VSREGHED
Y. SIMDEEDLEERNEL>TEIRAMEEEAHDHD T, FIERFIEHREITLESD,

override UJz isValidFragment() XY/ v R
protected boolean isValidFragment (String fragmentName) {
/] BFAEROXEIEREITS &
return PreferenceFragmentA. class. getName (). equals (fragmentName)
|| PreferenceFragmentB. class. getName (). equals (fragmentName)
|| PreferenceFragmentC. class. getName (). equals (fragmentName)
|| PreferenceFragmentD. class. getName (). equals (fragmentName) ;

HE. 77D targetSdkVersion A¥ 19 LI ETH A5 E . PreferenceActivity.isValidFragment()% override L
7EL &, Fragment AMEA SN TZEEBE (isValidFragment()ASFEIE 1= EXBE) TEF ) TAHIN D FKELT T H3HE
T 9 51=8. PreferenceActivity.isValidFragment()® override N4 ZETH B,

5 Fragment Injection MFFHIZLLTD URLEZSED L
https://securityintelligence.com/new-vulnerability-android-framework-fragment-injection/
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I 4.2. Broadcast#%2{E95-%{ETH

4.2.1. Yo7 )La—k

Broadcast #%{§9 %IZI& Broadcast Receiver Z{E L EMNH S, £DKI7% Broadcast ZZ{E T HMITLK>T.
Broadcast Receiver M@z 5 RV 0EUILGHHFENRLGD, ROFIETIA—IZK>THERKT S Broadcast
Receiver MEDFAITTHIMNEHIBTES, BEAZ, IN—bF—REDEHEIZLEL Broadcast EETT T
DINVT—2 2 F 2G0T T THERT DF LG, /3\—bF—FRE Broadcast Receiver #{E5FE X TEX

LY,

L&

)

C

T7TIREIFT

No

BroadcastZ X219 %

\ 4

Y

B#7 UG T
BroadcastZ %159 %

\ 4

Private Public

3JE/\BfIBroadcast Receiver

/N BABroadcast Receiver

Proprietary
B #t R EBroadcast Receiver

X 4.2-1

%7- Broadcast Receiver [ZIZFDESE

sRIZ&Y . F20 Broadcast Receiver &84 Broadcast Receiver &M 2

BEAHY . TREDIILTEBHDENAHD, YT A—FETIETFHADEERA EEZBNHALTNS . BB ED LS
7#BF (2 Broadcast ZiXETAMIZE>TEIET HIBEHRDBE UL HEIFEENRES -6, FERMDEEIZDOLNT

LEDETEHAT S,
+& 4.2-1
EEAHE LETE
%) Broadcast Receiver | AndroidManifest.xml [Z | ® Y XFLMNSEIESIN D —E D Broadcast
<receiver>EXRZ BT (ACTION_BATTERY_CHANGED #&)EZ{ET
HILTEETD ELRVERINH D
o FIUANHEEELTHOT VAV AM—ILEND
FTOM. Broadcast #2{ETE5
EjfY Broadcast Receiver | 77 O 4 5 L & T |e &# Broadcast Receiver TIEZ{ETEHL
registerReceiver() # & U Broadcast THZ{ETES
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unregisterReceiver() # Iif
UHFZEIZkY., B
Broadcast Receiver #%&

& BERMERT D

Activity AFTEIZH TLVSHIREIZI+ Broadcast
#2{EL1-LV2E . Broadcast MZ{ErTHEHARI %
TRYSLTHIETES

JE/ABAM Broadcast Receiver k5 &1L TE
TELN
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4.2.1.1. 3JE4 B Broadcast Receiver - Broadcast #2595 %595
JE42FA Broadcast Receiver &, B—7 7 AMHEIES I - Broadcast 1217525 T=5 Broadcast Receiver
ThY. 2T LMD EL Broadcast Receiver Th 5, B Broadcast Receiver ZIE A TEEZT HEIET
E/ELV=8 . FE4A B Broadcast Receiver TldE%AY Broadcast Receiver 1EIT TSN 5,

R/ M (Broadcast %59 3):

1. exported="false"IZ&kY . BARBIZIEAREFRTET S

2. R—7FIAMSEIESNT- Broadcast THoTH. Z{E Intent DR EHEHRT S
3. #BRERIBE.EEXIERA—TITIATHLIME., o TAIREREREL TR

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. privatereceiver” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<1-- FE/>BA Broadcast Receiver Z & T % —
{J— S RA > bk 15k exported="false”IZ&k VY, BARMICEARZET S —
<receiver

android:name="_PrivateReceiver”

android:exported="false” />

Cactivity
android:name=".PrivateSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

PrivateReceiver.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PrivateReceiver extends BroadcastReceiver |

@0verride
public void onReceive (Context context, Intent intent) {
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/] kRA 2k 2k B—F7FT)AMNDEIEESHT-Broadcast TH-oTH. ZE Intent DRLUEHERT S
/] HUTINZDERE, 132 AT —2DREUEHDT 51 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format (" Ms] #={E L7, “, param),
Toast. LENGTH_SHORT) . show () ;

/] *RA2 b3k BETIER—T7TIVATHINDE., T2 PT 1 THEHREZRELTEW
setResultCode (Activity. RESULT_OK) ;

setResultData ("> o7 1 J721EHR from Receiver”);

abortBroadcast () ;

XRIZ3E4A B Broadcast Receiver ~ Broadcast 1§92 H 7 I)ILa—FETRT,

RALMBroadcast Z¥{E93):

4. R—77")H Receiver (VT RIEE DBARE Intent T Broadcast 5§95

5. EEXIER—7TYA Receiver THAT® ., Lo T4 I HEREEEFELTEL

6. R—77A Receiver Mo DIEREFEHRTH->TH. ZIET HDLLMEHET S

PrivateSenderActivity.java
package org. jssec. android. broadcast. privatereceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// kR4 b 4k E—7 7N Receiver 9 5 RIEENATRAEY Intent T Broadcast #1533
Intent intent = new Intent(this, PrivateReceiver.class);

/] *RA b 5k EELIZR—TF T KN Receiver THB=H. £ T4 THIFEHREEELTEL
intent. putExtra ("PARAM”, "> > F 4 TH1EER from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
// kR4 b 4k E—7 7N Receiver 19 5 RIEENBATRAE Intent T Broadcast #1533
Intent intent = new Intent(this, PrivateReceiver.class);

/] *RA >k 5k EELIZR—TF T K Receiver THA=H., £ T4 THIFEREEELTEL
intent. putExtra ("PARAM”, "> > F 4 THIEER from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
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public void onReceive (Context context, Intent intent) {

/] *RA 2k 6%k R—7 TN Receiver DL DIERFEHRTH->TH. BET—FDRLUERRET S
/] HOTINZDERE, 3.2 AT —2DREUEHRT 51 28,
String data = getResultData() ;
PrivateSenderActivity. this. logLine(
String. format ("#&58 Ms) #Z{ELT=, ”, data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.2.1.2. Z%BA Broadcast Receiver - Broadcast Z2{E9 % 1£1EF 5

/3B Broadcast Receiver [, NEFELZH O 7T ibix{ESh 1= Broadcast #%{E T&% Broadcast Receiver
ThHbH, VILITT7HEIELT- Broadcast ZZ{ETAENHDEITTENRES,

R/ M (Broadcast %59 3):

1. exported="true"IZ&kY . BARBIZAHERET S
2. ZEIntent DREMEHERTS

3. #BERERIBE. I TAIRERES O

/NBA Broadcast Receiver @Y7 )La—KTdh5 Public Receiver (&, #%# Broadcast Receiver LU EIRY
Broadcast Receiver Ol A THIHIN S,

PublicReceiver.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public boolean isDynamic = false;
private String getName() {
return isDynamic ? "ZABHENHY Broadcast Receiver” : “/\EHE%#Y Broadcast Receiver”;

}

@0verride
public void onReceive (Context context, Intent intent) {

/] kA 2k 2%k Z{E Intent DRLMEHERT S
// “%3Bf Broadcast Receiver THBT=OFATT7 TUNTILD 7 THAIAREENH S,
/] B TIZDEBE, 13.2 AWT—20OREUEHRT 51 #5H8,
iT (MY_BROADCAST_PUBLIC. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM) ;
Toast. makeText (context,
String. format ("%s:¥n %s] Z=2{ELT=, ”, getName(), param),
Toast. LENGTH_SHORT) . show () ;
}

/] kRAU b3k BRERTIHEE, £ T4 THEBERZEEDHEN

// 4 Bfl Broadcast Receiver T b=,

// Broadcast MEETT TUMNTILI T 7 THHEEESELNH D,

[/ RV TICRBENTEREDEVMERTHNIEHRLE L TRLTH KLY,
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > ¥ 7 4 TTIXARLMEER from %s”, getName()):
abortBroadcast () ;
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£ M Broadcast Receiver I AndroidManifest.xm| TE&HT 5.

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. publicreceiver” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<I— /\BA%%EY Broadcast Receiver #E&T 5 —>
- R4 >k 1% exported="true”IZ& Y. BAREIZABSBRET S —
<{receiver android:name=".PublicReceiver”
android:exported="true” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_PUBLIC” />

<{/intent-filter>

<{/receivery

{service
android:name=". DynamicReceiverService”
android:exported="false” />

activity
android:name=".PublicReceiverActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>
<{/application>
{/manifest>

&8 Broadcast Receiver (704 5 LB T registerReceiver()& & U unregisterReceiver()#MEUH I Z &Ik
YR BREIRT D, RIVIRIEICKY B EHREEIRETITS720IZ PublicReceiverActivity LIZRAVEEE
LTL 5, EfY Broadcast Receiver 42 X4 X[ PublicReceiverActivity &Y AEFHARIA KL V=& PublicRec
eiverActivity M AV N\—ZEHELTRFT B LI TELL, ZDT=8H DynamicReceiverService M A/ \—Z
ELTEIM Broadcast Receiver DA XA Rz FRFSH . DynamicReceiverService # PublicReceiverActivit
y MSBAtE $8 T 3B EIZEYBIRY Broadcast Receiver ZRIHERIIZ &% B ERERIRLTULVS,

DynamicReceiverService.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Service;
import android. content. Intent;
import android. content. IntentFilter;
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import android. os. IBinder;
import android.widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

private PublicReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

// 4\BAENEY Broadcast Receiver Z&4%9 5
mReceiver = new PublicReceiver () ;
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter();
filter. addAction (MY_BROADCAST_PUBLIC) ;

registerReceiver (mReceiver, filter);
Toast. makeText (this,
“BI#Y Broadcast Receiver Z&$&L 1=, ~
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;

// 4NEEN#Y Broadcast Receiver = &4k T 5
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
“&h#) Broadcast Receiver ZZ4RfERRL71=. ~
Toast. LENGTH_SHORT) . show () ;

filter.setPriority(1); // % Broadcast Receiver & Y EjfY Broadcast Receiver #EBSE S D

PublicReceiverActivity.java
package org. jssec. android. broadcast. publicreceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PublicReceiverActivity extends Activity {

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}
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public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService (intent) ;

RIZ/ABA Broadcast Receiver ~ Broadcast #{E9 549> 7 I/)La—K%RY, 248 Broadcast Receiver (2
Broadcast Z£1E9 31548 . X159 % Broadcast MTIL I I TP ICZEINBIEABHAZLITEENAVRETH S,

KA (Broadcast Z%£{E93):
4. UL TATEREXELTIEAELEL
5. #REZTMAGE.BRTHADREMEERTS

PublicSenderActivity.java
package org. jssec. android. broadcast. publicsender;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
“org. jssec. android. broadcast. MY_BROADCAST_PUBLIC”;

public void onSendNormalClick (View view) {
/] kRA bk BT 4 THREREEXE L CEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALMERR from Sender”) ;
sendBroadcast (intent) ;

}

public void onSendOrderedClick (View view) {
/] kRA U kdk BT 4 THEREAE L TEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVMERR from Sender”) ;
sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick (View view) {
/] kiRA bk BT 4 THREREAE L CEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 T TIXALMERR from Sender”) ;
//sendStickyBroadcast * %/ Kk APl Level 21 T deprecated &%io7=
sendStickyBroadcast (intent) ;
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}

public void onSendStickyOrderedClick (View view) {
/] kiRA bbbk EUOT 4 THEEREAELTEEL AL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent. putExtra ("PARAM”, "t 2> F 4 TTIXALVERR from Sender”) ;
//sendStickyBroadcast * %/ Kl API Level 21 T deprecated &%Eo71=

sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null, null);

}

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
//removeStickyBroadcast » /v K& deprecated &> TULV3
removeStickyBroadcast (intent) ;

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride

public void onReceive (Context context, Intent intent) {

/] hRA U bhk HEREZITMBIEE. BET—20OREMEHEETD
/] U TIZDERE, 3.2 AT —SDREUEHRT 5] 28,
String data = getResultData() ;

PublicSenderActivity. this. logLine(

String. format ("#&8R l%s) #2fELF-, ", data));
};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.2.1.3. B#%tPR%E Broadcast Receiver - Broadcast 2259 % %595

B$tfRE Broadcast Receiver (. B LSO 7T UM 5E{EShT- Broadcast #—H]=Z{EL7ALY Broadcast
Receiver THD, EHDBEHE T T)TURTLEERL. BT TN ERSEROCHEEEETD-OIZFHASIN S,

R/ M (Broadcast %59 3):

1. Broadcast Z{EH M EE % Signature Permission &9 5

ERZIEADIHEES Signature Permission ZFRAEE 3%

exported="true"[Z&kY . BATRMIZAREZTET S

#%0Y Broadcast Receiver E&IZT. B E 2 Signature Permission #EREEJ 5

189 Broadcast Receiver &89 5&E . M B E & Signature Permission #&E2KEE9 %
¥ B E % Signature Permission BBE# 7 TVIZEYEBRIN TSI LEZHRET D
B#77Uh 5D Broadcast TH-TH., 215 Intent DREMEHERT S

Broadcast :E#ETIEBHT T THEIM S, LTI RERE REL TR

Broadcast #ET 7T LEILHARERT APKZERT D

0 O N OV A WN

BH#tFRE Broadcast Receiver MY > 7 )L.a—K TS ProprietaryReciver (&, §# Broadcast Receiver 58X U
Ej#4 Broadcast Receiver Dl A THIASN S,

InhouseReceiver.java
package org. jssec. android. broadcast. inhousereceiver;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android.widget. Toast;

public class InhouseReceiver extends BroadcastReceiver {

// B#t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”;

// BHOEBRAED/NNY P afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M”my company key” MEFBAZE/\v < 1 {#E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
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private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public boolean isDynamic = false;
private String getName () {

return isDynamic ? "BttEE &M Broadcast Receiver” : "BHtt[REE:M Broadcast Receiver”;
}

@0verride
public void onReceive (Context context, Intent intent) {

// A 2k 6% JEFES Signature Permission BT TUIZKUERERIN TSI L Z2HET D
if (1SigPerm. test (context, MY_PERMISSION, myCertHash (context))) {
Toast. makeText (context, "I BEEZ Signature Permission BAE#H 7 TYICLYERZR SN TULVELY, “, Toast. LE
NGTH_LONG) . show () ;
return;

}

/] *kRA 2k Th BT THSD Broadcast THHTH. Z1E Intent DR EMEHERT S
/] U TINZDERE, 3.2 AWHT—SDREUEHRT 5] 28,
iT (MY_BROADCAST_INHOUSE. equals (intent. getAction())) {
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (context
String. format ("%s:¥n Y%s1 Z#=Z{E L1, ”, getName(), param)
Toast. LENGTH_SHORT) . show () ;
}

/] *RA2 b8k BETIEEHTTITHENE, oo T4 THFERZRELTEL
setResultCode (Activity. RESULT_OK) ;

setResultData (String. format ("t > 5 1 T4 1ESR from %s”, getName()));
abortBroadcast () ;

£ M Broadcast Receiver I AndroidManifest.xm| TE&T 5.

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousereceiver” >

{I— R4 > bk 15 Broadcast ZIEA MM B EF Signature Permission ZE&HT 5 —>
<{permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION”
android:protectionLevel="signature” />

J— *RA 2 b 2k FHERZIERADHBES Signature Permission ZFIHEE 3 5 —>
<uses—permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: label="@string/app_name”
android:al lowBackup="false”>

{I—— %RA > k 3% exported="true”I=&k Y. BARMIZAMRSZET S —
{I— %7RA > + 4% 8B Broadcast Receiver EZEIZT. B ESZ Signature Permission 2BRKEET S —
{receiver
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android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiver”
android:exported="true”
android:permission="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION">
<intent-filter>
<action android:name="org. jssec. android. broadcast. MY_BROADCAST_INHOUSE” />
<{/intent-filter>
<{/receiver>

{service
android:name="org. jssec. android. broadcast. inhousereceiver. DynamicReceiverService”
android:exported="false” />

activity
android:name="org. jssec. android. broadcast. inhousereceiver. InhouseReceiverActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

</manifest>

E)AY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMHEUSH T &2k
YBERBREERT 5, RIREICKYER B ERMEIRETITOTOIZ ProprietaryReceiverActivity EIZR22 %
EEELTUL\5, EIfY Broadcast Receiver 12 XA X[& ProprietaryReceiverActivity KYAEFEHBARLV =6
ProprietaryReceiverActivity DA /N\—ZEHELTRFT HILIETELL, TD T8 DynamicReceiverService
DA N—ZEEHELTHB Broadcast Receiver WAV R A22 X & REF St . DynamicReceiverService %
ProprietaryReceiverActivity MoBIE & T 5 EIZKYEIRI Broadcast Receiver IR B8k Bk E
BRLTLVS,

InhouseReceiverActivity.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class InhouseReceiverActivity extends Activity {
@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

}

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService (intent) ;

}

public void onUnregisterReceiverClick (View view) {
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stopService (intent) ;

1

Intent intent = new Intent(this, DynamicReceiverService.class);

DynamicReceiverService.java
package org. jssec. android. broadcast. inhousereceiver;

import android. app. Service;

import android. content. Intent;
import android. content. IntentFilter;
import android. os. IBinder;

import android. widget. Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

private InhouseReceiver mReceiver;

@0verride
public IBinder onBind(Intent intent) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;

mReceiver = new InhouseReceiver () ;
mReceiver. isDynamic = true;

IntentFilter filter = new IntentFilter(;
filter. addAction (MY_BROADCAST_INHOUSE) ;

Toast. makeText (this
“#)84 Broadcast Receiver &L 1=,
Toast. LENGTH_SHORT) . show () ;
}

@0verride
public void onDestroy() {
super. onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast. makeText (this,
"B Broadcast Receiver &R L=, ~,
Toast. LENGTH_SHORT) . show () ;

filter.setPriority(1); // # M Broadcast Receiver & Y Ejf4 Broadcast Receiver ZBE S5

// R4 >k 5% EEYBroadcast Receiver &8k D& &, MBETFES Signature Permission #BREET S
registerReceiver (mReceiver, filter, “org. jssec.android. broadcast. inhousereceiver. MY_PERMISSION”, null);

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—SHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName & L1=7 T DEEHED/\Y L 1{EZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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Packagelnfo pkginfo = pm. getPackagelnfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEDHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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*RA bk Ok APK # Export $5&EE(Z, Broadcast EIET 7T ERILHARER TAPK #ERT D,
[ ® Generate Signed APK |

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Key alias: @ company @

Keyr pa 55ﬂ0rd : | ....... |

[ | Remember passwords

| | MNext | Cancel | | Help

4.2-2

RIZBE %R Broadcast Receiver ~ Broadcast £{E9 5 H 7T ILa—KETRT,

KL (Broadcast ##£{59 3):

10. R ZERADIEES Signature Permission &9 5

11. Broadcast Z{E AN HE & Signature Permission #¥AEE9 %

12. ¥ B E % Signature Permission NE#{T7TVICKYEERIN TSI EEHERT S
13. Receiver (FB#HTTIRETHINS., o TAITHERESZELTHLL

14. Receiver [ZJH B %% Signature Permission &K 35

15. #HREZTMLGE  BRT 2ORLUEHERTS

16. Receiver 77 LRILRHAREERTAPKEZELT D

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. broadcast. inhousesender” >

{uses-permission android:name="android. permission. BROADCAST_STICKY”/>

== *RA 2 10k ERZIEADMBEER Signature Permission #E&ET D ——>
<{permission
android:name="org. jssec. android. broadcast. inhousesender. MY_PERMISSION”
android:protectionLevel="signature” />

{I—— %4 > k 11% Broadcast Z{EADIBE TS Signature Permission ¥ AEET S —
<uses—permission
android:name="org. jssec. android. broadcast. inhousereceiver. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
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android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name="org. jssec. android. broadcast. inhousesender. InhouseSenderActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>
{/manifest>

InhouseSenderActivity.java
package org. jssec. android. broadcast. inhousesender ;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. BroadcastReceiver;
import android. content. Context;

import android. content. Intent;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class InhouseSenderActivity extends Activity {

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”;

// BHOFIEBRED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) |{
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny > 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIEBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
]
return sMyCertHash:
]

private static final String MY_BROADCAST_INHOUSE =
“org. jssec. android. broadcast. MY_BROADCAST_INHOUSE”;

public void onSendNormalClick (View view) {

// kR4 b 12% HBEES Signature Permission WE#HT7 TVICKYERERSN TSI LEMHRETS
if (1SigPerm. test(this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “¥MEBFEZ Signature Permission MEHT TVIZLKYEZRSINTULVEL, “, Toast. LENGT
H_LONG) . show () ;
return;
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}

// kR4 bk 13% Receiver (FB#T7 FURETHIMND., o oT4 THERZEELTHLL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAM”, "t > > F 4 THIEER from Sender”) ;

// *iRA > b 145 Receiver IZJHEEZ Signature Permission #ER9 %
sendBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION™) ;

}

public void onSendOrderedClick (View view) {

/] kR4 b 12% HBEFESE Signature Permission NEHT7Z TVICEYEESIN TSI L 2HRETS
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {

H_LONG) . show () ;
return;

}

// %A >k 13% Receiver (FEHT7T TUVRETHZIMD., EoiT4 THERELZELTH LW
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent. putExtra ("PARAN”, "t > o F 4 T41E$R from Sender™) ;

// kA > k 14% Receiver I3 B F % Signature Permission &k $ %
sendOrderedBroadcast (intent, “org. jssec. android. broadcast. inhousesender. MY_PERMISSION”,
mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@0verride
public void onReceive (Context context, Intent intent) {

/] diRA b 15k #EREZITMBEE. BRT—H2DRLMEEHERT D

/] B TINZDEBNE, 13.2 AWT—E20OREMEHRT 51 #58,

String data = getResultData() ;
InhouseSenderActivity. this. logLine (String. format ("$%8 %s)] #=Z{EL 1=, ", data));

};
private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;

Toast. makeText (this, “"¥MEBEFEZ Signature Permission MEHT TVIZLKYEZ I TULVALY, “, Toast. LENGT

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;
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import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE IEKBEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&L1=7 7 DEEHED/\Y L 1{EZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHELFFRDHIT
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}

}

Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

private static byte[] computeSha256 (byte[] data) {

try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal. toString() ;

*RA b 16Kk APK % Export $5&EIZ, Receiver Bl 77 LRICEHRERTAPK ERT 5,

® Generats Signed APK

==

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |
Key store password: | ....... |
Key alias: _my company key D L|
Key password: | ....... |

[ | Remember passwords

| m | Cancel | | Help |

4.2-3
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4.2.2. W—ILTvY

Broadcast # £ Z{ETBMRICITLULTDIL—ILETFBHIE,

1. 7FURATOHERT S Broadcast Receiver [XIEABHFZRTET S (WH7E)
2. ZEIntent DREMEHERTS (WH7E)
3. FBXZ Signature Permission (. B 7TUNEEL - LEHEELTHRATS (78)
4, #HREBERITZEICT, BEXTITINOOBERBERFRITSEET S (WH7E)
5. U T4I751ER% Broadcast X {ETHIHE(E. ZIETEEL: Receiver ZHIRT S (WH7E)
6. Sticky Broadcast IZI&t2 T4 ERES ORI (78)
7. receiverPermission /85 A—42MEE L Ordered Broadcast (EEMENZENHBIZEITTE (WA
8. Broadcast Receiver WoDRIET—ANDREMEHERT S (WH7E)
9. BEEZRHMICRHIDZGEICII. TOEEDEXRDOREKELMHEIFT S (WH78)
4.2.2.1. 7FIYATOHOHERT S Broadcast Receiver [XIEABHRET S (WH7R)

7TIVATOHERASN S Broadcast Receiver [(IEABARTET S, iKY, 7T HSERE I Broadca
st 22T TLESEN LY, 7T DHeEE RIS =Y., 7TUDEMEICEREEZS-LIEYT2DEMHCTE
NTE5,

R—77)VAISDHAFIFAEN S Receiver Tl Intent Filter 2/ E T 5L ET XL TIEAESALY, Intent Filt
er DB L. R—77JRDIELE Receiver I FUH T DEYTE, Intent Filter BATHUHLIzEZIZERE
T a7 7) D2AF Receiver EHUHLTLESIBENEET 5D TH5.

AndroidManifest.xmI(GEH#EEZ)
A— 5 E7 TV IZIELBA & F B Broadcast Receiver ——>
{l— R4 >k 1: exported=“false” &9 % —>
<receiver android:name=".PrivateReceiver”
android:exported="false” >
intent-filter>
<action android:name="org. jssec. android. broadcast. MY_ACTION" />
</intent-filter>
{/receiver>

M4.2.3.1 EALTEKL exported FEL intent-filter ERE DA & HE (Receiver DIHE)I1BSBT DL,

4.2.2.2. Z{E Intent DREMEERTS (WH7E)

Broadcast Receiver MBS FIZL>TETFIVRVITIERLZN, 215 Intent DT—RZNIBTLRIZIE,. TITZE |
ntent DEREMEFEZLLZITHIEESE,

/M Broadcast Receiver [EFEELZHDT TS Intent =2 (TERD1=8 . TILITT7 DKE Intent £ (1E S
ATREE D $ D, JELNBA Broadcast Receiver [t 7FUMS Intent ZEEZ(FERDZ EIELEL, LALERI—7TY
A D2 B Component HMuD 7T 532 (+ER 1= Intent DT —4% IE4NBA Broadcast Receiver [ZE5i%d 5T
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EDBBT-0 . ZE Intent TEFHIZR L THHEEZTITHLEL, B R E Broadcast Receiver (%D R
DYRITHB=H. PLIEYZIE Intent DRLEUEHERTILENH D,

3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.3. JBEEZ Signature Permission &, B T7TUNERLI-CLEERLTHIAT S (WH7R)

B#OT7 T HiE{ESN Tz Broadcast 2172 Z{EL. TS D Broadcast #—tN{ELAL B4R E Broadc
ast Receiver 255154 . B ES Signature Permission [C&YRELLITNIEEDELY, AndroidManifest.
xml TO Permission EE#&. Permission EREEZITTIEREN T+ THS1=6. 5.2 Permission & Prote
ction Level JDT5.2.1.2 B FEZE®D Signature Permission TEH 7TV EET A LIS BT HE, £
B2 Signature Permission % receiverPermission /85 *—4IZ#§E L T Broadcast %53 315& LRI
HRTIDENH D,

4.2.2.4. BRBEBERTBEICTBEETITINOOBERBERF/RITERT S (WH7H)

Broadcast Receiver ®#4F(Zk>T setResultQIZ&ViEREHRERT 7T DIERENEL S, 228 Broadcas
t Receiver DFZEIF. BRIRZEFLDT TNV 7 THLAREELHY . BREBNVBEZH >TEHLONDLE
B MBS, JE2AF Broadcast Receiver ¥ H#tPRE Broadcast Receiver DB &I, #ER R E LI BHRAET
T THAORBRBFROBNEHEY DEET 2LEILAELY,

ZM &SIz Broadcast Receiver Mo#ERIFERERTIHZEICIX, BREEXTTIMSDFERBFROBRICEELLT
nIEESE,

4.2.2.5. oI T4I731EHR%E Broadcast X5 T S5 L. RIS T HEL: Receiver ZHIRY % (r78)

Broadcast ELVIBRINRT K512, FEFH Broadcast TTEFEZSHD T TIIZIEHRE—FTEELRY . 24305
FEMLIEYTHAIEEZERLTEON-EHA TH D, TD=Ot2 o T4T1i1E#RE Broadcast XFEITBHHEIC
X, TP ICERERBINGOESIEEFENRANBELLS,

t2 T4 751E$R% Broadcast %59 5154 . (S8 TE5 Broadcast Receiver FZIT7AAZEREETHY . fthd Br
oadcast Receiver [XZ{EFRARETHIDLENH D, TD1=HD Broadcast FEHAEZIZIZLUTDOESILELDONH
b,

® HBiREY Intent T Broadcast X159 5 &THREAZETEL . ERLT-{ERETE% Broadcast Receiver 21712 B
roadcast Zf@(T5HiE. COHEIZIERD 2 DDINF—2hEH b,
> R—771JA Broadcast Receiver SECTHMNIL Intent#setClass(Context, Class)IZ&kYIBELERE
5, BRI —RIZDOVWTIEY T ILa—K+923274.2.1.1 JE2F Broadcast Receiver - Broa
dcastlZ£&I1Z9 5L,
> D7D Broadcast Receiver 3BT THMNIL Intent#setClassName(String, String)IZ&kYSE5E%E
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FRE 9 %HHY. Broadcast EEITHKILBIEE/\vr—2D APK BADHARERERTANIRAREELT
HFRIL=7 T THAHILEREELTH S Broadcast #iEET S, EMRICIERFEM Intent ZFIATESIR
DHENERBTH S,
® receiverPermission /\5A—4A(Z¥ B E 2 Signature Permission 8% LT Broadcast #{EL. 587 5%
Broadcast Receiver [Z23% Signature Permission ZFHEELTE55Hi%. EAMLGEI—RIZDOWTIE
YT Ia—KtH3204.2.1.3 B#RE Broadcast Receiver)|%5E(2952&, £=ZD Broadcast &
EREEERETDHICIFIL—ILI4.2.2.3 HBEES Signature Permission (&, B 7 FUARERLI-CEEHE
ALTHATS (W7A) 1BBERALEITNIEESIEL,

4.2.2.6. Sticky Broadcast [ZIZ 2 T4 I HIERE S HIELY (w78)

BE D Broadcast [&. Broadcast X {EFFICZ{E [ REIKAEIZ#H 5 Broadcast Receiver [CZ{ENESN DL, TDB
roadcast IEHBLTLES, —7A Sticky Broadcast (& KU Sticky Ordered Broadcast. LA TFEIH) &, X EFF
[ZR{SKEEICH S Broadcast Receiver IZRENEINF-EBREI AT LEIZHEELD DT, TD# registerRecei
ver(IZ&YZETELENE M TH D, FEITH>T- Sticky Broadcast (& removeStickyBroadcast()IZ&kW{E
BDAIIVJ THIBRTES,

Sticky Broadcast [ZEEZREY Intent IZKAEHAIFHZTHY. receiverPermission /X5A—42%$EELT=- Broadc
ast FEE X TELLY, ZD 1= Sticky Broadcast TEELEERIITILVITEECTEESHOTT)MSHE
TETLES, LMo T U T4T 1% Sticky Broadcast THEEL TIXASALY, 423, Sticky Broadcast
DO EAIE Android 5.0(API Level 21)IZHWTIEHEELH>TNS,

4.2.2.7. receiverPermission /85 A—A2M1§FE %L Ordered Broadcast [ZEMNHENZENBHDEITEE (WAZE)

receiverPermission /S5 A—2%IEEH T I1TEES Tz Ordered Broadcast (&, TILIITESTTREEZHD
77N ZIERHETH S, Ordered Broadcast I& Receiver MSDIRYIEREZTE D=8, F1=IXEH D Recei
ver [ZIERNIBZSE5=HICFIASNS, BEEDSEL Receiver MR Broadcast NERESN D=, Bk
ExE<LizTIL oz 7h &I Broadcast #52{EL abortBroadcast() 3 b &. %% Receiver [Z Broadcast A%
[ ey (RACE A

4.2.2.8. Broadcast Receiver hWoMDIRIET—HDEREMEHERTS (WH7E)

ERT—42%1%YIRLTET- Broadcast Receiver DAL FIZE->TETFIVRIITELDZMN, ERMIZIZZEL L
RT—AhRBT—2THHREEEZEEL TR EICANEBLEFNIERSRLY,

iR{E 7T Broadcast Receiver A3 Bf Broadcast Receiver DiGE . FEED T TUNLRYT—2EZ(THS1=8.
TILDIT DRET—2%EZ TS A REMEN $ 5, IR1ETT Broadcast Receiver A'JE/2BH Broadcast Receiver
DIGE . B—TFTIVALLDHERT—E2THAIDTIRVIEIHENESIZEZANEEN DT TN Z TR =T —
SEBEMICHERT —2ELTERETAIENH LD BRT —IEBEXHICKETHIEEA TILLLEL, RIE
7t Broadcast Receiver "B #tFBE Broadcast Receiver DB E. ZDHEDRITHS1=6. LIFYHERT—
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AABET I THAHMREMEZEEBL TRECVELLZTAIEGEL,
3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.9. BEZ-RMICRETIEERICE. TOEEDRKRDREKELHIETD (WH7H)

Permission [CKYREIN TV S EREESLIUHBEEEEZMOT7TIICZRMICIRET H5EI1ZE, RIE-ET
TYIZxHLTE—® Permission Z&ER 9 5% E LT, TOREKELMIFLZITNIETESZEL, Android D Permi
ssion ZX ) TAETILTIE, RESN-EEIZHTEIT7ITINSDEET I ERIZTODVTOHEREEFITS,
DR EDFHEICKY ., TTVICHEEINF-EENSSITHDOT T, RED-DITWHEL: Permission #ERT
BERIRMEINBAREME N H D, ZD LI Permission ZHERZEL TSI EEEBEMIZEMAD T, Permissi

on DEEREBBELTE(ENS,5.2.3.4 Permission DB REZEMBEIZSBTLHL,
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4.2.3. PRNVRR

4.2.3.1. ERALTXL exported FRE L intent-filter FRE DA & HE (Receiver DIFE)
F 4.2-2 (%, Receiver #RE T BHLEITFERALTHEL exported BEL intent-filter ERDEHEHEERL
TWL%, lexported="false”mD intent-filter EZEHY I DFEAZRBIZILELTWSERIZDOWNWTIILU T TR

T%)o

F«& 4.2-2 exported Bk intent-filter ERDHEAEHLEDFEATE

exported EEDIE
true false BIETE
intent-filter E&ENH5 A [RAIZELE 2k
intent-filter E&EMALY G| Gl =]

Receiver M exported BHEMNEIETE THHIHZEIZF D Receiver NABHEIN DN IEABAEE S ML, intent-filter
DEEDHEIZKYRFESN6, KA AR TIX Receiver M exported BI4EZTEIETE IICTHIEEZIEL TS, B
D ESEAPI DT IAILCDESZFEARERELXTHI LT TERETHY. exported BHED LS5 EFa)TaL
BEELGREEHATMICENILT 2FELAHIDTHNIEZNENRATRETHIEEZAOND-OTHS,

intent-filter X &L . D, exported="false’ZIEE T HLERAZELLLTLADIF. A—T7TIJADIELFH
Receiver [ZMIFT Broadcast #2EL1=2£YTH, ERETHT7TD B Receiver ZEIEVHLTLESISZEN
FHETHLLTHS, UTD 2 DORTEREHRTEVHLIRS%HFEHFT S,

4.2-4 1% A—7FIVANSLMNIEL R Receiver(ZFY) A) ZESE K Intent THREUVHEEBLHWLERLZEEDOHIT
» 5, Intent-filter(E e action="X")Z2ERXLTWLADOMN, 7T ALMWVELDTEREYDEELE->TLNS,

6 intent—filter NEZRINTLNIL B Receiver, EEIN TLVEITIXIEA B Receiver 755,
https://developer.android.com/guide/topics/manifest/receiver-element.html#exported SN L,
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(" N
7TUA
BE EA M IntentZ{E->T
ReceiverZIEUNH 3
F77c
JE/NBHReceiver A-1 A& B MIntentZ > T

exported="false” Receiver&M U H T

action="X" @

N

JENBAReceiverZ o= AN H M
AV A= ILENTWDIGEIF. R—7
TN TODHBroadcastiEZ{EHfTHN
Bo

Androidifi R
\_

4.2-4

4.2-5[F. 77U AIZMATF7Z 7Y B THEL intent-filter(R & action="X"\"2 E&ZLTL\BEETHD. £
D7) (77 CO)HEEERAY Intent T Broadcast #2159 5D (%, JEAEA Receiver(A-1)EIFXZEXLLELDT
BIZEX ) TMIZIEBEICAS VDB D X)),

X2 T/ECHREICEZDIE. 7T AIZKBE—7T)RNDIELE Receiver DIFEVHLTH S, 77 A HEE
2K Intent % Broadcast $5&. A—7FURDIELR Receiver [THZ T, R Intent-filter &L= B D
D26 Receiver(B-1)£Z D Intent ZZ{ETETLEIN O THHARDFEDKE), A > 7T B IZHLTEY
UTATEIEREZIET HAREMEMNELTLES. 77 B NIz 7ThnIE, FDFF LI TAITRIERDF
BIZE®MB, Ff=. Broadcast A% Ordered Broadcast THo1=i5& X ERILLEWMERBEHREZZITHRHTLEST
BEMLHD,
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2017 %2 A1 BhR

=1L, Y RTLDH*EIET S Broadcast Intent A& Z{ET %S BroadcastReceiver #EE T HH AL,
lexported="false"h D intent-filter EEHY I1ZFRT &, M2, TRUNDHEAEHEIXFELTULIFELY,
ik, P RTLHAEIET S Broadcast Intent [ZEAL Tl exported="false" THLZEMRETHDHELVIBRIZEHE
D, VAT LMEIET S Broadcast Intent £FL ACTION O Intent #th 7 TUAEIEL-IGE . ThERIELT
LESEERILEGWEIMEZSISHET AIHEME N H B M. Chld exported="false"ZET B EIZK>THSIEM

TE&%,

4.2.3.2.

AndroidManifest.xml [CE#BYIZE 2L T= Broadcast Receiver (&, 1V Ab—/LLI=fZIF TIFERIZHSRLDT
FENDETHE,, 7% BERETHIET. TN LUMED Broadcast #2{ETEDLSIT4 D1z 1A=L
#%I(Z Broadcast Z{EZE M)A —ICL TRIBEZREEH ST DI EIETELLY, 7=1L Broadcast ME{EEIT Intent [
Intent.FLAG_INCLUDE_STOPPED_PACKAGES %% LT Broadcast ZEL-HZE(X. —ELEEIL TLVELNVT

r

7TUA
BE B M IntentZE{E->T
ReceiverZMEUNH

l Intent(“X”) :

JE/NBHReceiver A-1
exported="false”

action="X" @

A BAReceiver B-1
exported=“true”
action=“X"

Androidiii R
\_

F77UC
B 2 M) IntentZ > T
ReceiverZFE U H 3

Intent(“X”)

[E CactionZ € Z L 1=ReceiverH\ o 1=
BROT7TI)RA R = ILEnT-15E
[&. TR TDReceiver[ZIntent B ER{E =

ns

~N

4.2-5

Receiver (77 ZiEEILAEL EB RSN ALY

T)TH-HTHID Broadcast Z2IETHEMNTES,

4.2.3.3.

BEHOT7TVIZEL UID -85 TES, COBE. - ZIEL B Broadcast Receiver THoTH. RIL
UID @7 ) hisiE{EE = Broadcast [EZ{ELTLES,

7 Android 3.0 K& TIET7 T DAV A+—ILELT-1217T Receiver iN&fxSh b

BL UID 2277 hS%E{EENT- Broadcast (. JEZBH Broadcast Receiver THZETE5
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LALohiEtxa) T ERBEEGAI LT, RICUID D27 TUIX APK 2B LT AR ERN—HTHIL
MREESN THY. JE2ABH Broadcast Receiver WZIETHDIEB# 7T HhSEIESNT- Broadcast ICRESH

H2HHThHb,

4.2.3.4. Broadcast MIELELFD

1%#{£9 % Broadcast [& Ordered NZ5 THLA, Sticky M ES TR DA EHEIZKY 4 FEFED Broadcast
MFEET S, Broadcast :ZEAAYYRIZIGL T, 2159 % Broadcast DIFFEMNRE S, 8. Sticky Broadcast @
{#E AL Android 5.0 (APl Level 21)[ZHBUWNTIEHREELL-TINVS,

= 4.2-3
Broadcast MiE%E EERAYYE Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

ZNZFhD Broadcast DIFHIIRDESYTHS,

= 4.2-4

Broadcast DFE%E

Broadcast MFEET LD

Normal Broadcast

Normal Broadcast I£:X{EFFIZZ{S R AEZ IR AR IZ8H B Broadcast Receiver
[CEEE SN THIMT %, Ordered Broadcast EE#4Y, #83M Broadcast
Receiver M [@E BFIZ Broadcast #ZET DL HHBTHL . HFED
Permission ## D7 71) M Broadcast Receiver f=[F1Z Broadcast 2§
H5IEELTED,

Ordered Broadcast

Ordered Broadcast L= {EFICZIERAET IR A& IT 3 % Broadcast
Receiver M—DF DJEHIZ Broadcast #ZETHEMNEFEHTHS. &Y
priority {EAYKE LY Broadcast Receiver MEIZZRIET D, TRTD
Broadcast Receiver [ZERESET I 5Hh . &H D Broadcast Receiver A%
abortBroadcast)Z MU L1=5 & (-, Broadcast [FEHRT B, BHED
Permission #F|FHE S L1=7 71 ® Broadcast Receiver Z[F1Z Broadcast
EZESEDHELTESD, £ Ordered Broadcast TIEZEE T A
Broadcast Receiver Mo DR IEHREZ(TES_ELTE S, SMS Z{E@AN
Broadcast(SMS_RECEIVED) & Ordered Broadcast DX XKFITH S,

Sticky Broadcast

Sticky Broadcast (& {ERFICZ{ERTAEAUIKREICH D Broadcast Receiver
ICERESNEZRICEBRITDIIEEGCUVRTLICEYKT., &I
registerReceiver()ZMFUHLI=7FUA Sticky Broadcast Z{EF5H¢&
MTEBIENEFHTH S, Sticky Broadcast [Ffthd Broadcast EEGYH
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FRITHRT A LI LD T, Sticky Broadcast A ARE(ZH>T=&=(2, BF
REYIZ removeStickyBroadcast()ZFEUHH L T Sticky Broadcast ZHiES
HELENH D, D Broadcast L&Y $5ED Permission #HF D7 71)
@ Broadcast Receiver 1=[F1Z Broadcast ZZ{ESE AT EILTERLLY, /3y
T1)—IKEEZ F &SN Broadcast (ACTION_BATTERY_CHANGED) & Sticky
Broadcast DX ERHITHB,

Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast A M4 %5 -7- Broadcast
T&H 5, Sticky Broadcast LE#k. HED Permission #F 277D
Broadcast Receiver 7=[1(Z Broadcast 2 {ES A EIETELLY,

Broadcast D4F MRS ELVV DR AT, LRZFSISHNICHBETLHIETRIZES,

& 4.2-5
Broadcast MDA IRD L Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast

Z{E T AE7: Broadcast Receiver &

Permission [Z&kY#IRT S © © } }
Broadcast Receiver M > DAL

REWETS - © - ©

JlE & IZ Broadcast Receiver [Z

Broadcast ZEEH 5 - © - ©
BRICIEESN TS Broadcast &

BHSBIETS - - © ©

4.2.3.5. Broadcast E{ELI-1EEHA LogCat [CHAZNDIGEENHD

Broadcast MEZEIXEARMIZ LogCat [CHAZINAL, LML, ZIEBID Permission RRICKDIT—H0, %
{ERID Permission RRIZEHTF—DKEIC LogCat IT5—OT At hehd. T5—AJIZIF Broadcast T
1E9 % Intent FRELEENDD T, TS5—FKARFZ(X Broadcast EET DB AL LogCat [CRTRINBIEITEER

LTIELLY,

IXAEBID Permission RERDIT S —

eiver.creating. CreatingType3Receiver

W/ActivityManager (266) : Permission Denial: broadcasting Intent { act=org. jssec.android. broadcastreceiver.creating
.action. MY_ACTION } from org. jssec. android. broadcast. sending (pid=4685, uid=10058) requires org. jssec. android. per
mission. MY_PERMISSION due to receiver org. jssec.android. broadcastreceiver. creating/org. jssec. android. broadcastrec

Z(ZRID Permission REBDTS—

W/ActivityManager (275) : Permission Denial: receiving Intent { act=org. jssec. android. broadcastreceiver. creating. ac
tion.MY_ACTION } to org. jssec.android. broadcastreceiver. creating requires org. jssec.android. permission. MY_PERMISS
ION due to sender org. jssec. android. broadcast. sending (uid 10158)
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4.2.3.6. R—LEE(7T))IZa—thyrzEBETLEDEER

R—LBEEICTIVEEHT BN a—rHybRE O Web TS50 DT voT—o D &57% URL La—khvk
FERTAIBEDIERIZTDOVWTHRAT S, HlELT. ULTOEILEEFEZTHD,

R—AEm (7TV) (23— by hERETD
Intent targetintent = new Intent(this, TargetActivity.class);

/) a—brhy MEBIKEO -6 Intent
Intent intent = new Intent(“com. android. launcher. action. INSTALL_SHORTCUT") ;

// va—rhy bOA Y TEICEST S Intent ZIETE

intent. putExtra (Intent. EXTRA_SHORTCUT_INTENT, targetlntent);

Parcelable icon = Intent. ShortcutlconResource. fromContext (context, iconResource) ;
intent. putExtra (Intent. EXTRA_SHORTCUT_ICON_RESOURCE, icon);

intent. putExtra (Intent. EXTRA_SHORTCUT_NAME, title);

intent. putExtra(“duplicate”, false);

// BroadCast Zff>T. VAT ALIZVa—rhy MERRZIRIET 5
context. sendBroadcast (intent) ;

EETHEIELTLS Broadcast [, ZIFFENR—LBERETZ TITHY. X —CBERTET HIENELLV =0,
BEEARY Intent (kBB Receiver ~OEELE>TNBILITERNBETHS. 2FY. LRTRHELL
Broadcast [IVILVITFEEDEBEDTTINZET HEATE., ZD1=O. Intent [TEV I TATRIERNE
FNTOAEFERRAVDHEEIC OGN HATREMEN H D, URLEZEICLI=a—bAvhEER T 55 E . URL IZTRE
DERNEEN TV ELH D0, BISIENBETHS.

sEAELLTIL. T14.2.1.2 2AB Broadcast Receiver - Broadcast #5253 % %{E3 5 JICREH I TLAHRA
UMZHEL, FEIET D Intent ITEV U TATHIEBRNEFTLHWNESICTEEAVETH D,
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4.3. Content Provider Z4£%-FIB9 5

ContentResolver & SQLiteDatabase M A > 2 —27x— XML TS F= & . Content Provider [&
SQLiteDatabase LZZICBERAH I LERELNSNDZEMN Z LY, LALERRIZIX Content Provider (X7 7URT
—BHREDAUE—TI—RERET ST T, TE2RFORAXE—UMOLLGWIEITEENLESR, ERT S
Content Provider RETT—42MDRF(C SQLiteDatabase #{#52 &3 TESL. XML 774 L E D B DIRER
KEFEITELITED BB CCTRNT BT a—FRIZET—2E2RFETHNEEZESFLRLO T, BREITHLT
BN A&,

4.3.1. YT )La—Fk

Content Provider AAEDKIIZFIASNHHIZL- T, Content Provider H4EZ 51 RV OBEU LR EIFRAE
5%, ROFIFEIO—IZ&>TERT S Content Provider ME DAL T THIMEHIEFTES,

FHESHO No

TVITFIAERDS

FE LD
FVIZFIAZERD 3

v Y

Private Public Exclusive Proprietary Temporary
™ . I . IN—rF—RE BRE —BFEF Al
3R 23BAContent Provider “Content Provider Content Provider Content Provider Content Provider
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4.3.1.1. 3E/4AE Content Provider 245 -FIFAT 5%

JE2AF Content Provider (&, RI—77VJRZIFTHIFASINS Content Provider THY. LoLbLLMEDFL
Content Provider T#%38,

LIF. JE22BA Content Provider DR EHIETRT,

R4~ (Content Provider %) :

1. exported="false"IZ&kY . BARBIZIEAREFRTET S

2. RA—TFTIVAMLLDYIIARNTH>TH. I\TA—FDREMEHRETD
3. FIARXTIVER—TTITHEIME, Eo T4 RERERELTELL

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. privateprovider”>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

- R4 >k 15 exported="false”lz&k VY. BARMICIELRSBREST S —
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />
<{/application>
<{/manifest>

PrivateProvider.java
package org. jssec. android. provider. privateprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

8 f=1=L. Content Provider MIELAFAELE (X Android 2.2 (API Level 8) LIRTTIZHERELALY,
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public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. privateprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEIEEZEZRTIHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id”, “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true.

}

@0verride
public String getType(Uri uri) {

/] )k RAU L 2%k A= FTUANLDYIIRARTHLTEH, NFA—2DLEMEHRT S

// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] T3.2 AAT—2DREUEHERT D] 258K,

/] *RA2 bk 3Ik MAXTTTVER—T7 TV THEMhE, £ T4 THRERERELTKL

// =12 L getType D#ERP LU T 1 THEREZF DO LIEHFEY 4L,

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
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return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] ARAU 2% A—F7FTIVANLDY I IRXACTHL2TEH, I"SA—2DREeHEZHERT S
// TTTlEuri MEEDEBATHSZ &%, UriMatcherffmatch () & switch case THEREL T3,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 AWT—20ORLEMEHRET 51 #58,
/] kRA 2 b3k FRATT TVIER—7F)THEIHIE, 2T THFEHRERZEL TR
// query DERNE VLT 4 THERZEONESMEIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] *RA 2k B—F7TVALLDIV I IRANTHLTH, INTA—FDREMLEWHERT S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEEL TUL\D,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 ANT—20ORLEMEHET 51 #88,
/] *RA2 3k FATT TVIEER—F7TITHEINDL., BT 1 THFEHRZRELTEW
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] kiRA Vb 2% A= TIVANMLGDY I IR RTHLTH, NS A—2DLREHUEHERET S
// T TlEuri NMEEDERERNTHS Z &%, UriMatchertmatch () & switch case THEFREL T3,
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/] TDMDINT A—FDRERIEH L TIVIZDEEE, 13.2 ANT—20REMEHET 5] &38R,
/] *BRA2 L3k FATTITVIERA—T7TITHEIN D, £ T« TREREREL TR
// Update ShizLa— FENEU T4 THBEKREFONE S MIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA 2k B—F7TVALLDIV I IR RTHLTH, INTA—FDRLMLEHRT S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3S,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEMEHET 51 #58,
/] *iRA b3k FRATT TVIER—T7 T I ThHEhD, 2T TRERERZELTEN
// Delete Snfz=La—FHENEU T4 THEEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ”“ + uri);

}
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RIZ. JE22FA Content Provider #F| 9 % Activity DlZTRT,

R4 r(Content Provider ZF|fH7 3):
4. B—=TF7TIRANDYIIANTHAIMNL., B TATHIERE) VT AMIEHTEL
5. A—77URAMILDERIBEHRTHOTH. FET—ANLLUEHERT S

PrivateUserActivity.java
package org. jssec. android. provider. privateprovider;

import android. app. Activity;
import android. database. Cursor;
import android. net.Uri;

import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) {
logLine (" [Query]™) ;

[/ kR4 b4k A—F7TIVAANDY I IR LTHIND, BT THEREZYIIRAMIEHTEL
Cursor cursor = null;
try |
cursor = getContentResolver (). query(
PrivateProvider. Download. CONTENT_URI, null, null, null, null);

/] kRA 5k B—7TUALSDHERBERTH>TH., ZETFDREMEHDRTD
/] B TINZDEBNE, 13.2 AWT—E20OREMEHRT 51 #58,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close();

}
}

public void onlnsertClick (View view) {
logLine ("[Insert]”);

/] )k RA bk A—=F FTURAANDY I IR LTHIND, £V T4 THERZVIIRAMIEDTEL
Uri uri = getContentResolver (). insert (PrivateProvider. Download. CONTENT_URI, null);

/] *RA k5K =7 TUALLDBEREBRTH-TH, RET—FDRLMEHERT D
/] B TIIZDERIE, [3.2 ANT—20REMEHET 2] 258,

logLine(” wuri:” + uri);
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public void onUpdateClick (View view) {

logLine (" [Update]”) ;

/] KR4 b4k R—F7TIVRAANDY I IR LTHIND, oo T4 THEREZVIIRAMIEHTEW
int count = getContentResolver (). update (PrivateProvider. Download. CONTENT_URI, null, null, null);

/] *RA2 b5k A—F7TVANLDERERTH>TH. RET—HDREMEHERT D
/] BUTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {

logLine (“[Delete]”) ;

/] *XRA Ak R—F7TIVRAANDY I IR LTHIND, oo T4 THEREZEYIIRAMIEHTEN
int count = getContentResolver (). delete(
PrivateProvider. Download. CONTENT_URI, null, null);

/] *RA2 b5k A—F7 VAN DHERFERTH>TH. RET—HIDREMEEHERT D
/] BOTIVZDZEE, [3.2 AhT—2DReME#RT 51 258,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;
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4.3.1.2. /23 Content Provider 245 I35

22Bf Content Provider (&, FYFEZHD 7TV ICHI RSN D EEBELT- Content Provider TH 5, V517>
FERELLZNIEIZEKY., RILITT7Hh5 selectQICE>TREBLTWST—2ZFIREMSNI=Y, update()IZ&L>T
T—REEZTHMA LMY, insert()/delete()IZ&>THD T —ADHEARLT —ADHIBREVNST-HEBEZ(+1YL T
REASNBEILITEENRBEL,

F1=. Android OS BEETIXHZWLIEBERK D22 Content Provider 2F|B 3 51546 . ZD AR Content
Provider IZEEYBEELIZRILIITICUIIAMGA—RZZEINDILDHDH L. BLU . HBHRT %%
(TERAZENH D EITEFENBETH S, Android OS BEED Contacts +> MediaStore F+22F] Content
Provider THAM, TIL Iz T7I(XZF N5 Content Provider [CRAYFEEL TELLY,

LA . 22F8 Content Provider O EZEHIETRT .

R4 (Content Provider Z{E3):

1. exported="true"IZ&kY . BATRMIZARKET S
2. DVOIRMSGA—ADRLMEHRTD

3. UL TATRIEHREREL T LS

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. publicprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

I— % BRA >k 1% exported="true”1Z& Y. BARMIZABRZREST S —
<{provider
android:name=".PublicProvider”
android:authorities="org. jssec. android. provider. publicprovider”
android:exported="true”/>
<{/application>
<{/manifest>

PublicProvider.java
package org. jssec. android. provider. publicprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class PublicProvider extends ContentProvider {
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public static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEIEEZEZRTIHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtis&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[]l { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
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}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

/] KIRA U E 2% YUOIR MRS A—BDREMEHRTS
// TTTlRuri MEEDEBEANTHSDZ &%, UriMatcherttmatch () & switch case THEEL TLVS,
/] TDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20RLMEHET 5] &38R,
/] kRA Dk 3k BT TIREREREL TIEAES AL
// query DIERNE LS T 4 THEREZEHEONESHMIT TURE
/] VOIRMTRDT7 TINRIILD 7 THAAEEENH D,
/] RV FICRBEINTERBEOLVVERTHNIEHERE L TRLTEH KLY,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KIRA Db 2% YOI RMNRSGA—FDEEMEHERT S
// TTTIRuri NMEEDHEBERNTH S Z &%, UriMatcherffmatch() & switch case THEELTWV5,
/] FDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWT—20ORLEMEHET 51 #58,
/] *BRAU 3k BT THERZRZEL TIEAE S AL
// Insert ER., HBEIND DALV LT 4 THREREFONEINIT TV RE,
/] VO ITRMTDOT TUNRTILI 7 THHAREELH D,
/] RV FICHBENTHIHBOLRWMVMERTHNISHERELTRLTEH KL,
switch (sUriMatcher. match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] hkRA k2% UOIZRARRTA—FDREUEZHRT S

// TTTIEuri AEEDEHERNTH S Z &%, UriMatchertimatch() & switch case THEEL TS,
/] TDMDINT A —Z DRERIET D TIVIZOEEE, [3.2 AWT—2DRLEUEHRT 51 238,
/] *RA b3k BT THIEREZRSE L TEE LAWY

// Update Sht=La—F#EARE T4 THEREFONESINIT TIVRE

/] VOTRALTDOT7 TIUNIILI 7 THEAEEMEND S,
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/] RV ITFICREBINTLRBEOLEWVMERTHNIEHERE L TRLTE &L,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] KIRA b 2% YOI RMNSGA—EDEEMEEHERT S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3S,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 ANT—20ORLEMEHRET 51 #58,
/] *BRAU 3k BT THERZRZEL TIEAES AL
// Delete Snfz=La—FHENEU T« THEKREFONESIMIT T RE,
/] VOIRMTRDT7 TINIILD 7 THAEEEENH D,
/] RV FICHBEINTHIHBOLRWMVMERTHNISHERELTRLTEH KL,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);

}
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RIZ. 22F Content Provider ZF|f9 5 Activity DHlZTRY,

R4 r(Content Provider ZF|fH7 3):
4., UL TATHERE)IIAMIEO TIEESAL
5. #BRT—ADREMEERTD

PublicUserActivity.java
package org. jssec. android. provider. publicuser;

import android. app. Activity;

import android. content. ContentValues;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {

// FIFA%® Content Provider (&R
private static final String AUTHORITY = “org. jssec. android. provider. publicprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

public void onQueryClick (View view) {
logLine (" [Queryl”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAF#E") ;
return;

}

/] kRA bk £ T 4 TREREV VIR MIEDTIEAES AL
/] VOIRAMEDTZ TINIILD 7 THAHEEEENH D,
/[ RV TICRBENTHEEDOGZVERTHNIEV I IR FMIEHTH KLY,
Cursor cursor = null;
try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] kRAU b5k ERT—IDREUEHERT S
/] O TIIZOERR, 3.2 ANT—2DRLHET 51 #3838,
if (cursor == null) {
logLine ("™ null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine (String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor !=null) cursor.close();
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}
}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] *BRAU bk £ T 4 THEREV IV IXMIEHTIEAESEL

/] VOIRMEDT7 TN 7 THAAEEENH S,

/R ITICRBENTHEEDGEVERTHNIEV I IR MIEHTH KLY,
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

/] KIRA 2k 5k HRT—IDELEEMHERT S
/] BOTIVZDZEE, [3.2 AhT—2DREMEHRT D1 258,
logLine (" uri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Update]”) ;

if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] kRA bk £ T 4 TREREV VIR MIEDTIEAES AL

/] VO ITRNEDT TUNTIL YT THHAREELH D,

[/ RILIITFIZRBINTEHEHEDOGEWVERTHNIEY VIR MZEHTH L,
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String(] args = { “4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

/] kIRA 2 b5k BRT—F2DELEMEEMHERT S
/] U TINZDERE, 3.2 AWT—SDREUEHRT 5] 228,
logLine(String. format (" %s records updated”, count)):;

}

public void onDeleteClick (View view) {
logLine (" [Deletel”);

if (!providerExists(Address. CONTENT_URI)) {
logLine(” Content Provider AF%E") ;
return;

}

/] KRA b bk £ T 4 TREREV VIR MIEHTEGE SR
/] VOTRA DT TINIILI 7 THEIAREEND S,
// RV FICRBINTERBEOLVVERTHNILY VTR MIEDHTEH &KLY,

int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);
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/] kIRA b5k #HERT—IDEREEEHERT S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
logLine(String. format (" %s records deleted”, count));

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
return (pi !'= null);

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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4.3.1.3. /N\—hkF+—[R%E Content Provider /5% -FIFET %

IN—rF—PBR7E Content Provider (. B#ED7 T IFhLFATES Content Provider TH 5, /\—hF—1
2¥DT7IIVEBRTITUINEELTORTLERERBL, IS—,F—7 T ED B TR RO e £ SFAT-OIZF| BE
na,

LLF ., /\—kF—BR%E Content Provider ®ZE&EHIZERT,

R4 r(Content Provider #4£3):

1. exported="true"IZ&kY . BARMIZAHERET S

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. IN—=bF—=TFTIDNLDIITANTH>TH, INTA—ADREMEHERT S
4. N—hrF—FTVIZBRLTRUMERIZEYRZEL TKL

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. partnerprovider”>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

{I— Y 7R4 > b 1% exported="true”(Z&k Y. BARMIZARZKRET 5 —
<{provider
android:name="org. jssec. android. provider. partnerprovider. PartnerProvider”
android:authorities="org. jssec. android. provider. partnerprovider”
android:exported="true”/>
<{/application>
<{/manifest>

PartnerProvider.java
package org. jssec. android. provider. partnerprovider;

import java.util.List;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. ActivityManager;
import android. app. ActivityManager. RunningAppProcessInfo;
import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

import android. os. Binder;

import android. os.Build;
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public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —J 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #HERETICEEEZEZRTHIZL TS, query * Vv KTRY Cursor ZERIZESE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, "dtig&E” });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, ”/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

/] kRA2 2% FMATT7 TIOHERAENKRTA YR FIBHFIN TSI EEZHETS
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 1I\— kF+—7F F1) org. jssec.android. provider. partneruser MEFBAE/ v > 1 B4 Z43
sWhitelists. add (“org. jssec. android. provider. partneruser”, isdebug ?
// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :
// keystore M ”“partner key”MEEFBAZE/\v > a{E
“1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A”) ;

// UWTREFICHDIR— b F—T7 T &5 ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
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return sWhitelists. test (context, pkgname) ;
}
/] RBTT TRy r—SZEMEG
private String getCallingPackage (Context context) {
String pkgname;
if (Build. VERSION. SDK_INT >= Bui ld. VERSION_CODES. KITKAT) {
pkgname = super. getCal | ingPackage () ;
} else {
pkgname = null;
ActivityManager am = (ActivityManager) context. getSystemService (Context. ACTIVITY_SERVICE) ;
List<RunningAppProcessInfo> procList = am. getRunningAppProcesses () ;
int callingPid = Binder. getCallingPid() ;
if (procList !=null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc. pkgList[proc. pkgList. length - 1];
break;

}

return pkgname;

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {

// *kRA Db 2% FATT TUDHAENRTA FY R MIBHINTWS I L 2HET S
it (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRAFTT7 TV IF/8— b F—F7 T TIEEL, 7);
}

/] )k RAU L3k R—=bF—TFTIUNLDYIIRRTHO2TH, NSA—EDREUEHERTS
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] T3.2 AAT—2DREUEHERT D] 58,

/] hRA U bk NR—rF—FTYIZERLTEVMERICEEYERZELTE L
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// query DIERNN— rF—F TUICERLTEWNERMNESIMNET T XE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] KIRA k2% FIRATT7 TUDIHEENERTA YR MIBEIATWS I EZ2HET S
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIRFT7 TV IF/8— b F—F7 T TIEAEL, 7);
}

/] *RA D E3Ihk R—bF—=TFTIUNLDYIIRTHH>TH, NSA—EDREUEHERTS
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL TWL5S,
/] T3.2 AAT—EDEELEHRT 5] 3,
/] KIRA Y bdk IR—bF—7 TYICEATRLTEWERICBRYRZEL TEL
// Insert $ER, HBBEINB DW=+ F—7 TVIZEHRLTEVVERMOESMET TUKRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *iRA k2% FRATT TYDHRENRTA PR MIBBFRINTWS I L 2HET 5
if (IcheckPartner (getContext (), getCallingPackage (getContext()))) {

throw new SecurityException "FIBAFT7 TV IF/8— b F—F7 T TlEEL, )
}

/] KIRA VR 3Kk IR—bF—TFTUDLLDYIIAMTHLTH., INSA—ADREHUEERT D
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] T3.2 AAT—2DREUEHERT D] 258K,
/] KRA U bk NR—rF—FTYIZERLTEVMERICEEYERZELTE L
// Update ShizLa—FENE T4 TREREFONEIMIT TV RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Sht-La— F#%iR3

case DOWNLOADS_ID_CODE:
return 1;
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case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:

throw new IllegalArgumentException(“Invalid URI : “

}
}

@0verride

+uri);

public int delete(Uri uri, String selection, String[] selectionArgs) {

/] KIRA 2% FIRATT TYDFMHEENERTA R X MIBEFEIN TS L2HRTS

if (lcheckPartner (getContext ()

getCal | ingPackage (getContext ()))) {

throw new SecurityException "FIRFT7 TV IF/8— b F—7 T TIHEL, 7);

}

/] KIRA L3k NR—bF—FTUNLDVIIRLTHO2TH, NSA—EADREULZHRETS
// TZTlEuri NMEEDEERNTH A Z &%, UriMatcherttmatch() & switch case THEE L TLVS,

/] T3.2 ANT—2DReUEHRES S €38R,

/] kRA D b ddk IS— b F—TF TYIZHATL TR UWMERICER Y RE L TKL
// Delete anf=La— FEMNE LT 4 THRERZERDONE SIMNET T RE,

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— K& %RT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:

throw new IllegalArgumentException(“Invalid URI : “

}

+uri);
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K=, 18—k F—R%E Content Provider ZF|FH3 % Activity DHIZTRT,

R4 (Content Provider ZFIFH3 3):

5.
6.
7.

FIAS/\—rF—RE Content Provider 77 DFEBAENRT A M) AMIZEZFINTWVDILEHERT S
IN—h+—PBRE Content Provider 7 7JIZBARL TEULVERICBBYI VT AMIEHTEKL
IN—r+—PBRE Content Provider 77UMNSDERTH-TH. BRET —IDRENFHERTD

PartnerUserActivity.java
package org. jssec. android. provider. partneruser;

import org. jssec. android. shared. PkgCertWhitelists;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class PartnerUserActivity extends Activity {

// FIFA%® Content Provider (&R
private static final String AUTHORITY = “org. jssec. android. provider. partnerprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// kA k bk FIAKL/N— kF—RFE Content Provider 7 7! MEIFAEMNFRTA PR MZEBIhTWEI L

IS,
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();
// 1\— b+ —[R%E Content Provider 7 Z71) org. jssec. android. provider. partnerprovider MIEBAEZE/N\v S 1 {EH
sWhitelists. add ("org. jssec. android. provider. partnerprovider”, isdebug ?
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E
“OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255” :
// keystore @ “my company key”MDEEBAZE/\v L a{E
“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA”) ;
// LRI/ S— k+—FR5E Content Provider 7 71) #%&4%. ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);
}
// uri Z AUTHORITY &9 % Content Provider /8w —2 & W5
private String providerPkgname (Uri uri) {
String pkghame = null;
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority (), 0);
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if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick (View view) {
logLine (“[Query]™) ;

// kR4 2k 5% FIR%/S— +F—FR%E Content Provider 7 7Y MEEBAEMN KT A R X MZEFESA TSI L
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine(” FIFA% Content Provider 7 FUIEART 4 F R FZEBEFSATULEL, 7);
return;

}

// *RA 2k 6%k 18— kF—FRTE Content Provider 7 FUICBRL TKRLMERICBY UV TR FZEDHT KL
Cursor cursor = null;
try |

cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// kA >k Tk /83— +F—RE Content Provider 7 7ML DIERETH->TH., HET—2DLEMEEED
T5
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close();

}
}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

// kR4 2k 5% FIFASKE/S\— k+—FR5E Content Provider 7 71 MEERAEAFRTA YR MMZEFINLTWNWEI L
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FUIEARTA bR RZEBEFISNATULVAL, 7);
return;

}

// R4 2k 6%k /X— b F—RE Content Provider 7 FUIZBIRL TLUMERICERY UV TX MZEDHTEWN
ContentValues values = new ContentValues () ;

values. put ("pref”, "HR#");

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4 > b Tk /83— kF—R5E Content Provider 7 7ML DERTH->TH., BRET—2DLEM%2HRETS
/] B TIVZDEEE, [3.2 ANWT—20RLM2HET D] 238,
logLine(” wuri:” + uri);

}

public void onUpdateClick (View view) {
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logLine (" [Update]”) ;

// kR4 2k 5% FIR%/S— kF—FR%E Content Provider 7 7Y MEEBAEMN KT A U X MZEFESh TSI &
=R TD
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logline (" FIF% Content Provider 7 7Y IFART A R R MIEBESIATOLAEL, 7);
return;

}

// *RA 2k 6%k 18— kF—FRTE Content Provider 7 FUICBRL TKRLMERICBY UV TR FZEDHTKLY
ContentValues values = new GontentValues();

values. put ("pref”, "HR#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args)

// kA bk Tk 18— kF—FR%E Content Provider 7 7ML DIERTH-TH. BET—2DXEMZHERTS
/] BUTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
logLine(String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

// kA >k 5% FIF%/S\— kF+—RE Content Provider 7 7Y MEEBAEMNRTA Y X FZEFEIhTWS I &
RIS
if (lcheckPartner (this, providerPkgname (Address. CONTENT_URI))) {
logLine (" F|A% Content Provider 7 FJIEFRTA FJR RZBEFISNA TV, 7);
return;

}

// kR4 k6% /18— kF—FRE Content Provider 7 7Y ICBTR L TLUIMERICEBY VY T X MZEHTELY
int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);

// kR4~ Tk 18— bkF—FR%E Content Provider 7 7ML DIERTH-TH. BET—2DLXEMZHERTS
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 228,
logLine(String. format (" %s records deleted”, count));

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (line) ;
mLogView. append (“¥n”) ;
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PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, ”");

if (sha2b6. length() != 64) return false; // SHA-256 (% 32 /XA

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LINDXFELHD

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZXF i DIERD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY 1 BEEERBD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
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}

}

Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;

if (pkginfo.signatures. length 1= 1) return null; /] EHELRTFRHT
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;

}

private static byte[] computeSha256 (byte[] data) {

try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal.toString() ;
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4.3.1.4. B#%tBRE Content Provider Z{£%-FIFA3 5%

B #tBR5E Content Provider (&, Bt USN DT T)MSFIHESN D EEE1EF S Content Provider THd, EH
DEH/ETT)TORATLEERL. B 77 RS EHROBEEESTAE=0IZFIBSh S,

LI . B#RE Content Provider OEEHETRT,

R4~ (Content Provider #4E3):

1. ¥ BEZ Signature Permission ZE&3 %

¥ B E % Signature Permission ZEREE TS

exported="true"[Z&kY. BATRMIZARETET S

¥ B E % Signature Permission NBE#{T7IVIZKYERIN TSI EEHERT S
B#H7TUHNLDVIIRNTHO>TH, NTA—FDNREMEHERT D
FMATTIVEEHRHTITITH LIS, T ITREREREL TR
FMAX7I)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseprovider”>

{l— R4 > k 1% HETES Signature Permission 2E&HT 5 —>

<{permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

— %A > kb 2% HBEFZ Signature Permission 2EREET S —

I— %BRA 2k 3k exported="true”IZ& Y. BARMIZABREZRET S —

<{provider
android:name="org. jssec. android. provider. inhouseprovider. InhouseProvider”
android:authorities="org. jssec. android. provider. inhouseprovider”
android:permission="org. jssec. android. provider. inhouseprovider. MY_PERMISSION”
android:exported="true”/>

<{/application>
</manifest>

InhouseProvider.java
package org. jssec. android. provider. inhouseprovider;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. Context;

import android. content. UriMatcher;
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import android. database. Cursor;
import android. database. MatrixCursor;
import android. net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor. dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider MRt 9 54 22 —TJ 1 —X & H
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH, DOWNLOADS_CODE) ;
sUriMatcher. addURI (AUTHORITY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address. PATH, ADDRESSES_CODE) ;
sUriMatcher. addURI (AUTHORITY, Address.PATH + “/#”, ADDRESSES_ID_CODE) ;

}

// DB #FERETICEEEZEZRTHIZLTLNS=8H, query A Yy FTiRY Cursor ZEATCEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (new String[] { “17, “dtig&E" });

sAddressCursor. addRow (new String[] { "2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadCursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadCursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

}

// B#td Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHOFERED/NNY > afE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBRE/\Nv 2 fE
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MEFBAZE/\vw < 1 {lE
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
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}
}
return sMyCertHash;
}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

/] *RA k4% MBEFES Signature Permission NEHT7 TVIZEYEE SN TR EZ®RT D
if (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException ("¥E % Signature Permission NE# 7 TYIZK Y EZE SN TULVALY,
}

/] *RA 5k BRHZTUALDIV I IR NTHL2TH, INTA—2DREMEHET S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEL TULVD,
/] T3.2 AAT—RDRENEZHRT 5] 3,
/] kRA2 b6k FATT TVIEEHT TITHEIN D, BT 1 THFEHRZRELTEW
// query DFERABEHT TVICETR L TRWERN ESHIET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

// KR4k 4k HEFEE Signature Permission NE#HT7 TUICKYFERSNTND I LEHRT D
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

)
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throw new SecurityException("J B % Signature Permission AE#HT7 TVIZKYEEIATLAEL, 7);
}

/] kIRA b5k BHTZTINLDUIIRMTHHTH, NSA—2DREMZHRT S
// TTTlEuri "EEDEBATHSZ &%, UriMatcherffmatch () & switch case THEREL T3S,
/] T3.2 AAT—2DREMEERT 5] =38,
/] kIRA b b6k FIATT FVFERT TV THIML, oo T 4 THHEREFRZELTEL
// Insert #£ER, HBBEINS IDNBEHLT7 TVICHATRL TEWNMERNE S HIET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedId (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris. withAppendedId (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RA k4% MBEFES Signature Permission AEHT7 TVIZEYEE SN TR EZ®RT D
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JH B % Signature Permission AE&ET7 TVIZKYEEIATULAL, 7);
}

/] *kiRA U Ebk BRHZTUALDIV I IR NTHLTH, INTA—2DRLMEHET S
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3S,
/] T3.2 AAT—RDNRENEZHRT 5] 3,
/] *kRA2 b b6k FATT TVIEEHT TITHEIND., BT 1 THFEHRZRELTEW
// Update Shiz=La— FENEU T4 THEBEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Shtf-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] *RA bk bk BT Signature Permission NERT7 TVIZLKYEZESN TR L #HRT S
it (1SigPerm. test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {

throw new SecurityException("JhEE = Signature Permission AE#T7 TUIZE YEEINTULVEL, 7);
}
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/] *kRA U F5k BREZTUMSD) I IR FTHLTH, RNSA—E2DLEUEHRTS
// TTTlEuri "EEDEHBANTHSZ &%, UriMatcherffmatch () & switch case THEREL TS,
/] T3.2 AAT—2DNRELEERT 5] =38,
/] kIRA b b6k FIATT TVFEHRHT TV THIMD, oo T 4 THEREFRZELTEN
// Delete SnfzLa— FEAEU T4 THREKREFONE SNET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— K& %IRRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);

}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl 1 (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNN v r—CE2EWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZA (LR
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y > 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;
}
}
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}

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; // BEREL T/
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray() ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |{
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder () ;
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() :

* KAk 7% APK % Export $5LZI2, FIRAT 7T ERLCHARERTAPKZELT S,
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¥ Generate Signed APK &J

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -------

Keyr pa E-EEDI’EI : | .......

[ | Remember passwords

| | m | Cancel | | Help

Key alias: Gf company @ lj

4.3-2

X, B*tBRE Content Provider #F|A9 3 Activity DHIZTRT .

R4~ (Content Provider #FIR7 3):

8. J¥EE Signature Permission ZF|AEE Y5

9. JRE % Signature Permission ABE#T7TVICKYERIN TS LEHERT S
10. FIF% Content Provider 77 DFEBAEN B DIIFAE THHLEHERT D

11. B#tFR5E Content Provider 7 7JIZBRL TRULVERICERY YV TRANMIEHTKL

12. B#FEE Content Provider 77U SDIERTHHTH. R T —ANLEMEHERT S

13. MIAXT7TVERLCHREERTAPKEEL TS

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. inhouseuser”>

— *Rq4 > b Th BT Signature Permission 2f|AEET 5 —
<uses—permission
android:name="org. jssec. android. provider. inhouseprovider. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name="org. jssec. android. provider. inhouseuser. InhouseUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
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{Jactivity>
<{/application>
</manifest>

InhouseUserActivity.java
package org. jssec. android. provider. inhouseuser;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ContentValues;
import android. content. Context;

import android. content. pm. PackageManager ;
import android. content. pm. ProviderInfo;
import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIA%%E®D Content Provider 154k
private static final String AUTHORITY = “org. jssec. android. provider. inhouseprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITY + “/” + PATH);
}

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. provider. inhouseprovider. MY_PERMISSION”;

// BHOFIEBHED/ N> 2B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
} else {
// keystore M”my company key” MIFBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOES8SB D7B3A7G2 42E142CA™;
}
]
return sMyCertHash:
]

// FIFA% Content Provider M/\y 5 — & E WG

private static String providerPkgname (Context context, Uri uri) {
String pkgnhame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (uri. getAuthority (), 0);
if (pi != null) pkgname = pi.packageName;
return pkgname;
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public void onQueryClick (View view) {

logLine (“[Query]™) ;

/] *RA4 2k 9% MHMBEFES Signature Permission NEHTZ TVIZEYEE SN TSI EZ®ERT D
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {

logline(” JMBEEZ Signature Permission BT TUIZLEYEERSA TN, 7);

return;

}

// kR4 >k 10% FFZ% Content Provider 7 7\ DIBAZEANBHDIIBAETHAH Z LRI D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, myCertHash (this))) {

logLine(” FIFASE Content Provider [ZB#7 7Y TIXAL, ) ;

return;

}

// kR4 2k 115 B#EE Content Provider 7 F7VICBRL TRULMERICIBY UV IR MZEHTE WL
Cursor cursor = null;

try {
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

// kA 2k 12% B#EBE Content Provider 7 7UDN L DR THH-TH. HET—2DREUEHRT S
/] U TINZDERE, 132 AWHT—SDREMEHRT 5] 28,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();

while (moved) {
logLine (String. format (" %d, %s”, cursor.getlnt(0), cursor.getString(1)));

moved = cursor. moveToNext () ;

}
}
finally {
if (cursor != null) cursor.close();

}
}

public void onlnsertClick (View view) {
logLine (“[Insert]”);

// *BRA 2k Ok HMETE Signature Permission NEHRH T TVIZCLKYEESNTWR I L #HRT S
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission ABEHRT TUIZEYERSIATLEL, 7);

return;

}

// %A >+ 10% F|FZ% Content Provider 7 71 MFFBAENBHDIIBAEZ TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
it (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y T4y, ) ;

return;

}

// *RA 2k 115% BHRIE Content Provider 7 7Y IZBIR L TEULMERICBRY VI TR MZEDHTELY
ContentValues values = new ContentValues();

values. put ("pref”, "Hm#Z");

158 All rights reserved © Japan Smartphone Security Association. Content Provider /% -FIAHT 5



m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

rommmon  http://www jssec.org/dl/android_securecoding.pdf

Uri uri = getContentResolver (). insert (Address. CONTENT_URI, values);

// kR4~ 12% BHRE Content Provider 7 7D L DERTH-TH, BRT—2DREUZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
logLine (" uri:” + uri);

}

public void onUpdateClick (View view) {
logLine (" [Update]”) ;

// A 2k Ok JEFES Signature Permission BT TUIZKUERERINA TS L Z2HET D
String correctHash = myCertHash (this) ;
if (1SigPerm. test (this, MY_PERMISSION, correctHash)) {

logLine (" JHEEZ Signature Permission AE#T7 TVICKYEERIN TN, 7);

return;

}

// kR4 > 10% FFZ% Content Provider 7 7\ DIIBAZEABHDIIBAETHAH Z LRI D
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
if (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB#t7 7Y TIXALY, ) ;

return;

}

// *iRA 2k 11% B#EBE Content Provider 7 7Y ICBRL TLULMERICBY VIV IR MZEHTE L
ContentValues values = new GContentValues();

values. put ("pref”, "RZ=E#");

String where = “_id = ?7;

String[] args = { "4” };

int count = getContentResolver (). update (Address. CONTENT_URI, values, where, args);

// kR4 b 12% BHRE Content Provider 77U AL DIERTH-TH, BRT—2DLREUZHEET S
/] U TINZDERE, 3.2 AWHT—SDREUEHRT 5] 228,
logLine (String. format (" %s records updated”, count));

}

public void onDeleteClick (View view) {
logLine (“[Delete]”) ;

/] *BRA 2k Ok METE Signature Permission NEH T TVIZCKYEESNTWR I L #HRT S
String correctHash = myCertHash (this) ;
if (ISigPerm. test (this, MY_PERMISSION, correctHash)) {

logline (" ¥hEEZ Signature Permission ABEHT TUIZEYERSIN TGN, 7);

return;

}

// %A >+ 10% F|FZ% Content Provider 7 71 MIFBAENBHDIIBAEZ TH S Z L £HERT S
String pkgname = providerPkgname (this, Address. CONTENT_URI) ;
it (IPkgCert. test(this, pkgname, correctHash)) {

logLine(” FIFA% Content Provider [ZB%#t7 7Y TlEXAlLy, ) ;

return;

}

// R4 2 k115 BHEE Content Provider 7 7V IZBITRL TKRULVMERICERY VI TR FZEHT KLY
int count = getContentResolver ().delete (Address. CONTENT_URI, null, null);

// *RA 2k 125% B1tBRETE Content Provider 7 7ML DHERTHH-TH. ERT—2DLLHUEHERT S
/] B TIVZDEEE, [3.2 ANWT—20RLM2HET D] 238,

All rights reserved © Japan Smartphone Security Association. Content Provider 5 -F|HT 5 159



resommmon  http://www jssec.org/dl/android_securecoding.pdf

" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

logLine (String. format (" %s records deleted”, count)):;

}

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView)findViewByld(R. id. logview) ;

}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissionlnfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAll (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZEHE L7 TVDNNvr—CE2EWMBET S
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&EL=7 T DIEAED/\Y > 1 EEZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;
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import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RA bk 13%APK % Export 35&E(2, FIAXET7T)ERICHEERTAPKEZERT S,
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[ ® Generate Signed APK ﬁj
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: |_ ------ |
— ——
Key alias: < my company key D |\|
KE"!.I" passﬂﬂrd: [ ....... ]
[ | Remember passwords
Previous MNext | Cancel | | Help |
4.3-3
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4.3.1.5. —BsE579 Content Provider 245 -FIFA9 5%

—BFEF ] Content Provider [&, E2AMIZIXIEABID Content Provider THAHS, HED 7SI L T—HH
245 URINDT7 I 2R%EEFRI T 5 Content Provider THd, 1757 #IBELIz Intent ZXR 7 T2
FTHILIZEY . ZDTTI)IZ—BFET V2 RERNMFEIN D L5127 >TLVS, Content Provider 771 HVEEED
MICHDTTVIZT I REAEEADHIELTESL. —RHMLGETIERHFAEROTETTIZ Content
Provider 77N ZBIMIZT VL REAIE5252LHTED,

LI . —B$E5 7] Content Provider D =& HIZTRT,

R4 r(Content Provider #4£3):

1. exported="false”IZ&Y) . —BFEFAI 9 % Path LINEIELRERET S
grant-uri-permission IZ&Y ., —BFEF a9 % Path Z18E 95
—BEMIZEFRILIZ7 TUDSDYIIARTHOTH I\TA—FDREMEHERT D
—BERIZEF AT L= 7 TVICRIRL TRUDMBEIRIZEEYRZE L TLLD
—BFRICT U R%ZEFR[ 95 URI % Intent IZHEET S
—BICEFRI 9 37 U RIERE Intent IZIEET S
—BIZTIOEREHFRT 57 TR Intent Z%{ET 5
—BEFADERTTTIC Intent #iRIET S

@ N wv kWD

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. provider. temporaryprovider”>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

Cactivity

android:name=". TemporaryActiveGrantActivity”

android: labe|="@str ing/app_name”

android:exported="true” >

<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />

<{/intent-filter>

{/activity>

{l-—— —m5E57] Content Provider —>

d— R4 > bk 15 exported="false”IZ&k Y. —BEFal 9 5 Path LINZIELBHRET 5 —
<{provider

android:name=". TemporaryProvider”
android:authorities="org. jssec. android. provider. temporaryprovider”
android:exported="false” >

{I— R4 > k 2% grant-uri-permission 2k Y. —BEFAI 9 % Path 25T 5 —
{grant-uri-permission android:path="/addresses” />

<{/provider>
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activity
android:name=". TemporaryPassiveGrantActivity”
android: labe|="@str ing/app_name”
android:exported="true” />
<{/application>
{/manifest>

TemporaryProvider.java
package org. jssec. android. provider. temporaryprovider;

import android. content. ContentProvider;
import android. content. ContentUris;
import android. content. ContentValues;
import android. content. UriMatcher;
import android. database. Cursor;

import android. database. MatrixCursor;
import android. net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = “org. jssec. android. provider. temporaryprovider”;
public static final String CONTENT_TYPE = “vnd. android. cursor.dir/vnd. org. jssec. contenttype”;
public static final String CONTENT_ITEM_TYPE = “vnd. android. cursor. item/vnd. org. jssec. contenttype”;

// Content Provider BNt d 54 2 —T7 1 —R%#20FH
public interface Download {

public static final String PATH = “downloads”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}
public interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse (“content://” + AUTHORITIY + “/” + PATH);
}

// UriMatcher
private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;
private static UriMatcher sUriMatcher;
static {
sUriMatcher = new UriMatcher (UriMatcher. NO_MATCH) ;
sUriMatcher. addURI (AUTHORITIY, Download. PATH, DOWNLOADS_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Download. PATH + “/#”, DOWNLOADS_ID_CODE) ;
sUriMatcher. addURI (AUTHORITIY, Address. PATH, ADDRESSES_CODE) ;
sUr iMatcher. addURI (AUTHORITIY, Address.PATH + “/#”, ADDRESSES_ID_GCODE) ;
]

// DB ZFERETICEEEERIFIZL TS, query AV v FTRY Cursor ZEHIZEE
private static MatrixCursor sAddressCursor = new MatrixCursor (new String[] { “_id", “pref” });
static {

sAddressCursor. addRow (hew String[] { “17, “dtis@&E” 1)

sAddressCursor. addRow (new String[] { “2”, "&&" 1)

sAddressCursor. addRow (new String[] { “3”, "&F" 1)
}
private static MatrixCursor sDownloadCursor = new MatrixCursor (new String[] { “_id”, “path” });
static {

sDown | oadGursor. addRow (new String[] { “1”, “/sdcard/downloads/sample. jpg” });

sDown | oadGursor. addRow (new String[] { “2”, “/sdcard/downloads/sample. txt” });

164 All rights reserved © Japan Smartphone Security Association. Content Provider {5 -FIAHT 5




m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 201742 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

}

@0verride
public boolean onCreate() {
return true;

}

@0verride
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

/] *RAU b3k —EHIZHFALE7TUNLDY I IR LTH>TH, NFTA—FDRLEEEHERT D
// T TlEuri NMEEDEREATH S Z &%, UriMatcherftmatch () & switch case THEFEL T3S,
/] FTDMDINT A —FDRERIEH O TIIZDEEE, 13.2 AWNT—20ORLEMEHRET 51 #58,
/] hRA b bk —ERICHEALE7 TUICERLTEVMERICBYIRZELTE L
// query DERNE UL T 4 THERZEONESMEIT TIRE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public Uri insert(Uri uri, ContentValues values) {

/] *RA 2 b3k —BHIZHFALEZ7TIUNLDIY I IR LTHH>TEH, NSA—FDREMEZHDRT S
// T TlEuri AEEDEHEANTH S Z &%, UriMatchertimatch() & switch case THEEL T3,
/] TDHDINT A —Z DRERIETF D TIVIZOEEE, [3.2 AWT—2DREUEHERT 51 238,
/] kRA Db bk —BERICHRALE7 TUICERLTEUVMERICEB YIRZEL TE L
// Insert #ER. BBEIND DN T4 THREEREFRONESIMET T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris. withAppendedld (Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
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return ContentUris. withAppendedld (Address. CONTENT_URI, 4);

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);
}
}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {

/] *RAD 3k —EHIZHEALE7 TUDLLDY I IR NTH>TH, NFTA—FDREEEHERTD
// TTTlEuri "EEDEBATHSZ &%, UriMatcherffimatch () & switch case THEREL T3,
/] TDMDINT A —FDRERIEY L TIIZDEEE, 13.2 ANT—20RLMEHET 51 &38R,
/] kA Uk dhk —ERICHFATLE7 TVICHERLTEVMERICEYIRZELTEL L
// Update ShizLa— FENEL T4 THEBEKREFONE S MIT7 T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update Sht-La— F#%iRT

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : ™ + uri);
}
}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {

/] kRA2 3k —BHIZHFALE7TIUNLDYIIRALTH>TH, NSA—FDREMEZHDRT S
// TTTlRuri MEEDEEANTHSZ &%, UriMatcherttmatch () & switch case THEL TULVD,
/] FTDMDINT A —FDRERIEH O TIVIZDEEE, 13.2 AWNT—20ORLEMEHET 51 #58,
/] KIRA Ak —BRICHFRALE7Z TVICERLTEWMERICBYRZEL TR L
// Delete Sntz=La—FHENEU T4 THEKREFONESIMIT T RE,
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete Shi-La— F#%iR3

case DOWNLOADS_ID_CODE:
return 1;

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new Il legalArgumentException(“Invalid URI : “ + uri);

}
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TemporaryActiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. os. Bundle;

import android.view. View;

import android. widget. Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity IZBE9 A15%R
private static final String TARGET_PACKAGE = “org. jssec.android. provider. temporaryuser”;
private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryuser. TemporaryUserActivity

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. active_grant) ;

}

// Content Provider 7 7 D EEEBIMIICHD 7 TVIZ TV ERHFAIEZE5EZ 55—
public void onSendClick (View view) {
try {
Intent intent = new Intent();

// *iRA 2k bk —BMIZT Y EREHAT S UR] # Intent IZHEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] KRA b6k —BHIZHFRIS STV L RIERE Intent ITEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] hRA2 b Th —BERIICT VR REHAT 57 7T )ICBRM Intent 2#1E9 %
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;

} catch (ActivityNotFoundException e) {

Toast. makeText (this, “User Activity AR DM S74LY, ”, Toast. LENGTH_LONG) . show() ;
}

TemporaryPassiveGrantActivity.java
package org. jssec. android. provider. temporaryprovider;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class TemporaryPassiveGrantActivity extends Activity {
@0verride
protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. passive_grant) ;

}

/] —BEHIET I 2 REFRZRDTEF-7 F1)IZ Content Provider 8l 7 T ASEIMICT Y EREAE52 55 —R
public void onGrantClick (View view) {
Intent intent = new Intent();

/] hiA 2k bk —BMIZCTIEAZEHTT S URI % Intent IZFEET S
intent. setData (TemporaryProvider. Address. CONTENT_URI) ;

/] KIRA 2k 6k —BEMICEER T 579 2 RERZE Intent IZIEET S
intent. setFlags (Intent. FLAG_GRANT_READ_URI_PERMISSION) ;

/] kIRA b 8k —HEEFRIDERITT T I Intent ZIRIET S
setResult (Activity. RESULT_OK, intent);
finish();

}

public void onCloseClick (View view) {
finish();
}

RIZ, —BFEF AT Content Provider #F| AT 5 Activity DHIZETRT,

R4 (Content Provider ZFIF3 3):
9. UL TATHREREVIIAMIEDTIFESHELN
10. #ERT—ADREMEHRT D

TemporaryUserActivity.java
package org. jssec. android. provider. temporaryuser;

import android. app. Activity;

import android. content. ActivityNotFoundException;
import android. content. Intent;

import android. content. pm. ProviderInfo;

import android. database. Cursor;

import android. net.Uri;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class TemporaryUserActivity extends Activity {

// Provider Activity (B9 B15%R

private static final String TARGET_PACKAGE = “org. jssec.android.provider. temporaryprovider”;

private static final String TARGET_ACTIVITY = “org. jssec. android. provider. temporaryprovider. TemporaryPassiveG
rantActivity”;

// FIR%E® Content Provider 1&#Rk
private static final String AUTHORITY = “org. jssec. android. provider. temporaryprovider”;
private interface Address {

public static final String PATH = “addresses”;

public static final Uri CONTENT_URI = Uri.parse(“content://” + AUTHORITY + “/” + PATH);
}
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private static final int REQUEST_CODE = 1;
public void onQueryClick (View view) {
logLine (“[Query]™) ;

Cursor cursor = null;
try |
if (IproviderExists (Address. CONTENT_URI)) {
logLine(” Content Provider MAFF#E") ;
return;

}

/] kRA Ok o T 4 TREREY VIR MIBHTIEAESAEL

/] VOIRMEDT7 TINRIILO 7 THAAEEENH D,

/R ITICRBENTHEREDGEWVERTHNIEV I IR MIEHTH KLY,
cursor = getContentResolver (). query (Address. CONTENT_URI, null, null, null, null);

/] dRA 10k #BERT—HIDRLMEEHERT D
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 28,
if (cursor == null) {
logLine (" null cursor”);
} else {
boolean moved = cursor. moveToFirst();
while (moved) {
logLine(String. format (" %d, %s”, cursor.getInt(0), cursor.getString(1)));
moved = cursor. moveToNext () ;
}
}
} catch (SecurityException ex) {
loglLine (" #I4+:" + ex. getMessage()) ;
}
finally {
if (cursor != null) cursor.close();
}
}

/] TOF TYN—EET I EXEREEKR L. Content Provider 7 7Y NZEIMIZT7 IV ERFREE5EZH5—R
public void onGrantRequestClick (View view) {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
try {
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
logLine ("Grant MERIZHK LE L=, ¥nTemporaryProvider M4 VX b—ILESNTUWEIMEZELTLESL, ”

}

private boolean providerExistsUri uri) {
ProviderInfo pi = getPackageManager (). resolveContentProvider (uri. getAuthority(), 0);
return (pi != null);

}

private TextView mLogView;

// Content Provider 8|7 7V ANEEBNIICC DT TUICFT O RFAEZ5Z2 55 —R
@0verride
public void onCreate (Bundle savedInstanceState) {
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super. onCreate (savedInstanceState) ;

setContentView (R. layout. main) ;

mLogView = (TextView)findViewByld(R. id. logview) ;
}

private void logLine(String line) {
mLogView. append (|l ine) ;
mLogView. append (“¥n”) ;
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4.3.2. L—ILTvY

Content Provider OE&ERIZIZLLTDIL—ILESFBHI &,

1. Z77URNTOHERET S Content Provider [XIELFBRET S (WH7E)
2. UOIRMSA—EDLEUEHRTS (%7A)
3. FBXZ Signature Permission (. B 7TUNEEL-CLEHEELTHRATS (78)
4, #HRBFERERTHEICEH, BEETTINDERBRFRIZEET S (%7A)
5. BEEZIRMICIRBHITIZERICIE. TOEEDHKEDREKELHIFTD (%7A)
F=. FIRAIX. LTDIL—ILESFEHIE,
6. Content Provider D#ERT—ANLLEFHERT S (WH7E)
4.3.2.1. 7FT)RATOHEAT S Content Provider [FIEAFHZET S (WH7B)

B—7 VRIS DHFIFAENS Content Provider (D7 TUNST IR TEZDEMNGZEWNE T THEL, BF
#+ Content Provider #EB§ 57V EREERELLENIENZ LY, Content Provider (T —42#EF T 51D
A THD1=H. TIHILETIEABRWIZGE>TLES . A—7TVANS DA FIFASN S Content Provider [
BARMIZIEABAEREL . JE2ARH Content Provider £ RETH S,

AndroidManifest.xml
{J— R4 > bk 2% exported="false”IZ&k VY, BARMICEARZEST S —
<{provider
android:name=".PrivateProvider”
android:authorities="org. jssec. android. provider. privateprovider”
android:exported="false” />

4.3.2.2. YOTARMNGA—EDREMEHERT S (WH28)

Content Provider AL T IZ&>TEFIRVIFELEM YOI RAMNGA—LZNIBT BERIZIFE. FTF0LLHE
FHEZELLZTNIEESE,

Content Provider W& AV YKL SQL X DB EBER/NTGA—FFZ (TS EEHELIAV2—T—RIZHEST
[TWN5300., HHEAD ETIIEIZEEDXFIEZITETZITDHLDTHY. Content Provider BITIXAEES
DINTGA—EIMNEZ5NBr—REFRELLZTNIELESHENEISEELARBES,

/\Bf Content Provider (IR ESHD T TINSVITAMNEZITIAD=O. RILITT7DHE I T A EZITE
AAEEME NS B, JEL B Content Provider [Tt D7 Y MS) T AMEFBEEZ(ITRAZE(FEWL, LALE—7F
RO Activity BMED 77 532 (1TE Tz Intent DT —4%IE2F Content Provider [CERi%d 5 &LV o7z
2t EZLNET0. UIT AN EEECRE THALE X TIEHEDLALY, 204 Content Provider [0
TH PRYVIIRANDR L EHRTIDENH D,
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32 ANT—ADREMEHRTH125RBITHL,

4.3.2.3. JHBEEZ Signature Permission [&. B 7 TUNERLI-CLEERLTHIAT S (WH7R)

B 7L TSR EATESERE Content Provider 2155154 . # B E% Signhature Permission [Z&Y
RELLZITNIEESILY, AndroidManifest.xm| T Permission EE%. Permission B3R E S 21T TILRELT
+5TH51=6.15.2 Permission & Protection Level JIDI5.2.1.2 #HBEEZED Signature Permission TE*%t
T )BETHHEIZSRTEHIL,

4.3.2.4. BREFEBREZRTBEICETBEETITINOOBERBERFBRITIRTS (WH78)

query(Q*° insert)TIEV YT RMER T 7 TVIZFHEREHREL T Cursor % Uri HNiRESN S, FERIFRICE T
1TIERDEENDHE . REET TN SERIFRT DAREMENH D, F1- update()+> delete()TIEEHFT-
(FHIBRENILI—FEAV VIR ERTT7ITVIHERBERELTREEND FNITTTYERICEIS>TIEHF
IFEIBREN L O— RN o T4 I BEREHF DEENH LD TEET NE,

4.3.2.5. BEZ-RMICRETIESICIE. TOEEDEXRDREKELZHRETD (WH7H)

Permission [C&YBRESNTVSBEREESJUEIEEEZMOT7ITIVICZRMICIRET HIHEITIE., RIEBET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKEZHBFLZFNIEESAEL, Android @
Permission £¥aTAETILTIX, REINEZEEICHTEITIVHNLDEET I ERIZODVWTOHEREEE
15, COEBRLEDEHEIZEY . FTVICHBIN-EENSSICHOTTIIZ, RED-OIZWHEL Permission &
ERTEHELGIRMENSAREME N DD, ZDTE(E Permission ZBHFRZFEL TSI EEEEMIZEMAZD T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSRT S,

4.3.2.6. Content Provider D#ERT—4NDLLEEHERT S (WH7E)

Content Provider MAAFIZ&k>TEFIRVIIELEIN. BRT—AAFNIBITHEIZIT. TTHET —2DLE
HEREZELLZITNIEESE,

FIASE Content Provider /2B Content Provider Mi5& . 228 Content Provider [CRYFEELI=<ILOT
NREBHERT—2%RELTLBAHEEL H S, FIFA S Content Provider A33E22BH Content Provider Di54&.
B—7TIVANSKERT—2EZTMBDTYURIELHWD R T I BEHICRETHIEEZTILELH
LY, ZDHD Content Provider [CDWWTH, PIIYHERT AN REMEZHERTILENH D,

3.2 ANT—HDREMEHERT D IESRI DL
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l|||| JSJ:::RNTPHONE Android 77°'J 0)"2#17%Q§+ " ‘|’_':\'—:L7ZI—7_“"«(Z/7‘7304 N

| 4.4, Service #/£3-FIFAT 3

4.4.1. YT )La—k
Service NEDKSIZFIFAINDEMZEKH-T. Service H 22 B R OBE YN LHHFERMNEL S, ROFFEZ7O—(Z

Ko THERLT B Service REDZATTHAIDEHIBTES, 4H. 1ERLT S Service DA T(Z&>T Service &7
AT5RI0EELRFLIOT, FIRAOEREIZODVNTHEHLETHREAT S,

( L& )

TTINTOAFIRT S

Yes

FREZHO
TUICFIAERHS

A4 \ 4 A4
Private Public Exclusive Proprietary
JE/NBAService ABAService IN—kF—PRE Service B#1BRE Service

K 4.4-1

Service [ZIXEHBDEEFEZLHY . FOHISERT S Service DEAT(ZE>1=HZEBIRTHEITHEE, T
ROMODEELAXETHROREAETHY. 5 BHEICHEL, RPOOHIIEBAIRELEAEHhEEZRL. 7
DIFERF AL L KITREELEEDETT,

8. Service DEEHEDHFMMIZDOULITIL. [4.4.3.2 Service DEEFEIZTDODVTIBLUE Service 31T DY
DTN a—R(RETHIDOMW=ED)ESBTHE,

= 4.4-1

e | NE NS N—hF—RE BHEE

ZE Service Service Service Service
startService %! Ox* @) - O
IntentService & @) O« - O
local bind & O - - -
Messenger bind &! @) @) - O*
AIDL bind ! @) @) O* @)

LTTIEER 4.4-1 FOAEDOHEAEHLEEFE>TREF LY TA214T D Service DY T ILI—FERT,
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4.4.1.1.

JE/xBH Service #1554 -FIFHT %

JENB Service £, B—7FURNTOHAFIFAESH S Service THY . L-rELRLEMDEL Service TH B,

FE1-. IEAE Service ZFNATBIZIX. V5 REIBETET HBATRM Intent ZFZ LR

LTLESZENELY,

LLF. startService @ Service ZFERAL=HIZTRT,

RAL b (Service #4E3) :

1. exported="false"IZ&kY . BARBIIZIEAREFRTET S

2. R—77UME0 Intent THOTH. 215 Intent DREMEHERT D
3. #BRERIBE.FARATTIVER—TITITHEIM L., T4 EREZRELTKL

S>THEBTZ TIZ Intent Zi%4

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. privateservice” >

<application

android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>
activity
android:name=". PrivateUserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<I— JELABH Service —>
{I— %4 > k 1% exported="false”[Z&k Y. BARMICEARBSBREST S —
<{service android:name=".PrivateStartService” android:exported="false”/>

<{I— IntentService Z#& L /= Service —>

<I-—— JE/AFA Service —>

- R4 >k 15 exported="false”l=&k VY. BARMICIELARSBRET S —
<{service android:name=".PrivatelntentService” android:exported="false”/>

<{/application>

<{/manifest>

package

PrivateStartService.java

org. jssec. android. service. privateservice;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;
import android.widget. Toast;
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public class PrivateStartService extends Service{
// Service HNEEEIT S & EIZ1REHFIFUH SIS
@0verride
public void onCreate() {

Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;
}

// startService ) BFEIEN A TEVUHE SN S
@0verride
public int onStartCommand (Intent intent, int flags, int startld) {
/] *kRAF 2% B—7 75D Intent THoTH. Z1E Intent DR EMEHERT S
/] HUTINZDERE, 3.2 AT —2DREUEHRT 51 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85 A —% %] Z=Z(+H->f=, ”, param), Toast.LENGTH_LONG).show();

// —ERIEHATRMIZETSED
// stopSelf % stopService #EITLIELEITH—ERERTT S
// START_NOT_STICKY (&, AEUMNDHWETKI Il ShIGEICEFMNICIFERLEL
return Service. START_NOT_STICKY;
}

// Service BMET T B EZIC1RETFIFEUHESNS
@0verride
public void onDestroy() {

Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;
}

@0verride

public IBinder onBind(Intent intent) {
/] TOH—ERIZEZNAA 2 KLEW
return null;

RIZIEABH Service ZFIHT 5 Activity DY 2T )La—K%EFRT,

RALU M Service ZFIATS) :

4. BE—T7FA Service (VT RIEEDARH Intent THRUHT

5. MAETIIER—7TITHEI L., T4 HEREZELTELL

6. HEREZITMLHZEE. E—7J)H Service hoDERBEHTHOTH. RIETFDREUEHRTS

PrivateUserActivity.java
package org. jssec. android. service. privateservice;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;

public class PrivateUserActivity extends Activity {

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
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setContentView (R. layout. privateservice_activity) ;

]
// H—FE Xtk

public void onStartServiceClick (View v) {
/] kA k4% E—TF T A Service (4 5 RIEEDBHRE Intent THEUHT
Intent intent = new Intent(this, PrivateStartService.class);

// kR4 b5k FRETFTVIEIR—T7FTITHZEID, tooT4 THERZZEELTHEL
intent. putExtra ("PARAN”, "t T 4 THIER") ;

startService (intent) ;

}

/] Y—EREBEIERE >
public void onStopServiceClick (View v) {
doStopService() ;

}

@0verride

public void onStop () {
super. onStop () ;
/] B—ERDET LTLWEWMESIERTT S
doStopService() ;

}

/] Y—ERXREELT S

private void doStopService() {
/] *RA k4% B—7 TN Service [ 5 RIEFE DR Intent THEUYHT
Intent intent = new Intent(this, PrivateStartService.class);
stopService (intent) ;

}
// IntentService BHtEAR4 >
public void onlntentServiceClick (View v) {
// *RA bk dk B—F TR Service (4 5 RIEFDFHRE Intent THEUHET

Intent intent = new Intent(this, PrivatelntentService.class);

/] *kRA b5k FAETTIVER—TF7TITHSH L., EooT 1 THEREZEELTEH LW
intent. putExtra ("PARAN”, "t > T 4 THIER") ;

startService (intent) ;
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4.4.1.2. 723F Service Z4£5-FIFT 5

2ABA Service X ABFEZSHOTITIIZHRASINBIEEFEELT- Service THD, WL T7NEEL-ER
(Intent BE)EZETAENBHEIEITEENVETHD, T1=. 26 Service ZFATBIZIX. FIETH1HER
(Intent HE)MTILDITICRIESNDENH A EITFENVETH D,

LLF. IntentService B Service ZEAL=HIZTRT,

RA bk (Service 243) :

1. exported="true"IZ&kY . BARBIZAHERET S
2. ZiEIntent DEEMEHERTD

3. #BERERIBE. I TAIRERES O

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicservice” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

— IHIZHEMT Service —>
{I— S 7R4 > b 1% exported="true”(Z&k Y. BARMIZARZKRET S —
<{service android:name=".PublicStartService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. startservice” />
<{/intent-filter>
<{/service>

<{I— IntentService Z#& L 1= Service —>
I— % BRA >k 1% exported="true”1Z& Y. BARMIZABZEST S —
<{service android:name=".PublicIntentService” android:exported="true”>
<intent-filter>
<action android:name="org. jssec. android. service. publicservice. action. intentservice” />
<{/intent-filter>
<{/service>

<{/application>

<{/manifest>

PublicintentService.java
package org. jssec. android. service. publicservice;

import android. app. IntentService;
import android. content. Intent;

import android.widget. Toast;

public class PublicIntentService extends IntentService{
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/¥k
* IntentService AL -15E. SIBBELOI VA MV 22T RHET 5,
* INHNEWNMEES., T5—I2H 5,
*/
public PublicIntentService() {
super (“CreatingTypeBService”) ;
}

// Service HNEEEIT S & EIZ1REHFIFUH SIS
@0verride
public void onCreate() {

super. onCreate () ;

Toast. makeText (this, this.getClass().getSimpleName() + “ — onCreate()”, Toast. LENGTH_SHORT). show() ;
}

// Service TITW=WMILEBEZ DAY vy RIZERT S
@0verride
protected void onHandlelntent (Intent intent) {
/] *RA Uk 2k ZE Intent DR EMEEHERT S
// B Activity THE=OFBRTT7 TUNIILI 7 THAHARENENDH S,
/] U TINZDERE, 3.2 AT —SDREUEHRT 5] 28,
String param = intent. getStringExtra ("PARAM”) ;
Toast. makeText (this, String. format("/85 A —4% [%s] #Z(+H>71=, ”, param), Toast. LENGTH_LONG). show() ;

// Service BNET T B EZIC1RETFFEUHESNS
@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;
}

RIZZAEA Service ZF|AT S Activity DY T )La—FERT,

KAk (Service 2FAT ) :
4. wUIUTATRIEREZELTIEH SN
5. EREZITRSGE.ERT—IDREMHEZHERTS

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. publicserviceuser” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name=". PublicUserActivity”
android: labe|="@str ing/app_name”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN" />

178 All rights reserved © Japan Smartphone Security Association. Service 5 -FIHT 5




rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

{category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity>
<{/application>

</manifest>

PublicUserActivity.java
package org. jssec. android. service. publicserviceuser;

import android. app. Activity;
import android. content. Intent;
import android. os. Bundle;
import android.view. View;

public class PublicUserActivity extends Activity {

// TS Service &R
private static final String TARGET_PACKAGE = “org. jssec. android. service. publicservice”;
private static final String TARGET_START_CLASS = “org. jssec.android. service. publicservice. PublicStartService”

private static final String TARGET_INTENT_CLASS = “org. jssec. android. service. publicservice. PublicIntentServic

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

}

// H—E ZEth
public void onStartServiceClick (View v) {

Intent intent = new Intent (“org. jssec.android. service. publicservice. action. startservice”) ;

// kA >k 4% Service [LBAFRH Intent THUHT
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

/] *RA Rk BT 4 THFREFZELTEH AL LN
intent. putExtra ("PARAM”, "t > T 4 TTIXAELVER") ;

startService (intent) ;

/] *RA Uk bk HEREZITMEEHE. #HRT—IDREEEHERET D
// AY 2 TI)LIE startService ) Z{FE o71= Service FIBADFID A, FRIERITZ(TERS L
}

/]| Y—EREIERE Y

public void onStopServiceClick (View v) {
doStopService() ;

}

// IntentService BHtAHR%A >

public void onIntentServiceClick (View v) {
Intent intent = new Intent (“org. jssec. android. service. publicservice. action. intentservice”);
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// kR4 2k 4% Service [XBARA Intent THEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS) ;

/] hiRA bk EUVT 4 JHEREZELTEELS AN
intent. putExtra ("PARAM”, "t 2> T 4 TTIXALVER) ;

startService (intent) ;

}

@0verride

public void onStop () {
super. onStop () ;
/] H—EZRBERT LTLWEWNMEEIEKRTT S
doStopService() ;

}

/] Y—ERXREELT S
private void doStopService() {

Intent intent = new Intent (“org. jssec.android. service. publicservice. action. startservice”);

// kA 2 b 4k Service [XBARAY Intent TREUH T
intent. setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

stopService (intent) ;

180
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4.4.1.3. /8—kF—[R5E Service

IN—hF—PFR5E Service X HEDTTVIEITMSFIEATES Service THB. /\—rF—EDOTF7T) BT TV
MEELTORTLEEBRHL., /A—rF—7 T DB TS B EEE T A-OIZFIAENS,

LI~ . AIDL bind #® Service ZERAL=HIZRT .

RAL2 M (Service #1E3):

1. Intent Filter ZE &3 . exported="true"#BARIIZEET S

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. onBind(onStartCommand,onHandlelntent) CFRESH LT A/ N\—hF—D ESMHI BI TEAN
4. IN—hF—=TFT)HSD Intent THHTH. 215 Intent DEEHEMHERET S

5. N—hF—7FIIZBRLTRULMERICRY RZEL TERL

BEKRTANANMIIEET HFALETTDOFEHE/ NV LEOHER A EI5.2.1.3_ 7TIDHAED /v
BZHRI DA ERIESRI DL,

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"7?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. partnerservice.aidl” >

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false”>

<I-—— AIDL ZFIF L 7= Service —>
{I—— %A >k 1% Intent Filter #F&E9 . exported="true” ZBARMIZHRTET S —
{service
android:name="org. jssec. android. service. partnerservice. aidl.PartnerAIDLService”
android:exported="true” />
<{/application>

<{/manifest>

SEIOFITIE AIDL Z7M4ILE2DERT 5, 1D1&. Service i i5 Activity [ZT—2FET =HDaA—IL/\vHo1>
A—TJx—RAT, HI1DIL Activity M5 Service [TT—2FEL. BHREWMET HMF3—T1—ATHD. EHE.
AIDL 274 )UIZEEiR S B/ w7 —D R, java T7AILIZEEiR S 5/ 37 —D R ERFRIZ, AIDL 77/ LEERT %
TALIRNIBERBICT—HSEL2LELH D,

IPartnerAlIDLServiceCallback.aidl

package org. jssec. android. service. partnerservice. aidl;

interface IPartnerAlDLServiceCallback {
/¥k

* [EAEDL RISV END
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*/
void valueChanged (String info);

IPartnerAIDLService.aidl
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. service. partnerservice. aidl. IExclusiveAIDLServiceCal |back;

interface IPartnerAlIDLService {

/%%

* OA— LNV E&ERT D

*/

void registerCal Iback (IPartnerAIDLServiceCal Iback cb);
/%%

* B|MEWMBIT S

*/

String getInfo(String param);
/%%

* OA— LNV Y EfERT D

*/

void unregisterCal Iback (IPartnerAIDLServiceCal Iback cb) ;

PartnerAlDLService.java
package org. jssec. android. service. partnerservice. aidl;

import org. jssec. android. shared. PkgCertWhitel ists;
import org. jssec. android. shared. Utils;

import android. app. Service;

import android. content. Context;
import android. content. Intent;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteCal IbackList;
import android. os. RemoteException;
import android.widget. Toast;

public class PartnerAIDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service ™I SA T Y MNIBMT BE
private int mValue = 0;

/] *kRA b2k MART T DRAENERTA LR MIBREIN TSI EERERT D

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists (Context context) {
boolean isdebug = Utils. isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// 1I\— kF+—TF F1) org. jssec.android. service. partnerservice. aidluser MIEBAE/ v 1 {EHZ 5%

sWhitelists. add (“org. jssec. android. service. partnerservice. aidluser”, isdebug ?

// debug. keystore M “androiddebugkey” MEEBRE/\Nv 2 {E
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“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255” :
// keystore M“partner key” MEEBAE/\v L 1 {E
“1F039BB5 7861C27A 3916C778 8E78CEQ0 690B3974 3EB8259F E2627B8D 4COEC35A™) ;

/] UTEHIZtDN— =T T &8k, ..
}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists. test (context, pkgname) ;

}

// A=Y Y EBFTDHZF TSI b,

// RemoteCal IbackList DRI Z A Yy KIFA LY KE—TI(ZH>TWV3,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCal Ibacks =
new RemoteCal |backList<>();

// A=y 2 LT Service Mo T—42 %1%{EF S1=6HD Handler
protected static class ServiceHandler extends Handler {

private Context mContext;
private RemoteCal IbackList<IPartnerAIDLServiceCallback> mCal Ibacks;
private int mValue = 0;

public ServiceHandler (Context context, RemoteCal |backList<IPartnerAIDLServiceCallback> callback, int valu
e){
this. mContext = context;
this.mCal Ibacks = cal |back;
this.mValue = value;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCal Ibacks == null) {
return;
}
// BHERIET S
// beginBroadcast () [X. getBroadcastitem() TEEmIgEH I E—Z R LTS
final int N = mCal Ibacks. beginBroadcast () ;
for (int i =0; i <N; i++) {
IPartnerAIDLServiceCal Iback target = mCal |backs. getBroadcastItem(i) ;
try |
/] dRA b5k = b F—FTYIZERL TEULVERIZBYEEL TEL
target. valueChanged ("/8— b +—7 7Y IZBIR L T L LVE#HR (cal Iback from Service) No.” +
(++mValue)) ;

} catch (RemoteException e) {
// RemoteCal IbackList Aa—JL/N\ Yy U ZEEBLTWNADT, ZZ TlXunregeister L %L
// RemoteCal IbackList. kill )IZ& > T2 THBKEENB
}
}
// finishBroadcast () [&. beginBroadcast () & %t1Z7; %038
mCal Ibacks. finishBroadcast () ;

// 10 BRI YRT
sendEmptyMessageDe |l ayed (REPORT_MSG, 10000) ;
break;

}
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case GETINFO_MSG: {

if (mContext != null) {
Toast. makeText (mContext
(String) msg.obj, Toast.LENGTH_LONG). show() ;

}
break;

}

default:
super. hand|eMessage (msg) ;
break;

} // switch

}

protected final ServiceHandler mHandler = new ServiceHandler (this, mCallbacks, mValue);

// AIDL TEHE LA —T7z—R
private final IPartnerAlIDLService.Stub mBinder = new IPartnerAIDLService.Stub() {
private boolean checkPartner () {
Context ctx = PartnerAIDLService. this;
if (IPartnerAlDLService. checkPartner (ctx, Utils. getPackageNameFromUid(ctx, getCallinglUid()))) {
mHandler. post (new Runnable() {
@0verride
public void run() {
Toast. makeText (PartnerAIDLService. this, "FIRATT7 TV [&/8— b F—7 T TIEAL ", Toast.
LENGTH_LONG) . show () ;
}
DR
return false;
}
return true;
}
public void registerCal Iback (IPartnerAIDLServiceCal lback cb) {
/] *RA2 b 2% FATT7 TIDHRAENKRTA PR MIBHFINA TSI LZHERTS
if (lcheckPartner ()) {
return;
}
if (cb = null) mCallbacks. register (cb);

}
public String getInfo(String param) {

/] *RA2 b 2% FATT7 TDERAENRTA YR MIBHFINA TSI LZHERTS
if (lcheckPartner ()) {
return null;
}
/] *kRA U bk 1IS—rF—FTYMSD Intent THHOTH. 215 Intent DRLHEHRT S
/] O TIZOERR, 3.2 ANT—2DRL+HET 51 #3838,
Message msg = new Message() ;
msg. what = GETINFO_MSG;
msg.obj = String. format ("/S—kF—F TUNLDAY Y FEUH L, %1 #Z{EL71=, ”, param);
PartnerAIDLService. this. mHandler. sendMessage (msg) ;

// *iRA b bk IN—rF—F TYIZBRLTEUMERICEE Y IRZEL T ELL
return “/8— b F—7 FYIZEIR L T &L LVESR (method from Service)”;
}

public void unregisterCal |back (IPartnerAIDLServiceCallback cb) {
/] *RA 2 k2% FATT T)DIMRAENRTA PR FIEBERSAh TSI EE#/ERT S
it (IcheckPartner ()) {
return;
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}
if (cb != null) mCallbacks. unregister (cb) ;
};

@0verride

public IBinder onBind(Intent intent) {
// *RA >k 3%k onBind THEUH LA /N\— b F—hESHHEIFITEHN
// AIDL TEZLEAYVY FORUHELEIZF T v ILNREIZLD,

return mBinder;

}

@0verride
public void onCreate() {
Toast. makeText (this, this.getClass(). getSimpleName() + “ - onCreate()”, Toast.LENGTH_SHORT). show();

// Service NERITHDMEIL, TEHMICA O VAL LIERFEZEMNT S
mHand | er. sendEmptyMessage (REPORT_MSG) ;
}

@0verride
public void onDestroy() {
Toast. makeText (this, this.getClass().getSimpleName() + “ — onDestroy()”, Toast. LENGTH_SHORT). show () ;

// A=W\ Y ELTHRERT S
mCal Ibacks. kill () ;

mHand | er. removeMessages (REPORT_MSG) ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, “");

if (sha256. length() != 64) return false; // SHA-256 (& 32 /A k

sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll (“[0-9A-F1+", “”).length() != 0) return false; // 0-9A-F LISNADXFHLH S

mWhitelists. put (pkgname, sha256) ;
return true;
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public boolean test(Context ctx, String pkgname) {
// pkgname [IZHIGT HERED/NY L EFZWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L 1{ELIEBRD/NY L 1{EZLLET S
return PkgCert. test (ctx, pkgname, correctHash) ;

PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash (ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) |{
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] BEERIEHEHIEL
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) |
return null;
]
]

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder () ;
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
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}

return hexadecimal.toString() :
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RIZ/IN—bF—BR3E Service ZFIAT B Activity DY T )La—FETRT,

RAL2 M (Service ZFIAT3):

6. FIFA%K/N—rF—FRE Service 7T DFEBAENRTA M) RMZBFINTWSILERERT D
7. MAZN—FF—BRET7IVIZHATLTEMERICRY EEFEL TR

8. BEARHEI Intent IZ&Y/S—F—BZE Service ZMFUH

9. IN—rF—RBEF7TUHODERERTHoTH. 215 Intent DREMEHERT S

PartnerAIDLUserActivity.java
package org. jssec. android. service. partnerservice. aidluser;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLService;

import org. jssec. android. service. partnerservice. aidl. IPartnerAIDLServiceCal Iback;
import org. jssec. android. service. partnerservice.aidl.R;

import org. jssec. android. shared. PkgCertWhitelists;

import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Context;
import android. content. Intent;

import android. content. ServiceConnection;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class PartnerAIDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED = 1;

// kIRA 2+ 6% FIAK/NA—F—BRE Service 7T DIIAEMNERTA YR FIEBESN TS EZ2HET S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils. isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// 18— kF—MR%E Service 7 71J org. jssec.android. service. partnerservice. aidl MDEIEEAZE/ v > 1 {EEEEF
sWhitelists. add (“org. jssec. android. service. partnerservice. aidl”, isdebug ?

// debug. keystore ®“androiddebugkey” MEEBRE/\Nv 2 fE

“0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255” :

// keystore @ “my company key”MDEEBAZE/\v L a{E

“D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”) ;

// UTRRIZfhD/S— b F—FRE Service 7 71 &8k, ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists. test (context, pkgname);
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// FBZXD/N— b F—MRE Activity [CBH3 B 1EHR
private static final String TARGET_PACKAGE = “org. jssec.android. service. partnerservice.aidl”;
private static final String TARGET_CLASS = “org. jssec. android. service. partnerservice. aidl. PartnerAIDLService”

private static class ReceiveHandler extends Handler {
private Context mContext;

public ReceiveHandler (Context context) {
this. mContext = context;

}

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast. makeText (mContext, String. format("a—JL/AvH T T%s] #F{EL7T=. ”, info), Toast.LENGT
H_SHORT) . show () ;
break;
}
default:
super. hand|eMessage (msg) ;
break;
} // switch

}

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL TEZHE LA 2—Tz—R, Service ZWoDREHMEZITES,
private final IPartnerAIDLServiceCallback. Stub mCal Iback =
new IPartnerAIDLServiceCal Iback. Stub() {
@0verride
public void valueChanged (String info) throws RemoteException {
Message msg = mHandler. obtainMessage (MGS_VALUE_CHANGED, info) ;
mHand | er. sendMessage (msg) ;

};

// AIDL TEHE LM >v2—Txz—R, Service ~NBHT B,
private IPartnerAIDLService mService = null;

// Service SIEHT ARIZFIAT SR a3, bindService TRET ZBEIINEIZH S,
private ServiceConnection mConnection = new ServiceConnection() {

// Service IZ¥EfE S NZIHFBICIFEIEN D

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mService = [PartnerAIDLService. Stub. asinterface(service) ;

try{
// Service |ZEf%
mService. registerCal Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service NEERT LT-15&

}
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Toast. makeText (mContext, “Connected to service”, Toast. LENGTH_SHORT). show() ;
}

// Service PEERT LT, ORI arvhUish=5EIZFEIENS
@0verride
public void onServiceDisconnected (ComponentName className) {
Toast. makeText (mContext, “Disconnected from service”, Toast.LENGTH_SHORT). show() ;
}
};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. partnerservice_activity) ;

mContext = this;
}

// —EXBHRRE >

public void onStartServiceClick (View v) {
// bindService Z%£173 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

/] B—ERELERE >

public void onStopServiceClick (View v) {
doUnbindService() ;

}

@0verride

public void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/%%
* Service IZ¥#T 5
*/
private void doBindService() {
it (ImIsBound) {
// *RA 2k 6k FEK/A— b F—BE Service 7 T DEEREARTA bR MIEBFINTND I LR

T5
if (lcheckPartner (this, TARGET_PACKAGE)) {
Toast. makeText (this, “FIA%k Service 7 FUIEAHRTA FJ R FZBEFESINTULALY, ”, Toast. LENGTH_LO
NG) . show () ;
return;
}
Intent intent = new Intent();
// hiRA Db Th FRAENSA—FF—BE7Z TVICERLTEVMERICBYZEELTEL
intent. putExtra ("PARAM”, “"/R— rF—F FYIZEAR L TLLVER) ;
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// A >k 8% BARAE Intent [Tk Y/8— b F—B5E Service ZIEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;
mlsBound = true;
}
}

/%%
* Service ~NDIEHREYIET
*/
private void doUnbindService() {
if (mlsBound) {
/] BHELTWELSREDHSI5E LM
if (mService != null) {

try{
mService. unregisterCal Iback (mCal Iback) ;

}catch (RemoteException e) {
// Service KNEERLRT LT =HE
// YT ILIZDODENIBLEE
}
unbindService (mConnection) ;

Intent intent = new Intent();

// KR4 2+ 8% BERAY Intent [Tk Y /8— b F—BRE Service ZIEUHT
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

stopService (intent) ;
mlsBound = false;

}

/**
* Service MBOIEREIWEFT 5
*/

void getServiceinfo() {
if (mlsBound && mService != null) {
String info = null;

try |
/] *iRA 2k Tk FRENS—rF—RET7 TVICBERLTEULMERICEBYZEELTEL
info = mService. getInfo ("/S— b +—7 7V 2R L T & LVEER (method from activity)”);
} catch (RemoteException e) {
e. printStackTrace() ;
}
/] *kRADEIk N—bF—RBETTUILLOERFEHRTH>TH. ZIE Intent DREMEEHDRT D
/] U TIZDERR, 3.2 ANT—2DRLHET 51 #3838,
Toast. makeText (mContext, String. format("H—E XM S T%s] Z#EEF LT, ”, info), Toast. LENGTH_SHORT).s
how () ;
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PkgCertWhitelists.java

package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) |{
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" “, ”");
if (sha256. length() != 64) return false; // SHA-256 (% 32 /841
sha256 = sha256. toUpperCase () ;

it (sha256.replaceAl | ("[0-9A-F]1+", “”).length() !'= 0) return false; // 0-9A-F LIS\DXELH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test(Context ctx, String pkgname) {
// pkgname IZXF 5 DIEMRD/NY L2 EEXIET 5
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEMED/NY L1 BEEERD/NY L 1{EFLET S
return PkgCert. test (ctx, pkgname, correctHash);

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHELFFRDHIT
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}

}

Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray():
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

private static byte[] computeSha256 (byte[] data) {

try {

return MessageDigest. getInstance ("SHA-256") . digest (data) ;

} catch (NoSuchAlgorithmException e) {
return null;

}

private static String byte2hex (byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;

}

return hexadecimal.toString() ;
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4.4.1.4. B#BRE Service

B#R5E Service (. B LUSNDTTUMNSFIAENDIEEE LTS Service THD. EHDOBHETTITUR
TLEEEL. B 7 TS ERCHEELZTA=OICFIASIN S,

LI . Messenger bind £ @ Service ZERAL=HlZRT,

RA bk (Service 243) :

1. ¥ BEZ Signature Permission ZE&3 %

¥ B E % Signature Permission ZEREE TS

Intent Filter Z €& . exported="true"#BA-RIIZERTET D

¥ B E % Signature Permission NBE#T7IVIZKYEERIN TSI LEHERT S
B#T7TUDLD Intent THHTH. Z{E Intent DREMEHERT D
FMATTIVEEHRHTITITH LIS, T4 ITREREREL TR
FMAX7I)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. service. inhouseservice. messenger” >

{l— R4 > k 1% HETES Signature Permission 2E&HT 5 —>

<{permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

<{I— Messenger Z#F|FH L 1= Service —>

—— %RA 2k 2% HBEFE Signature Permission #EREET S —

<I-— %RA > k 3% Intent Filter #F &9 . exported="true” ZBARMIZHTETT S —>

{service
android:name="org. jssec. android. service. inhouseservice. messenger. InhouseMessengerService”
android:exported="true”
android:permission="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<{/application>

<{/manifest>

InhouseMessengerService.java
package org. jssec. android. service. inhouseservice. messenger;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import java.util.ArraylList;
import java.util. Iterator;
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import android. app. Service;

import android. content. Context;
import android. content. Intent;
import android. os. Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;

import android. os. Messenger;
import android. os. RemoteException;
import android.widget. Toast;

public class InhouseMessengerService extends Service{
// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BROFIEBHED/ N> B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77G8255";
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;

// Service MY AT M(T—2ZEEX)EVRX TEET S
private ArrayList<{Messenger> mClients = new ArrayList<{Messenger>();

/] DSATFT DD T—2%2ET DL EIZHAT S Messenger
private final Messenger mMessenger = new Messenger (new ServiceSideHandler (mClients)) ;

/] DSAT 2 D bZITE o= Message Z4IEF 5 Handler
private static class ServiceSideHandler extends Handler {

private ArrayList{Messenger> mClients;

public ServiceSideHandler (ArrayList<Messenger> clients) {
this.mClients = clients;

}

@0verride
public void handleMessage (Message msg) {
switch (msg. what) {
case GommonValue. MSG_REGISTER_CLIENT:
/] 9S54 T 2 bR ITE o 1= Messenger B0
mClients. add (msg. replyTo) ;
break;
case GCommonValue. MSG_UNREGISTER_CLIENT:
mClients. remove (msg. replyTo) ;
break;
case GommonValue. MSG_SET_VALUE:
/] DSATUMIT—2%%5

sendMessageToCl ients (mClients) ;
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break;
default:
super. hand|eMessage (msg) ;
break;
}
}
}
/%%
* DSAFTURMIT—4%%%
*/

private static void sendMessageToClients (ArrayList<{Messenger> mClients) {

/] *kRA U~ b6k FIARTT7TVIZERTTUTHEMD., EooT 4 THERZRELTEL
String sendValue = "> F 4« J41E$R (from Service)”;

/] BEINTWDEISAT b~ IEBIZEETS

/] W—T&PT remove LTELTDT—HIZTTIEALEZLDT Iterator #FAT 3
Iterator<Messenger> ite = mClients. iterator () ;

while(ite. hasNext () {

try {
Message sendMsg = Message. obtain(null, CommonValue. MSG_SET_VALUE, null);

Bundle data = new Bundle();
data. putString ("key”, sendValue);
sendMsg. setData (data) ;

Messenger next = ite.next();
next. send (sendMsg) ;

} catch (RemoteException e) {
/] DFATFT Y B EELBEWVGEE. VR MMSEYERL]
ite. remove () ;

}

@0verride
public IBinder onBind(Intent intent) {

/] *BRA bk HMETE Signature Permission NEHRH T TVICKYEESNTWR I L #HRT S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, "IMBEFZ Signature Permission MEHT7 TVIZLKYEZ I TULVAL, ”, Toast. LENGT
H_LONG) . show () ;
return null;

}

// *iRA 2 bbk BHTZTIUNLD Intent THHTH. Z1E Intent DR L MRS S

/] O TIIZDEER, 3.2 ANT—2DRLHET 51 #3838,

String param = intent. getStringExtra ("PARAM”) ;

Toast. makeText (this, String. format("/x5 A —% [%s] &= (+TH>f=, ”, param), Toast.LENGTH_LONG).show() ;

return mMessenger. getBinder () ;

}

@0verride
public void onCreate() {
Toast. makeText (this, “Service — onCreate()”, Toast.LENGTH_SHORT). show() ;

}
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@0verride
public void onDestroy() {

Toast. makeText (this, “Service — onDestroy()”, Toast. LENGTH_SHORT). show() ;
}

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" ”, “”);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. PackageInfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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*RAUk 7% APK % Export $5&EIC, FIATT7 T ERLHRERTAPK EELT 5,

i
® Generate Signed APK

)

Key store path: C:¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: |_ ------

—

Key alias: < my company key >

B

KE"!.I" passﬂﬂrd : I .......

[ | Remember passwords

4.4-2
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RIZBHRE Service #F|AT 5 Activity DH 2T ILa—KREFRT,

RA> M (Service ZFATS):

8.

9.

10.
11.
12.
13.
14.

¥ B E % Signature Permission ZF|HAEE Y5

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
FMAXTTIDOIRAENEHDOIIBAEZTHILEHERT S
FMAXTIVEEHRHTTITH LML, T4 ITREREEELTELL

BASRAY Intent IZKY B4R E Service # U HT

BR7 TN DERERTH>TH. 218 Intent DR LMEHRT S
FMALET7TIERCHKERTAPKZELT S

AndroidManifest.xml
<?xml| version="1.0" encoding="utf-8"7>
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. service. inhouseservice. messengeruser” >

I— %A >k 8% BT Signature Permission 2F|AEET 5 —
<uses—permission
android:name="org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION” />

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity

android:name="org. jssec. android. service. inhouseservice. messengeruser. InhouseMessengerUserActivity”

android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>

InhouseMessengerUserActivity.java
package org. jssec. android. service. inhouseservice. messengeruser ;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;

import android. content. GomponentName;
import android. content. Context;

import android. content. Intent;

import android. content. ServiceConnection;
import android. os.Bundle;

import android. os. Handler;

import android. os. IBinder;

import android. os. Message;
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import android. os. Messenger;
import android. os. RemoteException;
import android.view. View;

import android.widget. Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

// FIFR%E® Activity 15

private static final String TARGET_PACKAGE = “org. jssec.android. service. inhouseservice. messenger”;

private static final String TARGET_CLASS = “org. jssec. android. service. inhouseservice. messenger. InhouseMesseng
erService”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. service. inhouseservice. messenger. MY_PERMISSION

// BHOFEBAED/NY > 2{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77G8255";
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7GC2 42E142CA”;
}
}
return sMyCertHash;
}

// Service MBS T—R ER(ET DL EICFIFAT B Messenger
private Messenger mServiceMessenger = null;

// Service IZT—AR EEET HE ZIZFIAT B Messenger

private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler());

// Service M55 (TH - 1= Message Z L9 3 Handler
private class ActivitySideHandler extends Handler {

@0verride
public void handleMessage (Message msg) {
switch (msg.what) {
case GommonValue. MSG_SET_VALUE:
Bundle data = msg. getData() ;
String info = data. getString ("key”) ;
/] *kRA2 b 13k BHT7 TUDHCOHKRBFRTH->TE., [EORLELEHDRT S
/] O TIIZDEER, 3.2 ANT—2DRLHET 51 #3838,
Toast. makeText (mContext, String. format("H—EZXMS [Ys) ZEE\B L=, ”, info),
Toast. LENGTH_SHORT) . show () ;
break;
default:
super. hand|eMessage (msg) ;
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// Service &3ElET ABFIZFIAT A3, bindService TEE T ZBEIINEIZL D,

private ServiceConnection mConnection = new ServiceConnection() {

// Service [ZEFINIZIBEICFEIEN S

@0verride

public void onServiceConnected (ComponentName className, IBinder service) {
mServiceMessenger = new Messenger (service) ;
Toast. makeText (mContext, “Connect to service”, Toast. LENGTH_SHORT). show() ;

try {
// Service IZE% ® Messenger %iEd
Message msg = Message. obtain(null, CommonValue. MSG_REGISTER_CLIENT);
msg. replyTo = mActivityMessenger;
mServiceMessenger. send (msg) ;

} catch (RemoteException e) |
// Service REERT L TL\=HGE

}

}

// Service NEELTLT, a7 arhtIlichi=ziG&IZFENS
@0verride
public void onServiceDisconnected (ComponentName className) |
mServiceMessenger = nul|;
Toast. makeText (mContext, “Disconnected from service”, Toast. LENGTH_SHORT) . show() ;

};

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. publicservice_activity) ;

mContext = this;

}

// H—ERBRRE >

public void onStartServiceClick (View v) {
// bindService #%£179 %
doBindService() ;

}

// TEHREERE >
public void onGetInfoClick (View v) {
getServiceinfo() ;

}

// H—EREILERE >
public void onStopServiceClick (View v) {
doUnbindService();

}

@0verride

protected void onDestroy() {
super. onDestroy () ;
doUnbindService() ;

}

/*k
* Service IZ¥E#ET 5
*/
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void doBindService() {
if (!mIsBound) {
/] *RA 9%k MEFES Signature Permission NERT TYIZKYERSh TSI EEHERET S
if (1SigPerm. test (this, MY_PERMISSION, myCertHash (this))) {
Toast. makeText (this, "¥MEBEFEZ Signature Permission AE#LT7 FTUIZLYEZ I TULVEL, “, Toast.L
ENGTH_LONG) . show () ;
return;

}

/] kA2 10k FAET7 T OMERAENBHOIRAETHD L EHDBTS

if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast. makeText (this, "FIRELEHY—EX([FBE#T7 T TIE4Ly, ”, Toast. LENGTH_LONG) . show () ;
return;

}

Intent intent = new Intent();

/] kA2 b1k FIAE7Z TVRERET7 T THEINE, EooF 1« THEREZEELTE LD
intent. putExtra ("PARAN”, "t > LT 4 THIEH") ;

/] kR4 b 12% BARA Intent [Z& Y B4R Service ZFEUH T
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context. BIND_AUTO_CREATE) ;
mlsBound = true;

}

/%%
* Service ~DIEHREYIET S
*/
void doUnbindService() {
if (mlsBound) {
unbindService (mConnection) ;
mlsBound = false;

}

/**
* Service MOIEREIWEFT 5
*/

void getServiceinfo() {
if (mServiceMessenger != null) {
try |
/] TEROEEEZERT D
Message msg = Message. obtain(null, CommonValue. MSG_SET_VALUE) ;
mServiceMessenger. send (msg) ;
} catch (RemoteException e) {
// Service NEERT LT HE
}

SigPerm.java
package org. jssec. android. shared;
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import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash (Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try |
// sigPermName ZE& L1=7 TUDNRv5r—CHEMBTS
PackageManager pm = ctx. getPackageManager () ;
Permissionlnfo pi;
pi = pm. getPermissionInfo (sigPermName, PackageManager. GET_META_DATA) ;
String pkgname = pi.packageName;

// 3E Signature Permission MIZE L KEHKLY
if (pi.protectionLevel !'= PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&L1=7 7 DEEHED/\Y L 1{EZERT
return PkgCert. hash(ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
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if (pkginfo.signatures. length 1= 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray()
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;

*RAk 14k APK % Export 3 5&E(2, FIAET TV ERCHRERTAPK ZERT S,

[ ® Generate Signed APK |

Key store path: Ci¥jssec¥Projects¥keystore

| Create new... | | Choose existing... |

Key store password: | -+ . |

Key alias: _my company key D L|

Gz . |

B s
: | m | Cancel | | Help |
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4.42. W—ILTvY

Service RERFICITILULTDIL—ILEFHE,

1. 7FTVRTOHAERT S Service (FIELFHERET S (WH7E)
2. ZETHIDLREMEHRTD (WH7E)
3. FBXZ Signature Permission (. B 7TUNEEL-CLEHEELTHRATS (78)
4, EHTBRAIVY T Service DEEZIRIL T HHEHIET S (WH7R)
5. BREHRZEBETHESICK. BREETITINSOBRBERFERISTET S (WH7E)
6. FIA% Service K EIE TESHIHEILXBARM Intent T Service #F|IAT 5 (WH7R)
7. MOBETITIEERET HIHEETFIAL Service #HERT S (WH7E)
8. BEZRHMICRHMIZGEICII. TOEEDEXRDREKELHIFT S (WH7E)
9. EUILTATRERIITELRYESLL (HE2R)
4.4.2.1. 7TIYRNTOMERT S Service [(FIELARRET S (WH7E)

TFUR(F=IE RLC UID) TOAERAENS Service [EIEABEET b I DT TUMLERET
Intent Z2(TEROTLEIENGELKAGRY 7T DEEELZFIASI S, TT)DEEICREEZE-THEOHEFEHMHC
ENTED,

E4 F & AndroidManifest.xml T Service ZE &9 SIRIZ. exported Ef% false ITT 572+ TH D,

AndroidManifest.xml
<{1-— FE4NEA Service —>
<I— %A > b 15 exported="false” (=& Y. BARMICIEABIRET S —
<{service android:name=".PrivateStartService” android:exported="false”/>

Fl= T—R(EDEWNERDLNED, A—T7TIRNDHFIFHSN S Service THY . MD Intent Filter ZHRET
BESEREHILTIEASELY, Intent Filter OEE L, A—77VRADIELAER Service #EUHTDEHYTE,
Intent Filter B THEUHLI=ESIZERETHT7 ) DAE Service #FEUHLTLESIBENEET 1L TH
3

AndroidManifest.xmIGEH#£22)

<I-—— JE/AFEA Service —>

{I— Y 7R4 > b 1% exported="false”(Z&k Y. BARMIIZIELREZRET S —

<{service android:name=".PrivateStartService” android:exported="false”>
intent-filter>

<action android:name="org. jssec. android. service. OPEN />

<{/intent-filter>

<{/service>

[4.4.3.1 exported F%7E & intent-filter FE DA EHE(Service DFE) LSBT HIL,

206 All rights reserved © Japan Smartphone Security Association. Service 5 -FIHT 5



m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 201742 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

4422 RETHOREMEHERETD (WH28)

Service ¥ Activity EREHRIZ. 318 Intent DT —2FWNIEBT BIRICIE. T ZE Intent DL EMEHERLLZITNIE
EBH7ELY, Service AT 5% Service MoDFHER(ELTRZELL) FHROREUHZHEBTILELH D,
Activity ®l4.1.2.5 215 Intent DREMHEFHERET D (7R)1T4.1.2.9 FAKL Activity hoDRY
Intent DELMEHERT S (W7A) IVBRBT AL,

Service [ZHULVTIZL. Intent LISMMZE AV YRDIEUHLAS Message [CkDT—ADEZELRENHS=H. FTnT
NEFBELTEEZTORETNIEESEL,

3.2 ART—EDREMEHER T DI1Z2SRIT DL,

4.4.2.3. JEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (Wh7E)

B#T7TIEFALFBATESBH4RE Service 2165154 . M B E = Signature Permission [Z&Y{RELLITH
(742570, AndroidManifest.xm| T® Permission £ #. Permission EXRE S 12+ TIXREN T+ 5 TH ST
&.T5.2 Permission & Protection LevelJDl5.2.1.2 B EZED Signature Permission TE# 77 E#ES
BHEIESRI DL,

4.4.2.4. EETBHIAIT T Service DIREERILTINEHIET S (WH7H)

Intent /NS A—S DR B E S Signature Permission QR L=t F 1) To4FTvo% onCreate [ZA
NTIEWFEL, ZDERBIE, Service NEBIFICHLLVERZZ(F1-EZ(ZonCreate DALEAEFES NV =8
THd, LI=MN>T, startService [CE>THImEN % Service ZE%E 9 %515 & (&, onStartCommand
(IntentService ZFAT 5ZmE(E onHandleintent) THIEZITHARITNIEARSAELY, bindService TR %
Service #EE T B ELRBDIENEZ DD T, onBind THIEZLAZIFTNIXESALY,

4425 HREBERTBECETBEETITINCOBRERFBRIEIRT S (WH78)

Service DA F(ZE > THRRIBFHRDIRE L (T—IL/\VIDIEUHLEAS Message DEER) 7TITVDERENE
155, REEMNTILVITTHAAREMELEBL T2 ITHERRRIC T HEELELEITNIEESAEL,

SEMBIZL. Activity DT74.1.2.7 #ERBEHRERTEEICIE. REET7TUNLDOERFERFEISEIET S (wh
H) xSRI HIL,
4.4.2.6. FIF% Service HNEIE TESHIHE LTI Intent T Service #FIFHT 5 (Wh78)

REERAY Intent [ZKY Service ZF|AT L. Intent Filter DEZEMNRICHEZIEFKIZA 2 A—)LLT= Service (2
Intent HEESINTLES, ELERMIZFEL Intent Filter 2 &HL=VIL Iz T7HEIZA/ VA= ILEN TV =5 E.
TILYITTI(Z Intent NEESNTLEL. BFHRIRENELD, —A. BATRM Intent (Z&LY Service #F|HT 5L 15
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TELT= Service LIS A Intent Z2{ET A EFHKHEBRMEZLTHD,

-2l B EETREANHEHD T, Activity DM4.1.2.8 FIFZK Activity A EE TE515E (XBATRH Intent T
Activity #F|HT 5 (7A) 1SR BT,

4.4.2.7. OB ETT)EEET HIHEITFASL Service £HRT S (WH78)

it DEFET T EEET DB EICITHRTA M) AMIKBHER A ENH D, BT TVRICHRAET T DFEBRAE/N
VA EFORBFLTHE FIAEDAEZE NV 1 ERZBELTWAIIAE Ny AN — BT EMERHERT 5L T,
BYFTELTTUIC Intent ZRITTHILEHCIENTES, ERMNLBREREICOVWTIEY T ILa—FEsi3a
24.4.1.3 /85—brF—BRE Service | ZSBT B¢,

4.4.2.8. BEZ-RMICRETIESICIE. TOEEDOEXRDREKELZHIETD (WH7H)

Permission IZ&YRESNTWSBEREESSUHEEEEZMOTTIICZRMICIRET H5EICIE RIEET
TYIZHLTE—® Permission #ERTHHGELT. TOREKEZHBFLZFNITESAEL, Android @
Permission £¥aTAETILTIX, REINEEEIIHTEITIVHNLDEET I ERIZODVWTOHEREEE
15, COEBRLEDEHMEIZEY . FTVICHBIN-EENSSICHOTTIIZ, RED-OIZWHEL Permission &
BERTEHIELGIRMENSIAREME N DD, ZDTE(E Permission ZBHFRFEL TSI EEEEMIZEMAD T,
Permission DB REMBEMEIENS,5.2.3.4 Permission DB REMEIZSHBT S,

4.4.2.9. o T4 ERITTESRYESLLY (HE2R)
THEHEZSBOT I LEET BIEEIZIEE T4 I RIEHRE E > TIFESEL,
o T4 ESRE Service LZITELT BI5E . TDEHRDFR) RIFRIFILAITNIEESALY, 246 Service
[SEMHLERBREIDTRBTDEEZLTNIEESL, =/ \—hF—PRIE Service OB 4R 7E Service [T FL

=& END Service DERKITEREFL THEHRIFERIRIDKNAHS,

U TAIRERIETES LT EMLEVKICIRTRETH D, EFT25EE. FIFAL Service (XEFETED
Service [ZPRTEL . 1E# A LogCat L EITRBLAVWKSICEELATNIEADEL,
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4.4.3. TRNVRE
4.4.3.1. exported ®FEL intent-filter FREDHHAH S (Service DIHH)

ZDHARXETIZ. Service DAEHNSIELAE Service, B3 Service, /8—rF—RE Service, B#RE
Service M 4 247D Service ITDWTREF ZFBRA TS, BRAFITEFEINTLVS AndroidManifest.xml @
exported B & intent-filter EXDEAEOEERDRICEEDHT=, EAIELTLVS Service DEALTE
exported BHH KU intent-filter BEROFIEMAIELWN EEHERT DL,

& 4.4-2
exported BEDIE
true false |IETE
intent-filter EEMNHS | 2F (ERAZLE) ({EFZELL)
intent-filter EFMELY | XK. N—rF—RE. | FELH (fE %)
B+LRE

Service M exported BIEMNEIETE THAIBZBAIZFD Service KN AEShEHIEARELEZ ML, intent-filter @D
EEDHEIZLYREDLN, KHARTIL Service M exported BlEZEIETEICTHIELXZRIELTINS, BIRD
K5 API DT IAILCDEHZFEEREREAZTHI LT TERETHY., exported BED LS5 EFaTALEE
BEEEZRRMICEDLTEFELAHIDTHNIEZNEFATRETHHLEEAOND-OTHS,

lintent-filter E&M$H 5 1&Texported="false” JZHEAEIICLTL DD, Android DIRHFELEL T, BA—7
TYRODIEAR Service ZFUHLIzD3YTEH, ERE 7 T)D AR Service ZFUHLTLESIGSANEFE
T5=HThH5,

BHEMIZE. Android [T OEIGIREFENET DD TT T EKEFHICREANVLETH S,

® HEH®D Service TRILHAED intent-filter 2 E&LI=EE . LI/ AR—ILLIE=7TUR®D Service DEE
NMEZSIND
o [EEM Intent ZFo1=15 &L, OS [Z&>TEFLXD Service NBEIMISEIIN T, FUHINS,

LUTF® 3 D2OETAndroid DIRDEBVNCIIEREHTVHELARCAEHAFHRAT S, X 4.4-4 1. F—7
TYRMSULMNIELRE Service(Z T A) ZRSEH Intent THRUHEBLHEWERLZEEDHI TH S, Intent-filter(X
f action="X"EE&EZLTWLZADH., 77 ALMWVELDTERBYDEELLH>TLNVS,

9 intent-filter AEZRINTULINIEAE Service, EFRSNTULVEITHIEIELE Service 425,
https://developer.android.com/guide/topics/manifest/service-element.html#exported BN &,
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( ™
F7FUA
IS E M IntentZ{E>T
ServiceZIEUH T
F77JC
JE/NBHService A-1 Hﬁ??f\ﬂ"llntent’&ﬁ?'c
exported="false” Service ZFUH T

action="“X" @

N

Service A-11EIE/ABAServiceliD T, 7
TUANSLMEUH T ZEIETERL

AndroidifiR
L

4.4-4

4.4-5 BELUHE 4.4-6 1. 7F) AlZimAT7 7Y B THLREIL intent-filter(® & action="X""ZE&LTL\%
BETHS,

4.4-51FX . 7F)A->T7T)BDIETAIUA—ILENT-BETH 5. ZDBE. 77) CHEEEM Intent %15
T5E, ELARD Service(A-1)EFUHZFSELTERKT 5, —A. 77 A IZEEEM Intent ZF->TERBEYIZAE
—77)RADIEAR Service EFEVHEEIZD T, X1 TAD(RILYT 7R ED)E TIXAEEILE IS,

(" )
7TUA
AE2AMIntentZ{E->T
ServiceZ U H T
F77c
JE/NBAService A-1 BE 2 M IntentZ > T
exported="false” Service #IFUHT

action="X" @

BhiService B 3£ BiServiceE F 1= 7 TUABSEITA
, U AR—ILENTIBE L. FELBASevice

Dintent—filterD A MNENIZELY) . 41 EB

MSDIERELIEZ I LY,

action="X"

Androidiii R
\_

B 4.4-5

4.4-6 (X, 7TYB->TT)ADIETAVAL—ILENTIHEETHY ., EX1YT(EN A THELH D, 7T A
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AEEEKAY Intent ZX{ELTRI—7FURNDIELE Service ZRUHEZFSET M., LI/ AM—ILLETZTY) BD
2B Activity(B-1) DU SN TLESHZRL TS, CHIZKYT7TTY A hST7 ) BIZHLTEY VT4 HIE
WEEETHARREENELTLES, 7T BATILz 7 THNIE. FOFEFEL O TAILIERDRRIZEN S,

F77UC
FE 2R IntentZ > T
Service ZMEUH T

A BAService B-1
exported="true”
action="X"

Intent(“X”)

FIUA
BE B M IntentZ{E-T
ServiceZFEUH T

l Intent(“X”) :

e ee ! 1NBService #5017 7 UBANEITA >

action="“X" ZF_)LéhT:i’%é[is ’ABﬁSevice(D
intent—filterM A MERNIZAY, 7TUA
MEDEEUH LT, 2> TService(B-1)
FMEUHLTLED,

Androidifi R
\_

4.4-6

ZMD &SI, Intent Filter ZFAUL =IEA B Service MIEEM Intent FFUHLIZ. ERIEHT7TTIDOFUHLPER
BHRTTI)AD UL TAITEEBRDIEEERTH=DICHITIRNETIEALY,

4.4.3.2. Service DEEFEIZDINT

Service DEREFEFZHTHY . Yo TINaA—FTHELI-EF 1T LDRATEDOBMELH DO B EIHHE
%Y, startService Z¥ AT SHZmE L bindService ZFIATEHHZELICTKE(A I NSH, startService &
bindService DA THIATES Service ZER T 5 ELTRETH S, Service DEEFEZERETHHIZ. KX
D&SHIEBITDOVTREFEITIZLITHS,

Service #RI7T)IZABAT Hh (Service D2FH)
ETHICT—EOPYRYZETINT—2DHEEEZE)
Service {9 HH GEEI R T4E)
ATOERELTEITT HA (TOERFHEE(RE)
BHONIEE R ZITIH A ITOIE)

REAZDDEEERDEBDRBEDABERICTHE. K 4.4-3 DEITGD, X [FRBEARAREM LIRS
SNOMBEL LR DRMANBELTIZEEERT .
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% 4.4-3 Service DEREREZDHE

AN Service D | T—FDHEERERZE | Service DHfH TOtRHE@EE | dT0E
(EB-#T)
startService & O X O @) X
IntentService & O X X @) X
local bind %! X O ) X x
Messenger bind & O O @) O X
AIDL bind & O O O O O

startService &

=HEKRIZL Service THh5H, Service 75X %= A&L . onStartCommand THUIEZ1TS Service DZEFIET .

FIFA9 AL, Service & Intent THEEL T startService #FRALTHEUH T, Intent DF{ETTIC LT, FHRL
EDT—REEERT LT TELL=5, Broadcast BERDFEZFHAEHLETERITIDLENH D, EFH
REEFIL. T4.4.1.1 3E0B Service 245 -FIATHI1ZSHBDI L,

X T4 EDFvYIE onStartCommand TITSRELH DN, EETD/ NV —U L HRIG TSRV =N
—kF+—R5E Service IZIZFERATEALY,

IntentService &

IntentService (& Service Z# AL TELNTNNB ISR TH D, BUHLAIL. startService B LRI TH S, BE
@ Service(startService &) [CHERTUTOHELH D,

® Intent ML onHandlelntent TYT5, (onStartCommand (F{E4>7ELN)

® FIRLYFTEITEINS

o WMEAX1—(UTEhD

WA FN AL YR DT=HOFUE UIFBENEITREIN ., Fa—A VT EBICKYS—4 2 v)LIC Intent [TxE9 HAEA

Thhd, &intent DAEATREFSNGENA HEDEHICE>TEREDBHRILED—DELTEIRMNAIREETH D,
Intent MEETITHL T ERLEDT—HEEERT ZEIETERLV =8, Broadcast HERI DA EERAED

HTCRBEIILELDH S, EARGREFIL. 14.4.1.2 26 Service #85-FIRT D12 RBD L,

X a)T4EDFv1E onHandleintent TITOWMELH BN, EETD/\VFT—O B NEUF TEL L =D/ —
r—FR5E Service IZIX{FERATEALY,

local bind &

F7IERUTOERRTOHEKA—AhIL Service ZRET BN A EEIET . Binder ySANLIRELIZIFR
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.

EZELT. Service TREL-HEEAVYR) EFVHLTIZIRBETESKLSIZT S,

FIFAT BMIIE. Service # Intent TEFEL T bindService ZE AL THEUE T, Service # bind 355D HT
. ZRULUTIVERETHLN., AITOEXTOEE® Service DARANTELWNV-OARIIBRESND, EFH
BEZEHFIE. T ILa—FIZE&FEhbdTa2 x4 Service PrivateServiceLocalBind 12BN &,

X2 TBIIZIEIELBE Service DARETTEETH S,
Messenger bind &
Messenger DA EFIFAL T Service LDEHEEERIRT 55:5%ET,

Service ZF| AT HAIM5E Message MRIEFKELT Messenger ZET ZEMNTES=H. WA TDT—2DHY
WYNLEBEMASICRRAEETH D, Tz VEBIEF 21— ENb=8H. ALYRE—D(CE8ET 28I H 5.
% Message DO MITUIBIIINGEVD, BGOEHICE-TIEIREDHRIED—DELTRERIRAFIEETH D, FIA
9 %M1, Service % Intent TIEEL T bindService ZERALTHUH T, EARMLEEHIL. 14.4.1.4 B#LR
iE ServicelZ#5 RN L,

X2 T4 EDFvYIE onBind 4> Message Handler TITSEMRH DD, RETD /AW —CEHMBTE
TEWN =8/ A—~F—[RE Service I[ZIZERATELLY,

AIDL bind #

AIDL OE#A#ZEFIFALT Service LDEEZERBTLHHEFIET . AIDL [TK>TAU2—Tx—REEEL.
Service MEFDOMEEE AV YR EL TR T D, /- AIDL TEZE LAV A— 71— RZH AAITEETS2LT. O
— LI\ OERBTDHIELTED, VILFRALYREUE LIEATRERZAY., HithALER (SN 7E LD T Service BITHR
MICEETILENH D,

FIFAT B11E. Service & Intent THEEL T bindService ZERALTHEUNE T, EIAMLGEZFX. 14.4.1.3
—k+—PBR5E Service lZSBNDI L,

tXxa)F4EDOFyoITBHETE Service Tl onBind T. /S—kF+—BR5E Service Tl AIDL TEZL=A%
—IJI—RADEAI)IRTITOIDENH D, AXETHELI=EEFX 1) T4247TD Service (CFIRAARETH D,
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4.5. SQLite Zf#>

AXETIE SQLite #ERALTT —IRN—RDERB S MEELITIRICEF L) TALTEETRERZFLD S,
FHRAUME T—ER—RIT7AI DT I LREDBEYLGREE SQL 1001023V T 50K THS, _C
T BN T —EIR—RI7MILDHRAEZTEHTEBT TITRET D) LG T —FR—X (I TIFE
EH9 Content Provider M/A\WIIURPT7T)BIATOFERAZEFIRET %, F1=. HEIBRELV O TAITRIERE
O TWBIEFBELTLSN, F53THWNBELMT TN DB ENDHZHEZER(TE=HICLIITEITS
MEREEATHIELEHE8HT D,

4.5.1. YT )La—k

4.5.1.1. T—AR—XDIERLIRE
Android 7)) TT—ER—Z%ZHS51FB A . SQLiteOpenHelper ZEHT B ETT—ER—RIT7AILDEY 4
BRESLUTIEREDHRE MDTTINT I LA TELRNEEE) N TES10, ZCTIEH. 7TUVRBIBFIZT—2—
AEERL. Ul EAST—2D®ERE-EBIN-EE -HIRETSBELGETTIEHIZ, AEBALDAAITHLTHRIEL
SQL AETEINHBNESIZSQL AoV zoavwE LYo T ILa—REFRT,

10 J7A)LOEEIZEALTIE. SQLiteOpenHelper DAY ARSHADE 2 518 (name) (77 L DXt/ ARLIETE
TE5, TN, B> TSD A—FH#EEEELESSICIEZMMOTTINSDHEHAEENAREICLIOTIENVET
Hb
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Info of User-
Name of User-2 Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User-6 Info of User-
Name of User- Info of User-
Name of User-8 Info of User-
Name of User-9 Info of User-
Name of User- Info of User-10
Name of User- Info of User-
Name of User- Info of User-12
Name of User-1: Info of User-1:
Name of User- Info of User-
Name of User-1¢ Info of User-
Name of User-16 Info of User-16
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of Us
Name of User- Info of User-:
Name of User- Info of User-
Name of User- Info of Us
Name of User-
Name of User-
Name of User-

& Name of User-13

_—— 0 0N R WN -

0
1
2
3

[S

WN = 0w~

N NN
g B

[=2]

<_.

4.5-1

RAUk:

1. T—A~X—Z{EpIZIE SQLiteOpenHelper Z{#E AT 5

2. SQLAYY YL avDOREFELTAAEE SQL XIZERTEEEICIETL—RKRILEEFIATS
3. SQLAYY o ar DRBEIILEXKRELTTITIBEHRICH - TANEEFIVITS

SampleDbOpenHelper.java

package org. jssec. android. sqlite;

import android. content. Context;

import android. database. SQLException;

import android. database. sqlite. SQLiteDatabase;
import android. database. sqlite. SQLiteOpenHelper;
import android.util.Log;

import android.widget. Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {

private SQLiteDatabase mSamp | eDb; J/BRY®S T—2 EBKT HAT—IR—X
public static SampleDbOpenHelper newHelper (Context context)
{
//% R4 >k 1% DB 4ERKIZIE SALiteOpenHe lper = {FEAT %
return new SampleDbOpenHe |per (context) ;
}

public SQLiteDatabase getDb() {
return mSampleDb;
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//Mritable E— FTDB %<
public void openDatabaseWithHelper () {
try |
if (mSampleDb != null && mSampleDb. isOpen()) {
if (ImSampleDb. isReadOnly())// BRICHiAEEHEETAH— TV FEH
return;
mSamp | eDb. close () ;
}
mSampleDb = getWritableDatabase(); //ZDEETH—TEh3
} catch (SQLException e) |
[/ T—AR—ABEICKRLI-GEOTHA
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//ReadOnly E— FT DB %<
public void openDatabaseReadOnly () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
if (mSampleDb. isReadOnly())// BEIZ ReadOnly TH— TV FEH
return;
mSamp | eDb. close () ;

}
SOLiteDatabase. openDatabase (mContext. getDatabasePath (CommonData. DBFILE_NAME) . getPath (), null, SQLiteD

atabase. OPEN_READONLY) ;
} catch (SQLException e) |
[/ T—AR—RBEIZKBLIZIGEOTE R
Log. e (mContext. getClass (). toString(), mContext. getString (R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;
Toast. makeText (mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//Database Close
public void closeDatabase () {
try {
if (mSampleDb != null && mSampleDb. isOpen()) {
mSamp | eDb. close () ;
}
} catch (SQLException e) {
[/ T—AR—RBEIZKBLZIGEOTER
Log. e (mContext. getClass (). toString (), mContext. getString (R. string. DATABASE_CLOSE_ERROR_MESSAGE)) ;
Toast. makeText (mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG). show() ;

}

//Context #R A TH K
private Context mContext;

//T—TIWERaT R

private static final Strlng CREATE_TABLE_COMMANDS

= “CREATE TABLE “ + CommonData. TABLE_NAME + “ (”

“_id INTEGER PRIMARY KEY AUTOINCREMENT

“idno INTEGER UNIQUE

“name VARCHAR(” + CommonData. TEXT_DATA_LENGTH_MAX + “) NOT NULL, “
“info VARCHAR(” + CommonData. TEXT_DATA_LENGTH_MAX + “)~

oy oL
r o

o+ o+ o+ 4o

public SampleDbOpenHelper (Context context) {

super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;
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mContext = context;

}

@0verride
public void onCreate (SQLiteDatabase db) {
try {
db. execSQL (CREATE_TABLE_COMMANDS) ; //DB #&Ea <> FOEIT
} catch (SQLException e) |
[/ T—AR—ABEICKRLI-GEOTHA
Log. e(this. getClass (). toString (), mContext. getString(R. string. DATABASE_CREATE_ERROR_MESSAGE)) ;

}

@0verride
public void onUpgrade (SQLiteDatabase arg0, int argl, int arg2) {

/] T=BR=ZADON—=3 07 v THIZERTEINS, T—4BTHEONEETRT S
}

DataSearchTask.java (SQLite Database 70T i)

package org. jssec. android. sqlite. task;

import org. jssec. android. sqlite. CommonData;
import org. jssec. android. sqlite. DataVal idator;
import org. jssec. android. sqlite. MainActivity;
import org. jssec. android. sglite.R;

import android. database. Cursor;

import android. database. SOLException;

import android. database. sqlite. SQLiteDatabase;
import android. os. AsyncTask;

import android.util.Log;

[/ T—3BREZRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id”", “idno”, “name”, “info”};

Cursor cur;

[/KRRA D R3Ihk FTIVEHIZHKDTANEEZFIVITS
if (!DataValidator.validateData(idno, name, info))

{

return null;
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}

//BIEAL2Enull o528 EERT B)

if ((idno == null || idno. length() == 0) &&
(name == null || name. length() == 0) &&
(info == null || info.length() == 0) ) {
try {

cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) |
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;

}

return cur;

}

//No BSEE &SN TULvi=5 No TIRER
if (idno != null && idno. length() > 0) {
String selectionArgs[] = {idno};

try {
//hRA k2% TL—RKRIVLFTEFERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “idno = ?”, selectionArgs, null, null, null);
} catch (SQLException e) |
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//Name DMETE SN T ULV 5 Name TRE—HIRFER
if (name != null && name. length() > 0) {
String selectionArgs[] = {name};
try |
//hRA k2% TL—RKRIVLFEFERT S
cur = mSampleDB. query (CommonData. TABLE_NAME, cols, “name = ?”, selectionArgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString (R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur;

}

//FENLNDIGZEE info FEEIC L THS—BHRE

String argString = info.replaceAl | ("@”, "0@"); //AHELTZITH 1= inffoRAD$ZI RSy —T
argString = argString. replaceAl | ("%", “@%") . //AHBELTRZITE 1= info RDYE TRy —TF
argString = argString.replaceAl | (“_", "@_"); //ADELTRFHW 1= infoRAD_FIRY5—F
String selectionArgs[] = {argString};

try {
//*kRA Uk 2k TL—RKRILFTZERT S
cur = mSamp|eDB. query (CommonData. TABLE_NAME, cols, “info LIKE "% || ? || '% ESCAPE '@ ”, selectionA
rgs, null, null, null);
} catch (SQLException e) {
Log. e (DataSearchTask. class. toString (), mActivity. getString R. string. SEARCHING_ERROR_MESSAGE)) ;
return null;
}

return cur,

}

@0verride
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protected void onPostExecute (Cursor resultCur) {
mActivity. updateCursor (resultCur) ;
}

DataValidator.java
package org. jssec. android. sqlite;

public class DataValidator {
[/ ANEEFz VI3
//BFFvy
public static boolean validateNo(String idno) {
//null, ZBICF(E 0K
if (idno == null || idno. length() == 0) {
return true;

}

//BFTHDHLEHERETD
try {
if (lidno.matches (“[1-9]1[0-9]1%")) {
[/BFEUSNDBEEIS—
return false;

}

} catch (NullPointerException e) {
//T5—%KRHE LT
return false;

}

return true;

}

/] XFFORSEHARD
public static boolean validatelLength(String str, int max_length) {
//null, ZEXFIE 0K
if (str == null || str.length() == 0) {
return true;

}

[/XFHDREENNXLUTTHD ZEEARS
try {
it (str.length() > max_length) {
J/MAX K Y RUVLEIZTS—
return false;

}

} catch (NullPointerException e) {
//ING
return false;

}

return true.

}

/] ANAEFT VY
public static boolean validateData(String idno, String name, String info)
if (lvalidateNo(idno)) {
return false;

]
if (IvalidateLength (name, CommonData. TEXT_DATA_LENGTH_MAX)) {

{
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return false;
}else if (lvalidateLength(info, GommonData. TEXT_DATA_LENGTH_MAX)) {
return false;

}

return true.

220
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4.5.2. W—ILTvY

SQLite ZFEAT AMEITITLUTDIL—ILEFDHIE,

1. DBI7AILDERESZFT. 7V RIEEZELEEET S

2. #h7TEDB T—2%#HFT HHEEIL Content Provider TZ VX3 %
3. DB BREBFICAIE/NTA—FERIGEIFTL—RRILIEER/TS

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

4.5.2.1. DBI7MILDEEEBGA. 7O EAEZELRET S (WH7H)

DB Z7MIDT—2DREEEZZT-I5E. DB J7MILDEREBET IV EREDHREIZFEDLETCTEEITARETEE
BERTH,

BIZIE. T7AILDT I RELZELSRELIZDBYTH. SD h—F R ET I EREDREEITAEVGFTICEREL
TWAIGEICIE, NS THET UV RABELE DB 77 ILIZIESTLES, £z, 7TUTALIURNJICERELIZBETH.
TOEAEEELRELGVWERRILGWT IR ZFFLTLEIC LGS, CCTIR, BREGET VL RHEREIC
DWTFIRERERE(TR. ENERBEIHODFERITOVTHRAT 5.

FIFRBISMET I ERERTEIZDOWLTIX. DB I7MIN(T—RERETIEHEANLEZDE UTD 2 A2EHET
BDLENHDB,

1. EESM
Context#getDatabasePath(String name) T GF TE A7 74 I NAPHF FIT L2 TE
Context#getFilesDir TEGTESTAL VM) DIGHRICEET 51!

2. TUERiE
MODE_PRIVATE(=Z7 A IVEER L= T DH N T I RARE) E—RIZERET S

D2 REEHRTHIET DT TI)NLTHIERATELL DB 774 ILDEREITOICENTES, ChHEERT
BE=OIZIFUTOHELEITFOND,

1. SQLiteOpenHelper ##H3 %
2. Context#openOrCreateDatabase Z{#H3 5

DB 774 ILMERKIZFELTIZX. SQLiteDatabase#openOrCreateDatabase Z{#H35Z&1 TS5, LHAL. 2D
AVYREFERALIZIES . Android R —hJ4V DORREICL ST, D7 T D oaAERY AT BEL DB 771 ILAME
BENBTEN T MO TNS, ZEDT=H. COAVYEDFERITE T T MDA EEZRRATEHLEHET D, LITHE
(F1= 2 DO AFEITOVT TR TN DOEFHE LT THEAT 5,

N EE5MAYYREZYETETTIEITNRAESHERESZ 0N, DT TIHISIET I AN TELRWLNT ALY
(N —=TALIR)) DY TTALIR) UTDIRAAERETEDS,
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SQLiteOpenHelper ZERAY %

SQLiteOpenHelper ZFA T 51558 . AR E(XHEYZLDEEEZHLTHEL, SQLiteOpenHelper ZiR4EL
=S REERL, AV RS U2D5131Z DB DRI (T7MILAIZEDLND) 2EEEIT X, BEIMIZEED Y
1) T4 EHE#H=9 DB I7MIILEERL T N3,

[4.5.1.1 T—AR—XDEREIEEICBARMGFERAEZERLTOWSDTSRBTSHIL,
Context#openOrCreateDatabase A3 3

Context#openOrCreateDatabase AV wr#{#FEHALT DB DEREITIGE .. 771D T I AEEF T3V T
BETHIHELHY. BHREIZ MODE_PRIVATE 235 E T 5.

F7MILOEEICELTIL. DB & (71 ILAIZERAINS) DIEEZ SQLiteOpenHelper LRIFRIZITASD T, B
BMICHEIR DX ) TA BB EB =T IT7AILNARIZTFAILHMER SN D, 1=FZL. TIL/IRRBIEETESHD T SD
H—KRREFEIBELI-HE S . MODE_PRIVATE #iEELTEMT TUNST I ELATREICH>TLES=OFEADE
THdo

DB (Xt U CBARM(C 7 T REFRIEEZ1T DI : MainActivity.java
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] T—RAR—ZXDIBE
try {

//MODE_PRIVATE % &% L T DB #1ERk

db = Context. openOrCreateDatabase (“Sample. db”

MODE_PRIVATE, null);

} catch (SQLException e) {

[/ T—AR—RBEIZKBLZIGEOTER

Log. e (this. getClass (). toString (), getString(R. string. DATABASE_OPEN_ERROR_MESSAGE) ) ;

return;

}
//EE FDoL e

BHE.T7IEREDREIL MODE_PRIVATE LEHETLUT® 3 EEMHY. MODE_WORLD_READABLE &
MODE_WORLD_WRITEABLE (& OR JEH CRIFFIEE T HZ&HTE S, 1=2L. MODE_PRIVATE LL4+ (3 API Level
17 LA Tl deprecated &75>THEY. APl Level 24 LIRETIEEFa)T1HI5 D FET S, APl Level 15 LIE%E
HELETDIGEETH. BEICOIZTEFEALGNIENEELLVS,

12 (KEFaAVMZER#® (XL AY) SQLiteOpenHelper MEETIE DB DR RIZIET7AILDIILISREIEETE=SHD
T.SD H—KREETHEREDHRETELGIMEFTD SAAERE T AAINENLSITSTENNETH D,

13 MODE_WORLD_READABLE # &1* MODE_WORLD_WRITEABLE DM B &EEAIZDNTIE, [4.6.3.2 F4LY
RIDTHOERERTE 1ZSHE
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® MODE_PRIVATE R T T DHFHEZTTHE

® MODE_WORLD_READABLE ERT7 ) XA EETTHE, LA AHDH

® MODE_WORLD_WRITEABLE ERT7 T I RAEETTEE, T ESAHDH
4.5.2.2. #h77)& DB T—42%£FIT S5 4E(d Content Provider TR HIHT S (WH78)

thD7F)EDBT—2EHETHFEELL T, DB I74 /L% WORLD_READABLE. WORLD_WRITABLE &L TYERK
L. D7 TIDLEET VLA TESLIICTBEVNIHELHD, LAL, COHETIEDBIZFZIVERTEHT T
DB ~DIREEHIBRTELEUN = BRILGEWEF (TINIT—HERAEZINDELELH D BRELT. T4
DHEECESHICHENELY., TV 7 ORERMRELG YT HAREELEZ O D,

LLEDTEMS, Android IZEULT DB T—4% it 7 7)) L F I 315 &1, Content Provider 252 &%58<
HEHT 5, Content Provider ZESZEIZEKY . DB 12T 27V RFHEERR TEHE05F21 ) T/ DE =
MEDA)YRET T, DB XF¥—7#EE% Content Provider RIZBRINTEBR LR ADA) D
5

4.5.2.3. DB BERICAIENIA—RERIBZERFXTLU—RARILFIEFERTS (WH7H)

SQLAV DY avEHRCEVNIEKRT, FEDANEE SQLXITHAATEFITL—RARILFEHERATEHIRET
0%, TL—RARIVFEFEAL- SQL DEITHEELTIIUTD 2 DDFEEEIFHIENTES,

1. SQLiteDatabase#compileStatement() % {8 F§ L T SQLiteStatement # B 3+ 5, T D % .
SQLiteStatement#bindString(). bindLong()REZEFERAL T/ATA—4EFTL—RARILFIZEBET S

2. SQLiteDatabese 25ZX®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()&
EFRUETRICTL—RRILA o1 SQL XEFERT S

8. SQLiteDatabase#compileStatement()Z{#E AL T. SELECT av FE#ETT 554,
[SELECT a7 FRDEERELTEED 1 ER( 71 5B LARBTELLY)
ELSHIENHZDTHENESNS,

EELNAXEFESIBETE. IL—ARIFIZEZET—2ORNBFBRITITIVERIZHK>TFIvorInhTIVS
ZENEFELWL, UTT. ZNENDAEIZDOLNTERBHET 5,

SQLiteDatabase#compileStatement)ZERT 5154 :

UTDOFIEBTIL—RKRILEAT—EEET,

1. SQLiteDatabase#compileStatement()ZEHAL TIL—RFRILEEE AT SQL X% SQLiteStatement &L
THHET 5,
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2. {ERL7=SQLiteStatementA 7 U MI* LT, bindLong(). bindString)RE DAV YREFERALTIL—R
RILAIZERET %,
3. SQLiteStatement #Z7 T HrD execute)HEE D AYYRIZE->T SQL #E1TT 5,

L —RRILIERB : DatalnsertTask.java (3&#%)
//T—5BMERY
public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride

protected Void dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];

[/ RA D E3k FIVr—2a vBERIZH D TANEEZEFIVvITS
if (1DataValidator. validateData(idno, name, info))

{

return null;

}

//T—3BME

//TU—RARILEEFERT S

String commandString = “INSERT INTO “ + CommonData. TABLE_NAME + ” (idno, name, info) VALUES (2, ?, 7)”;
SOLiteStatement sqlStmt = mSampleDB. compileStatement (commandString) ;

sqlStmt. bindString (1, idno);

sqlStmt. bindString (2, name) ;

sqlStmt. bindString (3, info);

try {

sqlStmt. executelnsert () ;
} catch (SQLException e) {
Log. e (DatalnsertTask. class. toString (), mActivity. getString R. string. UPDATING_ERROR_MESSAGE)) ;
} finally {
sqlStmt. close () ;
}
return null;

}

HoOMLHETT S SQL XEA TP IR LTHERLTEE/INTA—E2Z L TIIDH I THD, E1TTHUNELETE
LTWBDT.SQLAU Do av N ET BRMITAL, Ff-. SQLiteStatementA TP/ EBHIATHLET
MIBHMREFZHDIIENTEDELSIA)YRLH S,

SQLiteDatabase MRt 5B MEBRADAYVYREFERATHIHE:
SQLiteDatabase A\12{#£3 % DBR/EAVYRIZIX. SQL XZEFERTH1DEZSTHEVEDAH S, SQL XEFERT

%Ak SQLiteDatabase# execSQL()/rawQuery()iEMNHY . U TDFIETEITT S,
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1. TL—RRILEEEAT SQL XEAET 5.
2. TL—RRIFIZEINHTET —HZEERT %,
3. SQLXET—H%ESIHMELTELTRERAAYYRERTT B,

—7.SQL XZEFALLZWLAYYRIZIE, SQLiteDatabase#insert()/update()/delete()/query()/replace()izE Y
BB, cNHEFATAHEICIE. UTOFIETT—E2EET,

1. DBIZHLTHEA/E#HTHT—2hH S5 EIZIE. ContentValues [ZE RT3,
2. ContentValues #5|# &L TELT. KRLERAAYYR (LLTOHITIE SQLiteDatabase#insert() #E479
%,

FAIBR XYW R (SQLiteDatabase#insert()) Z{EH9 34l
private SQLiteDatabase mSampleDB;
private void addUserData (String idno, String name, String info) {

//EOZLS S (B, §F) Fzvy., TRS—TNE

if (lvalidatelnsertData(idno, name, info)) {
/N T—=2avERBLENSIZEBE. OJEA
Log. e (this. getClass (). toString (), getString(R. string. VALIDATION_ERROR_MESSAGE) ) ;
return

/BAT BT—2 D%

ContentValues insertValues = new ContentValues();
insertValues. put (“idno”, idno);
insertValues. put ("name”, name) ;
insertValues. put ("info”, info);

//Insert 4T

try {
mSamp | eDb. insert (“SampleTable”, null, insertValues);

} catch (SQLException e) {
Log. e (this. getClass (). toString ), getString(R. string. DB_INSERT_ERROR_MESSAGE)) ;
return;

COHITIE, SQLavT U R E RS, SQLiteDatabase ARt T AEA AN AV YREFEHRALTLS, SQLO<
UREEEFEALLEWNV=H. COAELSQLAV O3 DEMITEHRNEE RS,
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4.5.3. TRV RE

4.5.3.1. SQLX® LIKE hZETIAILFH—REFEHTARIZTRS—TNIBEHET
LIKE BREBDTAILEA—K (%, )EZEOCXFINETL—ARILEDANEELTHEALESES .. FOFEFEETSAIL
RHh—RELTHEET D= REIZIEUTEHRIICIRT—TNEBEZ BT LELNH D, BELS—RELTIETAILR

H—RZEEEDIF ("%"0"") EL TRV WMEE N B TIEFE S,

EROIRT—TREBL ULTOHYT)ILa—FD&5I1Z ESCAPE & ERALTITIZENTES,

LIKE ZF A Ui E& DT Ao — TR D)
[/ T—3BRELIRY
public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSamp | eDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@0verride
protected Cursor dolnBackground (String... params) {
String idno = params[0];
String name = params[1];
String info = params[2];
String cols[] = {"_id”, “idno”, "name”, “info”};

Cursor cur;
~ R~

//info Z&MHIZLT like 8FE (EHH—5)

J/RAD b DA FA—FIZHET EXFIXIRrT—T0ET 3

String argString = info.replaceAl | ("@", "0@"); //AHELTZITH 1= infoRAD$ZI RSy —T
argString = argString. replaceAl | ("%", “@%"). //AHBELTRZITE 1= info RDYE TRy —F
argString = argString.replaceAl | (“_", "@_"); //ADELTRFHW 1= infoRAD_FIRY5—F
String selectionArgs[] = {argString};

try {
//RA Uk TL—RKRILEEFERT S
cur = mSamp|eDB. query (“SampleTable”, cols, “info LIKE "% || ? || '% ESCAPE '@
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast. makeText (mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG) . show() ;
return null;
}

return cur,

}

@0verride

protected void onPostExecute (Cursor resultCur) {
mProgressDialog. dismiss() ;
mActivity. updateCursor (resultCur) ;
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}
}

4.5.3.2. FL—RKRILEZFERATELL SQL aATURIZHLTHEBADEES
T—TILDERAOHIBRAED DB AT/ NIEBM R ELT- SQL XEERITTBHE . T—TILALHEDEIZHL
TIL—RFRIEZFESEIETELGULD, EAMIZIE, TL—RARILE OERATEEMEIZRLT MDA RS
FEEODXFEINEFERTEEIBT —IN—RADKITTRETHLY,

EHROEEE L DFIRTIL—RRILEEFERATERMGS (X, ANBICBERABONEINEITANHERL, BE
IFABER S CENDALL D,

HEAMIZIZX.

1. XFIINFGA—RELTHERATIIEE . XFOIRT—T00+— MLIBEET

2. BENFGA—RELELTHERATSISE . HFUSNDXFHIRALTIVEW LEHERT S

3. HAIF.ATURELTERTAEE. 1. [CMA FATELLVXNEREENTWVEWNI EZHERT S

ERET S,

88 http://www.ipa.go.jp/security/vuln/documents/website_security_sqgl.pdf

4.5.3.3. TRARICTAR—RADESHI N TONGEN=O DR EREIT

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase Z{#FALTDB DA R4 AZMEFLI-15
B.EELMAYYREFIALTE DB [(XGEAEEARERRETAH—T N B4, Fi-. Context#openOrCreateD
atabase. SQLiteDatabase#openOrCreateDatabase ZHE LR TH 5,

NE. TINEECEEDTFESICLIYERET DB OFHFEEEMA TLEI (BEEMASN TLED) AREE
BERLTLVS, BEXMICET T DHEREEEDHETHIG TELHEEZONDH ., 7T DREMEELRE | FiA
YLNDEDLBMEREZREE T DB, T IN—RERAMYERTH T $HET. R PREIDERIL
VWWTR7T)REDOR LIZENDGEENHDD T, KRICHLTREEZEEHT 5.

B {krIZIE. SQLiteDatabase#openDatabase [Z OPEN_READONLY Z{EELTTF—4R—RE4+—T T 5,

14 getReableDatabase [FEARIIZIL getWritableDatabase THRET2DERMLA T IMERT , T4 R TIL
BEDKRTEZAAFREA T DM ERTELMER (Y —FA ) —DAT OO ERT EVSEHRTHD
(getWritableDatabase [T 4RI 7)LEE DKRTIXETIS—L4D),
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FAHBMDBHETT —AIR—REA-T>9F3
~ R~
/] T—=BR=—ZADA =T (T—ER—R(FERFH LT B)
SQLiteDatabase db
= SQLiteDatabase. openDatabase (SQLiteDatabase. getDatabasePath (“Sample. db™), null, OPEN_READONLY);

&8 http://developer.android.com/reference/android/database/sqglite/SQLiteOpenHelper.html -

getReadableDatabase()

4.53.4. TTIDEHIZR->TDB DA IT—EDELEHEEFIVITE

SQLite (FRERLET—HN—IXTHY.DB LT Integer ELTEESNTVWSIHSALICHLTXFROT—4%
KBNS HIENARETH D, DBRD TR HERZEC L TOT—INEXDXFT—RELTDB RIS
NTWW%, ZDf=M. Integer DA LIZHLTXFINEDEE( LIKE ‘%123% HE)EITIELAEETH D,
F1z. VARCHAR(100) D &IIZT—ADHZRARFTBRLTHLZNULDORESOT—2HANTARETH DAL, SQLI
te TOEDHIPR (IE LR IFEAFTERL,

CDf=8.SQlite ZHERATE7TIE. CDK57% DB DRFEITERL TR hT—4% DB ITHEHMLI-UERFLT:
YLAEWESITT T DBEHZR S THRHALT ZLENH D LD EELTIERD 2 25%H 5.

1. T—R&ET—9R—RIHEHT DI, ORSLBEDEHN—BL TSN TERT S
2. TAR—ZNLEZBBLEE. T2 REN DR ORESTROAIFHERT D

SR Tl BIELTANES 1 L EORFTHAEERITS 50— FERT .

Bl . ANT—IMN 1 L EOBFTHDCExHERT D (MainActivity.java K D)
public class MainActivity extends Activity {

~BEE~
//BhnnEE
private void addUserData (String idno, String name, String info) {
//MNoDFzv¥
if (IvalidateNo(idno, CommonData. REQUEST_NEW)) {
return;

}

//T—3 BN
DatalnsertTask task = new DatalnsertTask (mSampleDb, this);
task. execute (idno, name, info);

}
~ R~

private boolean validateNo(String idno, int request) {
if (idno == null || idno. length() == 0) {
if (request == CommonData. REQUEST_SEARCH) {
//RBRVBORFIERIEEZ KIZT S
return true;
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} else {
//RRFENBLADOEE null, BXFIEFTS—
Toast. makeText (this, R.string. IDNO_EMPTY_MESSAGE, Toast.LENGTH_LONG). show() ;
return false;

}

//BFETHD_ELEHERTD
try |
// 1 ULEDE
if (lidno.matches ("[1-91[0-91*")) {
//BFLUNDBEIETS—
Toast. makeText (this, R.string. IDNO_NOT_NUMERIC_MESSAGE, Toast. LENGTH_LONG) . show();
return false;
}
} catch (NullPointerException e) {
//SEDT—ZATIEHYBEL
return false;

}

return true;

}

4.5.3.5. DBIZ#E#HTHT—RDL\TDEE

SQLite TIX, T—2ZF 77 LI T BIRICLU T D KSEELEIZHEH TS,

HERZECETOT AN EXDXFT—HELT DB I7/ILAICKMSN S
DB IZX L CT—2DHIBRET>THT —2B{KIE DB 77/ L SHIBRENZL (IR — I DMFD#)
T—RZEHLI-HEEL DB I7MILAICIEEHAID T —2LHIBRESN T EZoTLVS

Ko T, HIBRENTET 1D 1EHRD DB 77 ILNICEST-FEDREIZH>TWLS A RENELA H D, CDBETH, A
XEICH-THREZREL. Android OtEF1UT BERFDTHNIE. 7 TVEELCE=FEIT—2-T74
IVITEET77ERENLHDEEEA, 72720, root #ERZEREN 54 E Android DREMELTIRILTI7MILE
REHSNDARENETERDE EDRRICKELGHEE SR DT —INEMEIN T SIHZEIZIE. Android REEH
BICESLGWT—ARELREF LG TNIEESA,

NHDEHITEY. KD root RN EMSN G E THLTFOIRDENHAHFIIBEEL T —2L SQLite D DB [
ZDFEFRMT RETIRHLBN, ESLTHLEELT —FERMESDE/LVNSEICEIBSELET —2E8NT 5.
DB £(AZHESILT 5. BEDRHENDLELL S,

ERICESIENARELISE . BEIEICESBORNPCI—FO#FLGEARAXEDHELEALZEENZ LD T,
BRRTESRRAIVNIMNDREGT —4ZHRIT7T)DRERICZEMR~NDERELEDT S,

25EZLLTM4.5.3.6 [5%&]SQLite T—AR—R%EE LT 5(SQLCipher for Android)JIZ, T—2RXR—R%HEE
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ItFB54TSVERBNLTEL

4.5.3.6. [&%&]SQLite T—AX—X%IEF 19 5(SQLCipher for Android)
SQLCipher [, T—3R—X 774/ )L DEBHIAL 256 Evh AES DI SLZ IR 9 5 SQLite Y3k TH 5. TWEE(L.
F—T2V—ZRBSD SAtUR)eE. Zetetic LLC IZ&->THF-TEINTWLS, ENSILOHEHRETIE.
SQLCipher IZ. /7 /QT . 7Y7IL® i0OS TILLFEARASINTINS,
SQLCipher for Android Z7O< ok &, Android IRIEIZH (T3 SQLite T—EAR—ADIZEDFE LS T-IFS
{tZHR— 3T BIEEXEHELTINS, EZH# D SQLite M APl % SQLCipher ARIZHERT A ET. R EITEE &

RCa—T 427 TRELINI-T—IR—REFATESLLITHoTS,

S M8 https://quardianproject.info/code/sqglcipher/

fELVA

TIVREEIILUTDIDDEE%EF SH2ET SQLCipher M FIAMNEIAEIZE S,

1. 77U®D lib T4LYKRJIZ sqlcipher.jar KU, libdatabase_sqlcipher.so. libsqglcipher_android.so.
libstlport_shared.so ZE &Y %,

2. EBTODY—RITF7AILIZDWNT, import THE SN TLVS android.database.sqglite.* # £ T
info.guardianproject.database.sqlite.* [ZZE Y %, L&, android.database.Cursor [EZDFEFHE A
AIRETH D,

3. onCreate()DHTT—AR—REMEEL. T—EIR—REA—TUFBEITNRT—FEEET 5,

R/ O — R
SQLiteDatabase. loadLibs (this) ; //E£9 5S4 TS % Context ZEHL THEALT S
SQLiteOpenHe Iper. getWritableDatabase (passwoed) : //BI#IE/SRXRT—F (String® £Fa7IZRBLIE-EDERE)

SQLCipher for Android [Z#ZER A T/A—23> 1.1.0 THY. 2.0.0 A BAFEITH T RCA NAREIh TS
KR THS. Android I2HITHEHAEFEC APl OREMEEVNSETSERRIANSDELELSH, TFEF AT Android
THIFATREL SQLite DIEEEV ) a—av L TR T 2RMIEH S,

S4TSR
SQLCipher AT 5=-HIZILXSDK ELTEENTWWAUTDI7AILHANEELS,
® assets/icudt46l.zip 2,252KB

IHAR®D /system/usr/icu/ LATFIZ icudt46l.dat MEHELEWNMESICHRELLS,
icudt46l.dat NEOMBHEMES . 2D zip A fEESNTHEAIN S,
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Native 54731J,
SQLCipher ®##0—KEF (SQLiteDatabase#loadLibsOFEU H LEF) [CEEAAEN D,

libs/commons-codec.jar 46KB
libs/guava-r09.jar 1,116KB
libs/sqlcipher.jar 102KB

Native 54T SUEMUHT Java 5173,
sqlcipher.jar A1, ®&IE sqlcipher.jar hoBBEIN TS,

Ai:$95.12MB
f=1f2L. icudt46l.zip (X2 ESNhbE 7MB 2 EIZH 5,

snrenone Android 7Y DEF 27 HEH £X 1T I—TAV T HAR 2017 %2 A 1 BIR
assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

libs/armeabi/libdatabase_sqlcipher.so 44KB

libs/armeabi/libsqlcipher_android.so 1,117KB

libs/armeabi/libstlport_shared.so 555KB
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I 4.6. TFAIEES

Android OtEFa) T BRERBICHSI L. T7MIILIFERZKFIE R E—FREFGF vy a1)T5BEMICOH#FIA
L. REIFERARICT ZRETH D, 7T URDERKIBRIEIT7M IV EEET I ERSEED T T7MILADTE
#k% Content Provider %> Service LW\ =7 T HEE D LM AICE S TRBET HRETHD, CNIZKYTTURM
DT I ERAHEHEERTES,

SD A—REDOHNEERET N\ RET LTI ERFHNTELRN D, BEDKELI7AMILERIGE LR D5
FT(PC BRE)NDEBRDBEENLGE MR LESLTHLRERZADHEREZRET D NETH D, ERMIS
BERTNARLIZEE o TAILRBREBARZIFAIILEREL TIALAEN, HLEL T TIERE ST
BT NARLDT7AIIZRELGETNIEESEVEE FESIEEDORADEIZLESN, CCTREERLAL,

4.6.1. ¥ F)La—k

AR DKSICT7AIVIXRBIFEARIZT ERETH D, LHALENSIFIEFLBBICL>T DT TIIZT7AMILE
BEERAEEIEIRELELD D, EX 1T DBEEANOHEELI=I7(IILDIEELLLEER 4.6-1 [TRT . T7
A ILDEIIBFT T TIADT ORI DEAEHEIZKY 4 FBEDI7AILIZHFEL TS, UETIEZDZ
FAIWDRETEIZH U TILa—RERLERBAZMZ T,

& 4.6-1 tXIVTABRICKDITIZMILOGEELE

T7AIVDDEE th7TI~D BANIERT BZE
7O AEFE
FEARTFAIL 7L TTIT4LORNA | @ FTTYNTOHGHEETED,
o LI TATRERERSICENTES,
® J7AINIKRAIZDAATIZT BRE,
HABMYLET7ZAIL | BAHRY TTITALORA | @ 7 T)ELVI—F—H5EAEY ATHE,
o T7TJUHNERIZ/AR (BE) ATRELIERE R,
RAEESORTFAIL | BAHRY TTITALORNA | @ 7 TVELUVI—F—HHEAEETHE,
ETAH o tXal)F/(DEANSLTITIVRTDESEH
SH{E LB THRE,
HNEREEIRE T 7L FAEY SD h—KRIGZEDS | @ FHREREDIAVFA—ILNTELRL,
HAHAEELH) EZAH MECIREE ® 7T )PA—H—ICLBIFMILDHRHE
= -HIBRAVE AT HE,
o FHEIVER/NRIZTINE,
o LHEBMBREOKRELIFAINERSIENTE
%,
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4.6.1.1. EXBRT7AILEHRD

R—7T VA TOHRHAEEENDET7AIVERIEETHY . RR2LET7AIVDENVATHD, 774 ILITHKIAT S
RO NBARTEENE SN DL T TESE T I7AILIEEAFHDKRETRIFL, thT7 T EDBLELIFHRD OV

Y IZRID Android D {L#A& (Content Provider. Service)ZFIBBLTITSZ &R AIET S,

RAk

1.

2.
3.
4

T7AIIE, TTIVTALIMIRNIZERT S

T7ANDT I ERERF, DT TIAFATEGNESITTSAR—FE—FIZT S

T TATRERERINT HENTED

T7AIVITEHT B(EN)ERISHLTIE. TOAFEICEAHLTRBEDREMEHES

29 %

PrivateFileActivity.java
package org. jssec. android. file.privatefile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. I0OException;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = “private_file. dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id.file_view);
}

/*k

* 77 A I)LOERAIE

*

* @param view

*/

public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {

/] kRAU M1, TrANF, FTUT4LI FURIZERT S

/] KkRAU L2k T7AINDT Y REFZ, D7 TIVNHATELRVELSICTTIARA—FE—FIZT D

fos = openFileOutput (FILE_NAME, MODE_PRIVATE) ;

/] KRA U3k LT 4 THERERMNTHENTED
/] KRA bk T7AIITHEAT BERICH L TIE. TOAFEICEADLTNENLRLMEEHRT D
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/] HOTINZDERE, 13.2 AT —2DREUEHRT 51 €58,
fos.write(new String("t > 74 TH1EHR (File Activity)¥n”). getBytes () :
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android. util.Log. e ("PrivateFileActivity”, "7 7 A4 ILDERIZKRELELE");

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) |
android. util.Log. e ("PrivateFileActivity”, "I 74 ILDLRTIZKERLELE");
}

}

finish();
}
/%%
* J7 A I)DFRAAAHNIE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try |
fis = openFilelnput (FILE_NAME) ;

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);

} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);

} catch (IOException e) {
android. util.Log. e ("PrivateFileActivity”, "7 7 A4 IILDFAIZKERLELE");

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {
android.util.Log. e ("PrivateFileActivity”, "I 74 ILDETIZKELELR");
}

/*k

* 774 JLOHIRNE
£ 3

* @param view
*/

public void onDeleteFileClick (View view) {

File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();
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mFileView. setText (R. string. file_view);

PrivateUserActivity.java
package org. jssec. android. file.privatefile;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. [OException;

import android. app. Activity;
import android. content. Intent;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = “private_file. dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClass (this, PrivateFileActivity.class);

startActivity (intent) ;
]

/¥k

* J7A4)LActivity DFEUH L ALTE

*

* @param view

*/

public void onCal IFileActivityClick (View view) {
calIFileActivity();

}

/¥k

* T 7AIILDFAHAHNIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
fis = openFilelnput (FILE_NAME) ;
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byte[] data = new byte[(int) fis.getChannel ().size(];
fis. read(data) ;

/] *IRA U kdhk T7AIVICHERSNEZBRICHLTIE, TOAFEICELLOTHAROREHZHEET S
/] BUTIVZDEEE, [3.2 AhT—2DReMEHRET 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity”, "7 74 IILDFAIZKELELS");

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {
android. util.Log. d("PrivateFileActivity”, "7 74 ILDERTIZKERLELE");
}

/%%
* 774 IL0EERLE
*
* @param view
*/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
try |
/] KRA b1k TrANIE, FTVr—230TF4 L9 FURIZERT 3
/] kRA k2% T7AINDTHIEREX. OF7 TVHFHATELRVWKSIZTSAR—+E—FIZTD
fos = openFileOutput (FILE_NAME, MODE_APPEND) ;

/] KIRA L3k BT THBREERMTHIENTED
/] KIRA b dk T7AILICHERAT HERICHLTIE. TZOAFEICELLTABTOREEEZERT S
/] B TINZDEBNE, 13.2 AWT—E20OREMEHRT 51 #5E,
fos.write(new String("t > 7« TH1ETR (User Activity)¥n”). getBytes()):
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) {
android. util.Log. d("PrivateFileActivity”, "7 7 A4 ILDERKIZEKELELE");

} finally {
if (fos !I=null) {
try {
fos.close();

} catch (IOException e) {
android.util.Log.d("PrivateFileActivity”, "I 74 ILDETIZKERLELE");
}
}

calIFileActivity () ;
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4.6.1.2. HADYLEI7ZAILEHRD

AEFEZHOTTIIZHLTABRELRTEEODT7AILTH S, UTDRAVMIKREFITTRET L, L&
HMRELEIT7FAIDFEWNAIZGED, L. BT 7MIVEERT 51=56HD . MODE_WORLD_READABLE ZE#iI&
APl Level17 LIfZ2 Tl deprecated &> TEHY., APl Level 24 LIBETIEEXF1)TA4HINNRET D=8,

Content Provider [C&B 7/ ILEBAENEFLLY,

RAk

1.

2.
3.
4

T7AIIE, TTIVTALIMIRNIZERT S

T7AILDTHEREIE. O T7TJIZHLTIEESEARYERE—KRIZTS

T TATRRERITEMLLL

T7AIITHEHT HEN)ERISHLTIE. TOAFEICEAHLTRBEDREMEHERT S

PublicFileActivity.java
package org. jssec. android. file.publicfile.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. IOException;

import android. app. Activity;
import android. os. Bundle;
import android.view. View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = “public_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id.file_view);
}

/*k

* 77 A I)LOERAIE

*

* @param view

*/

public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {

/] kRAU M1, TrANF, FTUT4LI FURIZERT S

/] )kRAU 2% T7AILDT I ERIEX, D7 TVIZHLTIEHRAIRYERE—KFIZTS
//  (EEHEY HEFE— K MODE_WORLDREADABLE (& API LEVEL 17 T deplicated &% 5 7=1=.

// WHFEAET. ContentProvider HEICEBZT—EADHPYMY ETEHIE)
fos = openFileOutput (FILE_NAME, MODE_WORLD_READABLE) ;
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/] KRA b3k 2T 1 TEBERISHEM LA
/] *IRA U kdhk T7AILIZHEATRHERICHLTIE. TOAFEICEAOLTARDLZLEEEZHERT D
/] HUTINZDERE, 132 AT —2DREUEHRT 51 28,
fos.write(new String("E> T4 TTHUMESR Public File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android.util.Log. e ("PublicFileActivity”, "I 7 A IILDERIZKELELE");

} finally {
if (fos !=null) {
try {
fos.close() ;

} catch (IOException e) |
android.util.Log. e ("PublicFileActivity”, "I 7AILDETIZKBKLELE);
}

}

finish();
}
/%%
* J7 A4 I)DFEAAAHNIEE
*
* @param view
*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;

try {
fis = openFilelnput (FILE_NAME) ;

byte[] data = new byte[(int) fis. getChannel ().size()];
fis. read(data) ;
String str = new String(data) ;
mFileView. setText (str);

} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);

} catch (IOException e) {
android.util.Log. e ("PublicFileActivity”, "I 7 A ILDFAIZKELELE);

} finally {
if (fis !=null) {
try {
fis.close();

} catch (IOException e) {
android.util.Log. e ("PublicFileActivity”, "7 A4 ILDETIZEKBLELE");

* 774 JLOHIRNE
£ 3

* @param view

*/
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public void onDeleteFileClick (View view) {

File file = new File(this. getFilesDir() + “/” + FILE_NAME) ;
file.delete();

mFileView. setText (R. string. file_view);

PublicUserActivity.java
package org. jssec. android. file.publicuser.readonly;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. IOException;

import android. app. Activity;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file.publicfile. readonly”;
private static final String TARGET_CLASS = “org. jssec. android. file.publicfile. readonly.PublicFileActivity”;

private static final String FILE_NAME = “public_file.dat”;

@0verride
public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void cal IFileActivity() {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView. setText (" (File Activity ABHYEHATLR));
}
}

/¥k

* J74 )L Activity DIEEUH LAE
*

* @param view
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*/

public void onCalIFileActivityClick (View view) {
calIFileActivity();

}

/%%

* J7 A IIDFHEAAHNIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
File file = new File(getFilesPath (FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *RA U kdhk T7AIVIZHERSNEZBRICHLTIE, TOAFEICELLOTHAROREHZHEET S
/] BUTIVZDZEE, [3.2 AhT—2DReMEHRIT 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
android. util.Log. e ("PublicUserActivity”, "7 A IHBHYETEA");
} catch (IOException e) |{
android.util.Log. e ("PublicUserActivity”, "I 7 A IILDFAIZKELELE);

} finally {
if (fis !=null) {
try {
fis.close();

} catch (I0Exception e) {
android.util.Log. e ("PublicUserActivity”, "7 A4 ILDETIZEKBLELE");

* 774 ILDEBERNE
*
* @param view
x/
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath (FILE_NAME)) ;
/] EERAHITELET B, FileNotFoundException A4
fos = new FileOutputStream(file, true);

fos.write(new String("t > F 4 T THULMERR (Public User Activity)¥n”)
. getBytes () ;
} catch (IOException e) {
mFileView. setText (e. getMessage () ;
exception = true;
} finally {
if (fos !=null) {

240 All rights reserved © Japan Smartphone Security Association. TF7AINEERS




SMARTPHONE

rommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7/ DEX 21 7R EFa2F7a—TAVTHAR 20172 B 1 B

try |
fos.close() ;

} catch (IOException e) |
exception = true;

}
}

if (lexception)
calIFileActivity();
}

private String getFilesPath(String filename) {
String path = ”7;

try {
Context ctx = createPackageContext (TARGET_PACKAGE

Context. CONTEXT_RESTRICTED) ;
File file = new File(ctx. getFilesDir(), filename);
path = file. getPath();
} catch (NameNotFoundException e) {
android. util.Log. e ("PublicUserActivity”, "7 A ILHBHYEFEA");

}
return path;
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4.6.1.3. RAZESLRT7AINERD
FRESBDTIVIHLT, BRAEEHEREHTITEI7MLDENETH S,
THESROTITINEAESAEELNSIEF. TILVITLEARARNBOESHRANAEETHY . T—2DEEN
LREMIEURIESNGD, F- . BEEDOLBWVEETHLIZMLADT —EDOBAOEZAAEITIF(IVIHE

HIEHARHETHY . TDEIGT7AILITHEEN S LEAEMNENTELL,

UEDESIZ X )T OBENDITTIVERH DB RALD RABET L T7MIIVERRITERT HILEF
AIRETHY . mAZBZLFT7MILOFEREE (TR IERSE,

RAUk:
1. W7D SRAIEEFRELT I EREEREL=T77MILITESLL
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4.6.1.4. SEEIREASZSLRI7MIVERS

SD h—FDESBHEBEEIRT NARLIZT7AIVERNT HIEETHS, LBRHIBEDKERBREEMT S
(Web Mo o O—RLIz77 4/ LEELLGE D) HEECHEICEREFSHT (N I7VTRED)HEEIZF AT
BTENBESND,

TR GEAZENR I7AIIETBEESHO T TIIZH L TCIHARMY AR I7IL IERSEDHEERED,
&5(Z android.permission.WRITE_EXTERNAL_STORAGE Permission #FIAESL T3 FREEZSHDT
TNIZHLTIERAESLET7AILIEREDOHEEEE D, TO10H . N EBREGAHAEETLR) I7MIILOER
IDHBERINRICEEDHERETHD,

Android 77 DIEBIEL T, /NI 7T I7 A VIIHERERIET /N A R EITHERENHIEMN B LY, LM LIMEREE
BT NAREDT7AILERTRD SR I T EEOHMOT TIALHEAPLHIBREINTLESURINH S,
WRIT/NNYITYTEHRNT BT TITRINNVIT YT I7MIILIEERHIC PC EDZTLRGIHFICIE—L TS
W IEWST-BERTRETHHE . TT)DHEROHABTOVRIR/IMED I RN ELLED,

RAVb:

1. o T4 ERITEMLG

2. THIVEBICA=—DBTALINICTIFAIVERET S

3. T7AIVITHIT HEN)ERICHLTII. TOAFEICEADOLTRNEDREMEZERT D
4. FIARIOT7T) TEEAHETHEWMERIZT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externalfile” >

{I— android. permission. WRITE_EXTERNAL_STORAGE Permission ZfIREEJ 5 —>

{I— Android 4.4 (API Level 19 LIBETIE, AR CL—SD7 T T—2 588 %

RAHEETT BMRIZ Permission MFAEAL T, maxSdkVersion #EET S —

<{uses-permission android:name="android. permission. WRITE_EXTERNAL_STORAGE”
android:maxSdkVersion="18"/>

<application
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
Cactivity
android:name=".ExternalFileActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />

<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>
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ExternalFileActivity.java
package org. jssec. android. file. externalfile;

import java. io.File;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
import java. io. IOException;

import android. app. Activity;
import android. os.Bundle;
import android.view. View;
import android.widget. TextView;

public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = “external”;
private static final String FILE_NAME = “external_file.dat”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView(R. layout. file);

mFileView = (TextView) findViewById(R. id.file_view);
}

/%%
* T7 4 IILDERRLIE
*
* @param view
*/
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
/] *RA2 b1k BT THERITBHMLAEND
/) *ABRAU 2% FIYBIZAZ—HHTALY CYIZT7AILERET S
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME)
fos = new FileOutputStream(file, false);

/] KIRA b3k T7AILICHERAT HERICHLTIE. TZOAFEICEHLLTATOREEEZERT S
/] B TINZDEBNE, 13.2 AWT—E20OREMEHRT 51 #5H8,
fos.write(new String("t > F 4 T THUVEER (External File Activity)¥n”)
.getBytes () ;
} catch (FileNotFoundException e) {
mFileView. setText (R. string. file_view);
} catch (IOException e) {
android. util.Log. e ("ExternalFileActivity”, "7/ ILDFHAICKELELR);

} finally {
if (fos !=null) {
try {
fos.close();

} catch (IOException e) {
android. util.Log. e ("ExternalUserActivity”, "2 74 IILDERTIZKBELEL");
}

}

244 All rights reserved © Japan Smartphone Security Association. TF7AINEERS




JAPAN

SMARTPHONE Android 77')0)"2#17%&%‘[’"t'*l?:l_?’f:/ﬁ«jj"fp 2017 ﬂE 2 H 1 EH&

SECURITY

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

}

/%%

finish();

* D7 A ) DFEHAH TR

*

* @param view

*/

public void onReadFileClick (View view) {

}

/**

FilelnputStream fis = null;

try {
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME)
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *RA R Ik T7AIVZHERSNEZBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] BUTIVZDZEE, [3.2 AhT—2DReMEHRT D1 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android. util.Log. e ("ExternalFileActivity”, "2 7/ ILDFHAICKBELELE;

} finally {
if (fis !=null) {
try {
fis.close();

} catch (I0Exception e) {
android. util.Log. e ("ExternalFileActivity”, "2 74 I DR TIZKBELEL");
}

* 774 JLOHIBRNIE

*

* @param view

*/

public void onDeleteFileClick (View view) {

File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
file.delete();

mFileView. setText (R. string. file_view);

FAGOYTILa—F

ExternalFileUser.java
package org. jssec. android. file. externaluser;

import java. io.File;
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import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. IOException;

import android. app. Activity;

import android. app. AlertDialog;

import android. content. ActivityNotFoundException;

import android. content. Context;

import android. content.Dialoglnterface;

import android. content. Intent;

import android. content. pm. PackageManager. NameNotFoundException;
import android. os. Bundle;

import android.view. View;

import android.widget. TextView;

public class ExternalUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = “org. jssec. android. file. externalfile”;
private static final String TARGET_CLASS = “org. jssec. android. file. externalfile. ExternalFileActivity”;
private static final String TARGET_TYPE = “external”;

private static final String FILE_NAME = “external_file. dat”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user) ;
mFileView = (TextView) findViewById(R. id. file_view);
}

private void callFileActivity () {
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) |{
mFileView. setText (" (File Activity AHYEEHATLE));
}
}

/%%

* TJ74 )L Activity DMEUH LAnE

%

* @param view

*/

public void onCal|FileActivityClick (View view) {
calIFileActivity () ;

}

/*k

* T 74 IILDHRHIAHILIE
*

* @param view

*/

public void onReadFileClick (View view) {
FilelnputStream fis = null;
try {
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File file = new File(getFilesPath (FILE_NAME)) ;
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel ().size()];
fis. read(data) ;

/] *IRA R Ik T7AIVICHERSNEZBRICHLTIE, TOAFEICELLOTHAROREEZHEET S
/] BOTIVZDEEE, [3.2 AhT—2DReMEHRT 51 258,
String str = new String(data) ;

mFileView. setText (str);
} catch (FileNotFoundException e) {
mFileView. setText R. string. file_view);
} catch (IOException e) |{
android. util.Log. e ("ExternalUserActivity”, " 7 A4 IILDFAIZKEBLELS);

} finally {
if (fis !=null) {
try |
fis.close();

} catch (IOException e) {
android. util.Log. e ("ExternalUserActivity”, "2 74 IILDLRTIZKBELELT");
}

/%%

* J7AI)L0DEBTNE

*

* @param view

*/

public void onWriteFileClick (View view) {

/] KRA Uk dk FIRBIOT T TEESAHETHOEWNMERIZT S
[/ =L, BEOHDITTINLEE -HIRAGEEFTSICEEBELTT TUDREGETS>C L

final AlertDialog.Builder alertDialogBuilder = new AlertDialog.Builder (
this);
alertDialogBuilder. setTitle ("7R4 > + 47);
alertDialogBui lder. setMessage "FIFBIN T 7' TEEAHETHOHENI EY);
alertDialogBui lder. setPositiveButton ("0K”,
new DialoglInterface.OnClickListener () {

@0verride
public void onClick(DialogInterface dialog, int which) {
cal IFileActivity();
}
b

alertDialogBuilder. create (). show() ;

}

private String getFilesPath(String filename) {
String path = ”7;

try {
Context ctx = createPackageContext (TARGET_PACKAGE,
Context. CONTEXT_IGNORE_SECURITY) ;
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File file = new File(ctx. getExternalFilesDir (TARGET_TYPE), filename);
path = file. getPath();

} catch (NameNotFoundException e) {
android. util.Log. e ("ExternalUserActivity”, "I 74 ILDHYEEA");

}

return path;

AndroidManifest.xml

<?xm| version="1.0" encoding="utf-8"?>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externaluser” >

<{I-— Android 4.0.3 (API Level 14) LI TIL, 4R b L—T FHED 26D Permission A%
EREINT-OTHRAEEZ T 5, EBEIZIL Android 4. 4(API Level 19) LIfET

o7 F) TR EEBERTCESICRELLDS

<{uses-permission android:name="android. permission. READ_EXTERNAL_STORAGE”/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >

activity
android:name=". ExternalUserActivity”
android: |abe|="@str ing/app_name”
android:exported="true”>
intent-filter>
<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />
</intent-filter>
{Jactivity)
<{/application>
{/manifest>
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4.6.2. L—ILTvY

T7ANERIGEICIELUTDIL—ILEFHIE,

1. I7ANLVERIRABEARI7ZAILELTHERT S

2. MDTTIDLHEAHESHERTT IV ERATREET7AILIEIER LA

3. SDA—RGENBERIBT NI RIZHEMT 5T7MIILOFRIILER/NRIZT S
4. IJ7AINDOEFEHRBEERBLTT T DEEEITS

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.6.2.1. 274JILIXIRBIEARI7AILELTHER T % (Wh78)

[4.6 774 IVEHKS114.6.1.1 FERRT7ANERIITEAF-LIIT, BT HEROANBICELLT IT7MILIER
BIFEARIZT H5_XETHS, Android DEFa)T4RHDBERLNLEL, FWROPYRY EZDT I ZAHIHEHIZ
Content Provider %> Service 72& @ Android QXA DHF TITIRETHY . TELVBELHLIEGEDHT7
AINDTIERETRATHILERETTHILITHS,

BIFANEZATDH LT ILA—FOLUTDIL—ILOELSEOIE,

4.6.2.2. MOT7TIDOoHEAEESHERTT VEATRELT7AIVIFERLEL (Wh78)

[4.6.1.3 BHAEERFT7AIILERS ITRAR=ESIC, DT TVICHLTI7 MV DHERABEEHFAT 5L, 774
VIS A BIMDFIHN TEG, DO, X2 TG AN o LHEE- RN LGE R LLHEAEE
BEIFANEFRALEEBROEEEEZHNETIERELY,

4.6.2.3. SD h—FRENBRIET NARIZEMT 77 MNLOFABEIBES/NRIZT S (7R)

[4.6.1.4 NMEREAEELFET7ANERS ITRAR=ESIZ, SDH—RZIFLHET B ERIET NI RIZT7
AIWEELLERE, X TAB IV HEDEADERMN O BEMNGHEZIRA S EICENS, —AT.SD h—F
F7TVTALIONM LVEFRBORWNI7AIVERZ. 7TINBIT —4ZHoH I DICEREZ SHE— DR
L—oBD T, 7T DRRICE>TIEREEHE/ LN T —RE BN EEZLND,

HEBEEIET NARIZTFAIVERMT DS FRESRDTTIE IV 1—HF—A5H B -HIIRTELHLEE
BLT, YT La— R TRARFRAVNEEDTUTDEIGRAVMIRED T TT T DR EITOILENH D

RENEL T LTI IRERIINEBEIET NA R LD T7AILIZREFLEGL

LTI LERENBEET NAR LD I7AIVIZRET HI5RIEEELLTS

7 T O L —F—[CHTASNTIEESERZENEBEIET NA R LDT7AIVICRETIHEEETFELD
—RICRET S

NEBEEET NI RLDI7ANEHZAHATHE . GARALT—ADLREMZRHELTHLOT—IEMATS
DT T) e 1—HF—ICkoTHERRET NA A LD IT7AILIENDTHHEIBREIN S EZBELTT TVER
LA RIEAESAL
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[4.6.2.4 7ML DEFHEZZERBL T TIDEHETS (WA IBSEILHIL,

4.6.2.4. J7MILDEFHMEZELTT T DFREEITS (WH78)

TIIVTALIMIICREEN =T 2 EUTDI—F—REICKYEERENG TTVDEFHRE—HT . -
F7TIVDEFHREIVEVDDHIFETHD,

o F7IUDTUAVAMIL
0 BF7IT)DT—EAELUVFYY aDBEETREI-IT7IIr—2ar -7 Ir— 3> DER))

SD A—FEDNERIET NARLICRFSNIZT7MIILIE. TT)DEFHRBEIY I7 L O EFHBNROIED
¥ THD, SHITRDKRLEBET DR ENH D,

0 1—H—|ZkBIFMILDHEE
® SDA—FDI/REMY-ELBEZ-TUIVUE
® TIIVITICKBITFAILDEE

CDEINTF7AIVDREFGEFRICE>TIFAIVDEFHRMN RS-0, KEATHBALI=LIG LTI RIER
ERETHBRRLTTE TIVELTELLWIFERR T 2B R TLI7 ML ORFBFAZELGERT DL EN
Hdo
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4.6.3. ThNVRE

4.6.3.1. T7AITARI)TEBREHDI7AILEH

DT ITVICARITFAINEBET VRS EDIDTIFEL, F7MINTARY) THBHTIFTAIVRETEHEND
%, Content Provider & Service TTMOAHEMEZ S, Content Provider 4> Service DR TIELRI7MILEF
— Tl EDITFAINT ARV TREHFOTITIIET  HAFETITIVETFAILTARY) T 2FRATITAILER:
HEETED,

DT TV TFAINEEETICRESEEZT7AIVEEREZETIFANTARII)TABRBDI7AIVEERHEZDLE
BER 4.6-2 2RI TIORRED/N\)I—3 070 RSFRTET7TIDEHETHA) YA H D, FIZTIER
AT ET7 T EEMIHIHTERECANEX A TAB A TIEA) YR KRELY,

& 4.6-2 7TIEI7AIVEBEFEDLE

T7AIVEERE TORREZED/N)T— 3> T RREHAT ST T DEE
MDTITVT7AIVEEET VLR | HAHARY FTRTOT7IIIZRHLT—ETIER
SEDTFAILEER EEAH FFRILTLES
FARY +EEAH
T7AINTARYYTIRBADIT74 | HHIY Content Provider %> Service 274
IVEE ETAH AL TLB 7TV ISR L TEBIIZ—
BREDH BFRIC7 U R3] - 5 55 Al % il {8
SARY+EEAHS TE
SAHEY +BEEDH

LERIFANVHEBHFEDELLIZHLHBT HETHAN DT ITVITT7AILDEERAAEHFETTHETTAILA
BOFTEMMREIL D605 FICEBOT TN LRKICEEAHANTONDE. T7MILABRDT—2EEA
BATLEWT TUANERICEMELLESEDIRINH D DT TV EDT7AILHFIZENTIE, A AHERT
(FEEFRITHDMEELL,

LA T Tl&. Content Provider TI77/ L& BT HEEHFI(IELAE Provider DIFR)EH T ILa—RELTRET
b

RAVb
1. FAZT7IVEEHRTTITHEI S, EooT4THEREREELTEL
2. B#tBRE Content Provider 77UNLDERTHOTH. R T AN LMEEHERTS

InhouseProvider.java
package org. jssec. android. file. inhouseprovider;

import java. io.File;
import java. io. FileNotFoundException;
import java. io.FileOutputStream;
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import java. io. IOException;

import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. content. ContentProvider;
import android. content. ContentValues;
import android. content. Context;

import android. database. Cursor;

import android. net.Uri;

import android. os. ParcelFileDescriptor;

public class InhouseProvider extends ContentProvider {
private static final String FILENAME = “sensitive. txt”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION”;

// BHOEHED/NY P A{E
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny 2 a2 {E
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9IDB34BC 1E29DD26 F77G82557;
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES8SB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride
public boolean onCreate() |
File dir = getContext (). getFilesDir();
FileOutputStream fos = null;
try {
fos = new FileOutputStream(new File(dir, FILENAME));
/] kRA2 b1k FMATT7 TIVIEEHT TITHEME, oo T4 THBERERELTEL
fos.write(new String("t > T« T11ER") . getBytes()) ;

} catch (IOException e) {
android. util.Log. e("InHouseProvider”, "7 7 A ILREFIZEKBLELE);
} finally {
try {
fos.close() ;
} catch (IOException e) {
android. util.Log. e("InHouseProvider”, "7 A ILETIZKBELEL);
}
}

return true.

}

@0verride
public ParcelFileDescriptor openFile(Uri uri, String mode)
throws FileNotFoundException {

252 All rights reserved © Japan Smartphone Security Association. TF7AINEERS




m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 201742 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

// B EZ Signature Permission ME#HTZ TVICKUEZRSA TS I L 2HRET S
if (1SigPerm
.test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException(
“JREEZ Signature Permission NE#HT TUIZKUYERIATLEL, ),
}

File dir = getContext (). getFilesDir();
File file = new File(dir, FILENAME);

/] O TNDOHEHARYEREEITRT
int modeBits = ParcelFileDescriptor. MODE_READ_ONLY;
return ParcelFileDescriptor.open(file, modeBits);

}

@0verride
public String getType(Uri uri) {
return ”7;

}

@0verride
public Cursor query(Uri uri, String[] projection, String selection
String[] selectionArgs, String sortOrder) {
return null;

}

@0verride
public Uri insert(Uri uri, ContentValues values) {
return null;

}

@0verride
public int update(Uri uri, ContentValues values, String selection
String[] selectionArgs) {
return 0;

}

@0verride
public int delete(Uri uri, String selection, String[] selectionArgs) {
return 0;

}

InhouseUserActivity.java
package org. jssec. android. file. inhouseprovideruser;

import java. io.FilelnputStream;
import java. io. FileNotFoundException;
import java. io. IOException;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. SigPerm;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. content. pm. PackageManager ;
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import android. content. pm. ProviderInfo;
import android. net.Uri;

import android. os.Bundle;

import android. os. ParcelFileDescriptor;
import android.view. View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

// FIFA%® Content Provider (53R
private static final String AUTHORITY = “org. jssec. android. file. inhouseprovider”;

// B%t® Signature Permission
private static final String MY_PERMISSION = “org. jssec. android. file. inhouseprovider. MY_PERMISSION”;

// BHOEBRAED/NY Ll
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore ®“androiddebugkey” MEEBAE /Ny L a2 {E
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”my company key” MIEBAZE/\v > a{E
sMyCertHash = “D397D343 A5CBG10F 4EDDEB7C A10062DE 5690984F 1FBOESSB D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

// FIF% Content Provider M/ — & WG
private static String providerPkgname (Context context, String authority) {
String pkgnhame = null;
PackageManager pm = context. getPackageManager () ;
ProviderInfo pi = pm. resolveContentProvider (authority, 0);
if (i !=null)
pkgname = pi.packageName;
return pkgname;

}

public void onReadFileClick (View view) {
logLine (“[ReadFile]”) ;

// MMBEEZ Signature Permission NEHT7 TVICKYEESN TSI LZ2®ERT D

it (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
logline (" ¥hEEZ Signature Permission ABEHRT TUIZEYERSIN TN, 7);
return;

}

// TS Content Provider 7 71 DFIBAZA BHDIIAZETHE L EHRT S
String pkgname = providerPkgname (this, AUTHORITY);
if (!PkgCert. test(this, pkgname, myCertHash(this))) {

logline(” FIFA% Content Provider [ZB%#t7 7Y TIXALy, ) ;

return;

}

// B#tR5E Content Provider 7 7UICBRL TLULMERICBY VI IR FMZEHTE L
ParcelFileDescriptor pfd = null;
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try |
pfd = getContentResolver (). openFileDescriptor (
Uri.parse (“content://” + AUTHORITY), “r”);
} catch (FileNotFoundException e) {
android. util.Log. e ("InHouseUserActivity”, "7 7AIAHY FTEA");

}

if (pfd 1= null) {
FilelnputStream fis = new FilelnputStream(pfd. getFileDescriptor());

if (fis !1=null) {

try {
byte[] buf = new byte[(int) fis.getChannel ().size(];

fis. read (buf) ;
// *iA 2k 2% BEfRTE Content Provider 7 7ML DR TH-TH, BET DR EHE
Er B
/] HUTINZDERE, 13.2 AT —2DREUEHRT 51 258,
logLine (new String(buf));
} catch (IOException e) {
android. util.Log. e ("InHouseUserActivity”, "I 7 A ILDimHMHAMHIZEKELELE");
} finally {
try |
fis.close();
} catch (IOException e) {
android. util.Log. e ("InHouseUserActivity”, "7 7 A4 ILDERTIZKELELE");
}
}
}
try {
pfd. close() ;
} catch (IOException e) |
android. util.Log. e("InHouseUserActivity”, "T7AIT A A ) TEORTIZERBLELE;

}

} else {
logLine (" null file descriptor”);

}
}

private TextView mLogView;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mLogView = (TextView) findViewById(R. id. logview);

}

private void logLine(String line) {
mLogView. append (| ine) ;
mLogView. append (“¥n”) ;
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4.6.3.2. TALIN)DTHOERERTE
NFETIZAIICEBLTEF ) TADEEAZHRALTE -, 7ML DAVTFTHATALIMN)IZDWNTHE
X2 )TADEENDETHSD, CCTIETALIMN)I DT ORAEREIZOWTEX AT LDEERAU M EEREA
T3,

Android (21X, ZFUTAL ORI RAIZH T TALIRMIZERB 1ERTEAVIREDNLOMRESIN TS, THED
% 4.6-3(Z7R9,

& 4.6-3 7IIVTALINBTOYITFALIMN G AV YR

th7TIICKT S A—H—IZKBHIBR
TURRIEDIETE
Context#getFilesDir() RE[(EITHERD#H) MR 1= 7T 1->T7T)r—a % %R
—ITF—43%HE]
Context#getCacheDir() RE[(EITIERD #) MR I=>TT7T) 17T )r—a 0% %R
- yryla%EE]
X T—2%&HEITHHIBREN S,
Context#getDir(String name, | mode [ZLAT#IERERIEE, MR 1= 7T 1->T7T)r—2a %R
int mode) MODE_PRIVATE —IF—3%HE]
MODE_WORLD_READABLE
MODE_WORLD_WRITEABLE

CCTHICRZMFTHDIE Context#getDir)ICkd7 I REDERETH S, 77 ILDERTHHAL T D LS
(2. Android DEF1)TAREFDERNSTALIMNEERMIZEIFARFITTEIRNETHY., 7O ERIEDREIC
FOTERDOAFZITIEROHEMEANH LD T, [FRO£FICIMDFEEZEZHNETH D,

MODE_WORLD_READABLE
FTRTDTIIVIZHLTT AL DHEHBVERES5Z 5750 THD. TRXTOTTINTALININDI7AIL
—BOELOI7FMIIVORMEEREIMBAREIZLES, COTALINBRTICHEDI7AIVEERET HILILTER
W= BEIFXIDIZTEFERLTIEGESARLNS,

MODE_WORLD_WRITEABLE

7 TVHLTTAL I DEERAHEREEZ D757 THB. TRXTDTTINTALIMNIRADIT7AIVELERL,
BEN6, r— L, HIRAEIREIZG S, CoDRIEXT7AILBRDT I RERE GAHRY ., EERAH ., RIT) &
FEERTHY. TALIMN DEEAAERNH AT TRIREL LD BIETHAEITTENDES, 1O T T M

15 MODE_WORLD_READABLE 5 & U MODE_WORLD_WRITEABLE [& APl Level17 LIfETI& deprecated &%
THY.API Level 24 LIRTEEF2)TABINDREES H-OFERATELLLE>TVS,

16 REPRAN—UNOHMREEREE(SD h—FRENDBELREI VU MRA U NEBA-BBITTEGL, TD1=H,
HABMUVERDBEVNATBAN — 77/ VAN ERIRE B ICBB SN THRAZTEAREIZADIRIGIEERLN,
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BEFIITFAINEHIRENFYESRAON-YT 510 BEFICDTSTEEALTIIALEN 15,

# 4.6-3 DMA—H—(ZLBHIBRIZELTIE. T14.6.2.4 27/ ILDEFBZZELTZT)DHRHAETS (b
H)IESROIL,

4.6.3.3. Shared Preference 2T —3R—XI7AMIILDT I RIELRTE
Shared Preference ¥ 7 —4R—RET7MILTHREEIND, TV EREREICDOWTIEI7MILERILZENE R 5,
L7=m>T Shared Preference 137 —3R—REL, 77/ ILERRRIZERMIZIZIELRI7AILELTER L. RBED

#HFE Android D7 TIREEDHHEAITLOTERTHIRETH D,

Shared Preference O {ERHIZERIZ;RT - MODE_PRIVATE IZ&YIELART7AILELT Shared Preference Z1E
RLTULVA,

Shared Preference 7 7 1 I)LIC T O X HIRZRTE S D41
import android. content. SharedPreferences;
import android. content. SharedPreferences. Editor;

// Shared Preference #8393 % (HIThIEEREIN D)

// RA 2+ KRB MODE_PRIVATE E— F&#HET S

SharedPreferences preference = getSharedPreferences (
PREFERENCE_FILE_NAME, MODE_PRIVATE) ;

/] ENXFHDT) T7 LU REEZEATH

Editor editor = preference.edit();

editor. putString ("prep_key”, “prep_value”);// key:“prep_key”, value:“prep_value”
editor. conmit () ;

T—HAR—=XIZDWTIEM4.5 SQLite #FE514SBTHIL,

4.6.3.4. Android 4.4 (API Level 19)IZEFHNBAN —OADT7 UL RIS HEHREREIZDLNT

Android 4.4 (APl Level 19) LI IHRIZEWLNT, AR —ADTIERIZEALTUTOLSIZEHRIAERS
nit=,

(1) HEBR—2 LDT7TVBERTALIRNICHEAEET 5156 (L. WRITE_LEXTERNAL_STORAGE/READ_EX
TERNAL_STORAGE Permission WAETHD(EEEFT)

(2) NEBRM—C LT TVEETALIMNIUNDBRRICHET7M IV E5HEAHALHEE. READ_EXTERNAL_S
TORAGE Permission N ETH D (EFE &)

(3) TSARIUNEBAN —D LT TVEBTALINIUNDBRRIZTI7AIILEESALIHEE L. WRITE_LEXTERN
AL_STORAGE Permission WHETH D

(4) AT ILUBONBRAL—DIZIETTIEETAL IR LS OBRTICEEAA L H KL
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ZDHEHTIEL, Android OS D/3—23>(2&>T Permission OFHAESEDE-FEAEH->TULVS=H. Andro
id 4.4 (APl Level 19)Z2F-\THARD Y HR—IIBELZTTIDIGZEEE. AV A—ILT BIHKRD/N—23 v
KOTHREL Permission ZA1—H—ITERTHIEITHY . FHELWMKREFE R G, Ko T, LEEHKR()DH
24T BHT7TIDIGEX. <uses-permission>%% M maxSdkVersion BHEEUTDLSIZEBRL THIET S
CEEBEDHT S,

AndroidManifest.xml

<{?xm| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. file. externalfile” >

{I— android. permission. WRITE_EXTERNAL_STORAGE Permission ZfIREEJ 5 —>

{I— Android 4.4 (API Level 19 LIBETIE, SR L—PD7 T T—2 55 %

AEETT BHIEIC Permission BWAEL T, maxSdkVersion #EET S —>

{uses-permission android:name="android. permission. NRITE_EXTERNAL_STORAGE”
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name=".ExternalFileActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />

<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
<{/manifest>

4.6.3.5. Android 7.0(API Level 24)ICEITANBAN —CDHETALIMNIADT I ERIZET HEHRERIC
20T

Android 7.0(API Level 24) LEDinFKIZHEWLT, NEBRL—CDHET AL IR)IZxEL. Permission O F A
FEERLIZ7VERTES-ODLMEAELT, IScoped Directory Access IMEAINT=,

Scoped Directory Access Tl&. StorageVolume#createAccessintent Ak M 35|%1Z Enviroment 75 AT
ERIN-TsLIRIZEIEEL. Intent ZHEKT 5, £ STz Intent % startActivityForResult TEETHIL
T.BHELICTVERDHFAIZRODITATATHRRRIIN, A—F =R E T 5ERN—DR2—LI LD
ESNT=TALINIANTORADAIREE D,

% 4.6-4 Scoped Directory Access [CK>T7 IR TESTALIKM)
DIRECTORY_MUSIC — R FEI7AILDEETALIR)
DIRECTORY_PODCASTS RyRF X RRDIEET AL IR
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DIRECTORY_RINGTONES EIEBTOEET(LIM)

DIRECTORY_ALARMS TI—LEDERETLIN
DIRECTORY_NOTIFICATIONS BHEDZEETALYN

DIRECTORY_PICTURES BRI 7/ILDZET LI

DIRECTORY_MOVIES BEI7/ILOZET LI
DIRECTORY_DOWNLOADS A—H—HPEHUO—RLEI7/ILDZET LI
DIRECTORY_DCIM HASIZ&BEE - BIET7 A ILDIZET LK)
DIRECTORY_DOCUMENTS A—H =Sk THELNIFF A DIZET LI

TIIVDNT O ERTEBLEDHHEEN LEEDTALIMN)THAESIE Android 7.0 LI EDIHR TEMESE 515
Bl L TOEHIZKY Scoped Directory Access #aeEFIRT 5 EEHET S, Android7.0 ZFFLV\ Tk
DY R—BARELTT)DIGEL. [4.6.3.4 Android 4.4 (APl Level 19)IZHITANERAN —ADTHIER
[CBE9 BEHLEEIC DL TITIEE L= AndroidManifest Dt HlES BT 52 &,

® HNERLL—UIZT IR TES Permission 2t 5LI5E. 7TUDBMANDTALIRIZET IR TET
LFES,

® Storage Access Framework TR TEDTALIN)ZEI—F—(TEIRSEDZHE. TOHEEVH—L
TEHLGIREZROONS, T SHMEBRAN =D DIIL—TALIRIZT O RRFRAEEZ 1B E X, SRR
L—C&KIZTOERTES,
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4.7. Browsable Intent ZF|FH3 3%

TS5 Web R—=U DY IIZRIEL TR TERSIZTITVEESLZENTES, Browsable Intent ELV5HE
BETH S, 7TJIE. URI RF¥—L% Manifest Z7MILTHRETHET. D URI REX—LZEEHD)UI~DIEE
(A—H—DAYTHE)ZRIGL. Yo% IINSA—RELTRET AT ENTTEEIZE D,

F1=. URI RX—LZFATHIETITVTDIORIET ST TVEEET 5AEIE. Android D#A#%5T i0S fhd
TR TA—LTERIELTEY . Web 7T EDQNERT T EELGEIT—RIIZEDLNA TS, BIZIX. Twitter 7
71)%° Facebook 77 TIEFRD &57% URI RF—LMNEZRINTHY. Android THi0S THI SO HHOXIET
57T IHEETHLIITHESTINS,

= 4.7-1
URI RF—L X9 BT T
fb:// Facebook
twitter:// Twitter

COFITHEECFERZZA-ERGHETHIN., EEHSIFE=ZBICERASNSERIELEBATNS, BED
HdWeb YA EABEL T M URLIZRIEG/NSA—FELALIETT T OHEEEERLY . RL URI R+
—LIZHIELI=RIL T E AV A—ILEE T URL [CEFNHEHREEIMYLIYT HLENEZLND,

CDEIGBEIRMEICHET 51012 MAT BRIV ODDRA UMK EDIHEIFNITESAN,

4.7.1. Yo7 )La—k

LATFIZ. Browsable Intent ZF|RAL=77) DY T )La—K%EFRT,

AU
1. (Web R—=JHEDXIET S URI REF—TEF =) I DINTGA—=RIZE T4 TIERESHAL
2. URLDNSA—2ZFIHTHRIMENOREMHEMHET S

Starter.html
<html>
<body>
Ad— kR4 b1k RLIZEVOT 4 THIBFRESOL LY —
AJ—=WRLNSGA—=RELTEIXFNIE, UTF8 T, MO UWRIT>a—FLTHELIZE —
<a href="secure://jssec?user=user_id”> Login </a>
</body>
</html>

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. browsableintent” >

<application
android:icon="@drawable/ic_launcher”
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android: labe|="@string/app_name”
android:al lowBackup="false” >
activity
android:name=".BrowsablelntentActivity”
android: label="@string/title_activity_browsable_intent”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>

<intent-filter>
<action android:name="android. intent. action. VIEW" />
// BEERHI intent 2 (1H{F1+5
<category android:name="android. intent. category. DEFAULT" />
// Browsable intent #=I(+{F(+5
<category android:name="android. intent. category. BROWSABLE” />
// URI 'secure://jssec’ Z=I+{t1+5
<{data android:scheme="secure” android:host="jssec”/>
<{/intent-filter>
{/activity>
<{/application>

</manifest>

BrowsablelntentActivity.java
package org. jssec. android. browsableintent;

import android. app. Activity;
import android. content. Intent;
import android. net.Uri;

import android. os. Bundle;
import android.widget. TextView;

public class BrowsablelntentActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_browsable_intent) ;

Intent intent = getlntent();

Uri uri = intent. getData();

if (uri !'=null) {
// BRLIAS A=A TEINIzA—YF—ID ZWMET S
/] hRA b2k RLD/INTA—2ZFAT HHINMEOLREEZHRT S
/] O TINZDERE, 3.2 AT —2DREUEHRT 51 €58,
String userID = “User ID = “ + uri.getQueryParameter (“user”);
TextView tv = (TextView)findViewById(R. id. text_userid);
tv. setText (userID) ;
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4.7.2. W—ILTvY

Browsable Intent ZF|A 3 HEEICITUTDIL—ILEFDHIE,
1. (Web R=JANMIET BN IDINTGA—RZEo o T4 HERESHIEL
2. URLDNSA—2ZFIHTHRNEORTEMEZHERET S

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.7.2.1. (Web R—=J) @G BV IDINTGA—RITE U T4 TEIEREEHEL (WH7H)

TS50 LT 0% 2y T LR, data(Intent#getData IZTHS)(Z URL DIEA ATz Intent BAFEfTSh, X
T LIZEYEEYET B Intent Filter 227 T UNEEIT S,

O, BL URI RF—LEZF{TF5LS Intent Filter NEREINF=-7TUNERGFET 5L, EEDREEK
B Intent [CLDEENERIRIZT TV BIRDFA (7RI HRRSN, —F—DBIRLI-7ZTIHNEET HLITH5,
Iz, 77)ERE@EOERKRELTIILVITHFELTW B EIE. 2 —F—DROTIILVITEEHIET
LESBIRELHY . INSA—IMTIL D TITED LIS,

CDEIITWeb R—=U DY) URL [ZEHT=NFA—RIETRTIILIITITELFREEAH LD T, — D Web
R=UD)OZEEDEZERRIZ. URL D/INTA—RICEE L O TAIGEREEHDHEFB TETNIELSA
LY,

URL (C—HY—ID &/XXT— RN A > TUL\BHI

insecure://sample/login?user 1D=123458&password=abcdef

Ff=. URL D/I\SGA—=ERA—H—ID HBEE I TAITTHWMERDADIHETH, 7TVEHBD/ART—FA N
7 TVRITSEDLSLGEHTIH., a—F—AEAITICTILIITEREBLTLEL, IO T7ISHLT/IARY
—FEADLTLESREELH D, TDT=H. —EDOT 1 NEBBKET T VEITELSET LG HRERETTA
=T#H5. Browsable Intent IZ&2 7 FJiEE L HETHEERM Intent IZKBT7TVEETHY . ERILE=TTIUMN
BESNARIANGENCEERIBEICEVN T T - H—EREHEDNTEIVLENH D,

4.7.2.2. URL M/SrA—2%FATIHIMENREHEHERTS (78)
URIRF—TIZEDLERILIIE. PTURREICER LT H THERAIRELZD T, 7TVIZESN Iz URL D /NS A—4
MIEFHD Web R—IUMNBELNTLAEIXBELSLELY, F-. BINT= URL D/INSA—FMNIEFRD Web R—UhisiE

BN TELNEINERANDHFELEL,

FD=%H. Btz URL D/RSA=FZFRATHHNC. NSA—ZIZBELBIMEAA>TWELAGE  EDRE
MEERTIDENDD.
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I 4.8. LogCat (A HH¥ 3

Android (¥ LogCat &M (EN ST AT LAV EENAHY . SR T LOASJEHRIZITTHET ) DO E#HRY LogCat
[CHAEh B, LogCat DO ERIZFECIHARNDMD T T MSHLERAMYATRE 7 TH DD, T T4 I HER
# LogCat IZAJ HALTLES7IVICIXERFRDOME ENH D ESN D, LogCat [ZIFE P T4TRIEHRED
THATRETEALY,

XA TABRATEIV)—RR7ZTITRE—IATHALGOIEANEFELL, LALKRARGEBICKY)—RIRT
TV THATH AT BT —ADH S, CSTRIVY—RIR7ZIIVIZENTERT H AL DD, oo T4TGERIFOY
HALGWHEEBN T S, £1214.8.3.1 Y)—RRFZTVICETH0THAD 2 DDEZFI1LSRTHILE,

4.8.1. ¥ F)La—k

ZZ Tl ProGuard #FIBELTYY—RR7 7 TH LogCat ~DOY H HhEHIHT 55 E5F#BNT 5, ProGuard
[EFERASNTLVENAYYRE  RENICARELZI—FEZEHEIRT SREIELY—ILD—DTHS,

Android @ android.util.Log 25 XIZIE 5 FEFEDOS H A AYYE Log.e(). Log.w(). Log.i(). Log.d(). Log.v()
BHhd, AV ERIE. V)—RARF7TITHE AT HEEZERLEZOJER (LT EROJERETEN) & J)—XAR
F7UTHEALTELGLRWN(FzERIET AV RO ER (UT. AEOTBREES) ZRANTEIRETHD.
ERAQYHAIDO=HIZIE Log.e()/w()/i0ZERAL. MEOITHADHIZIE Log.d)/VOEFERTHELL, 5 EEE
DOOTHEAAYYEDFEND FTOFEMIZDONTIEN4.8.3.2 OFLALEATHAAYYRDRIRE#E 2B BT 5
&, F1=.74.8.3.3 DEBUG O% & VERBOSE B4 (X B EMIICHIBR SN D DT TIXEWLIBLSET E2 L,

RAR—TLURET, Log.d()/vOTH AT SEEQJ BEREFRFER7IT)TEOSE AL V)—RR7F)TIXAST H
ALBEWS T a—REBNT S, cOH T ILa—KTIE Log.d)/VOFEUH La—KFRZ B 8#EIRI 51=5HIZ.
ProGuard Z#{EHLTL\%,

17 LogCat [ h&h=A41E#R (L. READ_LOGS Permission #FIAEE L7 ) THNIEHA MY EAEETH 5.
f=12L Android 4.1 LIBFTIE LogCat [CHASN IO 7T DOJ ERIEFEAIRY A &iiofz, £fz. AX—LD
Ar1—H—ThhiL, ADB #BRHT LogCat DAV IEHRESETHLLTRTH S,
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RAUb:

1. ®UIT47%1E#IE Log.e()/w()/i(). System.out/err THALALL

2. Ui T4IEREO T E AT EBHEE Log.d)/VOTH AT S

3. Log.d)/VODHFUHLTIXFRYIEZEALGEL A BLLE)

4. J)—REJLFTIE Log.d)/VODFUH LA BBEIBRSN S EHEAZEAT D
5. YY—RIRF7F)D APK 774 )LIEV)—RE LR TR T S

ProGuardActivity.java
package org. jssec. android. log. proguard;

import android. app. Activity;
import android. os. Bundle;
import android.util.Log;

public class ProGuardActivity extends Activity {
final static String LOG_TAG = “ProGuardActivity”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_proguard) ;

/] dRA b1k €T 4 THERIE Log.e O/w() /i O, System. out/err THA LAY
Log. e (LOG_TAG, "t > T 4 T TIE%ELVMEHR (ERROR) ) ;

Log. w(LOG_TAG, "t > T 1 T TIEALVEER WARN) ) ;

Log. i (LOG_TAG, "> T« FTIEIELVMESR (INFO) ™),

/] KRRAU 2k oo T4 TREREDITHENT 55HEF Log. dO/VO THAT S
/] KRA 2k 3k Log.dO)/vO) DU L TRRYEZFER LGN (KAL)
Log. d(LOG_TAG, "t > T « J73HF%R (DEBUG) ) ;

Log. v(LOG_TAG, "+ > <7 « J7:1%#R (VERBOSE) ) ;

proguard-project.txt
95 RE. AVY FREDEEEHC
—-dontobfuscate

# *RA bdk JY—REJ FTlELog. dO/VODFUE LABEFHIBR SN S EHAEEAT S
-assumenosideeffects class android.util.Log {

public static int d(...);

public static int v(...);
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K RAUE Sk YY—RR7Z T D APK F74)LIEY)—RE LR TIERL T %

[C:¥jssec¥Projects¥LogCatic 04 T S¥log ProGuard] - [app] - ...¥app¥src¥m [

Navigate Code Analyze Refactor J

A XEA QAR & i Make Project Ctrl+F9
1. Fgapp  [src [ main  [jav Make Module ‘app Ctrl+Shift+F9 |
. O = | - Rebuild Project
Clean Project
=
Deploy Module to App Engine...

rrg.jssec.android.log. proguard

£ & ProGuardActivity
R+

scripts

Run Tools WCS Window Help

#® Generate Signed APK

B

import ...

public class ProGuardbct ivity ex
final static String LOG_TAG
Blverrids
public void onCreate(Bundle =

super.onCreate{savedInstar
setContent¥iew(R. layout. ac

Mote: Proguard settings are specified using the Project Structure Dialog

APK Destination Folder: |3at{:l:l‘§f'd_".j']?3" S¥Log ProGuard¥app |

Build Type: I release

Flavors:

Previous |@ Cancel | | Help ‘

VA Rk BT

4.8-1 ))—RR7 TV &Y S iE(Export T5)

BFERT ) (T3 T EILR) EV)—RIRT T (J)—RE LK) D LogCat H AD:EWVER 4.8-2 IT5RT

FFERI7TY (/NI EILR)

Level Tag

E ProGuardActivity
I ProGuardActivity
D FroGuardActivity
v FroGuardActivity

&0 LogCat 33 |_=Q-> Declaration El Console

Search for messages. Accepts Java regexes. Prefix with pid

Text

TS T T, R (ERROR)
T T TR ESR (WARN
TS T T R (THED)
T i tEER (DEBUG)

DU—=XR7ZTY (UU—-XEILR)

oA T4 (VERBOSE)

& LogCat 37 @ Declaration [El Console

Level Tag
E ProGuardictivity
I ProGuarddctivity

Text

T T T V&SR (ERROR)
T T T VIEER (WRRN
T T T VSR (THED)

-
4.8-2 Log A*YyFDRAFRT T &) —RM7 1) D LogCat H /1D:EL
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4.8.2. L—ILTvY

LogCat [CAYZ#HE HhT BRI LTDIL—ILEFDHI L,

1. BROSJERIZEY Y T4IRIERES DAL (WH7E)
2. BEOJEREE AT Za—KE))—REILFEIZEEHIRT SEEAZTEATS (HE2R)
3. Throwable #7205 H T 5HEE(E Log.d()/vVOAYYREES (#2)
4, A4S HAIZIE android.util.Log Y5 RAD AV YR DHERT S (HE2R)
4.8.2.1. BROSERICE O TAIHIBERES O (A7)

LogCat [CHALF-AT EDT7TUMLHL CEMTESD T, V—RR7Z TVAL—F—DAT A NERGED
T TATRBEREO T HNT HIENHoTRELHEN, REPICE I TAIREREDTH AT Ha—FEE
MEWESIZT B, HAWE, J)—RFNZED LI —FEETHIRT 5 ENRETH D,

CDIL—IZIEFTA=OIZIE. BRAOTERIZEU O TAIRBEREZSOHLENE, S5, VO T4THIERE
HATH0—FE))—REILREFICHIBRT 2 EAEEATHLEEHRET S, 14.8.2.2 FAEOJIEREH S
9 5a—FE))—REJLREIZESHIR T AEHEAEEAT S (HE) 12SEBT BL,

4.8.2.2. FROVBERELENTH3—FE))—RELFKICEBHIRT SHEHEAEZEAT S €i:39)

TAURREPE EREODYIQNEBEOPREKGEREER. T0J 5 LARBORERR. BETOILOBE
ET—SBELE . WEBEREOHEROT NI ATEY T4 GEREQTHASERNIENH D, 7TV FH
FCE o T40GEHRET N\ I 0T ELTH AT 2D FEOENA, COGE(F. 14.8.2.1 EROJERICEY
TATREREE DI (BZH) I THRA &S Y —RATNCB T EZ ST HAT HAa—FZHIBRT 5
&

1)) —ZREJLFBFICBAKAJEHRE L H T 50— REHEICHIBRT 5012, Ao DY—ILERALNTI—FEIRE
BT HHMEAZEATRETHD. TD=HDY—)LIZ 4.8.1 TN LIz ProGuard n$H 5., LT TIL.
ProGuard #f#E->1=a—FEIBROEHAZEATIEDFELEHRBET H, ZCTIE.M4.8.3.2 AL )LEQT H
AAY YR OFIRELEE |(ITEHL AEOJEHRE Log.d)/vVODLWTIAIDHTHEALTLSTTYIZH L TEAEA
ZERATHILERELTLS,

ProGuard [EERAEIATWHWAYYRE EEMICAELRI—FZB#HHEIKRT 5. Log.d)/v) %
-assumenosideeffects 772 a> D3I HMIZI/ET S &IZLY. Log.d(). Log.vODFFUHLAREMIZAELD
—kéHEEIN ., BBIHEIBREND,

Log.d()/v()Z-assumenosideeffects EIEEITDZET. HEHIBRDMRICT D
—assumenosideeffects class android.util.Log {

public static int d(...);

public static int v(...);
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O BEHHEIBROEEAZEFBET HB S, Log.v(), Log.d)DRYEZERLTLESE Log.v()/d)DI—RHVHIER
SNBEVEISTIEABETHSD, £0T. Log.v(), Log.d)DRVIEZFEALTIZESE, =EZE, ROEERI—
RIZH UL TIE. Log.vOHSBIBRES ALY,

HIBRIETE UTE Log . vVOMHIBR SRV EER I — R
int i = android.util.Log.v(“tag”, "message”);
System. out. printIn(String. format (“Log. vO A% iR L1=.", 1)); // EEO=HLlog. vODRYIEZHER,

F1=. L& ProGuard B2 FE (=&Y, Log.d0 R U Log.vOLBEHIBREN A EZRMHREL-Y—Ra— kA Ho1-LT
5, H5LFMDY—RO—FK% ProGuard FZREMNShTLWEWMEDTO Y TERALTLES L., Log.dO R
Log.vODSBIBRENAEW =S B o T4 T REBRARBLTLESBRELH D, V—RI—FE BRI AT LRI,
ProGuard R EZ&OHTOCIINREBEDBAMERRT L,

4.8.2.3. Throwable 772 x/rEOTHNT 5EEF Log.d()/vO+AVvFERES €i:3y

M4.8.1 4o 7)ILa—F1H&UM4.8.3.2 AT LRLEATHAAYYRDEREZE |ITRUFEY. Log.e()/w()/i()
TlEE T4 ERZEAT H AL TIEGSEWD, — AT BARENTOVSLOEREZFHMICATH AT 5120
(2. B4t FLEBEIZ Log.e(---, Throwable tr)/w(---, Throwable tr)/i(---, Throwable tr) TRAYHrL—R%
LogCat 2R HALTWST—RADHLND, LHOLENS, REVYIML—RIETOY S LORNEREEEHMICH
ALTLESIDT. 7IV 7 —23VIC&oTREVITATERBIPEENTLEIHBELH D Bl AL,
SQLiteException ZZDFEFHALTLEI L. EDLH% SQL RT—FAVIBREITINFZODEASMNILELD T,
SQL /229 avREBEDFIMEEZATLESIENAH S, &> T, Throwable AT 2/ E05 H AT BRI
[¥. Log.d()/Log.vO AV YR DHEFERT B LEH#RET D,

4.8.2.4. OJ®EAIZIF android.util.Log V5 AD AV YEDAHERT S €i:3y

RFERIZTTIHABEEYICEMEL TSI LEHERET H1=0IZ. System.out/err TAYEHENTEHEDHB1ZA
5, ¥BAA System.out/err M print()/printin) AV vETH LogCat IZAYEHH AT B EILATREE A, LT DE
BAS04 HAIZIE android.util.Log 75 AD AR DHEERTHLE@<HET D,

Y EH DT EEEE. —BIZEFEROBREICECTHAAYYREENS 1T, HHZHIEHT S, 22X, Fzli
IS— B BELRLZ7TIVBREMBEDREA,IEHND, CORXHZE System.out/err ISEATHFERD—IC
(X, T5—EE&(L System.err, ZRLLSH T System.out THATBAHENH B, LHL. COBE. J)—REFIC
LHNTDREDHEI YT+ THWNMERGERDTER) &V TATGEEBRAEFN TV SAREMED H D 1E
HEAROTBER) D ECAVYRICES>THASNTLES &2 T VT4 LEREHE N T 53— FLHIBRT S
2. BIRRhDRET BTN H S,

F1=. B4 AlZandroid.util.Log & System.out/err ZfE 515 & &, android.util.Log DA ZEFESIHE LT,
AT HEAT—RZHIBRTIRICERTHENEZ D=0, BIRFNEEDIANELEIEZTNLHS,
FEROESILEIAMNELZEBRE RS T =82, android.util.Log VSAD AV YR DA ERT R EEH#ET S,
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l|||| JSJ:::RNTPHONE Android 77°'J 0)"2#17%Q§+ " ‘|’_':\'—:L7ZI—7_“"«(Z/7‘7304 N

4.8.3. 7RIV AE

4.8.3.1. VY)—RR7ZFIVIZBH+305HID 2 DDEZA

1JIJ)—Z kR Android 77)IZBITH05 B ADEZAIZIEKELD T T, —YIAF B AT RETIEARWVNELNSEZ A
L. EBDOBHOEOHITHELRBEREOITH AT ARELNSIZZAD 2 28HS, txX 1) T+BETIEV)—RRT7 7
YTEF—EaT B ALENIENEFLL, LOALERABERIZEYI)—RR7FTI)TEOTH AT ES—IABH 5,
CCTIEMBEBOZEFNENDEZFICONTHRRS,

1 DRI V)=RBR7ZFVICEVWTETEATEILICEHFEVMIEI G Lt T T RIERERRLTL
FIVRINHBD T, [—YIATH AT RETRLELIENDIBZR A THD. COEZAIE, Z<D Web 7TViEH
REGLELEL, Android 7T7VERRETREV)—REOT7T)OOTERERAEENNET HFENARESN
TWENIEIZEDEDTHS, cDEAAICEDIE AFEHRICEALEZAT HAa—FERRIRDOY—Xa—FA5
HIBRL TV —RIR7Z TV EER T HELVERMN G EN D,

2 DBIF. AREIT—HR—METTT)OFREERMETOIRBFERLLT. [ROBTO-OICRELREFERZEZQY
HATREIEVIBZATHD, COEZAITEICE N —RIRT T TIEEV T4 I HIERER>TAT H B
LTLEDLLZWESHDDFEENDELLS=H . YT ILa—REo a0 TRNANLIE=ESBANAMIREHRT 518
AR ELLD, 158, Ticd Google M Code Style Guideline £ 2 DEHMDZEZ AIZEDLTLNVS,

Code Style Guidelines for Contributors / Log Sparingly
http://source.android.com/source/code-style.html#log-sparingly

4.8.3.2. OFLAN)LEOTHAAYYREDRRNEHE

Android @ android.util.Log #3XIZ1& ERROR, WARN. INFO. DEBUG,VERBOSE @ 5 EXfEDRAS L NILHE
FESNTWS, HALELWATEROOY LAIVIZELT, @)% android.util.Log V752D AT H A AV YR EER
TOLENHD EREEER 4.8-1 [2FKEDHT=,

& 4.8-1 OFLRLEOTHAAYYRDBIRE %

AgLRIL | AYYE HATHATEHROBE FFI))—REBEDFEE

ERROR Log.e () | 7TUAB@GMAKRIZH--EEICH | ERORYBERITI—F—LBBTS
hT B0 ER. CENEESNDERTH D=0, FF

WARN Log.w() | ZFUNRLUEFTHEHKRIZEEBL | R7TVEV)—RART7T)DOEATA
LEICH AT BT 1ER. TJHNAENBREFEHRTHD. TDI-

INFO Log.i() | LRBUANT. FFUDZERTREKED | HTOATLANLTEEL O TATEE
T OEEEMOESENTH AT S0 | BERTHALTEGLELY,
J &R,

DEBUG Log.d() | 7FURERBICHED NI ORERBHAD | £ELOOJERIET7TIIEREERD
EHIC—BMIcOJEALEZWTRI S | BERTHEH. VI—RERT7TITIE
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LRERDIREIFHR . AT HASNTIIELSENERTHS,

VERBOSE |Log.v() | MEDWFhIZHZULEVAYIER, | BERTIUTREL LT ILIEHRE
TOUBSRENSESEHAMTH AT | HALTEEDLZLD, VY —RIRT T
BZOTEEMNZLTE, Y—N—LDE | TS o LTI htEREDS
ET—4EAVTHALEWNMEERE, | HALTIEAGEL,

KYUBHHMLGOTENDOIERIZDOWTIETERE URLESET HI L,

Code Style Guidelines for Contributors / Log Sparingly

http://source.android.com/source/code-style.html#log-sparingly

4.8.3.3. DEBUG B%'& VERBOSE B4 (X HEIMIIZHIBR SN D4+ TIEALY

Developer Reference O android.util.Log 75X DARERI8IZIERD KL ELE L H 5.

The order in terms of verbosity, from least to most is ERROR, WARN, INFO, DEBUG, VERBOSE. Verbose
should never be compiled into an application except during development. Debug logs are compiled

in but stripped at runtime. Error, warning and info logs are always kept.

FREEDHIZIZ. COXEMNS Log V5ADEEERD KSIZERS-BIREL TS ADND,

® Log.VOFFUHELIZU)—XEJLREFIZIETZ /81 )LEnT  VERBOSE OF A hExn BT EAViidiid
® Log.dOMFUHLIZaV/SAILENB A, EITHIZIEX DEBUG BT A b EIEAL

LALERIZIE Log 53R IECOESIZIEEERT . T/AVTEIR V)—REILRZRBHT2ThOsEHALT
LES, KRATHBELMNBDD ., ZOEXIE Log V5ADFHEIZDNTE->TLADTIEAL, OJEREIZTS5H
BRELWNSTEEHRBALTVSLETTH S,

COEEDH T ILO—KTIE, ProGuard ZE>TLEREEXDLILGEEEERTHAEEBNALTLS,

4.8.3.4. OJEROHMAHITUEZHIRT S

TEY—AXa—F#% ProGuard TY)—REJLFLT Log.d)ZHIBRLI=BE . Log.d)DFFEULH LALE (TEa—KD
2 7B IFHIBRENZEDD ., ZDRIRTEY T4 RIFREMAIL THUNE (TEI—FD 1 1T7B) (ZBIBRSNE
WIEITEFENRETH D,

String debug_info = String. format ("%s:%s”, "t T4 THIEHR 1", "EoOF 1 THEHR 2 ;
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info);

18 http://developer.android.com/intl/ja/reference/android/util/Log.html
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EEY—Ra—REYY—REILRLI= APK T7 A LEBTELTILT BERD &51215, HEMIZ Log.d)DIERHL
MIB(FFEELLELD, "o TAIHER 1"EVWVS =X FIIEHEE L String#format() AV yRFOREUH LALEE A
HIBREN T HE-OTLNBIEN T DND,

const-string v1, “%s:%s”

const/4 v2, 0x2

new-array v2, v2, [Ljava/lang/Object;
const/4 v3, 0x0
const-string v4, "L T4 THIER 17
aput—object v4, v2, v3

const/4 v3, Ox1

const-string v4, "L T 1 THIER 27
aput—object v4, v2, v3

invoke-static {v1, v2}, Ljava/lang/String;->format (Ljava/lang/String;[Ljava/lang/0Object;)Ljava/lang/String;
move-result-object vO

ERIZIE APK D7/ EHET7EUTILLT, LREOLSIZOTH HIEREMEAITTCWIEREERRTIDIEIRS
BCETIFELGL, LALIERIZCEBEDOSMFREZI>TLA7I)IZEWLTIE, SO LSHNEMN APK 774 ILIZHE
S>TLFELTIFLELHEWNEEELHYFS,

HLLERD KGO HNEROEAIL TURELHIRLTLENMESIZIE, ROKIICEBBR T HELLNV, Y —
AEIREFIZEAV A SORBILREBIZE ST, FEY VT ILA—FOREBIHI I LEIBREN D,

if (BuildConfig. DEBUG) {
String debug_info = String. format ("%s:%s”, "L F 4 THIEHR 1", "o T2 TIER?2")
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info);

HE. TiEY—RO—FIZProGuard ZERAL-EES. RHICOT EHROE AL TUIE ("result:" + value DES)
NE-TLES,

| Log. d(TAG, “result:” + value);

COHELTERDLIITH LT RILKLY,

| if (BuildConfig.DEBUG) Log.d(TAG, “result:” + value);

4.8.3.5. Intent DA LogCat IZH AEND

Activity ZFIFHT BRI ActivityManager A% Intent DAZR% LogCat ICTH AT 518 FENDLETHS,

19 gk DY T )ILa—F%E, &40 BuildConfig.DEBUG AL V= if XTHE -1z, Log.dOMEUHLATD if XIEFETH
S0, BB DY T a—Rexdlb S #5716, ZDFFELI-,
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F4.1.3.5 Activity FIRBFOOS B AIZOVWTIESEBT HT L,

4.8.3.6. System.out/err IZHAhEZhd05 O

System.out/err M H%lE LogCat THS, System.out/err [ZHASINBDI(E. BHFEENT /AT DF=HIZH
ALE=ATIZREEL, IR IE RDGFE . XFy IR —RI[E System.err IZHHEN D,

® Exception#printStackTrace()Z={Fo71=15&
® [EEAMIIC System.err ICHASHhDEE
BINET7T)TEryFLTWAEWNGE ., AT LD Exception#printStackTrace()IZET =6, )

ARV —RIZIFTTIEEDEBRNEENST=O. BINNEIFAFEENELINR) DT TRETH S,

RIRRxEEEL T, System.out/err D H%%E LogCat LUSMZERTBH:EMNH D, LLTIZ, V)—REJLREIC
System.out/err OHEAXEEBL. ECICTEOT B ALBVEKSICTIRERNEZETS, fzFZL. CORIGIE
System.out/err DHEAFXETTIDEITHICT—BMIZEESHRZ DD T, 7TV PL AT LDOBREEIZEASLL
DESIHERDITREITIDENH D, Tz, CORKIFITTIEBEDTORRIZIIBEUNTH LN, P ATLTO+
ADNERTHIS—OT E T EIEIETELGL, TRTOIS—EHTEDDITTIEBNILITEET S L,

OutputRedirectApplication.java
package org. jssec. android. log. outputredirection;

import java. io. IOException;
import java. io. OutputStream;
import java. io. PrintStream;

import android. app. Application;
public class OutputRedirectApplication extends Application {

// EZIZHHFALALPrintStream
private final PrintStream emptyStream = new PrintStream(new OutputStream() {
public void write(int oneByte) throws I0Exception {
// do nothing
}
DR

@0verride
public void onCreate() {
// J)—XEJL KEFIZ System. out/err ZEZICHHALLL PrintStream (T EA4 LY FT 5

// System.out/err MARFKEDR k') —L%EBEET S
PrintStream savedOut = System. out;
PrintStream savedErr = System.err;
// —B. System.out/err ZEZIZHHA LA PrintStream (2 FA LY RT3
System. setOut (emptyStream) ;

System. setErr (emptyStream) ;

/] TN TEOARREDRA ) —LIZRT (J)—REJL FTIETEE 1 7H ProGuard IZK Y EIkREh B)
resetStreams (savedOut, savedErr);
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}

// ) ) —RBI& ProGuard ICK Y TEEAYV Y FNEDS T LHIBRESN D

private void resetStreams (PrintStream savedOut, PrintStream savedErr) {
System. setOut (savedOut) ;
System. setErr (savedErr) ;

AndroidManifest.xml
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. log. outputredirection” >

<application
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:name=". OutputRedirectApplication”
android:al lowBackup="false” >
activity
android:name=". LogActivity”
android: labe|="@string/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
<{/activity>
</application>
<{/manifest>

proguard-project.txt
tUSRE, AYY FREDEEERC

—-dontobfuscate

# JYU—REJ FEIZLog. dO/v) DFFUHE LZEBEIMIZHIRRT 5
—assumenosideeffects class android.util.Log {

public static int d(...);

public static int v(...);
}

# UY—XEJL KEFIZ resetStreams () # BEIBIIZHIRT %
—assumenosideeffects class org. jssec. android. log. outputredirection. OutputRedirectApplication {
private void resetStreams(...);

}

FFERT ) (T3 TEILR) EV)—RIRT T (V)—RE LK) D LogCat A D:EWVER 4.8-3 IT5RT
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FFERT7TY (/W ITEILR)

& LogCat i3 @ Declaration & Console

Search for messages. Accepts Java regexes. Prefix with pig

DU —ZR7TY (UU—=XEJLR)

&0 LogCat i3 @ Declaration & Console

Search for messages. Accepts Java regexes. Prefix with

Level Tag Text Level Tag Text
I Loghctivity Leg.i()moddEholclBe I Loghctivity Log.i{)Toidc1o8s
:I System.out EHERNCOYEH 1: I Loghctivity Loeg.i() o428
U___Spsvemerr  EETS-SNCOSMN !
I Loghctivity Log.i()Tofddn o8
4.8-3 System.out/err QEARRT T EV)—XRT 71 D LogCat H A DZELY
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|4.9. WebView £{£5

Web A+ HTML 7/ LA BIE T S8ae2RET 5 5EEL T, WebView 2FHT 5N TES, WebView
[EHTML Z#L 25120595, JavaScript #1795 E . COBMD-HIZH AL EEEIRIET 5,

4.9.1. Yo7 )La—k

WebView ZEATHEICEYBHIC Web S b HTML 71 LEIEHAELZ R T LN TEDN, TUERT
2TV DFFEIZE>T WebView A2 5 A7 0EVIBHEFERA RG> T D,

BICKEDITRITNIENFELDIL JavaScript DERATH D, WebView DT 74 JLMERTE TI& JavaScript DHEEE
NEIIZEHE > TULVD A, WebSettings#setjavaScriptEnabled) AV Y RICKYENIZT B EMNTIETH S,
JavaScript #EHA T 5 ETIUATITAT ATV DRINAREIZE SN, BEEDHDE=FIZKVIHEKRDIE
WEMGEEIND. HAWTIHREIRESN DLV BENRET LHATREELH S,

WebView ZBWTaAVTIVIZT IR T HT7TIERFKET L. ROBREBIIZHES T &20,
(1) BABELTWAIVTIUVIZOATIERTBHIHFEIZRY JavaScript 3L TKLY
(2) LU DB AIZIZ, JavaScript #B#NL TIFAESAL

FRLTWAST TN TIERTHa0TUoYDRHRERFEA. B 4.9-1 ITRWOH VT ILa—RERIRT 52 LMW

EZTHD,
(: [FL& :)
FIUBTHERT S
QU FUYE AR EEODL Ty SN
[ZREEShBM?
Yes TI)RTHERT D No
AVTFUVIETTIVR®ALTY
[ZRESH B ?
\4
assetsEf=ldresTaALIMJIZEEELT= A3—32vbED st 1 1 NN —
T YOBERTT S B EEILFUVERTTS SHERMOILTLVERTTS

E 4.9-1 WebView 4> 7 )La—FZ&&8IRTS570—Fv—*k

WEBRICEZIETREUERIITESa T YTHNIL JavaScript #E#ICLTELEL, BHEEOaLTFUYTHNIE
BHOBENTEEMEHERTELLEELINS, CIXEBTEARESHDIAVTUVRIREREAID ? st
BIDEBEERICEYRES, EETEIRESHDIAVTUVERE THAHEEBELT JavaScript ZEMIZLTHEKL
N E—DEEIIEREFELHESIE=H. EDRAEFEDHIHABLELLS,
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4.9.1.1. assets Ff=lL res T4LIRJICERELF-OVTUoYDHERTT D

mARAOO—H)LAL T YE WebView TRERTB7TVIZELTIE. 77D APK IZEFEN D assets HAL(E
res TALYMIROALTUVIZT IR BHEITRY JavaScript #HFITLTHEL,

LLTFIZ WebView Z{EHL T assets TAL2RJRAIZHS HTML I7MIILERTT S YT ILa—FERT,
RAVb

1. assets &res TALIMNJLUSNDIBRIICEEL=77MIL~ADTIEREZEIEIZT S
2. JavaScript #E®IZLTELLY

WebViewAssetsActivity.java
package org. jssec. webview. assets;

import android. app. Activity;
import android. os. Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/%%
* assets DAV TUVERTT B
*/

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView R. layout. activity_main) ;

WebView webView = (WebView) findViewById(R. id. webView) ;
WebSettings webSettings = webView. getSettings() ;

// kR4 1k assets & res T4 LY FYLUSNDBRRICEELETZZ7AILADT IR EEILIZT D
webSettings. setAl lowFileAccess (false) ;

// kA 2k 2% JavaScript ZFRICLTLL
webSettings. setdavaScriptEnabled (true) ;

// assets RICEREL-a>TUVYERTT S
webView. loadUr | (“file:///android_asset/sample/index. html”) ;
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4.9.1.2. AV3—yrELOBHEEIAVTUOVERTIT S

BHOEETIY—ERA LDV TUOVERTTDIEE. Y —ERA. 7TIVRIORA CEUGX KEHEL, BREHN
ERTEALLIE, JavaScript ZE#ZLTHELY,

o H—ERBIDOXE
4.9-2 IZTRLEzESIC. H—ERBICAET 220 ToVIEBHOBELTWVEVWILTUYESRBLTIER
SR AT, Y—ERICEYGEEF L) TARARDEINTWSILLBLETH D, TOEHIT, Y—ERX%E
BRI 50T YNDHREI—RDIEBEOIAAPRISAZHILETHZEIZH D, 14.9.2.1 JavaScript ZEFIZ
THDIFALTUOVEBHMNEELTWSIGEICRET S (WA 1ZSRIHIE,

o TITJRIDXE
RIZZTVRITOXEREZBRARS, TTVRITIE., BERENBHEEY —EXTHLIZLERRTIENVRET
Hb. TDT=HIC BIETALILIE HTTPS ZEAL. SEAENEETETHIHEEDAERT HLSITKET 5,

LUTFTIE, 7TVRITOREDH EL T, WebView ZE->TEHMEEIL TUYERRT S Activity DFIZETRY

B#HEEY—-EX

e

~

252V OSEEIR

7T UNHEBAAT LN
J>FY

7T URGHHAATRIRSE
Ty

TITVICKDFRHAAH

@y U |

RFF]

Androidifz

B EIEY — X

oY —ER |
» F—

A2 =3y hED
H—EX -7

B 4.9-2 7B HERARATEVEHEEITY
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RAUb:

1. WebView @ SSLEET5—%@EUIN\IRIDT TS

2. WebView @ JavaScript #E %L TH &KLY

3. WebView T&R9 % URLZE HTTPS Z7OraLEEFIZBRET S
4. WebView T&R9 5 URLZEHEEILTUVETFIZRET S

WebVi
package

import
import
import
import
import
import
import
import
import

import

pub

}

ewTrustedContentsActivity.java
org. jssec. webview. trustedcontents;

android. app. Activity;
android. app. AlertDialog;
android. content. Dialoglnterface;
android. net. http. SslCertificate;
android. net. http. Ss|Error;
android. os. Bundle;

android. webkit. Ss|ErrorHandler;
android. webkit. WebView;
android. webkit. WebViewClient;

java. text. SimpleDateFormat;

public class WebViewTrustedContentsActivity extends Activity {

@0verride

lic void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

WebView webView = (WebView) findViewById(R. id. webView) ;

webView. setWebViewClient (new WebViewClient() {
@0verride
public void onReceivedSs|Error (WebView view,
Ssl|ErrorHandler handler, SslError error) {

/] dRA k15 WebViewd SSLBETS—F@EUNIND KUY TT B
// SSLITS—MELELE-BEICZIE. SSLIS—ARELI-§E21—ITEMNT S
AlertDialog dialog = createSs|ErrorDialog(error) ;
dialog. show() ;

/] *RA 2k 1k WebView D SSLBIETS—ZBENINVFITTH
/] SSLIS—MEELIBE. AMHARUING EFAAZICFHELAHHH.
/] B UL EHPREREZRITTVDAREREAHEIDT, T2D-HICHEKEFLET S,

handler. cancel () ;
b

// *iA4 >k 2% WebView 0 JavaScript ZHEMIZLTH &KLY
// ULF®Oa— KTl loadlr| ) TEHEEI LT UVERALOILEEFBELTLS,
webView. getSettings (). setJavaScriptEnabled (true) ;

// KR4 > bk 3k WebView THRFRY D URL # HTTPS O Fa /L IHIZRRET
// kR4 2 k4% WebView TERRIT B URL Z2BHEEa T UVEFIZRET S
webView. loadUr | ("https://url. to. your. contents/”) ;

private AlertDialog createSs|ErrorDialog(SslError error) {

/] BATFTRTICRRTTIIS—Avt—
String errorMsg = createErrorMessage (error) ;
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/] BA47AT0KKRE B THOEE)
Dialoglnterface. OnClickListener onClickOk = new Dialoglnterface. OnClickListener () {
@0verride
public void onClick(DialogInterface dialog, int which) |
setResult (RESULT_OK) ;
}
}s
/] FATRATDERK
AlertDialog dialog = new AlertDialog. Builder (
WebViewTrustedContentsActivity. this).setTitle ("SSL TS5 —")
. setMessage (errorMsg) . setPositiveButton ("0K”, onClickOk)
.create();
return dialog;

}

private String createErrorMessage (Ss|Error error) {
SslCertificate cert = error. getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat (“yyyy/MM/dd HH:mm:ss”) ;
StringBuilder result = new StringBuilder ()
cappend ("HA FDEF ) T AIBAENMEETEE A, BHEEHRTLELEZ, YW TS —DOFREY")
switch (error. getPrimaryError ()) {
case SslError. SSL_EXPIRED:
result. append ("SEBAZDHETEARMNEINTNET . ¥n¥n & TEEZI=")
. append (dateFormat. format (cert. getVal idNotAfterDate())) ;
return result. toString();
case SslError. SSL_IDMISMATCH:
result. append "RR FEMN—BLFEE A, ¥n¥nCN=")
.append (cert. getIssuedTo (). getCName () ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("REBAZE L EZHI TIEH Y FH A ¥n¥n BIREFZI=")
. append (dateFormat. format (cert. getVal idNotBeforeDate ())) ;
return result. toString();
case SslError. SSL_UNTRUSTED:
result. append ("SEBRE = 1T L R BHIEE T E EH AYn¥n FREEH/¥N")
. append (cert. getIssuedBy (). getDName ()) ;
return result. toString();
default:
result. append "REERBEAD I S—AHFEELEL);
return result. toString();
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4.9.1.3.

BHTEELTLVGENI T YE WebView THE#i - R R 9 5HE (&, JavaScript #B#CL TIF G %L, MBS
ARABLIIVTUYIZEG T SN HENDTH D,

LT DY TILa—R(E WebView Z2ERALTEHEBLUNDILTUVERTT DT T THBD. COTTIIE. T
RLRNA—IZAALEZURLDIET HTML Z7 A ILIZE DAL TV EHRAHAH BHEHIZKRTT 5. REDHEFEDT=H
[ZJavaScript #&Exh{ELTLVBIEA ., HTTPS TREIELTWTSSL IS—AFRELIG A IEERE DL T 5RELY
5 T3, SSL T5—(474.9.1.2 18— Rvb EQBEHEEILFLVERTT B IERABOHEIZEYNIRYY
JL TS, HTTPS BIEICDWLVTDEMIL. 5.4 HTTPS TEIET 21548 BI 5L,

BHEEUNDIAVTUOVERTT S

RAUk:

1. HTTPS BIEDHZEIZIT SSLBEDIS—ZEEN/N\IFILTTS

2. JavaScript ZE®ZLEL

import
import
import
import
import
import
import
import
import
import
import
import
import

import

public
/%

*

*/

android
android
android
android
android
android
android
android
android
android
android
android
android

WebViewUntrustActivity.java
package org. jssec. webview. untrust;

app. Activity;
app. AlertDialog;

content.Dialoglnterface;

graphics. Bitmap;

net. http. SslCertificate;

net. http. Ss|Error;
os.Bundle;

view. View;

webkit. Ss|ErrorHandler;
webkit. WebView;

webkit. WebViewClient;
widget. Button;

widget. EditText;

java. text. SimpleDateFormat;

class WebViewUntrustActivity extends Activity {

BHEBUNDIADTUVERTT S @RI IVFELTHRETSIHYTLTOTS L)

private EditText textUrl;
private Button buttonGo;
private WebView webView;

// 2@ Activity NBEIZ URL UV IR FENVRY VT TEDESICTH-OIZES
private class WebViewUn!|imitedClient extends WebViewClient {

@0verride

public boolean shouldOverrideUr |Loading WebView webView, String url) {

webView. loadUr | (url);
textUr|. setText (url);
return true;

}
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// Web R— S DH A A FIRNIE

@0verride

public void onPageStarted WebView webview, String url, Bitmap favicon) {
buttonGo. setEnabled (false) ;
textUr|. setText (url) ;

}

// SSL BIETHIENHDIEIS—FA47OTERTL.

/] EfREFLET S

@0verride

public void onReceivedSs|Error (WebView webview,

SslErrorHandler handler, SslError error) {

// kA bk 15 HTTPS BIEDHZEIZIESSLBEDIS—ZEIIZNVRFY 5T 5
AlertDialog errorDialog = createSs|ErrorDialog(error);
errorDialog. show() ;
handler. cancel () ;
textUr|. setText (webview. getUr !l ());
buttonGo. setEnabled (true) ;

}

// Web R—T D load HX#EH >z RFEINT=R—TD RL % EditText ICRRSES
@0verride
public void onPageFinished (WebView webview, String url) {

textUr|. setText (url) ;

buttonGo. setEnabled (true) ;

}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

webView = (WebView) findViewByld(R. id.webview);
webView. setWebViewCl ient (new WebViewUn! imitedClient()) ;

// %Ak 2% JavaScript ZH®IZ LA
// T4 LDERET JavaScript EHEHH>TWEH, BARMICESNET S
webView. getSettings (). setJavaScriptEnabled(false);

webView. loadUr | (getString (R. string. texturl));
textUr| = (EditText) findViewByld(R. id. texturl);
buttonGo = (Button) findViewByld(R. id. go);

}

public void onClickButtonGo(View v) {
webView. loadUr | (textUrl. getText (). toString()) ;
}

private AlertDialog createSs|ErrorDialog(SslError error) {
/] BATFTRTICRTTIIS—Avt—2
String errorMsg = createErrorMessage (error) ;
/] BAT7ATDKKRE VIBRTHOES
Dialoglnterface. OnClickListener onClickOk = new Dialoglnterface. OnClickListener () {
@0verride
public void onClick (Dialoglnterface dialog, int which) {
setResult (RESULT_OK) ;
}

};
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/] FATRYTDIER

AlertDialog dialog = new AlertDialog. Builder (
WebViewUntrustActivity. this).setTitle ("SSL TS5 —")
. setMessage (errorMsg) . setPositiveButton ("0K”, onClickOk)
.create();

return dialog;

}

private String createErrorMessage (Ss|Error error) {
SslCertificate cert = error. getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy/MM/dd HH:mm:ss™) ;
StringBuilder result = new StringBuilder ()
cappend ("HA FDEF Y T AHAENMEETEF A, BHREBRTLEL. ¥n¥n TS5 —DERE¥N");
switch (error. getPrimaryError ) {
case SslError. SSL_EXPIRED:
result. append ("SEEAZEDETEARMNEINTNET . ¥n¥n & TEEZI=")
. append (dateFormat. format (cert. getVal idNotAfterDate())) ;
return result. toString();
case SslError. SSL_IDMISMATCH:
result. append "7RRX FEMN—BLEEA., ¥n¥nCN=")
.append (cert. getIssuedTo (). getCName () ;
return result. toString();
case SslError. SSL_NOTYETVALID:
result. append ("REBAZE L EZHI TIEH Y FH A ¥n¥n BIREFZI=")
. append (dateFormat. format (cert. getVal idNotBeforeDate ())) ;
return result. toString();
case SslError. SSL_UNTRUSTED:
result. append ("SEBAE % H4T L F=RELRAMEFE T E FHA¥n¥n FRELE¥")
. append (cert. getIssuedBy (). getDName ()) ;
return result. toString();
default:
result. append "REFRBEDOTS—HAFRELFLE);
return result. toString();
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4.9.2. L—ILTvY

WebView ZERT ARIZIXUTDIL—ILEFEIE,

1. JavaScript #E#CT2DIEaToVEEHRAEELTWSIERICEET S

2. BHEBY—ERLDBEEICIEHTTPS ZEATS

3. Intent #H4GE. A S52(TEL>T= URL (X JavaScript AAE%h7E WebView [Z[FF LAY
4. SSLBEDIS—Z#EIINIRIDTT S

~ N
= = =
4 4 4
G4 G4 G4
P A
/ / /
~— N~

~
=
4
G4
o=
/
~

4.9.2.1. JavaScript ZEMIZTHDEXaToVEBHNEELTWSISEICRET S (ws78)

WebView ZRAWTaAVTUYOH—ERIZTIERTHT7TIVERETIRIZ. X1 T OETREEELET
NIFESIEO AT JavaScript ZB T EMNEINTH D, RAIMICIE, BRHVBEELTWSY—ERIZOA#TTY)
DT IR TBHEIZRY JavaScript ZEMITLTELL LHL. Z3THEWY—ERIZTZ IR THATEEMEMN DL
THHBHHEIZIL, JavaScript ZAERNZL TIEASELY,

B#TEEBLTWSY—EX

BHTERHIWVIE EFA. ERBICEREZE OV —EXRIE. BUNAREEZRIATED, LT BRHEEY—/\—
LOBHREARAVTUVIITTITINTIERTEEEEEZ D, FAVTUIYNY—N—RABOIALTUYDHES
BLTHY. 2. BHEEY —N\—([CR L TEYGEF ) T ENESN TLSESE, 2O —ERIZBEL
NHEABEESBMATNDILITBWEALEED, CDBE. BRHEBY—EXIZTIEXTEF7TID JavaScript
EZADILTEEN,T4.9.1.2 /08— yb LOBREBEILTUVERTITDIESRBIHE, - D 7T
[CKBEEHZ NRAEERIHERAI T YAPK D assets FizlE res TALYMN)RNICERESNIzOVTUYRT TS
DTFALOR)TDAVTUNIIT IR T ET7T)DIGEELREKIZE A, JavaScript #HMICLTHKLY, 14.9.1.1
assets E¥fzl& res TALYMICERELIzOVTUYDAERTT DIZSHETHIL,

B#TEELTLWVENS—EX
BHTEELTWEWIAYTUY - —EREBHAREZRIATELIEEZEZATRILGLLEL. TR 7TUD
JavaScript Z&EMICLEITNIEESEELT4.9.1.3 BRHEBLUNDIUTUOVERTTDIESHRTHIL, MAT,
SD A—FD &SGR DNEBEIBEEBICRESN OV TUVIEIMOTTIIZLEESHANAEELZDO T, BN
BELTWAEIFIEALGWL, ZOES3BIVTUVIZTIERT BT TIIZDLTE JavaScript ZEMIZLEFNIEE
B7ELY,

4.9.2.2. BHEEY—EREDEEICITHTTPS ZERAT S (7R)

BHEBY—EXIITIERTETIE, BEHAIE=ZBICLDY—ERDLBYTELICKHMELHE . R Y
—EXANERICEKGTILELNH D, TOHITIE. F—ERXEDBIEICHTTPS #EMAT 5,

F#ML74.9.2.4 SSLBEDIS—EEYINIRILT TS (7)1, 5.4 HTTPS TEIETSI1ESHETSHT
&
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4.9.2.3. Intent /AL, A SZ(FEL-T= URL [& JavaScript AEZIA WebView [ZIERFRLAELY  (AZE)

DT F) M5 Intent ZZ{EL. ZD Intent D/ATA—FTESINTz URL % WebView [CRTRTEHIRENZLDT
JYTR5NB, 22T WebView O JavaScript BETHAIEE . BEEHS Web X—P D URL % WebView THR
RLTLZEWL., BEEHS JavaScript H WebView ETETIN TSI DHEENELDEEENH D, COERED
M m . REZRIATELVTETE®D URL # JavaScript N E A WebView TRRLTLESZETH S,

HoF)Ia—K74.9.1.2 /o8—vb EOBHEBIVTUVERTITSITIE. EFE URLXXFEINEHTEHHERE
AVTUVERET HIET,. WebView TRERTAIAVTUVEBHERIVTUVICRELRZEFERLTLNS,

3L Intent ETR2ITH>7= URL % JavaScript D& 3% WebView TRRLI=WMGE L. FD URL AAEHEEIY
TUOYTHAEEFRIELETNIEESEWD, HOoMLHTTIRNIZCEHEEILTUY URLDORTA ) ANEEREK
RETREBELTHE. ZORTAR)RNEBELTEHBL URL 1217% WebView TRRTBHIETREEHRT S
ZEMTED, ZDEEDH. RTAR) AREERT S URL [ HTTPS THITNIELESHANIEIZHEENBES,

4.9.2.4. SSLBIEDIS—%E@EINVKR)TT S (WH7E)

HTTPS BIET SSL T5—ARALIGS(E. T5—MWRELI-EEF (TR RTTDLBEDHETL—H—IZE
FMLT,BEEZRTLAETAEGSEL,

SSL TS5—MFELEF., —N\—fIAZICFHELHHFREMN. HAVEHHEEREZZ T TS A REME TR T 5,
LHL. WebView [Z[E, Y—EREDBERFITHRAELT- SSL TS5—ICET HIRHRE I —TF —ITET HIEHEA LR
HOTLVEWN, ZC T SSLIS—DRELEGERICEZDEES(TAJTHETRIRT HIET, BRUIZESHEINTLY
SAREMNHHEEL—HY—ITBMNT PRENH D, T53—BIHOHIE. 14.9.1.2 /05—yt EDBEHER
AVTUVERTTDIOYUTILI—FHBEN4.9.1.3 BRHEBUSNOILTUVERTTSIOHT)La—
FESRI DL

F- . IZ—OBHMITMAT, TTVEH—EREDBEERT LEFTNEESLE T ROLILGELEETOT
[FRB7EN,

® RALLIS—ZEHALTYERLDRBIEZ#RKTD
® HTTPREDFEFSILBEEEE>TH—ERLROTRETS

HTTP @&{S/HTTPS BIEDFMILI5.4 HTTPS TRIET HI1Z2SHBT S L,

SSLIS—ARAELEBICIINRD Y —/N\—EHERETHENEN WebView DT I+ ILEDEETHS, £oT,
WebView DT 74 I)LEDEFC SSL T5—DRAEAEEZRE T H_ETHEYISEELS—ERMYRIENTES,
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4.9.3. PRIV RE

4.9.3.1. Android 4.2 RFEDIHFKIZFH T35 addjavascriptinterface()IZERE T DMETEHEIZDUINT

Android 4.2 (API Level 17)XE®Dim*KIZIE addJavascriptinterface() IR T DHE5EHEAHY . JavaScript Hh
5 Java DY ILI2avETITEICEYEED Java AV YRNEFTTETCLESBENFET S,

ZDT1=8.74.9.2.1 JavaScript ZBRT 5D EALTUoVEBHNEELTWSBEICRET S (W7%E) ITH
FL-BY. B TEELTWVENIALTUY - —EXIZT7 VLR LA REENHHEE L. JavaScript ZEHICT
BWENHD,

Android 4.2 (APl Level 17) LAEDim*K TlX. Java ®Y—ARX3—K L T@Javascriptinterface &LVS 7 /T—3aY
MEESNT-AVYRLM JavaScript DNOIRETEHEKIIC API BMEBREESN ., B EN SN, 2121,
BHTEELTWVEVNIVTUOY - Y —ERIZT7 VR T EHAREUENAHHIGEE(F. 20TV - Y—ERRHENEE
5 JavaScript ZEETHERNNHBT-8. JavaScript ZEMIL T I KL FISHEE=MLETHS,

4.9.3.2. file AFx—LIZFEETAEEIZDLNT

WebView 2774 /LFEETHEALTNSEE. file REF—LZRALTT 942 T HESHKTTUNT LR THE
BIRTDIFAIIIT IV ERT HIENAREICGD, COBEEBERSNIIES. HIAL, JavaScript A5 file X+
—LfES) YIRS BHIET,. FTIDBERIAINA IR EFELIZI7MIIVEEREEICRBIN TLESATREMELH
%o

®ERELTIL, 4.9.2.1 JavaScript #EMT5DIEa0ToVEBHHIEELTWNSIGESICRET S @A
H) ITHELE-EY ., B TEELTWENIY T - H—ERIZ7IERT LN HSHE (X JavaScript %
|MZT B, CORMKICEYVERLAEL file RFX—LAIZKBVITRAMREIESNENESIZT S,

F 7= . Android 4.1 ( APl Level 16 ) LL[% @ 1§ & . setAllowFileAccessFromFileURLs() & & U
setAllowUniversalAccessFromFileURLs()Z#F|Fd 5 Tfile RAF—AIZKS TV REEZILTHENTES,

file XF—LDERNE
webView = (WebView) findViewById(R. id. webview);
webView. setWebViewCl ient (new WebViewUn! imitedClient());
WebSettings settings = webView. getSettings();
settings. setAl lowUniversalAccessFromFileURLs (false);
settings. setAl lowFileAccessFromFileURLs (false) ;

4.9.3.3. Web Messaging #IARFDEEFE XA OUEEIZDONT

Android 6.0(API Level 23)I2HUL T, HTML5 Web Messaging #=XRIRT 51=6HD APl AEMEShi-, Web
Messaging [R5 T 500 5 - A THFAMATT —2EERET 50D A THY . HTMLS TEZRINT
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L5210,

WebView 735 XIZEMEN T postWebMessage() (& Web Messaging TE &SN TLVS Cross-domain
messaging [Z&3T—2FEEENET EAVIYRTHD, DAY YRIFE—BIBTIREIN AV E—DAT O HE
# WebView 2B ARAATNSTSHOUS - avTHRRAMIKMLTEETEDEN. ZOBREZSIHELTEIELED
FIDUERET DVENH D FEESNA VDU 2RNEELITHRFRANDA DU E—BLEVRY AyE—D 1%
EESNEWN, REXAFVDUEFIRT HILET, ERILEWNEERITAYE—VFELTLESIEEH LTSN T
Hb

f=1=L. postWebMessage() AV YR TIEA DU ELTITAIRA—REEETE LI LITTFENDETHH23, 74
IWRH—RERETEEAVE—CDREERAIDODRFIVIINT  EDQLSHA IO UITHLTEAVE—D%EE
LTLFES. £L WebView [CEEDH LAV TUYNHRARENTVSIKETHI OV DOFIRLGLICEEGAYE—
DEFEELTLEILAMLIDWEEIZ DN D AEEMHEL S, WebView ZRLVT Web messaging ZT58E (.
postWebMessage() AV YRIZHEDF IO U EHRMICIEE T HRETHD,

21 http://www.w3.org/TR/webmessaging/

22 FYTo L, URL DRF—L KRN R—FEEOHAEHLEDI L, LT ERIE
http://tools.ietf.org/html/rfc6454 %58,

23 Uri.EMPTY B&U Uri.parse(")DBTAILRA—RELTHEERET 52016 &£ 9 A 1 BAREAVERS)
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I 4.10. Notification 242

Android [ZIZTURA—H—A~AD Avt—%84E1T 5 Notification #EEN $H 5, Notification Z{FS5 & Ei@E L &f
DRAT—RBAN—EEENBEFHIZ, PAOUOAvE—CFERTTBHIENTES,

4:30 AM
Wednesday, November 18

A7) Notification : Private

| \ ) g r
' Visibility Private : Including user info.

B] 4.10-1 Notifcation ®F& =4l

Notification M @E0#AREIL. Android 5.0(API Level 21)Ta&ikSh, 7T P1—H—HREICL->T. BEAHAAY
VENTVDIRETH>TH Notification IZEDHBHERTY S EMAIREICL o=, 7=FZL. Notification DL
FEBRDE IHRLI—F—KRANIZDARBIRETSAR—MIERNE=ZFDE TN LBNDH D, LA > T,
TSR — Pt F 1T EEEL TR RE LTI ENEETHS,

All rights reserved © Japan Smartphone Security Association. Notification ZfEHT % 287



resommmon  http://www jssec.org/dl/android_securecoding.pdf

““l Android 77 DX a7 HE X2 TA-TALTHAR 2017 €2 A1 BhR

%58, Visibility A ERY G5 fE& Notification DIRZFEWILLTDEY THS.

Visibility O & Notification DIEZEL\
Public FRTOOvHEE LT Notification ART<Sh 3
Private T RTOOYYERELT Notifcation BARRESNBMN, IN\RAT—FETREINT-

OyJEmE (3 178v%5) ETE, Notification DAL MLOTFRNENZESN
B (TFZAR—MERA RSN AR ATRELXXICEE D D)

Secret NRAT—FETRESN-OVIVEER (X2 7RAYY) LTI, Notification A%k
KRNG5 (X a7ay 2oy YEETlE Notification [EFRREN5)

4.10.1. Yo7 )La—F

Notification [CIiRI—HF—DTSAR— IERESDHE . TTAR—MERZWMYKR V- EMEZE @Oy
DRTAICERL. X THLZE,
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Android

WEDNESDAY, NOVEMBER 18

Notification : Public 430 AM
" Visibility Public : Omitting sensitive data,

Charging

@

4.10-2 OvSEmEE® Notification
TSAR—MEREZSAEBHNEITIV T IILA—RELUTIZTRY,

RAb:

1. TSAR—MEBRESALBHETSEEE. 2FRA (BEEOYIEORRA) D Notification ZAET 5
2. ARAEEOYIEORTR)® Notification [ZXTSAR—MEHREZE O

3. Visibility ZBARMIIZ Private I1Z5%EL T. Notification Z{Ef3 5

4. Visibility A% Private DiHE. TS/ X—MEREZOH TEAMLTHELY

VisibilityPrivateNotificationActivity.java
package org. jssec.notification.visibilityPrivate;
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import
import
import
import
import
import
import

android. app. Activity;
android. app. Notification;
android. app. NotificationManager;
android. content. Context;
android. os. Build;
android. os. Bundle;
android. view. View;

public class VisibilityPrivateNotificationActivity extends Activity {

/%%

* Private 7 Notification #R=9 3

*/

private final int mNotificationld = 0;

@0verride
public void onCreate (Bundle savedInstanceState) {

}

super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

public void onSendNotificationClick (View view) {

[/ K RAY b1k TIAR—MEREBALBMETIHEEE. 2HA (EBEA Y 7BEORTA) O Notification

ERAET D

Notification.Builder publicNotificationBuilder = new Notification.Builder (this).setContentTitle (“"Notifica

tion : Public”);

ation :

hHETH

if (Build. VERSION. SDK_INT >= 21)
publicNotificationBuilder.setVisibility(Notification. VISIBILITY_PUBLIC) ;

/] kAU 1h AFB (BEAyY S BEORTHE) O Notification [2IXT 54 R— MEREZHALY

publicNotificationBuilder. setContentText (“Visibility Public : Omitting sensitive data.”);

publicNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;

Notification publicNotification = publicNotificationBuilder.build();

/] TS54R—rEHREEL Notification #ERT S
Notification.Builder privateNotificationBuilder = new Notification.Builder (this).setContentTitle("Notific
Private”);

// *BA b 3k BEREIIZ Visibility % Private 2325 L T. Notification #/ERKT %
if (Build. VERSION. SDK_INT >= 21)

privateNotificationBuilder.setVisibility(Notification. VISIBILITY_PRIVATE);
// kR4 k4% Visibility A% Private MDiFE. TSI A—MERZEHTEMLTEH LW
privateNotificationBuilder. setContentText (“Visibility Private : Including user info.”);
privateNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;
// Visibility A% Private @ Notification #F|IFA3 B15HE. Visibility Z Public IZL=ABRA® Notification #&
£ 5
if (Build. VERSION. SDK_INT >= 21)

privateNotificationBuilder. setPublicVersion(publicNotification);

Notification privateNotification = privateNotificationBuilder.build() ;

/] KUY TILTIEEZE L TLAWLAY, Notification TIL setContentintent (Pendinglntent intent) Z LY
// Notification 4 1) w4 LT=FIZ Intent AEEEINBELSITEET B ENZLY,

// COEEITRET S Intent (£, FUHTIVR—R2 FOEEICEDLET.

/] REBHETHFUHET ZEADETHD BIAIE, BTRM Intent ZES5 4 E)

// BAVKR—R U FOREEEUVH LAKXIIUTOERZ2SBOI L

// 4.1, Activity 4% - AT B

// 4.2. Broadcast %19 % - E1ET D

// 4.4. Service Z{ES - FIAT S

290
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NotificationManager notificationManager = (NotificationManager) this. getSystemService (Context. NOTIFICATIO
N_SERVICE) ;
notificationManager. notify (mNotificationld, privateNotification);

}
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4.10.2. JL—)LTvY

Notification ZF| BT BEEIZITLLTDIL—ILEFDHIE,

1. Visibility @& EIZIKDT . Notification [Z[ZE I TATHIEFERES DL (TSAR—MERIZHN) (&
A)

2. Visibility Public @ Notification [Z[X TZA4R—MEHRES HAL (w7A)
($%1Z Visibility Private 129 %15%&) Visibility [XBARMIZETET S (w7A)

4. Visibility A\ Private @ Notification ZF|fH9 %35& . Visibility # Public (CLT=2ABIH® Notification &
HETEETS (HE2R)

4.10.2.1. Visibility M FIZ#&SF . Notification [ZEEL T4 T HIERE SO (TS5 R—RMERILHIS)
(Wh28)

Android4.3(API Level 18)LIED %K Tl SR EE@E M D 1—H—h Notification DxARMYFaIZT7T)IZE
ZBIEMTES, FralESh=77)IL. £TD Notification DIFHREFZARACEMNTEEIZEEF=H. T4
7H1EER % Notification IZESH TIXESAELY, (fz12L. T4 R—MER(Z Visibility D% %€ 12L& > TIE Notification
ZEHTRLY)

Notification [CEFENIERIL. BEEIL Notification ZEELI=7TVERE DT T)MSHEAMSILIETE
B LAL, A—Y =D BRI RIZ 52 52ET. A—F—HEELF7TVIELTD Notification DIFEHRZE
FAMBEMNAEEIZE D, A——DEFRIF 52 -7 71 DA H Notification DIEREFHAIND LMD, 1—
H—BHB DTS/ XN—MMEHZE Notification [CEHDZEIERELL, — AT, A—HF—DT A R—MEHRLUS D
UL TATHERBIRIE. TTIVRREBEOADHMYBLHEEIR) Z Notification IZEHDHE. A —F—BEM
Notification IZ&FENI-1FHREFRAEAS5ELT Notification ~DEEE7 TJIZHAI T B8N HS1=0. F
RAEDTSAR—MERUND LTI EREZEDHHILITMBEELLD,

BRI AEEEEIE. T4.10.3.1 12— —FFA[IZ&5 Notification DBEICDWNTIEZSEBNE,

4.10.2.2. Visibility Public @ Notification [ZI& FSAR—MEHRE S HEL (WH7B)
Visibility A% Public 258 &t f= Notification [CK->THEMEITIHBE. I —HF—D TS/ R—LEHE
Notification IZ&® TIXA 54, Visibility A% Public 1282 E &t 1= Notification &, BIE@mAv-HIZE

Notification DIEHMMRTRIN., HRICHEBEICIE A TERE=ZENTIAR—MEREFEHRB)RIIZDHEMN
B=HTH5,

VisibilityPrivateNotificationActivity.java

// SRR (BEAYIEORTH O 2271 TREREFHGL Notification #HET S
Notification.Builder publicNotificationBuilder = new Notification.Builder (this). setContentTitle (“Notification : P
ublic”);

publicNotificationBuilder. setVisibility (Notification. VISIBILITY_PUBLIC) ;
// ARE (EEOyYBEORTHE) O Notification IZIFT 54 R— MEHRZESHA LY
publicNotificationBuilder. setContentText ("Visibility Public : €2 T 4 JHIERIZIESHTITEH) ;
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publicNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;

TIAN—MEROHBBFIELTE, A —F - TITEFEEIN AL P —DHUEFEREE . [5.5. T3AN
V—IRHREHRS I TERSNTLDIFRAZETOND,

4.10.2.3. (4% Visibility Private (29 %15&) Visibility [XBARMIZERET S (H78)

4.10.2.2 Visibility Public ® Notification [Z[& T5AR—MEHRESHHELY (K ZE) 1 D&Y . Android
5.0(API Level 21) LI DixAK TlE. BI@mOv4- 9 (=3 Notification BRSNS 71=8. Visibility DRENEET
HY. TIAIMEICESTHRMICERET DL,

IR TIE. Notification @ Visibility ®T 74 JLMEIZ Private [CERE SN TEY . BARMIZ Public 238 ELAEULVE
YTSAR—MERMNEH RSNV RIIEFEELIEL, LHL. Visibility DT 74 /LMENFRERICAD A REMHED
HY. EDHZFHRMOMYBWEEICERT H-0HICE . fz&Z Visiblity & Private IZT55BETH>TH.
Notification @ Visibility IXBATRMIIZERE T S EEMHALLTIND,

VisibilityPrivateNotificationActivity.java

/] T34 R—MEHRZEEL Notification ZERT S

Notification.Builder priavteNotificationBuilder = new Notification.Builder (this).setContentTitle("Notific
ation : Private”);

// *A > b BESREGIZ Visibility % Private 12585 LT, Notification Z{ERK9 %
priavteNotificationBuilder. setVisibility (Notification. VISIBILITY_PRIVATE);

4.10.2.4. Visibility A Private ® Notification ZF|f9 %154&. Visibility # Public IZL7=2ABIA® Notification
EHETHRETD (%)

Visibility A% Private [CE%E SN 7= Notification ZF> TR T 5156 . BIEAY DR CR RTINS EREHHTS
1=8. Visibility # Public [CLT=2ABE® Notification Z#E THRETHEMNEELLY,

Visibility A' Private [ZE2E &t 7= Notification [CABA® Notification 2R ELLELMES. BIEAYIHI(Z([EY
AT LTHEINTIAIVLDXENR RTINS =OF 1) T4 LDOREREIXAELY, LAL. Notification I2&E&®5
FEEROIMYFNEEICEHT 5012, ABAD Notification ZBATRMICAELRET HIEEHET S,

VisibilityPrivateNotificationActivity.java

/] TS5AR—rE#HREST Notification ZEmT 5

Notification.Builder privateNotificationBuilder = new Notification.Builder (this).setContentTitle("Notific
ation : Private”);

// )B4 2 % BERMYIC Visibility % Private IZE8F L T. Notification Z/ERL9T %
if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder. setVisibility(Notification. VISIBILITY_PRIVATE) ;

// R4 > bk Visibility A% Private MBS, TSAR— MMERZESHTEMLTH &L

privateNotificationBuilder. setContentText (“Visibility Private : Including user info.”);

privateNotificationBuilder. setSmalllcon(R. drawable. ic_launcher) ;

// Visibility AXPrivate @ Notification ZFIET B1HE. Visibility Z Public [ZL=2ABA®D Notification &
HETERET S
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if (Build. VERSION. SDK_INT >= 21)
privateNotificationBuilder. setPublicVersion(publicNotification);
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4.10.3. 7RI\ R+
4.10.3.1. 2—H—FFr[(Z& % Notification DEE(ZDILNT

14.10.2.1 Visibility @& EIZ#&i5 3. Notification (22 L TATHRIBERE S HEL (T4 R—MMERIZHIST)

(W7A) ITHAT=&3IZ, Android4.3(API Level 18)LIEDIHRTIE, 21— —DHFrAIZE5EAT-HE. 1EE
SNF=7TIIEE T Notification DIFHREFRAMDZENATEEIZIE D, Fz1ZL. A—F—FFa DR R ELDT2HIZ
[&. 771 NotificationListenerService Z## & L7z Service ZRELTHWMELH D,

< Notification access

A Android Auto
D Android Wear

MotificationListenerService..

B 4.10-3 Notification DFEAMYERET HEHMADT VLR I EE
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NotificationListenerService Z{E>f-H>FILa—KFZ L TFIZRT,

AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. notification. notificationListenerService”>

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
<{service android:name=". MyNotificationListenerService”
android: label="@str ing/app_name”
android:permission="android. permission. BIND_NOTIFICATION_LISTENER_SERVICE">
intent-filter>
<action android:name=
“android. service. notification. NotificationListenerService” />
{/intent-filter>
<{/service>
<{/application>
{/manifest>

MyNotificationListenerService.java
package org. jssec.notification. notificationListenerService;

import android. app. Notification;

import android. service.notification. NotificationListenerService;
import android. service. notification. StatusBarNotification;
import android.util.Log;

public class MyNotificationListenerService extends NotificationListenerService {
@0verride
public void onNotificationPosted (StatusBarNotification sbn) {
// Notification is posted
outputNotificationData(sbn, “Notification Posted : ”);
}

@0verride

public void onNotificationRemoved (StatusBarNotification sbn) {
// Notification is deleted
outputNotificationData(sbn, “Notification Deleted : ”);

}

private void outputNotificationData(StatusBarNotification sbn, String prefix) {
Notification notification = sbn. getNotification();
int notificationID = sbn. getld();
String packageName = sbn. getPackageName () ;
long PostTime = sbn. getPostTime();

String message = prefix + “Visibility :” + notification.visibility + “ ID : “ + notificationID;
message += ” Package : “ + packageName + “ PostTime : ” + PostTime;

Log. d(“NotificationListen”, message);

LEFEDi@EY. NotificationListenerService L), 1—H—DHF A %185 LT, Notification #FHAMBIE
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AETHEICA: % A8, Notification [CEFNAHERICZIMARD T FAR—MERAEENDIEMN S V=8 BYKRLNIC
F+REEENDETHD,
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5. X3 T14BREDEENA
EEPEFES. Permission 7E ., Android IZIEEFESFEL X)) TAHEENAEIN TS, ThioDEFXaY
TABEXRUIRWNEBIEZDE X 1) TAHEN TR ICRIEBEINTIRITENTETLES, COETIIHEEN
X TAEEEFERT A —UFBELREEERS,

| 5.1. XRT—RAHNEEEES

5.1.1. o7 )La—kK

INAD—FANEEEEZE. tX1) T4 LEZEEBITRERAUMIDWTHRS, ZZTIENRT—FDOAAIZET
BABRDHET D, INAT—RDBREFEAZEICODVTIESEDIRICTHRIEEERTEIFETH D,

% ull @ 9:03
assword Input Example

NRRADT—FERRI D

#NNATD— RFERTY BIHE. B3HNSRER
Th\L£S5FBLTIIEEL

B 5.1-1

RAUb:

1. AALEART—RETRRIZRR(@TERR)TS
2. NRAT—FEEXRRTDHFTLav#AEBTH

3. NRAT—FEXRTHOEREZIEGIET S

RAVL: BIBIAALISRT—RFERSBEIZE LRRAUMIMZ ., FTRAIUMILEZEMTHE

4. Activity FIEIRREFICAIEAALIZ/ART—RFAHHIHE . BIRA NIRRT —FOHEEHERSNGENKLSE
EHBDOXFTHAI—KRTTD

5. BIEIAANRT—REFI—RRLTNEEE [NNRT—FERRILIZIGE. BIBIAADNNRT—RE91)F7LT,
FRIISRT—REANTELRELT D

6. HIEIAANRRT—FEFI—RRLTWDEE, 2 —F—NNRT—FZADLELSELIBZEE FIRIAS/IRD
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—FEIVTL. A—HF—DANEFHI=1G/RRT—RELTHRS

password_activity.xml
<{?xml version="1.0" encoding="utf-8"7>
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”

android: layout_width="fi||_parent”
android: layout_height="fill_parent”
android:orientation="vertical”
android:padding="10dp” >

A= NRRAT—FEEOIRNIL —>
<{TextView
android: layout_width="fi||_parent”
android: layout_height="wrap_content”
android:text="@string/password” />

A—= NRRJ)—FKFAHEE —
Ad— H*RA2 b1k AALFNRRT—FIETRAIRT (@OTERTR) 5 —
<EditText
android: id="@+id/password_edit”
android: layout_width="fi|l|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android: inputType="textPassword” />

A= Kk RA 2 b 2% IRRT—FEEXRTT DA T3V ERET D —
<CheckBox
android: id="@+id/password_display_check”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:text="@string/display_password” />

Ad— *RA 2 b3k NRAT— FEXRTHORKREEFIERET D —>
<{TextView
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android:text="@string/alert_password” />

Ad—Frvot)L, KK2>y —>
<{LinearLayout
android: layout_width="fill|_parent”
android: layout_height="wrap_content”
android: layout_marginTop="50dp”
android:gravity="center”
android:orientation="horizontal” >

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onGlick="onCl ickGCance|Button”
android:text="@android:string/cancel” />

<Button
android: layout_width="0dp”
android: layout_height="wrap_content”
android: layout_weight="1"
android:onGlick="onCl ickOkButton”
android:text="@android:string/ok” />
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<{/LinearLayout>
</LinearLayout>

R®D PasswordActivity.java DwRZRICEEELT= 3 DDAV YRIEAEI

® private String getPreviousPassword()
® private void onClickCancelButton(View view)

® private void onClickOkButton(View view)

op

HET

PasswordActivity.java
package org. jssec. android. password. passwordinputui;

import android. app. Activity;

import android. os. Bundle;

import android. text. Editable;

import android. text. InputType;

import android. text. TextWatcher;
import android.view. View;

import android. view. WindowManager ;
import android. widget. CheckBox;
import android. widget. CompoundButton;
import android. widget. CompoundButton. OnCheckedChangeListener;
import android.widget. EditText;
import android.widget. Toast;

public class PasswordActivity extends Activity {

// REREFEROX—

private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD";

// Activity D View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/] IRRTT— KME I —RFThERTTISY
private boolean mlsDummyPassword;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. password_activity) ;

/] RO )—oxxw TF v EEMELTD

getWindow (). addF lags (WindowManager. LayoutParams. FLAG_SECURE) ;

// View QEE
mPasswordEdit = (EditText) findViewByld(R. id. password_edit) ;

mPasswordDisplayCheck = (CheckBox) findViewByld (R. id. password_display_check) ;

// BIRANIRZRT— KHHHm
if (getPreviousPassword() != null) {

/] *RA 2~ bk Activity IHARTEFICHIRIAALI=RT— A HBHIBE,
// BIEAANRRD— FOHBEHR STV SEEHHOOXFTHEYI—KRTT S

/] BERIEFAI—IRT—FKIZT 3

mPasswordEdit. setText (“swtititiotr”) |
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/] INAD—FARBEICHE—ISRT—FEVUTT 5. TXRANEEYRFT—%HKE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRRIT—RISTEERET S

mIsDummyPassword = true;

}

/] MAID—FRERFTT DA TLavDFIVvIERIRT—%KE
mPasswordDisplayCheck
. setOnCheckedChangelL istener (new OnPasswordDisplayCheckedChangeListener()) ;

}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDMEEETActivity ABAER SN BVNESEBELESEIZETE
// Activity MIREEIRTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// ETEDOMEEETActivity ABAER SN BEVNESEBELESEIZETE

// Activity MIREEDE T

mlsDummyPassword = savedInstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/%%
* NAD—FZANLIGEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count,
int after) {
// RERA
}

public void onTextChanged (CharSequence s, int start, int before,

int count) {
/] kIRA 2k bk BIBIAA/NSRT—RZEZFI—RRLTWBHEE, A—HF—HBIRXT—FZAHL&S &
// LIzBE. BIBAANNRRT—RE5 Y7L, A—Y—OAAEFH=HEIRXT—FELTHES
it (mlsDummyPassword) {

/| FE—NRRD—RISTEHRET D

mIsDummyPassword = false;

[/ INRD—FZEANLIEXFETFIZTS

CharSequence work = s.subSequence (start, start + count);

mPasswordEdit. setText (work) ;

/] A=V IWELIRNIZESIDTREIZT S

mPasswordEdit. setSelection (work. length()) ;

}

public void afterTextChanged (Editable s) {
// KER
}
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/¥k

* NAD— KORFEA TV avFzvIZEELEEEONE

*/

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL i stener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) |{
/] *RA Dk 5k BIRIAANRT—FEFI—RRLTWAEE, IIRT—FEXRT] LI-EE.
// BIBARNRRT—FE9 )T LT, FRICNNRAT—FEANTELHREELET S
it (mlsDummyPassword && isChecked) {
/] BE—IRIT—RISTEHZRET S
mIsDummyPassword = false;
/] INAD—RFEZERRIZT S
mPasswordEdit. setText (null) ;
}

/] W=V IWBHARNRDIDTSDH—VILNBEEEIET S
int pos = mPasswordEdit. getSelectionStart() ;

/] *KRA2 k2% IRRAT—FEEXRRT 2L T avERETS
// InputType MDYERK
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
// Frvy ONBIEIEXRT
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {
// Frvy OFF BT R RR
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// INAT— K EditText (< InputType Z5%E
mPasswordEdit. setInputType (type) ;

/] h—YIREBEERTET D

mPasswordEdit. setSelection (pos) ;

}

[/ UWTFDAYy FR7 TVICEOETEET S &

/%%

* BIBAN/RRT—FEWET S
*

* @return BIEIAJI/SRT—F
*/

private String getPreviousPassword() {
/] BRENRADT— RFEERIEBLWNGEIC/IART— FXFI#RY
/] NRT—FEREFELHBEVARTE ul | 2iRY
return “hirakebma”;

}

/*k

* Xy o)LRE OETNE

*

* @param view

*/

public void onClickCancelButton(View view) {

// Activity L %
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finish();
}

/%%
* 0K 7/RE VDIRTNE
*
* @param view
*/
public void onClickOkButton(View view) {
// password ZREFT B EMREEICHE S ENDELLEEITS

String password = null;

it (mlsDummyPassword) {
/| BBRETHI—NRRAT—FRRE>EBAEIMEANNRRT—FEEE/NART—KETD
password = getPreviousPassword() ;

} else {
/] BE—IRAT—FRRLPHEWNMEEEI—Y—ANNRT—FEHEE/NNRT—FKET S
password = mPasswordEdit. getText (). toString();

}

// INATT— K% Toast Rx9 %
Toast. makeText (this, “password is ¥”” + password + "¥"”
Toast. LENGTH_SHORT) . show () ;

// Activity ZELC %
finish();
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5.1.2. L—ILTvY

INRAT—FANEEZEDERIZIELUTDOIL—ILETFDEIE,

1. RRT—FEANTELEZIZEYRIR T (@TRTT D) WEEZAETS (WH7E)
2. NRAT—FEEXRRTHFTav#AETH (WH7E)
3. Activity EBEIFIZ/NNRAT—KETRHIRFRIZTS (78)
4. BIBIAALFRT—RERRTIIGEE . ASI—/NRAT—FERTT S (WH7E)

5.1.2.1. NRRT—FEANTEHLEZICETRIRT(@TERIRT D) KETHET S

PanY
-
&
I d
ASSY
\
S
=

AR—bIAVIFBEPNRFDONEATHRASNSCEN S E=BITNRT—FEBEHROND)RATNKEL,
TT)DERREL T NRT—FETRIKRTT DHEEEDNDETH D,

INRT—FZEANT S EditText EXRIRRT DHEICIE, BMICLAT7I XML TRET A& E. BIMIZTO
TSLETYYEZZEED 2 EELH S, wiElL. android:inputType B4 "textPassword"&#8ET 5 &
TEITE. £z android:password B THEIRTES, RE (L. EditText 75RD setinputType() AV YR T
EditText ® A 7144712 InputType. TYPE_TEXT_VARIATION_PASSWORD %:8/Nd 3 & TRETES,

UTF. ZENEADO YT ILa—FERT,

LA7 b XML THEEY 57 i%

password_activity.xml

A— NRRJT—FKFARHEE —>

<{1—- android:password % true IZSRET D —>

<EditText
android: id="@+id/password_edit”
android: layout_width="fil|_parent”
android: layout_height="wrap_content”
android:hint="@string/hint_password”
android: inputType="textPassword” />

Activity N TIEET A%

PasswordActivity.java
/] INRAT—FRRZA TEHRTE
// InputType IZ TYPE_TEXT_VARIATION_PASSWORD #:%E ¥ %
EditText passwordEdit = (EditText) findViewByld(R. id. password_edit);
int type = InputType. TYPE_CLASS_TEXT
| InputType. TYPE_TEXT_VARIATION_PASSWORD;
passwordEdit. setInputType (type) ;
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5.1.2.2. NRT—FEEXERRTDHFTav#AET S (h7E)

RT—hTAUIZEFBISRT—RAAIZEYF AP THANEL BT, PC THE—R—FANTHBE BT
BEBANDELLT LN, ZOAHOEHOLED DL —F— (T B/ SRT—FERALTLES TR HY . A
ZOTRBTH D, E-EHED/ SRT—FANELKIZEYTHYUREOYITEHEDRYL—AHHBE . BA
NETEDEFRTDESZT 2RBEEHD, TNODBRELLT, SRT—FEEXRRTERFTLavEAE
FBIET, R ART—RERALTEDZ B E5(2H 5.,

=12 NRAT—FEEXRRLIBICREREINSARERLH D=0, TDATLav & FESMIC, a—H—I2E#&
MoDRERADIRERTVENH D, T EXRTT DT T avEDH-158. EXRTOKHERET S
BREEXRTDBEBEREZTOIEEALABETIVENH S, NRAT—FDEXRTOFRIZDOVNTIISEDIR
[CTRIBREEEHTHIFETHD. TD1=H. CORD Y TILA—FIZF/NRRT—ROEXRRTOHIRIEEDHT
LV,

%l B 9:51
Password Input Example

JXRD— K
abcdefghijk

NRADT—-RFERRTS

¥INATD— FERTT 356, B#E3N0HRER
SNBNESFEBLTL LS

v AT —-RERFI D

¥\AT— FERTT BI5E, RE3NEHRER
SNBVESFEBLTL LS

RNFIVIAY
B 5.1-2

EditText @ InputType }EE T, TRIKRTEEXRREUVEZDENTED

PasswordActivity.java
/**
* IRAD— KORFA TV avFzv I ZEELIEEONE
*/
private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeL istener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
/] dRA 2k bk FI—RRFIEERTFIZTD
it (mlsDummyPassword && isChecked) {
/] BE—NRRAT—KRISTEHRET S
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mIsDummyPassword = false;

/] INR)— REERTRIZT S

mPasswordEdit. setText (null) ;
}

/] A=V IWEENRVICREIDTSDH—YILNEFICET S
int pos = mPasswordEdit. getSelectionStart() ;

/] *XRA 2% FxyJIZIELTRRT—FEEXRTT S
// InputType DERX
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {

// Frvy ONBIEIEXRT

type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
} else {

// Fxvy OFF BlE<T R KRR

type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

// INAT— K EditText [Z InputType Z5%7E
mPasswordEdit. setInputType (type) ;

/] A=V IEEZEHRET S
mPasswordEdit. setSelection (pos) ;

5.1.2.3. Activity &2EIFIZ/\RAT—KETRHIRFRIZTS

(Wh78)

ERETNRT—FRRLTLEN., EEFICRONDIEEFHCTZO. Activity EBENIFFIC/NRT—FERRT 547
2aVDTIAIWMEREATITT HRETHS, T IAIMEFZLACEDEIDNEKRTH S,

5.1.2.4. BIEAALI=/SRT—FEZRTITBIHEE. FI—/I\RT—FZRTTH

(WH28)

AIEIAALIZNNRD—REIEET SI5E. E=FIT/INRAT—FOEUNEEZBVLSIZ. BEXFHDOIRIXF
(@7RE) THI—RTTDIRETHD, =, FI—RTRBIZ[/SRAT—RERTT B 1ELEBAIE, /SRT—KEHY
FLUTHBEXRTE—RIZT S, CNITKY AX— b I+ DB EIN D ZICE S TE=ZFDOFITESELTHE]
EAALTz/SRAT—FAEAH RN BBREEFRNZZIENTES BB FI—RRBITI—HF—HN/RT—F

ZAALISELIB AT, FI—RTEBRLTEEDANKEICRT BENHS.

BIEIAALIZNNRT—RERTTHIGE . FZ—/I\RT—FERTTS

PasswordActivity.java
@0verride
public void onCreate (Bundle savedInstanceState) {

~ B~
// BIBIAAIRRT— KhihBm

if (getPreviousPassword() != null) {
/] *RA k4% BIRAHNRRT—ERBHEIBEEFTI—/RT—FERTT S
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/] REEFI—IRRT—FKIZT B

mPasswordEdit. setText (“skkkkkknsx”) ;

/] INAD—FARBEICHZT—/SRT—FRZEVUTT 5. TXRANEEYRFT—%HKE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—IRRIT—RISTEERET S

mIsDummyPassword = true;

}

~ B~
}
/¥k
* FIBAANNRRT—FEWMBT S
I @return BIEAHN/SRT—K
*/

private String getPreviousPassword() {
/] RENRD— FZEBRIELWESIS/IIRT— FXFHERT
/] NRT—RERELGEVAERTE null 2RT
return “hirakebma”;

AI—RREHE, RRT—FERTRT DA T AV EFUICTHERTNEEVIT TS

PasswordActivity.java
/%%
* INAD— KORFA TV avFzv I ZEREL-EEONE
*/
private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangeListener {

public void onCheckedChanged (CompoundButton buttonView,

boolean isChecked) {

// *kRA 2 b5k FT—RREBEEIERTRIZTS

it (mlsDummyPassword && isChecked) {
/] BE—IRART—RISHTEHRETD
mIsDummyPassword = false;
// INARTD— RZ#ZERFRIZT S
mPasswordEdit. setText (null) ;

~ R~

FI—RERBFICA—H—DNNRT—FEA NS BT F3—RTEHERT S

PasswordActivity.java
/] REREFERADF—
private static final String KEY_DUMMY_PASSWORD = “KEY_DUMMY_PASSWORD";
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/] INRID—EDR T I—RRTNERT 755
private boolean mlsDummyPassword;

@0verride
public void onCreate (Bundle savedInstanceState) {

~BER~

// BIRARNIRRT— KEhHSH
if (getPreviousPassword() != null) {
/] *RA 2k bk BIEIANIRRT—EAHZBREFI—RT—RERTT D

/] REEFI—1RRT—FKIZT B

mPasswordEdit. setText (“skkktkknsx”) ;

/] NAD—FARBEICHZ—/SRT—FZEVUTT 5. TXRANEEYRFT—%HKE
mPasswordEdit. addTextChangedListener (new PasswordEditTextWatcher () ;

/] BE—RRIT—RISTERET S

mIsDummyPassword = true;

}
~ G HE~
}

@0verride
public void onSavelnstanceState (Bundle outState) {
super. onSavelnstanceState (outState) ;

// ETEDOMEEETActivity ABAER SN BEVNESEBELESEIZETE
// Activity MIREEIRTE
outState. putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword) ;

}

@0verride
public void onRestorelnstanceState (Bundle savedInstanceState) {
super. onRestorelnstanceState (savedInstanceState) ;

// EITEDOHMEEETActivity ABER SN BEVNESEBELESEIZETE

// Activity MIREEDE T

mlsDummyPassword = savedlnstanceState. getBoolean (KEY_DUMMY_PASSWORD) ;
}

/%%
* NAD—RFZEANLIGEEONE
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s, int start, int count
int after) {
// KER
}

public void onTextChanged (CharSequence s, int start, int before
int count) {
/] kRAU b bk FEI—RREIC/IRT—FEBAALEBESEAARBICE LR RIZTS
it (mlsDummyPassword) {
/] BE—=IRRAT—FISTEHRET S
mIsDummyPassword = false;
[/ INRD—FZEANLIEXFETIZTS

CharSequence work = s.subSequence (start, start + count);
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mPasswordEdit. setText (work) ;
/] W=V IWVEHBDIRMIZRDDTREKIZT S
mPasswordEdit. setSelection (work. length());

}

public void afterTextChanged (Editable s) {
// RER
}
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5.1.3. 7E/\V Rk

5.1.3.1. A5 A4 NEIZDNT

IRRAT—FAADROONDZEDRRHFIOTAVNETHS, O A MBTREMFTEIRAUMELNLK DN
9%

AT AV RBBOIS—AvtE—D

ATAVRBETEID(THIVN) ENRT—RD 2 DDEBEANT H. OT AV KBEICIX ID AFELGWMGE &,
ID [FFEET DN RT—FHEESTLRIEED 2 D8 H D, AT A VKRBDAYytE—2TID 2 DDHZEERFIL
TRTRYDEHBELHEEL ID BNEFAT IAENMEHRTETLES COISILGHERZFSLRLV=HICH. A
TAVKBED Ay —ITIE, L5 2 DDGEERAEFTICTREDLITKRTI RETHS.

Ayt—Tf1: AT A0 ID £l RRT—F AEE-STVET,

BE0J 1k

—E. QA RENEIIT HEREILEEAT A1 ID ENXRT—FDADZEABRLT, BEIMNIZOT 42521751
A HD, BEOT A UHEEFEDLOANDNEBTELDTHEUNSELIN., EOREAT— I+ NEEHS
NGB ICEZFITERSNAIRIMNES,

FEZFITBAINBEOBHEENZTANONLAEL ., +REEF 1) TR RN AGEGEIHEEICDA, BEIRY
AUBBEIXFIRTBIENTES FIZIE. oAV F T T7T)DGE . E=BITIHERERESNSZEEHEMN
BHEENELOTEHAT A UBEEICELE TEF ) TR BELLD, ARELTIE. TREVELRE DS
BT ENARET IERICIE/NSART—FOBANEZRDZ ). BT A UREHICI—Y—IIHLTHAITE
BErMEL BEGmROAVIFRTIGEKIONEZLND, BT AV DOFAICH->TIE. ShoD xR
ERHRICREMEE) RVEMEL T, BELRHAEITIRNETH D,

5.1.3.2. /XRATJ—KFZEHE[ZDIL\T
—ERELENRT—REHNDNRT—RIZEETHHE. UTOAAEBEBZE@LICRAEITRETHD,
e IREDNART—FK
® HLLWVIRT—FK
® HLLWIRT—K(AHHEZRA)
BEIOJ A UBENDNTWSIGE. FZBENTIVEFHATELARESELH S, TDHE . BFIC/IART—FEE

BEINBWNES BEDNNRT—FDANERODIBENSH D Ttz HLLVIRDT - BN A NI A THEATEEICHE
BfERZERDT =6 HLLVIRT—RIE 2 Bl ANZERDIVENHD.
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5.1.3.3. YRTLDIINRAT—FERRIFREA=21—[ZDUT

2017 %2 A1 BhR

Android OFFEA=21—DHIZ[/ISRT—FERFIEVIFRENH D,

RE >EFX2UT4 > NRAT—FERT

Android 5.0 KYFTID/N—PaVFE T, COFIETHRETES, =1L Android 5.0 LIETIL, [/1SRT—FE&RTR]
(EF VIRV IAMBIT VKRBV IZEBRBINTINVS,

SIMA—FOv Y

SIMA—FOYYERE
INZHD)= [

JRRT— FERR

KD - EANBIEXZERRT 5
7)01 AEE

TINA ABEEEEER
7)1 REBEEEMEZEIET B
REEFHR L~

v

SDA—EMNSA VA =)L

BES{LENREES DA —ENEA VR
[T

K 5.1-3

IR —RERTIBEEFVICTDERRICADLIXFAEXRREG D, —ERRE (2 I2E) BB, £

FRODXFNANESNEGEEXRREIN TV XFEIRIRREIND ATICTDE ANERNOTRIERTE

5%, CNIESRTLERICEETHHETHY. EditText D/ART—RRREREEZFEALTLDTRTOTTIC
BRSNS,
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& ull @ 9:54
| Password Input Example |

NAT— FERRIT S

¥\ — FERRY 3158, #3NLR=ER
ENBVEIEBLTLESN

IKAT—FERTIS

¥)NRD— FERTIDEE, BBNBRER
ENRNESEBLTILEZN

—E R i@

#ls
RDXFHAHN
5.1-4

5.1.3.4. RY)—2F v TFrDEIE

NRADT—FANBEETIHENART—FEEDENERNEE LICRRINDAEEELH D, TOLSHETTIEIE=
BIZFHTRY) =X TF B ARBIRELTCLEIBALH D, Ko T/ART—RFAHEALZE DEAE
BOARTINTLEIBNDOSHLEETIER) =2 F A TFrE2BENLTEDELH D RV —2FFTFrD
#E31bIE WindowManager IZ addFlag T FLAG_SECURE X E 9 5L TRIRTE S,
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I 5.2. Permission & Protection Level

Permission @ Protection Level [ZI& normal, dangerous, signature, signatureOrSystem M 4 f&EHH 5,
ZDfthi=ldevelopmentil'system il appop L FEET HH . —fRIABT T TIXFERALAEVD TARETODRAK
EW#9 5, Permission [XE D Protection Level THAMIZE>TENZE N, Normal Permission, Dangerous
Permission, Signature Permission, SignatureOrSystem Permission EFE[EN S, LT, 2O KL L MHEE
o

5.2.1. ¥>F)La—Fk

5.2.1.1. Android OS BEXE® Permission ¥ A$ 54
Android OS (X EEEIRW® GPS HEDAI—HF —BEZTIL VI T ML RET 512D Permission ELNS5tF2 T4
DA D EH S, Android OS HMREFRELTINS, SHLIBEHROBEEIZT /R T EH7TVIE. HRMIZENS
279 tRT 5= DHER (Permission) ZFAEE LEITIERSHL, A—F —FER AW EL Permission TIlE.

Z® Permission ZFIABEELE7TINAU A= ILENDESIZRD LS A—F —HRBEERARTINS24,

G "l B 18:33

® PermissionfIBESY ..

COPTVr—23 AR M=
LEIN?

COPFT)o—2 3 VICEFA]T BIER
o Xy RND—JiBfE

RELBAVH—XYy NPOER

Fv IV A2RAK=I

e N i I v |

K 5.2-1

COWEREEIZLY ., I—F—RFEZDTTINEDLILGHEECIFRICT IV EALLIELTVSDMEM S EAT
Z5. L. 7TV OBEICBHAL DR R ELGREECERICT IV EALLIEL TV SIEE(E, TOTTIIIEBEELH
57T)VDAEEAT V. RRICERDTITINIILIITTHEIERLNLEVEHIZHL FIAEETS

24 Android 6.0(API Level 23)LIBETIX, A—Y —FERLIER DG 5 XAV A= ILEEIZITHONT . 7TUDETH
[CHERR DRI AZERT HIUEHFICEEREINT-, 5#1L05.2.1.4 Android 6.0 LI T Dangerous Permission ZF| Y
BHEIBELUT5.2.3.6 Android 6.0 LIFE®D Permission ETIILOHIREERIZDLNTIZS BT BT L,
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Permission [E&/MRICLA T IZESALY,

RALb
1. FIFEJ % Permission # AndroidManifest.xml [Z uses-permission THREEE 3%
2. ATWEL Permission [ZFIAEELAGL

AndroidManifest.xml

<{?xm| version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. usespermission”>

Ad— kRS2 b1k F7TYTHET S Permission #FIREST 5 —
N— 4B —%y T EATF S Permission —>
{uses-permission android:name="android. permission. INTERNET”/>

— dRA 2V k2% FLEZ Permission IEFEEE LAEL —
A— 7T OBEIZFLEL Permission ZFAES LTS E, I—H—ITFERESEATLES

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
activity
android:name=".MainActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>

<{/manifest>
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5.2.1.2. HMBETZH®D Signature Permission TEH#7 ) E#ET 55%

Android OS AAE & T HBEEE D Permission D=, 7T UA B Permission ZE & T D ENTES, JHETE
# D Permission (EEFEIZIZIE B EZE®D Signature Permission) 2% (X, B 7V TN EE TS A%
EBTENTED . BROBHETTVEAVRM—)LLIZBEIC. TNENOTT) O BEBEEEICMZ . 7T UREE
[CRDEERBELTIRBTHILT. BHOBHETT)E ) —XRFELTREET LTS, ELV--A&LH 5.

HYUTNTOISLIHEEZ Signature Permission (UserApp) II&H >IN T0S S LTEEZ Signature
Permission (ProtectedApp) JIZ startActivity()3 %, 77V IXRILEARER TELINTVWAIRELNH D, HL
ZLL-RAXERNELDIHEEIL. UserApp (X Intent #1259 . ProtectedApp [EZ{EL 1= Intent ZNE LT
W FFTRNURMD2 30 THEAL TSIV AM—)LIERFIZ&S Signature Permission [B]:8 0 FEREIZH x40
LTLS,

| & 19:00 s (| & 19:00

ProtectedApplCintentZiZELEFET .

IntentZ=1E{ET B

ComponentZ #9357 7) ComponentZiZ2it95771)

5.2-2

KLk :Component Zig{t 35771

1. B Permission % protectionlLevel="signature"CE &3 %

2. Component [Z[X permission BT B Permission £%18E T 5

3. Component A Activity DI EIZIE intent-filter ZE&L7%LY

4. Y—RO—F LT, MBES Signature Permission NBE#HT7ITVIZKYEERIN TSI EEMHERT S
5. Component #FH3T277)EEILHREERTAPKEELT S

AndroidManifest.xml

<?xml| version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. protectedapp”>

{I— R4 > k 1% ¥ E Permission # protectionLevel="signature”" TEEHT % —>
<{permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION”
android:protectionLevel="signature” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
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{I-— % 7RA > k 2% Component [ZI& permission B T E Permission B EI8EET D —>
activity
android:name=". ProtectedActivity”
android:exported="true”
android: labe|="@str ing/app_name”
android:permission="org. jssec. android. permission. protectedapp. MY_PERMISSION” >

{I—— 7”4 > k 3% Component A% Activity DIBEIZIF intent-Tilter ZEZ LALY —>
{Jactivity>

<{/application>
</manifest>

ProtectedActivity.java
package org. jssec. android. permission. protectedapp;

import
import

import
import
import
import

public

//

org. jssec. android. shared. SigPerm;
org. jssec. android. shared. Utils;

android. app. Activity;

android. content. Context;
android. os. Bundle;

android. widget. TextView;

class ProtectedActivity extends Activity {

B#t® Signature Permission

private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

//

B#OIBAED/N\Y 1 {E

private static String sMyCertHash = null;
private static String myCertHash (Context context) {

}

if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255”;
} else {
// keystore M”my company key” MIFBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;
]
]
return sMyCertHash;

private TextView mMessageView;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;
mMessageView = (TextView) findViewByld(R. id. messageView) ;

/] *kRA Uk bk YV—RO— KET, MBFES Signature Permission ABHT7 TUIZEYERIA TSI L %HE

295
if (1SigPerm. test (this, MY_PERMISSION, myCertHash(this))) {
mMessageView. setText ("It B EZ Signature Permission AE#T7 TVIZKYEESINTULAL, 7);
return;
}
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/] kRA 2+ 4k SIAEN—HT EEEICDOH,. NEBEHTT S
mMessageView. setText ("I B EZ Signature Permission ME#HTZ TVIZEYERZINTWEA I EEZHETER, V)

SigPerm.java
package org. jssec. android. shared;

import android. content. Context;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" 7, “7);
return correctHash. equals (hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
// sigPermName ZE&EL =7 TUDNRY5—CLEWMBT S
PackageManager pm = ctx. getPackageManager () ;
Permissioninfo pi;
pi = pm. getPermissionInfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

// JE Signature Permission MIH& (FREIKLY
if (pi.protectionLevel != PermissionInfo. PROTECTION_SIGNATURE) return null;

// sigPermName ZE&HL1=7 T DIIBAED/\y > 1 {EFIRT
return PkgCert. hash (ctx, pkgname) ;

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org. jssec. android. shared;

import java. security. MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
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if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;

Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;

if (pkginfo.signatures. length = 1) return null; /] EBHEL(TEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;
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*7RA2k 5% Android Studio AAH*=a1—:Build -> Generated Sighed APK &3%4RL . Component Z12ft
9577 ERILHKERTELT S,

% Generate Signed APK Wizard Li_E-J

Key store path: | |

| Create new... | | Choose existing... |

Key store password: | ------- |

Key alias: my company key |\|

Key password: | ....... |

[ ] Remember password

| | Next | Cancel | | Help

5.2-3

RA4>k:Component #§AT 577

6. JREBEEZ Signature Permission [XEZE LA

7. uses-permission IZ&YI B Permission Z¥HAEE I %

8. Y—RO—K_LT.MBEE Signature Permission AE#HT7IVICKYERIN TS LEHERT S
9. MAXTIINBHTIITHEIILERERT D

10. FIFA% Component A% Activity DI5& . BARH Intent Z{FE>

11. Component #8957 LRILHKER TAPKEZEL TS

AndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?>

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. userapp”>

— %A >k 6% BT Signature Permission [EEZE L AL —>

{I— R4 > bk T uses—permission [Z& Y E Permission #FIAAEET 5 —>
<uses—permission
android:name="org. jssec. android. permission. protectedapp. MY_PERMISSION” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >
Cactivity
android:name=". UserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
<intent-filter>
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<action android:name="android. intent. action. MAIN” />
{category android:name="android. intent. category. LAUNCHER” />

</intent-filter>
{Jactivity>

<{/application>
</manifest>

import
import
import
import
import
import
import
import
import
public

//

//

//

}

}

295

UserActivity.java
package org. jssec. android. permission. userapp;

org. jssec. android. shared. PkgCert;
org. jssec. android. shared. SigPerm;
org. jssec. android. shared. Utils;

android. app. Activity;
android. content. Context;
android. content. Intent;
android. os. Bundle;
android. view. View;
android. widget. Toast;

class UserActivity extends Activity {

FIAsD Activity 53R

private static final String TARGET_PACKAGE
private static final String TARGET_ACTIVITY

B#t® Signature Permission

B OIBAEED/ NNy 1 E

private static String sMyCertHash = null;
private static String myCertHash (Context context) {

if (sMyCertHash == null) {

if (Utils. isDebuggable (context)) |{

“org. jssec. android. permission. protectedapp”;
“org. jssec. android. permission. protectedapp. ProtectedActivity”;

private static final String MY_PERMISSION = “org. jssec. android. permission. protectedapp. MY_PERMISSION”;

// debug. keystore M “androiddebugkey” MEEBAE /Ny 2 1 {E
sMyCertHash = “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77C82557;

} else {

// keystore M”my company key” MIFBAZE/\v S 1 {E
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBIES8SB D7B3A7C2 42E142CA”;

]
]
return sMyCertHash;

@0verride
public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

public void onSendButtonClicked (View view)

// *kRA Uk 8k Y—RO— KET, MBFES Signature Permission ABHT7 TUIZEYERIA TSI L %HE

if (1SigPerm. test(this, MY_PERMISSION, myCertHash(this))) {
Toast. makeText (this, “¥MEBFEZ Signature Permission MEHT TVIZLKYEZRSINTULVEL, “, Toast. LENGT

H_LONG) . show ()

return;
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}

/] kIRA b Ok FIRAETTUABHRT T THD I LE2MHETS
if (IPkgCert. test (this, TARGET_PACKAGE, myCertHash (this))) {

Toast. makeText (this, "FIRET7 FUIEB#T7 7Y TlEA LY, “, Toast. LENGTH_LONG) . show () ;
return;

}

// A >+ 10% F|FA% Component AS Activity DIBE. BERA Intent 24 S
try |
Intent intent = new Intent();
intent. setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivity (intent) ;
} catch(Exception e) {
Toast. makeText (this
String. format ("HIstF A %s”, e. getMessage())
Toast. LENGTH_LONG) . show () ;

PkgCertWhitelists.java
package org. jssec. android. shared;

import java.util.HashMap;
import java.util.Map;

import android. content. Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add (String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256. replaceAl | (" 7, “7);
if (sha256. length() != 64) return false; // SHA-256 (% 32 /A
sha256 = sha256. toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F1+", “”). length() != 0) return false; // 0-9A-F LISDXFEMH S

mWhitelists. put (pkgname, sha256) ;
return true;

}

public boolean test (Context ctx, String pkgname) {
// pkgname IZx T AERD/NY L1 EFWMET S
String correctHash = mWhitelists. get (pkgname) ;

// pkgname MEEED/NY L1 ELEERD/NY L 1EEZLHEKT S
return PkgCert. test (ctx, pkgname, correctHash);
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PkgCert.java

package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgnhame) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString();

322 All rights reserved © Japan Smartphone Security Association. Permission & Protection Level




T on http://www jssec.org/dl/android_securecoding.pdf

m" Android 77 DX 1T EEE - £F27aA—F1U T AR 2017 42 A1 AR

* R4k 11% Android Studio A5 *=21—:Build -> Generated Signed APK &3%4RL. Component #igft
9577 ERILHKERTELT S,

# Generate Signed APK Wizard Lﬂ

Key store path: | ]

| Create new... | | Choose existing... |
Key store password: [ -+~ |
Key alias: my company key L|
Key password: | ....... |

5.2-4
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5.2.1.3. 7FVDMRED/\vELZHERTEHE

CDHARXEDEHTHTASTTIDRAZD/ N\ BEEHER T DA EERNT 5. BEIZZTAPK £2ERT
BHESIE-FRARBRDARBIIAED SHA256 /v 1B 2B T HHETHD,

Keytool [Z&YRERT BHE

JDK [ZfF/8 T % keytool ELVSTATSLEF AT HEMARERDARBIAPED /Y AEGIHED IV H—
TVUREHED) ERDDIIENTES, /Ny afBIZE/N\YY a7 LTI X LDENZEY MD5 % SHAT, SHA256
BREBRRBLDAH LN, COHAXNETEIESEVNRNOLEMEFELT SHA256 OFAEHEL TS, &
2722 &2 Android SDK THRIFREN TULVS JDKG IZfTE Y % keytool (& SHA256 TD/ v\ a{BEH AITHIELT
59 .JDK7 IZFE T % keytool ZFESHENH D,

Android M7/ \w/JsIBBZ DB % keytool THF1T B4
> keytool -list -v -keystore <F—R k7 77 A JL> -storepass </NRXT— K>

F—RLTDEAT: KS
F—R b7 - FONALH SN

F—RXFTIZFT IV YR EENET

F4 : androiddebugkey
YER B : 2012/01/11
IV kY - B4 F: PrivateKeyEntry
SREFI—YDRSE: 1
FEBAE[1]:
FrE®& CN=Android Debug, 0=Android, C=US
F#47%# . CN=Android Debug, O0=Android, C=US
D) FILES 4f0cef98
ESHAEOBER - Wed Jan 11 11:10:32 JST 20124 TH: Fri Jan 03 11:10:32 JST 2042
SIBRED T4 VATV b
MD5: O9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:A1
SHA1: A8:1E:5D:E5:68:24:FD:F6:F1:ED:2F:C3:6E:0F:09:A3:07:F8:5C:0C
SHA256: FB:75:E9:B9:2E:9E:6B:4D:AB:3F:94:B2:EC:A1:F0:33:09:74:D8:7A:CF:42:58:22:A2:56:85:1B:0F :85:C6:35
ZL7I)LTY) XL4%: SHATwithRSA
N—32: 3
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JSSEC SEEAE/ \Y A EF Ty h—IZ L YRR T 55 %

JDK7 AV Ab—)LL7%{TH, JSSEC FSEAE /YL 1 EF Ty h—EFE A LB EICFERAE/\w 1 EZHETES,

JSSEC SEAE\ Y 2 @F T v —
photo editor

F : onvdna photovmtcr

photo movie creator

e com.so nydna ph :lnmmlmeat or

pick pic camera

Ddi kage: com.sonydna.pickpiccamera
6: FATOD1EE 72E69411 47278260 16200360 A98D3FEF 52863932 E12872AB

picture manager

5.2-5

NIFIHEKRICAVAP—ILENTWS 7T DEEBAZE/ Y aEx—ERRT S Android 77U Thb, LEH.,
[sha-256 I1DHEIZKRSNTLNS 16 EEHXFF 64 XFMNFAE/NYLLETHD, COHARXEEL—HEIZEM
LTWWBH5 2T ILa—K®DIJSSEC CertHash CheckerlZ4ILENFDY—Ra—K—KXThH5b. EILFLTERALT
RV b fat=— il A

5.2.1.4. Android 6.0 LA[&T Dangerous Permission ZFIH3 % 4%

T F)IZxtF B Permission F5DAA434 (2D T, Android 6.0(API Level 23)T7 D EE(CHAMDH BT
BREEMNTONI,

Android 5.1(API Level 22)LLEI®D Permission €7 JL([5.2.3.6 Android 6.0 LAfE® Permission ETI/LMD4E
BRZEBRIZTOVWTIZHR) TE. 7TUMNFMAEE LTS Permission (E2T7 DAV A= LBt 5&N 5, L
ML. Android 6.0 LAF#Tl&. Dangerous Permission [ZDWTIZ7 T A& 2 (4224 T Permission &R
T5&5. TTURRENATMIZRELLZ TN IELRSREL, 7TUA Permission #E3RF S&. Android OS [
—HF—(ZH L TCTFROLILHERETmER L. TD Permission DFBAEFRITEINEINDEEERDH D &I
7%, A—H—ht Permission OFIRZHAIITNIE. 7T IEZD Permission EHE LT HMBEERTTEHEMN
TE%,
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E Permission RequestingP.. |3 #& A
DFIEREHALETH?

O s&uERLan

FFRAILAL Al

5.2-6

Permission Z{T5 9 5HMICLERNMALNTINS, FEEIETXTD Permission BN—IELTHEEIN TV
M. Android 6.0 (API Level 23) LLB%. Permission (Permission Group) &IZERIIZt5&h 5, Chl i a—
H—HEREmLENCR RSN, 21— —(F Permission FIAD A - FEZDWTHEIYVLRERICHIBTES LS
275>tz 7FUBHKE(E. Permission D EMEFINIGEEZELT. 7IVDEFR ORI EZRETHEN
H5b

Android 6.0 LL[E® Permission ETJLIZDWNTOE#HIEI5.2.3.6 Android 6.0 LU Permission ET /LMD
HERERICOVWTIZSEBTHIE,

RAUk

7)) THIAY S Permission #F|AEE TS

TWHET Permission (FFIAES LALY

Permission D7 FYIZfH ESN TS NHERT S

Permission Z&K 9 5 (A—H—IZHAIERDIFATRITERRTS)
Permission OFAMNHFRISN TLVELMEEDNEEZEET S

vi A W N =

AndroidManifest.xml
<?xm| version="1.0" encoding="utf-8"?>
<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. permissionrequestingpermissionatruntime” >

Ad— *RA 2 b1% 7T THET S Permission #FHAEET 5 —
— B FHRESRAIS Permission (Protection Level: dangerous) ——>
{uses-permission android:name="android. permission. READ_CONTACTS” />
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— *RA 2V k2% FTLET Permission [TFIBEEE LAEL —

<application
android:al lowBackup="true”
android: icon="@mipmap/ic_launcher”
android: labe|="@string/app_name”
android:supportsRtI="true”
android:theme="@style/AppTheme” >
activity
android:name=".MainActivity”
android:exported="true”>
<intent-filter>
<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />

<{/intent-filter>

{Jactivity>

Cactivity
android:name=". ContactListActivity”
android:exported="false”>

{/activity>

<{/application>

</manifest>

MainActivity.java
package org. jssec. android. permission. permissionrequestingpermissionatruntime;

import android. Manifest;

import android. content. Intent;

import android. content. pm. PackageManager ;

import android. os. Bundle;

import android. support. v4. app. ActivityCompat;
import android. support. v4. content. ContextCompat;
import android. support. v7. app. AppCompatActivity;
import android.view. View;

import android.widget. Button;

import android.widget. Toast;

public class MainActivity extends AppCompatActivity implements View.OnClickListener {
private static final int REQUEST_CODE_READ_CONTACTS = 0;

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

Button button = (Button)findViewBylId(R. id. button);
button. setOnCl ickListener (this) ;
}

@0verride
public void onClick (View v) {
readContacts () ;

}

private void readContacts () {
// R4 >k 3k Permission N7 FTYIZHESATWEMHERET D
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if (ContextCompat. checkSelfPermission (getApplicationContext (), Manifest. permission. READ_CONTACTS) != Pack
ageManager. PERMISSION_GRANTED) {

// Permission AMFE I TULVALY
// KRA 2k 4% Permission ZERT B (A—H—IZHAEROZFATRTERTT B)

ActivityCompat. requestPermissions (this, new String[] {Manifest. permission. READ_CONTACTS}, REQUEST_CODE
_READ_CONTACTS) ;

} else {
// Permission M3 TIZfF 5 TLVS
showContactList () ;

}

/] A—Y—EROFEREZFHa—ILNv I Ay K
@0verride
public void onRequestPermissionsResult(int requestCode, String[] permissions, int[] grantResults) {
switch (requestCode) {
case REQUEST_CODE_READ_CONTACTS:

if (grantResults. length > 0 && grantResults[0] == PackageManager. PERMISSION_GRANTED) {
// Permission DAL SIN TSN T, EREFREFNATINEFETTES
showContactList () ;

} else {
// Permission F AN SN TR O, ERLBEREZFAIT HLBILETTELHL
// *RA >k 5k Permission DFAMNHFA SN TLWEMEGEDNIBEZERET S

Toast. makeText (this, String. format ("B#REDFIAMNHFT SN TLVELA"), Toast. LENGTH_LONG). sh
ow() ;

}

return;

}

/] ERE—EERTR

private void showContactList() {
// ContactListActivity Z#2E)
Intent intent = new Intent();

intent. setClass (getApplicationContext (), ContactListActivity.class);
startActivity (intent) ;
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5.2.2. L—ILTvY

¥ B Permission FARIZIZLLTDIL—ILEFDHIE,

1. Android OS 2% ® Dangerous Permission [F1—HY—DEEEZRET H-HIEITFIRAT S (wZE)
2. JBTEZD Dangerous Permission [EF| AL TIZAESALY (W7H)
3. JREEZ Signature Permission [ Component DREAI 7T ) TCOHAEET S (W7H)
4. YFREEZ Signature Permission [EB#7TVIZ&KYERIN TSI LEHET S (WH7R)
5. JBEEZH®D Normal Permission [EFAL TIEASARLY (HE2R)
6. FMEEED Permission ZIET T D/I\r—S L ZHELIZXFIIIZT S (HE2R)

5.2.2.1. Android OS ##E ® Dangerous Permission [F1—H—NDEEZRET H-OIZEFRBT S (WA

¥ B EZ®D Dangerous Permission O F|AILIEHELE (15.2.2.2 HBEFEE®D Dangerous Permission [£F| AL
TIZESHELY  (WZE) 1B8B) D=6, ZZTIE Android OS #E® Dangerous Permission ZHIRIZEEEZT 5,

Dangerous Permission (0 3 D@ Permission ££7%Y, 7TVIZEDERE 5T 5N EINEILI—F—IC
FIBRE RO DHEEEN 8D, Dangerous Permission #F|AEEL TS 7 TIVEIHKRIZAVR—ILT HEE XD
FOBEEMA RTINS, CNIZKY . ZDTTIHE D K57 H#ER (Dangerous Permission $&U Normal
Permission) ZFALLIEL TV DAELI—HF NS ENTED, 1—F—MIAVRb—IL1ESVTTEHTE
T.ZO7T)FFIAEELERNMTEIN, AV RF—ILENDBLSITHEHSTNS,

*0Dau B 05

. PermissionNetwork

COFINg—2avEAVR -
LxEghH?

CO7 V=3 vIcHed 3iE
FR:

v Ry RD-5iEfE

REBA VT Ry FPIER

J A2 2=k U Frotll L

B 5.2-7
FTIDHIZIE, A—F—DEEETITIRRENRELL-WEELH D, THEHDS5 ., Dangerous Permission
TRETEDIDIEFEA—HY—DEELTTHAIZLITEFENDETH D, BERL MERDFENI—HF—DHIERIC
FERONTWS=0THS, —A. TTIVRARENRELIZVEEITDOVTIE. COBETIIRETELL,

BIZIE, B T7TVEITEEET S Component (Jhit 7T UMD T I EREZIELI-WMEEEEZ D, D LI
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Component # Dangerous Permission [CkURET HLIITHELIZLT D, T TN R —ILENDBE
FC, A —DFBFICEY M T TIISH L THERO M EEHFRAILTLE L RETREBHOEEI LT
JICERAINSBRAELSD . COLILEEICBEHDOEELZRETH-OICIE. . MBERD Signature
Permission ZfE>& &L,

5.2.2.2. WMBTEE®D Dangerous Permission [FFIALTIEADALY (w7A)

M BEEZRD Dangerous Permission ZEALTH, 1V A= LB 2—F—([ZHEBEDHRIZ RO S IBEEH R
RSNV E DL H D, DFY Dangerous Permission DIFETHD 1 —H —IZHIBTE RO DBEEN BN ZN &
NHEIDTE, T TERHAR T B EZE D Dangerous Permission #F|ALGLN I ZEFIL—ILET S,

FTHRBED=HIZ2 DOTTVEBET 5, 1 DIEIHE D Dangerous Permission ZE&EL. 2D Permission [
KYIR#LT= Component 2189577 Thb, 2% ProtectedApp &35, 15 1 DIE ProtectedApp M
Component ZEBALKS5ETBRIDT7T) TIn%E AttackerApp &9 %, ZZT AttackerApp & ProtectedApp
MEZELTz Permission DFIAEE LEBIZEL Permission DEZELTO>TVSENDET D,

AttackerApp A1 —H—DEFRIALIZ ProtectedApp @ Component A TETLESIY—RITUT D K5%
BEICEES,

1. 1—Y—H»FTF AttackerApp /> X+—)LF &, Dangerous Permission O F|RAEFaIZ KO HEHE (LK
RENTIZ, TDFEFAVA—ILATETLTLES

2. RIZ ProtectedApp ZAAb—ILT HE. CCTHHICBEHELLHLAVRM—ILTETLED
FD%. 12— —N AttackerApp FEET S &, AttackerApp [F2—HF—DRINHS55(Z ProtectedApp
@ Component [T77EATETCLEL. ZEICFO>TIEIHEFIZEND

ZDT—ADRRAITRDEY THD, %I AttackerApp A Ab—ILLESET BHE uses-permission [ZKY F|
FAEE &Nt Permission [FFEZZDIHARETEERINTLVEL, 2O EE Android OS [T 5—EF 52 &1
AV A= ILEHTITLTLES, Dangerous Permission O1—H—HERIEA VAN —ILEEITLMAERSNELV-
O, —EAVAR=IENT=TTIVIEHEREHFASN=EDELTHRDONS, LN TENSAVRN—ILENET T
1) Component #[@E4 ® Dangerous Permission TREL TGS A —F—DEFFAIGEICA VR =)L E
N=77)M5%F®D Component KFIATETLESIDTHS,

% #. Android OS BEE M Dangerous Permission [E7 MLV AR—ILENBEEZIEZTDFEIMRIESNT
L 5D T, uses-permission LTWBTTUARA U RM—ILENZEECENT A—F—BEREEN RTINS,
BHEZE D Dangerous Permission DIFEIZFE T DOREIEIZEL S,

BE. DS —XT Component ~DTF7 I REHIETEENAEIEIR DN >TULVEL, LIzA>T BEED
Dangerous Permission [ZF| AL TIXESAELY,
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5.2.2.3. JRBEEZ Signature Permission [ Component DIREBI 7T ) TOAEET S (w78)

B# 7B TEET 154, ETHIZSignature Permission #F v 95 ETHEFX ) T+ZBRTESLEE
5.2.1.2 #EEZED Signature Permission TE#7TV)EET 55X ITHIRLIz, COEMEAZEFIAT HEIC
(% . Protection Level A% Signature @ ¥k B Permission @ 5 £ I&. Component 2B 77T D
AndroidManifest.xml TO&TLN, FIAAI7 T TIEIHE D Signature Permission ZE &L TIEASELY,
1. signatureOrSystem Permission [TDWWCTEHBEHETH D,

LUTHAZEDERELGD,

RIEAI7T)EYRICAOR—ILEN-FIRRIT7 TN EHEHY . EOFART7TTIELIHRBEER Permission OF|
FAEE &LHIT Permission DERLLTWDIBEEEEZ D, COKRTRERTTIEZAVR—ILTHE TART
OFARTITVNSRERITZTIICT IR T HIENAREICES, RIZ. RAIAVR—ILLEFRIRBRIT7ZTVET
VAR —=ILT B L, Permission DEZRMEIFREN., Permission MREZELD, TDT=. FEo>-FIREIT7 T
DS DRBEIT T DR AN FAIRELHE>TLES,

ZDESIZ, FIABIT7TT Permission DEEFITIERHEH Permission DREFIRENERETEHDT.
Permission M E &IL{R#& T 5 Component DIREAEI 7T DAL, FIFAEI7 71T Permission #E&T 5D
(XRE (T NIEEDELY,

Z5FBHIET BBRAI7TT) DA Rb—ILEIZHER 50N ThA . BhD. T4V Xb—)LBIZ Permission Ak
E&RLGY, RIEAI7 T E Permission DEEDFEHEANLT —ETHD T, @EL Component DR ER
ENTRETH D, HH. BT SE Signature Permission [CEALTI, E#ETET7TIVDAVA—ILIEIZELST
FABIT7F)IZ Permission FIFRERM T 53N 518, COEMM@RYILDIEITER?S,

5.2.2.4. B Signature Permission [FB#7TVICKYERIN TSI LEHERTS (WH78)

AnroidManifest.xml TSignature Permission #E & L. ComponentZZ® Permission T{REL =TT TIE.
E(FREN T2 TIEGEL, COFMIEITFNDRM0230MD05.2.3.1 HBES Signature Permission % [a]5#
T&% Android OS DML ZDOXIKIZSBTHIL,

LUF ., M B E# Signature Permission Z& £IZELLESIFIETH S,

F9 . AndroidManifest.xml [CTR%E1TS,

1. {R#L7-=L) Component ®&H 577D AndroidManifest.xml [ZT, 1 B Signature Permission #E %
% (Permission MDE)
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

25 Normal/Dangerous Permission ZFIf3 515 &IZ1&. Permission MEREZDFEFARA 7 TN EIZA R+
—ILEnbE FIRATTIADEROF 5N THNT  BEAIT7T TNV RAR—ILEN =L T I ERANTELL
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2. fRFEL7=L> Component ®#% AndroidManifest.xml [ZT, Z® Component DEZEAY D permission
BT, B E Signature Permission 53 % (Permission DEREE
f5l: <activity android:permission="xxx" ... >...</activity>

3. {R#ELT=Lr»Component |27 X9 %:E#E 771D AndroidManifest.xml [ZT. uses-permission 24’12
B E % Signature Permission Z15E 9 % (Permission DFIHAEE
f5l: <uses-permission android:name="xxx" />

FLNT,Y—Ra—RLICTRERET S,

4. {R#EL7-L)Component TYYV IR EMNIET BRI, B E&E LT Signature Permission BB 77Tk
YEEINF-LONEIMNEHERL., TOTHITNIX I T AL ERT S (Component IREAIICL S RE)

5. fREEL7=L>Component 7Vt RXT BHIIZ, MBEZELT= Signature Permission NE# 7 TUICKYER
N=L DN EIILERERL. T5THMIFNIX Component IZ7HtEAL%ELY (Component F|RAIIZ &k 5{RE)

=12 Android Studio DE & #EEIZTREIT,
6. EETEIITRTOT7IID APK #EILBHKERTELT D

ZC T BEZLT: Signature Permission A%, B 7 IVICKYERESN-EDMNEINERERITIDLELHD
M BERMNERERRITOVTIEY T ILa—FEoa>nl5.2.1.2 MBEFEED Signature Permission TE#t
TO)EET DA EIESRT DL,

. signatureOrSystem Permission IZDWTHERTH S,

5.2.2.5. JREFEZH®O Normal Permission [ZFBLTIEESALY (HE2E)

Normal Permission ZF|FB9 %7 71JI& Android Manifest.xml IZ uses-permission TRHIEAEE 5+ T#
DIERZEBRIIENTES, TD=H . —EAVA—ILENTLES=TILIzT7H 5 Component ZiRET HLD
2B B9(Z Normal Permission (XFIETE4EY,

S5 B EE Normal Permission # AWVC7 T UREEETIHE  BIET 58T T~ D Permission Ot 5
XAV A= IVIBIZHKTFT B, Bl Z (X, Permission ZE&ELIzaVR—RUbEHOTITIVLYEEIZZED
Permission ZFHAEE L7 IUEARb—ILT %L, Permission ZEZRLI=7IVEAVAR—ILLI=%3LFH
BI7 7)1 Permission TREINF-OVR—RUNMIT IR T EHIEMNTERLY,

AVAM—=IVIBICKY 7 T)BEEN CTEHALMEERE T A ELEL T EETHL2TOT7 I Permission
EEERTDHEELEAOND, TOTHIEICKYRMFIRBTTINA U Rb—LENTIGETEH. £ TOFRAT
TUNRBBITIVICT IR TEHIENAEEEL D, LML RDITA D RR—ILLIZRREIT7 TN T oA R b—
ILENFZFRIZ Permission MEREZBRAKELLY  ICFIARI7TIVBNFEELTOTE. oD 7T A DI A
FINNZTOERTBIENTELGLEL>TLESID TH D,

LEDQESIZ7TDRI AENELRHONEZBNAHEEND ., ETFESE Normal Permission OF|AITIEZ B~
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ETHb,
5.2.2.6. HBEE®D Permission & X7 T D/ r—C B EILRLIZXFIIZT S (322)

BHOTTIHNRILLRIT Permission EETDIHEE. KICAV R —LENT=7T UM EET S Protection
Level BNERAINS, FICAVA—ILEN=7 T H Normal Permission ZE&L . ZICAVRAb—ILEN=T TV
MEICLAIT Signature Permission #E &L 1154 . Signature Permission IZkARENE =DV, &
ELNLGWMEETH. EHOT7TTIIZH T Permission A EHZELTERILAL Protection Level TEIET S THE
HD BB, ZDLSTEBREH =8, Permission BIZEXTT)DIvr—CBEANTZADERLY,

| U9 —U%) permission. (HAIT 5XF51)

%X, org.jssec.android.sample &L 5784 —2 12 READ 72t A®D Permission & &3 A%0(E, RO
HER O IFELLY,

| org. jssec. android. sample. permission. READ
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5.2.3. PRIV RE

5.2.3.1. ¥BX% Signature Permission %[0l TZ4 Android OS D45 LT DR

¥ B E & Signature Permission . ALK ER TCEL SN 7 IVRETT7ZIIMEEEZERT S
Permission THD, AFEEFRIITSAR—FETHYMEXICARLTITESHEVLD THS1-®. Signature
Permission [CkAREFEHT7TIEITTEETIEEICHEONEZIENASLY,

F9°(&. Android @ Dev Guide (http://developer.android.com/quide/topics/security/security.html) T
SRS TULVSIE E & Signature Permission OERMLGHEWNAZELNT D, F=FZL. BB T EHLIIT. SDOFEL
A1ZIE Permission BB DORIENH B ENDTINHTHEY . KAMRIZEBE L= RABEELLS,

LIF. ¥ B E% Signature Permission DEKMAFEWNETHS,

1. {R#L7=L)Component ®#&HS7 71D AndroidManifest.xml (2T, ¥ B Signature Permission #E %
%
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. 1REL7-L» Component Z# 2771 ® AndroidManifest.xml T. {£zL7-L» Component [Z android:pe
rmission BHEEIEEL. 1. TEELT= Signature Permission #Ek3 5%
f5l: <activity android:permission="xxx" ... >...</activity>

3. {REEL7=L> Component [Z7YEALzLEET 1D AndroidManifest.xml [ZT, ¥ B E % Signature P
ermission Z¥HAEE T %
f5l: <uses-permission android:name="xxx" />

4. EETHIIRTOTT)D APK ZRILHFKERTELT S

E(, COFENALEITTIH, ROEHEHIKIIT S E Signature Permission EEDRITENTETLES,

SREAM =B EZE D Signature Permission TIRE&LT=7 )% ProtectedApp &L. ProtectedApp &IFE
HOERFEERTERLLIT7TT%E AttackerApp &9 %, 22T Signature Permission EIEDRITEEIE.
AttackerApp [FZEZHN—HL TLVEWNZEN M H5T ., ProtectedApp M Component ICT7 I AREEIZHES &
THhbd.

1. AttackerApp % ProtectedApp ¥ B E & L 7= Signature Permission &R L& AT Normal
Permission ZE &9 % (BZ1Z1& Signature Permission THiE174LY)
f5l: <permission android:name=" xxx " android:protectionLevel="normal" />

&2, AttackerApp [E¥R B EZLT= Normal Permission % uses—permission THREEE 95
f5l: <uses-permission android:name="xxx" />

&3, AttackerApp % ProtectedApp &Y EICIHRKIZCAVA—ILT B
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/\ & 43 | ProtectedAppkYd

FIZAVA—L

ProtectedApp Q/ AttackerApp
ﬂndroidManifest.xml AndroidManifest.xml / E3oy \

m".. Android 7 DEF 17 HEH X2 7I—TF4V T HAR 20172 B 1 B

<{permission <{permission /
android:name="“xxx" android:name="“xxx"
android:protectionLevel=“signature” android:protectionLevel="“normal”
/> />

<activity - {uses—permission android:name="“xxx" />
android:permission="“xxx" >

</activity> ; FPHLATEE \

~ I | \_ ~ I |
\ & [

w2 || @ T
a .—({2 e re@

ProtectedApp &I RS
FRERTES

5.2-8
EH 1 BERUEH 2 ORILICWHEL ProtectedApp B E&HD Permission f&l&, APK 774
AndroidManifest.xm| ZEYHE (XBMBEEIZESOTESICHBIENTES . FH 3 A ——FRILEDFE
ICKYBEBEIZHIREEHRHORMNH S,

ZDKIITIHBEFEED Signature Permission [CIXERMEFENAZITTIERELZRBSNTLESBRELHY .
BT EESSCEIBRENDETHD, EFRMICIEIIL—ILEII30DI5.2.2.4 B EZH Signature
Permission IEB#7TVICKYERESIN TSI LERERET D (WA JICBHELTWSHETHULTESLD T, £b
LESHBDIL,

5.2.3.2. 1—H—H% AndroidManifest.xml Z®HEAT S

¥ B Permission @ Protection Level WERILZEWEDIZHEE7—RIXBEIZERBALIz, ZDIEICKDTEEZED,
=iz, Java OYV—ZAI—FEITRIGHA DR IGEERT SBENH o=, ZZTIE. AndroidManifest.xml AR
TASNBENSHALDS, V—AOA—RAIORGIZDONWTHRAR S, WEAZRMNTIESLEREFEIRTTHH.
LREHZE O THIAZITITAD/NNYH—IZH L TKIFEAESRIGWNEEZTHAEIEET DL,

COEETT)DHREAIZETEIDTHY ., A —F—BENEBEEZF>TWET—ATHBD, REFHALESA2D
S ThAHM. Permission [CETEE. ChETIV—ILATITVELTARSATWSE, ol TOTHELY Y
D=1 T BEZERRIELTHRARATHELZEIZLT =,

Android 77 (X . root HEBRELICHRIATEDRZLFZBEBICEVWTHDE NS, HELDL,
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AndroidManifest.xml ZZE LT APK J7MILEBAER. BRT Y- ILHBBEHINTNS-HTHD, _DY—
IWEFERTEET, ETHEEDT7TUD S Permission ZHIRT B ENTTEEIZAE->TULVS,

EELTIE INTERNET Permission ZHtYB&L V= AndroidManifest.xml M5 FIE R D APK ZE/L. 7FIC
HMARAENTZLEED 21— ILHBIELIEVESIZT BT —RANENKITH D, AANFBRHAECHITEESIN TS
NMELNBVEDTIRMILHINELENSTET,. COBDY—ILOFELZFHEL TSI —F—ELHFETS, D&
ST EIE. TTVITHARENZEELIBEELEES-0 . BERAZHFLTOLIHARFICHLTEBMES
ZEZBTHTHALLERD. A— T —DIFEALIFROERELICNLDITAZTO>TLSEREDNS,

A3 —2wk Permission # uses—-permission TEELTWA7TUA, ETEIZB H® AndroidManifest.xml
[ZEEE SN TULVS Permission MR 2 EHIZERIZTT,

public class CheckPermissionActivity extends Activity {

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

// AndroidManifest. xml (2% L = Permission #E1%
List<String> list = getDefinedPermissionList();

/] BEAERNT B

if ( checkPermissions (list) ) {

// 0K
Log. d("dbg”, “OK."):
lelse{
Log. d("dbg”, “manifest file is stale.”);
finish(;
}
}
/**
* AndroidManifest. xml IZ%EZ& L 7= Permission 1) X F TEHT 5
* @return
*/

private List<String> getDefinedPermissionList () {
List<String> list = new ArrayList<String>();
|ist.add (“android. permission. INTERNET”) ;
return list;

}

/*k

* Permission MEBINTLWVEWI L E/ERT 5,

* @param permissionlList

* @return

*/

private boolean checkPermissions (List<String> permissionList) {

try {
Packagelnfo packagelnfo = getPackageManager (). getPackagelInfo (
getPackageName (), PackageManager. GET_PERMISSIONS) ;
String[] permissionArray = packagelnfo. requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
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if (! permissionList. remove (permission)) {
// BB L Permission At TLNS
return false;

}

if (permissionList.size() = 0) {
// 0K

return true;

}

} catch (NameNotFoundException e) {
}

return false;

5.2.3.3. APK DHETAZIELET D

5.2.3.2 2—%—5H% AndroidManifest.xml 2T AT 51 TIEFA—HF—IZ&S Permission BEADIEHIZD
WTERBALTz. LA\L. 7TV DHEAIE Permission IZRST . YY—REELBATHOT7ITIELTI—YRT
BMTHEE. V—RO—FEERTHLUKHISALRATEEFINZIRITFEET S, 2T APK I74)LAR
SASNIZCEERIET 50D KV AAMEEEERNT 5,

APK DHEZAZITIICIE.APK D7 LE—EREL. ARERELRICBU APK J7MLELTHBERT ARE
Db, TDRICHEAB I TORREDREFLFLEVDT, REAEBEDRT APK 2ERTHLITHD,
CDESIZAPKDBREAICIEERAGIEAZ)DEREES1=6. 7T JEEERFICAPK DIEAELFHY—RI—RITE
ORAATRAREDIIAEL LB T A ETHREADHELZRETHIENTES,

DUTFICHO T a—FERT . GHE. REFOFETETOD/N\YA—THNEHRSAREDEN LN BZTH D,
D<ETHZLEEH THALEZBICEVWTTIIADBEREZRFATEINETH S,

AU
1. FELRUNEBETSECOMIC, 7T)DIAENFHAHEEDIIHAETHA_LEZHERTD

SignatureCheckActivity.java
package org. jssec. android. permission. signcheckactivity;

import org. jssec. android. shared. PkgCert;
import org. jssec. android. shared. Utils;

import android. app. Activity;
import android. content. Context;
import android. os.Bundle;
import android.widget. Toast;

public class SignatureCheckActivity extends Activity {
// BEIEBAZED/N\Y > alE
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private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils. isDebuggable (context)) {
// debug. keystore M ”androiddebugkey” MEEBRE /Y > 1 (&
sMyCertHash = “0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BIDB34BC 1E29DD26 F77CG8255”;
} else {
// keystore M ”“my company key” MFEBAZE /Ny > ol
sMyCertHash = “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA”;
}
}
return sMyCertHash;
}

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. main) ;

/] kAU 1hk EELMEBEITSETOMBIZ. 7T DERENRAEEDIRAETHSZ L 2HET S
if (IPkgCert. test(this, this. getPackageName (), myCertHash(this))) {
Toast. makeText (this, "E2E&NDEE NG”, Toast. LENGTH_LONG). show () ;
finish() ;
return;
}
Toast. makeText (this, "E2E&LDEE 0K, Toast. LENGTH_LONG). show () ;

PkgCert.java
package org. jssec. android. shared;

import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try |
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager. GET_SIGNATURES) ;
if (pkginfo.signatures. length 1= 1) return null; /] EHELFFRDHIT N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray () ;
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
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} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal.toString() ;

5.2.3.4. Permission OB XERE

7 7)H Android OS IZIRESN TULNAEEEIRA® GPS £V o= IFEHRAOHEEIZT IR T B1=0HIZI Permission &
FRATEELETFNIELESAL, Permission ZFAEELHFAISNSEE. ZDTTVIZIEZFD Permission MEFES
N2 &IZHY ., ZD Permission [CKYRESN B OHBEIZT VA TESL LSS,

TRT S LOMAFIZESTIL, Permission & EESN 1= GFAISN =) 7SV Permission TRESNF-T—5%
RGL. TDT—2ZRDOT7T)IZA D Permission HEREFTITRM T HTELTETLES . ChlE Permission
EHEWT T Permission TRESN-T—RITT VA TESILITHARESAELY, RERIIZ Permission =5
FELTWDIELLEEMIZIEDD T, 2% Permission DB EZEMBEEMES, 2D K5I Android @ Permission
XA TAETLTIE REINIZT—EADTTVHSDEET IV ERETUNMEREENTELRNOEWSMEH L
DHEBEIH D,

B&EFIER 5.2-9 1257, FROF7FJIE android.permission.READ_CONTACTS 2 AEE L7 T h&E
BEEHRERAN>TESD DB IZEFEL TS, M DHIE+H7%< Content Provider 2 TERBLI-BHEMDT
TYIZIR LB EI1Z. Permission OB ZERENEL D,
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( )

Androidifm R uses—permissionZ
TBELETTY

Content Provider

Contacts AAA Permission ¥l Fi
FEDEWNTTY
AAA
BBB
CCC )

Content Provider| 2@ 74 PermissionE% & HY
L E, uses-permissionEE E L TLVELWT T A
MERAZLICERET—FEWMETETCLES

5.2-9 Permission Z& -7 EREFRENMET S

E#DHEL T, android.permission.CALL_PHONE #FIFHEE L1=7 A . [ Permission ZF|AES L TLY
BUMEQT7 TN DEEDEZEREEEZ (AT, I —F— DRI TDBESICEFEEZHITEIENTESLL
[X. Permission DBZEMELH S,

Permission DFIAEEZL CHRI-BEREE -HIEEEZIFEZOFEOHRTHOTTIICZRIZET HEEICIL.
RIEETITVIZHLEL Permission ZER T 545 E LT, TOREKEFMHIFLRTNIEGSE, F-1HREE-
BEEEED—HPDAHEMDT TV ICZ /BB T HI5RIZIE. TOFEREE -HEEEO—SoNERSI LS
DWEEBITGCI-BUGRENDETHD, 1-EAIFAHRERBRICRIL Permission #ERK LY, 1—H—~F|
FREFFEEZRERALIZY. T4.1.1.1 JENRE Activity Z4E5-FIFAT5114.1.1.4 BHRE Activity Z4E5-FIHT 5
BEEFALTHET T DOHIREFRITHHEDRERRLH D,

CDFSTHEREMREIL Permission TR 2722 &TIEAELY, Android 77 Tl 7TV ERIER - #aexth o
FIT)ORYED—9 - BEEANSAETLIEN—RICTHONA TS, IREETAHA Android 7T THNIE
Permission, #ybD—0THNIEOT 12 BBIBEARTHNIET I 2RAFIREVST=KIIZ, TN ETNRAET HIF
[CHEGERCHRBRAGFEET H2LL20, SOLTHRELZBERCEEZ TOMEETHLII—F—DI LRI
(D7 TVITIRELIZY . Ry T —I P REEARICERE T HRICIE. —F—DOBERICR LR ALK SIC
BEICRALTTIVICHERERTRETH D BEIZIEL T, Permission OFIEREIBRICIREEICK L THERDE
ROFEADFHREITHRFINIEESEN, I—F—~DFAHFHELTD—RTH D,

LA FTld. READ_CONTACTS Permission ZF|FHLTERKRSE DB hhio—EBEZWMELE7 TN, ERIZHEDT
Izt L TR READ_CONTACTS Permission ZEKRK 3 35157,
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RAVb
1. Manifest TZ#TLRL Permission ZEK$ %

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. permission. transferpermission” >

{uses-permission android:name="android. permission. READ_CONTACTS"/>

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=". TransferPermissionActivity”
android: label="@string/title_activity_transfer_permission” >
<intent-filter>
<action android:name="android. intent. action. MAIN” />
<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>

<{provider
android:name=". TransferPermissionContentProvider”
I— *RA 2 b 15 Manifest TRET LR L Permission Z2ERT 5 —>
android:authorities="org. jssec. android. permission. transferpermission”
android:enabled="true”
android:exported="true”
android:readPermission="android. permission. READ_CONTACTS” >

<{/provider>

<{/application>

<{/manifest>

TTIUDEED Permission ZERTEIDLENHIIGEIL. LEEDFETIIERT HIENTELL, Y—RO—F
LT Context#checkCallingPermission()%> PackageManager#checkPermission)Zf£HL T, FFUOHLTD
7 71)HY Manifest TG RTD Permission DFATEEEIToCLIMNEINERER T HI LTS,

Activity DIFE
public void onCreate (Bundle savedInstanceState) |
~ R~
if (checkCallingPermission(“android. permission. READ_CONTACTS”) == PackageManager. PERMISSION_GRANTED
&& checkCal | ingPermission(“android. permission. WRITE_CONTACTS”) == PackageManager. PERMISSION_GRANTED) {
// UH LITANIE L Permission #FHAES L T =EoNE
return;
}
finish();
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5.2.3.5. JRBEEZ Permission DERZF v I#HEIZ DL T (Android 5.0 LL%)

Android 5.0(API Level 21) LA DimR Tl B D Permission € R LI-7TVICTBVWTUT D LSLEHICE
HIDEAVAM—VIZRRT DI REE SN T,

1. BEICRA D Permission ZE&LE=7TIVHRAVAR—ILENTINVS
EH2. TOAVAM—ILEHDTTYEEZN—BLEL

CORREFICKY ., REFZROHEE (Component) DIREAI 7T EFIABI7ZT)DNAT Permission ZEE
LT=i5&IZ(&. B Permission 2 &LI-BRDELStt 7T UAET T ERBIZA U A= ILENZDERHS
CENTES, LMLEAS, 15.2.2.3 B FES Signature Permission [& Component QIREERI 7T TOHE
£9% (WHB) ITERLIZBY. FTTIDT oAV A= VIR EIZE ST MADT T IZ Permission &
EETHEZTD Permission NERETRERKEICLIGENH L. COLEREZBEHDOEELT- Signature
Permission BMh 7 FUICE RSN TUWVENWIEDF TV IITERT BT EIETERNIEN T MO TULVS,

FRLLT. BHEE7 ) THBETES Signature Permission ZFIBAY 51548(F. 51E#=15.2.2.3 HATE

Signature Permission (& Component DR EI7 T TOHEERT S (w7E)1.715.2.2.4 HEES
Signature Permission [FB#7TVICKYERINTNDZLERHERTD (WHZB) IDI—IVEIESFT Bwh
EnHb.

5.2.3.6. Android 6.0 LAf£® Permission ETIILOEHEREIZDINT

Android 6.0(API Level 23)IZEWNTFZ T DEHEOKETICLEEX R IZT Permission ETIILDEHEEMNT
ni-, AEITIE Android 6.0 LIf&®D Permission ETIIL DM ELEHT S,

EROMFE-BYELOEIIT

A—H—HERHIBELER (Dangerous Permission)Z7 JUMFIAEELTLVSIHES (15.2.2.1 Android OS
BETE O Permission ZFIAY 54515 8) . Android 5.1 (API Level 22) BEIDEH#TIE,. 7TUDA U A—IL
FFICZTDIER—ENRTEIN, I—F— DT R CTOERZHAITEETIVRAM—ILDBTHONE, COBRRT. 7
TULFAES LT A(Dangerous Permission LS DIERFSO)ETOERIEITIIIZH 5SS, —Eff 5
NIAERIET TUDIHEERDST VAV AM—ILENDETHMTH S,

LAL Android 6.0 LIBEOEHTIE. RO F 5 (X7 T ORTRIZITIMRELY . 7TIDA U R—)LEFIZIE
RO 51— —~DHEDRELIThAL, 77, Dangerous Permission ZHE L3 BIEEERITT BEE.
ERICZOERIT T I EIN TSI ESI O ERERL. ERA TS IN TLVELEEIZIE Android OS (CHE
REETRRSE, I—F—IHERAAOHFAIEROIVENHSH26, 1—F— I EREETHAT HLETED

26 Normal Permission &4k U Signature Permission (& Android OS IZ&Y BB E5SNhb=-. 12— —H
RETOIBEFRLY,
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ERIZT IV ESND, fzfZL. A—F—(F—E 7 FJIZFF I L1-#EBR (Dangerous Permission)% . (X EA=a
—2BLTEEDZIIVY TRYETIENATES (K 5.2-10) =0 ERATTIITHESNhTELTRELE
HMOBEECT IV ERTHIENTELVKIRICEVTE, 7TV BRELGBEERI T IEALTNKSE Y ZNEEE
EITDMLENHD,

& TTIOHER

(8 Permission RequestingPermissionAtRunTime

5.2-10

FEROfE-BYHLDEAL

LD D Permission (X7 DHERECREE S H1FHRDIELEIZIELC T, Permission Group EFEIENDERITY IL—
TeshTWB, BIZIE. AL F—BHRDFA Y I ELL Permission T#H android.permission.READ_CA
LENDAR &, AL A —IERDEZIAHIZHEL Permission T#HhA android.permission.WRITE_CALENDAR
X, EB5E android.permission-group.CALENDAR &LYv5 Permission Group [ZELTULYA,

Android 6.0 LFED#FHLLY Permission ETILIZHLT, R D5 HYELIEZD Permission Group ZE
fiELTIThND, DFEY ., 7TYDEITEIZ android.permission.READ_CALENDAR DERM{Thh, 1—H
—hIhEHA I 5L, Android OS [E android.permission.READ_CALENDAR & android.permission.WRIT
E_CALENDAR O FAMNEA LHFFRISNTIzEALEL, £ D% android.permission.WRITE_CALENDAR MER &
NTH A—F—ITHERFT (7RI NRRINDZELGLENFFICHERI T EINEDTH D27,

Permission Group M7 #EIZ DL TIX Developer Reference (http://developer.android.com/intl/ja/gui
de/topics/security/permissions.html#perm-groups)Z SB35 &,

27 ZMi5EY. 77JIZ&B android.permission.READ_CALENDAR & android.permission.WRITE_CALENDAR
DHAEEIFLLITDLETHD,
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HHREE DT EHEEH

77 DEFTEEIZ Permission ERADEL DL, iHEKA Android 6.0 LIETEMEL TSI EIZMZ ., 7TUD
maxSdkVersion H¥ 23 LLEIZERFESINTLSIHZEIZESN S, imEKA Android 5.1 LIETTEIEL TL\SIHFE .
771 ® maxSdkVersion H 23 RiGTHAIGE . ERIFHKBEYTT)VDA VA= LEFIZE LD TR ESN S,
fz12L. 77 ® targetSDKVersion A% 23 RiETH>TH. IR H Android 6.0 LIETHNIIE. 1V Ab—ILEh
=771 ® Permission #1—HY—MEEDIA(IVT TRYET LN TES2H. ERILGEVWTTUOEER TN
REDUHEMELH D, RRITHRRERICHIET M. 7FT)D maxSdkVersion % 22 LIRTIZEREL T, Android
6.0(API Level 23)LIBEDIHRICA U b—ILENBENKIIZT B2HEEDRIGHNBETHD (K 5.2-1),

& 5.2-1
iR D Android OS /A— | 7 7 1) D | TTI)~NOERMTEDHEA | 1—H—IZKDHHER Fl
o3y targetSDKVersion =S
S 6.0 =23 7T EITH HY
<23 AV Ab— LB HY(E2EXFIGHBE)
<5 =23 AV AR— LB L
<23 A AR— LB L

f=1=L. maxSdkVersion OMRIIBREHTHAHZLITTENLETH S, maxSdkVersionZ 22 LUFTIZERELT:
B4, 77)% Google Play ##H CEfALI=&=IZ1E. Android 6.0(API Level 23)LIEDIHERMNRRT T DA
Ah—/LAEEIRAR ELTY AR RSN E{H B, — A, Google Play LS DT —4 v FL 4 X TlE maxSdkVersion
DENFvIINENELH ST, Android 6.0(API Level 23)LIEDIHRIZHE T T)EA 2V RA—ILTES
BENHD,.

Z D &51Z maxSdkVersion OENRIZREMTHSHZ L, 512 Google H maxSdkVersion DfEFAZEHELEL TLY
BWIEZHFZ BRICHABRERICHIET 5 LaHE0T 5,

BE. UTORYRT—@IEIZT % Permission [, Android 6.0 LIf& Protection Level A% dangerous i
normal [ICEBEIN TS, DFY., Chid® Permission [FFRIAEEL TN TYH, A—F—DBRMLHFRAIEHELS
LW, SEDOEHREREDZEEZITEL,

android.permission.BLUETOOTH
android.permission.BLUETOOTH_ADMIN
android.permission.CHANGE_WIFI_MULTICAST_STATE
android.permission.CHANGE_WIFI_STATE
android.permission.CHANGE_WIMAX_STATE
android.permission.DISABLE_KEYGUARD
android.permission.INTERNET

android.permission.NFC
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I 5.3. Account Manager [CHBE7HYUMEEMNT S

Account Manager [E7T)HRF US4 —ERNT IR T B=OITHEBLELDEITHIVMER (FTHHOUR. /N
AT—R)BLUVRBE—YF—TtEET S Android OS DA THBH28, A—H—IEFBRHITHhHOUMEHRE
Account Manager [Z&ELTHE, 7IVDA L SAU Y —ERICTIVERLESELIEEZ(CA—F—DHAEF
T.Account Manager W7 VIR —V % BRIRE T 2HHATHD, /I\RAT—FREVNSEBHTE S T4T
HiESHRET7 ) B TEL T EA Account Manager DR A THS,

Account Manager Z{#EHAL=7HOUMEE#EEIR 5.3-1 OXILERELS, [RIAT7TVIEBEN—I0D
REEZFTTHUIAY—ERIITIVERTET7TITHY  GIRDTT)DIETHS, —A. [Authenticator 7
1) 11% Account Manager MH#EEEHRIR THY . Authenticator EFEIEN B4 TP Y& Account Manager (232
#9352 &I2&kY. Account Manager BN ZDF US4 —ERDTHD U MERB FU R —Y 05— TEET
EFBK5127%%, FIART T & Authenticator 7TVIERIDTT) THAIDEFHL, —D2DTTVELTEETHIL
£ TE5,

|( Androidifi R | |( WebH—/3— ‘l
| I I
I B — s . Android Framework Authenticator7 1) : : oS4 —E XA :
| o TR M~ A p Fos1op—eza L) | FHYUk !
1B77) L. ccount oA — N >
: >. Manager \. @ Authenticator T T |I> BEEEHEE :
[ : I I
I 1 L . |
| e i P Tl |||
| REER— 72 o> TH —E DB ALEFIA || SRR |
[ I I
\ )\ )

- e

B 5.3-1Account Manager ZEAL=7hV 2 NMEEERED IR AL

Ak, FIFAT7 )& Authenticator 77 IFFAFEEDE L RN EL>TLTHELY, LA L Android 4.0.x DifR
[ZBRY Android Framework M /A5 A% Y . FIA7 71 & Authenticator 7 7Y DEZBARLGTH>TLSEFRT T
JTHINANREELTLEN. BBETHVUMFIATERLD, SSTRNT YT ILO—FIEEOFESICIERET
EFTLVELY, FELLIFN5.3.3.2 Android 4.0.x TIEXFIAT7 T & Authenticator 77 DERZBNELED LA
RETDHIESHI DL,

1. o7 )La—F
Authenticator 77UDH o F)LELTIS5.3.1.1 HBT7HOU S 1% FRT7TIOHUTILELTIS.3.1.2

MBTHhOUNERATSIZRAELZJSSEC ® Web HArTEMALTWVWSAY T ILa—F—KTIEZENZh
AccountManager Authenticator & U AccountManager User 23 L TLND,

28 Account Manager (¥4 >3/ —EREDRIFADEHALIRE T HH . RETTIEIZ-TLVELY,
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5.3.1.

—e

1. WMBT7HIUNEED

Tl Account Manager BB 7H U &R Z 5KL5(29 % Authenticator 77 DY T )La—REEBNT

%, COT7TIIER—LEENSEBITES Activity [FBEELEWL, £5—DDH T ILF7FII5.3.1.2 HETHD
UhEFAT S5 Account Manager 2 TRIBEMICHFUHINDZEITEFELTIELLY,

RAk

1.

N OO vl W N

Authenticator Z12#9 % Service [£3E/AFH Service £F5

A% 4 > E®E Activity (& Authenticator 771 TRE&E$ 5

A4 4> E@E Acitivity [X268 Activity &9 5

KEY_INTENT [Z(%. 05 (> @ Activity D952 & %38E LI-BRH Intent 252 5
THIUMERORI NI B ED LTI HIERIEOS H AL

Account Manager [Z/8RAT—RE#RELAELY

Authenticator A5/ —EXED@EIEIL HTTPS TITS

AndroidManifest.xml [ZT Authenticator @ IBinder % Account Manager IZiRIt3 59 —ERXEE %,
meta-data [IZT Authenticator Z&ikL1=1)V—X XML 771 LEIETE,

AccountManager Authenticator/AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”

package="org. jssec. android. accountmanager. authenticator”
xmlIns:tools="http://schemas. android. com/tools”>

<1—- Authenticator %9 5DIZWHE Permission —>
<{uses-permission android:name="android. permission. GET_ACCOUNTS” />
<uses-permission android:name="android. permission. AUTHENTICATE_ACCOUNTS” />

<application
android:al lowBackup="false”
android: icon="@drawable/ic_launcher”
android: labe|="@string/app_name” >

<{!1— Authenticator ® IBinder % AccountManager [ZiBft3 59 —ERX —>
{I— *RA > b 15 Authenticator 129 5 Service [FIEARH Service &35 —>
{service
android:name=". AuthenticationService”
android:exported="false” >
{I— intent-filter & meta-data (XBREYD/F—2 —>
intent-filter>
<action android:name="android. accounts. AccountAuthenticator” />
<{/intent-filter>
<{meta-data
android:name="android. accounts. AccountAuthenticator”
android:resource="@xml/authenticator” />
<{/service>

A= FHAIUFEEMT B EEHREITRRISNDAT A VEERAD Activity —>
d— kR4 k2% AOF A EE Activity [ Authenticator 7 7Y TEET Z —>
d— k7RS4 2 k3% A5 A VEEActivity (X2B Activity &35 —>
Cactivity

android:name=". LoginActivity”
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android:exported="true”

android: label="@string/login_activity_title”

android:theme="@android:style/Theme.Dialog”

tools:ignore="ExportedActivity” />
<{/application>

</manifest>

XML 774 )L T Authenticator 2 E & . B T7HIUCDTHIUNATEEZRET S,

res/xml/authenticator.xml

<account-authenticator xmlns:android="http://schemas. android. com/apk/res/android”
android:accountType="org. jssec. android. accountmanager”
android:icon="@drawable/ic_launcher”
android: label="@string/label”
android:smal | Icon="@drawable/ic_launcher”
android:customTokens="true” />

Authenticator D4 X2 X% Account Manager IZIRIt 9 5 —E X, ZOH 2T )L TEET % Authenticator
T#H5 JssecAuthenticator VAN A AR X% onBind() T return 341 1TOEEBEAZREETKLY,

AuthenticationService.java
package org. jssec. android. accountmanager. authenticator;

import android. app. Service;
import android. content. Intent;
import android. os. IBinder;

public class AuthenticationService extends Service {
private JssecAuthenticator mAuthenticator;

@0verride
public void onCreate() {
mAuthenticator = new JssecAuthenticator (this);

}

@0verride
public IBinder onBind(Intent intent) {
return mAuthenticator. getIBinder () ;

}
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ZDYUTI)ILTEE T S Authenticator TH 5 JssecAuthenticator, AbstractAccountAuthenticator ZH¥&L
T abstract AJYREITRTRET S, ThbDAYYRIE Account Manager M5FEIEN S, addAccount()B KV
getAuthToken()Tl&. A1 Y —E XM BRI —VUFBET 516D LoginActivity Z#2E19 5 intent &
Account Manager [ZIRLTULV5,

JssecAuthenticator.java
package org. jssec. android. accountmanager. authenticator;

import android. accounts. AbstractAccountAuthenticator;
import android. accounts. Account;

import android. accounts. AccountAuthenticatorResponse;
import android. accounts. AccountManager ;

import android. accounts. NetworkErrorException;

import android. content. Context;

import android. content. Intent;

import android. os. Bundle;

public class JssecAuthenticator extends AbstractAccountAuthenticator {

public static final String JSSEC_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
public static final String JSSEC_AUTHTOKEN_TYPE = “webservice”;

public static final String JSSEC_AUTHTOKEN_LABEL = “JSSEC Web Service”;

public static final String RE_AUTH_NAME = “reauth_name”;

protected final Context mContext;

public JssecAuthenticator (Context context) {
super (context) ;
mContext = context;

}

@0verride
public Bundle addAccount (AccountAuthenticatorResponse response, String accountType,

String authTokenType, String[] requiredFeatures, Bundle options)
throws NetworkErrorException {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
Bundle bundle = new Bundle();
if (accounts. length > 0) {
/) AY TN aA—FTIET7HhoY bHABRICHEET IEEEFIS—ET D
bundle. putString (AccountManager. KEY_ERROR_CODE, String.valueOf(-1));
bundle. putString (AccountManager. KEY_ERROR_MESSAGE
mContext. getString (R. string. error_account_exists));
} else {
/] *kRA k2% O5 4 VE@Activity & Authenticator 7 7! TEET 3
// %4 >k 4% KEY_INTENT 1%, B4 4 VE@E Activity D9 S5 REEHE L=BRM Intent 252 %
Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (AccountManager. KEY_ACCOUNT_AUTHENTICATOR_RESPONSE, response);

bundle. putParcelable (AccountManager. KEY_INTENT, intent);
}

return bundle;

}

@0verride
public Bundle getAuthToken (AccountAuthenticatorResponse response, Account account
String authTokenType, Bundle options) throws NetworkErrorException {
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Bundle bundle = new Bundle();
if (accountExist (account)) {

// KRA 2 k4% KEY_INTENT [ZI&, BS 4 VB Activity DY SR FIEE LI-BATHM Intent 52 %

Intent intent = new Intent (mContext, LoginActivity.class);
intent. putExtra (RE_AUTH_NAME, account. name) ;
bundle. putParcelable (AccountManager. KEY_INTENT, intent);
} else {
/] BEINETHIV CAFELBEWNMGESIEIIS—ET S
bundle. putString (AccountManager. KEY_ERROR_CODE, String.valueOf (-2));
bundle. putString (AccountManager. KEY_ERROR_MESSAGE
mContext. getString (R. string. error_account_not_exists));
}
return bundle;

}

@0verride

public String getAuthTokenLabel (String authTokenType) {
return JSSEC_AUTHTOKEN_LABEL;

}

@0verride
public Bundle confirmCredentials (AccountAuthenticatorResponse response, Account account,
Bundle options) throws NetworkErrorException {
return null;

}

@0verride
public Bundle editProperties (AccountAuthenticatorResponse response, String accountType) {
return null;

}

@0verride
public Bundle updateCredentials (AccountAuthenticatorResponse response, Account account
String authTokenType, Bundle options) throws NetworkErrorException {
return null;

}

@0verride
public Bundle hasFeatures (AccountAuthenticatorResponse response, Account account
String[] features) throws NetworkErrorException {
Bundle result = new Bundle();
result. putBoolean (AccountManager. KEY_BOOLEAN_RESULT, false);
return result;

}

private boolean accountExist (Account account) {

AccountManager am = AccountManager. get (mContext) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
for (Account ac : accounts) {

it (ac.equals(account)) {

return true;

}

}

return false;
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FoSA Y —ERICTHIVNG  INAT—FEZELTOTAVRETLD. TORREL TR IV EWMET
% LoginActivity, SR 7 h OV BME LV RNV BRB OIS EICRTINDG, A USA Y —EXADER
DT IR IE WebService 72 AR TEEENDEDELTLNS,

LoginActivity.java
package org. jssec. android. accountmanager. authenticator;

import org. jssec. android. accountmanager. webservice. WebService;

import android. accounts. Account;

import android. accounts. AccountAuthenticatorActivity;
import android. accounts. AccountManager ;
import android. content. Intent;

import android. os. Bundle;

import android. text. InputType;

import android. text. TextUtils;

import android.util.Log;

import android.view. View;

import android. view. Window;

import android.widget. EditText;

public class LoginActivity extends AccountAuthenticatorActivity {
private static final String TAG = AccountAuthenticatorActivity.class. getSimpleName() ;
private String mReAuthName = null;
private EditText mNameEdit = null;
private EditText mPassEdit = null;

@0verride
public void onCreate (Bundle icicle) {
super. onCreate (icicle) ;

/] To2—rPAAUKT

requestWindowFeature (Window. FEATURE_LEFT_ICON) ;

setContentView (R. layout. login_activity) ;

getWindow (). setFeatureDrawab|eResource (Window. FEATURE_LEFT_ICON
android. R. drawable. ic_dialog_alert) ;

// widget ZRDITTEHL
mNameEdit = (EditText) findViewByld(R. id. username_edit);
mPassEdit = (EditText) findViewByld(R. id. password edit);

/] kRA 2k 3k OF 4 VEEActivity IEAR Activity ELTHOT TUNSORETFTH R EEET S
// SVERA AL Intentftextras @ String £/a) RE_AUTH_NAME 721+ L ki 7 Ly
// CODHNEBA S String I TextEditi#tsetText (). WebServicettlogin(). new Account () IZ
// BIEE LTRESNDN, EABRXFINEZ SNTHHENBERNILERERELTWS
mReAuthName = getlntent (). getStringExtra (JssecAuthenticator. RE_AUTH_NAME) ;
if (mReAuthName != null) {
// A—H—LIBET LoginActivity NFEUHESINIzDT, A—F—REZHELFTET S
mNameEdit. setText (mReAuthName) ;
mNameEdi t. setInputType (InputType. TYPE_NULL) ;
mNameEdit. setFocusable (false) ;
mNameEd i t. setEnabled (false) ;

}
/I BTA 2RI BTHIZRTEIND

public void handleLogin(View view) {
String name = mNameEdit. getText (). toString();
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String pass = mPassEdit. getText (). toString();

if (TextUtils. isEmpty (name) || TextUtils. isEmpty (pass)) {
/] AAELRTETHDIGEDINIE
setResult (RESULT_CANCELED) ;
finish();

}

/] AASNE=THhO MERICK YA VS o —EXICOATAUT D
WebService web = new WebService () ;
String authToken = web. login(name, pass);
if (TextUtils. isEmpty (authToken)) {
/] FREEDR L I-HEDONE
setResult (RESULT_CANCELED) ;
finish();
}

[/ UTF. BT A UEMEEQ0E

/] dRA bbbk FTHAOY MERORI F—Y 0B EQDEV T« THERIFOTHA LGN
Log. i (TAG, “WebService login succeeded”) ;

if (mReAuthName == null) {
// BG4 UBY L7 Ao k% AccountManager [Z&$%9 %
// %A > b 6% Account Manager [2/8R T — F&#{FEEFELAL
AccountManager am = AccountManager. get (this) ;
Account account = new Account (name, JssecAuthenticator. JSSEC_ACCOUNT_TYPE) ;
am. addAccountExplicitly (account, null, null);
am. setAuthToken (account, JssecAuthenticator. JSSEC_AUTHTOKEN_TYPE, authToken);
Intent intent = new Intent();
intent. putExtra (AccountManager. KEY_ACCOUNT_NAME, name) ;
intent. putExtra (AccountManager. KEY_ACCOUNT_TYPE,

JssecAuthenticator. JSSSEC_ACCOUNT_TYPE) ;

setAccountAuthenticatorResult (intent. getExtras());
setResult (RESULT_OK, intent);

} else {
/] BBEE b—D U ERENT B
Bundle bundle = new Bundle();
bundle. putString (AccountManager. KEY_ACCOUNT_NAME, name) ;
bundle. putString (AccountManager. KEY_ACCOUNT_TYPE

JssecAuthenticator. JSSEG_ACCOUNT_TYPE) ;

bundle. putString (AccountManager. KEY_AUTHTOKEN, authToken) ;
setAccountAuthenticatorResult (bundle) ;
setResult (RESULT_OK) ;

}

finish(;
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EMRIZIX WebService V9S5RIFFZ—RELLH>THY ., BIZERIEARYLEEXFINFRIAM— 2 ELTRT Y
DT IRE(ZH-TLNS,

WebService.java
package org. jssec. android. accountmanager. webservice;

public class WebService {

/%%

* FUSAUY—ERADTHO Y FEBBEEICT IO ERTHEE

*

* @param username 7Hh > bEXEF|

* @param password /8NR ) — KX F3F

* @return FREE b—2 U ERT

*/

public String login(String username, String password) {
// R4 >k T Authenticator A >S54 VY —ER EDBEIEILHITPS TIT5
/] BRRIZIE, Y—N—LDBENBERET DN, YU TILICOEEE
return getAuthToken (username, password) ;

}

private String getAuthToken (String username, String password) {
/] BBIZIEY—nN—Hh5, A =— U HEHARAREERIESNIZEEIET HH
/] BTz oE, BEKTHTICEEEERT
return “c2f981bda5f34190c0419e171160f45¢”;
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5.3.1.2. MWB7HVUIERATS

WMBETHIUEDEBMEREN I OBMBETITT)DY U TILA—FEUTITRT . £5—2D B TILTT)
15.3.1.1 MBT7HIVEED IDHERICAVA—ILENTNSEE(Z MBTAV DB —22 DR
/NTED, [7ULRIVIIRN BEEIEETT)DEZRIVELGDIGEEICETRREND,

B warnor L ERHRTS & 7oe2U512H

B warhos rENRTS

PHAOY REBNTE PNOYIEBNTS UFOPTUN, BEVDPHDY KT PHOYEENTS
SEPIOLRATIEREVIIZAMNLT
RE R—HVEWETS BE -2V ERETE \ WET, BER—HVEWETS

o BBPHOVLEFRTS

COVIIRAPEHILTHLBLVT
TH?

5.3-2 4> F )L 7)) AccountManager User D EN{FEIE

AP
1. Authenticator NERDELD THACEZHEZRLTHOTHIUNLUEBEERT S

FIA77Y)®D AndroidManifest.xml, ZE7%: Permission ZFIBEE . &7 Permission [IZ2ULVTIEI5.3.3.1
Account Manager MFIF& Permission 12588,

AccountManager User/AndroidManifest.xml
<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. accountmanager. user” >

<{uses-permission android:name="android. permission. GET_ACCOUNTS” />
<{uses-permission android:name="android. permission. MANAGE_ACCOUNTS” />
{uses-permission android:name="android. permission. USE_CREDENTIALS” />

<application
android:al lowBackup="false”
android:icon="@drawable/ic_launcher”
android: labe|="@string/app_name”
android:theme="@style/AppTheme” >
Cactivity
android:name=". UserActivity”
android: labe|="@str ing/app_name”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN” />
<{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{/activity>
<{/application>
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</manifest>

FAT7T)D Activity, BIE EDRE2UE29TF %L addAcount() 7= getAuthToken()HAETINS, IEED
THh o244 T2t LT= Authenticator NMAYITHDT—ANNHAHD T, EFRD Authenticator THDHZEEHE

BLTHSTHIVMUBEZIRH TNVS I EITEE,

UserActivity.java
package org. jssec. android. accountmanager. user;

import java. io. [OException;

import org. jssec. android. shared. PkgGert;
import org. jssec. android. shared. Utils;

import android. accounts. Account;

import android. accounts. AccountManager ;

import android. accounts. AccountManagerCal |back;
import android. accounts. AccountManagerFuture;
import android. accounts. AuthenticatorDescription;
import android. accounts. AuthenticatorException;
import android. accounts. OperationCanceledException;
import android. app. Activity;

import android. content. Context;

import android. os.Bundle;

import android.view. View;

import android.widget. TextView;

public class UserActivity extends Activity {

// ®IF3 % Authenticator DIEER

private static final String JSSEG_ACCOUNT_TYPE = “org. jssec. android. accountmanager”;
private static final String JSSEC_TOKEN_TYPE = “webservice”;

private TextView mLogView;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. user_activity);

mLogView = (TextView)findViewByld(R. id. logview) ;
]

public void addAccount (View view) {
logLine();
logline("HTFLWFhHU Y REEBMLET)

// R4 >k 15 Authenticator NERDLDTHEZ LEZHRLTHLTHD Y MUBESEET S
if (lcheckAuthenticator ()) return;

AccountManager am = AccountManager. get (this) ;
am. addAccount (JSSEC_AGCOUNT_TYPE, JSSEG_TOKEN_TYPE, null, null, this
new AccountManagerCal Iback<Bundle>() {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try {
Bundle result = future. getResult();
String type = result. getString (AccountManager. KEY_ACCOUNT_TYPE) ;
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String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
if (type != null && name !'= null) {
logLine"UTFDTF7HHIY bEEBMLELE: 7).
logLine (" Thor RER: %s”, type)
logLine (” THAD2 R4 %", name) ;
} else {
String code = result. getString (AccountManager. KEY_ERROR_CODE) ;
String msg = result. getString (AccountManager. KEY_ERROR_MESSAGE) ;
logLine("7HAH Y bABMTEELEATLE".
logLine(" TZ5—a—FK %s: %s”, code, msg);
}
} catch (OperationCanceledException e) {
} catch (AuthenticatorException e) {
} catch (IOException e) |
}

}
1,
null);

}

public void getAuthToken (View view)
logLine();
logline(" b=V VEMGELET"):

// *RA >k 1% Authenticator NIEERDELDTHSZ L EZHRAELTHLTHHU Y VUEBEERET S
if (lcheckAuthenticator ()) return;

AccountManager am = AccountManager. get (this) ;
Account[] accounts = am. getAccountsByType (JSSEC_ACCOUNT_TYPE) ;
if (accounts. length > 0) {
Account account = accounts[0];
am. getAuthToken (account, JSSEC_TOKEN_TYPE, null, this,
new AccountManagerCal Iback<Bundle>() {
@0verride
public void run(AccountManagerFuture<Bundle> future) {
try {
Bundle result = future. getResult() ;
String name = result. getString (AccountManager. KEY_ACCOUNT_NAME) ;
String authtoken = result. getString (AccountManager. KEY_AUTHTOKEN) ;
loglLine (" %s SA®ME—% " name);
if (authtoken != null) {
logLine (” %s”, authtoken) ;
} else {
logLine (" mETEELEATLEY,
}
} catch (OperationCanceledException e) {
loglLine (" 44t : %s”, e.getClass (). getName () ;
} catch (AuthenticatorException e) {
loglLine (" 44t : %s”, e.getClass (). getName () ;
} catch (IOException e) {
loglLine (" 44t : %s”, e.getClass (). getName () ;
}
}
}, null);
} else {
logline("7Hho Y FABESINTULEREA);
}
}

// A > b 1% Authenticator NERDILDTHZHZ L ZFHERT D
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private boolean checkAuthenticator () {
AccountManager am = AccountManager. get (this) ;
String pkgname = null;
for (AuthenticatorDescription ad : am. getAuthenticatorTypes()) {
iT (JSSEC_ACCOUNT_TYPE. equals (ad. type)) {
pkgname = ad. packageName;
break;

}

if (pkgname == null) {
logLine (“Authenticator AR DM Y EFHEHA");
return false;

}

logline(" 7ZHhHorrB47F: %s”, JSSEC_ACCOUNT_TYPE) ;
logline (" Authenticator /Xy —o% 1 7);
logLine (” %s”, pkgname) ;

it (IPkgCert. test (this, pkgname, getTrustedCertificateHash (this))) {
logline (" IE3R® Authenticator TlEHY ETFHA GEBHEF—H) 7);
return false;

}

logLine (" IE#R® Authenticator TJ");
return true;

}

// EF® Authenticator 7 71 MIEBAE/ Ny > o {E
// H>FILF7 F1) JSSEC CertHash Checker TEFBAZE/\v L 1{EXRHEETZS
private String getTrustedCertificateHash (Context context) {
if (Utils. isDebuggable (context)) {
// debug. keystore D “androiddebugkey” MEEBAE /Ny 2 a{E
return “OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255”;
} else {
// keystore M ”my company key”MEFBAZE/\Nv ol
return “D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9ESSB D7B3A7C2 42E142CA”;

}

private void log(String str) {
mLogView. append (str) ;

}

private void logLine(String line) {
log(line + “¥n”);

}

private void logLine(String fmt, Object... args) {
logLine (String. format (fmt, args));
}

private void logLine() {
log ("¥n”);
}

PkgCert.java

package org. jssec. android. shared;
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import java. security.MessageDigest;
import java. security. NoSuchAlgorithmException;

import android. content. Context;

import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;

import android. content. pm. PackageManager. NameNotFoundException;
import android. content. pm. Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash. replaceAl | (" “, “7);
return correctHash. equals (hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx. getPackageManager () ;
Packagelnfo pkginfo = pm. getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;
if (pkginfo.signatures. length = 1) return null; /] EBHELTEHE N
Signature sig = pkginfo. signatures[0];
byte[] cert = sig. toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest. getInstance ("SHA-256") . digest (data) ;
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal. append (String. format ("%02X”, b)) ;
}

return hexadecimal. toString() ;
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5.3.2. JL—ILT VY

Authenticator 77 ERE T AEICIXUTDIL—ILEFEIE,

1. Authenticator Zi2#9 % Service [FIE/ABH Service &5 (WH7R)
2. O A2EMm Activity [ Authenticator 771 TERE&E$ 5 (78)
3. OYAViEm Activity [Z2B8 Activity ELTHOD T TN DRET IV RAEBET S (7E)
4, KEY_INTENT IZl&, BY A4 EME Activity DI R B EIEEL-BATRM Intent 525 (Wh28)
5. THADUMERORIL—IHBEDE O T4TRIERIZOS HE ALEL (WH7E)
6. Account Manager [Z/SRT—FRZE7ELAEL (HE2R)
7. Authenticator A>T/ Y —EXRED@EEIX HTTPS TITS (W7H)
MA7TVERET BRIZIEUTDIL—ILETFEIL,
8. Authenticator NEEFRDLDTHALLHERLTIOTHIUMUEBEERT S (WZ8)
5.3.2.1. Authenticator #{g#t9 % Service [LIEFA Service &% (ZH)

Authenticator Z2#9 % Service £ Account Manager Mo FIBHESNEIEEZRHRELTHEY DT TINT S
TRTETITHLHEL, JEAR Service EFTBHILICKY MDTTUDNLDT I REHRT HIENTES, Fi=
Account Manager (& system ¥R TEIMEL TL\H D TIEAFA Service THHTHET VR TES,

5.3.2.2. B4 Em Activity (X Authenticator 77 TR%E3 % (78)

FRTHVUPEMBLUVRIAN Y BRBOGEICRRINSAY /VEEIE Authenticator 77 TRET
RETHD. A7V THBIZATAVEREZRELTIILELHL, COREDTETI/ART—FEWSIBH T
Y T4 ERE T T INRHETED ZEM Account Manager DRI R THD, JIEERT=, LLFIAT T4
TRYAVEEERAELTLESIE., FIRATTIMNNRT—FZE{RH>TLESZEIZAY., Account Manager OB H
S LI-ERET & TLES,

Authenticator 77)A O AVEEZAETHIEIZEY . OF A1V EERFBRETEDAD[FIHEROD L—F—FFIZ
BESND, CNIFXBEEHLTTINEEOATAVEEHA Y. THOUREEBLIEYEWNSE=THYUNEEET S
FENLENENSZETHS,

5.3.2.3. OYA2EE Activity I($2F Activity ELTHO T TUDSDKRET I REBET S (WH78)

044 Em Activity (ZFIA7 ) DIER TRENT A4 EE>TULNS, FIFR7F & Authenticator 77D E
ZRMNELDZEITHEOT AUEE Activity BRRSND=HICZIE, BT A2 EIE Activity [E2F Activity ELT
FELEFNIEESELY,

0% 4 EmE Activity DB Activity THAEWNSZEIE, BEEHLT7T)MSLEEISNDAREENH B ENSTE
THd. AWT—RIE—UMERLTIELESLEL, LEASTI3.2 ANWT—ENREMEHERT LI TRAR-&54%t
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RENBELLGD,

5.3.2.4. KEY_INTENT [Z[&. BT A EE Activity DT R B EIEELIZBARM Intent #5325 (7R)

Authenticator AA0% AV EE Activity ZBIE1=1 EZ(Z1X. Account Manager (2389 Bundle ®=(zO4 1>

B Activity ##£E9 5 Intent % KEY_INTENT THEZAZ&IZHE-TWNS, ZCTEHZS Intent (AT AV EE

Activity 95X A TIEET HRM Intent THRITFNIEESEW, ELT VLIV B IETE DR Intent Z35EL T

LES&. Authenticator 77U BLAEL-AY 1V EE Activity TIEZ%L, D7 FUARAELT: Activity HiEE

BSNBa RN ELTLEIS G, BEHIT7IVAEROOTAVEREICEE 0T 1 EERFAELTLV:
S AOOYTAVEERTLI—H—A/NRT—FZAHLTLESIRBAH S,

5.3.2.5. ZAOUMERAOZBIIN—VUBEDEL O TATRIERIEOS H AL (WH78)

FoSA Y —ERICEHRTI7TIIE. TOREBLETTHEGERBIZENTH, A5/ —ERIZSFEHER T
EHVSTIVITHESNEI LD B D, BHETEHRVREITZIKITEY . 2vh)—VBRBORHFERZE . BETD
JIVDEFEIRX, Permission TR, BRI TT—HEHKRARTHS, HLEREOUYL FEBHEL T, TOT T LRER
TRONBHRZATENTEERELI(ADND,

INRT =RV ED UL TATRERITRLTOT HAL TR ESHEL, BT ER IO T T UM B
HAMDCENTEL-OERBRDREELGYDNRGENNGT, THVUFELRELBEEICOENSZEICIEO
THAL TSR,

5.3.2.6. Account Manager [2/SRT—RZRE7FELAL (H32)

Account Manager [Z& 8T BT HIOUMIIEK, /ISRT—REBIN—I20 D 2 DDRIEREREFET HENTED,
NODFERITRDTALIMID accounts.db DHIZEXT(OFYESILINT) EESND,

-Android 4.1 LI#T

/data/system/accounts.db

Android 4.2 LIf%

/data/system/users/0/accounts.db

¥Android 4.2 LRI ILFA—F—HEENYR—FEIN TS0, a—F—IC&hELTALIMNIARESN
BEIIEEINTLS,

ZM accounts.db DINBEFHRAEST=HIZIE root 4ERFET=IE system ERMNBETHY . TERD Android #m=%
TIIHRAMBIENTELL, LU IEE(Z root HER® system #ERNEHLN TLESHEFE A Android OS (=
HBHHEEICIL, accounts.db D HFICRFSNFERIEFERNBIRICESSINEZEITHS,

ZDEEETHENLTULVS Authenticator 771 (X, Account Manager [ZFREER—V U (X RTFT B, 2—HF—D /X
AT—FIERFLGVERETEL TS, —EDHBLAICA T/ 05 —E X ITHEMIZERL TUONIE, BB —
I DEDHENERINDION B THDO. NAT—REREFELLEVEETHL THAIEN B,
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EER—O U (E—RICNRRT—F XYL EHHRIELS WO TEENETEZHENHS. LhIEENETOERE
RERTH D, A—. RV NRBLIZELTH, BNV E BT HIENTESOH, BRIEE—V 2 1FX
AT —RIZEERZLENBNESNTWS, BV N EMIESNHECE, 2—F—([F35—E/NRT—F
FAALTHLWERIIM—IUZIETRIEELL,

NAT—FHRELIZES . NRT—REEMELTLEIE. TR I—F—[FA L FA oY —EREFATEG
TLFES COLIGHE . - L 3—RHEEFENBBEELGSOTLEIORELIARMIFEET S, P AT Account
Manager [2/NRTD—REREFTHHEEITESLEITRITEIRETH S, ESLTENRT—FERETHHETELL
FRIELESHENEEIL. NRT—FEEESEL T BELOREHFILTILHE . BERIYN—RIVO=TYT
MREEMI DI LTS5,

5.3.2.7. Authenticator EA >S4 Y —E XEDBEEIL HTTPS TITS (Wh78)

/\le f*‘kbm.nﬂfl“ a/lj:l'\b@%)uunﬁ'lﬁiﬁtb\b\s Q*L%Hr—%' ?thfbgzj ﬁz%bil_ﬁ:_(:@")
FTELTESRIEICH S, Authenticator (A SAV Y —ERECSLI-REIEHREEZIET DA EITHDIDT,
HTTPS DX E DI L-BESILEEARXTRELGITAIELESEL,

5.3.2.8. Authenticator NIEERDEDTHAEEZHEZRLTHLTHIUMNLUBEZERT S (Wh78)

BRIZCEI—DTHI 214 THEEZ LT Authenticator NEMBFEETIEES. £ITAVAR—ILEN T
Authenticator NE#ZH5, B9 D Authenticator BNE AV AR—ILENTF=BEIZIFXFIHESNAZNENSZET
Hb,

HLEICAVR—)LEN Tz Authenticator WL DT TIZKBBETHHIGEICIE. A—F—BNAALEZTHD
UMEBRMNTILVITICEDONTLEIBNLH D, A7 TVETHIOUMEEETSTHIUNIATIZDOLTIE
D Authenticator MZDTHIURIATIZEIV B TOEN TSI EEHRELTHS, THOUMREEERLAIT
NIFEBAELY,

HBETH IV TIZEIY BTSN TS Authenticator NIEFRDED THABH L. TD Authenticator #EL/\
i —T DEIBAE /Ny aEE . BRIICEZELTOSEHROERAE/ N\ A EE—HTINEINTHERTES. HL
BAENYVAEN—BLEWIENHBALIZIGEE . TOTAVURATICEIY B TONTLSER LGN
Authenticator #&L /W —CETUAV AR =L T B E51—HF—ZR T Lo UEREST ZEMNLEELLY,
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5.3.3. 7E/\VRE

5.3.3.1. Account Manager ®#|F& Permission

AccountManager 95 ADEAYYREMAT H=HIZIE. 7FJD AndroidManifest.xml [ZZnZFBEIEAR
Permission DA AEE 2T 2LENHS, Permission EAXYYREDREER 5.3-1 ITFT,

% 5.3-1 Account Manager M##gE& Permission
Account Manager A2t 9 S iRE

Permission AYYR B
AUTHENTICATE_ACCOUNTS getPassword() INRT—FDEF
(Authenticator LRILHBTES | getUserData() FIRAEEROIE
1= Package DA FIFATAE addAccountExplicitly() FHIURD DB ~MDIENN

peekAuthToken() Fyyladnf-b—o DG

setAuthToken() REE—D2 D E

setPassword() NRRAT—FDER

setUserData() FRAEFRBRORE

renameAccount() THIEDER
GET_ACCOUNTS getAccounts() FTRTOTAIUED—ERE

getAccountsByType() FHIVREATHREILT AU ED

—REmE

getAccountsByTypeAndFeatures() WBELBEEEE S I-7HhOVD

—EmE

addOnAccountsUpdatedListener() ARV RF—DZEER

hasFeatures() EBEL-#EEnEE
MANAGE_ACCOUNTS getAuthTokenByFeatures() BELE-EEEZFEDOTHIVEDR
SER—Y> DERG
addAccount() A—HF—~DTh I MEMEF
removeAccount() THOUDHEIRR
clearPassword() INRT—F DL
updateCredentials() A—HF—~AD/IRRT—FLEEEF
editProperties() Authenticator DFRELEE
confirmCredentials() A—HF—~DNRRT—FBAHNE
i
USE_CREDENTIALS getAuthToken() REN—O  OEE
blockingGetAuthToken() BEIN—Y DTG
MANAGE_ACCOUNTS invalidateAuthToken() Fryiasnt=-r—o> DHI

EFS
USE_CREDENTIALS
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ZZT.AUTHENTICATE_ACCOUNTS Permission hAEGEAYYREEESIIHZE(ZIE Permission IZINZ T/ 3y
r—CDERZBIZET HHIMRARTON TN, BEIAMIZIE, Authenticator ZIREFT 2/ \vr—CDERITES
BEAVIREFSITTID NV T—T DBRITESBRAPRCTRITNILESEN, ZDT=6. Authenticator LISHZ
AUTHENTICATE_ACCOUNTS Permission BB AV YR EEFESTTEE T HMEIZIE. Authenticator &
FCBTELZRT LT,

Android Studio TORFEDIFICILFREL-ZERBABEE THEONS=H, BOILEERE T I Permission 12
(T TERECEEHRNAHETLES BIT7 VI TERABEFEND T TCOLEEEE. COHREEELTT
TIIFESREEETIVNELHINDTEEET HE, £1=. Account Manager AhoEFT 5T —RIZIEEV T
1T HEEBRAEENS=O. RBOREMALEDIRIERLT IS/ WNIZEHFEET DL,

5.3.3.2. Android 4.0.x TIXFIFA7 7 & Authenticator 77D BLBEMNELDZEFINDFRET S

Authenticator &% Authenticator 77 EELGHMFEEBFR TE R INI-FRAT T M SR —T> D EIEH
BEMNERESNT-IHFE . Account Manager [EFREEM—2 > A A EE (GrantCredentialsPermissionActivity)

FRALTCA—Y IRV DERAEZHRT 5, LHL. Android 4.0.x @ Android Framework [Z1&

FEEHHY. Account Manager [Z&>TZOEEA AN NIzEE., FINNFKEL, 7TT)HRFETLTLES

(B 5.3-3), FEE5DEMIL https://code.google.com/p/android/issues/detail?id=23421 [ZEE&EHINh
TLY%, Android 4.1.x LI TIHXZOTREEIELELY,

Android 4.0.x Android 4.1.x

% @ 10:46

2 Access request

The following one or more apps
request permission to access your
account, now and in the future.

e AuthenticatorUser
e JSSEC Account

user

Unfortunately, Android System JSSEC Web Service
has stopped.

Do you want to allow this request?

B 5.3-3Android R DREIAM Y ERMFEEEER LGS
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ISA.HTWSTEETé

RAIX—bITAVTT)EA A=Y LD Web H—N—LEETE2EDONZL, TOREAXELTHAHAFTIE
HTTP &S HTTPS @ 2 ARICEE T 5. 2D 2 ARDSE., X aTADERTIE HTTPS IZ&DBIEMNLEELLY,
W4 Google % Facebook LERFE M Web H—E R [F HTTPS [C&BEHMERERET HELIIEHH>TET -,

2012 FLI# Android 77 M HTTPS BIEDELEFEICE ITHRMEMNEIEHIN TS, CIZEBTELE
ZEBRA/MLFETINI= Y —/N\—GIBAETIHEK BMITHKITEIN Y — N\ —FEAE (L&, TSI R—EHE
EESIZEYERAESNTNSTAMN Web —/N\—ITHER T 5-OICEESN - R THLLHERIND,

COREETIH HTTP EEUPHTTPS BIEDAEIZDOWTEHRAT S, HTTPS BIED A EICIE, T/ R—EHET
BRI TS Web H—/N\—[CREIZEKRT DA ELET,

5.4.1. o7 )La—K

FRLTWAST7TDRBREFENEORFEEHEFEZ. B 5.4-1 [TRVSUTILI—FEBIRTHIE,

C L& )

Yes

T T4 IUERE
EEFEERETEIN?

%ﬁﬁ#—ﬁ—if?iiii/,

No \/

H— \m No

CANFEITLIzH—/\—
SEBREEESIM ?

A4 A4

HTTPEIET % HTTPSEIET S FHISEBAE THTTPSEIET %

B 5.4-1 HTTP/HTTPS @Y > F)La—F% BRI H7A—Fv—t

L TATREREEZIET HHEL SSL/TLS CEERBABSILEND HTTPS BIEFALS, HTTPS 5%
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AWEIESIRRVE O TAIOGRBIMELTIIUT D LIGHEDAH S,

® WebH—ERXRADMOY A2 ID, /ISR —FK
FELRREA M T A= DEHR (Y ay ID. b—4> . Cookie DIEHALE)
ZDh Web —E XD HEICIGL-EZEFR - MZFR EANFHROILOVA—FRIEHRELE)

CCTRHERELED>TWBRY—bTATTIIE Y—N—LBEFTSETEEL, BEINSVRXTLDO—EREE
2TWVS, 2T BIEDEDEHE HTTP £LLIE HTTPS £ 5DMNDLTIK, VAT LLFEEEBLTGEYE
TXATHR X2 TA—TFT AT ERT ZEHTTP E HTTPS MBIEAKXDEWNIER 5.4-1 28EITTBE,

FHUTINaA—FDEWMIDOVTIER 5.4-2 #BEI12F 5L,

& 5.4-1 HTTPEEAX, HTTPS BEAX DR

HTTP HTTPS
LE3E URL http:// TiEE% https:// TlaES
RIENEDESE L HY
BENEOHE Aﬂrﬁ%ﬂ NG| Gl
kY —/\—DEEE A aJ
wE KEHICLDBEABTDHEARY = i
JRY | RBBICLDBENBDEZHRZ = i
T DY — 1 R\—~ DT = i

& 5.4-2 HTTP/HTTPS EED YT ILa—FDEA

Yo )La—k BIE oL T4 THE | —N—FIHE
WMDEZIE
HTTP B{E9 % HTTP X -
HTTPS @19 % | HTTPS @) Cybertrust 4> VeriSign ENE=FZIH/IZ &L Y R1T
Shf=y—/I\—IHE
754 R— M | HTTPS O T54 R— hEIRE
BHZ T HTTPS & XA T —N—PTFRIY—N—TELAHBN
E9% SEMMRE

%#H Android Y R—FLBAELELEHLN TS HTTP/HTTPS #{EFMA APl (£, Java SDK HXE®D
java.net.HttpURLConnection/javax.net.ssl.HttpsURLConnection T#&%., Apache HTTPComponent B3
M Apache HttpClient 54735122 TIL, Android 6.0 (API Level 23) THR—IA$THEEIDN TLNS,
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5.4.1.1. HTTP&EETS

HTTP BIETERETARRIITATHREEICEHE - RSASNDAREMENH D ELERHRELGTNIEGRSA,
FHEEREY—N\—IREELNAELLAYOY—N\—THERTHIENH LI ELAHRELG T AIEE LGN,
DEIGHMRICE VN TRHENE LG, FEXHBFHEEITIRELAZDTTIIZENTOH, HTTP EEZFAT
E5, OLIRHRERZ (FANSNGENT TIZTDNTIEN5.4.1.2 HTTPS @59 514°05.4.1.3 TS5AX—NiEMHA
ETHTTIPS BIETD1ESHI D&,

LUTOHTI)La—FKIE, Web —/N\— L TEBBRRZITV. RREBZIELTERTT H7T)THAS, | BD#E
RTH—/\—EHTTP &E% 2 BEl1T5. | BIEDBEETEHBZZEREZEKL., 2 @B EHOBEETEBREZIMET 5. U R
LYRTO@EIEZRETSHT=8IZ. AsyncTask ZF|AL TEELERADT—Hh—XLYREERLTILVS, Web H—/\
—LDBIETEZETSHERIL. BROBERXFSII. EBRD URL, BET—21=H., EnbEo O T4I101ERILG
WEAELTWVS, TD=8H, ZIET—FTHAHEERD URL LERT 2. REENREL-RERADT—4TH
BHEEEMEN D, BEDIZH . YT I aA—FTERET —IDNKRBT I THOTHHBRINDEL THEEMRLT
WL, T, FHROEHIZEY,JSON N—RBEPER T —2E R RT HRHICHKET HAREEOHAHMNITTS
BN LEEEREL TS, 7T DERICEC TEYIICNEEZRE T IBENHDHEITEETHIL,

RAUk:
1. BETREITAITRERESOHREL
2. RIETIHANKBENDREET I THAGEEEETS

HttplmageSearch.java
package org. jssec. android. https. imagesearch;

import android. os. AsyncTask;

import org. json. JSONException;
import org. json. JSONOb ject;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. IOException;

import java. net. HttpURLConnection;
import java. net. URL;

public abstract class HttplmageSearch extends AsyncTask<String, Void, Object> {

@0verride

protected Object dolnBackground (String... params) {
byte[] responseArray;
//
// BIET1EE : BEgERET S
//

/] *RA D b1k BRIET—RIZEVIT 4 THRIERESHLEL
/] BEMRERRXFINEEET S
StringBuilder s = new StringBuilder ();
for (String param : params) {
s. append (param) ;
s. append (' +);
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}

}
s. deleteCharAt (s. length() - 1);

String search_url = "http://ajax. googleapis. com/ajax/services/search/images?v=1.0&q=" +
s. toString () ;

responseArray = getByteArray (search_url);
if (responseArray == null) {
return null;

}

/] KIRA 2%k REET—ANREBEENCDEET—FITHDIEEEEETD
/] T DERRERENKBEN LD T —F THHHFEDNIEFEZ
/] BT ILIZDE JSON /S— R B DFI S IR (LB =
String image_url;
try {

String json = new String(responseArray) ;

image_ur| = new JSONOb ject (json). getJSONOb ject (“responseData™)

.getJSONArray (“results”) . getJSONOb ject (0). getString ("url™);

} catch (JSONException e) |{

return e;
}
//
// @IE2MEE : BEEEFWET S
//
/] kIRA VU Rk EET—RICEVOT 4« ITHFERZEDHL
if (image_ur! !'= null ) {

responseArray = getByteArray (image_url);
it (responseArray == null) {
return null;
}
}

/] Rk 2k REET—INRBENCDEET I THIEEZEHET S

return responseArray;

private byte[] getByteArray (String strUrl) {

byte[] buff = new byte[1024];

byte[] result = null;

HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
int length;

try {
URL ur!| = new URL (strUrl);
response = (HttpURLConnection) url. openConnection() ;
response. setRequestMethod ("GET”) ;
response. connect () ;
checkResponse (response) ;

inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;

while ((length = inputStream. read (buff)) != -1) {
if (length > 0) {
responseArray. write (buff, 0, length);
}
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}
result = responseArray. toByteArray();
} catch (IOException e) |{
e.printStackTrace () ;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
} catch (IOException e) |
// IS LIRS R E
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (IOException e) |
// IS LIRS R E
}
}
}
return result;

}

private void checkResponse (HttpURLConnection response) throws [0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new I0Exception(“HttpStatus: ” + statusCode);
}

ImageSearchActivity.java
package org. jssec. android. https. imagesearch;

import android. app. Activity;

import android. graphics. Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android. widget. ImageView;
import android.widget. TextView;

public class ImageSearchActivity extends Activity {

private EditText mQueryBox;

private TextView mMsgBox;

private ImageView mImgBox;

private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mQueryBox = (EditText) findViewBylId(R. id. querybox) ;
mMsgBox = (TextView) findViewByld(R. id. msgbox) ;
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mImgBox = (ImageView) findViewByld(R. id. imageview) ;
}

@0verride

protected void onPause() {
/] TOEHE Activity MIEESINSHEEMEAHSD TIERLPUEE X v oL LTHL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;
super. onPause () ;

}

public void onHttpSearchClick (View view) {
String query = mQueryBox. getText (). toString() ;
mMsgBox. setText ("HTTP:” + query) ;
mImgBox. setImageBitmap (null);

// ERIOERBPREARHL>THNI ELHIDTEY oL LTEL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;

// UL ALY RTRIELTIEESELDT, AsyncTask IZ&EY T—H—RX Ly FTREIET S
mAsyncTask = new HttplmageSearch() {
@0verride
protected void onPostExecute (Object result) {
// Ul ALy FTRIEXKRZLET S
if (result == null) {
mMsgBox. append (“¥n {54} FE&E¥n") ;
} else if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n B} FE4E¥n" + e. toString()) ;
} else {
/] H 2T DO EEBRRTOBEOHINLETEZ
byte[] data = (byte[]l)result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;
}

}.execute(query): // BREIEXFF%E L CIERHNE %A
]

public void onHttpsSearchClick (View view) {
String query = mQueryBox. getText (). toString() ;
mMsgBox. setText ("HTTPS:” + query) ;
mImgBox. setImageBitmap (null);

// BERIOERBLEAELHL O THNIELHIDTTF Y oEILLTHEL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;

// Ul XLy RFTHEBELTIZAELAWLDT, AsyncTask [T&Y T7—H—X L v KTHRIET S
mAsyncTask = new HttpslmageSearch() {
@0verride
protected void onPostExecute (Object result) {
// UL XLy FCEEHRREZLET D
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n fHISF FE4E¥N" + e. toString()) ;
} else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;

}
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}.execute (query) ; // BEXFF%E L CIERLNIE %A

AndroidManifest.xml

<manifest xmlIns:android="http://schemas. android. com/apk/res/android”
package="org. jssec. android. https. imagesearch”
android:versionGode="1"
android:versionName="1.0">

{uses—-permission android:name="android. permission. INTERNET”/>

<application
android:icon="@drawable/ic_launcher”
android:al lowBackup="false”
android: labe|="@string/app_name” >
activity
android:name=". ImageSearchActivity”
android: |abe|="@str ing/app_name”
android:theme="@android:style/Theme. Light”
android:exported="true” >
intent-filter>
<action android:name="android. intent. action. MAIN" />
{category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
<{/activity>
</application>
<{/manifest>
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5.4.1.2. HTTPS B{E9 %

HTTPS BIETIIEZIET AT —ANEBILEINZEFTEHL, R Y —/N\—DEKPHEIHDRIELTHN S,
FD1=BIZHTTPS BERIEEED /N T/ ZNBIZENT, Y—N— 5k 5N TS Y —/N\—FFRZE(CXL T,
Android @ HTTPS SA 7S RETRD K54 E m TRIENITHN D,

o FE=FRIAR/ICLYEBRINI-Y—N\—IRETHLH &
H—N—EAEOHRENFHTHSH L
H—/\—FEBHZE D Subject ® CN(Common Name) F7=[d SAN (Subject Altername Names) ™ DNS
BOERES — N\ —DRAMEE—BILTIVSIL

CNODRIEICERT B —/\—FIBAEREIITS— (SSLException) B EET B, H—/\—EBAEIZ R EHLHS
SE. LI HBEENPREERE2ZLTVWSBAICCOIS—MNREET S, TS5—MNEELEESIZIE. 7TUD
RIS CEYGNEBEEZRTTIBHELAHIRITTFETHILE,

CCTREZFBZAR/MORITINY—N—FEAZTERASIN TS Web H—/\—[ZH#iT 5 HTTPS BED
HYoTINaA—RERT . EEFHRAROORITINY—N\—FIAETIILEL BMITRITLIY—/N\—FEHET
HTTPS BIEEXEHLILMERIZIEI5.4.1.3 TSAR—FEHETHTIPS BIET2128RBIHIL,

UTDHTILa—FRI&, Web —/\—ETEBRREZTV. RREBREZIBLTRTTS7ITITHS, | BN
RTH—/\—& HTTPS BE% 2 EIfT5. | EEDBEETEGZEREZERL. 2 BB DBETEGREIRET 5. UI
ALYRTOBEIEERTH=8(2. AsyncTask ZF|BLTEELERADT—H—ALYREERL TS, Web H—
N—EDBIETERETHERIL. EROBEREXFI. BED URL, BfRT—4T. ETEUITAIRBEREAR
LTLVD, %53, BB D=6 . SSLException 2L TIE1—H—~DBEEE DHINREEIT> TGN, 7T
JOERRICIEC TEYGNEBEERLETINENDH D, T UTOH LT )La—KRTIESSLV3 2RV EENHFRS
T, SSLv3 DffEFEE GEFF POODLE) (X9 A BAEEE T 51=0IZIE., kY —/\—IZHBLTSSLv3 %
EBOLTAREERT EEHBOT S,

RAb:

1. URIIZ https:// TlR® S

2. BETHIEUITAITRERESHTERL

3. HTTPS #EHELI-H——DoDT—2THO-TH. RIET—IDREMEHERTS
4. SSLException [ZxLT7ZFUIZ@EL=HI5 LIBEITS

HttpslmageSearch.java
package org. jssec. android. https. imagesearch;

import org. json. JSONException;
import org. json. JSONOb ject;

29

PREABHEIZDOVTIEIRODR—ES R, http://www.ipa.go.jp/about/press/20140919_1.html
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import android. os. AsyncTask;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. IOException;

import java. net. HttpURLConnection;
import java. net. URL;

public abstract class HttpsImageSearch extends AsyncTask<String, Void, Object> {

@0verride

protected Object dolnBackground (String... params) {
byte[] responseArray;
/!
// @IET1EE : BEgRET S
/!

// A >k 15 URI [& https://THh®H B
/] hRA Uk 2k RET—RICEUOT 1« THEREEHTEL
StringBuilder s = new StringBuilder ();
for (String param : params) {
s. append (param) ;
s.append (' +');
}
s. deleteCharAt (s. length() - 1);

String search_ur| = “https://ajax. googleapis. com/ajax/services/search/images?v=1.0&g=" +
s. toString () ;

responseArray = getByteArray (search_url);
it (responseArray == null) {
return null;

}

/] KIRA 2k 3k HITPSEH LIz —N—hoDT—2THoTH. ZRIET—2DREMERERT S
/] B TINZDEBE, 13.2 AWT—E20OREUEHRT 51 #58,
String image_url;
try {

String json = new String(responseArray) ;

image_ur| = new JSONOb ject (json). getJSONOb ject (“responseData”)

.getJSONArray (“results”). getJSONOb ject (0). getString ("url™) ;

} catch (JSONException e) |

return e;
}
//
// BIE2EE : BEfREWBT S
//

// kR4 >k 15% URI (& https:// Tl 3
/] *RA 2% FET—FITEUI T« ITREHREZSOHTEL
it (image_ur! !'= null ) {

responseArray = getByteArray (image_url) ;

it (responseArray == null) {

return null;

}

}

return responseArray;
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}

private byte[] getByteArray(String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayQutputStream responseArray = null;
int length;

try {
URL url = new URL(strUrl);
response = (HttpURLConnection) url.openConnection() ;
response. setRequestMethod (“GET”) ;
response. connect () ;
checkResponse (response) ;

inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;

while ((length = inputStream. read (buff)) !'= -1) {
if (length > 0) {
responseArray. write (buff, 0, length);
}
}
result = responseArray. toByteArray();
} catch (IOException e) |{
e.printStackTrace () ;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
} catch (I0Exception e) {
// BIS LIRS E =
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (IOException e) {
// BIS LIRS EE
}
}
}
return result;

}

private void checkResponse (HttpURLConnection response) throws [0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new [0Exception (“HttpStatus: “ + statusCode) ;

}

ST ILaA—KRDMDT7AILIZDLNTIET5.4.1.1 HTTP@EIETBHIEHEBALTNANDTIS5.4.1.1 HTTP@&{ET 3]
BRI 5L,
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5.4.1.3. TSAR—NIAZETHTTPS BIET 5

CCTIIE=FRIMA/MORITINFY—N\—FIBAETIEEL FARNIZRITUIz Y — /N —FEBE (T 54 N— I
E)T HTTPS BIEZT B YT ILa—FETRYT, TSAR—FRAERDIL—FEREL T SAR—NERAEDERA
EH KUY Web H—/3—® HTTPS FREICDULTIEI5.4.3.1 TSAR—FIBAEDERAEEY—N\—KRTEIZS
E(ZTBIE F=HUTINTATSLM assets FOD cacert.crt F77AIIIETSAR—ZBABDIL—EERAED 7
AILTH%,

UTFOHUTILa—FKIE, Web —/—EDEGRERFGLTERTRTS7 T THSD, Web H—/3\—LIEHTTPS £
W=BIEZ1TI. Ul ALYRTODRIEZETHT=HIZ, AsyncTask ZF AL TEELERDT—h—IALvbZEERL

LT %, Web H—/N\—LDBEETEZETLHEMIEEBRD URL LEBRT—2T. COYUTILTIEEELE VY
TFATRIEREAZLTIND, =, BEDI=8. SSLException 2L TIEA—HF—~DBELHE DFISMLEEIT
STWEWLA, 7TV OERKRIZIE L TEY BN EBERET IHELH S,

RAE:

1. TSAR—FRERDIL—EBAE TH—/N\—FIAEERIT S

2. URI (% https://Tih&HD

3. BET ALV TAIREREEDHTELL

4. BETIEEREY—N\—ELRECEEIZIERLTEL

5. SSLException [ LaA—H—[Z@NT 2FDEYEHI40EET S

PrivateCertificateHttpsGet.java
package org. jssec. android. https. privatecertificate;

import java. io. BufferedInputStream;
import java. io. ByteArrayOutputStream;
import java. io. IOException;

import java. net. HttpURLConnection;
import java. net. URL;

import java. security. KeyStore;

import java. security. SecureRandom;

import javax.net.ss|.HostnameVerifier;
import javax.net.ss|.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ss!|.SSLException;

import javax.net.ssl.SSLSession;

import javax.net.ssl. TrustManagerFactory;

import android. content. Context;
import android. os. AsyncTask;

public abstract class PrivateCertificateHttpsGet extends AsyncTask<String, Void, Object> {
private Context mContext;

public PrivateCertificateHttpsGet (Context context) {
mContext = context;

}
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@0verride

protected Object dolnBackground (String... params) {
TrustManagerFactory trustManager;
BufferedInputStream inputStream = null;
ByteArrayQutputStream responseArray = null;
byte[] buff = new byte[1024];
int length;

try |
URL ur! = new URL (params[0]) ;
/] *RA2 b1k TS5AR—=IAETY—N—IAZERIT S
// assets IZHBMLTEWN =TS 4 R— FMIBREL TEET KeyStore #5RE
KeyStore ks = KeyStoreUtil. getEmptyKeyStore () ;
KeyStoreUtil. loadX509Certificate (ks
mContext. getResources (). getAssets (). open (“cacert. crt”));

/] KRR FEDBRIAEITS
HttpsURLConnection. setDefaultHostnameVerifier (new HostnameVerifier ) {
@0verride
public boolean verify(String hostname, SSLSession session) {
if (lhostname. equals (session. getPeerHost ())) {
return false;
}

return true;
1D

// A >k 2% URI I& https://THh®H B

/] kiRA Uk 3k EET—RICEUIT4 ITHERZESOHTEL

trustManager = TrustManagerFactory. getInstance (TrustManagerFactory. getDefaultAlgorithm()) ;
trustManager. init (ks) ;

SSLContext sslCon = SSLContext. getInstance ("TLS”) ;

sslCon. init(null, trustManager. getTrustManagers(), new SecureRandom()) ;

HttpURLConnection con = (HttpURLConnection)ur|. openConnection() ;
HttpsURLConnection response = (HttpsURLConnection)con;
response. setDefaultSSLSocketFactory (ss|Con. getSocketFactory () ;

response. setSSLSocketFactory (ss|Con. getSocketFactory () ;
checkResponse (response) ;

/] kRAU bk bk RIET—2ZHEREY—N—LRALCEEIZERALTLL
inputStream = new BufferedInputStream(response. getInputStream()) ;
responseArray = new ByteArrayOutputStream() ;
while ((length = inputStream. read (buff)) !'= -1) {
if (length > 0) {
responseArray. write (buff, 0, length);
}
}
return responseArray. toByteArray() ;
} catch (SSLException e) {
// %A >k 5% SSLException 2 L1 —H—I BT AEDBEYLHINLIEFT B
/] B FILIZDEGISNLEFE|E
return e;
} catch (Exception e) {
return e;
} finally {
if (inputStream != null) {
try {
inputStream. close () ;
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} catch (Exception e) |
// IS LIRS EE
}
}
if (responseArray != null) {
try {
responseArray. close() ;
} catch (Exception e) {
// IS LIRS R E
}

}

private void checkResponse (HttpURLConnection response) throws [0Exception {
int statusCode = response. getResponseCode () ;
if (HttpURLConnection. HTTP_OK != statusCode) {
throw new I0Exception(“HttpStatus: ” + statusCode);
}

KeyStoreUtil.java
package org. jssec. android. https. privatecertificate;

import java. io. IOException;

import java. io. InputStream;

import java. security.KeyStore;

import java. security.KeyStoreException;

import java. security. NoSuchAlgorithmException;
import java. security.cert.Certificate;

import java. security.cert. CertificateException;
import java. security.cert.GertificateFactory;
import java. security.cert. X509Certificate;
import java.util.Enumeration;

public class KeyStoreUtil {
public static KeyStore getEmptyKeyStore() throws KeyStoreException
NoSuchAlgor ithmException, CertificateException, [0Exception {
KeyStore ks = KeyStore. getInstance ("BKS”) ;
ks. load (null);
return ks;

}

public static void loadAndroidCAStore (KeyStore ks)
throws KeyStoreException, NoSuchAlgorithmException
CertificateException, I0Exception {
KeyStore aks = KeyStore. getInstance (“AndroidCAStore”) ;
aks. load (null);
Enumeration<String> aliases = aks.aliases();
while (aliases. hasMoreElements()) {
String alias = aliases. nextElement() ;
Certificate cert = aks. getCertificate(alias);
ks. setCertificateEntry(alias, cert);

}

public static void loadX509Certificate (KeyStore ks, InputStream is)
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throws CertificateException, KeyStoreException {

try |
CertificateFactory factory = CertificateFactory. getInstance (“X509”);
X509Certificate x509 = (X509Certificate)factory. generateCertificate(is);
String alias = x509. getSubjectDN (). getName () ;
ks. setCertificateEntry(alias, x509);

} finally {
try { is.close(); } catch (IOException e) { /* HIs\ALER(XEIE */ )

}

PrivateCertificateHttpsActivity.java
package org. jssec. android. https. privatecertificate;

import android. app. Activity;

import android. graphics. Bitmap;

import android. graphics. BitmapFactory;
import android. os. AsyncTask;

import android. os.Bundle;

import android.view. View;

import android.widget. EditText;

import android. widget. ImageView;
import android.widget. TextView;

public class PrivateCertificateHttpsActivity extends Activity {

private EditText mUr|Box;
private TextView mMsgBox;
private ImageView mImgBox;
private AsyncTask<String, Void, Object> mAsyncTask ;

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mUr [Box = (EditText)findViewByld(R. id. urIbox) ;
mMsgBox = (TextView) findViewByld(R. id. msgbox) ;
mImgBox = (ImageView) findViewByld(R. id. imageview) ;

}

@0verride

protected void onPause () {
/] TO&HE Activity MIEESNSAEEMAH LD TIERPUEF X v oL LTHL
if (mAsyncTask != null) mAsyncTask. cancel (true) ;
super. onPause () ;

}

public void onClick(View view) {
String url = mUr|Box. getText (). toString () ;
mMsgBox. setText (url) ;
mImgBox. setImageBitmap (null) ;

// EROERBREARHL>THNI ELHIDTEF Yo LTEL
if (mAsyncTask !'= null) mAsyncTask. cancel (true) ;

// UL ALY FTHBIELTIXESHLDT, AsyncTask [C& Y T—H—R Ly KTHEIET S

mAsyncTask = new PrivateCertificateHttpsGet (this) {
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@0verride
protected void onPostExecute (Object result) {
// Ul ALy FTRIERZRRZLET S
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox. append ("¥n fFI5 FEAE¥n” + e. toString());
} else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory. decodeByteArray (data, 0, data. length);
mImgBox. set ImageBitmap (bmp) ;
}
}
}.execute(url); // URL %i& L TIEREAMNIE % BHLA
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5.4.2. L—ILTvY

HTTP&{E. HTTPS BIES AEBICEUTDIL—ILZEFEHE,
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5.4.2.1. UL TATIRERITHTTPS BIETERETS (Wh7H)

HTTP Z{#E o BIETIE. ERETHFHRDER - RS A F(E ERET—N\—DLYTELNEI LA REMD
b, BV TATEIFHRIE HTTPS BIETERIET S L,

5.4.2.2. HTTP BIETEHZET —ANRELMEHERTS (78)

HTTP BIEICHEITHRET —FEREENHIHAIREETH S0 a—FIBHUEE BT —2EZET HFTHE
MDD, HoWAHE. BRXDT—4ERETHELEBELT, RIET—HELET 53— FIZHBEMHEALZELSI
REMIFTTIA—TAVTTIRENHD, Tl  HTTPS BIEICHETDRIET R ONTH, RIET—HEEEHIC
BETHIEEZTIFEDIEL HTTPS BHEEDY—N\—DREBEHICL>THESN LD THEHEL. ZIET
—ANEREY —N\— BRI DB TERSN=T -2 THLIEELHA=OTHD.[3.2 ANT2DREHEE
HREIHI1BRIDIE,

5.4.2.3. SSLException [ LA—H—ITEMT HFDEILHISNNEET B (W 7H)

HTTPS #B{E TIEHY—/\—SEERZE MR SSLEXception WNFEAET B EMNH S, SSLException (FH—/\—3E
HAEDTENRE LGSO TRET L, itAZEDTRIIH BB ICL LT EREICL>THELTLSATREENH D
M T. SSLException [ LTIEBEULGHNNIBEZRETLHIENADETHD. FINLEDOHELTIE.
SSLException |2k 2 BEXMEI—Y—ITEMT I L. HAWNEOVIZRBTIIENEZOND, TD—AHT.
TI)ICE-TFA—F— IR T HHANEERMEIDBELEINGNIEEHYSD, CO LI RETRENE(ETTT
DDERROFEICE S TELGAD T, ThoE+RITERE LI L TRELGHFNEGRSALY,

AT, SSLException AiSE4 LIS &I [EhREKIRE STV SAREMAHED T, HTTP HEDIEELE
[BIC ko T Y T4 I RO A BEEBERA S LSLEELTEESAL,

5.4.2.4. ¥RBE® TrustManager Z{E5%E0LY (78)
HEZ2RMBAELEDTSAR—IEBAETHTTPS B59 51=HIZI%. Y—/\—FIBAEREEIZ{ES KeyStore %

BI BT TEC, LMLGADI5.4.3.3 FEASRIZENIL T HERLGI—FITHBAL TSRS, /05—
FYbETRABAIATLWS YT )La—FIZE. ER7%: TrustManager #RE T 5B BNMLTLDEDNZL<H S,
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NEDYUTINESEICLTEESNITIIIL, MEHHEEEYCCAIREELH S,

TIAR—FEEAET HTTPS BIEZLI-LMERICIENS.4.1.3 TSAR—REAETHTTIPS EET 510K &Y
VINa—FESRTHIEL,

AEGS(TMBE D TrustManager 2R EICEE T HELFRETH AN, BSLEOESRIEICTILHBELS
F=RME CTHEINIEIREEY AT BREA H A0, COIL—ILIFHZA TYUEEL =,

5.4.2.5. ¥ BE® HostnameVerifier [ZES74RLY (h78)

BCERIMAELGEDTIAR—EAETHTTPS BIET 41-®IZIF. Y—/\—FEBAEREEIZ{ES KeyStore %
BIHEFTTELD. LALEASI5.4.3.3 SEAERIMEENLT SERAI—FITHBALTLDKIIZ, 102—
TYb ETARINTWS YT )La—FRIZIX. f&%% HostnameVerifier # | A3 5B EBNLTLSEDHEL<H
B, NBDY VT INESEIZLTERELEZTIVIE., EHEEEEY O TREELNH S,

TIAR—PEEAET HTTPS BIEZLI-LMERICIENS.4.1.3 TSAR—IEAETHTIPS EET 510K &Y
VINaA—FESEBTHIE,

AFKGS LM E D HostnameVerifier # R EICRE T HELFRETH AN BEREOESBEITHHLGMEE
LR E THEINIEIREEYRLBIREAH D=0, COIL—ILIFHA THEEL =,
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5.4.3. PR\ XKL

5.4.3.1. FSAR—IMEAEDERAEEY —/\—RE

ZCTl& Ubuntu % CentOS % E @ Linux IRIBIZH T ETSAR—FEBAZEDER A EET—/N\—REIZDONTER
B9 %, TTAR—EIBAE(ERAMICRITIN Y —/N\—FIBHED 2L THS. Cybertrust > VeriSign HEDE=
BRI RO ORITINIZY—N—FERELRFLTTSARN—MEAELTEIEN S,

TSAR— BB DER

FTTTARN—MIAEEZRITT EODTIAR—F BB ZEERT 5, Cybertrust 4 VeriSign HEDE=FR
MRERBILTISAR—IRBIBEFIEND, 1 DOTSAR—FRARTERDTSAR—MIAEEHRITTES,
TSAR—I BB EER LTz PC . RONEBETEDAMLO T VLA TEGVKSICHEBEICEEINGTNIE
YA A

TSAR—RERIIREERT BIZIE, TERDITILRY) Tk newca.sh EXKUVERE 774 /L openssl.enf #ERLE

79 %, VTILRYY TR CASTART KU CAEND ILEEEB D E AR .. CASUB) IEZRFER DL THAD T,
ERTBRIABICEDETEETHL, VIRV TRETOBIZIERIART IV ERAD =D /IR T—FH &5
3EAMNDDT, RL/ART—FEANT B,

newca.sh - F7S5AXR— R NREIBEEM T DS TILAOUT
#!/bin/bash

umask 0077

CONF IG=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CAREQ=caredq. pem

CACERT=cacert. pem

CAX509=cacert. crt

CASTART=130101000000Z # 2013/01/01 00:00:00 GMT
CAEND=230101000000Z # 2023/01/01 00:00:00 GMT
CASUBJ="/CN=JSSEC Private CA/0=JSSEG/ST=Tokyo/C=JP”

mkdir -p ${CATOP}

mkdir —-p ${CATOP}/certs
mkdir —p ${CATOP} /crl
mkdir —p ${CATOP}/newcerts
mkdir -p ${CATOP}/private
touch ${CATOP}/index. txt

openss| req —new —newkey rsa:2048 -sha256 —-subj “${CASUBJ} "~ ¥
-keyout ${CATOP} /private/$ {CAKEY} -out ${CATOP}/$ {CAREQ}
openss| ca —-selfsign —-md sha256 —-create_serial -batch ¥
—keyfile ${CATOP}/private/$ [CAKEY} ¥
-startdate ${CASTART} —enddate ${CAEND} —extensions v3_ca ¥
—in ${CATOP} /$ {CAREQ} —out ${CATOP}/$ {CACERT} ¥
—-config ${CONFIG}
openss| x509 —in $ {CATOP}/$ {CACERT} -outform DER —out ${CATOP}/$ {CAX509}
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openssl.cnf - 2 DD TI)LAOUT SHEEBICSEEB T B openssl ANV ROKET 7 1)L
[ ca]
default_ca = GA_default # The default ca section

[ CA_default ]

dir = ./CA # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
crl_dir = $dir/crl # Where the issued crl are kept
database = §dir/index. txt # database index file.
#unique_subject = no # Set to 'no’ to allow creation of
# several ctificates with same subject
new_certs_dir = $dir/newcerts # default place for new certs
certificate = $dir/cacert. pem # The CA certificate
serial = §dir/serial # The current serial number
cr Inumber = $dir/crInumber # the current crl| number
# must be commented out to leave a V1 CRL
crl = $dir/crl. pem # The current CRL
private_key = $dir/private/cakey. pemit The private key
RANDFILE = $dir/private/. rand # private random number file
x509_extensions = usr_cert # The extentions to add to the cert
name_opt = ca_default # Subject Name options
cert_opt = ca_default # Certificate field options
policy = policy_match
[ policy_match ]
countryName = match
stateOrProvinceName = match
organizationName = supplied
organizationalUnitName = optional
commonName = supplied
emai |Address = optional

[ usr_cert ]

basicConstraints=CA:FALSE

nsComment = “OpenSSL Generated Certificate”
subjectKeyldentifier=hash

author ityKeyldentifier=keyid, issuer

[ v3_ca ]

subjectKeyldentifier=hash
authorityKeyldentifier=keyid:always, issuer
basicConstraints = CA:true

ERVIIWRIVTNEERTTHEMEETALIMNIETIZ CA EWSTALOINIDMER SN D, 2D CA TaLIRY
WNITSAR—FEIR/TH D, CA/cacert.crt F7AIDTSAR—,RBIER/DIL—FEBAETHY. 15.4.1.3 T34
N—REEBAZE THTTPS B1E9 1M assets [ZEASN =Y. 5.4.3.2 Android OS DFFAZER+T7IZT A R—F
REERDIL—IEAEZE AV AM—ILS % 1T Android IiRICA 2V Ab—ILENFYT B,

TS5AR—NIEAZE DR
TSAR—RERAZZERTAIZIE, FTEEDOTTILRY) T newsv.sh ZERLEITT S, VTILRY) TR D

SVSTART H&U SVEND (XTS5 AR—LEEBAZDEIHAM. SVSUB) (X Web H—/I\—DEHRTHLHID T, /R
Web H—/N\—IZ&HETERTBHIE, 2 SVSUB) D /CN THEET 5 Web H—/\—DHRAME (X84 TIAME
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WESIZREMFFEIE, VIRV TRERTTRERART I EAD=HD/IIRT—EHAEINEZD T, T5A4AR
—FREREER T AEEITIEELIZ/INRAT—RZANTEHIE . ZDR. BT 2D y/n ZEHINEZDTYEA N
IHE,

newsv.sh - 7S5AR— NIAEEFRITIDSTILXIUT K
#!/bin/bash

umask 0077

CONF IG=openss|. cnf

CATOP=. /CA

CAKEY=cakey. pem

CACERT=cacert. pem

SVKEY=svkey. pem

SVREQ=svreq. pem

SVCERT=svcert. pem

SVX509=svcert. crt

SVSTART=130101000000Z  # 2013/01/01 00:00:00 GMT
SVEND=230101000000Z # 2023/01/01 00:00:00 GMT
SVSUBJ="/CN=se | fsigned. jssec. org/0=JSSEC Secure Coding Group/ST=Tokyo/C=JP”

openss| genrsa —out ${SVKEY} 2048
openss| req —new —-key ${SVKEY} -subj “${SVSUBJ}” -out ${SVREQ}
openss| ca -md sha256 ¥
—keyfile ${CATOP} /private/$ [CAKEY} -cert ${CATOP}/${CACERT} ¥
-startdate §{SVSTART} -enddate §${SVEND} ¥
-in ${SVREQ} -out ${SVCERT} -config ${CONFIG}
openss| x509 —in ${SVCERT} -outform DER -out ${SVX509}

LRI RY)TEETTEE MEETALIMETFIZ Web —N\—BDTS5AR—,x—T74 )L svkey.pem
BEUVTSAAR—NIEEZT74)L svcert.pem BNEFMEIN S,

Web H#—/\—H% Apache THAIGEIZIE. BE I 7 IILHIZ_ETIERLT= prikey.pem & cert.pem ZRMD K5I
BETDHELL,

SSLCertificateFile “/path/to/svcert. pem”
SSLCertificateKeyFile “/path/to/svkey. pem”
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5.4.3.2. Android OS DFEAERN7[CT A RN—FRARD I —EHEE AV A—ILT D

5.4.1.3 TSAR—NEBHET HTTPS EIE9 510 YT ILa—FIE 1 DOT7ITVICTSAR—IRIARDIL—k
MARAEEH-EEHIET. TFAR—MERAETERT S Web H—/\—IZ HTTPS i 9 5AZEMBNL -, 2T
(¥ Android OS IZTSAR—FRAERBDIL—EAEE AV RAM—ILTHIET. TRTDT TN T4 R—NiEHA
ETERYT D Web Y —/\—ICTHTTPS I 2 TEEHNT . AV AR—ILLTLLDIL, EHETELZARDH

TU-EEBAZEICRACEITEET HIE,

FITTSAR—I R BDIL—FEBBET 74 )L cacert.crt Z Android iR DREBAL—DIZaE—TF B, BHEY

DTN A—FTERALTWAIL—MEBAZED74)LIE https://selfsigned.jssec.org/cacert.crt MoEHLEEBTES,

RIZ Android DEBRTEA=1—DtEF 1) TA+2HE. TRDOLSLFIEZEDH S ET Android OS IZJL—HEEBRE

EAVAM—ILTHIENTES,

H eFausq

INRD— I

NRD—RERTIS

TINA REE

HARERE
BREREERTERIENMETS

RETAHDF TV
Y= RN—F(WPTUDA VR K=
EHTTS

AIAEDBRIZIEET D

EHBE:

Ny T—JDRAS:
CASEEAE 14+
FRABRRA ML —Y
ERTE B RIALIBR

S TS ZCANMEBRBERRT D

Frtb

REBBRKL—IDEA VR N—=)V
ZRU—IDSHBEBEA VR M—IVT S

W Ne—TomR

B0y IBBRNS—2EANLTLE
=L

T—HDMBILERET S ICEO Y IBBFENS—>
EANTIRLBHEBYET

) {r ]

5.4-2 FS5AR—EAEABDIL—ERAED AV R—ILFIE

All rights reserved © Japan Smartphone Security Association.

HTTPS THfEd S 383


https://selfsigned.jssec.org/cacert.crt

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

Android 7 /) DX a7 HRE X2 T7I—TAVTHAR
http://www jssec.org/dl/android_securecoding.pdf

2017 €2 A1 BiR

K eFavusrq

NRD—R

NRD—RERTRI B

TINA RER

WAREEE
BREBEERTELRENLTS

RETAHO P TV
Y= RN=F A BPTUDA VR R=IV

Sty S, L 1.

W(ﬁl’l—l ey S
2t cacerthif VR R—ILENTWVEY,

REER =T DT —FHIk
MABETNTHBRT S

)

@

N BETEZRIER
VRT A

JSSEC
JSSEC Private CA

Wl & 4:47

tHa )T TRE

FiT5E:
JEYR— A
JSSEC Private CA

it
JSSEC

FRRERAL:

ZIPIES:
00:9C:0B:D4:BB:7A:F5:6C:5E

Fi1E:
2EVR—A:
JSSEC Private CA

it
JSSEC

AR ERAL:

5.4-3 JL—FEBAENA U AR—ILEN TS EDTER

Android OS [CTSAR—I BB DIL—MERAEZAVRN—ILT HE ZDRBILRITINIT A R—NIE
MTES&LII2%H S5, TRIE Chrome 759 H T

HEZIARTOTF7TYTELL

il BA & &
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EWBELEM L. TN Google Chrome T
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COFEEERET5.4.1.2 HTTPS EIET 51D TNA—R T TS/ R—NEHBTEAT S Web H—/3—(2
HTTPS i TE 53145,

5.4.3.3. EEAERGIEEMNET HEKRGO—F

A B—2 Yk EICEY—/N—RAERIITS—% &AL CHTTPS &IEZ T YT ILa— RS HIBHIN TS,
INSDHUTINA—RIFTSAR—MIAEZZFE-THTTPS BIEZRIBT DA EELTHENSATNSEH, F5L
=9 T ILa—REIE—&R—XMLTHALTWS 7 TUNRSHELELTWS, BEHALISLEY YT ILa—K
(FHHEEREICHETZEIDTHEHENZL COERENDTETI2012 F(ZIE Android 7D HTTPS BIENE
BHERIIBTERMENEG5HEEIN Tz, 1L RFzKS5(2, S5LIzA U 2—Ryb EDIEFHEEY T IILa—REF AL
TLFELERDON D ZLDIEFEA Android 7T A ERESN TULVD,

CCTIXISULLHESE% HTTPS BIED YT ILa—FOMRERBNT S, 5Lz HUTILa—FE RN FTI5EIC
(£75.4.1.3 TSAR—FEAETHTTPS BIET 51D YU T ILA—RITEZFMR 5 EL T FZEL,

fEb% 1 ZZ> (XD TrustManager 34— X
TrustManager tm = new X509TrustManager () {

@0verride
public void checkClientTrusted (X509Certificate[] chain
String authType) throws CertificateException {
/) AB LWL - FARGRETERZMITS
}

@0verride
public void checkServerTrusted (X509Certificate[] chain
String authType) throws CertificateException {
/) AE LWL —» FARGRETERZMITS
}

@0verride
public X509Certificate[] getAcceptedlssuers() {
return null;

}

f&b% : 225 (XD HostnameVerifier 21§34 —X
HostnameVerifier hv = new HostnameVerifier ) {
@0verride
public boolean verify(String hostname, SSLSession session) {
// I true 2RF — FABKR FETHRMITS
return true;

f&b® : ALLOW_ALL_HOSTNAME_VERIFIER Z > TWL\DT—X
SSLSocketFactory sf;

sf. setHostnameVerifier (SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER) ;
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5.4.3.4. HTTPUIIRMNYRERTETIHRDIER

HTTP 8K HTTPS @IEICHE VT B D HTTP VU T RIAYA ZEREL-LMEEIL. URLConnection 25X M
setRequestProperty() AV vk, £ L<I& addRequestProperty) AV vyREERT 5D, DAV YRD5IERIZHER M
LDANT—RERANSEEIE.HTTP AT - A0 0230 DRARNMIBELES HTTP AvF (2293
[CEDBRBEDRVDATYTERDDIE HTTP AVFORYYXFTHARITI—FEANT—REDHDILETH
1= ANT—E0oBITA—REHRT HLIICLETNIELSAL,

HTTP YOI A MMVAEIRTET D

public byte[] openConnection(String strUrl, String strlLanguage, String strCookie) {
// HttpURLConnection (& URLConnection MIRESY S5 X
HttpURLConnection connection;

try |
URL url = new URL (strUrl);
connection = (HttpURLConnection) url.openConnection();
connection. setRequestMethod (“GET”) ;

/] *RA 2 bhk HTTP YO TR AV FIZANEEZFERT 3BE8IE. 7TV r—2avBRIZHEST
/] ANT—R2EFzv035(03.2 AAT—2DRLEEHERT 5] 25R)
if (strLanguage.matches (""[a-zA-Z ,-]1+$")) {
connection. addRequestProperty (“Accept-Language”, strlLanguage) ;
} else {
throw new IllegalArgumentException(“Invalid Language : “ + strlLanguage) ;
}
/] kA bk HELLIFAAT—E2ZRLIO—FKTB(EWVWSTTIVS—2 a3 VvEHIZTS)
connection. setRequestProperty (“Cookie”, URLEncoder.encode (strCookie, “UTF-87));

connection. connect () ;

5.4.3.5. EVZUJICKHRIID IR R EERESH

TTUH HTTPS BIEZEATOMRIE. BIERMIBED/N\URD A VREBIZE T, BT —N\—DIoESN TSR
ENE=ZFRARICKYZBLZSNTLENEIIDREENTONS, LML, KEENE=ZBZA /N OF ELELE
BHEZAFLEY. ZBARDERRZAFLTCAEGAEZEEALEYLIZBE . EOREFICLYFELG Y —N
—~DFEOFEBERENTONTEH. TTVEETNODREBENV R A VNBTRETHIENTET R
ELTHEBITDEMN > TLES A REMED H B

COEIGRELGE=FRROAAEZAN-FREREICHLTITELVZ UV ICLBPREINENTH S, =
NI, HosALoEREY—N\—DIEAECLRARZTTIRICRFLTEE ThoDFERE NV TV 0E
TRW=Y N\ VB RICBIREELIZYY 5HETH S,

EVZUJ ISR HIREET. ARABRERE (PK) OERTHLIE=ZHZTARDOEEENMELTON-BEIZHZ . BED
REMZWHEBETLIEMNTRHVGNS, BAREXEFOTITINRSIEELARILITIEL T, CORIAEITINEIMNE
STLTIELLY,
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FZTVAIZEEFL-EIAE- AHREN RO/ VRETEATS

FTTVRIZERFLTEWERE Y —/N\—OIBRECLAHABORERENR A VREBTHWNS=HIZE. Th
HDIEIRES H=HE D KeyStore ZERL TRIEICAWLS, ThIZ&Y., LERDESHFELE=ERIR DA
EXAVVERREERENTHOATE NURVIAVRBIZEWTAREEZRETHIENTES L5215, HEAD K
eyStore R EL T HTTPS @IEZ1T5EMFRMLAA(XT5.4.1.3 TSAR—IEBAETHTTPS BIET51THNMNL
Yo T INa—FESRTHIL,

F7IVAICRRLI-EEAE - ARBERAVTNUF AV NBRICERELT 5

NROTARBNTONRICEREEZBRIT 5=OICF., FT NI VRETRISN S AT LIZE
BENTEIAEFT—VZMEL. TORAZEFI— . HoLOTTIRICRFLTE LV EREBETH. B
BOHER. RELTEVWVERE—HITIIONEENTUONIEBREZHAL. EENTOEITHITEENEEZ S
ErEEnIEEL,

FEL NI A DB T AT LAIEESNAEAE T — ST ARICUT DAV YR EERY HE. HifF
BYDIAEFI—UMNEoNT  BRELTEV VT ICKDREEN E R ITHEELIGG>TLES BN $H 530,

® javax.net.ssl.SSLSession.getPeerCertificates()
® javax.net.ssl.SSLSession.getPeerCertificateChain()

NLDAVIRDRT DL NIRD A VMBTY AT LAIEESNIEIAZEF—o TR TTUARERF
WNSZ (TR -AEFI—2FDEDTH D, TN B HREBIZIYVAFAELE=F R FOIEBAZE MR
EFr—UITHIMASNTE, LEOAVYRIEINNR A VRBTO AT LIMERALIZFEAERZITTHL AKT
TYPEHELESEL TV = —N—DEEAEL—EITIRLTLES, COTREFTUMNEHELEISIELTULV Y —N
—DFRENT.EV=UTICEBRIADT=HTTIRIZHONLORFLTE VLD LRIFEDIRELDT. B
BRIIETOCEREERBTAIENTELL, COESIHEBAMNS, N\URUIA(VNIBRDERIIFEET M
EROAVIREFERATEHILEBTEINETHD,

Android 4.2 (API Level 17)UULETHNIE, LFEEDAVYEDHKHYIZ net.http.X509TrustManagerExtensio
ns @ checkServerTrusted0ZEATHET. NIRRTV BTORT LAIEBESNAZEFI— DA%
MBI HENTES,

X509TrustManagerExtensions ZRU\z E > Z > I &EEDH
// ELWEBERY—N—DIIBHEIZEENDARBE D SHA-256 /Ny L1 {EEZREE (E>=2%)
private static final Set<String> PINS = new HashSet<> (Arrays. asList(
new String[] {
“d9b1a68fceaad60ac492tb8452¢ce13bd8c78¢6013F989b76T186b1cbbal315¢1”,

30 ZOERMISDOWTIILL T DR ETHLERBASINTLNS
https://www.cigital.com/blog/ineffective-certificate-pinning-implementations/
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“cd13bb83c426551c67fabcff38d4496e094d50a20c7¢15€886¢151deb8531cdc”

}
),

// AsyncTask DT —H—RA Ly KTHEIET S
protected Object dolnBackground (String... strings) {

~BER~

/] N RO TAVBEORIEC&KY AT ALICEESNIRAEF—2FWMET S

X509Certificate[] chain = (X509Certificate[]) connection. getServerCertificates();

X509TrustManagerExtensions trustManagerExt = new X509TrustManagerExtensions ((X509TrustManager) (trustManagerFa
ctory. getTrustManagers () [0])) ;

List<X509Certificate> trustedChain = trustManagerExt. checkServerTrusted (chain, “RSA”, url. getHost());

/] BDRBEC=VTERVTRIET

boolean isValidChain = false;

for (X509Certificate cert : trustedChain) |{
PublicKey key = cert. getPublicKey();
MessageDigest md = MessageDigest. getInstance (“SHA-256") ;
String keyHash = bytesToHex (md. digest (key. getEncoded())) ;

/] EXZ L TEWN2RAB0/NY D aBELLEET S
i f (PINS. contains (keyHash)) isValidChain = true;
}
if (isValidChain) {
// MEBEHRETT S
} else {
// MERF R LA Ly
}

~ B HE~
]

private String bytesToHex (byte[] bytes) {
StringBuilder sb = new StringBuilder ();
for (byte b : bytes) {
String s = String. format ("%02x”, b);
sb. append (s) ;
}
return sb. toString();

5.4.3.6. Google Play BiH&EH—E X#FIFLT= OpenSSL D EF5 M4 Xt 5K

Google Play B% &Y —E X (/A—23> 5.0 LU&) TI&. Provider Installer EWWSH#AA M RESHTLS, Th
[X. OpenSSLE &L S-SR ER M D ELE THS Security Provider DB EICFIBETES, 3¥L<F5.6.3.5
Google Play A% &Y —E X[k Security Provider DS EIZSHBOIE,

5.4.3.7. Network Security Configuration

Android 7.0 ( APl Level 24)IZHWT. RYrI—VBEHOEX1)T(REETTVEIZITITENTED
Network Security Configuration AEBAIhf=, COEHAEFIRTEEICKY, TSAR—RERETD
HTTPS BIEWOEL =V K HEAERIED (ZH . FEESIE (HTTP) BIEEDQHHI. TNV T BRDAHEGET A4
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—MERAZDBALE . 77D EX 1 T12ALSEHEADERET TICHEIZIY AN ST EANTES,

Network Security Configuration D& FEHEEEIL xml I7 A LD EREETILITTHERTE, 7TULITSHTTPE
KU HTTPS BIELTICHERATHIENTED, ZTOHE. 7T DI—RITBECEMLELITILENLGLL ST
O REND VT IVIZIRYNT DORETEHEDEYAHBFLEICHRENH D EEZOND,

TAR—MEAETHTTPS EIET 5

15.4.1.3 FS5AR—FEEAET HTTPS BIET 51T, FAMICRITLIZY—N\—FEBAE (TSAN—MIEBHE)T
HTTPS BIEZT 5= DY T )La—K%RLT=, Network Security Configuration Z UL (L, BARENTSA
R—MIRAZENORIINEFBFRRMICEELACTE. [5.4.1.2 HTTPS BETZINH L TILA—RTRLIZEED
HTTPS BIELRILEETTSAR—IBAEZANSIENTED,

BE RAA S ADBERKFICTSAR— NERAEZALD
{?xml version="1.0" encoding="utf-8"7>
<network-security-config>

<{domain-config>
<domain includeSubdomains="true”> jssec. org</domain>
<trust-anchors>
{certificates src="@raw/private_ca” />
</trust-anchors>
</domain-config>
<{/network-security-config>

EERDOBITIE, BIETHERATITSAR—MIEAE (private_ca) 7 TURIZUY—RELTRELTHE, Fhidzk
FATHEEOERAEHFZE xml J74LIZEERLTLNVS, <domain-config>2J #ERTHETHEDR ALY
[CRLTDATZAR—MEAEN BRSNS, 7TUHITIZETDH HTTPS BEICHLTISAR—MEAEZEMAL
B51=0I1ZI%. LLFD&LSIZ<base-config>425ZBAL v IE KLY,

FTUNTDIETD HTTPS @ERICTSAR— MNIBAEZ A
<?xml version="1.0" encoding="utf-8"7>
<network-security-config>
<base-config>
<trust-anchors>
<certificates src="@raw/private_ca” />
{/trust-anchors>
<{/base-config>
<{/network-security-config>

P22y A bl 3% - 113

15.4.3.5 EV=UJIC&ARADIEREREN ITEL =V T IZKHAAEDREEIZ DL TERBALT=. Network
Security Configuration ZFWVNATOKSIZHRETNIE. I—F LORIFVEAFTELREY  xml QFERRZ1+ TR

31 Network Security Configuration QF#IICDOVWTIXUTESRT HIL
https://developer.android.com/training/articles/security-config.html
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REEITICENTED,

HTTPS @ER(CE> 2D IC L BRI EITD
<{?xml version="1.0" encoding="utf-8"7>
<network-security-config>
<{domain-config>
<{domain includeSubdomains="true”> jssec. org</domain>
<{pin-set expiration="2018-12-31">
<pin digest="SHA-256">e30Lky+iWK21yHS|s5DJoRzNik0dvQUOGXvurPidc2E=</pin>
A= N9 7yTH —>
<pin digest="SHA-256">fwzaOLRMXouZHRCSE i +4Pyu| dPDcf3UKg0,/04cDM10E=</pin>
<{/pin-set>
<{/domain-config>
<{/network-security-config>

RO <pin>FTIZRBTEDE. EV=U T RIAD MR ELDABD /WP afEE base64 TTa—FLIzD
DTHD. Tf=. 7\ 2B (L SHA-256 DHHYHR—rEN TS,

JERE-S1E (HTTP) SE1E D HIH

Network Security Configuration ZFRWLNT, 77D HTTP @15 GERESLE(E) ZHF T 52N TES,

IEIES{bEEZIHI TS
<{?xm| version="1.0" encoding="utf-8"7>
<network-secur ity-config>
<{domain-config cleartextTrafficPermitted="false”>
<domain includeSubdomains="true”> jssec. org</domain>
</domain-config>
<{/network-security-config>

i —]

EEDELSIZ. <domain-config>424'(Z cleartextTrafficPermitted="false" ZBMHELLTHRET HLIZEK
Y. BERASED HTTP BEHNGE S, HTTPS BIEZAWVSIENBHINDE, AFEOEHES
<base-config>A2JIZBRET HE. ETORASUITHT S HTTP @EEAIMFI SN D32, fzFZL. COHREIL
WebView [ZIZBEARAINGNWEITEETIHENHD

TINVITERADT 4 R—IHE

TI)REEEIZT Ny BRTTSARN—MEAZEERAWVRARAY—/\—LD HTTPS BEZITIEE. FAXREE
[5.4.3.3 FSEBAZERIMZEMETIR/BRHEI—FITHRAR LS4, SEAZERAZENILSEIBERGEEET T
[CHHAAATLEDLLBVNEIETE T IUENH S, Network Security Configuration TUTDEILBREEITA
(£, T/ T B ZDH (AndroidManifest.xml @ android:debuggable A"true" THBBENDH ) ERT DL
BEEETETHENTESD=O, B D LS EBRAEI—FER RARICELTLESRBRMEA LKLY ., EHHEDE

32 HTTP LS DBIEAKITH L TE D KSLFIFEAITHON SN DOWNTIE, LLTESHBTEHIL
https://developer.android.com/reference/android/security/NetworkSecurityPolicy.html#isCleartextTr
afficPermitted()
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YAABHIEITRILTHIENTED,

I\ I CDH T4 R— NEFEZRND
<{?xml version="1.0" encoding="utf-8"7>
<network-security-config>

<{debug-overrides>
<trust-anchors>
<certificates src="@raw/private_cas” />
</trust-anchors>
<{/debug-overrides>
<{/network-security-config>
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| 5.5. FSANL—IERERS

WE TSAN—ERETFTIODHBAMGERELTTISANS— N THAU IDRIBSNTEY. COH#
RICEDZFREBFICEVTET AN —RED-ODEHILEZEH TNEECATH S,
AY-FIAVHOFAEERZERTH7IVIE FIAENMEABROT AN\ —DBRAINLRE-TINZTTY)
ZEATESISIC. M AEBRREBEVICHYIRSIEELIC, FIAEZEITHLTHAYDOTVERBAZITL. FIAEICF
FADRIBEDBIRERT LN KRDOND, ZTD=OIZIE TTIVNEDISGEEHREE D LSS EFEERLIZTT
NEDTTVr—2a - TSAN—RID—(UT . 7TV TSAN—RYL—) /- 1IRTTHEELIC, BE
HERYFELWAROLNDFIAEFEROIEG - FIAICOVTEENICA—Y—DOREEZBIVENDH D BH. 7T
)r—23 T4 N— R —E R OFET HMEANFRRES S OTHARNIZLEERY AR ERE
EJHLDTHAHEIZBET S,

TIAN—R)o—DERFPCERIZBL T, H#LIERBEMNMRBYT S[RAY—I+Y TIAMN— 41207 T4
TIRUVTAR—rT+Y TIAN— AZOFT4TDIUT #8754 SPI LA ZSROIE,

Flo KRB THROAFEISOV TR AXADFERB L UN5.5.3.2 AEREHRIZSRI DL,

5.5.1. ¥>7)La—K

T TIAN—R)—DERIZE, —RIZABREN TSI 7TV r—2ar - T4 —RY—Epi iR
Y—IL33 ZFRATHIELTED, COV—ILDEAETHTMLEXE LU XMLER EG->TEY EBRT T 7—
23V TFAN—RY O —EFEMIRT TV r—2ay T4 N —R)—DENETNDT7AILHMEREN S, 1F
BENT= XML I7AIVIZIFRBERAD R MNOKGE | #8554 SPHZERLI-FEL>TNVD, UTOH YT ILa—KT
(F. EEBY—ILEFESTERLI- HTML D74 LERIBALTT T - T34 N— RO —% R T HHIERT .

33 http://www.kddilabs.jp/tech/public-tech/appgen.html
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l|||| JSJ:::RNTPHONE Android 77°'J 0)"2#17%Q§+ " "z*l?j_?’f:/ﬁ«jj"f N

2017 €2 A1 BiR

s Privacy Policy Test Application

EERROBE

PrivacyPolicyTestApplication (&, LITDOHERR
BRENPEELET,

EEET 5 HERIER
cookie(S & ACHER LTZERIID)E L L (&
F7 ) EBDID
BERICLDANIER
U&EHR

WXET3EH
BEHYK— b
P - Y- ERAROBEDRA

WX {E%
JSSEC EFaFPI—F 1 HWG

FUFRBGEFP TV T2 a3 0TSS4 NV —KR
< —7% http://www.example.com/pp/app-
policy-privacypolicy-1.0.html TZE W\ ITE

ER

5.5-1 BBIRT7 TV r—2ar - T4 130—R)o—D i

BERRIZIX. ROHEIO—IZHSZETHRIT BT ILa—KZLTED,

WBT51—Y—EHRE
SR —N—IZEIET D

HREILD
WY D BRI
F——(TEET S

Yes

EELRYKLA
RkOLNLFIAEFHE
H—N—IZEETD

A4 A4 A4

[BfERE-ENREHY]

[BEREHY]

[BfERELL]

T TSANR—R)S—% FI)FZAN—R)—% T T4 —RY—%
HHRAATZT T HARAATZT TR HARAATZTTIRHE

TF)TIANR—R)—%
HARELGNTTY

H 5.5-2 IS4/ —ERERS YL T NI FERRT BIO—Fo—F

CCT.AERELE. TTVHEEEBROT T - T34\ — RS —DIRR-HERIZKY . 7T Y —\—ITiE
EIHFRABFERDVTEREMICRABZZRFTIETH D,
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F- . BRREEL . BROFAFRRICOVTEEDERICEMNDEELZFSIZLETHD,

5.5.1.1. [@ERE-EREHY] 7TV -TIAN—KR)—%E#HRAATZT T

RAVL:(BERE-EHREHY] 7F)-T5A413—KRI—%HAHRAATZT T))

1. #HEEBFTYTT—r I, 7TVBRSFREFROZEITOVTERREREERD
A—H—DEREEEINBLN TGS (X, FIAEEROZEIELEN
EELGRYRVDAROONDFIREFREEETLIEESE. BRI I—F—DOREEHES
A—HF—DEFEENFELNTVERIMES . RS FEROFEEELGEND
A—H—F7T) - TSAN—R)— BB TEELFERERETD
BELERELI——IREICKVEIRT IFERERETS

A—H— R EICKVFAERROEEZEFLILSIFEREAETS
FAEHEROMDIIFIZIX UUID/cookie ZFIATS
TT)-TSAN—R)—BEM%E assets T4 /LA RIZERELTHS

0 O NV A WN

MainActivity.java
package org. jssec. android. privacypolicy;

import java. io. IOException;

import org. json. JSONException;

import org. json. JSONOb ject;

import org. jssec. android. privacypolicy. ConfirmFragment.DialogListener;

import com. google. android. gms. common. ConnectionResult;

import com. google. android. gms. common. GooglePlayServicesClient;
import com. google. android. gms. common. GooglePlayServicesUtil;
import com. google. android. gms. location. LocationClient;

import android. location. Location;

import android. os. AsyncTask;

import android. os.Bundle;

import android. content. Intent;

import android. content. IntentSender;

import android. content. SharedPreferences;
import android. content. pm. Packagelnfo;

import android. content. pm. PackageManager ;
import android. content. pm. PackageManager. NameNotFoundException;
import android. support. v4. app. FragmentActivity;
import android. support. v4. app. FragmentManager ;
import android. text. Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCal lbacks, Googl
ePlayServicesClient. OnConnectionFailedListener, DialogListener {

private static final String BASE_URL = “https://www. example. com/pp”;

private static final String GET_ID_URI = BASE_URL + “/get_id. php”;

private static final String SEND_DATA_URI = BASE_URL + “/send_data. php”;

private static final String DEL_ID_URI = BASE_URL + “/del_id. php”;
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private static final String ID_KEY = “id”;
private static final String LOCATION_KEY = “location”;
private static final String NICK_NAME_KEY = “nickname”;

private static final String PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY = “privacyPol icyComprehensiveAgreed”;
private static final String PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY = “privacyPolicyDiscreteTypelAgreed”;

private static final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private static final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

private String Userld = “”;
private LocationClient mLocationGlient = null;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
private final int DIALOG_TYPE_PRE_CONFIRMATION = 2;

private static final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher () {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {
}

@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
public void afterTextChanged (Editable s) {
}

};

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView R. layout. activity_main) ;

// A—H—#R A ID E#H—N—mroIWBT 3
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
((TextView) findViewByld(R. id. editTextNickname)).addTextChangedListener (watchHandler) ;

int resultCode = GooglePlayServicesUtil. isGooglePlayServicesAvailable (this);
if (resultCode == ConnectionResult. SUCCESS) {
mLocationClient = new LocationClient(this, this, this);
}
}

@0verride
protected void onStart() {
super. onStart () ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);
int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, -1);
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if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {

/] *iRA b 1 FEEER (7Y TT— ) IZ, ZTUN RS FABFEROXEIZ DLV TEREREEZSES

[/ ToTT—rEIZOVTIE, HFLLWMABERZRS L 5(CH-5EIC04. BEARERELBIVELD
%o

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;

dialog. setDialogListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

// Location f&3REX#5 A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop() {
if (mLocationClient !'= null) {
mLocationClient. disconnect () ;
}
super. onStop () ;

}

public void onSendToServer (View view) {

/] BEBRYFLHAKRO SN EFREBRBREEEICODVTERICRAEZ/ITLAIHNERT S

/] BRIZIETZIET A EROENEBICREEZBIDENHD_LICEET S L

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);

int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
/] *BRAU Ik EELRYFVHASRO SN DFAFBERZZETHHEE. BRI —Y—DOREZHED
ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. sendLocation, R.string.cofirmSendLocati

on, DIALOG_TYPE_PRE_CONFIRMATION) ;

dialog. setDialogListener (this) ;
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show (fragmentManager, “dialog”);

} else {
// BEFADI=O. EELBZHIBT D
onPositiveButtonClick (DIALOG_TYPE_PRE_CONFIRMATION) ;

}

public void onPositiveButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] *RA 2 b 1k YIEEER (7Y TT— ) IC, ZTVLARS FAEFEROZXECODVTCEEREEZERS
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit() ;
pref. putInt (PRIVAGY_POLICY_COMPREHENSIVE_AGREED_KEY, getVersionCode()) ;
pref. apply () ;
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] hRA 2 b3k BEEGRYFLHIROSNDFIAFFREEET HHEE. BHCI—F—DOREEHED
if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation();
it (currentLocation != null) {
String locationData = “Latitude:” + currentlLocation. getLatitude() + “, Longitude:” + currentL
ocation. getLongitude () ;
String nickname = ((TextView) findViewByld(R. id. editTextNickname)). getText (). toString() ;

Toast. makeText (MainActivity. this, this.getClass (). getSimpleName() + “¥n — nickname : “ + nick
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name + “¥n — location : “ + locationData, Toast.LENGTH_SHORT). show() ;

new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, locationData, nickname) ;

}
}
/] AEE/IE. KEBERETS
/] ERICITEET 2HRBOBHEICREEZRIVDENHDILITEET DL
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY, getVersionCode()):
pref.apply () ;

}

public void onNegativeButtonClick (int type) {

if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] KRA k2% A—F—DEERENB LN TVEWNMESIX., FIAEEROSEEX LGN
/] HOTNTTIYTET7T TV r—2a Va8 TS5
finish();

} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
/] dRA Uk bk A—F—OEBNRENFLNTULVEMES(E, ZHFEROEEELLEL
/] A—Y—RENELNEN >T-OTHE LA

}

private int getVersionCode() {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
Packagelnfo packagelnfo = packageManager. getPackagelInfo (this. getPackageName (), PackageManager. GET_ACT
IVITIES) ;
versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
// BIS LIRS E =
}

return versionCode;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu.main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] kiRA U bbbk A—F—NTF7 T - TSAN—RYL—2HBETELFHREZAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] hRAU b bk EELBEREI T —BRECLVEIRTI2FETAET S
new SendDataAsyncTack (). execute (DEL_ID _URI, UserlId);
return true;
case R. id. action_donot_send_id:

/] kRA b Th A—HF—EEICEYFRAERBROEELZFLTSFREAET S

All rights reserved © Japan Smartphone Security Association. T4 —FHREERS 397




resommmon  http://www jssec.org/dl/android_securecoding.pdf

" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

// FIREFREROEZEZEFELL-EE. AEREICETIREFEEIN-IDET S
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit

pref. putInt (PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, 0);
pref.apply();

/] RY U TILTHAAEEREEXELEWNMGE., 1 —F—ITIRET IHENEC L DD

/] COBRBTT TV ERTT S, CONBET7TIT)EOERHBICEOLETEETSI L,

String message = getString (R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + message, Toast.LENGTH
_SHORT) . show () ;

finish();

return true;

}

return false;

}

@0verride
public void onConnected (Bundle connectionHint) {
if (mLocationClient != null &&% mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation();
if (currentlLocation != null) {
String locationData = “Latitude ¥t: “ + currentLocation. getLatitude() + “¥n¥tlLongitude ¥t: ” + cu
rrentLocation. getLongitude () ;

String text = “¥n” + getString (R. string. your_location_title) + “¥n¥t” + locationData;

TextView appText = (TextView) findViewByld(R. id. appText);
appText. setText (text) ;

}

@0verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try |
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
e.printStackTrace () ;
}

}

@0verride
public void onDisconnected() {
mLocationClient = null;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
// kRA 2+ 8k FIABIBIHMDOMIIHIZIL UID/cookie ZFIFET S
/] AY U TLTEY—N—flTERLIZ ID #FHT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
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if (Userld == null) {
// SharedPreferences HIZ b—0 VA FEE LKL I=SH, —nN—h5 IDEZRYFHE 5,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, “”, “id");
} catch (IOException e) |
/] SIAEIS - EDFINEFYYFT S
extMessage = e. toString () ;
}

// BRY 1= ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - ” + status + ” : ” + extMessa
ge, Toast. LENGTH_SHORT). show();
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String location = params. length > 2 ? params[2] : null;
String nickname = params. length > 3 ? params[3] : null;

Boolean result = false;
try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);
if (location != null)
jsonData. put (LOCATION_KEY, location) ;

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil. sendJSON(url, ””, jsonData.toString());

result = true;
} catch (IOException e) {
/) SMRAEIS—HBEDHNEFTYYFTD
extMessage = e. toString();
} catch (JSONException e) {
extMessage = e. toString();
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ — “ + status + “ : ” + extMessa
ge, Toast. LENGTH_SHORT). show() ;
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}

ConfirmFragment.java
package org. jssec. android. privacypolicy;

import android. app. Activity;

import android. app. AlertDialog;

import android. app.Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os. Bundle;

import android. support. v4. app.DialogFragment;
import android. view. LayoutInflater;
import android.view. View;

import android.view. View.OnClickListener;
import android.widget. TextView;

public class ConfirmFragment extends DialogFragment {
private DialoglListener mListener = null;

public static interface DialoglListener {
public void onPositiveButtonClick (int type);

public void onNegativeButtonGlick (int type) ;
]

public static ConfirmFragment newlnstance(int title, int sentence

ConfirmFragment fragment = new ConfirmFragment() ;
Bundle args = new Bundle() ;

args.putlnt ("title”, title);

args. putInt (“sentence”, sentence);

args. putInt (“type”, type):

fragment. setArguments (args) ;

return fragment;

}

@0verride
public Dialog onCreateDialog(Bundle args) {

[/ *RA 2 b 1k FERREFFIC. 77U HAERS MAZBFEROEEICOVTEREREESES

int type) {

/] *RA 2 b3k EEGERYFLARD SN HFABFEREEET HHEEE. BRI —F—DRAEERD

final int title = getArguments(). getInt ("title”);

final int sentence = getArguments (). getInt (“sentence”);

final int type = getArguments().getInt ("type”);

LayoutInflater inflater = (LayoutInflater) getActivity().getSystemService (Context. LAYOUT_INFLATER_SERVICE

View content = inflater. inflate(R. layout. fragment_comfirm, null);
TextView |inkPP = (TextView) content. findViewById(R. id. tx_link_pp) ;

| inkPP. setOnClickListener (new OnClickListener ) {
@0verride
public void onClick (View v) {

/] *kRAU 5k A—HF—RF7TY) - TSANI—R)—2HRTELFEREAET S

Intent intent = new Intent();

intent. setClass (getActivity (), WebViewAssetsActivity.class);

startActivity (intent) ;
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AlertDialog. Builder builder = new AlertDialog. Builder (getActivity());
builder. setlcon(R. drawable. ic_launcher) ;

builder. setTitle(title);

builder. setMessage (sentence) ;

builder. setView(content) ;

builder. setPositiveButton (R. string. buttonOK, new DialogInterface.OnClickListener ) {
public void onClick (DialogInterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onPositiveButtonClick (type);
}
}
DR
builder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener () {
public void onClick (Dialoginterface dialog, int whichButton) {
if (mListener !'= null) {
mListener. onNegativeButtonClick (type);
}

b

Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

}

@0verride
public void onAttach(Activity activity) {
super. onAttach (activity) ;
if (!(activity instanceof DialoglListener)) {
throw new ClassCastException(activity. toString() + “ must implement DialoglListener.”);
}

mListener = (DialoglListener) activity;

}

public void setDialogListener DialoglListener listener) {
mListener = listener;

}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicy;

import android. app. Activity;
import android. os.Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/] KIRA ROk TTY » TSANL—RY O—HEMR%E assets THIILFTRIZEE L THEL

private static final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-
1.0.html™;

@0verride
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public void onCreate (Bundle savedInstanceState) {

super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewById(R. id. webView) ;
WebSettings webSettings = webView. getSettings() ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.2.

[BEREHY] 7T -TIAN— R —ZMHAATEZTT)

RAVM: [AEREHY] 7TV -TIAN—RIS—ZMHAATET T
1. #EESET YT T TTISNRSFAEFRDOEEI OV TEREREERES

N OO v N

d

d

A—H—OAFERBEAFOATUVENEEIF. FIAEFROEE LGN

— =TT TIAN— RO — R TELDFREAETS

EELEEREZL—Y—REICKVBIRT SFREAET S

— B EICKYFIAEFEROEFEEFLTEIFREAETD

FIFAEFEROMDIFIZIE UUID/cookie ZFIFHT S
T ) T4\ —R) —BE R % assets 74 ILA AICERELTHL

import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

MainActivity.java
package org. jssec. android. privacypolicynopreconfirm;

java. io. IOException;

org. json. JSONException;

org. json. JSONOb ject;

org. jssec. android. privacypol icynopreconfirm. MainActivity;

org. jssec. android. privacypolicynopreconfirm. R;

org. jssec. android. privacypolicynopreconfirm. ConfirmFragment. DialoglListener;

android. os. AsyncTask;

android. os. Bundle;

android. content. Intent;

android. content. SharedPreferences;
android. content. pm. Packagelnfo;

android. content. pm. PackageManager ;
android. content. pm. PackageManager. NameNotFoundException;
android. support. v4. app. FragmentActivity;
android. support. v4. app. FragmentManager ;
android. telephony. TelephonyManager ;
android. text. Editable;
android. text. TextWatcher;
android. view. Menu;
android. view. Menultem;
android. view. View;

android. widget. TextView;

android. widget. Toast;
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public class MainActivity extends FragmentActivity implements DialoglListener {
private final String BASE_URL = “https://www. example. com/pp”;
private final String GET_ID_URI = BASE_URL + “/get_id. php”;
private final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private final String DEL_ID_URI = BASE_URL + “/del_id. php”;
private final String ID_KEY = “id";
private final String NICK_NAME_KEY = “nickname”;
private final String IMEI_KEY = “imei”;
private final String PRIVACY_POLICY_AGREED_KEY = “privacyPolicyAgreed”;
private final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private String Userld = “”;
private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
private final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW = 1;
private TextWatcher watchHandler = new TextWatcher () {

@0verride

}
@0verride

boolean buttonEnable = (s. length() > 0);

}

@0verride
public void afterTextChanged (Editable s) {
}

};

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView R. layout. activity_main) ;

// A—H—#ER A ID #H—N—mIoEBT 3
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled (false) ;
}
@0verride
protected void onStart() {

super. onStart () ;

int privacyPolicyAgreed = pref. getInt (PRIVACY_POLICY_AGREED_KEY, -1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) ({

public void onTextChanged (CharSequence s, int start, int before, int count)

public void beforeTextChanged (CharSequence s, int start, int count, int after) {

{

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;

((TextView) findViewByld(R. id. editTextNickname)). addTextChangedListener (watchHandler) ;

SharedPreferences pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);

/] KkRA b 1k HEEER (7Y TT— RIS, 7TUNRSHAZEBBEROEEIOVTCEEREEZRSFD
/] Ty T—FBIZDOVTIE, HLOFAEBFERERS LSICB25RICDH,. BEARREERILEND

All rights reserved © Japan Smartphone Security Association.

TSANR—EHEH/S 403




resommmon  http://www jssec.org/dl/android_securecoding.pdf

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR
%

ConfirmFragment dialog = ConfirmFragment. newlnstance (R. string. privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;

dialog. setDialogListener (this) ;

FragmentManager fragmentManager = getSupportFragmentManager () ;

dialog. show (fragmentManager, “dialog”);

}

public void onSendToServer (View view) {
String nickname = ((TextView) findViewByld(R. id. editTextNickname)). getText (). toString() ;
TelephonyManager tm = (TelephonyManager) getSystemService (TELEPHONY_SERVICE) ;
String imei = tm. getDeviceld();
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “¥n - nickname : “ + nickname + “, im
ei =7 + imei, Toast.LENGTH_SHORT). show() ;
new SendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname, imei);
}

public void onPositiveButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
// *iRA b 1k FEEEHFREIZ, 7 TUAERSHAEERROZEIODVWTEREREEZEBD
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, getVersionCode()) ;
pref.apply () ;

}

public void onNegativeButtonClick (int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/] KRA k2% A—F—DBERENB LA TVEWNMESIX., FIAEEROEEXLEL
/] B TNTFTI)TCET TV r— a0 & 8TT5
finish() ;

}

private int getVersionCode() {
int versionCode = -1;
PackageManager packageManager = this. getPackageManager () ;
try {
Packagelnfo packagelnfo = packageManager. getPackagelInfo (this. getPackageName (), PackageManager. GET_ACT
IVITIES) ;
versionCode = packagelnfo. versionCode;
} catch (NameNotFoundException e) {
// BISr LIRS E =
}

return versionCode;

}

@0verride

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

@0verride

public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:

/] KkRAU L3k A—HF—DBTF7T) - TSAN—R)O—4HRBTELFREART S
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Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] hRA b bk FELLZERELI—T—REICKVYBIRT I2FERERAET D
new SendDataAsyncTack (). execute (DEL_ID_URI, UserlId);
return true;
case R. id. action_donot_send_id:

/] KRA 2k Sk A—HF—BECLYFRAEFBROEXEEFLTIFREART S

// FAEFEROZEEZELLZEES. BRERARICETIEAEEBEESINIEDLT S
SharedPreferences. Editor pref = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref. putInt (PRIVACY_POLICY_AGREED_KEY, 0);

pref.apply () ;

/] RO TILTHAAEEREEZELEWNMGE., 1 —F—ITIRET IHENEC L DD

/] COERMTTTVERLRTT S, CORBEI7T)EOHEIZEHOETERET S L,

String message = getString (R. string. stopSendUserData) ;

Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - ” + message, Toast.LENGTH_SHO
RT). show () ;

finish();

return true; }
return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”;

@0verride
protected String dolnBackground (String... params) {
/] iRA 2k 6k FRAFFHROMDFZ1& UID/cookie ZFIFAT S
/] B TLTIEY—N—BITER L 1D ZFAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ b—%2 UHAFHE LGz, y—nN—Dn5 D ZRUYFHE S,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, “”, “id");
} catch (IOException e) {
// ARAEIS—HBEDHNEXFYYTFT S
extMessage = e. toString () ;
}

// B Y ZFH 1= ID % SharedPreferences IZIRTET 5,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute (final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ — “ + status + “ : ” + extMessa
ge, Toast. LENGTH_SHORT). show();
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
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private String extMessage = “”;

@0verride

protected Boolean dolnBackground (String. .
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2]
String imei = params. length > 3 ? params[3]

params) {

S null;
S null;

Boolean result = false;

try {
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

if (imei != null)
jsonData. put (IMEI_KEY, imei);

NetworkUtil. sendJSON(url, ””, jsonData.toString());
result = true;
} catch (IOException e) |
/] BIAEIS—LEDHFINEFYYFT S
extMessage = e. toString () ;
} catch (JSONException e) {
extMessage = e. toString () ;
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
String status = result ? “Success” : “Error”;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + ”

ge, Toast. LENGTH_SHORT). show();
}
}

“ + status + ”

“ + extMessa

ConfirmFragment.java
package org. jssec. android. privacypolicynopreconfirm;

import android. app. Activity;

import android. app. AlertDialog;

import android. app.Dialog;

import android. content. Context;

import android. content.Dialoglnterface;
import android. content. Intent;

import android. os.Bundle;

import android. support. v4. app.DialogFragment;
import android. view. LayoutInflater;
import android.view. View;

import android.view. View.OnCl ickListener;
import android.widget. TextView;

public class ConfirmFragment extends DialogFragment {
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}

}

private DialoglListener mListener = null;

public static interface DialoglListener {

public void onPositiveButtonGlick (int type);

public void onNegativeButtonClick (int type);

public static ConfirmFragment newlnstance(int title, int sentence, int type) {

ConfirmFragment fragment = new ConfirmFragment() ;
Bundle args = new Bundle() ;

args.putInt("title”, title);

args. putInt (“sentence”, sentence) ;

args. putInt ("type”, type);

fragment. setArguments (args) ;

return fragment;

@0verride
public Dialog onCreateDialog (Bundle args) {

/] *iRA b 1k FEGRERFIC, 7 TSRS HRAEBFROZECODVWCERERAEE2ES
final int title = getArguments (). getInt ("title”);

final int sentence = getArguments().getInt ("sentence”);

final int type = getArguments (). getlnt (“type”);

LayoutInflater inflater = (LayoutInflater) getActivity().getSystemService (Context. LAYOUT_INFLATER_SERVICE

View content = inflater. inflate (R. layout. fragment_comfirm, null);
TextView |inkPP = (TextView) content. findViewById(R. id. tx_link_pp);
| inkPP. setOnCl ickListener (new OnClickListener O {
@0verride
public void onClick (View v) |
/] KIRA D b3k A—HF—MNTF7TY - TSANL—RYL—%2HRATELFHREZRAETS
Intent intent = new Intent();
intent. setClass (getActivity (), WebViewAssetsActivity.class);
startActivity (intent) ;

b

AlertDialog. Builder builder = new AlertDialog. Builder (getActivity());
builder. setlcon(R. drawable. ic_launcher) ;

builder.setTitle(title);

builder. setMessage (sentence) ;

builder. setView(content) ;

builder. setPositiveButton (R. string. buttonOK, new Dialoglnterface.OnClickListener O {
public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener != null) {
mListener. onPositiveButtonClick (type);
}
}
b
builder. setNegativeButton (R. string. buttonNG, new Dialoglnterface.OnClickListener () {
public void onClick (Dialoglnterface dialog, int whichButton) {
if (mListener != null) {
mListener. onNegativeButtonClick (type);
}

DR
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Dialog dialog = builder.create();
dialog. setCanceledOnTouchOutside (false) ;

return dialog;

}

@0verride
public void onAttach (Activity activity) {
super. onAttach (activity) ;
if (!(activity instanceof DialoglListener)) {
throw new GlassCastException(activity. toString() + “ must implement DialoglListener.”);
}
mListener = (DialoglListener) activity;

}

public void setDialoglListener DialoglListener listener) {
mListener = listener;

}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynopreconfirm;

import org. jssec. android. privacypolicynopreconfirm. R;
import android. app. Activity;

import android. os.Bundle;

import android. webkit. WebSettings;

import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/] *RA Tk TTY) - TSANRV—RY S—ERR% assets THILFRIZEELTH L

private final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst—privacypolicy-1.0. htm

@0verride

public void onCreate (Bundle savedInstanceState) |
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewById(R. id. webView)
WebSettings webSettings = webView. getSettings () ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;
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5.5.1.3. [@EREALL] 7TV -TIAN—R)—2#HAALFETTY)

RAVM:[ARERBLL] 7TV -TIAN—R)—FER/AHAAET T

1. A—Y—=DF7F)-TSAN—R)—sRERTEELFRERAETD

2. REELBEHREZI—YV—BEICKYEIRTIFREZAETS

3. A—H—#BEICKYFIRERBRROEEZFELTLIFEEAETS

4. FIAHBHROMDIFIZIE UUID/cookie ZFIRT 3

5. 77U TIAN—R)—EMR%F assets T+ /LFRICEREL THL

MainActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import java. io. IOException;
import org. json. JSONException;
import org. json. JSONOb ject;

import android. os. AsyncTask;

import android. os. Bundle;

import android. content. Intent;

import android. content. SharedPreferences;
import android. support. v4. app. FragmentActivity;
import android. text. Editable;

import android. text. TextWatcher;

import android. view. Menu;

import android. view. Menultem;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity {
private static final String BASE_URL = “https://www. example. com/pp”;
private static final String GET_ID_URI = BASE_URL + “/get_id. php”;
private static final String SEND_DATA_URI = BASE_URL + “/send_data. php”;
private static final String DEL_ID_URI = BASE_URL + “/del_id. php”;

private static final String ID_KEY = “id”;
private static final String NICK_NAME_KEY = “nickname”;

private static final String PRIVACY_POLICY_PREF_NAME = “privacypolicy_preference”;
private String Userld = “”;
private TextWatcher watchHandler = new TextWatcher O {

@0verride
public void beforeTextChanged (CharSequence s, int start, int count, int after) {

}
@0verride
public void onTextChanged (CharSequence s, int start, int before, int count) {

boolean buttonEnable = (s. length() > 0);

MainActivity. this. findViewByld(R. id. buttonStart). setEnabled (buttonEnable) ;
}

@0verride
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public void afterTextChanged (Editable s) {
}
};

@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

// A—H—HEAA ID &Y —/N—hoHRET S
new GetDataAsyncTask (). execute() ;

findViewByld (R. id. buttonStart). setEnabled(false) ;
((TextView) findViewByld(R. id.editTextNickname)). addTextChangedListener (watchHandler) ;
}

public void onSendToServer (View view) {

String nickname = ((TextView) findViewByld(R. id. editTextNickname)).getText (). toString();

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “¥n - nickname : ”

LENGTH_SHORT) . show () ;

RT).

new sendDataAsyncTack (). execute (SEND_DATA_URI, Userld, nickname);
}

@0verride

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] KIRA b1k A—HF—NTF7 T - TSANL—RYL—2HETELFERERETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent) ;
return true;
case R. id. action_del_id:
/] hRA b2k EELLERELI—T—REICKYBIRTIFERERAET D
new sendDataAsyncTack (). execute (DEL_ID_URI, UserlId);
return true;
case R. id. action_donot_send_id:

/] KRA 2k 3k A—HF—BECLYFRAERBROEXELFLT2FREART S

/] B TILTIHAAEEREEXE LEWNGE., 11— —IZIRET HMENEC L DO
/] COBRETTITVEERTT S, CONBFT7TTIBOHEBICAOETERETSZ &,
String message = getString (R. string. stopSendUserData) ;

+ nickname, Toast.

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - “ + message, Toast. LENGTH_SHO

show () ;
finish();

return true;

}

return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = “”
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@0verride
protected String dolnBackground (String... params) {
/] *RA 2+ Ak FAEFEROM D (FIZIE UID/cookie ZFIAT 2
/] AU TLTEY—N—@ITER L IDEZFAT S
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences HIZ b—0 VA FE LKL I=SH, —nN—h5 IDERYFHE S,
try {
UserId = NetworkUtil. getCookie (GET_ID_URI, ““, “id");
} catch (IOException e) |
/] SBIAEIS L LEDFINEFYYFT S
extMessage = e. toString() ;
}

// BRY 1= ID % SharedPreferences IZ{R7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

}

@0verride
protected void onPostExecute(final String data) {
String status = (data != null) ? “success” : “error”;
Toast. makeText (MainActivity. this, this. getClass().getSimpleName() + “ - ” + status + ” : ” + extMessa
ge, Toast. LENGTH_SHORT). show();
}
}

private class sendDataAsyncTack extends AsyncTask<String, Void, Boolean> {
private String extMessage = “”

@0verride

protected Boolean dolnBackground (String... params) {
String url = params[0];
String id = params[1];
String nickname = params. length > 2 ? params[2] : null;

Boolean result = false;

try |
JSONOb ject jsonData = new JSONObject () ;
jsonData. put (ID_KEY, id);

if (nickname != null)
jsonData. put (NICK_NAME_KEY, nickname) ;

NetworkUtil. sendJSON(url, ””, jsonData.toString());

result = true;
} catch (IOException e) {
/) SBRAEIS—LHBEDHNEFTYYFTD
extMessage = e. toString();
} catch (JSONException e) {
extMessage = e. toString();
}

return result;

}

@0verride
protected void onPostExecute (Boolean result) {
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String status = result ? “Success” : “Error”;
Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + “ - ” + status + “ : ” + extMessa
ge, Toast. LENGTH_SHORT). show () ;
}
}

WebViewAssetsActivity.java
package org. jssec. android. privacypolicynocomprehensive;

import org. jssec. android. privacypol icynocomprehensive.R;

import android. app. Activity;
import android. os. Bundle;

import android. webkit. WebSettings;
import android. webkit. WebView;

public class WebViewAssetsActivity extends Activity {

/] *RAD LS5k 7T « TSR —KR) O—BEBRF assets T+ ILFARNICEEBE L THL

private static final String ABST_PP_URL = “file:///android_asset/PrivacyPolicy/app-policy-abst-privacypolicy-
1.0. html”;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_webview) ;

WebView webView = (WebView) findViewByld(R. id. webView) ;
WebSettings webSettings = webView. getSettings () ;

webSettings. setAl lowFileAccess (false) ;

webView. loadUr | (ABST_PP_URL) ;

5.5.1.4. 7TV TSAN—R)I—&ARAFZNT T

RAVE(FTFI)-TIA—R)O—MHRAELZNT T)
1. BREBLEEREHRABTOARATEEHEE. 7T - TI3AN\—R)O—ERRLESTL R
2. R=TIMITLAREQTTIEBRIC. RELERRENMBEELLAVEZREHTS

MainActivity.java
package org. jssec. android. privacypolicynoinfosent;

import com. google. android. gms. common. ConnectionResult;
import com. google. android. gms. common. GooglePlayServicesClient;
import com. google. android. gms. location. LocationClient;

import android. location. Location;
import android. net.Uri;

import android. os. Bundle;

import android. content. Intent;
import android. content. IntentSender ;
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import android. support. v4. app. FragmentActivity;
import android. view. Menu;

import android.view. View;

import android.widget. TextView;

import android.widget. Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient. ConnectionCal Ibacks, Googl
ePlayServicesClient. OnConnectionFailedListener {

private LocationClient mLocationGlient = null;
private final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

@0verride

protected void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mLocationClient = new LocationClient(this, this, this);

}

@0verride
protected void onStart() {
super. onStart () ;

// Location {E#RER1F A
if (mLocationClient != null) {
mLocationClient. connect () ;
}
}

@0verride
protected void onStop() {
if (mLocationClient !'= null) {
mLocationClient. disconnect () ;
}
super. onStop () ;

}

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. main, menu) ;
return true;

}

public void onStartMap (View view) {
/] *iRA b 1k BELEBEREHRNBTCOBZFAT REE. 7TV - TSAN—FRYI—RRTLELLTER

if (mLocationClient != null && mLocationClient. isConnected()) {
Location currentLocation = mLocationClient. getLastLocation();
it (currentLocation != null) {
Intent intent = new Intent (Intent. ACTION_VIEW, Uri.parse(“geo:” + currentLocation. getLatitude() +

“ + currentlLocation. getLongitude())) ;

startActivity (intent) ;
}

}
@0verride

public void onConnected (Bundle connectionHint) {
if (mLocationClient != null && mLocationClient. isConnected()) {
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Location currentLocation = mLocationClient. getLastLocation();
if (currentlLocation != null) {
String locationData = “Latitude ¥t: “ + currentLocation. getLatitude() + “¥n¥tlLongitude ¥t: “ + cu
rrentLocation. getLongitude () ;

String text = "¥n” + getString (R. string. your_location_title) + “¥n¥t” + locationData;

Toast. makeText (MainActivity. this, this.getClass().getSimpleName() + text, Toast. LENGTH_SHORT). sho

TextView appText = (TextView) findViewByld(R. id. appText);
appText. setText (text) ;

}

@0verride
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try {
result. startResolutionForResult (this, CONNECTION_FAILURE_RESOLUTION_REQUEST) ;
} catch (IntentSender.SendIntentException e) {
e.printStackTrace () ;
}

}

@0verride
public void onDisconnected() {
mLocationClient = null;
Toast. makeText (this, “Disconnected. Please re-connect.”, Toast. LENGTH_SHORT). show () ;
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5.5.2. L—ILTvY

TS5A N —IERETESEIZIZLUTDIL—ILESFBIE,

. EETLHIFAEFERILERERICEDS (WH7E)

2. #HEESK(TYIT T —F—ITEIMYBA L EE., F-(E EELIMYIKRVLROHENSFIA
HIERDZEEICODVLWTERIEREEBS (WH7E)
3. EEGRYKRLLIROONLFIAEEREZEET SHEE. 2—F—ICEARELZFS (WH7E)
4, A—H—mRF7F)-TSANS—RI—EHRBTELFERERAETD (WH7E)
5. 7FU)-TIAN—R)—BEM% assets T+ /LFRNICEREL THL (HE2R)
6. FEL-FAEBERELI Y RBREICLYBIBRESIVEEFLETSIFEREZAETS (M%)
7. HEKEH ID & UUID/cookie ZfELV2 T3 (HE22)
8. FIABERBHEZMANDOATHRATHIEE. WMBEELLEVEEZLI—F—IZRMNT S (HE22)
5.5.2.1. ZEETHFREBRIVERERICEDND (WH7E)

TI)RZATIWGEDHRAZRICA—YF —ABETZLT7TIDBES LV BEHUN TRAZRRICT 7R
LIEWKIERETT B &, T 7TV DBES LUV BEMICRELRFAEFBRTHoTH. 7TIRHTOHBLELIF
WENEBY —N—FIZEETAEFHREFREL . LERERDFEROAZEET S,

BIZIE, T5—LT7TIT HBELERREICTS—LNRIHELMRELTL AV M Do TR EIFRE Y
—N—[TEELTWSEE, 21— —(IHMEFRET T OMEELREM TAZEEFHLL, —AT.2OT7I7—L4
TV, A== BIEFRIGL TR ESN T I—LERL T HEEZHDEE L. 7TV L ERREF AT
SEAEHATHIENTED, COLIIT, A—F—AHEELFAERREOEELZERZ TELHANFARETHN
. FIAERROFRBICHLEELHIHEALTE S,

5.5.2.2. HEEBF(TYTT—FHIC, 2—F—ITLHMYBZ A REE, F-1F, EELGERYROL RO SN L FIA
ERBOEEICOVWTEREREEZSRS (WH28)

A—HF—ITLHMYBA A RELF AEFROCEETIYBOAROoNSFIAEFREN Y —/—ITEET
BHE. A—Y AT ITIVEFERT BRI, TTIANEDLIGERELEDLIGE B THY —N—ITEETED.E
ZERBEHHINGEITOVT, BRI A—HF—DRBA T ) ER/HIEARDON S, BIRMIZIZ. 7TID
PEEBEFICT T - TI3AN—R)—FRRL T A—F—OHRLRABEZB/DILIIT HIRETH D, £ 7
TVr—2av D7 vTT—MI&Y . H- LR AERERENBS —N\—TEET LI oBICH BEA—Y
—DHERERBERDILIICTIVLENH D, AEARONGMES X TITVERT T HLE. FROEENVE
THERE(LER) AT D&,

NIZEY, - FAEBFEROFAIKREEERL-LT7TIEERALTVWSIEN RSN, 21— —ICR
DNBRERET DEEBITTIADEEREFHIENHFTED,

MainActivity.java
protected void onStart() {
super. onStart () ;
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~ R~
if (privacyPolicyAgreed <= VERSION_TO_SHOW_GCOMPREHENSIVE_AGREEMENT_ANEW) {
// kiRA Y bk WIERER(FYy TTF— ) IC, 2 —F—ICKDWMYBIAREE, F-1E. EE
HRYFRDHARO SNHFAEBFROEEICOVTAEREESS
/] 7T T—ErEIZOVLTIE. HILLWAAZEEREHRS K3 ICEBEIC0A#. BEAEREZ:
BOIDENH D,
ConfirmFragment dialog = ConfirmFragment. newlnstance (
R. string. privacyPolicy, R.string.agreePrivacyPolicy,
DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) ;
dialog. setDialoglListener (this);
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show(fragmentManager, “dialog”);

EFIVr—-vavaEFAETNhS
[Cl, FRUY7DTS5A I\ =
RUS—CEB LTS BE
BBVEY, 251/ =R
-DABEREDSA. AES
h3B8E "3, Z2HLTHHE
HFLIESL,

T, "IV, ERFENERY

YERUESBEE. ZT54)0
—RUZ—ORBEREDDA
EELLEDEHFLZLETY,

IS =R —RT

B 5.5-4 @EREOH
5.5.2.3. EEGRYFZLHIROLNSFAERREEXETIEEF. A —F—ICENREZRFS (WH28)
BEGERRVLSROLNDFIREFRENBY —N\—ITEET LB E L. BEREICNAT, MAEEREE
FRAERROZEEEHIEE)EBIC. B —F—DRBFTM U E/RLIENDLETHD, 12— —DREE

NRoNGEM2HE L S — /N —~DIFEEF [EEEL TIEGSAL,

hIZEY, A—F— L BERBETHEAL-FIAEFROXEICEALT, LYEKWLGTTUREEGRBRY—ER)E
DEEZEHMHENTE, 7TTVREEBREZ I —F—D LY EHLGHIMICL IR ELZRIEAFTES,

MainActivity.java
public void onSendToServer (View view) {
/] kR P REELZRYFLARDONDFBAEFEFREZET H5EE. B2 —F—DOREEHBS
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ConfirmFragment dialog = ConfirmFragment. newInstance (R. string. sendLocation, R.string.cofirmSendLo
cation, DIALOG_TYPE_PRE_CONFIRMATION) ;

dialog. setDialoglListener (this);
FragmentManager fragmentManager = getSupportFragmentManager () ;
dialog. show(fragmentManager, “dialog”);

]
le U EBHROIERE
BEEOMRIEREY — )~ (i
ELETHLS LLITTH?
54N =KUY =R
B 5.5-5 @EAFEEDH
5.5.2.4. 2—H—WT7T)-TIANO—R)—2HBTELFREAETS (H78)

— I, A —DRETTVEAVR—ILT BRNT T - TSN\ — RO —% MR T HF B EL T, Android
TI)DR—7INTUALRLIZTT) - TZAN— RIS —D) U DERTT DIEREN H D, CDBE~NDXIGIZIN
ZTTVEMKRICAVRAM—LLIZRTH, 2—F =BT TN - TIAN— R —%2 SR TELFREATTSHC
& FICHABRREND Y —N\—FITEETIBEDEMNRBHERRIZETI)-TIA4N—RIV—2F5
[CHERTESTFRZAZBL. A—Y—DELCHIITED LT HIENEELLY,

MainActivity.java
@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case R. id. action_show_pp:
/] kRS bk A—HF—NTFTY - TSANL—RYL—%2HBTELFREAETS
Intent intent = new Intent();
intent. setClass (this, WebViewAssetsActivity.class);
startActivity (intent);
return true;
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1§ Privacy Policy Test Application

=ODESIN S 1)\ —RU Y —FR

IDZHIFR

BHREY—I\—~NEETD

5.5-6 F5AN—R)—RRAA=1—

5.5.2.5. 7T TSAN—R)—ER% assets THILFRNIZERELTHL (HE2Z)

TI)-TSAN—R)S—DBERRIE assets THIILFARNIZEREBELTHE BREITGCTHABICFIATHIENE
FLW 7T TSA1N—RY—h assets THILFICHNIE. WO TERBICT IV ERAHETH L LRI, B
EDOHIE=FIZKY ., BEOREINT T TIANL =R —ESBIE LN D) RUHEIBATEELE 2O T
H5, Ff=. assets TAIAITEETHI77M)LIE, FIRFRRICEATIE=ZFRIAMNAGETHHIENEFELLY,
AETHBNLIZIT TV r—230 - TSAN— RO — R RIBEY—ILIZF AT E5E. BERAZT DHSH XML
T74ILE assets THIVFICERET S ETEZBRINATREICL D,

5.5.2.6. EELEFABEREZL—YV—REICKVEIREIVEERLISFREAZTS (#£22)

FAZEDORDICIEL. MY —N\— LISEESN-FIAEEREHIR T HEEEZIRBETEIENEELL, RERIZ,
T77)BETHARNICFHAEBERBLIIZOIE) ZREFLZEL. ZOBEBREHIRT SHEEE 21— —(C1R
HIDIENEFELL, T FAEBORDIZEL, FIAERROEEEFEL T IRAETIRETHIENEELL,
AIL—ILER) DA, FIREFROEIRIZOVNTIX, EU TRIESh TWWSIEhohBHEFJIZEUESDHONED
DTHAN . SEREFFIAET —HREICEHTLIEADEFNDORIELRESN TS FICEANLGORY., K
AARTRAAEEROHIBREAEEEZRE T 5 EEHRET D, - AIABRHROZEEFLICOVNTIE, £IZTTFY
HIZL DGO EATLNSIDo Not Track GEIMER) IO RICEYEDHONF-LDTHY . BIREIHKRISEFEFL
WEEZAETHILEHET D,
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MainActivity.java
@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
~ R~
case R. id. action_del_id:
/] *RA2 bk FELEERZI—VIREICKVEIRT IFERZAET S
new SendDataAsyncTack (). execute (DEL_ID_URI, Userld);
return true;

5.5.2.7. #mXEH ID & UUID/cookie ZfFE L3 T5 (#247)

IMEI ZEDIRREH ID (&, FIRAEFFREART T TEETRETEN ImKEHF ID LMAEBFHRABMS L =RT
—ETHLARORAVOLTLEIE., NS KER ID OEEATRARELTH., ID LFIRAEFBROBITELISHT
EMTEGN(FEHLL) ZEN, ZDEATH S, COHAR. iiAKEH IDIZZEH-T, UUID/cookie 74 & DEEZEN—
RIL=-MEERT HEEREER ID ZFE>T. FAERREDBITELVEEET HERL . ChITkY, EEET
SBALEIENONDIEFIEERBLI-RELT HIENATES,

MainActivity.java
@0verride
protected String dolnBackground (String... params) |{
// *RA 2 bk FAEEROMDITIZIL UID/cookie ZFIAT 2
/] R TNTEY—N—BITER L IDZFATS
SharedPreferences sp = getSharedPreferences (PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE) ;
Userld = sp. getString (ID_KEY, null);
if (Userld == null) {
// SharedPreferences RIZ k—2 UMNFE LGRSO, y—nN—H5 D ZWMYEFE S,
try {
Userld = NetworkUtil. getCookie (GET_ID_URI, ", “id");
} catch (I0Exception e) {
/) AMAEIS LB EDFNEFYVFTD
extMessage = e. toString();
}

// ERY 1= 1D % SharedPreferences [CIR£7FT %,
sp.edit (). putString (ID_KEY, Userld).commit();
}

return Userld;

5.5.2.8. FIAEEREHRKADAHTHATSEE. SEBXELBVEZLI—Y—ITBHT S €i:3)

FAZEDIHRKAST—RHRMICFAZERRIZTIVERTLEOHDZETHLoTH, FAIAEOEREYTERAMEES
ORI EDEELRADENEFLL ERMIZIE, 7 EALFIRERFERE. HEORFBHD=HIIRE
KA T—RMICERTLIOHTHY ., ImKRITRELEY . BB —NIEELEYLEWEZZF AE ISR
THERV BAMAEELTUE, =TI TLARLTOTTYGBARICEBR T ILEDHENEZLND, HH.
IMARRNTO—FFHADAHADHZEE, 7T - TIAN—R)O—~DRETHETEAEL,
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5.5.3. 7R\ Xk

5.5.3.1. TN\ —RYS—ZRMYFEIKIR

ARX—rIAUICHTHFIAFFREZIMEL. AICEETIHEITE, FIAFISHLTTTINED &S5LEREE
DESITHAIMNFEERLIZT T - TIAND—R)—Z B - 1RRTDBENH D, 7T - T34\ —KR)—IC
REITNEREIL. 754 SPHIZTERSIN TS,

T ) TSAN—RYS—IFELR DT TIVHESTRTOFRAERFRE. TORAECHBROREFL. EELEEE
BHLSMMIT HILITERMNEINTLND, TNEFRICBEEENBLOTTINSIRELE-TRTOFAEFRE
EDSSIBRE - BHE-EBELTINERIBEEZTSAN—RIO—ELEELD, K. AANEREELEZLE
[CHERESNTWDTSAN—R) O —EFIDEEE TSN\ —R)L—HEHT S,
TSAN—R)—DER - R TRAFZCENETND TS\ —R) L —D KB5S 1BAE . [JSSEC R<KR-7T1)
DTS4\ —R) o—Ef - BARICDOWTODEE ] (http: / /www.jssec.org/event/20140206/03-1_app_pol
icy.pdf) ISEEMERBANREINTLDOTSEOIL,

5.5.3.2. FAEMRHR

LTI, AAARTHERALTWAAIEIZDUINT. [JSSEC RTHR-T7FTIDTSA/1\o—R) S —ER-BRIZDLNT
NDER] (http://www.jssec.org/event/20140206/03-1_app_policy.pdf) [ZEE&EHIN TN\ AEMEHEZE]
ALTHELS

& 5.5-1
i it

EEETSA—RYS— BEECHTHEANEREESHERLIT T/ —RYS—,
B A SRR R EDEER

FI T8 —RY S — FIVr—LaV BTSN — R S —, B4 SPl DESHE
SEER. BERREHERTORY OT VEHBANLZENS

BET T - TS5 18—RY S — FIURRET SR AEER. REE N, E=FREOFREE
FHRICRBLI-E

BERIIR 7 T - PS54/ —RYS— L4 SPl DS HBIBE [THEPL - HBENBETBLI-XE

FABICEOIMYBANEZLGFIAEER cookie, UUID &

FAEICLIMYEEZ NERLFIAEESH  IMEL IMSIL, ICCID. MAC PRL R, OS A4ERT 5 ID &

HEYIRLVAS > |
RECBUBCAROSNOHRAERR o mimm. 7oL e BEES. AL TELRRE
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| 5.6. BEEHERHAT

X 1) T OEERTIE. BREESHLAERT D00 A EL T, #EZ 4 (Confidentiality) . ST 24 (Integrity).

ATAME(Availavility) EWVSAENMEDN S TNENBEDT—HEE=ZFICRONLGNKIIZTHIE. SHBT D

T—ANREAINENESICT(FF, BTASN-IEERN) T HIE U—ERXRDPT AN ELEFICILDTE

FRATELILEEKRLTHY . EX ) TAEHRTIBICERTRERULBERTHS, P TH. EELT LM

D=HIZBEESEMNANLNDIENZL Android IZBVWTET7 T EEEOTEEERRT 5O DAL
EEHEENAEIN TS,

ZZ Tl Android 7FVIZETRESIL-EEMEEBEEOER), Avt—URa—K/TUORIILELE B2HEDE
B)DEELREFZEY LTI O—FTERY,

1. o7 )La—F

B BB T HMEMEHERT D)) [RIATRNT (LM ERRT D) IEVS1—RT—XDE KWL A
:u’cb%ﬁtl LT, BkRGEEARXMSRAFKEIN TS, CCTIR.BERMEEDLSGRETHRAT M ENSEH
mhD BEAREREC3 DICHBLTHUTILa—RERAELTLWS, TNETNORESEATOHEHN SR AT
ZEEAR-BOBELHNTEEMNTED, JYBONZHIABLELIBAIZE. [5.6.3.1 BEAXDREIR]
BRI DL,

F ESRNZERNATEIEREE T HMRICE. 15.6.3.3 ELHERICE THMBHEMAKRILHONCHSETHT
to

BE=ZBEDREMNOT—3EFD

( [F & )

2A—HF—-OEBEE]
1EHET2

B2l T
EBREL7IBHTITS

\ 4

AT —FR—2 5% LFRIESE ﬁﬁﬁ ESEFIAL:
FIALT-EES{E- 1BS FIALT-EES{E- 1BS St 185

B 5.6-1 BENT—4%F5Y T ILa—FEBRTS570—Fv—Fk
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0 E=FHITLDT IDHTAZRIT S

(:- [F & j)

FRRHI AT
= AT T EIIBFTIT2

\ 2
AT —EN—2EE SAFBE S HaseEsS=FIAL:
FIAL - AAEED FIAL - AAEED MWE AFEH
(MAC: Ay — F5Fa—F) (FoRIEE) (MAC: Ay — F5Fa—F)

5.6-2 T—3NWLAERMT I YT ILa—FE&8IRTH70—Fv—Fh
5.6.1.1. NRTJ—FE#FHLTESL-ESTS
A—H—DEREEDHEEETFIENICIE/SRT—RR—IBEELFIENTES,

RAVb:

1. BARMICEESE—RENRTAUIERETS

2. BB THEWNEEEB-TBESEM(FILTVXL-E—FR T ITH)EERTS
3. NRT—FHIoBREERTHHEF. Salt ZERATS

4, RNRT—FHhoREERTLBEE. BEG/ NV 1DBYIRLEIFKEIEET S

5. TARELGRIEHOREFATS

AesCryptoPBEKey.java

package org. jssec. android. cryptsymmetricpasswordbasedkey;

import java. security. InvalidAlgorithmParameterException;
import java. security. InvalidKeyException;

import java. security. NoSuchAlgorithmException;

import java. security. SecureRandom;

import java. security. spec. Inval idKeySpecException;
import java.util.Arrays;

import javax.crypto. BadPaddingException;
import javax.crypto. Gipher;

import javax.crypto. IllegalBlockSizeException;
import javax. crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;

import javax.crypto. spec. [vParameterSpec;
import javax.crypto. spec. PBEKeySpec;

public final class AesCryptoPBEKey {
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/] kRA 1k BARBICEEE—RERTAVIEERETS
/] kAU 2k BEHBTHWNEEEFTL-IBEEM (FILIVRXL - E—F - T UJ%) 2#EHTS
// Cipher 2 5 R® getlnstance IZEINFA—4 (/[BEEFZILIVIXL]/[TAYIBEEE—FRI/INXT12TL—)]

/] U TITIE, BE7ILT) XL=AES, TR v IEEESE— F=CBC. /{7« >4 JL—)L=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

/] BEERTBHITADA VARA VR ERBT 510D XF5
private static final String KEY_GENERATOR_MODE = “PBEWITHSHA256AND128BITAES-CBC-BC”;

/] *iRA Uk 3Ik RRT—FhLREEERT H5E(F. Salt #ERTS
// Salt DA +E
public static final int SALT_LENGTH_BYTES = 20;

[/ *RA bk RNRAT—ENLREERT HHEIE, BELG/NYL210BR YR LEKEEES S
// PBE TRELERT HROBHOEY IR L EHK
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] kIRA 2 b5k +RRELRSZHEOEEIAT S
/] BOEY R
private static final int KEY_LENGTH_BITS = 128;

private byte[] mIV = null;
private byte[] mSalt = null;

public byte[] getIV(O {
return mlV;

}

public byte[] getSalt() {
return mSalt;

}

AesCryptoPBEKey (final byte[] iv, final byte[] salt) {
mlV = iv;
mSalt = salt;

}

AesCryptoPBEKey () {
mlV = null;
initSalt();

}

private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr. nextBytes (mSalt) ;

}

public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;

try {
/] kRA 21k BERMICBEEE—RFERTAUITE2HRETS
// *RA Db 2%k BB THWNEEZH -TESHEM (FILIVIXL - E—F -T2 5%F) #FERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

/] kRA Uk 3Ik RRT—FhoBEERT DHEE. Salt Z2FEAT S

SecretKey secretKey = generateKey (password, mSalt);
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cipher. init(Cipher. ENCRYPT_MODE, secretKey) ;
mIV = cipher. getIV(

encrypted = cipher. doFinal (plain);
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) |
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) |
} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] encrypted, final char[] password) {
byte[] plain = null;

try {
/] KIRA 2k Tk BBRMICBEEE—RENRTAUIERET S
/] KIRA k2% B THEWNEEEZF -TESEM (FLIVRXL E—F - RT1059%) 2FATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

/] dRA b3k RRAT—FHhLBREERT DIEEE. Salt #ERATS
SecretKey secretKey = generateKey (password, mSalt);
IvParameterSpec ivParameterSpec = new IvParameterSpec(mlV) ;
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher. doFinal (encrypted) ;
} catch (NoSuchAlgorithmException e) {

} catch (NoSuchPaddingException e) {

} catch (InvalidKeyException e) {

} catch (InvalidAlgorithmParameterException e) {
} catch (IllegalBlockSizeException e) {

} catch (BadPaddingException e) {

} finally {

}

return plain;

}

private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul | ;

try {
/] KRAU b 2% fBETHENEEEZF LT TILTIIXL - E—F - RTo 7 %ERTS
/| BEERT DIV IADAVRAVRAERBT S
// BITl&. AES-CBC 128 E v FAMEA SHA256 #FIAL THERLT B KeyFactory Z{#EM,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] KkRA2 b3k RRAT—FOLREEERT SHEIL. Salt 2FEAT S
/] hRAU bbbk RRT—FSREERT HHEEE. BELGNYD20BYVBELEREIEET S
/] kI RA2 b5k +RREBRIEZHOREMNATS
keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
// password D& )7
Arrays. fill (password, '?7');
/] BEERT D
secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException e) |
} finally {
keySpec. clearPassword () ;

}

return secretKey;

5.6.1.2. AFBRZEFALTHESILL-ESTS

FIVRATREARBERBFLTT —FORSILOAHETN. ESZRLGIRERGER(Y—N\—LE)THERIZL
DT RIGRARICIX ARAREER FFR)E S EEIENTED,

7 F

1. BATRMICEESE—RENTIVTERETD

2. MESETHRWMEEEB-DBEEM(FTILITIAL-F—F - T E)EERTD
3. THRELGRIEHOBEFATS

RsaCryptoAsymmetricKey.java
package org. jssec. android. cryptasymmetrickey;

import java. security. InvalidKeyException;

import java. security.KeyFactory;

import java. security. NoSuchAlgorithmException;
import java. security.PrivateKey;

import java. security.PublicKey;

import java. security. interfaces. RSAPublicKey;
import java. security. spec. Inval idKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X509EncodedKeySpec;

import javax. crypto. BadPaddingException;
import javax.crypto. Gipher;

import javax.crypto. IllegalBlockSizeException;
import javax. crypto. NoSuchPaddingException;

public final class RsaCryptoAsymmetricKey {

/] kIRA b Tk BARMICEBEE—RENRTAUIERETS
/] kAU 2k BEBTHWNEEEFTL-PBEEM (FILIVRXL - E—F - RToUJ%E) 2EHTS
// Cipher 2 5 R® getlnstance IZEINFA—4 (/[BEEF7ILIVIXL]/[TAYIBEE—FRI/INXT1 2T L—)]

[/ B TLTIE, BET7ILTY XL=RSA, TO v UEESE— F=NONE, /37 1 >4 JL—)L=0AEPPADDING
private static final String TRANSFORMATION = “RSA/NONE/OAEPPADDING”;

// BEETILITYRXL
private static final String KEY_ALGORITHM = "RSA”;

/] *RA U F Ik +RRERRSIEFHEOREZFATS
/] BEFIVY
private static final int MIN_KEY_LENGTH = 2000;
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RsaCryptoAsymmetricKey ) {
}

public final byte[] encrypt(final bytel[] plain, final byte[] keyData) {
byte[] encrypted = null;

try {
/] *RA Uk 1k BARMICEEESE—RENRTA VI EHRET S
/] KRA k2% B THEWNEEZFT -TESEM (FLIVRXL E—F - RT1059%) 2FERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
if (publicKey != null) {
cipher. init(Cipher. ENCRYPT_MODE, publicKey) ;
encrypted = cipher. doFinal (plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) |
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] encrypted, final byte[] keyData) {
/] RE, BERBIH—N—QITRETRELDOTHSH.
/] RY U TILTIEBMEREZRRIC. 77UATHESNEBEREL T,
/] BEIZH TN a—FEFIATREEE. 7TURICRERERBELEVKLSICTSEI L,

byte[] plain = null;

try {
/] KIRA Uk Tk BBRMICEEE—RENRTAUIERET S
/] KIRA k2% B THEWNEEZB -TBESEM (FLIVRXL E—F - RT1059%F) #FEATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
cipher. init (Cipher. DECRYPT_MODE, privateKey) ;

plain = cipher. doFinal (encrypted) ;
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final PublicKey generatePubKey(final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

428
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publicKey = keyFactory. generatePublic (new X509EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) |
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) |
} finally {
}

/] kIRA b3k +RREGRSIZEOEEZIAT S
/] BEODF VY
i (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey). getModulus().bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) |
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
}
}

finally {

return privateKey;

5.6.1.3. HBRZFALTESILL-ESITD

BARXDREGT —HERIHEECTTIOEE -1 —F—DEEOMEMLZTIREMTHESENTES,

RAUb:

1. BATRMICEEE—RENTIVTERETD

2. MESETHRWMEEEB-IBEEM(TILITIAL-F—FR- T E)EERTD
3. THRELGRIEHOBEFATS

AesCryptoPreSharedKey.java
package org. jssec. android. cryptsymmetricpresharedkey;

import java. security. InvalidAlgorithmParameterException;
import java. security. InvalidKeyException;
import java. security. NoSuchAlgorithmException;

import javax.crypto. BadPaddingException;
import javax.crypto. Gipher;
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import javax.crypto. IllegalBlockSizeException;
import javax. crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. spec. [vParameterSpec;
import javax.crypto. spec. SecretKeySpec;

public final class AesCryptoPreSharedKey {

/] kRA Uk 1k BARMICEEE—RENRTAUVITERET S
/] kAU 2k BEHBTHWNEEEFTL-IBEEM (FILIVIXL - E—F - T UJ%) 2#EHTS
// Cipher 2 5 R® getlnstance IZEINFA—4 (/[BEEFZILIVIXL]/[TAYIBEE—FRI/INXT12TL—)]

/] U TILTIE, BE7ILTY) XL=AES, TR v VEEESE— F=CBC. /{7« >4 JL—)L=PKCSTPadding
private static final String TRANSFORMATION = “AES/CBC/PKCS7Padding”;

// BE7ILIY XL
private static final String KEY_ALGORITHM = “AES”;

/I WDNRA R
public static final int IV_LENGTH_BYTES = 16;

/] KIRA b3k +RRELRSEZHEOEEIAT S
/] BRFzvY
private static final int MIN_KEY_LENGTH_BYTES = 16;

private byte[] mIV = null;

public byte[] getIV(O {
return mlV;

}

AesCryptoPreSharedKey (final byte[] iv) {
mlV = iv;

}

AesCryptoPreSharedKey ) {
}

public final byte[] encrypt(final byte[] keyData, final byte[] plain) {
byte[] encrypted = null;

try {
/] kIRA 2k Tk BBRMICBEE—RENRTAUIERET S
/] KIRA k2% MESBTHEWNEEEZB -TBESEM (FLIVXL E—F - KT 059%F) #FEATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

it (secretKey != null) {
cipher. init (Cipher. ENCRYPT_MODE, secretKey) ;
mIV = cipher. getIV( ;

encrypted = cipher.doFinal (plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

430
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return encrypted;

}

public final byte[] decrypt(final byte[] keyData, final byte[] encrypted) {
byte[] plain = null;

try {
/] *RA Uk 1k BARMICEESE—RENRTA VI ERET S
/] KRA b 2% RSB THEWNEEZFT -TESEM (FILITVRXL E—F - RT1059%F) 2FERATS
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;

if (secretKey != null) {
IvParameterSpec ivParameterSpec = new IvParameterSpec (mlV) ;
cipher. init(Cipher. DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher. doFinal (encrypted) ;
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) |
} catch (InvalidAlgorithmParameterException e) {
} catch (IllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final SecretKey generateKey(final byte[] keyData) {
SecretKey secretKey = null;

try {
/] dRA bk +RREBRIEZHEOREMNATS
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] hRA b2k BETHEWNEEEFRTBEEM (FLIVXL - E—F -RTo207%) #FERTS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;

5.6.1.4. /AT —FREFALTHIAZRIT D

A—H—DEBREENTEMZTFIVITHEMICIE/NNRT—FR—Z(HBREESEFEIENTED,
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RAUE:

1. BATRMICESE—RENRTIVIERETD

2. BB THEWNWEEZBDBEESEM(ZILIVXL-E—F- T2 E)EZERTS
3. NRAT—FHoREERTHIGEEIE. SaltZERATS

4. NRT—rhoRZERTHEEE BEL/ NV 21DEYRLEIKZEIEET S

5. +THRRELGRIZHOREFIAT D

HmacPBEKey.java

package org. jssec. android. signsymmetr icpasswordbasedkey;

import java. security. InvalidKeyException;

import java. security. NoSuchAlgorithmException;
import java. security. SecureRandom;

import java. security. spec. Inval idKeySpecException;
import java.util.Arrays;

import javax.crypto. Mac;

import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;
import javax. crypto. spec. PBEKeySpec;

public final class HmacPBEKey {

/] kRA Uk 1k BARHICESE—RFENRTAVITERET D

/] dRA b2k BRBETHRWNEEERFTL-TBEESEM (FLIVRL - T—F - RToUJ%) 2ERATS
// Mac 25 RMD getlnstance IZJET/NTA—4 (GREEE—K)

private static final String TRANSFORMATION = “PBEWITHHMACSHA1";

/] BEERTDISADA VARV RAEZBBT 51-ODXFS
private static final String KEY_GENERATOR_MODE = “PBEWITHHMACSHA1";

/] kRS b3k RRAT—FEhLREERT HI5E(F. Salt #ERTS
// Salt M4/ +E
public static final int SALT_LENGTH_BYTES = 20;

[/ *RA bk RRAT—ENREERT HHEEE, BEGNY L 10BRYERLEKEREET S
// PBE TRZELEMT HIRDIVHF DR YR LEHK
private static final int KEY_GEN_ITERATION_COUNT = 1024;

/] kIRA 2k 5k +HRELRSEZEOEEIAT S
/] BOEY R
private static final int KEY_LENGTH_BITS = 160;

private byte[] mSalt = null;

public byte[] getSalt() {
return mSalt;

}

HmacPBEKey () {
initSalt();
}

HmacPBEKey (final byte[] salt) {
mSalt = salt;

}
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private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom() ;
sr. nextBytes (mSalt) ;

}

public final byte[] sign(final byte[] plain, final char[] password) {
return calculate(plain, password);

}

private final byte[] calculate(final byte[] plain, final char[] password) {
byte[] hmac = null;

try {
/] *RA Uk 1k BARMICEEESE—RENRTA VI EHRET S
/] KRA k2% B THEWNEEZFT -TESEM (FLIVRXL E—F - RT1059%) 2FERATS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

/] KIRA b3k NRAT—FEhoBEEFERT Z5EE. Salt ZFEAT S
SecretKey secretKey = generateKey (password, mSalt);
mac. init (secretKey) ;

hmac = mac. doFinal (plain) ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) |
} finally {
}

return hmac;

}
public final boolean verify(final byte[] hmac, final byte[] plain, final char[] password) {
byte[] hmacForPlain = calculate(plain, password) ;

it (Arrays. equals(hmac, hmacForPlain)) {
return true;

}

return false;

}

private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul | ;

try {
/] KR b 2% fHTHENEEEZF LT TILTIVIXL - E—F - RTo 7 %ERTS
/| BEERT DV IADAVRAVAERBT S
// BITl&. AES-CBC 128 Ew FAMEZ SHA1 #FIB L TERT % KeyFactory Z{#EMH,
SecretKeyFactory secretKeyFactory = SecretKeyFactory. getInstance (KEY_GENERATOR_MODE) ;

/] kRAU b3k RRAT—FOLRELERT SHEIL. Salt 2FEAT S
/] hRAU bbbk RRT—FSREERT HHEEE. BELGNYD20BYBELEREIEET S
/] kI RA2 b5k +RREBRIEZHOREMNATS
keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
// password D& )7
Arrays. fill (password, '?7");
/] BEERT D
secretKey = secretKeyFactory. generateSecret (keySpec) ;
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException e) |
} finally {
keySpec. clearPassword () ;

}

return secretKey;

5.6.1.5. ARRZEFMALTHEAZIRMT S

RS REMHM(Y—N—GE) THERICLDIEBREIT T —2ITHLT. 7IVAITRARBERIFLTT—
ADERREEDHEITIRIGRARICIEARBCERAMBESZEI_ENTES,

7 F

1. BATRMICEESE—RENTIVTERETD

2. MESETHRWMEEEB-DBEEM(FTILITIAL-F—F - T E)EERTD
3. THRELGRIEHOVEFATS

RsaSignAsymmetricKey.java
package org. jssec. android. signasymmetrickey;

import java. security. InvalidKeyException;
import java. security.KeyFactory;

import java. security. NoSuchAlgorithmException;
import java. security.PrivateKey;

import java. security.PublicKey;

import java. security.Signature;

import java. security.SignatureException;
import java. security. interfaces. RSAPublicKey;
import java. security. spec. Inval idKeySpecException;
import java. security. spec. PKCS8EncodedKeySpec;
import java. security. spec. X609EncodedKeySpec;

public final class RsaSignAsymmetricKey {

/] kiRA Uk 1k BRMICESE—RFENTAVITERET S
/] KRAU b 2% BHTHD EEEZF-TIBERM (FLITVRXL - E—F - RTo25%) 2ERTS
// Cipher 25 ZA®M getlnstance IZET /RS A—42 (/[BEFILITYVRXL]/[TOVvIBEE—KRI/UTa 2T L—I]

[/ B TLTIEE, BET7ILTY XL=RSA, TO v I EESE— F=NONE, /37 1 >4 JL—)L=0AEPPADDING
private static final String TRANSFORMATION = “SHA256withRSA”;

/) BET7ILIY XL
private static final String KEY_ALGORITHM = “RSA”;

/] *RA kI +RRERRSIEFHEOREEZFATS
/] BEFIvY
private static final int MIN_KEY_LENGTH = 2000;

RsaSignAsymmetricKey () {
}

&R
Jo
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public final byte[] sign(final byte[] plain, final byte[] keyData) {
/] RE, BELUBEY—N—HITREETRELDTHSH.
/] RY U TILTIEEMEREZRRIC. 77UATHERNBERE L,
/] BRIZH T INa—FEMATREEE. 7TIVRICHBBERERELEVKSIZTS L,

byte[] sign = null;

try {
/] *RA Uk 1k BARMICEESE—RENRTA VI ERET S
/] KRA b 2% RSB THEWNEEZFT -TESEM (FILITVRXL E—F - RT1059%F) 2FERATS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PrivateKey privateKey = generatePriKey (keyData) ;
signature. initSign(privateKey) ;
signature. update (plain) ;

sign = signature.sign() ;
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) |
} catch (SignatureException e) {
} finally {
}

return sign;

}

public final boolean verify(final byte[] sign, final byte[] plain, final byte[] keyData) {
boolean ret = false;

try {
/] KIRA 2k Tk BBRMICEBEE—RENRTAUIERET S
/] KIRA k2% MESBTHEWNEEEZB -TBESEM (FLIVXL E—F - RT4059%) 2FEATS
Signature signature = Signature. getInstance (TRANSFORMATION) ;

PublicKey publicKey = generatePubKey (keyData) ;
signature. initVerify (publicKey) ;
signature. update (plain) ;

ret = signature. verify(sign);

} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {

} catch (SignatureException e) {

} finally {

}

return ret;

}

private static final PublicKey generatePubKey(final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

publicKey = keyFactory. generatePublic (new X509EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
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} finally {
}

/] kIRA b3k +RREGRSIZEOEEZIAT S
/] BEODF VY
i (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey). getModulus (). bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {

keyFactory = KeyFactory. getInstance (KEY_ALGORITHM) ;

privateKey = keyFactory. generatePrivate (new PKCS8EncodedKeySpec (keyData)) ;
} catch (IllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
}
}

finally {

return privateKey;

5.6.1.6. H£EREZFMALTHSAZIRANT D

TI)DEE - A——DEEDTELBETFIVITHEMTHEIENTES,

RAUb:

1. BATRMICEEE—RENTIVTERETD

2. BBTHEWNWEEZB-DBESEM(ZILIVXL-F—F- T E)EZERTS
3. THRELGRIEHOBEFATS

HmacPreSharedKey.java
package org. jssec. android. signsymmetr icpresharedkey;

import java. security. Inval idKeyException;
import java. security. NoSuchAlgorithmException;
import java.util.Arrays;

import javax.crypto. Mac;
import javax. crypto. SecretKey;

import javax. crypto. spec. SecretKeySpec;

public final class HmacPreSharedKey {
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/] KRA 2k Tk BBRMICBEEE—RENRTAUTERET S
/] KR4 2% BHETHNEEEH/ -PBEEM (FILITVIXL-E—F - RTo25%) 2ERATS
// Mac 25 XM getlnstance IZJET /NS A—4 GREEE—K)
private static final String TRANSFORMATION = “HmacSHA256";

// BE7ILIY XL
private static final String KEY_ALGORITHM = “HmacSHA256";

/] *RA kI +RRERRSIEFZHOREFATS
/| BEF Y
private static final int MIN_KEY_LENGTH_BYTES = 16;

HmacPreSharedKey () {
}

public final byte[] sign(final byte[] plain, final byte[] keyData) {
return calculate(plain, keyData);

}

public final byte[] calculate(final byte[] plain, final byte[] keyData) {
byte[] hmac = null;
int count = 0;

try {
/] KIRA 2k Tk BBRMICEEE—RENRTAUIERET S
/] KIRA k2% B THEWNEEEZFT -TBESEM (FILIVRXL E—F - KT 059%) 2FEHATS
Mac mac = Mac. getInstance (TRANSFORMATION) ;

SecretKey secretKey = generateKey (keyData) ;
if (secretKey != null) {
mac. init (secretKey) ;

hmac = mac. doFinal (plain) ;
StringBuilder sb = new StringBuilder ();

for (int i =0; i < hmac. length; i++) {
//System. out. printIn(Integer. toHexString (hmac[i] & Oxff));
sb. append (Integer. toHexString (hmac[i] & Oxff));
count++;

}

count = 0;

}
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} finally {
}

return hmac;

}

public final boolean verify(final byte[] hmac, final byte[] plain, final byte[] keyData) {
byte[] hmacForPlain = calculate (plain, keyData) ;

it (hmacForPlain != null && Arrays. equals (hmac, hmacForPlain)) {
return true;

}

return false;
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private static final SecretKey generateKey(final byte[] keyData) {

SecretKey secretKey = null;

try |
/] KIRA b3k +RRELRRSIEZFOEEZFATS
if (keyData. length >= MIN_KEY_LENGTH_BYTES) {
/] *RA 2% fEBTHRWNEEEH -TIBSHEM (FILIYRXL - E—F - RTo2J%) #EHTS
secretKey = new SecretKeySpec (keyData, KEY_ALGORITHM) ;
}
} catch (IllegalArgumentException e) {
} finally {
}

return secretKey;

438
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5.6.2. JL—ILT VY

ESRMEFBETARIZIEUTOIL—ILESFSLIE,

EEEIEETAEEE. ARNICESE—RENT(VIERTETS

s THLWTILI) X L(REEFFH-TID)EERTS
ISRAT—RAR—REBEED/NAT—REIHERAIREFELENE
NRAT—FDoREERT HIEEIF. Salt ZERAT S
INRAT—FOoREERT DIEEE. BEG/ Y 1DBRYRLEIREEET S
NRAT—FDEEZEDITIXRET D

S AW N =
~ A~ o~ o~

- - - -
v v v v

3 3 3 3
\\\\ \\\\ \\\\ \\\\

/ / / /

—_ ~—~ ~— ~—

~
=
4
G4
s o=
/
~

i
¥

5.6.2.1. BSZEETIHAIE. ARMICHESE—RENT(VTERETS (Wh7H)

EEIL T ARG E CRESHZMAT 5158 . BRI SE—FENTUJZERET HT L, Android 7
T DR THEEBRMEFRATHHEE. £IZ java.crypto WYX THS Cipher 95REFIAT %, Cipher 95
REMAT IR OICEDLSLIETEFIAT HMEEELT Cipher V95RADFA TV ERT S, CDIEE
% Transformation EFESAY, Transformation DIEEDERICIELT D 2 BEAELET S

® ‘“algorithm/mode/padding”

® ‘“algorithm”
BEDHE BEE—FENT12J(E, Android TRIARRELRIEBE Y —EXRTAONA T EE DT 74 /L MEDE
AEhd, COTI4)LMER., FHESECEBRMELGEZESL. HEYRLTLEVLDNEEINTNLIENHY. &
X TAEERT BI=DICIED T FIEDEEE—RENTAUIERETIEREZFRTILENH D,

5.6.2.2. MEBTHELWTILT) AL (BEEEZH-TLD)EERTS (WH28)

EERMENATSHEE. TILTVRALELTHRBTHD, —EQEEEEH-LI-LOEFERTHIE £ . 7T
DALELTHEBOBRREHFBTIEHR. TITIORRIATIALEERLTHARELRREMNATHIE. S0
[ZIF BESE—FONTAVTE—RIIOVWTHRMDBREAENFETHL0LHY. eB TR+ RELAR
EFRATSH L
RBLCESEMEFALISE. fIALE=ZEIDEREHCIOICESIELIEZI7MILTYH, AU REICGS
TELT . EZEBDEBZHFLTILEIATHS. IT RWDELITHN, BSETORMLE LSS0, FIAT
SEAMIET TN BB T HEEBET HHM A . T2NMRESNDICENPFTELT7IILTY X LERTTLERT
SWENHD,

EREOESHEMOEELLTII. UTOIIIEEDOEENFATESHSEIZTHIL,

& 5.6-1 NISTCKE) NIST SP800-57

FIWTVZXLDZA47% | RHGEES FEX TGS BMES HASH HASH

AL (TO%ILESA, | (HMAKD,
HASH) BLEAER)

~2010 80 1024 160 160 160
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~2030 112 2048 224 224 160
2030~ 128 3072 256 256 160
BA{I: bit
% 5.6-2 ECRYPT Il (EU)
TILTVXLDZATE | WIREEES JER TGS FEARBS HASH
AL
2009~2012 80 1248 160 160
2009~2020 96 1776 192 192
2009~2030 112 2432 224 224
2009~2040 128 3248 256 256
2009~ 256 15424 512 512
BT : bit
% 5.6-3 CRYPTREC(H®) EFBAFHREEFE) Xk

it 48 & FR

EZ4 DSA,ECDSA,RSA-PSS,RSASSA-PKCS1-V1_5
NHRES SFRB RSA-OAEP

BLH DH,ECDH

64 EvkJOyIRESE | 3-key Triple DES
HEmEs 128 EvkT7RyIBES | AES,Camellia

AM)—LEES KCipher-2
Ny B SHA-256,SHA-384,SHA-512
2T MEE—F CBC,CFB,CTR,0OFB

At EREE—F CCM,GCM
Ayt—IFREEa—F CMAC,HMAC
I TA4T4FREE ISO/IEC 9798-2,ISO/IEC 9798-3

5.6.2.3.

NAT—RR—ZBEE T, I—F—MNSANERZFTT/IRRAT—RER—RIZBESRELERTHEE . ANESNf/ R
T—FZmRAICRFLGENCE NRAT—FR—RESOF RAFESROEEZRELTHETHY. HRAI
NAT—FEREFLTLESIE. EDR RN TONLEGD-OTHD, LEAHA IHKRIZ/IRT—FERETHE
T DT TINSEBESNTLEIIRINELDIELHY . TE2EMNOEZATHIHRANDRERFL TGS

LY,

INAT—FR—RBEBE D /AR —FZiHRAIIRTFELLRN &

(WH7H)

440
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5.6.2.4. NNRAT—FHoBELERT HHEEIL, Salt ZEAT S (WH28)

NRAT—RR—ZBEE T, 21— =S ANERTT/IRRAT—RFER—RIZBESRELER T H5HE. 7 Salt Zf&
R HI&, F=  ImRADR I —F —ITHEEZEIRM T HB5EE. A —F—8BICELS Salt ZFIAY S &, Salt =
FALTICRMALG N\ 1 B OATRERELERLEESR. LAVR—T—JLERENSRMEEIET. B
BICTKDNRT—REEEHTHENTED-OTH S, Salt T F1=1HE . RL/IART—FMSERLI-BTH-T
LERGEDE (NP AB) NEREINDEIITHY, LAV R—T—TILIZL 2R DEREHE S HENTED,

XA T — RHhSfzEmkd DIHBE(C. Salt Z{ERT 2451
public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;
try {
// xRS bk BARMICESE—RENTAUVIERET S
/] *RAY bk BBETHEWNEEZF-TBEEM (FLIVXLTE—FR - NToV0F) %
FRT S
Cipher cipher = Cipher. getInstance (TRANSFORMATION) ;
/] *RA Y bk IRAT—FHhLEEERT S5E(E. Salt ZERT S
SecretKey secretKey = generateKey (password, mSalt);
5.6.2.5. NRT—KhHEEZERTBHIGEEIE. BEL/N\Y1OEBYRLEIBEIEET S (WH7R)

INRAT—FR—=RBEET, A== ANERTI/NRT—REA—RICEESREERTHHE . RERTER
5/ \v 2B E+ SR 2ARKBYIRT (RELYyFU T 5) ZE, —#IZ 1,000 B EDRYRLTHNIER
Weshd, SHICEELGEEEZRET HOIZFATHHEE 1,000,000 EULDEYIRLETICE /\vwia
B —EOHEICHANDEEANFEICERF THE-H. REEICISBRAYRELNBRBICHIRAIZLE
2TWV%, ZDT=8 . N\ 1 MBERYBLAWDRAN Y F U FET, O ERFEAIMNDLIITL TR EYIK
BEARHICT D 4B ANy FUVEBETT)OUNEREICLEEERIF IO FEETIRNICTEETS
Z&

INRAT— RO SZERT DIHBE(C. /\WSa1DEDRUEIEZIETE T B4
private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = nul|;

~ BB~

[/ KRA Y bh NRAT— N REERT H5EE. Salt ZFERT S

/] kRA Y bk IRRAT—EDLREERT HHERIET. BEGNY 1D YRLEIKEREET S
/] KR bk +RREGRSZHOREFAT S

keySpec = new PBEKeySpec (password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS):

5.6.2.6. /\AT—FDEEZEHHILRET D €i:3)

INRAT—RR—ZEE T, A—HF—IDANEZFIRAT—FER—X(IEESREER T IEE . BEESROEE
F1—F— D RT—ROREIEET B>, 1—F—ADRHI 58RI —FOREEBHHTXET BT
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&

AEELL FIZIE. NRT—FORERE 8 XFLULELEY, EROXFEOIAZVELLEYERESE
£ 1 XFULGETIREDHENEZLND,
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5.6.3. 7E/\U Rk

5.6.3.1. ESAHADER

YT IILa—KRITIE BEIE-EE. ATARMDE ZIZDT 3 DOBEARDEEFERLIz, A&IZ&-ST
EDBEAXEFEMATHNE. IH 5.6-1 BENST—2EFEHHYUTILO—FERERTH70—Fv—r1. K
5.6-2 T—ANHREAZBRMT YT INa—FERIRT 270—Fr—hbIZFALTRKENITHIER T HEAT
5. —AT.HBSAXDERI. TORHEE LRI HIETIYHBONCHINT S TES, UTICHREZTR
ERS

® HESL-ESICETAESAXDLE

AFRRES L. LEIRIM BV ORELH A XOT—2LNEIZEZANEVND BEELLESICESBARLD
1=, RRBDO AT T)BITHRD (BBEBIED ATV BEEER D (RER) B TITI& IS S RO EEM L
MB5HTHD, LBRESE. FHROVLGEVHRELGESAXTHIN. BEL-ESLLICRCREERT L0,
TTIRICREZRZICREFTILELNHY . BOKREHNHELL, SART—FR—REEF(S\RT—FEmICLi- i@
EE)E. —F—D/IRT—FNBEERT H-O. mARNICRICETIMBLREFTILENLGL, AEEL
T A —DEEEZRETIEEDHEZS. T BEDBREN/SRT—ROBEIZIKET 5=, EE
DRELANIVITECTNRD—FEBHICTEIRENHS,[5.6.2.6 SRT—FDREEZEHITIRETSH (#
8) 18RI BHIL,

® 5.6-4 BEIL-ESICHTHIEEAXDOLE

BEEAR | AR HmGE ISAT—RFAR—Z

IR

HAXDKERT—EDNIE | NGEREaXIEL) oK oK

TIIVH—ER)EEDRE | OK OK NG(A—H—IZ &k BEEE
HYETRE

1—H—EEDRE oK oK oK

&5 DEE BORSITKRE BORIIZIKTE INAT—FDRE . Salt.
Ny aDFgYIRLEIIC
&k7F

BORE BH(LHBEDOH) BRI & 25

T7TI)TIIS50E E51t BEiL-85 -85

(EEFH——12E)

o WEARHIZBITHESARDLE

T—ADY A XDEERWN-LSNE, BSL-ESICHE T 2B ARDLREFIFREHRTHS.
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# 5.6-5 WTARMICHITEHESHRXDLLE

EAN | AR e INAT—RFR—Z

IEH

TT)H—ER)EEDRE | OK OK NG(A—H—I2&BHE
ANETEE

1—HY—EEDRE oK OK OK

ESDRE BORIITIKRET BORIIZKE INRAT—FDRE, Salt.
Ny aDigYIRLEIEIC
&

BORE BH(LFEEDOH) &t 525

15.6.3.4 BOKREISE
7T TS 08 E B IRFLE MAC 515 -MAC #&iE MAC &+& -MAC #&3E
(BRIFY—N—1E)

MAC: Ayt—UFBEFa—K

BERHTARTIE 13.1.3 BEDBEREERICETEIEELNIVERLOBEEEZTLGRREIRELTND BE
SOFEAFROEEMELE —RORERER(T IV EAFEGRE) EENTELDRFAFTEZH S8 Android
OS DEFaTAETITRIEEDREZRDICTELGWNEEDH . BESDFERERFTTHENEELLY,

5.6.3.2. ELEODER

EERMOFASNT, RELGES7ILITIXLPESE-—REERL. T2 LGREOBEFERTHEX. TTY
PY—ERTHRIT—AEDEF 1) TAEHRT DL THFEICEETHD, LHL, ChoDBERMBELITHOTHIE
BORREGLIENRELIZY., FRASNYTEHE TILTIVRALETRIET H5F1)TADEENEERER
SO TLES, £, AES FEDHBES TERAT HMNHEARIMLIV)O/NRRT—FR—ABESTEAT S
Salt(VILM)ICEAL TH RYDKEVWEE ZBICIDIUENBRBITHY . FROBAVPHREALBE DEEIZEMND
AIREMENE D, COXIGHEREHCIZIF. FZHITRY® IV OEQFRLNRHELHETERTIDELDHY.
ENERRIHOICBOTERGRIZR-TDAEKTHS, ALBEER T HEREIFELBERSFZETE TN, &
H—FZEZRAVTTA-BEATARESNIBRREBERA T OETAREERT DN\ RV T DEHEM
FRNG)IZHLT, VI 7 TRIRT DEL A RBERELEL B E SR (PRNG) EFES DA — MR TH S,

Android 77 Tl&. BEERETOMAIZH L THAF 274 EH%E SecureRandom VSR BHTMEFT 5L
MTE5%, SecureRandom 5 ADHEHEEIL. Provider EFEIENEEREIZL>TIRESINDS, -, AEBIZEHD
Provider(EZ)ZF DI EMNARETHY. Provider ZEATRMITIEELGVLMEEIET 74 /LD Provider AEIEN S,
D=, EEFFIC Provider DHFEAEZEHLAGLT SecureRandom #FES52LELAEETH D, LTI,
SecureRandom DEWLVADHIZETRT

##. SecureRandom [Z[E Android M/A—23V(Z&2TULKOM RSB HELHY . RE LD ESBEICLES,
5.6.3.3 ELBAERICEITHMEHEENKRIZERTHIE,
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SecureRandom DER(T I A )L hDOERZ[HEHT D)
import java. security. SecureRandom;
~ R~

SecureRandom random = new SecureRandom() ;

byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;

~EBR&~

SecureRandom DEREARNICT7ILITYXLEIBET D)
import java. security. SecureRandom;
~ B~
SecureRandom random = SecureRandom. getInstance (“SHATPRNG”) ;
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;

~ B~

SecureRandom DFEFE(BAREYICESE(Providen Z18E 9 D)

import java. security. SecureRandom;

~ R~
SecureRandom random = SecureRandom. getInstance ("SHATPRNG”, “Crypto”);
byte[] randomBuf = new byte [128];

random. nextBytes (randomBuf) ;

SecureRandom D&KS5HTOFSLTEREIN TS ELE I ERSIEI—HRIZIK 5.6-3 FLIELBERIORN
H7OERIOKSIIZEHELTHY., ELEDIEF A DL TREIREZDEIL T 5E. ELEEFERT HEICAEIRE
—EDTIT)ALTEHRTHET, R EELBFNDERMNFIREIZHD,

PEBIARERD

aLEDE BLERERK é[ al% ]

B 5.6-3 RLEBERBZOATIOER

ABoniE

RUELBAERRICEVTEARDEDREIEBOTEETH S,

BRICERBALI= LS IR E A R LA BDEICL D DHEABETH S, £, ALBDETHH SN RITR
HoNF=FILTYXLTEHHDERNTHNED T, FALEBDEMNSERICEKIINERmENSEIZES, Ch
FELBOENE=ZFCHMON(BEESN) =Y, FRFIRETHo YT HE EEENRLCEKINEZRGT H &I
Y, EHEERICLI-EEECTEENTDONAHIELZEHKRL TS,
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ZD=8. EHDEEI TN BEHHEEOSVMERTHY . MO FARHETHEFNILESLE, FIZEFZIER O
REFEMAC 7L X, IMEI, Android ID RE)ZELHDIEEL THEIRETIEHLLY, <D Android HRIZHLY
Tl&. /dev/urandom, /dev/random &M F A AEETHY . Android T 74 /L b TiREESN 5 SecureRandom @
ERELINODTNARITF7AIEFESTEBMDIELZREL TS, Fi=. BRHEICEILTIX. ELBDELSAEYRIC
DHFET H75E., root HERZERFLIZTILDIT - Y—ILTHELRY . BEDFEIEMIZIEL, {RIZ. root {Exh
IR CHLREICTIVLEDHEIL., X 7R EEOEMRLMBALTHIGTHIE,

SR M A LR D NERIRE

SRLIELMERBFRONEIKREE (L. ELBDFEICL > T LS, ELRZER T S EITIKENEFHFIN D, F=. ELEK
DIELRRIC. BCASREBO R LELBERBHIFELZE S L. TORICERINSEHKINIEELELEFESTK
FCEDITHED, Ko T, NEPRELE=FICHL T, BEINLGOKIITREM FETFNIEESLEN, f-FZL . NED
KEEFAEYRNICTFET B8, root #EREIWMBLIZTILD LT -Y—ILTHEWVRY . REDREIRMEIXIEL, root b
SNFIHRTLREICTILENH AL, X1 7R REDEMREMALTHETEIE,

5.6.3.3. ELBAERICHITEHHEFIEEXTEK

Android 4.3.x LLRT®D ”Crypto" Provider ® SecureRandom E#(Z(d. WEKREED T OE—(Randomness)
DNREDIHERINLBVEVNSTEENH D, $#Z Android 4.1.x LLHIIE. SecureRandom DZEZEMN"Crypto”
Provider LM<, SecureRandom #E#E-MENICHERTAELALEDTITIIEIDOMBEDFEEZZ(T5H. F
f=. Android 4.2 LIf&IZ SecureRandom M7 74 )LEE L% 5" AndroidOpenSSL" Provider Tld., OpenSSL
MIELBDIEILLTESIT—2OKRBAD T TIE TRESINDEVSFTEERIE Anroid 4.2.x-4.3.X)I2&Y.
HEITTIVDNROTT)DERT HEHEHALAOTREEVSHETHEEZEIRZ TS, LLTFIZ Android OS /\—23
VERMBHEDEEEZ T HMEEDEELTHL,

% 5.6-6 Android OS /N—Ua  EEMEBHDEELZ T HHEE
ffz351% | "Crypto” Provider SecureRandom | BI7 7'M OpenSSL M ELEDFEAHE I BT BE
DEEIZBTHAHIFOE—FE

Android OS
Android 4.1.x L8 | -SecureRandom DT 74 /LR L EGL
-Crypto Provider MBARAYZ{#
-Cipher 75 AN IR T S5 S HEEE
-HTTPS ;&{E#EE etc.

Android 4.2 - 4.3.x | *Crypto Provider MBARAI%:{E -SecureRandom DT 7+ /LhEE
*AndroidOpenSSL Provider M BARESA{E A
-OpenSSL O ELEHEEEDE & {F A

-Cipher 75 AN IR T HHE S HEEE

-HTTPS BISHEEE etc.
Android 4.4 LI[& 8L FEGL

446 All rights reserved © Japan Smartphone Security Association. EESRMZFIRAT 5



rommmon  http://www jssec.org/dl/android_securecoding.pdf

m",, Android 7 DEF 17 HEH X2 7I—TF4V T HAR 20172 B 1 B

2013 & 8 ALIE, s Android OS DifE58 1 FEIE T 5/ VvF H Google MH/A—hF—(EREKRA—H—71EE)(C
BEfSh T S, LML, This SecureRandom (B9 HRESE M ILRESH#AE. HTTPS B{EHAEZ EH TLELEE
IHETLHLEIC RYUFHNBERASNA TGRS SHFAET S LLEZA NS0, Android 4.3.x LLETD OS
EXRRETHTT)TIE LTV A THRASNTVERR(ER)EZHMARAATHILEREDHT 5,

http://android-developers.blogspot.jp/2013/08/some-securerandom-thoughts.html

5.6.3.4. BORE

UV TAOLEROZTEM(HENE. T2 M) ERRT H-OICESEMEFAT HMRIC. BELGESETILIY
ALPBREEATL. BEZOLOOT AN HEICISTEIRETE. E=FEMNSFEROREMERDILIZ
TELW, TN BESRMEFAITHREOBOMYFKENL, L2 EELGRABEBBND—DTHS. — AT, 5F
BREBEDLANIIZFSTIFEOMYBNEFEEICEELRRE REETDELT D-OXH A DHEZEZ S,
ZFLTAAAR TR BOEBISEMBRILICRERBOBMYKZNET HODERNGEZAERTICEED,
BARMARBEAECELTEIER LGV BEIZHLTAndroid Ha) 74885 - REICFEHELVEMRICHEHKT S
SEEBEIOT D,

FJ [, Android RX—bT4 2 /F3TLYMIEWTHESIEFITHESIBAFET SUREEDHLEFMETDRES
HOMEETR 5.6-4 BSRIAFEETDEMEMRELRHITT .

FRo—k ( rruzoex ) APK T 7L

; ( C/\é E XEV
[ = /

C__ D >

7IUFALoRY | RITUDSOD — HhEBEETES) (1 X
(/data/data/<app>/) | F7UARIE 51t - (e.g. SD cards)
or/and #5501k
V=

&ﬁ/

B 5.6-4 BEESRNGFETSEMLAREAH

Fl . BICEOTTFRIEEDEESNEOA — T —ICLDREFHDEVERICTEDOTH BELANILIZONTIE
13.1.3 BESELRERRKIZSRIDIL,
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li“l ;;P:RNTPHON[ Android 77')0)"2#17:126[' t¥a7a— T’f—/a vl 1K

R 5.6-7 RESBLARER&

BEEDA—F— RN I—H— 7 H—EREHE
EELRNIL =104 FR{Efr =104 FR{E s
RoORGFHR 3 Yk
a1—Y—0iE INRAT—FDEEDM £ A—H—/XRAT—ROF AT
TII)T4LIM) BT—ADOES | 7TIUNDLD | BT —20OBE | 7T)UNDLD
GERABRARF—Y) b -#5R1t GAHEEEIL b~ #R1t TAEETEI
APK 274l BT —ADHE
¥Proguard % & Java D#FILY—ILDELIE, T—2(XFE)FEH#FE LA
ZEITEE
SD h—F7zE BT A0S - #E
(BRBERFL—D)

UT. BOGHEGICEIRERHDBREEZTY .

A—H—0EE

COETEFNRT—RR—RBEEEZEEL TS, NRAT—ROoEFHEINLIBOISEE L. BRORESHHIE1—Y
—DREEDHIZH L=, REGHAALTILVITHICHEHRT D EFE, =L, RRT—FDEEITL>TIE
BREICBIBEHRINTLES O Y—ERNDAT AU NRT—FELRRIZI—F — TR L T—ED/IXT—F
BREICIEAEIIT UL THIRLIZY, AytE—VICL T BMEL-Y T HENREELSH, [5.5.2.8 FIAEE
HEMARADHTHATHBE. B EELGVEZLI—F—ITBAT S (%) BRI DL F- 2
—H—DRBICHEH/IRT—FEENLARERHLERICODNTEN R TNIELESEN, NRT—FEENTIZEET
LT —ADERNDELRGE X, NVIT YT T—LEmRUN DR REFH(—N—LE)ITREFLTEBED
H%bo

7FI)TF4LIMN)A

7T)DTALYUR)AIZ Private E—FTRELEGS MO T ITIHI LB T —2EHHFMONDZ LT, F=.
NI Ty THEEE T T TEYICLEEEIZE, 2——ESBTEKLLDT. 7D EEEFIHRETIIT
ALINIRIZRET DIEE I\ ITYTEEDIZTRIERL,

fzf2L. root #EREH OT TP 1—HF—m oL BERELWVES(E. 8T 4%
Npbd, L—F—BELTIREWEILT IERICIE/SRT—FR—IEENFIBTED, —F—IZEWHIZL
WP DEBEEEELTIRERETDIEAITIE. APK IJ7/ILICEEESLBEZIEHILEAHY ., BIEEL
BT —HEHFCTILENDHD,

ESLL LTI IDE

448 All rights reserved © Japan Smartphone Security Association.

EERWEFIATS



rommmon  http://www jssec.org/dl/android_securecoding.pdf

““l sumtenone  Android 7Y DEXaTEE X 2T I—TA2 T AAF 2017 €2 A1 BhR

APK 71V

APK D74 ILRIZHEET BT —2ERAMYFARETH A BEXRMICEROIILGHMET —2EEHEHINETIEL
W BEEDHDIGEILRT —FEHFILLT. BHIC APK T7MILDLRET N EGEINLENEIITHKEELD
DLENHD.

BBAARRL—(SD h—F1iEE)A

BREARN—DETRTOTT) M oHARMY AT HEL T8 ERMICIERO LOSLMET —FEEHEINETIEAL,
BESHIHRIRT HEHESL-HFILLTESICRT ARG EINLENESITHRT 2R ELH D, (7T
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5.6.3.5. Google Play BA%®&H—E R[Z&k5 Security Provider D ifE3514 515

Google Play A& H—E X (/3—23> 5.0 LIBE) TIX. Provider Installer £S5 {E#A MMREESN TEY. Sec
urity Provider DHfas5 Xt RICFIFATE S,

F 9. Security Provider &[%. Java Cryptography Architecture JCA) [CEDWTEEREEET7 /LI X L
DREZIRETHLDTHD, Android 77 THEEHEMZEALVBERIZIE. Cipher, Signature, Mac &LVo7=95
A%&BLTI D Security ProviderZFIFHTE5, — &I, BESRMTBEEDEZE CHRIBENBHLIN A =EEER
BREREAROEND, BEEOHEHEENBRASNIRICKELEBICRA AN H D=8 TH 5. Security
Provider £ B ST A BRI 570, MEFHEANDBENVE R RBEINSIENEFELLY,

Security Provider MIBEEZRMT BHEZELTIIHERDTYTT—DN—BUTH S, IHmERKDTYTT—HMZLB
EBEORBIE A—H—mNT7yvIT—rEAEL. I —Y—HPAESh 7y T—rERRICERT 2L\ o170
TRERTITOND, ZD1=H. 7TIUD D BEEZEORHMODIKED Security Provider #HZHMEI M IE, A
—h—E1—HF—DORBITEAINDIEELAH D, FNIZXL T, Google Play BiF#E+H—E XM Provider Insta
ller #FAd 5L, BEIEH SN S Security Provider 2R TES L5245,

Google Play FF&EY—E X® Provider Installer Tl&, 7Z7m5 Provider Installer # U H$ Z& T, Goo
gle Play AR &Y —E X R3S Security Provider B TE5KL51245, Google Play BEE Y —E X[&,
Google Play AR7#BELTEHHMIZT YT T—RENBD T, Provider Installer TiR#tEh 3 Security Provide
rt, A—A—a1——OxEIKRICEHLLT . RIOKREIZEFHFIN TS,

LLTFIZ. Provider Installer # U H 7 I)ILa—FETRT,

Provider Installer ZIEUH 9
import com. google. android. gms. common. GooglePlayServicesUtil;
import com. google. android. gms. security. ProviderInstaller;

public class MainActivity extends Activity
implements ProviderInstaller.ProviderInstal [Listener {

@0verride
protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;

ProviderInstaller. instal | IfNeededAsync (this, this);
setContentView R. layout. activity_main) ;

}

@0verride
public void onProviderInstalled() {

// Security Provider A&E. Fi=IdA4 VR h—ILRNFATL L ZZFEIENS
}

@0verride
public void onProviderInstalIFailed(int errorCode, Intent recoverylntent) {
GoogleApiAvailability. getInstance (). showErrorNotification(this, errorCode) ;
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BRGDFHTISANEH BETIIRAI— I+ ORAEHN (EICEEAYVER) ITRAShDRE. (AND
BHSRE)FEMEDTMEREELTOEENZELDOH D,

ZTDESEFENESZITT, Android 6.0(API Level 23) TIEIHRICIEREREID IL—LD—O A AEN, 7TV
b‘b*E%ﬁmunE(KkﬁEmm)*ﬂ% bb‘*”ﬁﬁ—c%éctjl 7&’37'_0 LIFIZ, *El%imb HE#&:{E’JT_[‘?@{Z#J—UT’fJ:o)/I::$1E
%59,

1. o7 )La—F

LLFIZ, Android QeI EEE T TUALHAT 5= DHY T ILa—FERT,

RAUb:

1. USE_FINGERPRINT /N\—3wL 3 % FHEET S

"AndroidKeyStore" Provider DoAY REVAEWIGT S

BEERT H-OICITEROEZILETHIEETI—F—ITRAD

BEBERE. BEST7ILTVXLXERTHENELO (BRELBT-TI0)ZERATS

BERERE, 1—F—(ER)RADOEREZEMNICT 5 GRAOEMNHRTEHZELGLY)

ﬁ_€1ﬁéﬁ,.\&ﬁ€1ﬁoﬁ,.\’Ga‘ﬂtd)”‘fﬂklﬂb\?’“bé EERMRICERETZ1TD
BT 5T —2(E IEBER LN DFERTET (KB AIgeREDIZRS

N OO v N

MainActivity.java
package authentication. fingerprint.android. jssec. org. fingerprintauthentication;

import android. app. AlertDialog;

import android. hardware. fingerprint. FingerprintManager;
import android. os.Bundle;

import android. support. v7. app. AppCompatActivity;

import android.util.Base64;

import android.view. View;

import android.widget. Button;

import android.widget. TextView;

import java. text.SimpleDateFormat;
import java.util.Date;

import javax.crypto. BadPaddingException;
import javax.crypto. Gipher;
import javax.crypto. IllegalBlockSizeException;

public class MainActivity extends AppCompatActivity {

private FingerprintAuthentication mFingerprintAuthentication;
private static final String SENSITIVE_DATA = “sensitive data”;
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@0verride

protected void onCreate (Bundle savedInstanceState) |{
super. onCreate (savedInstanceState) ;
setContentView (R. layout. activity_main) ;

mFingerprintAuthentication = new FingerprintAuthentication (this) ;

Button button_fingerprint_auth = (Button) findViewByld(R. id. button_fingerprint_auth);
button_fingerprint_auth. setOnCl ickListener (new View.OnClickListener ) {
@0verride
public void onClick (View v) {
if (ImFingerprintAuthentication. isAuthenticating()) {
if (authenticateByFingerprint()) {
showEncryptedData (nul |) ;
setAuthenticationState (true) ;
}
} else {
mFingerprintAuthentication. cancel () ;

}

b
]

private boolean authenticateByFingerprint() {

it (ImFingerprintAuthentication. isFingerprintHardwareDetected()) {
/] Bt Y—hmRICEH I TN
return false;

}

if (ImFingerprintAuthentication. isFingerprintAuthAvailable()) {
/] *RAU 3k BEERT DEOICIIEROERILETHIEZI—Y—ITIEZR D
new AlertDialog. Builder (this)
.setTitle (R. string. app_name)
. setMessage ("{EIUBERMAZBER SN TUVER A, ¥n” +
"MEAZA—D TEF2)T a0 TEHEZFHRLTILZIN, ¥n” +
EREERTAIEICKY., BREICEATAHAICENATEET. )
.setPositiveButton ("0K”, null)
. show () ;
return false;

}

/] FERERAEDHEREZITMAI—IL/INy Y
FingerprintManager. AuthenticationCal Iback cal Iback = new FingerprintManager. AuthenticationCal Iback() {
@0verride
public void onAuthenticationError (int errorCode, CharSequence errString) {
showMessage (errString, R.color.colorError);
reset();

}

@0verride
public void onAuthenticationHelp(int helpCode, CharSequence helpString) {
showMessage (he|pString, R.color.colorHelp);

}

@0verride
public void onAuthenticationSucceeded (FingerprintManager. AuthenticationResult result) {

Cipher cipher = result. getCryptoObject (). getCipher () ;
try {
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/] hRA Tk BEEBET 5T—2 &, ERERILUSNOFETERT (RE) AIEEGLDICRS
byte[] encrypted = cipher.doFinal (SENSITIVE_DATA. getBytes()) ;
showEncryptedData (encrypted) ;

} catch (IllegalBlockSizeException | BadPaddingException e) {

}

showMessage (getString (R. string. fingerprint_auth_succeeded), R.color.colorAuthenticated);
reset () ;

}

@0verride
public void onAuthenticationFailed() {
showMessage (getString (R. string. fingerprint_auth_failed), R.color.colorError);
}
};

if (mFingerprintAuthentication. startAuthentication(cal Iback)) {
showMessage (getString (R. string. fingerprint_processing), R.color.colorNormal);
return true;

}

return false;

private void setAuthenticationState (boolean authenticating) {
Button button = (Button) findViewBylId(R. id. button_fingerprint_auth);
button. setText (authenticating ? R.string. cancel : R.string.authenticate);

}

private void showEncryptedData (byte[] encrypted) {
TextView textView = (TextView) findViewByld(R. id. encryptedData) ;
if (encrypted != null) {
textView. setText (Base64. encodeToString (encrypted, 0));
} else {
textView. setText (") ;
}
}

private String getCurrentTimeString() {
long currentTimeMillis = System. currentTimeMillis();
Date date = new Date(currentTimeMillis);
SimpleDateFormat simpleDateFormat = new SimpleDateFormat (“HH:mm:ss. SSS”) ;

return simpleDateFormat. format (date) ;

}

private void showMessage (CharSequence msg, int colorld) {
TextView textView = (TextView) findViewByld(R. id. textView);
textView. setText (getCurrentTimeString() + “ ‘¥n” + msg);
textView. setTextColor (getResources (). getColor (colorld, null));

}

private void reset() {
setAuthenticationState (false) ;
}
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FingerprintAuthentication.java
package authentication. fingerprint.android. jssec. org. fingerprintauthentication;

import android. app. KeyguardManager ;

import android. content. Context;

import android. hardware. fingerprint. FingerprintManager;

import android. os. Cancel lationSignal;

import android. security. keystore. KeyGenParameterSpec;

import android. security. keystore. KeyInfo;

import android. security. keystore. KeyPermanent|ylnvalidatedException;
import android. security. keystore. KeyProperties;

import java. io. IOException;

import java. security. InvalidAlgorithmParameterException;
import java. security. InvalidKeyException;

import java. security. KeyStore;

import java. security. KeyStoreException;

import java. security. NoSuchAlgorithmException;

import java. security. NoSuchProviderException;

import java. security.UnrecoverableKeyException;

import java. security.cert. CertificateException;

import java. security. spec. Inval idKeySpecException;

import javax.crypto. Gipher;

import javax.crypto. KeyGenerator;

import javax. crypto. NoSuchPaddingException;
import javax.crypto. SecretKey;

import javax.crypto. SecretKeyFactory;

public class FingerprintAuthentication {
private static final String KEY_NAME = “KeyForFingerprintAuthentication”;
private static final String PROVIDER_NAME = “AndroidKeyStore”;

private KeyguardManager mKeyguardManager;
private FingerprintManager mFingerprintManager;
private Cancel lationSignal mCancellationSignal;
private KeyStore mKeyStore;

private KeyGenerator mKeyGenerator;

private Cipher mCipher;

public FingerprintAuthentication (Context context) {
mKeyguardManager = (KeyguardManager) context. getSystemService (Context. KEYGUARD_SERVICE) ;
mFingerprintManager = (FingerprintManager) context. getSystemService (Context. FINGERPRINT_SERVICE) ;
reset();

}

public boolean startAuthentication(final FingerprintManager. AuthenticationCallback callback) {
if (lgenerateAndStoreKey ())
return false;

if (linitializeCipherObject())
return false;

FingerprintManager. CryptoObject cryptoObject = new FingerprintManager. CryptoObject (mCipher) ;
mCancel lationSignal = new CancellationSignal () ;
// FERERAIDEREZ TS —IL/INY Y

FingerprintManager. AuthenticationCal Iback hook = new FingerprintManager. AuthenticationCal lback () {
@0verride
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public void onAuthenticationError (int errorCode, CharSequence errString) {
if (callback != null) calIback. onAuthenticationError (errorCode, errString);
reset () ;

}

@0verride
public void onAuthenticationHelp (int helpCode, CharSequence helpString) {
if (callback != null) callback. onAuthenticationHelp(helpCode, helpString);

}

@0verride

public void onAuthenticationSucceeded (FingerprintManager. AuthenticationResult result) {
if (callback !'= null) callback. onAuthenticationSucceeded (result) ;
reset () ;

}

@0verride
public void onAuthenticationFailed() {
it (callback != null) callback. onAuthenticationFailed();
}
};

// EREREALEEAT
mF ingerprintManager. authenticate (cryptoObject, mCancellationSignal, 0, hook, null);

return true;

}

public boolean isAuthenticating() {
return mCancel lationSignal != null && ImCancellationSignal. isCanceled();

}

public void cancel () {
if (mCancellationSignal != null) {
if (ImCancellationSignal. isCanceled())
mCancel lationSignal. cancel () ;

}

private void reset() {
try {
// k4 >k 2% “AndroidKeyStore” Provider A VR A VA ERBT S
mKeyStore = KeyStore. getInstance (PROVIDER_NAME) ;
mKeyGenerator = KeyGenerator. getInstance (KeyProperties. KEY_ALGORITHM_AES, PROVIDER_NAME) ;
mCipher = Cipher. getInstance (KeyProperties. KEY_ALGORITHM_AES
+ “/” + KeyProperties. BLOCK_MODE_CBC
+ ”/” + KeyProperties. ENCRYPTION_PADDING_PKCS7) ;
} catch (KeyStoreException | NoSuchPaddingException
| NoSuchAlgorithmException | NoSuchProviderException e) {
throw new RuntimeException(“failed to get cipher instances”, e);
}
mCancel lationSignal = null;

}

public boolean isFingerprintAuthAvailable() {
return (mKeyguardManager. isKeyguardSecure ()
&& mFingerprintManager. hasEnrol ledFingerprints()) ? true : false;

}

public boolean isFingerprintHardwareDetected() {
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return mFingerprintManager. isHardwareDetected () ;

}

private boolean generateAndStoreKey () {
try |
mKeyStore. load (nul 1) ;
if (mKeyStore. containsAlias (KEY_NAME))
mKeyStore. deleteEntry (KEY_NAME) ;
mKeyGenerator. init(

/] hRA Uk bk BER(BR B, BS7ILIYALREBEBTCHEVLD (REZFHTL0) 2ERT

new KeyGenParameterSpec. Builder (KEY_NAME, KeyProperties. PURPOSE_ENCRYPT)
. setBlockModes (KeyProperties. BLOCK_MODE_CBC)
. setEncryptionPaddings (KeyProperties. ENCRYPTION_PADDING_PKCS7)
/] dRA bk BER G B, 1—V—(EREMOEREZFNICT S GRIMOBENLR
IEERE LAELY)
. setUserAuthenticationRequired (true)
cbuild();
/] BELER L. Keystore (AndroidKeyStore) IZ{R%E S 5
mKeyGenerator. generateKey () ;
return true;
} catch (IllegalStateException e) {
return false;
} catch (NoSuchAlgorithmException | InvalidAlgorithmParameterException
| CertificateException | KeyStoreException | 10Exception e) {
throw new RuntimeException(“failed to generate a key”, e);

}

private boolean initializeCipherObject() {
try |
mKeyStore. load (nul 1) ;
SecretKey key = (SecretKey) mKeyStore. getKey (KEY_NAME, null);
SecretKeyFactory factory = SecretKeyFactory. getInstance (KeyProperties. KEY_ALGORITHM_AES, PROVIDER_NAM

E);
KeyInfo info = (Keylnfo) factory. getKeySpec (key, KeylInfo.class);
mCipher. init (Cipher. ENCRYPT_MODE, key) ;
return true;
} catch (KeyPermanentlylnvalidatedException e) {
/] hRA bk BEEIFREBEFESHRATHEROZRRENEDLS Z LETHRICHRAZETS
return false;
} catch (KeyStoreException | CertificateException | UnrecoverableKeyException | 10Exception
| NoSuchAlgorithmException | InvalidKeySpecException | NoSuchProviderException | InvalidKeyExcept
ion e) {

throw new RuntimeException(“failed to init Cipher”, e);

AndroidManifest.xml

<{?xml version="1.0" encoding="utf-8"7>

<manifest xmlns:android="http://schemas. android. com/apk/res/android”
package="authentication. fingerprint. android. jssec. org. fingerprintauthentication” >

— HRA 2 b 1k 1IBRERIIMAEZ AT 21=8I1ZI1&. USE_FINGERPRINT /S—=2 v L a VEFHAEET S —
{uses-permission android:name="android. permission. USE_FINGERPRINT” />

All rights reserved © Japan Smartphone Security Association. EREIIEEZF AT 5 457



resommmon  http://www jssec.org/dl/android_securecoding.pdf

" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

<application
android:al lowBackup="true”
android: icon="@mipmap/ic_launcher”
android: labe|="@string/app_name”
android:supportsRtI="true”
android:theme="@style/AppTheme” >
activity
android:name=".MainActivity”
android:screenOrientation="portrait” >
<intent-filter>
<action android:name="android. intent. action. MAIN" />

<category android:name="android. intent. category. LAUNCHER” />
<{/intent-filter>
{Jactivity>
<{/application>

</manifest>
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5.7.2. L—ILTvY
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1. BAEERE. BS7ILTIVXLRKETENLO (BEEFH-TLD)EFERTD (WH7R)
2. BSIETET 2L ERERELUSNOFRTET (KE) AL DIZRS (WH78)
3. BRELMITAEOICEEHOEZRNADETHY ., I —F—ICEDEZIEZS (#E22)
5.7.2.1. SBAERERE. BS7ILIVXLERBETENLO (BELE-TL0)EZERATS (Wh7H)

5.6 BESRMZEMATHITHSFRLIZ/NNRAT—FROARMBELRERIC, FRFEMEZAVTREERT 515
BIZBEWTH, B=H LIS BHEMC-O—EDEEEH-LEBB THRVES7ILTVALERET HEF
EE 7TV X LET TR BEE—RONATAUTIIOVTHIRB TRV RELGARZRIRT 2L,

ESTILT) A LOERITONTIZNS.6.2.2 MEFHTHRVWT LTI L (FEEEZFH-TLD)EERTS (&
R)I1ZBRI DL,

5.7.2.2. BSLT ST I IEHEEEUN DO FERTET (RE) WG LDICRS (Wh7H)

TTIRT—EOBESLICRL CTEREREHEEEZ R AT 158 (. TOT -2 R HAELNDFRTLER
(RE) TEDRSITTIVEHRET S &. —RRIC ERBEMICETWECEE DR, JREBHE >1=-FIEATHE
LTWB7=8, R ZERIBBRDAIZHEHLITEITHRETH D,

BIZ L, IR R REZ FIAL CERL-BZAVTT IR T —2E BB LR, ImRICEFIN T IEH
FRAL—F—ICEoTHIBRESN S &, T—E2DBESEICAVTOWERABRATEGRY ., T—4Z2ESTHLED
TEEGD, T ADERMNERREEELUNDFRTHLITALGITAL, AR EGEON S ARESENELLHD
THb.

F=, HERGEREI AR E R AL TERL =8N E A TELGR KR (T HERIFERDHIBR LS THEL S %, Nexus5X
[CEWNTIL. ERREHEEZF AL TREZERLRICHICHEIERZEMEHE T DL TN LENICER L5
NEATELGR DI ENFER SN TS, Ff-. REELFEATEORNERDER LY —DRBHBICLYEA
TEHEHAREELEETELLY,

5.7.2.3. BELEATAOICERDEENDETHY., A —F—IZZDEEEAS (HE2Z)

R AR Z R AL TRZAE T H-OICIXmRICI—F —DIEFABRINTVW IR ENH D, FEREHF
— =R REAZ 21— ~FET IR RN EZEGBAAFRTHHEICBEL. 21— —IZHLT
TIIAERER AT HLESOFEMEIC OV TERBATHIEAEELL,

34 2016 £ 9 A 1 BIRMERRDFER. KRB EESNDAREMELSDD.
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IBREREIDEFNMVETHDE. 1—YJ—(sxD
if (ImFingerprintAuthentication. isFingerprintAuthAvailable()) {
/] *RAU bk BEERT 5-DICFEROERIVETHSIEETLI—F—IEZ D
new AlertDialog. Builder (this)
.setTitle(R. string. app_name)
. setMessage ("HERUEBMEHZ SATOER A, ¥ +
"BEAZa2—D X2 T 1) THEMEZHRLTLESIL, ¥n7 +
EMEERTHLICKY. BREICRIATIENATEET, )
.setPositiveButton ("0K”, null)
. show () ;
return false;
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5.7.3. PRI\ Rk

5.7.3.1. Android Z77VIZHE 15 IaHERA AR A DATIR &

T THRHGRAMEEE L IR T B-OICIFLUT D 2 RARBETHS.

® IHXRICA—H—DIEHNEHFRIN TSI E
o EZRINFIERIZ(FTIERAD) BEAEINTNSIE

A—H—DERER

A—H—DHEHEREIBEEAZ 21— DX 1) TAINLLNEFTHIENTET , — BT T A IEMEFNE
EITICEETERN, ZDT=80, 7T UHIERERAIMEEZ R AT SR R T RITHEMAZHRIATOE TR, 2
—H—ZREAC1—ICHFELEROBRERTVELNH D, TOB. 7TIUNEREF AT DR ESOFIEEIC
DVTHEHASLI—HF—ITHLTIThNHIENEELLY,

BEEREEATREEGHIHREL T HKRICFROBEOVIARNRESN TS ENDETH S, KIS
ERABRINTODRETEEAVIZENICTT 5L, BFFRFHDIERIFRLAIRSNS,

ROLEH-B&

TR ICB RSN IBRERE BT TS1=5H(Z(X. "AndroidKeyStore" Provider Hi2#t3 % KeyGenerator
KeyStore 1V RAVRAEZ#FEAT AT, 1—HF— (RO RO EREFML T, HLWVBO AR LSRR, HD
WEBEFE DR O ZEZEITS,

FERUEMEMM DO N -BEEF T HBE (L. KeyGenerator #E KT BN /N5A—2EL T, A —F—FANDERE
BT EHRIEET D,

FERUBER SR DN ZBED AR &R
try {
// “AndroidKeyStore” Provider A5 KeyGenerator 41 Y X2 VA EWET 5
KeyGenerator keyGenerator = KeyGenerator. getInstance (KeyProperties. KEY_ALGORITHM_AES, “AndroidKeyStore”);
keyGenerator. init(
new KeyGenParameterSpec. Builder (KEY_NAME, KeyProperties. PURPOSE_ENCRYPT)
. setBlockModes (KeyProperties. BLOCK_MODE_CBC)
. setEncryptionPaddings (KeyProperties. ENCRYPTION_PADDING_PKCS7)
.setUserAuthenticationRequired(true) // 1—H— (3580 RBIEDERZEHMIZT S
cbuild();
keyGenerator. generateKey () ;
} catch (IllegalStateException e) {
// ERICEHASEFIA TGN
throw new RuntimeException (“No fingerprint registered”, e);
} catch (NoSuchAlgorithmException | InvalidAlgorithmParameterException
| CertificateException | KeyStoreException | 10Exception e) |
// BOERIZKK

throw new RuntimeException(“Failed to generate a key”, e);
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}

B ORICEMEREADTHB81E. 21— D ERZRIITT DREEZMAT= KeyStore T ) —(2HE
EBIXT Do

BRI DR (CIERIBRZ AT 1D
SecretKey key = ...; // R 0#

KeyStore keyStore = KeyStore. getInstance (“AndroidKeyStore”) ;
keyStore. load(nul 1) ;
keyStore. setEntry (
“alias_for_the_key”,
new KeyStore. SecretKeyEntry (key),
new KeyProtection. Builder (KeyProperties. PURPOSE_ENCRYPT)
.setUserAuthenticationRequired (true) // 1—H— (68 FEIDEBERZEMIZIT S
.build(Q);
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6. BLU\RERE

Android [Z[& OS ME#k+> OS MR T DMEED LR L. 7T DEETEX A TAZERT IO EHLRIRE
AEFET D, CNoDHEREEFEBEER O EE=ZFITERINZY, A—F—NTBEETICFRIALEYTHIET. IR
HRRZBRO LX) T LORMEICREAOTLEIRRMERITIBA TS, COETITZD L SLHAEICHL T,
FRFEENEYSDVRVAIRKGELZRTLGH S IEMENDELFEEZLEFLLTRY LTS,

m" Android 7T DEF 17 HE X2 T7I—FTAV T HAR 2017 42 A1 AR

| 6.1. Clipboard ADIERIRET AaIEMN

OE— &AR—ZAMFIA—HF—DEEMN LA KELME>TNDEETH A, HIZ (T, COMEEZEST, A—JLA° Web
R=—U TR EBEHRO TN -0 EHEHRZEAERIFZLTELY, BRELEZ/NART—FEENLENDKIITAER
[CRELTHE RELGRICOE—&R—IAMTHESI LW A—F—FDLEISTHEET S, Chbld—RARGEN
THTHHIN, REA—F—DESIFEBAFEFNHEVSBIRAEA TS,

ZhIZX Android QOE—&AR—XLDEHHAAHBERLTND, A—HF—P 7T IZk>TaE—Sn=1ERIL. —
B Clipboard EFEIEN D/ 3T 7SN S, A—HF—0OT T IZk>TR—RbEhiz&EIZ, 2D Clipboard @
NANET T ICHEHRSNDDITTHSD, 20D Clipboard IZIERF RISV EKRIEAH S, Android HEKD
4 TlE. Clipboard ®EIKILiHEKIZ 1 DTHY. ClipboardManager #FIHT 32 ET, EQT7TUMNLTHER
Clipboard D EHEBTEDLIIHES>TLENSTH D, CDILIE, A—HF—MaE—-hyrLI-ERIEETE
EHBT7TVICHLTRERITICEDIEEEKRLTLNS,

2T, 7TURERE L. D Android DiEH#EEBLGNSERF RO AIEEMRER/IRICHZ 50 KEHE LT
FAY=Y A A

6.1.1. Yo7 )La—F

Clipboard Ao 1E#HRHRT SAIREMEIIZ SR ERICIE, RELDITTRD 2 DBEZALNSD,

(1) 7T BT7TI~NIAE—T RO %K
(2) B7 Tt 7T)~IE—F RO %K

BN 1IZTDOWTERBAT %, CCTIE A—F—DAEIRAS Web TS50 A—5—F7 TG EMT T MSXF T
ZaE—L. ThzEB7 Y0 EditText [CREYR TS FIFEREL TS, ERIETEE - TLEIE. SOV FY
A TAE—AYMIE TRV TAIRERNRELCLESCEEHCIRAMGR RIIFELLEVL, F=FHT7 T
DIE—HEREZHITEHT 5 XSG HEEA Android [Z(37ELVINGTE,

T, LIZDWT RV TAT 0 EREIE—- Vb BEKRMEE I —F —(ZHBAL., TABKRERLL TLE
HEFEBREAIIT o TULKUL R R4,

RIZ, 2.E&HHAT S, CCTIERE B7 TIARRLTVSERN L —F —(C&oTIAIE—SnEIFUAEEET . =
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DIBE . RBIZ T BEELZREIL, View(TextView, EditText HE)MNSDAE—-HyhEEIIZTEHIETHD,
BNERLE LV TAIHBERAAABHANEHE AESNS View [CaE—-HyrEENLZTNIX, B7TUMDLD
Clipboard LIz DIREBELZLI MBI,

AE—-AVPEBETEFEIIVKONBEZONSN, CCTIH EENEETHOHMREDHEHELELT. View @
RELEDLOAEEXFIBIRFOAZ2—oaE— AV DIEB ZRIRT 5 5EE KD,

WMERERFK.E 6.1-1 D EIO—(CE>THETHIENTES, K 6.1-1 [ZHELT. AAEALF (Input Type)
M Password BHEEICEESN TULSEE. AAEA T (Input Type) N7 TIDETRERIZEIZTEOVWIT AN THD
ZEFIRT . COGEIE. TIAINNTIAE— Dy BNZIESINTWD D T, HFITH KT ILEFLEL,

® InputType. TYPE_CLASS_TEXT | InputType. TYPE_TEXT_VARIATION_PASSWORD

® InputType. TYPE_CLASS_TEXT | InputType. TYPE_TEXT_VARIATION_WEB_PASSWORD
® InputType. TYPE_CLASS_NUMBER | InputType. TYPE_NUMBER_VARIATION_PASSWORD

( FL&H )

oL TATUERE
AHNTS

iewD A HF2A
(Input type)hY

Password/@ (<
EESNTLNE

A 4 A4

WERFE AE—-AvrERELETS

6.1-1 HEEFDHEIO—

UTT. ZNThOREDFMEHRBAL. YT ILa—FETRT,

6.1.1.1. XFIHBIRBOA=2—MSaE—-HyrEHIBRT S

TextView.setCustomSelectionActionModeCallback() AV YRIZ&> T, XFFEIRBDA=Z21—FHRAEIA X

TES, INTAVWT, XFILERBFDOAZ1—DOIE—-AYrD T AT LZHIBRI NIE, 2 —F—AXFHZEaE
—hub T BHILETEGLGD,
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LIF. EditText OXFIEIRBFOA=21—HSIE— AV rDEEZHIBRT 5T )La—FERT,

RAVb
1. XFHERFDA=2—m5 android.R.id.copy ZHIERT 5,
2. IXFHFBIRBEDA=a2—h5 android.R.id.cut ZEI&RT %,

UncopyableActivity.java
package org. jssec. android. clipboard. |eakage;

import android. app. Activity;

import android. os.Bundle;

import android. support. v4. app. NavUtils;
import android. view. ActionMode;

import android. view. Menu;

import android. view. Menultem;

import android.widget. EditText;

public class UncopyableActivity extends Activity {
private EditText copyableEdit;
private EditText uncopyableEdit;

@0verride

public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;
setContentView (R. layout. uncopyable) ;

copyableEdit = (EditText) findViewBylId(R. id.copyable_edit);

uncopyableEdit = (EditText) findViewByld(R. id. uncopyable_edit);

// setCustomSelectionActionModeCal Iback * Vv KIZ& Y.

/] XEJEIREDA 2 —FhREITARXTBENTES,

uncopyab leEdit. setCustomSelectionActionModeCal Iback (actionModeCal Iback) ;
}

private ActionMode. Cal Iback actionModeCal Iback = new ActionMode. Cal Iback () {
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
return false;

}

public void onDestroyActionMode (ActionMode mode) {
}

public boolean onCreateActionMode (ActionMode mode, Menu menu) {
/] kA b 1k XFEFBIRED A =2 —H 5 android.R. id. copy ZHIRT 5,
Menultem itemCopy = menu. findItem(android.R. id. copy) ;
if (itemCopy != null) {
menu. removeltem(android.R. id. copy) ;
}
// KRS 2 b 2% XFIHERBEDA 21— 5 android.R. id. cut BRI %,
Menultem itemCut = menu. findItem(android.R. id. cut);
if (itemCut != null) {
menu. removeltem(android.R. id. cut) ;
}

return true;

}

public boolean onActionltemClicked (ActionMode mode, Menultem item) {
return false;
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}
};

@0verride

public boolean onCreateOptionsMenu (Menu menu) {
getMenulnflater (). inflate (R. menu. uncopyable, menu) ;
return true;

@0verride
public boolean onOptionsItemSelected (Menultem item) {
switch (item. getltemld()) {
case android.R. id. home:
NavUti I's. navigateUpFromSameTask (this) ;
return true;
}

return super.onOptionsltemSelected (item);

6.1.1.2. View ®OE#L(Long Click)Z&E%IZT 5

aF—-hybEEZ it T 5AEE. View DEIL(Long Click)ZE#HZ3 52 ETHLEIRTE S, View OREBLED
BIZLATIORD xml D74 IV THRET HENTES,

RAUb:
1. aE—-hybZEE1E9 3 View [E android:longClickable % false 1295,

unlongclickable.xml
<LinearLayout xmlns:android="http://schemas. android. com/apk/res/android”
xmlIns:tools="http://schemas. android. com/tools”
android: layout_width="match_parent”
android: layout_height="match_parent”
android:orientation="vertical ">

<{TextView
android: layout_width="match_parent”
android: layout_height="wrap_content”
android:text="@string/unlongclickable_description” />

l— aE—-hvy bEZi1L9 5 EditText —>
AJ— *RA b1k aE—+hy bH#ZEIET S Viewld android: longClickable # false [C9 5, —>
<EditText
android: layout_width="match_parent”
android: layout_height="wrap_content”
android: longClickable="false”
android:hint="@string/unlongclickable_hint” />
</LinearLayout>
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6.1.2. L—ILTvY

B7 Uo7 TIADEL T4 T EERDIAE—DNRET HAREELHDHIEE L. UTDIL—ILETFHIE,

1. View [CRFRESNTWEXFIDIE—-HIMEENIZT D (2R)
6.1.2.1. View [ZRREN TS XFIHOIE—-DYMEEHITT S (2R)

TIIRE O TATREHRERTT S View ZHFHoTLSIHEE. T EditText DKS3ZIE—-DyrA FTHELR
View 7%5(E, Clipboard £ L TEDIEHARELTLESAREMEAH D, ZD1=8 . LTI GHERERTT
% View [FaE—-DyrEEIZL TEI G NITESAELY,

AE—-AYREEHICT HHEICE XFIERFDODAZ 2 —ASIE—- DY MDIEBZHIBRT 55EE. View D
RIELZEMLT DA ENH D,

16.1.3.1 JL—ILERADOEDETEILSEO L,
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6.1.3. 7R

6.1.3.1. JL—ILBERDEDIE

TextView [ET 7L TIEXFIBIRFATHAS-D . BEEIHERRIETHLH. 7T DEHKIZ&->TIFaE—
#AREICT BB A 1H 5, TextView.setTextlsSelectable) AV yREFESZET, XFIDERAIELIE—A B
BIRIZERTE T A EMNTES, TextView ZOE—AIREL T BB E (. T D TextView [T O TAITIRERMNRRE
NDAHEMEN GV KEEIL. ZOREEEAH DD THNIL, AE—AIZTRETHLY,

F12.76.1.1 YT La—FIOHEIO—ICHREINTVD LI SRT—FOAREBELIZAAZAT
(InputType.TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD #:&) M EditText [ZDLY
TIE. TIAHIPTXFIOAE—DZUEINTVSOBE IR KL ETHD, LHL.[5.1.2.2. RRT—FEF
XRRT DA T avEAETSD (WE) ITRBLEESITINRT—FEEXRRTHIA T avEHELTLS
BEIE. NNRT—FEXRTOBRICAANZATHEIL. AIE—- DY EMITHE>TLESD T, FHOR KL
BETHS,

BE.IV—IVEBERTIRICE. —FEVTOELERTILENH DS, HIAIE. 2 —F - BEHIZTF
ALEANTES View DFE. Lo TAIRBEHRNANSNATRIEEEAEO TR M ENS>TIE—hutE
BHLTLES=D, A—F—DFEVBFNEDLGSEEI, 3b5A,. EEEDOSVVEREZAL TS View ot
DITATEEREEMTANT 5&57% View [ZIEIL—ILEBEEZHTERT HRETHAD ., TALUND View &
BIGEE. ROZELZZERBLEGHORMIEEZEZDERLY,

UL TATEBERDANORRETOIZERADIVR—RUMEAETEG LD
BER(R—RME) T TN D> TWSGEEIE, thDFHETHEREZETEELD,
77 ) TCA—H—IC AR AICET HFEMRELN TERLVH

AY(ZFD View HHEH

Android OS ® Clipboard & ClipboardManager QE#RICEZF 2 T2 T 5Z BN SN TULGENIENFRR
BOMEMEZEORANLGZERTIEH LI, TIVARE X, —F—RELI—HE T4, RIET HEEGL
FRARGE AMNDISLT= Clipboard DRI LTHIEL. BEOEWTTVEERTIHELH S,

6.1.3.2. Clipboard [Z#&#hSH TS IEEHRDIRIE

6.1 Clipboard NoHiEHRiFET AEKRME TR f=&3(Z, ClipboardManager 2FIHJ5Z&T7TUMB Clip
board [Z#& SN I-1EHREIRET HEMNTES, F1-. ClipboardManager O FFAIZIE4EAI7%: Permission 5%
ETEIDEMNEN SO, 7T FA—F—I2H5h b E%< ClipboardManager 2F|ATE 3,

Clipboard [Z#&#=h TS 1E#R(ClipData &MV, ClipboardManager.getPrimaryClip() AV v RIZ&>TH
BTES, 8137 IZBLTH, OnPrimaryClipChangedListener #32%L T ClipboardManager.addPrimary
ClipChangedListener()*vK T ClipboardManager [Z&#HF I NIL, A—F—DBRELZEICKYFRE T HaE—-
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AYEDEIZ Listener BIFUHINDD T, F43 5 %%k ZL%< ClipData ZE{§9 52 EMNTED, ZIT List
ener DIEVHLIF. EQF7 T TAE—- Dy EAELEMNZBEZREITHNS,

LT, mARHNTIAE—HybHFELE T SHEICZ ClipData ZEi#FL . Toast THKRJ 5 Service DY—RXO—KR%ETRT,
TRDESILFEEAI—RIZELY Clipboard &SN I=1ERMBIR(TIZHOTLES ZEFERL T =EEL,
TI)ERETBEE. PELLELTROI—FIZEoTEV I TAIRBEBROAMEBINTLESZEDHNKSIEE
TEILELHD,

ClipboardListeningService.java
package org. jssec. android. clipboard;

import android. app. Service;

import android. content. ClipData;

import android. content. Gl ipboardManager ;

import android. content. Gl ipboardManager. OnPrimaryCl ipChangedListener;
import android. content. Context;

import android. content. Intent;

import android. os. IBinder;

import android.util.Log;

import android.widget. Toast;

public class ClipboardListeningService extends Service {
private static final String TAG = “ClipboardListeningService”;
private ClipboardManager mClipboardManager;

@0verride
public IBinder onBind(Intent arg0) {
return null;

}

@0verride
public void onCreate() {
super. onCreate () ;
mC| ipboardManager = (ClipboardManager) getSystemService (Context. CLIPBOARD_SERVICE) ;
if (mClipboardManager !'= null) {
mC| i pboardManager. addPr imaryCl ipChangedListener (clipListener);
} else {
Log. e (TAG, “ClipboardService DEFICEKRKMLELIz, Y—ERXRERTLET, )
this. stopSelf();

}

@0verride
public void onDestroy() {
super. onDestroy () ;
if (mClipboardManager '= null) {
mC| i pboardManager. removePr imaryCl ipChangedListener (clipListener) ;

}
}

private OnPrimaryClipChangedListener clipListener = new OnPrimaryClipChangedListener () {
public void onPrimaryClipChanged() {
if (mClipboardManager != null && mClipboardManager. hasPrimaryClip()) {
ClipData data = mClipboardManager. getPrimaryClip();
ClipData. [tem item = data. getItemAt (0);
Toast
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.makeText (
getApplicationContext ()
"AE—HA WNEH Y b SNI=XFF| ¥n”
+ item. coerceToText (getApplicationContext()),
Toast. LENGTH_SHORT)
. show () ;

RIZ. L8 ClipboardListeningService ZH| 9 % Activity DYV—XI—FDHIZETRT,

ClipboardListeningActivity.java
package org. jssec. android. ¢l ipboard;

import android. app. Activity;

import android. content. ComponentName;
import android. content. Intent;

import android. os.Bundle;

import android.util.Log;

import android.view. View;

import android.widget. Toast;

public class ClipboardListeningActivity extends Activity {
private static final String TAG = “ClipboardListeningActivity”;

@0verride
public void onCreate (Bundle savedInstanceState) {
super. onCreate (savedInstanceState) ;

setContentView (R. layout. activity_clipboard_listening);
]

public void onClickStartService (View view) {
if (view.getld() != R.id.start_service_button) {
Log. w(TAG, “View ID MFIETT");
} else {
ComponentName cn = startService(
new Intent (ClipboardListeningActivity.this, ClipboardListeningService.class));
if (en == null) {
Log. e (TAG, "H—EXDEBENKELEL"):
Toast. makeText (this, "H—EXDIEENHKEL FE L1=", Toast. LENGTH_SHORT). show () ;

}

public void onClickStopService (View view) {
if (view.getld() != R.id. stop_service_button) {
Log. w(TAG, “View ID MFTIETYT");
} else {

stopService (new Intent (ClipboardListeningActivity. this, ClipboardListeningService.class));
}

CZFTIE.Clipboard IZTH M SN B HRZWMEFT 52HFEICDL TR R = A,
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ClipboardManager.setPrimaryClip() AV FIZ&>T. Clipboard [CHLLIEHREEMNT 5 EELAEETH D,

f=1=L. setPrimaryClip()I& Clipboard IZ##iSh TV =1EHREZLEEZTLOT, 2 —HF—LRFHaE—hubig
EICKYRML TBWVERIARODNSAHEMLH I RITSTENBETH D, CNoDAVYYREFERALTHB OO
E—HEEHDINEHhYMEREZ IR T DB EE. REISHELT. RENRESNSELZZELETH4 (70T ERTT
575& ., Clipboard 2SN TOSHREN I—HF—DERLGVVABIZERINSZEDHENELSICERE-EE
LLELNHD,
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