JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

Android

VI I

\Mf VI I

y 4
u

MnA™ dNYT T

2016 24 1V

T AMAMNANDAMYdN Y1 AN | pISSECP

MY17 MnA” dNN41nv

JSSEG TECA SC- GD2050201B



N>

N>

N>

N>

1" 17 A7 A BN
JSSECT. © A4 A i3 1T AT
Android H | Google, Inc.” ~ .
o i AT 0P TME @ unY 4 T
5 A 1 A iGoogle, Inc.X s | Y
AT N A R

.44 05

TENAYT AT

795 1w NAqT
R
vkMAdM 6 30




SMAR

JAPAN

SECURITY
ASSOCIATION

Android

TPHONE

http://www.jssec.org/dl/android_securecoding.pdf

2016 2 1

Android = k ' — % «

. g ¢ "

Nn

2016 2 1

(D¢ fi=» 0 um)

Android

Lo e
1.1.
1.2.
13,
14. 2015 6 1

2. s
21
2.2.
23.
2.4.  Android
2.5. Android Studio

3.
3.1. Androd ...
3.2. .

4.
4.1. Activity
4.2. Broadcast
4.3. Content Provider
4.4, Service e
45. SQLite s
A.6. s
4.7. Browsable Intent ...
48. LogCat .
4.9. WebView .
4.10. Notificaton ...

5
512. L
5.2. Permission  Protection Level ...
5.3. Account Manager
54. HTTPS .
55.
56.
Al | rights reserved

© Japan

Smartphone

Security

Associ alt i on.



m" Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf
D T e e eeee e eeeeaas 445
B, e e eereeeeee e iaaeeeeeeeri e 456
L 00 R 1 0] o T Y- 1 456
2 Al l r i g ht 3apan 8nsagphone Skcur@y Association.



ll“l ASSOCIATION

JAPAN
SMARTPHONE

Android

SECURITY

http://www.jssec.org/dl/android_securecoding.pdf

2016 2 1

2012-06-01

2012-11-01

4.1 Activity

4.2 Broadcast

4.3 Content Provider
4.4 Service

5.2 Permission Protection Level

25 Andr oid Studio
3.1 Android

4.7 Browsable Intent

5.3 Account Manager

6.1 Clipboard

2013 -04-01

5.3 Account Manager

4.8 LogCat
5.4 HTTPS
4.9 WebView

2014-07-01

5.5
5.6

2015-06-01

(Eclipse -> Android Studio)
Lollipop
API Level (8

Android
->15

2016 -02-01

4.10 Notification
5.7

5.2 Permission Protection Level

Al

| rights

reserved

© Japan Smartphone

Security

Associ a3 i on.



m"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

| | | |
Android

SRA

SRA

4 Al l r i g ht 3apan 8nsagphone Skcur@y Association.



m"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

m 2015 6 1 ]

SRA

Al | rights reserved © Japan Smartphone Security Associa3 i on.



l|||| JS}:AP:RNTPHON[ Android 2016
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

m 2014 7 1 ]

SRA

KDDI

6 Al l r i g ht 3apan 8nsagphone Skcur@y Association.



m"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

m 2013 4 1 ]

Android

SRA
NRI
KDDI

JPCERT
(JPCERT/CC)
( )

Al | rights reserved © Japan Smartphone Security Associati on.



m"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

m 2012 11 1 n
Android
SRA
KDDI
JPCERT
(JPCERT/CC)
( )

8 Al l r i g ht 3apan 8nsagphone Skcur@y Association.



m"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

m 2012 6 1 ]
Android
SRA
JPCERT
(JPCERT/CC)
( )

Al | rights reserved © Japan Smartphone Security Associa%i on.



I“"’;’.‘ffn"moug Android
resocnon  Dttp://www jssec.org/dl/android_securecoding.pdf

2016 2 1

I 11,

Android
Android
Android iPhone
iPhone Android

Google Play Android Market

Android
Android

Tips

App Store

Android

10 Al l r i g ht 3apan Snsagphone Skcu@y Association.



I“"’;’.‘,Tn"wm Android
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

206 2 1

I 12,

JSSEC

Android

URL
http://www.jssec.org/dl/android securecoding.pdf

http://www.jssec.org/dl/android securecoding.zip

Al | rights reserved © Japan Smartphone

Security

Associ dxi on.


http://www.jssec.org/dl/android_securecoding.pdf
http://www.jssec.org/dl/android_securecoding.zip

l“"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf
I 13,
2
2.
jssec- securecoding - ga@googlegroups.com
Android 2006 2 1
( ) ( ) E- mail( ) ( ) (

12 Al l r i g ht 3apan Snsagphone Skcu@y Association.


mailto:jssec-securecoding-qa@googlegroups.com

l|||| JS:!P:RNTPHON[ Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

|1.4. 2015 6 1

2005 6 1
4.1.3.6 Preference Activity | ExportedPreferenceActivity
Fragment Injection Fragment Injection
o 4.1 Activity Android 5.0
4.1. Activity
4.2. Broadcast o )
4.2 Broadcast Activity , Receiver,
] Service
4.4, Service ]
4.4 Service
4.2.3.6
Android Studio
4.8. LogCat 4.8 LogCat ) )
project.properties
4.9.3.3 Web Messaging )
Android 6.0 WebMessage
5.2. Permission Protection | 5.2 Permission Android 6.0 Permission
Level Protection Level
Android 6.0 Apache API
5.4. HTTPS 54 HTTPS
55.1.1.[ 5511 [
] ]

Al l rights reserved © Japan Smart pdi®né 1Security Associ d3i on.



SECURITY

assocnmion NP2/ www . jssec.org/dl/android_securecoding.pdf
I 2.1,

m"u Android 2016 2 1

Activity SQLite

14 Al l r i g ht 3apan Snsagphone Skcu@y Association.



I“"’;ﬁ":ﬁmug Android
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

206 2 1

I 2.2.

Android 4.0.3 (API Level 15)

2.2.1.

URL

http://www.jssec.org/dl/android securecoding.pdf

Apache License, Version 2.0

Android 4.0.3 (API Level 15)

http://www.jssec.org/dl/android securecoding.zip

android

Andr oid Studio
APK

AndroidManifest.xml

Projects/keystore

debug.keystore

android:debuggable

APK
APK
Andr oid Studio
APK
Andr oid Studio APK
android:debuggable=  "true”

Al | rights

reserved © Japan

Smartphone Security Associd3ion.


http://www.jssec.org/dl/android_securecoding.pdf
http://www.jssec.org/dl/android_securecoding.zip

m"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

Andr oid Studio 25
Andr oid Studio
2.2.2.
2
2.2.3.
Android OS
Android
Android Android
Android
3

16 Al l r i g ht 3apan 8nsagphone Skcur@y Association.



auanrenone Android 2015 2
resoemnon http://www jssec.org/dl/android_securecoding.pdf
I 2.3.
Android Tips
Android Tips
APPLICATIONS
Contacts Phone Browser
APPLICATION FRAMEWORK \
Manr
\
Teleph: Ri Locati Notificati
| Package Manager Manager Manager Manager Manager
| LIBRARIES ANDROID RUNTIME
Surface Manager Media Core Libraries
Framework
OV
OpenGL | ES FreeType ab‘vl:;chilne >
SGL SsL
LINUX KERNEL
Dro Camera Driver e e
Keypad Driver WiFi Driver 6\#‘?&'?5 Ma::?g:z:ent
J
Android OS Android
Android Android Android
Android
Java Tips
JNI
root root
Android Android OS Tips
3.1.3
Al | rights reserved © Japan Smartphone Security Associ d% i



SECURITY

l“"., Android 2016 2 1
assocnmion NP2/ www . jssec.org/dl/android_securecoding.pdf

I 2.4. Android

Android

Android Security
ISBN978-4-8443 - 3134 -6
http: //www.amazon.co.jp/dp/4844331345/
Java CERT/ Oracle
Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
, ISBN978- 4- 04 - 886070 -3
http://www.amazon.co.jp/dp/4048860704/

18 Al 1 r i ght 3apan 8nsagphone Skcu@y Association. Andmid


http://www.amazon.co.jp/dp/4844331345/
http://www.amazon.co.jp/dp/4048860704/

m" Android 206 2 1
reonmon  http:/ivww.jssec.org/dl/android_securecoding.pdf

ASSOCIATION

I 2.5. Andr oid Studio

Android Studio

25.1
25.2
2.5.3 debug.keystore debug.keystore
Android Studio
0s
U Windows 7 Ultimate SP1
Android Studio
a 1.1.0
Android SDK
0  Android 5.0(API21)
o Android 5 .0(API 21)
2.5.1.
1.
2.2.1 URL
2.
Zip 1] ”

IATEH(T)...

Al l rights reserved © Japan SmartphoneAndBadStudioi ty Associ d4 i on.



Android
http://www.jssec.org/dl/android_securecoding.pdf

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

2016 2 1

“C:¥android_securecoding

() L R (2P ) DAL SR

BHEOERE D7 1LOER

TFAIETOIANA—ICBETS(E):

ERFEOERE T 7

1 IADER

IFAILETFOIA IS —ICEETS(E):

C:¥

C EEp D Fvot ]

25-2

“ C:¥11

“android_securecoding

“ C:¥ ”

_ : . : P ——
@ )
= . <

- o
W BRUCA YT =

~

n

=

i D e e

v|1‘f||-

SAJSUCEM > =

dell.sdr
hiberfil.sys

pagefile.sys

-~

, android_secu r@

- 4 |

(L

. PN ==
05 (C: )Dig=E

= EOR 58
ol

= - [ @

25-3

“android_securecoding "

4.1 Activity 4113

Activity

20 Al l

r i g ht 3apan 8nsagphone Skcur@y Association.

Android Studio




m"., Android 206 2 1
resocmmon ttp://www.jssec.org/dl/android_securecoding.pdf

android _securecoding /
Activity /
Activity InhouseActivity /

“android_securecoding

4. Android Studio

Android Studio

Android

/X Studio

Poweered by the Intellid Platform

Al'l rights reserved © Japan Smart phoneAndadStudioi ty Associ &t i on.



SECURITY

““IM Android 2016 2 1
assocnmion NP2/ www . jssec.org/dl/android_securecoding.pdf

[+ Android Studia ol o ]|

Welcome to Android Studio

Recent Projects Quick Start

Start a new Android Studio project

Open an existing Android Studio project

| 7l

No Proj

Import an Android code sample

e

Check out project from Version Control

| «

Import project (Eclipse ADT, Gradle, etc.)

é Configure

rE. Docs and How-Tos

&

Android Studio 1.1.0 Build 135.1740770. Check for updates now.

25-5

Window "File - > Close

Project"”

Edit View Navigate Code Analyze R
New Project...

New Module...

Import Project... 0
Import Module... B
Import Sample...

New... Alt+Insert

9 Settings... Ctrl+Alt+5
[ Project Structure... Ctrl+Alt+Shift+5
Other Settings »
Import Settings...
Export Settings...
&l sSave all Ctrl+5
@5 synchronize Ctri+Alt+Y
Invalidate Caches [/ Restart...

25-6

22 Al 1 r i ght 3apan 8nsagphone Skcu@y Association. Android Studio



assocnmion NP2/ www . jssec.org/dl/android_securecoding.pdf

m" Android 202 1
SECURITY
5

"Import project (Eclipse ADT, Gradle, etc.)"

[ £ Andraid stud . —

Welcome to Android Studio

Recent Projects Quick Start

Start a new Android Studio project

DOpen an existing Android Studio project

| ol

Import an Android code sample

&
=
=]
I}
"
i
kil
o

< =}

M

v P

Check out project from Version Control

Import project (Eclipse ADT, Gradle, etc.)

Configure

o & «

rE? Docs and How-Tos

Android Studio 1.1.0 Build 135.1740770. Check for updates now.

25-7

;_ Selact Eclipse or GraEe E]eg io In‘l;:voEﬁ E

Select your Eclipse project folder, build.gradle or settings.gradle

@ [ d = Hide path
agerlZiBEFHD Y MEIBIT S ¥AccountManager Authenticator |{4
Bc¥
[1 android_securecoding
[ Account Manager|Zi8E P> REEBNT S

countManager Authenticator

& AccountManager User
[ ActivityZ{ED - FIEHTS
[ Broadcast®2ET S - BETS
1 Browsable IntentZF|H T2
[ Clipboard' = 1HiERE T SERIT
[ Content ProviderZz{ES - #IET S
CIHTTPSTEET S I
[ LogCatlic O/ T3
[ Permission & Protection Level
[ ServiceZ{ES - FIETS

Drag and drop a file into the space above to quickly locate it in the tree.

25-8

Al'l rights reserved © Japan Smart phoneAndBadStudioi ty Associ @ i on.



assocamon NEEP://www . jssec.org/dl/android_securecoding.pdf

m“ Android 2016 2 1
SECURITY
.

Language level "Yes

Language level changes will take effect on project reload.
Would you like to reload project "AccountManager Authenticator” now?

Ele Edt View Nevigote Code Analyze Refactor Build Run Tools VCS Window Help

DHO #4 X000 QR ¢ o ¥ [Fwer) b R 8 §LEH ? Qi

07 AccountManager Authenticator
4

» @ Grodle Scrpts §

é m

: |
il
@
H
®

I

i

&

-

2l

jim # & Android [ Terminal W Eventlog (¥ Gradle Console 44 Memory Monitor

=] O |

25-4

24 Al 1 r i ght 3apan 8nsagphone Skcu@y Association. Android Studio



JAPAN

smartenone Android

SECURITY

assocnmion NP2/ www . jssec.org/dl/android_securecoding.pdf

2016 2

Android Studio

Eclipse

"File - > Import Project..."

AccountManai
New Project...
New Module...

Import Project... -

Import Module...

Import Sample...
MNew... Alt+Insert
3 Open...
Reopen Project 4
Close Project
9 Settings... Ctri+Alt+5
[ Project Structure... Ctrl+Alt+Shift+5
Other Settings »
Import Settings...
Export Settings...
1=l Save All Ctrl+5
D Synchronize Chri+Alt+Y
Invalidate Caches [ Restart...

25-11

Window

Al

| rights

reserved

© Japan Smart phoneAndadStudioi t vy

Associ

&5 i

on.



JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

Android
http://www.jssec.org/dl/android_securecoding.pdf

2016 2

1

2.5.2.

debug.keystore

Android
debug.keystore ”  Android Studio

1. File - >Project Structure...

AccountManager
Edit View Mavigate Code Analyze Re
New Project... |
New Module...
Import Project... P
Import Module... L
Import Sample...
New... Alt+Insert
3 Open...
Reopen Project »

Close Project

¥ Settings... Chrl+Alt+5
gH Project Structure...

Other Settings »

Import Settings...

Export Settings...
I=] Save All Ctrl+5
Il (3 synchronize Ctri+Ale+Y
Invalidate Caches [/ Restart...

25-12

26

Al

r i g ht 3apan 8nsagphone Skcur@y Association.

Android Studio



SECURITY

““Ii’.‘f,&"mm Android 2016 2 1
assocnmion NP2/ www . jssec.org/dl/android_securecoding.pdf

2. Signing

Modules Signing

r v
® Project Structure &J
- Properties S’\Q\'\ﬂg‘ Flavors | Build Types | Dependencies
SDK Locati
ocation + |Name: ‘ |
Project
Modules
Key Alias ‘ |

Key Password ‘ |

Store File ‘ ‘

Store Password | |

L e

2.5-13

Al'l rights reserved © Japan Smart phoneAndadStudioi ty Associ @ i on.



SECURITY

JAPAN
SMARTPHONE
ASSOCIATION

Android
http://www.jssec.org/dl/android_securecoding.pdf

2016 2

1

3. “debug.keystore

debug.keystore

# Select Path

=

a® x O &

Hide path

C:¥android_secureceding¥debug.keystore

i

[ LogCaticO&EATS
[ Permission & Protection Level
[ ServiceZ{ES - FIETS
[ 5QLite®ERS

[ WebViewZES

B AR AOSA EED
B /IR D—-FANEEZEESD
B 7L EERS

[ 75— BRERD
O HE

B BSEEERS

[l .gitignore

keystore

debug.keystore

Drag and drop a file into the space above to quickly locate it in the tree.

25-14

(android_securecoding )

28

Al

r i g ht 3apan 8nsagphone Skcur@y Association.

Android Studio



JAPAN .
swanrenone  Android 2016 2 1
SECURITY . . .
assocamon NEEP://www . jssec.org/dl/android_securecoding.pdf
4. Signing
# Project Structure |
ap = Properties ST?“"Q‘ F\av0r5| Build Typesl Dependencle&‘
i + e [2d 1
Project _
Modules
app Key Alias ‘ ‘
Key Password ‘ ‘
Store File |C:¥andrmd75ecureooding¥debug.key5tor’e |D

Store Password ‘ ‘

25-15

Al

rights reserved

© Japan Smart phoneAndadStudioi t vy

Associ

29

on.



JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

Android
http://www.jssec.org/dl/android_securecoding.pdf

2016 2

1

5.

Build Types

Signing Config

Build Types

debug

Signin g Config

Singnin g

"debug”

# Project Structure

+ —_—
SDK Location
Project
Modules
app

Pr’opert\e5| Signing‘ Flavors  Build TVDS| Dependencies

CT I

release

MName: ‘ debug

Debuggable (true)

(false) n
debug|n
Renderscript Debuggable | (fal=e) n

Ini Debuggable

Signing Config

Renderscript Optim Level | (3

Minify Enabled

Pseudo Locales Enabled n

Preguard File ‘

Application Id Suffix

Version Name Suffix

Zip Align Enabled (true)

2.5-16

OK

30

Al

r i g ht 3apan 8nsagphone Skcur@y Association.

Android Studio



l|||| JS:P:RNTPHON[ Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

6. build.gradle

signingConfigs debug.keystore buildTypes debug  signingConfig

. (8* build.gradle
#- - | @app x

;apply plugin: “comn.android.application’

Qijandro id {

ger Auther ' sizninglonfizs {
=] debuz |
stareFile file(”C: fandroid_securecodingfdebugz._keystore™)
2] }
a Y
conpi leSdkVersion 21
bui ldToolsVersion "21.1.2"
=] defaultConfiz {
applicationld “org.jssec.android.accountmanszer.authent icator”™
minsdkVersion 15
targetSdkVersion 21
wversionCode 1
versionane “1.07
=] i
o buildTypes {
(lj release {
minifyEnsbled false
proguardFiles getDefaultProguardFilel” proguard-android.txt™), “proguard-rules.txtf
& !
=] debuz |
é signinglonf iz sizninzConfizs.debug
& }
o
)

[ijdependencies {
| conpile "comn.android.support:support-v4:21.0.37

5

2.5-17

Al l rights reserved © Japan SmartphoneAndBadStudioi ty Associ 8 i on.



m"u Android 2016 2 1
resocnon  Dttp://www jssec.org/dl/android_securecoding.pdf

Android Tips Android
I 3.1. Android
4
3.1.1.
2
Android
Android Android
Android Android
3.1.1.1. Android
3.1-1 3.1-2 Android
3.1-1 Android
IMEI ID
IMSI ID

32 Al 1 r i ght 3apan 8nsagphone Skcu@y Association. Android



l|||| JS:!P:RNTPHON[ Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

GPS
WiFi
3.1-2
E
E
Web
Web
ToDo
Facebook SNS
Twitter SNS
3.1-1 Android SD 3.1-2
3.1-2
3.1-3 1
3.1-3 Contacts 1
FAX MMS...
E

AIM MSN Yahoo Skype QQ Google Talk ICQ Jabber Netmeeting ...

FTP

Al'l rights reserved © Japan Smartphone SAmdoidi ty Associ 8 ion.



l“"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf
SIP

- L]
L Picture Manager (b0 e vaanvn
N ANAA A
/data/app/ com.sonydna.picturemanager.apk /data/data/ com.sonydna.picturemanager
AndroidManifest.xml cache
classes.dex JavaMn1p™d” 1AP webviewCache WebViewi ¥4V Y 1
resources.arsc AV nV
6 databases i
assets label.db " \NAT DB
AppAbout .t mnM metadata.db
8 webview.db WebView i DB
res webviewCache.db WebViewi 14V Y 1 DB
b)
drawable -hdpi files )
broken_image.png M T4 MediaList1.dat TNATAnMM T A
)
|l ayout o lib
about.xml 4777 A
o) shared_prefs VAT A4V
x ml com.sonydna.picturemanager_preferences.xml
setting.xml 1T XML T A
31-1
Android 31-1 3.1-1 3.1-2
3.1-3 Android

3.1.1.2. Android

3.1-4 Android OS

3.1-4 Android OS

SMS

34 Al 1 r i ght 3apan 8nsagphone Skcu@y Association. Android



206 2 1

SMARTPHONE

l“"“‘"" Android

resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

GPS SD
Bluetooth
NFC

SIP

Android OS Android Android

Android

3.1.2.

Android

3.1-2

3.1-2

3.1-3 Android Android

Al'l rights reserved © Japan Smartphone SAmoidi ty Associ 8 ion.



1

2016 2

http://www.jssec.org/dl/android_securecoding.pdf

Android

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

Web

3G/AG/WiFi

3.1-3 Android

3G/ 4G/ Wi- Fi

Web

Android

Android

r i g ht 3apan Snsagphone Skcu@y Association.

Al

36




2

2016

http://www.jssec.org/dl/android_securecoding.pdf

Android

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

3.1.2.1.

Web

3G/AG/WiFi

31-4

3.1-4

3.1.2.2.

Web

3.1-5

Associ &8 1 on.

reserved © Japan Smartphone SAmidi ty

rights

Al




1

2016 2

http://www.jssec.org/dl/android_securecoding.pdf

Android

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

3.1-5

3.1.2.3.

Web

3.1-6

SD

3.1-6

Passive Attack

Android

r i g ht 3apan Snsagphone Skcu@y Association.

Al

38




2

2016

http://www.jssec.org/dl/android_securecoding.pdf

Android

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

3.1.2.4.

Web

USB

adb
debug

3.1-7

Android

ADB

0N

Android

ADB

3.1-7

Associ 8 i on.

reserved © Japan Smartphone SAmidi ty

rights

Al




1

2016 2

http://www.jssec.org/dl/android_securecoding.pdf

Android

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

3.1.25.

Web

41BT
Y

3.1-8

Bluetooth

Bluetooth

3.1-8

Bluetooth

Android

r i g ht 3apan Snsagphone Skcu@y Association.

Al

40




l||| annrenoweAndroid
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

e

Market

< ()
ZS

\ 4

Web

3G/AG/WiFi

USB

\ 4

3.1-9

http://www.jssec.org/dl/guidelines v2.pdf

http://www.jssec.org/dl/guidelines2012 enew v1.0.pdf (English)

http://www.jssec.org/dl/NetworkSecurityGuide 1.pdf

http://www.jssec.org/dl/cloudguide2012 beta.pdf

MDM
http://www.jssec.org/dI/MDMGuideV1.pdf

Android

Al

| rights reserved © Japan Smartphone

SArdroid i €y

Associ d@X i on.


http://www.jssec.org/dl/guidelines_v2.pdf
http://www.jssec.org/dl/guidelines2012enew_v1.0.pdf
http://www.jssec.org/dl/NetworkSecurityGuide1.pdf
http://www.jssec.org/dl/cloudguide2012_beta.pdf
http://www.jssec.org/dl/MDMGuideV1.pdf

m"“ Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf
3.1.3.
Android
Android
3.1-5
- Z i
~Android OS — %« ' 9o - i 4
{ & root 4L =V Yo |- —
4 APK— dex L A=<
TMI '\/ 8 — o= IL
SUX — F4 Lsas T wo
AL A
i | _
- Android OS — % «¢* ! wao - ¢i 4
=8/ — £ A
UX — 4 Ly T we
+
- Android OS — ¥ «* | 9o - ¢i d —
=8/ — # A
SUX — <t T yod
o8 JL o= L ™
"
root Android
Android OS
Android OS Android OS
root
42 Al 1 r i ght 3apan 8nsagphone Skcu@y Association. Android



l|||| JS:!P:RNTPHON[ Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

APK Android OS
Android OS

root APK
Android

3.1.4.

All rights reserved © Japan Smartphone SAmdoidi ty Associ @i on.



l“"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

I 3.2.

Activity Intent

Activity Intent

Intent action data extras

(@
(b)

URL Internet Web HTML TextView
Internet A° WebM nVM HTML™ TextView ~ 0 ~ NdJdV4Mni1

TextView tv = (TextView) findViewByld(R.id.textview);
InputStreamReader isr = null;

char[] text = new char[1024];

int read;

try {
String urlstr = getintent().getStringExtra("WEBPAGE_URL");

URL url = new URL(urlstr);
isr = new InputStreamReader(url.openConnection().getinputStream());
while ((read=isr.read(text)) != -1){

tv.append(new String(text, O, read));

}
} catch (MalformedURLException e) { ...

€) urlstr URL new URL() MalformedURLException
urlstr file:// URL Inte rnet Web
TextView
(b)
@) urlstr URL protocol http https
(b) url.openConnection().getinputStream() Internet
InputStream
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Internet A© WebVM nVM HTML™ TextView ~ 0 ~. NJdVd4Mn1
TextView tv = (TextView) findViewByld(R.id.textview);

InputStreamReader isr = null;

char[] text = new char[1024];

int read;

try {
String urlstr = getintent().getStringExtra("WEBPAGE_URL");
URL url = new URL(urlstr);
String prot = url.getProtocol();
if ! dittp dequals(prot) && !  ¢https dequals(prot)) {
throw new MalformedURLEXxception(“invalid protocol");
}
isr = new InputStreamReader(url.openConnection().getinputStr eam());
while ((read=isr.read(text)) != -1){
tv.append(new String(text, 0, read));

}
} catch (MalformedURLEXxception €) { ...

Input Validation

Input

Validation @) (b)
URL
, IPA
http://www.ipa.go.jp/security/awareness/ven dor/programmingv2/clanguage.html
., JPCERT CC Java CERT/Oracle
http://www.jpcert.or.jp/java - rules/
., JPCERT CC Java Android
http://www.jpcert.or.jp/java - rules/android - j.html
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Android Activity SQLite

Android

I 4.1. Activity

4.1.1.

Activity Activity
Activity Activity 4
Activity
Activity

\ 4 A4
Private Public Exclusive Proprietary
Activity Activity Activity Activity
41-1
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41.1.1. Activity

Activity

Activity
Intent

Activity

(Activity )
taskAffinity
launchMode
exported="false"

Intent

o bk~ w0 DdPE

Activity

Activity

Activity

Activity

Intent

Activity AndroidManifest.xml activity

Intent

exported

Activity

Intent

Intent

false

AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- Activity - >

<l-- Ewwmsfi | 1E taskAffinity 4

<-- Ewmafi ; 2E launchModel

<l-- Ewsafi ; 3E exported="false"

<activity
android:name=".PrivateActivity"

android:exported="false" />
1

<activity

android:exported="true" >
<intent -filter>

<f/intent -filter>
</activity>
</application>

android:label="@string/app_name"

android:name=".PrivateUserActivity"
android:label="@string/app_name"

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.pr ivateactivity" >

A ™ >

A ™ o>

- e -

<t- P fiwt D% A Activity -~ >

<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

aq >

Al | rights reserved © Japan Smartp
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</manifest>

PrivateActivity.java
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import an droid.view.View;
import android.widget.Toast;

public class PrivateActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.private_acti  vity);

Il Ewesfi ) 4E » k' %[|-— Intent #Nof = Ls Intent — i

I ofiki -=% 9 3.2 D o — L A o
String param = getintent().getStringExtra("PARAM");

}

public void onReturnResultClick(View view) {

A

Toast.makeText(this, String.format(" R' ©dag %s & + [ v 9" param), ToastLENGTH_LONG).show();

/Il Ewesfi 5 SE sk sk #Nef valke ¥fic vo Ko AL o=
Intent intent = new Intent();
intent.putExtra("RESULT"," ¥ fi o v Ko ")
setResult(RESULT_OK, intent);
finish();
}
}
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Activity
(Activity )
6. Activity Intent FLAG_ACTIVITY_NEW_TASK
7. Activity Intent
8. putExtra() 1
9 Activity

PrivateUser Activity .java
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import a ndroid.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.user_activity);

}
public void onUseActivityClick(View view) {

/I Ewaafi J 6E Activity r Aq Intent - | 8 h' = FLAG_ACTIVITY_NEW_#ASK ~q ™
/I 'Ewmfi | TE k' Actvity | -' @ — Intent 2 4 A
Intent intent = new Intent(this, PrivateActivity.class);

/I Ewwfi 5 8E -k “ k' £Nof Yolks¥fic vo Ko & putExtra) £ e - =
EIL”»TM

intent.putExtra("PARAM", " & fi o o Ko ");

startActivityForResult(intent, REQUEST_CODE);
}

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

if (resultCode !'= RESULT_OK) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data.getStringExtra("'RESULT");

/I Ewwfi ) 9E - k' Activity Y |— #Ng = Ls ¢ LA

1 1,2,6 Intent
4123 4122 41.23
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I afiki ~=9% 9 3.2 D o — L A& o
Toast.makeText(this, String.format(" s %s &L 1t [ V9 " result), Toast.LENGTH_LONG).show();
break;
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41.1.2. Activity
Activity Activity Intent
Activity Intent
Activity
(Activity )

1. exported=" true"

2. Intent

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.publicactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name " >

<I-- Activity  -- >
<l- Ewmfi J 1E exported="true" ~ |} & - o >
<activity

android:name=".PublicActivity"
android:label="@string/app_name"
android:exported="true" >

<!-- Action - |H Intent & A |fe ~ IntentFilter 4
<intent -filter>
<action android:name="org.jssec.android.activity.MY_ACTION" />
<category android:name="android.intent.category.DEFAULT" />
</intent -filter>
</activity>
</application>
</manifest>

PublicActivity.java
package org.jssec.android.activity.publicactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PublicActivity extends Activity {

@Override

Al | rights reserved © Japan Smartphone
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public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

I Ewwfi | 2E Intent — A
I Activity # Nef v E k' %y i »ve # N
I ofiki m=%  ° 3.2 D a— L Aq, &

String param = getintent().getStringExtra("PARAM");

Toast.makeText(this, String.format(" R! © A4g %s L 1

}

public void onReturnResultClick(View view) {

Intent intent = new Intent();
intent.putExtra('RESULT"," ¢ fi o wo K# | o ™
setResult(RESULT_OK, intent);

finish();

");

%Nef| ©

9

[ v ¢ " param), Toast.LENGTH_LONG).show();

/I Ewwfi ) 3E L A sdficveaKo AL ko™
" Activity # Nof v E k! %yl o»ve # N %Nef| ©
I viw»ve - td=L —a™ #NJ [ <eo= sl
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Activity

(Activity )

PublicUserActivity.java
package org.jssec.android.activity.publicuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class  PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

}

public void onUseActivityClick(View view) {

try {
/I EWaafi /| 4E $fio vo Ko 4 = | oo™
Intent intent = new Intent("org.jssec.android.activity.MY_ACTION");
intent.putExtra("PARAM", " ¥ fio va K# | o0 ™ ");
st artActivityForResult(intent, REQUEST_CODE);

} catch (ActivityNotFoundException e) {

}
}

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

/I EWwafi J 5E Lo+ 8 D o — L A
I afiki-=%  ° 3.2 ¢ o — L Ao o
if (resultCode !'= RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:

String result = data.getStringExtra("RESULT");

break;

Toast.makeText(this, " Activity % = % Jko ™9 " ToastLENGTH_LONG).show();

Toast.makeText(this, String.format(" s %s &L 1 [ V9 " result), Toast.LENGTH_LONG).show();
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41.1.3. Activity

Activity Activity

Activity Intent Activity
Intent

Activity

(Activity )
taskAffinity
launchMode

Intent Filter exported=" true"

Intent Intent

4132
5.2.1.3

AndroidManifest.xml

<?xml version="1.0" e ncoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.partneractivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
andoid:label="@string/app_name" >

<l-- RD>J 51D Activity - >
<l-- Ewmafi / 1E taskAffinity 4t o™ >
<l-- Ewwafi J 2E launchModel en ™ >
<l-- Ewwafi ; 3E IntentFilter 4 3 []8 exported="true" 4 - A >
<activity
android:name=".PartnerActivity"
android:exported="true" />

</application>
</manifest>

Partner Activity.java
package org.jssec.android.activity.partneractivity;
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import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PartnerActivity extends Activity {

Il Ewwafi 5 4E -k — %V owml | @)~  td=m <L A
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(C ontext context) {

boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

Il RDJ nd= Kk i org.jssec.android.activity.partneruser — teor 4L
sWhitelists.add("org.jssec.android.activity.par tneruser", isdebug ?
I/l debug.keystore — "androiddebugkey"— tpo”
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :
I/l keystore — "partner key" — tpo”

"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

" - —R2Jmosk' L

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhi telists(context);
return sWhitelists.test(context, pkgname);

}

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

Il EwWwfi 5 4E k- YV wml | @) - =1L A

if (IcheckPartner(this, getCallingActivity().getPackageName())) {
Toast.makeText(this, " k' | R2. A2k #]| 6 ™9 " Toast.LENGTH_LONG).show();
finish();
return;

}

I Ewmafi 5 5E RDJ 83 = k' Y%|F— Intent # Ngf = Ls Intent — L A

I afiki-=%  ° 3.2 ¢ o — L Ao o

Toast.makeText(this," R2>J 12 = k A

k= < ¥ ®Ngf ", Toast.LENGTH_LONG).show();
}

public void onReturnResultClick(View view) {

I EWeafi ; 6E RDJ 0D =K' r =™ - o o= ™
Intent intent = new Intent();

intent.putExtra('RESULT"," RDJ J A2 = k' ~ o= ™ oy,
setResult(RESULT_OK, intent);

finish();
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1

PkgCertWhitelists .java
package org.jssec.android.shared;

import java.util.HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {
priv ate Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pbkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

if (sha256.length() != 64) return false; // SHA -256| 32P wm)
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", ").length() != 0) return false; // 0 -9AF - Y N9-||

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
Il pkgname ~ A —teeo LAY
String correctHash = mWhitelists.get(pkgname);

/I pkgname — —t po” < —t po= A& A-||
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest ;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return co rrectHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm. getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);

56 Al 1 r i ght 3apan 8nsagphone Skcu@y Association. Activity




l|||| JS:!P:RNTPHON[ Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

if (pkginfo.signatures.length != 1) return null;  // Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException €) {
return null;

}

}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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Activity Activity
(Activity )
Activity

8. Activity Intent FLAG_ACTIVITY_NEW_TASK

putExtra()
10. Intent Activity
11. startActivityForResult() Activity
12. Intent

4.1.3.2

5.2.1.3

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.partneruser" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity
android:name=".PartnerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

Partner UserActivity .java
package org.jssec.android.activity.partneruser;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import a ndroid.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
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public class PartnerUserActivity extends Activity {

Il Ewwafi 5 TE RO 5> Activity = k' — %V owel @~ tdl=™i<d A
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

Il R>J nd Activity = k i org.jssec.android.activity.partneractivity — teor A4
sWhitelists.add("org.jssec.android.activity.partneractivity", isdebug ?
I/l debug.keystore — "android debugkey— tpo”
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255" :
Il keystore — "my company key*— tpo”
"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA");
" - —RD2J 2D Activity = k' 4L
}
private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);
}
private static final int REQUEST_CODE = 1,
1 —R2> a2 Activity ~ A
private static final String TARGET_PACKAGE = "org.jssec.android.activity.partneractivity";
private static final String TARGET_ACTIVITY = "org.jssec.android.activity.pa rtneractivity.PartnerActivity";
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
}
public void onUseActivityClick(View view) {
Il Ewwfi ) TE R>J a2 Activity = k' — %YV wml | @) - td=™isd A
if (IcheckPartner(this, TARGET_PACKAGE)) {
Toast.makeText(this, " Activity = k' | V: wal ' @) - t 4 = ™ ™9" Toast LENGTH_LONG)
show();
return;
}
try {
Intent intent = new Intent();
/I Ewasfi J 8E Activity r A Intent - | 8 h' = FLAG_ACTIVITY_NEW_#ASK ~q ™
Il Ewwfi J 9E R>J a2 k- o= |™ &L puttxtra() £ e -~ A == |
™
intent.putExtr a("PARAM","RD J 02 = k' ~ o= ™ ";
/I EWmafi J 10E Intent ~ F{ R2> 4 52 Activity & 1 A
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
/I Ewwafi J 11E startActivityForResult) ~ |4 R2J 52 Activity &L 1 A
startActivityForResult(intent, REQUEST_CODE);
}

catch (ActivityNotFoundException e) {
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Toast.makeText(this, " Activity % =¥ |0 ™° " Toast.LENGTH_LONG).show();
}
}
@Override
public void onActivityRe  sult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");
I Eweafi 1 12E RDJ 83 = k' %l— #NoJ = Ls Intent — L A
I afiki -=% ° 3.2 ¢ o — L A o
Toast.makeText(this,
String.format(" s %s &£ 1 [ Vo " result), Toast.LENGTH_LONG).show();
break;
}
}
}
PkgCertWhitelists .java
package org.jssec.android.shared;
import java.util.HashMap;
import java.util.Map;
import android.content.Context;
public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();
public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll(" ", "™);
if (sha256.length() != 64) return false; // SHA -256| 32P mm)
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 - 9A F]+", ™).length() != 0) return false; // O -9AF - % Ne||
mWhitelists.put(pkgname, sha256);
return true;
}
public boolean test(Context ctx, String pkgname) {
/I pkgname A —te-* & AY
String correctHash = mWhitelists.get(pkgname);
/l pkgname —  —t e < —teo & A
return PkgCert.test(ctx, pkgname, correctHash);
}
}
60 Al 1 r i ght 3apan 8nsagphone Skcu@y Association. Activity




l|||| JS:!P:RNTPHON[ Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (c orrectHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String by te2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.t oString();

Al | rights reserved © Japan Smartphone SecAotivityty Associ & i on.



m" Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf
4.1.1.4. Activity
Activity Activity
Activity Intent Activity
Intent
Activity
(Activity )
1. Signature Permission
2. taskAffinity
3. launchMode
4, Signature Permission
5. Intent Filter exported="true"
6. Signature Permission
7. Intent Intent
8.
9. APK

AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.inhouseactivity" >

<l-- Ewmafi | 1E Signature Permission 4t A >

<permission
android:name="org.jssec.android.activity.inhouseactivity. MY_PERMISSION"
android:protectionLevel="signature" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- Activity - >
<l-- Ewwafi /| 2E taskAffinity <4t e ™ >
<l-- Ewwmafi / 3E launchModel cn ™ >
<l-- Ewwafi J 4E Signature Permission 4t A ->
< Ewwmafi ; 5E IntentFilter 4 S M# exported="true" 4 - A >
<activity
android:name=".InhouseActivity"
android:exported="true"
android:permission="org.jssec.android.activity.inhouseactivity.MY_PERMISSION" >
</activity>
</application>

J
J
J
J
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</manifest>

Inhouse Activity .java
package org.jssec.android.activity.inhouseactivity;

import org.jssec.androi  d.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class  InhouseActivity extends Activity {

i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

I - —tpo”
private static String sMyCertHash = null;
private st atic String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

// debug.keystore — "androiddebugkey"— tee”
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 BEAE BODB34BC 1E29DD26 F77C8255";
}else {
Il keystore — "my company key*— tepo”
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA"
}
}
return sMy CertHash;
}
@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

/I EWwafi | 6E Signature Permission % = k' ~ |t td=™rsd A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |4 t 4 = ™o ™9 " Toast.LENGT
H_LONG).show();
finish();
return;
}
Il Ewefi | TE » k' %[|-— Intent # Nof = Ls Intent — LAy
Il afiki =% 9 3.2 D o — L A&

String param = getintent().getStringExtra("PARAM");
Toast.makeText(this, String.format(" R! ©d g %s &L 1 [ V9" param), Toast.LENGTH_LONG).show();
}

public void on ReturnResultClick(View view) {

/Il Ewwsfi ) 8E “ k' sk #Nef valke vfic vo Ko AL o=
Intent intent = new Intent();
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intent.putExtra("RESULT"," & fi o v o Ko ")
setResult(RESULT_OK, intent);
finish();

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundExcepbn;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ",
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/l sigpermNamed  ~v k' —Re*d> o 4L A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

I Signature Permission — | ™
if (pi.protectionLevel I= Permissioninfo.PROTECTION_SIGNATURE) return null;

Il sigPermNamedL Ve ki — —tpo= A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.Message Digest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.  pm.Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;

correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packageinfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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9 APK Export APK
i A
® Generate Signed APK ﬁ
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

o —
Key alias: < my company key D |\|

KE"!,I" paBEﬂDrd : [ ....... ]

[ ] Remember passwords

Previous | Cancel | | Help |

41-2
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Activity Activity
(Activity )
10. Signature Permission
11. Signature Permission
12.
13. putExtra()
14, Intent Activity
15. Intent
16. APK
AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="orgjssec.android.activity.inhouseuser" >
<l-- Ewaafi / 10E Signature Permission 4t A >

<uses permission
android:name="org.jssec.android.activity.inhouseactivity. MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity
android:name="org.jssec.android.activity.inhouseuser.InhouseUserActivity
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>

Inhouse UserActivity .java
package org.jssec.android.activity.inhouseuser;

import org.jssec.android.sh  ared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.B undle;

import android.view.View;

import android.widget.Toast;

Al
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public class InhouseUserActivity extends Activity {

1 — Activity
private static final String TARGET_PACKAGE = "org.jssec.android.activity.inhouseactivity";
private static fin al String TARGET_ACTIVITY = "org.jssec.android.activity.inhouseactivity.InhouseActivity";

1 — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

I - —tpo”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tpo”

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {

Il keystore — "my company key*— tepo”

sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 561 B4ES8B D7B3A7C2 42E142CA",

}

}
return sMyCertHash;

}

private static final int REQUEST_CODE = 1,

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

}

public void onUseActivityClick(View view) {

Il Ewesfi / 11E Signature Permission % = k' ~ |4 =L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) { )
Toast.makeText(this, " Signature Permission % = k' ~ |t t 4 = ™o ™9 " Toast.LENGT
H_LONG).show();
return;
}
I Ewwfi 5 12E - k- % - #Nef 1 <& A
if (IPkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText(this, " = k! | = k' oz | o ™o " Toast.LENGTH_LONG).show();
return;
}
try {
Intent intent = new Intent();
Il Ewwfi ) 13E k] s k' £Nef Ylfe ¥fic wa Ko & putExtra() £ e - 4
o= L ”, ™
intent.putExtra("PARAM", " ¢ fio weo Ko ");
/I EWwfi J 14E Intent ~ |F4 Activity & 1 A

intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
startActivityForResult(intent, REQUEST_CODE);

}
catch (ActivityNotF  oundException e) {
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Toast.makeText(this, " Activity % =¥ |0 ™° " Toast.LENGTH_LONG).show();

}

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

/' 'Ewmfi I 15E sk %— £Ng = Le Intent — L A
/I afiki —=9% 9¢ 3.2 D o — AL A."gL 9

Toast.makeText(this, String.format(" s %s &L 1 [ V9 " result), Toast.LENGTH_LONG).show();
break;

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundExcepbn;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermNamed Vek! —Re*20 4L A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

I Signature Permission — | ™
if (pi.protectionLevel I= Permissioninfo.PROTECTION_SIGNATURE) return null;

Il sigPermNamedt v k= —tpo= A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}
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PkgCert .java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
retu rn correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null; // | o™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
ret urn MessageDigest.getinstance("SHA - 256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBui  Ider hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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16 APK Export APK
i A
® Generate Signed APK ﬁ
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

o —
Key alias: < my company key D |\|

Key pamﬂgrd : [ ....... ]

[ ] Remember passwords

Previous | Cancel | | Help |

41-3
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4.1.2.
Activity Activity Intent
1. Activity
2. taskAffinity
3. launchMode
4. Activity Intent FLAG_ACTIVITY_NEW_TASK
5. Intent
6. Signature Permission
7.
8. Activity Intent  Activity
9. Activity Intent
10. Activity
11.
12.
41.2.1. Activity
Activity Intent Activity
Activity Intent Activity
Activity
AndroidManifest.xml
< -- Activity  -- >
<l-- Ewwmafi J 3E exported="false" ~ |F{ @ - A >
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />
Activity Inten t Filter Intent Filter
Activity Intent Filter
Activity 4.1.3.1 exported intent - filter
(Activity )
AndroidManifest.xml( )
<!-- Activity - >
<l- Ewwmsfi | 3E exported="false" ~ |Fq ® - A >
<activity

android:name=".PictureActivity"
android:label="@string/picture_name"
android:exported="false" >

<intent -filter>
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<action android:name= ¢org.jssec.android.activity. OPEN />
</intent -filter>
</activity>
4.1.2.2. taskAffinity
Android Activity Activity
Activity Activity
4134 Activity
Activity
Activity
AndroidManifest.xml Activity Intent
Activity Intent
Intent Intent
AndroidManifest.xml applicatio n activity android:taskAffinity
( )
Activity AndroidManifest.xml

AndroidManifest.xml
<l-- Ewmafi / 1E taskAffinity 4t e ™ >
<application
android:icon="@drawable/ic_launcher"
andoid:label="@string/app_name" >

<l-- Ewmafi / 1E taskAffinity 4t e ™ >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>

<!-- Activity - >

<l-- Ewmafi / 1E taskAffinity 4t o™ >
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />
</application>
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Google Android 2 Google Developers API
Guide oOTasks an d Back Stack & 4.1.3.3 Activity Intent 4.1.3.4
Activity
4.1.2.3. launchMode
Activity Activity Activity
Gstandard 6 Gstandard 6 Intent Activity
Activity
Intent
Intent Activity ‘Standard ”
Activity AndroidManifest.xml android:launchMode
Activity android:launchMode "standard ”

AndroidManifest.xml
<l-- Ewwmsfi J 2E Activity ~ | launchMode Y e e hoi s —33 AstandardA<A| -->
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>

<I-- Activity - >

<l-- Ewwsfi J 2E Activity ~ | launchMode s e e hoi s —33 AstandardA<A -->
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />
</application>

4.1.3.3 Activity Intent 4134 Activity
4.1.2.4. Activity Intent FLAG_ACTIVITY_NEW_TASK
Activity startActivity() startActivityForResult()
2 Google Android 2(
2009 7 )
3 http://developer.android.com/guide/components/tasks - and - back - stack.html
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Activity
Activity setFlags() addFlags() Intent Intent
startActivity() startActivityForResult()
FLAG_ACTIVITY_NEW_TASK FLAG_ACTIVITY_NEW_TASK Activity

FLAG_ACTIVITY_MULTIPLE_TASK FLAG_ACTIVITY_NEW_TASK

Intent
Intent”
Intent intent = new Intent();
/I Ewaafi J 6E Activity r A{ Intent - | 8 h' = FLAG_ACTIVITY_NEW_#ASK = ™
intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", " & fi o o Ko ");
startActivityForResult(intent, REQUEST_CODE);
Activity Intent FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS
Intent FLAG_ACTIVITY_NEW_TASK
4.1.3.1 exported intent - filter (Activity ) 4.1.3.3 Activity
Intent 41.3.4 Activity
4.1.2.5. Intent
Activity Intent Intent
Activity Intent Intent
Activity Intent Activity
Intent Activity Intent
Activity Activity
Intent
3.2
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4.1.2.6. Signature Permission
Activity Signature Permission
AndroidManifest.xml Permission Permission
5.2 Permission  Protection Level 5.2.1.2 Signature Permission
4.1.2.7.
Activity setResult()
Activity
Activity Activity
Activity
Activity
- T4 Ad

public void onReturnResultClick(View view) {

I EwWeafi 5 6E RDJ 0D =K' r =™ - A o= ™
Intent intent = new In  tent();

intent.putExtra('RESULT"," RDJ J 82 = k' ~ o= ™
setResult(RESULT_OK, intent);

finish();

}
4.1.2.8. Activity Intent  Activity

Intent Activity Activity  Intent Android OS

Intent Intent
Activity Activity Intent
Activity Activity
Activity Activity Intent

N47 NAA Activty = 0 A lntent > 1~

Intent intent = new Intent(this, PictureActivity .class);
intent.putExtra("BARCODE", barcode);
startActivity(intent);

Jy AT 07 Actvity ~ 4 A Intent T
Intent intent = new Intent();
intent.setClassName(
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"org.jssec.android.  activity.publicactivity
"org.jssec.android.  activity.publicactivity.PublicActivity ")
startActivity(intent);
Activity Intent Activity
Activity
Activity
4.1.3. 1 exported intent - filter (Activity )
4.1.2.9. Activity Intent
Activity Intent
Intent
Activity Activity Intent Intent
Activity Activity Intent
Intent
Intent Activity Activity
Activity Intent
3.2
4.1.2.10. Activity
Intent
4.1.1.3 Activity 4,1.3.2
4.1.2.11.
Permission
Permission Android
Permission
Permission
Permission (Redelegation)
Permission 5.2.3.4 Permission
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4.1.2.12.
Intent Intent
4.1.3.5 Activity
Activity Activity
Activity Activity
Activity Activity
Intent  data LogCat Intent extras LogCat
extras
Activity
Activity Inten t LogCat
Activity Activity
Activity Activity Activity
Activity 4.1.3.3 Activity Intent 4134 Activity
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4.1.3.
4.1.3.1. exported intent - filter (Activity )
Activity Activity Activity Activity
Activity 4 Activity AndroidManifest.xml
exported intent - filter Activity
exported intent - filter
41-1
exported
true false
intent - filter
intent - filter
exported intent - filter & exported= dfalse 6 Android
Intent Filter Activity
2 41-4
Activity( A Intent Intent - filter( action="X")
A
e ™
A
Intent
Activity
)
c
Activity A-1 . Intent
exported Pal se” Activity
netion-
Activity A- 1 Activity
A
Android
\ J
41-4
41-5 A B intent - filter( action="X")
41-5 A Intent Activity

Activity(B - 1)
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4 )
A 4 \
Intent
Activity
llnten=\“"(“) = A1
o B-1
Activity A-1

exporteddfalse” ————/
action-= "

Activity B-1

. action Activity B-1
t
expor e rue oS
Activity
B-1
\Android )
41-5
Intent Filter Activity Intent
A B
4.1.3.2.
Activity Activity

Activity

Signature Permission

Activity
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2

SHA- 256

startActivity() startActivityForResult()
Activity

Activity.getCallingPackage()
Activity.getCallingPackage() startActivityForResult()
startActivity() null
startActivityForResult()
startActivityForResult() Activity
Activity

Partner Activity .java
package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PartnerActivity extends Activity {

Il EwWwfi 5 4E k- YV wml | @) - =1L A
private static PkgCertWhitelists sWhitelists = null;
private sta tic void buildWhitelists(Context context) {

boolean isdebug = Utils.isDebuggable(context);

sWhitelists = new PkgCertWhitelists();

Il RDJ nd= Kk i org.jssec.android.activity.partneruser - L po” =
sWhitelists.add("org.  jssec.android.activity.partneruser", isdebug ?
// debug.keystore — "androiddebugkey"— tpo”

I/l keystore — "partner key" — tpo”

" - —ROJno=kT 4L

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelis ts(context);
return sWhitelists.test(context, pkgname);

}

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255" :

"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");
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2016 2

1

setContentView(R.layout.main);

Il Ewwafi 5 4E -k — Y%V owml | @)~ pd= <L
if (IcheckPartner(this, getCallingActivity().getPackageName())) {

finish();
return;

}

I Eweafi 1 5E R2J 22 = k' Y%|E— Intent # Ngf = Ls Intent —
I afiki -=% ° 3.2 ¢0a— L A o
Toast.makeText(this,” RJ2J 123 = k' %

}

public void onReturnResultClick(View view) {

I EwWeafi 5 6E RDJ 0D K' r =™ - A o= ™
Intent intent = new Intent();

intent.putExtra('RESULT"," RDJ J 82 = k' ~ o= ™
setResult(RESULT_OK, intent);

finish();

A

Toast.makeText(this, " k' | R2J md= k' #]| o™ " ToastLENGTH_LONG).show();

A

'f- - ¥ 0N9={ ", Toast.LENGTH_LONG).show();

PkgCertWhitelists .java
package org.jssec.android.shared;

import java.util. HashMap;
import java.util.Map;

import android.content.Context;

public class Pk gCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pbkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "™);

if (sha256.length() != 64) return false; // SHA -256| 32P mm)

sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0 -9A F]+", ").length() != 0) return false; // 0 -9AF

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
/I pkgname A —te-* & AY
String correctHash = mWhitelists.get(pkgname);

I/l pkgname — —t Po* < —p po= A A
return PkgCert.test(ctx, pkgname, correctHash);

% Nef|
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PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
retu rn correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByt eArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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4.1.3.3. Activity Intent (Android 5.0 )
Android 5.0(API Level 21) getRecentTasks()
Android 5.0
Android 5.0
Activity Intent Activ ity
Activity Intent ActivityManager
AndroidManifest.xml GET_TASKS Permission
AndroidManifest.xml
<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.intent.maliciousactivity" >
<l-- GET_TASKS Permissigh A4 -->
<uses- permission android:name="android.permission.GET_TASKS" />
<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
<activity
android:name=".MaliciousActivity"
android:label="@string/title_activity_main"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
<f/intent -filter>
</activity>
</application>
</manifest>
MaliciousActivity.java
package org.jssec.android.intent.maliciousactivity;
import java.util.List;
import java.util.Set;
import android.app.Activity;
import android.app.ActivityManager;
import android.content.Intent;
import android.os.Bundle;
import android.util.Log;
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public class MaliciousActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.malicious_activi  ty);

Il ActivityManager 4 A
ActivityManager activityManager = (ActivityManager) getSystemService(ACTIVITY_SERVICE);
n -+ e«— & 100 A
List<ActivityManager.RecentTaskInfo> list = activityManager
.getRecentTasks(100, ActivityManager.RECENT_WITH_EXCLUDED);
for (ActivityManager.RecentTasklInfo r : list) {
/I T 24 Activity ~ t 4 v Intent & =% Logr A
Intent intent = r.baselntent;
Log.v("baselntent", intent.toString());
Log.v(" action:", intent.getAction());
Log.v(" data:", intent.getDataString());
if (r.origActivity != null) {
Log.v(" pkg:", r.origActivity.getPackageName() + r.origActivity.getClassName());
}
Bundle extras = intent.getExtras();
if (extras != null) {
Set<String> keys = extras.keySet();
for(String key : keys) {
Log.v(" extras:", key + "=" + extras.get(key).toString());

}
}
}
}
}
ActivityManager getRecentTasks()
ActivityManager.RecentTaskInfo baselntent
Activity Intent Activity
Activity Activity
Activity
s Activity Activity
4.1.3.4. Activity
Activity Activity Activity
Activity Activity
Activity Android Activity Intent
Activity
Activity 3
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taskAffinity
launchMode

Activity Intent FLAG_ACTIVITY_NEW_TASK

Activity
Activity

Activity
Activity

Activity
android:launchMode
Intent

GingleTask 6

standard
Activity
Activity
singleTop
Gstandard 6

singleTask
Activity

singlelnstance
GsingleTask 6

Activity

Activity Activity

GingleTask 6 Ginglelnstance 6

Activity
Activity

Activity

Activity AndroidManifest.xml
Gstandard 6
FLAG_ACTIVITY_NEW_TASK Activity

Activity

Activity

Activity
Activity
Activity

Activity

Activity

Activity

Activity  Gstandard 6

Activity
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Activity
Activity Ginglelnstance 6 Gstandard 6
Activity Gsinglelnstance 6 Activity
Activity
Activity Activity
Activity
Gstandard 6 Activity
Activity Intent Activity Activity
Ginglelnstance 6
Activity  Gstandard 6 Activity  dsinglelnstance 6
Activity Activity Activity
Activity Activity

AndroidManifest.xml ( )

<?xml version="1.0" encoding="utf  -8"?>
<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.singleinstanceactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/a pp_name" >

<l— i 3 Activity — » 3 » 4 Asinglelnstance A< A -->
< s he gwe | SMNe=k' —Re*20 <A -—->
<activity

android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:launchM ode="singlelnstance"
android:exported="true" >
<intent -filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent -fi Iter>

</activity>

<!-- Activity - >

<l-- 2 LAstandardA< A >

< s he gwe | sMNe=k' —Re*20 <A ->
<activity

android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />
</application>
</manifest>
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Activity Intent

PrivateActivity.java
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PrivateActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.private_activity);

" Intent — LA

I afiki -=%  ° 3.2 ¢ o — L A o

String par am = getintent().getStringExtra("PARAM");

Toast.makeText(this, String.format(" R'0das %s L 1+ [ Ve " param), Toast.LENGTH_LONG).show();

}

public void onReturnResultClick(View view) {
Intent intent = new Intent();

intent.putExtra("RESULT"," % fio v Ko ");
setResult(RESULT_OK, intent);
finish();
}
}
Activity Intent Gstandard 6 Activity

PrivateUser Activity .java
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.user_activity);

}

public void onUseActivityClick(View view) {
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" Activity 4 "standard" = 2 ) # A

Intent intent = new Intent();

intent.setClass(this, PrivateActivity.class);

intent.putExtra("PARAM", " & fi o o Ko ");

startActivityForResult(intent, REQUEST_CODE);
}

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

1 ¢ a— LAy
I afiki -=% ° 3.2 ¢ o — L A o
Toast.makeText(this, String.format(" s %s &L 1 [ V9 " result), Toast.LENGTH_LONG).show();
break;
}
}
}
4.1.3.5. Activity
Activity ActivityManager Intent LogCat LogCat
Intent#setData() URI
URI Intent LogCat
Intent#putExtra() LogCat Extras
LogCat

MainActivity.java
/IURI | LogCatr- t 4
Uri uri = Uri.parse("mailto:test@gmail.com");
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);

startActivity(intent);
Extras LogCat
MainActivity.java
Il Extra r — | LogCat- td o™
Uri uri = Uri.parse("mailto:");
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Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
intent.putExtra(Intent. EXTRA_EMAIL, new String[] {"test@gmail.com"});

startActivity(intent);
ActivityManager #getRecentTasks () Intent  Extras
4.1.2.2 taskAffinity 4.1.2.3 launchMode
4.1.2.4 Activity Intent FLAG_ACTIVITY_NEW_TASK

4.1.3.6. Preference Activity Fragment Injection
PreferenceActivity Activity Fragment Injection 4
PreferenceActivity .IsValidFragment() override
Activity Fragment (
3.2 )

IsValidFragment()  override

override ~ ~ isValidFragment) A\ \ 1’
protected boolean isValidFragment(String fragmentName) {

/1 - | el <

return PreferenceFragment Aclass.getName().equals(fragmentName)
|| PreferenceFragment B.class.getName().equals(fragmentName)
|| PreferenceFragment Cclass.getName().equals(fragmentName)
|| PreferenceFragment Dcl ass.getName().equals(fragmentName);

}
targetSdkVersion 19 PreferenceActivity. isValidFragment()  override
Fragment isValidFragment ()
PreferenceActivity. isValidFragment()  override
4 Fragment Injection URL
https://securityintelligence.com/new - vulnerability - android - framework - fragment - injection/

90
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I 4.2. Broadcast

42.1.
Broadcast Broadcast Receiver Broadcast
Broadcast Receiver Broadcast
Receiver Broadcast

Broadcast Receiver

Yes No
Broadcast
Broadcast
\ 4 \ 4 \ 4
Private Public Proprietary
Broadcast Receiver Broadcast Receiver Broadcast Receiver
42-1
Broadcast Receiver Broadcast Receiver Broadcast Receiver 2
Broadcast
42-1
Broadcast Receiver | AndroidManifest.xml s Broadcast
<receiver> ACTION_BATTERY_CHANGED
Broadcast
Broadcast Receiver s Broadcast Receiver
registerReceiver() Broadcast
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unregisterReceiver()

Broadcast Receiver

5

Activity

Broadcast

Broadcast Receiver

Broadcast
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42.1.1. Broadcast Receiver - Broadcast
Broadcast Receiver Broadcast
Broadcast Receiver Broadcast Receiver
Broadcast Receiver Broadcast Receiver
(Broadcast )

1. exported="false"

Broadcast Intent

Broadcast Receiver

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.private  receiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >

<l-- Broadcast Receiver & A4 -->
<l-- Ewwmsfi | 1E exported="false" ~ |Fq ® - A >
<receiver

android:name=".PrivateReceiver"
android:exported="false" />

<activity
android:name=".PrivateSenderActivity
android:label="@string/app_name"
android:exported="true">
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activi ty>
</application>
</manifest>

PrivateReceiver.java
package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class PrivateReceiver extends BroadcastReceiver {

@Override
public void onReceive(Context context, Intent intent) {
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I EWwafi I 2E k' %[ 14V Broadcast# No = Ls Intent — L A
I afiki -=%  ° 3.2 ¢ o — L A o
String param = intent.getStringExtra("PARAM");
Toast.makeTex(context,
String.format(" s %s 4 =y 9 " param),
Toast.LENGTH_SHORT).show();
Il Ewwafi 5 3E | k' #£Nof velks vfic wo Ko AL L=
setResultCode(Activity. RESULT_OK);
setResultData(" ¢ fi o v Ko from Receiver");
abortBroadcast();
}
}
94 Al | r i g ht 3apan 8nsagphone Skcur@y Association. Broadcast




m" Android 206 2 1
resoemnon http://www jssec.org/dl/android_securecoding.pdf
Broadcast Receiver Broadcast Broadcast
Receiver Broadcast Sticky
(Broadcast )
Receiver Intent  Broadcast
Receiver
Receiver
PrivateSenderActivity.java
package org.jssec.android.broadcast.privatereceiver;
import android.app.Activity;
import android.content.BroadcastReceiver;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;
public class PrivateSenderActivity extends Activity {
public void onSendNormalClick(View view) {
Il "E Wi | 4E k' Receiver| -' ® — Intent # Broadcast A |
Intent intent = new Intent(this, PrivateReceiver.class);
I Ewwafi 5 5E | « k' Receiverz Nef v ks ¥fic o Ko & o=
intent.putExtra("PARAM"," ¥ fi o o Kn from Sender");
sendBroadcast(intent);
}
public void onSendOrderedClick(View view) {
Il "E Wi | 4E k' Receiver| -' ® — Intent # Broadcast A |
Intent intent = new Intent(this, PrivateReceiver.class);
I Ewwafi 5 5E | » k' Receiverz Nef v s ¥fic vo Ko & o= |
intent.putExtra("PARAM"," ¥ fioc o Kn from Sender");
sendOrderedBroadcast(intent, null, mResultReceiver, null, 0, null, null);
}
private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
/I Ewwfi 5 6E » k' Receiver ¥% | — #Ng = Ls ¢ LA
I afiki -=%  ° 3.2 ¢ o — L Ao o
String data = getResultData();
PrivateSenderActivity.this.logLine(
String.format(" s %s & =V o " data));
}
h
private TextView mLogView;
@Override
public void onCreate(Bundle savedinstanceState) {
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super.onCreate(savedInstanceState);

setContentView(R.layout.main);

mLogView = (TextView)find ViewByld(R.id.logview);
}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
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4.2.1.2. Broadcast Receiver - Broadcast
Broadcast Receiver Broadcast
Broadcast
(Broadcast )

1. exported=" true"

2. Intent

Broadcast Receiver Public Receiver

Broadcast Receiver

Broadcast Receiver

Broadcast Receiver

Publi cReceiver.java
package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import and roid.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast. MY_BROADCAST_PUBLIC";

public boolean isDynamic = false;
private String getName() {

return isDynamic ? " Broadcast Receiver" : "

setResultCode(Activity. RESULT_OK);
setResultData(String.format(" % fi o v o K # | a™
abortBroadcast();

Broadcast Receiver";

}
@Override
public void onReceive(Context context, Intent intent) {
I EWwafi J 2E Intent — L A
" Broadcast Receiver # Ne| v E sk Y%y e ve £ N % Nef| ©
I afiki-=%  ° 3.2 ¢ o — L Ao o
if (MY_BROADCAST_PUBLIC.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText(context,
String.format("%s: \ns %s 4 =V ¢ " getName(), param),
Toast.LENGTH_SHORT).show();
}
/I Eweafi / 3E 4L A 8 ¥fio wo Ko N
" Broadcast Receiver # Ne| v k®
/l Broadcast — sk Y%y e ve £ Nef % Ne]| ©
I vi »ve - td=L —a™ #NJ [ o= ozl

from %s", getName()));
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Broadcast Receiver AndroidManifest.xml

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmins:android="http:/  /schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.publicreceiver" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >

<l-- Broadcast Receiver &£ A4 -->
<l-- Ewwmafi J 1E exported="true" ~ |f{ ® - A >
<receiver android:name=".PublicReceiver"
android:exported="true" >
<intent -filter>
<action android:name="org. jssec.android.broadcast.MY_BROADCAST_PUBLIC" />

<lintent -filter>

<[receiver>

<service
android:name=".DynamicReceiverService"
android:exported="false" />

<activity
android:name=".PublicReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

Broadcast Receiver registerReceiver() unregisterReceiver()
PublicReceiverActivity

Broadcast Receiver PublicReceiverActivity
PublicReceiverActivity DynamicReceiverService
Broadcast Receiver DynamicReceiverService
PublicReceiverActivity Broadcast Receiver

DynamicReceiverService.java
package org.jssec.android.broadcast.publicreceiver;

import andr oid.app.Service;
import android.content.Intent;
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registerReceiver(mReceiver, filter);
Toast.makeText(this,
" Broadcast Receiver 4 IS
Toast.LENGTH_SHORT).show();

}

@Override
public void onDestroy() {
super.onDestroy();

" Broadcast Receiver 4 A
unregisterReceiver(mReceiver);
mReceiver = null;
Toast.makeText(this,
" Broadcast Receiver 4t eV e
Toast.LENGTH_SHORT).show();

m" suanrenone  Android 206 2 1
resoemnon http://www jssec.org/dl/android_securecoding.pdf
import android.content.IntentFilter;
import android.os.IBinder;
import android.widget.Toast;
public class DynamicReceiverService extends Service {
private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast. MY_BROADCAST_PUBLIC";
private PublicReceiver mReceiver;
@Override
public IBinder onBind(Intent intent) {
return null;
}
@Override
public void onCreate() {
super.onCreate();
" Broadcast Receiver & A |
mReceiver = new PublicReceiver();
mReceiver.isDynamic = true;
IntentFilter filter = new IntentFilter();
filter.addAction(MY_BROADCAST_PUBLIC);
filter.setPriority(1 ), I Broadcast Receiver |} 4 Broadcast Receiver &£ 1 ¥

PublicReceiverActivity.java
package org.jssec.android.broadcast.publicreceiver;

import a ndroid.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class PublicReceiverActivity extends Activity {
@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
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setContentView(R.layout.main);

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService(intent);

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService(intent);
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Broadcast Receiver Broadcast

Broadcast Broadcast

(Broadcast )

Broadcast Receiver

PublicSenderActivity.java
package org.jssec.android.broadcast.publicsender;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widg et.TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast. MY_BROADCAST_PUBLIC";

public void onSendNormalClick(View view) {
I Eweafi J 4E %fic w2 Ko & =] afko™
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM"," ¥ fi o wo K # | o™ from Sender");
sendBroadcast(intent);

}

public void onSendOrderedClick(View view) {
I EwWmafi § 4E ¥fic w0 Ko & w=] oo™
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM"," ¥ fi o wo K # | o™ from Sender");
sendOrderedBroadcast(intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick(View view) {
I Ewemafi J 4E %fic o Ko & =] afko™
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM"," ¥ fi o wo K # | o™ from Sender");
/IsendStickyBroadcast © s p » | APl Level 21 # deprecated< o [ V
sendStickyBroadcast(intent);

}

public void onSendStickyOrderedClick(View view) {
I/ EWeafi J 4E $fio vo Ko 4 =] oo™
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM"," ¥ fi o wo K # | o™ from Sender");
/IsendStickyBroadcast © s p » | APl Level 21 # deprecated< o [ V
sendStickyOrderedBroadcast(intent, mResultReceiver, null, 0, null, null);

}

public void onRemovesStickyClick(Vie w view) {
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
/lremoveStickyBroadcast © s e » | deprecated< o [ = ™|
removeStickyBroadcast(intent);
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}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@Overrice
public void onReceive(Context context, Intent intent) {

/I Ewwafi I 5E Lo 8 D a— L A
I afiki -=%  ° 3.2 ¢ o — L A o
String data = getResultData();
PublicSenderActivity.this.logLine(

String.format(" s %s &L =V o " data));

2
private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(saved!| nstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
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4.2.1.3. Broadcast Recei ver - Broadcast

Broadcast Receiver Broadcast Broadcast

Receiver

(Broadcast )
Broadcast Signature Permission
Signature Permission

exported=" true"
Broadcast Receiver Signature Permission
Broadcast Receiver Signature Permission
Signature Permission
Broadcast Intent
Broadcast

Broadcast APK

© o N ook~ wDbhE

Broadcast Receiver ProprietaryReciver Broadcast Receiver

Broadcast Receiver

Inhouse Receiver.java
package org.jssec.android.broadcast.inhousereceiver;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android. content.Context;

import android.content.Intent;

import android.widget.Toast;

public class InhouseReceiver extends BroadcastReceiver {

i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.broadcast.inhousereceiver. MY_PERMISSION";

1 — —t po”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tepo”

sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {

I/l keystore — "my company key*— tpo”

sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA"

}

}
return sMyCertHash;
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private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast. MY_BROADCAST_INHOUSE";

public boolean isDynamic = false;
private String getName() {
return isDynamic ? " Broadcast Receiver" : " Broadcast Receiver";

}

@Override
public void onReceive(Context context, Intent intent) {

I EWwafi | 6E Signature Permission % = k' ~ |4 =™ <L A
if (ISigPerm.test(context, MY_PERMISSION, myCertHash(context))) {
Toast.makeText(context, " Signature Permission % = k' ~ |t t 4 = ™o ™9 " Toast.LE
NGTH_LONG).show();
return;
}
Il EWwafi 5 TE » k' % |-— Broadcast# Nof = Ls Intent — LA
I afiki -=%  ° 3.2 ¢ o — L A o

if (MY_BROADCAST_INHOUSE.equals(intent.ggttion())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText(context,
String.format("%s: \ns %s 4 vV ¢ " getName(), param),
Toast.LENGTH_SHORT).show();

}

Il Ewwafi 5 8E | k' £Nef Yelfe ¥fic wa Ko AL o= ™
setResultCode(Activity. RESULT_OK);

setResultData(String.format(" % fi o v« Ko from %s", getName()));
abortBroadcast();

Broadcast Receiver AndroidManifest.xml

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.inhousereceiver" >

<l-- Ewwafi J 1E Broadcast - Signature Permission & A4 -->

<permission
android:name="org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION"
android:protectionLevel="signatu  re" />

<l Ewesfi J 2E - Signature Permission - A >
<uses permission
android:name="org.jssec.android.broadcast.inhousesender.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">

<l-- Ewwmsfi J 3E exported="true" ~ |fq &
<l-- Ewmafi ;| 4E Broadcast Receiver -

A >
8 Signature Permission 4L A -|| -—->

m 1
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<receiver
android:name="org.jssec.android.b roadcast.inhousereceiver.InhouseReceiver"
android:exported="true"
android:permission="org.jssec.android.broadcast.inhousereceiver. MY_PERMISSION">
<intent -filter>
<action android:name="org.jssec.android.broadcast. MY_BROADCAST_INHOUSE" />
</intent -filter>
</receiver>
<service
android:name="org.jssec.android.broadcast.inhousereceiver.DynamicReceiverService"
android:e xported="false" />
<activity
android:name="org.jssec.android.broadcast.inhousereceiver.InhouseReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>
Broadcast Receiver register Receiver() unregisterReceiver()
ProprietaryReceiverActivity
Broadcast Receiver ProprietaryReceiverActivity
ProprietaryReceiverActivity DynamicReceiverService
Broadcast Receiver DynamicReceiverService
ProprietaryReceiverActivity Broadcast Receiver

Inhouse ReceiverActivity .java
package org.jssec.android.broadcast.inhousereceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class InhouseReceiverActivity extends Activity {
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
startService(intent);
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public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, Dyna micReceiverService.class);
stopService(intent);

B

DynamicReceiverService.java
package org.jssec.android.broadcast.inhouser  eceiver;

import android.app.Service;
import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;

import android.widget.Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast. MY_BROADCAST_INHOUSE";

private InhouseReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {
return null;

}

@Override
public void onCreate() {
super.onCreate();

mReceiver = new InhouseReceiver();

mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();

filter.addAction(MY_BROADCAST_INHOUSE);

filter.setPrior  ity(1); // Broadcast Receiver |} Broadcast Receiver &£ 1 ¥

/I Ewwfi | 5E Broadcast Receiver & A < %¢ Signature Permission 4 A
registerReceiver(mReceiver, filter, "org.jssec.android.broadcast.inhousereceiver. MY_PERMISSION", null);

Toast.makeText(this,
" Broadcast Receiver 4t VR
Toast.LENGTH_SHORT).show();

}

@Override
public void onDestroy() {
super.onDestroy();
unregisterReceiver(mReceiver);
mReceiver = null;
Toast.makeText(this,
" Broadcast Receiver & VA
Toast.LENGTH_SHORT).show();

SigPerm.java
package org.jssec.android.shared;
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import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermNamed “Vvek! —Re*d20e & A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

/I Signature Permission — | ™
if (pi.protectionLevel != Permissioninfo.PROTECTION_SIG  NATURE) return null;

Il sigPermNamedL eV kT — —4 po+ A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);

return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (obkg name == null) return null;

try {
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PackageManager pm = ctx.getPackageManager();

Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256 );

} catch (NameNotFoundException €) {
return null;

}

}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgor ithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

| o™
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9 APK Export Broadcast APK
[ # Generate Signad APK ﬁw
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

o —
Key alias: < my company key D |\|

KE"&I" paBEﬂDrd : [ ....... ]

[ ] Remember passwords

Previous | Cancel | | Help |

42-2
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10.
11.
12.
13.
14.

Broadcast Receiver Broadcast

15.

16.

Broadcast Broadcast Receiver Signature Permission
Sticky
(Broadcast )
Signature Perm ission
Broadcast Signature Permission
Signature Permission
Receiver
Receiver Signature Permission
Receiver APK

Broadcast Receiver

AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmIns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.inhousesender" >
<uses permission android:name="android.permission.BROADCAST_STICKY"/>

<l-- Ewaafi J 10E - Signature Permission & A4 -->

<permission
android:name="org.jssec.android.broadcast.inhousesender.MY_PERMISSION"
android:protectionLevel="signature" />

<!-- Ewmafi J 11E Broadcast - Signature Permission 4 A >
<uses permission
android:name="org.jssec.android.broadcast.inhousereceiver. MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org.jssec.android.broadcast.inhousesender.InhouseSenderActivity"
android:label="@string/app_name"
android:exp orted="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>

Inhouse SenderActivity.java
package org.jssec.android.broadcast.inhousesender;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
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import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView ;

import android.widget.Toast;

public class InhouseSenderActivity extends Activity {

1 — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.broadcast.inhousesender.MY_PERMISSION";

1 — —tpo”
privat e static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tpo”

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {

Il keystore — "my company key*— tepo”

sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA"

}

}
return sMyCertHash;

}

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast. = MY_BROADCAST_INHOUSE";

public void onSendNormalClick(View view) {

Il Ewesfi / 12E Signature Permission % = k' ~ |4 =L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |4 t 4 = ™o ™9 " Toast.LENGT
H_LONG).show();
return;
}
/I 'Ewwsfi J 13E Receiver | .k 2Nof % lke ¥fic we Ko 4L o= Ljpm
Intent intent = new Intent(MY_BROADCAST_INHOUSE);
intent.putExtra("PARAM"," ¥ fioc o Kn from Sender");
/I 'Ewaafi /| 14E Receiver - Signature Permission 4t A

sendBroadcast(intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION");

}

public void onSendOrderedClick(View view) {

Il Ewwfi ) 12E Signature Permission % = k' ~ |t rdl=m sk A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |4 t 4 = ™o ™9 " Toast.LENGT
H_LONG).show();
return;
}
/Il Ewwsfi 5 13E Receiver | Pk #Nof| Yalke ¥fic vo Ko & =L
Intent intent = new Intent(MY_BROADCAST_INHOUSE);
intent.putExtra("PARAM"," & fi o o Ko from Sender");
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/I Ewaafi / 14E Receiver - Signature Permission 4t A
sendOrderedBroadcast(intent, "org.jssec.android.broadcast.inhousesender.MY_PERMISSION",
mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {

Il Ewwsfi ) 15E Lo+ 8 ¢ a— LAy

I afiki -=% ° 3.2 ¢ o — L A o

String data = getResultData();

InhouseSenderActivity.this.logLine(String.for mat(" s %s 1 =y ¢ " data));

h
private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class Sig Perm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermNamed Vek! —Re*20 4L A
PackagManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

I Signature Permission — | ™
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if (pi.protectionLevel |= Permissioninfo.PROTECTION_SIGNATURE) return null;

I sigPermNameZ eV kT — —tpo- AL A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException €) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, pkgn  ame));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, Package Manager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(d ata);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
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hexadecimal.append(String.format("%02X", b));

}
return hexadecimal.toString();
}
}
16 APK Export Receiver APK
i N
# Generate Signed APK @
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ------- |
Key alias: my mmpanw |\|
KE'F paggﬂc.rd: I ....... ]
[ | Remember passwords
Previous | Cancel | | Help |
42-3
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4.2.2.

Broadcast

Broadcast Receiver
Intent

Signature Permission

Broadcast Receiver
Sticky Broadcast
receiverPermission Ordered Broadcast

Broadcast Receiver

© o N oo~ wDbhE

4221, Broadcast Receiver

Broadcast Receiver
Broadcast

Receiver Intent Filter Intent
Filter Receiver Intent Filter

Receiver

AndroidManifest.xml( )
<!-- k- < A Broadcast Receiver -- >
<l-- waafi J 1. exported=dfalse & A4 -->
<receiver android:name=". Private Receiver"
android:exported="false" >
<intent -filter>
<action android:name="org.jssec.android.broadcast.MY_ACTION" />
</intent -filter>
</receiv er>

4231 exported intent - filter (Receiver )

4.2.2.2. Intent

Broadcast Receiver Intent

Intent

Broadcast Receiver Intent Intent
Broadcast Receiver Intent

Component Intent Broadcast Receiver
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Intent Broadcast Receiver
Intent
3.2
4.2.2.3. Signature Permission
Broadcast Broadcast
Broadcast Receiver Signature Permission
AndroidManifest.xml Permission Permission 5.2
Permission  Protection Level 5.2.1.2 Signature Permission
Signature Permission receiverPermission Broadcast
4.2.24.
Broadcast Receiver setResult()

Broadcast Receiver

Broadcast Receiver Broadcast Receiver

Broadcast Receiver

42.25. Broadcast Receiver
Broadcast Broadcast
Broadcast
Broadcast Broadcast Receiver
Broadcast Receiver Broadcast
. Intent Broadcast Broadcast Receiver
Broadcast 2
a Broadcast Receiver Intent#setClass(Context, Class)
4211 Broadcast Receiver
Broadcast
a Broadcast Receiver Intent#setClassName(String, String)
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Broadcast APK
Broadcast Intent
receiverPermission Signature Permission Broad cast
Broadcast Receiver Signature Permission
4213 Broadcast Recei ver Broadcast
42.2.3 Signature Permission

4.2.2.6. Sticky Broadcast

Broadcast Broadcast Broadcast Receiver
Broadcast Sticky Broadcast Sticky Ordered Broadcast
Broadcast Receiver
registerReceiver() Sticky Broadcast

removeStickyBroadcast()

Sticky Broadcast Intent receiverPermission
Broadcast Sticky Broadcast
Sticky Broadcast

4.2.2.7. receiverPermission Ordered Broadcast
receiverPermission Ordered Broadcast
Ordered Broadcast Receiver
Receiver Receiver Broadcast
Broadcast abortBroadcast() Receiver
Broadcast

4.2.2.8. Broadcast Receiver

Broadcast Receiver

Broadcast Receiver Broadcast Receiver
Broadcast Receiver Broadcast Receiver

Broadcast Receiver Broadcast Receiver
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3.2
4.2.2.9.
Permission
Permission Android
Permission
Permission
Permission
Permission 5.2.3.4 Permission
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4.2.3.
4.2.3.1. exported intent - filter (Receiver )
42-2 Receiver exported intent - filter
exported= d&alse 6 intent - filter
4.2 - 2 exported intent - filter
exported
true false
intent - filter
intent - filter
intent - filter exported= dfalse 6
Receiver Broadcast Receiver

2

4.2-4 Receiver( A Intent

Intent - filter( action="X") A
4 )
A
Intent
Receiver
l I nten : ¢ )
C
Receiver A1 _ Intent
exported al se” Receiver
Receiver A
Broadcast
\Android )
42-4
42-5 A B intent - filter( action="X")
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( C) Intent  Broadcast Receiver(A- 1)
( )
A Receiver
Intent Broadcast Receiver Intent - filter B
Receiver(B- 1) Intent ( ) A
B
Broadcast Ordered Broadcast
4 )
A
Intent
Receiver
C
Receiver A1 _ Intent
exported se” Receiver
Receiver B 1 . .
exporte [ o action Receiver
action )
Receiver Intent
Android
\_ J
4.2-5
Broadcast Intent BroadcastReceiver
exported= dHalse 6 intent - filter
Broad cast Intent exported= d&alse 6
Broadcast Intent ACTION Intent
exported= d&alse 6
4.2.3.2. Android 3.1 Receiver
Android 3.1 AndroidManifest.xml Broadcast Receiver
1 Broadcast
Broadcast Broadcast
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Intent  Intent. FLAG_INCLUDE_STOPPED_ PACKAGES Broadcast
Broadcast
4.2.3.3. uiD Broadcast Broadcast Receiver
uiD Broadcast Receiver
uiD Broadcast
uiD APK
Broadcast Receiver Broadcast
4.2.3.4. Broadcast
Broadcast  Ordered Sticky 4 Broadcast
Broadcast Broadcast
42-3
Broadcast Ordered? Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

Broadcast

42-4

Broadcast

Broadcast

Normal Broadcast

Normal Broadcast

Broadcast Receiver

Ordered Broadcast Broadcast
Receiver Broadcast
Permission Broadcast Receiver Broadcast
Ordered Broadcast Ordered Broadcast Broadcast

Receiver

priority

Broadcast Receiver
abortBroadcast()

Permission

Broadcast

Broadcast Receiver

Broadcast Receiver
Broadcast

Broadcast Receiver Broadcast

Ordered Broadcast
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Broadcast Receiver SMS
Broadcast SMS_RECEIVED Ordered Broadcast
Sticky Broadcast Sticky Broadcast Broadcast Receiver
registerReceiver() Sticky Broadcast
Sticky Broadcast Broadcast

Sticky Broadcast

removeStickyBroadcast() Sticky Broadcast
Broadcast Permissio n
Broadcast Receiver Broadcast

Broadcast ACTION_BATTERY_CHANGED  Sticky

Broadcast
Sticky Ordered Broadcast Ordered Broadcast  Sticky Broadcast Broadcast
Sticky Broadcast Permission
Broadcast R eceiver Broadcast
Broadcast
42-5
Broadcast Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast
Broadcast Receiver
. . (] @)
Permission
Broadcast Receiver
@) O
Broadcast Receiver
@) O
Broadcast
Broadcast
(] O
4.2.3.5. Broadcast LogCat
Broadcast LogCat Permission
Permission LogCat Broadcast
Intent Broadcast LogCat

N

Permission 0 AN YAn

W/ActivityManager(266): Permission Denial: broadcasting Intent { act=org.jssec.android.broadcastreceiver.cre ating
.action.MY_ACTION } from org.jssec.android.broadcast.sending (pid=4685, uid=10058) requires org.jssec.android.per
mission.MY_PERMISSION due to receiver org.jssec.android.broadcastreceiver.creating/org.jssec.android.broadcastrec
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|eiver.creating.CreatingTy pe3Receiver

Permission 0 AN YAn

W/ActivityManager(275): Permission Denial: receiving Intent { act=org.jssec.android.broadcastreceiver.creating.ac
tion.MY_ACTION } to org.jssec.android.broadcastreceiver.creating requires org.jssec.android.permission.MY_PERMISS
ION due to sender org.jssec.android.broadcast.sending (uid 10158)

4.2.3.6.

Web URL

N P NAP Y AnpANNAT -
Intent targetintent = new Intent(this, TargetActivity.class);

I ot 0e. —+v E— Intent
Intent intent = new Intent("com.android.launcher.action.INSTALL_SHORTCUT");

e ">50es—aek ~ A Intent &

intent.putExtra(Intent. EXTRA_SHORTCUT_INTENT, targetintent);

Parcelable icon = Intent.ShortcutlconResource.fromContext(context, iconResource);
intent.putExtra(Intent. EXTRA_SHORTCUT_ICON_RESOUiRGH;
intent.putExtra(Intent. EXTRA_SHORTCUT_NAME, title);
intent.putExtra("duplicate", false);

/lBroadCast &£ [ =80 @vr o "2 0p L A
context.sendBroadcast(intent);

Broadcast
Intent Receiver
Broadcast Intent
URL URL
4212 Broadcast Receiver - Broadcast
Intent
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I4.3. Content Provider

ContentResolver
SQLiteDatabase

Content Provider

4.3.1.

Content Provider

SQLiteDatabase

SQLiteDatabase

Content Provider

Content Provider

Content Provider
Content Provider

XML

v \
Private Public Exclusive Proprietary Temporary
Content Provider Content Provider Content Provider Content Provider Content Provider
43-1
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43.1.1. Content Provider
Content Provider Content Provider
Content Provider Content Provider Android 2.2 (API Level 8)

Content Provi der

(Content Provider
Android 2.2 API Level 8 Content Provider

exported="false"

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.andro id.provider.privateprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />

</intent -filter>
</activity>

<I-- Ewwmsfi J 2E exported="false" ~ |F{ ® -
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"
android:exported="false" />
</applicati on>
</manifest>

<category android:name="android.intent.category.LAUNCHER" />

aq >

Private Provider .java
package org.jssec.android.provider.privateprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;
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1

public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.privateprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.i tem/vnd.org.jssec.contenttype”;

/l Content Provider % A wmfi 2 h v2 @i
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/"* + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

/I UriMatcher

private static final int DOWNLOADS_CODE =1,

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address RTH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

}
//DB 4 SMe L A - o=™|V ks queryo s e»# A Cursord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref "1;
static {
sAddressCursor.addRow(new String[] { "1", " "1;
sAddressCursor.addRow(new String[] { "2", " "1;
sAddressCursor.addRow(new String[] { "3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@Override

public boolean onCreate() {
return true;

}
@Override
public String getType(Uri uri) {
Il Ewwafi ) 3E k' %—' - <@ 2N =LlsR' 0D a— L A
Novi#g| ui% — # Ne| 1+ < 4 UriMatcher#match()< switch case # o= ™ o
Il s 3.2 ¢ o — L AL o
i

Il Ewwfi ; 4E “ k| sk #Nef valke ¥ficvo Ko AL o=
Il V o = getType— %ifio wo Ko L =y <| Ngdom™o
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;
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case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public Cursor qu ery(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {
/I Ewesfi . 3E k' Y%f—' - «@s 2N = Ls R' 01 a— LA
Novi#| ui% — # Nef 1 <4 UriMatcher#match()< switch case # o= ™ o
I/ — —R'ed22a— |ofikir=% 9 32 ¢ L Aok o
Il EwWwfi 5 4E sk sk #Nef Velke ¥ficvo Ko A o=
llquery —  %%fic weo Ko L =y>ew| k' °
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_IDEO
return sDownloadCursor;
case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public Uri insert(Uri uri, ContentValues values) {
/I Ewesfi . 3E k' %= - «@s 2N =Ls R! @D a— L A
Novi#g| ui% — # Nef 1 < 4 s UriMatcher#match()< switch case # o= ™ o
I/ — —R'ed22— |ofikir=% 9 32 ¢ - L Aokt o
Il EwWwfi 5 4E sk sk #Nef Velke ¥ficwo Ko A o=
Il Insert 8 14 D%Efic ve Ko L =%>evs| =k °
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedld(Download. CONTENT_URI, 3);
case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address.CONTENT_URI, 4);
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int update(Uri uri, Conten tValues values, String selection,
String[] selectionArgs) {
Il Ewwfi ) 3E k' Y%f—' - <« 2N =LlsR' 0D a— L A
nvie| ui% - # Nef 1 <4 UriMatcher#match()< switch case # = ™ o
I/ — —R'@d>a— |ofikic-c=% 9 32 ¢ a— L AL o
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Il EwWwfi ) 4E “ k' = k' #EN Welfe vficwe Ko L o=
/lUpdate t 4| V™ «2>» %¥fic wa Ko L =y>e | k' 9
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update tdvm o« 4L oA
case DOWNLOADS_ID_CODE:
return 1,
case ADDRESSES_CODE:
return 15;
case ADDRESSES_ID_CODE:
return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int delete(Uri uri, String selection, String[] selectionArgs) {
Il Ewwafi 5 3E k' Y%f—' - <@ 2N =LsR' 0D a— L A
Novi#| ui% — # Nef 1 <4 UriMatcher#match()< switch case # o= ™ o
/7 — —R'"o024— |ofikircr=% 9532 ¢ L Aok o
I EWwafi | 4E k' “ k' #Nef Yelke tfic wo Ko L o= ™
/IDelete 14 V™ «2) %Hific ve Ko & =%>e| k' o

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete tdvm o« 4L oA

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
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Content Provider Activity

(Content Provider )

PrivateUser Activity .java
package org.jssec.android.provider.privateprovider;

import android.app.Activity;
import android.database.Cursor;
import android.net.Uri;

import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class  PrivateUserActivity extends Activity {
public void onQueryClick(View view) {

logLine("[Query]");

Il Ewwafi j 5E k' =T - <@ N Wlfe ¥ficwe Ko o Al . <@~ ks
Cursor cursor = null;
try {

cursor = getContentResolver( ).query(
PrivateProvider.Download. CONTENT_URI, null, null, null, null);

/Il Ewwfi 5 6E k' W%E— N = Ls ¢ a— LA
I afiki -=% ° 3.2 ¢ o — L Ao o
if (cursor == null) {
logLin e(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();

}
}
}
finally {
if (cursor != null) cursor.close();
}

}
public void oninsertClick(View view) {
logLine("[Insert]");

/I Ewwafi 5 SE k' F—" - <@ £Nof |8 ¥fic wo Ko Ll . <@y~ Es|m™
Uri uri = getContentResolver().insert(PrivateProvider.Download. CONTENT_URI, null);

/I 'EWmfi | 6E sk - £Ng = Le ¢ a— LA
I afiki -=% 9 3.2 D - L AL o
logLine(" uri:" + uri);
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public void onUpdateClick(View view) {

}

logLine("[Update]™);

/Il Ewwafi 5 5E k' f=" - «®s N Yo|e ¥ficowo Ko ALl . <@y~ ks |
int count = getContentResolver().update(PrivateProvider.Download. CONTENT_URI, n  ull, null, null);

Il Ewwfi J 6E sk Y- £Ng =Lls 4> a— L A

I afiki -=%  ° 3.2 ¢ o — L A o

logLine(String.format(" %s records updated"”, count));

public void onDeleteClick(View view) {

}

logLine("[Delete]™);

/I EwWwafi 5 SE k' =" - <@ 2N fFe ¥ficowa Ko LT . <@~ E=|m™
int count = getContentResolver().delete(
PrivateProvider.Download. CONTENT_URI, null, null);

/I EWwafi | 6E sk - #No = Ls ¢ 94— L A
I afiki -=%  9° 3.2 ¢ a— L A o
logLine(String.format(" %s records deleted", count));

private TextView mLogView;

@Override
public void onCreate(Bundle savedinstanceState) {

}

super.onCreate(savedInstance State);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

private void logLine(String line) {

mLogView.append(line);
mLogView.append('n");
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4.3.1.2. Content Provider
Content Provider
select()
insert()/delete()
Android OS Content Provider
Provider
Android OS Contacts
Provider Content Provider

Content Provider

(Content Provider )

1. exported=" true"

Content Provider

update()

Content

MediaStore Content

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmins:an droid="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.publicprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- Ewwmafi J 1E exported="tr ue"'~ |fq & - A >
<provider
android:name=".PublicProvider"
android:authorities="org.jssec.android.provider.publicprovider"
android:exported="true"/>
</application>
</manifest>

Public Provider .java
package org.jssec.android.provider.publicprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content .ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

public class PublicProvider extends ContentProvider {

Al | rights reserved © Japan Smart phoneCotent®rovidert y Associl8T i on.
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public static final String AUTHORITY = "org.jssec.a ndroid.provider.publicprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/l Content Provi der% A wmfi #2 h v2 @i
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/"* + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/ + PATH);

}

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DO WNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "f# ADDRESSES_ID_CODE);

}
/DB 4L sy~ L A - o=™|V Esqueryosesr# A Cusord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref'});
static {
sAddressCursor.addRow(new String[] { "1", " "1;
sAddressCursor.addRow(new String[] { "2", " "1;
sAddressCursor.addRow(new String[] { "3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@Override

public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
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2

}
}

@Override
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

I EWesfi } 2E ' « «®) R' ©D 24— L A

v #| ui % - # Nef 1 <4 UriMatcher#match()< switch case # o= ™] o
N7 — —R' @2 a— |ofiki m=% 95 32 ¢ a— TN

/I Ewemafi J 3E &fic 9o Ko 4L == | a |If0 ™

Il query — %ifio vo Ko L =y>eth| k! °

' a@ —sk' %vi »ve #Nef % Nef ©

/I v i »wvs — ¢%|E|-|- —n ™ _,i_NgJ|| r < o= o= |.|_||.TM9

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:
ret urn sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

I Eweafi ;) 2E " « 4@ R' 02 24— L A
Novi#g| ui% — # Ne| 1+ < 4 UriMatcher#match()< switch case # o= ™ o
I/ — —R'ed>2a— |ofikic=% 9 32 ¢ a— L Afe
/I EWanfi J 3E ¥fio vo Ko 4 o= | oo™
Il Insert 8 14 D%ific ve Ko L =%>evs| =k °
' - <@ —=k' %vi pve N Y% Ne] ©
I wi »ve - td=L —a™ #NJ [ o= o=l
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedld(Download. CONTENT_URI, 3);
case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address.CONTENT_URI, 4);
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {
I Eweafi ) 2E " « 4@ R' 02 = — LA
Novi#g| ui% — # Ne| 1+ < 4 UriMatcher#match()< switch case # o= ™ o
I/ — —R' 02— |ofikic-r=% 9 32 ¢ a— L Ao
I EwWmafi § 3E %fic o Ko &  o=|afko™
/lUpdate t 4 V™ «2 ) %Hific wo Ko L =y>en| k! °
' - <40 —=Kk' %visve zNe % Ne]| ©

9

9

9
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I wi »ve td=L  —a™  #Ne [ o= o=l
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update tdvm o« 4L oA

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:

return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

I Ewesfi | 2E ' < 4@ R' 02 24— L A

Novi#| ui% — # Nef 1 <4 UriMatcher#match()< switch case # o= ™] o
I/ — —R'®da— | ofiki m=9% 9 32 ¢ a— L AL 0
I Ewesfi; 3E ¥fic wo Ko L o= |ofom™

/iDelete 14 V™ «2» %Hificve Ko L =%>ew| k' °

' - <@ —=k' %yi pve N Y% Ne] ©

I wi »ve td=L  —a™  #£Ne [ o= o=l

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete tdvm o« 4L oA

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:

return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
}
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Content Provider Activity

(Content Provider )

PublicUser Activity .java
package org.jssec.android.provider.publicuser;

import android.app.Activity;

import android.content.ContentValues;
import android.content.pm.Providerinfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {

1 — Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.publicprovider";
private interface Address {

public static final String PATH = "addresses";

}

public void onQueryClick(View view) {
logLine("[Query]");

if (!providerExists(Address.CONTENT_URI)) {

Cursor cursor = null;
try {

/I EWwafi J 5E ¢ o — LAy
I afiki -=%  ° 3.2 ¢ o — L Ao o
if (cursor == null) {
logLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {

moved = cursor.moveToNext();

}

}
finally {

if (cursor != null) cursor.close();

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

logLine(" Content Provider % ")
return;
}
I EWwafi s 4E %fio wa Ko &1 . <@~ E=|ofkom™
' - <@ —«k' %vi pve £ Nef Y% Ne] ©
Nwiwver 3=l —agm™ 2N ' . «0s~ k=L

cursor = getContentResolver().query(Address.CONTENT_URI, null, null, null, null);

logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
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}

}

public void oninsertClick(View view) {

}

logLine("[Insert]");

if (!providerExists(Address.CONTENT_URI)) {

logLine(" Content Provider % ")
return;
}
I EWenfi i 4E %fio wo Ko 41 . «@) - E=|ofkam™
' a@ —sk' %vi »ve #Nef % Nef ©
I wvi »ver td=L —o™  #gNe ' - <@~ ks Lo
ContentValues values = new ContentValues();
values.put("pref", " ");

Uri uri = getContentResolver().insert(Address. CONTENT_URI, values);

I Ewwsfi I 5E D o — L A
I afiki -=%  ° 3.2 ¢ o — L A o
logLine(" uri:" + uri);

public void onUpdateClick(View view) {

}

logLine("[Update]");

if (!providerExists(Address.CONTENT_URI)) {

logLine(" Content Provider % ")
return;
}
I EWeafi s 4E %fio wa Ko &7 . <@~ E=|ofko™
' - <@ —=k' %vi pve N Y% Ne] ©
Nwiwver 3=l —agm™ 2N ' . «0s~ k=L
ContentValues values = new ContentValues();
values.put("pref", " ");
String where ="_id = ?";

String[] args = {"4" };
int count = getContentResolver().update(Address. CONTENT_URI, values, where, args);

I Ewwsfi I 5E D o — L A
I afiki -=9% 9% 3.2 ¢ a— L Ao o
logLine(String.format(" %s records updated", co unt));

public void onDeleteClick(View view) {

logLine("[Delete]");

if (!providerExists(Address.CONTENT_URI)) {

logLine(" Content Provider % ");
return;
}
I Ewesfi ) 4E %fic wo Ko LT . «@s - E=|olom™
' - <0 —=Kk' %visve N % Ne]| ©
i »ver td =L —o™ #Nd ' - «@s - k=L

int count = getContentResolver().delete(Address. CONTENT_URI, null, null);
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/I EWwafi | 5E D o — LA
Il afiki -=%  ° 3.2 ¢ o — L A o
logLine(String.format(" %s records deleted", count));

}

private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager().resolveContentProvider(uri.getAuthority(), 0);
return (pi != null);

}
private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
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4.3.1.3. Content Provider

Content Provider Content Provider

Content Provider

(Content Provider )

exported=" true"

Eal A

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmins:android="http://schem as.android.com/apk/res/android"
package="org.jssec.android.provider.partnerprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<-- Ewwmsfi J 1E exported="true" ~ |} © - A >
<provider
android:name="org.jssec.android.provider.partnerprovider.PartnerProvider"
android:authorities="org.jssec.android.provider.partnerprovider"
android:exported ="true"/>
</application>
</manifest>

Partner Provider .java
package org.jssec.android.provider.partnerprovider;

import java.util.List;

impart org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.ActivityManager;
import android.app.ActivityManager.RunningAppProcessinfo;
import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;

import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

import android.os.Binder;

import android.os.Build;
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public class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public st atic final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/l Content Provider % A wmfi 2 h v2 @i
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTE NT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

/I UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMa  tcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

}
/DB 4 sy~ L A - o=™|V Esqueryoser# A Cusord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref"' });
static {
sAddressCursor.addRow(new String[] { "1", " "1;
sAddressCursor.addRow(new String[] { "2", " "1;
sAddressCursor.addRow(new String[] { "3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/dow  nloads/sample.txt" });
}
Il EwWwafi I 2E k- YV wml | @) - td =L A

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

Il RDJ nd= Kk i org.jssec.android.provider.partneruser - teor 4L
sWhitelists.add("org.jssec.android.provider.partneruser”, isdebug ?
I/l debug.keystore — "androiddebugkey"— tepo”
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :
I/l keystore — "partner key" — tepo”

"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

1 [l —RDJﬂDIKiL
}

private static boolean checkPartner(Context context, String pkgname) {
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1

}
I

if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

skl —Rep2e 4

private String getCallingPackage(Context context) {
String pkgname;
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.KITKAT) {

pkgname = super.getCallingPackage();

}else {

pkgname = null;
ActivityManager am = (ActivityManager) context.getSystemService(Context. ACTIVITY_SERVICE);
List<RunningAppProcessinfo> procList = am.getRunningAppProcesses();
int callingPid = Binder.getCallingPid();
if (procList != null) {
for (RunningAppProcessinfo proc : proclList) {
if (proc.pid == callingPid) {

pkgname = proc.pkgList[proc.pkgList.length - 1}
break;
}
}
}
}
return pkgname;
}
@Override

public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:

return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,

I

}

I
I

String[] selectionArgs, String sortOrder) {

Ewmsfi ;| 2E 'Ki— YV ) | @) I4|ETM1|lS£ A“

if (\checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException(" k' | RO A2k £ ]| o™,
EwWmsfi ; 3E RIJ 02 = k' %ft—' - «@s £NJ =Ls R' 03 =— L A
Lo oui % — # Nef 1+ < 4 UriMatcher#match() < switch case # o= ™] o
s 3.2 ¢ o — 4 Ao 9

I
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I EwWesfi ; 4E R2J 02 = k' ~ =™~ o o= ™
Il query — %ROJ A2 kT - o= ™ ve>ew| - k' °
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor,

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override
public Uri insert(Uri uri, ContentValues values) {

I EWwai J 2E - k- AV L Y pd =) <L Al
if (‘checkPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException(" k' | RO moa k! #E| o™y,

}

Yolk—' - «®@) 2N =Ls R' 00 a— i
Novi#| ui% — Nef | < J'-S UriMatcher#match()< switch case # o=
Il s 3.2 D o — L A o
I EWeafi s 4E RDJ 02 = K ' ~ s|}TM - 9 o= |f™
Il Insert 8 144 D%RO I s K - =™ wxew
switch (sUriMatcher.match(un)) {
case DOWNLOADS_CODE:

return ContentUris.withAppendedld(Download. CONTENT_URI, 3);

/' EWenfi / 3E RDJ 82 = k'
#

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address.CONTENT_URI, 4);

default:
throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

I Ewwafi ) 2E - k- %V wml @ 1 =™ L<d A
if (\checkPartner(getContext(), getCaII|ngPackage(getContext()))) {
throw new SecurityException(" . | R>J A= k' #| o™y

}

I Ewesfi ) 3E RDJ 222 Kk' %= - «®s 2NJ =Ls R' 03 a— 4L
Novi#g| ui% — # Ne| 1+ < 4 UriMatcher#match()< switch case # o=
Il s 3.2 ¢ o — L AL o
I Eweafi J 4E RD J 2= k' - =™ - A o= |p™
lUpdate t 4 V™ «2 ) %Hific wo Ko L =¥>ey| k' °
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update S VAR T I S SN

case DOWNLOADS_ID_CODE:

.Ki 9

A
TM.” 9

A
TM<|| 9
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1

return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:

return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

Il Ewesfi | 2E k- %V omml | @) pd=m, <L A
if (IcheckPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException(" k' | RO A2 Kk £ ]| o™,
}
I Ewesfi ) 3E RDJ 22 = k' %= - «@s 2NJ =Ls R' 03 a— N
Novi#| ui% — # Nef 1+ < 4 s UriMatcher#match() < switch case # o= ™ o
Il s 3.2 ¢ a— L AL o
/I Ewmsfi 1 4E R4 02 = k' ~ =™~ A ez ™
/iDelete 14 V™ «2» %Hificve Ko L =%>ew|-k' °

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; //del etet 4 V™ «2» 4L A

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:

return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
}
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Content Provider Activity

(Content Provider )
Content Provider
Content Provider

Content Provider

Partner UserActivity .java
package org.jssec.android.provider.partneru ser;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.Providerinfo;
import android.datab ase.Cursor;
import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class PartnerUserActivity extends Activity {

1 — Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://* + AUTHORIT Y +"/" + PATH);

}

/Il 'Ewwfi J 5E R>J a2 Content Provider = k ' — %YV wml | @) - pd =™ sk

A

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable (context);
sWhitelists = new PkgCertWhitelists();

Il R2J nd Content Provider = k i org.jssec.android.provider.partnerprovider — tepo- A

sWhitelists.add("org.jssec.android.provider.partnerprovider", isdebug ?

/l debu g.keystore — "androiddebugkey"— tepo”
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :
Il keystore — "my company key*— tepo”

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

" -~ —RD2J 5D Content Provider = k ' &
}
private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);
}
/fluri 4 AUTHORIRYA 4| Content Provider —R e *> o &
private String providerPkgname(Uri uri) {
String pkgname = null;
Provi derinfo pi = getPackageManager().resolveContentProvider(uri.getAuthority(), 0);
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if (pi != null) pkgname = pi.packageName;
return pkgname;
}
public void onQueryClick(View view) {
logLine("[Query]");
/Il EWwafi ; 5E RO 5> Content Provider = k ' — %V : wel | @~ pdl=™<
L a
if (IcheckPartner(this, providerPkgname(Address. CONTENT_URI))) {
logLine(" Content Provider = k' | v: wai ' ®J - t g = ™a ™o My,
return;
}
/I Ewmafi J 6E RDJ 51D Content Provider = k ' =™ - 47 . <q0s - k=™
Cursor cursor = null;
try {
cursor = getContentResolver().query(Address.CONTENT_URI, null, null, null, null);
/I Ewesfi / 7E RD J 22 Content Provider = k ' ¥%|k—  #Ng = Ls ¢ a— L
iy
I afiki -=%  ° 3.2 ¢ o — L Ao o
if (cursor == null) {
logLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
log Line(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();
}
}
}
finally {
if (cursor = null) cursor.close();
}
}
public void oninsertClick(View view) {
logLine("[Insert]");
/Il 'Ewwfi J 5E R>J a2 Content Provider = k ' — %YV wml | @) - td =™ <
+
if (IcheckPartner(this, providerPkgname(Address_.CONTENT_l_JRI))) {
logLine(" ContentProvider = k' | v: wal ' @) ~ td = ™n ™™o
return;
}
/I EwWmafi § 6E RDJ 51D Content Provider = k ' =™ -~ 47 . <q@s - k=™
ContentValues values = new ContentValues();
values.put("pref", " ");
Uri uri = getContentResolver().insert(Address. CONTENT_URI, values);
/I EWwafi 1 7E R2 J 02 Content Provider = k' % |k—  #Ng = Ls IR L A
I afiki-=%  ° 3.2 ¢ o — L Ao o
logLine(" uri:" + uri);
}
public void onUpda teClick(View view) {
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logLine("[Update]™);
/Il EWwafi ; 5E RO 5> Content Provider = k ' — %V : wel | @~ pdl=™<
L a
if (‘checkPartner(this, providerPkgname(Address. CONTENT_URI))) {
logLine(" Content Provider = k' | v: wai ' ®J - td = ™a ™o M,
return;
}
/I Ewmsfi J 6E RD ) 51D Content Provider = k ' o= ™ - {7 . <0~ Es|m™
ContentValues values = new ContentValues();
values.put("pref", " ");
String where ="_id = ?";
String[Jargs  ={"4"};
int count = getContentResolver().update(Address. CONTENT_URI, values, where, args);
/I EWwafi 5 7E R2 J 02 Content Provider = k' % |k—  #Ng = Ls ¢ a— L A
I afiki -=%  ° 3.2 ¢ o — L A o
logLine(String.format(" %s records updated", count));
}
public void onDeleteClick(View view) {
logLine("[Delete]");
/Il Ewwfi  5E R>J a2 Content Provider = k ' — %YV wml | @) - td =™ <
L a
if (IcheckPartner(this, prov iderPkgname(Address.CONTENT_URI))) {
logLine(" ContentProvider = k' | v: wal ' ®J - td = ™n ™o
return;
}
/I Ewmsfi J 6E RDJ 51D Content Provider = k ' =™ - 47 . <«0s -~ k=™
int count = getContentResolver().delete(Ad dress.CONTENT_URI, null, null);
/I EWwafi 5 7TE R2 J 02 Content Provider = k' % |r—  #Ng = Ls S IEES L A
I afiki -=%  ° 3.2 ¢ o — L Ao o
logLine(String.format(" %s records deleted", count));
}
private TextView mLogView;
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);
}
private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
}
}
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PkgCertWhitelists.java
package org.jssec.android.shared;

import java.uti.HashMa p;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == nul ) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

if (sha256.length() != 64) return false; // SHA -256| 32P wm)
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", ").length() != 0) return false; // 0 -9AF - Y N9-||

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
Il pkgname ~ A —teeo LAY
String correctHash = mWhitelists.get(pkgname);

I/l pkgname — —t po” < —t po= A& Aﬂ
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname ==null) re  turn null;

try {
PackageManager pm = ctx.getPackageManager();
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Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException €) {
return null;

}

}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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4.3.1.4. Content Provider

Content Provider Content Provider

N o o bk wDdE

Content Provider

(Content Provider )
Signature Permission
Signature Permission

exported="true"

Signature Permission

APK

AndroidManifest.xml
<?xml version="1.0" encoding="utf  -8"?>
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.inhouseprovider">

<l-- Ewaafi J 1E Signature Permission & A4 -->

<permission
android:name="org.jssec.android.provider.inhouseprovider.MY_PERMISSION"
android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l EWmafi J 2E Signature Permission 1t A >
<!-- Ewwmafi J 3E exported="true" ~ |fq & - A >
<provider

android:name="org.jssec.android.provider.inhouseprovider.InhouseProvider"
android:authorities="org.jssec.android.provider.inhouseprovider"
android:permission="org.jssec.android.provider.inhouseprovider.MY_PERMISSION"
android:exported="true"/>

</application>

</manifest>

Inhouse Provider .java
package org.jssec.android.provider.inhouseprovider;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;
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import android.content.UriMat  cher;
import android.database.Cursor;
import android.database.MatrixCursor;
import android.net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.inhouseprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/l Content Provider % A wmfi 2 h v2 @i
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}
public interface Address {

public static final String P ATH = "addresses";

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}

/I UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Dmload.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CQDE)

}
//DB 4 SMe L A - o=™|V ks queryo s e»# A Cursord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", " "1;
sAddressCursor.addRow(new String[] { "2", " "1;
sAddressCursor.addRow(new String[] { "3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadOwgor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.androi d.provider.inhouseprovider.MY_PERMISSION";
I — —t po”

private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tpo”

sMyCertHash = "0OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
}else {

I/l keystore — "my company key*— tepo”
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sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA";

}
}
return sMyCertHash;

}

@Override
public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return C ONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sort Order) {

Il EWwmafi J 4E Signature Permission % = k' ~ |t td =™ <L A
if (1SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))){
throw new SecurityException(" Signature Permission % = - |H4 t 4

™ TMO M)

}

Il Ewefi /| SE k' Y- - «®s £Ng =Ls R 03 a— L A
Novi#g| ui% — # Nef 1 < 4 s UriMatcher#match()< switch case # o= ™ o
Il s 3.2 D o — L AL o
I Ewwafi 5 6E -k s k' #£Nof Yolke ¥fic wo Ko L o=
Ilquery — % = k' - o= ™ w>evs| s k' °
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override
public Uri insert(Uri uri, ContentValues values) {

/I EWwafi | 4E Signature Permission % = k' ~ |t =™ <L A
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if (ISigPer  m.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(" Signature Permission % = k' ~ |

}

/I Ewwafi ; SE sk Velk—' - 4@ £NJ = Ls R 0> a— L A

nove#| ui% — # Nof + < 4e UriMatcher#match()< switch case # o= ™o

Il ¢ 3.2 ¢D a— 4L Ao L 9

Il Ewwafi 5 6E -k s k' #£Nof valke vfic wo Ko AL L=

Il Insert 8 144 D% -k~ o= ™ %>xe %
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris.withAppendedld(Download. CONTENT_URI, 3);

" K

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new lllegalArgume ntException("Invalid URI "+ uri);

}

@Override
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {
/I EWwai J 4E Signature Permission % = k' ~ |4 pd =™ s
if (I SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))){
throw new SecurityException(" Signature Permission % = k' ~ |4 t

}

/I 'Ewmfi / 5E k! Y- - «® £Ng =Ls R 0> a— L A

Novi#g| ui% — # Ne| 1+ < 4 UriMatcher#match()< switch case # o= ™ o

Il s 3.2 ¢ o — L AL o
Il Eweafi | 6E - k!
/lUpdate 1+ 4 V™ «2 3 %ifio v= Ko L =Y%>e%
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 5; // update tdvm o« 4L oA

.K' 9

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1,

default:
throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {
/I EWwafi | 4E Signature Permission % = k' ~ |t td =™ s
if (ISig Perm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))){

throw new SecurityException(" Signature Permission % = - |F4

}

| =k #ENe velfe vficwe Ko oL o= p

| = ™My Mo v)
)

A

JI| = ™Mp MO My

A

| = ™Mp MY M)
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/Il Ewwafi 5 5E sk Velk—' - 4@ £NJ = Ls R 0> a— L A
nove#| ui% — # Nof ¢ < 4de UriMatcher#match()< switch case # o= ™o
Il s 3.2 D o — L AL o
Il Ewwafi 5 6E -k s k' #£Nof valke vfic wo Ko AL o=
/iDelete 14 V™ «21 %ificvo Ko L =u>evs| k' °
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return 10; // delete tdvm o« 4L oA

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1,

default:
throw new lllegalArgumentException("Invalid URI "+ uri);

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sig PermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPer mName) {

if (sigPermName == null) return null;

try {
/I sigPermNamed Vek! —Re*20 4L A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, P ackageManager.GET_META_DATA);
String pkgname = pi.packageName;

I Signature Permission — | ™
if (pi.protectionLevel I= Permissioninfo.PROTECTION_SIGNATURE) return null;

Il sigPermNamedt v k= —tpo= A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;
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}
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();

Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);

if (pkginfo.signatures.length != 1) re turn null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

correctHash) {

| o™
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7  APK Export APK
i A
® Generate Signed APK ﬁ
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

o —
Key alias: < my company key D |\|

KE"&I" paBEﬂDrd : [ ....... ]

[ ] Remember passwords

Previous | Cancel | | Help |

43-2
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Content Provider

(Content Provider )
8. Signature Permission

Signature Permission

Activity

10. Content Provider

11. Content Provider

12. Content Provider

13. APK
AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="orgjssec.android.provider.inhouseuser">

Ewesfi J 7E

<uses permission

<l--

Signature Permission 4t

2y -

android:name="org.jssec.android.provider.inhouseprovider.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launche r"
android:label="@string/app_name" >
<activity

android:name="org.jssec.android.provider.inhouseuser.InhouseUserActivity"

android:label="@string/app_name"
android:exported="true" >
<intent -fil ter>

<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent -filter>
</activity>
</application>
</manifest>

Inhouse UserActivity .java
package org.jssec.android.provider.inhouseuser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org. jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.PackageManager;
import android.content.pm.Providerinfo;
import android.database.Cursor;

import android .net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {
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1 — Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.inhous eprovider";
private interface Address {

public static final String PATH = "addresses";

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/ + PATH);

}

1 — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.provider.inhouseprovider. MY_PERMISSION";

I - —tpo”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash = = null) {
if (Utils.isDebuggable(context)) {

// debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
Il keystore — "my company key*— tepo”
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
" Content Provider —Re *2> © 4

private s tatic String providerPkgname(Context context, Uri uri) {
String pkgname = null;
PackageManager pm = context.getPackageManager();
ProviderInfo pi = pm.resolveContentProvider(uri.getAuthority(), 0);
if (pi = null) pkgname = p i.packageName;
return pkgname;

}

public void onQueryClick(View view) {

logLine("[Query]");

Il Ewmfi | 9E Signature Permission % = k' ~ |4 =L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logLine(" Signature Permission % = k' ~ |4 t 4 = ™p ™o My
return;
}
/I Ewwafi J 10E Content Provider = k ' — ¥ — #Nef L <& A

String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (IPkgCert.te  st(this, pkgname, myCertHash(this))) {_

logLine(" Content Provider | s kg | o™,
return;
}
Il Ewwfi | 11E Content Provider = k ' ~ =™ - 47 . <0 k=™
Cursor cursor = null;
try {
cursor = getContentResolver().query(Address. CONTENT_URI, null, null, null, null);
/I Ewesfi | 12E Content Provider = k ' ¥%|-—  #No = Ls D a— LA
I ofiki -=9% 9 3.2 ¢ a— 4 Ao 0

if (cursor == null) {
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logLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();

}
}
}
finally {
if (cursor = null) cursor.close();
}

}
public void oninsertClick(View view) {
logLine("[Insert]");
I Ewwafi J 9E Signature Permission % = k' ~ |t =™ <L A

String correctHash = myCertHash(this);
if (ISigPerm.test(this, MY_PERMISSION, correctHash)) {

logLine(" Signature Permission % = k' ~ |t t 4 = ™ ™o M),
return ;
}
/Il Ewwfi 5 10E Content Provider = k ' — % - gNef| 1 <& A

String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (IPkgCert.test(this, pkgname, correctHash)) {

logLine(" Content Provider | ko | o ™9 ™)
return;
}
Il Ewesfi | 11E Content Provider = k ' =™ - 47 . <0 k=™
ContentValues values = new ContentValues();
values.put("pref", " ");

Uri uri = getContentResolver().insert(Address. CONTENT_URI, values);

Il Ewwfi ) 12E Content Provider = k' % [r—  #NoJ = Ls ¢ a— L A
I afiki -=%  ° 3.2 ¢ o — L Ao o
logLine(" uri:" + uri);

}
public void onUpdate Click(View view) {
logLine("[Update]);
/I Eweafi / 9E Signature Permission % = k' ~ |4

String correctHash = myCertHash(this);
if (ISigPerm.test(this, MY_PERMISSION, correctHash)) {

R FEE Y

-

logLine(" Signature Permission % = k ' ~ |4 t A = ™o ™o My
return;
}
/Il 'Ewwfi ) 10E Content Provider = k ' — % - £Nef| L =& A
String pkgname = providerPkgname(this, Address. CONTENT_URI);
if (IPkgCert.test(this, pkgname, correctHash NA{
logLine(" Content Provider | s k# | o™,
return;
}

Al
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Il Ewefi J 11E Content Provider = k ' =™ -~ {7 . <01~ E
ContentValues values = new ContentValues();

values.put("pref", " ");

String where ="_id = ?";

String[] args = {"4" };
int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

I EWefi J 12E Content Provider = k' % k—  #Ng = Ls D o —
I afiki -=%  ° 3.2 ¢ o — L A o

logLine(String.format(" %s records updated"”, count));

}

public void onDeleteClick(View view) {

logLine("[Delete]™);

“—

I Ewwafi J 9E Signature Permission % = k' ~ |t
String correctHash = myCertHash(this);
if (ISigPerm.test(this, MY_PERMISSION, correctHash)) {

logLine(" Signature Permission % = k' ~ |t t 4 = ™ ™o M),
return;

}

/Il Ewwfi 5 10E Content Provider = k ' — % - gNef| 1 <& A

Sring pkgname = providerPkgname(this, Address.CONTENT_URI);
if (IPkgCert.test(this, pkgname, correctHash)) {

logLine(String.format(" %s records deleted", count));

}

private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.m ain);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");

J=mfist o

logLine(" Content Provider | s k| o™y

return;
}
II' Ewaafi | 11E Content Provider = k ' o= |f™ - 47 . <01 Es=|m™
int count = getContentResolver().delete(Address. CONTENT_URI, null, null);
I/ EWesfi / 12E Content Provider = k ' ¥ |-— £No = Ls ¢ a— i A
/I afiki —=% 9g 3.2 ¢ a— AL A‘I|g£ o

SigPerm.java
package org.jssec.android.shared,;

import android.content.Context;
import android.content.pm.PackageManager;
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import android.content.pm.PackageManager.NameNotFoundExcepbn;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" "
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
Il sigPermNamedt Ve ki —Re*d> 0 4 A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

/I Signature Permission — | ™
if (pi.protectionLevel = Permissioninfo.PROTECTION_SIGNATURE) return null;

Il sigPermNamedL eV kT — —4 po+ A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.Message Digest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.  pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packageinfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
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Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));

}
return hexadecimal.toString();
}
}
13 APK Export APK
# Generate Signed APK @
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ------- |
Key alias: my mmpanw |\|
KE'F paggﬂc.rd: | ....... I
[ | Remember passwords
eviou | | Cancel | | Help |
43-3
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4.3.1.5. Content Provider

Content Provider Content Provider
URI Content Provider Intent
Content Provider
Content
Provider

Content Provider

(Content Provider )
1. Android 2.2 API Level 8 Conte nt Provider
2. exported="false "~ Path
3. grant - uri - permission Path
4.
5.
6. URI Intent
7. Intent
8. Intent
9. Intent

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.c ~ om/apk/res/android"
package="org.jssec.android.provider.temporaryprovider">

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity
android:name=".TemporaryActiveGrantActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<caegory android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>

<l-- Content Provider -- >

<I-- Ewwmsfi J 2E exported="false" ~ |F{ ® A Path &
<provider

android:name=".TemporaryProvider"
android:authorities="org.jssec.android.provider.temporaryprovider"
android:exported="false" >

<I-- Ewwmsfi J 3E grant-uri -permission ~ |4 ¢ A Pathd
<grant-uri - permission android:path="/addresses" />

</provider>
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<activity
android:name=".TemporaryPassiveGrantActivity
android:label="@string/app_name"
android:exported="true" />
</application>
</manifest>

TemporaryProvider .java
package org.jssec.android.provider.temporaryprovider;

import android.content.ContentProvider;
import android.content.  ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = "org.jssec.android.provider.temporaryprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";

/l Content Provider % A wmfi 22 v2 @
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITIY + "/* + PATH);
}
public interface Address {
public static final String PATH = "addresses";

}

/I UriMatcher

private static final int DOWNLOADS_CODE = 1,

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITIY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITIY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITIY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITIY, Address.PATH + "/#"', ADDRESSES_ID_CODE);

}
// DB 4 SM- L A - o=™|V ks queryose»# A Cursord -
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref"'});
static {

sAddressCursor.addRow(new String[] { "1", " "

sAddressCursor.addRow(new String[] { "2 ", " "1;

sAddressCursor.addRow(new String[] { "3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {

sDownloadCursor.addRow(new String[] { "1", "/sdcard/downlo  ads/sample.jpg" });

public static final String CONTENT_ITEM_TYPE = "vnd.android.cu  rsor.item/vnd.org.jssec.contenttype";

public static final Uri CONTENT_URI = Uri.parse("content:// "+ AUTHORITIY + "/" + PATH);
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sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });

}

@Override
public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

/I Ewefi ) 4E - eVe k! %lb—" - «@s #Ng =Le R 0D A L af
nvig| ui% - # Nef 1 < dts UriMatcher#match()< switch case # o= ™ o
/= TR esas  |mikio=w sz adan Ak afodk s
/I Ewesfi ) 5E -oeVekle  es ™ - 4 a= |

Il query — Yifio wo Ko L =y>ew%|=k' °

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

Il Ewwfi ; 4E - Ve k! Ylk—T . 4@ NS =Ls R 03— LA
Novi#g| ui% — # Nef 1+ < 4 UriMatcher#match()< switch case # o= ™ o
I/ — —R'ed22a— |ofikir=% 9 32 D a— L Aok o

/Il 'EwWesfi ) SE - eV k- =™ - o o= ™

Il Insert 8 14 D%ific ve Ko L =%2evs| =k °

switch (sUriMatcher.match(uri)) {
case DOWNLOAOGDE:
return ContentUris.withAppendedid(Download. CONTENT_URI, 3);
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case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

Il EwWwfl J 4E - eVek! %l—' . <@ 2N = Ls R 0D a— L A
nove#| ui% — # Nof + < 4de UriMatcher#match()< switch case # o= ™o
N/ — —R'032a4a— |ofikic=% 9532 ¢ a— L AL o
/| Ewesfi | 5E - oV k- o= ||.TM - =| == ”.TM
//Update ¢ 4| V™ «2>» %¥fie wes Ko L =w>ey| = k' 0
switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
return 5; // update tdvm o« 4L oA
case DOWNLOADS_ID_CODE:
return 1,
case ADDRESSES_CODE:
return 15;
case ADDRESSES_ID_CODE:
return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int delete(Uri uri, String selection, String[] selectionArgs) {
Il Ewwafi 5 4E - Ve k! Yk—" - 4@ 2NJ =Ls R 03 a— L A
Novi#g| ui% — # Nef 1 < 4 s UriMatcher#match()< switch case # o= ™ o
I/ — —R'ed22— |ofikir=% 9 32 ¢ - L Aokt o
// EwWmmfi J 5‘E - @\/ - K ! [ == ||> ™ - =| == ||~ ™
/IDelete 14 V™ «2) %Hific ve Ko & =%>e%| k' o

switch (sUriMatcher .match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete tdvm o« 4L oA

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:

return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
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}

TemporaryActiveGrantActivity.java
package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class TemporaryActiveGrantActivity extends Activity {

Il User Activity —~ A
private static final String TARGET_PACKAGE = "org.jssec.android.provider.temporaryuser";
private static final String TARGET_ACTIVITY = "org.jssec.android.provider.temporaryuser.TemporaryUserActivity

@Override

protected void onCreate(Bun dle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.active_grant);

}
/I Content Provider sk % - —skirs.ve L g]->0e
public void onSendClick(View view) {
try {
Intent intent = new Intent();
Il Ewwfi | 6E -« <« %ed A{ URH Intent ~ A
intent.setData(TemporaryProvider.Address. CONTENT_URI);
Il Ewefi | TE - A= -%¥e® dintent - A
intent.setFlags(Intent. FLAG_GRANT_READ_URI_PERMISSION);
I Ewwafi | 8E Fe -t e A{ek' - Intent & A
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity(intent);
} catch (ActivityNotFoundException e) {
Toast.makeText(this, "User Activity % =Y |-o ™9 " ToastLENGTH_LONG).show();
}
}

TemporaryPassiveGrantActivity.java
package org.jssec.android.provider.temp  oraryprovider;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class TemporaryPassiveGrantActivity extends Activity {
@Override
protected void onCreate(Bundle savedinstanceState) {
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super.onCreate(savedInstanceState);
setContentView(R.layout.passive_grant);
}
" o= et® L L=w%vsk' ~ ContentProvider = k' % Feeve L 44>

public void onGrantClick(View view) {

Intent intent = new Intent();

I EWwafi | 6E -+ -¢tedl A URH Intent - A
intent.setData(TemporaryProvider.Address.CONTENT_URI);

I EWwafi I TE - A{--%te Lintent - A
intent.se tFlags(Intent.FLAG_GRANT_READ_URI_PERMISSION);
I Ewwafi J 9E — k'~ ntent £ A
setResult(Activity.RESULT_OK, intent);
finish();
}
public void onCloseClick(View view) {
finish();
}
}
166 Al | r i g ht 3apan 8nsagphone Skcur@y Association. Content Provider




206 2 1

l“"’;ﬁpfnwmoug Android
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf
Content Provi der Activity
(Content Provider )
10.
11.

TemporaryUser Activity .java
package org.jssec.android.provider.temporaryuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.content.pm.Providerinfo;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

import android.widget.Toast;

public class TemporaryUserActivity extends Activity {

Il Provider Activity - A
private static final String TARGET_PACKAGE = "org.jssec.android.provider.temporaryprovider";

rantActivity";
1 — Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.temporaryprovider";

private interface Address {
public static final String PATH = "addresses";

}

private static final int REQUEST_CODE = 1;

public void onQueryClick(View view) {
logLine("[Query]");

Cursor cursor = null;

try {
if (!providerExists(Address.CONTENT_URI)) {
logLine(" Content Provider  3s ");
return;
}
/I EWmsfi / 10E %fio o Ko Li _ <@ E=|olom™
' - <@ —=k' %vi sve N Y% Ne] ©
Nwviwver pd=Ll  —agm™ N ' - «0s k=L

cursor = getContentRe solver().query(Address. CONTENT_URI, null, null, null, null);

/I EWwfi J 11E ¢ o — LA
I afiki -=% 9 3.2 ¢ o — L AL o
if (cursor == null) {
logLine(" null cursor");
}else {

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHO RITY +"/" + PATH);

private static final String TARGET_ACTIVITY = "org.jssec.android.provider.temporaryprovider. TemporaryPassiveG

Al | rights reserved © Japan Smart phon eCoent®rovidert y

Associlbt i




l“"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

boolean moved = cursor.moveToFirst();

while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();

}
}
} catch (SecurityException ex) {
logLine(" " + ex.getMessage());
}
finally {
if (cursor = null) cursor.close();
}
}
I+ —=k' % o e ¥ @ 4 -8 Content Provider = k' % s e?® 4L

public void onGrantRequestClick(View view) {
Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult(intent, REQUEST_CODE);
} catch (ActivityNotFoundException e) {

logLine("Grant — - =3 <V ° \nTemporaryProvider %smfi ® 21 t 4 =™{ % <=0 oc ™o "
);
}
}
private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager().resolveContentProvider(uri.getAuthority(), 0);
return (pi != null);
}
private TextView mLogView;
// Content Provider 7 Fl—skirecve L a:>e
@Override
public void onCreate(Bund le savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);
}
private void logLine(String line) {
mLogView.append(line);
mLogkw.append("\ n");
}
}
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4.3.2.

Content Provider

1. Android 2.2 API Level 8 Content Provider
2 Content Provider

3

4, Signature Permission

5

6

7. Content Provider

4.3.2.1. Android 2.2 API Level 8 Content Provider
Content Provider Android 2.2 APl Level 8
Content Provider DB
43.2.2. Content Provider

Content Provider

Content Provider Content Provider
Content Provider
Content Provider Android 2.3.1 API Level 9
provider android:exported="false" Content Provider

AndroidManifest.xml
<l-- Ewsafi J 1E Android 2.2 API Level 8 # Content Provider 4t e ™ #£%aA™ >
<uses- sdk android:minSdkVersion="9" />

<I-- Ewwmsfi J 2E exported="false" ~ |F{ ® - A >
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"
android:exported="false" />

4.3.2.3.

Content Provider
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Content Provider SQL

Content Provider

Content Provider

Activity Intent
3.2
4.3.2.4. Signature Permission
Content Provider
AndroidManifest.xml Permission
5.2 Permission Protection Level 5.2.1.2
4.3.2.5.
query() insert() Cursor
4.3.2.6.
Permission
Permission
Permission
Permission
Permission 5.2.3.4 Permission

4.3.2.7. Content Provider

Content Provider

Content Provide r

Content Provider

Content Provider

Signature Permission
Permission

Signature Permission

Uri
update()  delete()

Android

Permission
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Content Provider Content Provider Content Provider

Content Provider Content Provider

Content Provider

3.2
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I4.4. Service
4.4.1.
Service Service
Service Service Service

2 \ 2 \ 2
Private Public Exclusive Proprietary
Service Service Service Service
44-1
Service Service
(@]
Service 4.4.3.2 Service Service
44-1
Senvice Service Service Service
startService o* o - o
IntentService o o* - o
local bind o - - R
Messengeibind o o - o*
AIDL bind o o o * o
44-1 Service
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44.1.1. Service
Service Service Service
Service Intent Intent
startService Service
(Service

1. exported="false"

Intent Intent

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android .service.privateservice" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">
<activity
android:name=".PrivateUserActivity"
android:la bel="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

<fintent -filter>

</activity>

<!-- Service -- >

<I-- Ewwmafi J 1E exported="false" ~ |F{ ® - A -
<service android:name=".PrivateStartService" android:exported="false"/>
<l-- IntentService i <V Service -->

<!I-- Service -- >

<I-- Ewwmsfi J 1E exported="false" ~ |F{ ® - A -

<service android:name=".PrivatelntentService" android:exported="false"/>
</application>

</manifest>

PrivateStartService .java
package org.jssec.android.service.privateservice;

import android.app.Service;
import android.content.Intent;
import android.os.IBinder;
import android.wid get.Toast;
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public class PrivateStartService extends Service{
/I Service % A < Y- 404
@Override
public void onCreate() {
Toast.makeText(this, this.getClass().getSimpleName() + "

o 1

}

/l startService() % wt 414

@Override

public int onStartCommand(Intent intent, int flags, int startld) {
Il Ewwafi 5 2E » k' Y%fk— Intent £ Ngf = Ls
Il afiki -= % 9g 3.2 ¢ a— 4
String param = intent.getStringExtra("PARAM");
Toast.makeText(this, String.format(" R! ©d g %s &

ra v

I asy e] -
/I stopSelf

3

4 stopService 4 «V<%rodf e

/I START_NOT_STICKY8 0= " % o™ # kil 14V
return Service.START_NOT_STICKY;

}

/I Service % A <%~ et 41

@Override
public void onDestroy() {

Toast.makeText(this, this.getClass().getSimpleName() + "
}

@Override

public IBinder onBind(Intent intent) {
't =02 f @ | Pumfi 3 =00 ™
return null;

8l s

A

- onCreate()", Toast.LENGTH_SHORT).show();

Intent — 4L
L 9

A

[ v ¢ " param), Toast.LENGTH_LONG).show();

- onDestroy()", Toast.LENGTH_SHORT).show(
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Service Activity

(Service

Service Intent

Service

PrivateUserActivity. java
package org.jssec.android.service  .privateservice;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class PrivateUserActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.privateservice_activity);

}

I adf e

public void onStartServiceClick(View v) {
Il Ewefi | 4E k' Serice | -' ®
Intent intent = new Intent(this, PrivateStartService.class);

intent.putExtra("PARAM", " & fi o o Ko ");

startService(intent);

}

Il o>y & W fi

public void onS topServiceClick(View v) {
doStopService();

}

@Override

public void onStop(){
super.onStop();
I ad2f % = ™Ma™ | A
doStopService();

I o>y e A4
private void doStopService() {

Intent intent = new Intent(this, PrivateStartService.class);
stopService(intent);

}

/I IntentService W fi

public void onIntentServiceCIick(Vie_vv V) {
/I Ewmfi | 4E k' Serice | -' @

Il Ewwfi ) 4E k' Senice | -' ® —

Intent #

Intent #

Intent #

41 A

/Il Ewwfi ; 5E -k s k' #Nef velke ¥fic vo Ko &L =L

41 A

41 A
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Intent intent = new Intent(this, PrivatelntentService.class);
/Il EWmsfi J SE -k « k' #£Nof valke vfic wo Ko L L= L
intent.putExtra("PARAM", " & fi o o Ko ");
startService(intent);
}
}
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44.1.2. Service
Service Service
Intent Service
Intent
IntentService Service
Service

1. exported=" true"

2. Intent

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.publicservice" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_ name"
android:allowBackup="false" >

<t-- L o Service -- >

<l-- Ewwmsfi J 1E exported="true" ~ |Fq ® - A >

<service android:name=".PublicStartService" android:exported="true">
<intent -filter>

</intent -filter>

</service>
<!-- IntentService £ =V Service -->
<!-- Ewwmafi J 1E exported="true" ~ |fq & - A >

<service android:name=".PublicIntentService" android:exported="true">
<intent -filter>

<fintent -filter>
</service>

</application>

</manifest>

<action android:name="org.jssec.android.service.publicservice.action.startservice" />

<action android:name="org.jssec.android.service.publicservice.action.intentservice" />

PublicintentService.java
package org.jssec.android.service.publicservice;

import android.app.IntentServ  ice;
import android.content.Intent;

import android.widget.Toast;

public class PublicintentService extends IntentService{
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/**
* IntentService 4 . 8 e—dfi @) ' < ad
1A% ™ s 4 oo
*
public PublicintentService() {
super("CreatingTypeBService");
}
/I Service % A <%~ ot 414
@Override

public void onCreate() {
super.onCreate();

Toast.makeText(this, this.getClass().getSimpleName() + "

}

Il Service # ™y ™ A _@se) A

@Override

protected void onHandlelntent(Intent intent) {
I Ewwfi I 2E Intent — LAy
I Activity # Nof v E k' %y o»ve £ N
Il afiki -r= % 95 3.2 ¢ a— 4 A
String param = intent.getStringExtra("PARAM");
Toast.makeText(this, String.format(" R' ©® 2 = %s 4

}

/I Service % A <%~ et 41

@Override

public void onDestroy() {
Toast.makeText(this, this.getClass().getSimpleName() + "

}

- onCreate()", Toast.LENGTH_SHORT).show();

% Nef| ©

o & o

t [ v o " param), Toast LENGTH_LONG).show();

- onDestroy()", Toast.LENGTH_SHORT).show();
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Service Activity

Service

AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmlIns :android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.publicserviceuser" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".PublicUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>

</application>

</manifest>

PublicUserActivity.java
package org.jssec.android.service.publicserviceuser;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class PublicUserActivity exten ds Activity {

1 Service

private static final String TARGET_PACKAGE = "org.jssec.android.service.publicservice";
private static final String TARGET_START_CLASS = "org.jssec.android.service.publicservice.PublicStartService"

private st atic final String TARGET_INTENT_CLASS = "org.jssec.android.service.publicservice.PublicIntentServic

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.publicservice_activity);

}

Il o>y &
public void onStartServiceClick(View v) {

Al | rights reserved © Japan Smartphone
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Intent intent = new Intent("org.jssec.android.service.publicservice.action.startservice");

/I Ewwafi J 4E Service | Intent # 4 A
intent.setClassName(TARGET_PACKAGE, TARGET_START_CLASS);

II' Ewmafi J 5E #fic vo Ko 4 o= | oo™
intent.putExtra("PARAM", " ¥ fic v o K# | o ™ ");

startService(intent);

/Il Ewmfi J 6E Lo 8 ¢ a— AL A
/I ofiki | startService() & [ v Service - — 8 | + o™

}

Il o>y & W fi

public void onStopServiceClick(View v) {
doStopService();

}

/I IntentService Wo fi

public void onintentServiceClick(View v) {
Intent intent = new Intent("org.jssec.android.service.publicservice.action.intentservice");

/I Ewwsfi | 4E Service | Intent # 4 A
intent.setClassName(TARGET_PACKAGE, TARGET_INTRA$B)CL

/I Eweafi J 5E &fic 9o Ko 4L «:»E|Q||I:QTM
intent.putExtra("PARAM", " ¥ fio wo K# | a™ ")

startService(intent);

}

@Override

public void onStop(){
super.onStop();
' adf % —=™am™ | A
doStopService();

}

o>y e A4
private void doStopService() {

Intent intent = new Intent("org.jssec.android.service.publicservice.action.startservice");

/I Ewwsfi | 4E Service | Intent 2 4 A
intent.setClassName(TARGH_PACKAGE, TARGET_START_CLASS);

stopService(intent);
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4.4.1.3. Service
Service Service
AIDL bind Service
(Service )
1. Intent Filter exported="true"
2.
3. onBind(onStartCommand,onHandlelntent)
4, Intent Intent
5.
5213 _
Android Manifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmIns:android="http://schemas.android.com/apk/res/ android"
package="org.jssec.android.service.partnerservice.aidl" >
<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">
<l-- AIDLL ~V Service -->
<l-- Ewwafi / 1E IntentFilter 4 S M® exported="true" 4 - A >
<service
android:name="org.jssec.android.service.partnerservice.aidl.PartnerAlIDLService"
android:exported="true" />
</application>
</manifest>
AIDL Service Activity
Activity Service
AIDL java AIDL
IPartner AIDLService Callback.aidl
package org.jssec.andro id.service. partner service.aidl;
interface | Partner AIDLServiceCallback {
/**
S TR AR REE b
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*/
void valueChanged(String info);
}
IPartner AIDLService .aidl
package org.jssec.android.service.  partner service.aidl;
import org.jssec.android.service.  partner service.aidl.IExclusiveAlDLServiceCallback;
interface | Partner AIDLService {
/**
*e2ipPeed A
*/
void registerCallback(  IPartnerAIDLServiceCallback cb);
/**
S
*/
String getinfo(String param);
/**
*edipPe.d A
*/
void unregisterCallback( IPartnerAIDLServiceCallback cb);
}
Partner AIDLService .java
package org.jssec.android.service.partnerservice.aidl;
import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;
import android.app.Service;
import android.content.Context;
import android.content.Intent;
import android.os.Handler;
import android.os.|Binder;
import android.os.Message;
import android.os.RemoteCallbackList;
import androi d.os.RemoteException;
import android.widget.Toast;
public class PartnerAlDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;
/l Service Yo|r-' wae fis - A
private int mValue =0;
Il Ewwfi 5 2E - k- Y%V mml | @) - =™ sd A
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgC ertWhitelists();
/I RDJ nd= Kk i org.jssec.android.service.partnerservice.aidluser - teor A4
sWhitelists.add("org.jssec.android.service.partnerservice.aidluser", isdebug ?
I/l debug.keystore — "androiddebugkey"— tpo”
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"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255" :
I/l keystore — "partner key" — tpo”
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

I - —R2Jadsk' L

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

}

Il «2ipepod AoKovey o

// RemoteCallbackList — Aoses | @ ey ¥dhraf=m™|°

private final RemoteCallbackList<IPartnerAlDLServiceCallback> mCallbacks =
new RemoteCallbackList<>();

I «21 Peer == Service ¥%s|-¢ 2 a4ad A4V E— Handler
protected stat ic class ServiceHandler extends Handler{

private Context mContext;
private RemoteCallbackList<IPartnerAlDLServiceCallback> mCallbacks;
private int mValue = 0;

public ServiceHandler(Context context, RemoteCallbackList<IPart nerAlDLServiceCallback> callback, int valu
e){
this.mContext = context;
this.mCallbacks = callback;
this.mValue = value;

}

@Override
public void handleMessage(Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if(mCallbacks == null){
return;
}
nooL Ay
/l beginBroadcast() | & getBroadcastltem() # 0 «Ho L o= ™|
final int N = mCallbacks.beginBroadcast();
for (inti=0;i<N;i++) {
IPartnerAlDLServiceCallback target = mCallbacks.getBroadcastitem(i);
try {
/I EWeafi ; 5E R2J 02 = k' r =™~ o= |
target.valueChanged(" R> J A2 = k' ~ -= ™  (callback from Service) No." +
(++mValue));

} catch (RemoteException e) {
/1 RemoteCallbackList %« J i P e <4 e= ™ —#¢8 | | #| unregeister ~o ™
/I RemoteCallbackListkill) — ~ |Ff = t 44

}

}
/l finishBroadcast() | ® beginBroadcast) < ~ o

mCallbacks.finishBroadcast();

/110 -4 A
sendEmptyMessageDelayed(REPORT_MSG, 10000);
break;

}
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case GETINFO_MSG: {
if(mContext != null) {
Toast.makeText(mContext,
(String) msg.obj, Toast.LENGTH_LONG).show();

}
break;
}
default:
super.handleMessage(msg);
break;
} 11 switch

}

protected final ServiceHandler mHandler = new ServiceHandler(this, mCallbacks, mValue);

/I AIDL # =V mafi 2D h VO @
private final IPartn erAIDLService.Stub mBinder = new IPartnerAlDLService.Stub() {
private boolean checkPartner() {
Context ctx = PartnerAIDLService.this;

if (IPartnerAIDLService.checkPartner(ctx, Utils.getPackageNameFromUid(ctx, getCallingUid() N {
mHandler.post(new Runnable() {
@Override
public void run() {
Toast.makeText(PartnerAlDLService.this, k' | R 2=k #| o™ Toast.
LENGTH_LONG).show();
}
i
return false;
}
return true;
}
public void registerCallback(IPartnerAlDLServiceCallback cb) {
Il Ewwfi 5 2E k- YoV mml | @) - =™ sd Ay
if (\checkPartner()) {
return;
}
if (cb != null) mCallbacks.register(cb);
}
public String getinfo(String param) {
Il Ewwfi 5 2E k- YoV mml | @) - =™ sd Ay
if (Icheck Partner()) {
return null;
} .
I EwWmafi J 4E RDJ 52« k' Y%|-— Intent # Nof = Ls Intent — L A
I afiki -=%  ° 3.2 ¢ o — L Ao o

Message msg = new Message();

msg.what = GETINFO_MSG;

msgobj = String.format(" R nd = k' W|—0se» oo %s L v o " param);
PartnerAlDLService.this.mHandler.sendMessage(msg);

I Ewwafi ) 5E RDJ 02 = k' r =™~ o= |
return” R>J 22 = k' ~ == |f™  (method from Service)";
}
public void unregisterCallback(IPartnerAIDLServiceCallback cb) {
Il Ewesfi ) 2E k- YV mml | @) - =™k Ay
if (IcheckPartner()) {
return;
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}

if (cb != null) mCallbacks.unregister(cb);
2

@Override
public IBinder onBind(Intent intent) {
/I Eweafi J 3E onBindz 4 =

/l AIDL # “vosedrs— 4 o ~mween

return mBinder;

}

@Override
public void onCreate() {
Toast.makeText(this, this.getClass().getSimpleName() + "

Il Service % - | - ofi e Ofi) eV
mHandler.sendEmptyMessage(REPORT_MSG)

}
@Override
public void onDestroy() {
Toast.makeText(this, this.getClass().getSimpleName() + "

I «xipe.d = A
mCallbacks.kill();

mHandler.removeMessages(REPORT_MSGQG);

Y%RDJ 0D Yez e Vs
rode

# %o ™

- onCreate()", Toast.LENGTH_SHORT).show();

L2

- onDestroy()", Toast.LENGTH_SHORT).show();

PkgCertWhitelists .java
package org.jssec.android.shared;

import java.util. HashMap;
import java.util.Map;

import android.content.Context;
public class PkgCertWhitelists {
public boolean add(String pkgname, String sha256) {
if (pbkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll(" ", "™);

if (sha256.length() != 64) return false; // SHA
sha256 = sha256.toUpperCase();

mWhitelists.put(pkgname, sha256);
return true;

private Map<String, String> mWhitelists = new HashMap<String, String>();

-256| 32P mml

if (sha256.replaceAll("[0 -9A F]+", ").length() != 0) return false; // 0

-9AF —  %Ne|
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1

}

public boolean test(Context ctx, String pkgname) {
Il pkgname A —teeo LAY
String correctHash = mWhitelists.get(pkgname);

/I pkgname — —teo* < —t po= A& A
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (¢ orrectHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String by te2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
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hexadecimal.append(String.format("%02X", b));

}
return hexadecimal.t oString();
}
}
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1

Service Activity

(Service )
Service

Intent Service

© o N o

Intent

Partner AIDLUserActivity .java
package org.jssec.android.service.partnerservice.aidluser;

import org.jssec.android.service.partnerservice.aidl .IPartnerAlIDLService;
import org.jssec.android.service.partnerservice.aidl.|PartnerAlDLServiceCallback;
import org.jssec.android.service.partnerservice.aidl.R;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content. ComponentName;
import android.content.Context;

import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import android.os.Handler;

import android.os.|Binder;

import an droid.os.Message;

import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;

public class PartnerAlDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED =1,

Il Ewwafi J 6E R>J 5> Service = k ' — %V : wml | @)~ pd=™ <k

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isde bug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

Il R2J nd Service = Kk i org.jssec.android.service.partnerservice.aidl - t
sWhitelists.add("org.jssec.android.service.partnerservice.aidl", isde bug ?
// debug.keystore — "androiddebugkey"— tpo”

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255" :

Il keystore — "my company key*— tpo”

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA");

I - —R2J 9> Service = k T 4

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);

return sWhitelists.test(context, pkgname);

A
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}

1 —R2> a0 Activity ~ A
private static final String TARGET_PACKAGE = "org.jssec.android.service.partnerservice.aidl";
private static final String TARGET_CLASS = "org.jssec.android.service.partnerservice.aidl.PartnerAlDLService"

private static class ReceiveHandler extends Handler{
private Context mContext;

public ReceiveHandler(Context context){
this.mContext = context;

}

@Override
public void handleMessage(Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast.makeText(mContext, String.format(" « 21 P e « # 4 %s & =v 2 " info), Toast.LENGT
H_SHORT).show();
break;
}
default:
super.handleMessage(msg);
break;
} I/ switch

}
private final ReceiveHandler mHandler = new ReceiveHandler(this);

/I AIDL # <V mafi 43 h ¥ @9 Service o-f— & 1 o
private final IPartnerAlDLServiceCallback.Stub mCallback =
new IPartnerAlDLServiceCallback.Stub() {
@Override
public void valueChanged(String info) throws RemoteException {
Message msg = mHandler.obtainMessage(MGS_VALUE_CHANGED, info);
mHandler.sendMessage(msg);

J5

/Il AIDL # <V mafi 2 h ¥ @9 Service + A °
private IPartnerAIDLService mService = null;

Il Service < A - A{ «t <. " fi° bindService # A | -o e
private ServiceConnection mConnection = new ServiceConnection() {

Il Service 4 v - rdd

@Override

public void onServiceConnected(ComponentName className, IBinder service) {
mService = IPartnerAIDLService.Stub.asInterface(service);

try{
/l Service r

mService.registerCallback(mCallback);

}catch(RemoteException e){
Il Service % =V
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}

Toast.makeText(mContext, "Connected to service", Toast. LENGTH_SHORT).show();
}
Il Service ¥ =8 cteo Tfive 1dv o~ 4
@Override

public void onServiceDisconnected(ComponentName className) {
Toast.makeText(mContext, "Disconnected from service", Toast. LENGTH_SHORT).show();
}
2

@Qurride
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);

setContentView(R.layout.partnerservice_activity);

mContext = this;

}

Il o>y & W fi

public void onStartServiceClick(View v ){
// bindService 4t A
doBindService();

}

1 W fi
public void onGetInfoClick(View v) {
getServiceinfo();

}

Il o>y & W fi

public void onStopServiceClick(View v) {
doUnbindService();

}

@Override
public void onDestroy() {
super.onDestroy();

doUnbindService();
}
/**
* Service ~ A ﬂ
*/

private void doBindService() {
if (ImlsBound){

return;

}

Intent intent = new Intent();

/I EWei ) TE R .82 +kir w=f™ - 4 ez
intent.putExtra("PARAM", " R J 1= k | ~ e f™ ),

/I EwWwfi I BE RO’ a2 Service = k' — Y%V mml | @) - td =™
.
if (IcheckPartner(this, TARGET_PACKAGE)) {
Toast.makeText(this, " Service = K' | V: mmi ' ®J - t 4 = ™a ™9 " ToastLENGTH_LO
NG).show();

190 Al | r i g ht 3apan 8nsagphone Skcur@y Association. Service




Android
http://www.jssec.org/dl/android_securecoding.pdf

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

206 2 1

/I Ewwfi J 8E Intent ~ |4 R2>J 4>
intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
misBound = true;

}
}

/**

* Service +— A
*
private void doUnbindService() {
if (mIsBound) {
" = ™V" © @ %Ne| |
if(mService != null){
try{
mService.unregisterCallback(mCallback);
}catch(RemoteException e){
Il Service ¥
Il ofiki =%

TM\/

|
}

unbindService(mConnection);

Intent intent = new Intent();

/I Ewwafi | 8E Intent -~ F{ R2 4 5> Service &
intent.setClassName(TARGET _PACKAGE, TARGET CLASS);

stopService(intent);
misBound = false;

}

/**
*Service %lf 4+
*/
void getServiceinfo() {
if (mlsBound && mService != null) {
String info = null;

A

Service & 4

A

1 A

try {
Il EwWwfi 5 TE RO’ a2 “ k- =™ - A o= ™
info = mService.getinfo(" RJJ 22 = k! ~ -= ™  (method from activity)");
} catch (RemoteException e) {
e.printStackTrace();
}
/I Ewmsfi J 9E RO J 72 k' %— #Ng = Ls Intent — L A
I afiki -=%  ° 3.2 ¢ o — L Ao o
Toast.makeText(mContext, String.format(" Q¢ ®% ks %s <& =V 9 " info), Toast.LENGTH_SHORT).s
how();
}
}
}
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PkgCertWhitelists .java
package org.jssec.android.shared,;

import java.util.HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pk  gname, String sha256) {
if (pbkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

if (sha256.length() != 64) return false; // SHA -256| 32P wm)
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", ").length() != 0) return false; // 0 -9AF - Y N9-||

mWhitelists.put(pkgname, sha256);
return true;

}
public boolean test(Context ctx, St ring pkgname) {
/I pkgname A —tpo- 4L A
String correctHash = mWhitelists.get(pkgname);
Il pkgname — —t Po* < —tepo- A A
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);

return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
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if (pkginfo.signatures.length != 1) re turn null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException €) {
return null;

}

}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;

}

}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));

p— ™
TOo

}
return hexadecimal.toString();
}
}
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1

44.1.4. Service

Service Service

Messenger bind Service

Service
Signature Permission
Signature Permission
Intent Filter exported="true"
Signature Permission

Intent Intent

N o o bk wDdE

APK

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.inhouseservice.messengeruser" >

<l-- Ewwmafi | 8E Signature Permission 4 A >
<uses permission
android:name="org.jssec.android.service.inh  ouseservice.messenger.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity

android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>

android:name="org.jssec.android.service.inho  useservice.messengeruser.InhouseMessengerUserActivity"

Inhouse MessengerService.java
package org.jssec.android.service.inhouseservice.messenger;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared  .Utils;

import java.util.ArrayList;
import java.util.lterator;
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I

import android.app.Service;

import android.content.Context;
import android.content.Intent;

import android.os.Bundle;

import android.os.Handler;

import android.os.|Binder;

import android.os.Message;
import android.os.Messenger;
import android.os.RemoteException;
import android.widget.Toast;

public class InhouseMessengerService extends Service{

— Signature Permission

private static final String MY_PERMISSION = "org.jsse c.android.service.inhouseservice.messenger.MY_PERMISSION

I

— —+ P~

private static String sMyCertHash = null;
private static String myCertHash(Context context) {

if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

// debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "0OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
Il key store — "my company key*— tpo”
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
/I Service — ' wm fi J (¢33 Ll e, 2 A

private ArrayList<Messenger> mClients = new ArrayList<Messenger>();

I/

! e fisYelk—eDd 4k  A{<%-  A{ Messenger

private final Messenger mMessenger = new Messenger(new ServiceSideHandler(mClients));

I/

<! wme iy Yk 1 [V Messagdt A { Handler

private sta tic class ServiceSideHandler extends Handler{

private ArrayList<Messenger> mClients;

public ServiceSideHandler(ArrayList<Messenger> clients){
this.mClients = clients;

}

@Override
public void handleMessage(Message msg){
switch(msg.what){
case CommonValue.MSG_REGISTER_CLIENT:
I <! wae fi s Yak 1 [V Messenged
mClients.add(msg.replyTo);
break;
case CommonValue.MSG_UNREGISTER_CLIENT:
mClients.remove(msg.replyTo);
break;
case CommonValue.MSG_SET_VALUE:
I e i -edad |

Al
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sendMessageToClients(mClients);

break;
default:
super.handleMessage(msg);
break;
}
}
}
/**

ol e fiy - el

*
private static void sendMessageToClients(ArrayList<Messenger> mClients){

/Il Ewwsfi ) 6E -k s k' #£Nof valke vfic wo Ko AL L=
String sendValue =" % fi o v o Ko (from Service)";

I t Al =™ o - fis s - A

ok # removee= L =—e>ar-s o ¥ @~V ™% Jterator £ A

Iterator<Messenger> ite = mClients.iterator();
while(ite.hasNext()){

try {
Message sendMsg = Message.obtain(null, CommonValue.MSG_SET_VALUE, null);

Bundle data = new Bundle();
data.putString("key", sendValue);
sendMsgsetData(data);

Messenger next = ite.next();
next.send(sendMsg);

} catch (RemoteException e) { '
Hoe' e fis % oo™ e @ W%l 4 o
ite.remove();

}
}
}
@Override
public IBinder onBind(Intent intent) {
Il Ewesfi | 4E Signature Permission % = k' ~ |4 =L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) { )
Toast.makeText(this, " Signature Permissio n% = k' ~ |- t 4 = ™o ™9 " Toast.LENGT
H_LONG).show();
return null;
}
/I Ewwafi 5 SE « k' %[|F— Intent #Nof = Ls Intent — L A
I afiki-=%  ° 3.2 ¢ o — L Ao o

String param = intent.getStringExtra("PARAM");
Toast.makeText(this, String.format(" R'0das %s L 1+ [ Ve " param), Toast.LENGTH_LONG).show();

return mMessenger.getBinder();

}

@Override
public void onCreate() {
Toast.makeText(this, "Service - onCreate()", Toast.LENGTH_SHDRT).show();

}
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@Override
public void onDestroy() {
Toast.makeText(this, "Service - onDestroy()", Toast. LENGTH_SHORT).show();

}

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/l sigpermNamed  ~v k' —Re*d> 0 4L A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi ;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

I Signature Permission — | ™
if (pi.protectionLevel |= Permissioninfo.PROTECTION_SIGNA TURE) return null;

Il sigPermNamedL Ve ki — —tpo= A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {
Al | rights reserved © Japan Smartphone SecSemigety Associl®Ti on.
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");

return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) re turn null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X" , b));
}

return hexadecimal.toString();
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7 APK Export APK
i A
® Generate Signed APK ﬁ
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |

Key store password: |_ ------ |

o —
Key alias: < my company key D |\|

Key pamﬂgrd : [ ....... ]

[ ] Remember passwords

Previous | Cancel | | Help |

4.4-2
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Service Activity
(Service )
8. Signature Permission

Signature Permission

10.

11.

12. Intent Service

13. Intent
14. APK

AndroidManifest .xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlins:android="http://schemas.android.com/apk  /res/android"
package="org.jssec.android.service.inhouseservice.messengeruser" >

<l-- Ewwmafi | 8E Signature Permission 4 A >
<uses permission
android:name="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org.jssec.android.service.inhouseservice.messengeruser.InhouseMessengerUser  Activity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LA  UNCHER" />
<f/intent -filter>
</activity>
</application>

</manifest>

Inhouse MessengerUserActivity .java
package org.jssec.android.service.inhouseservice.messengeruser;

import org.jssec.android.shared.PkgCert;
import org.jssec.a ndroid.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;

import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bun dle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;
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import android.os.Messenger;
import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean misBound;
private Context mContext;

1 — Activity

private static final String TARGET_PACKAGE = "org.jssec.android.service.inhouseservice.messenger";

private static final String TARGET_CLASS = "org.jssec.android.service.inhouseservice.messenger.InhouseMesseng
erService";

1 — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.service.inhouseservice.messenger .MY_PERMISSION
I - —tpo”

private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "0OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
I/l keystore — "my company key— tpo”
sMyCertHash = "D397D343 ASCBC1@EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA",
}
}
return sMyCertHash;
}
/l Service Ys|-¢ > ad  A{<%- A4 Messenger

private Messenger mServiceMessenger = null;

/l Service ~ 2 ad A <%~  A{ Messenger
private final Messenger mActivityMessenger = new Messenger(new ActivitySideHandler());

/l Service ¥s|- 1+ [ v Messagek A4 Handler
private class ActivitySideHandler extends Handler {

@Override
public void handleMessage(Message msg) {
switch (msg.what) {
case CommonValue.MSG_SET_VALUE:
Bundle data = msg.getData();
String info = data.getString("key");
Il EwWwsfi J 13E k' %E— #Ng = Lls — LA
I ofiki -=% 9 3.2 D o — L AL o
Toast.makeText(mContext, String.format(" 0> f ®% s %s & =V 9 " info),
Toast.LENGTH_SHORT).show();

=

break;
default:
super.handleMessage(msg);
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Il Service < A - A{ «£ << " fi e bindService # A | oo
private ServiceConnection mConnection = new ServiceConnection() {

Il Service 4 v - i

@Override

public void onServiceConnected(ComponentName className, IBinder service) {
mServiceMessenger = new Messenger(service);
Toast.makeText(mContext, "Connect to service", Toast. LENGTH_SHORT).show();

try {
Il Service r — Messengeet A
Message msg = Message.obtain(null, CommonValue.MSG_REGISTER_CLIENT);
msg.replyTo = mActivityMessenger;
mServiceMessenger.send(msg);
} catch (RemoteExcept ion €) {

Il Service ¥ o= ™Y
}
}
Il Service ¥ =8 ke "five 14V~ 4
@Override

public void onServiceDisconnected(ComponentName className) {
mServiceMessenger = null;
Toast.makeText(mContext, "Disconnected from service", Toast. LENGTH_SHORT).show();

k

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.publicservice_activity);

mContext = this;

}

Il o>y & W fi

public void onStartServiceClick(View v) {
// bindService i A
doBindService();

}

1 W fi
public void onGetInfoClick(View v) {
getServiceinfo();

}

Il o>y & W fi

public void onStopServiceClick(View v) {
doUnbindService();

}

@Override
protected void onDestroy() {
super.onDestroy();

doUmindService();
}
/**
* Service A
*/
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void doBindService() {
if ('mIsBound){

I EWwafi | 9E Signature Permission % = k' ~ |4 =1 <L A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission % = k' ~ |4 t 4 = ™a ™9 " ToastL
ENGTH_LONG).show();
return;
}
Il Ewwafi 5 10E -k — % o — gNef 1 <& A
if ({PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText(this, " adf e « k' #| 0™ " ToastLENGTH_LONG).show();
return;
}

Intent intent = new Intent();

Il Ewwafi 5 11E k' « k' #£Nef Yolke ¥fic wo Ko L =L
intent.putExtra("PARAM"," & fi o o Ko ");
Il Ewesfi | 12E Intent ~ |F4 Serviced 1 A

intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Conte  xt.BIND_AUTO_CREATE);
misBound = true;

}

/**
* Service +— i A
*/
void doUnbindService() {
if (mlsBound) {
unbindService(mConnection);
misBound = false;

}

/**
*Service % 4L A
*/
void getServiceinfo() {
if (mServiceMessenger != null) {
try {
/R SN
Message msg = Message.obtain(null, CommonValue.MSG_SET_VALUE);
mServiceMssenger.send(msg);
} catch (RemoteException e) {
Il Service % o= ™Y

}

SigPerm.java
package org.jssec .android.shared;
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import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermNamed “Vvek! —Re*d20e & A
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

/I Signature Permission — | ™
if (pi.protectionLevel != Permissioninfo.PROTECTION_SIG  NATURE) return null;

Il sigPermNamedL eV kT — —4 po+ A A
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert .java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);

return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (obkg name == null) return null;

try {

PackageManager pm = ctx.getPackageManager();
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Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256 );

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgor ithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));

}
return hexadecimal.toString();
}
}
14 APK Export APK
# Generate Signed APK @
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: | ------- |
Key alias: my mmpanw |
KE'F paggﬂc.rd: | ....... |
[ | Remember passwords
Next | Cancel | | Help |
44-3
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4.4.2.

Service

1. Service

2.

3. Signature Permission

4, Service

5.

6. Service Intent  Service

7. Service

8.

9.
4.4.2.1. Service

uiD Service
Intent
AndroidManifest.xml Service exported false
AndroidManifest.xml
<!-- Service -- >
<l-- Ewwmafi J 1E exported="false" ~ |F{ ® - A >

<service android:name=".PrivateStartService" android:exported="false"/>

Service Intent Filter
Intent Filter Service
Intent Filter Service
AndroidManifest.xml  ( )
<l-- Service -- >
<l- Ewwmsfi | 1E exported="false" ~ |F{ ® - A >

<service android:name=".PrivateStartService" android:exported="false">
<intent -filter>
<action android:name= @org.jssec.android.service.OPEN />
<f/intent -filter>
</service >

4.4.3.1 exported intent - filter (Service )
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4.4.2.2.

Service  Activity Intent Intent

Service Service (

Activity 4.1.2.5 Intent 41.2.9 Activity

Intent

Service Intent Message

3.2
4.4.2.3. Signature Permission

Service Signature Permission
AndroidManifest.xml Permission Permission
5.2 Permission  Protection Level 5.2.1.2 Signature Permission

4424, Service

Intent Signature Permission onCreate

Service onCreate
startService Service onStartCommand
IntentService onHandlelntent bindService

Service onBind
4.4.25.

Service Message

Activity 4.1.2.7
4.4.2.6. Service Intent  Service
Intent Service Intent Filter Service
Intent Intent Filter
Intent Intent Service
Al | rights reserved © Japan Smartphone SecSemigety Associ2dTion.
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Service Intent
Activity 41.2.8 Activity Intent
Activity
4427. Service
Intent
44.1.3 Service
44.2.8.
Permission
Permission Android
Permission
Permission
Permission
Permission 5.2.3.4 Permission
44.209.
Service Service
Service Service
Service
Service
Service LogCat
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4.4.3.
44.3.1. exported intent - filter (Service
Service Service Service Service
Service 4 Service AndroidManifest.xml
exported intent - filter Service
exported intent - filter
44-2
exported
true false
intent - filter
intent - filter
intent - filter & exported= dfalse 6 Android
Service Service
Android
, Service intent - filter Service
, Intent oS Service
3 Android 44-4
Service( A Intent Intent - filter(
action="X") A
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4 )
A
Intent
Service
)
C
Service A 1 _ Intent
exported Pal se” Service
Service A1 Service
A
Android
. J
44-4
44-5 44-6 A B intent - filter( action="X")
44-5 Ao B C Intent
Service(A- 1) A Intent
Service )
( )
A
Intent
Service
)
C
Service A 1 _ Intent
exported Pal se” Service
Service B- 1 A
exported true” .
actions= " Sevice
intent- filter
Android
\. J
44-5
4.4-6 B- A
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Intent Service B
Activi ty(B- 1) A B

C
Intent
Service

Service B 1
exported true”
action

I nten

A
Intent
Service
Service A 1 .
exported “falseservIce B .
action=1%k"” _ _ Sevice
intent- filter A
Service(B 1)
Android
" y,
44-6
Intent Filter Service Intent
4.4.3.2. Service
Service
startService bindService startService
bindService Service Service
Service Service
. ( )
Service
. ( )
44-3 X
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4.4 -3 Service
Service Service
( )
startService © X o
IntentService © x °
local bind x °© x
Messengeibind © © ©
AIDL bind © © ©
startService
Service Service onStartCommand Service
Service Intent startService Intent
Broadcast
441.1 Service
onStartCommand
Service
IntentService
IntentService Service startService
Service startService
Intent onHandlelntent onStartCommand
Intent
Intent
Intent Broadcast
44.1.2 Service
onHandlelntent
Service
local bind
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Service Binder

Service

Service Intent bindService Service  bind
Service

Service PrivateServicelLocalBind

Service
Messenger bind
Messenger Service
Service Message Messenger
Message
Service Intent bindService 44.1.4
Service
onBind Message Handler
Service
AIDL bind
AIDL Service AIDL
Service AIDL
Service
Service Intent bindService 44.1.3
Service
Service onBind Service AIDL

Service
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I 45. SQLite
SQLite
SQL
( )
Content Provider
45.1.
45.1.1.
Android SQLiteOpenHelper
5
ul
SQL SQL
5 SQLiteOpenHelp er 2 name

SD
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Name of User-1 Info of User-1
Name of User-2 Info of User-
Name of User-3 Info of User-3
Name of User-4 Info of User-
Name of User-5 Info of User-
Name of User-6 Info of User-
Name of User-7 Info of User- Em Name of User-13
Name of User-8 Info of User-
Name of User-9 Info of User-9
Name of User-10 Info of User-10
Name of User-11 Info of User-11
Name of User-12 Info of User-12
Name of User-13 Info of User-13
Name of User-14 Info of User-14
Name of User-15 Info of User-15
Name of User-16 Info of User-16
Name of User-17 Info of User-17
Name of User-18 Info of User-18
Name of User-19 Info of User-19
Name of User-20 Info of User-20
Name of User-21 Info of User-21
Name of User-22 Info of User-22
Name of User-23 Info of User-23
Name of User-24 Info of User-24
Name of User-25 Info of User-25
Name of User-26 Info of User-26
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1. SQLiteOpenHelper
2. SQL SQL
3. SQL

SampleDbOpenHelper .java
package org.jssec.android.sqlite;

import android.content.Context;

import android.database.SQLEXxception;

import android.database.sqlite.SQLiteDatabase;
import android.database.sqlite.SQLiteOpenHelper;
import android.util.Log;

import android.widget.Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQL iteDatabase mSampleDb; Il {4 eedad Aed=z> @

public static SampleDbOpenHelper newHelper(Context context)

{
/' Ewwafi J 1E DB~ | SQLiteOpenHelpert A
return new SampleDbOpenHelper(context);

public SQLiteD atabase getDb() {
return mSampleDb;
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/IWritable = > » # DBL o
public void openDatabaseWithHelper() {

try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (ImSampleDb.isReadOnly())// - 7 % Zodkfi q
return;
mSampleDb.close();
}
mSampleDb = getWritableDatabase(); // | —  #o2kfi t 4
} catch (SQLException €) {
led224zD @ - = - ®

Log.e(mContext.getClass().toStrin  g(), mContext.getString(R.string. DATABASE_OPEN_ERROR_MESSAGE));
Toast.makeText(mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG).show();

}

//ReadOnly= 2> » 2 DBL o
public void openDatabaseReadOnly() {

try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (mSampleDb.isReadOnly())// - ReadOnly o> k fi q
return;
mSampleDb.close();
}

SQLiteDatabase.openDatabase(nmitext.getDatabasePath(CommonData.DBFILE_NAME).getPath(), null, SQLiteD
atabase.OPEN_READONLY);
} catch (SQLException €) {
le224z2 @ - = .
Log.e(mContext.getClass().toString(), mContext.getString(R.string.DATABASE_OPEN_ ERROR_MESSAGE));
Toast.makeText(mContext, R.string. DATABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG).show();

}

//IDatabase Close
public void closeDatabase() {

try {
if (mSampleDb != null && mSampleDb.isOpen()) {
mSampleDb.close();
}
} catch (SQLException e) {
led224z0 @ - = -

Log.e(mContext.getClass().toString(), mContext.getString(R.string. DATABASE_CLOSE_ERROR_MESSAGE));
Toast.makeText(mContext, R.string. DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG).show();

}

/IContext & 4 =249
private Context mContext;

IIe>2 Ki oy fi »

private static final String CREATE_TABLE_COMMANDS

"CREAE TABLE " + CommonData. TABLE_NAME + " ("

" id INTEGER PRIMARY KEY AUTOINCREMENT, "

"idno INTEGER UNIQUE, "

"name VARCHAR(" + CommonData. TEXT_DATA _LENGTH_MAX + ") NOT NULL, "
"info VARCHAR(" + Commoria. TEXT_DATA LENGTH_MAX +")"

")

+ o+ o+ o+ +

public SampleDbOpenHelper(Context context) {
super(context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION);
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mContext = context;

public void onUpgrade(SQLiteDatabase argO, int argl, int arg2) {
I 3 24z>@—Pd>0o'fi= etk -~ tq{eeda

}

}
@Override
public void onCreate(SQLiteDatabase db) {
try {
db.execSQL(CREATE_TABLE_COMMANDS); //DBv fi » —
} catch (SQLException €) {
led224zD @ - = - ®
Log.e(this.getClass().toString(), mContext.getString(
}
}
@Override

R.string. DATABASE_CREATE_ERROR_MESSAGE));

DataSearchTask .java p SQLite Database \ 4 M~ Y \ P
package org.jssec.android.sqlite.task;

import org.jssec.android.sglite. CommonData;
import org.jssec.android.sglite.DataValidator;
import org.jssec.android.sq lite.MainActivity;
import org.jssec.android.sqlite.R;

import android.database.Cursor;

import android.database.SQLException;

import android.database.sqlite.SQLiteDatabase;
import android.os.AsyncTask;

import android.util.Log;

/I ¢ 2 2
public class
private MainActivity mActivity;
private SQLiteDatabase = mSampleDB,;

Y @

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = ac tivity;

}

@Override
protected Cursor dolnBackground(String... params) {
String idno = paramsJ0];
String name = params[1];
String info = params[2];
String cols[] = {"_id", "idno","name","info"};

Qursor cur;
I EWemfi 5 3E = k' - [ = Lywe«nd
if (IDataValidator.validateData(idno, name, info))
{
return null;

DataSearchTask extends AsyncTask<String, Void, Cursor> {
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}

1 % null o f v [ A
if ((idno == null || idno.length() == 0) &&
(name == null || name.length() == 0) &&
(info == null || info.length() == 0) ) {
try {
cur = mSampleDB.query(CommonData. TABLE_NAME, cols, null, null, null, null, null);
} catch (SQLEXxc eption e) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));
return null;

}

return cur;

}

INo % 14 =™V | Noz
if (idno !'= null && idno.length() > 0) {
String selectionArgs[] = {idno};

try {
' Ewmafi J 2E k™ 2 @vi nd A
cur = mSampleDB.query(CommonData. TABLE_NAME, cols, "idno = ?", selectionArgs, null, null, null);
} catch  (SQLException e) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));
return null;

}

return cur;

}

/IName%  t 4 = ™V |k Name
if (name != null && name.length() > 0) {
String selectionArgs[] = {name};
try {
I Ewmfi § 2E k™ > @vi nd A
cur = mSampleDB.query(CommonData. TABLE_NAME, cols, "name = ?", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));

return null;
}
return cur;
}
ns 4 - | infod - o=
String argString = info.replaceAll("@", "@@"); // S-= 1 [+Vinfo —¢L<ao® 2k

argString = argString.replaceAll("%", "@%"); //
argString = argString.replaceAll("_", "@_"); //
String selectionArgs[] = {argString};

«= 1t [Vinfo -4 <@ 2Kk
= 1 [Vinfo — Laqo Dk

ININ

try {
' Eweafi J 2E k™ 2 @vi nd A
cur = mSampleDB.query(CommonData. TABLE_NAME, cols, "info LIKE '%' || ? || '%' ESCAPE '@", selectionA
rgs, null, null, null);
} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));

return null;
}
return cur;
}
@Override
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protected void onPostExecute(Cursor resultCur) {

mActivity.updateCursor(resultCur);

}

DataValidator.java
package org.jssec.android.sqlit  €;

public class DataValidator {

" Lyve -

1 i A

public static boolean validateNo(String idno) {
/Inull & | OK

if (idno == null || idno.length() == 0) {
return true;

}
" £Nef 1 <L A
try {
if (lidno.matches("[1  -9][0 - 9]*")) {
I - | <>
return false;
}

} catch (NullPointerException e) {
<L oy
return false;

}
return true;
}
" - 4 =
public static boolean validateLength(String str, int max_length) {
/null & | oK
if (str == null || str.length() == 0) {
return true;
}
" — 1 %BMAX #Nef 1 =4 =
try {
if (str.length() > max_length) {
IMAX[F ™ | <« >
return false;
}
} catch (NullPointerException e) {
/P -
return false;
}
return true;
}
I H Ve«

public static boolean validateData(String idno, String name, String info) {
if (lvalidateNo(idno)) {
return false;

}
if (lvalidateLength(name, CommonData. TEXT_DATA_LENGTH_MAX)) {
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return false;
lelse i f(lvalidateLength(info, CommonData. TEXT_DATA_LENGTH_MAX)) {
return false;
}
return true;
}
}
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45.2.

SQLite

1. DB

2. DB Content Provider

3. DB
4521. DB

DB DB

SD
DB
DB ( ) 2
1.
Context#getDatabasePath(String name)
Context#getFilesDir 6
2.
MODE_PRIVATE=
2 DB

1.  SQLiteOpenHelper

2. Context#openOrCreateDatabase

DB SQLiteDatabase#openOrCreateDatabase

Android DB
2

6
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SQLiteOpenHelper
SQLiteOpenHelper
DB
DB
451.1

Context#openOrCreateDatabase

Context #openOrCreateDatabase DB
MODE_PRIVATE

DB

MODE_PRIVATE

SQLiteOpenHelper

SQLiteOpenHelper
SD

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

Il 23 4zD> —

try {
//IMODEPRIVATR: ~= pBL

db = Context.openOrCreateDatabase('Sample.db",

} catch (SQLException e) {

led224z0 @ - = -
Log.e(this.getClass().toString(), getString(R.string.
return;

}

I / - =

DB A~ 0 AT NVUWV “ AT AY K MainActivity.java

MODPERIVATEII);

DATABASE_OPEN_ERROR_MESSAGE));

MODE_PRIVATE

MODE_WORLD_READABLE

MODE_WORLD_WRITABLE OR MODE_PRIVATE API Level
17 deprecated APL Level 15

7 SQLiteOpenHelper

SD
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MODE_PRIVATE
MODE_WORLD_READABLE
MODE_WORLD_WRITABLE

45.2.2. DB Content Provider
DB DB WORLD_READABLEWORLD_WRITABLE
DB
DB
Android DB Content Provide r
Content Provider DB
DB Content Provider
4523. DB
SQL SQL
SQL 2
1. SQLiteDatabase#compileStatement() SQLiteStatement
SQLiteStatement#bindString()  bindLong()
2. SQLiteDatabese execSQL() insert() update() delete() query() rawQuery() replace()
SQL
SQLiteDatabase#compileStatement() SELECT
SELECT 1 @a 1 )
SQLiteDatabase#compileStatement()
1. SQLiteDatabase#compileStatement() SQL SQLiteStatement
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2

SQLiteStatement bindLong() bindString()
3. SQLiteStatement execute() SQL
Vy4nMMiM 1 K DatalnsertTask.java p P
/I ¢ 2 2 R

public class DatalnsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalnsertTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@Override

protected Void dolnBackground(String... params) {
String idno = paramsJ0];
String name = params[1];
String info = params|[2];

/I EWemafi s 3E « k' »2e ' fi - [= Lywe-nd
if (IDataValidator.validateData(idno, name, info))
{
return null;
}
/I &2 A

k™ > evi sd A
String commandString = "INSERT INTO " + CommonData. TABLE_NAME @¢dno, name, info) VALUES (?, ?, ?)";
SQLiteStatement sqlStmt = mSampleDB.compileStatement(commandString);
sqlStmt.bindString(1, idno);
sqlStmt.bindString(2, name);
sqlStmt.bindString(3, info);
try {

sqlStmt.executelnsert();
} catch (SQLException e) {

Log.e(DatalnsertTask.class.toString(), mActivity.getString(R.string. UPDATING_ERROR_MESSAGE));
} finally {

sqlStmt.close();

}

return null;

SQL SQLiteStatement

SQLiteDatabase

SQLiteDatabase DB SQL SQL
SQLiteDatabase# execSQL()/rawQuery()
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1. SQL
SQL
SQL SQLiteDatabase# insert() /update()/delete()/query()/replace()
1. DB / ContentValues
2. ContentValues SQLiteDatabase# insert()

&1 1Y\ 1 p SQLiteDatabase# insert) P~ 1
private SQLiteDatabase mSampleDB;
private void addUserData(String idno, String name, String info) {

I — 8 HVYped 4€4@®*DKk

if (lvalidatelnsertData(idno, name, info)) {
et e Tl o0 Yef V 8, =
Log.e(this.getClass().toString(), getString(R.string. VALIDATION_ERROR_MESSAGE));
return

N Aeda—

ContentValues insertValues = new ContentValues();
insertValues.put("idno", idno);
insertValues.put("name", name);
insertValues.put("info", info);

llinsert

try {
mSampleDb.insert("SampleTable", null, insertValues);

} catch (SQLException e) {
Log.e(this.getClass().toString(), getString(R.string.DB_INSERT_ERROR_MESSAGE));
return;

SQL SQLiteDatabase SQL
SQL
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4.5.3.
453.1. SQL LIKE
LIKE %
Il%ll Il_ll
ESCAPE
LIKE, T~ 44 IMiny &
/I ¢ 2 A 4 ®-
public class DataSearchTask extends AsyncTask<S tring, Void, Cursor> {
private MainActivity mActivity;
private SQLiteDatabase = mSampleDB,;
private ProgressDialog ~ mProgressDialog;
public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;
}
@Override
protected Cursor dolnBackground(String... params) {
String idno = paramsJ0];
String name = params[1];
String info = params|[2];
String cols[] = {"_id", "idno","name","info"};
Cursor cur,
nnn nnn
lfinfo 4 - <= like
I Wefi ) ¢ wmi o020 A | «<@-2k A
String argString = info.replaceAll("@", "@@"); // <= 1 [+Vinfo —$Lt<ao®@ 2k
argString = argString.replaceAll("%", "@%"); // Se= 1 [+Vinfo —%W <o Dk
argString = argString.replaceAll("_", "@_"); // <Se= 1 [+Vinfo — Laordk
String selectionArgs[] = {argString};
try {
I wesfi 3 k™ > @vi sd A
cur = mSampleDB.query("SampleTable", cols, "info LIKE '%' || ? || '%' ESCAPED",
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast.makeText(mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_ISONG) ;
return null;
}
return cur;
}
@Override
protected void onPostExecute(Cursor resultCur) {
mProgressDialog.dismiss();
mActivity.updateCursor(resultCur);
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2

}

45.3.2. SQL

DB SQL

http://www.ipa.go.jp/security/vuln/documents/website security sql.pdf

4.5.3.3.
SQLiteOpenHelper#getReadableDatabase  getWritableDatabase DB
DB

Context#openOrCreateDatabase = SQLiteDatabase#openOrCreateDatabase

DB

SQLiteDatabase#openDatabase OPEN_READONL

8 getReableDatabase getWritableDatabase

getWritableDatabase
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6 T AnMYnMT YnudT,

nnn nnn

/' 2 24z> @—odkfi(ed=zD2 o 1<40)
SQLiteDatabase db

= SQLiteDatabase.openDatabase(SQLiteDatabase.getDatabasePath("Sample.db”), null, OPEN_READQNLY

http://developer.android.com/reference/android/database/sqlite/SQLiteOpenHelper.html

getReadableDatabase()
45.3.4. DB
SQLite DB Integer
DB DB
Integer LIKE * %123%
VARCHAR(100)
SQLite
SQLite DB DB
1.
2.
1
KAJAnMX 194 % ~ v 3~ ~ P MainActivity.java . P

public class MainActivity extends Activity {

nnin nnn

1
private void addUserData(String idno, String name, String info) {
/INO —H# Ve o
if (lvalidateNo(idno, CommonData.REQUEST_NEW)) {
return;

}

Il &2 A
DatalnsertTask task = new DatalnsertTask(mSampleDb, this);
task.execute(idno, name, info);

}

nnn nnn

private boolean validateNo(String idno, int request) {
i f (idno == null || idno.length() == 0) {
if (request == CommonData.REQUEST_SEARCH) {
" - L oKk A
return true;
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}else {

1 — | nuile | <' >

Toast.makeText(this, R.string.IDNO_EMPTY_MESSAGE, Toast.LENGTH_LCGKGY() ;

return false;

}
}
I #Nef 1 <L A
try {
11 —
if (lidno.matches(" [1-9][0 -91* ")) {
I - | <>
Toast.makeText(this, R.string.IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_ISONG) ;
return false;
}
} catch (NullPointerException e) {
I —+>e#|Nf o™
ret urn false;
}
return true;
}
nnn nnn
}
45.35. DB
SQLite
s DB
s DB DB
s DB
DB
Android
root Android
Android
root SQLite DB
DB
4536 | ]SQLite (SQLCipher for Android)
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4536. | ]1SQLite (SQLCipher for Android)
SQLCipher 256 AES SQLite
(BSD ) Zetetic LLC
SQLCipher QT i0S
SQLCipher for Android Android SQLite

SQLite APl SQLCipher

https://guardianproject.info/code/sglcipher/

SQLCipher
1. lib sqlcipher.jar libdatabase_sqlcipher.so libsglcipher_android.so
libstlport_shared.so
2. import android.database.sqlite.*
info.guardianproject.database.sqlite.* android.database.Cursor
3. onCreate()
“Mni1 _
SQLiteDatabase.loadLibs(this); I M " =K' "4 Contextd = A
SQLiteOpenHelper.getWritableDatabase(passwoegt // | R e®: O » String O T oV L—x<
SQLCipher for Android 11.0 2.0.0 RC4
Android API Android
SQLite
SQLCipher SDK
assets/icudt46l.zip 2,252 KB
/system/ustr/icu/ icudt46l.dat
icudt46l.dat zip
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libs/armeabi/libdatabase_sqlcipher.so 44KB
libs/armeabi/libsglcipher_android.so 1,117KB
libs/armeabi/libstlport_shared.so 555KB

Native

SQLCipher SQLiteDatabase#loadLibs()
libs/commons - codec.jar 46KB
libs/guava -r09.jar 1,116KB
libs/sqlcipher.jar 102KB

Native Java

sqlcipher.jar sqlcipher.jar

5.12MB

icudt46l.zip 7™MB

Al | rights reserved © Japan Smartphone Securit SQWtessoci28t i on.



l“"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

I 4.6.

And roid ( )

Content Provider Service

SD
(PC )

46.1.

46-1

46-1

SD
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4.6.1.1.
Android Content Provider Service)
1.
2.
3.
4, ( )
PrivateFile Activity .java
package org.jssec.android.file.privatefile;
import java.io.File;
import java.io.FilelnputStream;
import java.io.FileNotFoundException;
import java.io.F ileOutputStream;
import java.io.|OException;
import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;
public class PrivateFileActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = "private_file.dat";
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.file);
mFileView = (TextView) findViewByld(R.id.file_view);
}
/**
* h O _i —
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try { _ _
/I EWenfi J 1E hDwai | 80 k' ¢a™ o0t~ A
/ EWeafi ) 2E RO wmi —= « ¢ ® |8 —sk' % £%0™lerk' wmzdiz20rA]
fos = openFileOutput(FILE_NAME, MODE_PRIVATE);
I Eweafi J 3E ¥ficva Ko & A1 <%z %
I EWeafi J 4E RO wai -~ A - oe=| 8/ — - k0 - LA
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Il afiki -=% 9 3.2 ¢ o — L A& o
fos.write(new String(" ¥ fi o v Ko (File Activity) \ n").getBytes());
} catch (FileNotFoundException €) {
mFileView.setText(R.string.file_view);
} catch (IOException e) {

android.util.Log.e("PrivateFileActivity", " hOeei — - o3 oV ")
} finally {
if (fos !=null) {
try {
fos.close();
} catch (IOException e) {
android.util.Log.e("PrivateFileActivity", " O i — - o3 oV ")
}
}
}
finish();
}
/**
RO =l — 1 q

*

* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
fis = openFileInput(FILE_NAME);
byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
String str = new String(data);
mFileVie w.setText(str);
} catch (FileNotFoundException e) {

mFileView.setText(R.string.file_view);
} catch (IOException €) {

android.util.Log.e("PrivateFileActivity", " hD i — - =3 =V");
} finally {
if (fis = null) {
try {
fis.close();
} catch (IOException €) {
android.util.Log.e("PrivateFileActivity", " hD - — - =3 =V");
}
}
}
}
/**
* h [ el —

*
* @param view
*/
public void onDeleteFileClick(View view) {

File file = new File(this.getFilesDir() + "/" + FILE_NAME);
file.delete();
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mFileView.setText(R.string.file_view);

PrivateUser Activity .java
package org.jssec.android.file.privatefile;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.lOException;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = "private_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.user);
mFileView = (TextView) findViewByld(R.id.file_view);

}

private void callFileActivity() {
Intent intent = new Intent();
intent.setClass(this, PrivateFileActivity.class);

startActivity(intent);
}

/**
*hOwsi Activity — 4 o
*
* @param view
*/
public void onCallFileActivityClick(View view) {
callFileActivity();
}

/**

RO — g q
*
* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
fis = openFilelnput(FILE_NAME);
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byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
' EWeafi | 4E h O wai ~

/I afiki —=9% %9g 3.2
String str = new String(data);

td v -

¢ o — &L

mFileView.setText(str);
} catch (FileNotFoundException €) {
mFileView.setText(R.string.file_view);
} catch (IOExceptione)  {
android.util.Log.d("PrivateFileActivity", "
} finally {
if (fis 1= null) {
try {
fis.close();
} catch (IOException €) {
android.util.Log.d("PrivateFileActivity", "

}

}

/**
*HhO e —
*
* @param view
*/
public void onWriteFileClick(View view) {
FileOutputStream fos = null;
try {

I EWenfi i 1E hOmmi | 80 k' =20 "fiea"
—= k' %

/ EWefi ) 2E h Dwmi —= « ¥ ®
fos = openFileOutput(FILE_NAME, MODE_APPEND);

| 8

/I EWanfi J 3E ¥fio vo Ko 4

/I EWfi | 4E O wai - A -
Il afiki —=9% 9 3.2 ¢ a—
fos.write(new String(" #fic v Ko
} catch (FileNotFoundException e) {
nirileView.setText(R.string.file_view);
} catch (IOException €) {
android.util.Log.d("PrivateFileActivity", "
} finally {
if (fos != null) {
try {
fos.close();
} catch (IOException €) {
android.util.Log.d("PrivateFileActivity", "

AL

}
}

callFileActivity();

@E'S/— -

(User Activity)

A i — -

ST

=3 V")

hD—i - L c':I c'\/“);

in -

A

%0 Mlerk' wzd)

A‘" | £ %B# 5’8‘"

@Els/— [

il
afod
\ n").getBytes());

=3 =V")

z

A

:)ﬁl—A‘”

A
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46.1.2.
MODE_WORLD_READABLE
API Levell7 deprecated Content Provider
1.
2.
3.
4. ( )

PublicFile Activity .java
package org.jssec.android.file.publicfile.readonly;

import java.io.File;

import java.io.FilelnputStream;
import ja va.io.FileNotFoundException;
import java.io.FileOutputStream;

import java.io.|OException;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = "public_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.file);

mFileView = (TextView) findViewByld(R.id.file_view);
}

/**
RO e —
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;

try {
I EWefi ) 1TE RDwai | 8= k' ¢ <00 = A
I EWeafi ) 2E RDwmi —= < ¥ ® |8 —ak' - o=]| 7 4 20 F A
/i 1 9 2 2 ) — MODE_WORLDREADARPH EVEL 17# deplicated <o [ VvV k8
" Y 18 ContentProvider 6 >~ |f{ ¢ 2 a—44 q&Laq: <

fos = openFileOutput(FILE_ NAME, MODE_WORLD_READABLE);
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/I EWeafi J 3E %fic va Ko | en ™
' EWeafi J 4E h Dwai = A - e=|8/ — - Fk0 - 4
I afiki -=%  ° 3.2 ¢ o — L A o
fos.write(new String(" ¥fic wo K#Fa ™ (Public File Activity) \n")
.getBytes());

} catch (FileNotFoundException €) {
mFileView.setText(R.string.file_view);
} catch (IOException e) {

android.util.Log.e("PublicFileActivity", " O i — - o3 oV ")
} finally {
if (fos !=null) {
try {
fos.close();
} catch (IOException e) {
android.util.Log.e("PublicFileActivity", " O i — - o3 oV ")
}
}
}
finish();
}
/**
RO =l — 1 q

*
* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {

fis = openFilelnput(FILE_NAME);
byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
String str = new String(data);
mFileView.setText(str);

} catch (FileNotFoundException e) {

mFileView.setText(R.str ing.file_view);
} catch (IOException €) {

android.util.Log.e("PublicFileActivity", " hD - — - =3 =V");
} finally {
if (fis = null) {
try {
fis.close();
} catch (IOE xception e) {
android.util.Log.e("PublicFileActivity", " hD - — - =3 =V");
}
}
}
}
/**
* h [ el —

*

* @param view
*/
public void onDeleteFileClick(View view) {
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File file = new File(this.getFilesDir() + "/" + FILE_NAME);
file.delete();

mFileView.setText(R.string.file_view);

PublicUserActivity.java
package org.jssec.android.file.publicuser.readonly;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.|OException;

import android.app.Activit y;

import android.content.ActivityNotFoundException;

import android.content.Context;

import android.content.Intent;

import android.content.pm.PackageManager.NameNotFoundException;
import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = "org.jssec.android.file.publicfile.readonly";
private static final String TARGET_CLASS = "or g.jssec.android.file.publicfile.readonly.PublicFileActivity";

private static final String FILE_NAME = "public_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.user);
mFileView = (TextView) findViewByld(R.id.file_view);

}

private void callFileActivity() {
Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

try {
startActivity(intent);

} catch (ActivityNotFoundException e) {
mFileView.setText("(File Activity %Ne 3 YF2 <V ),
}
}

/**
*hDwai Activity — 4 o

*

* @param view
*/
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public void onCallFile  ActivityClick(View view) {
callFileActivity();

}
/**

“hOwl — 7 7
*
* @param view
*
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
File file = new File(getF ilesPath(FILE_NAME));

fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel().size()];

fis.read(data);

I EWesfi } 4E h O wai - td v - e=|8/ — - k0 - LA
Il afiki -r= % 95 3.2 ¢ a— 4 Ao L E

String str = new String(data);

mFileView.setText(str);
} catch (FileNotFoundException e) {

android.util.Log.e("PublicUserActivity", " hOwi %N 5 5+");
} catch (IOException €) {
android.util.Log.e("PublicUserActivity", " hDO i — - o3 oV ")
} finally {
if (fis !=null) {
try {
fis.close();
} catch (IOException €) {
android.util.Log.e("PublicUserActivity", " WO i — - =3 =V");
}
}
}
}
/**
* h| I p—

*

* @param view
*/
public void onWriteFileClick(View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath(FILE_NAME));
n % | A ° FileNotFoundException %
fos = new FileOutputStream(file, true);

fos.write(new String(" & fic vo K#£a ™ (Public User Activity)  \n")
.getBytes());
} catch (IOException €) {
mFileView.setText(e.getMessage());
exception = true;
} finally {
if (fos != null ){
try {
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fos.close();
} catch (IOException e) {
exception = true;

}
}

if (lexception)
callFileActivity();

}

private String getFilesPath(String filename) {
String path ="";
try {

Context ctx = createPackageContext(TARGET_PACKAGE,
Context. CONTEXT_RESTRICTED);
File file = new File(ctx.getFilesDir(), filename);
path = file.getPath();
} catch (NameNotFoundException e) {

android.util.Log.e("PublicUserActivity", " hOwi %N 5 5+");
}
return path;
}
}
Al | rights reserved © Japan Smartphone Security Associz2llion.
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4.6.1.3.
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4.6.1.4. ( )
SD
(Web ) ( )
( )
android.permission.WRITE_EXTERNAL_STORAGE Permission
( )
Android
PC
1.
2.
3. ( )
4.
AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.file.externalfile" >
<!-- android.permission.WRITE_EXTERAL_STORAGE Permiss#én A >
<l-- Android 4.4 (API Level 19) £| e ® " Do—k' ¢d9 4

1 %A -~ Permission¥% oV E® maxSdkversiort A4 -->
<uses permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".ExternalFileActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
<f/intent -filter>
</activity>
</application>
</manifest>
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ExternalFileActivity.java
package org.jssec.android.file.externalfile;
import java.io.File;
import java.io.FilelnputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.lOException;
import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;
public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = "external”;
private static final String FILE_NAME = "external_file.dat";
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.file);
mFileView = (TextView) findViewByld(R.id.file_view);
}
/**
*NO wml —
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try {
I EWeafi 1 1E 8fic v Ko | so ™
I/ EWaafi } 2E = k' " 82 cneo” o) rHDmi & A
File file = new File(getExternalFilesDir(TARGET_T YPE), FILE_NAME);
fos = new FileOutputStream(file, false);
/I EWefi J 3E h O wai r A - e=|8/ — - k0 - LAy
I ofiki ~=9% 9 3.2 D o — L AL o
fos.write(new String(* ¥ fic wo K#a ™ (External File Activity) \n")
.getBytes());
} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOException €) {
android.util.Log.e("ExternalFileActivity", " O emi — - o3 =V ")
} finally {
if (fos !=null) {
try {
fos.close();
} catch (IOException e) {
android.util.Log.e("ExternalUserActivity", " O emi — - =3 =V ")
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}
}

finish();
}

/**

“hOwl — 7 7
*
* @param view
*
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
File file = new File(getExternalFilesDir(TARGET_TYPE), FILE_NAME);
fis = new FilelnputStream(file);
byte[] data = new byte[(int) fis.getChannel().size()];

fis.read(data);

8/ —
ST

/' EwWenfi ] 3E hOwai ~
/I afiki =% 9 3.2
String str = new String(data);

Y - e
¢ o — 4L

k0 -

mFileView.setText(str);
} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOException €) {
android.util.Log.e("ExternalFileActivity", "
} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException €) {
android.util.Log.e("ExternalFileActivity", "

=3 =V

=3 =V
}

}

/**
RO - —
*
* @param view
*/
public void onDeleteFileClick(View view) {

File file = new File(getExternalFilesDir(TARGET_TYPE), FILE_NAME);
file.delete();

mFileView.setText(R.string.file_view);
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ExternalFileUser.java
package org.jssec.android.file.externaluser;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.i 0.lI0Exception;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.ActivityNotFoundException;

import android.content.Context;

import android.content.DialogInterface;

import android.content.Intent;

import android.content.pm. PackageManager.NameNotFoundException;
import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class ExternalUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = "org.jssec.android.file.externalfile";
private static final String TARGET_CLASS = "org.jssec.android.file.externalfile.ExternalFileActivity";
private static final String TARGET_TYPE = "external”;

private static final String FILE_NAME = "ext ernal_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.user);
mFileView = (TextView) findViewByld(R.id.file_view);

}

private void callFileActivity() {
Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

try {
startActivity(intent);

} catch (ActivityNotFoundException e) {
mPFileView.setText("(File Activity %Nl 5 T2 <V ));
}
}

/**
*hDOwai Activity — 4 =
*
* @param view
*/
public void onCallFileActivityClick(View view) {
callFileActivity();
}

/**

“hOml — 7 1q

*
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* @param view
*
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
File file = new File(getFilesPath(FILE_NAME));

fis = new FilelnputStream(file);
byte[] data = new byte[(int) fis.getChannel().size()];

fis.read(data);

I/ EWanfi / 3E h O ~ tq v - e=]| 8/ — - ok — AL A

I afiki -=% ° 3.2 ¢ o — L At
String str = new String(data);

mFileView.setText(str);
} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOException €) {
android.util.Log.e("ExternalUserActivity", " O wai — -
} finally {
if (fis = null) {
try {
fis.close();
} catch (IOException €) {
android.util.Log.e("ExternalUserActivity", " O wai —

}

}

/**
RO - —
*
* @param view
*/
public void onWriteFileClick(View view) {

Il Ewmfi | 4E —skiz % g Fom™ -
/I Vo <8 —Nt_>-|

final AlertDialog.Builder alertDialogBuilder = new AlertDialog.Builder(
this);
alertDialogBuilder.setTitle(" Wi J 4");

s k% %N azd e <4 ezekl —

=3 =V

r =g V)

¢]
IN

alertDialogBuilder.setMessage(" —= Kk A 1 4 Fo ™),

alertDialogBuilder.setPositiveButton( "OK",
new Dialoginterface.OnClickListener() {

@Override
public void onClick(DialogInterface dialog, int which) {
callFileActivity();
}
»;

alertDialogBuilder.create().show();

}

private String getFilesPath(String filename) {

Al
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String path ="";

try {
Context ctx = createPackageContext(TARGET_PACKAGE,

Context. CONTEXT_IGNORE_SEE)JR
File file = new File(ctx.getExternalFilesDir(TARGET_TYPE), filename);
path = file.getPath();
} catch (NameNotFoundException €) {
android.util.Log.e("ExternalUserActivity", " hOwi %N 55",
}

return path;

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res  /android"
package="org.jssec.android.file.externaluser" >

<!-- Android 4.0.3 (API Level 14) £ e, > ol gV E— Permission %
1V —# Laqe ~ | Android 4.4(API Level 19) #
—= k' 21 L5 - <oq ->

<uses- permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >

<activity
android:name=".ExternalUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent -filter>
<action android:name="android.intent.action.MAIN" />

<category a ndroid:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>
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4.6.2.

SD

A wbdPE

4.6.2.1.
4.6 46.1.1

Android
Content Provider Service Android

4.6.2.2.

4.6.1.3

46.23. SD

4.6.1.4 ( ) SD
SD

5

5
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46.2.4

4.6.2.4.

SD

SD
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4.6.3.
46.3.1.
Content Provider Service Content Provider Service
46-2
46-2
Content Provider Service
Content Provider ( Provider )
1.
2. Content Provider

Inhouse Provider.java
package org.jssec.android.file.inhouseprovider;

import java.io.File;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
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import java .io.|IOException;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.content.ContentProvider;
import android.content.ContentValues;
import android.content.Context;

import android.database.Cursor;

import android. net.Uri;

import android.os.ParcelFileDescriptor;

public class InhouseProvider extends ContentProvider {
private static final String FILENAME = "sensitive.txt";

1 — Signature Permission
private static final String MY_PERMISSION = "org.jssec .android.file.inhouseprovider.MY_PERMISSION";

1 — —t po”
private static String sMyCertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "0OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
Il keystore — "my company key*— tpo”
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
@Override

public boolean onCreate() {
File dir = getContext().getFilesDir();
FileOutputStream fos = null;

try {
fos = new FileOutputStream(new File(dir, FILENAME));
I EWwafi J 1E . k! k! #ENef Yelke ¥fic we Ko 4 o= ™
fos.write(new String(" ¥ fio v Ko ").getBytes());

} catch (IOException €) {

android.util.Log.e("InHouseProvider", " O i - =3 =V");
} finally {
try {
fos.close();
} catch (IOException €) {
android.util.Log.e("InHouseProvider", " h O i - =3 =V");
}
}
return true;
}
@Override

public ParcelFileDescriptor openFile(Uri uri, String mode)
throws FileNotFoundException {
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if (I1SigPerm

throw new SecurityException(

}

File dir = getContext().getFilesDir();
File file = new File(dir, FILENAME);

I afiki —v E 4 o L - A
int modeBits = ParcelFileDescriptor MODE_READ_ONLY;
return ParcelFileDescriptor.open(file, modeBits);

}

@Override
public String getType(Uri uri) {
return ";

}

@Override
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {
return null;

}

@Override
public Uri insert(Uri uri, ContentValues v alues) {
return null;

}

@Override
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {
return O;

}

@Override
public int delete(Uri uri, String selection, String[] selectionArgs) {
return O;

}

1 Signature Permission % = k' ~ |4 t =™ s
.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {

Signature Permission % = k' ~ |} td =

A

™ TMO M)

Inhouse UserActivity.java
package org.jssec.android.file.inhouseprovideruser;

import java.io.FilelnputStream;
import java.io.FileNotFoundException;
import java.io.lOException;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.share  d.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.pm.PackageManager;
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import android.content.pm.Providerinfo;
import android.net.Uri;

import android.os.Bundle;

import android.os.ParcelFileDescriptor;
import androi d.view.View;

import android.widget. TextView;

public class InhouseUserActivity extends Activity {

1 — Content Provider
private static final String AUTHORITY = "org.jssec.android.file.inhouseprovider";

1 — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.file.inhouseprovider.MY_PERMISSION";

1 — —t po”
private static String sMyCertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == n ull) {
if (Utils.isDebuggable(context)) {

// debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "0OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
Il keystore — "my company key*— tpo”
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
" Content Provider —Re »2> o 4

private static String providerPkgname(Context context, String authority) {
String pkgname = null;
PackageManager pm = context.getPackageManager();
ProviderInfo pi = pm.resolveContentProvider(authority, 0);
if (pi = null )
pkgname = pi.packageName;
return pkgname;

}

public void onReadFileClick(View view) {

logLine("[ReadFile]");

Il Signature Permission % = k' ~ |4 pd =™l A

if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logLine(" Signature Permission ¥ ko t 4 = ™a ™o ),
return;

}

I Content Provider = k ' — % — £Nef 1 <L A

String pkgname = provider Pkgname(this, AUTHORITY);

if (IPkgCert.test(this, pkgname, myCertHash(this))) {
logLine(" Content Provider | k2| o™,
return;

}

" Content Provider = k ' =™ - 47 . <«0s - k=™
ParcelFileDe scriptor pfd = null;
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try {
pfd = getContentResolver().openFileDescriptor(
Uri.parse("content://" + AUTHORITY), "r");
} catch (FileNotFoundException €) {
android.util.Log.e("InHouseUserActivity", " hOwai %Ned 3 3%";
}
if (pfd !=null) {
FilelnputStream fis = new FilelnputStream(pfd.getFileDescriptor());
if (fis 1= null) {
try {
byte[] buf = new byte[(int) fis.getChannel().size()];
fis.read(buf);
I EWeafi I 2E Content Provider = k' ¥%k—  #Ng = Ls ¢ o — 4
A
I afiki -=%  ° 3.2 ¢ o — L A o
logLine(new String(buf));
} catch (IOException €) {
android.util.Log.e("InHouseUserActivity", " hNOwl — 4 - o3 oV ")
} finally {
try {
fis.close();
} catch (IOException €) {
android.util.Log.e("InHouseUserActivity", " hOeei — - o3 oV ")
}
}
}
try {
pfd.close();
} catch (IOE xception e) {
android.util.Log.e("InHouseUserActivity", " A mml ¢0 @« ! k o — - =3 =V");
}
}else {
logLine(" null file descriptor");
}
}
private TextView mLogView;
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView) findViewByld(R.id.logview);
}
private void logLine(String line) {
mLogVéw.append(line);
mLogView.append('n");
}
}
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4.6.3.2.
Android
46-3
46-3
Context#getFilesDir() ( ) - -
Context#getCacheDir() ( ) - =
Context#getDir(String name, mode - >
int mode) MODE_PRIVATE -
MODE_WORLD_READABLE
MODE_WORLD_WRITABLE
Context#getDir()
Android

MODE_WORLD_READABLE

API Levell7 deprecated

MODE_WORLD_WRITABLE

° (SD )
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API Levell7 deprecated

46-3 46.2.4

4.6.3.3. Shared Preference

Shared Preference
Shared Preference
Android

Shared Preference MODE_PRIVATE

Shared Preference

Shared Preference M1~ 1~ 7 NNUMN =7 A7,
import android.content.SharedPreferences;
import android.content.SharedPreferences.Editor;

/l Shared Preference & A4 o114 ¢ 4

I W i ~ MODE_PRIVATE » 4 A

SharedPreferences preference = getSharedPreferences(
PREFERENCE_FILE_NAME, MODE_PRIVATE);

I % —k'hOo" fi et % 5
Editor editor = preference.edit();

editor.putString(  "prep_key", " prep_value"); // key:"prep_key", value:"prep_value"

editor.commit();

4.5 SQLite

4.6.3.4. Android 4.4 (API Level 19)

Android 4.4 (API Level 19)

(1)
WRITE_EXTERNAL_STORAGE/READ_EXTERNAL_ STORAB&mission
)
READ_EXTERNAL_STORAGE Permission
®3)
WRITE_EXTERNAL_STORAGE Permission
4)
Al | rights reserved © Japan Smartphone
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2016 2

1

Android OS Permission

Android 4.4 (API Level 19)

Permission
<uses - permission> maxSdkVersion

1)

AndroidManifest.xm |
<?xml version="1.0" encoding="utf -8"?>
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.fi le.externalfile” >

<!-- android.permission.WRITE_EXTERNAL_STORAGE PermisSion A >
<I-- Android 4.4 (API Level 19) 2|8 " D o—=k' ¢2a AL
1 %A -~ Permission¥% oV E® maxSdkversiort A4 -->
<uses permission android:name="android.permission .WRITE_EXTERNAL_STORAGE"
android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".ExternalFileActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>
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I 4.7. Browsable Intent

Web Browsable Intent
URI Manifest URI
( )
URI Android i0S
Web Twitter
Facebook URI Android i0S
47-1

URI
fb:// Facebook
twitter :// Twitter

Web URL URI

URL
4.7.1.
Browsable Intent

1. (Web ) URI
2. URL
Starter.html
<html>

<body>
<l-- Ewmafi / 1E URI- %fio 5 K0 L Eam™ >
<I- URIR' 03 2 o= A | 8 UTF8# 8 %= URI«fi «> ) ==2%2 1< ->

<a href="secure://jssec?user=user_id"> Login </a>

</body>

</html>

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.browsableintent" >

<application
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1

android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".BrowsablelntentActivity"
android:label="@string/title_activity _browsable_intent"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
<f/intent -filter>

<intent -filter>
<action a ndroid:name="android.intent.action.VIEW" />
I intent & 1 1
<category android:name="android.intent.category. DEFAULT" />
/l Browsable intent 4+ 1
<category android:name="android.intent.category.BROWSABLE" />
/I URI 'secure://jssec' Lo+ 1
<data android:scheme="secure" android:host="jssec"/>
<fintent -filter>
</activity>
</application>

</manifest >

BrowsablelntentActivity.java
package org.jssec.android.browsableintent;

import android.app.Activity;
import android.content.Intent;
import android.net.Uri;

import android.os.Bundle;
import android.widget. TextView;

public class BrowsablelntentActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
set ContentView(R.layout.activity_browsable_intent);

Intent intent = getintent();
Uri uri = intent.getData();

if (uri = null) {
NURLR' 03 2% 14v* >md>IDL A
I Ewesfi ; 2E UR=R' 02 2L A ~ - LA
Il afiki -=% 9 3.2 *D o — L A, L °

String userID ="User ID =" + uri.getQueryParameter("user");
TextView tv = (TextView)findViewByld(R.id.text_userid);
tv.setText(userID);
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4.7.2.

Browsable Intent

1. Web
2. URL
47.2.1. Web
data Intent#getData ) URL Intent
Intent Filter
URI Intent Filter
Intent
Web URL Web
URL

URL” 1nNniID > NMAn1XA" "~ 7,
insecure://sample/login?userID=12345&password=abcdef

URL ID
Browsable Intent Intent
47.2.2. URL
URI URL
Web URL Web
URL
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I4.8. LogCat
Android  LogCat LogCat
LogCat 10
LogCat LogCat
48.3.1 2
4.8.1.
ProGuard LogCat ProGuard
Android android.util.Log 5 Log.e() Log.w() Log.i() Log.d() Log.v()
Log.e()/w()/i() Log.d()/v() 5
4.8.3.2
4.8.3.3 DEBUG VERBOSE
Log.d()/v()
Log.d(O)/v()
ProGuard
10 L ogCat READ_LOGS Permission
Android 4.1 LogCat

ADB LogCat
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1. Log.e()/w()/i() System.out/err

2. Log.d()/v()

3. Log.d()/v() ( )
4, Log.d()/v()

5. APK

ProGuardActivity.java

package org.jssec.android.log.proguard;

import android.app.Activity;
import android.os.Bundle;
import android.util.Log;

public class Pr oGuardActivity extends Activity {
final static String LOG_TAG = "ProGuardActivity";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_proguard);

/I Ewesfi | TE ¥fic vs Ko | LogeQmQ/i() © Systemoutlerr £ <o ™
Log.e(LOG_TAG, % fi- vo K% | o ™  (ERROR)";

Log.W(LOG_TAG,?fi o vs KZ | 6 ™  (WARN)");

Log.i(LOG_TAG, "¢ fi e v K# | 6 ™  (INFO);

/I Ewenfi J 2E %fio 90 Ko i, - A | Log.d(mv() # A
/I Ewwafi J 3E LogdQNv() — 4 <z]| { £+ oo ™( 4 )
Log.d(LOG_TAG, % fi - v = K0 (DEBUG)";

Log.v(LOG_TAG, % fi - v = K0 (VERBOSE)");

proguard - project.txt

#-' ®@ s 050 - i
- dontobfuscate
#Ewesfi i 4E ' T D @f 1 > 2| LogdON) — 4 <% 44 9 2

- assumenosideeffects class android.util.Log {
public static int d(...);
public static int v(...);
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5 APK

[C:¥jssec¥Projects¥LogCatic Dﬁ&bﬁ'é}ﬂagﬁpmcuard] - [app] - ... ¥app¥src¥m

Navigate Code Analyze Refactor Jal[|GN Run Tools WCS Window Help
A XEM AR & 4ii Make Project Ctrl+F9
j 5 app 0 s - main':"'- Bjav Make Module 'app Ctrl+Shift+F9

- O & | #-

Rebuild Project

Clean Project
Generate Signed APK...
Deploy Module to App Engine...

+import ...

ifests

rrg.jssec.android.log. proguard

£ & ProGuardActivity —
%  public class ProGuardictivity ex

scripts final static String LOG_TAG
Blverrids
al public woid onCreate(Bundle =

super.onCreatelsavedInstar
setContent¥iew(R. layout. ac

VI 2 R BT

#® Generate Signed APK

55

Mote: Proguard settings are specified using the Project Structure Dialog

APK Destination Folder: |3at{:EI{'z"ijJ§"65¥LOQ ProGuard¥app |

Build Type: l release

’m@ Cancel I | Help ‘

Flavors:

48-1

4T NAPAINNY AT P

&8 LogCat 23 @‘) Declaration [l Console

Search for messages. Accepts Java regexes. Prefix with pid

AAdn\

(Export )

LogCat

48-2

yApAAnNMYI41TP

&8 LogCat i3 @ Declaration [l Console

Level Tag Text Level Tag Text
E ProGuardictivity ST SR (ERROR) E ProGuardictivicy 2T AT &SR (ERROR)
BroGuardRotivity Lo ro IR HEER (WARN BroGuardictivity {7L-oro TR v ER (WARN
I ProGuardictivity T TR0 EER (INFO) I ProGuardictivity T 00000 vEER (INFO)
D ProGuardictivity TR GER (DEBUG)
v ProGuardictivity TR GER (VERBOSE)
48-2 Log LogCat
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4.8.2.

LogCat

Throwable Log.d()/v()

android.util.Log

A wbdPE

4.8.2.1.

LogCat

4.8.2.2

4.8.2.2.

48.2.1

48.1 ProGuard
ProGuard 4.8.3.2
Log.d()/v()

ProGuard Log.d()/v()

- assumenosideeffects Log.d() Log.v()

—
2
c:
>3

(

Log.d)/v() = -assumenosideeffects ©~ A7 3 °
- assumenosideeffects class android.util.Log {

public static int d(...);

public static int v(...);
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B
Log.v(), Log.d() Log.v()/d()
Log.v(), Log.d()
Log.v()
A>T Log.v()X N 9a Mni1
inti =android.  util.Log.v("tag", "message");
System.out.printin(String.format( ~ dLog.v() %%d: <V °4 i)); / —v Elogv)— 4 £+ e
ProGuard Log.d() Log.v()
ProGuard Log.d()
Log.v()
ProGuard
4.8.2.3. Throwable Log.d()/v()
4.8.1 4.8.3.2 Log.e()/w()/i()
Log.e(..., Throwable tr) /w(..., Throwable tr) /i(..., Throwable tr)
LogCat
SQLiteException SQL
SQL Throwable
Log.d()/Log.v()
4.8.2.4. android.util.Log
System.out/err
System.out/err print()/printin() LogCat
android.util.Log
System.out/err
System.err System.out
( )
( )
android.util.Log System.out/err android.util.Log
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android.util.Log
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1

4.8.3.
4.8.3.1. 2
Android
2
1
Web
Android
2

Google  Code Style Guideline 2

Code Style Guidelines for Contributor s/ Log Sparingly

http://source.android.com/source/code - style.html#log - sparingly
4.8.3.2.
Android android.util.Log ERROR WARN INFO DEBUG,VERBOSE 5
android.util.Log
48-1
48-1

ERROR Log.e()

WARN Log.w()

INFO Log.i()

DEBUG Log.d()
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VERBOSE | Log.v()

URL

Code Style Guidelines for Contributors / Log Sparingly
http://source.android.com/source/code - style.html#log - sparingly

4.8.3.3. DEBUG VERBOSE

Developer Reference android.util.Log u

The order in terms of verbosity, from least to most is ERROR, WARN, INFO, DEBUG, VERBOSE. Verbose
should never be compiled into an application except during development. Debug logs are compiled

in but stripped at runtime. Error, warning and info logs are always kept.

Log
. Log.v() VERBOSE
. Log.d() DEBUG

Log
Log

ProGuard
4.8.3.4. BuildConfig.DEBUG ADT 21
Eclipse  ADT BuildConf ig.java ADT

DEBUG BuildConfig.DEBUG false true

BuildConfig.java
/** Automatically generated file. DO NOT MODIFY */

11 http://develope r.android.com/intl/ja/reference/android/util/Log.html
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package com.example.buildconfig;
public final class BuildConfig {
public final static boolean DEBUG = true;
}
BuildConfig.DEBUG
| if (BuildConfig.DEBUG) android.util.Log.d( TAG" . = ");
ADT 20 DEBUG true ADT 21
BuildConfig.DEBUG ADT 21
4.8.3.5.
ProGuard Log.d() Log.d()
2 1
String debug_info =  String.format("%s:%s"," #fio v Ko 1"," §fio wa Ko 2");

if (BuildConfig.DEBUG) android.util.Log.d( TAGdebug_info);

APK Log.d()

o

16 String#format()

const- string v1, "%s:%s"

const/4 v2, 0x2

new array v2, v2, [Ljava/lang/Object;
const/4 v3, 0x0

const-stringv4," ¥ fio o Ko 1"
aput- object v4, v2, v3

const/4 v3, 0x1

const-stringv4,"  ¥fioc vo Ko 2"
aput- object v4, v2, v3

moveresult - object vO

invoke - static {v1, v2}, Ljava/lang/String; - >format(Ljava/lang/String;[Ljava/lang/Object;)Ljava/lang/String;

APK

APK
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BuildCo nfig.DEBUG  ADT 21

12

48.3.4

if (BuildConfig.DEBUG) {
String debug_info = String.format("%s:%s", "
if (BuildConfig.DEBUG) android.util.Log.d(

tfio wo Ko 1", "

TAGde bug_info);

gfic wo Ko

2);

ProGuard

"result:" + value

Log.d(TAG, "result:" + value);

| if (BuildConfig.DEBUG) Log.d(TAG, "result:" + value);

4.8.3.6. Intent LogCat

Activity Intent

4.1.3.5 Activity

ActivityManager LogCat

4.8.3.7. System.out/err

System.out/err LogCat System.out/err

System.err

Exception#printStackTrace()
System.err
Exception#printStackTrace()

System.out/err LogCat
System.out/err
System.out/err
12 BuildConfig.DEBUG if Log.d() if
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OutputRedirect Application.java
package org.jssec.android.log.outputredirection;

import java.io.|OException;
import java.io.OutputStream;
import java.io.PrintStream;

import android.app.Application;
public class OutputRedirectApplication extends Application {

I =L < ™ PrintStream
private final PrintStream emptyStream = new PrintStream(new OutputStream() {
public void write(int oneByte) throws IOException {
// do nothing
}
N

@Override
public void onCreate() { )
't o e iy ~ Systemouterr > ~ L <o ™PrintStream ~ ' b -m ) A

/l System.outterr — —es ' ordL A
PrintStream savedOut = System.out;
PrintStream savedErr = System.err;

i 8 System.out/err &> | ~ L =0 ™PrintStream ~ ' b w- - J A
System.setOut(emptyStream);
System.setErr(emptyStream);

I ePe~ —q —@ 'Dre- A(TOefig 1 % ProGuard- |4 t44)
resetStreams(savedOut, savedErr);

}

n'">e | ProGuard |4 0sed %y o< t 4
private void resetStreams(PrintStream savedOut, PrintStream savedErr) {
System.setOut(savedOut);
System.setErr(savedErr);

AndroidManifest.xml
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.log.outputredirection" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/a pp_name"
android:name=".OutputRedirectApplication"
android:allowBackup="false" >
<activity
android:name=".LogActivity"
android:label="@string/app_name"
android:exported="true" >
<inten t - filter>
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<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>

</application>
</manifest>
proguard - project.txt
#<'' ® 20 - 4L
- dontobfuscate
#1 T yefi» ~ LogdOi() — 4 =it - A
- assumenosideeffects class android.util.Log {

public static int d(...);

public static int v(...);
}
#1175 e@f i ) r~ resetStreams() & - A
- assumenosideeffects class org.jssec.android.log.outputredirection.OutputRedirectApplication {

private void resetStreams(...);
}

LogCat 48-3
d VAPAIVNY41P ANAnM yApAANMYI4ITP

&0 LogCat 33 @ Declaration & Console

Search for messages. Accepts Java regexes. Prefix with pig

&0 LogCat i3 @ Declaration & Console

Search for messages. Accepts Java regexes. Prefix with

Level Tag Text Level Tag Text

I Loghctivity Loeg.i()moddholoclBe I Loghctivity Log.i{) 7o c1oiE s

:I System.out EHERRCOSEH 1| I Loghctivity Loeg.i()To4endczolg s

|

iRy e i b J

I Loghctivity Log.i () Tofd4n o8

4.8 - 3 System.out/err LogCat
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I 4.9. WebView

Web HTML WebView WebView
HTML JavaScript
4.9.1.
WebView Web HTML
WebView
JavaScript WebView JavaScript
WebSettings#setJavaScriptEnabled()
JavaScript
WebView 13
(1) JavaScript
2 JavaScript
49-1
No
Yes No
4
assets res
4.9 -1 WebView
13 JavaScript
JavaScript
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49.1.1. assets res

WebView APK assets

res JavaScript

WebView assets HTML

1. assets res

2. JavaScript

WebView Assets Activity.java
package org.jssec.webview.assets;

import android.app.Activity;

import android.os.Bundle;

import android.webkit. WebSettings;
import android.webkit. WebVi ew;

public class WebViewAssetsActivity extends Activity {

/**

*assets — «fivfiad A

*/

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_ma in);

WebView webView = (WebView) findViewByld(R.id.webView);
WebSettings webSettings = webView.getSettings();

/I Ewmsfi | 1E assets< res# " < | - - cVhDmi +—2 -7 0k -4
webSettings.setAllowFileAccess(false);

/I 'Ewmsfi | 2E JavaScript i -z ™
webSettings.setJavaScriptEnabled(true);

Il assets - eV o fivfiad A
webView.loadUrl("file:///android_asset/sample/index.html");
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49.1.2.
JavaScript
49-2
4.9.2.1 JavaScript
HTTPS
WebView Activity
A4 ENn M D““q
T N
— MJdANdT A
— i
J—\ yAx T T g
MdYd
Y T NAXY T -
R T N BN
— * = \ A4 - o ~ ~
\ K
N j ' """ R
Android \‘ :
LA &NnY M
Y4 NnpiyM !
¥ o
JMn AUV AN
NniMkMdAYd
49-2
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WebView  SSL

WebView  JavaScript

WebView URL HTTPS
WebView URL

A wbdPE

WebView TrustedContentsActivity .java
package org.jssec.webview.trustedcontents;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.DialogInterface;
import android.net.http.SslCert ificate;
import android.net.http.SslError;

import android.os.Bundle;

import android.webkit.SsIErrorHandler;
import android.webkit.WebView;

import android.webkit. WebViewClient;

import java.text.SimpleDateFormat;
public class WebViewTrustedContentsActivity  extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
WebView webView = (WebView) findViewByld(R.id.webView);

webView.setWebViewClient(hew WebViewClient() {
@Override
public void onReceivedSslError(WebView view,
SslErrorHandler handler, SslError error) {

I Ewwafi ; 1E WebView SSL  «' o2& ~tfis ' fi=n
IsSL <t 2% <V - |8SSL<d' 0% v L >m-
AlertDialog dialog = createSslErrorDialog(error);
dialog.show();

A

I Ewwafi ; 1E WebView SSL  «' 2& 4t fis ' fi=n

IsSSL <t 2% =V 8 1oz - %Nef Y

Lo | Lo=my YaNof| —# @ -V E- L Ao
handler.cancel();

B

/I Ewwafi | 2E WebView JavaScript & -~ o= L™
" —«2 ) # | 8 loadurl() # cfiwfiad 410914 o= ™ o
webView.getSettings().setJavaScriptEnabled(true);

/I Ewmnfi | 3E WebViewt A{ UREL HTTPR. J «i o1 A
/I Ewmsfi J 4E WebVie# A4 URLL cfivfiacot -~ A
webView.loadUrl("https://url.to.your.contents/");

}

private AlertDialog cre  ateSslErrorDialog(SslError error) {
I bemee - A<« D0e¥do0
String errorMsg = createErrorMessage(error);
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1

}

b . = — OKWH i -
Dialoginterface.OnClickListener onClickOk = new Dialoglnterface.OnClickListener() {
@Ovede
public void onClick(Dialoglnterface dialog, int which) {
setResult(RESULT_OK);
}

2

b - = —

AlertDialog dialog = new AlertDialog.Builder(
WebViewTrustedContentsActivity.this).setTitle("SSL <o "
.setMessage(errorMsg).setPositiveButton("OK", onClickOk)

.create();
return dialog;

private String createErrorMessage(SslError error) {

SslCertificate cert = error.getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat("yyyy/MM/dd HH:mm:ss");
StringBuilder result = new StringBuilder()
append('Omm) — ¥ ¢ | wo Y% £ %y YFO 4L o3 =Vo\nn< 2— \n;
switch (error.getPrimaryError()) {
case SslError.SSL_EXPIRED:
result.append(" — % 4 =™3A°\nn =")
.append(dateFormat.format(cert.getValidNotAfterDate()));
return result.toString();
case Ssl Error.SSL_IDMISMATCH:
result.append(" v ) ¥ -3 Y #° \n\nCN=")
.append(cert.getissuedTo().getCName());
return result.toString();
case SslError.SSL_NOTYETVALID:
result.append(" |30  #| N3 3F\nn =")
.append(dateFormat.format(cert.getValidNotBeforeDate()));
return result.toString();
case SslError.SSL_UNTRUSTED:
result.append(" i i % # %3 YF\nn \n")
.append(cert.getissuedBy().getDName());
return result.toString();
default:
result.append(" —< 2% o3 =V ")
return result.toString();

278
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49.1.3.
WebView JavaScript
WebView
URL HTML
JavaScript HTTPS SSL
SSL 49.1.2
HTTPS 5.4 HTTPS
1. HTTPS SSL

2. JavaScript

WebViewUntrustActivity.java
package org.jssec.webview.untrust;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.DialogInterface;
import android.graphics.Bitmap;

import android.net.http.SsICertificate;
import android.net.http.SslError;
import android.os.Bundle;

import android.view.View;

import android.webkit.SsIErrorHandler;
import android.webkit.WebView;
import android.webkit. WebViewClient;
import android.widget.Button;

import android.widget.EditText;

import java.text.SimpleDateFormat;
public class WebViewUntrustActivity extends Activity {
/*
* —dfivfiad A ( K' rms-
*/

Aofiki k. ="'

k)

private EditText textUrl;
private Button buttonGo;
private WebView webView;

I 1 — Activity % ~ URL' « @@Lt fis ' fiaz%]|fernv k-
private class WebViewUnlimitedClient extends WebViewClient {

@Override

public boolean shouldOverrideUrlLoading(WebView webView, String url) {
webView.loadUrl(url);
textUrl.setText(url);
retu rn true;

}
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1

/I'Web d> o— T T

@Override

public void onPageStarted(WebView webview, String url, Bitmap favicon) {
buttonGo.setEnabled(false);
textUrl.setText(url);

}

NSSL %2 %No| < «' D hume. adL o8
N
@Override
public void onReceivedSslIError(WebView webview,
SslErrorHandler handler, SslError error) {
I Eweafi 5 1E HTTPS — -] SSL —<' 2L ~tfis' fi=n
AlertDialog errorDialog = createSslErrorDialog(error);
errorDialog.show();
handler.cancel();
textUrl.setText(webview.getUrl());
buttonGo.setEnabled(true);

}

//IWebd> o—load % f v | 14 v d> o— WRLL EditText - IR
@Override
public void onPageFinished(WebView webview, String url) {

textUrl.setText(url);

buttonGo.setEnabled(true);

}

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

webView = (WebView) findViewByld(R.id.webview);
webView.setWebViewClient(hew WebViewUnlimitedClient()) ;

/I Ewmsfi J 2E JavaScript 4 - ea ™
/I +hoi s —  # JavaScript <of =™ %e - A
webView.getSettings().setJavaScriptEnabled(false);

webView.loadUrl(getString(R.string.texturl));
textUrl = (EditText) findViewByld(R.id.text url);
buttonGo = (Button) findViewByld(R.id.go);

}

public void onClickButtonGo(View V) {
webView.loadUrl(textUrl.getText().toString());
}

private AlertDialog createSsl|ErrorDialog(SslError error) {
I e a- A<« D02¥d0
String errorMsg = createErrorMessage(error);
Il b e . = — OKWH i —
DialogInterface.OnClickListener onClickOk = new DialoglInterface.OnClickListener() {
@Override
public void onClick(DialogInterface dialog, int which) {

setResult(RESULT_OK);

}
k
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b . = —

AlertDialog dialog = new AlertDialog.Builder(

WebViewUntrustActivity.this).setTi  tle("SSL <o "
.setMessage(errorMsg).setPositiveButton("OK", onClickOk)
.create();

return dialog;

}

private String createErrorMessage(SslError error) {
SslCertificate cert = error.getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat("yyyy/MM/dd HH:mm:ss");
StringBuilder result = new StringBuilder()
append("'Omm) — ¥ ¢* 1 9o % # %y YF® i o3 =V oinn< 22— \nY;
switch (error.getPrimaryError()) {
case SslError.SSL_EXPIRED:
result.append(" — % 4 =™3A°\nn =")
.append(dateFormat.format(cert.getValidNotAfterDate()));
return result.toString();
case SslError.SSL_IDMISMATCH:
result.append(" v ) ¥ =3 Y #° \n\nCN=")
.append(cert.getlssuedTo().getCName());
return result.toString();
case SslError.SSL_NOTYETVALID:
result.append(" | 30  #| N3 3yF\nn =")
.append(dateFormat.format(cert.getValidNotBeforeDate()));
return result.toString();
case SslError.SSL_UNTRUSTED:
result.append(" i i % # %3 YF\n\n \n")
.append(cert.getlssuedBy().getDName());
return result.toString();
default:
result.append(" —< 2% oq =V ")
return result.toString();
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4.9.2.
WebView
1. JavaScript
2. HTTPS
3. Intent URL JavaScript WebView
4. SSL
49.2.1. JavaScript
WebView
JavaScript
JavaScript
JavaScript
JavaScript
491.2
(APK assets res
) JavaScript 49.1.1
assets res
JavaScript 49.1.3
SD
JavaScript
49.2.2. HTTPS
HTTPS
49.2.4 SSL 5.4 HTTPS
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49.2.3. Intent URL JavaScript WebView
Intent Intent URL WebView
WebView  JavaScript Web URL WebView
JavaScript  WebView
URL JavaScript WebView
49.1.2 URL
WebView
Intent URL JavaSript WebView URL
URL
URL WebView
URL HTTPS

49.24. SSL

HTTPS SSL

SSL

WebView SSL
SSL
49.1.2
49.1.3
HTTP

HTTP HTTPS 5.4 HTTPS

SSL WebView

WebView SSL
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4.9.3.

49.3.1. Android 4.2 addJavascriptinterface ()

Android 4.2 API Level 17 addJavascriptinterface () JavaScript
Java Java

4.9.2.1 JavaScript

JavaScript

Android 4.2 APl Level 17 Java @dJvascript Interface

JavaScript API

JavaScript JavaScript

49.3.2. file

WebView file

JavaScript file

4.9.2.1 JavaScript

JavaScript
file

Android 4. 1 APl Level 16 setAllowFileAccessFromFileURLs ()
setAllowUniversalAccessFromFileURLs () file

fle MM nA a
webView = (WebView) findViewByld(R.id.webview);
webView.setWebViewClient(new WebViewUnlim@dClient());
WebSettings settings = webView.getSettings();
settings.setAllowUniversalAccessFromFileURLs(false);
settings.setAllowFileAccessFromFileURLs(false);

49.3.3. Web Messaging

Android 6.0(API Level 23) HTML5 Web Messaging API Web
Messaging HTML5
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14

WebView postWebMessage()

messaging
WebView

postWebMessage()

WebView

postWebMessage()

14 http://wvww.w3.org/TR/webmessaging/

15 URL
http://tools.ietf.org/ html/rfc6454
16 Uri.EMPTY Uri.parse(™)

15

Web Messaging

WebView

(2016 2

Cross - domain

16

Web messaging

1 )
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I 4.10. Notification

Android Notification Notification

4:30 AM
Wednesday, November 18

Notification : Private

WY Visibility Private : Including user info.

4.10 -1 Notifcation

Notification Android 5.0(API Level 21)

Notification Notification
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Visibility Notification

Visibility Notificatio n

Public Notification

Private Notifcation

Notification
Secret Notification
Notification
4.10.1.
Notification
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Android

WEDNESDAY, NOVEMBER 18

Notification : Public 4:30 AM
" Visibility Public : Omitting sensitive data,

Charging

@

4.10-2 Notification

Notification
Notification

Visibility Private Notification

A

Visibility Private

VisibilityPrivateNotificationActivity  .java
package org.jssec.notification.visibilityPrivate;
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import android.app.Activity;

import android.app.Notification;

import android.app.NotificationManager;
import android.content.Context;

import android.os.Build;

import android.os.Bundle;

import android.view.View;

public class VisibilityPrivateNotificationActivity extends Activity {
/**
*Private o Notificaton & A
*
private final int mNotificationld = 0;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);

}
public void onSendNotificationCl ick(View view) {
I EWesfi J TE K ' wez L +o L ¢ | ® . Be — — Notification
L a

Notification.Builder publicNotificationBuilder = new Notification.Builder(this).setContentTitle("Notifica
tion : Public");

if (Build.VERSION.SDK_INT >= 21)
publicNotificationBuilder.setVisibility(Notification.VISIBILITY_PUBLIC);

/I Ewesfi J 1E e Be — — Notification ~ | k' wmz 3 | L Ly

publicNotificationBuilder.setContentText("Visibility Public : Omitting sensitive data.");

publicNotificationBuilder.setSmalllcon(R.drawable.ic_launcher);

Notification publicNotification = publicNotificationBuilder.build();

I oK' -z 2 L 5 Notification & A
Notification.Builder privateNotificationBuilder = new No tification.Builder(this).setContentTitle("Notific
ation : Private");

I Ewwafi J 3E ~ Visibility 4 Private ~ ~= ¢ Notification & A

if (Build.VERSION.SDK_INT >= 21)
privateNotificationBuilder.setVisibility(Notification.VISIBILITY_PRIVATE);

I Ewwafi 5 4E Visibility % Private — 8 k' wmz D ! L L= o= L™

privateNotificationBuilder.setContentText("Visibility Private : Including user info.");

privateNotificationBuilder.setSmalllcon(R.drawable.ic_launcher);

/l Visibility % Private — Notification 4 A ¢ Visibility 4 Public - <V — Notification 4
Tr= b
if (Build. VERSION.SDK_INT >= 21)
privateNotificationBuilder.setPublicVersion (publicNatification);

Notification privateNatification = privateNotificationBuilder.build();

I ofiki # | = ™p ™38 Notification # | setContentintent(Pendinglintent intent) AL ™
/l Notification ~ &-' e - v ~Intent % 14 fer A ™

v —<%~ A Intent | & 4 A«fiwdefis— - Fy=8

I 0 £ 4 AL<s% # N 4 s Intent &£ e o>

I «fiwdefis— o - - 4+ i<

I 4.1. Activity L 4n 2
/1 42.Broadcast & A{n A
Il4.4.Service L {n 2
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NdificationManager notificationManager = (NotificationManager) this.getSystemService(Context. NOTIFICATIO
N_SERVICE);
notificationManager.notify(mNotificationld, privateNotification);

}
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4.10.2.

Notification

1. Visibility Notification

2. Visibility Public  Notification

3. Visibility Private Visibility

4. Visibility Private  Notification Visibility Public Notification
4.10.2.1. Visibility Notification

Android4.3(API Level 18) Notification

Notification
Notification Visibility Notification
Notification Notification
Notification
Notification
Notification
Notification
Notification Notification
4.10.3.1 Notification

4.10.2.2. Visibility Public  Notification

Visibility Public Notification

Notification Visibility Public Notification

Notification

VisibilityPrivateNotificationActivity ~ .java

" “ Be - — ¥fio va Ko L Vv o™ Notification & A
Notification.Builder publicNotificationBuilder = new Notification.Builder(this).setContentTitle("Notification : P
ublic");

publicNotificationBuilder.setVisibility(Notification.VISIBILITY_PUBLIC);
" e Be — — Notification ~ | k' wmz 3 L L™
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publicNotificationBuilder.setContentText("Visibility Public : gfic wo Ko | kM- "),
publicNotificationBuilder.setSmalllcon(R.drawable.ic_launcher);

5.5.
4.10.2.3. Visibility Private Visibility
4.10.2.2 Visibility Public  Notification Android
5.0(API Level 21) Notification Visibility
Notification Visibility Private Public
Visibility
Visiblity Private

Notification Visibility
VisibilityPrivateNotificationActivity ~ .java

Ik -z 2 L 5 Notification 4L A

Noti fication.Builder priavteNotificationBuilder = new Notification.Builder(this).setContentTitle("Notific
ation : Private");

Il EWwafi J 'E ~ Visibility 4 Private - ~= 8 Notificaton 4L A

priavteNotificationBuilder.setVisibility(Notification.VISI BILITY_PRIVATE);

4.10.2.4. Visibility Private  Notification Visibility Public Notification
Visibility Private Notification
Visibility Public Notification
Visibility Private Notification Notification
Notification
Notification

VisibilityPrivateNotificationActivity  .java

I oK' -z 2 & 5 Notification &£ A
Notification.Builder privateNotificationBuilder = new Noatification.Builder(this).setContentTitle("Notific

ation : Private");

I EwWeafi J E ~ Visibility 4 Private ~ ~= ¢ Notificaton & A

if (Build.VERSION.SDK_INT >= 21)
privateNotificationBuilder.setVisibility(Notification.VISIBILITY_P R VATB;

I Ewwsfi J 'E Visibility % Private — 8 Kk ' waz ) L L= o= L™

privateNotificationBuilder.setContentText("Visibility Private : Including user info.");
privateNotificat  ionBuilder.setSmalllcon(R.drawable.ic_launcher);
/l Visibility % Private — Notificaton 4 A ¢ Visibility 4= Public - =V — Notification

AL
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3= A
if (Build.VERSION.SDK_INT >= 21)
privateNotificationBuilder.setPublicVersion(publicNotifica tion);
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2016 2

1

4.10.3.
4.10.3.1. Notification
4.10.2.1 Visibility Notification
Android4.3(API Level 18)
Notification
NotificationListenerService Service

< Notification access

A Android Auto
D Android Wear

MotificationListenerService..

4.10 - 3 Notification
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NotificationListenerService

AndroidManifest.xml
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.notification.notificationListenerService">

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<service android:name=".MyNotificatio  nListenerService"
android:label="@string/app_name"
android:permission="android.permission.BIND_NOTIFICATION_LISTENER_SERVICE">
<intent -filter>
<action android:name=
"android.servi ce.notification.NotificationListenerService" />
<fintent -filter>
</service>
</application>
</manifest>

MyNotificationListenerService.java
package org.jssec.notification.notificationListenerService;

import android.app.Notification;

import android.service.notification.N otificationListenerService;
import android.service.notification.StatusBarNotification;

import android.util.Log;

public class MyNotificationListenerService extends NotificationListenerService {
@Override
public void onNotificationPosted(StatusBarNo tification sbn) {
/I Notification is posted.
outputNotificationData(sbn, "Notification Posted : *);

}

@Override

public void onNotificationRemoved(StatusBarNotification sbn) {
/I Notification is deleted.
outputNotificationData(sbn, "Notification Deleted : ");

}

private void outputNotificationData(StatusBarNotification sbn, String prefix) {
Notification notification = sbn.getNotification();
int notificationID = sbn.getld();
String packageName = sbn.getPackageName();
long PostTime = sbn.getPostTime();

String message = prefix + "Visibility :" + notification.visibility + " ID : " + notificationID;
message +=" Package : " + packageName + " PostTi me : " + PostTime;

Log.d("NotificationListen", message);
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NotificationListenerService Notification

Notification
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51.1.
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Ty BIEE. RENLREER
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3.
4. Activity
[ J
5.
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1

password_activity.xml
<?xml version="1.0" encoding="utf  -8"?>
<LinearLayout xmlIns:android="http://schemas.android.com/apk/res/android"
android :layout_width="fill_parent"
android:layout_height="fill_parent"
android:orientation="vertical"
android:padding="10dp" >

<l-- R®: 2 —tzi o>

<TextView
android:layout_width="fill_parent"
android:layout_height="wrap_conte nt"
android:text="@string/password" />

<l-- R®: 2 ->
<l-- Ewmsfi J 1E ~VR® 2| v e~ # A >
<EditText

android:id="@+id/password_edit"
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:hint="@string/hint_password"
android:inputType="textPassword" />

<l-- EWmfi J 2E R®: >4 Afok-"fit A ->
<CheckBox
android:id="@+id/password_display_check"
androi d:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="@string/display_password" />

<!-- EWmafi ) 3E R®: D) — AL A ->
<TextView
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="@string/alert_password" />

<l- «" figi 8 OKWafi -->

<LinearLayout
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:layout_marginT op="50dp"
android:gravity="center"
android:orientation="horizontal" >

<Button
android:layout_width="0dp"
android:layout_height="wrap_content"
android:layout_weight="1"
android:onClick ="onClickCancelButton"
android:text="@android:string/cancel" />

<Button
android:layout_width="0dp"
android:layout_height="wrap_content"
android:layout_weight="1"
android:onClick="onClickOkButton"
android:text="@android:string/ok" />
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</LinearLayout>
</LinearLayout>

PasswordActivity.java 3

private String getPreviousPassword()
private void onClickCancelButton(View view)

private void onClickOkButton(View view)

PasswordActivity .java
package org.jssec.android.password.passwordinputui;

import android.app.Activity;

import android.os.Bundle;

import android.text.Editable;

import android.text.InputType;

import android.text. TextWatcher;

import android.view.View;

import android.view.WindowManager;
import android.widget.CheckBox;

import android .widget.CompoundButton;
import android.widget. CompoundButton.OnCheckedChangeListener;
import android.widget.EditText;

import android.widget.Toast;

public class PasswordActivity extends Activity {

1 —¢D
private static final String KEY_DUMMY_PASSWORD = "KEY_DUMMY_PASSWORD";

I Activity — View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/I R®: 2 %bkED wld ARt -
private boolean misDummyPassword;

@Overrice

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.password_activity);

I @<l ofie" ku' L A
getWindow().addFlags(WindowManager.LayoutParams.FLAG_SECURE);

Il View —
mPasswordEdit = (EditText) findViewByld(R.id.password_edit);
mPasswordDisplayCheck = (CheckBox) findViewByld(R.id.password_display_check);

" Re: 2> %N %

if (getPreviousPassword() != null) {
Il Ewefi J 4E Activity - =V R ®: 2) %N 8
" Re:2»— &£ tdom™fe -  #bFD A
" | pFOR®: 2) A
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mPasswordEdit.setText("**** xrrxx).

I R ®: 2 ~hFOR@: Do AT a AV Es v el " end i
nPasswordEdit.addTextChangedListener(new PasswordEditTextWatcher());

I »FO>R®@: d2yh'-d A

misDummyPassword = true;

}

I Re: 2% AfokeTfi—wve. | endi
mPasswordDisplayCheck
.setOnCheckedChangektener(new OnPasswordDisplayCheckedChangeListener());

}

@Override
public void onSavelnstanceState(Bundle outState) {
super.onSavelnstanceState(outState);

I - # Activity % tdom™fe v |

Il Activity — —

outState.putBoolean(KEY_DUMMY_PASSWORD, misDummyPassword);
}
@Override

public void onRestorelnstanceState(Bundle savedinstanceState) {
super.onRestorelnstanceState(savedinstanceState);

I - # Activity % tdom™fe v |
Il Activity — — —
misDummyPassword = savedInstanceState.getBoolean(KEY_DUMMY_PASSWORD);
}
/**
*Re: DL v -
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged( CharSequence s, int start, int count,

int after) {
I
}
public void onTextChanged(CharSequence s, int start, int before,
int count) {
I EWwafi I 6E Re: >y dsto o= ™| <%s” Dm) %R e: DL ~les
I = 8 Re:ds»Ld.ia o6 5mo—- L VoRe:drs< o= e

if (mlsDummyPassword) {
' vFO>R®: 2»h'ad Al
misDummyPassword = false;
I Re:d>»d <V ot c-A
CharSequence work = s.subSequence(start, start + count);
mPasswordEdit.setText(work);
I o3 si % - -2 -2
mPasswordEdit.setSelection(work.length());

}

public void afterTextChanged(Editable s) {
I

}
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/**
*R@: J)— oko Tfinmwve<d =V -
*
private class OnPasswordDisplayCheckedChangeListener implements
OnCheckedChangelListener {
public void onCheckedChanged(CompoundButton buttonView,
boolean isChecked) {
/I Ewwafi I 5E Re:2»dubod =™ <% Re: 2L o v 8
I Re: D)Ll s o= ~Re: 2Lz <A

if (mlsDummyPassword && isChecked) {
I »FO>R®@: d2yh'-d A
misDummyPassword = false;
I Re: 2 -0
mPasswordEdit.setText(null);

/I =2 i E7 - -|| —Z —oD s 4L A -”
int pos = mPasswordEdit.getSelectionStart();

I Ewmafi J 2E R®: > » 4 Aok Tfid A
/I InputType —
int type = InputType. TYPE_CLASS_TEXT,;
if (isChecked) {
/' ¥ ve < ON |
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
}else {
I # Ve < OFF | v @~
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD:;
}

/I' R ®: 2 ) EditText -~ InputType i
mPasswordEdit.setinputType(type);

oo si LAy
mPasswordEdit.setSelection(pos);

JLEN DI S

x Re:>:4 4]

* @return Re: >

*/

private String getPreviousPassword() {
" Re: >y tYV™  -~R@: D) L A
I Re: 2 ca™ #| nul £ A
return "hirake5ma";

}

/**
ot fi g Wafi —
*
* @param view
*/
public void onClickCancelButton(View view) {

Al
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Il Activity 4 9
finish();
}

/**
*OKW fi —
*
* @param view
*
public void onClickOkButton(View view) {
lpassword & A{<% ~ es<s% o L e

String password = null;

if (mlsDummyPassword) {
1 3#sFDR® D) wf V | Re:2>»d Re:dys<A{
password = getPreviousPassword();

}else {
I »FO>R®: 2 oLka™ |- >m@m> Re:D>»d Re:dy»sA
password = mPasswordEdit.getText().toString();

}

/' R®: 24 Toast A
Toast.makeText(this, "password is ~ \"™ + password +" \"",
Toast.LENGTH_SHORT).show();

Il Activity 4 9 4
finish();
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5.1.2.
1. °
2.
3. Activity
4.
5.1.2.1. °
EditText XML
2 android:inputType "textPassword"
android:password API Level 3 EditText
setinputType() EditText InputType. TYPE_TEXT_VARIATION_PASSWORD
XML
password_activity.xml
<!-- Re®: D) - >
<!-- android:password <& true ~ A >
<EditText
android:id="@-+id/password_edit"
android:layout_width="fill_parent”
android:layout_height="wrap_content"
android:hint="@string/hint_password"
android:inputType="textPassword" />
Activity
PasswordActi vity .java

I R@®: 2 S
/I InputType - TYPE_TEXT_VARIATION_PAS$WORD |
EditText passwordEdit = (EditText) findViewByld(R.id.password_edit);
int type = InputType. TYPE_CLASS_TEXT

| InputType. TYPE_TEXT_VARIATION_PASSWORD:;
passwordEdit.setinputType(type);
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5.1.2.2.

PC

@ ml B 951 & wl @ 952
Password Input Example Password Input Example

KRD =K
abcdefghijk

NAT - RFERRT S

¥ N2 — FERTT BIHE, BE3NERER
TNRNESFEBLTILESL

v AT —-RERFY D

#NATD— FERTT BIHE, BE3NEHRER
TNRNESFEBLTIESL

51-2

EditText InputType

PasswordActivity .java
/**
*R@®: J)— oko "fimweeod . —
*/
private class OnPasswordDisplayCheckedChangeListener implements
OnCheckedChangelListener {

public void onCheckedChanged(CompoundButton buttonView,
boolean isChecked) {
/I EWwafi J 5E bF2 | - A
if (mlsDummyPassword && isChecked) {
' vFO>R®: 2y h' ad Al
misDummyPassword = false;
I Re: >y - A
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mPasswordEdit.setText(null);

}

Il o2 sl % - -2 —odsi LAy
int pos = mPasswordEdit.getSelectionStart();

/I EWeafi J 2E # VEwer d=Re@: D) A
/I lInputType —
int type = InputType. TYPE_CLASS_TEXT;
if (isChecked) {
/' ¥ ve < ON |
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
}else {
/' ¥ ve - OFF | v @«
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}

/I R ®: 2 ) EditText ~ InputType i
mPaswordEdit.setinputType(type);

I/l oD s 4L A -”
mPasswordEdit.setSelection(pos);

5.1.2.3. Activity

Activity

5.1.2.4.

PasswordActivity .java
@Override
public void onCreate(Bundle savedinstanceState) {

" Re: 2> %N %
if (getPreviousPassword() != null) {
/I EWmafi J 4E Re: D) %Ny | PpFORe@: D 4

" | bFOR®: 2) A
mPasswordEdit.setText("**** xrrrx).

A
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I R@: 2) ~rFOR@ DALl AV Es v @l " enod
mPasswordEdit.addTextChangedListener(new PasswordEditTextWatcher());
I »FO>R®@: d2yh'-d A
misDummyPassword = true;
}
}
/**
* Re: 24 A
*
* @return Re®: D)
*
private String getPreviousPassword() {
i Re: > tYV™  ~R@: D) L A
I Re:2»d oo™ 2| opuld A
return "hirake5ma”;
}

PasswordActivity .java
/**
*Re@®: 2)— oko Tfimweod eV -
*
private class OnPasswordDisplayCheckedChangeListener implements
OnCheckedChangelListener {

public void onCheckedChanged(CompoundButton buttonView,

boolean isChecked) {

/I EWwfi J 5E & F 2 | -0

if (mlsDummyPassword && isChecked) {
' vFO>R®@: 2y h' aL Al
misDummyPassword = false;
I Re: >y -0
mPasswordEdit.setText(null);

PasswordActivity .java
1 —«D
private static final String KEY_DUMMY_PASSWORD = "KEY_DUMMY_PASSWORD";

I R®: 25 %5sED Bl AR' -
private boolean mlsDummyPassword,;

@Override
public void onCreate(Bundle savedinstanceState) {
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2

1 Re@: D) %Nef %
if (getPreviousPassword() != null) {
/Il Ewesfi | 4E Re: ))%Ng-" | hFODRe®: D4 A-"

1 | PFDRe®: D) A

mPasswordEdit.setTex (" ki),

I R ®: 2 ~hFOR@: Do AT a AV Es v el " end i
mPasswordEdit.addTextChangedListener(new PasswordEditTextWatcher());

I »FO>R®@: d2yh'ad A

misDummyPassword = true;

}

@Override
public void onSavelnstanceState(Bundle outState) {
super.onSavelnstanceState(outState);

I - # Activity % tdom™fe v |

Il Activity  —

outState.putBoolean(KEY_DUMMY_PASSWORD, misDummyPassword);
}
@Override

public void onRestorelnstanceState(Bundle savedinstanceState) {
super.onRestorelnstanceState(savedinstanceState);

I - # Activity % tdom™fe -V |
Il Activity  — -
misDummyPassword = saveditanceState.getBoolean(KEY_DUMMY_PASSWORD);
}
/**
*Re: D)4 =V —
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged(CharSequence s, int start, int count,

int af ter) {
I
}
public void onTextChanged(CharSequence s, int start, int before,
int count) {
/I EWeafi J 6E bF D ~rRe: DL =V | - 9V - A

if (mlsDummyPassword) {
' vFO>R®: 2»h'ad Al
misDummyPassword = false;
I Re: >y -V ot~ A
CharSequence work = s.subSequence(start, start + count);
mPasswordEdit.setText(work);
oo s % - -2 -2
mPasswordEdit.setSelection(work.length());

Al
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public void afterTextChanged(Editable s) {
I

}
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5.1.3.

5.1.3.1.

5.1.3.2.

2
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5.1.3.3.

Android

>¥ ¢ °

¥ o

>Re®: D)

Android 5.0

Android 5.0

SIMA—-FOv”Y

SIMA—-FROv%

AV LN

KR - RERT v
K20 — FASBSICXFERRT 2

FINA AEE

7N AEBEERR

FINA AEREEEBMNEIZHIRT 3
RERA L —Y

SDA—EHSAV R =)

BSHUSNICIREESDN - A1V A
Loz

51-3

EditText
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% ml @ 9:53 % ml @ 9:54
Password Input Example Password Input Example

JINAD—F

NAT - RFERRI D NAT - RFERRI D

¥INATD — FERRT 256, B30 BRER ¥INATD — FERRT 256, B30 BRER
ENANEIFEBLTLREL

ENANEIFEBLTLREL

5.1.3.4.

WindowManager addFlag FLAG_SECURE
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ASSOCIATION

I5.2. Permission Protection Level

Permission Protection Level normal, dangerous, signature, signatureOrSystem 4

development  system appop

Permission Protection Level Normal Permission, Dangerous

Permission, Signature Permission, SignatureOrSystem Permission

5.2.1.
5.2.1.1. Android OS Permission
Android OS GPS Permission
Android OS
Permission Permission
Permission 17
B PermissionfIBESY..
COPTIVT—2aVEAVRR=I
LETH?
COPIUT— 3 VKT T BHER
o Xy RD—ViEfE
REBFAVI—XY NPIER
+ Il A VR KN=IV
17 Android 6.0(API Level 23)
5.2.1.4 Android 6.0 Dangerous Permission

5.2.3.6 Android 6.0 Permission
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Permission
1. Permission  AndroidManifest.xml uses- permission
2. Permission

AndroidManifest.xml
<?xml version="1.0" encoding="utf  -8"?>
<manifest xmins:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.permission.usespermission">

<l EWesfi ) 1E = k' 2 A4 Permission & A >
<l wafi 42k EJ -= <% @A Permission - >
<uses- permission android:name="android.permission.INTERNET"/>

<l Ewmsfi J 2E o Permission | e ™ >
< e k= o Permission 4 e=™{ <8 D@D~
<application

android:allowBackup="false"
android:icon="@drawabl e/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".MainActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action andr oid:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>

Al
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5.2.1.2. Signature Permission
Android OS Permission Permission
Permission Signature Permission
Signature Permission UserApp Signature
Permission ProtectedApp startActivity()
UserApp  Intent ProtectedApp Intent

Signature Permission

(I | 19:00 3 ( | 19:00

Component Component
5.2-2
Component

1 Permission  protectionLevel="signhature"

2. Component permission Permission

3. Component Activity intent - filter

4 Signature Permission

5. Component APK

AndroidManifest.xml

<?xml versio n="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.permission.protectedapp">

<l Ewwafi J 1E Permission & protectionLevel="signature" % A >

<permission
android:name="org.jssec.android.permission.protectedapp.MY_PERMISSION"
android:protectionLevel="signature" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
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<l-- Ewwmafi J 2E Component | permission # Permission &L A{ - >
<activity
android:name=".ProtectedActivity"
android:exported="true"
android:label="@string/app_name"
android:permission="org.jssec.android.permission.protectedapp.MY_PERMISSION" >

<l-- Ewaafi ; 3E Componen¥ Activity — ~ | intent -filter 4 o™ >
</activity>
</application>
</manifest>

Protected Activity .java
package org.jssec.android.permission.protectedapp;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Uftils;

i mport android.app.Activity;
import android.content.Context;
import android.os.Bundle;
import android.widget. TextView;

public class ProtectedActivity extends Activity {

i — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.permission.protectedapp.MY_PERMISSION";

1 — —tpo”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tpo”

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
}else {

Il keystore — "my company key*— tepo”

sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;

}

private TextView mMessageView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mMessageView = (TextView) findViewByld(R.id.messageView);

I EWeafi /| 4E 6D ®@¢D ) #8 Signature Permission % = k' ~ |} =™ s
Y
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) { )
mMessageView.setText(" Signature Permission % = k' ~ |} tq = ™ ™oy,
return;

}
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I Ewwafi ) 4E % A ~—qc L aq

mMessageView.setText(" Signature Permission % = k' ~ |- =™ s # %V e,

SigPerm.java
package org.jssec.a ndroid.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test( Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {
if (sigPermName == null) return null;

try {

/I sigPermNamed: Ve k! —Re*> 0 4
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);

String pkgname = pi.packageName;

A

I Signature Permission — | ™

if (pi.protectionLevel |= Permissioninfo.PROTECTION_SIG

Il sigPermNamedL Ve ki — —tpo= A A

return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

NATURE) return null;

PkgCert .java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.co ntent.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {
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public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");

return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkg name == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null; / / | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X" , b));
}

return hexadecimal.toString();
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5 Android Studio Build - > Generated Signed APK Component

1

% Generate Signed APK Wizard

=2

Key store path: |

| Create new... | | Choose existing... |
Key store password: [ -~ |
Key alias: my company key L|
Key password: | ....... |

EVious | m | Cancel | | Help

5.2-3
Component
6. Signature Permission
7. uses- permission Permission
8. Signature Permission
9.
10. Component Activity Intent
11. Component APK

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/androi d"
package="org.jssec.android.permission.userapp">

<l-- 'Ewmsfi /| 6E Signature Permission | =0 ™ - >

<!~ Ewwmsfi | 7E uses permission ~ |F4 Permission & A >
<uses permission
android:name="org.jssec.android.permission.protectedapp.MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".UserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
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<action android:name="android.intent.action.MAIN" />
<category android:name="android.i ntent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

UserActivity .java
package org.jssec.android.permission.userapp;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class UserActivity extends Activity {

i — Activity
private static final String TARGET_PACKAGE = "org.jssec.android.permission.pr otectedapp”;
private static final String TARGET_ACTIVITY = "org.jssec.android.permission.protectedapp.ProtectedActivity";

1 — Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.permission.protectedapp.MY_PERMISSION";

1 — —tpo”
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
}else {
Il keystore — "my company key*— tepo”
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

}

public void onSendButtonClicked(View view) {

/I EWeafi J 8E 62 ®@¢2 ) #8 Signature Permission % = k' ~ |} =™ 4
A
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) { )
Toast.makeText(this, " Signature Permission % = k' ~ |t t 9 = ™o ™o " ToastLENGT
H_LONG).show();
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return;

}

Il Ewwafi 5 9E sk % ek zENf L A

if (\PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText(this, " k' « k' #| o ™9 " ToastLENGTH_LONG).show();
return;

}

Il Ewwafi J 10E Components Activity — 8 Intent &£ e

try {

Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity(intent);
} catch(Exception €) {
Toast.makeText(this,
String.format(" :%s", e.getMessage()),
Toast.LENGTH_LONG).show();

PkgCertWhitelists .java
package org.jssec.android.shared;

import java.util. HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(S tring pkgname, String sha256) {
if (pbkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

if (sha256.length() != 64) return false; // SHA -256| 32P mm)
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0  -9A F]+", "™).length() != 0) return false; // O -9AF — % Ne||

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
/I pkgname A —te-* & AY
String correctHash = mWhitelists.get(pkgname);

I/l pkgname — —t Po* < —p po= A A
return PkgCert.test(ctx, pkgname, correctHash);
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PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname ==null) re  turn null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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11  Android Studio Build - > Generated Signed APK Component
# Generate Signed APK Wizard ﬁw

Key store path: I ]

| Create new... | | Choose existing... |

Key store password: | ------- |

Key alias: my company key |\|

Key password: | ....... |

[ ] Remember password
Previous MNext | Cancel | | Help |
i
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5.2.1.3.
APK
SHA256
Keytool
JDK keytool
MD5 SHA1 SHA256
SHA256
Android SDK JDK®6 keytool SHA256
JDK7 keytool
Android~ YNV N U 7 A " keytool T A T
> keytool -list -v -keystore <« D ®J = h O mmi > -storepass <R ®: D » >
€D ®) = — 3wk :JKS
€D ®) =" Nk. P umb:SUN
139J-n—| 1«fi) ! % =|J||=|A
: androiddebugkey
; 2012/01/11
«fi J ' N 2 =mk : PrivateKeyEntry
wwd)fi— ¢:1
[1]:
: CN=Android Debug, O=Android, C=US
' : CN=Android Debug, O=Android, C=US
o bowii : 4f0cef98
- : Wed Jan 11 11:10:32 JST 2012 : FriJan 03 11:10:32 JST 2042
—hofiek!'fiJ:
MD5: 9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:Al
SHAL: A8:1E:5D:E5:68:24:FD:F6:F1:ED:2F:C3:6E:0F:09:A3:07:F8:5C:0C
SHA256: FB:75:E9:89:2E:9E:GB:4D:AB:3F:94:BZ:EC:Al:F0:33:09:74:D3:7A:CF:42:58:22:A2:56:85:1B:0F:85:C6:35
=i ' xr : SHALwithRSA
P> o' fi:3
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JSSEC
JDK7 JSSEC
photo editor
onydna.photoeditor
)1EE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB
photo movie creator
sonydna.photomovi ator
AT9DTEE 72E69411 8260 1620D360 A98D3FEF 52863932 E12872AB
pick pic camera
pack a.pickpiccamera
T2E6 47278260 1620D360 A98D3FEF 52863932 E12872AB
picture manager
Android
sha- 256 16 64
JSSEC CertHash Checker
5.2.1.4. Android 6.0 Dangerous Permission
Permission Android 6.0(API Level 23)
Android 5.1(API Level 22) Permission 5.2.3.6 Android 6.0 Permission
Permission
Android 6.0 Dangerous Perm ission Permission
Permission Android OS
Permission
Permission Permission
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g Permission RequestingP...| D& e
= OFVEREHFAILETH?

O SR

FAIL AW Al

Permission Permission
Android 6.0 API Level 23 Permission Permission Group
Permission
Permission
Android 6.0 Permission 5.2.3.6 Android 6.0 Permission

Permission

Permission

1

2

3. Permission
4. Permission
5

Permission

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.permiss ion.permissionrequestingpermissionatruntime" >

<l Ewesfi J 1E = k' # A PermissionL A >
<I-- & 5 4 Permission (Protection Level: dangerous) ~ -- >
<uses permission android:name="android.permission.READ_CONTACTS" />
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<A Ewesfi J 2E o Permission | ea™ >

<application

android:allowBackup="true"
android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:supportsRtl="true"
android:theme="@style/AppTheme" >
<activity

android:name=".MainActivity"

android:exported="true">

<intent -filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.categor = y.LAUNCHER" />

</intent -filter>

</activity>

<activity
android:name=".ContactListActivity"
android:exported="false">

</activity>

</application>

</manifest>

MainActivity.java
package org.jssec.android.permission.permissionrequestingpermissionatruntime;

import android.Manifest;

import android.content.Intent;

i mport android.content.pm.PackageManager;
import android.os.Bundle;

import android.support.v4.app.ActivityCompat;
import android.support.v4.content.ContextCompat;
import android.support.v7.app.AppCompatActivity;
import android.view.View;

import android.widg et.Button;

import android.widget.Toast;

public class MainActivity extends AppCompatActivity implements View.OnClickListener {
private static final int REQUEST_CODE_READ_CONTACTS = 0;

@Override

protected void onCreate(Bundle savedinstanceState ) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);

Button button = (Button)findViewByld(R.id.button);
button.setOnClickListener(this);

}

@Override
public void onClick(View v) {
readContacts();

}

private void readContacts() { _
/I Ewwmfi . 3E Permission %= k ' ~ td=™% A
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if (ContextCompat.checkSelfPermission(getApplicationContext(), Manifest.permission.READ_CONTACTS) != Pack
ageManager.PERMISSION_GRANTED)
/l Permission % 14 = ™a ™
/I Ewmafi J 4E Permissiond  A{ (¢ 2@~ L& Efbmm. L A{)
ActivityCompat.requestPermissions(this, new String[l[{Manifest.permission.READ_CONTACTS}, REQUEST_CODE
_READ_CONTACTS);

}else {
/l Permission %A # - t 4 =™
showContactList();
}
}
I >@> - L 1 {eediPercose
@Override

public void onRequestPermissionsResult(int requestCode, String[] permissions, int[] grantResults) {
switch (requestCode) {
case REQUEST_CODE_READ_CONTACTS:
if (grantResults.length > 0 && grantResults[0] == PackageManager.PERMISSION_GRANTED) {

/l Permission — % td =™ —%s LAy Lz 5%
showContactList();
}else {
/l Permission — % 14 = ™o ™y Es L A | # %o ™
/I Ewwmsfi J 5E Permission— % 1d4=™a™ — LAy
Toast.makeText(this, String.format(" — ¥s t 4 = ™3 ¥ $"), Toast.LENGTH_LONG).sh
ow();
}
return;
}
}
1 i

private void showContactList() {
/I ContactListActivity 4
Intent intent = new Intent();
intent.setClass(getApplicationContext(), ContactListActivity.cla ss);
startActivity(intent);
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5.2.2.
Permission

1. Android OS Dangerous Permission

2. Dangerou s Permission

3. Signature Permission Component

4, Signature Permission

5. Normal Permission

6. Permission
5.2.2.1. Android OS Dangerous Permission

Dangerous Permission 5.2.2.2 Dangerou s Permission
Android OS Dangerous Permission
Danger ous Permission 3 Permission
Dangerous Permission
Dangerous Permission Normal
Permission

*0Dau B 0

. PermissionNetwork

COFIVT—avEAVRA -
WUERTH?

ZOFPIVr—vavIcHed B
BR:

v

J A2 =) U Frotll L

52-7

Component

Dangerous Permission

328 Al l r i g ht 3apan Snsagphone Skcu@y Association.

Permission Protection Level




m" Android 206 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf
Component Dangerous Permission
Signature
Permission
5.2.2.2. Dangerou s Permission
Dangerous Permission
Dangerous Permission
Dangerous Permission
2 1 Dangerous Permission Permission
Component ProtectedApp 1 ProtectedApp
Component AttackerApp AttackerApp ProtectedApp
Permission Permission
AttackerApp ProtectedApp Component
1. AttackerApp Dangerous Permission
2. ProtectedApp
AttackerApp AttackerApp ProtectedApp
Component
AttackerApp uses- permission
Permission Android OS
Dangerous Permission
Component Dangerous Permission
Component
Android OS Dangerous Permission

uses- permission

Dangerous Permission

Com ponent

Dangerous Permission
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5.2.2.3. Signature Permission Component

Signature Permission

5.2.1.2 Signature Permission
Protection Level Signature Permission Component
AndroidManifest.xml Signature Permission

signatureOrSystem  Permission

Permission
Permission
Permission Permission
Permission Permission
Permission Component Permission
Permission
Permission Component
Signature Permission
Permission 18
5.2.2.4. Signature Permission
AnroidManifest.xml Signature Permission Component Permission
5.2.3.1 Signature Permission
Android OS
Signature Permission
AndroidManifest.xml
1. Component AndroidManifest.xml Signature Permission

Permission

<permission android: name=0xxx06 android: protectio

18 Normal/Dangerous Permission Permission
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sunsrenone Android 206 2 1
SECURITY
2

Component AndroidManifest.xml Component permission
Signature Permission Permission
< activity android:permission=  &xx 60é >¢é </ activity>
3. Component AndroidManifest.xml uses- permission
Signature Permission Permission

<uses - permission android:name= &xx 6/>

4, Component Signature Permission
Component
5. Component Signature Permission
Component Component

Android Studio
6. APK

Signature Permission

5.2.1.2 Signature Permission
signatureOrSystem  Permission
5.2.2.5. Normal Permission
Normal Permission Androi d Manifest.xml uses- permission
Component
Normal Permission
Normal Permission Permission
Permission
Permission Permission
Permission
Permission
Permission

Normal Permission

All rights reserved © Japan Smartphone Permission Prptechonleeet i 381 i on .



l“"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

5.2.2.6. Permission
Permission Protection
Level Normal Permission
Signature Permission Signature Permission
Permission Protection Level
Permission
| (Re *> © ).permission.( A )
org.jssec.android.sample READ Permission

org.jssec.android.sample.permission.READ
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5.2.3.
5.2.3.1. Signature Permission Android OS
Signature Permission
Permission Signature
Permission
Android Dev Guide http://developer.android.com/guide/topics/security/security.html
Signature Permission
Permission
Signature Permission
1. Component AndroidManifest.xml Signature Permission
<permission android: name=0xxx06 android: protectio
2. Component AndroidManifest.xml Component
android:permission 1. Signature Permission
<activity android:permission=  &xx 6é >é </activity>
3. Component AndroidManifest.xml Signature
Permission
<uses - permission android:name= &xx 6/>
4. APK
Signhature Permission
Sighature Permission ProtectedApp ProtectedApp
AttackerApp Signature Permission
AttackerApp ProtectedApp Component
1. Atta ckerApp ProtectedApp Signature Permission Normal
Permission Signature Permission
: <permission android:name=" xxx " android:protectionLevel="normal" />
2. AttackerApp Normal Permission uses- permission

: <uses - permissi on android:name="xxx " />

3. AttackerApp ProtectedApp
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BN\

3 | ProtectedApp

ProtectedApp

ﬂndroidManifest.xml

<permission
android:name %xx’
andr oi d: pr odigeatutéi

/[ >
> E

b

<activity .
android:permission %xx’

AttackerApp
Android Manifest.xm/ 1 \
<permission /

android:name %xx’
androi d: pr orioenaft i gn
!/ >

<uses permissionandroid:name %xxX' /[ >

</activity> \
— \
\ © [ 2
—
GLQ, .
ProtectedApp
5.2-8
1 2 ProtectedApp Permission APK
AndroidManifest.xml 3
Signature Permission
5.2.2.4 Signature
Permission
5.2.3.2. AndroidManifest.xml
Permission Protection Level
Java AndroidManifest.xml
Permission
Android root
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AndroidManifest.xml APK
Permission
INTERNET Permission AndroidManifest.xml APK

Permission  uses- permission

Permission

AndroidManifest.xml

public class CheckPermissionActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinst anceState);
setContentView(R.layout.main);

/I AndroidManifest.xml - <V Permission 4
List<String> list = getDefinedPermissionList();

nt$L A
if( checkPermissions(list) ){

/I OK
Log.d("dbg", "OK.");
telsef
Log.d("dbg", "manifest file is stale.");
finish();
}
}
/**
* AndroidManifest.xml =V PermissionL’ @, # A
* @return
*/

private List<String> getDefinedPermissionList(){
List<String> list = new ArrayList<String>();
list.add("android.permission.INTERNET");

return list;
}
/**
* Permission % 14 = ™o ™ <& Ao
* @param permissionList
* @return
*/
private boolean checkPermissions(List<String> permissionList){
try {
Packagelnfo packagelnfo = getPackageManager().getPackagelnfo(
getPackageName(), PackageManager.GET_PERMISSIONS);
String[] permiss ionArray = packagelnfo.requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
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if(! permissionList.remove(permission)){
1 =0 ™ Permission % 1 4 = ™
return false;
}
}
}
if(permissionList.size() == 0){
/I OK
return true;
}
} catch (Nam eNotFoundException e) {
}
return false;
}
}
5.2.3.3. APK
5.2.3.2 AndroidManifest.xml Permission
Permission
APK
APK APK APK
APK
APK ( ) APK
1.

SignatureCheckActivity.java
package org.jssec.android.permission.signcheckactivity;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.Ut  ils;

import android.app.Activity;
import android.content.Context;
import android.os.Bundle;
import android.widget.Toast;

public class SignatureCheckActivity extends Activity {
1 —t eo”
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private static String sMyCertHash = null;
private s tatic String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {

I/l debug.keystore — "androiddebugkey"— tpo”
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F5440B8GE BODB34BC 1E29DD26 F77C8255";
}else {
Il keystore — "my company key*— tpo”
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

Il EwWwfi 5 1E o L egz— 8.kl — % — #Nef| 1 <& A
if ('PkgCert.test(this, this.getPackageName(), myCertHash(this))) {
Toast.makeText(this, " — NG", Toast.LENGTH_LONG).show();
finish();
return;
}
Toast.makeText(this, " — OK", Toast.LENGTH_LONG)@l();
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolea  n test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Cont ext ctx, String pkgname) {

if (pbkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo  .signatures.length != 1) return null; // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
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return byte2hex(sha256);
} catch (Nam eNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

5.2.3.4. Permission

Android OS GPS
Permission

Permission

Permission
Permission
Permission

Permission

Permission

Permission

Permission
Permission
Permission

Android Permission

52-9 android.permission.READ_CONTACTS
DB Content Provider

Permission
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( )
Android uses permission
Content Provider
Contacts AAA Permission
AAA
BBB
Cccc J
Content Provider Permission
usespermission
\ J
5.2-9 Permission
android.permission.CALL_PHONE Permission
Permission
Permission
Permission
Permission
41.1.1 Activity 4114 Activity
Permission Android
Android
Permission
Permission
READ_CONTACTS Permission DB

READ_CONTACTS Permission
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1.

Manifest Permission

AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.permission.transferpermission" >
<uses permission android:name="android.permission.READ_CONTACTS"/>

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
<activity
android:name=".TransferPermissionActivity"
android:label="@string/title_activity_transfer_permission" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>
<provider
android:name=".TransferPermis sionContentProvider"
<l-- Ewwmsfi | IE Manifest < 9 Permissiondt A >

android:authorities="org.jssec.android.permission.transferpermission"
android:enabled="true"
android:exported="true"
android:re adPermission="android.permission.READ_CONTACTS" >
</provider>
</application>

</manifest>

Permission
Context#checkCallingPermission() PackageManager#checkPermission()

Manifest Permission

Activity = 4
public void onCreate(Bundle savedinstanceState) {
€ (Snip)

if (checkCallingPermission("android.permission.READ_CONTACTS") == PackageManager.PERMISSION_GRANTED
&& checkCallingPermission("android.permission.WRITE_CONTACTS") == PackageManager.PERMISSION_GRANTED)

I 4 < % <2 Permissiondi o= ™Y —
return;
}
finish();
}
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5.2.3.5. Permission (Android 5.0 )
Android 5.0(API Level 21) Permissio n
1. Permission
2.
(Component) Permission
Permission
5.2.2.3 Signature Permission Component
Permission
Permission Signature
Permission
Signature Permission 5.2.2.3
Signature Permission Component 5.2.2.4
Signature Permission
5.2.3.6. Android 6.0 Permission
Android 6.0(API Level 23) Permission
Android 6.0 Permission

Dangerous Permission

Permission

(Dangerous Permission )

Android 6.0

Android 5.1 API Level 22

5.2.2.1 Android OS

Dangerous Permission

19

19 Normal Permission Signature Permission Android OS

Android OS
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(Dangerous Permission)
5.2-10

T 7 DR

e
s Permission RequestingPermissionAtRunTime

5.2-10
Permission Permission Group
Permission
android.permission.READ_CALENDAR Permission
android.permission.WRITE_CALENDAR android.permission - group.CALENDAR
Permission Group
Android 6.0 Permission Permission Group
android.permission.READ_CALENDAR

Android OS android.permission.READ_CALENDAR
andr oid.permission. WRITE_CALENDAR
android.permission.WRITE_CALENDAR

20
20 android.permission.READ_CALENDAR android.permission.WRITE_CALENDAR
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Permission Group Developer Reference
(http://developer.android.com/intl/ja/guide/topics/security/permissions.html#per m- groups)
Permission Android 6.0
maxSdkVersion 23 Android 5.1
maxSdkVersion 23
targetSDKVersion 23 Android 6.0
Permission
maxSdk Version 22 Android
6.0(API Level 23) 52-1
52-1
Android OS
targetSDKVersion
6.0 23
23 ( )
5.1 23
23
maxSdkVersion maxSdkVersion 22
Google Play Android 6.0(API Level 23)
Google Play maxSdkVersion

Android 6.0(API Level 23)

maxSdkVersion Google  maxSdkVersion

Permission Android 6.0 Protection Level dangerous

normal Permission

android.permission.BLUETOOTH
android.permission.BLUETOOTH_ADMIN
android.permission.CHANGE_WIFI_MULTICAST_STATE
android.permission.CHANGE_WIFI_STATE
android.permission.CHANGE_WIMAX_STATE
android.permission.DISABLE_KEYGUARD

android.pe rmission.INTERNET
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android.permission.NFC
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I 5.3. Account Manager

Account Manager
Android OS 21
Account Manager
Account Manager
Account Manager

Account Manager 53-1
Authenticator
Account Manager Authenticator Account Manager
Account Manager
Authenticator
________________________________________ \ (m—————————
I( Android I |( Web }
| Iy |
| Android Framework Authenticator : | Al
I I I
[ Account (@ AL l _l - !
: > Manager \. Authenticator T 1|- P :
| Iy |
| i : | |
| . | |
I =™ |
| Iy |
| Iy |
- o _ )
5.3 - 1Account Manager
Authenticator Android 4.0.x
Android Frame work Authenticator
5.3.3.2 Android 4.0.x Authenticator
5.3.1.
Authenticator 53.11 5.3.1.2
JSSEC Web
AccountManager Authenticator AccountManager User

21 Account Manager
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5.3.1.1.
Account Manag er Authenticator
Activity 5.3.1.2
Account Manager

1. Authenticator Service Service

2. Activity Authenticator

3. Acitivity Activity

4. KEY_INTENT Activity Intent

5.

6. Account Manager

7. Authenticator HTTPS

AndroidManifest.xml Authenticator IBinder Account Manager

meta - data Authenticator XML

AccountManager Authenticator/AndroidManifest.x mi

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.accountmanager.authenticator"
xmins:tools="http://schemas.android.com/tools">

<l-- Authenticator & A —~ o Permission -- >
<uses permission android:name="android.permission.GET_ACCOUNTS" />
<uses permission android:name="android.permission.AUTHENTICATE_ACCOUNTS" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<!-- Authenticator — IBinder 4 AccountManager Aoof e ->
<-- Ewwmsfi J 1E Authenticator & A4 Service | Service < A -->
<service
android:name=".AuthenticationService"
android:exported="false" >
<!-- intent -filter < metadata| % 594 —R=2fi ->
<intent -filter>
<action android:name="android.accounts.AccountAuthenticator" />
</intent -filter>
<meta data
android:name="android.accounts.AccountAuthenticator"
android:resource="@xml/authenticator" />

</service>

< wopfisd A <%oz- t . - i — Activity - >
<L EWmfi J 2E & = i Activity | Authenticator = k ' # A >
<s EWmafi J 3E .« = i Activity | Activity <A{ ->

<activity

android:name=".LoginActivity"
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andoid:exported="true"

android:label="@string/login_activity_title"

android:theme="@android:style/Theme.Dialog"

tools:ignore="ExportedActivity" />
</application>

</manifest>

XML Authenticator

res/xml/authenticator.xml

<account- authenticator xmins:android="http://schemas.android.com/apk/re s/android"
android:accountType="org.jssec.android.accountmanager"
android:icon="@drawable/ic_launcher"
android:label="@string/label"
android:smalllcon="@drawable/ic_launcher"
android:customTokens="true" />

Authenticator Account Manager Authenticator

JssecAuthenticator onBind() return

AuthenticationService.java
padkage org.jssec.android.accountmanager.authenticator;

import android.app.Service;
import android.content.Intent;
import android.os.IBinder;

public class AuthenticationService extends Service {
private JssecAuthenticator mAuthenticator;

@Override
public void onCreate() {
mAuthenticator = new JssecAuthenticator(this);

}

@Override
public IBinder onBind(Intent intent) {
return mAuthenticator.getiBinder();

}
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Authenticator JssecAuthenticator ~ AbstractAccountAuthenticator
abstract Account Manager addAccount()
getAuthToken() LoginActivity intent
Account Manager

JssecAuthenticator.java
package org.jssec.android.accountmanager.authenticator;

import android.accounts.AbstractAccountAuthenticator;
import android.accounts.Account;

import android.accounts.AccountAuthent icatorResponse;
import android.accounts.AccountManager;

import android.accounts.NetworkErrorException;

import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

public class JssecAuthenticator extends AbstractAccountAuthenticator {

public static final String JSSEC_ACCOUNT_TYPE = "org.jssec.android.accountmanager";
public static final String JSSEC_AUTHTOKEN_TYPE = "webservice";

public static final String JSSEC_AUTHTOKEN_LABEL = "JSSEC Web Sevice";

public static final String RE_AUTH_NAME = "reauth_name";

protected final Context mContext;

public JssecAuthenticator(Context context) {
super(context);
mContext = context;

}

@Override

public Bundle add Account(AccountAuthenticatorResponse response, String accountType,
String authTokenType, String[] requiredFeatures, Bundle options)
throws NetworkErrorException {

AccountManager am = AccountManager.get(mContext);

Account[] accounts = am.getAccountsByType(JSSEC_ACCOUNT_TYPE);

Bundle bundle = new Bundle();

if (accounts.length > 0) {
I ofiki «ds#|=owfis%ms - A | «‘ 2=
bundle.putString(AccountManager.KEY_ERROR_CODE, String.valueOf());
bundle.putString(AccountManager.KEY_ERROR_MESSAGE,

mContext.getString(R.string.error_account_exists));

}else { ]
/I EWefi J 2E o = wai Activity | Authenticator = k' # A
Il EWwnfi i 4E KEY_INTENT| 8. = wfi Activity —-' @ L v Intent &L 4

Intent intent = new Intent(mContext, LoginActivity.class);
intent.putExtra(AccountManager.KEY_ACCQNT_AUTHENTICATOR_RESPONSE, response);

bundle.putParcelable(AccountManager.KEY_INTENT, intent);

}

return bundle;
}
@Override

public Bundle getAuthToken(AccountAuthenticatorResponse response, Account account,
String authTokenType, Bundle options) throws NetworkErrorException {
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Bundle bundle = new Bundle();

if (accountExist(account)) {
/I EWmnfi J 4E KEY_INTENT| 8. = wfi Activity —-' @ & =V Intent & 4
Intent intent = new Intent(mContext, LoginActivity.class);
intent.putExtra(RE_AUTH_NAME, account.name);
bundle.putParcelable(AccountManager.KEY_INTENT, intent);

}else {
I tdVveomfisnm o™ | <o
bundle.putString(Acc ountManager.KEY_ERROR_CODE, String.valueC));
bundle.putString(AccountManager.KEY_ERROR_MESSAGE,

mContext.getString(R.string.error_account_not_exists));

}

return bundle;
}
@Override

public String getAuthTokenLabel(String authTokenType) {
return JSSEC_AUTHTOKEN_LABEL;

}

@Override
public Bundle confirmCredentials(AccountAuthenticatorResponse response, Account account,
Bundle options) throws NetworkEr rorException {
return null;

}

@Override
public Bundle editProperties(AccountAuthenticatorResponse response, String accountType) {
return null;

}

@Override
public Bundle updateCredentials(AccountAuthenticatorRespons e response, Account account,
String authTokenType, Bundle options) throws NetworkErrorException {
return null;

}

@Override
public Bundle hasFeatures(AccountAuthenticatorResponse response, Account account,
String[] features) throws NetworkErrorException {
Bundle result = new Bundle();
result.putBoolean(AccountManager.KEY_BOOLEAN_RESULT, false);
return result;

}

private boolean accountExist(Account account) {

AccountManager am = AccountManager.get(mContext);
Account[] accounts = am.getAccountsByType(JSSEC_ACCOUNT_TYPE);
for (Account ac : accounts) {

if (ac.equals(account)) {

return true;

}

}

return false;
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LoginActivity
WebService

LoginActivity.java
package org.jssec.android.accountmanager.authenticator;

import org.jssec.android.accountmanager.webservice.WebService;

import android.accounts.Account;

import android.accounts.AccountAuthenticato  rActivity;
import android.accounts.AccountManager;
import android.content.Intent;

import android.os.Bundle;

import android.text.InputType;

import android.text. TextUtils;

import android.util.Log;

import android.view.View;

import android.view.Window;

import android.widget.EditText;

public class LoginActivity extends AccountAuthenticatorActivity {
private static final String TAG = AccountAuthenticatorActivity.class.getSimpleName();
private String mReAuthName = null;
private EditText mNameEdit = nu |l
private EditText mPassEdit = null;

@Override
public void onCreate(Bundle icicle) {
super.onCreate(icicle);
et 20 n wmd fi
requestWindowFeature(Window.FEATURE_LEFT_ICON);
setContentView(R.layout.login_activity);
getWindow().setFeatureDrawableResource(Window.FEATURE_LEFT_ICON,
android.R.drawable.ic_dialog_alert);
[/ widget & =1 =249
mNameEdit = (EditText) findViewByld(R.id.userna me_edit);
mPassEdit = (EditText) findViewByld(R.id.password_edit);

/I EWefi J 3E . = wafi Activity | Activity < == —= k' %— = . ¥ ed
I | Intent#extras — String — RE_AUTH_NAME <% o0 ™

I — String | TextEdit#setText() 8 WebService#login() 8 new Account()~

" < o= tdq%=2F0 % 4 =L % %o ™ < o= ™

mReAuthName = getintent().getStringExtra(JssecAuthenticator.RE_AUTH_NAME);
if (mReAuthName != null) {
" >m> # LoginActivity % 4 14 v—#e¢" >m> 4 <A
mNameEdit.setText(mReAuthName);
mNameEdit.setinputType(InputType. TYPE_NULL);
mNameEdit.setFocusable(false);
mNameEdit.setEnabled(false);

}

I e = wfi W i - t 4
public void handleLogin(View view) {
String name = mNameEdit.getText().toString();
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String pass = mPassEdit.getText().toString();

if (TextUtils.isEmpty(name) || TextUtils.isEmpty(pass)) {

" % # Nef -
setResult(RESULT_CANCELED);
finish();
}
I t A Ve oo pfi FFofi' mfindf @r. = ufi A

WebService web = new WebService();
String authToken = web.login(name, pass);
if (TextUtils.isEmpty(authToken)) {
I ¥s = —
setResult(RESULT_CANCELED);

finish();
}
1 8. = mfi —_
/I EWwafi J 5E = o »fi 4 Joefioz—4%fic vo Ko |. = eq ™

Log.i(TAG, "WebService login succeeded");

if (mReAuthName == null) {

I o = wdi <V = o »fi ;4 AccountManager A

/I 'Ewmsfi / 6E Account Manager- R ®: 2 » & en ™

AccountManager am = AccountManager.get(this);

Account account = new Account(hname, JssecAuthenticator JSSEC_ACCOUNT_TYPE);

am.addAccountExplicitly(account, null, null);

am.setAuthToken(account, JssecAuthenticator.JSSEC_AUTHTOKEN_TYPE, authToken);

Intenti ntent = new Intent();

intent.putExtra(AccountManager.KEY_ACCOUNT_NAME, name);

intent.putExtra(AccountManager.KEY_ACCOUNT_TYPE,
JssecAuthenticator. JSSEC_ACCOUNT_TYPE);

setAccountAuthenticatorResult(int  ent.getExtras());

setResult(RESULT_OK, intent);

}else {

1 ;o -fid A

Bundle bundle = new Bundle();

bundle.putString(AccountManager. KEY_ACCOUNT_NAME, name);

bundle.putString(AccountManager.KEY_ACCOUNT_TYPE,
JssecAuthenticator. JSSEC_ACCOUNT_TYPE);

bundle.putString(AccountManager.KEY_AUTHTOKEN, authToken);

setAccountAuthenticatorResult(bundle);

setResult(RESULT_OK);

}
finish();
}
}
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WebService

WebService.java
package org.jssec.android.accountmanager.webservice;

public class WebService {

/**

*ofi! wafiDdf @—= o BfiJ R E Y
*

* @param username < »fi J

* @param passwordR ®: 2 »

* @return Jo<fid A
*/
public String login(String username, String password) {
/I Ewwafi 5 7E Authenticator < o fi ' wafi DD} ®<— | HTTPE e
1 ~|lsooPrs— L A %e afiki -=%
return getAuthToken(username, password);
}
private String getAuthToken(String username, String password) {
1 ~|looPo%fe Aad. < L dv L A%
I afiki -= %e: | TN~ L A

return "c2f981bda5f34f90c0419e171f60f45c";
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5.3.1.2.

53.11

& 7oezUIRH

FHOY FEBNTS

PNV REENTS LFOPFUHK, BENOPADY M FHOUEBNTS
SHPIERTHHAEIITRNLT

BER—HVEMETS VEY BEL—HVEDETS
o BEPNOYMENATS

ZEF—HEMTTS
hohDIA

COUIIRAREHILTHLAELLT
TH?

AccountManager User

1. Authenticator

AndroidManifest.xml Permission Permission 5.3.3.1

Account Manager Permission

AccountManager User/AndroidMani  fest.xml
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.accountmanager.us er" >

<uses permission android:name="android.permission.GET_ACCOUNTS" />
<uses permission android:name="android.permission.MANAGE_ACCOUNTS" />
<uses permission android:name="android.permission.USE_CREDENTIALS" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
<activity
android:name=".UserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
<f/intent -filter>
</activ ity>
</application>

Al | rights reserved © Japan Smar tAcdoentManagee cur ity Associ3b3i



I“"’;’.‘,Tn"wm Android
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

2016 2

1

</manifest>

Activity addAcount() getAuthToken()

Authenticator Authenticator

UserActivity.java
package org.jssec.android.accountmanager.user;

import java.io.lOException;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.Uftils;

import andro id.accounts.Account;

import android.accounts.AccountManager;

import android.accounts.AccountManagerCallback;
import android.accounts.AccountManagerFuture;
import android.accounts.AuthenticatorDescription;
import android.accounts.AuthenticatorException;
import android.accounts.OperationCanceledException;
import android.app.Activity;

import android.content.Context;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class UserActivity extends Activity {

" A Authenticator —

private static final String JSSEC_ACCOUNT_TYPE = "org.jssec.android.accountmanager";
private static final String JSSEC_TOKEN_TYPE = "webservice";

private TextView mLogView;

@Override

public void onCreate(Bun dle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.user_activity);

mLogView = (TextView)findViewByld(R.id.logview);
}

public void addAccount(View view) {
logLine();
logLine(" <™= o pfi J 4 -3 A");

/I Ewesfi /| 1E Authenticator %  — L—# Nef 1 <& o= Y
if (IcheckAuthenticator()) return;

Le o pfi
P oo pfi

AccountManager am = AccountManager.get(this);
am.addAccount(JSSEC_ACCOUNT_TYPE, JSSEC_TOKENITWRE this,
new AccountManagerCallback<Bundle>() {
@Override
public void run(AccountManagerFuture<Bundle> future) {

try {
Bundle result = future.getResult();

AL

A
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String type = result.getString(AccountManager.KEY_ACCOUNT_TYPE);
String name = result.getString(AccountManager.KEY_ACCOUNT_NAME);
if (type !'= null && name != null) {

logLine(" —= opfisd o3 =V ")

logLine(" = o pfi 1 %s", type);

logLine(" = o pfi s 1 %s", name);
}else {

String code = result.getString(AccountManager.KEY_ERROR_CODE);
String msg = result.getString(AccountManager.KEY_ERROR_MESSAGE);
logLi ne("= o »fi J %  # %3 YF# <V ")
logLine(" < D (2 %s:%s" code, msg);
}

} catch (OperationCanceledException e) {

} catch (AuthenticatorException €) {

} catch (IOException e) {

}
}
h

null);

}

public void getAuthToken(View view) {
logLine();
logLine(" s 2 « fi & s3 AM;
/I Ewmsfi J 1E Athenticator %  —L—#Nef 1 <& =%k o »fi . LA
if (IcheckAuthenticator()) return;

AccountManager am = AccountManager.get(this);
Account[] accounts = am.getAccountsByType(JSSEC_ACCOUNT_TYPE);
if (accounts.length > 0) {
Account account = accounts[0];
am.getAuthToken(account, JSSEC_TOKEN_TYPE, null, this,
new AccountManagerCallback<Bundle>() {
@Override
public void run(AccountManage rFuture<Bundle> future) {
try {
Bundle result = future.getResult();
String name = result.getString(AccountManager.KEY_ACCOUNT_NAME);
String authtoken = result.getString(AccountManager.KEY_AUTHTOKEN);
logLine(" %s t #—1J 3 « fi ", name);
if (authtoken != null) {
| ogLine(" %s", authtoken);

}else {
logLine(" %3 YF% V")

}
} catch (OperationCanceledException e) {

logLine(" : %s",e.getClass().getName());
} catch (AuthenticatorException e) {

logLine(" : %s",e.getClass().getName());
} catch (IOException €) {

logLine(" : %s",e.getClass().getName());
}

}
1, null);

}else {
logLine(" = o »fi J % td =™y Y E);
}
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/I Ewmafi J 1E Authenticator % —L—#Nef| 1 <& A
private boolean checkAuthenticator() {
AccountManager am = AccountManager.get(this);
String pkgname = null;
for (AuthenticatorDescription ad : am.getAuthenticatorTypes()) {
if JSSEC_ACCOUNT_TYPE.equals(ad.type)) {
pkgname = ad.packageName;
break;

}

if (pbkgname == null) {
logLine("Authenticator % = %94 3 Y +");
return false;

}

logLine(" = < »fi J 2 .k %s", JSSEC_ACCOUNT_TYPE);
logLine(" Authenticator —R P *2> © ");
logLine(" %s", pkgname);

if (IPkgCert.test(this, pkgname, getTrustedCertificateHash(this))) {
logLine(" — Authentic ator # | Nd 3 ¥ &+ ");
return false;

}
logLine(" — Authenticator # A ");
return true;
}
" — Authenticator = k ' — teo*
/I ofiki =« k' JSSEC CertHash Checkeg tpo- £ %

private String getTrustedCertificateHash(Context context) {
if (Utils.isDebuggable(context)) {
// debug.keystore — "androiddebugkey"— tpo”
return "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255"
}else {
I/l keystore — "my company key— tpo”
return "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";

}

private void log(String str) {
mLogView.append(str);
}

private void logLine(String line) {
log(line +" \n");

}

private void logLine(String fmt, Object... args) {
logLine(String.format(fmt, args));
}

private void logLine() {
log(" \ n");
}
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PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, Strin g pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SBENATURES);
if (pkginfo.signatures.length != 1) return null;  // | Fo™
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte 2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] computeSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch ( NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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5.3.2.

Authenticator

1. Authenti cator Service Service

2 Activity Authenticator

3. Activity Activity

4. KEY_INTENT Activity Intent

5

6. Account Manager

7. Authenticator HTTPS

1. Authenticator
5.3.2.1. Authenti cator Service Service

Authenticator Service  Account Manager

Service

Account Manager system Service

5.3.2.2. Activity Authenticator
Authenticator
Account Manager
Account Manager
Aut henticator
5.3.2.3. Activity Activity
Activity Authenticator
Activity Activity Activity
Activity Activity
3.2
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5.3.2.4. KEY_INTENT

Authenticator
Activity
Activity

Authenticator

5.3.25.

Permission

5.3.2.6. Account Manager

Account Manager

Android 4. 1
/data/system/accounts.db
Android 4.2

Activity

Activity

Intent

KEY_INTENT
Intent

accounts.db

/data/system/users/Ofaccounts.db

Android 4.2

account s.db

account s.db

Authenticator

root

root

Intent

Account Manager Bundle
Intent
Intent

Activity Activity

system Android
system Android OS

Account Manager
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Account

Manager

5.3.2.7. Authenticator HTTPS
Authenticator

HTTPS

5.3.2.8. Authenticator
Authenticator
Authenticator Authenticator
Authenticator
Authenticator
Authenticator Authenticator
Authenticator
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5.3.3.
5.3.3.1. Account Manager Permission
AccountManager Android Manifest .xml
Permission Permission 53-1
5.3-1 Account Manager Permission
Account Manager
Permission
AUTHENTICATE_ACCOUNTS | getPassword ()
(Authenticator getUserData ()
Package ) | addAccountExplicitly () DB
peekAuthToken ()
setAuthToken ()
setPassword ()
setUserData ()
renameAccount()
GET_ACCOUNTS getAccounts ()
getAccountsByType ()
getAccountsByTypeAndFeatures ()
addOnAccountsUpdatedListener ()
hasFeatures ()
MANAGE_ACCOUNTS getAuthTokenByFeatures ()
addAccount ()
removeAccount ()
clearPassword ()
updateCredentials ()
editProperties () Authenticator
confirmCredentials ()
USE_CREDENTIALS getAuthToken ()
blockingGetAuthToken ()
MANAGE_ACCOUNTS invalidateAuthToken ()
USE_CREDENTIALS
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AUTHENTICATE_ACCOUNTS Permission Permission
Authenticator
Authenticator
AUTHENTICATE_ACCOUNTS Permission Authenticator
Android Studio Permission

Account Manager

5.3.3.2. Android 4.0.x Authenticator

Authenticator Authenticator
Account Manager GrantCredentialsPermissionActivity

Android 4.0.x Android Framework

Account Manager
5.3-3 https://code.google.com/p/android/issues/detail?id=23421

Android 4.1.x

Android4.0.x Android4.1.x

@ 10:46

S Access request

The following one or more apps
request permission to access your
account, now and in the future.

e AuthenticatorUser
e JSSEC Account

user

Unfortunately, Android System JSSEC Web Service

has stopped.

Do you want to allow this request?

5.3 -3Android
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I 5.4. HTTPS
Web
HTTP HTTPS 2 2 HTTPS
Google  Facebook Web HTTPS
2012 Android HTTPS
Web
HTTP HTTPS HTTPS
Web
54.1.
54-1
Yes
No
Yes
No ) 4
\ No
CA
Yes
\ 4 \ 4
HTTP HTTPS HTTPS
5.4-1 HTTP/HTTPS
SSL/TLS HTTPS HTTPS
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Web ID
ID Cookie
Web
HTTP HTTPS
HTTP HTTPS 54-1
54-2
5.4-1 HTTP HTTPS
HTTP HTTPS
URL http:// https://
5.4-2 HTTP/HTTPS
§fi o vao Ko ad> P>
HTTP A HTTP x -
HTTPS A HTTPS o Cybertrust — ~ |4
t4vadPo
K' wmz 2 HTTPS o K' wmz
£ HTTPS —fi) ' O2P2>dve@iodPdZ o |4
A 1
Android HTTP/HTTPS API Java SDK

java.net.HttpURLConnection/java

Apache HttpClient

x.net.ssl.HttpsURLConnection
Android 6.0 API Level 23)

Apache HTTPComponent
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54.1.1. HTTP

HTTP

HTTP
54.1.2 HTTPS 5.4.1.3
HTTPS

Web 1
HTTP 2 1 2 Ul
AsyncTask Web
URL
URL

JSON

HttplmageSearch .java
package org.jssec.android.https.imagesearch;

import android.os.AsyncTask;

import org.json.JSONException;
import org.json.JSONObject;

import java.io.BufferedInputStream;
import java.io.ByteArrayOutputStream;
import java.io.|OException;

import java.net.HttpURLConnection;
import java.net.URL;

public abstract class HttplmageSearch extends AsyncTask<String, Void, Object> {

@Override

protected Object doInBackground(String... params) {
byte[] responseArray;
I
" 1 A
I s

/I Eweafi / 1E ¢Ddar- tfic wo Ko N
I LA
StringBuilder s = new StringBuilder();
for (String param : params){
s.append(param);
s.append('+");
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1

}
s.deleteChar At(s.length() - 1);

String search_url = "http://ajax.googleapis.com/ajax/services/search/images?v=1.0&q=" +
s.toString();

responseArray = getByteArray(search_url);
if (responseArray == null) {

return nu |l
}
/I EWeafi | 2E *0 A% Yo |- — ¢ =% Nef AL A
I afiki-=% % Yo|-—e > = # Nef — |

/I afiki ~=9%JSORD & —
String image_url;
try {
String json = new String(responseArray);
image_url = new JSONObject(json).getJSONObject("responseData")
.getJISONArray("results").getJSONObject(0).getString("url");
} catch(JSONEXxception e) {

return e;
}
Il e
" 2 LA
1
/I Eweafi / 1E DA~ tfic wo Ko N

if (image_url = null’) {
responseArray = getByteArray(image_url);
if (responseArray == null) {
return null;
}
}

Il Ewesfi | 2E ¢ 2% Yo |- — ¢ = # Nef L A
return responseArray;

}

private byte[] getByteArray(String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
int length;

try {
URL wl = new URL(strUrl);

response = (HttpURLConnection) url.openConnection();
response.setRequestMethod("GET");
response.connect();

checkResponse(response);

inputStream = new BufferedinputStream(res ponse.getinputStream());
responseArray = new ByteArrayOutputStream();

while ((length = inputStream.read(buff)) != -1 {
if (length > 0) {
responseArray.write(buff, 0, length);

}

366
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}

result = responseArray.toByteArray();
} catch (IOException e) {
e.printStackTrace();
} finally {
if (inputStream != null) {
try {
inputStream.close();
} catch (IOException e) {
I

}
}
if (responseArray != null) {
try {
responseArray.close();
} catch (IOException €) {
I |
}
}

}

return result;

}

private void checkResponse(HttpURLConnection response) throws IOException {
int statusCode = response.getResponseCode();
if (HttpURLC onnection.HTTP_OK != statusCode) {
throw new IOException("HttpStatus: " + statusCode);

}

ImageSearchActivity.java
package org.jssec.android.https.imagesearch;

import android.app.Activity;

import android.graphics.Bitmap;

import android.graphics.BitmapFactory;
import android.os.AsyncTask;

import android.os.Bundle;

import android.view.View;

import android.widget.EditText;

import android.widget.ImageView;
import android.widget. TextView;

public class ImageSearchActivity extends Activity {

private EditText mQueryBox;

private TextView mMsgBox;

private ImageView mimgBox;

private AsyncTask<String, Void, Object> mAsyncTask ;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);

mQueryBox = (EditText)findViewByld(R.id.querybox);
mMsgBox = (TextView)findViewByld(R.id.msgbox);
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mimgBox = (ImageView)findViewByld(R.id.imageview);

}

@Override

protected void onPause() {
I v —Ne< Activity % ¢4 Y% Nef — # Lot fi ¥1 w=2%0
if (mAsyncTask != null) mAsyncTask.cancel(true);
super.onPause();

}

public void onHttpSearchClick(View view) {
String query = mQueryBox.getText().toString();
mMsgBox.setText("HTTP:" + query);
mimgBox.setimagBitmap(null);

" — % S =o0™i <IN —2¢" fi ¥1 «=2%0
if (mAsyncTask != null) mAsyncTask.cancel(true);

Ul & e ¢# o= | o Fo™—#8 AsyncTask- |4 : >cd> @ e2z A
mAsyncTask = new HttplmageSearch() {

@Override
protected void onPostExecute(Object result) {
Ul & e # LA
if (result == null) {
mMsgBox.append(‘h \n");

} else if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox.append('h \n" + e.toString());
}else {
I afiki-=% - - |
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory.decodeByteArray(data, O, data.length);
mimgBox.setimageBitmap(bmp);

}

}.execute(query); // = o

}

public void onHttpsSe archClick(View view) {
String query = mQueryBox.getText().toString();
mMsgBox.setText("HTTPS:" + query);
mimgBox.setimageBitmap(null);

" — % s/ =0o™ < LNef—2¢" fi¥i o=2%0
if (mAsyncTask != null) mAsyncTask.ca ncel(true);

ul & e ¢# o=| o fo™—#8 AsyncTask- |4 : >cd> @ e2z A
mAsyncTask = new HttpsimageSearch() {

@Override
protected void onPostExecute(Object result) {
/Ul & e # LA

if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox.append('h \n" + e.toString());
}else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory.decodeByteArray(data, 0, data.length);
mimgBox.setimageBitmap(bmp);
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AL

== =

}.execute(query); //

AndroidManifest.xml

<manifest xmins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.https.imagesearch"
android:versionCode="1"
android:versionName="1.0">

<uses permission android:name="android.permission.INTERNET"/>

<application
android:icon="@drawable/ic_launcher"
android:allowBackup="false"
android:label="@string/app_name" >
<activity
android:name=".ImageSearchActivity"
android:label="@string/app_name"
android:theme="@android:style/Theme.Light"
android:exported="true" >
<intent -filter>
<action android: name="android.intent.action.MAIN" />
<category android:name="android.intent.category. LAUNCHER" />
<lintent -filter>
</activity>
</application>
</manifest>
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54.1.2. HTTPS

HTTPS
HTTPS
Android HTTPS

Subject CN
SSLException
22
Web HTTPS
HTTPS 54.1.3 HTTPS
Web 1
HTTPS 2 1 2 Ul
AsyncTask Web
URL
SSLEXxception
1. URI https://
2.
3. HTTPS
4. SSLException
HttpslmageSearch.java
package org.jssec.android.https.imagesearch;
import org.json.JSONException;
import org.json.JSONObject;
import android.os.AsyncTask;
import java.io.BufferedInputStream;
import java.io.ByteArrayOutputStream;
22 http://www.ipa.go.jp/about/press/20140919 1.html
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import java.io.lOException;
import java.net.HttpURLCon nection;
import java.net.URL;

public abstract class HttpsimageSearch extends AsyncTask<String, Void, Object> {

@Override
protected Object dolnBackground(String... params) {
byte[] responseArray;
e e e
" 1 A
I

/I Ewwafi S 1E URI| httpsi// # k|
/I Eweafi J 2E ¢DaAr- §fic wo Kn L k=™
StringBuilder s = new StringBuilder();
for (String param : params){
s.append(param);
s.append('+");
}
s.deleteCharAt(s.length() - 1);

String search_url = "https://ajax.googleapis.com/ajax/services/search/images?v=1.0&q=" +
s.toString();

responseArray = getByteArray(search_url);
if (responseArray == null) {

return null;
}
/' Ewmafi J 3E HTTPS <V OD PO %|f—e¢Dd 4Ny = Ls ¢ o — LAy
I afiki -=%  ° 3.2 ¢ o — L Ao o
String image_url;
try {

String json = new String(responseArray);
image_url = new JSONObject(json).getJSONObject("responseData")
.getJSONArray("results").getJSONObject(0).getString("url");
} catch(JSONException e) {

return e;
}
1
02 Looaf
i

/I Ewwafi J 1E URI| https:// # E
I EWwafi J 2E ¢d - ¥ficwe Ko & k=™
if (image_url = null’) {

responseArray = getByteArray(image_url);

if (responseArray == null) {

return null;

}

}

return responseArray;

}

private byte[] getByteArray(String strUrl) {
byte[] buff = new byte[1024];
byte[] result = null;
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HttpURLConnection response;
BufferedInputStream inputStream = null;
ByteArr ayOutputStream responseArray = null;
int length;
try {
URL url = new URL(strUrl);
response = (HttpURLConnection) url.openConnection();
response.setRequestMethod("GET");
response.connect();
checkResponse(response);
inputStream = new BufferedInputStream(response.getinputStream());
responseArray = new ByteArrayOutputStream();
while ((length = inputStream.read(buff)) != -1) {
if (length > 0) {
responseArray.write(buff, 0, length);
}
}
result = responseArray.toByteArray();
} catch (IOException €) {
e.printStackTrace();
} finally {
if (inputStream != null) {
try {
inputStream.close();
} catch (IOException €) {
I |
}
}
if (responseArray  != null) {
try {
responseArray.close();
} catch (IOException €) {
I |
}
}
}
return result;
}
private void checkResponse(HttpURLConnection response) throws IOException {
int statusCode = response.getResponseCode();
if (HttpURLConnection.HTTP_OK != statusCode) {
throw new IOException("HttpStatus: " + statusCode);
}
}
}
5411 HTTP 54.1.1 HTTP
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5.4.1.3. HTTPS
HTTPS
Web HTTPS 543.1
assets cacert.crt
Web Web HTTPS
Ul AsyncTask
Web URL
SSLException
1.
2. URI https://
3.
4.
5. SSLException

PrivateCertificateHttpsGet.java
package org.jssec.android.https.privatecertificate;

import java.io.BufferedinputStream;
import java.io.ByteArrayOutputStream;
import java.io.|OException;

import java.net.HttpURLConnection;
import java.net.URL;

import java.security.KeyStore;

import java.security.SecureRandom;

import javax.net.ssl.HostnameVerifier;
import javax.net.ssl.HttpsURLConnection;
import javax.net.ssl.SSLContext;

import javax.net.ssl.SSLException;

import javax.net.ssl.SSLSession;

import javax.net.ssl.TrustManagerFactory;

import android.content.Context;
import android.os.AsyncTask;

public a bstract class PrivateCertificateHttpsGet extends AsyncTask<String, Void, Object> {
private Context mContext;

public PrivateCertificateHttpsGet(Context context) {
mContext = context;

}
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1

@Override

protected Object dolnBackground(String... params) {
TrustManagerFactory trustManager,;
BufferedInputStream inputStream = null;
ByteArrayOutputStream responseArray = null;
byte[] buff = new byte[1024];

int length;
try {
URL url = new URL(params|[0]);
I EWmafi ) 1E K' waz 3 £00 PO LA
/l assets =™ k' -z D w1t d 5 KeyStored

KeyStore ks = KeyStoreUtil.getEmptyKeyStore();
KeyStoreUtil.loadX509Certif icate(ks,
mContext.getResources().getAssets().open(“cacert.crt”));

nve — L& e
HttpsURLConnection.setDefaultHostnameVerifier(new HostnameVerifier() {
@Override

public boolean ve rify(String hostname, SSLSession session) {
if (Ihostname.equals(session.getPeerHost())) {
return false;

}

return true;

s

/I Ewwafi S 2E URI| https:// # k|
/I EWwafi J 3E ¢d - §ficwe Ko & k=™

trustManager.init(ks);
SSLContext sslCon = SSLContext.getlnstance("TLS");
sslCon.init(null, trustManager.getTrustManagers(), new SecureRandom());

HttpURLConnection con = (HttpURLConnection)url.openConnection();
HttpsURLConnection response = (HttpsURLConnection)con;
response.setDefaultSSLSocketFactory(sslCon.getSocketFactory());

response.setSSLSocketFactory(sslCon.getSocketFactory());
checkResponse(response);

Il Ewwsfi ; 4E ¢2 ad odPd>< 8 - == ™
inputStr eam = new BufferedinputStream(response.getinputStream());
responseArray = new ByteArrayOutputStream();
while ((length = inputStream.read(buff)) != -1) {

if (length > 0) {

responseArray.write(buff, 0, length);

}

}

return responseArray.toByteArray();
} catch(SSLException e) {

/I Ewaafi / 5E SSLException- <" 2 @2 r A - 0 LA
Il afiki —=9% |
return e;
} catch(Exception e) {
return e;
} finally {
if (inputStream != null) {
try {

inputStream.close();

trustManager = TrustManagerFactory.getinstance(TrustManagerFactory.getDefaultAlgorithm());
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} catch (Exception e) {

1 |
}
}
if (responseArray != null) {
try {
responseArray.close();
} catch (Exception e) {
1 |
}
}

}

private void checkResponse(HttpURLConnection response) throws IOException {
int statusCode = response.getResponseCode();
if (HttpURLConnection.HTTP_OK != statusCode) {
throw new IOException("HttpStatus: " + statusCode);

}

KeyStoreUtil.java
package org.jssec.android.https.privatecertificate;

import java.io.|IOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.cert.Certificate;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert. X509Certificate;

import java.util. Enumeration;

public cl ass KeyStoreUtil {
public static KeyStore getEmptyKeyStore() throws KeyStoreException,
NoSuchAlgorithmException, CertificateException, IOException {
KeyStore ks = KeyStore.getlnstance("BKS");
ks.load(null);
return ks ;

}

public static void loadAndroidCAStore(KeyStore ks)

throws KeyStoreException, NoSuchAlgorithmException,
CertificateException, IOException {

KeyStore aks = KeyStore.getinstance("AndroidCAStore");

aks.load(null);

Enumeration<String> aliases = aks.aliases();

while (aliases.hasMoreElements()) {
String alias = aliases.nextElement();
Certificate cert = aks.getCertificate(alias);
ks.setCertifica teEntry(alias, cert);

}

public static void loadX509Certificate(KeyStore ks, InputStream is)
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throws CertificateException, KeyStoreException {

try {
CertificateFactory factory = CertificateFactory.getins tance("X509");
X509Certificate x509 = (X509Certificate)factory.generateCertificate(is);
String alias = x509.getSubjectDN().getName();
ks.setCertificateEntry(alias, x509);

} finally {
try {\is.close(); } catch (IOException e) { /* | *}

}

PrivateCertificateHttpsActivity.java
package org.jssec.android.https.  privatecertificate;

import android.app.Activity;

import android.graphics.Bitmap;

import android.graphics.BitmapFactory;
import android.os.AsyncTask;

import android.os.Bundle;

import android.view.View;

import android.widget.EditText;

import android.widget.ImageView;
import android.widget. TextView;

public class PrivateCertificateHttpsActivity extends Activity {

private EditText mUrIBox;

private TextView mMsgBox;

private ImageView mimgBox;

private AsyncTask<String, Void, Objec  t> mAsyncTask ;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);

mUrIBox = (EditText)findViewByld(R.id.urlbox);
mMsgBox (TextView)findViewByld(R.id.msgbox);
mimgBox = (ImageView)findViewByld(R.id.imageview);

}

@Override

protected void onPause() {
/I L —Nes Activity % ¢4 %Ne| —# Lot fi ¥1 o=
if (mAsyncTask != null) mAsyncTask.cancel(true);
super.onPause();

}

public void onClick(View view) {
String url = mUrIBox.getText().toString();
mMsgBox.setText(url);
mimgBox.setimageBitmap(null);

" - % ) =0o™i <N —2¢" fi 81 «=2%0
if (mAsyncTask != null) mAsyncTask.cancel(true);

Ul & e ¢# o=| oo ™—#8 AsyncTask- |4 : >c> @ e»z A
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mAsyncTask = new PrivateCertificateHttpsGet(this) {

@Override
protected void onPostExecute(Object result) {
ol & e % L A

if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox.append(‘h \n" + e.toString());
}else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory.decodeByteArray(data, 0, data.length);
mimgBox.setimageBitmap(bmp);

}
}
Lexecute(url); /URL 4 o= AL
}
}
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5.4.2.

HTTP HTTPS

1. HTTPS

2. HTTP

3. SSLException

4. TrustManager

5. HostnameVerifier
5.4.2.1. HTTPS

HTTP

HTTPS

5.4.2.2. HTTP

HTTP

HTTPS
HTTPS
3.2

5.4.2.3. SSLException

HTTPS SSLException SSLException

SSLException
SSLException
SSLException HTTP
54.2.4. TrustManager
HTTPS KeyStore
5.4.3.3
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TrustManager
HTTPS 54.1.3 HTTPS
TrustManager
5.4.2.5. HostnameVerifier
HTTPS KeyStore
5.4.3.3
HostnameVerif ier
HTTPS 54.1.3 HTTPS
HostnameVerifier
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5.4.3.
5.4.3.1.
Ubuntu CentOS Linux
Cybertrust  VeriSign
Cybertrust VeriSign
1
PC
newca.sh openssl.cnf
CASTART CAEND CASUBJ
3
newca.sh 8 V4~ Y n A T e T YT AMNANN
#l/bin/bash
umask 0077
CONFIG=openssl.cnf
CATOP=./CA
CAKEY=cakey.pem
CAREQ=careq.pem
CACERT=cacert.pem
CAX509=cacert.crt
CASTART=130101000000Z # 2013/01/01 00:00:00 GMT
CAEND=230101000000Z # 2023/01/01 00:00:00 GMT
CASUBJ="/CN=JSSEC Private CA/O=JSSEC/ST=Tokyo/C=JP"
mkdir -p ${CATOP}
mkdir -p ${CATOP}/certs
mkdir -p ${CATOP}/crl
mkdir -p ${CATOP}/newces
mkdir -p ${CATOP}/private
touch ${CATOPY}/index.txt
openssl req -new-newkey rsa:2048 -sha256 - subj "${CASUBJ}" \
- keyout ${CATOP}/private/${CAKEY} - out ${CATOP}/${CAREQ}
openssl ca -selfsign -md sha256-create_serial -batch \
- keyfile ${CATOP}/private/${CAKEY} \
- startdate ${CASTART} - enddate ${CAEND} extensions v3_ca \
-in ${CATOP}/${CAREQ} out ${CATOP}${CACERT}
- config ${CONFIG}
openssl x509 -in ${CATOP}/${CACERT} outform DER - out ${CATOR/${CAX509}
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SECURITY

opensslenf - 277 Y7 4 MNANYAXY £ “  openssl MUd 1T T AMIT T A
[ca]
default_ca = CA_default # The default ca section

[ CA_default]

dir =.ICA # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
crl_dir = $dir/crl # Where the issued crl are kept
database = $dir/index.txt # database index file.
#unique_subject = no # Set to 'no' to allow creation of

# several ctificates with same subject.
new_certs_dir = $dir/newcerts # default place for new certs.
certificate = $dir/cacert.pem # The CA certificate
serial = $dir/serial # The curre nt serial number
crlnumber = $dir/crinumber # the current crl number

# must be commented out to leave a V1 CRL
crl = $dir/crl.pem # The current CRL
private_key = $dir/private/cakey.pem# The private key
RANDFILE = $dir/private/.rand  # private random number file
x509_extensions = usr_cert # The extentions to add to the cert
name_opt = ca_default # Subject Name options
cert_opt = ca_default # Certificate field options
policy = policy_match

[ policy_match ]

countryName = match

stateOrProvinceName = match

organizationName = supplied

organizationalUnitName = optional

commonName = supplied

emailAddress = optional

[usr_cert]

basicConstraints=CA:FALSE

nsComment ="OpenSSL Generated Certificate”

subjectKeyldentifier=hash
authorityKeyldentifier=keyid,issuer

[v3_ca]

subjectKeyldentifier =hash
authorityKeyldentifier=keyid:always,issuer
basicConstraints = CA:true

CA CA
CA/cacert.crt 54.1.3
HTTPS assets 5.4.3.2 Android OS
Android

newsv.sh
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SVSTART SVEND SVSUBJ Web
Web SVSuUBJ /CN Web

2 y/n

newsv.sh - VA~ ¥y nd J ~“J4A~ Y7 4 MNANINA
#!/bin/bash

umask 0077

CONFIG=openssl.cnf

CATOP=./CA

CAKEY=cakey.pem

CACERT=cacert.pem

SVKEY=sgy.pem

SVREQ=svreq.pem

SVCERT=svcert.pem

SVX509=svcert.crt

SVSTART=130101000000Z # 2013/01/01 00:00:00 GMT
SVEND=230101000000Z # 2023/01/01 00:00:00 GMT
SVSUBJ="/CN=selfsigned.jssec.org/O=JSSEC Secure Coding Group/ST=Tokyo/C=JP"

openssl genrsa -out ${SVKEY} 2048
openssl req -new -key ${SVKEY}-subj "${SVSUBJ}" -out ${SVREQ}
openssl ca -md sha256\
- keyfile ${CATOP}/private/${CAKEY} -cert ${CATOP}/${CACERT)
- startdate ${SVSTART} - enddate ${SVEND}\
-in ${SVREQ} - out ${SVCERT}- config ${CONFIG}
openssl x509 -in ${SVCERT}- outform DER - out ${SVX509}

Web

svcert.pem

Web Apache prikey.pem

cert. pem

svkey.pem

SSLCertificateFile Opath/to/svcert.pem 6
SSLCertificateKeyFile  dpath/to/svkey.pem 6
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5.4.3.2. Android OS

54.1.3 HTTPS 1
Web HTTPS
Android OS
Web HTTPS

cacert.crt Android

http s://selfsigned.jssec.org/cacert.crt

Android Android OS
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5.4.3.3.
HTTPS
HTTPS
2012 Android HTTPS
Android
HTTPS
54.1.3 HTTPS
K ~ " TrustManager ~ . Y n\M
TrustManager tm = new X509TrustManager() {
@Override
public void checkClientTrusted(X509Certi  ficate[] chain,
String authType) throws CertificateException {
I Lea™g 240 gL 1
}
@Override
public void checkServerTrusted(X509Certificate[] chain,
String authType) throws CertificateException {
I Lea™g >2%0 gL 1
}
@Override
public X509Certificate[] getAcceptedissuers() {
return null;
}
1
K " ~7 HostnameVerifier ~ Y1 n\M
HostnameVerifier hv = new HostnameVerifier() {
@Override
public boolean verify(String hostname, SSLSession session) {
I ~tued Ak 2+0ves zL 1
return true;
}
h
K ALLOW_ALL _HOSTNAME_VERIFIER i 7. 1 nVM
SSLSocketFactory sf;
N
sf.setHostnameVerifier(SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER);
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I 5.5.

SPI
5.5.3.2
5.5.1.
23 HTML XML
XML SPI
HTML
23 http://www.kddilabs.jp/tech/public - tech/appgen.html
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55.1.1. [ ]
( ]
1 ( )
2.
3.
4.
5.
6.
7.
8. UUID/cookie
9. assets

public class MainActivity extends FragmentActivity
ePlayServicesClient.OnConnectionFailedListener, DialogListener {

MainActivity .java
package org.jssec.android.privacypolicy;

import java.io.|OException;

import org.json.JSONException;

import org.json.JSONObject;

import org.jssec.android.privacypolicy.ConfirmFragment.DialogListener;

import com.google.android.gms.common.ConnectionResult;

import com.google.android.gms.common.GooglePlayServicesClient;
import com.google.android.gms.common.GooglePlayServicesUtil;
import com. google.android.gms.location.LocationClient;

import android.location.Location;

import android.os.AsyncTask;

import android.os.Bundle;

import android.content.Intent;

import android.content.IntentSender;

import android.content.SharedPreferences;
import andro id.content.pm.Packageinfo;

import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.support.v4.app.FragmentActivity;
import android.support.v4.app.FragmentManager;
import android.text.Editable;

import android.text. TextWatcher;

import android.view.Menu;

import android.view.Menultem;

import android.view.View;

import android.widget. TextView;

import android.widget.Toast;

private static final String BASE_URL = "https://www.example.com/pp";
private static final String GET_ID_URI = BASE_URL + "/get_id.php";

private static final String SEND_DATA_URI = BASE_URL + "/send_data.php";

private static final String DEL_ID_URI = BASE_URL + "/del_id.php";

implements GooglePlayServicesClient.ConnectionCallbacks, Googl
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private static final String ID_KEY = "id";
private static final String LOCATION_KEY = "location";
private static final String NICK_NAME_KEY = "nickname";

private static final String PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY = "privacyPolicyComprehensiveAgreed";
private static final String PRIVACY_POLICY_DISCRETE_TYPE1_AGREEDYKE'privacyPolicyDiscreteTypelAgreed";

private static final String PRIVACY_POLICY_PREF_NAME = "privacypolicy_preference";
private static final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257,

private String Userld =",
private LocationC lient mLocationClient = null;

private final int DIALOG_TYPE_COMPREHENSIVE_AGREEMENT = 1;
private final int DIALOG_TYPE_PRE_CONFIRMATION = 2;

private static final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW =1,
private TextWatcher w atchHandler = new TextWatcher() {

@Override
public void beforeTextChanged(CharSequence s, int start, int count, int after) {

}
@Override
public void onTextChanged(CharSequence s, int start, int before, int count) {

boolean buttonEnable = (s.length() > 0);

MainActivity.this.findViewByld(R.id.buttonStart).setEnabled(buttonEnable);

}
@Override
public void afterTextChanged(Editable s) {
}
h
@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);

I >®@> DLod PO % A
new GetDataAsyncTask().execute();

findViewByld(R.id.buttonS tart).setEnabled(false);
((TextView) findViewByld(R.id.editTextNickname)).addTextChangedListener(watchHandler);

int resultCode = GooglePlayServicesUtil.isGooglePlayServicesAvailable(this);
if (resultCode == ConnectionResult. SUCCESS) {
mLocationClient = new LocationClient(this, this, this);
}
}

@Override
protected void onStart() {
super.onStart();

SharedPreferences pref = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);
int privacyPolicyAgreed = pref.getint(PRIVACY_POLICY_COMPREHENSIVE_AGREED_XHY,
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if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIEEMEBR ANEW) {

Il Ewesfi | 1E (ekeds skl % e _ o= M= L

'« ekedJs ~=™=|8s o™ L elferafv -—q° L ¥ Ne
i

ConfirmFragment dialog = ConfirmFragment.newlnstance(R.string.privacyPolicy, R.string.agreePrivac yPol

icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT);
dialog.setDialogListener(this);
FragmentManager fragmentManager = getSupportFragmentManager();
dialog.show(fragmentManager, "dialog");

}

/I Location
if (mLocationClient != null) {
mLocationClient.connect();
}
}

@Override
protected void onStop() {
if (mLocationClient != null) {
mLocationClient.disconnect();

}
super.onStop();
}
public void onSendToServer(View view) {
1 o 4 ™% k|4 4L = ™= L =™y A
I - A - - 4L %Nef 1 <~ A<

SharedPreferences pref = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);
int p rivacyPolicyAgreed = pref.getint(PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KIY,
if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
I Ewefi s 3E o 4 ™y LY L Ay & " omd-— L
ConfirmFragment dialog = ConfirmFragment.newlnstance(R.string.sendLocation, R.string.cofirmSendLocati
on, DIALOG_TYPE_PRE_CONFIRMATION);
dialog.setDialogListener(this);
FragmentManager fragmentManager = getSupportFragmentManager();
dialog .show(fragmentManager, "dialog");
}else {
I q—V Ls LA
onPositiveButtonClick(DIALOG_TYPE_PRE_CONFIRMATION);

}

public void onPositiveButtonClick(int type) {
if (type == DIALOG_TYPE_COMPREISE/E_AGREEMENT) {
Il Ewesfi | 1E (ekedJs )re=ki % e - = ™= L
SharedPreferences.Editor pref = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit
pref.putint(PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, getVersionCode());

pref.apply();
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
Il Ewwfi / 3E o 4 ™% EEd LA | 8 - oma— 4

if (mLocati onClient != null && mLocationClient.isConnected()) {
Location currentLocation = mLocationClient.getLastLocation();
if (currentLocation != null) {
String locationData = "Latitude:" + currentLocation.getLat itude() + ", Longitude:" + currentL
ocation.getLongitude();

String nickname = ((TextView) findViewByld(R.id.editTextNickname)).getText().toString();

Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + "\'n - nickname : " + nick
name +"\n - location : " + locationData, Toast.LENGTH_SHORT).show();

Al | rights reserved © Japan Smartphone Security Associ3tion.
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new SendDataAsyncTack().execute(SEND_DATA_URI, Userld, locationData, nickname);

}
}
I L v s L A
I - A - - 4L %Nef 1 <~ A1 <

SharedPreferences.Editor pref = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit
pref.putint(PRIVACY_POLICY_DISCRETE_TYPE1_AGREED_KEY, getVersionCode());
pref.apply();

}

public void onNegativeButtonClick(int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {

I EWeafi } 2E * D@D — % [=™am™ | - eq ™
I ofiki k' z|[=k' 2o "fid A
fi nish();
} else if (type == DIALOG_TYPE_PRE_CONFIRMATION) {
I EWeafi } 4E ° D@D — % | =™Mam™ 8 — o™
I >@> % o v—z Logm
}
}
private int getVersionCode() {
int versionCode = -1;
PackageManager packageManager = this.getPackageManager();
try {

Packagelnfo packagelnfo = packageManager.getPackagelnfo(this.getPackageName(), PackageManager.GET_ACT
IVITIES);
versionCode = packagelnfo.versionCode;
} catch (NameNotFoundException e) {
I |

}

return versionCode;
}
@Override

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater().inflate(R.menu.main, menu);
return true;

}

@Override
public boolean onOptionsltemSelected(Menultem item) {
switch (item.getltemld()) {
case R.id.action_show_pp:
/I EWeafi ) 5E° D@D %= k' Nk' waPodw' o2 z%{ L A
Intent intent = new Intent();
intent.setClass(this, WebViewAssetsActivity.class);
startActivity(intent);
return true;
case R.id.action_del_id:
I EWwafi J 6E v & omd ~ |4 A LA
new SendDatAsyncTack().execute(DEL_ID_URI, Userld);
return true;
case R.id.action_donot_send_id:
I EWeafi J 7E * D @D - | - & Ay LA

I — L Ly e - A | 1dvi-s<a]
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SharedPreferences.Editor pref = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit

0;

pref.putint(PRIVACY_POLICY_COMPREHENSIVE_AGREED_KEY, 0);

pref.apply();

I afiki # | ik so™ 8° D@)r A % oodvVE

no— zakid Ao -— k' - - 3= A{ise

String message = getString(R.string.stopSendUserData);

Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " - "+ message, Toast.LENGTH
_SHORT).show();

finish();

return true;

}

return false;
}
@Override

public void onConnected(Bundle connectionHint) {
if (mLocationClient != null && mLocationClient.isConnected()) {
Location currentLocation = mLocationClient.getLastLocation();
if (currentLocation != null) {
String locationData = "Latitude \t: " + currentLocation.getLatitude() + " \n\tLongitude \t:"+cu
rrentLocation.getLongitude  ();

String text =" \n" + getString(R.string.your_location_title) + " \n\t" + locationData;

TextView appText = (TextView) findViewByld(R.id.appText);
appText.setText(text);

}

@Override
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try {
result.startResolutionForResult(this, CONNECTION_FAILURE_RESOLUTION_REQUEST);
} catch (IntentSender.  SendintentException €) {
e.printStackTrace();

}
}

@Override
public void onDisconnected() {
mLocationClient = null;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String>  {
private String extMessage = "";

@Override
protected String dolnBackground(String... params) {
/Il EwWwmafi J 8E — #1 | UUID/cookied A

/' ofiki #|odPd % =v IDL A

SharedPreferences sp = getShare dPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);
Userld = sp.getString(ID_KEY, null);

if (Userld == null) {

Al | rights reserved © Japan Smartphone Security Associ33ion.
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/l SharedPreferences ~J 23 «fi% <oV ke oo PO %IDL 4 3°
try {

Userld = Ne tworkUtil.getCookie(GET_ID_URI, ™, "id");
} catch (IOException e) {

I <oox— Lt opwa

extMessage = e.toString();

}

I 4 YV IDL SharedPreferences-  A{ ¢
sp.edit().putString(ID_KEY, Userld).commit();

}

return Userld;
}
@Override

protected void onPostExecute(final String data) {
String status = (data != null) ? "success" : "error";
Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " - "+ status +": " + extMessa
ge, Toast.LENGTH_SHORT).show();
}
}

private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {

private String extMessage = "";

@Override

protected Boolean dolnBackground(String... params) {
String url = params|0];
String id = params[1];
String location = params.length > 2 ? params[2] : null;
String nickname = params.length > 3 ? params[3] : null;

Boolean result = false;
try {
JSONObject jsonData = new JSONObject();
jsonData.put(ID_KEY, id);
if (location != null)
jsonData.put(LOCATION_KEY, location);

if (nickname != null)
jsonData.put(NICK_NAME_KEY, nickname);

NetworkUtil.sendJSON(url, ", jsonData.toString());

result = true;
} catch (IOException e) {
I <oo2— L oewa

extMessage = e.toString();
} catch (JSONException e) {
extMessage = e.toString();

}

return result;
}
@Override

protected void onPostExecute(Boolean result) {
String status = result ? "Success" : "Error";
Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " - "+ status + " : " + extMessa
ge, Toast.LENGTH_SHORT).show();

}
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}
ConfirmFragment .java
package org.jssec.android.privacypolicy;
import android.app.Activity;
import android.app.AlertDi  alog;
import android.app.Dialog;
import android.content.Context;
import android.content.DialogInterface;
import android.content.Intent;
import android.os.Bundle;
import android.support.v4.app.DialogFragment;
import android.view.LayoutInflater;
import android.view.View;
import android.view.View.OnClickListener;
import android.widget. TextView;
public class ConfirmFragment extends DialogFragment {
private DialogListener mListener = null;
public static interface DialogListener {
public v oid onPositiveButtonClick(int type);
public void onNegativeButtonClick(int type);
}
public static ConfirmFragment newlInstance(int title, int sentence, int type) {
ConfirmFragment fragment = new ConfirmFragment();
Bundle args = new Bundle();
args.putint(“title", title);
args.putint("sentence”, sentence);
args.putint(“"type"”, type);
fragment.setArguments(args);
return fragment;
}
@Override
public Dialog onCreateDialog(Bundle args) {
Il Ewesfi 5 1E Fea k! % e - == L
I Ewefi) 38 o 4 ™% L[4 L A s o~ oma-— L
final int title = getArguments().getint("title");
final int sentence = getArgume  nts().getInt("sentence");
final int type = getArguments().getint("type");
Layoutinflater inflater = (LayoutInflater) getActivity().getSystemService(Context.LAYOUT_INFLATER_SERVICE
);
View content = inflater.inflate(R.layout.fragment _comfirm, null);
TextView linkPP = (TextView) content.findViewByld(R.id.tx_link_pp);
linkPP.setOnClickListener(new OnClickListener() {
@Override
public void onClick(View v) {
I EwWeafi ) 5E° D@2 %= k' nk' aaPoow! o23d 25| L A
Intent intent = new Intent();
intent.setClass(getActivity(), WebViewAssetsActivity.class);
startActivity(intent);
Al | rights reserved © Japan Smartphone Security Associ3%ion.
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}

}

}

}
B

AlertDialog.Builder builder = new AlertD ialog.Builder(getActivity());
builder.setlcon(R.drawable.ic_launcher);

builder.setTitle(title);

builder.setMessage(sentence);

builder.setView(content);

builder.setPositiveButton(R.string.buttonOK, new Dialoginterface.OnClickListener() {
public void onClick(Dialoglnterface dialog, int whichButton) {
if (mListener != null) {
mListener.onPositiveButtonC lick(type);
}
}
N
builder.setNegativeButton(R.string.buttonNG, new Dialoginterface.OnClickListener() {
public void onClick(DialogInterface dialog, int whichButton) {
if (mListener != null) {
mListener.onNegativeButtonClick(type);

}
B

Dialog dialog = builder.create();
dialog.setCanceledOnTouchOutside(false);

return dialog;

@Override
public void onAttach(Activity activity) {

super.onAttach(activity);
if (I(activity instanceof DialogListener)) {

throw new ClassCastException(activity.toString() + " must implement DialogListener.");

}

mListener = (DialogListener) activity;

public void setDialogListener(DialogListener listener) {

mListener = listener;

WebViewAssetsActivity .java
package org.jssec.android.privacypolicy;

import android.app.Activity;

import android.os.Bundle;

import android.webkit. WebSettings;
import android.webkit.WebView;

public class WebViewAssetsActivity exten  ds Activity {

I/ EWesfi J 9E s K' NK' waP° 2w o2 L assetsh 01 b - 7%

private static final String ABST_PP_URL = "file:///android_asset/PrivacyPolicy/app - policy - abst- privacypolicy -
1.0.html";

@Override
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public void onCreate(Bundle savedinstanceSt ate) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_webview);

WebView webView = (WebView) findViewByld(R.id.webView);
WebSettings webSettings = webView.getSettings();

webSettings.setAllowFileAccess(false);

webView.loadUrl(ABST_PP_URL);

5512 | ]

UUID/cookie

assets

N o o bk~ DN PRe

MainActivity .java
package org.jssec.android.privacypolicynopreconfirm;

import java.io.lOException;

import org.json.JSONException;

import org.json.JSONObiject;

import org.jssec.android.privacypolicynopreconfirm.MainActivity;

import org.jssec.android.privacypolicynopreconfirm.R;

import org.jssec.android.privacypolicynopreconfirm.ConfirmFragment.DialogListener;

import android.os.AsyncTask;

import android.os.Bundle;

import android.content.Intent;

import android.content.SharedPr eferences;
import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.support.v4.app.FragmentActivity;
import android.support.v4.app.FragmentManager;
import android.telephony.TelephonyManager;
import android.text.Editable;

import android.text. TextWatcher;

import android.view.Menu;

import android.view.Menultem;

import android.view.View;

import android.widget. TextView;
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1

import android.widget.Toast;

public class MainActivity extends FragmentActivity implements DialogListener {

private final String BASE_URL = "https://www.example.com/pp";
private final String GET_ID_URI = BASE_URL + "/get_id.php";

private final String SEND
private final String DEL_|

_DATA_URI = BASE_URL + "/send_data.php";
D_URI = BASE_URL + "/del_id.php";

private final String ID_KEY = "id";
private final String NICK_NAME_KEY = "nickname";

private final String IME

private final String PRIVACY_POLICY_AGREED_KEY = "privacyPolicyAgreed";

private final String PRIVACY_POLICY_PREF_NAME = "privacypolicy_preference";

private String Userld = ""

I_KEY ="imei";

private final int DIALOG_TYPE_COMPREHENSINAGREEMENT = 1;

private final int VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW =1,

private TextWatcher watchHandler = new TextWatcher() {

@Override

public void beforeTextChanged(CharSequence s, int start, int count, int after) {

}

@Override

public void onTextChanged(CharSequence s, int start, int before, int count) {

boolean buttonEnable = (s.length() > 0);

MainActivity.this.findViewByld(R.id.buttonStart).setEnabled(buttonEnable);

public void afterTextChanged(Editable s) {

}
@Override
}

2

@Override

protected void onCreate(

Bundle savedinstanceState) {

super.onCreate(savedInstanceState);
setContentView(R.layout.activity_ma in);

/I © D@D |

DLooPo %[ A

new GetDataAsyncTask().execute();

findViewByld(R.id.buttonStart).setEnabled(false);

((TextView) findViewByld(R.id.editTextNickname)).addTextChangedListener(watchHandler);

}

@Override
protected void onStart() {
super.onStart();

SharedPreferences pref = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);

int privacyPolicyAgreed = pref.getint(PRIVACY_POLICY_AGREED_KEY ,-1);

if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {

398
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'« ekedJs ~=™=|8s o™ L elferafv -—q° L ¥ Ne

i

ConfirmFragment dialog = Conf irmFragment.newinstance(R.string.privacyPolicy, R.string.agreePrivacyPol
icy, DIALOG_TYPE_COMPREHENSIVE_AGREEMENT);

dialog.setDialogListener(this);

FragmentManager fragmentManager = getSupportFragmentManager();

dialog.sho w(fragmentManager, "dialog");

}

public void onSendToServer(View view) {
String nickname = ((TextView) findViewByld(R.id.editTextNickname)).getText().toString();
TelephonyManager tm = (TelephonyManager) getSystemService(TEEEPHONY_SERVICE);
String imei = tm.getDeviceld();
Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " \n - nickname : " + nickname +", im
ei =" + imei, Toast.LENGTH_SHORT).show();
new SendDataAsyncTack().execute(SED_DATA_URI, Userld, nickname, imei);
}

public void onPositiveButtonClick(int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
Il Ewwafi 5 1E Fea k! % e - ~=™= L
SharedPreferences.Editor pref = ge  tSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();
pref.putint(PRIVACY_POLICY_AGREED_KEY, getVersionCode());

pref.apply();
}

public void onNegativeButtonClick(int type) {
if (type == DIALOG_TYPE_COMPREHENSIVE_AGREEMENT) {
/I EWanfi /| 2E * D@D — % |4 = ™o ™ | & - en ™
I ofiki=k'2|«k' »2eTfid A

finish();
}
}
private int getVersionCode() {
int versionCode = -1,
PackageManager packageManager = this.getPackageManager();
try {
Packagelnfo packagelnfo = packageManager.getPackagelnfo(this.getPackageName(), PackageManager.GET_ACT
IVITIES);
versionCode = packagelnfo.versionCode;
} catch (NameNotFoundException e) {
1
}
return versionCode;
}
@Override

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater().inflate(R.menu.main, menu);
return true;

}

@Override
public boolean onOptionsltemSelected(Menultem item) {
switch (item.getltemld()) {
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case R.id.action_show_pp:
I EWeafi ; 3E - D@ %= k' Nk' waPoow! o2& 2% L 2
Intent intent = new Intent();
intent.setClass(this, WebViewAssetsActivity.class);
startActivity(intent);
return true;
case R.id.action_del_id:
I EWwafi | 4E v & omd - |FH4 A LA
new SendDataAsyncTack().execute(DELUD_URI, Userld);
return true;
case R.id.action_donot_send_id:
/I EWeafi J 5E ° > @D - |F4 - 4 Ay LA

Il — Ly e - o] | tdvi-<af

SharedPreferences.Editor pref = getSharedPreferences(PR  IVACY_POLICY_PREF_NAME, MODE_PRIVATE).edit();

pref.putint(PRIVACY_POLICY_AGREED_KEY, 0);

pref.apply();

nooofikio#| L o™ s >md- A % oodvVE

N v— gak' & Ao - S AL <o

String message = getString(R.string.stopSendUserData);

Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " - "+ message, Toast.LENGTH_SH
RT).show();

finish();

return true; }

return false;

}

private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage =",

@Override
protected String dolnBackground(String... params) {
/I EWwafi J 6E — # 1~ | UUID/cookied A

/I afiki #|odP> # -v DL A
SharedPreferences sp = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);
Userld = sp.getString(ID_KEY, null);
if (Use rld == null) {
/l SharedPreferences ~J 3 «fi%s <oV ks oo PO %[ IDL { o
try {
Userld = NetworkUTtil.getCookie(GET_ID_URI, ", "id");
} catch (IOException €) {
I <oo2— Lo opwa
extMessage = e.toString();

}

I 4 ¥V ID4 SharedPreferences- A °
sp.edit().putString(ID_KEY, Userld).commit();

}

return Userld;
}
@Override

protected void onPostExecute(final String data) {
String status = (data != null) ? "success" : "error";
Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " - "+ status + " : " + extMessa
ge, Toast.LENGTH_SHORT).show();
}
}
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private class SendDataAsyncTack extends AsyncTask<String, Void, Boolean> {

private String extMessage = "";

@Override
protected Boolean dolnBackground(String... params) {

String url = params|[0];

String id = params[1];

String nickname = params.length > 2 ? params|[2] : null;
String imei = params.length > 3 ? params[3] : null;

Boolean result = false;

try {
JSONObject jsonData = new JSONObject();

jsonData.put(ID_KEY, id);

if (nickname != null)
jsonData.put(NICK_NAME_KEY, nickname);

if (imei != null)
jsonData.put(IMEI_KEY, imei);

NetworkUtil.sendJSON(url, ", jsonData.toString());

result = true;
} catch (IOException €) {
I <o202— L pwa

extMessage = e.toString();
} catch (JSONException e) {
extMessage = e.toString();

}

return result;
}
@Override

protected void onPostExecute(Boolean result) {

}
}

String status = result ? "Success" : "Error";

Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + "
ge, Toast.LENGTH_SHORT).show();

- "+ status + " " + extMessa

ConfirmFragment .java
package org.jssec.android.privacypolicynopreconfirm;

import android.app.Activity;

import android.app.AlertDialog;

import android.app.Dialog;

import android.content.Context;

import android.content.DialogInterface;
import android.content.Intent;

import android.os.Bundle;

import android.support.v4.app.DialogFragment;
import android.view.LayoutInflater;

import android.view.View;

import android.view.View.OnClickListener;
import android.widget. TextView;

A
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public class ConfirmFragment extends DialogFragment {
private DialogListener mListener = null;

public static interface DialogListener {
public void onPositiveButtonClick(int type);

public void onNegativeButtonClick(int type);
}

public static ConfirmFragment newinstance(int title, int sentence, int type) {
ConfirmFragment fragment = new ConfirmFragment();
Bundle args = new Bundle();
args.putint("title", title);
args.putint("sentence", sentence);
args.putint("type", type);
fragment.setArguments(args);
return fragment;

}

@Ovelide
public Dialog onCreateDialog(Bundle args) {
/I EWeafi | 1E 8.k % e — == L
final int title = getArguments().getint("title");
final int sentence = getArguments().getint("sentence");
final int type = getArguments().getint("type");

Layoutinflater inflater = (Layoutinflater) getActivity().getSystemService(Context. LAYOUT_INFLATER_SERVICE

View content = inflater.inflate(R.layout.fragment_comfirm, null);
TextView linkPP = (TextView) content.findViewByld(R.id.tx_link_pp);
linkPP.setOnClickListener(new OnClickListener() {
@Override
public void onClick(View v) {
/I Eweafi ) 3E° D@D %= k' Nk' waPoow' o2& z%{ L A
Intent intent = new Intent();
intent.setClass(getActivity(), WebViewAssetsActivity.class);
startActivity(intent);

B

AlertDialog.Builder builder = new AlertDialog.Builder(getAc tivity());
builder.setlcon(R.drawable.ic_launcher);

builder.setTitle(title);

builder.setMessage(sentence);

builder.setView(content);

builder.setPositiveButton(R.string.buttonOK, new Dialoginterface.OnClickListener() {
public void onClick(Dialoginterface dialog, int whichButton) {
if (mListener != null) {
mListener.onPositiveButtonClick(type);
}
}
i
builder.setNegativeButton(R.string.buttonNG, new Dialoginterface.OnClickListener() {
public void onClick(Dialoginterface dialog, int whichButton) {
if (mListener != null) {
mListener.onNegativeButtonC lick(type);

}
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}
B

Dialog dialog = builder.create();
dialog.setCanceledOnTouchOutside(false);

return dialog;

}

@Override
public void onAttach(Activity activity) {
super.onAttach(activity);
if (!(activity instanceof DialogListener)) {
throw new ClassCastException(activity.toString() + " must implement DialogListener.");
}
mListener = (DialogListener) activity;

}

public void setDial  ogListener(DialogListener listener) {
mListener = listener;

}

WebViewAssetsActivity .java
package org.jssec.android.privacypolicynopreconfirm;

import org.jssec.android.privacypolicynopreconfirm.R;
import android.app.Activity;

import android.os.Bundle;

import android.webkit. WebSettings;

import android.webkit.WebView;

public class WebViewAssetsActivit y extends Activity {

/I EWesfi J 7E s K' NK' waPe 2w o2 d assetsh ¢ i » -~ == 240

private final String ABST_PP_URL = "file:///android_asset/PrivacyPolicy/app - policy - abst- privacypolicy -1.0.htm
I";

@Override

public void onCreate(Bundle savedinstanceSt ate) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity webview);

WebView webView = (WebView) findViewByld(R.id.webView);
WebSettings webSettings = webView.getSettings();

webSettings.setAllowFileAccess(false);

webView.loadUrl(ABST_PP_URL);

55.1.3. [ ]
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UUID/cookie

assets

ok~ w0 bdPE

MainActivity .java
package org.jssec.android.privacypolicynocomprehensive;

import java.io.|OException;
import org.json.JSONEXxception;
import org.json.JSONObject;

import android.os.AsyncTask;

import android.os.Bundle;

import android.content.Intent;

import android.content.SharedPreferences;
import android.support.v4.app.FragmentActivity;
import android.text.Editable;

import android.text. TextWatcher;

import android.view.Menu;

import android.view.Menultem;

import android.view.View;

import android.widget. TextVi  ew;

import android.widget.Toast;

public class MainActivity extends FragmentActivity {
private static final String BASE_URL = "https://www.example.com/pp";
private static final String GET_ID_URI = BASE_URL + "/get_id.php";
private static final String SEND_DATA_URI = BASE_URL + "/send_data.php";
private static final String DEL_ID_URI = BASE_URL + "/del_id.php";

private static final String ID_KEY ="id";
private static final String NICK_NAME_KEY = "nickname";

private String Userld =",
private TextWatcher watchHandler = new TextWatcher() {

@Override
public void beforeTextChanged(CharSequence s, int start, int count, int after) {

}

@Override
public void onTextChanged(CharSequence s, int start, int before, int count) {
boolean buttonEnable = (s.length() > 0);

MainActivity.this.findViewByld(R.id.buttonStart).setEnabled(buttonEnable);
}

@Override
public void afterTextChanged(Editable s) {

}

private static final String PRIVACY_POLICY_PREF_NAME = "privacypolicy_preference";
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@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_main);
I >@> DLodPo> % A
new GetDataAsyncTask().execute();
findViewByld(R.id.butto nStart).setEnabled(false);
((TextView) findViewByld(R.id.editTextNickname)).addTextChangedListener(watchHandler);
}
public void onSendToServer(View view) {
String nickname = ((TextView) findViewByld(R.id.editTextNickname)).getText().toString();
Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " \n - nickname : " + nickname, Toast.
LENGTH_SHORT).show();
new sendDataAsyaTack().execute(SEND_DATA_URI, Userld, nickname);
}
@Override
public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater().inflate(R.menu.main, menu);
return true;
}
@Override
public boolean onOptionsitemSelec ted(Menultem item) {
switch (item.getltemld()) {
case R.id.action_show_pp:
/I EWeafi s 1TE* D@D %= k' Nk' waPodw' o2 z2%{ L 2
Intent intent = new Intent();
intent.setClass(this, WebViewAssetsActivity.class);
startActivity(intent);
return true;
case R.id.action_del_id:
I EWwafi J 2E v & omd - |4 A LA
new sendDataAsyncTack().execute(DEL_ID_URI, Userld);
return true;
case R.id.action_ donot_send_id:
/I EWeafi J 3E ° D@D - |F4 - & Ay LA
I afiki # | AL so™ 8” D@)r A % oodvVE
nhy— zak'd Ao -— sk — - Y= A<
String message = getString(R.string.stopSendUserData);
Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " - "+ message, Toast.LENGTH_SHO
RT).show();
finish();
return true;
}
return false;
}
private class GetDataAsyncTask extends AsyncTask<String, Void, String> {
private String extMessage = "";
@Override
protected String dolnBackground(String... params) {
Il EWwafi ) 4E — # 1~ | UUID/cookied A
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/' ofiki #|od>Pd> # -V IDL A
SharedPreferences sp = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);
Userld = sp.getString(ID_KEY, null);
if (Userld == null) {
/l SharedPreferences ~J 3 «fi%s <oV ke oo PO %[ IDL { y{°
try {
Userld = NetworkUtil.getCookie(GET_ID_URI, ", "id");
} catch (IOException e) {
I <oox— Lt opwa
extMessage = e.toString();

}

I 4 YV IDL SharedPreferences-  A{ ¢
sp.edit().putString(ID_KEY, Userld).commit();

}
return Userld;
}
@Override
protected void onPostExecute(final String data ) {
String status = (data != null) ? "success" : "error";
Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " - "+ status +": " + extMessa
ge, Toast.LENGTH_SHORT).show();
}

}

private class sendDa taAsyncTack extends AsyncTask<String, Void, Boolean> {

private String extMessage = "";

@Override

protected Boolean dolnBackground(String... params) {
String url = params|0];
String id = params[1];
String nickname = params.length > 2 ? params|[2] : null;

Boolean result = false;

try {
JSONObject jsonData = new JSONObject();

jsonData.put(ID_KEY, id);

if (nickname != null)
jsonData.put(NICK_NAME_KEY, nickname);

NetworkUtil.sendJSON(url, ", jsonData.toString());

result = true;
} catch (IOException €) {
I <oo2— L oewa

extMessage = e.toString();
} catch (JSONException e) {
extMessage = e.toString();

}

return result;
}
@Override

protected void onPostExecute(Boolean result) {
String status = result ? "Success" : "Error";
Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + " - "+ status + " : " + extMessa
ge, Toast.LENGTH_SHORT).show();
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}

WebViewAssetsActivity .java
package org.jssec.android.privacypolicynocomprehensive;

import org.jssec.android.privacypolicynocomprehensive.R;
import android.app.Activity;

import android.os.Bundle;

import android.webkit. WebSettings;

import android.webkit.WebView;

public class WebViewAssetsActivity extends Activity {

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_webview) ;

WebView webView = (WebView) findViewByld(R.id.webView);
WebSettings webSettings = webView.getSettings();

webSettings.setAllowFileAccess(false);

webView.loadUrl(ABST_PP_URL);

/I EWenfi J 5E s K' NK' waP°dw! o2 L assets O 1 b “= 249

private static final String AB ST_PP_URL = "file:///android_asset/PrivacyPolicy/app - policy -
1.0.html";

@Override

abst- privacypolicy -

5.5.14.

MainActivity .java
package org.jssec.android.privacypolicynoinfosent;

import com.google.android.gms.common.ConnectionResult;
import com.google.android.gms.common.GooglePlayServicesClient;
import com.google.android.gms.location.LocationClient;

import android.location.Locati on;

import android.net.Uri;

import android.os.Bundle;

import android.content.Intent;

import android.content.IntentSender;

import android.support.v4.app.FragmentActivity;
import android.view.Menu;

import android.view.View;
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import android.widget. TextView;
import android.widget.Toast;

public class MainActivity extends FragmentActivity implements GooglePlayServicesClient.ConnectionCallbacks, Googl
ePlayServicesClient.OnConnectionFailedListener {
private LocationClient mLocationClient = null;

private final int CONNECTION_FAILURE_RESOLUTION_REQUEST = 257;

@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_main);

mLocationClient = new Locati onClient(this, this, this);

}

@Override
protected void onStart() {
super.onStart();

/I Location
if (mLocationClient != null) {
mLocationClient.connect();
}
}

@Override
protected vo id onStop() {
if (mLocationClient != null) {
mLocationClient.disconnect();

}
super.onStop();
}
@Override

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater().inflate(R.menu.main, menu);
return true;

}

public void onStartMap(View view) {
I Ewwafi J 1E v & z—7 A sk Nk' mPedw! codd ong=lL
™
if (mLocationClient != null && mLocationClient.isConnected()) {
Location currentLocation = mLocationCli  ent.getLastLocation();
if (currentLocation != null) {
Intent intent = new Intent(Intent. ACTION_VIEW, Uri.parse("geo:" + currentLocation.getLatitude() +
""" + currentLocation.getLongitude()));
startActivity(intent );

}
}

@Override
public void onConnected(Bundle connectionHint) {
if (mLocationClient != null && mLocationClient.isConnected()) {
Location currentLocation = mLocationClient.getLastLocation();
if (currentLocation != null) {
String locationData = "Latitude \t: " + currentLocation.getLatitude() + " \n\tLongitude \t:"+cu
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rrentLocation.getLongitude();

String text =" \n" + getString(R.string.your_location_title) + " \n\t" + locationData;

Toast.makeText(MainActivity.this, this.getClass().getSimpleName() + text, Toast. LENGTH_SHORT).sho
w();

TextView appText = (TextView) findViewByld(R.id.appText);
appText.setText(text);

}

@Override
public void onConnectionFailed(ConnectionResult result) {
if (result.hasResolution()) {
try {
result.startResolutionForResult(this, CONNECTION_FAILURE_RESOLUTION_REQUEST);
} catch (IntentSender.SendIntentException e) {
e.printStackTrace();

}
}

@Override
public void onDisconnected() {
mLocationClient = null;
Toast.makeText(this, "Disconnected. Please re  -connect.”, Toast.LENGTH_SHORT).show();

Al | rights reserved © Japan Smartphone Security Associ4d?i on.
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5.5.2.

1.

2 ( )

3.

4.

5. assets

6.

7. ID UUID/cookie

8.
5.5.2.1.
5.5.2.2. ( )

( )
C )
Al | rights reserved © Japan Smartphone Security Associ4dli on.



2016 2 1

SMARTPHONE

l“"”"" Android
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

MainActivity .java
protected void onStart() {
super.onStart();

C )
if (privacyPolicyAgreed <= VERSION_TO_SHOW_COMPREHENSIVE_AGREEMENT_ANEW) {
Il Ewwsfi J E (ekedy ) 2@dr | 4 2% 83V |s
o 4 ™ LR - = L
™

Il = ekedJs ~=Tm=|s L elferof v -— 8 AL
i %Nef e

ConfirmFragment dialog = ConfirmFragment.newlnstance(
R.string.privacyPolicy, R.string.agreePrivacyPolicy,
DIALOG_TYPE_COMPREHENSREEMENT);

dialog.setDialogListener(this);

FragmentManager fragmentManager = getSupportFragmentManager();

dialog.show(fragmentManager, "dialog");

'a' ?5”1’/\‘/—ﬁ"\b"/—(f){w'fe‘

Aith

EFTVr—-vavaEFAETNhS
[C1, FRUY7DTIS5A I\ —
RUS—CEIBLTIERE S BE
AHVEY, TS5 1) —KRU
-DABERADOOA. FAES
h3B8F "3, Z2HLTHHE
HFLIESL,

B, "IFL), ERFEhERSY
VERUEESR. £TS5N

—RUZ—OABEREDDA
EELLEDEHLTULETY,

IS4 =R —RR

5.5.2.3.
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MainActivity .java
public void onSendToServer(View view) {
I Eweafi J E o 4 ™% EJd L A K ~omy— AL

ConfirmFragment dialog = ConfirmFragment.newlnstance(R.string.sendLocation, R.string.cofirmSendLo
cation, DIALOG_TYPE_PRE_CONFIRMATION);

dialog.setDialogListener(this);

FragmentManager fragmentManager = getSupportFragmentManager();
dialog.show(fragmentManager, "dialog");

Iﬁl UEIEROZERE

HRI-OMBEHRE D —/(—(0i%
BLETHALBLLITTN?

314 =R ¥ —RR

VIR

55.24.

Android

MainActivity .java
@Override
public boolean onOptionsitemSelected(Menultem item) {
switch (item.getltemid()) {
case R.id.action_show_pp:
I EWesfi ) E* D@2 %* k' Nk' maPecow! o2& 2% &L A
Intent intent = new Intent();
intent.setClass(this, WebViewAs setsActivity.class);
startActivity(intent);
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return true;

iw Privacy Policy Test Application

ESVESIN TS /\—RUY—FRR

IDZHIFR

BHREY —IN—~NXETD

55-6

55.25. assets

assets

assets

assets

assets

5.5.2.6.

EU

Do Not Track

XML
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MainActivity .java
@Override
public boolean onOptionsltemSelected(Menultem ite  m) {
switch (item.getltemid()) {
¢ )
case R.id.action_del_id:
Il EWwsfi J E v & >5@m> - |H A
new SendDataAsyncTack().execute(DEL_ID_URI, Userld);
return true;

A

5.5.2.7. ID UUID/cookie

IMEI ID ID

ID ID

ID UUID/cookie

MainActivity .java
@Override
protected String dolnBackground(String... params) {
Il EWwafi J E — # 1~ | UUID/cookied A
I/ aofiki #z|gdP> # v DL A4

Userld = sp.getString(ID_KEY, null);
if (Userld ==null) {

try {

} catch (IOException e) {
I <ooz2— Lo ewa
extMessage = e.toString();

}

Il 4 YV ID& SharedPreferences - A
sp.edit().putString(ID_KEY, Userld).commit();
}

return Userld;

Userld = NetworkUtil.getCookie(GET_ID_URI, "™, "id");

SharedPreferences sp = getSharedPreferences(PRIVACY_POLICY_PREF_NAME, MODE_PRIVATE);

/I SharedPreferences ~J 2 «fi%s <oV EsgdPO%[FIDL 4 Yo

T
~

5.5.2.8.
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5.5.3.1.

SPI

JSSEC

(http://www.jssec.org/event/ 20140206/03 -1 app_policy.pdf

5.5.3.2.

JSSEC
(http://www.jssec.org/event/20140206/03 -1 app_policy.pdf )

55-1

SPI
SPI
cookie UUID
IMEI IMSI ICCID MAC (ON] 1D
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I 5.6.

(Confidentiality) (Integrity)
(Availavility)
( )
Android
Android ( ) / (
)
5.6.1.
( ) ( )
3
5.6.3.1
5.6.3.3
( (=5 )
I—F-OEE
15T TS
BES{LIF AT
ESI T T BRITIT2
A 4
AT —bEX—20ES LHRIESE Hzpggs=HALT
FIALT-BES{L-18= FIALT-BES{L-18= s 1E8S
56-1

418 Al l r i g ht 3apan Snsagphone Skcu@y Association.



package org.jssec.android.cryptsymmetricpasswordbasedkey;

import java.security.InvalidAlgorithmParameterException;
import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

import java.security.spec.InvalidKeySpecException;
import java.util. Arrays;

import javax.crypto.BadPaddingException;
import javax.c rypto.Cipher;

import javax.crypto.lllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.SecretKey;

import javax.crypto.SecretKeyFactory;

import javax.crypto.spec.lvParameterSpec;
import javax.crypto.spec.PBEKeySpec;
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( (=5 )
BRRIHI AT
=23 E 2 I BETITD
\ 4
AT —bEX—20ES LFHRIESE Hpggs=HnALT
FIRAL7- 3 A& A FIRAL7- 3 A A B AARED
(MAC: Ayt —2 8050 —F) (FoRILEBR) (MAC: Ayt —2 8050 —F)
56-2
5.6.1.1.
1.
2. ( )
3. Salt
4.
5.
AesCryptoPBEKey.java
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public final class AesCryptoPBEKey {

I Ewwafi J 1E - z2)<Recfiad A{
/I Ewesfi J 2E 0 ™( 4L \/A) -ip';:ﬂ.n;:))nR’nfi. AL A_I

/I Cipher «' ®— getinstance -~ AR' 02 a /[ il s [ Ke . O [ Reofiaini]

//c:fiKi$|8 i mp SAES K. P - =D ) =CBER+¢ = fi ~i 31 =PKCS7Padding
private static final String TRANSFORMATION = "AES/CBC/PKCS7Padding";

oL Af-' e—wfi ®@=fi @ AV E—
private static final String KEY_GENERATOR_MODE = "PBEWITHSHA256AND128BIDEEBC';

/I EWeafi J 3E R®: 2 %l|f & A | & salt & A
1salt —P
public static final int SALT_LENGTH_BYTES = 20;

I Eweafi . 4E R®: 3 ) %t & A | ® ote-* — 4 - LAy
/PBE # &L A - - 4 -

private static final int KEY_GEN_ITERATION_COUNT = 1 024;

I Ewwsfi I 5E o 14 = 4L Ay

1 —f e

private static final int KEY_LENGTH_BITS = 128;

private byte[] mIV = null;
private byte[] mSalt = null;

public byte[] getlV() {
return miV;

}

public byte[] getSalt() {
return mSalt;

}
AesCryptoPBEKey(final byte[] iv, final byte[] salt) {
mlV = iv;
mSalt = salt;
}
AesCryptoPBEKey() {
mlV = null;
initSalt();
}

private void initSalt() {
mSalt = new byte[SALT _LENGTH_BYTES];
SecureRandom sr = new SecureRandom();
sr.nextBytes(mSalt);

}

public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;

try {
/Il Ewmafi J 1E - D) )<Reo fiad A
/I Eweafi J 2E 0 ™( 4 va) si0l mrnNz2)NRecfi- [ A-||
Cipher cipher = Cipher.getinstance(TRANSFORMATION);
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/I Ewmafi J 3E R®: 2 %[ 4L A | e sat &L A
SecretKey secretKey = ge nerateKey(password, mSalt);
cipher.init(Cipher.ENCRYPT_MODE, secretKey);
mlV = cipher.getlV();
encrypted = cipher.doFinal(plain);

} catch (NoSuchAlgorithmException e) {

} catch (NoSuchPaddingException e) {

} catch (InvalidKeyException €) {

} catch (lllegalBlockSizeException e) {

} catch (BadPaddingException e) {

} finally {

}

return encrypted;

}
public fina | byte[] decrypt(final byte[] encrypted, final char[] password) {

byte[] plain = null;

try {
I Ewwfi J 1E - z2)2<Recfiad A
/I Ewesfi | 2E o™ A V) sio ! xErNz0)NRec fi- LAy

Cipher cipher = Cipher.ge tinstance(TRANSFORMATION);

I Ewemfi J 3E R®: D) %[ &£ A | e satd A
SecretKey secretKey = generateKey(password, mSalt);

IvParameterSpec ivParameterSpec = new IvParameterSpec(mlV);
cipher.init(Cipher.DECRYPT_MOIE, secretKey, ivParameterSpec);

plain = cipher.doFinal(encrypted);
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (InvalidAlgorithmParameterException e) {
} catch (lllegalBlockSizeException €) {
} catch (BadPaddingException e) {

} finally {
}
return plain;
}
private static final Secretkey generateKey(fi nal char[] password, final byte[] salt) {

SecretKey secretKey = null;
PBEKeySpec keySpec = null;

try {
II' Ewwafi J 2E £0 ™( L yA)e il srnz22nResfi-d A
A A" e—wii ®@=fi @k A
/I #|°® AESCBC 128 ¢ — 4 SHA256L  ~= A4 KeyFactorydL o
SecretKeyFactory secretKeyFactory = SecretKeyFactory.getinstance(KEY_GENERATOR_MODE);
/I Ewmafi J 3E R®: 2 % &£ A | e satd A
I Eweafi I 4E R®: D) %t & A | o abeet — 4 o LAl
/I Ewmsfi ;| 5E a & = 4L A

keySpec = new P_BEKeySpec(password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
/l password — « ' =
Arrays fill(password, '?");

iAo Ay
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secretKey = secretKeyFactory.generateSecret(keySpec);
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {

} finally {
keySpec.clearPassword();

}

return secretKey;

5.6.1.2.

RsaCryptoAsymmetrickey .java
package org.jssec.android.cryptasymmetrickey;

import java.security.InvalidKeyException;

import java.security.KeyFactory;

import java.securit  y.NoSuchAlgorithmException;
import java.security.PrivateKey;

import java.security.PublicKey;

import java.security.interfaces.RSAPublicKey;
import java.security.spec.InvalidkeySpecException;
import java.security.spec.PKCS8EncodedKeySpec;
import java.securit  y.spec.X509EncodedKeySpec;

import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;

import javax.crypto.lllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;

public final class RsaCryptoAsymmetricKey {
/I EWeafi J 1E - :d2)<Reofiad Aq

)
// (EW-ﬁJ ZE $QTM( —L \/A) [ .' itH-_ﬂﬂDﬁﬂROufi- L A‘I
/I Cipher <! e— getinstance ~ AR!mjm 1l =i mr [ Ke B~ D)) [ ReeofiaiDi]

Il ofiki#]|s i) xp =RSAK. ¢ - =D ) =NONER ¢ = fi ~ 1 > 1 =OAEPPADDING
private static fina | String TRANSFORMATION = "RSA/NONE/OAEPPADDING";

1 s oy

private static final String KEY_ALGORITHM = "RSA";

/I Ewmfi J 3E o ¢4 = LAY
1 HVE <
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private static final int MIN_KEY_LENGTH = 2000;

RsaCryptoAsymmetricKey() {
}

public final byte[] encrypt(final byte[] plain, final byte[] keyData) {
byte[] encrypted = null;

try {
I EWwafi J 1E - :d))<Recfiad A
Il Ewesfi | 2E o™ L vA) civ i mrnNz2)NRecfia L A
Cipher cipher = Cipher.getinstance(TRANSFORMATION);
PublicKey publicKey = generatePubKey(keyData);
if (publicKey != null) {
cipher.init(Cipher.ENCRYPT_MODE, publicKey);
encrypted = cipher.doFinal(plain);
}

} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {

} catch (lllegalBlockSizeException €) {

} catch (BadPaddingException e) {

Hinally  {
}
return encrypted,;
}
public final byte[] decrypt(final byte[] encrypted, final byte[] keyData) {
" |oopPo % A=%L—% Ne| %
I ofiki # | -8 a k! 2L AL oy ®
" -—Dfikiljﬁ£ A | ek’ -~ 4k co™lernqL <o

byte[] plain = null;

try {
I EWwafi J 1E - :d))<Recfiad A
Il Ewwmafi J 2E zom™( A yA) cil wEnNzd2)nRec fia AL A
Cipher cipher = Cipher.getins  tance(TRANSFORMATION);

PrivateKey privateKey = generatePriKey(keyData);
cipher.init(Cipher.DECRYPT_MODE, privateKey);

plain = cipher.doFinal(encrypted);
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (lllegalBlockSizeException e) {
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final PublicKey generatePubKey(final byte[] keyData) {
PublicKey publicKey = null;
KeyFactory keyFactory = null;
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try {
keyFactory = KeyFactory.getinstance(KEY_ALGORITHM);

publicKey = keyFa ctory.generatePublic(new X509EncodedKeySpec(keyData));
} catch (lllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {
} finally {
}

,_
l

-
=

I EWwafi I 3E o 14 = L Ay
I —H Ve e
if (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey).getModulus().bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory.getinstance(KEY_ALGORITHM);

privateKey = keyFactory.generatePrivate(new PKCS8EncodedKeySpec(keyData));
} catch (lllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException e) {

} finally {
}
return privateKey;
}
}
5.6.1.3.
( )
3.

AesCryptoPreSharedKey .java
package org.jssec.android.cryptsymmetricpresharedkey;

import java.security.InvalidAlgorithmParameterException;
import java.security.| nvalidKeyException;
import java.security.NoSuchAlgorithmException;
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import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;

import javax.crypto.lllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.Secretke v;

import javax.crypto.spec.lvParameterSpec;
import javax.crypto.spec.SecretKeySpec;

public final class AesCryptoPreSharedKey {
Il EW mfi )

/I EW mmfi J
/l Cipher <

1E - z 2 )
2E go ™ A
®— getinstance r

SReo fi-d
v
AR' 02 a4 =i !

o

I afiki#|s " s+ =AES K.
private static final String TRANSFORMATION = "AES/CBC/PKCS7Padding";

P w z

1 o oy
private static final String KEY_ALGORITHM = "AES";

NIV —P )
public static final int IV_LENGTH_BYTES = 16;

I Ewwfi I 3E o 14 = 4L Ay
I HVE
private static final int MIN_KEY_LENGTH_BYTES = 16;

private byte[] mIV = null;

public byte[] getlV() {
return miV;

}

AesCryptoPreSharedKey(final byte[] iv) {
mlV = iv;

}

AesCryptoPreSharedKey() {
}

public final byte[] encrypt(final byte[] keyData, final byte[] plain) {
byte[] encrypted = null;

try {
/I Eweafi / 1E - :J))<Reo fiad
/I Eweafi | 2E zom™( AL yA)
Cipher cipher = Cipher.getinstance(TRANSFORMATION);

A

SecretKey secretKey = generateKey(keyData);

if (secretKey != null) {
cipher.init(Cipher.ENCRYPT_MODE, secretKey);
mlV = cipher.getlV();

encrypted = cipher.doFinal(plain);
}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (lllegalBlockSizeException e) {
} catch (BadPaddingException e) {

mENzd)NRe-fis
ek [ Ke

P w z

: 2 ) =CBER# = fi ~1 > i =PKCS7Padding

HFENzDd)NReo fi = 4

i
o[ Re=fiaioi]

8]

A
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} finally {
}

return encrypted;

}

public final byte[] decrypt(final byte[] keyData, final byte[] encrypted) {
byte[] plain = null;

try {
Il Eweafi J 1E - :J))<Reofiad A
I Ewwfi ) 2E zom™( &L va) il srn:2)nResfia L A
Cipher cipher = Cipher.getinstance(TRANSFORMATION);

SecretKey secretKey = generateKey(keyData);

if (secretKey != null) {
IvParameterSpec ivParameterSpec = new IvParameterSpec(mlV);
cipher.init(Cipher.DECRYPT_MODE, secretKey, ivParameterSpec);

plain = cipher.doFinal(encrypted);

}
} catch (NoSuchAlgorithmException e) {
} catch (NoSuchPaddingException e) {
} catch (InvalidKeyException e) {
} catch (InvalidAlgorithmParameterException e) {
} catch (lllegalBlockSizeException €) {
} catch (BadPaddingException e) {
} finally {
}

return plain;

}

private static final Secretkey generateKey(final byte[] keyData) {
SecretKey secretKey = null;

try {
I EWwafi J 3E o 14 = LAy
if (keyData.length >= MIN_KEY_LENGTH_BYTES) { _
/I Ewesfi | 2E o™ AL yA) si !l HEnNzd0NReco fi - LAy
secretKey = new SecretKeySpec(keyData, KEY_ALGORITHM);
}
} catch (lllegalArgumentException e) {
} finally {
}
return secretKey;
}
}
5.6.1.4.

426 Al l r i g ht 3apan 8nsagphone Skcur@y Association.



I“"’;’.‘,Tn"wm Android
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

206 2 1

Salt

ok~ w0 bdPE

HmacPBEKeyjava
package org.js sec.android.signsymmetricpasswordbasedkey;

import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;
import java.security.SecureRandom;

import java.security.spec.InvalidKeySpecException;
import java.util. Arrays;

import javax.crypto.Mac;

import javax.crypto.SecretKey;

import javax.crypto.SecretKeyFactory;
import javax.crypto.spec.PBEKeySpec;

public final class HmacPBEKey {

/I Ewemsfi J 1E
/I Ewemsfi J 2E
/IMac «' ®— getinstance - AR' 0> = 223))

private static final String TRANSFORMATION = "PBEWITHHMACSHA1";

- z2)<Recfiad A{

N L A<’ o—wfi @=fi @k AV E—

/I EWwmafi J 3E R®: 2 %lf & A
//Salt —P wml
public static final int SALT_LENGTH_BYTES = 20;

| o satL A

I Ewmafi J 4E R ®: 2 %l &£ A | ® oteo”
NPBE # &£ A - - 4 =

private static final int KEY_GEN_ITERATION_COUNT = 1024;

/I EWwafi J 5E o td = 4L Ay

1 —f e

private static final int KEY_LENGTH_BITS = 160;
private byte[] mSalt = null;

public byte[] getSalt() {
return mSalt;

private static final String KEY_GENERATOR_MODE = "PBEWITHHMACSHAL",

o™ A yA) s i mENz2)NRes fia 4

A

}
HmacPBEKey() {
initSalt();
}
HmacPBEKey(final byte[] salt) {
mSalt = salt;
}
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private void initSalt() {
mSalt = new byte[SALT_LENGTH_BYTES];
SecureRandom sr = new SecureRandom();
sr.nextBytes(mSalt);
}
public final byte[] sign(final byte[] plain, final char[] password) {
return calculate(plain, password);
}
private final byte[] calculate(final byte[] plain, final char[] password) {
byte[] hmac = null;
try {
I Ewwafi J 1E - z2)2<sRecfiad A4
/I Ewesfi | 2E o™ A V) si0 ! xErNz0)NRecfi- LAy
Mac mac = Mac.getinstance(TRANSFORMATION);
I Ewemafi J 3E R®: D) %[ &£ A | e satd A

SecretKey secretKey = generateKey(password, mSalt);
mac.init(secretkey);

hmac = mac.doFinal(plain);
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} finally {
}

return hmac;

}
public final boolean verify(fin al byte[] hmac, final byte[] plain, final char[] password) {
byte[] hmacForPlain = calculate(plain, password);

if (Arrays.equals(hmac, hmacForPlain)) {
return true;
}

return false;

}

private static final Secretkey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = null;

try {
Il Eweafi J 2E o™ L vA)si»T xrnzd2)nRecfiad A
o L Af-! o—wafi ®@afi @ A
/I #| & AESCBC128 ¢, — < SHALL o= A KeyFactorydL o
SecretKeyFactory secretKeyFactory = SecretKeyFactory.getinstance(KEY_GENERATOR_MODE);
/I Ewmafi J 3E R®: 2 % &£ A | e satd A
I Eweafi I 4E R®: D) %t & A | o abeet — 4 o LAl
/Il Ewmafi J 5E o ¢t = L A

keySpec = new PBEKeySpec(password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS);
/I password — < ' =
Arrays fill(password, '?");
T
secretKey = secretKeyFactory.generateSecret(keySpec);
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException €) {

} finally {
keySpec.clearPassword();

}

return secretKey;

5.6.1.5.

RsaSignAsymmetricKey .java
package org.jssec.android.signasymmetrickey;

import java.security.InvalidKeyException;

import java.secu rity.KeyFactory;

import java.security.NoSuchAlgorithmException;
import java.security.PrivateKey;

import java.security.PublicKey;

import java.security.Signature;

import java.security.SignatureException;

import java.security.interfaces.RSAPublicKey;
import java.security.spec.InvalidKeySpecException;
import java.security.spec.PKCS8EncodedKeySpec;
import java.security.spec.X509EncodedKeySpec;

public final class RsaSignAsymmetricKey {

/I EWeafi J 1E - :d2)<Reofiad Aq

private static final String TRANSFORMATION = "SHA256withRSA";

1 s oy
private static final String KEY_ALGORITHM = "RSA";

Il Ewwfi J 3E o ¢4 = LAY
1 H VWP «
private static final int MIN_KEY_LENGTH = 2000;

RsaSignAsymmetricKey() {
}

)
Il EWemafi | 2E ga™ A4 VA) s i mENz2)NRec i~ i

/I Cipher <! e— getinstance ~ AR!mjm 1l . »iz:w]/[ K. B D)) [ ReeofiaiDi]

I ofiki#|s i 27 5y =RSAK. 2« 225 =NONER# = fi ~i 3 i =OAEPPADDING

A
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public final byte[] sign(final byte[] plain, final byte[] keyData) {
I 8 |ooP> 2 A=%L—2Nof %
I ofiki # | Fea k2L AL oy o
" ~afiki «dsd A | ek’ -~ 4 ca™lernq 1 <o
byte[] sign = null;
try {
I Ewwafi J 1E - :2)2<Recfiad A4
/I EWaafi | 2E o™ A yA) =i mENz2)NReo fi - 4 A
Signature signature = Signature.getinstance(TRANSFORMATION);
PrivateKey privateKey = generatePriKey(keyData);
signature.initSign(privateKey);
sighature.update(plain);
sign = signature.sign();
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} catch (SignatureException e) {
} finally {
}
return sign;
}
public final boolean verify(final byte[] sign, final byte[] plain, final byte[] keyData) {
boolean ret = false;
try {
I Ewwfi J 1E - z2)<Recfiad Aq
/I Ewesfi | 2E zom™( A yA) sio !l xENz00NRecfi - LAy

}

Signature signature = Signature.getinstance(TRANSFORMATION);

PublicKey publicKey = generatePubKey(keyData);
signature.initVerify(publicKey);
signature.update(plain);

ret = signature.verify(sign);

} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {

} catch (SignatureException e) {

} finally {

}

return ret;

private static final PublicKey generatePubKey(final byte[] keyData) {

PublicKey publicKey = null;
KeyFactory keyFactory = null;

try {

keyFactory = KeyFacto ry.getinstance(KEY_ALGORITHM);

publicKey = keyFactory.generatePublic(new X509EncodedKeySpec(keyData));
} catch (lllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
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} catch (InvalidKeySpecException €) {

} finally {
}

I EWwafi I 3E o 14 = L Ay
I —H Ve e
if (publicKey instanceof RSAPublicKey) {
int len = ((RSAPublicKey) publicKey).getModulus().bitLength();
if (len < MIN_KEY_LENGTH) {
publicKey = null;
}
}

return publicKey;

}

private static final PrivateKey generatePriKey(final byte[] keyData) {
PrivateKey privateKey = null;
KeyFactory keyFactory = null;

try {
keyFactory = KeyFactory.getinstance(KEY_ALGORITHM);

privateKey = keyFactory.generatePrivate(new PKCS8EncodedKeySpec(keyData));
} catch (lllegalArgumentException e) {
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeySpecException €) {

} finally {
}
return privateKey;
}
}
5.6.1.6.
1.

HmacPreSharedKey .java
package org.jssec.android.signsymmetricpresharedkey;

import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import java.util.Arrays;

import javax.crypto.Mac;
import javax.crypto.SecretKey;
import javax.crypto.spec.SecretKeySpec;

public final class HmacPreSharedKey {
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I Ewwafi J 1E - z2)<Recfiad A{
/I EWeafi | 2E o™ AL VA) s i mENz2)NRec i i A
/IMac -' ®— getinstance - AR' 02 = :20)
private static final String TRANSFORMATION = "HmacSHA256";
I s oy
private static final String KEY_AL GORITHM = "HmacSHA256",
I EWwafi I 3E o 14 = L Ay
I H VP e
private static final int MIN_KEY_LENGTH_BYTES = 16;
HmacPreSharedKey() {
}
public final byte[] sign(final byte[] plain, final byte[] keyData) {

return calculat e(plain, keyData);
}
public final byte[] calculate(final byte[] plain, final byte[] keyData) {

byte[] hmac = null;

int count = 0;

try {

I Ewwfi J 1E - zD2)2<Recfiad Aq
/I Ewesfi | 2E o™ A V) si 0! xErNz0)NRec fi- LAy

Mac mac = Mac.getinstance(TRANSFORMATION);

SecretKey secretKey = generateKey(keyData);
if (secretKey != null) {
mac.init(secretkey);

hmac = mac.doFinal(plain);
StringBuilder sb = new StringBuilder();

for (inti=0; i< hmac.length; i++) {
/ISystem.out.printin(Integer.toHexString(hmac[i] & 0xff));
sh.append(Integer.toHexString(hmac(i] & 0xff));
count++;

}

count = 0;
}
} catch (NoSuchAlgorithmException e) {
} catch (InvalidKeyException e) {
} finally {
}

return hmac;

}

public final boolean verify(final byte[] hmac, final byte[] plain, final byte[] keyData) {
byte[] hmacForPlain = calculate(plain, keyData);

if (hmacForPlain != null && Arrays.equals(hmac, hmacForPlain)) {
return true;

}
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return false;

}

private static final SecretKey generateKey(final byte[] keyData) {
SecretKey secretKey = null;

try {
/I EWwafi I 3E o 14 = LAy
if (keyData.length  >= MIN_KEY_LENGTH_BYTES) {
Il Ewesfi | 2E o™ AL yA) il
secretKey = new SecretKeySpec(keyData, KEY_ALGORITHM);
}
} catch (lllegalArgumentException e) {
} finally {
}

return secretKey;

srNz2)nNRecfia LAY
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5.6.2.
1.
2. ( )
3.
4, Salt
5.
6.
5.6.2.1.
Android
java.crypto Cipher Cipher
Cipher
Transformation Transformation 2
aalgorithm/mode/padding 6
oal gorithmo
Android
5.6.2.2. ( )
IT
56-1 NIST NIST SP800- 57
HASH HASH
( ) (HMA KD,
HASH) )
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2010 80 1024 160 160 160
2030 112 2048 224 224 160
2030 128 3072 256 256 160
bit
5.6-2 ECRYPTII (EV)
HASH
2009 2012 80 1248 160 160
2009 2020 96 1776 192 192
2009 2030 112 2432 224 224
2009 2040 128 3248 256 256
2009 256 15424 512 512
bit
5.6-3 CRYPTREC( )
DSA,ECDSA,RSAPSS,RSASSAPKCS1- V1 5
RSA OAEP
DH,ECDH
64 3- key Triple DES
128 AES,Camellia
KCipher - 2
SHA- 256,SHA - 384,SHA - 512
CBC,CFB,CTR,OFB
CCM,GCM
CMAC,HMAC
ISO/IEC 9798 - 2,ISO/IEC 9798 - 3
5.6.2.3.
5.6.2.4. Salt
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Salt
Salt Salt
Salt
NMANn1O®, " Jds T 447 Sat™ 1 7.
public final byte[] encrypt(final byte[] plain, final char[] password) {
byte[] encrypted = null;
try {
Il Ewefi i E - z2)<Recfiad A{
Il Ewesfi J E o™ L vy =i mENz02)NRec fi- 4
iy
Cipher cipher = Cipher.getinstance(TRANSFORMATION);
I Eweafi ) E R®: 20 %l & A | e satd A
SecretKey secretKey = generateKey(password, mSalt);
5.6.2.5.
( ) 1,000
1,000,000
NMANn1o, T Jds T, 44'1‘1‘1‘14, . AT AT
private static final SecretKey generateKey(final char[] password, final byte[] salt) {
SecretKey secretKey = null;
PBEKeySpec keySpec = null;
/I Eweafi ) E R®: 20 %[ & A | e satd A
/I Eweafi J ' E R®: 20 %[ & A | & otees — 4 o LAY
Il EWwafi J E o ¢4 = LAy
keySpec = new PBEKeySpec(password, salt, KEY_GEN_ITERATION_COUNT, KEY_LENGTH_BITS

5.6.2.6.

8 (
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5.6.3.
5.6.3.1.
3
56-1
5.6-2
(
)
5.6.2.6
5.6-4
NG( ) OK OK
( ) OK OK NG(
)
OK OK OK
Salt
( )
( )
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5.6-5
( ) OK OK NG(
)
OK OK OK
Salt
( )
5.6.3.4
MAC MAC MAC MAC
( )
MAC
3.1.3
( ) Android
(0N
5.6.3.2.
AES (V)
Salt( )
v
(RNG) (PRNG)
Android SecureRandom
SecureRandom Provider
Provider( ) Provider Provider
Provider SecureRandom
SecureRandom
SecureRandom Android
5.6.3.3
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SecureRandom™ 1T (\M Y4 A a ~ 1 7. )
import java.security. ~ SecureRandom
(snip...)

SecureRandom random = new SecureRandom();

byte[] randomBuf = new byte [128];

random.nextBytes(randomBuf);
(snip...)

SecureRandom”™ T (U A~ " 4 NAMI™ A7)

import java.security.  SecureRandom

(snip...)
SecureRandom random = SecureRandom.getinstance("SHA1PRNG");
byte[] randomBuf = new byte [128];

random.nextBytes(randomBuf);
(snip...)

SecureRandom™ T (U A~ a (Provide)™ A~ )

import java.se curity. SecureRandom

(snip...)
SecureRandom random = SecureRandom.getinstance("SHA1PRN&ryptod);
byte[] randomBuf = new byte [128];

random.nextBytes(randomBuf);
(snip...)

SecureRandom

56-3

D Js

5.6-3

( )
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(MAC IMEI Android ID ) Android
/dev/urandom, /dev/random Android SecureRandom
root root
root root
5.6.3.3.
Android 4.3.x " Crypto" Provider SecureRandom (Randomness)
Android 4.1.x SecureRandom " Crypto"
Provider SecureRandom
Android 4.2 SecureRandom AndroidOpenSSL" Provider OpenSSL
( Anroid 4.2.x - 4.3.X)
Android OS
5.6-6 Android OS
"Crypto ” Provider SecureRandom OpenSSL
Android OS
Android 4.1.x SecureRandom
Crypto Provider
Cipher
HTTPS etc.
Android 4.2 - 4.3.x Crypto Provider SecureRandom
AndroidOpenSSL Provider
OpenSSL
Cipher
HTTPS etc.
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Android 4.4

2013 8 Android OS Google ( )

SecureRandom HTTPS
Android 4.3.x oS

http://andr _ oid - developers.blogspot.jp/2013/08/some - securerandom - thoughts.html

5.6.3.4.
( )
Android
Android /
56-4
VIV  Frugnez ) APKT 7 1)L

C__ D

B

fRe&

AEY

&

7IVF4 LR

(/data/data/<app>/)

&

{——

7 F IS
VEIA &
or/and

gt - 25

D

e

56-4

ES1L -

el

AEBECIET ) 1 R
(e.g. SD cards)

&*

&*

e AP
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3.13
5.6-7
( )
APK
Proguard Java ( )
SD
( )
ul 55.2.8

Private

root

APK
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APK

APK
APK
(SD )

root

Android

Java

JNI
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I 5.7.

Android 6.0(API Level 23)

5.7.1.
Android

1. USE_FINGERPRINT

2. "AndroidKeyStore" Provider
3.

4. ( )

5. « ) « )
6.

7.

MainActivity.java

package authentication.fingerprint.android.jssec.org.fingerprin tauthentication;

import android.app.AlertDialog;

import android.hardware.fingerprint.FingerprintManager;
import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.util.Base64;

import android.view.View;

import android.widget.Button;

import android.widget. TextView;

import java.text.SimpleDateFormat;
import java.util.Date;

import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;
import javax.crypto.lllegalBlockSizeException;

public class MainActivit  y extends AppCompatActivity {

private FingerprintAuthentication mFingerprintAuthentication;
private static final String SENSITIVE_DATA = "sensitive data";

Al | rights reserved © Japan Smartphone

Security

Associd® i on.



SMARTPHONE

l“"“‘”" Android 2016
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);

mFingerprintAuthentication = new FingerprintAuthentication(this);

Button button_fingerprint_auth = (Button) findViewByld(R.id.button_fingerprint_auth);
button _fingerprint_auth.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {
if ('mFingerprintAuthentication.isAuthenticating()) {
if (authenticateByFingerprint()) {
showEncryptedData(null);
setAuthenticationState(true);
}
}else {
mFingerprintAuthentication.cancel();

}

B
}

private boolean authenticateByFingerprint() {

if (ImFingerprintAuthentication.isFingerprintHardwareDetected()) {
" s fiod % - td =™y ™
return false;

}

if (ImFingerprintAuthentication.isFingerprintAuth Available()) {
I Ewmafi § 3E &L A{V E~| - % #Nef & omd-~ a4
new AlertDialog.Builder(this)
.setTitle(R.string.app_name)
.setMessage(" % td=™gyEo\n"+
" 0R  D—g %" wo g2 4L =00t ™o \n"+
S R - A1 s%mERTA
.setPositiveButton("OK", null)
.show();
return false;

}

I - Ly «“ «DiPer.
FingerprintManager.AuthenticationCallback callback = new FingerprintManager.AuthenticationCallback() {
@Override
public void onAuthenticationError(int errorCode, CharSequence errString) {
showMessage(errString, R.color.colorError);
reset();

}

@Override
public void onAuthenticationHelp(int helpCode, CharSequence helpString) {
showMessage(helpString, R.color.colorHelp);

}

@Override
public void onAuthenticationSucceeded(FingerprintManager.AuthenticationResult result) {

Cipher cipher = result.getCryptoObiject().getCipher();
try {
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Il Ewefi | TE Adeda]e - % (
byte[] encrypted = cipher.doFinal(SENSITIVE_DATA.getBytes());
showEncryptedData(encrypted);

} catch (lllegalBlockSizeException | BadPaddingException e) {

}
showMessage(getString(R.string.fingerprint_auth_succeeded), R.color.colorAuthenticated);
reset();

}

@Override

public void onAuthenticationFailed() {
showMessage(getString(R.string.fingerprint_auth_failed), R.color.colorError);
}
h

if (mFingerprintAuthentication.startAuthentication(callback)) {
showMessage(getString(R.string.fingerprint_processin ), R.color.colorNormal);
return true;

}

return false;

private void setAuthenticationState(boolean authenticating) {
Button button = (Button) findViewByld(R.id.button_fingerprint_auth);
button.setTex t(authenticating ? R.string.cancel : R.string.authenticate);

}

private void showEncryptedData(byte[] encrypted) {
TextView textView = (TextView) findViewByld(R.id.encryptedData);
if (encrypted != null) {
textView.setTex t(Base64.encodeToString(encrypted, 0));
}else {
textView.setText("");
}
}

private String getCurrentTimeString() {
long currentTimeMillis = System.currentTimeMillis();
Date date = new Date(currentTimeMillis);
SimpleDateFormat simpleDateFormat = new SimpleDateFormat("HH:mm:ss.SSS");

return simpleDateFormat.format(date);

}

private void showMessage(CharSequence msg, int colorld) {
TextView textView = (TextView) findViewByld(R.id.textView);
textView.setText(getCurrentTimeString() + " : \n" + msg);
textView.setTextColor(getResources().getColor(colorld, null));

}

private void reset() {
setAuthenticationSt ate(false);

}

Al
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1

FingerprintAuthentication.java
package authentication.fingerprint.android.jssec.org.fingerprintauthentication ;

import android.app.KeyguardManager;

import android.content.Context;

import android.hardware.fingerprint.FingerprintManager;

import android.os.CancellationSignal;

import android.security.keystore.KeyGenParameterSpec;

import android.security.keystore.KeylInfo;

import android.security.keystore.KeyPermanentlylnvalidatedException;
import android.security.keystore.KeyProperties;

import java.io.|OException;

import java.security.InvalidAlgorithmParameterException;
import java.securi  ty.InvalidKeyException;

import java.security.KeyStore;

import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;

import java.security.NoSuchProviderException;

import java.security.UnrecoverableKeyException;

import java.security  .cert.CertificateException;

import java.security.spec.InvalidKeySpecException;

import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;

import javax.crypto.NoSuchPaddingException;
import javax.crypto.SecretKey;

import javax.crypto.SecretKeyFactory;

public class FingerprintAuthentication {

private static final String KEY_NAME = "KeyForFingerprintAuthentication";
private static final String PROVIDER_NAME = "AndroidKeyStore";

private KeyguardManager mKeyguardManagetr;
private FingerprintManager mFingerprintManager;
private CancellationSignal mCancellationSignal;
private KeyStore mKeyStore;

private KeyGenerator mKeyGenerator;

private Cipher mCipher;

public FingerprintAuthentication(Context contex t) {
mKeyguardManager = (KeyguardManager) context.getSystemService(Context KEYGUARD_SERVICE);
mFingerprintManager = (FingerprintManager) context.getSystemService(Context. FINGERPRINT_SERVICE);
reset();

}

public boolean start  Authentication(final FingerprintManager.AuthenticationCallback callback) {
if (IgenerateAndStoreKey())
return false;

if (linitializeCipherObject())
return false;

FingerprintManager.CryptoObject cryptoObject = new FingerprintManager.CryptoObject(mCipher);
mCancellationSignal = new CancellationSignal();
1" - L 1+ JexiPe-.

FingerprintManager.AuthenticationCallback hook = new FingerprintManager.AuthenticationCallback() {
@Override
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public void onAuthenticationError(int errorCode, CharSequence errString) {
if (callback != null) callback.onAuthenticationError(errorCode, errString);
reset();

}

@Override
public void onAuthenticationHelp(int helpCode, CharSequence helpString) {
if (callback != null) callback.onAuthenticationHelp(helpCode, helpString);

}

@Override

public void onAuthenticationSu  cceeded(FingerprintManager.AuthenticationResult result) {
if (callback != null) callback.onAuthenticationSucceeded(result);
reset();

}

@Override
public void onAuthenticationFailed() {
if (callback != null) callback.onAuthenticationFailed();
}
h

I 4
mFingerprintManager.authenticate(cryptoObject, mCancellationSignal, 0, hook, null);

return true;

}

public boolean isAuthenticating() {
return mCancellationSignal != null && 'mCancellationSignal.isCanceled();

}

public void cancel() {
if (mCancellationSignal != null) {
if (ImCancellationSignal.isCanceled())
mCancellationSignal.cancel();

}

private void reset() {
try {
/I Ewwmsfi J 2E "AndroidKeyStore" Provider % |-mmfi ® = fi @ A
mKeyStore = KeyStore.getinstance(PROVIDER_NAME);
mKeyGenerator = KeyGemator.getinstance(KeyProperties. KEY_ALGORITHM_AES, PROVIDER_NAME);
mCipher = Cipher.getinstance(KeyProperties.KEY_ALGORITHM_AES
+"/" + KeyProperties.BLOCK_MODE_CBC
+"/" + KeyProperties. ENCRYPTION_PADDIBI_PKCS7);
} catch (KeyStoreException | NoSuchPaddingException
| NoSuchAlgorithmException | NoSuchProviderException e) {
throw new RuntimeException("failed to get cipher instances", e);
}
mCancellationSign al = null;

}

public boolean isFingerprintAuthAvailable() {
return (mKeyguardManager.isKeyguardSecure()
&& mFingerprintManager.hasEnrolledFingerprints()) ? true : false;

}

public boolean isFingerprintHardwareDetected() {
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return mFingerprintManager.isHardwareDetected();

}
private boolean generateAndStoreKey() {
try {
mKeyStore.load(null);
if (mKeyStore.containsAlias(KEY_NAME))
mKeyStore.deleteEntry(KEY_NAME);
mKeyGenerator.init(
Il 'Ewasfi | 4E ( ) = L. go ™l L yal— L A
1
new KeyGenParameterSpec.BuilderKEY_NAME, KeyProperties. PURPOSE_ENCRYPT)
.setBlockModes(KeyProperties.BLOCK_MODE_CBC)
.setEncryptionPaddings(KeyProperties. ENCRYPTION_PADDING_PKCS7)
/I EWeafi | 5E ( ) 8" >@md( ) - 4 - A -
=0 ™

.setUserAuthenticationRequired(true)
.build());
J/BEE -8 Keystore(AndroidKeyStore) A
mKeyGenerator.generateKey();
return true;
} catch (lllegalStateException e) {
return false;
} catch (NoSuchAlgorithmException | InvalidAlgorithmParameterException
| CertificateException | KeyStoreException | IOException e) {
throw new RuntimeException("failed to generate a key", e);

}

private boolean initializeCipherObject() {
try {
mKeyStore.load(null);
SecretKey key = (SecretKey) mKeyStore.getKey(KEY_NAME, null);
SecretKeyFactory factory = SecretKeyFactory.getinstance(KeyProperties.KEY_ALGORITHM_AES, PROVIDER_NA
E);
Keylnfo info = (Keylnfo) factory.getKeySpec(key, Keylnfo.class);

mCipher.init(Cipher.ENCRYPT_MODE, key);
return true;
} catch (KeyPermanentlylnvalidatedException e) {
I Ewemfi J 6E 4 < & e 2 - % s~ L oe
return false;
} catch (KeyStoreException | CertificateException | UnrecoverableKeyException | IOExcepti on
| NoSuchAlgorithmException | InvalidKeySpecException | NoSuchProviderException | InvalidkeyExcept
ione) {
throw new RuntimeException("failed to init Cipher", e);

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="authentication.fingerprint.android.jssec.org.fingerprintauthentication" >

<l Eweafi J 1E L A{V E-| 8 USE_FINGERPRRT F e - " fi & A >

<uses permission android:name="android.permission.USE_FINGERPRINT" />
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<application

android:allowBackup="true"
android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:supportsRtl="true"
android:theme="@style/AppTheme" >
<activity

android:name=".MainActivity"

android:screenOrientation="portrait" >

<intent -filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>
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5.7.2.

1 (¢ )
5.7.2.1. ( )

5.6

5.6.2.2 ( )
5.7.2.2.
Nexus5X
24

5.7.2.3.

242016 2 1
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* <

X | 0 i1nNn" 21
if ('mFingerprintAuthentication.isFingerprintAuthAvailable()) {
I Eweafi s E &L AV E-]| - % #Nef 4L o>m>o-~ 4

new AlertDialog.Builder(this)
.setTitle(R.string.app_name)
.setMessage(" % td=™gyEo\n"+
©A° D—g B0 1

9o g2 4 =0 w1 ™9 \n"+
- S T - A1 s%ERTACT
.setPositiveButton("OK", null)
.show();
return false;
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5.7.3.

5.7.3.1. Android

2
"AndroidKeyStore" Provider KeyGenerator
KeyStore
KeyGenerator
~ - 1 S ? J 8 ~
try {

/I "AndroidKeyStore" Provider ¥ |- KeyGeneratormsfi ® =i fi @& A
KeyGenerator keyGenerator = KeyGenerator.getinstance(KeyProperties. KEY_ALGORITHM_AES, AndroidKeyStore");
keyGenerator.init(
new KeyGenParameterSpec.Builder(KEY_NAME, KeyProperties. PURPOSE_ENCRYPT)
.setBlockModes(KeyProperties.BLOCK_MODE_CBC)
.setEncryptionPaddings(KeyProperties. ENCRYPTION_PADDIN&KCS7)
.setUserAuthenticationRequired(true) // “oy®mD — 4 - A
build());
keyGenerator.generateKey();
} catch (lllegalStateException e) {
" - % td=T™Mp™
throw new RuntimeException( dNo fingerprint regis  tered § e);
} catch (NoSuchAlgorithmException | InvalidAlgorithmParameterException
| CertificateException | KeyStoreException | IOException €) {
n - -
throw new RuntimeException(" Failed to generate akey ", e) ;
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KeyStore
> z = i
Secretkey key = é ; /I —
KeyStore keyStore = KeyStore.getinstance( 0AndroidKeyStored);
keyStore.load(null);
keyStore.setEntry(
"alias_for_the_key ",
new KeyStore.SecretKeyEntry(key),
new KeyProtection.Builder(KeyProperties.PURPOSE_ENCRYPT)
.setUserAuthenticationRequired(true) // “omo - 4 -0
.build());
Al | rights reserved © Japan Smartphone Security
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Android (O] (O]

I 6.1. Clipboard

Web
Android
Clipboard Clipboard
Clipboard Android
Clipboard 1 ClipboardManager
Clipboard
Android
6.1.1.
Clipboard 2
1)
2
1. Web
EditText
Android
1.
2.
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View(TextView, EditText )
View
Clipboard
View
6.1-1 6.1-1 (Input Type)
Password (Input Type)

InputType. TYPE_CLASS_TEXT | InputType. TYPE_TEXT_VARIATION_PASSWORD
InputT ype.TYPE_CLASS_TEXT | InputType. TYPE_TEXT_VARIATION_WEB_PASSWORD
InputType.TYPE_CLASS_NUMBER InputType.TYPE_NUMBER_VARIATION_PASSWORD

C )

iew
(Input type)
Password

6.1-1

6.1.1.1.

TextView. setCustomSelectionActionModeCallback ()
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EditText
1. android.R.id.copy
2. android.R.id.cut
UncopyableActivity.java

package org.jssec.android.clipboard.leakage;

import android.app.Activity;

import android.os.Bundle;

import android.support.v4.app.NavUtils;
import android.view.ActionMode;

import android.view.Menu;

import android.view.Menultem;

import android.widget.EditText;

public class UncopyableActivity extends Activity {

private EditText copyableEdit;
private Edit Text uncopyableEdit;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.uncopyable);

copyableEdit = (EditText) findViewByld(R.id.copyable_edit);
uncopyableEdit = (EditText) findViewByld(R.id.uncopyable_edit);
/I setCustomSelectionActionModeCallback © s e » ~ |4 8

I —0a DLo @Ay mmnA] 1 < WZE % °

uncopyableEdit.setCustomSelectionActionModeCallback(actionModeCallback);

}

private ActionMode.Callback actionModeCallback = new ActionMode.Callback() {

public boolean onPrepareActionMode(ActionMode mode, Menu menu) {
return false;

}

public void onDestroyActionMode(ActionMode mode) {

}

public boolean onCreateActionMode(ActionMode mode, Menu menu) {
/I EWwafi J 1E —o0 5° 2 Y% android.R.id.copy 4
Menultem itemCopy = menu.findltem(android.R.id.copy);
if (itemCopy != null) {
nenu.removeltem(android.R.id.copy);
}
Il Ewefi J 2E —o0 5° 2 Y% |- android.R.id.cut
Menultem itemCut = menu.findltem(android.R.id.cut);
if (itemCut != null) {
menu.removeltem(android.R.id.cut);
}

return true,

}

public boolean onActionltemClicked(ActionMode mode, Menultem item) {
return false;

A e
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}
2
@Override
public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater().inflate(R.menu.uncopyable, menu);
return true;
}
@Override
public boolean onOptionsltemSelected(Menultem item) {
switch (item.getltemld()) {
case android.R.id.home:
NavUtil s.navigateUpFromSameTask(this);
return true;
}
return super.onOptionsltemSelected(item);
}
}
6.1.1.2. View (Long Click)
View (Long Click) View
xml
1. View  android:longClickable false

unlongclickable.xml

<LinearLayout xmlns:android="http://schemas.andro
xmins:tools="http://schemas.android.com/tools"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:orientation="vertical">

<TextView
android:layout_width="match_parent"
android:layout_height="wrap_content"

<I- «Hd>noesd A EditText -->
<l-- EWmafi ! 1E ¢ HO>No e L
<EditText
android:layout_width="match_parent"
android:layout_height="wrap_content"
android:longClickable="false"
android:hint="@string/unlongclickable_hint" />
</LinearLayout>

android:text="@string/unlongclickable_description" />

A View| android:longClickable

id.com/apk/res/android"

Lfalse ~A{° -->
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6.1.2.
1. View ( )
6.1.2.1. View ( )
View EditText
View Clipboard
View
View
6.1.3.1
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6.1.3.

6.1.3.1.

TextView

TextView. setTextlsSelectable ()

TextView TextView

6.1.1
(InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD ) EditText
5.12.2.
View
View
View View
( )
View
Android OS  Clipboard  ClipboardManager
Clipboard
6.1.3.2. Clipboard
6.1 Clipboard ClipboardManager
Clipboard ClipboardManager Permission
ClipboardManager
Clipboard (ClipData )  ClipboardManager .getPrimaryClip ()
OnPrimaryClipChangedListener
ClipboardManager. addPrimaryClipChangedListener () ClipboardManager
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Listener ClipData
Listener
ClipData Toast Service
Clipboard

ClipboardListeningService.java
package org.jssec.android.clipboard;

import android.app.Service;

import android.content.ClipData;

import android.content.ClipboardManager;

import android.content.ClipboardManager.OnPrimaryClipChangedListener;
import android.content.Context;

import android.content.Intent;

import android.os.IBinder;

import android.util.Log;

import android.widget.Toast;

public class ClipboardListeningService extends Service {

private static final String TAG = "ClipboardListeningService";
private ClipboardManager mClipboardManager;

@Override
public IBinder onBind(Intent arg0) {
return null;

}

@Qarride
public void onCreate() {
super.onCreate();
mClipboardManager = (ClipboardManager) getSystemService(Context. CLIPBOARD_SERVICE);
if (mClipboardManager != null) {
mClipboardManager.addPrimaryClipChangedListener(dipListener);

}else {
Log.e(TAG, "ClipboardService — - =3 =V°nof ol e A0 M,
this.stopSelf();
}
}
@Override

public void onDestroy() {
super.onDestroy();
if (mClipboardManager != null) {
mClipboardManager.removePrimaryClipChangedListener(clipListener);
}
}

private OnPrimaryClipChangedListener clipListener = new OnPrimaryClipChangedListener() {
public void onPrimaryClipChanged() {
if (mClipbo ardManager != null && mClipboardManager.hasPrimaryClip()) {
ClipData data = mClipboardManager.getPrimaryClip();
ClipData.ltem item = data.getltemAt(0);
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Toast
.makeText(
getApplicationContext(),
"« HD NQ-“ T""| ooR 1J||\/ \n"
+ item.coerceToText(getApplicationContext()),
Toast.LENGTH_SHORT)
.show();

ClipboardListeningService Activity

ClipboardListeningActivity.java
package org.jssec.android.clipboard;

import android.app.Activity;

import android.content. ComponentName;
import android.content.Intent;

import android.os.Bundle;

import android.util.Log;

import android.view.View;

import android.widget.Toast;

public class ClipboardListeningActivity extends Activity {
private static final String TAG = "ClipboardListeningActivity";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity clipboard_listening);

}

public void onClickStartService(View view) {
if (view.getld() != R.id.start_service_button) {
Log.W(TAG, "View ID ¥ EFA");
}else {
ComponentName cn = startService(
new Intent(ClipboardListenin  gActivity.this, ClipboardListeningService.class));
if (cn == null) {
Log.e(TAG,"a>f e— - =3 =V");

}

public void onClickStopService(View view) {
if (view.getld() != R.id.stop_service_button) {
Log.W(TAG, "View ID % EFA");
}else {
stopService(new Intent(ClipboardListeningActivity.this, ClipboardListeningService.c

}

Toast.makeText(this," O>f e— - =3 =V ", Toast.LENGTH_SHORT).show();

lass));

Al'l rights reserved © Japan SmartphonC€lp®adc uri ty

Associ43 i on.



l“"., Android 2016 2 1
resocmmon ttp:/www.jssec.org/dl/android_securecoding.pdf

Clipboard Clipboard
APl Level 11 ClipboardManager. setPrimaryClip ()
ClipboardManager. setText ()

setPrimaryClip ()  Clipboard

Clipboard
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