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2avDOREFEEE Android DEF ) TAICDOVWTHECEEELTW IR ELHYFET ,

OIS RE—FERORAREL X1 TAERORAREDOHEAZXIET 5O COHIRXEOTRTO
HREIEIYUTINI—R =TV I  TRINORLD 3 DOEIIVIZRITTERBLTOET . T ILa—KEL
— TV aVIETE5SNSTENLIZITNIE. SnZELTEFIERETT KI1EW>-—RIETEDIRENET
HY. AEELRYY—RAI—FDIAE—QR—ALCHHMICREHEI—T AU I M TESIEEE>TVET, TRAY
AR IAVIETZABREZFTSVSEENH T, I3NIBZAET LN 1EVNST=EZ DO D EHEL
THY. FAREBELIRYBATHREROT7 TV r—ar TREXEF1T7HRE . EXa273—T4o &R TES
ZEEBEH-TULET,
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Izs.ﬁ{ﬁxgwx:—j

CDHARXEE—HRED Android 7T)7r—avBAREBICWHER X2 T4 Tips #EHDHEEBMELTNE
T o ZD=HEIZI—HYRETEMSINS Android 77— a>DREIZEITE X2 T4 Tips(FRDI7
T)DEFX2) T4 BEBRI—TELESTUVET,

APPLICATIONS 77"[) 0)
Contacts Phone Browser t'#‘l I) 7—_/(

APPLICATION FRAMEWORK \

Window Content

Activity Manager Manager Providers

Telephony Resource Location Notification
raticpe N anaper Manager Manager Manager Manager

LIBRARIES ANDROID RUNTIME

Surface Manager Media SQLite Core Libraries
Framework

Ll
S i R D
OpenGL | ES FreeType WebKit Pylgchine . > t#‘l IJ 7_—,{

SGL SSL libe

LINUX KERNEL

Displa Flash Memory Binder (IPC)
Dne/ez Camera Driver Driver Driver

- Audio Power
Keypad Driver WiFi Driver Drivers Management

2.3-1

Android OS BLL T @ Android i REZEICET 5 ¥ 1T (LRDMHRD X2 T4 [FRI—THTT . £
f= Android #RIZA—F—MA 2V A—ILFT B—H&D Android 77— 3> &, Android R A—h—mTL
A RAL—=ILF B Android 7TV 7r—2arTIEKREFITHRELXF )T OB R TELLILIANHYFETH . 4F
[CIRITHICBVTIEAIZE DA EHR->THY . BB IOV TIEH - TWER A, BITHRTIE Java [TKYEET S Tips
I ERZHLTEYFET A INI REIT DV THES R DR TREEHELTLKFETT,

root #ERNEMEINIEZBICDOVTESDEZAFO>TLER A EAMIZIE root EENEDOA TLVELWEFAT
%2 Android IR ZFREEL. Android OS DX TAETIEFALE-EX T4 Tips 2FEHTULET . 8.
BELBBOJRWNIDOVTILNZ.N.3 BEENEERERERICTHELEIALTEYET DT, EHhE TTHERES
Ly,
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| 2.4. Android £¥27a—F LS EEZEDBN

CDAARXETIE Android EHFa7a—T10 T DI RTERICEIFETELTELLD T, FERTHRNT HEHEE
HATALEHBBIOLET,

Android Security ZEHBT7 TV — 3 FERT B1=HIC

EEH A VI T7HA R ISBN978-4-8443-3134-6
http://www.amazon.co.jp/dp/4844331345/

Java ¥ a7a—TF 125 R25—FK CERT/ Oracle i

#£3% Fred Long, Dhruv Mohindra, Robert C. Seacord, Dean F. Sutherland, David Svoboda
B MAFME IR AREHR, FEHE= ISBN978-4-04-886070-3
http://www.amazon.co.jp/dp/4048860704/
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I 2.5. Y27 )La—K® Eclipse ~OHRYIAHFIE

YT ILa—K D Eclipse ~ORYRAAFIEZFRBALET, T ILa—FIZBRNTLICBHOTOD IMIhMI N
TWET, oD TADIMEFLOTRYRALHZEE2.5.1 2T LTOPc I ERY AL 112, #IRLTHRY
RALHZEE2.5.2 YoTLDOETODIMEERLTRYRADIITRLET, TADI IO RYAH A EH o5
2.5.3 o7 )L a—FENEHEERRA debug.keystore 3 ET 5155 HL T debug.keystore 774 JL% Eclipse
[TEREL TSN B BRI TREDRETIT>TAYET .

2.5.1.

(O

U Windows 7 Ultimate SP1
Eclipse

i 4.2.00Juno)

Android SDK

i Android 2.2(API 8)

O HIEEDLGWFTILTATHRE Android 2.2(APl 8) TEIILRTEZET . HL. BT ILIZED
Tl&. Android 2.3.3(API 10) L& ® SDK Platform NbEBHIZEENHYET,

Yo TavzERYAD

Yo )a—KEFHo0—K93

12.2.1 Yo7 )La—FTENLIz URL LYYV T IILa—RERBLET,

YT a—RERET S

Zip TREMESNF-H U TILa—FEEIVVIL, RIRENFAZ21—D“TRTREA"EIVVILET,

< (0)

TATEB(T). >

K 2.5-1

REAXEHRETS

ZZTIE“C:¥android_securecoding” EWLVSZBITT—VAR—REERLET . TDT1=8H. “C¥ "Z#I5EL
“‘BR"REVEV)VILET,

All rights reserved © Japan Smartphone Security Association. P TILa—F D Eclipse ~ORMYAAFIE 15



rommmon  http://www jssec.org/dl/android_securecoding.pdf

““l aomrowone Android 7FYDEF 2T EE X2 TI—TAVTHAR

20134 4 A1 BiR

) 1, R (ZIP =) D45 —DEE

BHSEDERE D7 1ILOEM

7 AILETOIAINA—ICBETI(E):

ERASEMER & 77 -1 LDER

FFAAIZETOIAIASA—ICERTS(E):
Co¥

CCEEe D et |

2.5-2

"BE"RAVES) YT BHEC¥ ETIZ“android_securecoding” ELVNSTH LT BMERESNET .

T —
GUED ol cscommn o]
=Ry B SqATSucEm. = - 0 @
s o . s
k BRCALH Y
L MERLE
E dell.sdr
= xR % hiberfil.sys
pagefile.sys M
oo P . android_securec@ o
: - 4| 1 | 3
2.5-3

“android_securecoding” 74 /LA QHIZ[EH T ILa—FRNEENTLET,

BIZIE. T4.1 Activity 245 -FIBT51MD0M4.1.1.3 /A—rF—BTE Activity 2465 -FIRT 21BN THY

TNa—RESRLEVMEEFIUTEIEZEL,

android_securecoding
LActivity 2465 -FIHT 5
LActivity ExclusiveActivity

16 All rights reserved © Japan Smartphone Security Association. T TILa—F D Eclipse ~OWMYAHFIE
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android_securecoding” 74 I T, THiIZAMLIOETICIYU T )La—kDTad S

—_

UEDESIZ,
MINBEESI-HBRELGYET,

4. Eclipse #REILT—YIRAR—RERET S

ARB—RAZa—OTRIMNTT7AAVEEDDL Eclipse #REBILET , KRR =EIRF (705 T, 7—URX
R—R[Z, £IFEDFIEI-TERL= “C:¥android_securecoding”ZiEELET . BIRF A 7OT NRTS

NEWMGE X A=2—KY“File->Switch Workspace->Other---"#491)v- LTSN,

=] Workspace Launcher

Select a workspace
Eclipse SDK stores your projects in a folder called a workspace.
Choose a workspace folder to use for this session.

g —— T,
workspace: ((rINt g e - Browse...

C¥android_securecoding

< oK P Cancel

[ Use this as the default and do not ask again

2.5-4

5. T—ORVFERTIT S

Eclipse AL E LA of=5, "T—IRF"E0)vILET,

£ Java - Eclipse SDK o e =
File Edit Run Navigate Search Project Refactor Window Help
i N R=RR=ERARER SRR R A0 RAC R AR-RCE ST g NEER SHE S s St

Quick Access ﬁi‘ & Jav
5 | @ welcome 53 ==

&

Welcome to Eclipse

I{__\ Overview Tutorials
BN Go through tutorials

Get an overview of the features

N '
@4, Samples A\ What's New Workbench
™/ Find out what is new

Try out the samples

2.5-5
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6. AUR—I&RBT S

INVT—UITHRTA—5—THV)YIL., RRSINFAZ2—D “Import”" &5y I LET,

[# Package Explorer 52 = |m
o <
B3
New >
Show In Alt+Shift+W »
Copy Ctri+C
Copy Qualified Name
5 Paste Ctrl+V
Delete Delete
—_—
>
L mpor —
ey Export...
«» Refresh FS
Resource Configurations »
2.5-6
7. BHFEIACIOMNET—YAR—RIZAR—+T B
& Import = [6 =
Select N\
Create new projects from an archive file or directory. Iﬁ
Select an import source:
type filter text
4 (= General -
& Archive File
< Existing Projects into Workspaces>
[, File System
L Preferences L
= Android i
& C/C++
= Cvs
= Install
& Plug-in Development
= Run/Debug
. Thzm v
@ Back C Next > > Einish [ Cancel

2.5-7
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8. TAVIVNEERT S

“Browse” &5y LA\ A SHBEEmER RSEET,

O

= s = ol
Import Projects E f
Select a directory to search for existing Eclipse projects. 7|
@ Select root directory: Browse...
) Select archive file: TOWSE.
Projects:
Select All
[] Copy projects into workspace
Working sets
[C] Add project to working sets
2.5-8
9. RELEIALFERRT D
AL —DEE 5|
o .
4 05 (C) i
> |, $Recycle.Bin
>} Android 1
G ) android_&ecureoodina >
> |J) .metadata

> |, Account ManageriCiEEF 2 REEMT
> L ActivityZ{ES - FIFT 3
> |, BroadcastZBETD - EETD
> |, Browsable IntentZHETS
. Cliphboardh > ERRET 2EEIE
| Content Provider@{E=3 - #IHT3

» |, Permission & Protection Level

4| 1] 3
A —(E): ahdroid_securecoding
A
[ LG =D ERR N o134 A7)
B 2.5-9
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10. 1V R— 2T S

11.

“Finish"Z3 T3 5L2T00 VMDA VR—bSNETLET,

“Copy project into workspace” THYURAATLESE. FTOD VMDD ITAILFBEN IS VMIAG>TLE
WET, TACIMI&>TIEHE/JSSEC Shared 2589 51DHHY . I+ILABEEBNEHDHILTIAUN
AIWIF5—ITHHTLEVET , TFELLZSVD, —HOTOP I/ DA ERYRAAT-WNEEIX2.5.2 27
LDOBETODHMEEIRLTRYAT 1S BL TS,

& Import
Import Projects

Select a directory to search for existing Eclipse projects.

@ Select root directory:  C:¥android_securecoding

7 Select archive file:

Projects:

Activity ExclusiveActivity (C:¥android_securecoding¥Activity ZF% + FIFIT S ¥Activity ExclusiveActivity) Select All
Activity ExclusiveUser (C:¥android_securecoding¥ActivityZ{E3 + FIHF 3 ¥Activity ExclusiveUser)

Activity MaliciousActivity (C:¥android_securecoding¥ActivityZ{E3 - FIF T B¥Activity MaliciousActivity) __—D‘a-"e‘e‘:t gl
Activity PrivateActivity (C:¥android_securecoding¥Activity /£ « FIR T3 ¥Activity PrivateActivity)

Activity ProprietaryActivity (C:¥android_securecoding¥ActivityZ{E3 - FIF T D¥Activity ProprietaryActivity)

Activity Proprietarylser (C:¥android_securecoding¥Activity 2453 - I T S¥Activity ProprietaryUser)

Activity PublicActivity (C:¥android_secureceding¥ActivityZ{E% « FIR T B¥Activity PublicActivity)

Activity PublicUser (C:¥android_securecoding¥Activity 2153 - I T S¥Activity PublicUser)

[57]_Activity SinaleTnctancelctivitu (- ¥andrnid_cocirecndina¥ActivituZFEZ . BIB T AXAHIhr QinaleTnetanceActivibul e
i v

) »

«

[F] Copy projects inte workspace
Working sets

[C]Add project to working sets

2.5-10

£7aCIMAUR— b ENFET

& Java - Eclipse SDK el ==
Eille Edit Refactor Source Navigate Search Project Run Window Help
w2 [BBIU- Sl d|e-0-a~ | N |HF (@ P~ S
Quick Access i3 ‘
[& Package Explorer 52 =0 =0 E= Outline 52 =g
9% < An outline is not available.

» £ Rccount Authenticator]

» & Account AuthenticatorUser

» 2 Activity ExclusiveActivity

> & Activity ExclusiveUser

» & Activity MalicieusActivity

> & Activity PrivateActivity

> 2 Activity ProprietaryActivity

> 2 Activity ProprietarylUser

> &5 Activity PublicActivity

> 2 Activity PublicUser

» & Activity SingleInstanceActivit|
» 2 Broadcast PrivateRecaiver

» &2 Broadcast ProprietaryReceive

T

> 2 Broadcast ProprietarySender
» &5 Broadcast PublicReceiver

» &5 Broadcast PublicSender

> &£ Browsablelntent

» & ClipboardListening

» 2 File ExternalFile

> 2 File ExternalUser

» & File Privatefile (% Problems 13 v=no
* 15 File ProprietaryProvider 0 errors, 11 warnings, 0 others
» & File ProprietaryProviderUser Description . Resource Pi

> & File PublicROFile
» 2 File PublicROUser

» 2 ISSEC CertHash Checker o
« m » « i v

» & Warnings (11 items)

B 2.5-11

20
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2.5.2. oI DOEZTACIHREZEIRLTRYAD

TODIHMEEIRLTAUR—ILET . Eclipse 2B LERY AL ERIE TIEM2.5.1
HUINTaOIIMERYRAT 1ZSBL TS,

& tmport o o)
Import Projects E_f
Select a directory to search for existing Eclipse projects. 4
@ Select root directory:  C:¥android_securecoding
() Select archive file: Browse
Projects:

Select Al
[ Deselect All

Activity ExclusiveActivity (C:¥android_securecoding¥ActivityZ{ES - FIF 75 ¥Activity ExclusiveActivity)
) A ATt T -
[ Activity MaliciousActivity (C:¥andrgid
[[] Activity PrivateActivity (C:¥a
[ Activity Proprleta A

L =
poxACtivityZ/ES - FIA T B ¥Activity MaliciousActivity)
#{E3 « FIAT D¥Activity Privateactivity)

b7 1ED « FIFT B¥Activity ProprietaryActivit

[¥]| Activity ExclusiveActivity (C:¥android securm:-dlng‘#.ctwltv’:f*l"‘liﬁ F|H 7 S¥Activity ExclusiveActivity)
[ Activity ExclusiveUser (C:¥android_securecoding¥Activity Z{E3 - $|B 7 2¥Activity ExclusivelUser)
[ Activity MaliciousActivity (C:¥android_securecoding¥ActivityZ{ES - BIIE T S¥Activity MaliciousActivity)

WEGZTADIINDHEERL
AVR—r9%

_—
—

[T] Add project to working sets

2.5-12

TOP Y& TIEYSSEC Shared”#ZBLTWWAEDLHYET , TDIHE . “JSSEC Shared” A R—kSh
TUWEHWELUTOESIZHYET  MEIZIELTY)SSEC Shared” &4 U iR—RLTLEELY,

[% Package Explorer 52 = B8
geexp

Ll

@ctivity Excl usiveActévity)

.

& Properties for Activity ExclusiveActivity

type filter text Android

Resource
Android
Android Lint Preferen:

Project
i3 ¥ ¥IE¥ISSEC Shared ?

m! »

2.5-13

LLTD&LS1Z“JSSEC Shared”%#:&IRL TAR—kLET .
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2.5.3. 4> F)La—

oI a—FhoERLE-T
ERIE

% Import
Import Projects

1, Some projects cannot be imported because they already exist in the workspace

@ Select root directory:  C:¥android_securecoding
() Select archive file:

Projects:

[T] File PublicROUser (C:¥android_securecoding¥ 2 7 -1 )L &% 3¥File PublicROUser)
[] JSSEC CertHash Checker (C:¥android_securecoding¥Hi8¥1SSEC CertHash Checker)

7] JSSEC Samaalabainakal deoid adigg¥IE¥ISSEC Sample Uninstaller)
JSSEC Shared (C:¥android_securecoding¥+HE¥ISSEC Shared)

TP boardn S [RIRRR T D &iT¥LeakageViaClipboard)
gaaeecoding¥/ (20— I\A*]I_IEEFF-E#Password PasswordlnputUI)

Select Al
Deselect All

m

Finish

2.5-14

RE){ErEZE A debug.keystore 2% E T 5

J1)%% Android %
S FAD#ET74 )L “debug.keystore”% Eclipse |

- —

SRaA

KOIZaL—45—

—-=n
~aX

THHESELBIZEELPVETT . CD
ELET,

1. Window->Preferences #2")v%93 %
£ Java - Eclipse SDK
File Edit Refactor Run Source MNavigate Search Project Rur(l Window JHelp
|L=<j' |m|'|1':§.]ﬁ'.df|\|i§?'0' MNew Window
MNew Editor
(o] P i 3
[# Package Explorer 5% = O pen Perspective
Show View 3
2% -
» 2 Account Authenticator - Customize Perspective...
> 122 Account AuthenticatorUser Save Perspeclive As...
> 12 Activity ExclusiveActivity Reset Perspective...
> 122 Activity ExclusiveUser Close Perspective
> 2 Activity MaliciousActivity Close All Perspectives
R i .
> (= Activity PrivateActivity L Navigation R
> 122 Activity ProprietaryActivity
> 22 Activity ProprietaryAttacker Android SDK Manager
. 2 Activity Proprietarylser E AvD Manager
> (22 Activity PublicActivity Run Androj 3
. 22 Activity PublicUser i [ Preferences
o T A ki it s il ATk e b i
2.5-15
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2.

Android->Build ##iR%# Browse...Z2)v09 %

& preferences @@
Build iadiid
g Gener.al Build Settings:
2 Andeald [¥] Automatically refresh Resources and Assets folder on build
Force error when external jars contain native libraries
Editors Skip packaging and dexing until export or launch. (Speeds up automatic builds on file save)
Launch Build output
Lint Error Checking @ Silent
> LogCat @ Mormal
NDK ) Verbose
Usage Stats
. Ant Default debug keystore:  C:¥Android¥.android¥debug.keystore
> C/C++ Custom debug keystore: ( Browse... )
> Help
» Install/Update
> Java
» Plug-in Development
> Run/Debug
> Team
> XML
’ Restore Defaults ] ’ Apply ]
@:l [ OK ] ’ Cancel l

2.5-16

3. “debug.keystore”#%') v LEAK

N

debug.keystore [FH > F)ILa—FIZ&FENTLET, (android_securecoding 7+ /LA ETF)

S
[ IOMIC voniod_securecoing
2 - FLLIA LS~
lr BEICAD & ) = yqX 4
JORLLUUNIL FIANaysl AB s ST A0S S TTAE N Y I e W P
8 FovO-F | ACtivityZAED - FIETS 7 AL T N
W FAL v | BroadcastZZET S - BETS 7 A T ..
L BEERULEEAR ) Browsable IntentZ#BHT3 7 T
. Clipboard 5155BRE T 22T 7 T
=5 545U | Content Provider®{E3 - HIETS 74 TA ..
| Permission & Protection Level T7AIN TA)..
—— | ServiceZ{FD - FATD 7 D). =
= ) SQLiteTiR D 2FAN P AN
) JTAD— FATEEEES 271 A ...
€ =y -4 | TPALERDS TFAL Tt
271 A ...
TFEAM FFa.. 1 KJ
KEYSTORE J7... 2 KI
IrAil 6KE
1 | 3
TrAILE(N): debug.keystore v [Ex =
4' Fotl

2.5-17
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4. OKZEVIYILBEZERT S

REIZ. TRIDO&LSIZ, #RLT= debug.keystore M/ AANKRREIN TS IENHEZETE=D, OK 9y y

LET,
£ preferences = @
type filter text Build =R - -
- General “ | Build Settings:
4 Android i ]
— [¥] Automatically refresh Resources and Assets folder on build
ui
DOMS Force error when external jars contain native libraries
Editors Skip packaging and dexing until export or launch. (Speeds up automatic builds on file save)
Launch 3 Build output
Lint Error Checking @ Silent
» LogCat ) Normal
NDHK ) Verbose
Usage Stats
Ant Default debug keystore:  C:¥Android¥.android¥debug.keystore
> CfC++ Custom debug keystore@d_securecoding¥debug.keystore | Browse... |
> Help
- Install /Update < l Restore Defaults ] l Apply I
o UL 2
_ e —
@ R

2.5-18
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3. EXaTERE-EXaTa—T12J OERME

ZDHARXEX Android 7TVRHEIZE T5 X1 T4 Tips &FEHBELDTHSH . ZOETIL Android X<
—,IF BTN EBI— R XR a7 R - X 7a—T 407 OEBRMBEERS RIEOEICBELT—H
M T7Ee a2 73TV DERIPBELGLEEIC. REDRREESRIT 520, REODELHAHED
HRNAEDOHBIC—BYBZTRELTELILZEE8OT 5,

l 3.1. Android 7FYD+¥1YT4

DRATLROTT)DEX)TAITONTHRFTHEE. EBDEZADIL—LIT—IDHB, £T ZTDIVRAT LY
TIVIZENWTTFEIRERNEELIET S, CNEEEIEER, RIZFODEELZENTHELZILET S, Chial&E
BIEMER, REICTEBEIZIBRBINOTFI-ODMEERTT-EHT 5, COMEEEILMES,

CCTIHMEIER YRTLPTIIISEY G EF TR X2 T7a—TAo V&I ETHY. COHIEXE
TIX 4 BLURTINZEHR ST, AHTIRIIEE IS LUV BRBIIDVTEREZH TS,

3.1.1. TEE] FHNERMR

DRTLOTIVIZE T BT FEIRERFRIZIMERIEEBEID 2 DB D, ChoEENTNEREE ILTHRE
BEIEES EREE L FFRAISNEALZTASROEEATEDFERO_ETHY . ENLUNDANIZE—Y]
SROLENTETILLRBVVERDIETH D, [HEEEE |LIFXFFRAISN AL ITAFIATEOHEDZLETHY.
ENLUSNDANIZIE—UFIATETILGLREVEREDETH D,

LT, Android RX—t042 BT LYMIE T HEMEELMEEEICEDLSIBLONHEINERBNT S,
Android 77> Android RY—rJ#> /BT YNEERALI-V AT LERR T HEZDEEDKNHLOSE
[CLTIFELLY, ABETIE. Android R¥—kTJ4 2 /BT Ly bE#FL T Android RX—k I+ EFE S,

3.1.1.1. Android RX—hrI#4VIZEITHIEREE

£ 3.1-1 BXUR 3.1-2 [Z Android AY—FIAVIZAS>TWBIERD—HITHD. CNoDFRIFAT—F T+
DA—H— BT REANER. TSAN\—IEREEEFNSICETAERICKZY T H-OENLRENDETH

%
£ 3.1-1 Android R¥—hr 74> N EEBT HIEHRDOH
{LE: e
BiEES AY—rIAVBEDEFEES
BEE B ZREOHRLOEFES
IMEI AY—hrI+2DHR ID
IMSI EI#R22HE ID
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T —1EHR GPS. #iffES. MR-
EIERERR WiFi & EfE---
THh o bMER LT HhOUMER. FBELEHR
ATATT—H BE.BE. T, %5

% 3.1-2 7L EETHEROH
I o
BiER NN DEH ST
EA—JL7RLR A—H—DA—)LTRLR
EA—JLA—=)LIRYI R EZEA—IVAX, RfF-
Web Jvo<—% Tvo3—7
Web BEERERE HE g
AT — FE.ToDo, A RUb---
Facebook SNS a7y
Twitter SNS a>72Y---

& 3.1-1 OFEWIEEIC Android RY—r T+ AKREFE (T SD BH—FIZEFNDIEHRTHY. & 3.1-2 OFERIT
FIZTTINEETHERTHD, FITK 3.1-2 OFRITOVTIE, TNV R—LERNEENBEE ., E
AWEAKRIKDRIZTIBZ T EIZREDTHS,

£ 3.1-3 (XBERD 1 HOIURNICEENDIEFERTHD. COBRIFIAT— I+ A—F—IZBETHEHRTIE
B RAY—h 740 2A—H—DHA. RAFIZEATHEHRTHD, DFYRAI— LI+ VIZIEZDOFBEETHH1—
F—DHELT ., [ENDALRDBEHREESENTWSEITTFENDES,

# 3.1-3 EFEMR(Contacts) D 1 OV MJICEFNSHBOHI

&4 NE

BHEES BHE. EHFEHE. {£E. FAX{ MMS--

EA—ILTRLR BE. tFE. EFEFE -

JA74—ILEE Y LR—)VER, KEGEE -

ARV Ayt Dy— | AIM, MSN, Yahoo, Skype. QQ. Google Talk. ICQ. Jabber, Netmeeting---
=y r—Ls BEFR. A= v)L, B, Bl

3 E. BEHRS. iz, #t75, #7, BY---

gn—7 BRICAY., Rk, KE. RFE--

YA J05. FA74— LY Ab R—LR—D FTP H$—/\— BE. &4t
AR MEBR.EZH., Tt

B&ITH5AY BEBE. Fit. X B, vx—Iv— BiF . REB K. /\—rF—-
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SIP7RL R BE. L%, Tl

CNETORATIEEICRI—FIAL A —DEREBNL TELD, 7T E1—F— LA DEREFEoTL
3.8 3.1-1 [F 1 DO7TUNEELTOSHERERLTEY . KEHFHETOT T LEHET—HEMHZHD
N3, TAYSLBARECTTUA—D—OERTHY. T—2HHBEEIZ1—F— OB THB. 7T A—H—
DOEBOBIZIE, BFIZ1—F—SHASIBOERLHY B 210, Z5LEERITOLTEI—F 1S
- EETELVLSILRENBETHD,

C .
Picture Manager [ (E©) FTUA—H—DIER ] (E©) 1-F—0IBR
70954 S 75
/data/app/com.sonydna.picturemanager.apk /data/data/com.sonydna.picturemanager

|  AndroidManifest.xml —cache

| classes.dex Javad— Rk (J\17U) | —webviewCache WebViewB++v+wv=1

| resources.arsc XFHEDUY—X \

[ —databases

—assets \ label.db 7UMDB

| AppAbout_en.html I RLLIET—4 | metadata.db

| | webview.db WebViewHDB

—res | webviewCache.db WebViewA++wv=1DB
|- \
—drawable-hdpi files
I broken_image.png BRI 7L } MediaList1.dat FTURT—9T71IL
—layout Flib
| about.xml L7 NESR \
| L—shared_prefs JUIJ7L>R
—xml com.sonydna.picturemanager_preferences.xml

setting.xml FEBDXMLT 7 1)L

B 3.1-1 7F7UHaz TL\51EH
Android 77VEEBDSEICIER 3.1-1 OXSBFTTIEBELEETHEROALEST . X 3.1-1, % 3.1-2,
%= 3.1-3 O &5% Android AR—R 742 R EOMO T TUNSIRBLE-ERICEAL THLETIZRETIVELD
BIEIZTHIENRES,
3.1.1.2. Android R¥—k 74 IZH I+ RH4EEE E

£ 3.1-4 (X Android OS MW7 T ZIZ 3 B2HEED—BITH 5, CNHODIEEEATIL DT 7 HICHFEICREINT
LESEA—HF—DERLEVNESAELTY., TIAMN—DEBEHLNELEEDHEENELT-YT B, FDT=-HIER
BRELRIFRICTIOLI-MEEE ELBEYIRESNG T NIELESEL,

% 3.1-4 Android OS "7 TV IZiRHt 3518 O—Hl

e Hae

SMS Ayt—C%ERT HikAE NASERFERE

BT HNT AR FELEHAE

FyhD—7BISHAE BEES. BRREOHRAIYHEE
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GPS ETHRAMEBEFHHHE SD h—REEAHHHE
Bluetooth i@ {EHEAE VAT LR TEE B

NFC E{EHaE AYJ T —2DH A Y EE
A2 3—FyMEETE (SIP) HRE EITHRTTVIERDOERGHEE

Android OS A7 FVIZIR 9 DHEEEICIIZ . Android 77 D7 7 EEMEELMEEE EIZEF N5, Android
TIVEZFDTTIVRNTERREL TS HEEEZMD T TIUNSFIHATESLSICIRB T HIENTE, 2O K5 EHEA
=7 T)REELTA TS, COMEEXEF THSRE. Android 7T DBREEN X1 T7a—T 12T DA
DEWHIZ, TTURSLEITTRHRAT A8 E R > T 7 TN SR ATESLIICLTLE>TLS Y —REH
B, DT T HDFATEDHEDANRICE>TIE, ILIIT7ASHAINTIEIRSZEEH S0, BERILET
TN FATESLSITHEYGRENVELLGLIENH D,

3.1.2. TEB BEZENTRE

HIEATIX Android AR —rI4VIZEITEEEIZOVTEELz CCTRENGDER. DFVEEEEN T RE
[SDOWTHERT B, BENBENSNDEEHEICEAL. BREEMANCHFICSER-LE-HIBR-ERESN S
EEEV HEEBENAAIZBFICRIRASNSGIEEE . ELVo-B A1, IOL-EEZERMES S UMERICIE
T ORBITHEBRIETES, FRBIHETOACYDLEIBRIF TS, KBEHOTILIITIEER
BRTHO>TERTIILGV WEBHF OV MIIBRBITADILEZEBETSDTHD, o RAEROERFRE
3.1-2 BE. B, BRI, 51T, HEDERISTT,

TT)r—ay

0 RfE55 14 22 g B

B 3.1-2 BE., BB, BEUR. 55T, #EORRK

3.1-3 (& Android 77U EMET 2 —MRIIGIRIFEERB LB DT, LB TIXZOREA—XIZLT Android
TIVHE T HBBOHRBERFAT 570, MIDITCORDRAEREHT 5.
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i AT—hTAEE 2T DS L GEEDY—A—tFaTOEE !
i 4 RAT—hTAY Lo Y—\— i
i i i Web i
! iFi o l*f—EZ !
| el 3G/4G/WiFi Lo |
s . s
: D15 b :
i \ J Lo !

3.1-3 Android 77U H'EiE T % — IREVIIIR

ROERIZAR—r A2 —N—ZFBEL TS, AY—r I+ —/3—[E 3G/4G/Wi-Fi BXUPAE—F
YrERBHLTERELTWS, AX— AV DOFICIFERDO T TINEFET HH. LBEOHBAT 1 D2O7FJIZET
SEBEHRETHH. CORTIE 1 D2OT7 TV THBALTWS, AX— I+ L7 T EZFDI—F—D
BEHREEICI/RSIN., —/3— LD Web Y—ER[EE21—HF—DFREEFEETEILERBELTNVS, ZD1=8H
HERRBRICH—N—EF 2T DEEREFIEDLLLEL, —\—tFa)T42DW T, COHAIRXETIFERD
— TN THBHERLAELY,

LI TIEZOREE{FE->T Android 7FVIZHITHBEZEHBAL T,
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3.1.2.1. robIT—VLDE=ZFIZLDER

ARX—hI4otFa) T4 DEE WERDY—\—tFa) T4 DEE

-

B () g

PECIVE | v—i=
a& < ) g 4 > Web
y AR v { H—EX
SG/AGIWIF » St hEEHDPE=E
\ % i i

3.1-4 RvbI—V LOBBHIE=ENTTVEKET S

AYX—bIAVTT)EA—F—DEREY —N\—TEETIHEN RN THD, TO-OEREEN VLT —
DLEBETHEITHDE 3.1-4 ITRT KIS RYRT—V LOBEEHSIE=FLBEFOEHRESE (KF)
LizY. BHRELEE (RETA)LIYLESET B, F-ARYDO Y —N\—ITRYTELT. 7T DEBERFIEAIET
%, LEAANEERR. RV T —V LDEEHIE=ZZBF Y —\—IKET S,

3.1.2.2. 32— =MLV AM—ILLE=ZILOITIZLEBE

AX—hI4tFa) T4 DEE WERDY—I\—tF2) T4 DEE

~ P

| Web i
! HY—EX :

AR—+T+Y

s ) s
i Market| | <)L B i
! JI7 :

\ 4

8

S5oMmY
1—H—

B 3.1-5 —5—BAURAF—IILLTLES =TI IIT7RTTIEHET S

ARX—bIAUNIEZBEBFRLETITVEI— IO AFLAV A =ILT B ETHEEILIR TEDAENFDRARD
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BETHL, A —F—D5onYTILDzTT7ITNVEAAM—ILLTLESZEEH S E 3.1-5 ARTLSIC. 7L
DITIET T EEEEEE ST DB EEFERALTT T DIEREEOCHMEEEEIZTIEALELSET S,

3.1.2.3. 77)DMHEUEERTIREI7MILIZLSEH

AR—hI4otFa) T4 DEE WERDY—I\—tFa2) T4 DEE

~ P

| Web i
! HY—EX :

AR—+T+Y

i A i
s s

S5omUY

SE\

3.1-6 77VDHBUEBERATIREI7ILTIIERETS

AV A—F Vb LICIEBECEE., BB, XELRE  BRABIMTOI7AILHAREIZARAINTEY., 2—F—1'%
NoDIT7MIV%E SD h—FRIZAHoO—RFL, AX—b I+ THRATIHEN— RN TH D, FAY—~ I+ T
ELEA—IVICHEAESNET7AILERAT HHEL—RUTHD, CNhoDIT7MIILISEEROCRERDT7TUT
T—TonhFIASNh S,

COLD7ANEREB Y 57 T DEEEICHRIEEA DD E KEIT7AILIZEY, EDT T DIEREECHEEEE
NEBEASNTLED BICERLGT —ABELR - I7 NV ORE(CE DV TIEHEBEASAYRAAOT U, HE
I7AIVETHAHIRBEEEERALTT TVEEREL. WBI7/ILOERED BHEERT 5.

3.1-6 ISR K3 B I7AILIEIETB LT TIIZE>TAH—T o ENBETIHAHLET ., Lio=AFT—ToEh
5LT7T)DMBEHEERLI-REE MDD HEENEEMICITOIRETALLERLT. COLIBHEFEEZ
FRIKEE (Passive Attack) EFESS,
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3.1.2.4. EEHDHRAT—I I+ —H—IZLBER

ARX—hI4tFa) T DEE WERDY—\—tFa) T4 DEE

-

AR—hTHY F—n—
W
EEHDAT—IIHY
ach | | _USB 15—
debug
\ %

l Web i
! H—EX :

3.1-7 BEHDRAI— I I+0A—Y—NT7TVERET S

Android R¥—krI+> QD7 TUYRKICEWTIE, — 1 —F—ICRHLTT7TUERKE. BT 2REPH#EN LR
[CIRBIN TS, RIFESN TV ASHEED R TH, 1512 ADB EMEIENSFEELI-T /AT BEEL., EETHRI D E%-
BELLGFIATEETHY . COHEEICKY Android RYX—hTA4>21—H—(F OS BT AT T IBHITAES
BITITIENTED,

3.1-7 ITRT &SIS. BEHAIRAY— I 1—H—(L ADB ED TN\ I HEEFIALTTTUEREITL. 77
UAEZBIEREEOCHEEEEICT IV EALESET D, 7TUMNMERLEENI—F—BEDLOTHDHEEICIE
BIRELLLHENN, TTYA—H—F 21— — LN DRT ORI T —DEETHDHIEEICHBELGD, CDESITR
Y—r 74 DA—F—BENEBEEEZR>TTTINDEELEIENH D EITLIENBETS,
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3.1.2.5. RAX—bFI740DiELIZWVBE=ZFIZLSHER

ARX—hI4tFa) T DEE WERDY—\—tFa) T4 DEE

AX—bkT+2DELIZINS
EEHLIE=F

! K Lo :
: 18T P !
] N I 1 R ]
4 RY—hT+Y Iﬁzig\ H—n—
i i i Web i
! L H—EX) |
! N J Lo :

3.1-8 RX—rI74V DELIZNSEBEHIE=ENTTVEKRET D

AY—hTAU (T ZDEFTHED BEAO, Bluetooth F DA IR EIRBEHAELTIZEREL TLAIEN S, MEMIC
AX—hrIAVDELIZVSBEHIFE=ZENLHEBINFLILABTNTILSHEN, HBE LA —HF—AA NG
DNNRAT—FREFHLIZRERLEY. K 3.1-8 IZ5RT K5I, Bluetooth BIEHEEZEF DT TVICHLT
Bluetooth T7V ALY AX—+ T+ BREZRALZYBIELIZVT 5, AT —h I+ BEDHEPLIEIC
DNWVTIH. EBEDEEINDAY—R I+ AN L— YIS HESRINEREL TV SEREEN KON TLEIBE
THY. 7TVERADEBTRAIINTLESZLLHLD TEENRET,
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3.1.2.6. #%ARIGER

ARX—hI4otFa) T4 DEE WERDY—\—tFa) T4 DEE

AT—h, AL DELIZLNS i
EEHIE=H !

i K% |
; Ll |
1 N N :
| [ xe—tTr ) ' AT
: Mg ( ) WwE :
| Market| << M - Web |
! > — y ARy {ﬂ—t“x :
| GG 2 ko —H EDBEHLE=E i
i g_ BEHDATI—ITAU 1 i
9 L —_H— | 1
} 22m USB S |
L 1—— Ll ® L :
: sO debug ro |
: \ J Lo :

3.1-9 RAR—r 7407 ) IR LEHEBIZELShTNVS

3.1-9 [EFCMFETHRBALIEBRBZFVLEEEDICLERTH D CDKIIRI— IV T7TIERYELERBICIE
BRELOLHY. CORIFZTDTARTEESTHLTLDLDOTIFAEL, B2 DFEHRINEIZELY . Android 77U%E
MYEBCEBICOVWTREZELD. 7T) DX a7t - Fa7a3—T1V T ITSENLTUKB AR ETH D, —
BHEFEABRRT—L Ao X TAIBEIMERLIZROXELRAT— LIV DBBICDOWTRILDIERE
RHLTLEDTSEITLTULVZELY,

[RAR—FIA2 &ATUYLDEBFAICET A X)) TAHARTA2] [E—hR (EREERINERR) ]
http://www.jssec.org/dl/quidelines2011_v1.1.pdf

http://www.jssec.org/dl/quidelines2012Enew_v1.0.pdf (English)

[RR—FTA YT =X 2 ) TAREHAR] [F—hR]
http://www.jssec.org/dl/NetworkSecurityGuidel.pdf

[AR—R AV DEBFBIZBITE959RERAAR] [ B iR]
http://www.jssec.org/dl/cloudguide2012_beta.pdf

[MDM E A -ERRFHARIE—hR]
http://www.jssec.org/dl/MDMGuideV1.pdf
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3.1.3. BEDFELARERRK

BIETE CTTHEHRLIEY Android RY—hIAVICIIFRARGEBRBDFET 5. TNOBEMNS. TTIVARITRT
DEEERET S LML RAREITHDNSERMORMIBRFLENRBTIZENH S, £DT=8. Android 77
FAREX. TTIBNBIEEDEEECERINIMEL AN EHIBELELL-BEAEICSLT, BEICHT IR
BEMNRERFTDENREIZLS,

BEBORERRERDD-D. TTIBNBIENTNDEEIIOVNT, TOEEE - REICEHT DIERIRN - HE
RARDOZE -FRE (GOLUER OHSMEBEFRLLEEZRELLT. EEZLEL. 7 EBICREREROLAIL
EEDD. M ENENDEEZEDEIITRVD, EQXILGREERT NERDIFIMBELLD, COSEIT
TIVRFEE (GOLER) ELTEEZEDISITRWNRET INEEDIEEZDLDTHA=O. 7T IFRRE
(FFHEB) AENENDEREIEDLET. PEAEORAKENBTEEDIVENH D,

SEFTIT. AHARNZBTEEEN B EREREDOLANILELUTICSRY,

R 3.1-5 EESBLAEBREEREOLAIL

L] EOLA)L
BEENREICH--HE. HBFEIFE |- Android OS
ADEEICHAmMFE - (FIERNTEES root
H=25LD APK  dex
) EENBEEICHHI-5E . B%EH
DNEEEFRMTERAEDILANIL

- UX

L2 BENBEICH--HE. HBFEIEME |- Android OS
ADERNEXRGEEEH-2DL0D
B BEENEEICHo-IHE . LMl |- UX
DFEMNBIEL. BEITRELTRIF
TLAL
BENREIZH--5E. HBFEIFE |- Android OS S—
ADEBRENGEZEEH-2H5LD
) EENBEEICHI-HE . JEMH |- UX
DHFIHEEEZFEIN. HOE
RICKYFEDOHTADRIEEGZL A
1%

HEINMAO AT

 —

AHARICHTEEENFEEFREREE. EABMIZIL root RN EDLNATLVELEF 174 Android SHRFHIR
&L, Android OS DEFa)TAETIILEFRALI- XA TAEREREICL TS, EFEMICIK. EESETE
RILRIVUTOEEIZK LT Android OS DtFa)TETILHEEEL TSI EZRTIRIZ. Android OS D&+
A)TAETINEFRALERERRERELTV S, —A. SELANIILDOEEE, root ERNERINKELSD
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BB, APK RHT - BUEIC KB E LV o T=, Android OS DX TAETILHAHEONTIZIRETORENSE., R
ENVELGEETHAILEBELTND, COLILEEETFSH=OHIZIE. Android OS DEFaYTAETILAERT
FRLRLESH BSE #FEE. RV T7XR. N\ —XRLGEEROFEEHA SO E TEELIHHEE
T5, CNIEHARXEIZERICE T D LS5/ I TIRZLL, BRI ORRIZHEC CEY G EER L EL ST
OXRAAFDRENEL TV, root HEREEAN S DINE XS APK T - BEHE DS ELGHEIIH T HRENVE
55 E (&, Android DT Z EEEHIFLWEX ) T EMRICEHR T AL HE8DT 5,

3.1.4. U TATER

AAARDINLBEOXEICEWTEREELZ Lo o TIRERIERBL TN D, BIEITRALSITTTUH
HOERDIEREECLICEEDLANILORERRDOLANLZHIEFLE T NIEESRE,
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|3.2. ANT—ANREMEHTTS

ANT—EDREUFERITE O ELEBRMTHRDOBEVEX 2 7a—T 17 B TH D, TATSLICANSNS
T—AD55, KEENEEMN. BENICTOT—IDBEREARETHIIDEIT AT ANT—E20REMHE
FEABETHS, LT, Activity 2705 SLIZRILT, Intent ZANT—RIZRITHIGEEZHIZLT. ADT—
ANEEMHEEDEYAIZDOVNTHERT S,

Activity D2 I(TER o7z Intent [SIEFREENMMI LT —INEEN TV SAEEENH D KEZILTOISTHE
ELTWVEWVER - EOT—4%EUMIF5IET. 7T)DREBEEZSZEL. BRELTEASHDEF LT HEE
HLIEEIDTHD, I—F—IHBED— AERYRIIEEENTITLSEL,

Intent [ action 4> data, extras HE DT —RATERINS D, WEEHLFERIGEL T —2 (T X TREMITEIT
NIXESHEN, HMBEENGIE B RER T —42Z /53— KT T ROFBIEFHEILLITNIELZSEL,

(@) RITES-T—2&E. TR SIHBELEZERATH> T, EIFEEDEHERNITIE->TLNSM ?
(b) BELTLWAEX EOHLPET—2EZITI>TH. TDT—RZHRII—FIEENOBEL LGV EREE
TEHN?

RDOFIEIETE URL D Internet LD Web R—I D HTML ZEEL. BE LD TextView IZRTTAETDE
BEYUTILTHS, LHALINIZEFEELHS,

Internet £ Web R—=M HTML %Z TextView (CFRIDP>TIILI—R
TextView tv = (TextView) findViewByld(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getintent().getStringExtra(" WEBPAGE_URL");
URL url = new URL(urlstr);
isr = new InputStreamReader(url. openConnection(). getinputStream());
while ((read=isr.read(text)) != -1){
tv.append(new String(text, O, read));

}
} catch (MalformedURLException e) { ...

(@®DE mTlurlstr AIELLY URL THS1ZEHF new URL()T MalformedURLException MEAE LGN EITKY
HEZEL TS, LALINIET+5THY. urlstrizlfile://~ 1B D URL BNEE SN S & Internet £ED Web RX—
TR A IZAIVRTLEDT7AILERNT TextView IZRRLTLES, 7O SINEEL-EIMEZ R
SELTULVEL =8, (b)DE mZEimT=LTLVELY,

RIFBEFITHD, QDE R Tlurlstr (EIEFRD URL TH-T. protocol [E http Ff=1& https [(CRRESNSI1ZE
FHDRALTWS, ZnIZkY(b)DE A TH url.openConnection().getinputStream() T Internet ##H ®
InputStream ZHG3 A EMRIEEN D,
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Internet £ Web R—=M HTML %Z& TextView (CFRT DY > T )L 11— RDIEIER
TextView tv = (TextView) findViewByld(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {

String urlstr = getintent().getStringExtra(" WEBPAGE_URL");

URL url = new URL(urlstr);

String prot = url.getProtocol();

if ' “http ".equals(prot) && ! "https ".equals(prot)) {

throw new MalformedURLEXxception(“invalid protocol");

}
isr = new InputStreamReader(url. openConnection(). getinputStream());
while ((read=isr. read(text)) =  -1){
tv.append(new String(text, 0, read));
}

} catch (MalformedURLEXxception €) { ...

ANT—E2DREMHESE(X Input Validation EEIENIEBNLE X2 T7a—T4V T EETHD, Input
Validation EVWSEEDERENSQDERDAREMFTTO)DEREENTLENDETHD, T—2ETRIS
LICASTEREETIRAL, TAT S LN EDT—EMES IEZITHEENFEET DI LICREMFTOZEL,
TE URL LB VS EICLTLM=EE =0,

IPA T&X27705 53R
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/clanguage.html
JPCERT CC lJava ¥ a7a—T4>49 A2 %—F CERT/Oracle kil
http://www.jpcert.or.jp/java-rules/

JPCERT CC lJava Android 774 —>aVBFEADIL—ILDOEH |

http://www.jpcert.or.jp/java-rules/android-j.html

B

B
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4, REITTH/0O—%TFATS

Android TE Z [ Activity 5 SQLite &, 79/00—4IZEF ) T8 ADEEWNSEDONH D, T5L=tF
A TADBEMSTCERET. a—T 12 J LTS ER DL BIETEHEDOKYZATLESIZ LN H D, COETIIFHAH
EFH Android OT0/00—%FAT S —UERELIREEZRD.

| 4.1. Activity ££%-FIET3

4.1.1. Yo7 )La—k

Activity BEDKSICFIASIN B ML T, Activity 22RO BEULIHHFENELS, TR,
Activity BAEDXSITRIAENBMEVSE R T, Activity & 4 DDA T 125358, ROFIFEITA—ITL>THER
3% Activity BEDFLTTHANEHITED, GH . EOLIBHAFER AT HMN I > TEUEFHEF BRANR
F51=8. Activity DFIBAIOEEC DLW THLEHLETHBET 5,

(e )

THRESHO
ZTVIFRERDHS

\ 4 A\ 4
Private Public Exclusive Proprietary
FEN B Activity A B Activity IN—F—RE Activity B 1R E Activity

B 4.1-1
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4.1.1.1. FELBE Activity 245 -FIBET 5
JEAF Activity [E. RI—7 7R TOHFIRENS Activity ThHY . Bo2E3REEDE L Activity TH S,

B—77UREITTRHRASNS Activity GE2ABA Activity) £FIBT 2%, ¥5RAEIEE T HBTH Intent ZFE X
(X2 THETTIIZ Intent ZEELTLESIZEMLLY, 72120, Activity ZEUHTEIZERT S Intent (XFE=
FIZEOTHRAMONDIBENIH D, FDT=. Activity [IZIEIET S Intent [TEL U TAITHIERERINT HI5BIC
X, ZDERNIBEDOHIE=BICHRAMONDZZENENESIC, B EEERTI2HENADH S,

LATFIZIEA R Activity 242 BIDH 7 )ILa—KERT,

KLU M (Activity Z463):

1. taskAffinity ZfE LA

2. launchMode ##EELALY

3. exported="false"IZ&Y ., BARMIZIEARIERTE TS

4. R—7F)M50 Intent THoTH. Z1E Intent DELMEHERT S

5. FAXRT7IVER—TTITHEMb., £ T4 ERERELTEL

Activity ZIEABIRTE T BIZ(. AndroidManifest.xml @ activity E&® exported Bit% false LEET 5,

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.privateactivity"

<I-- 1 taskAffinity -—->
<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- Activity - >

<!-- 1 taskAffinity - >

<!-- 2 launchMode ->

<!I-- 3 exported="false" - >
<activity

android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

<!-- Activity - >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
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</intent -filter>
</activity>
</application>
</manifest>

PrivateActivity.java
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PrivateActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.private_activity);

I 4 Intent

1" 32

String param = getintent().getStringExtra("PARAM");
Toast.makeText(this, String.format(" %s

}

public void onReturnResultClick(View view) {

I 5

Intent intent = new Intent();
intent.putExtra("RESULT", " ")
setResult(RESULT_OK, intent);

finish();

Intent

", param), Toast.LENGTH_LONG).show();
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RIZIEAE Activity ZFIRT SR YT ILa—KERT,

KA MActivity ZFIFAT3):

6. Activity [Z%E{E9 5 Intent (21X, 754 FLAG_ACTIVITY_NEW_TASK Z&%E L%
7. BE—77VURA Activity (95 RIEEDEATRE Intent THEUHT

8. FAXTIIVER—TTITHEID., B TATHBEREZELTHELLY

9. E—77UA Activity hoD#EREHRTH>TH. RET2DREMEHRETD

PrivateUserActivity.java
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1,
@Override
public void onCreate(Bundle savedinstanceState) {

super.onCreate(savedinstanceState);
setContentView(R.layout.user_activity);

}
public void onUseActivi  tyClick(View view) {

Intent intent = new Intent();

I 6  Activity Intent FLAG_ACTIVITY_NEW_TASK
1 7 Activity Intent

intent.setClass(this, PrivateActivi ty.class);

1 8

intent.putExtra("PARAM", " ");

startActivityForResult(intent, REQUEST_CODE);
}

@Override
public void onActivityResult(int requ estCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

if (resultCode !'= RESULT_OK) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data.  getStringExtra("RESULT");

V=L RAUR T, 2,6 #ESFLTVRIESZRULTIE Intent NE=FIZHEARMONEIBENLAHEHLITEET S
WENH D, FEMITIL—ILTVvotEsa D 4.1.2.3.4.1.2.2.4.1.23%288BF 5L,
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1 9 Activity

I 3.2

Toast.makeText(this, String.format(" %s ", result), Toast.LENGTH_LONG).show() ;
break;
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4.1.1.2. 2B Activity 25 -FIRJ %

2B Activity (X, FEEZSHOT7TTIICHASN DI EEZEEL: Activity THS, /L7 HEELT Intent &
SIETRBIENHDIEITEENDETH D, £1=. 28 Activity ZFRI BT 25 S, £ET S Intent AL T
FIZRESNE, HEINEHEAWMNDENHIZLITTENVLETHS,

LUTIZAR Activity #4580 H > 7 )La—RERT,
KLU M Activity Z463):

1. i Intent DREMUZHKET S
2. #WRERIBE. LUIUTAILRBHREEDLE

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.publicactivity"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:min SdkVersion="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- Activity - >

<activity
android:name=".PublicActivity"
android:label ="@string/app_name" >

<!-- Action Intent Intent Filter - >
<intent -filter>
<action android:name="org.jssec.android.activity.MY_ACTION" />
<category android:name="android.intent.category.DEFAULT" />
</intent -filter>
</activity>
</application>
</manifest>

PublicActivity.java
package org.jssec.android.activity.publicactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PublicActivity extends Activity {

@Override
public void onCreate(Bundle savedinstanceState) {

44 All rights reserved © Japan Smartphone Security Association. Activity 75 - FIT 5



rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;J:-!P:RNTPHON[ Android 77')@t:Fnggé-f't#l?:l_?’f‘/ﬁ«ﬁ"f F\ 2013 ﬂE 4 H 1 E Hﬁ

super.onCreate(savedInstanceState);
setContentView(R.layout.main);

I 1 Intent

1 Activity

I 3.2

String param = getintent().getStringExtra("PARAM");

Toast.makeText(this, String.format(" %s ", param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick(View view) {

I 2
1 Activity
I

Intent intent = new Intent();

intent.putExtra("RESULT", " ";
setResult(RESULT_OK, intent);

finish();

All rights reserved © Japan Smartphone Security Association. Activity €5 -FIHT 5 45



SECURITY

l|||| ;J:-!P:RNTPHON[ Android 77')0)"2#17%&%{'"t'*l?:l_?’fyﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

RIZAR Activity ZFRIRT2RI0Y > FILa—KETRT,

KLU M Activity ZFI T 3):
3. UV TAIRERESZEL TGS
4, WHEREZITMSGE.BET—ADREUEHERTS

PublicUserActivity.java
package org.jssec.android.activity.publicuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);

}

public void onUseActivityClick(View view) {

try {
1 3
Intent intent = new Intent("org.jssec.android.activity.MY_ACTION");
intent.putExtra("PARAM", " ");

startActivityForResult(intent, REQUEST_CODE);
} catch (ActivityNotFoundException e) {
Toast.makeText(this, " Activity ", Toast.LENGTH_LONG).show();
}
}

@Override
public void onActi  vityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

1 4
1 3.2
if (resultCode !'= RESULT_OK) r eturn;
switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

break;

Toast.makeText(this, String.format(" %s ", result), Toast.LENGTH_LONG).show();

46 All rights reserved © Japan Smartphone Security Association. Activity 75 - FIT 5



Jsj:.lp:nNTPHou[ Android 77')0)'&#17:126[' 't'$17:| T’f-/a jJ’fI“ 2013 ﬂE 4 H 1 Emi
rommmon  http://www jssec.org/dl/android_securecoding.pdf

4.1.1.3. /"—hF—BRE Activity ZE5-FIAT S

IN—FF—BRTE Activity X, BED T TVEITHASFIETES Activity TH B, /\—hF—ZEOT7T) BT T
NEELTURATLEERL, N—hF—7F) EDORB TS EROHEELTA=-OIZFIRASN 5,

Activity ZIFEUHTRIZERT S Intent (EFE=ZFICE>THRAMONEZEBNNH D, TDT=8H. Activity ITIEET
5 Intent T TAIREREERMNT DB EICIE. ZOBEBRNBEDOHIE=ZFICHEAMONDIZEDHESIZ,
BULGRIEEERTIDLENHD,

LLFIZ/A—RF—RE Activity ZE2BID YT ILa—RERT,

KA M (Activity 2463):

1.

2
3
4.
5
6

taskAffinity ZgE LAY

launchMode ##EREL%LY

Intent Filter ZE &L
FATTTIDOERAENRT AR RMNIBHFIN TSI EEHERTS
IN—bF—=TFTUMBD Intent TH-OTH. %‘E Intent DREMEHERT D
IN—hF—F7TVIZBRLTEUVERIZRY R EL TKLY

HRIOARN)RMNERWE7ITYDRERAEIZDONTIE. T14.1.3.2 FIAT7 IUEHERT 1288 52E, £k
DAR)AMIIEET ARALETT)DIEBAE N\ AEOHERAEILXI5.2.1.3 Z7TUDIRED /v 1 {ELHE
RIEIHEIESETDHILE,

AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"

package org Jjssec. android.activity.exclusiveactivity"
andr0|d.ver5|onName "1.0" >

<uses sdk android: minSdkVersion="8" />

<!-- 1 taskAffinity -—->
<application

android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- Activity - >

<!-- 1 taskAffinity - >
<!-- 2 launchMode - >
<l-- 3 Intent Filter - >
<activity

android:name=".ExclusiveActivity"
android:exported="true" />

</application>

</manifest>
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ExclusiveActivity.java
package org.jssec.android.activity.exclusiveactivity;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import and roid.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class ExclusiveActivity extends Activity {

I 4

private static PkgCertWhitelists sWhitelists = null;

private sta tic void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

1 org.jssec.android.activity.exclusiveuser
sWhitelists.ad d("org.jssec.android.activity.exclusiveuser", isdebug ?

// debug.keystore "androiddebugkey"

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :

I/ keystore "partner key"

"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

I/
}

private static boolean checkPartner(Context context, String pkgname) {

if (sWhitelists == ull) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

}

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

I 4
if (IcheckPartner(this, getCallingPackage())) {
Toast.makeText(this, "

finish();
return;
}
1 5 Intent
1 3.2
Toast.makeText(this, "
}
public void onReturnResultClick(View view) {

I 6

Intent intent = new Intent();
intent.putExtra("RESULT", "
setResult(RESULT_OK, intent);
finish();

", Toast.LENGTH_LONG).show();

Intent

", Toast.LENGTH_LONG).show();
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}

PkgCertWhitelists.java
package org.jssec.android.shared;

import java.util. HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boo lean add(String pkgname, String sha256) {
if (pkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "™);

if (sha256.length() != 64) return false; // SHA -256 32
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", "™).length() != 0) return false; // 0 -9AF

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
/I pkgname
String correctHash = mWhitelists.get(pkgname);

/I pkgname
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "™);
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
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if (pbkgname == null) return null;

try {
PackageManagem = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException €) {
return null;

}

}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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RIZIS—bF—RTE Activity 2RI BT 2BIDH T ILa—KERT . ZZTIX/S—hF—RE Activity ZFFUH 4

EREHAT S

RAU M Activity #FIAT3):

7. taskAffinity Z#E LA

8. launchMode ##EE L%

9. FAL/N—FF—RRE Activity 7T DFEAENHRTA M) RN BHIN TSI LEHRT D
10. Activity IZ32159 5 Intent [Z1E. 754 FLAG_ACTIVITY_NEW_TASK ZE&E LAY

11. FAXN—rF—BE7TJIZEHRLTRUMERICIEYEELTELY

12. BAREY Intent (&Y /A—rF—RTE Activity ZIFUH T

13. startActivityForResult()[Z&Y/S—kF—BRE Activity ZFEUH 3

14, N—rF—RET7 TN DFHERERTH>TH., 218 Intent DL LMEHERT S

RIAMIRNERW 7T ORERFEICONTIE. 14.1.3.2 MIARTTIVEHERT H1288THIL, F=. 7K
TARIRMNIEET DR ALETTIDERAE/ N BEORER S EE5.2.1.3 PTVOFRAED/ v 1 ELXHE

BRI DAEIESBIHLE,

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.exclusiveuser"

<I-- 7 taskAffinity -—->
<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<I-- 7 taskAffinity - >
<!-- 8 launchMode - >
<activity

android:name=".ExclusiveUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category an droid:name="android.intent.category. LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

ExclusiveUserActivity.java
package org.jssec.android.activity.exclusiveuser;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;
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import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Conte  xt;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class ExclusiveUserActivity extends Activity {

1 9 Activity

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

1 Activity org.j ssec.android.activity.exclusiveactivity
sWhitelists.add("org.jssec.android.activity.exclusiveactivity", isdebug ?

// debug.keystore "androiddebugkey"

"OEFB7236 328348A9 89718BAD DF57F544 BABGE BODB34BC 1E29DD26 F77C8255" :

Il keystore "my company key"

"D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA");

1 Activity

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

}
private static final int REQUEST_CODE = 1,

1 Activity
private static final String TARGET_PACKAGE = "org.jssec.android.activity.exclusiveactivity";
private static final String TARGET_ACTIVITY = "org.jssec.android.activity.exclusiveactivity.ExclusiveActivity

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

}
public void onUseActivityClick(View view) {
I 9 Activity

if (IcheckPartner(this, TARGET_PACKAGE)) {
Toast.makeText(this, " Activity " Toast.LENGTH_LONG)
show();
return;

}

try {
Intent intent = new Inte nt();

" 10  Activity Intent FLAG_ACTIVITY_NEW_TASK
" 11
intent.putExtra("PARAM", " "):
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1 12 Intent Activity
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);

1 13  startActivityForResult() Activity
startActivityForResult(intent, REQUEST_CODE );
}
catch (ActivityNotFoundException e) {
Toast.makeText(this, " Activity ", Toast.LENGTH_LONG).show();
}
}

@Override
public void onActivityResult(int requestCode, int resultCode, Intent da ta) {
super.onActivityResult(requestCode, resultCode, data);

if (resultCode !'= RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

1 14 Intent
1 3.2
Toast.makeText(this,
String.format(" %s ", result), Toast.LENGTH_LONG).show();
break;

PkgCertWhitelists.java

package org.jssec.android.shared;

import java.util. HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boo lean add(String pkgname, String sha256) {
if (pbkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

if (sha256.length() !'= 64) return false; // SHA -256 32
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", ").length() != 0) return false; // 0 -9AF

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkghame) {
I/l pkgname
String correctHash = mWhitelists.get(pkgname);
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/I pkgname
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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4.1.1.4. B#HRTE Activity Z/E5-FIAT S

B

7__

1 IRE Activity (. BHLUANADTTUNSFIRSNEIEFE1ET S Activity THS, EROBHRTTITOR
LEERL. BT T RSIEROEEEETH-OICFIASNh D,

Activity ZIEUHTRIZFEAT S Intent [TE=ZFICE>THRAMDNEZBNNH D, TDT=8. Activity ITIEET

%

Intent I2E L TATRERERMNT DEEICE. TORRVBEEDHIE=ZBICHAMONDHEDHESIZ,

BUERGERET DBENDHD.

LITFIZBE#RE Activity 25RO YT ILa—FERT,

KA M (Activity 2463):

1.

0 O N OV A WN

¥ B E % Signature Permission ZE&9 %

taskAffinity ZgE LAY

launchMode #EXEL%LY

¥ B E % Signature Permission ZEREE TS

Intent Filter ZE &L

¥ B E % Signature Permission NBE#T7IVIZKYEERIN TSI LEHERT S
B#T7TUDLD Intent THHTH. Z{E Intent DREMUEHERT D
FMATTIVEBEHTTITH LD B, T4 ITREREREL TR
FMAX7II)ERCHKERTAPKZELT S

AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmlIns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.proprietaryactivity"

<l-- 1 Signature Permission - >

<permission
android:name="org.jssec.android.activity.proprietaryactivity. MY_PERMISSION"
android:protectionLevel="signature" />

<!-- 2 taskAffin ity -—->
<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- Activity - >

<I-- 2 taskAffinity - >

<I-- 3 launchMode - >

<l-- 4 Signature Permission - >
<l-- 5 Intent Filter - >

<activity

android:name=".ProprietaryActivity"
android:exported="true"

56
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android:permission="org.jssec.android.activity. proprietaryactivity. MY_PERMISSION" />
</application>
</manifest>

ProprietaryActivity.java
package org.jssec.android.activity.proprietaryactivity;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os. Bundle;
import android.view.View;
import android.widget.Toast;

public class ProprietaryActivity extends Activity {

i Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.activity.proprietaryactivity.MY_PE RMISSION";
)

private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
/l debug.keystore "androiddebugkey"
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";

}else {
Il keystore "my company key"
sMyCertHash = "D397D343 AS5CBOF 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA";
}
}
return sMyCertHash;
}
@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

1 6 Signature Permission
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission " Toast.LENGT
H_LONG).show();
finish();
return;
}
1 7 Intent Intent
1 3.2
String param = getintent().getStringExtra("PARAM");
Toast.makeText(this, String.format(" %s ", param), Toast.LENGTH_LONG).show();

}

public void onReturnResultClick(View view) {

All rights reserved © Japan Smartphone Security Association. Activity €5 -FIHT 5 57




rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| JSJ:JP:RNTPHONE Android 77') a)t:FJTEQE'[' " "z*l?j_?’f‘/ﬁ«ﬁ"f N

20134 4 A1 BiR

I 8

Intent intent = new Intent();

intent.putex tra("RESULT", " ")
setResult(RESULT_OK, intent);

finish();

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

1 Signature Permission
if (pi.protectionLevel I= Permissioninfo.PRO TECTION_SIGNATURE) return null;

/I sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManagem = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

* Ak 9% Eclipse M5 APK % Export 35&E 2, FIAT 7T ERICHAEER TAPK ZERT D,

= Export Android Application SRR X

Key alias selection @

@ Use existing key

Alias: [myoompany key | v]
1

Password: eeeeeee|

*) Create new key

R TS —e—
B 4.1-2
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RIZB#RRE Activity ZRIATHBIDH L TILa—FETRT . CCTIEBHRRE Activity ZFFU T AEEHAT

éo

KLU M Activity ZFI T 3):

10.
11.
12.
13.
14.
15.
16.
17.
18.

¥ B E 2 Signature Permission ZF|AEE Y5

taskAffinity ZgE LAY

launchMode #5EL%LY

¥ B E % Signature Permission NBE# 7 IVICKYTERIN TSI LEMERT S
FMAXTTIDOIRAENEHDOIIBAEZTHILEHERT S
FMAXTIVEEHRHTTITH LIS, T4 ITREREEELTELL

BARE Intent IZKY BHIRE Activity ZMEUH T
BHT7TIUDLDBERBFHBTHo>TH, Z{E Intent DREMEHERTD
FMALET7TI)ERLCHEKERTAPKZELT S

AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmIns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.proprietaryuser"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:mi nSdkVersion="8" />

<!-- 10 Signature Permission - >
<uses permission
android:name="org.jssec.android.activity.proprietaryactivity. MY_PERMISSION" />

<I-- 11 taskAffinity -—->
<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!I-- 11 taskAffinity - >
<l-- 12 launchMode ->
<activity

android:name=".ProprietaryUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</ activity>
</application>

</manifest>

ProprietaryUserActivity.java
package org.jssec.android.activity.proprietaryuser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;
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import android.app.Activity;

import android.content.ActivityNotFoundExcept  ion;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class ProprietaryUserActivity extends Activity {

1 Activity

private stati ¢ final String TARGET_PACKAGE = "org.jssec.android.activity.proprietaryactivity";

private static final String TARGET_ACTIVITY = "org.jssec.android.activity.proprietaryactivity. ProprietaryActi
vity";

1 Signature Permission
private stati ¢ final String MY_PERMISSION = "org.jssec.android.activity.proprietaryactivity. MY_PERMISSION";

1
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null)  {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"
sMyCertHash = "0OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
I/ keystore "my company key"
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;

}

private static final int REQUEST_CODE = 1,

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

}

public void onUseActivityClick(View view) {

i 13 Signature Per mission
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission " Toast.LENGT
H_LONG).show();
return;
}
1 14
if (IPkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText(this, " ", Toast.LENGTH_LONG).show();
return;
}
try {

Intenti ntent = new Intent();
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" 15
intent.putExtra("PARAM", " "):
I 16 Intent Activity

intent.setClassName(TARGET_PACKAGE, TARGET_AQTjVI
startActivityForResult(intent, REQUEST_CODE);

}
catch (ActivityNotFoundException e) {
Toast.makeText(this, " Activity ", Toast.LENGTH_LONG).show();
}
}
@Override

public voi d onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

if (resultCode !'= RESULT_OK) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

1 17 Intent

I 3.2

Toast.makeText(this, String.format(" %s ", result), Toast. LENGTH_LONG).show/();
break;

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

I Signature Permission
if (pi.protectionLevel I= Permissioninfo.PRO TECTION_SIGNATURE) return null;
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/I sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException €) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {

if (pbkgname == null) return null;

try {
PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;

}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));

}
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return hexadecimal.toString();

*RAk 18% Eclipse h'5 APK % Export $5EEI2, FIRKET T ERUHMREERTAPKZERT 5,

Key alias selection @

@ Use existing key

Alias: my company key vl

Password: eeeeeee

() Create new key
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4.1.2. W—ILTvY

Activity Z4EBFE . F1-1F Activity [Z Intent ZEET BRRIZIZLLTDIL—ILESFRIE,

1. 7F7VRTOAERT S Activity I(EIEABRET S (WH7E)
2. taskAffinity Z#5ELALY (78)
3. launchMode ##EEL%LY (H7R)
4. Activity [TE{ET S Intent 21X FLAG_ACTIVITY_NEW_TASK #E&ELALY (Wh28)
5. 2Z{S Intent DREMEHEDRTS (WH7E)
6. ¥EEZ Signature Permission (&, B# 77N ERLICLEHELTHATS (WH7B)
7. BERBHEEZETHEICK BREETIINSOBRBRFRISTIET S (WH78)
8. FIA% Activity N EE TES5E XBATRA Intent T Activity #FIAT 5 (Wh28)
9. AL Activity Mo DRY Intent DX E1EZEHET S (WH78)
10. st DBHET T EEHET HIHEEFIFAL Activity RIS (WH78)
1. BEEZ-RMICIRBTIIEEICIE. TOEEDRKOREKELHIETD (WH78)
12. U TA4TLERITTEDRY ESLLY (HE2R)
4.1.2.1. 7TIVRNTOMMERT S Activity [XIELBAEET S (WH7E)

B—77UANSDOHFIAEINS Activity (ZHED 7T HS Intent 2 (TERB BB, 2D K57 Activity
TIIRAEES Activity ZIRET 5 Intent ZEELLENIEMNZ LN, CD K54 Activity (FBARMIZIEABREREL.
JE2AFR Activity &9 5,

AndroidManifest.xml

< -- Activity  -- >
<!-- 3  exported="false" -->
<activity

android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

B—7TURAISDHFIFBENS Activity Tl& Intent Filter #5%B 3 5 L54%EHEL TIEAS%LY, Intent Filter
DEE L. B—7F)VADIELAR Activity Z EFUH 3 DHYTH, Intent Filter BTV HLI-EEIZERKE T
77D Activity ZFEUHLTLES AT REM 855, FMIE. 7R/ AR4.1.3.1 exported RTE L intent-filter
BEDHAEDOE (Activity DIEE)IZSBTHL,

AndroidManifest.xmIGEHEEZ)

<!-- Activity - >
<!I-- 3 exported="false" - >
<activity

android:name=".PictureActivity"
android:label="@string/picture_name"
android:exported="false" >

<intent -filter>
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<action android:name= "org.jssec.android.activity. OPEN />
</int ent-filter>
</activity>

4.1.2.2. taskAffinity ZsE LG (WH7H)

Android Tl&. Activity [EARVIZE>TEEIN D, FRVD AT, JL—b Activity DEFDT7I4=T1IZ&> TR
EIND, —ATIL—LLUSD Activity IZEALTIE, FTE T 23R UMD T I4=TA1Z (T TIXRESNT . Activity D
EHE—RIZHIRTET 5, S5 74.1.3.4 JL—F Activity [TDWTIZSEBT S,

T 74 ILRRETIER Activity (/X0 —DRBETI4=T4ELTE D, TORER . FRVETTITEIZEIY EH TS
NEDT.RA—7TIVRADETOH Activity [ERI— 2R VICAIET 5. FRVDEIYETEEERET HICIE.
AndroidManifest.xml ~D BRI T T4 =T 5BR %0, Activity ITEET D Intent ND TSV /REFT NIE &KLY,
=L AR IDEY U TEERLIBE X BS54 RVIZET 5 Activity [IZEX{ELT: Intent 2R 7 TV Ik>TH
HHEELAREELH D,

UL TATHBEREESDEE Intent BLUZIE Intent ORBEHZRAWMONBNESICT BIZIE.
AndroidManifest.xml R® application EZRFH LV activity E3 T android:taskAffinity Zi8E €3 . T 74

WY T—DRER-)DFERITTRNETH D,

LUTFIZIEAR Activity OEREIEFIABRIIZE 175 AndroidManifest.xml R,

AndroidManifest.xml
<!-- 1 taskAffinity - >
<application
android:icon="@drawable/ic_launcher"
andoid:label="@string/app_name" >

<!-- 1 taskAffinity - >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>

<!-- Activity  -- >

<!-- 1 taskAffinity - >
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />
</application>
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BRADET I4= T4 DM AEER L. TGoogle Android 7045324 A1 2, 5L\, Google Developers
API Guide “Tasks and Back Stack”3Mfi#zi & &1 4.1.3.3 Activity [ZE{ESNh B Intent DEEAEY 1. 14.1.3.4
JL—k Activity IZDWTIES BT BIE,

4.1.2.3. launchMode ZiEE L% (h78)

Activity DFEEIE—R &L, Activity ZFEUHTBERIZ, Activity DAV AEVZADEFRBRERL. FRIDFRERE
HEHTB=ODNHRETHS, T I+ ILIERE (X standard" TH S, "standard”s%E Tl&. Intent #E>T Activity
FREVHTEEITEBITFHRAORIVRAEFER L, AR VXV H LA Activity DBAET 2R TIZHELY, FFRIZAR
IMEBIND LN ZRIDFRICER SN DL, FUHLICHEST: Intent AR D7 T S EEA Y AT BEIC
75, FNDEH. Lo T14ITEERE Intent ITETIEAIZIE. Activity DEEIE—RIZIX standard" 2B\ RE
THb.

Activity D#EE—F [ AndroidManifest.xml NIZT android:launchMode TEATRMIIZER ERIRETH A M. L
SENEAICELY. £ Activity IZXL T android:launchMode ##EH 3 . [EX T I74/LDEFE "standard” &9 %
RETH,

AndroidManifest.xml
<l-- 2 Activity launchMode " standard” - >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:n ame="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>

<I-- Activity - >

<l-- 2 Activity launchMode " standard” - >
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />
</application>

14.1.3.3 Activity [T3EEEN D Intent DERAEY 1. 4.1.3.4 JL—hk Activity IZTDWTIZSRTHIL,

4.1.2.4. Activity IZ%{E9 5 Intent 1213 FLAG_ACTIVITY_NEW_TASK ZE&E LAY (»78)

Activity DFZENE—NR(F startActivity() & AL & startActivityForResultODEITHRIZEERT T HZEMNARETHY .

25T, B, BREF. B A, (LA, WL, £%. MixZEGoogle Android A4S S35 Al A7 REX—ATAT
—JX.2009F 7 A)
3 http://developer.android.com/quide/components/tasks—and-back-stack.html
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RRIBFRIZEBESNDZEDNH D, TDT=H. Activity DEEIET—FEERTRICERELLGVLIICTILELH
Do

Activity DFEEIE—FEZEE T BIZIL. setFlags()+° addFlags)ZRAL T Intent IZ755 %R EL. FD Intent &
startActivity() & 7= [& startActivityForResult) D 5| $ &9 5, FRVEFHIRMICER T H5-O DT T &
FLAG_ACTIVITY_NEW_TASK T#%%., FLAG_ACTIVITY_NEW_TASK A RESN S & U H SN T= Activity DA
RIMNYIGTSOURHINETAT ISV VREICHEELBVWESIZ. FRICZARIBVERIND,
FLAG_ACTIVITY_MULTIPLE_TASK [X FLAG_ACTIVITY_NEW_TASK LEIRFIZERET D EHTES, CDIFEIC
F.ARIDBDBTHRERIND, EEODRELIRVEERT DHAREELNH D=0, T+ TRERE RS
Intent [ZIERELLBENELSIZT RETH D,

Intent DX/

Intent intent = new Intent();
1 6  Activity Intent FLAG_ACTIVITY_NEW_TASK

intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", " ")

startActivityForResult(intent, REQUEST_CODE);

758, Activity [Z3%{59 5 Intent [Z FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 754 #BARMIZERTET S
ETRRIDERSNIZELTHEDHRBNTEAMONGENLIICTELEZZDNELALL, LHALEAS, CD
HEERVTHLEESINT: Intent DRBZHRAISENFIRETH S, LA > T, FLAG_ACTIVITY_NEW_TASK
DERITEETERETHD,

4.1.3.1 exported FEEL intent-filter FRE DA EHE(Activity DIHFE)I1HELUT4.1.3.3 Activity [TEEFS
3 Intent DEEAERY 1. 14.1.3.4 JL—F Activity IZDWTIHBEBTRIE,

4.1.2.5. ZE Intent DRLMUEHERTD (WH28)

Activity DAL FIZEH>TETFIVRIIZRLEZH, 215 Intent DT—RZNIBT BRIZIE. I ZE Intent DL L
HEHERLLZITNIELRSAN,

2B Activity [IFRBEEZSHEOTTUH G Intent #3Z(TERS1=80. IILO T DK E Intent ZZ (TEDAIREMEL H
%, EE Activity (XEDTTIMS Intent ZEEZ (TS EIEHWL, LMALEI—F7FURD2AE Activity Aith
D7 T2 (TER 1= Intent DT —HEIENB Activity IZERE T 22 ENH D=0, Z{E Intent TESHIZL S
THAHEBEZTIFGELREN,, /A—rF—RTE Activity LB RE Activity (FZDHEDI R THS=0H., PIEYZ
1€ Intent DR LM EHERT ILENHD,

32 ANT—ADREMEHRTH125EBITHL,
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4.1.2.6. JHEEZ Signature Permission (. Bt 77N ERLI-CEEHEZELTRIATS (w78)

B#7IVETISFIATESEHRE Activity #/E5154 . JRE EZ Signature Permission [C&YRELLIT
NIE7%E5%Y, AndroidManifest.xml T® Permission . Permission ZXREE T TIIRELF+HTH
51=8.75.2 Permission & Protection Level JDI5.2.1.2 B EZD Signature Permission TE#7 71 &
BISAEIZSRI S,

4.1.2.7. HRBEBREZRTBEICET BEETITINLOBRBERFBRITIRTS (WH78)
Activity DBATI2&> T, setResult(Z AV THRRIFRZRE T IEOREETTIDERELERD,
Activity BNERIEHRERETHEE . BREEETTINTILII T THAAREELHY  BREBVBEEEH-
THEHLNDERENH D, IEAF Activity LEHRE Activity DIHEF. #ERREXIEBRTT)THA O
REBMOENEHFYDET DBEIFGN /A= F—FRE Activity DI T EZDHEICHET B,

CD &I Activity Mo fERIEREZRTIHESICE REETT)HSDORERFEROFRICERELEFNIEGSEL,

fERIBERERIX T DIHEDH)

public void onReturnResultClick(View view) {
1 6
Intent intent = new Intent();
intent.putExtra("RESULT", " ";
setResult(RESULT_OK, intent);
finish();

}

4.1.2.8. FIRS Activity B EE TEHIHE LR Intent T Activity ZFH7 5 (»78)

FEERAY Intent IZ&LY Activity 2RI AT & &EMIIZE D Activity [Z Intent HNEIESN B H(F Android OS £+
[ZH-2TLES. HELTILDITIC Intent NEESNTLESLBERFRNELD, — A AR Intent [2XKY
Activity ZF|BAT 5L, FEELT= Activity IS A Intent Z2Z{ETHEFLELERMEZ 2 TH S,

WIBEAEE D7 T (D Activity) E1—H—(TBIREEH4HE . RIS Activity 2E2TEISRELEMESZRIT
(X, FIAE Activity [EIHOHILOETETES, ZDELS% Activity ZF AT S5 E(ZIZBATRE Intent ZFIFTRE
TH5,

B—777 URA®D Activity ZBE7RE] Intent THIFET S

Intent intent = new Intent(this, PictureActivity .class);
intent.putExtra("BARCODE", barcode);
startActivity(intent);

a7 DR Activity ZBEZREY Intent THIFEI 3
Intent intent = new Intent();
intent.setClassName(
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"org.jssec.android.  activity.publicactivity
"org.jssec.android.  activity.publicactivity.PublicActivity ");
startActivity(intent);

LD 77 DA F Activity ZBEREY Intent TRIALBEH. BT & Activity 257 TIUNTILDIIT T
HOAREEDH D, SBEE /NN T—VATRELZELTE BFETTINEREAYT TVERL NNV r— %4
DEMT T THAAREED H DD DT, CDLIEI)RIVEHRLIVMEE L. /A—FF—BRE Activity B4R
iE Activity DFERZRETTILELH D,

[4.1.3.1 exported %3 & intent-filter ERE DA EHE(Activity DIFE) LSBT HI L,

4.1.2.9. FIRAZE Activity hMoDRY Intent DEEMEHERT D (»78)

Activity DEATZ&->TETFIRVIFELSEN. RUIEELTRIELT = Intent DT —2Z MBI B(ZIX. TTZIE
Intent DR EMHEHEZELLITNIELSEL,

RIS Activity BB Activity DIFE . THEEDT7TVHLRY Intent 22 TERS1=6. TIL 7 DKE Intent
2T AR B S, FIFRSK Activity AA3EAR Activity DIFE . B—7TUANLERY Intent ZZ (TSN T
DRDIEHNESIZEZINEEZA, thD 7T A 5Z (T S1= Intent DT —2EMIBMNICEYBEEL TERET S EMN
HD1=0 . Z1E Intent TEEFHICERETHDHEEZTITESALY, FIASE Activity H/3—kF+—RE Activity B
#1BRE Activity DIHEE . TOFREIDIRITHST=H. RLIEYR(E Intent DREUEHRTILENH D,

32 ANT—EDREMEHDRTH125RITHL,

4.1.2.10. i OBFET T BT BB EEFIA% Activity RS S (27

it DIFET T EEET DB EICITHRTAMN)AMIKBHER A ENRH D, BT TVRICHIRLET T DERAE/N
VaEFORBFLTHE FIAEDRAE NV 1R FELTWSIIAE /v AN — BT E0ERER T H LT,
BYFTELTTUIZ Intent ZRITTIELEHSIENTES, BEARMLGREREZIIOVLTIEY T )ILa—FEoP3
UI4.1.1.3 IN—rF—[RE Activity Z4%5-FIHT L1258 DL, F-. KifTGEFMICEALTIEN4.1.3.2
FMART7IVEHRET 51288 THIL,

4.1.2.11. EEZ-RMICRHT DIEEICIE. TOEEDREXRDREKEZHTFT D (WH7H)

Permission IZ&YRESNTOSEREESSUHEEEZMOTTIICZTRMICIRET H5EICIE RIEET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKEZHFLZFNITESAEL, Android @
Permission ¥ a1)T4ETILTIE RESNI-EEICHTETTINSDEET I ERIIDVTOHEREEE
15, COEBRLEDHHEICKY, 7IVICRESIN-EEMN SISO T T)IZ, REDT=HIZWHELL Permission &
BRI BELARBESNBDAREMEN DD, —DZEId Permission #EEE(Redelegation)L TV EEEERIIC
Z ({72 D T. Permission DB REMBEMTIENSD, [5.2.3.4 Permission DHEREFEMEIZSBTHL,
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4.1.2.12. B2 T4 T RERIFTESRYESAL (#E22)

THEZHROTT)EETAERICIEE O TAIRBREEZ > TIEILLBWN . BEDTITEEET IHRICH
WTH, BERILEWLTZTYIZ Intent ZHITLTLESBEOEZEICES Intent DEFELETIHBRARBELTLE
SYURIL®H B, T4.1.3.5 Activity FIREOOT HAIZDOWTIESET B,

U T4TERE Activity [SEFT HIHE . TOERODTEYRVERETLGETFNIEESA, 248 Activity (2
EMLEERIIVTRBTDEZEZETNIELSLEL, T=REAR Activity Y2 B #RE Activity (T LT=1E#R
LEND Activity OERZEITEKFLTERRBRIVRIOKRPDHD., FFAR Activity [TEMTEERICESTE.
Intent @ data [TE®T-1EH (L LogCat FBHETRET DRI H S, Intent @ extras [& LogCat IZH hEh %
WDT. o T4T%ERIE extras THEFTHELLY,

LTI EERIETEDL T EMLEVWLIICIRIT RETH D, EfTT55EH. FIRAL Activity (XEEETE
5 Activity IZBRZEL. Intent D1ERA LogCat NiFBLAEWESIZEELLZITRIEASA,

Fi=. )L—b Activity [ZIZE T4 RIEREE S TITESHLY, JL—b Activity &lX, ZRIDE RSN IZR
AV SN Activity DZETH D, HIZ X, SoFrv—hbEEISN = Activity (EFIZ)L—bk Activity TH S,

JL—b Activity IZBAL TOEEMIE. 4.1.3.3 Activity [TIEESN S Intent DEFAERY 1. 14.1.3.4 JL—F Activity
[ZDWTIHBERIHIL,
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4.1.3. PRNVRE
4.1.3.1. exported ®RFEL intent-filter FREDHEHA S HE (Activity DIZE)

CDHARXETIE, Activity OFEHMSIELER Activity, 2B Activity, /S—FF—[BE Activity, B#tEE
Activity @ 4 247D Activity [ZDWTREFZFRAR TS, H2LTIZFFEN TLVS AndroidManifest.xml
M exported EBHEE intent-filter ERDMEAHAEHEERDRIZELEDT-. EASIELTLNS Activity DEALT &
exported BHH KU intent-filter BEROFIEMNIELWN EEMER T DL,

=& 4.1-1
exported BHEDE
true false |IEE
intent-filter EZEAHS | 2B, /\—+F—[RTE (ERAZL) AR S—rF—RE
intent-filter E|AELY | 2B, /A—FF—RE. | FELH E|F/NES
B RE

lintent-filter E&M 3% 1&Texported="false” |ZERAZLEICLTL\SDI(E. Android DIRDFELZIRITINAH
Y. Intent Filter D& L. EREIT 7 TID Activity #FUVHLTLESISENELET S-HTHS, LLTD 2
DORIE. ZDFHREADT=HDEDTHD. B 4.1-4 1. A—T7TIVAMSLMNELR Activity(F7F1) A) EREEH
Intent TREUHEHZWEELEEDHITHS. Intent-filter(R & action="X"YEEELTLDDA. 7F) A Lh
WELWDOTERBYDEELE->TLNS,

FTTUA
BE 2 MIntentZ{E 5T
ActivityZFEUH §

Intent(“X”)

JE/2SBAActivity A-1
exported="“false”
action="“X"

F77UC
BB IntentZ o T
ActivityZ=F U

Intent(“X”)

Activity A-1[ZIEBActivityZZD T, 7
TUANSLMEUH T ZEETERL

Androidifi >R
\_

X 4.1-4

4.1-5 (. 77 A (22 T7FY) B THLREILC intent-filter(® & action="X"\2E&HELTL\SBETHD.
4.1-5 Tl&, 77 A DIEEM Intent ZX{ELTRI—7 VRO IEAR Activity ZFUHZS3ET 508, 7T
—2aVDERIZAT7OTHRRTEIN, 1—HF—DBIRIZLH>TAE ActivityB-1)NFERHESh TLESHIZERL
T, CNICKYMTTIITHL T T4 T HEREEELY . EREHORYEZZ (TS ATEEENELTL
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F,
( )
FIUA )
2 B IntentZ{E>T T —

l Intent(“X”) : » 1

JE2SBAActivity A-1
exported="false”
action="X"

i

A BAActivity B-1
exported=“true”
action=“X"

[E CactionZ & Z& L f=Activity B-11'8 5
L. OSICKYBRAAT7OT HRRSAL.
dA—H—0EIRIZE > T BActivity
B-1H XN TLES

Androidifi R
\_

4.1-5

ZD &SI, Intent Filter AL =IEARH Activity DEEEH Intent FUHELIEX. EREHT T EDERD PYE
YEHFLTLESD TITOIRETIH LBV BB, COZBFHITTVA. TTUB DAV RAM—VIEF IZIEEKELERNEF
HEZBL TS,

4.1.3.2. FARTIVEHERTD

CITIE/S—hF—BRE Activity DERECBT HHRIMEREMET T 5. /S—FF—RE Activity [EFHRT AR XM
BHRINEEHEOTTINDTIRREHTL, ThUNDTTUDLIETIEREERT 5 Activity TH D, B4t
USNDTTIET I RAHRI R EL D=6, Signature Permission [Z&ABAHEIFE R IEFI A TELL,

BEARKWLEZ AL, 18— F—BRE Activity DFIRTT7 I DB TEHEREL. RTA M) RANMZZEFIN=TTITH
NIEH—ERFRIET S, BRERINTVEVWT T THNIEH—ERFRBELEWVEWNSEDTHS, FIRTT7TID
SRR FRATTTINEDIHEFIMEL. TOHHEED/ NV AEEZRTAMNARD /Y EELLE TS
ZETITS,

CCThEHhIHATTIIDOMRAEIZREETEL. FIATTTIDON Ay r—O8 | EO LB T4 TIEARL
N2 ERMEFNIALLNDINERS LMLV T —C A ERBICIEETES OO T TIADBYTELL
EHETHD RYTELAREA/NSA—RIBTHERICIIFEZ LN, —A. 7TVOEDIIAETHNIE S THEE
[HESCEMNTED, SBAZICHIET 2EZADREERIIAMOT7TIRRELNEOTLERELV D, E=ZEN
FICEIBAEZH5. A DBELRIANBRINT ET7 TUEERT HLIETELRLDSTE, RTANJRNMET I R%E

All rights reserved © Japan Smartphone Security Association. Activity €5 -FIHT 5 73



rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;;P:RNTPHON[ Android 77')0)"2#17%&%["t*l?j_?’f:/ﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ

HFAIL-WT7TUDAET 22 AT ERBLTHEVD ., BT LA—RTERTA N RRDT—EH A XZE NS
KT B=OICEERET—F2D SHA-256 /\wP aEEZRIFTHILITL TS,

COHEIZIIRDZDDFEHENH S,
FIRATT7TVIZENT startActivity() TlEAi< startActivityForResult)Z#E R LA T E A DALY
FAFTTZTVIZHENT Activity AN SIEVUVHE T ZEIETELL

2 DBDFIMBEFEVLDIE 1 DEDOFINBEOHERLLTRINDFHNTHLID T, BEIZIE 1 DORLCHKIEE
A5 COFIKITFUHLITT T D/vr—2 £ F G 5 Activity.getCallingPackage() D #l#gIc kU £ELTL
5, Activity.getCallingPackage()[& startActivityForResult) THEUHEIN=IGSICOHFRTT T DI\
— DR ERT A, BELHMD startActivity) TREUHE SN =S EIZIE null #RTE#EL-TNVD, ZD=HIZT
BNITDHEREIDTRATT IV, ZEZARYIENTETHo1zELTH. startActivityForResultOZFEH 7T
(FESENEWNSHIFINH B, 51T startActivityForResult() & Activity 25X TLMEZEULNV=8 . FIATIX
Activity [CBRESN S ELSHIRILH D,

ExclusiveActivity.java
package org.jssec.android.activity.exclusiveactivity;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import and roid.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class ExclusiveActivity extends Activity {

I 4

private static PkgCertWhitelists sWhitelists = null;

private sta tic void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

i org.jssec.android.activity.exclusiveuser
sWhitelists.ad d("org.jssec.android.activity.exclusiveuser", isdebug ?
I/l debug.keystore "androiddebugkey"
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :
Il keystore "partner key"
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

I

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == n ull) buildWhitelists(context);
return sWhitelists.test(context, pkgname);

}

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);

74 All rights reserved © Japan Smartphone Security Association. Activity 55 -FIHT S



Android 7 /) DX 7HRE X2 T7I—TA4VTHAR
http://www jssec.org/dl/android_securecoding.pdf

JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

20134 4 A1 BiR

setContentView(R.layout.main);

I 4

if (IcheckPartner(this, getCallingPackage())) {
Toast.makeText(this, "
finish();
return;

}

I 5
I 3.2
Toast.makeText(this, "

Intent

}

public void onReturnResultClick(View view) {

I 6

Intent intent = new Intent();
intent.putExtra("RESULT", "
setResult(RESULT_OK, intent);
finish();

", Toast.LENGTH_LONG).show();

Intent

", Toast.LENGTH_LONG).show();

PkgCertWhitelists.java
package org.jssec.android.shared;

import java.util. HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {

public boo lean add(String pkgname, String sha256) {
if (pbkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "™);

if (sha256.length() !'= 64) return false;
sha256 = sha256.toUpperCase();

if (sha256.replaceAll("[0

I SHA

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context
/I pkgname
String correctHash = mWhitelists.get(pkgname);

ctx, String pkgnhame) {

/I pkgname
return PkgCert.test(ctx, pkgname, correctHash);

-9A F]+", ").length() != 0) return false; // 0

private Map<String, String> mWhitelists = new HashMap<String, String>();

-256 32

-9AF

All rights reserved © Japan Smartphone Security Association.

Activity Z1E5-FIFHT %

75




rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;J:-!P:RNTPHON[ Android 77')0)"2#17%&%{'"t'*l?:l_?’fyﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ

PkgCert.java

package org.jssec.android.shared,;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", "™);
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

4.1.3.3. Activity IZE{ESN S Intent DFHEY

AR D IL—b Activity ITEESNTz Intent (&, FRVEREITEMENS, IL—b Activity EIFFRIDEEREED

Activity DZ&ETHS, FRAVBEIZEBIENT= Intent (X, ActivityManager Y5 REFESZETEDT7T)MBHHE
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HIZFRAEY CENTRETH D,

FI)NSARIBR#SBTAEHDOH U TILaA—FRELUTIZRT . ARVEEESBTA3-HIZ1%.
AndroidManifest.xml [Z GET_TASKS Permission O F|AZEET 5,

AndroidManifest.xml

<manifest xmlins:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.intent.maliciousactivity"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk
android:minSdkVersion="8"
androi d:targetSdkVersion="15" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
<activity
android:name=".MaliciousActivity"
android:label="@string/title_activity_main" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>
</application>
<!-- GET_TASKS Permission - >

<uses permission android:name="android.permission.GET_TASKS" />
</manifest>

MaliciousActivity.java
package org.jssec.android.intent.maliciousactivity;

import java.util.List;

import android.app.Activity;

import android.app.ActivityManager;
import android.content.Intent;
import android.os.Bundle;

import android.util.Log;

public class Maliciou  sActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.malicious_activity);

/I ActivityManager
ActivityMana ger activityManager = (ActivityManager) getSystemService(ACTIVITY_SERVICE);
I 100

List<ActivityManager.RecentTaskInfo> list = activityManager
.getRecentTasks(100, ActivityManager.RECENT_WITH_EXCLUDED);
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for (ActivityManager.RecentTaskInfo r : list) {
1 Activity Intent Log
Intent intent = r.baselntent;
Log.v("baselntent", intent.toString());

ActivityManager 75 A®M getRecentTasks()I=&Y . EELI-HBDLRVBEEZMGT 5 ENTES, BIRY
D1EHIE ActivityManager.RecentTaskinfo V75 AN AV RAU RIZHRIASN DM, T DA /3\—Z# baselntent
[ZI&. BRI DIL—b Activity ITEE SN Intent DS TLND, JL—b Activity EIEFRINE RSN T-EFIC
U I Activity THAHD T, Activity ZHEUHTIRIZIE. L TOREEEELEB-ILVLIITEELLT
Ay AR

Activity MR HESINFZIRIZ, FRIDNFHRIZER SN D
FEUHENT= Activity B3\ DT SOV RHBNETHT I 59U R LICBRICEFEET 52 AU D IL—bk Activity T
Hb

4.1.3.4. JL—bk Activity [ITDLVT

JL—k Activity EIFRR I DRE R ELED Activity DEETH D, RN ERSNI-BFISEEI SN 1= Activity DTET
HD. EE>THEEWBIZIE, TIAHILRERED Activity NS Fr—hbEEEShI-15E . FD Activity [X/L—k
Activity £75%, Android DE#kIZE B E. IL—F Activity [SEESN D Intent DABIFIEE DT T IZK>THHA
WMo BB HSD, T T, IL—b Activity NI TAIRBEREEELEVLIICHERZHELILELH D K
HARTIE, FUHEINT= Activity DYIL—RERDDEFASCT=HICLULTD 3 mEIL—ILIZEBITFT=,

taskAffinity ZgE LAY
launchMode ##gE LA LY
Activity [Z3E1ET 5 Intent [Z1E FLAG_ACTIVITY_NEW_TASK ZE&E L%

LLF . Activity DNIL—RERBDIEED KIGZBEMNEHILITIL—F Activity [TDOVWTERT S, FUHESI T
Activity DNIL—h DO DEHICEET HDIE, LTIZEITAEHEB THS,

U HEN D Activity DFEENE—F
FEUHENDB Activity DRRD EZ DFEEIKEE

9. [MFUHEINS Activity DFEEIE—F JIZDULVTERBAT %, Activity DEFHE—RI(X. AndroidManifest.xml
[Zandroid:launchMode Z 8§ 5 ETERTE TE D, ik LIELMEE X standard” A EEN 5, F-, EEIET—
FiZ Intent IZERET BTV ICK>TELEREREETH S, FLAG_ACTIVITY_NEW_TASK 734 1&. Activity
%#"singleTask"E—F GBS 5,

BERBEGESETE—FIIRDEEYTHD, 152, JL—b Activity EOBEBICERZ L TTHRBAT S,
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standard
CDE—FTHUHINTZ Activity [FIL—bEGE 2 LG FUBLAIDORRVICFET 5, £f=. FUHLD
EIZ Activity DA REVANER SN S,

singleTop
“standard” LRI TH AN, T+ T I TV REARIDRATEIZRRINTLVS Activity ZiEEIT HIHEICIE.
AV RBDZAMEFEINGENENI D ELD,

singleTask
Activity (7 74=TADEIZRSTRIE T 2RRIMRED, Activity DT T4 =T1E—BTDIRIH 0D
TGIOURHBWNETATISIURICEELLEVMESIZIX, 2RI Activity DAV RAVREELICHIRICE
HEhd, FETDIEEICIEELELLEMSNEGL, BIETIL, ESh 1= Activity DAV RZURFIL— R
%o

singlelnstance
“singleTask” LRI THEM . RO R TELS, FRICERSINIZZZXIIZIL, )L—F Activity DA D FRE TE
BRTHD, LIzD> T, COE—FTREISN Tz Activity DAV REVRIEEITIL—FTHB, CSTEEL D
BLEOIE. FUEIND Activity BMF DT 74 =T1LRILARID AR D BRICHEELTLSEETHO>TH.
UHEh S Activity ERARVICEFEND Activity DITRENERLEDZEETHD, TDHEEIE. FRICZRIH
EREND,

LLE&Y . "singleTask”&7=[d"singleInstance” TEEBIES ML T= Activity [FIL—MIREHFTREEAH A EN DT M D,
T DREREHFRT B=OIZF. ChoDE—RTREILAVKSICLEZIThIELRSEL,

RIZ, TFERHEN S Activity DBRZEFDIEENREE JIZDVTERBAT %, 1=& X Activity AV’standard”E—K T
EUHEN-ELTH, FD Activity BFRB T 22 AT DIREEIZL>TIL—F Activity £EBB AL H S,

FHlELT, U END Activity DRRIDBRIS/NVITIOURTEBLTWSZEEEZE RS, BBELLLIDIE. £
DRARID Activity 41> X2 XAV ’singleinstance”’ TREEIL TLV\SIHEE TH D, "standard" THUH Iz
Activity DT7 74=T4DV2 R LR LTEo1=B(Z. BEFE®D "singlelnstance”® Activity OFIRIZKY . FHIWE2RIOHM
EREND, L. TNTID Activity DIFREDECHEIF FRVIEERSINT AV RV X FBEFDELD
NRIEINS, VTHIZLA, FUHE STz Activity [X)L—bk Activity 2725,

LLED&SIZ, JL—b Activity BIFEUHE SN D EHIETRTHEOREIIKGFET SLEE M THL, 7TVHRDRRIC
(. "standard”E—K T Activity #EUH T KIICTXKTRETHS,

JE2NBA Activity (SRS B Intent A7 T UM SHEA TSN ZH1EL T, JEAR Activity DFEUH LRI Activity
#"singleinstance” E— K CRE T HBADH U TILI—FKE#LUTIZRT . COY LT ILa—FTlE., ELH
Activity AV'standard” E—R CEEBISN5HY., FEUH LI Activity D ”singlelnstance” E—F D EE#HIZRY . FEAF
Activity [XFTFRAR I D IL—b Activity LB TLES, DB, JEAR Activity ITEESN DL T4 HERIE
RRYBEREICEIRIND=H. FEDT T oHRAMYAIRETH D, L FEUH LA Activity, JE2ABE Activity &
LHICR— DT I1=T1%&H D,
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AndroidManifest.xml(FEH#ELE)

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.activity.privateactivity"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:mi nSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- Activity

<l--

<activit 'y
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:launchMode="singlelnstance" >
<intent -filter>

singlelnstance

</intent -filter>

</activity>

<!-- Activity - >

<l-- " standard” - >
<l--

<acti vity

android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />
</application>
</manifest>

<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

JEZABA Activity (X, Z{ELT= Intent (SR L TR ERT DA THS,

PrivateActivity.java
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PrivateActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.private_activity);

1 Intent
I 3.2
String param = getintent().getStringExtra("PARAM");
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Toast.makeText(this, String.format(" %s ", param), Toast.LENGTH_LONG).show();
}

public void onReturnResultClick(View view) {
Intent intent = new Intent();
intent.putExtra("RESULT", " ")
setResult(RESULT_OK, intent);
finish();

JEAFA Activity OFFUHE LAITIE. Intent 27557 & E 12, "standard"E—R TIEARH Activity Z#2EIL T
L3,

PrivateUserActivity.java
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.user_activity);

}

public void onUseActivi  tyClick(View view) {

1 Activity "standard"”

Intent intent = new Intent();

intent.setClass(this, PrivateActivity.class);
intent.putExtra("PARAM", " ")

startActivityF  orResult(intent, REQUEST_CODE);
}

@Override
public void onActivityResult(int requestCode, int resultCode, Intent data) {
super.onActivityResult(requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;
switch (requestCode) {

case REQUEST_CODE:
String result = data.getStringExtra("RESULT");

1

1 3.2

Toast.makeText(this, St ring.format(" %s ", result), Toast.LENGTH_LONG).show();
break;
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}

4.1.3.5. Activity FIFBEOOY HAITDNT

Activity ZFI B9 SR ActivityManager AY Intent D AE#% LogCat ICH T 5, LTOKNEIL LogCat IZH
HENB1=0. oo TA4THERNEENGVESITEE T RE,

FRFZN\VTr—2%
. HMAKXISRE
Intent#setData() T ELT= URI

BIZIE, A—ILEIET BIEE . URHZA—)LTRLRFIBEL T Intent #H 179 5L A— )L FRLAA LogCat [T 5
SNTLES, Intent#putExtra() TR ELT={E(Z LogCat [CTH ASh Al =8, Extras [CERELTESDLSICLEA
MNELY,

RDESICA—ILIEET BHE LogCat ITA— LT RL AN RIS TLES

MainActivity.java
/' URI LogCat
Uri uri = Uri.parse("mailto:test@gmail.com");
Intent intent = new Intent(Intent. ACTION_SENDT O, uri);
startActivity(intent);

RD K352 Extras ZFEATSHE LogCat [ZA— LT RL AR TESNELES

MainActivity.java
/I Extra LogCat
Uri uri = Uri.parse("mailto:");
Intent intent = new Intent(Intent. ACTION_SENDTO, uri);
intent. putExtra(Intent. EXTRA_EMAIL, new String[] {"test@gmail.com"});
startActivity(intent);
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I 4.2. Broadcast#%2{E95-%{ETH

4.2.1. Yo7 )La—k

Broadcast #%{§9 %IZI& Broadcast Receiver Z{E L EMNH S, £DKI7% Broadcast ZZ{E T HMITLK>T.
Broadcast Receiver 2MaZ AR RPBEULGHEHFENELS, ROFIEFIO—IZ&>TIERMT S Broadcast
Receiver MEDFAITTHIMNEHIBTES, BEAZ, IN—bF—REDEHEIZLEL Broadcast EETT T
DINVT—2 2 F 2G0T T THERT DF LG, /3\—bF—FRE Broadcast Receiver #{E5FE X TEX

LY,

L&

C

)

FIUAEHT

No

BroadcastZ X219 %

Y \ 4

B#7 UG T
BroadcastZ %159 %

\ 4

Private Public

3JE/\BfIBroadcast Receiver

/N BABroadcast Receiver

Proprietary
B #t R EBroadcast Receiver

X 4.2-1

%7- Broadcast Receiver [ZIZFDESE

sRIZ&Y . F20 Broadcast Receiver &84 Broadcast Receiver &M 2

BENHY. TROLIGHFHEDENDHD, YT A—FPTEEADEEAEZEBNALTNS BHE. ED LS
ITFBF(Z Broadcast ZEETAMITE>TEET DIEHRDBE G FERARESF=O . FERAIDEREIZONT

LEHLETHRAT S,

= 4.2-1

EBTIE

¥

(=

AndroidManifest.xml [Z
<receiver>EXR%ZFih T

£ M Broadcast Receiver

DATLMLEESIN DS —E D Broadcast
(ACTION_BATTERY_CHANGED % &) E#=2{ET

HILTEETD ELRVERINH D
TTULHEREEL THOT VA AR—ILEND
FTOM. Broadcast #2{ETE%
Ej#Y Broadcast Receiver |77 A 4 5 L t T 5% #) Broadcast Receiver TIEZ{ETEH L
registerReceiver() # & U Broadcast THZ{ETES
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unregisterReceiver() Z I
U9 IEITKY., BIMIC
Broadcast Receiver #%

& BERMERT D

Activity AFTEIZH TLVSHIREIZ1+ Broadcast
#2{EL1=L V2 &, Broadcast DZIETHEHAEZ
TRISLTHIETES

JE/ABAM Broadcast Receiver #E5Z&IETE
A

84
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4.2.1.1. 3JE4 B Broadcast Receiver - Broadcast #2595 %595

JE42FA Broadcast Receiver &, B—7 7 AMHEIESNT- Broadcast 12175 =2{E T=5 Broadcast Receiver
ThHY. o FTEMDEL Broadcast Receiver Téh b, BRI Broadcast Receiver Z#IE A TEERT HEIET
S0V =6 . JE2N B Broadcast Receiver TlEE%ARY Broadcast Receiver 11T TS5,

R/ M (Broadcast %59 3):

1. exported="false"IZ&kY . BARBIZIEAREFRTET S

2. R—7FIAMSEIESNT- Broadcast THoTH. Z{E Intent DR EHEHRT S
3. #BRERIBE.EEXIERA—TITIATHLIME., o TAIREREREL TR

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.privatereceiver"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:m inSdkVersion="8" />
<application

android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- Broadcast Receiver ->
<!-- 1 exported="false" - >
<receiver

android:name=".PrivateReceiver"
android:exported="false" />

<activity
android:name=".PrivateSenderActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

PrivateReceiver.java
package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class PrivateReceiver e xtends BroadcastReceiver {

@Override
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public void onReceive(Context context, Intent intent) {

1 2 Broadcast
I 3.2
String param = inte  nt.getStringExtra("PARAM");
Toast.makeText(context,
String.format(" %s ", param),
Toast.LENGTH_SHORT).show();

Intent

I 3
setResultCode(Activity. RE  SULT_OK);
setResultData(" from Receiver");
abortBroadcast();
}
}
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RIZ3E42BA Broadcast Receiver ~ Broadcast #§9 %47 ILa—F%ERY . CCTHBAY HIF2AF Broadcast
Receiver ~0 Broadcast #EHEIE. EF1UTAETIERETHDEDD. Sticky MEZLELEWNSHIKINH D
SEITERNRETHS,

R/ M (Broadcast %59 3):

4. R—77")A Receiver [EV5XIEE DBARM Intent T Broadcast X159 %

5. E{EXIER—77JA Receiver THAT=® ., Lo T4 I HEREEELTEL

6. E—77JMA Receiver hoDHERFEHR TH->TH. RET2DREMZEHERTD

PrivateSenderActivity.java
package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import a ndroid.widget. TextView;

public class PrivateSenderActivity extends Activity {

public void onSendNormalClick(View view) {

1 4 Receiver Intent Broadcast
Intent intent = new Intent(this, PrivateReceiver.cl ass);

1 5 Receiver

intent.putExtra("PARAM", " from Sender");

sendBroadcast(intent);

}

public void onSendOrderedClick(View view) {
1 4 Receiver Intent Broadcast
Intent intent = new Intent(this, PrivateReceiver.class);

I 5 Receiver
intent.putExtra("PARAM", " from Sender");
sendOrderedBroadcast(intent, null, mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {

1 6 Receiver
1 3.2
String data = getResultData();
PrivateSenderActivity.this.logLine(
String.format(" %s ", data));

3
private TextView mLogView;

@Override
public void onCreate(Bundle savedinstanceState) {
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super.onCreate(savedInstanceState);

setContentView(R.layout.main);

mLogView = (TextView)findViewByld(R.id .logview);
}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
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4.2.1.2. 4B Broadcast Receiver - Broadcast Z2{E9 % 1£1EF 5

/3B Broadcast Receiver [, NEFEELZH O 7T ibix{ESh 1= Broadcast #%2{E T=% Broadcast Receiver
ThHbH, VILITT7HEIELT- Broadcast ZZ{ETAENHDHEITTENRES,

KAk (Broadcast 259 3):
1. =4 Intent DREMEHERTS
2. HREEERTEE. LU T1IHERESDHEL

/NBA Broadcast Receiver @Y7 )La—KTdh5 Public Receiver (&, ## Broadcast Receiver LU EIRY
Broadcast Receiver Ol A THIHIN S,

PublicReceiver.java
package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class PublicReceiver ext  ends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast. MY_BROADCAST_PUBLIC";

public boolean isDynamic = false;
private String getName() {
return isDynamic ? " Broadcast Receiver" : " Broadcast Receiver";

}

@Override
public void onReceive(Context context, Intent intent) {

1 1 Intent
I Broadcast Receiver
I 3.2

if (MY_BROADCAST_PUBLIC.equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText(context,
String.format("%s: \n %s ", getName(), param),
Toast.LENGTH_SHORT).show();

}
i 2
I Broadcast Receiver

/I Broadcast

1

setResultCode(Activity. RESULT_OK);

setResultData(String.format(" from %s", getName()));
abortBroadcast();
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£ Broadcast Receiver [& AndroidManifest.xml TE&J %,

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.publicreceiver"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:mi nSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- Broadcast Receiver - >
<receiver android:name=".PublicReceiver" >
<inten t - filter>
<action android:name="org.jssec.android.broadcast. MY_BROADCAST_PUBLIC" />
</intent -filter>
</receiver>

<service
android:name=".DynamicReceiverService"
android:exp orted="false" />

<activity
android:name=".PublicReceiverActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

EAY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMEUSH T &2k
Uk BERERT 5, RIREICKUEBER B ERMEIREITOT0IZ PublicReceiverActivity LIZRAVEEE
LTLv%, 1% Broadcast Receiver €2 XA X [& PublicReceiverActivity &Y A BFHB AR IV=8H
PublicReceiverActivity DA /N—ZEHELTREFTHIELIETELL, TDT=¥ DynamicReceiverService M4
VIN—ZHEL TEH Broadcast Receiver W42 X2 X% R &+ . DynamicReceiverService %
PublicReceiverActivity M oRAIR /#7952 &IZKYEIR Broadcast Receiver ZFfEEIIZ &8k iR fERL T
LV,

DynamicReceiverService.java
package org.jssec.android.broadcast.publicreceiver;

import android.app.Service;
import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;
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import android.widget.Toast;
public class DynamicReceiverService extend s Service {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast. MY_BROADCAST_PUBLIC";

private PublicReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {
return n ull;

}

@Override
public void onCreate() {
super.onCreate();

1 Broadcast Receiver
mReceiver = new PublicReceiver();
mReceiver.isDynamic = true;
IntentFilter filter = new Inten tFilter();
filter.addAction(MY_BROADCAST_PUBLIC);
filter.setPriority(1); // Broadcast Receiver
registerReceiver(mReceiver, filter);
Toast.makeText(this,
" Broadcast Receiver
Toast.LENGTH_SHORT).show();

}

@Override
public void onDestroy() {
super.onDestroy();

1 Broadcast Receiver
unregisterReceiver(mReceiver);
mReceiver = null;
Toast.makeText(this,
" Broadcast Receiver
Toast.LENGTH_SHORT).show();

Broadcast Receiver

PublicReceiverActivity.java
package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class PublicReceiverActivity extends Activity {

@Override

protec ted void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

}
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public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiver Service.class);
startService(intent);

public void onUnregisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicReceiverService.class);
stopService(intent);
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JIZ/4A B Broadcast Receiver ~ Broadcast #{E9 %Y 7 ILa—FK%&R9, 248 Broadcast Receiver [Z
Broadcast %159 BI15E . %159 % Broadcast MTIL I T ICZESNBIEABH A ELITEENMRETH S,

A r(Broadcast £%£{ET3):
3. UV TATRIEREEXEL TGS
4., BREZITRABE.BRET AR LMEHRETS

PublicSenderActivity.java
package org.jssec.android.broadcast.publicsender;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import andr oid.widget. TextView;

public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast. MY_BROADCAST_PUBLIC";

public void onSendNormalClick(View view) {
I 3
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", " from Sender");
sendBroadcast(intent);

}

public void onSendOrderedClick(View view) {
1 3
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", " from Sender");
sendOrderedBroadcast(intent, null, mResultReceiver, null, 0, null, null);

}

public void onSendStickyClick(View view) {
1 3
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", " from Sender");
sendStickyBroadcast(intent);

}

public void onSendStickyOrderedClick(View view) {
I 3
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
intent.putExtra("PARAM", " from Sender");

}

public void onRemoveStickyClick(View view) {
Intent intent = new Intent(MY_BROADCAST_PUBLIC);
removeStickyBroadcast(intent);

}

private BroadcastReceiver mResultReceiver = new BroadcastReceiver() {

sendStickyOrderedBroadcast(intent, mResultReceiver, null, 0, null, null);
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@Override
public void onReceive(Context context, Intent intent) {

I 4
I 3.2
String data = get  ResultData();
PublicSenderActivity.this.logLine(
String.format(" %s ", data));

2
private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
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4.2.1.3. B#%tPR%E Broadcast Receiver - Broadcast 2259 % %595

B$tfRE Broadcast Receiver [&. B#tLS D7 T UM 5E{ESh - Broadcast 2—H)3Z{EL7ALY Broadcast
Receiver THD, EHDBEHE T T)TURTLEERL. BT TN ERSEROCHEEEETD-OIZFAEIN S,

R/ M (Broadcast %59 3):

1. Broadcast Z{EH M EE % Signature Permission &9 5

FRZIEMDIHB TS Signature Permission #F|AEE3 5%

#%0Y Broadcast Receiver E&IZT. B E 2 Signature Permission #EREEJ 5

189 Broadcast Receiver &89 5&E . M B E & Signature Permission #&E2KEE 9 %
¥ B E 2 Signature Permission NE#HT7TVIZKYERIN TSI LEHERT S

Bt 77UH 5D Broadcast THoTH. 215 Intent DREMEZHERTS

Broadcast :E#ETIEBHT T THEIM S, LTI RERE REL TR

Broadcast #ET 7T LEILHARERT APKZERT D

@ N wv kWD

BH#tFRE Broadcast Receiver MY > 7 )La—KT#HH ProprietaryReciver (£, §# Broadcast Receiver 85X U
Ej#4 Broadcast Receiver Dl A THIASN S,

ProprietaryReceiver.java
package org.jssec.android.broadcast.proprietaryreceiver;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class ProprietaryReceiver extends BroadcastReceiver {

1 Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.broadcast.proprietaryreceiver.MY_PE RMISSION";

1
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
I/l debug.keystore "androiddebugkey"
sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
Il keystore "my company key"
sMyCertHash = "D397D343 ASCROF 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA";
}
}
return sMyCertHash;

}

private static final String MY_BROADCAST_PROPRIETARY =
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"org.jssec.android.broadcast. MY_BROADCAST_PROPRIETARY";

public boolean isDynamic = false;
private String getName() {
return isDynamic ? " Broadcast Receiver" : " Broadcast Receiver";

}

@Override
public void onReceive(Context context, Intent intent) {

1 5 Signature Permission
if (ISigPerm.test(context, MY_PERMISSION, myCertHash(context))) {
Toast.makeText(context, " Signature Permission ", Toast.LE
NGTH_LONG).show();
retur n;
}
I 6 Broadcast Intent
I 3.2

if (MY_BROADCAST_PROPRIETARY .equals(intent.getAction())) {
String param = intent.getStringExtra("PARAM");
Toast.makeText(context,
String.format("%s: \n %s ", getName(), param),
Toast.LENGTH_SHORT).show();

}

1 7

setResultCode(Activity. RESU LT_OK);

setResultData(String.format(" from %s", getName()));
abortBroadcast();

£ M Broadcast Receiver I AndroidManifest.xm| TE&Y 5,

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.proprietaryreceiver"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:minSdkVersion="8" />

<I-- 1 Broadcast Signature Permission - >

<permission
android:name="org.jssec.android.broadcast.proprietaryreceiver.MY_PERMISSION"
android:protectionLevel="signature" />

<!-- 2 Signature Permission - >
<uses permission
android:name="org.jssec.android.broadcast.proprietarysender.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/a pp_name" >
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<!I-- 3 Broadcast Receiver Signature Permission - >
<receiver

android:name=".ProprietaryReceiver"

android:permission="org.jssec.android.broadcast.proprietaryreceiver. MY_PERMISSI ON">

<intent -filter>
<action android:name="org.jssec.android.broadcast. MY_BROADCAST_PROPRIETARY" />
</intent -filter>
</receiver>

<service
android:name=".DynamicReceiverService"
android:exported="false" />

<activity
android:name=".ProprietaryReceiverActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MA  IN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>

E)AY Broadcast Receiver (37045 LH T registerReceiver()$ & U unregisterReceiver()ZMHEUSH &2k
UBERBERERT S, RIIREICKYER B ERMEIRETITOT0IZ ProprietaryReceiverActivity EIZR22 %
EEELTUL\%, EIfY Broadcast Receiver 12 XA X[& ProprietaryReceiverActivity KYAEFEHBARV =6
ProprietaryReceiverActivity DA /N\—ZEHELTREFT HILIETELL, TD 1= DynamicReceiverService
DA N—ZEEHELTHB Broadcast Receiver WAV X2 X%&REFEH . DynamicReceiverService %
ProprietaryReceiverActivity M SBIE. & T 5 EIZKYEIR Broadcast Receiver Z#EHERIIC B8k Bk fE
BRLTLVS,

ProprietaryReceiverActivity.java
package org.jssec.android.broadcast.proprietaryreceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class ProprietaryReceiverActivity extends Activity {
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

}

public void onRegisterReceiverClick(View view) {
Intent intent = new Intent(this, DynamicRec eiverService.class);
startService(intent);

}

public void onUnregisterReceiverClick(View view) {
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Intent intent = new Intent(this, DynamicReceiverService.class);
stopService(intent);

B

DynamicReceiverService.java
package org.jssec.android.broadcast.proprietaryreceiver;

import android.app.Service;
import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;

import android.widget.Toast;

public class DynamicReceiverService e xtends Service {

private static final String MY_BROADCAST_PROPRIETARY =
"org.jssec.android.broadcast. MY_BROADCAST_PROPRIETARY";

private ProprietaryReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {
return null;

}

@Override
public void onCreate() {
super.onCreate();

mReceiver = new ProprietaryReceiver();
mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();

filter.addA ction(MY_BROADCAST_PROPRIETARY);

1 4 Broadcast Receiver

Toast.makeText(this,
" Broadcast Receiver ,
Toast.LENGTH_SHORT).show();

}

@Override
public void onDestroy() {
super.onDestroy();
unregisterReceiver(mReceiver);
mReceiver = null;
Toast.makeText(this,
" Broadcast Receiver ,
Toast.LENGTH_SHORT).show();

filter.setPriority(1); // Broadcast Receiver Broadcast Receiver

Signature Permission

registerReceiver(mReceiver, filter, "org.jssec. android.broadcast.proprietaryreceiver.MY_PERMISSION", null

SigPerm.java
package org.jssec.android.shared;
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import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
Il sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

1 Signature Permission
if (pi.protectionLevel != Permissioninfo.PRO TECTION_SIGNATURE) return null;

Il sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
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PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException €) {
return null;

}

}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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@ Use existing key

Alias:

Imy company key
Password: 008808
(@) Create new key

*RAk 8% Eclipse hid> APK & Export 3 5&EIZ, Broadcast ZETT7 T ERILHAKEHRTAPK £ELT
= Export Android Application
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RIZE*BRE Broadcast Receiver ~ Broadcast #{EF 5 Y7 )La—KR%ERT , B FRE Broadcast Receiver
IZ Broadcast %159 5354 . Broadcast Receiver f8lIZ¥ B & £ Signature Permission &K 3 2 EHH S
f=8. Sticky BMEZGNELSFIFINHAHZLITTENDETH D,

R/ M (Broadcast %59 3):

9. #ERZEADIMBES Signature Permission ZE&HT S

10. Broadcast Z{E A DI EE Z Signature Permission #¥AEE 9%

11. ¥ B Signature Permission BB 7 TVICKYERIN TSI LEHERT D
12. Receiver (FB#TTIRETHINS., LTI HERESZELTHLL

13. Receiver [ZJ B E Signature Permission &K 3 5

14, #EREZTMAIGE . BRT 2ORLUEHERTS

15. Receiver 77 LRI ERTAPKEZELRT D

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.broadcast.proprietarysender"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android :minSdkVersion="8" />
<uses permission android:name="android.permission.BROADCAST_STICKY"/>

<!-- 9 Signature Permission - >

<permission
android:name="org.jssec.android.broadcast.proprietarysender.MY_PERMISSION "
android:protectionLevel="signature" />

<!-- 10 Broadcast Signature Permission - >
<uses permission
android:name="org.jssec.android.broadcast.proprietaryreceiver.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".ProprietarySenderActivity"
android:label="@string/app_name" >
<intent -filter>
<adion android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

ProprietarySenderActivity.java
package org.jssec.android.broadcast.proprietarysender;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;
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import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import a ndroid.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

import android.widget.Toast;

public class ProprietarySenderActivity extends Activity {

1 Signature Permission
private static f inal String MY_PERMISSION = "org.jssec.android.broadcast.proprietarysender.MY_PERMISSION";

1
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
/I keystore  "my company key"
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;

}

private static final String MY_BROADCAST_PROPRETARY =
"org.jssec.android.broadcast. MY_BROADCAST_PROPRIETARY";

public void onSendNormalClick(View view) {

1 11 Signature Permission
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(th is))) {
Toast.makeText(this, " Signature Permission " Toast.LENGT
H_LONG).show();
return;
}
1 12 Receiver
Intent intent = new Intent(MY_BROADCA ST_PROPRIETARY);
intent.putExtra("PARAM", " from Sender");
1 13 Receiver Signature Permission

sendBroadcast(intent, "org.jssec.android.broadcast.proprietarysender.MY_PERMISSION");
}

public v oid onSendOrderedClick(View view) {

i 11 Signature Permission
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission ", Toast.LENGT]
H_LONG).show();
return;

}

1 12  Receiver
Intent intent = new Intent(MY_BROADCAST_PROPRIETARY);
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intent.putExtra("PARAM", " from Sender");

1 13 Receiver Signature Permission

sendOrderedBroadcast(intent, "org.jssec.android.broadcast.proprietarysender.MY_PERMISSION",

mResultReceiver, null, 0, null, null);

}

private BroadcastReceiver mResultR eceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {

I 14

I 3.2

String data = getRes ultData();
ProprietarySenderActivity.this.logLine(String.format(" %s

h
private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(saved!| nstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");

", data));

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

104
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I Signature Permission
if (pi.protectionLevel |= Permissioninfo.PRO TECTION_SIGNATURE) return null;

I/l sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException €) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");

return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATUREYS);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
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for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));

}

return hexadecimal.toString();

* R4k 15% Eclipse /5 APK % Export 3%&E(2, Receiver 77 ERICEIREHR TAPK 2E49 5,

-
= Export Android Application n‘ E@Iﬂ

Key alias selection @

@ Use existing key

Alias: my company key vl

Password: eeeeeee

() Create new key

@:I I < Back ” Mext > ] Finish Cancel
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4.2.2. W—ILTvY

Broadcast # £ Z{ET BMRICITLULTDIL—ILETFBHIE,

1. 77URATOHOHERT S Broadcast Receiver [FIEABHRTET S (WH7E)
2. ZEIntent DREMEHERTS (WH7E)
3. JREES Signature Permission (&, B 7 TN EELI-CLEHELTHATS (WH7B)
4. HRBEBRERTBEICIE BELETTIHLOERBFRFBICEETD (WH7E)
5. VI T4T7751EHR%E Broadcast EE T BI5E (. ZIETEEL: Receiver ZHIRT S (WH7R)
6. Sticky Broadcast IZI&t2 T4 ERES O (78)
7. receiverPermission /X5 A—42M#5E% L Ordered Broadcast [(E@EMNEWZENHDIEITEE (WA
8. Broadcast Receiver WoMDRIET—INDRKEMZHIRT D (WH78)
9. BEZZRMIIRHIIEEICIE. TDEEDRKRDREKELMHIFT D (WH78)
4.2.2.1. 7FIYATOHOHERT S Broadcast Receiver [XIEABHRTET S (WH7R)

77UATOHOHEREIN S Broadcast Receiver [FFELARAZRET S, chiCKkY D7 TIMNLERET
Broadcast Z2ITHR>TLESEMNLGLEY, 7T DBEEEFIHSINIZY ., TT)DEMEICEEFS-LI-YTHD
EZHSCTENTES,

RI—77UARAMNSDHAFIFAESN S Receiver TlE Intent Filter % E T2 L5ERETIZL TIXAESALY, Intent
Filter & L. A—77)RNDIEAE Receiver ZIEUH T DEHYTE. Intent Filter BETHEUHL=ESIZE
BT T DA Receiver ZFFUHLTLEIGENHFET 5D THD,

AndroidManifest.xmI(GEH#EEZ)
<l-- 1 Broadcast Receiver -- >
<!-- exported="false ” -
<receiver android:name=". Private Receiver"
android:exported="false" >
<intent -filter>
<action android:name="org.jssec.android.broadcast.MY_ACTION" />
</intent -filter>
</receiver>

M4.2.3.1 AL TEKL exported FREL intent-filter SXRE DA EHE (Receiver DB A)I1BSBT DL,

4.2.2.2. Z{E Intent DREMEERTS (WH7E)

Broadcast Receiver MAAF(ZkH>TETFIRVIIERLZMN, ZIE Intent DT —2FNEFTBERIZIE. TT2E
Intent DEEHEHEZRELEITILLSEN,

/2B Broadcast Receiver (ST EFEZH DT TUH S Intent 22 (TERS1=6 ., L7 DKRE Intent 2= 1TES
ATREME D 8 D, IELABH Broadcast Receiver (FHD 7T M5 Intent ZEERZ ITERASZ &(EEWL LALRI—7 T
A D22 B Component DM 7T M isZ(HERo71= Intent DT —42% IE2NEA Broadcast Receiver [ZERi% 3 5T
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EDBBT-0 . ZE Intent TEFHIZR L THHEEZTITHLEL, B R E Broadcast Receiver (%D R
DYRITHB=H. PLIEYZIE Intent DRLEUEHERTILENH D,

3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.3. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (WH7R)

B#O7TUMSEESNT- Broadcast 1Z17EZ{EL. TN LS D Broadcast Z—UIZELLEVBHRE
Broadcast Receiver #2515 & . B E % Signature Permission [CXYRELLZTNIELESEHLY,
AndroidManifest.xml T® Permission EZ. Permission BRE ST TIIREL T+ HTHDH=5H. 5.2
Permission & Protection Level J[5.2.1.2 MM BEEZ®D Signature Permission TEH# 77V EET I H %1%
BRI BHE, F-JBEEE Signature Permission % receiverPermission /35 A—42(Z#§FE L T Broadcast &%
ETH5ELRAKICHERTIVELNHD.

4.2.2.4. BRBEBERTBEICTBEETITINOOBERBERF/RITERT S (WH7H)

Broadcast Receiver A4 FIZ&>T setResult)IZ&VIERIEFERERT T ITIDERENEL D, 2
Broadcast Receiver MIFE L, ERRELEDTTINTILY 7 THHAREELHY . ERBFHRNABEEZH>TS
ONBERMENH D, JE2F Broadcast Receiver *>B#1FRE Broadcast Receiver DH&F. fERRELILE
HEART T THADERBEROBVEHFYDET 2HETHL,

ZM &SIz Broadcast Receiver Mo#ERIFERERTIHZEICIX, BREEXTTIMSDFERBFROBRICEELLT
nIEESE,

4.2.2.5. oI T4I731E#HR%E Broadcast X5 T S5 L. RIS FHEL: Receiver ZHIRT % (r78)

Broadcast ELVIBRINRT L5112, FLFH Broadcast IETBFEZHO T TIIZIEHRE—FEELRY . 44325
FEMLIEYTBIEZERLTHEON-EHA TH D, TD=Ot2 o T4T1i1E#RZE Broadcast ZF{ETBHHEIC
X, TP ICERERBINGOESIEEFENRANBELLS,

L T4771ER%E Broadcast £{EJT BIEA . {EEETES Broadcast Receiver FEITAZETEETHY. fthd
Broadcast Receiver (XZERARETHINELNH D, TDT=6HD Broadcast iIZEAEICITLUTDLSILLDHH
b,

BAREY Intent T Broadcast iX{§9 5" ETHEZEEL. ERILI-{E8TEZ S Broadcast Receiver fZIF1Z

Broadcast /@14 A iE. COFEICIERD 2 DDNF—2D3H 5,

U R—77"YA Broadcast Receiver 58 T TéH NI Intent#setClass(Context, Class)Z&YIEEZRET
5, BERMGI—FIZOVWTIEY T ILa—F+E5232074.2.1.1 2R Broadcast Receiver -
Broadcast1Zz&& 1244 &,

U @7 D Broadcast Receiver BT THNIE Intent#setClassName(String, String)(Z&kVYIE L AR
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EFBH. Broadcast EEITEIEIIE/NVT—PD APK ELDRRERERTANRNEBELTEH
AILI=7 ) THAHILZEZRELTH S Broadcast ZEET S, EIFICIEREEM Intent ZFATEEHRD
HENERANTHS,
receiverPermission /35A—4(Z¥ B E % Signature Permission Z$§%EL T Broadcast #{EL. 1539 %
Broadcast Receiver [Z#% Signature Permission #F|FAEELCH55AE. EAMAI—FIZDOWTIEY
U7 INa—K+E5arl4.2.1.3 B#RE Broadcast Receiver1#8 &9 5Z&, £1=2Z M Broadcast %18
FEEEETBICTIFTIL—ILI4.2.2.3 B ES Signature Permission (&, BHT7TUNERLI=-ZEEFREEL

THIATS (WZ8) ILBERALAITNIEESAL,
4.2.2.6. Sticky Broadcast [ZIZ 2 T4 I HIERE S HIELY (w7A)

1BE D Broadcast [&. Broadcast X {EFFICZ{ERTAEIRAEEIZ$H S Broadcast Receiver [CZ{FNEEINDE. £D
Broadcast [F;HiBL TLES, — 7 Sticky Broadcast (& &V Sticky Ordered Broadcast, LA TFEHR) (. X EHF
[C%2{E4K B8 (2 &% % Broadcast Receiver [CRELEBIN-ELIRATLLEICHFELDDF. ZD#%
registerReceiver) IC K Y R ETEBIENEFEHB TH S, & EIZH o f= Sticky Broadcast (&
removeStickyBroadcastQIC&KYEE DRI T THIBRTE S,

Sticky Broadcast IXHEEREY Intent [CKDERAMAIIRTHY. receiverPermission /XTA—FZFIFELT:
Broadcast #{E(XTE%LY, LI=A > T Sticky Broadcast CEEL-ERITITILIITEELCTFEESHDOT T
MEEBTETLES, LIzh 2T T177%01EF#Hi%F Sticky Broadcast TiEEL TIFAESAELY,

4.2.2.7. receiverPermission /A5 A—A2M1§FE %L Ordered Broadcast [ZEMNHEWNZENBHDEITEE (WAZE)

receiverPermission /N\SA—42%$EE 9[22 {ESN 7z Ordered Broadcast (&, TILVITEZELTFHELHD
7D ZIEARETH S, Ordered Broadcast & Receiver M5 MDIRYIFEHREZ(TIS1=0 . F-XEHD
Receiver [CIERILEZESE H1=OIZFIASN D, BEFEDEL Receiver Mi)ER Broadcast AEEEINHT=8.
BEEZELETILVIT7HAZEAIC Broadcast #Z{EL abortBroadcast) 9 5&. %KD Receiver [
Broadcast AEEE SN <75,

4.2.2.8. Broadcast Receiver WoMIRIET—2N LM EHERTS (w7E)

ERT—A%1%YIRLTET-Broadcast Receiver DAA T 2L > TEFURVIZELZA . EAMIZITZELL-HER
T—ANKET—ATHAHAREMEZEEL TR EITNEBLETNIEESELY,

iR1E 7t Broadcast Receiver A2 Broadcast Receiver DiGE . REFED T TUNLRY T —4%ZTES1=6.
TILDIT DHRET—42%ZTES RN N H S, IR{S T Broadcast Receiver A'IE2ABH Broadcast Receiver @
e, A—T7TIVANSDERT —FTHAIDTYRYIFHENKIITEZNEEZN MO T TN SZITEST-T—4
EEENICHERT —RELTERET I LN H -0 R T I BEEHITKETHHIEEATIILLLEL, R
7t Broadcast Receiver AAE %1 BR3E Broadcast Receiver D5 & . ZNHED YR I THED =6, PIIYKERT—4
NRET—HATHIAHEEEZEREL TR EITNEBLETAIELRSRL,
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3.2 ART—HDREMEHER T DI1ZSRI DL,

4.2.2.9. BEZ-RMICRETIEERICE. TOEEDRKRDREKELHIETD (WH7H)

Permission IZ&YRESNTOSBEREESSUHEEEEZMOTTIICZRMICIRET H5EICIE RIEET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKEZHFLZFNITESAEL, Android @
Permission £¥aUTAETILTIE, RESNEEICHTEITIVHNLDEETIERIZOVWTOHEREESE
15, COEBRLEDEHMHEIZEY . FTVICHBIN-EENSSITHOTTYIZ, RED-OIZWHEL Permission &
BERTHIELGIRBESNBAREELH D, CDZEIE Permission ZHEREL TSI EEREMIZEMAED T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSHBT S,
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4.2.3. PRNVRE
4.2.3.1. ERALTKL exported FRE L intent-filter FRE DA & (Receiver DIFE)

£ 4.2-2 [X. Receiver #REFTHLEEITHEALTHEL exported Bt intent-filter EZDMHAAEHEFRL

TL%, lexported="false”mD intent-filter EZEHY I DFEAZRBIZILELTWSERIZDOWNWTIILU T CEREA
T5,

F« 4.2-2 exported Bk intent-filter ERDHEAEHLEDFEATE

exported EEDIE
true false BIETE
intent-filter E&ENH5 A [RAIZELE Gl
intent-filter E&EMALY G| Gl =41

intent-filter &L . M D. exported="false"ZEETHLERAZILLLTLDDIE. R—F7FTUADIELE
Receiver [ZMIFT Broadcast #2EL1=2H£YTH, ERETHT7 T DB Receiver IV HLTLESISZEDN
FHETHLLTHD, UTD 2 DORTEREHRIEVHLIRS%FEHFAT S,

4.2-4 1% A—7FIVANSLMNIEL R Receiver(Z ) A) ZRSEH) Intent THREUVHEELHWERLZEEDHIT
» 5, Intent-filter(E e action="X")Z2ERZLTWLADMN, 7T ALMWVELDTEREYDEELE->TLNS,

FTUA
IS EAMIntentZ{E>T
ReceiverZMEUNH T

l Intent(“X”) :

JE/ABfReceiver A-1
exported="“false”
action="“X"

77C
& ERfIntentZ {#->T
ReceiverZM U H 9

Intent(“X”)

JEABAReceiverZ o 1=F7 TUAD HHY
A2 A= ILEN TS EEIF. F—7
TN TOHHBroadcastiZZIEMNTTHN
%o

\Androidﬁﬁ"ﬁiﬁ

K 4.2-4

4.2-51%. 77U AIZIATTZ 7Y B THREL intent-filter(E e action="X"\2E &L TL\BIBETHD. £7 .
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7T ) (7T CO)HEEERA Intent T Broadcast #1X1E9 5D (%, JEAFA Receiver(A-1)EIIXZEFXLLEL\DT
BIZEXa) T4 IERBERBIZAS BN EDER DK,

tXa)T(ECHRBICHEDDIE. 7T AIZKBR—T7TIADIELR Receiver DIFUHLTH D, 77 A HEg
ZX#) Intent % Broadcast §5&. B—77JR®DIELAE Receiver IZHZ T, [EL Intent-filter #E&L71- B D
DB Receiver(B-1)£Z® Intent #Z{ETETCLEINSTHA[EDFBEDXKE), A hd>T7F) B IZxLTEY
T4 IRIERERETAAREMEASELTLES. 7T B BRIz 7ThHhNIE, TDFEF LI TAILIERDR
BIZE,H S, F1-. Broadcast A Ordered Broadcast THo1zHE L. ERILAWMEREREZZITEROTLESH
e H D,

(" N
7TUA
BE EA M IntentZ{E->T
ReceiverZIEUNH 3
l Intent(“X”) :
F77c
JE/NBHReceiver A-1 A& B MIntentZ > T

exported="false” Receiver&M U H T

action="X" @

A BAReceiver B-1
exported=“true”

Rl CactionZ 2 L 1=ReceiverH‘#Fo1-
BROT7T)RA R —ILENnT=15E
[&. T RTDReceiver|Zintent A ER{E =
ns

action=“X"

Androidifi R
\_

4.2-5

==L, Y RTLDHEIET S Broadcast Intent MDA EZ{ET S BroadcastReceiver #EE T HH AL,
lexported="false”m D intent-filter EEHY 1ZFERTEH L, M D TNLUNDHEAEHLEIFESTULIFLLY,
NI, O RTLHEIET % Broadcast Intent IZBIL TIX exported="false”" THLZIERRETHHELVSEEIZHE
Ko VAT LMEIET S Broadcast Intent EFEL ACTION O Intent 2t 7 FUAZEIELI-BE . TNEZIELT
LESEERLEGWEIMEZSIEFECT AIEEMEN H B M. Thld exported="false"ZEIT B EITE>THSIEM
TE%,

4.2.3.2. Android 3.1 UIZ7F)ERE LA \E Receiver AEFRSNALY
Android 3.1 LA TIlE. AndroidManifest.xml [ZE#89(ZE L 7= Broadcast Receiver &, 1> A—JLLI=FE1T

TIEEMHSBELDTEIENVLETHS, 77)% 1 BEEENTHET, TN LD Broadcast #2{ETEHLDS
[2#%, 1 AM—)L#&IZ Broadcast Z{EZ M) H—CL TUIBFREIS B S LT TELLEo1=, 1=12L Broadcast
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MD1E{EMIT Intent [Z Intent.FLAG_INCLUDE_STOPPED_PACKAGES #&%F L TBroadcast ZE{ELI=B&IL. —
EIEFHLTLVEGWLTITYTH>THIM Broadcast 22ETHENTES,

4.2.3.3. BL UID 227 FUh 5iE{ESh - Broadcast (L. JE2AB Broadcast Receiver THLZ{ETE5

BHEOT7TTIIZELC UID #H=-E5IEMNTES, CDIBE. =X JEAE Broadcast Receiver TH-TH, FL
UID @7 7)) hibiE{ESh = Broadcast [EZ{ELTLES,

LALohiEtxa) T ERBEEGAI LT, RICUID #F 27 7UIX APK 2B L T AR ERN—HTBHIL
MREESN THY. JE2ABH Broadcast Receiver WZIETHDIEB# 7T HhSEIESNT- Broadcast ICRESH
B THS,

4.2.3.4. Broadcast MIELELF D

%159 % Broadcast |& Ordered M ZF5 T, Sticky MESTHWA DA EHEIZLY 4 ¥ D Broadcast
MEFHET D, Broadcast IFERAAYVYRIZIEL T, 2159 % Broadcast DIEFEMNRED,

= 4.2-3
Broadcast MiE%E EERAYYE Ordered? | Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast() Yes Yes

ZNZFhD Broadcast DIFHIIRDESYTHS,

*® 4.2-4
Broadcast DFE%E Broadcast MFIEFET LD 4
Normal Broadcast Normal Broadcast IZiX{EFFIZS2{E TR RBEIZ 45 Broadcast Receiver

[CEEE SN THIMT %, Ordered Broadcast EE#4:Y, #83M Broadcast
Receiver MBI BFIC Broadcast 2 ZETHDMNFHTHSL. BFED
Permission ## D7 71) M Broadcast Receiver =712 Broadcast 2§
HBHIELTED,

Ordered Broadcast Ordered Broadcast (X EERFICZEABELIKAEIZH 5 Broadcast
Receiver M—DF DJEHIZ Broadcast ZRIETHEMNFHTH S, LY
priority fEAYKZ0LY Broadcast Receiver ANEIZZET S, T RTH
Broadcast Receiver [ZEZESET I 5Hh. &H D Broadcast Receiver A%
abortBroadcast)ZME U H L =35 & 12, Broadcast [FHKT S, HFED
Permission #F|AE S L1=77")® Broadcast Receiver =I+(Z Broadcast
FRESEDHILLTED, £z Ordered Broadcast TIXEETH
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Broadcast Receiver oD g R FEHZE Z(TIAH_EHLTES, SMS ZIEBEXN
Broadcast (SMS_RECEIVED) I% Ordered Broadcast D& HFITH S,
Sticky Broadcast Sticky Broadcast & {ERFICZIERIEE/IKAEICEH S Broadcast Receiver
CEHEESINEZRBICEBRTIZEETHCRATLIZERYEGIT., &I
registerReceiver)ZMEUH LI=7 7 H Sticky Broadcast 2{EF52&
MTEEHI LN TH S, Sticky Broadcast [t Broadcast EE4YH
BFMITHRT A LI LD T, Sticky Broadcast A AE(ZH>1=&E(2, BF
REIIZ removeStickyBroadcast()ZMEUNHH L T Sticky Broadcast ZHiES
HEDLENH D, D Broadcast L&Y $5ED Permission HF D7 7J1)
@ Broadcast Receiver 1=[F1Z Broadcast 2 {ESE AT EILTELLY, /3y
T1)—IRBEZ F & XN Broadcast (ACTION_BATTERY_CHANGED) & Sticky
Broadcast DX ERHITHD,

Sticky Ordered Broadcast | Ordered Broadcast & Sticky Broadcast A M4 %5 -7- Broadcast
T# 5., Sticky Broadcast R4k, ¥ E D Permission ZF2>27 UM
Broadcast Receiver 721712 Broadcast ZZ{ESE DT EIETERLY,

Broadcast DHEHEIRAELVDRAT, EREZHFSIEHWICHEETHLETRITED,

£ 4.2-5
Broadcast MDA IRD L Normal Ordered Sticky Sticky Ordered
Broadcast Broadcast Broadcast Broadcast

Z{E T AE7: Broadcast Receiver &

Permission [Z&kY#IRT S © © - -
Broadcast Receiver M > DAL

REWET S - © - ©

JlE #& [Z Broadcast Receiver [Z

Broadcast ZEEH 5 - © - ©
BRICIEESN TS Broadcast &

BHLRIETS - - © ©

4.2.3.5. Broadcast FE{EL-1EHA LogCat [CHIINBIGEELNHD

Broadcast MEZEIEEARMIC LogCat [TH AN, LHL. ZIER/ID Permission FREICKDITT—H0.#F
{E81D Permission R REIZ&DIS—DREIZ LogCat [CT5—AY MNH ASh B, T5—0O4(1Z1E Broadcast TiE
19 % Intent FRIEENDD T, TS5—FKARFZ(X Broadcast EFIET DB AL LogCat (TR RSNBIIEITER
LTIELLY,

IX(SRID Permission NERFDI S —

W/ActivityManager(266): Permission Denial: broadcasting Intent { act=org.jssec.android.broadcastreceiver.creating
.acti on.MY_ACTION } from org.jssec.android.broadcast.sending (pid=4685, uid=10058) requires org.jssec.android.per
mission.MY_PERMISSION due to receiver org.jssec.android.broadcastreceiver.creating/org.jssec.android.broadcastrec
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SECURITY

eiver.creating.CreatingType3Receive r

ZAEMID Permission NERFDIS—
W/ActivityManager(275): Permission Denial: receiving Intent { act=org.jssec.android.broadcastreceiver.creating.ac

tion.MY_ACTION } to org.jssec.android.broadcastreceiver.creating requires org.jssec.android.permission.MY_PERMISS
ION due to sender org.jssec.android.broadcast.sending (uid 10158)
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I 4.3. Content Provider Z4£%-FIB9 5

ContentResolver & SQLiteDatabase M A > 2 —2J7x— XML TS F- & . Content Provider [&
SQLiteDatabase EFEICBIRAHDHEIELINEIEMNZ LY, LALEREIZIX Content Provider (X7 7URT
—BHREDAUE—TI—RERET ST T, TE2REFORRXE—UBOLLNWIEITEENBLES, ERT S
Content Provider RETT—42MDRF(C SQLiteDatabase #{#52 &3 TESL. XML 774 L E DRI DIRER
KEFEITELITED BB CCTRNT BT I a—FRIZET—2E2RHFETHNEEZEFLRLO T, BREITHLT
BN HIE,

43.1. Yo7 )La—kK

Content Provider REDKSIZFIASINBMZE>T, Content Provider A2 51 R 0EY L HEHFERANE
5%, ROFIFEIO—IZ&>TERT S Content Provider WE DAL T THIMEHIETES,

FE LD
TVIZFAZERD S

v Y

Private Public Exclusive Proprietary Temporary
™ . N ' N—bF—RE B RE —BFEF Al
3R 23BAContent Provider “ABfContent Provider Content Provider Content Provider Content Provider
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4.3.1.1. 3E/4AE Content Provider 245 -FIFAT 5%

JE/ABH Content Provider (&, R—77J R THIAEHNS Content Provider THY. 28R EHEDE L
Content Provider T#% 5, 1=1=L. Content Provider MIEABHERE (X Android 2.2 (API Level 8) LIAI Tl
BELIEWCEITEENREL,

LIF. JE22BA Content Provider DR EHIETRT,

R4 F(Content Provider 24E3) :

1.

2.
3.
4

Android 2.2 (API Level 8) LLRiTTIZIEFH Content Provider 3R LA (TEALY)
exported="false"IZ&Y) . BARMIZIEARIERTE TS
B—77IVRANLDIIIRNTH2TH, INTA—BDNREHEEHET S
FMATTIVER—TTITHEID B, T4 ITREREREL TR

AndroidManifest.xml
<?xml version="1.0" encoding="utf -8"?>
<manifest xmIns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.privateprovider"
android:versionCode="1"
android:versionName="1.0" >

<!-- 1 Android 2.2 API Level 8 Content Provider - >
<uses sdk android:minSdkVersion="9" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>

<l-- 2 exported="false" - >
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"
android:exported="false" />
</application>

</manifest>

PrivateProvider.java
package org.jssec.android.provider.privateprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
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import android.database.Cursor;
import android. database.MatrixCursor;
import android.net.Uri;

public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.privateprovider";
public static final String CONTENT_TYPE = "vnd.androi d.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/I Content Provider
public interface Download {
public static final Strin g PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_U Rl = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

/I UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

}
// DB query Cursor
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] {"_id", "pref"'});
static {
sAddressCursor.addRow(new String[] { "1", " "1;
sAddressCursor.addRow(new String[] { "2", " "1;
sAddressCursor.addRow(new String[] { "3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@Override

public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

I 3

i uri UriMatcher#match()  switch case
I 3.2

I 4

i getType
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switch ( sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

1 3

1 uri UriMatcher#match()
I 3.2

1 4

Il query

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

1 3

1 uri UriMatcher#match()
I 3.2

1 4

/I Insert ID

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedid(Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address.CONTENT_URI, 4);

default:
throw new llle galArgumentException("Invalid URI "+ uri);
}
}
@Override

public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

switch case

switch case
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I 3

1 uri UriMatcher#match()
I 3.2
I 4
/I Update
switch (sUriMatche r.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1,

default:

throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override
public int delete(Uri uri, String selection, String[] selectionArgs) {

I 3

1 uri UriMatcher#match()
I 3.2
I 4
/I Delete
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_IDDOE:
return 1,

default:

throw new lllegalArgumentException("Invalid URI "+ uri);

switch case

switch case
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RIZ. JE22FA Content Provider #F| 9 % Activity DlZTRT,

R4 r(Content Provider ZF|fH7 3):
5. B—7F7IVA~AD)IIRTCHEII D, B TAITHIEREVIIAMIEDHTELLY
6. R—7TVRILDBERIERTHOTH. FETHNRLUEHRTS

PrivateUserActivity.java
package org.jssec.android.provider.privateprovider;

import android.app.Activity;
import android.database.Cursor;
import android.net.Uri;

import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateUser  Activity extends Activity {
public void onQueryClick(View view) {
logLine("[Query]");

1 5
Cursor cursor = null;
try {
cursor = getContentResolver(). query(
PrivateProvider.Download. CONTENT_URI, null, null, null, null);

I 6
1 3.2
if (cursor == null) {
lo gLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved= cursor.moveToNext();

}
}
}
finally {
if (cursor != null) cursor.close();
}

}
public void oninsertClick(View view) {
logLine("[Insert]");

I 5
Uri uri = getContentResolver().insert(PrivateProvider.Download. CONTENT_URI, null);

I 6
I 3.2
logLine(" u ri:" + uri);
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public void onUpdateClick(View view) {

logLine("[Update]™);

I 5

int count = getContentResolver().update(PrivateProvider.Download. CONTENT_URI, null, nu I, null);
I 6

I 3.2

logLine(String.format(" %s records updated"”, count));

}

public void onDeleteClick(View view) {
logLine("[Dele te]");

1 5
int count = getContentResolver().delete(
PrivateProvider.Download. CONTENT_URI, null, null);

1 6
I 3.2
logLine(String.format(" %s records deleted", count));

}

private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
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4.3.1.2. /23 Content Provider 245 I35

22Bf Content Provider (&, FYFEZHD 7TV ICHI RSN D EEBELT- Content Provider TH 5, V517>
FERELLZNIEIZEKY., RILITT7Hh5 selectQICE>TREBLTWST—2ZFIREMSNI=Y, update()IZ&L>T
T—REEZTHMA LMY, insert()/delete()IZ&>THD T —ADHEARLT —ADHIBREVNST-HEBEZ(+1YL T
REASNBEILITEENRBEL,

F1=. Android OS BEETIXHZWLIEBERK D22 Content Provider 2F|B 3 51546 . ZD AR Content
Provider IZEEYBEELIZRILIITICUIIAMGA—RZZEINDILDHDH L. BLU . HBHRT %%
(TERAZENH D EITEFENBLETH S, Android OS BEED Contacts +> MediaStore F+ 238 Content
Provider T&H2H'. TILUTT7I(EZFN 5 Content Provider IZRLYFEL TEALY,

LA . 22F8 Content Provider O EZEHIETRT .
R4 ~(Content Provider Z4£3):

1. VIOTZRAMNSGA—EADREMTHRT D
2. EUUTATRBRRERELTIIESRE

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.publicprovider"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:min SdkVersion="8" />
<application

android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<provider
android:name=".PublicProvider"
android:authorities="org.jssec.android.pro vider.publicprovider" />

</application>
</manifest>

PublicProvider.java
package org.jssec.android.provider.publicprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.d atabase.MatrixCursor;
import android.net.Uri;

public class PublicProvider extends ContentProvider {
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public static final String AUTHORITY = "org.jssec.android.provider.publicprovider"”;
public static final String CONTENT_TYPE = "vnd.android.c ursor.dir/vnd.org.jssec.contenttype”;
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/I Content Provider
public interface Download {
public static final String P ATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/"* + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/ + PATH);

}

/I UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static fin al int ADDRESSES_ID_CODE =4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORIT®ownload.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

}
// DB query Cursor
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref'});
static {
sAddressCursor.addRow(new String[] { "1", " "1;
sAddressCursor.addRow(new String[] { "2", " "1;
sAddress@irsor.addRow(new String[] { "3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
@Override

public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.ma tch(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
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throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override
public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

I 1
1 uri UriMatcher#match()
I 3.2
I 2
Il query
I
I
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

I 1
1 uri UriMatcher#match()
I 3.2
I 2
Il Insert ID
I
I
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedld(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

I 1

i uri UriMatcher#match()
I 3.2

I 2

/l Update

switch case

switch case

switch case
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I

I

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:
return 5; // update

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:

return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

1 1

1 uri UriMatcher#match()
I 3.2

1 2

/I Delete

I

I

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:
return 10; // delete

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:

switch case

return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
}
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RIZ. 22F Content Provider ZF|f9 5 Activity DHlZTRY,

R4 r(Content Provider ZF|fH7 3):
3. EUVTATIEREV IIRAMIEDH TIEAESELY
4, BRET—ADLEMUEHERTD

PublicUserActivity.java
package org.jssec.android.provider.publicuser;

import android.app.Activity;

import android.content.ContentValues;
import android.content.pm.Providerinfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import andr oid.view.View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {

1 Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.publicprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

public void onQueryClick(View view) {

logLine("[Query]");

if ('pr oviderExists(Address.CONTENT_URI)) {

logLine(" Content Provider ");
return;
}
1 3
1
1
Cursor cursor = null;
try {
cursor = getContentResolver().query(Address.CONTENT_URI, null, null, null, null);
1 4
1 3.2
if (cursor==n ull) {
logLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();
}
}
}
finally {

if (cursor != null) cursor.close();
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}

public void oninsertClick(View view) {
logLine("[Insert]"  );

if (!providerExists(Address.CONTENT_URI)) {

logLine(" Content Provider ")
return;

}

1 3

1

1

ContentValues values = new ContentValues();

values.put("pref", " ");

Uri uri = getContentResolver().insert(Address. CONTENT_URI, values);
1 4
I 3.2
logLine(" uri:" + uri);
}
public void onUpdateClick(View view) {
logLine("[Update]™);

if (!providerExists(Address.CONTENT_URI)) {

logLine(" Content Provider ");
return;

}

1 3

1

1

ContentValues values = new ContentValues();

values.put("pref", " ");

String where =" _id = ?";

String[] args = {"4" };
int count = getContentResolver().update(Address. CONTENT_URI, values, where, args);

I/ 4

1 3.2
logLine(String.format(" %s records updated”, count));

}

public void onDeleteClick(View view) {
logLine("[Delete]");

if (!providerExists(Address.CONTENT_URI)) {

logLine(" Content Provider ");
return;

}

1 3

1

1

int count = getContentResolver().delete(Address. CONTENT_URI, null, null);

128

All rights reserved © Japan Smartphone Security Association. Content Provider k% -FIFI9 %




l|||| ;J:-!P:RNTPHON[ Android 77')@t:Fnggé-f't#l?:l_?’f‘/ﬁ«ﬁ"f F\ 2013 ﬂE 4 H 1 E Hﬁ

rommmon  http://www jssec.org/dl/android_securecoding.pdf

I 4
/1 3.2
logLine(String.format(" %s records deleted", count));

}

private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager().resolveContentProvider(uri.getAuthority(), 0);
return (pi != null);

}
private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)fin dViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
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4.3.1.3. /N\—hkF+—[R%E Content Provider /% -FIET %

IN—hF—PBRE Content Provider (. B#ED7 T IFhLFATES Content Provider TH b, /\—bF—1
2¥DT7IIVEBRTITUINEELTORTLERERB L, IS—,F—7 T ED B TR RO e £ SFAT-OIZFI S
na,

LIF ., /\—kF—BR%E Content Provider ®DZE&EHIZERT,

R4 r(Content Provider Z{E3):

1. FIAT7TVOHAENRITAMJRNMIEFRIN TSI LEHERT D

2. N—bF—TFTUDLDYIIZALTHO>TH I\TA—ADREHEHERTD
3. N—rF—TFTVICEARLTRUMERICRYRZEL TKRL

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.exclusiveprovider"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android: minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<provider
android:name=".ExclusiveProvider"
android:authorities="org.jssec.andro id.provider.exclusiveprovider" />
</application>
</manifest>

ExclusiveProvider.java
package org.jssec.android.provider.exclusiveprovider;

import java.util.List;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.ActivityManager;
import android.app.ActivityManager.Running  AppProcessinfo;
import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;

import android.content.UriMatcher;
import android.database.Cursor;

import android.datab ase.MatrixCursor;
import android.net.Uri;

import android.os.Binder;
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public class ExclusiveProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.exclusiveprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/I Content Provider
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/"* + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

/I UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

}
// DB query Cursor
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref'});
static {
sAddressCursor.addRow(new String[] { "1", " "1;
sAddressCursor.addRow(new String[] { "2" ," "1;
sAddressCursor.addRow(new String[] { "3", " "1;
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/do  wnloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
I 1
private static PkgCertWhitelists sWhitelists = null;
private static void bui IdWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();
i org.jssec.android.provider.exclusiveuser
sWhitelists.add("org.jssec.android .provider.exclusiveuser", isdebug ?
I/l debug.keystore "androiddebugkey"
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :
Il keystore "partner key"
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");
I
}
private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context );
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return sWhitelists.test(context, pkgname);

}

I

private String getCallingPackage(Context context) {
String pkgname = null;

ActivityManager am = (ActivityManager)context.getSystemService(Context. ACTIVITY_SERVICE);
List<RunningAppProcessinfo> procList = am.getRunningAppProcesses();

int callingPid = Binder.getCallingPid();
if (procList != null) {
for (RunningAppProcessinfo proc : proclList) {
i f (proc.pid == callingPid) {

pkgname = proc.pkgList[proc.pkgList.length - 15
break;
}
}
}
return pkgname;
}
@Override

public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public Cursor query(Uri uri, String[] projection, Str ing selection,

String[] selectionArgs, String sortOrder) {

I 1
if (IcheckPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("

}

1 2
1 uri UriMatcher#match()
1 3.2
1 3
Il que ry
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

switch case

132

All rights reserved © Japan Smartphone Security Association.

Content Provider % -FIH7 %




rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;J:-!P:RNTPHON[ Android 77')@t:Fnggé-f't#l?:l_?’f‘/ﬁ«ﬁ"f F\ 2013 ﬂE 4 H 1 E Hﬁ

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

I 1
if (IcheckPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException(" ");
}
1 2
1 uri UriMacher#match()  switch case
1 3.2
1 3
Il Insert ID

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedld(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address.CONTENT_URI, 4);

default:
throw new lllegalArgumentException("Invalid URI "+ u ri);
}
}
@Override

public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

Il 1
if (!checkPartner(getContext(), getCalli ngPackage(getContext()))) {
throw new SecurityException(" ");
}
Il 2
i uri UriMatcher#match()  switch case
I 32
Il 3
/l Update

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update

case DOWNROS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:
return 1,
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default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public int delete(Uri uri, String selection, String[] selectionArgs) {

I 1
if (IcheckPartner(getContext(), getCallingPackage(getContext()))) {
throw new SecurityException("

}

I 2
1 uri UriMatcher#match()
I 3.2
I 3
/I Delete
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete

case DOWNLOADS_ID_CODE:
return 1,

case ADIRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:

switch case

return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
}
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K=, 18—k F—R%E Content Provider ZF|FH3 % Activity DHIZTRT,

R4 (Content Provider ZFIFH3 3):

4. FIASK/N—rF—BRE Content Provider 77 DFEAEMNHRT AR RNMIEFIN TSI LEHERT D
5. /8—hF+—BRE Content Provider 7 7JIZEATRL TKLMERICRY VT RAMIEHTELL

6. /\—hF—PFR3E Content Provider 77UMWSDIERTHH->TH. BRT—IDREMEHERTS

ExclusiveUserActivity.java
package org.jssec.android.provider.exclusiveuser;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.Providerinfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class ExclusiveUserActivity extends Activity {

1 Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.exclusiveprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("cont ent://" + AUTHORITY + "/" + PATH);

}

I 4 Content Provider

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isde bug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

i Content Provider org.jssec.android.provider.exclusiveprovider

sWhitelists.add("org.jssec.android.provider.exclusiveprovider", i sdebug ?
I/l debug.keystore "androiddebugkey"
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :
Il keystore "my company key"
"D397D343 AS5CBC10EBDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA";

1 Content Provider
}
private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);
}
I uri AUTHORITY Content Provider
private String providerPkgname(Uri uri) {
String pkgname = null;
ProviderInfo pi = getPackageManager().resolveContentProvider( uri.getAuthority(), 0);
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if (pi != null) pkgname = pi.packageName;
return pkgname;

}
public void onQueryClick(View view) {
logLine("[Query]");
I 4 Content Provider

if (IcheckPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" Content Provider ");
return;
}
1 5 Content Provider
Cursor cursor = null;
try {
cursor = getContentResolver().query(Address.CONTENT_URI, null, null, null, null);
1 6 Content Provider
1 3.2
if (cursor == null) {
logLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s", ¢ ursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();
}
}
}
finally {
if (cursor = null) cursor.close();
}

}

public void oninsertClick(Vi ew view) {
logLine("[Insert]");
1 4 Content Provider

if (IcheckPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" Content Provider ");
return;

}

1 5 Content Provider

ContentValues values = new ContentValues();

values.put("pref", " ");

Uri uri = getContentResolver().insert(Addres s.CONTENT_URI, values);

1 6 Content Provider
1 3.2
logLine(" uri:" + uri);

}

public void onUpdateClick(View view) {
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}

}

}

logLine("[Upd ate]");
I 4 Content Provider

if (IcheckPartner(this, providerPkgname(Address.CONTENT_URI))) {

logLine(" Content Provider ");
return;

}

1 5 Content Provider

ContentValues values = new ContentValues();

values.put("pref", " ");

String where ="_id = ?";

String[] args = {"4" };
int count = getContentResolver().update(Address.CONTENT_URI, values, where, args);

1 6 Content Provider
1 3.2
logLine(String.format(" %s records updated", count)) ;

public void onDeleteClick(View view) {

logLine("[Delete]");
I 4 Content Provider

if (IcheckPartner(this, providerPkgname(Address.CONTENT_URI))) {
log Line(" Content Provider ");
return;

}

1 5 Content Provider
int count = getContentResolver().delete(Address. CONTENT_URI, null, null);

I 6 Content Provider
I 3.2
logLine(String.format(" %s records deleted", count));

private TextView mLogView;

@Override
public void onCreate(Bu ndle savedInstanceState) {

super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

private void logLine(String line) {

mLogView.append(line);
mLogView.append('n");

PkgCertWhitelists.java

package org.jssec.android.shared,;
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import java.util. HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boo lean add(String pkgname, String sha256) {
if (pbkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "),

if (sha256.length() != 64) return false; // SHA -256 32
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", ").length() != 0) return false; // 0 -9AF

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkghame) {
/I pkgname
String correctHash = mWhitelists.get(pkgname);

/I pkgname
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
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byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException €) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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4.3.1.4. B#%tBRE Content Provider Z{£%-FIFA3 5%

B #tBR5E Content Provider (&, B#t SN DT T MSFIHEENDZEEEZ1ET S Content Provider THd, EH
DEH/ETT)TORATLEERL. B 77 RSB OCBEEESTA=0IZFIBSh S,

LI . B#tBR%E Content Provider D E&EHIZTRT,

R4~ (Content Provider #4E3):

1. ¥ BES Signature Permission ZE&3 %

2. Content Provider EZIZT. J#E ¥ Signature Permission #EREE T 5
3. JhEEZ Signature Permission NE# 7 TVIZKYERIN TSI LERERTD
4. BH7IIMLDVITIRNTCHOTH, INTA—EDREMEHEDRT S

5. MART7IIVEBERTIITHED L., o T14THERERZELTKL

6. FART7IIEEILHKERTAPKEZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.proprietaryprovider"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk androi d:minSdkVersion="8" />

<!-- 1 Signature Permission - >

<permission
android:name="org.jssec.android.provider.proprietaryprovider.MY_PERMISSION"
android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<l-- 2 Signature Permission - >
<provider
android:name=".ProprietaryProvider"
android:authorities="org.jssec.and roid.provider.proprietaryprovider"
android:permission="org.jssec.android.provider.proprietaryprovider.MY_PERMISSION" />
</application>
</manifest>

ProprietaryProvider.java
package org.jssec.android.provider.proprietaryprovider;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValue s;
import android.content.Context;
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import android.content.UriMatcher;
import android.database.Cursor;
import android.database.MatrixCursor;
import android.net.Uri;

public class ProprietaryProvider extends ContentProvider {

public static fina | String AUTHORITY = "org.jssec.android.provider.proprietaryprovider";
public static final String CONTENT_TYPE = "vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.j ssec.contenttype";

/I Content Provider
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);

}

/I UriMatcher

private static final int DOWNLOADS_CODE =1,

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatche r(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addURI(AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

}
// DB query Cursor
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", " "1;
sAddressCursor.addRow(new String[] { "2", " ";
sAddressCursor.addRow(new String[] { "3", " ";
}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new Str ing[] {"_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow(new String[] { "2", "/sdcard/downloads/sample.txt" });
}
i Signature Permission

private static final String MY_PERMISSION = "org.jssec.android.provider.proprietaryprovider. MY_PERMISSION";

1
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyC ertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"
sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";
}else {
I keystore "my company key"
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sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES88B D7B3A7C2 42E142CA"

}
}
return sMyCertHash;
}
@Override

public boo lean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override
public Cursor query(Uri uri, Stri ng[] projection, String selection,
String[] selectionArgs, String sortOrder) {

1 3 Signature Permission
if (!SigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(" Signature Permission

}

1 4
1 uri UriMatcher#match()  switch case
1 3.2
1 5
Il query
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);

}

@Override
public Uri insert(Uri uri, Conten tValues values) {

i 3 Signature Permission

142
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if (ISigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(" Signature Permission ");
}
1 4
1 uri UriMatcher#match()  switch case
1 3.2
1 5
Il Insert ID
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedld(Download. CONTENT_URI, 3);
case ADDRESSES_CODE:
return ContentUris.withAppe ndedld(Address.CONTENT_URI, 4);
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int update(Uri uri, ContentValues values, String selection,
String[] sele ctionArgs) {
1 3 Signature Permission
if (ISigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(" Signature Permission ");
}
1 4
1 uri UriMatcher#match()  switch case
1 3.2
1 5
/l Update
switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update
case DOWNLOADS_ID_CODE:
return 1,
case ADDRESSES_CODE:
return 1 5;
case ADDRESSES_ID_CODE:
return 1,
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int delete(Uri uri, String selection, String[] selectionA rgs) {
i 3 Signature Permission
if (ISigPerm.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(" Signature Permission ");
}
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I 4

1 uri UriMatcher#match()
I 3.2

I 5

Il Delete

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_ID_CODE:
return 1,

default:

throw new lllegalArgumentException("Invalid URI "+ uri);

switch case

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™),

return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {
if (sigPermName == null) return null;
try {
/I sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;

String pkgname = pi.packageName;

1 Signature Permission
if (pi.protectionLevel I= Permissioninfo.PRO

/I sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

public static boolean test(Context ctx, String sigPermName, String correctHash) {

pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);

TECTION_SIGNATURE) return null;
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}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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Key alias selection 9

@ Use existing key

Alias: my company key vl

Password: 008808

() Create new key

4.3-2
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RIZ. B#PRE Content Provider ZF|A$ % Activity DHIZETRT .

R4 r(Content Provider #FI 7 3):

7. MBEEZ Signature Permission #¥HEEE9 %

8. J¥BXZ Signature Permission NEHT7IVIZKYERINTINDILEHERT S

9. #FIM% Content Provider 77 DFIAEN BHDAETHLHLEHERT D

10. B#BRE Content Provider 7 7YIZBIRL TLULMERIZRRY VT RMIEHTKLY

11. B#tFR5E Content Provider 77N D#ERTH>TH. ERT—HIDREMEHET S
12. FIRAET7T)LRICHAFEERTAPKZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.proprietaryuser"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:mi nSdkVersion="8" />

<l-- 7 Signature Permission - >
<uses permission
android:name="org.jssec.android.provider.proprietaryprovider.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".ProprietaryUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAI N" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

ProprietaryUserActivity.java
package org.jssec.android.provider.proprietaryuser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.PackageManager;
import android.content.pm.Providerinfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;
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import android.widget. TextView;

public class ProprietaryUserActivity extends Activity {

1 Content Provider
private static final String AUTHORITY = "org.jssec.android.provider.proprietaryprovider";
private interface Address {

public static final String P ATH = "addresses";

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/"* + PATH);

}

1 Signature Permission

private static final String MY_PERMISSION = "org.jssec.android.provider.proprietaryprovider.MY _PERMISSION",
I

private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keyst ore "androiddebugkey"
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";

}else {
I/ keystore "my company key"
sMyCertHash = "D397D343 BCBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA";
}
}
return sMyCertHash;
}
1 Content Provider

private static String providerPkgname(Context context, Uri uri) {
String pkg name = null;
PackageManager pm = context.getPackageManager();
ProviderInfo pi = pm.resolveContentProvider(uri.getAuthority(), 0);
if (pi = null) pkgname = pi.packageName;
return pkgname;

}

public void onQuer yClick(View view) {

logLine("[Query]");

1 8 Signature Permission

if (I1SigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logLine(" Signature Permission ");
return;

}

1 9 Content Provider

String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (IPkgCert.test(this, pkgname, myCertHash(this))) {

logLine( " Content Provider ");
return;

}

i 10 Content Provider

Cursor cursor = null;

try {

cursor = getContentResolver().query(Address.CONTENT_URI, null, null, null, null);

148
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}

}

1 11 Content Provider
I 3.2
if (cursor == null) {
logLine(" null cursor");
}else {
boolean moved = cursor.moveToFirst();
while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();

}
}
}
finally {
if (cursor = null) cursor.close();
}

public void oninsertClick(View view) {

logLine("[Insert]");

1 8 Signature Permission

String correctHash = myCertHash(this);

if (ISigPerm.test(this, MY_PERMISSION, correctHash)) {
logLine(" Signature Permission ");
return;

}

I 9 Content Provider
String pkgname = providerPkgname(this, Address. CONTENT_URI);
if (IPkgCert.test(this, pkgname, correctHash)) {

logLine(" Content Provider ");
return;

}

1 10 Content Provider

ContentValues values = new ContentValues();

values.put("pref", " ");

Uri uri = getContentResolver().insert(Address. CONTENT_URI, values);

I 11 Content Provider
I 3.2
logLine(" uri:" + uri);

public void onUpdateClick(View view) {

logLine("[Update]");

1 8 Signature Permission

String correctHash = myCertHash(this);

if (ISigPerm.test(this, MY_PERMISSION, correctHash)) {
logLine(" Signature Permission ");
return;

}

1 9 Content Provider
String pkgname = providerPkgname(this, Address.CONTENT_URI);
if (IPkgCert.test(this, pkgname, correctHash)) {
logLine(" Content Provider ");
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}

}

}

return;
}
1 10 Content Provider
ContentValues values = new ContentValues();
values.put("pref", " ");
String where ="_id = ?";

String[] args = {"4" };
int count =g etContentResolver().update(Address. CONTENT_URI, values, where, args);

1 11 Content Provider
I 3.2
logLine(String.format(" %s records updated"”, count));

public void onDeleteClick(View view) {

logLine("[Delete]");

1 8 Signature Permission

String correctHash = myCertHash(this);

if (ISigPerm.test(this, MY_PERMISSION, correctH ash)) {
logLine(" Signature Permission ");
return;

}

I 9 Content Provider

String pkgname = providerPkgname(this, Address. CONTENT_URI);

i f (IPkgCert.test(this, pkgname, correctHash)) {
logLine(" Content Provider ");
return;

}

1 10 Content Provider
int count = getContentResolver().dele te(Address.CONTENT_URI, null, null);

1 11 Content Provider
I 3.2
logLine(String.format(" %s records deleted", count));

private TextView mLogV iew;

@Override
public void onCreate(Bundle savedinstanceState) {

super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);

private void logLine(S  tring line) {

mLogView.append(line);
mLogView.append('n");

SigPerm.java
package org.jssec.android.shared,;
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import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
Il sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

1 Signature Permission
if (pi.protectionLevel != Permissioninfo.PRO TECTION_SIGNATURE) return null;

Il sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;

try {
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PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

*RA2k 12% Eclipse h5> APK # Export 375&E(2, FIALET7 T LRILHKERTAPKEZELT 5,

= Export Android Application

Key alias selection

@ Use existing key

Alias: Imy company key

Password: eeeeeee

() Create new key

C?:' < Back ” MNext >
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4.3.1.5. —BsE579 Content Provider 245 -FIFA9 5%

— 55T Content Provider [&, E2AMIZIXIEABID Content Provider THAHS, HED 7SI L T—HH
245 URINDT7 I 2R%EEFRI T 5 Content Provider THd, 1757 #IBELIz Intent ZXR 7 T2
FTHILIZEY . ZDTTI)IZ—BFET V2 RERNMFEIN D L5127 >TLVS, Content Provider 771 HVEEED
MICHDTTVIZT I REAEEADHIELTESL. —RHMLGETIERHFAEROTETTIZ Content
Provider 77N ZBIMIZT VL REAIE5252LHTED,

LI . —B$E5 7] Content Provider D =& HIZTRT,

RA4 >~ (Content Provider #{£3):

1. Android 2.2 (API Level 8) AR Tl&—B5EF 7] Content Provider 3% L%
exported="false” &Y, —BFEFAI 9 % Path LINEIELBHERET S
grant-uri-permission [Z&Y . —BFEFRI 9% Path Z$6E T %
—BMICHFRAILIZ7 TUNSDYIIRNCHHTH, INTA—FDREMEHERT S
—BERIZEF AT L= 7 TVICRIRL TRUDMBEIRIZEEYRZE L TLLD
—BFRICT U R%ZEFR[ 95 URI % Intent IZHEET S
—BMICHFRIT 27V RHERE Intent ITIEET S
—BHICT VR REHRT 57T ICHTRY Intent Z#{E9 5
—BEFADERTTTIC Intent #iRIET S

0 O NO VA WN

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.temporaryprovider"

android:versionName="1.0" >

<!-- 1 Andrad 2.2 APl Level 8 Content Provider ->
<uses sdk android:minSdkVersion="9" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity
android:name=".TemporaryActiveGrantActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>

<l-- Content Provider -- >

<l-- 2 exported="false" Path - >
<provider

android:name=".TemporaryProvider"
android:authoritie  s="org.jssec.android.provider.temporaryprovider"
android:exported="false" >
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<!-- 3 grant-uri - permission Path - >
<grant-uri - permission android:path="/addresses" />

</provider>

<activity
android:name=".TemporaryPassiveGrantActivity"
android:label="@string/app_name"
android:exported="true" />
</application>
</manifest>

TemporaryProvider.java
package org.jssec.android.provider.temporaryprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import androi d.database.MatrixCursor;
import android.net.Uri;

public class TemporaryProvider extends ContentProvider {
public static final String AUTHORITIY = "org.jssec.android.provider.temporaryprovider";
public static final String CONTENT_TYPE ="vnd.a  ndroid.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE = "vnd.android.cursor.item/vnd.org.jssec.contenttype";

/I Content Provider
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITIY + "/* + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CON TENT_URI = Uri.parse("content://" + AUTHORITIY +"/" + PATH);

}

/I UriMatcher

private static final int DOWNLOADS_CODE = 1,

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher(UriMatcher.NO_MATCH);
sUriMatcher.addURI(AUTHORITIY, Download.PATH, DOWNLOADS_CODE);
sUriMatcher.addUR(AUTHORITIY, Download.PATH + "/#", DOWNLOADS_ID_CODE);
sUriMatcher.addURI(AUTHORITIY, Address.PATH, ADDRESSES_CODE);
sUriMatcher.addURI(AUTHORITIY, Address.PATH + "/#", ADDRESSES_ID_CODE);

}
// DB query Cursor
private static MatrixCursor sAddressCursor = new MatrixCursor(new String[] { "_id", "pref" });
static {
sAddressCursor.addRow(new String[] { "1", " "1
sAddressCursor.addRow(new String[] { "2", " "1;
sAddressCursor.addRow(new String[] { "3", " "1;
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}
private static MatrixCursor sDownloadCursor = new MatrixCursor(new String[] { "_id", "path" });
static {
sDownloadCursor.addRow(new String[] { "1", "/sdcard/downloads/sample. ipg" 1;
sDownloadCursor.addRow(new String[] { "2", “/sdcard/downloads/sample.txt" });
}
@Override

public boolean onCreate() {
return true;

}

@Override
public String getType(Uri uri) {

switch (- sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

I 4

1 uri UriMatcher#match()  switch case
1 3.2

I 5

Il query

switch (sUriMatcher.match(uri)) {

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override

public Uri insert(Uri uri, ContentValues values) {

I 4

i uri UriMatcher#match()  switch case
I 3.2

I 5

/I Insert ID
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switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:

return ContentUris.withAppendedld(Download. CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedld(Address. CONTENT_URI, 4);

default:
throw new llle galArgumentException("Invalid URI "+ uri);
}
}
@Override
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {
I 4
1 uri UriMatcher#match()
I 3.2
I 5
/l Update
switch (sUriMatche r.match(uri)) {
case DOWNLOADS_CODE:
return 5; // update
case DOWNLOADS_ID_CODE:
return 1,
case ADDRESSES_CODE:
return 15;
case ADDRESSES_ID_CODE:
return 1;
default:
throw new lllegalArgumentException("Invalid URI "+ uri);
}
}
@Override
public int delete(Uri uri, String selection, String[] selectionArgs) {
I 4
1 uri UriMatcher#match()
I 3.2
I 5
/I Delete

switch (sUriMatcher.match(uri)) {
case DOWNLOADS_CODE:
return 10; // delete

case DOWNLOADS_ID_CODE:
return 1,

case ADDRESSES_CODE:
return 20;

case ADDRESSES_|IDOE:
return 1,

switch case

switch case

156
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default:
throw new lllegalArgumentException("Invalid URI "+ uri);

TemporaryActiveGrantActivity.java
package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class TemporaryActiveGrantActivity extends Activity {

/I User Activity
private static final String TARGET_PACKAGE = "org.jssec.android.provider.temporaryuser";
private static final String TARGET_ACTIVITY = "org.jssec.android. provider.temporaryuser. TemporaryUserActivity

@Override

protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.active_grant);

}

/I Content Provider
public void onSendClick(View view) {

try {
Intent intent = new Intent();

1 6 URI Intent
intent.setData(TemporaryProvider.Address. CONTENT_URI);

1 7 Intent
intent.setFlags(Intent. FLAG_GRANT_READ_URI_PERMISSION);

1 8 Intent
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
startAct ivity(intent);

} catch (ActivityNotFoundException e) {
Toast.makeText(this, "User Activity ", Toast.LENGTH_LONG).show();

}

TemporaryPassiveGrantActivity.java
package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
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public class TemporaryPassiveGrantActivity extends Activity {
@Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.passive_grant);

}

I Content Provider
public void onGrantClick(Vi  ew view) {
Intent intent = new Intent();

I 6 URI Intent
intent.setData(TemporaryProvider.Address.CONTENT_URI);

I 7 Intent
intent.setFlags(Intent. FLAG_GRANT _READ_URI_PERMISSION);

1 9 Intent
setResult(Activity.RESULT_OK, intent);
finish();

}

public void onCloseClick(View view) {
finish();
}
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(. —BEFal Content Provider %A 9 5 Activity DfIZETRT,

R4 r(Content Provider ZF|fH7 3):
10. B T4 ERE VT AMIEO TIFESEL
1. #ET 20X LeMEHETRTS

TemporaryUserActivity.java
package org.jssec.android.provider.temporaryuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.content.pm.Providerinfo;

import android.database.Cursor;

import android.n et.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

import android.widget.Toast;

public class TemporaryUserActivity extends Activity {

/I Provider Activity

private static final String TARGET_ PACKAGE = "org.jssec.android.provider.temporaryprovider";

private static final String TARGET_ACTIVITY = "org.jssec.android.provider.temporaryprovider. TemporaryPassiveG
rantActivity";

1 Content Provider
private static final String AU THORITY ="org.jssec.android.provider.temporaryprovider";
private interface Address {

public static final String PATH = "addresses";

public static final Uri CONTENT_URI = Uri.parse("content://" + AUTHORITY + "/" + PATH);
}

private static final int REQUEST_CODE = 1;
public void onQueryClick(View view) {
logLine("[Query]");

Cursor cursor = null;

try {

if ('providerExists(Address.CONTENT_URI))
logLine(" Co ntent Provider ");
return;

}

1 10

1

1

cursor = getContentResolver().quer  y(Address.CONTENT_URI, null, null, null, null);

I 11
I 3.2
if (cursor == null) {

logLine(" null cursor");
}else {
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boolean moved = cursor.moveToFirst();

while (moved) {
logLine(String.format(" %d, %s", cursor.getint(0), cursor.getString(1)));
moved = cursor.moveToNext();

}
}
} catch (SecurityException ex) {
logLine(" " + ex.getMessage());
}
finally {
if (cursor = null) cursor.close();
}
}
I Content Provider

public void onGrantRequestClick(View view) {
Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult(intent, REQUEST_CODE);
} catch (ActivityNotFo  undException e) {

logLine("Grant \ nTemporaryProvider "
);
}
}
private boolean providerExists(Uri uri) {
ProviderInfo pi = getPackageManager().resolveContentProvider(uri.getAuthority() ,0);
return (pi != null);
}
private TextView mLogView;
/I Content Provider
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView)findViewByld(R.id.logview);
}
private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");
}
}
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4.3.2. L—ILTvY

Content Provider OE&ERIZIZLLTDIL—ILESFBHI &,

1. Android 2.2 (API Level 8) LRI TIE7 TR TH#H#EAT S Content Provider [E{ES7ELY (WH7B)
2. 7TUVATOHERAT S Content Provider [X3EARIRTET S (WH7R)
3. UOIRMSGA—ADRLMEHRT D (WH7E)
4. FRBEE Signature Permission [, B 7 TUNERLI=CLEHERLTHAT S (7E)
5. #BRBHEEZETHEICK. REETITINSOBRBRBRISTET S (WH7E)
6. BEZZRNICRHEIDIEEICE. TOEEDHKROREKELHIFTS (WH7E)
Fr= FIARI. LTDIL—ILBFHIE,

7. Content Provider Df#ERT—2DREMEHRT D (WH7E)

4.3.2.1. Android 2.2 (API Level 8) LIBITIZ7 TR THOHEAT % Content Provider [FFESELY  (AZE)

Content Provider ®IEABAERE (X Android 2.2 (APl Level 8) LIRTTlE#4gELE L RI— 7 TVATOT—4HH
D 1=7%5 Content Provider 2§43, DB G E DT — RN E~NEET VLR T HIETRATES,

4.3.2.2. 7FTIJANTHOHFEHET S Content Provider (ZFELRFRTET S (WH7E)

B—7TUVANSDAHFIFAESNSD Content Provider [FHDT7T)MST IR TEDIBEMNLELZFTHEL AR
#%1 Content Provider #8357 EREEELIELENZLY, Content Provider (ET—2#£EF T 51D
A THD1=0. TIHILETIEABRWIZG>TLES . R—7 VAN DA FIFASN S Content Provider [
BAREIICIEAREREL. IEAR Content Provider £ RETHS, Android 2.3.1 (APl Level 9) LIBETIE.
provider E3I(Z android:exported="false"&i5E 9 5 & T. Content Provider ZIEARIZTE S,

AndroidManifest.xml
<!-- 1 Android2.2 APILevel 8 Content Provider - >
<uses- sdk android:minSdkVersion="9" />

<l-- 2 exported="false" - >
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"
android:exported="false" />

4.3.2.3. VOIRMNSGA—ADRENEEERTD (AZE)

Content Provider D24 FIZ&>TETFIARIIFELEZMN, UITAMNNTA—E%F 0BT IRRIZIF. FTFDLLMHE
FHEZLLZTNIEESE,
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Content Provider M&AYvKRId SQL XDEREFR/INTA—FFZ(TRMEEEBELI-MU 23— —RIZH-T
[TWN5E300., THEAD ETIIBEIZEEDXFIEZITETZITDHLDTHY. Content Provider BITIXEES
DINGA—=EMNEZoNBT—RAERELLEFNIEESHENEISEFELIVES,

/3B Content Provider IR ESHOT TN LI T RANEZITES=H. L7 DREJI TR NEZITH
2B BB . JEAET Content Provider (b7 TUASYHI TR NEEESZ(FERSCEXAEL, LALE—7F
JRAD2AE Activity HMD 7T HhisZ (HEL 7= Intent DT —4%3IE/A B Content Provider [CERiX 3B & Vo1
F—RELEZZONB=0. I I AN EEHIZRETHHEEZTIEHESEL, FDOH#hd Content Provider [ZDLY
TH. PEYIIIRINDRENEERTILELNH D,

3.2 ART—HDREMEHER T DI1Z2SRT DL,

4.3.2.4. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (Wh7E)

B#77UE SR BTESH#ERE Content Provider #5154 . B E = Signature Permission [2&Y
RELLZITNIEESEL, AndroidManifest.xm| T Permission % . Permission B3R E S 21T TILRELT
+5THH1=8. 5.2 Permission & Protection Level JI5.2.1.2 B EZD Signature Permission TH#t
TTIEEET BHEIESRTBHIL,

4.3.2.5. BREFEB/ERTBEICTBEETITINCOBRERF/RITERT S (WH78)

query(Q*° insert)TIEV YT RMER T 7 TVIZFHEREHREL T Cursor % Uri HNiRESN S, FERIFRICE T
1TIERNEENDGHE . REET TN SERFRT DAREMEN B D, F1- update()+ delete()TIEEHFT-
(FHIBRENILI—FEAV VIR ERT 7 IIIHRERBERELTRESND FNITTTYERICEISTTEHF
IFEIBRESN L O—F BB o T4 I BEREF DEENH LD TEE T NE,

4.3.2.6. BEZ-RMICRETIESICIE. TOEEDOEXRDREKELZHRETD (WH78)

Permission IZ&YRESNTOSBEREESJUHEEEZMOT7TTIICZRMICIRET HI5EICIE RIEET
TIZHLTE—® Permission #ERTHHELT. TOREKELZHBFLZFNIEESAEL, Android @
Permission X 1)TAETIL Tl REINE-EEIZHTEIT7TVALOEET I ERIZDODDWTOHEREESEE
15, COEBRLEDEEIZEY . FTVICHBINEENSSIHOTTIZ, RED-OIZWHEL Permission &
ERTEHELGIRMENSAREE N DD, ZDTEIE Permission ZBERZFEL TSI EEEEMIZEMAD T,
Permission DB REMBEEMEIEINS,5.2.3.4 Permission DB REMEIZSRBT S,

4.3.2.7. Content Provider O#ERT—2NDLLE%HERT S (WH7E)

Content Provider MAAFIZ&k>TEFIRVIIELEIN. BRT—AAFNIBTHEIZIT. FTHERET —4DLE
EEREZLLITNIRARSEL,
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FI A%k Content Provider 53228 Content Provider M54 . 24Fd Content Provider IZEYFELI=< LD T
NHREBHERT —2ERELTAAEEEL H D, FIFA S Content Provider A33E22FH Content Provider DG &.
B—T7TIVANSKHERT—2ERZITMADTYURIELLEWND  BRT—IAZEEHICRETHIEEZATILELH
LYo ZDHD Content Provider [TDWTH, PIRIYBERT DXL EHRTILENH D,

3.2 ART—HDREMEHER T DI1Z2SRIT DL,
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| 4.4, Service #/£3-FIFAT 3

4.4.1. YT )La—k
Service NEDKSIZFIFAINDEMZEKH-T. Service H 22 B R OBE YN LHHFERMNEL S, ROFFEZ7O—(Z

Ko THERLT B Service REDZATTHAHIDEHIBTES, 4H. 1ERT S Service DHEAT(2&>T Service &7
AT5RI0EELRFLIOT, FIRAOEREIZODVNTHEHLETHREAT S,

( L& )

TTINTOAFIRT S

Yes

FREZHO
TUICFIAERHS

Y \ 2 \ 4
Private Public Exclusive Proprietary
JE/NBAService ABAService IN—FF—PRE Service B#1BRE Service

K 4.4-1

Service [ZIXEHBDEEFEZLHY . FORISERT S Service DEAT(ZE>1=HEZERIRTHEITHESE, T
ROMODEELAXETHROREAETHY. 5 BHEICHEL, RPOOHIIEBAIRELEAEHhEEZRL. 7
DIFERF AL L KITREELEEDETT,

8. Service DEEHEDHFMMIZDOULITIL. [4.4.3.2 Service DEEFEIZDOVTIBLUE Service 31T DY
DTN a—R(RETHOMW=ED)ESBTHIE,

=& 4.4-1
i Y AR N—FF—R%E SHRRE
Service Service Service Service

startService & O« @) - O
IntentService & O Ox - O
local bind &4 O - - -

Messenger bind &! @) @) - O*
AIDL bind O O Ox O

LTTIER 4.4-1 FONOEAEHOEZFE>TEEFIITAEA4TD Service DY T ILa—KERT,

164 All rights reserved © Japan Smartphone Security Association.

Service Z1E5-FIRAT %




m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 20134 4 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

4.41.1. 3FEXNEA Service 245 -FIBT 5

JENB Service [E. B—7FURNTOHAFIFAES S Service THY . LoELRLEMDEL Service TH B,
F1=. IEAB Service ZFIAT BIZIE, VT REIRTET HHTRH Intent ZEZ (LB ->THE 7 T)IZ Intent ZE(E
LTLESZEMLLY,

LI . startService @ Service ZFERAL=HIZTRT,

RAL b (Service #4E3) :

1. exported="false"IZ&kY . BARBIIZIEAREFRTET S

2. R—=T7FTUHMHD Intent THHTH, 215 Intent DREMEHEET S

3. #BRERIBE.FARATTIVER—TTITHEIM L., T4 REREZRELTKL

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.privateservice"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:minS dkVersion="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>
<l-- Service -- >
<l-- 1 exported="false" - >

<service android:name=".PrivateStartService" android:exported="false"/>

<l-- IntentService Service -- >
<!-- Service -- >
<!I-- 1 exported="fals e" - >

<service android:name=".PrivatelntentService" android:exported="false"/>
</application>

</manifest>

PrivateStartService.java
package org.jssec.android.service.privateservice;

import android.app.Service;
import android.content.Intent;
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import android.os.IBinder;
import android.widget.Toast;

public class PrivateStartService extends Service{
Il Service
@Override
public void onCreate() {
Toast.makeText(this, this.getClass().getSimpleName() + "

}

/I startService()

@Override

public int onStartComm and(Intent intent, int flags, int startld) {
1 2 Intent
I 3.2
String param = intent.getStringExtra("PARAM");
Toast.makeText(this, String.format(" %s
I
/I stopSelf stopService
Il START_NOT_STICKY kill
return Service.START_NOT_STICKY;

}

Il Service

@Override

public void onDestroy() {
Toast.makeText(this, this.getClass().getSimpleName() + "

- onCreate()", Toast.LENGTH_SHORT).show();

Intent

", param), Toast.LENGTH_LONG).show();

- onDestroy()", Toast.LENGTH_SHORT).show();

}
@Override
public IBinder onBind(Intent intent) {
/i
return null;
}
}
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RIZIEABH Service ZFIHT % Activity DY T )La—KERT,

RAL R (Service #FAT ) :

4. R—7F77)NA Service [FTFRIEE DT Intent THEUHT

5. MRAXTIVEIR—TTITHEhb. o T1TEREZELTELL

6. WBEREZITIMSEHEE.E—7JJA Service hoDBERBE/RTHO>TH. RIET—ADREMEHRTD

PrivateUserActivity.java
package org.jssec.android.service.privateservice;

import org.jssec.android.service.privateservice.R;
import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
public class PrivateUserActivity extends Activity {
private Context mContext;
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.privateservic  e_activity);

mContext = this;

}
I
public void onStartServiceClick(View v) {
I 4 Service Intent
Intent intent = new Intent(mContext, PrivateStartService.c lass);
1 5
intent.putExtra("PARAM", " ");
startService(intent);
}
I
public void onStopServiceClick(View v) {
doStopService();
}

/I IntentService

public void onintentServiceClick(View v) {
/i 4 Service Intent
Intent intent = new Intent(mContext, PrivatelntentService.class);

I 5
intent.putExtra("PARAM", " ")

startService(intent);
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}

@Override

public void onStop(){
super.onStop();
1
doStopService();

}

1

private void doStopService() {
I 4 Service Intent
Intent intent = new Intent(mContext, PrivateStartService.class);
stopService(intent);

}

}
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4.4.1.2. 2B Service Z4£5-FIFT 5

2ABA Service X ABFEZSHOTITIIZHRASINBIEEFEELT- Service THD, WL T7NEEL-ER
(Intent BE)EZETAENBHEIEITEENVETHD, T1=. 26 Service ZFATBIZIX. FIETH1HER
(Intent HE)MTILDITICRIESNDENH A EITFENVETH D,

LLF. IntentService B Service ZEAL=HIZTRT,
ALk (Service £4E3) :

1. i Intent DREMUZHKET S
2. #WRERIBE. LUIUTAILRBHREEDLE

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.publicservice"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:minSd kVersion="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- Service -- >
<!-- exported=true - >
<service android:name=".Public StartService" android:exported="true">
<intent -filter>
<action android:name="org.jssec.android.service.publicservice.action.startservice" />
</intent -filter>

</service>
<l-- IntentServi ce Service -- >
<!-- exported=true - >

<service android:name=".PublicIntentService" android:exported="true">
<intent -filter>

<action android:name="org.jssec.android.service.publicservice.action. intentservice" />
</intent -filter>
</service>

</application>

</manifest>

PublicintentService.java
package org.jssec.android.service.publicservice;

import android.app.IntentService;
import android.content.Intent;
import android.widget.Toast;
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public class PublicintentService extends IntentService{

/**

* IntentService
*
*
public PublicintentService() {
super("CreatingTypeBService");

}

Il Service

@Override

public void onCreate() {
super.onCreate();

Toast.makeText(this, this.getClass().getSimpleName() + "

}
Il Service
@Override
protected void onHandlelntent(Intent intent) {
1 1 Intent
1 Activity
1 3.2
String param = intent.getStringExtra("PARAM");
Toast.makeText(this, String.format(" %s
}
/I Service
@Override

public void onDestroy() {
Toast.makeText(this, this.getClass().getSimpleName() + "

}

- onCreate()", Toast.LENGTH_SHORT).show();

", param), Toast.LENGTH_LONG).show();

- onDestroy()", Toast.LENGTH_SHORT).show();

170
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RIZANEE Service ZF AT S Activity DY F)La—K%ERT,

RALk(Service AT ) :
3. UV TATRIEREEXEL TGS
4., #HREZITMABAE . BRT AN EHRETS

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android
package="org.jssec.android.service.publicserviceuser"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:m inSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name">
<activity
android:name=".PublicUserActivity"
android:label="@string/app_name">
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>

</application>

</manife st>

PublicUserActivity.java
package org.jssec.android.service.publicserviceuser;

import org.jssec.android.service.publicserviceuser.R;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

public class PublicUserAc tivity extends Activity {

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.publicservice_activity);

}

1
public void onStartS  erviceClick(View v) {
Intent intent = new Intent("org.jssec.android.service.publicservice.action.startservice");

I 3
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intent.putExtra("PARAM", " ")

startS ervice(intent);

}

I

public void onStopServiceClick(View v) {
doStopService();

}

/I IntentService

public void onintentServiceClick(View v) {

startService(intent);

}

@Override

public void onStop  (){
super.onStop();
I
doStopService();

}

I
private void doStopService() {

Intent intent = new Intent( "org.jssec.android.service.publicservice.action.intentservice");
I 3
intent.putExtra("PARAM", " ");

Intent intent = new Intent("org.jssec.android.service.publicservice.action.starts ervice");
stopService(intent);
}
}
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4.4.1.3. /8—kF—[R5E Service

IN—hF—PFR5E Service X HEDTTVIEITMSFIEATES Service THB. /\—rF—EDOTF7T) BT TV
MEELTORTLEEBRHL., /A—rF—7 T DB TS B EEE T A-OIZFIAENS,

LI~ . AIDL bind #® Service ZERAL=HIZRT .

RAL2 M (Service #1E3):

1. Intent Filter ZE &L TIXR5740Y

2. FRAXTTIOAENRTAR)AMIBRIN TSI LEHERTD

3. onBind(onStartCommand,onHandlelntent) TRELH LT A/ S— b F—MESIHMHIBITEAL
4. IN—hF—=TFT)HSD Intent THHTH. 215 Intent DEEHEMHERET S

5. N—rF—F7TVIZEATRLTLMERIZPRY REL TKLY

BEKRTANANMIIEET HFALETTDOEHE/ NNV LEOHER A EI5.2.1.3_ 7TIDHAED /v
BZHRI DA ERIESRI DL,

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.exclusiveservice.aidl"

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- AIDL Service -->
<l-- 1 Intent Filter - >
<service
android:name=".ExclusiveAlDLService"
android:exported="true" />
</application>

</manifest>

SEINHITIE AIDL Z7AILE2DERLT 5, 121X, Service M5 Activity IZT—2ZET=HDIA— )L\ IA>
A—Tx—RXT.H212(F Activity M5 Service IZT—2%EL. BEREMFT 13— T—XTHS, LH.
AIDL 774 )VIZERIRT H/\wr—T &1, java T7MIVICERR S 5/ 305 —D & ERBRIC. AIDL 7 ILEERKRT B
TALIRBEBIC—BIEI2DLELAH D,

IExclusiveAlDLServiceCallback.aidl

package org.jssec.android.service.exclusiveservice.aidl;
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interface IExclusiveAlDLServiceCallback {
/**

*
*
void valueChanged(String info);

IExclusiveAlDLService.aidl
package org.jssec.android.service.exclusiveservice.aidl;

import org.jssec.android.service.exclusiveservice.aidl.IExclusiveAlDLServiceCallback;

interface IExclusiveAlDLService {

/**
*
*
void registerCallback(IExclusiveAIDLServiceCa lIback cb);

/**
*
String getinfo(String param);

/**
*
*
void unregisterCallback(IExclusiveAlDLServiceCallback cb);

ExclusiveAlDLService.java
package org.jssec.android.service.exclusiveservice.aidl;

import org.jssec.android.service.exclusiveservice.aidl.IExclusiveAlDLService;

import org.jssec.android.service.exclusiveservice.aidl.IExclusiveAlDLServiceCallback;
import org.jssec.android.share  d.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Service;

import android.content.Context;

import android.content.Intent;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android .os.RemoteCallbackList;
import android.os.RemoteException;
import android.widget.Toast;

public class ExclusiveAlDLService extends Service {
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

/1 Service
private int mValue = 0;

I 2

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.  isDebuggable(context);
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sWhitelists = new PkgCertWhitelists();

1 org.jssec.android.service.exclusiveservice.aidluser
sWhitelists.add("org.jssec.android.service.exclusiveservice.aidluser", isdebug ?
/I debug.keystore "androiddebugkey"
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255" :
I keystore "partner key"
"1F039BB5 7861C27A 3916C778 &7E00 690B3974 3EB8259F E2627B8D 4COEC35A");

I
}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sW hitelists.test(context, pkgname);

}

I

/I RemoteCallbackList

private final RemoteCallbackList<IExclusiveAIDLServiceCallback> mCallbacks =
new RemoteCallbackList<IExclusiveAlDLServiceCallback>();

1 Service Handler
private final Handler mHandler = new Handler() {
@Override public void handleMessage(Message msg) {
switch (msg.what) {
case REPORT_MSG: {
1
// beginBroadcast() getBroadcastitem()
final int N = mCallbacks.beginBroadcast();
for (inti=0;i<N;i++) {
IExclusiveAlIDLServiceCallback target = mCallbacks.getBroadcastitem(i);
try {
I 5

target.valueChanged(" (callback from Service) No." + (++
mValue));

} catch (RemoteException e) {
/I RemoteCallbackList unregeister
/I RemoteCallbackList.kill()

}

}
/I finishBroadcast() beginBroadcast()
mCallbacks.finishBroadcast();

/110
sendEmptyMessageDelayed(REPORT_MSG, 10000);
break;
}

case GETINFO_MSG: {

Toast.makeText(ExclusiveAlDLService.this,
(String)msg.obj, Toast.LENGTH_LONG).show();
break;
}

default:
super.handleMessage(msg)
break;

} 11 switch

k

All rights reserved © Japan Smartphone Security Association. Service ZE5-FIATSH 175



““l wmrenowe Android 7T DX AT HRE X2 TFI—TAVTHAR 20134 4 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

/I AIDL
private final IExclusiveAlDLService.Stub mBinder = new IExclusiveAlIDLService.Stub() {
private final boolean checkPartner() {
Catext ctx = ExclusiveAlDLService.this;
if (\ExclusiveAlDLService.checkPartner(ctx, Utils.getPackageNameFromPid(ctx, getCallingPid()))) {
Toast.makeText(ctx, " ", Toast.LENGTH_LONG).show();
return false;
}
return true;
}
public void registerCallback(IExclusiveAIDLServiceCallback cb) {
I 2
if (IcheckPartner()) {
return;
}
if (cb != null) mCallbacks.register(cb);
}
public String getinfo(String param) {
I 2
if (lcheckPartner()) {
return null;
}
I 4 Intent Intent
I 3.2
Message msg = new Message();
msg.what = GETINFO_MSG;
msg.obj = String.format(" %s ", param);
ExclusiveAlDLService.this.mHandler.sendMessage(msg);

1 5
return new String(" (method from Service)");
}
public void unregisterCallback(IExclusiveAIDLServiceCallback cb) {
1 2
if (IcheckPartner()) {
return;
}
if (cb != null) mCallbacks.unregist er(ch);
}
h
@Override
public IBinder onBind(Intent intent) {
1 3 onBind
/I AIDL
return mBinder;
}
@Override
public voi d onCreate() {
Toast.makeText(this, this.getClass().getSimpleName() + " - onCreate()", Toast.LENGTH_SHORT).show();
Il Service
mHandler.sendEmptyMessage(REPORT_MSG);
}
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@Override
public void onDestroy() {
Toast.makeText(this, this.getClass().getSimpleName() + "

Il
mCallbacks.kill();

mHandler.removeMessages(REPORSG);

- onDestroy()", Toast.LENGTH_SHORT).show();

PkgCertWhitelists.java
package org.jssec.android.shared;

import java.util.HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {

public boo lean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context
/I pkgname
String correctHash = mWhitelists.get(pkgname);

ctx, String pkgname) {

private Map<String, String> mWhitelists = new HashMap<String, String>();

if (sha256.length() != 64) return false; // SHA -256 32
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", "™).length() != 0) return false; // 0 -9AF

/I pkgname
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;
import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.content.pm.Signature;

import android.c ontent.pm.PackageManager.NameNotFoundException;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManagem = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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RIZ/IN—bF—BRE Service ZFIFAT B Activity DY > T )La—FETRT,

RAL2 M (Service ZFIAT3):

6. FIFAK/N—rF—FRE Service 7T DFEBAENRTA M) RMZBFINTWSILERERT D
7. FAZN—FF—RETZIVIZHATLTEMERICRY EEFEL TR

8. BEARHEI Intent IZ&Y/S—F—FBZE Service ZMFUH T

9. =t F—RBEF7TUHODERERTHoTH. 215 Intent DREMEHERT S

ExclusiveAlIDLUserActivity.java
package org.jssec.android.service.exclusiveservice.aidluser;

import org.jssec.android.service.exclusiveservice.aidl.IExclusiveAlDLService;

import org.jssec.android.service.exclusiveservice.aidl.IExclusiveAlDLServiceCallback;
import org.jssec.android.s  ervice.exclusiveservice.aidluser.R;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content. ComponentName;
import android.content.Context;

import android.content.  Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import android.os.Handler;

import android.os.|Binder;

import android.os.Message;

import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;

public class ExclusiveAlDLUserActivity extends Activity {

private boolean mlsBound;
private Context mContext;

private final static int MGS_VALUE_CHANGED =1,

1 6 Service

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists(Context context) {
boolean isdebug = Utils.isDebuggable(context);
sWhitelists = new PkgCertWhitelists();

i Service org.jssec.android.service.exclusiveservice.aidl
sWhitelists.add("org.jssec.android.service.exclusiveservice.aidl", isdebug ?

I/l debug.keystore "androiddebugkey"

"OEFB7236 328348A9 89718BANF57F544 D5CCB4AE BODB34BC 1E29DD26 F77C8255" :

Il keystore "my company key"

"D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA");

1 Service

}

private static boolean checkPartner(Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists(context);
return sWhitelists.test(context, pkgname);
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}
1 Activity
private static fina | String TARGET_PACKAGE = "org.jssec.android.service.exclusiveservice.aidl";

private static final String TARGET_CLASS = "org.jssec.android.service.exclusiveservice.aidl.ExclusiveAIDLServ

ice";
private final Handler mHandler = new Handler() {
@Override public void handleMessage(Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {
String info = (String)msg.obj;
Toast.makeText(mContext, String.format(" %s ", info), Toast.LENGT
H_SHORT).show();
break;
}
default:
super.handleMessage(msg);
break;
} /1 switch

k

/I AIDL Service
private final IExclusiveAlDLServiceCallback.Stub mCallback =
new IExclusiveAlDLServiceCallback.Stub() {
@Override
public void valueChanged(String info) throws RemoteException {
Message msg = mHandler.obtainMessage(MGS_VALUE_CHANGED, info);
mHandler.sendMessage(msg);

J5

/I AIDL Service
private IExclusiveAlDLService mService = null;

Il Service bindService
private ServiceConnection mConnection = new ServiceConnection() {

Il Service

@Override

public void onServiceConnected(ComponentName className, IBinder ser vice) {
mService = IExclusiveAIDLService.Stub.asInterface(service);

try{
Il Service
mService.registerCallback(mCallback);

}catch(RemoteException e){
Il Service

}

Toast.makeText(mContext, "Connected to service", Toast. LENGTH_SHORT).show();
}

/I Service

@Override

public void  onServiceDisconnected(ComponentName className) {
Toast.makeText(mContext, "Disconnected from service", Toast. LENGTH_SHORT).show();

}
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J2

@Override

public void onCreate(Bundle savedinstanceState) {
super.o nCreate(savedinstanceState);

setContentView(R.layout.exclusiveservice_activity);

mContext = this;

}

I

public void onStartServiceClick(View v) {
/I bindService
doBindService();

}

I

public void onGetInfoClick(View v) {
getServiceinfo();

}

1
public void onStopServiceClick(View v) {
doUnbindService();

}

@Override

public void onDestroy() {
super.onDestroy();
doUnbindService();

}

/**
* Service
*/
private void doBindService() {
if (ImlsBound){
i 6 Service

if (Ich eckPartner(this, TARGET_PACKAGE)) {
Toast.makeText(this, " Service ", Toast.LENGTH_LO

NG).show();
return;

}

Intent intent = new Intent();

i 7
intent.putExtra("PARAM", " )
I 8 Intent Service

intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
misBound = true;
}
}

/**
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* Service
*
private void doUnbindService() {
if (mIsBound) {

I
if(mService != null){
try{
mService.unregisterCallback(mCallback);
}catch(RemoteException e){
Il Service
I
}
}

unbindService(mConnection);
Intent intent = new Intent();

1 8 Intent
intent.setClassName(TARGET_PACKAGE, TARGEASS);

stopService(intent);
misBound = false;

}

/**
* Service
*/
void getServiceinfo() {
if (mlsBound && mService != null) {
String info = null;

try {
I 7

info = mService.getinfo(new String("
} catch (RemoteException e) {

}
I 9
I 3.2
Toast.makeText(mContext, String.format("
how();
}
}
}

Service

%s

(method from activity)"));

Intent

" info), Toast LENGTH_SHORT).s

PkgCertWhitelists.java

package org.jssec.android.shared,;

import java.util. HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>();
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public boo lean add(String pkgname, String sha256) {
if (pbkgname == null) return false;
if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", "),

if (sha256.length() != 64) return false; // SHA -256 32
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", "™).length() != 0) return false; // O -9AF

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkghame) {
/I pkgname
String correctHash = mWhitelists.get(pkgname);

/I pkgname
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATUREYS);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
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}

try {
return MessageDigest.getinstance("SHA -256").digest(data);

} catch (NoSuchAlgorithmException e) {
return null;

}

private static String byte2hex(byte[] data) {

if (data == null) return null;

final StringBuilder hexadecimal = new StringBuilder();

for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));

}
return hexadecimal.toString();
}
}
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4.4.1.4. B#BRE Service

B#R5E Service (. B UMD T TUMNSFIFHEENDIEEE LTS Service THD. EHDOBHETTITUR
TLEEREL. B 7 TS ERCHEELZTA=OICFIASIN S,

LI . Messenger bind £ Service ZERAL=HIZRT,

RA bk (Service 243) :

1. ¥ BES Signature Permission ZE&3 %

Service E&EIZT. M B EZ Signature Permission #EXKEE 7%

Service E#IZT. Intent Filter ZE &L TIXAE5A0Y

¥ B E 2 Signature Permission NE#T7TVICKYERIN TSI LEHERT S
B#T7TUDNLD Intent THHTH. Z{E Intent DREMUEHERT D
FMATTIVEEHRHTITITH LIS, T4 ITREREREL TR
FMAX7II)ERCHEKERTAPKZELT S

N OO vl W N

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.proprietaryservice.messenger"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:minSdkVersion="8" />

<!-- 1 Signature Permission - >

<permission
android:name="org.jssec.android.service.proprietaryservice.messenger.MY_PERMISSION"
android:protectionLevel="signature" />

<appli cation
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- Messenger Service -- >
<l-- 2 Signature Permission - >
<!-- 3 Intent Filter - >

<service

android:name=".ProprietaryMessengerService"

android:exported="true"

android:permission="org.jssec.android.service.proprietaryservice.messenger.MY_PERMISSION" />
</application>

</manifest>

ProprietaryMessengerService.java
package org.jssec.android.service.proprietaryservice.messengetr;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;
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import java.util.ArrayList;
import java.util.lterator;

import android.app.Service;

import android.co ntent.Context;
import android.content.Intent;

import android.os.Bundle;

import android.os.Handler;

import android.os.|Binder;

import android.os.Message;

import android.os.Messenger;
import android.os.RemoteException;
import android.widget.Toast;

public class ProprietaryMessengerService extends Service{

1 Signature Permission

private static final String MY_PERMISSION = "org.jssec.android.service.proprietaryservice.messenger.MY_PERMIS
SION";

1
private stat ic String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"
sMyCetHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";

}else {
I/ keystore "my company key"
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBOE88B D7HINACTA%
}
}
return sMyCertHash;
}
Il Service ( )

private ArrayList<Messenger> mClients = new ArrayList<Messenger>();

1 Messenger
privat e final Messenger mMessenger = new Messenger(new ServiceSideHandler());

1 Message Handler
private class ServiceSideHandler extends Handler{
@Override
public void handleMessage(Message msg){
switch(msg.what){
case CommonValue.MSG_REGISTER_CLIENT:
I Messenger
mClients.add(msg.replyTo);
break;
case CommonValue.MSG_UNREGISTER_CLIENT:
mClients.remove(msg.replyTo);
break;
case CommonValue.MSG_SET_VALUE:
1
sendMessageToClients();
break;
default:
super.handleMessage(msy
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break;

/**
*
*
private void sendMessageToClients(){

I 6

String sendValue =" (from Service)";

I

1 remove Iterator

Iterator<Messenger> ite = mClients.iterator();
while(ite.hasNext()){

try {
Message sendMsg = Msage.obtain(null, CommonValue.MSG_SET_VALUE, null);

Bundle data = new Bundle();
data.putString("key", sendValue);
sendMsg.setData(data);

Messenger next = ite.next();
next.send(sendMsg);

} catch (RemoteException e) {

I
ite.remove();

}

@Override
public IBinder onBind(Intent intent) {

1 4 Signature Permission
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission " Toast.LENGT
H_LONG).show();
return null;
}
1 5 Intent Intent
1 3.2
String param = intent.getStringExtra("PARAM");
Toast.makeText(this, String.format(" %s ", param), Toast.LENGTH_LONG).show();

return mMessenger.getBinder();

}

@Override
public void onCreate() {

Toast.makeText(this, "Service - onCreate()", Toast.LENGTH_SHORT).show();
}

@Override
public void onDestroy() {
Toast.makeText(this, "Service - onDestroy()", Toast.LENGTH_SHORT).show();
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}

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

1 Signature Permission
if (pi.protectionLevel I= Permissioninfo.PRO TECTION_SIGNATURE) return null;

/I sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {
public static boolean test(Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
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return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManage@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException €) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

*RA2k 7% Eclipse i APK % Export 3 5&EI2, FIAT 7TV ERLHFKERTAPK ZELT 5,

= Export Android Application

Key alias selection

@ Use existing key

Alias: Imy company key

Password: eeeeeee

() Create new key

@ < Back “ Next >
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RIZBHRE Service #F|AT 5 Activity DH 2T ILa—KEFRT,

RAL> M (Service ZFIAT3):

8. J¥EE Signature Permission ZF|AEE Y5

9. JBEEZ Signature Permission BAE# 7 TVICKYERIN TSI LEMHERT D
10. MIAET7T)DIAENBHDIIAETHHLEHRET D

1. MAETZIVEEHTIITHEh b, £ T1THEREZELTELL

12. B~ Intent ICKY B4R Service ZFFUNH 9

13. BHT7IUILDERFERTHoTH. Z1E Intent DR EMEHRTS

14. FIAKET7T)LRICHAFKEERTAPKZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.service.proprietaryservice.messengeruser"
android:versionCode="1"
android:versionName="1.0" >

<uses- sdk android:minSdkVersion="8" />

<!-- 8 Signature Permission -—->
<uses permission
android:name="org.jssec.android.service.proprietaryservice.messenger.MY_PERMISSION" />

<application
android:icon="@dra wable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name="org.jssec.android.service.proprietaryservice.messengeruser.ProprietaryMessengerUserActi
vity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>

ProprietaryMessengerUserActivity.java
package org.jssec.android.service.proprietaryservice.messengeruser;

import org.jssec.android.service.proprietaryservice.messengeruser.R;
import org.jssec.android.shared.PkgCert;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared  .Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;

import android.content.Intent;

import android.content.ServiceConnection;
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import android.os.Bundle;

import android.os.Handler;

import androi d.os.IBinder;

import android.os.Message;

import android.os.Messenger;
import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;

public class ProprietaryMessengerUserActivity extends Activity {

private boolean misBound;
private Context mContext;

1 Activity

yMessengerService";
1 Signature Permission
SION";

1
private static Strin g sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"

}else {
Il keystore "my company key"
}
}
return sMyCertHash;
}
/I Service Messenger

private Messenger mServiceMessenger = null;

Il Service Messenger

/I Service Message Handler
private class ActivitySideHandler extends Handler {
@Override

public void handleMessage(Message msg) {
switch (msg.what) {
case CommonValue.MSG_SET_VALUE:
Bundle data = msg.getData();
String info = data.getString("key");
1l 13
1l 3.2
Toast.makeText(mContext, String.format("
Toast.LENGTH_SHORT).show();
break;
default:
super.handleMessage(msg);

}

private static final String TARGET_PACKAGE = "org.jssec.android.service.proprietaryservice.messenger";

private static final String TARGET_CLASS = "org.jssec.android.service.propri etaryservice.messenger.Proprietar

private static final String MY_PERMISSION = "org.jssec.android.service.proprietaryservice.messenger.MY_PERMIS

sMyCertHash ="OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";

sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2;42E142CA"

private final Messenger mActivityMessenger = new Me  ssenger(new ActivitySideHandler());

", info),
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}
}

Il Service bindService
private ServiceConnection mConnection = new ServiceConnection() {

Il Service

@Override

public void onServiceConnect ed(ComponentName className, IBinder service) {
mServiceMessenger = new Messenger(service);
Toast.makeText(mContext, "Connect to service", Toast. LENGTH_SHORT).show();

try {
Il Service Messenger

Message msg = Message.obtain(null, CommonValue.MSG_REGISTER_CLIENT);
msg.replyTo = mActivityMessenger;
mServiceMessenger.send(msg);
} catch (RemoteException e) {
Il Service
}
}

Il Service
@Override
public void onServiceDisconnected(ComponentName className) {
mServiceMessenger = null;
Toast.makeText(mContext, "Disc onnected from service", Toast. LENGTH_SHORT).show();

k

@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.publicservice_activity);

mContext = this;

}

I

public void onStartServiceClick(View v) {
// bindService
doBindService();

}

1
public void onGetInfoClick(View v) {
getServiceinfo();

}

/1

public void onStopServiceClick(View v) {
doUnbindService();

}

@Override

protected void onDestroy() {
super.onDestroy();
doUnbindService();

192
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/**
* Service
*
voi d doBindService() {
if ('mIsBound){
1 9 Signature Permission
if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
Toast.makeText(this, " Signature Permission
ENGTH_LONG).show();
return;

}

I 10

if ({PkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText(this, "
return;

}

Intent intent = new Intent();

I 1
intent.putExtra("PARAM", " ")

1 12 Intent Service
intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

bindService(intent, mConnection, Context.BIND_AUTO_CREATE);
misBound = true;

}

/**
* Service
*/
void doUnbindService() {
if (mlsBound) {
unbindService(mConnection);
misBound = false;

}

/**
* Service
*/
void getServiceinfo() {
if (mServiceMesse nger != null) {

try {
1l

" Toast.L

", Toast.LENGTH_LONG).show();

Message msg = Message.obtain(null, CommonValue.MSG_SET_VALUE);

mServiceMessenger.send(msg);
} catch (RemoteException e) {
Il Service

}
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SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
Il sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

1 Signature Permission
if (pi.protectionLevel != Permissioninfo.PRO TECTION_SIGNATURE) return null;

Il sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
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if (pbkgname == null) return null;

try {
PackageManagem = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);

} catch (NameNotFoundException e) {
return null;

}

}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

* Ak 14% Eclipse > APK & Export 35EE12, FIFAET7 ) ERILHAKEER TAPK #ELT 5,

= Export Android Application

Key alias selection

@ Use existing key

Alias: Imy company key

Password: eeeeeee

() Create new key

C?:' < Back ” MNext >
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4.42. W—ILTvY

Service RERFICITILULTDIL—ILEFHE,

TTIRATHDHERT S Service I(FIEABRET S
RETADREMEHERTS

¥ B EZ Signature Permission (. B#77UNEEL-LEHEELTHRATS
EETDHIMI2 Y T Service DREBEF IR T IMEHIET D
BREBEBRZRTIGEEICE. BREETTIHLOBRERFRISIETD

FIFA% Service K EIE TESHIHEEILARM Intent T Service ZFIAT S

tht DRFET T BT BHIHEITFIASK Service 2HERT S
BEZ_RMICRBMIDERIZIE. EDEEDEXRDREKEZHITIT S

UL TATRIERIITESRY E S

N AN AN AN N
= = = = = =
4 4 4 4 4 4
G4 G4 G4 G4 G4 G4
I A NS R ) TS SN S
/ / / / / /
— N N N N

~
=
4
G4
o=
/
~

—~
—
4
G4
s o=
5 /
~

0O NO WU AR WN-=

i
e

4.4.2.1. 7TIVATOHERY S Service [FIFLBAKET S (Wh7H)
T7UR(F=IE. RLC UID) TOAERAENS Service [EIEAREET S, LY thDT7T)VMSERET
Intent Z2(TEROTLEIENGELKRY 7T DEEELZFIAESI S, 7T DEEICREEE-THEOHRELEHC
ENTED,

4 F & AndroidManifest.xml T Service ZE & HIRIZ. exported EfE% false ITT 572+ TH D,

AndroidManifest.xml
<!-- Service -- >
<!-- 1 exported="false" -->
<service android:name=".PrivateStartService" android:exported="false"/>

Fl= F—R(EDEWNERDONED, A—T7TURNDHFI SIS Service THY . MD Intent Filter ZHRET
BESEREHILTIEASELY, Intent Filter OEE L, R—77URADIELAR Service #EUHITDEHEYTE,
Intent Filter B THEUHLI=EEIZERET7 ) DAE Service ZEUHLTLESIBEENEET M LTH
B

AndroidManifest.xml(GE#EE)
<l-- Service -- >
<!-- 1 exported="false" —->
<service android:name=".PrivateStartService" android:exported="false">
<intent -filter>
<action android:name= "org.jssec.android.service.OPEN />
<f/intent -filter>
</service >

[4.4.3.1 exported FRFE<& intent-filter EXEDHEAEHH (Service DIFE)IBLSRIT DL,
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4422 RETHOREMEHERETD (WH28)

Service ¥ Activity EREHRIZ. 3218 Intent DT —2F NI T BIRICIE. T ZE Intent DL EMEHERLLZITNIE
1EB%ELY, Service ZFIAT 514 Service NoDFER(ELTZELL) FROXTLUZHRE T ILELNH D,
Activity ®l4.1.2.5 215 Intent DREMHEFHERET D (7R)1T4.1.2.9 FAKL Activity hoDRY
Intent DREMEERT S (W7A) IVBRBT AL,

Service [ZHULVTIZL. Intent LISMZE AV YR DIEUHLAS Message [CkDT—ADEZELRENHS=H. FTnT
NEFBELTEEZTORETNIEESEL,

3.2 ART—HDREMEHER T DI1Z2SRT DL,

4.4.2.3. JBEEZ Signature Permission [&. B T7TUNERLI-CLEERLTHIAT S (Wh7E)

B#T7TIEFALFBATESBH4RE Service 2165154 . M B E = Signature Permission [Z&Y{RELLITH
(742570, AndroidManifest.xm| T® Permission £ #. Permission EXRE S 12+ TIXREN T+ 5 TH ST
&. 5.2 Permission & Protection LevelJDl5.2.1.2 B EZED Signature Permission TE# 77 EES
BHEIESRI DL,

4.4.2.4. EETBHIAIT T Service DIREERILTINEHIET S (WH78)

Intent /NS A—S DR B E S Signature Permission QR L=t F 1) To4FTvo% onCreate [ZA
NTIEWFEL, ZDERBIE, Service NEBIFIZHLLVERZEZ(F1-EZ(ZonCreate DALEAEFES N8
THd, L= > T, startService [CE>THImEN S Service ZE%E 9 %515 & (&, onStartCommand
(IntentService ZFAT 5ZmE(E onHandleintent) THIEZITHARITNIEARSAELY, bindService TR %
Service #EE T B ELRBDIENEZ DD T, onBind THIEZLAZIFTNIXESALY,

4425 HREBERTBECETBEETITINCOBRERFBRIEIRT S (WH78)

Service DAA T2k > TR IFRDRZE L (T—IL/AVIDIFUH LEAS Message DEEXR)TTIVDERENE
155, BREXMNTILII T THAURERELEZEEBL THRITERRFBRICHT IEEE LT NIEESAY,

EMBIZ. Activity DT74.1.2.7 #ERBEHRERTEEICIE. REET7ITUNSDERFERFRISEIET S (wh
H)IESRIBHIL,
4.4.2.6. FIFZ% Service NEIE TESHIHE LTI Intent T Service #FIFHT 5 (Wh78)

REERAY Intent [ZKY Service ZF|AT L. Intent Filter DEZEMNRCHEZIEFKIZA 2 A—JLLT= Service [
Intent AEESINTLES, HLERIMIZEL Intent Filter 2 &L=V IL DI T7 LAV RAM—ILESN TGS,
TILYTTI(Z Intent NEESATLEL. BFHRIFERNELD, —F. AR Intent (Z&LY Service #F|AT 5L 15
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TELT= Service LIS A Intent Z2{ET A EIFHKLEBRMETLTHD,

=L, B EETREANHAHD T, Activity D14.1.2.8 FIFS Activity A EE TES154E (XBARE Intent T
Activity #F|HT 5 (7A) 1Z5RT BT,

4.4.2.7. aOBETT)EEET HIHEITFASL Service £HRT S (WH78)

it DEFET T EEET DB EICITHRTA M) AMIKBHERFENH D, BT TVRICHRAET T DFEBRAE/N
VA EFORBFLTHE FIAEDRAEZ NV 1R FELTWSIIAE /Y AN — BT o0 ERERT HLT.
BYFTELTTUIC Intent ZRITTHILEHCIENTES, EFRMNLBREREICOVWTIEY T ILa—FEsi3a
214.41.3 N\—hF—BR%E Service|Z5HI 5L,

4.4.2.8. BEZ-RMICRHETIESICIE. TOEEDEXRDREKELZHTETD (WH7H)

Permission IZ&YRESNTWSBEREESSUHEEEEZMOTTIICZRMICIRET HI5EICIE RIEET
TYIZHLTE—® Permission #ERTHHGEL T, TOREKEZHBFLZFNITESAEL, Android @
Permission £¥aTAETILTIX, REINEZEEIIHTEITIVHNLDEETIERIZODVWTOHEREEE
15, COEBRLEDEHMEIZEY . FTVIZHBIN-EENSSICHOTTIIZ, RED-OIZWHEL Permission &
BERTEHELGIRMENSAREME N DD, ZDTE(E Permission ZHFRFEL TSI EEEEMIZEMAD T,
Permission DB REMBEMEIEINS,5.2.3.4 Permission DB REMEIZSRT S,

4.4.2.9. v T4 ERITTESRYESLLY (HE2R)
THEHEZSBOT T LEET BIEEIZIEE T4 I RIEHRE E > TIFESEEL,
o T4 ESRE Service EZITELT BIBE . TDEHRDFR) RIVFRFILAITNIEESALY, 226 Service
[SEMLE=RBREIDTRBTDEEZ L TNIEESL, T/ \—hF—PRIE Service OB 4R 7E Service [T FL

=& END Service DEKITEREFL THEHRIFERIRIDKNAHS,

T4 EERIEITEDLITEMLBVNKSIICTIRTRETH S, £ 55EE. FIRAL Service (XEFETED
Service IZBRTEL . 1EHA LogCat HEICRMLEWLKSICEELE T NIEESEE,
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4.4.3. TRN\VRR

4.4.3.1. exported ®FEL intent-filter FREDHHAH S (Service DIHH)

ZDHARXETIZ. Service DAEHNSIELAE Service, B3 Service, /8—rF—RE Service, B#RE
Service M 4 247D Service [TDVWTREAZFBAR TS, BRATIZHFSNTLVS AndroidManifest.xml @
exported B & intent-filter EXDEAEOEERDRICEEDHT=, EAIELTLVS Service DEALTE
exported BHH KU intent-filter BEROFIEMNIELWN EEMER T DL,

% 4.4-2
exported BHEDE
true false |IEE
intent-filter E&EH%H5 | 2B, /\—bF—RE (EAZELE) AR N— —RE
intent-filter E|AELY | 2B, /A—FF—RE. | FELH E|F/NES
B RE

lintent-filter E& M %5 1&Texported="false” JZHEAELICLTL\SDIF. Android DIRHFELEL T, B—7
TYRODIEAR Service ZFUHLIz23YUTEH, ERE 7 T)D AR Service ZHFUHLTLESIGENEFE
T5=HThH5,

BHEMIZE. Android [FUTOLIGIREFENET DD TT T EREFHICREANVETH S,

FEH D Service TRILHWAED intent-filter #E&L=BE . KITAVAM—ILLE=7TJRD Service DESEH
NMEZSIND
FE 2R Intent ZE o115 AL, OS [Tk TEL D Service NBEEIMIEEN T, FUHIh S,

LITF®D 3 DOXTAndroid DIRAEBWVNZKIEREHTVHE LR AEHEAFRAT S, 4.4-41F. F—7
TYRMNSULMNIELRE Service(FZ T A) ZESEH Intent THRUHBHEWERELZEEDHI THS, Intent-filter(H
f action="X"EE&EZLTWLEDH., 77 ALMWVELDTERBYDEELLHTLNS,
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( \
FTUA
IS EMIntentZ{E>T
ServiceZFUNH T
F77JC
JE/NBAService A-1 B 2K MIntentZfE-T

exported="false” Service ZFUNHT

action="“X" @

N

Service A-11ELIE/ABAServiceliD T, 7
TUANSLOEUH T ZEIETERL

Androidifi &
L

4.4-4

4.4-5 HEUR 4.4-6 [£. 77 AIZimZT7FY) B THEL intent-filter(E & action="X")ZE&ELTL\S
HETHS,

4.4-51F . 7FT)A->T7T)BDIETAIUA—ILENT-BETH 5. ZDBE. 77) CHEEEM Intent %15
TB5E, ELARD Service(A-1)EFUHZFSELTERKT 5, —A. 77 A IZBEERM Intent ZFE->TERBEYIZAE
—T77)RDIELNRE Service ZHEUHBEAD T, EXaTF D(RILYTT7XED)ETIXEEILFR IS,

(" \
7TUA
BE EA M IntentZ{E->T
ServiceZEUH T
F77UC
JE/NBAService A-1 BB IntentZ 5T

exported="false” Service #IFUHT

action="X" @

“Service 87 3£ A BAService B o1=7 TUAMIA
. VAR—ILENTIB A (L. FENBSevice

Dintent—filterDHNHIIZAEY . §4 58

MEDEENHE LIEZFH TR,

action=“X"

Androidifi R
\_

B 4.4-5

4.4-61F. 7TYB->TTIVADIETA UV AM—ILENTHZETHY . EXa)TEN A THENH D, TTUA
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AEEEKAY Intent ZX{ELTRI—7TURNDIELE Service ZEUHEZFSET M., I/ AM—ILLETZTY) BD
2B Activity(B-1) DU SN TLESHZRL TS, CHIZKYT7TTY A7) BIZHLTEY VT4 HIE
WEEETHARREENELTLES, 7T BATILz 7 THNIE. FOFEFEL O TAILIERDRRIZEN S,

F77UC
FE 2R IntentZ > T
Service ZMEUH T

A BAService B-1
exported="true”
action="X"

Intent(“X”)

FIUA
BE B M IntentZ{E-T
ServiceZFEUH T

l Intent(“X”) :

DL SO ABEServiceE o= 7 TYBAEIZ (>

action="“X" ZF_)LéhT:i’%é'is ’ABﬁSevice(D
intent—filterM A MERNIZAY, 7TUA
MEDEEUH LT, 2> TService(B-1)
FMEUHLTLED,

Androidifi R
\_

4.4-6

ZMD &SI, Intent Filter ZFAUL =IEA B Service MIEEM Intent FFUHLIZ. ERIEHT7TTIDOFUHLPER
BHRTTI)AD UL TAITEEBRDIEEERTH=DICHITIRNETIEALY,

4.4.3.2. Service DEEFEIZDINT

Service DEREFEEZHTHY . Yo TINaA—FTHELI-EF LT LDRATEDHEMELH DO B HEIHHE
%Y, startService Z¥ AT SHZmE L bindService ZFIATEHHZELICKE(A M NDH, startService &
bindService DA THIFATES Service ZERT A ELAEETH D, Service DEEFZERET S5-I, X
D&SHIEBITDOVTREEITIZLITHS,

Service #RI7T)IZABAT Hh (Service D2FH)
ETHICT—EOPYRYZETINT—2DHEEEZE)
Service {9 HH GEEI R T4E)
ATOERELTEITT HA (TOERFHEE(RE)
EHONIEE R ZTIH TR

REAZDDEEERDEBDRBEDABERICTHE. K 4.4-3 DEITGDH, X [FRBFARAREMN LIRS
SNDHEEL LR DREANDBEGIZERERT .
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% 4.4-3 Service DEEHEDDE

AN Service DF | T—FDHEERERZE | Service DHIfH TOtERMEBEE | 70
(EB-#T)
startService & O X O @) X
IntentService & O X X @) X
local bind %! X O ) X x
Messenger bind & O O @) O X
AIDL bind & O O O O O

startService &

=HEKRIZL Service THh5H, Service 75 R%= AL . onStartCommand THUIEZ1TS Service DZEFIET .

FIFAT BI1E. Service % Intent THEEL T startService Z#FEALTHEUVH T, Intent DEETICRL T, #5274
EDT—REEERT ZEITXTERLL=, Broadcast BERDFEZFHAEHLETERITIDLENH D, EFH
REEFIL. T14.4.1.1 3E0B Service 245 -FIATHI1ZSHBDOI L,

X T4 EDFvYIE onStartCommand TITSRBELH DN, EETD/ NV —IU B HRFG TSRV =HN
—k+—R5E Service IZIZFERATEALY,

IntentService &

IntentService (& Service Z# AL TELNTNNB ISR TH D, BUHLAIL. startService B LRI TH 5, BE
@ Service(startService &) [CHERTUTOHELH D,

Intent MALEE (X onHandlelntent TYT5, (onStartCommand [XfEH7RLY)
BMALYRTEITEIND
NEBNX1—A2TENB

WEBNBRALYRED OV ELUILENEITRIN, Fa—A T BBIZKY S —7 2% )L Intent 239 50 A

b, &IntentDAITRE(FINGVD | RO BHICI>TEEEDBHRIEO—DELTERMNARETH S,
Intent MEEFTITHL T ERLEDT—HEEERT ZEIETERLV=8, Broadcast HERIDAEERAED

HTERTIDLENH D, ERIILEEGIIL, 14.4.1.2 20B Service #65-FIAT D I128RBDE,

X a)T4EDFy1E onHandlelntent TITOWMELHHH ., EETD/ NV FT—O B NEUFG TELR L =D/ —
r—FR5E Service IZIX{FERATEALY,

local bind &

202 All rights reserved © Japan Smartphone Security Association. Service 5 -FIHT 5



rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;;P:RNTPHON[ Android 77')0)'&#17%§§+'t*l?j_?’f:/ﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ

F77)ERLTOERAATODAHENIKO—HIL Service #RET B-ODHEFIET . Binder /S AMSIRELIZIFR
#TE&EL T, Service TEEL-#EE(AVYR)ZFVHLITITIRBETESXKS12T 5,

FIFAT BMlIE. Service # Intent TEFEL T bindService ZE AL THEUE 3, Service # bind 355ZNDHT
. ZRULUTIVERETHLN., AITOEXTOERE® Service DN TELWNV-OARIIBRESND, EFH
BEZEHFIE. T ILa—FIZE&FEhbdTaT x4 Service PrivateServiceLocalBind 12BN &,

X T oB9IZIEIELR Service DA EERRETH S,

Messenger bind &

Messenger DE#AZFIFAL T Service LDEHEEEIRT 55E%1ET .

Service ZF| AT HAIM5E Message MRIEFKELT Messenger ZET ZEMNTES=H. WA TDT—2DHY
WMYNLEBEMASICRRAEETH D, Tz VEBIEF 21— TS5, ALYRE—D(CE8ET 28I H 5.
& Message D IMITUIBIIINAGEVD, BGOEHICE-TIEIREDHRIED—DELTRERIRAFIEETH D, FIA
9 %Ml Service % Intent THEEL T bindService ZERALTHUH T, EARMLEEHIL. 14.4.1.4 B#LR
iE ServicelZ#5 RN L,

X1 TF4EDFyYIL onBind 4 Message Handler TITOREMNH LM, FIETD/\Vr—UEZHMGTE
BN/ S\—kF—RE Service [ZIZFERTEALY,

AIDL bind #

AIDL OE#A#ZEFIFAL T Service LDFEEZERT T HHEFIET . AIDL [TK>TAU2—T—REEEL.
Service MEFDOMEEE AV YREL TR T D, /- AIDL TEE LAV A— 71— RZH AAITEETS2LT. O
— LI\ OERBTDHIELTED, VILFRALYREUE LIEATRERZAY., HithALER (SN 7E LD T Service BITHR
MICEETILENH D,

FIFAT BI1E. Service % Intent THEEL T bindService ZERALTHEUVE T, EAMLGEZFIX. 14.4.1.3 /N
—kF+—BR5E Service 1SRN &,

X2 TFAEDOFvIIEB#ETE Service Tl onBind T. /S—rF—FEE Service TIX AIDL TEZELI=M 4
—IJI—RADEAIIRTITOIDENH D, AXETHELI=E X1 T4247TD Service (CFIBATARETH D,
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I 4.5. SQlite £{£5

AXETIE SQLite #ERALTT —IRN—RDERB S MEELITIRICEF A TALTEETRERZFLD S,
FHRAUME T—ER—RT7AI DT I LREDBEYLGREE SQL 1001023V T 50K THS, _C
T EBENBOST —EIR—RI7MILDRAEZTEHTEBT TITRET D) LG T —FR—X (I TIFE
EH9 Content Provider M/A\WIIURPT7T)BIATOFERAEFIRET %, F=. HEIBRELL O T1ITRIEHRE
O TNBIEFEELTLSN, F53THVNBELMT TN DB ENDHZHEZER(TE=HICLIITEITS
HEREEATHIELEHE8HT D,

4.5.1. YT )La—k

4.5.1.1. T—AR—RDIEREERE

Android 7)) TT—ER—Z%ZHS51F A . SQLiteOpenHelper ZEHT B3 ETT—ER—RIT7AILDEY 4
BRESLUVTIVERIEDRTE DT TUNT VA TEGNEE) N TES4, ZITIE. 7TVEEBFICT—2N—
AEERL. Ul EAST—2DRE-EBIN-EE -HIRETISBELTTIEHIZ, HEBALDAAITHLTHRIEL
SQL AETEINHBNESIZSQL AoV zoiavwE LYo T ILa—REFRT,

4 774 ILDOEEIZBELTIL., SQLiteOpenHelper DAY A RSU42DE 2 518 (name) (2774 IL DRt/ XRABIEE T
E5, FD=H. RO TSD h—FEEEEELESEICIIMOTITUNDHEAEENAAREICHELIOTIENLETH

Do
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Name of User-1 Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User- Info of User-
Name of User-6 Info of User-
Name of User- Info of User-
Name of User-8 Info of User-
Name of User-9 Info of User-
Name of User- Info of User-10
Name of User- Info of User-
Name of User- Info of User-12
Name of User- -
Name of User- Info of User-
Name of User-1¢ Info of User-
Name of User- Info of User-16
Name of User Info of User-
Name of User-1¢ Info of User-
Name of User Info of User-
Name of User- Info of User-
Name of User-2

Name of User-

Name of User Info of Us
Name of User-24 Info of

Name of User-2¢ Info of Us
Name of User Info of User-26

& Name of User-13

_— e - O 00N R WN -

0
1
2
3

[S

WN = 0w~

N NN
(RS

[=2]
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4.5-1

RAb:

1. T—A~X—Z{EpIZIE SQLiteOpenHelper Z{#E AT 5

2. SQLAYY YL avDOREFELTAAEE SQL XIZERTEEEICIETL—RKRILEEFIATS
3. SQLAYY o ar DRBEIILEXKRELTTITIBEHRICH - TANEEFIVITS

SampleDbOpenHelper.java
package org.jssec.android.sqlite;

import org.jssec.android.sqlite.R;

import android.content.Context;

import android.database.SQLEXxception;

import android.database.sqlite.SQLiteDatabase;
import android.database.sqlite.SQLiteOpenHelper;
import andr oid.util.Log;

import android.widget.Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQLiteDatabase mSampleDb; i

public static SampleDbOpenHelper newHelper(Context context)

{
1 1 DB SQLiteOpenHelper
return new SampleDbOpenHelper(context);

public SQLiteDatabase getDb() {
return mSampleDb;
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}
/Writable DB
public void openDatabaseWithHelper() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (ImSampleDb.isReadOnly())//
return;
mSampleDb.close();
}
mSampleDb = getWritableDatabase(); /
} catch (SQLException €) {
I
Log.e(mContext.getClass().toString(), mContext.getString(R.string. DATABASE_OPEN_ERROR_MESSAGE));
Toast.makeText(mContext, R.string.DA TABASE_OPEN_ERROR_MESSAGE, Toast.LENGTH_LONG).show();
return;
}
}
//ReadOnly DB
public void openDatabaseReadOnly() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (mSampleDb.isReadOnly())// ReadOnly

return;
mSampleDb.close();
}

SQLiteDatabase.openDatabase(mContext.getDatabasePath(CommonData.DBFILE_NAME).getPath(), null, SQLitel
atabase.OPEN_RBM®NLY);

} catch (SQLException e) {
1
Log.e(mContext.getClass().toString(), mContext.getString(R.string. DATABASE_OPEN_ERROR_MESSAGE));

Toast.makeText(mContext, R.string. DATABASE_OPEN_ERRESSAGE, Toast.LENGTH_LONG).show();
return;

}

//IDatabase Close
public void closeDatabase() {
try {
if (mSampleDb != null && mSampleDb.isOpen()) {
mSampleDb.close();
}
} catch (SQLException e) {
1
Log.e(mContext.getClass().toString(), mContext.getString(R.string. DATABASE_CLOSE_ERROR_MESSAGE));

Toast.makeText(mContext, R.string. DATABASE_CLOSE_ERROESAMEE, Toast.LENGTH_LONG).show();
return;

}

/IContext
private Context mContext;

I

private static final String CREATE_TABLE_COMMANDS

"CREATE TABLE " + CommonData. TABLE_NAME

"_id INTEGER PRIMARY KEY AUTOINCREMENT, "

"idno INTEGER UNIQUE, "

"name VARCHAR(" + CommonData. TEXT_DATA_LENGTH_MAX + ") NOT NULL, "

+ o+ o+
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+ "info VARCHAR(" + CommonData. TEXT_DATA_LENGTH_MAX + )"
+)

public SampleDbOpenHelper(Context context) {
super(context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION);
mContext = context;

}

@Override
public void onCreate(SQLiteDatabase db) {
try {
db.execSQL(CREATE_TABLE_COMMANDS); //DB
} catch (SQLException €) {
I
Log.e(this.getClass().toString(), mContext.getString(R.string. DATABASE_CREATE_ERROR_MESSAGE));

}

@Override
public void onUpgrade(SQLiteDatabase arg0, int argl, int arg2) {
I

}

DataSearchTask.java (SQLite Database 70012 )
package org.jssec.android.sqlite.task;

import org.jssec.android.sqlite. CommonData;
import org.jssec.android.sqlite.DataValidator;
import org.jssec.android.sglite.MainActivity;
import org.jssec.android.sqlite.R;

import android.database.Cursor;

import android.database.SQLException;

import android.database.sqlite.SQLiteDatabase;
import android.os.AsyncTask;

import android.util.Log;

1

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {
private MainActivity m Activity;
private SQLiteDatabase = mSampleDB,;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@Override
protected Cursor dolnBackground(String... pa rams) {
String idno = paramsJ0];
String name = params[1];
String info = params[2];
String cols[] = {"_id", "idno","name","info"};

Cursor cur;

All rights reserved © Japan Smartphone Security Association. SQLite &> 207



JAPAN
SMARTPHONE
SECURITY
ASSOCIATION

http://www jssec.org/dl/android_securecoding.pdf

Android 7 ) DX a7 HKE X2 T7I—TFT AT HAR

20134 4 A1 BiR

I 3
if ({DataV alidator.validateData(idno, name, info))
{
return null;
}
I null

if ((idno == null || idno.length() == 0) &&
(name == null || name.length() == 0) &&
(info == null || info.length() == 0) ) {
try {

cur = mSampleDB.query(CommonData. TABLE_NAME, cols, null, null, null, null, null);

} catch (SQLException e) {
Log.e(DataSearchTask.class.toString(), mActivi
return null;

}

return cur;

}

/INo No
if (idno !'= null && idno.length() > 0) {
String selectionArgs[] = {idno};

try {
I 2

ty.getString(R.string. SEARCHING_ERROR_MESSAGE));

cur = mSampleDB.query(CommonData. TABLE_NAME, cols, "idno = ?", selectionArgs, null, null, null);

} catch (SQLException e) {

Log.e(DataSearchTask.cla ss.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));

return null;
}
return cur;
}
/IName Name

if (name != null && name.length() > 0) {
String selectionArgs[] = {name};

try {
I 2

cur = mSampleDB.query(CommonData. TABLE_NAME, cols, "name = ?", selectionArgs, null, null, null);

} catch (SQLException e) {

Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));

return null;
}

return cur;

}

I info

String argString = info.repla ceAl("@", "@@"); I/
argString = argString.replaceAll("%", "@%"); //
argString = argString.replaceAll("_","@_"); //

String selectionArgs[] = {argString};

try {
i 2

info $
info %
info

cur = mSampleDB.query(CommonData. TABLE_NAME, cols, "info LIKE '%' || ? || '%' ESCAPE '@", selectionA

rgs, null, null, null);
} catch (SQLException e) {

Log.e(DataSearchTask.class.toString(), mActivity.getString(R.string. SEARCHING_ERROR_MESSAGE));

return null;
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}

return cur;
}
@Override

protected void onPostExecute(Cursor resultCur) {
mActivity.updateCursor(resultCur);

}

DataValidator.java
package org.jssec.android.sqlite;

public class DataValidator {

i
i
public static boolean validateNo(String idno) {
/Inull OK
if (idno == null || idno.length() == 0) {
return true;
}
i
try {
if (lidno.matches("[1  -9][0 - 9]*")) {
i
return false;
}
} catch (NullPointerException e) {
i
retu rn false;
}
return true;
}
i
public static boolean validateLength(String str, int max_length) {
/Inull OK
if (str == null || str.length() == 0) {
return true;
}
I MAX
try {
if (str.length() > max_length) {
IIMAX
return false;
}
} catch (NullPointerException e) {
I
return false;
}
return true;
}
I
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public static boolean validateData(String idno, String name, String info) {
if (‘validateNo(idno)) {
return false;
}
if (lvalidateLength(name, CommonData. TEXT_DATA_LENGTH_MAX)) {
return false;
}
if (lvalidateLength(info, CommonData. TEXT_DATA_LENGTH_MAX)) {
return false;

}

return true;
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4.5.2. W—ILTvY

SQLite ZFERATAMEICITUTDIL—ILEFDHE,

1. DBI7AMILDEREZF. 7O EREFELLRETS
2. 7 F)E DB TF—A2ExHEEFIBEEE Content Provider TZ Ot R &9 3
3. DB BERFICRAIZE/NSA—FEMIBEFTL—RRILITEERT S

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

4.5.2.1. DBI7MILDEEBGA. 7O EAEZELRET S (WH7H)

DB Z7MIDT—2DREEEZZT-I5E. DB J7MILDBREBET IV EREDHREIZEDLETCTEEITARETEE
BERTH,

BIZIE. T7AILDT I RELZELSRELI=DBYTH, SD h—F R ET IV EREDREEITAEVGTICEREL
TWAIGEICIE, NS THET UV RABELE DB 77 ILIZIESTLES, £z, 7TUTALIURNJICERELIZBETH.
TOEAEEELRELGVWERRILGWT IR ZFFLTLEIC LGS, CCTIR, BREGET VL RHEREIC
DWTFIRERERE(TR. ENERBEIHODFERITOVTHRAT 5.

FIFRBISMET I ERERTEIZDOWLTIX. DB I7MIW(T—RERETIEHEANLEZDE UTD 2 AZ2EHET
BDLENHDB,

1. EEBM
Context#getDatabasePath(String name) T GF TE A7 74 I NAPHF FIT L2 TE
Context#getFilesDir TREBTESTAL YN DIGAIZEEET 55

2. TUERiE
MODE_PRIVATE(=Z7 A IVEER L= T DH N T I RARE) E—RIZERET S

D2 REEHRTHAET DT TINLTHIERATELL DB 774 ILDEREITOICENTES, ChHEERT
BE=OIZIFUTOHELEITFOND,

1. SQLiteOpenHelper ##H3 %
2. Context#openOrCreateDatabase Z{ERH3 %

DB 774 ILMERKIZFEELTIZX. SQLiteDatabase#openOrCreateDatabase Z{#H35Z&1TES, LHL. 2D
AVYREFERALIZIES . Android R —hJ4V DORREICL ST, D7 T D oaAERY AT BEL DB 771 ILAME
BENBTEN T MO TNS, ZEDT=H. COAVYEDFERITE T T MDA EEZRRATEHLEHET D, LITHE
(F1= 2 DO AFEITOVT TR TN DOEFHE LT THEAT 5,

5 EBLDAVYRLEBTETTIETHRAESERESAON MDD T TN T VAN TELZNT LI
T —=DTALIM) DY TTAL IR UTDNZADEIGETES,
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SQLiteOpenHelper ZEA9 5%

SQLiteOpenHelper ZFA T 51558 . AR E(XHEYZLDIEEEZHLTHEL, SQLiteOpenHelper ZiR4EL
OS5 RAEERL., AV RS9 42D5|1 8 DB DEZFI(T7AILBIZEHONS)HFIEETNIL, BEIMNIC LD
1) T4 EHE#H=9 DB I7MIILEERL T N3,

[4.51.1 T—OX—ADERERE I BEARMLBERAEETLTVSDTERT S,

Context#openOrCreateDatabase ##H9 %

Context#openOrCreateDatabase AV ykZ{#FEHALT DB DEREITIGE .. I7MILDT I RAEEXF T3V T
HETHIHELSHY. BHTREIZ MODE_PRIVATE 235 E T 5.

F7MILOEEICELTIL. DB & (71 ILAIZERAINS) DIEEZ SQLiteOpenHelper LRIFRIZITASDT. B
BMICHEIR DX ) TA BB EB =T IT7AILNARIZTFAILDMER SN D, 1=FZL. TIL/IRRBIEETESD T SD
H—KRREFIBEELI-HE S . MODE_PRIVATE #iEELTEMT TUNST I LATREICH>TLES=OFEADE
THdo

DB (Xt U CBARM(C 7 T REFRIEEZIT DI : MainActivity.java
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

1
try {
/IMODEPRIVATE DB
db = Context.openOrCreateDatabase('Sample.db”,
MODEBRIVATEuII);
} catch (SQLException e) {
1
Log.e(this.getClass().toString(), getString(R.string. DATABASE_OPEN_ERROR_MESSAGE));
return;

BIEAIZ, TORAMEDEKE (X MODE_PRIVATE EEHETUTD 3 fFEEMNHY . MODE_WORLD_READABLE &
MODE_WORLD_WRITABLE (% OR ;EE CRIBHEE I S TES, MODE_PRIVATE LN EFESIHEEXT7TID
BEHIZBLLELETERICRIT A LZHBE8HT S,

6 (FFaAUMIERR(IAELIAY) SQLiteOpenHelper MEZTIL DB DEHIZIET7AILDITILINREIEETEAHD T,
SD h—REET IR REDRETEHWMEFRD/NAANERET ANSKENESITSTENALETHS,
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MODE_PRIVATE R T T DHFHEZTTHE

MODE_WORLD_READABLE ERT7 ) XA EETTHE, LA AHDH

MODE_WORLD_WRITABLE ERT7 T I RAEETTEE, T ESAHDH
4.5.2.2. #h77)& DB T—42%H£F I S5 E(E Content Provider TR HIEHT S (WH78)

thD7F)EDB T—2EHETHFEELL T, DB I74 /L% WORLD_READABLE. WORLD_WRITABLE &L TYERX
L. D7 TIDLEET VLA TESLIICT BEVNIHELHD, LML, COHETIEDBIZZIVERTEHT T
DB ~DIREEHIRTELEUN = BRILGEWEF (FINIT—RERAEZINELLH D BRELT. T4
DHEECESHICEENELY., TV 7 OREMRELG YT HAREEELEZ O D,

LLEDZEMS, Android IZEUWLT DB T—4% it 7 7)) L F I 315 &1, Content Provider 252 &%58<
HEHT 5, Content Provider ZESZEIZEKY. DB 12T 27V RFIHEERR TEHE0V5F21) T/ DE =
MEDA)YRET T, DB XF¥—7#EE% Content Provider RIZBRINNTEBR LR ADA) YD
5

4.5.2.3. DB BERICAIENIA—RERIBZE R TLU—RARILFEFERTS (WH7H)

SQLAV DO avERCEVNIEKRT, FEDANEE SQLXITHAATEFITL—RARILFEHERATEHIRET
0%, TL—RARIVFEFEAL- SQL DEITHEELTIIUTD 2 DDFEEEIFHIENTES,

1. SQLiteDatabase#compileStatement() % {8 F§ L T SQLiteStatement # W B 3+ 5, T D % .
SQLiteStatement#bindString(). bindLong()REEFEAL T/ATA—4ETL—RARILFIZEBET S

2. SQLiteDatabese 25 AX®M execSQL(). insert(). update(). delete(). query(). rawQuery(). replace()i&
EFRUETRICTL—RRILA o1 SQL XEFERT S

8. SQLiteDatabase#compileStatement()Z{#E AL T. SELECT av FE#E{TT 554,
[SELECT a7 FDEERELTEED 1 ER( 71 5B LARBTELLY

EWLSHIRAH LD THERMRLONS,

EELNAXEFESIBETE. IL—ARIFIZEZET—2ORNBFBRITITVERIZH>TFIvoIInhTIVS
ZENEFELL, UTT. ZNENDAEIZDOVNTERBAT 5,

SQLiteDatabase#compileStatement)ZERT 5154 :
WhDBETYRFT—RRT—b AU THD, UTDFIETIL—RRILIAT—2%ET
1. SQLiteDatabase#compileStatement()ZEHAL TIL—RFRILFEEE AT SQL X% SQLiteStatement &L

TG %,
2. {EEL7=SQlLiteStatementA I/ MI®L T, bindLong(). bindString)RE DAV yREFERALTIL—R
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RILFIZERET %,
3. SQLiteStatement #Z7 T HrD execute)HEE D AYYRIZE->T SQL #E1TT 5,

TUNRT—RAT—bA> MEBAI : DatalnsertTask.java (3k#%)
1
public class DatalnsertTask extends AsyncTask<String, Void, Void> {

private MainActivity mActivity;

private SQLiteDatabase mSampleDB;

public DatalnsertTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@Override

protected Void dolnBackground(String... params) {
String idno = paramsJ0];
String name = params[1];
String info = params|[2];

1 3
if (IDataValidator.validateData(idno, name, info))
{
return null;
}

I
I
String commandString = "INSERT INTO " + CommonData. TABLE_NAME + " (idno, name, info) VALUES (?, ?, ?)";
SQLiteStatement sqlStmt = mSampleDB.compileStatement(commandString);
sqlStmt.bindString(1, idno);
sqlStmt.bindString(2, name);
sqlStmt.bindString(3, info);
try {

sqlStmt.executelnsert();
} catch (SQLException e) {

Log.e(DatalnsertTask.class.toString(), mActivity.getString(R.string. UPDATING_ERROR_MESSAGE));
} finally {

sqlStmt.close();

}

return null;

HoOMLHETT S SQL XEA TP IR LTHERLTEE/INTA—E2Z L TIIDH I THD, E1TTHUNELETE
LTWBADT.SQLAV Do av N EET BEMITAEL, £, SQLiteStatement A TP/ EBFRATHET
NIBMREFZHDIZENTERELSIA)YRLH S,

SQLiteDatabase MRt 5B MEBRADAYVYREFERATHIHE:

SQLiteDatabase H'12{ 9 % DBIRIEAVYRIZIZ. SQLXZFEARTHELDEZITHEVNED N H 5, SQL XEFERT
%Ak SQLiteDatabase# execSQL()/rawQuery()EMRHY . L TOFIETEITT S,
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1. TL—RRILEEEAT SQL XEAET 5.
2. TL—RRIFIZEINHTET —HZEERT %,
3. SQLXET—H%ESIHMELTELTRERAAYYNERTT B,

—7.SQL XZEFALLZWLAYYRIZIE, SQLiteDatabase#insert()/update()/delete()/query()/replace()izE A
BB, NoEFEATIBEICIE. UTOFIETT—2EET,

1. DBIZHLTHEA/E#HTHT—2hH S5 EIZIEL. ContentValues [ZEERT 5,
2. ContentValues #5|# &L TELT. KRLERAAYYR (LLTOHITIE SQLiteDatabase#insert() #E479
%,

ZALIBA XY w R (SQLiteDatabase#insert()) %Z/EHE 9 34
private SQLiteDatabase mSampleDB;
private void addUserData(String idno, String name, String info) {

1

if (lvalidatelnsertData(idno, name, info)) {
1
Log.e(this.getClass().toString(), getString(R.string.VALIDATION_ERROR_MESSAGE));
return

1

ContentValues insertValues = new ContentValues();
insertValues.put("idno", idno);
insertValues.put("name", name);
insertValues.put(“info", info);

llinsert

try {
mSampleDb.insert("Sample®ble", null, insertValues);

} catch (SQLException e) {
Log.e(this.getClass().toString(), getString(R.string.DB_INSERT_ERROR_MESSAGE));
return;

COHITIE, SQLavT U R E RS, SQLiteDatabase ARt T AEA AN AV YREFEHRALTLS, SQLO<
UREEEMEALLEWNV=H. COAELSQLAV O3 DEMITEHRNEE RS,
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4.5.3. TRV RE
4.5.3.1. SQLX® LIKE hZETIAILFH—REFEHTARIZTRS—TNIBEHET

LIKE sREEDTAILEA—R (%, D EBLXFIETL—RHRILFDANEELTHERALT:

5E. EDEFLETAIL

FA—RFELTHEET 51 REIGLTERIICIR T —TREBEHET BELNH D BELGT—RELTIETAILF

H—

FEBARDF ("%"HO"_") EL TRV LMEEAHTITFES,

EROIRT—TREBL UTOHYT)ILa—FD&S5I1Z ESCAPE & ERALTITIZENTES,

1

LIKE ZFIF LT3 a D TR — T IR

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase = mSampleDB,;
private ProgressDialog ~ mProgres sDialog;

public DataSearchTask(SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

}

@Override
protected Cursor dolnBackground(String... params) {
String idno = paramsJ0];
String name = params[1];
String info = params|[2];
String cols[] = {"_id", "idno","name","info"};

Cursor cur,

/linfo like

1

String arg  String = info.replaceAll("@", "@@"); // info
argString = argString.replaceAll("%", "@%"); // info
argString = argString.replaceAll("_", "@_"); // info

String selectionArgs[] = {a rgString};

try {
i

cur = mSampleDB.query("SampleTable", cols, "info  LIKE '%' || ? || '%'
selectionArgs, null, null, null);
} catch (SQLException e) {

%

ESCAPED",

Toast.makeText(mActivity, R.string. SERCHING_ERROR_MESSAGE, Toast.LENGTH_ISONG) ;

return null;
}
return cur;
}
@Override

protected void onPostExecute(Cursor resultCur) {
mProgressDialog.dismiss();
mActivity.updateCursor(resultCur);

216
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}
}

4.5.3.2. TL—RRILFZEHERTELGL SQLATURITHLTHBANZEES
T DERPCHEIBRGED DB AT VM NERRELT- SQL XEERTT HEHEE . T IILBREDEIZRL
TIL—ARRIFEFESIELFTELGL  BRMIZIE, TU—RARILF OFEATELGMEICKLT, AL A NEN
FEBDOXFINEERT HEIGT —FIN—ADFRE LT RETE,

EHROEEE L DFIRTIL—RRILEEFERATERMGS (X, ANBICBERABONEINEITANHERL, BE
IFBERS CENDAEL D,

HEAMIZIZX.

1. XFIINFGA—RELTHERATIIEE . XFOIRT—T00+— MLIBEET

2. BENFGA—RELELTHERATSISE . HFUSNDXFHIRALTIVEW LEHERT S

3. HAIF.ATURELTERTAEE. 1. [CMA FATELLVNEREEN TR EZHERT S

ERET S,

88 http://www.ipa.go.jp/security/vuln/documents/website_security_sgl.pdf

4.5.3.3. TRARICTAR—RADESHI N TONGEN=O DR EREIT

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase Z{#FALTDB DA R4 AEMEFLTI-15
BE.ELELDAYYFREFALTE DB A ESTARGRETCAHA—ToENnd7, Tz,
Context#openOrCreateDatabase. SQLiteDatabase#openOrCreateDatabase % EH R TH D,

NE. TINRECEEDTFESICLYERET DB OFHFEESTMATLEI(BFMASN TLED) ATHEMEE
BERLTLVS, BRI T T DHEREEEDHETHIG TESEEZONDD, 7T DBRFEREELE | AR
YLNDEDLBIMEREZEE T DB, T EIN—RERAMYERTH—T U $HET, R PREIDERIL
VWWTR7T)REDOR LIZENDGEENHDD T, KRICHLTREEZEEHT 5.

B {krIZIE. SQLiteDatabase#openDatabase [Z OPEN_READONLY Z{EELTTF—4R—RE4+—T T 5,

7 getReableDatabase [FEAHIIZIX getWritableDatabase THRET AN ERUA T IMERT , TARITILEE
EDRRTEEZAAAREA T DV ERTELGMERIT)—RA ) —DA Tz ORERT LV TH D
(getWritableDatabase [ T4 RV 7L EEDKRTIXRITIS—E4D),
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HAMDEHTT —IN—REA—-T>I3

1 ( )
SQLiteDatabase d

= SQLiteDatabase.openDatabase(SQLiteDatabase.getDatabasePath("Sample.db”), null, OPEN_READQNLY

28 http://developer.android.com/reference/android/database/sqglite /SQLiteOpenHelper.html -
getReadableDatabase()

4.53.4. TTIDEHIZR->TDBDAHIT—2DRAHEEFIVITH

SQLite (FRERLET—HEN—XTHY.DB LT Integer ELTEESNTVWSIHSLICHLTXFROT—4%
KBNS HIENARETH D, DBRD TR HERZEC L TOT—INEXDXFT—RELTDB RIS
NTW%, 2D, Integer BDASLIZHLTXFINEDIRE( LIKE ‘%123% GE)EITITELRBETH D,
F7=. VARCHAR(100) O &LSIZT—2DHRAREZHEBLTEZINULOREIOT—ANANARETHIHE.
SQLite TOEDHIRR (I L 4EFER) (FEAF TSR,

CDf=8.SQlite ZERATE7TIE. CDK57% DB DRFEITERL TR hT—42% DB I[THEMLI-UERFLT:
YLAEWESITT TV DBEHIZLEA>THAT 2R ELNH D, D FHEELTIERD 2 2HhH 5.

1.
2.

—BET—HR—RITHMT DI BORIREDEAN—HLTOEHERT 2

=
T—AR—ZANDEERELERE, T -0 BEN DR ORSTHRVNEET S

LT T, FIELTAREN 1 LEDHFTHAHLZRIET 53— FETT

Bl : ADFT—IH 1 U EDOEFETH D EEHERITD (MainActivity.java K DIk

public class MainActivity extends Activity {

1
private void add UserData(String idno, String name, String info) {
//INo
if (lvalidateNo(idno, CommonData.REQUEST_NEW)) {
return;

}

1
DatalnsertTask task = new DatalnsertTask(mSampleDb, this);
task.ex ecute(idno, name, info);

private boolean validateNo(String idno, int request) {
if (idno == null || idno.length() == 0) {
if (request == CommonData.REQUEST_SEARCH) {
I OK
return true;
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}else {
I null
Toast.makeText(this, R.string.IDNO_EMPTY_MESSAGE, Toast.LENGTH_LCGKGY() ;
return false;

}
}
I
try {
11
if (lidno.matches(" [1-9][0 -9]* ")) {
I
Toast.makeText(this, R.string.IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_ISONG) ;
return false;
}

} catch (NullPointerException e) {
I
return false;

}

return true;

4.5.3.5. DBIZ#E#HTHT—RDL\TDEE

SQLite TIX, T—2Z& 77 ILIZHEINT BERICUT D LIBREIZHEOTNS,

HERZECETOT AN EXDXFT—HELTDB I7/ILAICKHSN S
DB IZX L CT—2DHIBRET>THT —2B{KIE DB 77/ LD BHIBRENZL (HIBRT— I DMHD#)
T—RZEHLI-HEEL DB I7MILAICIEEHAID T —2LHIBRESN T EZoTLVS

Ko T, HIBRENTET 1D 1EHRD DB 77 ILNICEST-FEDREIZH>TWLS A RENELA H D, CDBETH, A
XEICH->THEZMEL. Android OtEF1T BENFDTHNE. 7 TVEELCE=FEIT—2-T74
IVITEET77ERENLHDEEEA, 72720, root #ERZEREN 54 E Android DREMBELZTIRILTIO7MILE
IREHSNDAREMETERD L EDRRICKELGFHEE SR LT —INEMEIN TV SIHZEIZIE. Android REEHR
BICHESLWT—ARELREF LA TNIFESA,

NLDEHITEY. KD root RN EMSN G B THLFOIRDENHAHFIIBEEL T —2L SQLite D DB [
ZDFEFRMT RETIRHLBN, ESLTHLEELT —FERMESDE/LVNSEICEIBSELET —2E8NT 5.
DB £(AZHESILT 5. BEDRHENDLELL S,

ERICESIEADBELGEE . BESLICEIBORNOCI—FOHFLLEAXEDNHFLEALRENZLIDT,
BRRTESRRAIVNIMNDREGT —4ZHRIT7T)DRERICZEMR~NDERELEDT S,

2EZLLTM4.5.3.6 [3#&]SQlLite T—AXN—R%EE1t T H(SQLCipher for Android)JIZ, T—4R—R%EE
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ItFB54TSVERBNLTEL

4.5.3.6. [&%&]SQLite T—AXN—X%IEF 19 5(SQLCipher for Android)
SQLCipher [, T—3R—X 774/ )L DEBHIZL 256 Evb AES DI SLZF IR 9 5 SQLite Y3k TH 5. ITWEE(L.
F—T2V—ZRBSD SAtUR)eE. Zetetic LLC IZ&->THF-BTEINTLS, ENSILOHERETIE.
SQLCipher IZ. /%7 /QT . 7Y7IL® i0OS TILLFEARASINTINVS,
SQLCipher for Android Z7O< Yk &, Android IRIEIZH (T3 SQLite T—EXR—ADIZEDFHE LS -IFES
{tZHR—r3TBIEEXEHELTND, EZHE D SQLite M APl % SQLCipher ARIZHERT A ET. R EITEE &

FLCaA—T 107 TRSIEESNI=T—IR—RZFATES LSO TS,

£ M8 https://quardianproject.info/code/sqglcipher/

fELVA

TIVREEIILUTDIDDEE%EF SHZET SQLCipher M FIAMNEAEIZE S,

1. 77U®D lib T4LYKRJIZ sqlcipher.jar XU, libdatabase_sqlcipher.so. libsqglcipher_android.so.
libstlport_shared.so ZE &Y %,

2. EBTODY—RITF7AILIZDWNT, import THE SN TLVS android.database.sqglite.* # £ T
info.guardianproject.database.sqlite.* [ZZE Y %, L&, android.database.Cursor [EZDFEFHE A
AEETH D,

3. onCreate()DHTT—AR—REMEEL . T—EIR—REA—T UG BBEITNRT—FEEET 5,

B/ T — 451

SQLiteDatabase.loadLibs(this); i Context
SQLiteOpenHelper.getWritableDatabase(passwoegt // String

SQLCipher for Android [$ZEE A T/A—23> 1.1.0 THY. 2.0.0 A EAFEITH T RCA NAFEIh TS

KR THSH. Android [ZHITEHFERAEE APl DREMREVI A TS RIZESBEEGSHH, HFFHAT Android
THIFATEE%: SQLite DIFSEV ) a—a L TREI T AR MIIEH 5.

S4TSR
SQLCipher AT 5=-HIZILXSDK ELTEENTWWAUTDI7AILHANEELS,
assets/icudt46l.zip 2,252KB

IHARD /system/usr/icu/ LLFIZ icudt46l.dat NEELLEWNEEICHELLS,
icudt46l.dat NEOMSHMEE ., 2D zip HAfRESNTHEHASINS,
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libs/armeabi/libdatabase_sqlcipher.so 44KB
libs/armeabi/libsqlcipher_android.so 1,117KB
libs/armeabi/libstlport_shared.so 555KB

Native 54731J,
SQLCipher ®##0—KEF (SQLiteDatabase#loadLibsOFEU H LEF) [CEEAAEN D,

libs/commons-codec.jar 46KB
libs/guava-r09.jar 1,116KB
libs/sqlcipher.jar 102KB

Native 54T SUEMUHT Java 5173,
sqlcipher.jar AAA12, H IS sqlcipher.jar HhOBRIN TS,

Ai:$95.12MB
f=1f2L. icudt46l.zip (X2 ESNhbE 7MB 2 EIZH 5,
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I 4.6. TFAIEES

Android OtEFa) T RERBICHSIE. T7MIILIFERZ KL R E—HFREFGF vy a)T5BEMICOH#FIA
L. REIFERARICT ZRETH D, 7T URDERKIBRIEIT7MILEEET I ERSEED T T7MILADTE
#k% Content Provider %> Service LW\ =7 T HEE D LM AICE S TRBET HIRETHD, CNIZKYTTURM
DT I ERAHEHEERTES,

SD A—REDOHNEERET N\ RE+ LTI ERFHNTELRN O, BEDKELI7AILERIGE O D5
FT(PC BRE)NDEBRDBEENLGE MR LESL TR ERZADHEREZRET D NETH D, ERMIH
BERTNARLICBEE o TAILRBREBAIZIFAILEREL TIALEWN, LTI ERE MR
BT NARALEDT7AIIZRELGETNELESEVNEE FESIEEORRABEICLESM, CCTIEERLAL,

4.6.1. o7 )La—K
BB D ESIZT7AIVIZRBIZEARICT ARETHD. LM LGNS EEFIFLEFICL-T M7 ITVIZT7AILE
EHEFGAEZIEEIRELZLHD, X1 TAOBREAN P EELI-I7MILDIEHLELLEKESR 4.6-1 IZRT, I7
1ILDIEIBFI M T TIADT7 O RS DA EHLEIZEY 4 FBEEDIT7AILIZHELTLNS, LIETIEZDD

FAILDNEEI LI T I a—RERLUEBEZEZMZTLL,

& 4.6-1 tXIVTABRICKDITIFMILOFEELE

T7AILDHHE 7T I~D RIS T3
TOeARFEA
FREITAIV FL TI)T4LONA |, TTIRNTOHZRHEETES,

oL TATRERERSIENTED,
T7AIVFRBICDEATIZT BHRE,

HABMYLET7ZAIL | BAHRY TTITALOMA |, 7TV ELVI—F—H5EAH Y ATEE,
. TIVSERIC B (BE) ATeeiaiEsRE &R 5.
RAEESORTFAIL | BAHRY FTI)T4LORNA |, #T7TIBLI—F—ELHEAHEETHE,
ETAH . EXUT ORI SLT TR OB S,
SHFERAILEITERE,
SMERECIET 7ML FEAHERY SD h—FHEDHN |, TUERREDIUIO—ILHTELLY,
HAHAEELH) ExAH MECIREE . T TIOA—HF—ITLBITFMIILDHEHE

E-HIBRAVE(ZFT8E,
FERIIBER/DRIZT EAE,
HBHBEDKREGIFZANERIENTE
%o
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4.6.1.1. EXBRT7AILEHRD

B—77 N TOHRRAEEINZT7AINERIBETHY . REHIT7AILDENETH D, Z7AILIZHEIHRT D
IFHMNARTTEENESINZEHLT . TEAE T I7MILIZELARDIKRETREL., th7T) LD DELIFHRDAOY
Y IZRID Android D {L#A& (Content Provider. Service)ZFIBBLTITSZ &R AIET S,

RAUb:

1. Z7ANIE TTITALIR)RIZERT S

2. T7ANDTIRREF MOTTIARFATEGNELSITTSAR—FE—FIZT S

3. UL TATIERERMNT HIENTED

4. T7AIITHERT DEN)BERISHLTIE. EOAFEICEOLOTHABRDOTLEEHEET S

PrivateFileActivity.java
package org.jssec.android.file.privatefile;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.|OException;

import org.jssec.android.file.privatefile.R;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateFileActivity extends Activity {
private TextView mFileView;
private static final String FILE_NAME = "priv ate_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.file);

mFileView = (TextView) findViewByld(R.id.file_view);

/**
*

*

* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try {
I 1
I 2
fos = openFileOutput(FILE_NAME, MODE_PRIVATE);
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1 3

I 4

I 3.2

fos.write(new  String(" (File Activity)  \n").getBytes());

} catch (FileNotFoundException €) {
mFileView.setText(R.string.file_view);
} catch (IOException e) {

} finally {
if (fos !=null) {
try {
fos.close();
} catch (IOException e) {
}
}
}
finish();
}
/**

*

*

* @param view
*/
public void onReadFileClick(V  iew view) {
FileInputStream fis = null;

try {
fis = openFileInput(FILE_NAME);

byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
String str = new String(data);
mFileView.setText(str);

} catch (FileNotFoundException e) {

mFileView.setText(R.string.file_view);
} catch (IOException €) {

} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException €) {
}
}
}
}
/**

*
*
* @param view
*/

public void onDeleteFileClick(View view) {

File file = new File(this.getFilesDir() + "/" + FILE_NAME);
file.delete();

mFileView.setText(R.string.file_view);
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}

PrivateUserActivity.java
package org.jssec.android.file.privatefile;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.lOException;

import org.jssec.android.file.privatefile.R;

import android.app.Activ  ity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PrivateUserActivity extends Activity {
private TextView mFileView;
private static final String FILE_NA ME = "private_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.user);
mFileView = (TextView) findViewByld(R.id.file_view);

}

private void callFileActivity() {
Intent intent = new Intent();
intent.setClass(this, PrivateFileActivity.class);

startActivity(intent);

/**
* Activity
*
* @param view
*/
public void onCallFileActivityClick(View view) {
callFileActivity();

}

/**
*

*

* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
fis = openFilelnput(FILE_NAME);
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byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);

I 4
I 3.2
String str = new String(data);

mFileView.setText(str);
} catch (FileNotFoundException €) {
mFileView.setText(R.string.file_view);
} catch (IOException e) {

} finally {
if (fis = null) {
try {
fis.close();
} catch (IOException €) {
}
}
}
}
/**

*

*

* @param view
*/
public void onWr iteFileClick(View view) {
FileOutputStream fos = null;
try {
1 1
1 2
fos = openFileOutput(FILE_NAME, MODE_APPEND);

I 3

I 4

I 3.2

fos.write(new String(" (User Activity)

} catch (Fil  eNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOException €) {

} finally {
if (fos !=null) {
try {
fos.close();
} catch (IOExcepti one){
}
}
}

callFileActivity();

\ n").getBytes());
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4.6.1.2. HADYLEI7ZAILEHRD

THEZHOTIT)ICHLTABTELMAT E-0DT7MILTHS. UTORAUMIKZEZFIFTTEET NI, LI
HRELITFAILDENAIZESD,

RAUb:

1. F7ANIE. TTI)TALOR)RIZIERLT S

2. T7ALNDTIEREF MOT7TTIICHLTIERARYERE—FIZTS

3. UL TAIIRERIFAEMLGL

4. T7AIITHERIRT HEN)FRICHLTIE. TOAFEICEHLLTABRORLMEZHEET S

PublicFileActivity.java
package org.jssec.android.file.publicfile.readonly;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.|OException;

import org.jssec.android.file.publicfile.r eadonly.R;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class PublicFileActivity extends Activity {
private TextView mFileView;
private static final String Fl LE_NAME = "public_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.file);

mFileView = (TextView) findViewByld(R.id.file_view);

/**
*

*

* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try {
1 1
1 2
fos = openFileOutput(FILE_NAME, MODE_WORLD_READABLE);

I/ 3
I/ 4
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1 3.2

fo s.write(new String(" (Public File Activity)

.getBytes());
} catch (FileNotFoundException €) {
mFileView.setText(R.string.file_view);
} catch (IOException e) {

} finally {
if (fos !=null) {
try {
fos.close();
} catch (IOException e) {
}
}
}
finish();
}
/**

*

*

* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
fis = openFileInput(FILE_NAME);
byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);
String str = new String(data);
mFileView.setText(str);

} catch (FileNotFoundException e) {

mFileView.setText(R.string.file_view);
} catch (IOException €) {

} finally {
if (fis ! =null) {
try {
fis.close();
} catch (IOException €) {
}
}
}
}
/**

*
*
* @param view
*/

public void onDeleteFi leClick(View view) {

File file = new File(this.getFilesDir() + "/" + FILE_NAME);
file.delete();

mFileView.setText(R.string.file_view);

\n")
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}

PublicUserActivity.java
package org.jssec.android.file.publicuser.readonly;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.lOException;

import org.jssec.android.file.publicuser.r eadonly.R;

import android.app.Activity;

import android.content.ActivityNotFoundException;

import android.content.Context;

import android.content.Intent;

import android.content.pm.PackageManager.NameNotFoundException;
import android.os.Bundle;

impart android.view.View;

import android.widget. TextView;

public class PublicUserActivity extends Activity {
private TextView mFileView;

private static final String TARGET_PACKAGE = "org.jssec.android.file.publicfile.readonly";
private s tatic final String TARGET_CLASS = "org.jssec.android.file.publicfile.readonly.PublicFileActivity";

private static final String FILE_NAME = "public_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedlnstanceState);
setContentView(R.layout.user);
mFileView = (TextView) findViewByld(R.id.file_view);

}

private void callFileActivity() {
Intent intent = new Intent();
intent.setClassName(TARGET_PAGBRB, TARGET_CLASS);

try {
startActivity(intent);

} catch (ActivityNotFoundException e) {
mFileView.setText("(File Activity )");

}

/**
* Activity
*
* @param view
*/
public void onCallFileActivityClick(View view) {
callFileActivity();

}
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/**
*

*

* @param view

*
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {

File file = new File(getFilesPath(FILE_NAME));
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);

I 4

I 3.2

String str = new String(data);
mFileView.setText(str);

} catch (FileNotFoundException e) {
} catch (IOException €) {

} finally {
if (fis = null) {
try {
fis.close();
} catch (IOException €) {
}
}
}
}
/**

*

*

* @param vew
*/
public void onWriteFileClick(View view) {
FileOutputStream fos = null;
boolean exception = false;
try {
File file = new File(getFilesPath(FILE_NAME));
1 FileNotFoundException
fos = new FileOutputStream(file, true);

fos.write(new String(" (Public User Activity)  \n")
.getBytes());

} catch (FileNotFoundException e) {
mFileView.setText(e.getMessage( ));
exception = true;

} catch (IOException €) {
mFileView.setText(e.getMessage());
exception = true;

} finally {
if (fos !=null) {

try {
fos.close( );

} catch (IOException €) {
exception = true;

}
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}
}

if (exception == false)
callFileActivity();
}

private final String getFilesPath(String fil ename) {
String path =™,

try {
Context ctx = createPackageContext(TARGET_PACKAGE,

Context. CONTEXT_RESTRICTED);
File file = new File(ctx.getFilesDir(), filename);
path = file.  getPath();
} catch (NameNotFoundException e) {

}

return path;
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4.6.1.3. RAZESLRT7AILERD
FRESBDTIVIHLT, BRAESHEREHF T T EI7MLDENSTH D,
THESROTITINEAESAEELNSIEF. TILVITLEARARNBTOESHRANAEETHY . T—2DEEN
LREMIEURIESNGD, F- . BEEOLBWVEETHLIZAMLADT —EDBAOEZAAEITIF(IVIHE

HIEHARHETHY . TDEIGT7AILITHEEN S HLEAEMNENTELL,

UEDESIZ X )T OBENDITTVERH DB RALL, RABET L T7MIIVERRITERT HILEF
AIRETHY . mAEBZLFT7MILOFEREE (TR IEESA,

RAUk:
1. W7D SRAIEEFREL T I EREEREL=T77MILITESL
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4.6.1.4. SEEIREASZSLRI7MIVERS

SD h—FDESBHEBEEIRT NARLIZT7AIVERNT HIEETHS, LBRHIBEDKERBREEMT S
(Web Mo o O—RLIz77 4/ LEELLGE D) HEECHEICEREFSHT (N I7VTRED)HEEIZF AT
BTENBESND,

TAEEREGEAEZEARI7AIIETEEZHOT TR L TISRARMY AR I7AIL IEREDHEEE D,
&5(Z android.permission.WRITE_EXTERNAL_STORAGE Permission #FIAESL T3 FREEZSHDT
TNIZHLTIERAESLET7AILIEREDOHEEEE D, TO10H . N EBREGAHAEETLR) I7MIILOER
IDHBERINRICEEDHERETHD,

Android 77 DIEBIEL T, /NI 7T I7 A VIIHERERIET /N A R EITHERENHIEMN B LY, LM LIMEREE
BT NAREDT7AILERTRD SR I T EEOHMOT TIALHEAPLHIBREINTLESURINH S,
WZIZ/NNYITYTEHNT BT TITREINAVIT YT I74ILIEERHIC PC FDREGIFFICAE—L TS
W IEWST-BERTRETHHE . TT)DHEROHABTOVRIR/IMED I RN ELLED,

RAVb:

1. o T4 ERITEMLG

2. THIVEBICA=—DBTALINICTIFAIVERET S

3. T7AIVITHEIT HEN)ERICHLTII. TOAFEICEAHOLTREDREMEZERT D
4. FIRARIOT7T) TEEAAETHEWMERIZT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.file.externalfile"

<!-- android.permission. WRITE_EXTERNAL_STORAGE Permission ->
<uses permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>

<application

android:icon="@drawable/ic_launcher"

android:label ="@string/app_name" >

<activity
android:name=".ExternalFileActivity"
android:label="@string/app_name" >
<intent -filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>
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ExternalFileActivity.java
package org.jssec.android.file.externalfile;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.|OException;

import org.jssec.android.file.externalfile.R;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget. TextView;

public class ExternalFileActivity extends Activity {
private TextView mFileView;
private static final String TARGET_TYPE = "external";
private static final String FILE_NAME = "external_file.dat";

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.file);

mFileView = (TextView) findViewByld(R.id.file_view);

/**
*

*

* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null;
try {
I 1
I 2
File file = new File(getExternalFilesDir(TARGET_TYPE), FILE_NAME);
fos = new FileOutputStream(file, false);

I 3

I 3.2

fos.write(new String(" (External File Activity)
.getBytes());

} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOException €) {

} finally {
if (fos !=null) {
try {
fos.close();
} catch (IOException €) {
}
}
}

\n")
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finish();

/**
*

*

* @param view
*
public void onReadFileClick(View view) {
FileInputStream fis = null;
try {
File file = new File(getExternalFilesDir(TARGET_TYPE), FILE_NAME);
fis = new FilelnputStream(file);

byte[] data = new byte[(int) fis.getChannel().size()];
fis.read(data);

I 3
1 3.2
String str = new String(data);

mFileView.setText(str);
} catch (FileNotFoundException e) {
mFileView.setText(R.string.file_view);
} catch (IOException €) {

} finally {
if (fis = null) {
try {
fis.close();
} catch (IOException €) {
}
}
}
}
/**

*

*

* @param view
*/
public void onDe leteFileClick(View view) {

File file = new File(getExternalFilesDir(TARGET_TYPE), FILE_NAME);
file.delete();

mFileView.setText(R.string.file_view);

ExternalFileUser.java
package org.jssec.android.file.externaluser;

import java.io.File;

import java.io.FilelnputStream;

import java.io.FileNotFoundException;
import java.io.lOException;
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import org.jssec.android.file.externaluser.R;

import android.app.Activity;

impart android.app.AlertDialog;

import android.content.ActivityNotFoundException;

import android.content.Context;

import android.content.DialogInterface;

import android.content.Intent;

import android.content.pm.PackageManager.NameNotFoundException;
import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class ExternalUserActivity extends Activity {

private TextView mFileView;

private static final String TARGET_PACKAGE = "org.jssec.android.file.external file";
private static final String TARGET_CLASS = "org.jssec.android.file.externalfile.ExternalFileActivity";
private static final String TARGET_TYPE = "external”;

private static final String FILE_NAME = "external_file.dat";

@Overrde

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.user);
mFileView = (TextView) findViewByld(R.id.file_view);

}

private void callFileActivity() {
Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGE, TARGET_CLASS);

try {
startActivity(intent);

} catch (ActivityNotFoundException e) {
mFileView.setText("(File Activity )

}

/**
* Activity
*
* @param view
*/
public void onCallFileActivityClick(View view) {
callFileActivity();

}

/**
*

*

* @param view
*/
public void onReadFileClick(View view) {
FileInputStream fis = null;

try {
File file = new File(getFilesPath(FILE_NAME));

236

All rights reserved © Japan Smartphone Security Association.

TrAIVERS




““l wmrenowe Android 7T DX AT HRE X2 TFI—TAVTHAR 20134 4 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

fis = new FilelnputStream(file);
byte[] data = new byte[(int) fis.getCh annel().size()];
fis.read(data);

I 3
I 3.2
String str = new String(data);

mFileView.setText(str);
} catch (FileNotFoundException €) {
mFileView.setText(R.string.file_view);
} catch (IOException e) {

} finally {
if (fis = null) {
try {
fis.close();
} cat ch (IOException e) {
}
}
}
}
/**

*

*

* @param view
*/
public void onWriteFileClick(View view) {

I/ 4
I/

final AlertDialog.Builder alertDialogBuilder = new AlertDialog.Builder(
this);
alertDialogBuilder.setTitle(" 4");
alertDialogBuilder.setMessage(" ")
alertDialogBuilder.setPositiveButton("OK",
new Dialoglinterface.OnClickListener() {

@Override
public void onClick(DialogInterface dialog, int which) {
callFileActivity();
}
N

alertDialogBuilder.create().show();

}

private final String getFilesPath(String filename) {
String path ="";
try {

Context ctx = createPackageContext(TARG ET_PACKAGE,
Context. CONTEXT_IGNORE_SECURITY);
File file = new File(ctx.getExternalFilesDir(TARGET_TYPE), filename);
path = file.getPath();
} catch (NameNotFoundException e) {
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}

retur n path;

238 All rights reserved © Japan Smartphone Security Association. TF7AINEERS



rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;;P:RNTPHON[ Android 77')0)'&#17%§§+'t*l?j_?’f:/ﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ

4.6.2. L—ILTvY
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4.6.2.1. 274JILIXIRBIEARI7AILELTHER T % (Wh78)

(4.6 274 EHKS1T4.6.1.1 FERRT7AILERS ITHRARF=ESIT, BT IERONBICEHLST 77 ILIEIR
BIFEARIZT H5RXETHS, Android DEFa)T4RHDBERLNLEL, FWROPYRY EZDT I ZAHIHEHIZ
Content Provider %> Service 72& @ Android QXA DHF TITIRETHY . TELVBELHLIEGEDHT7
AINDTIERETRATHILERETTHILITHS,

BIFANEZATDH LT ILA—FOLUTDIL—ILOELSEOIE,

4.6.2.2. MOT7TIDOoHEAEESHERTT VEATRELT7AIVIFERLEL (Wh78)

[4.6.1.3 RAEENHI7AINERSITRARE=ESIC MMOTITVICHLTIZAIVLDHRAHEEEHFT T HE. T74
JLIZHESN DIERD EIEH A TELRD, FOH . X1 TGS AN SRS - NHMGE AN LLFEAES
RRT7AINEFALI-BERO LA EEZHRETIEHEL,

4.6.2.3. SD h—FRENBRIET NARIZEMT 77 MNLOFABEIBES/NRIZT S (7R)

[4.6.1.4 NMEREAEELFET7ANERS ITRAR=ESIZ, SDH—RZIFLHET B ERIET NI RIZT7
AWEELZLERE, X TAB IV HEDEADERMN O BEMNGHEZIRA S EICENS, —AT.SD h—F
F7TVTALIONM LVEFRBORWNI7AIVERZ. 7TINBIT —4ZHoH I DICEREZ SHE— DR
L—oB0 T, 7T ORRICE>TIEREEHE/ LN T —REE N EEZLND,

SERENE T A RIZTFANERINT HIBE . FEESHOT TS LU 1——hHs - B B TEHILEE
BLT. LT La—R TR U ESH TUT O LGRSV REDHTT T DRI ETIDEN DS,
BB OBEFELLE DRERMITONTIIAAAFDSHOIRTHARELRITLFETHS,

RANEL T D TATIRERIINEBEIET NA R LD T7AILIZREFLAGL

LTI LERENBEET NNAR LD I7AIVIZRET HI5REEELLTS

7 T O L —F—[CHTASNTIEESERZENEBEIET NA R LDT7AIVICRETIHEEETFELD
—RICRET S

NEREEET NI R LD I7AINEFZHATEE . GARATT—ANLREMEZRELTHLT—2EFATS
HmOT7T) 01— —IZk>THEEET NA R LD T7AILIZVDTHHEIREIN S EEZBELTT TUER
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LA NIEE S0

[4.6.2.4 7ML DEFHEZZERBL T TIDEHETS (WA IBSEILHIL,

4.6.2.4. J7MILDEFHMEZELTT T DFREEITS (WH78)

TIIVTALIMIICREEN =T 2 EUTDI—F—REICKYEERENG, TTVDEFHRME—HT 5. Ff-
F7 T DEFHREIVEVDDHIHFETHD,

TFI)VDToAA—IL
BT7T)DT—AEAELVFvvLaDBETREI-T7IIr—ay =7V =30 D EE))

SD A—FEDNERIET NARLICRFSNIZT7MIILIE. TT)DEFHRBE LY I7 L O EFHBN RO EDN
¥ THD, ESHITRDKRLEET DR ENH D,

A—H—Z&BT7MILDHEE
SD A—FDIHxEMY-ELEZ-ToIIUR
TILIITIZKBIT7AILDEE

CDEIINT7AIVDREFGHFAICE>TIFAIVDEFHRMN RS-0, KEATHBALI=LIG LI T+TRIER
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4.6.3. ThNVRE

4.6.3.1. T7AITARI)TEBREHDI7AILEH

DT ITVICARITFAINEBET VRS EDIDTIFEL, F7MINTARY) THBHTIFTAIVRETEHEND
%, Content Provider & Service TTMOAHEMEZ S, Content Provider 4> Service D TIELRI7MILEF
— Tl EDITFAINT ARV TREHFOTITIIET  HAFETITIVETFAILTARY) T 2FRATITAILER:
HEETED,

DT TV TFAINEEETICRESEEZT7AIVEEREZETIFANTARII)TABRBDI7AIVEERHEZDLE
BER 4.6-2 [ZTRTTIOERREDN\) I3 0 70 RSFATE7T)DEETHA) D H D, 7 IER
AT ET7 T EEMIHIHTERECANEX A TAB A TIEA) YR KRELY,

& 4.6-2 7TIEI7AIVEBEFEDLE

T7AIVEERE TORREZED/N)T— 3> T RREHAT ST T DEE
MDTITVT7AIVEEET VLR | HAHARY FTRTOT7IIIZRHLT—ETIER
SEDTFAILEER EEAH FFRILTLES
FARY +EEAH
T7AINTARYYTIRBADIT74 | HHIY Content Provider %> Service 274
IVEE ETAH AL TLBT7TYISK L TEBIIZ—
BEDH BFRO (S 7 & R3] - 5 55 Al % il {8
SARY+EEAHS TE
SAHEY +BEEDH

LERIFANVHEBHFEDELLIZHLHBT HETHAN DT ITVITT7AILDEERAAEHFETTHETTAILA
BOFTEMMREIL D605 FICEBOT TN LRKICEEAHANTONDE. T7MILABRDT—2EEA
BRTLEWTTUAERICEMELLESLDVRINH D DT TV EDT7AILHBIZENTIE, HAHAAERT
(FEEFRITHDMEELL,

LI T TlX. Content Provider TZ7A &£ EF T HEEFI(EAR Provider DIFE)EY T ILa—RELTIERET
7

RAVb
1. FAZT7IVEEHRTTITHEI S, EooT4THEREREELTEL
2. B#tBRE Content Provider 77UNLDERTHOTH. R T AN LMEEHERTS

ProprietaryProvider.java
package org.jssec.android.file.proprietaryprovider;

import java.io.File;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
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import java.io.lOException;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.U tils;

import android.content.ContentProvider;
import android.content.ContentValues;
import android.content.Context;

import android.database.Cursor;

import android.net.Uri;

import android.os.ParcelFileDescriptor;

public class ProprietaryProvider extends ContentProvider {
private static final String FILENAME = "sensitive.txt";

1 Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.file.proprietaryprovider.MY_PERMISSION";

I
private static String sMyCertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"
sMyCertHash = "0OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";

}else {
I/ keystore "my company key"
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 56909BAESBB D7B3A7C2 42E142CA";
}
}
return sMyCertHash;
}
@Override

public boolean onCreate() {
File dir = getContext().getFilesDir();
FileOutputStream fos = null;

try {
fos = new FileOutputStream(new File(dir, FILENAME));
1 1
fos.write(new String(" ").getBytes());

} catch (IOException €) {
} finally {
try {
fos.close();
} catch (IOException €) {
}

return true,

}

@Override
public ParcelFileDescriptor openFile(Uri uri, String mode)
throws FileNotFoundException {

i Signature Permission
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if (1SigPerm
.test(getContext(), MY_PERMISSION, myCertHash(getContext()))) {
throw new SecurityException(
" Signature Permission )

}

File dir = getContext().getFilesDir();
File file = new File(dir, FILENAME);

I
int modeBits = ParcelFileDescriptor MODE_READ_ONLY;
return ParcelFileDescriptor.open(file, mo deBits);
}
@Override
public String getType(Uri uri) {
return ";
}
@Override

public Cursor query(Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {
return null;

}

@Override
public Uri insert(Uri uri, ContentValues values) {
return null;

}

@Override
public int update(Uri uri, ContentValues values, String selection,
String[] selectionArgs) {
return O;

}

@Override
public int delete(Uri uri, String selection, String[] selectionArgs) {
return O;

}

ProprietaryUserActivity.java
package org.jssec.android.file.proprietaryprovideruser;

import java.io.FilelnputStream;
import java.io.FileNotFoundException;
import java.io.lOException;

import org.jssec.android.file.proprietaryprovideruser.R;
import org.jssec.android.shared.PkgC ert;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.Context;

import android.content.pm.PackageManager;
import android.content.pm.Providerinfo;
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import android.net.  Uri;

import android.os.Bundle;

import android.os.ParcelFileDescriptor;
import android.view.View;

import android.widget. TextView;

public class ProprietaryUserActivity extends Activity {

1 Content Provider
private static final Strin g AUTHORITY = "org.jssec.android.file.proprietaryprovider";
1 Signature Permission

private static final String MY_PERMISSION = "org.jssec.android.file.proprietaryprovider.MY_PERMISSION";

I
private static String sMy CertHash = null;

private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"
sMyCertHash = "0B-B7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";

}else {
I/ keystore "my company key"
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBO9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
1 Content Provider

private static String providerPkgname(Context context, String authority) {
String pkgname = null;
PackageManager pm = context.getPadkageManager();
ProviderInfo pi = pm.resolveContentProvider(authority, 0);
if (pi != null)
pkgname = pi.packageName;
return pkgname;

}

public void onReadFileClick(View view) {

logLine("[ReadFile 1");

i Signature Permission

if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {
logLine(" Signature Permission ");
return;

}

1 Qontent Provider

String pkgname = providerPkgname(this, AUTHORITY);

if (IPkgCert.test(this, pkgname, myCertHash(this))) {
logLine(" Content Provider ");
return;

}

1 Content Provider
ParcelFileDescriptor pfd = null;
try {
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pfd = getContentResolver().openFileDescriptor(
Uri.parse("content://" + AUTHORITY), "r");
} catc h (FileNotFoundException e) {

}
if (pfd !=null) {
FilelnputStream fis = new FilelnputStream(pfd.getFileDescriptor());
if (fis 1= null) {
try {
byte[] buf = new byte[(i nt) fis.getChannel().size()];
fis.read(buf);
1 2 Content Provider
I 3.2
logLine(new String(buf));
} catch (IOException €) {
} finally {
try {
fis.close();
} catch (IOException €) {
}
}
}
try {
pfd.close();
} catch (IOException €) {
}
}else {
logLine(" null file descriptor");
}

}

private TextView mLogView;

@Override

public void onCreate(Bundle s avedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mLogView = (TextView) findViewByld(R.id.logview);

}

private void logLine(String line) {
mLogView.append(line);
mLogView.append('n");

4.6.3.2. TALINIDTIERERTE

CNETIFZFAIIZEBLTEXF A TADEEAZHRBALTE, 77/ DAVTFTHATALIMNIIZDNNTHE
FaTADEEBNUBETHD, CCTIIETALINI DT O RREREICOWTEF T LDEERA U EERA
T3,
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Android 121X, ZFYTALIRIRIZH T TALOMIERG - 1ERT AV YD OMABEINTIVD, THLD
R 4.6-3I1279,

& 4.6-3 7IIVTALINBTOYITF4LIMN G EREAY YR

t7IIZxtd S aA—H—I2kBHIBR
TORRIEDIETE
Context#getFilesDir() A (EITHERDH) R E1->TT7 TV r—2av 1=T7T)r—
AV DEE |- T—2HE]
Context#getCacheDir() RA[(EITHERDH) R E =TT TV r—2av1-T7T)r—

YavDER|-IF vyl aiHE]
XIT—2HEITLAEIRRSN S,

Context#getDir(String name, | mode [CLATF%I5E/IHE, & E =TTV r—2av -7 r—
int mode) MODE_PRIVATE avDERI-IT—2HE]

MODE_WORLD_READABLE
MODE_WORLD_WRITABLE

CCTHICRZMFTHDIE Context#getDir(ISkd7 VL REDERETH S, 77 ILDERTHHAL TS LS
(2. Android DEF1)TAREFDERNOTALIMNELERMIZEIFAFITTEIRNETHY. 7O EREDREIC
FOTHEROHAFZITIEBOHREMEALH LD T, [EHROEAFICIIMMDOFEEERDHNETHD,

MODE_WORLD_READABLE

FTRTDTIIVIZHLTTALIMN) DEHBVIEREE5Z 5759 THD. TRXTOTTINTALINIADI7AIL
—EPEL2OTI7AILOBHEEREMBAREIZHED, COTALIMNEBE TICREBEDOI7AIVERET 5 LIXTEY
WDT, ZOIST DFERIZIFHHEEFENDETH D,

MODE_WORLD_WRITABLE

7 TIVHLTTAL I DEERAHEREEZHT5T THB. TRXTDTTINTALIMNIRADIT7AIVELERL.
BEps, UR—L, HIRRAEIREICIES, CNODEBEIXI7MILERD 7V RERTE GrAHIY ., EEAH . RT) &
(FEBAZRTHY. TALIN) DEZAHERNH AT TARELLGIRETHHEITEENVER, DT T H
BEFIT7ANZRIRENFYESRAON-YT HD T, BEFZCDISTEEALTIIALLL,

x 4.6-3 DI1—H—(ZLBHIBRIZELTIE. 4.6.2.4 D7/ I DEFHREZEZELTTZ T DHRHETS (b
B) 1&ESBOIL,

4.6.3.3. Shared Preference 0T —AR—XI7A(IILDTIERERTE

Shared Preference 7 —42R—RET7MILTHEEIND, TV EREREICDOWTIEIZ7MILERILZENE X 5,

8 NEFRFL—T DDA ERERIBEB(SD h—FEENDBHLEE T IV MRAUNEB A =BT TELL, ZD1=85H.
SABMUIERDEVATRAN =277 ML SRR EEEI BB SN THRAZEZWREICHD LG I &L,
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L7=HA>T Shared Preference 1 T—RR—RET7AILERBRIZERMIZITIEARI7AILELTERL. RED
#AE(X Android D7 T EEEO A K> TERTIRETH D,

Shared Preference O {FEABIZRIZRT , MODE_PRIVATE [Z&YIEABT74/ILELT Shared Preference 4k
L TUL\3,

Shared Preference J 7 1 JLICT7 O X FIR%Z:&E I D451
import android.content.SharedPreferences;
import android.content.SharedPreferences.Editor;

/l Shared Preference

1 MODE_PRIVATE

SharedPreferences preference = getSharedPrefer ences(
PREFERENCE_FILE_NAME, MODE_PRIVATE);

I

Editor editor = preference.edit();

editor.putString("  prep_key", " prep_value"); // key:"prep_key", value:"prep_value"
editor.commit();

F—RAR—X[ZDLVTILM4.5 SQLite ZFS5 1 2SHBTH L,
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I 4.7. Browsable Intent ZF|FHd 3%

TS5 Web R—=U DY IR EL TR TEHRSIZTITVEESLZENTES, Browsable Intent ELV5HE
BETH D, 77U, URI RF—L% Manifest Z7MILTIEETHZET,. ZD URI RF—LFFEDIIADIEE)
(A—H—DAYTHE)ZRIGL. Yo% INSA—RELTRET AT EMNTTEEIZE D,

F1=. URI RX—LZFATHIETITVTDORIET ST TVEEET 5AEIE. Android D#A#%5T i0S fhd
TR TA—LTERIELTEY . Web 7T EDNERT T EHELGE IT—BRIZEDLNA TS, BIZ L. Twitter 7
71)%5 Facebook 77 TIEFRD &57% URI RF—LMNERINTHY. Android THI0S THI SO Y OXIET
57T HEETHELIITHESTINS,

= 4.7-1
URI RF—L X9 BT T
fb:// Facebook
twitter:// Twitter

COFITEECFERZZA-EFRGHETHIN., EEHSIFE=ZBICERASNSERIELBATNS, BED
HdWeb YA EABEL T M URLIZRIEG/NSA—FELALIETT T OREEEERLY . RL URI R+
—LIZHIELI=RIL T E AV A—ILEE T URL [CEFNHEHREEIMYLIYT HLENBEZLND,

SO &GRSR ET 51012 MIATHERIZIEVDLODDRA UMK E DT EFNITESL,

4.7.1. Yo7 )La—k

LATFIZ. Browsable Intent ZF|RAL=77) DY T )La—K%EFRT,

AU
1. (Web R—=JHEDXIET S URI REF—TEF =) I DINTGA—=RIZE T4 TIERESHELN
2. URLDNSA—2%ZFIHTHRIMENOREMHEMHET S

Starter.html

<html>
<body>
<l-- 1 URL - >
<l-- URL UTF8 URI ->
<a href="secure://jssec?user=user_id"> Login </a>
</body>
</html>

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.browsableintent"
android:versionCode="1"
android:versionName="1.0" >
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<uses sdk android:minSdkVersi on="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<activity
android:name=".BrowsablelntentActivity"
android:label="@string/title_activity _browsable_int ent" >

<intent -filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

<intent -filter>
<action android:name="android.intent.action.VIEW" />
1 intent
<category android:name="android.intent.category.DEFAULT" />
// Browsable intent
<category android:name=" android.intent.category. BROWSABLE" />
/I URI 'secure://jssec’
<data android:scheme="secure" android:host="jssec"/>
</intent -filter>
</activity>
</application>

</manifest>

BrowsablelntentActivity.java
package org.jssec.android.browsableintent;

import android.app.Activity;
import android.content.Intent;
import android.net.Uri;

import android.os.Bundle;
import android.widget. TextView;

public class BrowsablelntentActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity browsable_intent);

Intent intent = getintent();
Uri uri = intent.getData();

if (uri = null) {
/I URL ID
I 2 URL
I 3.2

String userID ="User ID =" + uri.getQueryParameter("user");
TextView tv = (TextView)findViewByld(R.id.text_userid);
tv.setText(userID);
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4.7.2. W—ILTvY

Browsable Intent ZF|A 3 HEEICITUTDIL—ILEFDHIE,

1. (Web R=UEDNHIET BV I DINSGA—=RI I T1TRERESOHE
2. URL D/IRSA—BZEFRATDANMENTEMEZEHERET S

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.7.2.1. (Web R—=J) @G BV I DINTGA—RIZE U T4 TEIEREEHL (WH7H)

TS50 LT 0%2yT LR, data(Intent#getData IZTHS)(Z URL DIEA ATz Intent BAFETSh, X
T LIZEYEEYET S Intent Filter 227 TUNEEIT S,

O, L URI RF—LEZF{TF5LS Intent Filter WEREIN=-7TUNERGFET SI5AE. EEDREEK
B Intent [CLBHEEIERIRIZT TV BIRODFA (7RI HRRIN, —F—DBRLI-7TUHNEET HLITHS,
Rz, 77 ERE@EOERKRELTIILVITHFELTW B EIE. —F—DROTIILVITEEHIET
LESBIRELHY . INSA—INTIL D TITEDI LIS,

CDEIITWeb R—=U DY) URL [ZEHT=NFA—RIETRTIILIITITELFREEAH LD T, — D Web
R=2DYDZEEDEEERRIZ, URL DNFA—RICEEED O TATREREEDHDHEFB TR TN IEESA
LY,

URL (C—H—ID &/XXT— RO A > TLBHI

insecure://sample/login?userID=12345&password=abcdef

Ff=. URL D/ISGA—=ERA—H—ID HBEE I TAITTHWMERDADIHZETH, 7TVEBBD/ART—FA D
Z7TVRITSEZE5BEHTIE, A—F—HRENTITTIL I 7 EEHLTLEL., RO 7ITHLT/IARD
—FEADLTLESBEELH D, TDT=H. —EDOT 1 NEBBIKET T VEITELSET LG HRERET TR
=T#H5. Browsable Intent IZ&27 T JiEE EHETHEERM Intent IZKB7TVEETHY. ERILE=7TIUMN
EHINSRIAINLRNCEEEEBEICEWN T I - —ERREZ LN TEILELNH D,

4.7.2.2. URL D/RSA—2ZFIRTDHINMEDOREEEHZET D (WH78)
URIRF—TIZEDLERUVIIF TTIRFEEICRSTH TUERATEEL D T, 7TVIZEESN = URL D/ T A—4
HIERD Web R—U kb TLAHEFRLAEN, Ff=, ESN Tz URL D/RTA—EHIERD Web R—T ik

BN TELNEINERANDHFELEL,

FD=%H. Btz URL DRSA=FZFAT DRI, NSA—ZIZBELBIMEAA>TLVELAGE  EDRE
MEERTIDLENDD.
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I 4.8. LogCat (A HH¥ 3

Android (¥ LogCat &M (EN ST AT LAV EENAHY . SR T LOASJEHRIZITTHET ) DO E#HRY LogCat
[CHAZNB, LogCat DO IERIEFRCIHERADMD T T M bE5mAMYATREITH S8, £ T I HIER
% LogCat ICAJHALTLES7IVICIKFEHRIFEDMEE A HDHEEIN S, LogCat [CIEE2 P T1T 1 EHRER
THATRETEALY,

X ) TABRATEV)—RR7ZTITRE—IATHALGOIENEFELL, LALKRARGERBICEY)—RIRT
TV THATH AT BT —ADH S, CSTRIVY—RIR7ZIIVIZENTERT H AL DD, oo T4TGERIFOY
HALGWHEEBN T S, £1214.8.3.1 Y)—RRFZTVICETH0THAD 2 DDEZFI1LSRTHILE,

4.8.1. ¥ F)La—k

ZZ Tl ProGuard #FIELTYY—RR7 7 TH LogCat ~DOY H HhEHIHT 55 E5F#BNT 5, ProGuard
[EFERASNTLVENAYYRE  RENICARELZI—FEZEHEIRT SREIELY—ILD—DTHS,

Android @ android.util.Log 25 XIZIE 5 FEF¥EDOS H A AYYE Log.e(). Log.w(). Log.i(). Log.d(). Log.v()
BHd, AV ERIE. V-7 TITHEHTIEEERLEZOJER (LT EROJERETEN) & J)—XAR
F7UTHEALTELGLRWN(FzEAIET AV AD) OV ER (UT. AEOTRBREES) ZRANTEINETHS.
ERAOYHADO=HIZIE Log.e()/w()/i0ZEERAL. AEOITHADHIZIE Log.d)/VOEFERTHELL, 5 EEE
DOOTHEAAYYEDFEND TOEMIZDONTIEN4.8.3.2 OFLALEOATHAAYYRDRIREH#E | 2SBT 5
&, F1-.74.8.3.3 DEBUG O% & VERBOSE B4 (X B EMIICHIBREIN D DT TIXEWL BRSBTS,

RAR—TLURET, Log.d()/vOTH AT SEEQJEREFRAFER7IT) TS E AL V)—RR7F)TIXRST H
ALBEWS T a—REBNT S, cOH T ILa—KTIE Log.d)/VOFEUH La—KFRZ B 8#EIRI 51=5HIZ.
ProGuard Z#{EHLTL\%,

9 LogCat IZHHASh =04 1EF$R(%. READ_LOGS Permission ZFIBHEE L7 ThHNIEHZA MY ATEETH S,
f=1=L Android 4.1 LIBETIE LogCat [CHAShI=thDd 7T D OJERIEFEA DY Fal&io1=, £f-. AX—L7
+ra1—H—ThHn(X. ADB #HT LogCat MOV IEHRES VI A LETI8ETH D,
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RAUb:

1. ®UIT47%1E#IE Log.e()/w()/i(). System.out/err THALALL

2. wUIT4IEREO T E AT EBHEE Log.d)/VOTH AT S

3. Log.d)/VODHFUHLTIXFRYIEZEALGELD A BLLE)

4. J)—REJLFTIE Log.d)/VODFUH LA BBEIBRSN S EHEAZEAT D
5. YY—RIRF7F)D APK 774 )LIEV)—RE LR TR T S

ProGuardActivity.java
package org.jssec.android.log.proguard;

import android.app.Activity;
import android.os.Bundle;
import android.util.Log;

public class ProGuardActivity extends Activity {
final static String LOG_TAG = "ProGuardActivity";
@Override
public void onCreate(Bundle savedinstanceState) {

super.onCreate(savedinstanceState);
setContentView(R.layout.activity_proguard);

1 1 Log.e()/w()/i() System.out/err
Log.e(LOG_TAG, " (ERROR)";

Log.w(LOG_TAG, " (WARN)");

Log.i(LOG_TAG, " (INFO)");

1 2 Log.d()/v()

1 3 Log.d()/v() ( )
Log.d(LOG_TAG, " (DEBUD);

Log.v(LOG_TAG, " (VERBOSE)");

project.properties M—&p
# ProGuard
proguard.config=proguard - project.txt

proguard-project.txt
#
- dontobfuscate

# 4 Log.d()/v()
- assumenosideeffects class android.util.Log {
public static int d(...);
public static int v(...);
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““lﬁmmm Android 7 7)) D F a7 REH X2 TA—TAV T HAK 2013 F 4 A1 AR

K RAUE Sk YY—RR7Z T D APK F74)LIEY)—RE LR TIERL T %

£ Java - Eclipse SDK £ Bxport
Eile Edit Run Source Mavigate Search Project Refactor Wind Select
[wii el -1S8ad(x][$-0-
[# Package Explorer 52 BE Y= A8
> & JSSEC Shared Select an export destination:
> &5 Log OutputRedirection type filter text
. -2 Log Profuard
= tog New » > (= General
Go Into 4 = Android
[ Export Android Application ]
Open in New Window . = C/CET
Open Type Hierarchy F4 » (= Install
Show In Alt+5hife+W » . B= Java
= Copy CtrleC > 7= Plug-in Development
52 Copy Qualified Name » = Run/Debug
E Paste Cerl+V » & Team
¥ Delete Delete » & XML
Build Path 3
Source Alt+Shift+5 »
Refactor Alt+Shift+T »
g2y Import... @j < Back C Next = ﬁ
(e3 Export...

4.8-1 Eclipse TYY—RM7 TV ZEER T 5% (Export 95)
BFRT T (TN TEILR) EVY—RIRT7 T (U)—RE JLR) D LogCat HADEWNWFR 4.8-2 IZRT,

FFERI7TY (/NI EILR) DU—=XR7ZTY (UU—-XEILR)

&0 LogCat 33 @;. Declaration El Console & LogCat 37 @ Declaration [El Console

Search for messages. Accepts Java regexes. Prefix with pid |

Level Tag Text Level Tag Text

E ProGuardhetivity T 0T EER (ERROR) E ProGuardictivity o300 vIEER (ERROR)
I ProGuardictivity o000 EER (INFO) I ProGuardRetivity e T T VIEER ( INFO)
D FroGuardictivity T EER (DEBUG)

v EroGuardictivity TaT07REER (VERBOSE)

B 4.8-2 Log AV YFDBAFMRT 7)) —RKR7 ) D LogCat H S1DELY
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4.8.2. L—ILTvY

LogCat [CAY % HhT BRI LTDIL—ILEFDHI L,

1. EROJERICE L TAIRERES ORI (Wh78)
2. FROJEHREH NI S3—FE))—RELRBICHEHEIRT 2EEAZEATS (M%)
3. Throwable #7 xHbERT H AT HEE(E Log.d()/VOAYYREES (#2)
4. RS HEAIZIF android.util.Log VS5 AD AV YEDHERT S (HE2R)
4.8.2.1. BRAAJERIZE D TAITHRBEREZHHEL (Wh7R)

LogCat [CHALF-AT EMDT7TUNLHL CEMTESLD T, VI —RRT7ZTVAL—F—DAT A NERGEED
T TATREREO T HNT HENHoTRELKEN, REPICE I TAIREREDTH NS Ha—FEE
MEWESIZT B, HAWE, J)—RFNZED LA —RFEETHIRT 5 ENRETH D,

CDIL—IZIEFTA=OIZIE. BRAOTERIZEV O TAIRBEREZSOHLNE, S5, VO T4THIERE
HATHa0—FE))—REILREFICHIBRT A2 EAEZEATHEEEHRET S, 14.8.2.2 FAEOJIEREH S
9 5a—FE))—REJLREIZESHIR T AEHEAEEAT S (HE) 1Z2SEBTBL,

4.8.2.2. ROV EHREL N H3—FEYI)—RELFKICEBHIRYT SHHBAZEATS €i:39)

TURREPE EREOD VI QNEBREOPEGEREFER. T0J S LRBOREER. BETOMILOBE
ET—SBELE. REBERBEOHEROT NI ATEY T4 GEREQTHASERNIENH D, 7TV FH
FCE o T40GEHRET N\ I 0T ELTH AT 2D EFEOENA, COGE(F. 14.8.2.1 EROJERICEY
TATREREE DI (BZH) I THRAF= &SI Y —RANB T EZ LT HAT HAa—FEHIBRT 5
&

) —REJLREFICBAFA T EHmE L T 50— REHERICHIBRT 57012 Ao DY—ILERALTI—FEIBRZE
BT HHMEAZEATRETHD. TD=HDY—ILIZ 4.8.1 THAN LIz ProGuard nH 5., LT TIL.
ProGuard ##E->f=a—FEIBROEHAEEAT IEDFEEHRBET D, CCTIE.M4.8.3.2 OJLR)LEAST H
AAY YR OFIRESEE |(ITHEHL, AREOJEHRE Log.d)/vVODLWTIAMDHTEALTLSTTYIZK L TEAEA
ZERATHILERELTLS,

ProGuard [EERAEIATWHEWVWAY YR E EEWMICAELRI—FZBHHIKRT 5, Log.d)/v) %
-assumenosideeffects 772 a>DFIHMIZI/ET S &IZEKY. Log.d(). Log.vODFFUHLAREMIZAELD
—kéHEEIN ., BBIHEIBREND,

Log.d()/v()%Z-assumenosideeffects EIEFE I D ET. BEHIBRDOMRICT D
- assumenosideeffects class android.util.Log {

public static int d(...);

public static int v( )

254 All rights reserved © Japan Smartphone Security Association. LogCat [CAJ AT 3



rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;;P:RNTPHON[ Android 77')0)'&#17%§§+'t*l?j_?’f:/ﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ
B

O BHHIBROLEHEAZFAT 55EE. Log.v(), Log.d0DRYEZFERLTLESE Log.v()/d)DI—FHVEIBR
SNBVRISEENDBETH S, £2T. Log.v(), Log.d)DRYMEZEEAL TIFELELY, FzEZ X, ROKERI—
FIZHWLTIE. Log.vODEIBRE ALY,

HIBRIEE U1z Log VOMBIBR S NIRWER T — R
inti = android.util.Log.v("tag", "message");
System.out.printin(String.format( “Log.v() %d ) N Log.v()

Ff-=. £52 ProGuard FZEIZ&KY. Log.d) B Log.vONBEIEIRESN S LERTIRELIZY—RO—FA H>T=&T
%, 3LZFMNY—AO—F% ProGuard BREMNShTLWEWMEOTOD I/ TEMALTLES L. Log.dORY
Log.vOD BIBRENARL =, B2 o T RBEHRARBLTLESRREAH D, V—AI—FEBF AT DI,
ProGuard R EZEO-TOCIINBREDRBRAMERZRTHIL,

4.8.2.3. Throwable #7>x /b0 AT 5EEE Log.d()/vVOA I YRERES (%)

M4.8.1 YT INa—F1E&UN4.8.3.2 AT LANNLEOTHAAVYRORBIREEE |[TRLIZEY . Log.e()/w()/i()
TIRREVITAIHEREO T HALTIESLEN, — AT BREENTOTSLOERELZFMICOTE AT 516
(2. BISrFEERFIZ Log.e(-++, Throwable tr)/w(:--, Throwable tr)/i(---, Throwable tr) TRAYIrL—R%
LogCat ITATHALTWBT—RANHBNE, LWLENS, REVIR—RIETAT S LD RNEEEEFFMICH
ALTLESIDT. 7V —23VIc&oTEEV I TATRBEBRAEENTLEIBELH D Bl AL,
SQLiteException #ZDFEFHALTLEI L, EDLI% SQL AT— AV RITEIN =MD BALMNILESD T,
SQL 122z avHBOFIMNESZATLEICELH D, &Ko T, Throwable 7772/ bE0S H AT HEIC
[X. Log.d()/Log.vOAYYEDHEFRTH_EEHET D,

4.8.2.4. O HAIZIF android.util.Log Y5AD AV YRED#HERT S (HE2R)

FREGIZ7TIHAEERYIZEEL TSI EEHERET B1=0HIC, System.out/err TAYEHNTEHENH S5
5, HBHAA System.out/err M print()/printin) AV vETH LogCat IZAYEFH AT S EILAREE A, LT DR
HmA A4S HAIZIE android.util.Log 95 RAD AV YR DA EFERT S LE58<HRT D,

OJEHATHEEE, —RICITFEBROBRIECIGCTEAAVYREEWNS T, BAZFHIET 5, ;A X, FRIGE
I5—. B BERT7T)EREMGEDRSIEDOND, COR 5% System.out/err ISEATHFBED—DIC
(X, T5—LZ4& (% System.err. ZN LIS E System.out THATEHZENHD, LHL. COBE . J)—REFIC
LHATEIDEDOHDI UL T4 THRWMVMERGERARTBR) O TAIRRBHRAEENTLSAREEDHDH1E
HEAROTER)DSRCAVYRIZE S THAINTLES, &2 T VI T4IRIEHREL T 50— RZHIBRT SR
2. HIRRNDRET BTN H S,

F71-. OF H AlZandroid.util.Log & System.out/err {515 & (L. android.util.Log DA ZEFESHZEELERT,
AY HAD—FERIBRT RICE R T 5 EIMEZ B0, BIRRNEEDIRNELEEZNIH S,
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FEROISHIRMNELBERERST =8I, android.util.Log VZRADAVYEDHERT B EEH#ET S,
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4.8.3. 7RIV AE

4.8.3.1. VY)—RR7ZFIVIZBH+305HID 2 DDEZA

1JIJ)—Z kR Android 77)IZBITH05 B ADEZAIZIEKELD T T, —YIAF B AT RETIEAWNEWNSER A
L. EBDOBHOEOHITHELRBEREOITH AT ARELNSIZZAD 2 28HS, txX 1) T+BETIEV)—RRT7 7
YTIE—05 HALGENIENLEFELL, LALEALZERICKYYY—RBR7IT) LA H AT E35—IAAH 5,
CCTIEMBEBOZEFNENDEZFICONTHRRS,

1 DEIFE Y)—RBRZIVICEVWTATH AT EHIEITEHEVMEA L Lo T4 ERERBELTL
FOIRIDHEDOT, =IO T HATRETRI LGN IEVNIZZ S THD, COEZAFIE. 2<D Web 7T7:EH
REGLELEL, Android 7T7VERRETREV)—REOT7T)OOTERERAEENNET HFENARESN
TWENIEIZEDEDTHS, cDEAAICEDIE FAFEHRICEALEZAT HAa—FERRIRDOY—Xa—FA5
HIBRL TV —RIR7Z TV EER T HELVERMN G EN D,

2 DBIF. AREITX—HYR—METTIT) DR EERMETOIRBFERLLT. [ROBTO-OICRERFEREZQY
HATREIEVIBZATHD, COEZAITEICE N —RIRT T TIEEV T4 I HIERER>TAT H B
LTLEDLLZWESHDDFEENDELLS=H . YT ILa—REo a0 TRNANLIE=ESBANAMIREHRT 518
AN ELLD, 158, Ticd Google M Code Style Guideline £ 2 DEHMZEZ AIZEDLTLNVS,

Code Style Guidelines for Contributors / Log Sparingly
http://source.android.com/source/code-style.html#log-sparingly

4.8.3.2. OFLAN)LEOTHAAYYREDRRNEHE

Android ® android.util.Log #5X[ZI& ERROR, WARN. INFO, DEBUG,VERBOSE @ 5 EEfED DY L RJLHTE
ESNTWWS, HALEZWOSEHROOSLARLIZELT, @)% android.util.Log 752005 H A AV YEEER
FTEILENHD, BIREELFR 4.8-1 [TFEdHT-,

% 4.8-1 OFLR)LEOTHAAYYRDOBIRE#E

O4gLRIL | AYYE HATH07EROBE FFI))—RBEDFEE

ERROR Log.e() 77D HEKRICKEo Iz LTI | ERODVBERIEI—F—ESETS
h$501ER. CENBESNDFERTHA=0. FF

WARN Logw() | Z7FUNRLLZFHEHIKRICEBLE: | R7TIVEVI—RRTTIO@EATH
LEICH NTHOT1ER. THAINBZREEHRTHD, ZD1=

INFO Logi() | ERBUSAT. FTUDEETARERED | HIOATLANLTEEL O TATEE
ELOEREMSESAMTH AT R0 | BREATHALTIEELAL,
&R,

DEBUG Log.d) | 7FUBRBIZHED/N\JOREEBED | £ROAJERIE7ZTIEAREZRD
EHIT—BMICOSHALEEWNWTRY S | BRTH S0 V—RRT7TUTIE
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LN DK BEIEER, 05 HAShTIIALHMERTH D,
VERBOSE | Log.v() LEOWTFnIZHZLULEWLOSER, | AERT7TIVTEE T4 5 ERE
TOUBSRENSESEHAMTH AT | HALTEEDLZLD, VY —RIRT T
BZOTEEMNZLTE, Y—N—LDE | TSt LTI htEREDS
ET—4EAVTHALEWNMEERE, | HALTIEAGEL,

KYUBFHMLGOTEADOIERIZDOVWTIE TR URLESIETHIL,

Code Style Guidelines for Contributors / Log Sparingly

http://source.android.com/source/code-style.html#log-sparingly

4.8.3.3. DEBUG O% & VERBOSE 04 [Z B EIRIICHIBRESN B+ TIEAEL
Developer Reference O android.util.Log 75X DRERIIZIERD LSLELE L H 5.
The order in terms of verbosity, from least to most is ERROR, WARN, INFO, DEBUG, VERBOSE. Verbose
should never be compiled into an application except during development. Debug logs are compiled
in but stripped at runtime. Error, warning and info logs are always kept.

FREBEDHIZIZ. COXEMNG Log V5ADEEERD ESIZRS-BIREL TS ADND,

Log.VOFEUH LI —RE JLREFIZIZaT /81 )LEh T . VERBOSE O DB ASh B2 e <5
Log.dOFFUHILIZaT /XA ILEn DAY, EITHIZIEL DEBUG BT A b EIEAL

LALERIZIE Log 53R IECOESIZIEEERT . T/AVTEIR V)—REILRZRBHbT2ThOsEHALT

LES, KRATHDEDD BN, COEXIE Log V9F5RADEHEIZDNTE > TSN TIHEL, AT EREFZTS5H

BHREEVSTEEFHBALTLSZ T TH S,

COFEENYUTIILO—LTIX, ProGuard ZF>TLEREXDISLBEIEERIR T EAEERBNLTNS,
4.8.3.4. BuildConfig.DEBUG (& ADT 21 LI TES

RED Eclipse B ADT 7549 14> Tldk. &RMD &£57; BuildConfig.java 77/ LB EIE a5, ADT 7551

[Z&->TTEE M DEBUG E#4 (BuildConfig.DEBUG) A%, JI)—RE JLR Tl false, T/\WJ E LR TIE true ICEE)
HEIND,

BuildConfig.java
/** Automatically generated file. DO NOT MODIFY */

10 http://developer.android.com/intl/ja/reference/android/util/Log.html
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package com.example.buildconfig;

public final class BuildConfig {
public final static boolean DEBUG = true;

}

TRD&ESI= BuildConfig.DEBUG 2R3k, UU—RE LKBSIZOY i AZIMHT S ETES,

| if (BuildConfig.DEBUG) android.util.Log.d( TAG" ");

BEEMS ADT 20 LRI TIE/AAT AHY . J1)—RE LK TH DEBUG B true 21518 &M Ho1=, ADT 21 LL
[ TIINTHEESNTLNSD T, BuildConfig.DEBUG #5115 & 1 ADT 21 LIEEFSHEMNH S,

.8.3.5. AJIBEHRDMEAHITUEZHIFRT S

T&Y—R3—F#% ProGuard TYJ—REJLRLT Log.d)ZHIRLI=HEE. Log.d)DMFUHLAE (FEEa—F®D
2 1TB) [FHIFRENDHDD . EDFIRTEU U T4 I RIEREMA L THNE (TRI—FD 1 78) FEIBRSIAE
WIEITERARETH D

String debug_info = String.format("%s:%s", " 1" 2");

if (BuildConfig.DEBUG) android.util.Log.d( TAGdebug_info);

EEBY—Ra—FZEJJ—REILRLI=APK Z7 A IVEBE T U TILTBERD LS55, #EMIZ Log.d)DIEUHL
WBBIIFELBVD, "o TATRER 1"V X FIEHEZR L String#format() AV vy FOIEEUH LALEA
HIRREN T HEOTLBIEN DM D,

const- string v1, "%s:%s"

const/4 v2, 0x2

new array v2, v2, [Ljava/lang/Object;

const/4 v3, 0x0

const- string v4, " 1"

aput- object v4, v2, v3

const/4 v3, 0x1

const- string v4, " 2"

aput- object v4, v2, v3

invoke - static {v1, v2}, Ljava/lang/String; - >format(Ljava/lang/String;[Ljava/lang/Object;)Ljava/lang/String;

moveresult - object vO

ERRIZIE APK D7/ EH 72T ILLT, LSEOLSICOF EAEREMEAITCTCWAERERRTIDIEES
B ETIEHEL,, LALERBICEBREDEMERER->TLAT7IIICEWTIE, SO LSLMIEMN APK 770 ILIZE
S2TLFESTIELESHENERLHYES,

HLLLERED&S%G0T H NEROAHIL TRELHIBRLTLEW-WEEICIE, RO KSIZEB T HELN, J)—

AR DY T I)ILa—k%E, &4 12 BuildConfig.DEBUG Z Rz if XTE o7z, Log.d)FEUE LATD if XIEAFE

All rights reserved © Japan Smartphone Security Association. LogCat ICATHATS 259




m" Android 7Y DX 1T ERE - X1 T7A—TAL G HAR 20134 4 A 1 AR
rommmon  http://www jssec.org/dl/android_securecoding.pdf

AEIRBEIZIEaVNASDRBEILDEICE>T, FEEYUTILa—FOMEBIATLHIBRESND, 1215L74.8.3.4
BuildConfig.DEBUG [& ADT 21 LI TES IOFENBETHD.

if (BuildConfig.DEBUG) {
String debug_info =  String.format("%s:%s", " 1 2");
if (BuildConfig.DEBUG) android.util.Log.d( TAGdebug_info);

HE. TiEY—RI—FIZProGuard ZERAL-EE®. RHRICOJ EHROME AL TUE ("result:” + value DERS)
NE-TLES,

| Log.d(TAG, "result:" + value);

COBAELTERDLIITHAT NITELLY,

| if (BuildConfig.DEBUG) Log.d(TAG, "result:" + value);

4.8.3.6. Intent DAEH LogCat ICTHAEND

Activity #F|FH9 HFEIZ ActivityManager A% Intent WNAE% LogCat ICH AT 5= FENLETHD,
[4.1.3.5 Activity FIRREOOS HAIZTDOWTIESEBTHIL,

4.8.3.7. System.out/err IZHA&h 504 D%

System.out/err MH H1%(F LogCat THSB, System.out/err [CHASNZD(F. BARENT /AT DI=HIZH
ALE=ATIZB5HWL, fIZIE. RDBE . A2y IL—XRIE System.err ICH SN,

Exception#printStackTrace()Z{E-1-15&
FEEAAY(Z System.err ICHASHh DB E
(BINET7T)TErvFLTUOEWMES . O X T LA Exception#printStackTrace()IES =8, )

ARy —RIZIFTTIEEOEBRNEENST=O. BN EFRAFEENELINR) DT TRETHS,

RIZRIXTEREL T, System.out/err DHH%% LogCat LISMZEE T BH:ELH D, LLTFIZ. YJ—RE LR
System.out/err OHEAXEERBL. ECITHLOTHALBWVKSICTEIREFMERE TS, z1ZL. CORIEIE
System.out/err DHEHEETT)DETHIC—EMNICEZTBRZIEZDT, TTVOVRT LOEREBEICENSEL
NESHERDIRHTIDELHD, £=. COXRMKEITTIEBEDOTORRIZIEEHTHLMN. VAT LTAL
ANERT DTS —OT T HIEETELGN, TRTOIS—ZEMHTED DT TIEBNILITEET HIL,

THDID, BIRDY T ILa—FExttbEE 578, TDFFELT -,
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OutputRedirectApplication.java
package org.jssec.android.log.outputredirection;

import java.io.|OException;
import java.io.OutputStream;
import java.io.PrintStream;

import android.app.Application;
public class OutputRedirectApplication extends Application {
I PrintStream
private final PrintStream emptyStream = new PrintStream(new OutputStream() {

public void write(int oneByte) throws IOException {
// do nothing

}
i
@Override
public void onCreate() {
1 System.out/err PrintStream
/I System.out/err
PrintStream savedOut = System.out;
PrintStream savedErr = System.err;
1 System.out/err PrintStream
System.setOut(emptyStream);
System.setErr(emptyStream);
1 ( 1 ProGuard )
resetStreams(savedOut, savedErr);
}
1 ProGuard

private void resetStr  eams(PrintStream savedOut, PrintStream savedErr) {
System.setOut(savedOut);
System.setErr(savedErr);

AndroidManifest.xml

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.log.outputredirection”
android:versionCode="1"
android:versionName="1.0">

<uses sdk android:minSdkVersion="8" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:name=".OutputRedirectApplication" >
<activity
android:name=".LogActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
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<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>

project.properties
# ProGuard
proguard.config=proguard - project.txt

proguard-project.txt
#
- dontobfuscate

# Log.d()/v()

- assumenosideeffects class android.util.Log {
public static int d(...);
public static int v(...);

}

# resetStreams()
- assumenosideeffects class org.jssec.android.log.outputredirection.OutputRedirectApplication {
private void  resetStreams(...);

}

BT T (T /AT EILR) EV—RRRT7 T ())—RE LK) D LogCat HADEWLER 4.8-3 IZ5RT,

FFER7TY (/N TEILR) UU—=ZpR77TY (UU—-XEJLR)

B LogCat &3 @ Declaration [E Console B LogCat &3 @ Declaration [E Console

Search for messages. Accepts Java regexes. Prefix with pig Search for messages. Accepts Java regexes. Prefix witd
Level Tag Text Level Tag Text

I Loghctivity Leg.i()moddEholclBe I Loghctivity Log.i{)Toidc1o8s
:I System.out EEYN-OSED 1: I Loghctivity Log.i{)ToidczoEs
|
by ROy i b J

I Loghctivity Log.i{)ToidEczoBs

B 4.8-3 System.out/err OEAFART T EV)—RI7F1) D LogCat H HDELN
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|4.9. WebView £{£5

Web A4 HTML 7/ LA BIE T S8ee2RET 5 5EEL T, WebView Z2FHT 5N TES, WebView
[EHTML Z#L 2512595, JavaScript #1795 E . OB -HIZH AL EEEIRIET 5,

4.9.1. Yo7 )La—k

WebView 23T 5 &EICKYBRRIZ Web YA HTML 7/ )LEEKEEERIRT H5ENTELN . TUOERT
BTV DHFIEIZE ST WebView HMEZ 5 RV 0B LB B FERMAERLG>T S,

BIZKEDFEFNIEWNFZELD(E JavaScript DEFRTH S, WebView DT 74 JLERTE TIX JavaScript D #EE
NEIIZEHE > TULVD A, WebSettings#setjavaScriptEnabled) AV Y RICKYENIZT B EMNTIETH S,
JavaScript #EHA T 5 ETIUATITAT ATV DRINAREIZE SN, BEEDHDE=FIZKVIHEKRDIE
WEMGEEIND. HAWTIHREIFESNLEVSIBENRLET HAIREELH D,

WebView ZBWTaAVTIVIZTIERTHT7TIERFKET I, ROBEBIZHSTE12,
(1) BABELTWAIVTIUVIZOATIERTBHIHFEIZRY JavaScript 3L TKLY
(2) LU DB AIZIE, JavaScript #B#NL TIFAESALY

FRLTWAT TN TIERTHa0TUoYDRHRERFEA. B 4.9-1 [TRVOH VT ILa—RERIRT 52 EA W

EZTHD,
(: [FL& :)
FIUBTHERT S
QU FUYE AR EEOL Ty >N
[ZREEShBM ?
Yes TI)RTHERT D No
AVTFUVIETITIVR®ALTY
[ZRESH B ?
\4
assetsEf=ldresTaALIMJIZEEELT= A3—32vbED st 1 1 NN —
T YOBERTT S B EEILFUVERTTS SHERMOILTLVERTTS

E 4.9-1 WebView 4> 7 )La—FZ&&8IRTS570—Fv—*k

REBR(CEZIEREUERIETESILTYTHNIL JavaScript ZE%LTEL, BHEEOILTFUYTHNIE
BHDBE N TREUEHRETETLLEETLIND, CIHREETETIRESHDIALTUVEIREEA5M? Thidstt
BIDEBEERICEYRES, EHETEIRESHDIAVTUVERE THHEEBEL T JavaScript ZEMIZLTHELL
N E—DEBEEIFEHEERLHEI-OH. ECRRAEEEDHIMABRELLDS,
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4.9.1.1. assets Ff=lL res T4LIRJICERELF-OVTUoYDHERTT D

HARRNDO—hHILILTY%E WebView TRRT D7 IVICBELTIE. 7FUD APK IZEFEND assets HALME
res TALYMRDALTUVIZT 72T HHEIZRY JavaScript Z/HITLTHEL,

LLTFIZ WebView 2L T assets TAL2KJRAIZHS HTML I7MIILERTT S YT ILa—FERT,
AP

1. assets &res TALIMNJLUSNDIBRIICEEL=77MILA~ADT I EREZEIEIZT S
2. JavaScript #E®hIZLTELLY

WebViewAssetsActivity.java
package org.jssec.webview.assets;

import android.app.Activity;

import android.os.Bundle;

import android.webkit. WebSettings;
import android.webkit.WebView;

public class WebViewAssetsActivity extends Activity {
/**
* assets
*/
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main);

WebView webView = (WebView) findViewByld(R.id.webView);
WebSettings webSettings = webView.getSettings();

I 1 assets res
webSettings.setAllowFileAccess(false);

1 2 JavaScript
webSettings.setJavaScriptEnabled(true);

/I assets
webView.loadUrl("file:///android_asset/sample/index.html");
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4.9.1.2. AV3—yrELOBHEEIAVTUOVERTIT S

BHOEETIY—ERA LDV TUOVERTTDIEE. Y —ERA. 7TIVRIORA CEUGX KEHEL, BREHN
FERTEALLIE, JavaScript ZE#ZLTHELY,

H—E RBIDO*E

4.9-2 ITRLEESIC. U—ERBICAET a0 TUOVIEBHOEELTWVEVW I TUYESRLTIER
SR AT, Y—ERICEYEEF L) TFARARDPESN TSI EEMLETHS, TOEAF, Y —EXE
BRI 50T YNDREI—RDIEBEOIAAPRIAZHIETHZEIZH D, 14.9.2.1 JavaScript ZEFIC
THDIFALTUOVEBHMNEELTWSIGEICRET S (WA 1ZSRIHIE,

TR K

RIZZTVRITOXEREZBRARS, TTVRITIE., BERENBHEEY —EXTHLIZLERRTIENVRET
Hb. TDT=HIC BIETALILIE HTTPS ZEAL. SEAENEETETHIHEEDAERT HELSITKET 5,

LUTFTIE, 7TVRITOREDH EL T, WebView ZE->TEHMEEIL TUYERRT S Activity DFIZETRY

e N
— 2T VOSREG
N o= N
D 7T UNGRAHAATERN
252
(Y PTUNEIHAATIFRSR
Y NI DA,
P 77 (K BEEFHHA
= /| @ Fm
- B ‘ )
AndroidiizR \‘ j N

B EIEY — X

N LSAo—EX
¥ O—

A2 =3y hED
H—EX -7

B 4.9-2 7B HERARATEVEHEEITY
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RAUb:

1. WebView @ SSLEET5—%@EUIN\RIDT TS

2. WebView @ JavaScript #E %L TH KLY

3. WebView T&R9 % URLZ HTTPS Z7OraLEEFIZBRET S
4. WebView T&R9 5 URLZEHEEILTUVEFIZRET S

WebViewTrustedContentsActivity.java
package org.jssec.webview.trustedcontents;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.DialogInterface;
import android.net.http.SsliCertificate;
import android.net.http.SslError;
import android.os.Bundle;

import android.webkit.Ss|ErrorHandler;
import android.webkit.WebView;
import android.webkit. WebViewClient;

public class WebViewTrustedContentsActivity extends Activity {
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
WebView webView = (WebView) findViewByld(R.id.webView);

webView.setWebViewClient(hew WebViewClient() {
@Override
public void onReceivedSsIE rror(WebView view,
SslErrorHandler handler, SslError error) {

1 1 WebView SSL
/I SSL SSL
AlertDialog dialog = createSslErrorDialog (error);

dialog.show();

1 1 WebView SSL
/I SSL

1

handler.cancel();

}
i
i 2  WebView JavaScript
I loadUrl()

webView.getSettings().setJavaScriptEnabled(true);

i 3 WebView URL HTTPS
i 4  WebView URL
webView.loadUrl("https://url.to.your.contents/");

}

private AlertDialog createSslErrorDialog(SslIError error) {
1
String errorMsg = createErrorMessage(error);
1 OK
Dialoginterface.OnClickListener onClickOk = new DialogInterface.OnClickListener() {
@Override
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public void onClick(DialogInterface dialog, int which) {
setResult(RESULT_OK);

}
2
I
AlertDialog dialog = new AlertDialog.Builder(
WebViewTrustedContentsActivity.this).setTitle("SSL "
.setMessage(errorMsg).setPositiveButton("OK", onClickOk)
.create();

return dialog;

}

private String createErrorMessage(SslError error) {
SslCertificate cert = error.getCertificate();
StringBuilder result = new StringBuilder()
.append(" \n\n \n");
switch (error.getPrimaryError()) {
case SslError.SSL_EXPIRED:
result.append(" \n\n ="
.append(cert.getValidNotAfter());
return result.toString();
case SslError.SSL_IDMISMATCH:
result.append(" \n\nCN=")
.append(cert.getissuedTo().getCName());
return result.toString();
case SslError.SSL_NOTYETVALID:
result.append(" \n\n =")
.append(cert.getValidNotBefore());
return result.toString();
case SslError.SSL_UNTRUSTED:
result.append(" \n\n \n")
.append(cert.getissuedBy().getDName());
return result.toString();
default:
result.append(" ");
return result.toString();
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4.9.1.3. BHEEMSNOILTUVERTI D

B TEELTLVEWI T YE WebView T - R RT HI5E (. JavaScript ZFRIZL T AR HEE
MNAEBLFOVTUVICERT AR HEINETH D,

LUTDOH2TI)La—KIE WebView ZFEALTEREBUNDILTUOVERTT DT ITITH D, COTTVIE. 7
RLRNA—IZAALEZURLDIET HTML 77 ILIZE DAL TV EHRAHAH BHEHIZKRTT 5. REDHEFEDT=H
[ZJavaScript #&Exh{ELTLVBIEA ., HTTPS TREIELTWTSSL IS—AFRELIG A IEERE DL T 5RELY
2TW5,SSL T5—(%4.9.1.2 /2 4—Fyr EOBREBEILTUVERTT DIERBRDAEIZEYNRYY
JLTWS, HTTPS BIEICDWLVTDEMIL. 5.4 HTTPS TEIET 2158 RBI 5L,

AP
1. HTTPS BIEDNHEICILXSSLBEDIS—F@EI/NIR)UT TS
2. JavaScript ZE®IZLAL

WebViewUntrustActivity.java
package org.jssec.webview.untrust;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.DialogInterface;
import android.graphics.Bitmap;

import android.net.http.SsICertificate;
import android.net.http.SslError;
import android.os.Bundle;

import android.view.View;

import android.webkit.SsIErrorHandler;
import android.webkit.WebView;
import android.webkit. WebViewClient;
import android.widget.Button;

import android.widget.EditText;

public class WebViewUntrustActi vity extends Activity {
/*
* ( )
*/

private EditText textUrl;
private Button buttonGo;
private WebView webView;

Ik Activity URL
private ¢ lass WebViewUnlimitedClient extends WebViewClient {

@Override

public boolean shouldOverrideUrlLoading(WebView webView, String url) {
webView.loadUrl(url);
textUrl.setText(url);
return true;

}

Il Web
@Override
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public void onPageStarted(WebView webview, String url, Bitmap favicon) {
buttonGo.setEnabled(false);
textUrl.setText(url);

}

Il SSL

I

@Override

public void onReceivedSslIError(WebView webview,

SslErrorHandler handler, SslError error) {

I 1 HTTPS SSL
AlertDialog errorDial  og = createSslErrorDialog(error);
errorDialog.show();
handler.cancel();
textUrl.setText(webview.getUrl());
buttonGo.setEnabled(true);

}

/' Web load URL EditText
@Override
public void onPageFinished(WebView webview, String url) {
textUrl.setText(url);
buttonGo.setEnabled(true);

}

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

webView = (WebView) findViewByld(R.id.webview);
webView.setWebViewClient(hew WebViewUnlimitedClient());

1 2 JavaScript
1 JavaScript
webView.getSettings().setJavaScriptEnabled(false);

webView.loadUrl(getString(R.string.texturl));

textUrl = (EditText) findViewByld(R.id.texturl);

buttonGo = (Button) findViewByld (R.id.go);
}

public void onClickButtonGo(View V) {
webView.loadUrl(textUrl.getText().toString());
}

private AlertDialog createSslErrorDialog(SslIError error) {
1
String errorMsg = create  ErrorMessage(error);
1 OK
Dialoglnterface.OnClickListener onClickOk = new DialogInterface.OnClickListener() {
@Override
public void onClick(DialogInterface dialog, int which) {
setResult(RESULT_OK);
}
h
1
AlertDialog dialog = new AlertDialog.Builder(
WebViewUntrustActivity.this).setTitle("SSL "
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}

.setMessage(errorMsg).setPositiveButton("OK", onC  lickOk)
.create();
return dialog;

private String createErrorMessage(SslError error) {

SslCertificate cert = error.getCertificate();
StringBuilder result = new StringBuilder()
.append(" \n\n
switch (error.getPrimaryError()) {
case SslError.SSL_EXPIRED:
result.append(” \n\n ="
.append(cert.getValidNotAfter());
return result.toS  tring();
case SslError.SSL_IDMISMATCH:
result.append(" \n\nCN=")
.append(cert.getlssuedTo().getCName());
return result.toString();
case SslError.SSL_NOTYETVALID:
result.append (" \n\n =")
.append(cert.getValidNotBefore());
return result.toString();
case SslError.SSL_UNTRUSTED:
result.append(" \n\n \n")
.append(cert.getissuedBy().get DName());
return result.toString();
default:
result.append(" ");
return result.toString();

\n");
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4.9.2. L—ILTvY

WebView #E AT BRI TDIL—ILESFDIE,

1. JavaScript #E#CT5DIEaToVEEHRAEELTWSIERICEET S

2. BHEBY—ERLOBEEICIEHTTPS ZEAT S

3. Intent #BH4GE. A S52(TEL>7= URL (X JavaScript AAE%h7E WebView (2 FRRLALY
4. SSLBEDIS—Z#EIINIRIDTT S

—~
= =
4 4
G4 G4
PSS IEEANNY
/ /
~—~

~
=
4
G4
o=
/
~

~
=
4
G4
o=
/
~

4.9.2.1. JavaScript ZEMIZTHDEXaToVEBHNEELTWSISEICRET S (ws78)

WebView #AWTaAV TV —ERIZ7IERTEH7TVERARETLIRIC. EFa) T OETREEELLT
NILESIELNRIL JavaScript BT N ESITH S, RAIMIZIE, BHNEEBLTWSY—ERIZOHT T
DT IR TBHEIZRY JavaScript ZEMITLTELL LHL. Z3THEWY—ERIZTZ VX THATEEMEMN DL
THHBHHEIZIL, JavaScript ZERNZL TIEASELY,

B# TEELTWSY—EX

BHTERHIWVIE EFA. ERBICEREZE OV —EXRIE. BUNAREEZRIATED, LT BRHEEY—/\—
LOBHREARAVTUVIITTITINTIERTEEEEEZ D, FAVTUIYNY—N—RABOIALTUYDHES
BLTHY. 2. BHEEY —N\—([CR L TEYGEF ) T ENESN TLSESE, 2O —ERIZBEL
NHEABEESBMATNDILITBEWEALGE D, CDBE. BRHEBY—EXIZTIEXTE7TID JavaScript
EADIZLTELN,T4.9.1.2 /08— yb LOBREBEILTUVERTIDIESRBIHIE, - D7 T
[CKBEEHZ NRAEERIHERAI T YAPK D assets FizlE res TALYMN)RNICBRESNIzOVTUYRT S
DTFALORN)TDAVTUNIITIERTET7T)DIGEELREKIZE A, JavaScript #HMIZLTHKLY, 14.9.1.1
assets F¥fzl& res TALYMICERELIzOVTUYDAERTT DIZSHBTHIL,

B TEELTWVEWNS—EX

B#H TEELTWEVLILDTUY - H—EREBUNRELERIETELILEEZATEILGLHEL, ThRZ. 7TUD
JavaScript ZEMICLETNIEESE[4.9.1.3 BHEBLUNDIVTUVERTT DI1ESBTHLE, MAT,
SD Hh—RD&SLIHRDNEEEEEICRESN 2O TUVIIMOTTIIZLEPES I A THEL D T, BN
BELTWAEEEZALW, TDEIBFAVTUVIZTIERT BT TIIZDLNTE JavaScript ZEDICLATNIEA
YA

4.9.2.2. BHEEY—EREDEEICITHTTPS ZERAT S (7R)

BHEBY—EXITIERTETIE,. BEHIE=ZFICL DY —ERDLRYTELICLDBEELZHE . dRY
—EXANERICEKGTILELNH D, TOHITIE. F—ERXEDBIEICHTTPS #EMAT 5,

F#ML74.9.2.4 SSLBEDIS—EEYINIRILT TS (7)1, 5.4 HTTPS TEIETSI1ESHETSHT
&
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4.9.2.3. Intent /AL, A SR(FE-T= URL [& JavaScript AEZIA WebView [ZIERFRLAELY  (A%E)

thDT7F) M5 Intent ZZ{EL. ZD Intent D/ATA—FTESINTz URL % WebView [CRTRTEHIRENZLDT
JYTRL5NB, 22T WebView O JavaScript BETHAIEE . BEEHS Web X—P D URL % WebView THR
RLTLEWL., EEHS JavaScript H WebView ETETIN TSI DHEENELDTHEENH D, COERED
M m . REZRIATELVTETE®D URL # JavaScript NE A WebView TRRLTLESZETH S,

HoF)Ia—K74.9.1.2 /o8—vb EOBHEBIVTUVERTITSITIE. EFE URLXXFEINEHTEHHERE
AVTUVERRET HIET,. WebView TRERT DAV TUVEBHERIVTUVICRELRZEFERLTLNS,

3L Intent ET2ITH>7= URL % JavaScript D& 3% WebView TRRLI=WMGE (L. D URL AAEHEEIY
TUOYTHAEEFRIELETNIEESED, HOoMLHTTIRNICEHEEILTUY URLDORTA ) ANEEREK
HETHRBELTHEE. ZORTAMRAREBALTEELT URL 21+% WebView TRRTHETHRELZHERTD
ZEMTED, ZDEEDH. RTAR) AREERT S URL [ HTTPS THITNIFESHRNIEIZHEENBES,

4.9.2.4. SSLBIEDIS—%E@EINVKR)TT S (WH7E)

HTTPS BIET SSL TS5—AHEL-BAIF. IS5—ARAEL-BEEZE/ 7O RTIIHEEDFETL—HF—IZE
HMLT, BEZBRTLEFNIEESEL,

SSL T5—DFEAEK. —/N\—FIRAZICTHELIH LR HAVWEHEERELZZ(TTLDARENLERET 5,
LAL. WebView [Z[E, H—EREDBERIZHRAELI- SSL TS5—ICET 21EHEL— — @M T HEHEAHHE
HOTULVEL, ZC T SSLIS—HARELIIGRICIETDEES A TOJBETRRT HET, BRITILINTL
SRR HHLE LY —ITBRMNTIRELHDH, T7—BHMOHFIX. 14.9.1.2 13—y EDBHERE
AVTUVERRT DD TILa—KHBLNEM4.9.1.3 BHEBLUSNDILTUOVERRTSHIDOH T )La—
FESETHIE,

F- . IZ—OBHMITMAT, TTVEHY—EREDBEERT LEFNIEESEN IS ROLILGELEETOT
E LAY A A

RELIS—EBBALTH—EREDBEEHRT TS
HTTP ZE DB S ILBIEZF>TH—EREHO TEET S

HTTP @&{S/HTTPS BIEDFMILI5.4 HTTPS TRIET H12SHBTHL,

SSLIS—HRAELEBICIINR DY —/N\—EHERETHORENEN WebView DT I+ ILEDEETHS, &0 T,
WebView DT 74 I)LEDEHC SSL T5—DRBAEAEEZRE T H_ETHEYISEELS—ERMYRIENTES,
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5. X3 T14BREDEENA
EEPEFES. Permission 7E, Android IZIEEFESFEL X)) TAHEENAEIN TS, ThioDEFXaY)
TABEXRUIRWNEBIEZDE X 1) TAHEN TR ICRIEBEINTIRITENTETLES, COETIIHEEN
X TAEEEFERT A —UFBELREEERS,

| 5.1. XRT—RFAHNEEEES

5.1.1. 27 )La—kK

SAT—EANBEEEER, tF2) T LEES RERAVDNTBAD, SCTHSRT—FOAAIET
BRBOHET B, SRT—FOREREITONTIES ROMIZTHRREERITEFETHS.

NRAT— FEXRRT D

#)\2AD — FERTT 2155, #3H15R=R
Th\L£S5FBLTIIEEL

B 5.1-1

RAUE:

1. AALENART—KRETRIZRR(@TERR)TS
2. NRAT—FEEXRRTDHFTLav#AEBTH

3. NRAT—FEXRTHOEREZIEGIET S

RAVL: BIBIAALISRT—RFERSBEIZE LRRAUMIMZ ., FTRAIUMILEZEMTHE

4. Activity #IEIRREFICAIEAALIZ/ART—RFAHHIHE . BIEA DR T—FOHEEHERSNGENKLSE
EMBODOXFTHAI—KRTTD

5. BIEIAANRT—REFTI—RRLTNEEE [NNRT—FERRILIZGE. BIBIAADNNRT—RE91)F7LT,
FHRU/IKRT—REANTELRELT S

6. BIBIAANRDT—REFI—RRLTNDLEE, A—HF—HNRT—FEAALLSELIZEE . BIEIASI/8RD
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20134 4 A1 BiR

—FEIVTL. A—HF—DANEFHI=1G/RRT—RELTHRS

password_activity.xml
<?xml version="1.0" encoding="utf -8"?>
<LinearLayout xmlIns:android="http://schemas.android.com/apk/res/android"

android:layout_width="fill_parent"
android:layout_height="fill_parent"
android:orientation="vertical"
android:padding="10dp" >

<l-- - >

<TextView
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="@string/password" />

<l-- -

<l-- 1 °

<EditText
android:id="@+id/password_edit"
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:hint="@string/hint_password"
android:password="true" />

<l-- 2

<CheckBox
android:id="@+id/password_display_check"
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="@string/display_password" />

<I-- 3

<TextView
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="@string/alert_password" />

<l-- OK - >

<LinearLayout
android:layout_width="fill_paren  t"
android:layout_height="wrap_content"
android:layout_marginTop="50dp"
android:gravity="center"
android:orientation="horizontal" >

<Button
android:layout_width="0dp"
android:layout_h eight="wrap_content"
android:layout_weight="1"
android:onClick="onClickCancelButton"
android:text="@android:string/cancel" />

<Button
android:layout_width="0dp"
android:layout_heig ht="wrap_content"
android:layout_weight="1"
android:onClick="onClickOkButton"
android:text="@android:string/ok" />
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</LinearLayout>
</LinearLayout>

XD PasswordActivity.java DREIZEEL= 3 DOAVYRITARICEHOE TERENBTEARTSHIL,

. private String getPreviousPassword()

private void onClickCancelButton(View view)

private void onClickOkButton(View view)

PasswordActivity.java
package org.jssec.android.password.passwordinputui;

import android.app.Activity;

import android.os.Bundle;

import android.text.Editable;

import android.text.InputType;

import android.text. TextWatcher;

import android.view.View;

import android.widge t.CheckBox;
import android.widget. CompoundButton;
import android.widget. CompoundButton.OnCheckedChangelListener;
import android.widget.EditText;

import android.widget.Toast;

public class PasswordActivity extends Activity {

1
pri vate static final String KEY_DUMMY_PASSWORD = "KEY_DUMMY_PASSWORD";

I Activity View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

I
private boolean misDummyPassword;

@Oveiide

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.password_activity);

Il View
mPasswordEdit = (EditText) findViewByld(R.id.password_edit);
mPasswordDisplayCheck = (CheckBox) findViewByld(R.id.password_display_check);

1
if (getPreviousPassword() != null) {
1 4 Activity
I °

I

mPasswordEdit.setText("****+rrrxx).

1

mPasswordEdit.addTextChangedListener(new PasswordEditTextWatcher());
1
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misDummyPassword = true;

}

I
mPasswordDisplayCheck
.setOnCheckedChangeListener(new OnPasswordDisplayCheckedChangeListener());

}

@Override
publi ¢ void onSavelnstanceState(Bundle outState) {
super.onSavelnstanceState(outState);

1 Activity

Il Activity

outState.putBoolean(KEY_DUMMY_PASSWORD, misDummyPassword);
}
@Oveide

public void onRestorelnstanceState(Bundle savedinstanceState) {
super.onRestorelnstanceState(savedinstanceState);

1 Activity
I Activity
misDummyPassword = savedinstanceStatgetBoolean(KEY_DUMMY_PASSWORD);
}
/**
*
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged(CharSequence s, int start, int count,

intaft er){
I
}
public void onTextChanged(CharSequence s, int start, int before,
int count) {
I 6

I
if (mlsDummyPassword) {
I
misDummyPassword = false;
I
CharSequence work = s.subSequence(start, start + count);
nPasswordEdit.setText(work);
I
mPasswordEdit.setSelection(work.length());

}

public void afterTextChanged(Editable s) {
I
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private class OnPasswordDisplayCheckedChangeListener implements
OnCheckedChangeListener {

public void onCheckedChanged(CompoundButton buttonView,

boolean isChecked) {

I 5

I

if (mlsDummyPassword && isChecked) {
I
misDummyPassword = false;
I
mPasswordEdit.setText(null);

}

1
int pos = mPasswordEdit.getSelectionStart();

1 2
/I InputType
int type = InputType. TYPE_CLASS_TEXT,;

if (isChecked) {
1 ON
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
}else {
1 OFF
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD:;
}
1 EditText InputType

mPasswordEdit.setinputType(type);

I
mPasswordEdit.setSelection(pos);

I/

/**
*

*

* @return
*/
private String getPreviousPassword() {
1
i null
retu rn "hirake5ma";

/**
*

*

* @param view
*/
public void onClickCancelButton(View view) {
Il Activity
finish();
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/**

*OK

* @param view
*
public void onClickOkButton(View view) {
Il password

String password = null;

if (mlsDummyPassword) {

I

password = getPrevious Password();
}else {

I

password = mPasswordEdit.getText().toString();
}
I Toast

Toast.makeText(this, "password is ~ \"™ + password +" \"",
Toast.LENGTH_SHORT).show();

I Activity
finish();
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5.1.2. L—ILTvY

INNRAT—FANEEZEDRIZIELUTOIL—ILEFEIE,

1. INRT—FZANTEEZICIFITRIRT(@OTERTT B)MEEERET S (WH7E)
2. INRAT—FREEXRTIIATLIVE=HETS (WH7E)
3. Activity EEIFFIZ/ARAT—REIRIRTRIZTS (78)
4. BIBEIAALENRD—FERTTDHHEE. FI—/N\RADV—FEKRTTDH (WH78)
5.1.2.1. IRRT—KRZANTREZCIETRIEZT(@TERTT S e AET S (WH7E)

AR—bIAVIFBEPNRFDNEATHRASNSGCEN S E=BIT/RT—FEBEHROND)RINKEL,
TT)DERREL T NRT—FETRIKRTRT DHEEEDN D ETHD,

INAT—REANT B EditText 2XRAIRTTAHEICIT. BHIZLATHR XML TIEET A HEE. BMc7O
TS LETUYEZDHED 2 BENHD. BIE (L. LA4T7 Uk XML @ EditText 44 T android:password &%
% android:password="true”’[Z§ 5L TERTED, RE(L. EditText VSR D setlnputType() AV YFT
EditText ® A 744 F1Z InputType. TYPE_TEXT_VARIATION_PASSWORD %iBINY 2-ETEETES,

LUTF.ZENEADO YT ILa—FERT,

LA7 b XML THRET A%
password_activity.xml
<I-- - >
<!-- android:password true - >
<EditText

android:id="@-+id/password_edit"
android:layout_width="fill_parent”
android:layout_height="wrap_content"
android:hint="@string/hint_password"
android:password="true" />

Activity NTHEET A%
PasswordActivity.java
I
/' InputType  TYPE_TEXT_VARIATION_PASSWORD
EditText passwordEdit = (EditText) findViewByld(R.id.password_edit);
int type = InputType. TYPE_CLASS_TEXT
| InputType. TYPE_TEXT_VARIATION_PASRNO
passwordEdit.setinputType(type);
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5.1.2.2. NRT—FEEXERRTDHFTav#AET S (h7E)

ARX—RIAVIZEITBINRT—RAAEZIFINRILTD AN EGST=8 . PC THF—R—FANTIHELLET
BEBRANDELOT LV, ZDANDELLEN I —H—[FEMA/ART—FEFALTLESAREMEAHY . H
ZOTERTH D, FEBEID/IART—FANKRIZEYTHIUMEOVITEREDRIS—AHDHIEE . BRA
AETERDEITRITEDESICT IV ELHD, TNODMBRREL T, RRAT—FEEXRRTEDFT T avERAE
TBHLET, REQGNRT—FZEFRALTHILZ D KIS,

=12 NRAT—FEEXRRLIBICREREINSARERLH D=0, TDATLav & FESMIC, a—H—I2E#&
MoDRERADIRERTVENH D, T EXRTT DT T avEDH-158. EXRTOKHERET S
BEEXRTOBBERZITIEMEALAETILENH D, NAT—FDEXRTDFIRIZONTIISEDMR
[CTRIBREEEHTEIFETHD. TD1=H. COMDY U TILA—FICE/NRRT—RFDEXRROFIRITEDT
LV,

= ol B 9:51 # ull @ 9:52
assword Input Example [Password Input Example

abcdefghijk

NAT— FERRTD

#¥JNAT— FERTT BIH5S, #2HNEPRER
ThRNESEBLTLLESL

v | K\RAT—FERTRT D

#¥NAT— FERTT BIES. #2HNERER
ThRLESEBLTLESL

REFIVIAY
5.1-2

EditText @ InputType }EE T, TRIKRTEEXRREVVEZDZENTED

PasswordActivity.java

/**
*
*/
private class OnPasswordDisplayCheckedChangeListener implements
OnCheckedChangelListener {

public void onCheckedChanged(CompoundButton buttonView,
boolean isChecked) {
I 5
if (mlsDummyPassword && isChecked) {
I
misDummyPassword = false;
I
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mPasswordEdit.setText(null);

}

I
int pos = mPasswordEdit.getSelectionStart();

I 2
/I InputType
int type = InputType. TYPE_CLASS_TEXT;

if (isChecked) {
I ON
type |= InputType. TYPE_TEXT_VARIATION_VISIBLE_PASSWORD;
}else {
I OFF
type |= InputType. TYPE_TEXT_VARIATION_PASSWORD;
}
1 EditText InputType

mPasswordEdit.setinputType(type);

I
mPasswordEdit.setSelection(pos);

5.1.2.3. Activity EEIFF L/ SRT—RETRIRRITT S (Wh78)

EREIT/NRAT—FRRLTLEWN, FEZFBICRONBZEEHT=0. Activity BEIBFZ/ SR —KRERTT D47
2V DTIHIVMEIZA DT HRETHD, TIHILMEIZZEAIZEDIDIELRTH S,

5.1.2.4. RIEAALI/RT—FERTTDEE. FI—/\RT—FERTTH (WH28)

AIEIAALIZNNRD—REIEET SI5E. E=FIT/INRT—FOEUNEEZBVLSIZ. BEXFHDOIRIXF
(@E) THI—RTTDIRETHD, Fl=. FI—RTRBIZ[/SRT—RERTT B 1ELEBERIE, /IRT—KEHY
TLUTHBEXRTE—FRIZT S, CNITKY  AX— b I+ DB INDZICE S TE=ZFDOFITESELTHHE]
EAALTz/SRAT—FAEAH RN BBIREEFRNZZIENTES BB FI—RRBITI—HF—H/RT—F
EAALLIELEBEICIE . AI—RTERBRLTREDANKEICRTBENH S,

BIEIAALIZNNRT—RERTTHIGE . FZ—/I\RT—FERTTS

PasswordActivity.java
@Override
public void onCreate(Bundle savedinstanceState) {

1
if (getPreviousPassword() != null) {
I 4

1
mPasswordEdit.setText("**** xrrrx).
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I

mPasswordEdiaddTextChangedListener(new PasswordEditTextWatcher());
I

misDummyPassword = true;

/**
*
*
* @return
*
private String getPrev  iousPassword() {
I

I null
return "hirake5ma";

BI—FRREHE, RRT—FERTRT DA T AV EFUICTHERTNEEDIT TS

PasswordActivity.java

/**
*
*
private class OnPasswordDisplayCheckedChangeListener implements
OnCheckedChangelListener {

public void onCheckedChanged(CompoundButton buttonView,

boolean isChecked) {

I 5

if (mlsDummyPassword && isChecked) {
I
misDummyPassword = false;
I
mPasswordEdit.setText(null);

FI—REBFICA—HF—DNNRT—FEA NS BT F3—RTEHERT D

PasswordActivity.java
1

private static final String KEY_DUMMY_PASSWORD = "KEY_DUMMY_PASSWORD";

1
private boolean mlsDummyPassword,;

@Override
public void onCreate(Bundle savedinstanceState) {
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I
if (getPreviousPassword() != null) {
I 4
I
mPasswordEdit.setTex (" ki),
I
mPasswordEdit.addTextChangedListener(new PasswordEditTextWatcher());
I
misDummyPassword = true;
}
}
@Override

public void onSavelnstanceState(Bundle outState) {
super.onSavelnstanceState(outState);

1 Activity

I Activity

outState.putBoolean(KEY_DUMMY_PASSWORD, misDummyPassword);
}
@Override

public void onRestorelnstanceState(Bundle savedinstanceState) {
super.onRestorelnstanceState(savedinstanceState);

1 Activity
I Activity
misDummyPassword = savedItenceState.getBoolean(KEY_DUMMY_PASSWORD);
}
/**
*
*/

private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged(CharSequence s, int start, int count,

intaft er){
I
}
public void onTextChanged(CharSequence s, int start, int before,
int count) {
I 6
if (mlsDummyPassword) {
I
misDummyPassword = false;
I

CharSequence work = s.subSequence(start, start + count);
mPasswordEdit.setText(work);

I

mPasswordEdit.setSelection(work.length());
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public void afterTextChanged(Editable s) {
I

}
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5.1.3. 7E/\V Rk

5.1.3.1. A5 A4 02D T

NRAT—FAARKRONZDZEDKREIEOT AV NETHS, 0T AV NEBTRERTERAUMEL DA EE
9%

AT AV RBBOIS—AvtE—D

ATAVRBETEID(THIVN) ENRT—RD 2 DDEBEANT H. OT AV KBEICIK ID AFELGWMGE L,
ID (FHFFET BHNNRT—FAEES>TVDIEED 2 DWH D, AT AV KBDAyE—CTID 2 DDIHEERFIL
TRTRYDEHBELHEELZ ID BNEFAT IAENEHRTETLES COIILHERZFSLRLV=HICH. A
TAVKBED Ay —DTIE, LR 2 DDGEZERAEFTICTREDLITKRTI RETHS.

Ayt—Tf1: AT A0 ID £zl RRT—F A EE-STVET,

BE0J 1k

—E. QA RENEIIT HEREILREEAT A1 ID ENXRT—FDADZEARLT, BEIMNIZOT 42521751
BN HD, BEOT A UEEEFEDLOANDNEBTELDTHEUNSELIN., EOREAT— I+ NEHS
NEHRICEZBISERASND) RN,

FEZFITBEAINBEOHEENZTANONLAEL . +REEF 1) TR ATEEGEIHEE DA, BEAY
AUBBEIIFIATRIENTED BRI, oAV F T T7TI)DBE . EZHICIHKRERESNDZEEEMN
BHEENELOTEHAT A UBEEICELE TEF ) TR BELLD, ARELTIE. TREVELE DS
BT ENARET DERICIE/SART—FOBANEZRDZ]. BT A UREHICI—Y—IIHLTHAITE
BErMEL BEGRROAVIFRTIGEKIONEZLND, BT AV DOFAIZH->TIE. ChoD xR
ERHRICREMEL) RVEMEL T, BELRHAEITIRNETH D,

5.1.3.2. /NRATJ—KZEHE[ZDIL\T
—ERELINRAT—REHDNNRT—RIZEETHIEE. UTOAAEB#EELICAETRETHD.
IRED/NRAT—K
FHLLVSRT—FK
HFLLWART—R(AHHEZRR)
BEOJ A EENDWTWSIEE . E=ZENTSIEFHATERREEMEL DD, TDEE. BFIC/INARAT—REE

BEINBWES BEDNNRT—FDANERODIBENSH D Tz HLLVIRT - BN AHNIATHEATEEICHHE
BfERZERDT =6 HLLVIRT—RE 2 Bl ANZERDIVENHD,
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5.1.3.3. YRATLDIIRRAT—FERRIFREA=21—IZDLT

Android DEBEA=Z1—DHRIZ[/INAT—KREZRRIEVSIEZRENH D, Android 2.3.3 DBSITILTIZH S,

SIMA—FOvY

SIMA—FOYYERE
JZD—

JRRT— FERR

NKRAD = BFANBICXFERRY B

4
7)01 AEE

TINA ABEEEEER

7)1 REBEEEMEZEIET B
REEFHR L~

SDA—EMNSA VA =)L

BES{LENREES DA —ENEA VR
k=),3 2

K 5.1-3

IR —RERTRIBEELFVICTDERRICANALIXFAEXRREG D, —ERE (2 I2E) BiB&. £

FRDXFNANSINDEEXRRINTWXFIEIRIRTEIND A 7I12F 5L ANEENSIRIRTRE

5%, CNIESRTLERICEETHHETHY. EditText D/NRT—RRREREEZFEALTLDTRTOTTIC
BRSNS,

% ull @ 9:53

NRAD— FERFT S

¥INZD— REFRTRY BIER, BEHNE]RER
EhiznESERLTIEEN

— TE B FElHE 8

#Hls

RDXFxAN

5.1-4
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I 5.2. Permission & Protection Level

Permission @ Protection Level [ZI& normal, dangerous, signature, signatureOrSystem M 4 f&EHH 5,
Permission [£& @ Protection Level THAMIZ&>TZENZ . Normal Permission, Dangerous Permission,
Signature Permission, SignatureOrSystem Permission EFE[EN S, LT, 2D KB EMERES,

5.2.1. ¥>7)La—F

5.2.1.1. Android OS BXZE® Permission #9355 %
Android OS [(EEEEROC GPS HEDA—H—EBEEEFTIL I T HHBRET H1=0D Permission ELNS5EF11) T+
DE#EAH DS, Android OS NMRERMZREL TS, T5LIFHROEEECT IR TET7T)IE. BRMIZEFND
270t RT B8O DHER (Permission) ZFIAE S LA ITNIEESL, 22— —FERA L EL Permission TlE.

Z® Permission ZFIABEE LT TINRAVAM—=ILENZESIZRD IS5 A—F—HEREERNARTIND,

(5 4 Hal B 18:33

® PermissionfIBESY ..

COPTVr—23 AR M=
LEIN?

COPFT)o—2 3 VICEFA]T BIER
o Xy RND—JiBfE

REEAVI—XY "PIER

Fv IV A2RAK=I

S (] =

K 5.2-1

COHREAICEY. a—F—RFZOT7TIUNED IS EELFRICT I EALELSELTVIDMNEMBIENT
5, 5L, 7TUDEEICHLMN I FLELHEEECERICTIERALEIELTVRIGAIL. FRT7TVIETILILT
THAAREMEDNEW PRICERDTTINTIL YT THIEERLNEWN=HIZH, FIAEE 95 Permission &
=/DRICLEITNIEESIEL,

RAUb:
1. FIAT 3 Permission # AndroidManifest.xml! [Z uses-permission THIEEE Y5
2. ATHEL Permission [ZFIAE S LAWY
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AndroidManifest.xml

<?xml version="1.0" encoding="utf  -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.permission.usespermission"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:m inSdkVersion="8" />
<!-- 1 Permission - >

<!-- Permission -- >
<uses permission android:name="android.permission.INTERNET"/>

<l-- 2 Permission —->
<l-- Permission
<application

android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".MainActivity"
android:label="@string/app_name" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>

</manifest>
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5.2.1.2. HMBETZH®D Signature Permission TEH#7 ) E#ET 55%

Android OS AAE & T HBEEE D Permission D=, 7T UA B Permission ZE&ET D ENTES, BT
# D Permission (EEFEIZIZIE B EZE®D Signature Permission) 2% (X, B 7V TN EE TS A%
EBTENTED . BROBHETTVEAVRM—)LLIZBEIC. TNENOTT) O BEBEEEICMZ . 7T UREE
[CRDEERBELTIRBTHILT. EHOBHETT)E ) —XRFELTREEZ LTS, ELV-T-FA&LH 5.

HUTNTOISLIHEEZ Signature Permission (UserApp) II&H >IN T0S S LTEBEZ Signature
Permission (ProtectedApp) JIZ startActivity()3 %, 77V IXRILEAREBER TELINTVWAIRELNH D, HL
ZLZL-RARERNELDIEEIL. UserApp (& Intent Z1X{EE T, ProtectedApp [EZIELT= Intent ZNIE L1
W FTRNURMYL 30 THEAL TSIV AM—)LIERFIZ&S Signature Permission [E:8 0 FEIREIZH x40
LTLS,

| & 19:00 s (| & 19:00

ProtectedApplCintentZiZELEFET .

IntentZ=1E{ET B

Componen&F|FH3 57 71) Componentigiit3 5771

5.2-2

KLk :Component Zig{t 35771

1. B Permission % protectionlLevel="signature"CE &3 %

2. Component [Z[X permission BT B Permission £%18E T 5

3. Component A Activity DIHEIZIE intent-filter ZE & L%

4. Y—RO—F LT, MBES Signature Permission NE#HT7ITVIZKYERIN TSI EEMERT S
5. Component #FH327T)EEILHREERTAPKEELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.permission.protectedapp"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:min SdkVersion="8" />

<l-- 1 Permission  protectionLevel="signature" ->

<permission
android:name="org.jssec.android.permission.protectedapp.MY_PERMISSION"
android:protectionLevel="signature" />
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<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- 2 Component permission Permission ->
<activity
android:name=".ProtectedActivity"
android:exported="t rue"
android:label="@string/app_name"
android:permission="org.jssec.android.permission.protectedapp.MY_PERMISSION" >

<!-- 3 Component Activity intent - filter ->
</activity>
</applicatio n>

</manifest>

ProtectedActivity.java
package org.jssec.android.permission.protectedapp;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Uftils;

import android.app.Activity;

import android.content.Context;
import android.os.Bundle;

import android.widget. TextVi  ew;

public class ProtectedActivity extends Activity {

1 Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.permission.protectedapp.MY_PERMISSION";

I
private static String sMyCert Hash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
/l debug.keystore "androiddebugkey"
sMyCertHash = "OEFB723628348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";
}else {
Il keystore "my company key"
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;

}

private TextView mMessageView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mMessageView = (TextView) findViewByld(R.id.messageView);

I 4 Signature Permission

if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {

290
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mMessageView.setText(" Signatur e Permission ");
return;
}
I 4
mMessageView.setText(" Signature Permission ");

SigPerm.java
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Permissioninfo;

public class SigPerm {

public static boolean test(Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ™);
return correctHash.equals(hash(ctx, sigPermName));

}

public static String hash(Context ctx, String sigPermName) {

if (sigPermName == null) return null;

try {
/I sigPermName
PackageManager pm = ctx.getPackageManager();
Permissioninfo pi;
pi = pm.getPermissioninfo(sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;

1 Signature Permission
if (pi.protectionLevel I= Permissioninfo.PRO TECTION_SIGNATURE) return null;

/I sigPermName
return PkgCert.hash(ctx, pkgname);

} catch (NameNotFoundException e) {
return null;

}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManagem = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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*RA k5% Eclipse M5 APK % Export §5EE(2, Component 238|357 TV ERICHRAERERTELT S,

o

= Export Android Application

Key alias selection

@ Use existing key

Alias: my company key

Password: e eeeee

*) Create new key

Next =

5.2-3

RA4>k:Component #§ AT 5771

6.
7.
8.
9.
10.
11.

¥ B E % Signature Permission [XEZLALY

uses—permission [Z&Y¥E Permission ZF|HAEE 5

Y—ARO—F LT, B EZ Signature Permission NE#HT7TVICKYERIN TSI LEHERTD
FMAXTTINBHTTITH DI LEHERTD

FIF % Component A% Activity D5 E . BAREI Intent Z{ES

Component Zig#t3 37T LRILHAEER TAPK ZELT S

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.permission.userapp"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk android:minSdkVersion="8" />

<l-- Signature Permission

<l 7
<uses permission

android:name="org.jssec.android.permission.protectedapp.MY_PERMISSION" />

uses- permission Permission

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".UserActivity"
android:label="@string/app_name" >
<intent -filter>
<action andr oid:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>
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UserActivity.java
package org.jssec.android.permission.userapp;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.con tent.Intent;
import android.os.Bundle;
import android.view.View;
import android.widget.Toast;

public class UserActivity extends Activity {

1 Activity
private static final String TARGET_PACKAGE = "org.jssec.android.permission.prote ctedapp";
private static final String TARGET_ACTIVITY = "org.jssec.android.permission.protectedapp.ProtectedActivity";

1 Signature Permission
private static final String MY_PERMISSION = "org.jssec.android.permission.protectedapp.MY_PER MISSION";

1
private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"
sMyCertHash = "0OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255";

}else {
Il keystore "my company key"
sMyCertHash = "D397D343 ASCB@- 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA",
}
}
return sMyCertHash;
}
@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

}
public void onSendButtonClicked(View view) {
I 8 Signature Permission

if (ISigPerm.test(this, MY_PERMISSION, myCertHash(this))) {

Toast.makeTex(this, " Signature Permission " Toast.LENGT
H_LONG).show();
return;
}
1 9
if (IPkgCert.test(this, TARGET_PACKAGE, myCertHash(this))) {
Toast.makeText(this, " " Toast.LENGTH_LONG).show();
return;
}

294

All rights reserved © Japan Smartphone Security Association. Permission & Protection Level




rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;J:-!P:RNTPHON[ Android 77°'J0)'&:\:17553‘["‘&:\'—173—?4‘/7‘*75‘4 F\ 2013 ﬂE 4 H 1 E Hﬁ

I 10 Component Activity Intent
try {
Intent intent = new Intent();
intent.setClassName(TARGET_PACKAGERBGET_ACTIVITY);
startActivity(intent);
} catch(Exception €) {
Toast.makeText(this,
String.format(" :%s", e.getMessage()),
Toast.LENGTH_LONG).show();

PkgCertWhitelists.java
package org.jssec.android.shared;

import java.util.HashMap;
import java.util.Map;

import android.content.Context;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boo lean add(String pkgname, String sha256) {
if (pkgname == null) return false;

if (sha256 == null) return false;

sha256 = sha256.replaceAll(" ", ");

if (sha256.length() != 64) return false; // SHA -256 32
sha256 = sha256.toUpperCase();
if (sha256.replaceAll("[0 -9A F]+", "™).length() != 0) return false; // 0 -9AF

mWhitelists.put(pkgname, sha256);
return true;

}

public boolean test(Context ctx, String pkgname) {
/I pkgname
String correctHash = mWhitelists.get(pkgname);

/I pkgname
return PkgCert.test(ctx, pkgname, correctHash);
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;
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public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pbkgname == null) return null;
try {
PackageManagem = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

296 All rights reserved © Japan Smartphone Security Association. Permission & Protection Level



recotmon  http://www jssec.org/dl/android_securecoding.pdf

““I Android 77 DX 17 EEE - £F27aA—F1U T AR 2013 4E 4 B 1 B

*RA2k 115 Eclipse M5 APK % Export 35&Z(2, Component 2129577 ERICHKERTERLT
%

Key alias selection 9

@ Use existing key

Alias: my company key vl
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5.2.1.3. 7FVDMBRED/\vELZHERTEHE

CDHARXEDTHTHTASTTDRAZD/ N\ BEEHER T DA EERNT 5. BEIZZTAPK £2ERT
BHESIEO-FRARBRDARBIIAED SHA256 /v 1B 2B T HHETH D,

Keytool [Z&YRERT BHE

IDK IZfHB T % keytool &EWVSTOTSLEFIATHLRARERDO ARBIIAED/ v 1B GIAED T4 H—
TIURELEINERDBIENTED, 7\ EIZIE/ Y2 TIILTIXLDEWNZEY MD5 4 SHAT, SHA256
BERRBLDNHEIN. COAMRXETEBEEVFROZTEMEEELT SHA256 OFAEHEL TS, &
272 2&I2 Android SDK THIAEN TLYS JDK6 IZfFE T % keytool (& SHA256 TD/\wiafBH AITRELT
H59 . JDK7 IZFHET 5 keytool ZESHENH S,

Android @7/ \wWJsEBAEZEDAE % keytool TH 19 B4l

> keytool -list -v -keystore < > -storepass < >

. JKS
: SUN

1

: androiddebugkey
:2012/01/11
: PrivateKeyEntry
01
[1]:
: CN=Android Debug, O=Android, C=US
: CN=Android Debug, O=Android, C=US
: 4f0cef98
:Wed Jan 11 11:10:32 JST 2012 : Fri Jan 03 11:10:32 JST 2042

MD5: 9E:89:53:18:06:B2:E3:AC:B4:24:CD:6A:56:BF:1E:Al
SHAL: A8:1E:5D:E5:68:24.FD:F6:F1:ED:2F:C3:6E:0F:09:A3:07:F8:5C.0C
SHA256: FB:75:E9:B9:2E:9E:6B:4D:AB:3F:94:B2:EC:A1:F0:33:09:74:D8:7A:CF:42:58:22:A2:56:85:1B:0F:85:C6:35
: SHA1withRSA
03

*kkk

298 All rights reserved © Japan Smartphone Security Association. Permission & Protection Level



SECURITY

li“l JSJ:::RNTPHONE Android 77°'J 0)"2#17§Q§+ " t$l7:|_7d:’f:/7«jj"f N

assocamion  Nttp://www jssec.org/dl/android_securecoding.pdf

20134 4 A1 BhR

JSSEC SEEAE/ \Y A EF Ty h—IZ L YRR T 55 %

JDK7 ZA 2 Ab—)LLTEKTH, JSSEC FEBAE / \y Y aBF Ty h— & E A (X EIFERE/ W1 EZHERTES.

JSSEC SERAE N\ Y ~afEF = v h—
photo editor

package: com.sonydna.photoeditor
76634164

photo movie creator

2 com.sonydna.photomovi
6: FATODTEE 72E69411 472

pick pic camera
com.sonydna
>: FAT9D1EE 72

picture manager

6: FATOD1EE 72E69411 47278260 1620D360 A98D3FEF 52863932 E12872AB

260 1620D360 A98D3FEF 52863932 E12872AB

CNIFIHKICAVRAP—ILENTWSTT)DFEAE/ NV 1 {EEZ—ER"T S Android 77 THb, LB,

[sha-256 IDHEIZKRSNTLND 16 EFHXFF 64 XFMNFAE/NYLLETHD, COHARXEE—HEIZEM
LTWAB YT ILa—K®DISSEC CertHash Checker]Z#)ILERFDY—RaA—F—KXTH5. EJILRLTEALT

LM=f2Ef=0y,
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5.2.2. L—ILTvY

¥ B Permission FARIZIZLLTDIL—ILEFDHIE,

1. Android OS ¥ ® Dangerous Permission [$1—HY—DEEEZRET H-HOITFZITRAT S (WHE)
2. JBTEZD Dangerous Permission [EF| AL TIXAEDALY (W7H)
3. JhE % Signature Permission [& Component QIZEEI7 T TOAEET S (W7H)
4. JBREE Signature Permission [FB#H 7 IVICKUERIN TSI LEHERT D (WH7R)
5. JBEFEZE®D Normal Permission [EF|FAL TIFAESHEL (#£42)
6. JMBEZED Permission ZIET7 TV D/ \wr—IBENRLIZXXFINIZT S (HE2R)

5.2.2.1. Android OS 8 ® Dangerous Permission [F1—H—NDEEZRET H-OIZEIFRBT S (WA

¥ B EZ®D Dangerous Permission O F|AILIEHELE (15.2.2.2 HBEFEE®D Dangerous Permission [£F| AL
TIZESHELY  (WZE) 1B8B) D=6, ZZTIE Android OS #E® Dangerous Permission ZHIRIZEEEZT 5,

Dangerous Permission [£fi® 3 D®M Permission EE%EY, 7TIIZZFDEREN 5T HMNESIMELI—F—IC
FIBRE RO DHEEEN 8D, Dangerous Permission #F|AEEL TS 7 TIVEIHKRIZA VR —ILT HLE D
FOBEEMA RTINS, CNIZKY . ZDTTIHE D K57 H#ER (Dangerous Permission $&U Normal
Permission) #FIAL&SELTVNDDNELI—HF—DHEIENTED, I—F =NV Rb—ILI1ERVTTEHE
T.ZO7T)FFIAEELERNM T ESIN, AV RF—ILENBLSITHESTNS,

*0Dau B 05

. PermissionNetwork

COFINg—2avEAVR -
LxEghH?

CO7 V=3 vIcHed 3iE
FR:

v Ry RD-5iEfE

REBA VT Ry FPIER

J A2 2=k U Frotll L

B 5.2-6
FTIDHIZIE, A—F—DEEETITIRRENRELL-WEELH D, THEHDS5 ., Dangerous Permission
TRETEDIDIEFEA—HY—DEELTTHAIZLITEFENDETH D, BERL MERDFENI—HF—DHIERIC
FERONTWS=0THS, —A. TTIVRARENRELIZVEEITDOVTIE. COBETIIRETELL,

BIZIE, B T7TVEITEEET S Component (Rt 7T UMD T I EREZIELI-WMEEEEZ D, cD LK
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Component # Dangerous Permission [CkURET HLIITHELIZLT D, T TNV R —ILENDBE
FC, A —DFFICKY M T TIISH L THERO M EEHFRAILTLE L RETREBHOEEI LT
JICERAINSBRAELS . COLILEEICBEHDOEELZRETH-OICIE. . MBERD Signature
Permission ZfE>& &L,

5.2.2.2. WMBEE®D Dangerous Permission [XFIALTIEADALY (w7A)

M BEEZ®D Dangerous Permission ZEALTH, A1V A= LB A—F—([ZHEBDHRIZ RO S IBEEH R
RSNEWMGEEDLH D, DFY Dangerous Permission DYFETH D1 —H —IZHIETE RO DBEEN BN ZN &
NHEIDTE, FOTERHARTIE B EZE D Dangerous Permission #F|ALLGLNZEFIL—ILET S,

FTHRBED=DIZ2 DOTTVEBET 5, 1 DIEIHE D Dangerous Permission ZE&EL. 2D Permission [
KYIR#LT=- Component 21T 577 Thb, 2% ProtectedApp &35, 15 1 DIE ProtectedApp M
Component ZEBALKS5ETBRIDT7T) TIh%E AttackerApp &9 %, ZZT AttackerApp & ProtectedApp
MEZELTz Permission DFIAEES LEBIZEL Permission DEZELTO>TVSENDET D,

AttackerApp A1 —H—DEFR[%ALIZ ProtectedApp @ Component ZF|ATETLESI—RITUT D K5%
BEICEES,

1. 2—HY—HFTF AttackerApp /> X+—)LF 5L, Dangerous Permission O F|AEFAIZ KO HEHE (LK
RENT I, ZDFEFAVRA—ILHBTETLTLES

2. RIZ ProtectedApp ZAUAb—ILT HE. CCTHHICBHFLLHLAVRM—ILTETLED
FD%. 12— —N AttackerApp #EET S &, AttackerApp [F2—HF—DRINHS55(Z ProtectedApp
@ Component [C77EATETCLEL. ZEICFO>TEIHEIZEND

ZDT—ADRRAITRDEY THD, %I AttackerApp A Ab—ILL &S ET BHE uses—-permission [ZXKYF|
FAEE &Nt Permission [FFEZZDIHARETEERINTLVEL, 2O EE Android OS [T 5—EF 52 EH7K
AV A= ILEHTITLTLES, Dangerous Permission O1—H—HERITA VAN —ILEEITLMERSNEELV-
O, —EAVAR=IENT=TTIVIEHEREHFASN=ELDELTHRDONS, LN TENSAVRN—ILENET T
1) Component #[@E4 ® Dangerous Permission TREL TV IHFE . A —F—DFFAIGEICA VR =)L E
ntE=77)M5%FD Component NFIFETETLEIDTHS,

% #. Android OS BEE M Dangerous Permission [E7 MLV AR—ILENBEEZIEZTDFEIMRIESNT
LB DT, uses-permission LTWBT7TURA U R—ILENDEECENT A—F—EREEN RTINS
BHEZE D Dangerous Permission DIFEIZFE T DOREIEIZEL S,

BE. DT —XT Component ~DTF7IREHIETEENAEIEIR DM >TLVEWL, LIzA>T HBEED
Dangerous Permission [EFI AL TIXGHALY,
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5.2.2.3. JEE Signature Permission (X Component QIZERI 7T TOAEERT S (W7H)

B# 7B TEET 154, ETHIZSignature Permission #F v 95 ETHEFX ) T+ZBRTESLEE
5.2.1.2 #EEZED Signature Permission TE#7TV)EET 55X ITHIRLIz, COEMEAZEFIAT HEIC
(% . Protection Level A% Signature @ ¥k B Permission @ 5 £ |&. Component 2B 771U D
AndroidManifest.xml TO&1TL\, FIFREI7F) TIEIRE D Signature Permission ZE &L TIEARSALY,

LUTHAZEDERELGD,

RIEAI7 T LY RICAOR—ILEN-FIRRIT7 TN EHEHY . EOFART7TTIELMBEEE Permission OF|
FAEELLELIC Permission DERLLTWSIHEEEZEZ D, CORRTREAITZITVEAVRA—ILTEHE TART
DOFARTITVISRERITZTTIICT IR T HIENAREICES, R RAIAVRM—ILLEFRRBRIT7ZTVET
VAR —=ILT B L, Permission DEZRMEIFREN. Permission MREZELD, TDT1=0. FEo>-FIREIT7 T
DS DRBEIT T DR AN R AIRELHE>TLES,

ZDESIZ, FIARBITF7T)T Permission DEEFITIERHE Permission DREFRIRENERETEHDT.
Permission M E &IL{R#& T 5 Component DIREEI 7T D AT, FIFAEI7 )T Permission #E&ET 5D
(XRE (T NIEEDELY,

ST BHIET BBRAIT7TT) DA R—ILEIZHERfH 50N ThA . HhD. T4V Xb—)LBIZ Permission AR
E&RLGY ., RIEAI7 T E Permission DEEDFEHEANLT —ETHD T, @EL Component DR ER
ENTRETH D, HH. HHBETSE Signature Permission [CEALTIX, E#ETET7TIVDAVA—ILIEIZEST
FARIT7ZTIZ Permission R AR5 SN Sz (Android 2.2 LIE). COERMRYIDILITEER3,

5.2.2.4. B Signature Permission [FB#7FVICKYERIN TSI LEHERTS (WH78)

AnroidManifest.xml TSignature Permission #E & L. ComponentZZ® Permission T{REL =TT TIE.
E(FREN T2 TIEGEL, COFMIEIT RNV RM2230D05.2.3.1 MBES Signature Permission % [a]5
T&% Android OS DML ZDOXIKIZSEBTHL,

LUF . M B E 2 Signature Permission Z& £IZELLESFIETH S,

9. AndroidManifest.xml! [ZTRZE{TS,
1. E#¥FT 253 XTOF7F)D AndroidManifest.xml [ZT. ¥ B Signature Permission 2 &9 5
(Permission M E )

f5l: <permission android:name="xxx" android:protectionLevel="signature” />

13 Signature Permission [Z&5{Ri&% Android 2.1 LIRI(ATAFDRa—TN) DK THAT HIEE. HBULVIE.

Normal/Dangerous Permission ZH| A3 515 & ([, Permission MEREZDEEF AR 7 TUD LIS/ R —
LEndE FRBIT7TINDEROFENTHNT  BBAITTULA A= LN BT VAN TER
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2. 1R#L7-L» Component M#H5 AndroidManifest.xml [ZT., M Component DEHEAY D permission
BT, B E% Signature Permission 5 3 % (Permission DEREE
f5l: <activity android:permission="xxx" ... >...</activity>

3. {R#ELT=Lr»Component|Z7otR3 %E# 771D AndroidManifest.xml [ZT. uses-permission 24'1Z
B E % Signature Permission Z15E 9 % (Permission DFIHAEE
f5l: <uses-permission android:name="xxx" />

FLNT,Y—RO—RLICTRERET S,

4. {R#EL7=L)Component TYYV IR EMNIET BRI, B E&E LT Signature Permission BB 7712k
YEEINF-LONEINEHERL., TOTHITNIX I T AL ERT S (Component IREAIICL L RE)

5. fREEL7-L>Component IZ7 VX F BHIIZ, MBEELT= Signature Permission B 7 TUICKYEERS
Nt DN EIILERERL. T5THMFNIX Component IZ7HtEAL%ELY (Component F|RAIIZ &k 5{RE)

=1&IZ Eclipse @ Export #8EIZTREITS.
6. EHEETEZIRTOT7TID APK ZFILHRERTERT S

ZC T BEZLT: Signature Permission A%, B 7 IVICKYERESNEDNEINERERITIDLELHD
M BERMNERERRITOVTIEY T ILa—FEoa>nl5.2.1.2 MBEFEED Signature Permission TE#t
TO)EET DA EIESRT DL,

5.2.2.5. JRBEFEZH® Normal Permission [ZFBLTIEESALY (HE2E)

Normal Permission ZF|FR9 %7 7FJI& Android Manifest.xml IZ uses-permission TRHIEEE Y5+ T#
DIERZBRIIENTES, TD=H . —EAVA—ILENTLES=TILVzT7 A5 Component ZiRET HLD
2B B9(Z Normal Permission (XFIETE4EY,

S5 B EE Normal Permission # AWVC7 T UREEETIHE . BIET H5ET7 T~ D Permission Ot 5
XAV A= VIBIZHKRTFT B, Bl Z (X, Permission ZE &L=V R—FUbEHFODTITIVLYELEIZZED
Permission ZFHAEE L7 IUEARb—ILT %L, Permission ZEZRLI=7TVEAV AR—ILLI=% 3L FH
BI7 7)1 Permission TREINF-OVR—RUNMIT IR T EHIEMNTERLY,

AV A= IVIBICKY 7 T)BEEN CTEHALMEERE T A ELEL T EETHL2TOT7 I Permission
EEERTDELEAOND, TOTHILICKYRMFIRBTTINAURb—LENTIGETEH. £ TOFRAAT
TUNRBBITIVICT IR TEHIENAEEL RS, L L. RIDVCAV A= IILLEZRIRBIT TN T oAV R —
ILENFZFRIZ Permission MEREZBRAKELLY . ICFIARIT7TIVBNFEELTOTE. oD 7T A IR A
FIINZTOERTBIENTELGLEL>TLESID TH D,

LEDQESIZ7TDRI AENELRHONEZBRNAHEEND ., EFESE Normal Permission OF|AITIEZ B~
=THD,
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HBEEZE®D Permission BIXT7 T DI — & EIRERLE=-XFSIZT 3 (HE22)
BHDOTTIHNRILLRIT Permission EETDIHGE. KICAV R —LENT=7 TN EET S Protection
Level BNERAINS, FICAVA—ILEN =7 TH Normal Permission ZE&L . ZICAVRAb—ILEN=T TV
MEILAEIT Signature Permission ZE#&L1-15 4. Signature Permission [ZKBRENFE=<IHEL, B
ELLGWMEETH. EHOT7TTIIZH T Permission BHEHZELTERILAL Protection Level TEIEST S THE
HENHB, COKIBEBEHERHT=H. Permission ZIZIXT TV DN\ —CB%E ANTZADRBRLY,

K ).permission.( )

%X, org.jssec.android.sample &L 5784 —2 12 READ 72t A®D Permission & &3 A40(E. RO
HER O IFELLY,

| org.jssec.android.sample.permission.READ

304

All rights reserved © Japan Smartphone Security Association. Permission & Protection Level



rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;;P:RNTPHON[ Android 77')0)"2#17%&%["t*l?j_?’f:/ﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ

5.2.3. PRIV RE

5.2.3.1. ¥BX% Signature Permission %[0l TZ4 Android OS D4 EZT DR

MM B E & Signature Permission . ALK ER TEL SN 7 IVRETT7IIMEEEZERT S
Permission THD, AFEEFRIITSAR—FETHYMEXICARLTITESHEVNBLD THS1-®. Signature
Permission [CkAREFEHT7TIEITTEETIEEICHEONEZIENASLY,

F3°(&. Android @ Dev Guide (http://developer.android.com/qguide/topics/security/security.html) G
RIS TSI E EE Signature Permission OERMLGHEWNAZELNT D, F=FZL. BB T EHELIIT. SDOFEL
HIZIE Permission BIEDEIENHBZENDHIH>THEY . KAAMRIZEBEH LE-XNENBLELLES,

LIF. ¥ B E% Signature Permission OEKMAFEWNETHS,

1. E¥ETEZTRTOF7TJD AndroidManifest.xml T, B Signature Permission ZE &3 %
f5l: <permission android:name="xxx" android:protectionLevel="signature” />

2. R# L=\ Component ## D7 71 M AndroidManifest.xml T, £ L 7=L» Component [Z
android:permission B Z1EEL. 1. TEZ L= Signature Permission &KX 9%
f5l: <activity android:permission="xxx" ... >...</activity>

3. fR#L7zL> Component [C7UEALIzLEET7 D AndroidManifest.xml 2T, B E# Signature
Permission ZFI|AEE9 %
f5l: <uses-permission android:name="xxx" />

4. EETHIIRNTOTT)D APK ZRILHFKERTELT S

E(, COFENALEITTIH, ROEHEAKIIT S E Signature Permission EEDRITENTETLES,

SREAMD =B EZE D Signature Permission TIRE&LT=7 )% ProtectedApp &L. ProtectedApp &IFE
HOERFEERTERLALIT7TT%E AttackerApp &9 %, 22T Signature Permission EIEDRITEEIE.
AttackerApp [FZBEZ N —HL TLVEWNZEN M HST ., ProtectedApp M Component [T7 U AREEIZHES I &
THhbd.

1. AttackerApp % ProtectedApp ¥ B E & L 7= Signature Permission &R L& #I T Normal
Permission ZE &9 % (BZ1Z1& Signature Permission THiE174LY)
f5l: <permission android:name=" xxx " android:protectionLevel="normal" />

&2, AttackerApp I3 B EZLT= Normal Permission % uses—permission CHRAEE 95
f5l: <uses-permission android:name="xxx" />

&3, AttackerApp # ProtectedApp &Y EICIEKICAVAM—ILT B
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/\ & 43 | ProtectedAppkYd

FIZAVA—L

ProtectedApp Q/ AttackerApp
ﬂndroidManifest.xml AndroidManifest.xml / E3oy \

““l Android 7 7)) D F a7 REH X2 TA—TAV T HAK 2013 F 4 A1 BR

<{permission <{permission /
android:name="“xxx" android:name="“xxx"
android:protectionLevel=“signature” android:protectionLevel="“normal”
/> />

<activity - {uses—permission android:name="“xxx" />
android:permission="“xxx" >

</activity> ; FPHLATEE \

~ I | \_ ~ I |
\ & [

w2 || @ T
a .—({2 e re@

ProtectedApp &I RS
FRERTES

5.2-7
EH 1 BERUEH 2 ORLICWEL ProtectedApp B E&HED Permission f& (&, APK 7745
AndroidManifest.xml| ZERYHE B (XHBE(CESOTERICHMBIENTES . FH 3 L1 ——ZRILEDHZE
ICKUKREBEIZHLIEEHHORMAH D,

ZDKIITIHBEFEED Signature Permission [CIXERMEFENAZITTIERELZRBSNTLESBRELHY .
BT EESSCEIBRENDETHD, EFRMICIEIIL—ILEII30DI5.2.2.4 B EZ Signature
Permission IEB#7TVICKYERESN TSI LERERET D (WA JICBHELTWSHETHOTESLDT. £5
LESHBDIL,

5.2.3.2. 1—H—H% AndroidManifest.xml Z®HEAT S

¥ B8 Permission @ Protection Level NERILEWEDIZHS—RIZBRIZERBELIz, TDOZEICLITEEE
=1z Java OYV—RI—FEITRILM DR EEEET 2 EMH 1=, ZZTIE. AndroidManifest.xml H3Ek
TAETNBELSEHEND, V—RAO—FRAIORIGIZDNTHRS, HEALERIT EHE S EEEHEIZRT HH.
LREHZFL O THRISAFTITADNYA—IZHLTIKIFEAENENENAETH DI EISEETHIE,

COEETT)DHREAIZETEIDTHY ., A —F—BENEBEEZF>TWET—ATHBD, REFHALESA2D
EFE S ThAHM. Permission [CEHTEE. ChETIV—ILATIT)ELTARSATWSE, Mol TOTHLY Y
D=1 T BEZERRIELTHRARATHELZEIZLT =,

Google Play M4V Ab—)LTESDTT)IE. root HERELICHIATEST7 ) THAHLEBICEVNTHLE
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NHbd, LS, AndroidManifest.xml ZZEELTAPK D7 IILEBER. ELT 57 T)HEBRHINTLVNST=H
THd. COT7TVEERTHET. HTEHEEDT TS Permission ZHIBRT 2 EMNAIREIZAHDTULNS,

EELTIE INTERNET Permission #HtYB&L V= AndroidManifest.xml M5 FIE R D APK ZE/L. 7FIC
HMARAENTZLEED 21— ILOBFELIEVNESIZT BT —RADNENKITHD, AANFHRMAECHITEESATLND
MELNBVEDTIRMILHEINEENSTET. COBDY—ILOFELZFHEL TSI —F—ELHFETS. D&
ST AL TTVICHARAENTEEIBEELEEST-0. BERAZHFLTVLIHARFICHLTEBMES
ZEZBTHTHALLERD. — T —DIFEALIFTROERELICNLDITAZTO>TLSEREDNS,

A3 —2wk Permission # uses—-permission TEELTWA7TUA, ETEIZB H® AndroidManifest.xml
[ZEEE; SN TULVA Permission #HER T 2EREFHERIZRT .

public class CheckPermissionActivity extends Activity {

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

/I AndroidManifest.xml Permission
List<String> list = getDefinedPermissionList();

1
if( checkPermissions(list) ){

I OK
Log.d("dbg", "OK.");
telsef
Log.d("dbg", "manifest file is stale.");
finish();
}
}
/**
* AndroidManifest.xml Permission
* @return
*/

private List<String> getDefinedPermissionList()}{
List<String> list = new ArrayL ist<String>();
list.add("android.permission.INTERNET");
return list;

}

/**

* Permission

* @param permissionList

* @return

*/

private boolean checkPermissions(List<String> permissionList){
try {
Packagelnfo packagelnfo = getPackageManager().getPackagelnfo(
getPackageName(), PackageManager.GET_PERMISSIONS);
String[] permissionArray = packagelnfo.requestedPermissions;
if (permissionArray != null) {
for (String permission : permissionArray) {
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if(! permissionList.remove(permission)){
1 Permission
return false;

}
}
}
if(permissionList.size() == 0){
I OK
return true;

}

} catch (NameNotFoundException €) {

}

retur n false;

5.2.3.3. APK DHETAZEET S

5.2.3.2 2—4H¥—A" AndroidManifest.xml T AT 31 TlFA—H—IZ&LSD Permission S ADKRHIZD
WTERBALTz. LDL. 7TV DHE AL Permission [ZRLT VY —REZELBZTHOTIT)ELTI—4 VLT
BMTHEE. V—RO—FEERTIHLUKHISALRATEEFINZIRITFEET S, ZITIH APK I74LAK
SASNCEERET B0 KYRNRMEFZEBNT 5,

APK DHEAZITIICIE APK D7 L E—EREL. ARERELZRICBU APK J7MLELTHBIERT SRR
Db, TDRRICHEAB I TORREDREFLFLEVDT, REAEBEDRT APK 2ERTHEITHD,
CDESIZAPKDBREAICIEERAGIEAZ)DEREES1=6. 7T JEEERFICAPK DIEAELFHY—RI—RITE
ORAATRAREDIIAEL LB T A ETHREADHELZRETHIENTES,

DUTFICHOTIa—FERT . B REFOFETETOD/N\IYA—THNEHRSAREDEN LN BZTH S,
D<ETHBLEEEH THALEZBICEVWTTIIADBEREZRFATEINETH S,

RAUP:
1. FELUNEBZETSECOMIZ, 7T)DIIAEN AR EDIIHAETHA_LEZHERTD

SignatureCheckActivity.java
package org.jssec.android.permission.signcheckactivity;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.os.Bundle;
import android.widget. T  oast;

public class SignatureCheckActivity extends Activity {
I
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private static String sMyCertHash = null;
private static String myCertHash(Context context) {
if (sMyCertHash == null) {
if (Utils.isDebugga  ble(context)) {
/I debug.keystore "androiddebugkey"
sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255";

}else {
I keystore "my company key"
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FB9E88B D7B3A7C2 42E142CA"
}
}
return sMyCertHash;
}
@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);

1 1
if (IPkgCert.test(this, this.getPackageName(), myCertHash(this))) {
Toast.makeText(this, " NG", Toast.LENGTH_LONG).show();
finish();
return;
}
Toast.makeText(this, " OK", Toast.LENGTH_LONG).show();
}
}
PkgCert.java

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {

if (pbkgname == null) return null;

try {
PackageManag@m = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
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return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();

5.2.3.4. Permission OB XERE

77)H Android OS IZIRESN TULNAEEEIRA® GPS £V o= FHRAOHEEIZT IR T B1=0HIZI Permission &
FATEELLZTFNIELSELY, Permission ZFIHABESLIFRISNSE. ZDT7TVIZIXZD Permission NEFES
N2 &IZHY ZD Permission [CKYRESN B OHBEIZT VA TESL LSS,

TRT S LOMAFIZESTIL, Permission & EESN 1= BFAISN =) 7SI Permission TRESN-T—5%
RGL. TDT—2ZRDOT7T)IZA D Permission HEREFTITRM T HTELTETLES . ChlE Permission
EHIEWT T D Permission TRESN-T—RITT UV EATESILITMZSALY, RERIC Permission ZH
FELTWDIELLEEMIZIEDD T, 2% Permission DB EZEMBEEMES, 2D K5I Android @ Permission
XA TAETL T REINZT—EADTTVHSDEET IV ERETUNMEREENTELRLOEWSMEH L
DHEEHLHS.

B&kFIER 5.2-8 IZ5RT, FROFFJIE android.permission.READ_CONTACTS 2 AEE L7 T h&E
BEEHRERAN>TESD DB IZEFEL TS, M DHIE+H7%< Content Provider 2 TERBLI-BHEMDT
TYIZIR LB EI1Z. Permission OB ZERENEL D,
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( )

Androidifi R ( uses—permissionZ
BELETTY

Content Provider

Contacts AAA Permission ¥l Fi
HEEDODEWTSY
AAA
BBB
CCC )

Content Providdic#E )% Permissiod% E H'
7EL & usespermissioE B E L TLVELT T A
ERAGUISERSET —FEMBTETLES

5.2-8 Permission Z& -7 YHEREFREIMET S

E#DHEL T, android.permission.CALL_PHONE #FIFHEE L1=7 A . [ Permission ZFAES L TLY
BUMEDT7T)NSDEEDEZEREEEZ (AT, I —F— DRI TDBESICEFEHITEHIENTESLL
[X. Permission DBZEMELH S,

Permission DFIAEEZ L CHRIBEREE -HEEEZIFEZOFEOHRTHOTTIICZRIZET HEEICIL.
RIEETITVIZHLEL Permission ZER T 54 E LT, TOREKEFMHIFLRTNIEGSE, F-1HREE-
BEEEED—HPDAHEMDT TV ICZ BRI HI5EIZIE. TOFEREE -HEEEO—SoNERSIfLE
DHEEESICIH LB RRENVETHD, LA ILRLRERERIZEILC Permission ZERL1zY ., A—H—~F|
FREFFEEZRERALIZY. T4.1.1.1 JENRE Activity Z4E5-FIFAT5114.1.1.4 BHRE Activity Z4E5-FIHT 5
BEEFALTHET T DOHIRERITHHEDRERRLH D,

ZDFSTHERZEMREIL Permission TR 2722 &TIEAELY, Android 77U Tl 7TV BERIER - #aexth o
FT)ORYET— - BEEENSAZETIIEN—RICTHON TS, IRETH Android 7T THNIE
Permission, #ybD—0THNIXOT 12 BBIBEARTHNIET I 2RAFIREVST=&KIIZ, TN ETNRAET HIE
[CHEGERCHRBRAGFEET H2EL20, SOLTHRELZBERCEEZ ZTOMEETHLII—F—D LRI
(D7 TVITIRELIZY . Ry T —I 0 REEARICERE T HRICIE. A—F—DOBERICR LR AILESIC
BEICRALTTIVICHERERTRETH D BEIZIEL T, Permission OFIEREIBRICIREEICK L THERDE
ROFEADFHIREITHRTINIEESEN I—F—~DFAHFHELTD—RTHD,

LI FTld. READ_CONTACTS Permission ZF|IFHLTERKRSE DB hhio—EBEZIWMELE7 UM, HRIZH®EDT
F)IZxtLTHEILC READ_CONTACTS Permission ZEX3 3% xR9,
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RAVb
1. Manifest TZ# TR L Permission &K 9 %

AndroidManifest.xml

<?xml version="1.0" encoding="utf -8"?>

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.permission.transferpermission"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk
android:minSdkVersion="8" />
<uses permission android:name="android.permission.READ_CONTACTS"/>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_nam e"
android:theme="@style/AppTheme" >
<activity
android:name=".TransferPermissionActivity"
android:label="@string/title_activity_transfer_permission" >
<intent -filter>
<action android:name= "android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>

</activity>
<provider
android:name=".TransferPermissionContentProvider"
<l -- 1 Manifest Permission - >

android:authorities="org.jssec.android.permission.transferpermission"
android:enabled="true"
android:exported="true"
android:readPermission="android.permission.R EAD_CONTACTS" >
</provider>
</application>

</manifest>

TTIUDEED Permission ZERGTEIDLENHDIGEIL. LEDFETIIERT HIENTELLY, Y—RO—F
LT Context#checkCallingPermission()%> PackageManager#checkPermission()Z£HL T, FFUOHLTD
771)HY Manifest T3 RTD Permission DFAEEEToTCLINEINEMHERT HLITHD,

Activity Diz&
public void onCreate(Bundle savedinstanceState) {
...(Snip)
PackageManager mgr = getPackageManager();
if ( mgr.checkPermission("android.permission.READ_CONTACTS") == PackageManager.PERMISSION_GRANTED
&& mgr.checkPermission("android.permiss ion.WRITE_CONTACTS") == PackageManager.PERMISSION_GRANTED) {
1 Permission
return;

}
finish();
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I 5.3. Account Manager [CHBE7HYUMEEMNT S

Account Manager [E7T)HRF US4 —ERNT IR T B=OITHEBLELDEITHIVMER (FTHHOUR. /N
AT—R)BLVRBE—Y0F—TtEET S Android OS DA THD 14, A—H—IEFBRHITHhHOUMEHRE
Account Manager [Z&ELTHE, 7IVDA L SAU Y —ERICTIVERLESELIEEZ(CA—F—DHAEF
T.Account Manager W7 VIR —V % BRIRE T 2HHATHD, /I\RAT—FREVNSEBHTE S T4T
HiESHRET7 ) B TEL T EA Account Manager DR A THS,

Account Manager Z{#EHAL=7HO U MEE#EEIR 5.3-1 DXILERELS, [RIAT7TVIEBIEN—I0D
REEZFTTHUIAY—ERIITIVERTEHT7T)THY . BIRDTT)DIETHS, —A. [Authenticator 7
1) 11% Account Manager MD#EEEHRIR THY . Authenticator EFEIENEA TP o +E Account Manager [Z32
#9352 &I2kY. Account Manager BN ZDF US4 —ERDTHD U MERE FURI—Y 05— TEET
EFBK5127%%, FIART T & Authenticator 7TVIERIDTT) THAIDEFHL, —D2DTTVELTEETHIL
£ TE5,

| Androidii || Web¥—si—
| I I
I B — s . Android Framework Authenticator7 1) : : oS4 —E XA :
| I M~ A p Fosqos—eza | )| FHYUk |
1B77) L. ccount oA — N >
: >e Manager \. @ Authenticator T T P BEEEHEE :
[ I I
| v I |
| e lr'l' ip| #E20 I
| B — 0 £ TH —E A DA TERAEEFIF B E iRk :
[ I I
\ / )

- e

B 5.3-1Account Manager ZEAL=7hV o NMEEERED AL

Ak, FIFAT7 )& Authenticator 77 IFFAFEEDE L RN EL>TLTHELY, LA L Android 4.0.x DifR
[ZBRY Android Framework /A5 A% Y . FIA7 71 & Authenticator 7 7Y DEZBARLTH>TLSEFRT T
JTHINANREELTLEN. BBETHVUMFIATERLD, SSTRNT YT ILO—FIEEOFESICIERET
EFTLVELY, FELLIEM5.3.3.2 Android 4.0.x TIEFIAT7 T & Authenticator 77 DELBNEEDHEHISH
RETDHIESHEI DL,

1. o7 )La—F
Authenticator 77UDH o F)LELTIS5.3.1.1 HBT7HOU S 1% FRT7TIOHUTILELTIS.3.1.2

MBTHhOUNERATSIZRAELZJSSEC ® Web HArTEALTVWSAY U TILa—F—KTIEZENhZEh
AccountManager Authenticator & U AccountManager User I3 L TLND,

14 Account Manager (A2 5A4 Y —EREDRIEAD LA BT S, RETTIXIZROTULVELY,
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5.3.1.1. HMB7HIUEHES

ZZTl& Account Manager BB 7h O bERZ 5&5129 % Authenticator 77U DY T )La—F&EBNT
%, COT TV IEHR—LEEMNSEETES Activity [(EFELEWV, £5—20H T ILF7TF)I5.3.1.2 HETHY
UhEFAT S5 Account Manager 2 TRIBEMICHFUHINDZEITEFELTIELLY,

RAUb:

1. Authenticator Z2#t9 5 Service I£IELF Service £95

A% 4 > EmE Activity (& Authenticator 771 TRE&E$ 5

A4 4 E@E Acitivity [£268 Activity &9 5

KEY_INTENT [ZIX. BY A2 E@E Activity DUS A2 EEELI=BHTRM Intent #5225
THhOUMEROERIEN =B ED O TATHERIEOST HALAL

Account Manager [Z/8RAT—R&#RELAELY

Authenticator A5/ —EXED@EIEIL HTTPS TITS

N OO vl W N

AndroidManifest.xml [ZT Authenticator @ IBinder % Account Manager [ZIRIt3 5 H—EREE %,
meta-data IZT Authenticator Z5EikL1=)Y—RX XML 771 ILE$ETE,

AccountManager Authenticator/AndroidManifest.xml

<manifest xmIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.accountmanager.authenticator"
android:versionCode="1"
android:versionName="1.0" xmins:tools="http://schemas.android.com/tools">

<uses sdk
android:minSdkVersion="8"
android:targetSdkVersion="17" />

<!--  Authenticator Permission -- >
<uses permission android:name="android.permission.GET_ACCOUNTS" />
<uses permission android:name="android.permission.AU THENTICATE_ACCOUNTS" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >

<!-- Authenticator IBinder  AccountManager - >
<l-- 1 Authenticator Service Service - >
<service

android:name=".AuthenticationService"

android:exported="false" >

<l-- intent -filter meta data - >

<intent -filter>
<action android:name="android.accounts.AccountAuthenticator" />

</intent -filter>

<meta data
android:name="android.accounts.AccountAuthenticator"
android:resource="@xml/authenticator" />

</service>
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<!-- Activity - >
<!-- 2 Activity Authenticator ->
<!-- 3 Activity Activity - >

<activity

android:name=".LoginActivity"
android:exported="true"
android:label="@string/login_activity_title"
android:theme="@android:style/Theme.Dialog"
tools:ignore="ExportedActivity" />

</application>

</manifest>

XML 774 )L T Authenticator ZE &, BT HI DT HIVMATEEEET 5.

res/xml/authenticator.xml

<account- authenticator xmins:android="http://schemas.android.com/apk/res/android"
android:accountType="org.jssec.android.accountmanager"
android:icon="@drawable/ic_launcher"
android:label="@string/label"
android:smalllcon="@drawable/ic_ launcher" />

Authenticator D4 RX2> X% Account Manager IZIRIt9 5 —E X, ZOH 2T )L TEET % Authenticator
T#H5 JssecAuthenticator VAN A AR X% onBind() T return 341 1TO B EBELZRETK,

AuthenticationService.java
package org.jssec.android.accountmanager.authenticator;

import android.app.Service;
import android.content.Intent;
import android.os.IBinder;

public class AuthenticationService extends Service {
private JssecAuthenticator mAuthenticator;

@Override
public void onCreate() {
mAuthenticator = new JssecAuthenticator(this);

}

@Override
public IBinder onBind(Intent intent) {
return mAuthenticator.getiBinder();

}
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ZDYUTILTEE T S Authenticator TH 5 JssecAuthenticator, AbstractAccountAuthenticator ZH¥&L
T abstract AYYREFTRTERET 5, ThdDAYYR(IE Account Manager hSFEIEN S, addAccount()E LT
getAuthToken()Tl&. >S4 Y —E XM LRI —VUFIEFT 518D LoginActivity Z#2E1 9 5 intent &
Account Manager [ZIRLTULV5,

JssecAuthenticator.java
package org.jssec.android.accountmanager.authenticator;

import android.accounts.AbstractAccountAuthenticator;
import android.accounts.Account;

import android.accounts.AccountAuthenticatorResponse;
import android.accounts.AccountManager;

import andro id.accounts.NetworkErrorException;

import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

public class JssecAuthenticator extends AbstractAccountAuthenticator {

public static final String JSSEC_ACCOUNT_TYPE = "org.jssec.android.accountmanager";
public static final String JSSEC_AUTHTOKEN_TYPE = "webservice";

public static final String JSSEC_AUTHTOKEN_LABEL = "JSSEC Web Service";

public static final String RE_AUTH_NAME = "reauth_name";

protected final Context mContext;

public JssecAuthenticator(Context context) {
super(context);
mContext = context;

}

@Override

public Bundle addAccount(AccountAuthenticatorResponse response, String accountType,
String authTokenType, String[] requiredFeatures, Bundle options)
throws NetworkErrorException {

AccountManager am = AccountManager.get(mContext);
Account[] accounts = am.getAccountsByType(JSSEC_ACCOUNT_TYPE);
Bundle bundle = new Bundle();
if (accounts.length > 0) {
1
bundle.putString(AccountManager.KEY_ERROR_CODE, String.valueOf());
bundle.putString(AccountManager.KEY_ERROREBISAGE,
mContext.getString(R.string.error_account_exists));

}else {
i 2 Activity Authenticator
" 4  KEY_INTENT Activity Intent

Intenti ntent = new Intent(mContext, LoginActivity.class);
bundle.putParcelable(AccountManager.KEY_INTENT, intent);

}

return bundle;
}
@Override

public Bundle getAuthToken(AccountAuthenticatorResponse response, Accou nt account,
String authTokenType, Bundle options) throws NetworkErrorException {

Bundle bundle = new Bundle();
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if (accountExist(account)) {
1 4  KEY_INTENT Activity Intent
Intent intent = new Intent(mContext, LoginActivity.class);
intent.putExtra(RE_AUTH_NAME, account.name);
bundle.putParcelable(AccountManager.KEY_INTENT, intent);

}else {
I
bundle.putString(AccountManager.KEY_ERROR_CODE, String.valueOf@));
bundle.putString(AccountManager.KEY_ERROR_MESSAGE,

mContext.getString(R.string.error_account_not_exists));

}

return bundle;
}
@Override

public String getAuthTokenLabel(String authTokenType) {
return JSSEC_AUTHTOKEN_LABEL;

}

@Override
public Bundle confirmCredentials(AccountAuthenticatorResponse response, Account account,
Burdle options) throws NetworkErrorException {
return null;

}

@Override
public Bundle editProperties(AccountAuthenticatorResponse response, String accountType) {
return null;

}

@Override
public Bundle update Credentials(AccountAuthenticatorResponse response, Account account,
String authTokenType, Bundle options) throws NetworkErrorException {
return null;

}

@Override
public Bundle hasFeatures(AccountAuthenticatorResponse  response, Account account,
String[] features) throws NetworkErrorException {
Bundle result = new Bundle();
result.putBoolean(AccountManager.KEY_BOOLEAN_RESULT, false);
return result;

}

private boolean acc ountExist(Account account) {

AccountManager am = AccountManager.get(mContext);
Account[] accounts = am.getAccountsByType(JSSEC_ACCOUNT_TYPE);
for (Account ac : accounts) {

if (ac.equals(account)) {

return true;

}

}

return false;
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FoSA Y —ERICTHIVNG  INAT—FZZELTOTAVRHETD. TORREL TR ZWET
% LoginActivity, SR 7 h OV BME LV RNV BB OIS EICRTINDG, A USAU Y —ERADER
DT IR IE WebService 72 AR TEEENDEDELTLNS,

LoginActivity.java
package org.jssec.android.accountmanager.authenticator;

import org.jssec.android.accountmanager.webservice.WebService;

import android.accounts.Account;

import android.accounts.AccountAuthenticatorActivity;
import android.accounts.AccountManager;
i mport android.content.Intent;

import android.os.Bundle;

import android.text.InputType;

import android.text. TextUtils;

import android.util.Log;

import android.view.View;

import android.view.Window;

import android.widget.EditText;

public class Logi  nActivity extends AccountAuthenticatorActivity {
private static final String TAG = AccountAuthenticatorActivity.class.getSimpleName();
private String mReAuthName = null;
private EditText mNameEdit = null;
private EditText mPassEdit=nu |l

@Override
public void onCreate(Bundle icicle) {
super.onCreate(icicle);

I

requestWindowFeature(Window.FEATURE_LEFT_ICON);

setContentView(R.layout.login_activity);

getWindow].setFeatureDrawableResource(Window.FEATURE_LEFT_ICON,
android.R.drawable.ic_dialog_alert);

// widget
mNameEdit = (EditText) findViewByld(R.id.username_edit);
mPassEdit = (EditText) findViewByld(R.id.pas  sword_edit);

i 3 Activity Activity
1 Intent#extras String RE_AUTH_NAME
i String TextEdit#setText() WebService#login() new Account()

1
mReAuthName = getintent().getStringExtra(JssecAuthenticator.RE_AUTH_NAME);
if (mReAuthName != null) {
1 LoginActivity
mNameEdit.setText(mReAuthName);
mNameEdit.setinputType(InputType. TYPE_NULL);
mNameEdit.setFocusable(false);
mNameEdit.setEnabled(false);

}

I
public void handleLogin(View view) {
String name = mNamed#it.getText().toString();
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String pass = mPassEdit.getText().toString();

if (TextUtils.isEmpty(name) || TextUtils.isEmpty(pass)) {
I
setResult(RESULT_CANCELED);
finish();

}

I
WebService web = new WebService();
String authToken = web.login(name, pass);
if (TextUtils.isEmpty(authToken)) {
I
setResult(RESULT_CANCELED);
finish();
}

I

1 5
Log.i(TAG, "WebService login succeeded");

if (mReAuthName == null) {
1 AccountMinager
I 6  Account Manager
AccountManager am = AccountManager.get(this);

am.addAccountExplicitly(account , null, null);

Intent intent = new Intent();

setAccountAuthenticatorResult(intent.getExtras());
setResult(RESULT_OK, intent);
}else {
I
Bundle bundle = new Bundle();

Account account = new Account(hname, JssecAuthenticator JSSEC_ACCOUNT_TYPE);
am.setAuthToken(account, JssecAuthenticator.JSSEC_AUTHTOKEN_TYPE, authToken);
intent.putExtra(AccountManager.KEY_ACCOUNT_NAME, name);

intent.putExtra(AccountMa nager.KEY_ACCOUNT_TYPE,
JssecAuthenticator. JSSEC_ACCOUNT_TYPE);

}

bundle.putString(AccountManager. KEY_ACCOUNT_NAME, name);

bundle.putString(AccountManager. KEY_ACCOUNT_TYPE,
JssecAuthenticator. JSSEC_ACCOUNT_TYPE);

bundle.putString(Account Manager.KEY_AUTHTOKEN, authToken);

setAccountAuthenticatorResult(bundle);

setResult(RESULT_OK);

finish();
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EMRIZIX WebService V9S5RIFFZ—RELLH>THY ., BIZERIEARYLEEXFINFRIAM— 2 ELTRT Y
DT IRE(ZHE-TLNS,

WebService.java
package org.jssec.android.accountmanager.webservice;

public class WebService {

/**
*

*

* @param username
* @param password

* @return
*/
public Str ing login(String username, String password) {
1 7  Authenticator HTTPS
1
return getAuthToken(username, password);
}
private String getAuthToken(String username, String password) {
1
1

return "c2f981bda5f34f90c0419e171f60f45c";
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5.3.1.2. MWB7HVUIERATS

WMBETHIUEDEBMEREN I OBMBETITT)DY U TILA—FEUTITRT . £5—2D B TILTT)
15.3.1.1 MBT7HIVEED IDHERICAVA—ILENTNSEE(Z MBTAV DB —22 DR
/NTED, [7ULRIVIIRN BEEIEETT)DEZRIVELGDIGEEICETRREND,

@ o201

PHAOY REBNTE PNOYIEBNTS UFOPTUN, BEVDPHDY KT PHOYEENTS
SEPIOLRATIEREVIIZAMNLT
RE R—HVEWETS BE -2V ERETE \ WET, BER—HVEWETS

o BEBPHOVPENRATD
LIS RS

COVIIRAPEHILTHLBLVT
TH?

5.3-2 4> F )L 7)) AccountManager User D EN{FEIE

AP
1. Authenticator NEERDELD THACEZHEZRLTHOTHIUNMLUEBEERT S

FIA77Y)®D AndroidManifest.xml, ZE7%: Permission ZFIBEE . &7 Permission [IZ2ULVTIEI5.3.3.1
Account Manager M FIF& Permission 12588,

AccountManager User/AndroidManifest.xml

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.accountmanager.user"
android:versionCode="1"
android:versionName="1.0" >

<uses sdk
android:minSdkVersion="8"
android:tar getSdkVersion="17" />

<uses permission android:name="android.permission.GET_ACCOUNTS" />
<uses permission android:name="android.permission.MANAGE_ACCOUNTS" />
<uses permission android:name="android.permission.USE_CREDENTIALS" />

<application

android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
<activity

android:name=".UserActivity"

android:label="@string/app_name" >

<intent -filter>

<action android:name="android.intent.action.MAIN" />
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<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activit y>
</application>

</manifest>

FMAT7T)D Activity, BIFE EDRFER2Y TS SE addAcount()FE7zIE getAuthToken()HETEIND, IEED
THh o244 TIZ5x L T= Authenticator NMEAYITHDT—ANNHAHD T, EFRD Authenticator THDHZEEHE
BLTHLTADUNMLUIBZIRH TSI EITEE,

UserActivity.java
package org.jssec.android.accountmanager.user;

import java.io.|OException;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.Uftils;

import android.accounts.Account;

import android.accounts.AccountManager;

import android.a ccounts.AccountManagerCallback;
import android.accounts.AccountManagerFuture;
import android.accounts.AuthenticatorDescription;
import android.accounts.AuthenticatorException;
import android.accounts.OperationCanceledException;
import android.app.Acti  vity;

import android.content.Context;

import android.os.Bundle;

import android.view.View;

import android.widget. TextView;

public class UserActivity extends Activity {

1 Authenticator

private static final String JSSEC_ACCOUNT_TYPE = "org.jssec.android.accountmanager";
private static final String JSSEC_TOKEN_TYPE = "webservice";

private TextView mLogView;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.user_activity);

mLogView = (TextView)findViewByld(R.id.logview);

}

public void addAccount(View view) {
logLine();
logLine(" ")
1 1 Authenticator

if (IcheckAuthenticator()) return;

AccountManager am = AccountManager.get(this);
am.addAccount(JSSEC_ACCOUNT_TYPE, JSSEC_TOKEN_TYPE, null, null, this,
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new AccountManagerCallback<iéndle>() {
@Override
public void run(AccountManagerFuture<Bundle> future) {
try {

Bundle result = future.getResult();
String type =  result.getString(AccountManager.KEY_ACCOUNT_TYPE);
String name = result.getString(AccountManager.KEY_ACCOUNT_NAME);
if (type !'= null && name != null) {

logLine(" ");
logLine(" : %s", type);
logLine(" : %s", name);

}else {

String code = result.getString(AccountM anager.KEY_ERROR_CODE);
String msg = result.getString(AccountManager.KEY_ERROR_MESSAGE);
logLine(" ");
logLine(" %s: %s", code, msg);
}

} catch (OperationCanceledException e) {

} catch (AuthenticatorException e) {

} catch (IOException €) {

}
}
h
null);
}
public void getAuthToken(View view) {
logLine();
logLine(" ")
1 1 Authenticator
if (IcheckAuthenticator()) re turn;

AccountManager am = AccountManager.get(this);
Account[] accounts = am.getAccountsByType(JSSEC_ACCOUNT_TYPE);
if (accounts.length > 0) {
Account account = accounts[0];
am.getAuthToken(account, JSSEC_TOKEN_TYPE, null, this,
new AccountManagerCallback<Bundle>() {
@Override
public void run(AccountManagerFuture<Bundle> future) {
try {
Bundle result = future.getResult();
String name = result.getString(AccountManager.KEY_ACCOUNT_NAME);
String authtoken = result.getString(AccountManager.KEY_AUTHTOKEN);
logLine(" %s ', name);
if (authtoken != null) {
logLine(" %s", authtoken);

}else {
logLine(" ");

}
} catch (OperationCanceledException e) {

logLine(" : %s",e.getClass().getName());
} catch (Authe nticatorException e) {

logLine(" : %s",e.getClass().getName());
} catch (IOException €) {

logLine(" : %s",e.getClass().getName());
}

}
1, null);
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}else {
logLine(" ");
}
}

1 1 Authenticator
private boolean checkAuthenticator() {
AccountManageam = AccountManager.get(this);
String pkgname = null;
for (AuthenticatorDescription ad : am.getAuthenticatorTypes()) {
if JSSEC_ACCOUNT_TYPE.equals(ad.type)) {
pkgname = ad.packageName;
break;

}

if (pkgname == null) {
logLine("Authenticator ")
return false;

}

logLine(" %s", JISSEC_ACCOUNT_TYPE);
logLine(" Authenticato r ");
logLine(" %s", pkgname);

if (IPkgCert.test(this, pkgname, getTrustedCertificateHash(this))) {
logLine(" Authenticator ")
return false;

}
logLine(" Authenticator ");
return true;

}

I Authenticator

I JSSEC CertHash Checker

private String getTrustedCertificateHash(Context context) {
if (Utils.isDebuggable(context)) {
// debug.keystore "androiddebugkey"

return "OEFB7236 328348A9 89718BAD DF57F544 DSCCB4AE BODB34BC 1E29DD26 F77C8255",

}else {
Il keystore "my company key"

return "D397D343 ASCBCOF 4EDDEB7C A10062DE 5690984F 1FBOE88B D7B3A7C2 42E142CA",

}

private void log(String str) {
mLogView.append(str);
}

private void logLine(String line) {
log(line +" \n");

}

privat e void logLine(String fmt, Object... args) {
logLine(String.format(fmt, args));
}

private void logLine() {
log(* \n");
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}

PkgCert.java
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.Packagelnfo;

import android.content.pm.PackageManager;

import android.c ontent.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test(Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll(" ", ");
return correctHash.equals(hash(ctx, pkgname));

}

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManagem = ctx.getPackageManager();
Packagelnfo pkginfo = pm.getPackagelnfo(pkgname, PackageManager.GET_SIGNATURES);
if (pkginfo.signatures.length != 1) return null;  //
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256(cert);
return byte2hex(sha256);
} catch (NameNotFoundException e) {
return null;
}
}

private static byte[] comp uteSha256(byte[] data) {
try {
return MessageDigest.getinstance("SHA -256").digest(data);
} catch (NoSuchAlgorithmException e) {
return null;
}
}

private static String byte2hex(byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format("%02X", b));
}

return hexadecimal.toString();
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5.3.2. JL—ILT VY

Authenticator 77 ERE T AEICIXUTDIL—ILEFEIE,

1. Authenticator Z2#t9 % Service I£IEL B Service £95 (WH7R)
2. O A2EME Activity [ Authenticator 771 TRE&E$ 5 (78)
3. OYAYVEm Activity [X22B8 Activity ELTHO T TINSOKRETHERAERBET S (7E)
4. KEY_INTENT IZ(X,. OY M4 EI@E Activity DUSR B EFEEL-BATRM Intent 52 % (Wh28)
5. THOUMERPERIN—IBED L TATHIERIEOST HALAL (WH7E)
6. Account Manager [Z/SRT—FRZRE7ELAEL (HE2R)
7. Authenticator A>T/ —EXRED@EE(X HTTPS TITS (W7H)
MA7TVERETBRIZIEIUTDIL—ILETFEIL,
1. Authenticator NERDED THAHAZLEZERLTHLT AV MLUELZERT D (WZ8)
5.3.2.1. Authenticator #{g#t9 % Service [LIEAFA Service &% (ZH)

Authenticator Z2#9 % Service £ Account Manager Mo BHESNEIEEZRHRELTHEY DT TINT S
TRTETITHLHEL, JELR Service EFTBHILICKY MMDTTUDNLDTIREHRT HIENTES, Fi=
Account Manager (& system ¥R TEIMEL TL\H D TIEAFA Service THHTHET VR TES,

5.3.2.2. B A Em Activity (X Authenticator 77 TR%3 3% (w78)

FRTHIUPEMBLUVRIAN Y BRBOGEICRREINSAY /VEEIE Authenticator 77 TRET
RETHH. FRAT7IVATHBIZOTAVEREZRELTILESHL, COREOBETI/ART—FEWNSEBH T
Y T4 RERE T TN RO TED ZEM Account Manager DRI R TH D, IEERT=, LLFIAT T4
TRYAVEEEZRAELTLESI L., FIRATTIMNNRT—FZE{KH>TLESZEIZAY., Account Manager OB H
SR LzERET & TLES,

Authenticator 77)AOS AV EEZHAETHIEIZEY . A1V EERFBRETESAD[FiIHEROD L—F—FF(Z
BESND, CNITBEEHLTTINEEOATAVEZEHAY . THIOUREEBLIEYEWNSETHYUNEEET S
FEINLENENSZETHS,

5.3.2.3. OYA2EE Activity I$2F Activity ELTHO T TUDSDKRET I REBET S (WH78)

04 4 Em Activity (ZFIA7 ) DIER TRENT 24 EE>TULNS, FIFR7F & Authenticator 77D E
ZRMNELDEEITHEOT AVEE Activity BRRSNDT=HICZIE, BT A2 EIE Activity [E2F Activity ELT
FELEFNIEESELY,

A4 Em Activity DB Activity THREWSZEIE, BEEHST T HLEEISNSAREENH D ENSTE
THD. ANT—AREI—UERLTIEHLEL, LE=A2TI3.2 AAT—E2DRENEHERT S I THRARI=KS5% %
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RENBELLGD,

5.3.2.4. KEY_INTENT [Z[&. BT A EE Activity DVZRBEIEELIZBARM Intent 525 (7R)

Authenticator AA0% AV EE Activity ZBIE1=1 EZ(Z1X. Account Manager (2389 Bundle ®=(zO4 1>

B Activity ##£E9 5 Intent % KEY_INTENT THEZAZ&IZHE-TWNS, ZCTEHZS Intent (AT AV EE

Activity 95 XA TIEET HRM Intent THRITFNIEESEW, ELT VLIV L IETE DR Intent Z35EL T

LESE. Authenticator 77UNBLHEEL-OY 4V EE Activity TIZEL D7 TUMHEL T Activity HNE

BSNBa RN ELTLEIS G, BEHIT7IVAEROOTAVEREICEE 0T 1 EERFAELTLV:
S AOOYTAVEERTLI—H—A/NRT—FZAHALTLESIRBRAH S,

5.3.2.5. ZAOUMERAOZBIIN—VUBEDEL O TATRIERIEOS H AL (WH78)

FoSAUY—ERICEHRTI7TIE. TORERBLETTHEGERBIZENTH. A U510 —ERIZSFEGEHK T
EHVSTIVITHESNEI LD B D, BHETEHRVREITZIKITEY . 2vh)—VBRBORHFERZE . BETD
JIVDEFEIRX, Permission TR, BRI TT—HEHKRARTHS, HLEREOUYL FEBHEL T, TOT T LRER
TRONBHRZATENTEERELI(ADND,

INRT =RV ED UL TATRERITRLTOT HAL TR ESHEL, BT ER IO T T UM B
HAMDCENTEL-OERFBEDODRRELGYDRGENNST, THVURELRELBEEISDENHGHEICEA
THAL TSR,

5.3.2.6. Account Manager [2/SRT—RZRE7FELAL (H32)

Account Manager [Z& 8T BT HIOUMIIEK, /ISRT—REBIN—I20 D 2 DDRIEREREFET HENTED,
oD TEH(L/data/system/accounts.db DHRICEXT(OFEYBESEINT ) ERESND, ZD accounts.db
DRNBEFHZAID=OIZIE root ¥R FET=IL system tERNLETHY . TERD Android IR TIEFRAISIEM
TEHWL, HL. WEEIZ root RS system H#ERMNEDHLNTLESHESSMEA Android OS [ZHBEEIZIE,
accounts.db O HRIZRFSNIFRIIFRMNBIRICSOINDILEITHEDS,

ZDEETHENL TS Authenticator 771 (X, Account Manager [ZFREEM—0 U (XRTFT B, 2—HF—D /X
AT—FIERFLGVERETEL TS, —EDHIBURICA S/ —E R GEMICERLTUONIE, REEM—
S DEDHENERINDIDOA— B TH DO, NRAT—RERELEVERIATHAITHAZENZLY,

REER—D 2 (F— IR RT—F XYL BEARMES. WO TLEME TEIR/HEAH L. LWhEFELNETDRE
B THD, A—. B — VU MNRBLIZELTH, RN —V U ZENIE T HENTES = FBREN—V (I
AD—FRIZHARRL2ENBNESN TS, BN EMLEN B ST 2 —F—[EE5—FE/\RT—F
EAALTHLOLREEN 70 ZRETNIEELL,

NRAT—FARBLIZ S NRAT—REEMELTLEIE, EDI—H—[FA U SA VY —EREFATELGLD
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TLFES, COLIGHE . - L 3—REFENBBEELGSOTLEIORELIARMIFEET S, P AT Account
Manager [Z/XRT—FEREFTHREETESEITRITEIREZTHD, EOLTENRT—FEREFTHERETELLE
FNIEELHEWNMGE . RRT—RZEFIELT. BEILOREHFTILTILE . GERIN—RIVO=ZTLYT
MREEMI DI LITHD,

5.3.2.7. Authenticator EA 2SS4 Y —E XEDBEEIL HTTPS TS (Wh2E)

INAT—ROFEIER—I U0V BREEREVN, CNEFFE=ZFICEDODNTLES L. E=ZFENI—HY—(I2HY
FELTEDHI LTS, Authenticator [FA L SAVH—ERECSLE-RIEREEZIETHEIZHELID T,
HTTPS DR LMD L-BESIL@EEARXTRELLITAIELESEL,

5.3.2.8. Authenticator NIEERDELDTHAEEZEZRLTHLTHIUMNUBEZERT S (Wh78)

BRIZCEI—DTHI 24 THEEZ LT Authenticator NEMBFEETIEES. £ITAVR—ILEnT=
Authenticator NE#ZH5, B9 D Authenticator BNEICAV A= ILENTF=BEIZIFXFIHSNAZNENSZET
Hbd,

HLEICAVRM—)LEN Tz Authenticator WL TIZKBBETHHIGEICIE. A—F—NAALETHD
UMEBRMNTILVITICEDLNTLEIBRNLH D, MIAT7TVETHIOUMEEETSTHIURIATIZDOLTUIE
D Authenticator MZDTHIURIATIZEV B TOEN TSI EEHRELTHS, THUUMREEERLAIT
NIEESAELN,

HBETHHIUNALTIZEY H TSN TLVS Authenticator NIEFRDEDTH S ML, ZD Authenticator 5L /N
Vr— DEEAE NV A BE . FRICHERELTOWASER OGRS/ NV EE—HTEINEINTHERTES. L
BAENY AEN—BLEWIENHBALIZIGEE . TOTAVURATICEY B TONTLSER LGN
Authenticator # &L\ —CFTUAV AR =L T B & 51— —ZR T LV o= UERST ZEMNEELLY,
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5.3.3. PRV RE

5.3.3.1. Account Manager ®#|F& Permission

AccountManager Y5 ADEAVYREF AT B=0I1Z1&. 7F)®D AndroidManifest.xml [2ZhZ@EIER
Permission DA AEE 2T 2LENH S, Permission EAXYYREDREER 5.3-1 IZFT,

% 5.3-1 Account Manager M##gE& Permission
Account Manager A2t 9 S iRE

Permission AYYR B
AUTHENTICATE_ACCOUNTS | getPassword() AV AR NOY: EE
(Authenticator LRILHBTES | getUserData() 1—H—FROEME
1= Package DA FIFATAE addAccountExplicitly() FHIURD DB ~MDIENN
peekAuthToken() Fyyladnf-b—o DG
setAuthToken() REE—D2 D E
setPassword() NRRAT—FDER
setUserData() A—HF—FRDEKE
GET_ACCOUNTS getAccounts() FTRTOTAIUED—ERE
getAccountsByType() FHIVREATHREILT AU RD
—REmE
getAccountsByTypeAndFeatures() BELIBEEEE S I-7hOUD
—REmE

addOnAccountsUpdatedListener() ARV RF—DZEER

hasFeatures() EEL-HEDHE
MANAGE_ACCOUNTS getAuthTokenByFeatures() EEL-EEEZHDThI VDR
HEN—T2 DERE
addAccount() A—HF—~DTHh IV MEMEF
removeAccount() THOU DB
clearPassword() IRRT—F DAL
updateCredentials() A—HF—~ADIRRT—FLEEEF
editProperties() Authenticator MR ELEE
confirmCredentials() A—HF—~DNRRT—FBARNE
#
USE_CREDENTIALS getAuthToken() EEN—o D
blockingGetAuthToken() FREEL—Y > D
MANAGE_ACCOUNTS invalidateAuthToken() Fryiasnt=-r—o> DHI

EJFS
USE_CREDENTIALS
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ZZT.AUTHENTICATE_ACCOUNTS Permission hAEGZAYYREZEESIIHZE(ZIE Permission IZIMZ T/ 3y
T—CDERRIZETHHIRHIRITENTIND, ERMICIE., Authenticator FIRIET B/ N —CDELIZES
BEAVIREFSITTID IV T—T DBRITESBRARCTRITINILESEN, ZDT=6. Authenticator LISHC
AUTHENTICATE_ACCOUNTS Permission BB AVYREEFEST T ZEE T HMEIZIE. Authenticator &
FCBTELZRT LTS,

Eclipse TORKEDERICIEHREL-ERARINEE THEHONLI=D. BOILEEEHE T (C Permission 12T TERE
OBMEREREAHERTLES BITTIVICL > TERBEZFEVD T TVWSHEEE L. COHBEZEELTTIVICME
SBEETTIVELNHLINDTEEET HE, F£1=. Account Manager oG 5T —RIZIEEL T4 HIE
MMNEENDH. REOFEFMALZEDYRIEFLT KIITHRWLIZIE+H2EETEIE,

5.3.3.2. Android 4.0.x TIXFIFA7 7 & Authenticator 7T DB BEMNELLEFINDFRET S

Authenticator &% Authenticator 77 EELGHMFAEBFR TE R INI-FRT T M SR —T> D EIGH

BEMNERESNT-IHFE . Account Manager [EFREEM—2 > A A EE (GrantCredentialsPermissionActivity)
FRALTCA—Y IRV DERAEZHRT 5, LHL. Android 4.0.x @ Android Framework [Z1%
TEEHHY. Account Manager [Z&>TZOEEARAMNIZEE., FINNFKEL, 7T)HRFETLTLES
(B 5.3-3), F7EEDEMIL https://code.google.com/p/android/issues/detail?2id=23421 [ZEE&EHINh
TL\3, Android 2.3.x LIET. Android 4.1.x U TIXZZOFRER ALY,

Android4.0.x Android4.1.x

2 Access request

The following one or more apps
request permission to access your
account, now and in the future.

e AuthenticatorUser
e JSSEC Account

user

Unfortunately, Android System JSSEC Web Service

has stopped.
Do you want to allow this request?

B 5.3-3Android DRV EREEEmER LGS
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ISA.HTWSTEETé

RAIX—bITAVTT)EA A=Y LD Web H—N—LEETE2EDONZL, TOREAXELTHAHAFTIE
HTTP &S HTTPS @ 2 ARICEE T 5. 2D 2 ARDSE., X aTADERTIE HTTPS IZ&DBIEMNLEELLY,
W4 Google % Facebook ZLERF M Web H—E R [F HTTPS [C&BEHMERERET HLIIEHH>TET -,

2012 £(2IF Android 77U ®D HTTPS BIEDREFEICETHRMEMN S IEREEINT-. CIXEETEEE=
RELRA D FEITENFH —/N\—FEAE TG, FAMIZRITESN =Y —/N\—FEAE (LU, TS5 R—ERAE LM
MIZKYERSNTNSTAMNE Web H—/N\— TR T A1=DICRESN =R THAHEHEIND,

COREETIH HTTP BEEUPHTTPS BIEDHEITDOWTEHRAT S, HTTPS BIED A EICIE, TFIAR—IEHET
BRI TS Web H—/N\—[CREIZEKRT DA ELET,

5.4.1. o7 )La—K

FRLTWAST7TDRBREFENEORFEEHFEZ. B 5.4-1 [TRVSUTILI—FERIRTHIE,

C L& )

Yes

T T4 IUERE
EEFEERETEIN?

%ﬁﬁ#—ﬁ—if?iiii/,

No \/

H— \m No

CANFEITLIzH—/\—
SEBREEESIM ?

A4 A4

HTTPEIET % HTTPSEIET S FHISEBAE THTTPSEIET %

B 5.4-1 HTTP/HTTPS @Y > F)La—FE8RT57A—Fv—t

T TATREREERIET SIS AL SSL/TLS TRIERBAMESILSNDH HTTPS BIEEZA LS, HTTPS &iE%E
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AWEIESIRRVE O TAIGRBIMELTIIUT D LIGEDAH S,

Web yY—EZX~A®OOS A2 ID, /IXRAT—F
FEDRREEE T A - DIER (v a3y ID. b—4> . Cookie DIEHEE)
ZDHh Web —E XD HEICIGC-EZEFR - MZFR EANEFHROILOVA—FIEHRELE)

CCTHREELGODTWBRI— b TAVTTIIE, H—N—LBIEETILTEEL. BEINDI VAT LDO—E%EE
2TWVS, 2T BIEDEDEDE HTTP £LLIE HTTPS £ 2DMNDLTIK, VAT LLEFEEEBLTGEYE
X ATERE X 2TIA—TAUTERTZE HTTP £ HTTPS OEEARDENTIR 5.4-1 23 EI2FHIL,
F=HUTILIA—RDENIDNTIER 5.4-2 #BEI12T5H2E,

& 5.4-1 HTTPEEAX, HTTPS BEAX DR

HTTP HTTPS

WRL ) URL http:/ | THhES https:/ | THhES
BENBORSL #L "y
BIERNBEOHS AR A a7
Y —N\—0DERE Fa 7

WE | WRECLLBENTORARY | B &

YRY | RBEIZKDBEENBTDESHRZ =3 15
7T DS — 1 \—~DIERT = &

& 5.4-2 HTTP/HTTPS EED YT ILa—FDEA

Ho7)La—k g .
&
HTTP ) HTTP X -
HTTPS % | HTTPS @) Cybertrust %> VeriSign
:
HTTPS O
HTTPS X
% A&

78 Android N HHR—FLIRELLEHNATLNS HTTP/HTTPS BIEA APl ZLLT D 2 2h$H 5, COERETIE.
E=HHIOHE HTTP §I#EA AT 8674 Apache HttpClient 54735 >4 FI)ILa—FZiE&HLTLVS,

JavaSDK H3E® java.net.HttpURLConnection/javax.net.ssl.HttpsURLConnection
Apache HttpComponent FH3E® Apache HttpClient 4751
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5.4.1.1. HTTP&EETS

HTTP BIETERETARMIIT A THEEICER - WEASNSIEERHRELGITNIE GRS, F-fEiREY
—N—3LREBENAELAYOY—N—ITEHTHIENH I LERNIRELLETNIELESEL, SO KI7ERTIR
[CEWTHHEENELLL, FIEHFBRHEHEICREIREDTTIIZENTOA . HTTP BEEFATES, I5L1:
AHREZ T ANLONIENT TYIZDLNTIEI5.4.1.2 HTTPS @159 %14°15.4.1.3 FSAR—FSIBAETHTTPS &
EI5125RTEHL,

LUTOHTI)La—FKIE, Web —/N— L TEBBRREZITVD. RREBEZIRELTERTT H7T)THA, | BD#E
RTH—/\—EHTTP &E% 2 Bl1T5. | BIEDBEETEHBZZEREZEKL. 2 @M EHOBEETEREZIRET 5. U R
LYRTO@IEZER(T5HT=8HIZ. AsyncTask ZFIAL THEELEADT—H—ALYREHERLTILNVS, Web H—/\
—LDBIETEZETSHERIL. BROBERXFSII. EBRD URL, BET—21=H., EnbEo O T4I101ERILG
WEAELTWNS, TD=8, ZIET—FTHAHEERD URL LERT 2. KEENREL-RERADT—4TH
BHEEEMEN D, BEDIZH . YT I aA—FTERET —IDNKRBT I THOTHHBRINDEL THEEMRLT
WL, T, FHROEHIZEY,JSON N—RBEPER T —2E R RT HRHICHKET HAREEOHAHMNITTS
BN LEEEREL TS, 7T DERICEC TEYICNEEZRETIDENHDHEITEETHIL,

RAUk:
1. BETRZEUITAITRERESOHLL
2. RETIHANKBENDREET I THAGEEEETS

ImageSearchActivity.java
package org.jssec.android.https.imagesearch;

import org.apache.http.HttpException;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.client. methods.HttpGet;

import org.apache.http.impl.client. DefaultHttpC lient;
import org.apache.http.util. EntityUtils;

import org.json.JSONObject;

import android.net.Uri;
import android.os.AsyncTask;

public abstract class HttplmageSearch extends AsyncTask<String, Void, Object> {

@Override
protected Object dolnBackground(String... params) {

/I HttpClient 2 GET finally shutdown
DefaultHttpClient client = new DefaultHttpClient();

try {
Il - e

I 1
I/

I/ 1
I/
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String search_url = Uri

.parse("http://ajax.googleapis.com/ajax/services/search/images?v=1.0")

.buildUpon()
.appendQueryParameter("q", params[0])
.build().toString();
HttpGet request = new HttpGet(sear ch_url);
HttpResponse response = client.execute(request);
checkResponse(response);

1 2

1

1 JSON

String result_json = EntityUtils.toString(response.getEntity(), "UTF

String image_url = new JSONObject(result_json).getJISONODbject("responseData")
.getJSONArray("results").getJSONObject(0).getStrin g("url");

I
I 2
I

I 1

request = new HttpGet(image_url);
response = client.execute(request);
checkResponse(response);

I 2

return EntityUtils.toByteArray(response. getEntity());
} catch(Exception €) {

return e;
} finally {

i HttpClient shutdown

client.getConnectionManager().shutdown();

}

private void checkResponse(HttpResponse r esponse) throws HttpException {
int statusCode = response.getStatusLine().getStatusCode();
if (HttpStatus.SC_OK != statusCode) {
throw new HttpException("HttpStatus: " + statusCode);

}

ImageSearchActivity.java
package org.jssec.android.https.imagesearch;

import android.app.Activity;

import android.graphics.Bitmap;

import android.graphics.BitmapFactory;
import android.os.AsyncTask;

import android.os.Bundle;

import android.view.View;

import android.widget .EditText;
import android.widget.ImageView;
import android.widget. TextView;

public class ImageSearchActivity extends Activity {
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private EditText mQueryBox;

private TextView mMsgBox;

private ImageView mimgBox;

private AsyncTask<St ring, Void, Object> mAsyncTask ;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_main);

mQueryBox = (EditText)findViewByld (R.id.querybox);
mMsgBox = (TextView)findViewByld(R.id.msgbox);
mimgBox = (ImageView)findViewByld(R.id.imageview);

}

@Override

protected void onPause() {
1 Activity
if ( mAsyncTask != null) mAsyncTask.cancel(true);
super.onPause();

}

public void onHttpSearchClick(View view) {
String query = mQueryBox.getText().toString();
mMsgBox.setText("HTTP:" + query);
mimgBox.setimageBitrap(null);

1
if (mAsyncTask != null) mAsyncTask.cancel(true);

/I'UI AsyncTask
mAsyncTask = new HttplmageSearch() {
@Overrice
protected void onPostExecute(Object result) {
/I'UI

if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox.append(‘h \n"+et oString());

}else {
I
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory.decodeByteArray(data, O, data.length);
mimgBox.setinageBitmap(bmp);

}

}

}.execute(query); //

}

public void onHttpsSearchClick(View view) {
String query = mQueryBox.getText().toString();
mMsgBox.setText("HTTPS:" + query);
mimgBox.setimageBitmap(null);

1
if (mAsyncTask != null) mAsyncTask.cancel(true);

/I Ul AsyncTask
mAsyncTask = new Httpsimag8earch() {

@Override

protected void onPostExecute(Object result) {
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/Ul
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox.append(‘h \n" + e.toString());
}else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory.decodeByteArray(data, 0, data.length);
mimgBox.setimageBitmap(bmp)

}
}

}.execute(query); //

AndroidManifest.xml

<manifest xmlIns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.https.imagesearch"
android:versionCode="1"
android:versionName="1.0">

<uses sdk android:minSdkVersion="8" />
<uses permission android :name="android.permission.INTERNET"/>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".ImageSearchActivity"
android:label="@string/ app_name"
android:theme="@android:style/Theme.Light" >
<intent -filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent -filter>
</activity>
</application>
</manifest>
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5.4.1.2. HTTPS B{E9 %

HTTPS BIETIIEZIET AT —ANEBILEINEEFTHL, R Y —/N\—DEPHNEIHDRIELTHN S,
FDT1=BIZHTTPS BERIEEED /N A ZNBIZENT, Y—N—h5ES N TS Y —/\—FFRZE(CX LT,
Android @ HTTPS SA4 7S5 RETRD K54 E m TRIENITHN D,

E=FRABICKYVBEINY—N—FIAETHD L
H—N—EREOHRENEFHTHDHL
H—/\—3EBAE D Subject ® CN &, #EGE Y —/\—DHRAMEN—HLTIVDI L

CNODRIEICERT B —/\—FIBAEREIITS— (SSLException) A& T B, H—/N\—ERAEIZ R EHLHS
.U KEHEBEENTHEBERESZ L TCWAEEIZCOIS—AERET D, IS—IRELEGEIZEK. 7TUD
RIS CEYGNEBEEZRTTIBHELHIRITTFETHIL,

CCTREZFBZAR/MORITINY—N—FEAETERAIN TS Web H—/\—[ZHiT 5 HTTPS BIED
YT Ia—FERY  EEHRARISHKTINY—N\—FIBAE TIIAL FAMITRITLIZ Y —/N—FIHET
HTTPS BIEEXEBLI-LMESIZIEI5.4.1.3 TS/ R EHETHTIPS BIET 21288 IHL,

UTOHUTILa—FKIE, Web —/N\—ETEBREZEZTVD.. RREBZEZIBRLTRTRTS7ITITHSD, | BDR
RTH—/\—& HTTPS BIEZ 2 EI175. 1 EEDEETEGZEREZEMRL. 2 BB DBETEGRERET 5. Ul
ALYRTOBEIEZERTH=6(2. AsyncTask ZF|BLTEELERADT—H—ALYREERL TS, Web H—
N—EDBIETERETHERIL. EROBEREXFI. BERO URL, BT —4T. ETEUITAIRBEREA
LTS, =, BE D=8, SSLException [ZH L TIFA—HF—~DBEHLEEDHINNIEBEIToTULENA, 771
DERITIGCTEYGNEEEETIVELHD.

RAb:

1. URIIZ https:// THR® B

2. BETHIEUITATRERESHTERL

3. RETAEEGEY—N—LRLCEEIERLTLL
4. SSLException [ZxfLT7ZFUIZ@EL=HI5 LIEEITS

HttpslmageSearch.java
package org.jssec.android.https.imagesearch;

import javax.net.ssl.SSLException;

import org.apache.http.HttpException;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apache.http.client. methods.HttpGet;
import or g.apache.http.impl.client.DefaultHttpClient;

HEBRE(CDOLNTIIROR—UFS M https: / /www.verisign.co.jp/welcome/lp/ssl/mitm/index.html
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import org.apache.http.util. EntityUtils;
import org.json.JSONObject;

import android.net.Uri;
import android.os.AsyncTask;

public abstract class HttpsimageSearch extends AsyncTask<String, Void, Object> {

@Override
protected Object dolnBackground(String... params) {

/I HttpClient 2 GET finally shutdown
DefaultHttpClient client = new DefaultHttpClient();

try {
I
I 1
I
1 1 URI https://
I 2

String search_url = Uri
.parse("https://ajax.googleapis.com/ajax/services/search/images?v=1.0")
.buildUpon()

.appendQueryParameter("q", params[0])
.build().toStri ng();

HttpGet request = new HttpGet(search_url);

HttpResponse response = client.execute(request);

checkResponse(response);

I 3

String result_jso  n = EntityUtils.toString(response.getEntity(), "UTF -8");

String image_url = new JSONObject(result_json).getJSONObject("responseData")
.getJISONArray("results").getJSONObject(0).getString("url");

/1

I 2

I

i 1 URI https://
I 2

request = new HttpGet(image_url);
response = client.execute(request);
checkResponse(response);

I 3
return EntityUtils.toByteArray(respons e.getEntity());
} catch(SSLException e) {

1 4  SSLException
I
return e;
} catch(Exception e) {
return e;
} finally {
i HtpClient shutdown

client.getConnectionManager().shutdown();

}

private void checkResponse(HttpResponse response) throws HitpException {
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int statusCode = response.getStatusLine().getStatusCode();
i f (HttpStatus.SC_OK != statusCode) {
throw new HttpException("HttpStatus: " + statusCode);

}

ST INaA—KRDMDT7AILIZDWNTIEN5.4.1.1 HTTP@EIETAIEEALTLNADTIS5.4.1.1 HTTP @{E3 5]
LSBT HIL,

All rights reserved © Japan Smartphone Security Association. HTTPS CRIET 2 339



rommmon  http://www jssec.org/dl/android_securecoding.pdf

““l Android 7)) Dt ¥ a7 Fit - £ ¥ 1T AT AT HAF 2013 F 4 A1 BR

5.4.1.3. TSAR—NIBAETHTTPS BIET 5

CCTIIE=FRIMA/MORITINFY—N\—FIBAETIEEL FARNIZRITUIz Y — /N —FEBE (T 54 N— I
E)T HTTPS BIEZT B YT ILa—FETRYT, TSAR—FRAERDIL—FEREL T SAR—NERAEDERA
EH KUY Web H—/3—® HTTPS FREICDULTIEI5.4.3.1 TSAR—FIBAEDERAEEY—N\—KRTEIZS
E(ZTBIE F=HUTINTATSLM assets FOD cacert.crt F77AIIIETSAR—ZBABDIL—EERAED 7
AILTH%,

UTOHUTILa—FIE, Web —/—EDEBRERFLTERTRTS7 T THD, Web H—/A\—LIEHTTPS £
W=BIEZ1TI. Ul ALYRTODRIEZETHT=HIZ, AsyncTask ZF AL TEELERDT—h—IALvbZEERL

LT %, Web H—/N\—LDBEETEZETLHEMIEEBRD URL LERT—F2T. COYUTILTIEEELE VY
TFATRIEREAZLTIND, =, BEDI=8. SSLException 2L TIEA—HF—~DBELHE DFISMLEEIT
STWEWLA, 7TV OERKRIZIE L TEY BN EBERET IHELH S,

RAE:

1. TSAR—FRERDIL—EBAE TH—/N\—FIAEERIT S

2. URI (% https://Tih&H B

3. BET ALV TAIREREEDHTELL

4. BETIEEREY—N\—ELRECEEIZIERLTEL

5. SSLException [ LaA—H—[Z@NT 2FDEYTGHIS0LIEET D

PrivateCertificateHttpsGet.java
package org.jssec.android.https.privatecertificate;

import java.security.KeyStore;
import javax.net.ssl.SSLException;

import org.apache.http.HttpException;

import org.apache.http.HttpResponse;

import org.apache.http.HttpStatus;

import org.apach e.http.client.methods.HttpGet;
import org.apache.http.conn.scheme.Scheme;
import org.apache.http.conn.ssl.SSLSocketFactory;
import org.apache.http.impl.client. DefaultHttpClient;
import org.apache.http.util.EntityUtils;

import android.content.Context
import android.os.AsyncTask;

public abstract class PrivateCertificateHttpsGet extends AsyncTask<String, Void, Object> {
private Context mContext;

public PrivateCertificateHttpsGet(Context context) {
mContext = context;

}

@Override
protected Object doInBackground(String... params) {
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DefaultHttpClient client = new DefaultHttpClient();

try {
I 1

/I assets KeyStore client

KeyStore ks = KeyStoreUtil.getEmptyKeyStore();

KeyStoreUtil.loadX509Certificate(ks,
mContext.getResources().getAssets().open(“cacert.crt”));

Scheme sch = new Scheméfittps”, new SSLSocketFactory(ks), 443);

client.getConnectionManager().getSchemeRegistry().register(sch);

1 2 URI https://

1 3

HttpGet request = new H ttpGet(params|[0]);
HttpResponse response = client.execute(request);
checkResponse(response);

I 4
return EntityUtils.toByteArray(response.getEntity());
} catch(SSLException e) {
I 5 SSLException
I
return e;
} catch(Exception €) {
return e;
} finally {
1 HttpClient shutdown
client.getConnectionManager().shutdown();

}

private void checkResponse(HttpResponse response) throws HttpException {
int statusCode = response.getStatusLine().getStatusCode();
if (HttpStatus.SC _OK != statusCode) {
throw new HttpException("HttpStatus: " + statusCode);

}

KeyStoreUtil.java
package org.jssec.android.https.privatecertificate;

import java.io.lOException;

import java.io.InputStream;

import java.security.KeyStore;

import java.security.KeyStoreException;

import java.security.NoSuchAlgorithmException;
import java.security.c  ert.Certificate;

import java.security.cert.CertificateException;
import java.security.cert.CertificateFactory;
import java.security.cert.X509Certificate;

import java.util. Enumeration;

public class KeyStoreUTtil {
public static KeyStore getEmptyK eyStore() throws KeyStoreException,
NoSuchAlgorithmException, CertificateException, IOException {
KeyStore ks = KeyStore.getlnstance("BKS");
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ks.load(null);
return ks;

}

public static void loadAndroidCASto  re(KeyStore ks)

throws KeyStoreException, NoSuchAlgorithmException,
CertificateException, IOException {

KeyStore aks = KeyStore.getinstance("AndroidCAStore");

aks.load(null);

Enumeration<String> aliases = aks.aliases();

while (aliases.hasMoreElements()) {
String alias = aliases.nextElement();
Certificate cert = aks.getCertificate(alias);
ks.setCertificateEntry(alias, cert);

}

publi c static void loadX509Certificate(KeyStore ks, InputStream is)

throws CertificateException, KeyStoreException {

try {
CertificateFactory factory = CertificateFactory.getinstance("X509");
X509Certificate X509 = (X509Certificate)factory.generateCertificate(is);
String alias = x509.getSubjectDN().getName();
ks.setCertificateEntry(alias, x509);

} finally {
try {\is.close(); } catch (IOException e) { }

}

PrivateCertificateHttpsActivity.java
package org.jssec.android.https.privatecertificate;

import android.app.Activity;

import android.graphics.Bitmap;

import android.graphics.BitmapFactory;
import android.os.AsyncTask;

import android.os.Bundle;

import android.view.View;

import android .widget.EditText;
import android.widget.ImageView;
import android.widget. TextView;

public class PrivateCertificateHttpsActivity extends Activity {

private EditText mUrIBox;

private TextView mMsgBox;

private ImageView mimgBox;

pri vate AsyncTask<String, Void, Object> mAsyncTask ;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity _main);

mUrIBox = (EditText)f indViewByld(R.id.urlbox);
mMsgBox = (TextView)findViewByld(R.id.msgbox);
mimgBox = (ImageView)findViewByld(R.id.imageview);
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}

@Override

protected void onPause() {
1 Activity
if (mAsyncTask != null) mAsyncTask.cancel(true);
super.onPause();

}

public void onClick(View view) {
String url = mUrIBox.getText().toString();
mMsgBox.setText(url);
mimgBox.setimageBitmap(null);

I
if (mAsyncTask != null) mAsyncTask.cancel(true);

/I'UI AsyncTask
mAsyncTask = new PrivateCertificateHttpsGet(this) {
@@erride
protected void onPostExecute(Object result) {
/I'UI
if (result instanceof Exception) {
Exception e = (Exception)result;
mMsgBox.append(‘h \n" + e.toString());
}else {
byte[] data = (byte[])result;
Bitmap bmp = BitmapFactory.decodeByteArray(data, O, data.length);
mimgBox.setimageBitmap(bmp);
}

}
}.execute(url); // URL
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5.4.2. L—ILTvY

HTTP @{E. HTTPS BIET AGBICIXLUTDIL—ILEFHT &,

UL T4ITIIERIE HTTPS BIETERIET S

HTTP BIETEARZET DR EMEHIRTS

SSLException IZ®RL1—H—IT@EM T HFDELGHFINNEET D
TrustManager ZZE L%, B ® TrustManager Z{Eo%ELY
HostnameVerifier ZZE LY, BB M HostnameVerifier Z4E5730)

~ N N
= = = =
4 4 4 4
G4 G4 G4 4
P A s N
/ / / /
~— N~ N

vl h W N —

~
=
4
G4
o=
/
~

5.4.2.1. wULTATIRERITHTTPS BIETERETS (Wh78)

5.4.2.2. HTTPB{ETILZA

HTTP Z{#E o BIETIE, ERETHFHRDER - RS A, F(E ERET—N\—DLBYTELNEILHATREMD
b, BV TATEIFHRIE HTTPS BIETERIET S L,

T—RDREMEHEDRT S (Wh7H)

julll

HTTP BIEICHEITHRET —FEREENFIHAIREETH S0 A—FIBHUEE BT —2EZET HFTHE
ML HD, HoWHE. BADT—4E2RETHEEBELT,. RIET—HZLREY 50 —FITRBHEAENKIIC
REMTTCA—TAUTTEIRENHD.[3.2 ANT—ADRLMEHRT 5158 T 5L,

5.4.2.3. SSLException [ZRLA—H—ITEMT HFDEEHISNNEET B (Wh7H)

HTTPS #B{E TIEHY—/\—SEERZE MR SSLEXception W FEAET B EMNH S, SSLException (FH—/\—3E
HAEDTENRE LG TRETS L, iAZEDTRIIR BB ICLITHEBREICL>THELTLSATREENH D
M T. SSLException 12X L TIXBEULHINNEEZRETELIENADETHD. HINLEDOHEL T,
SSLException |2k 2 BEXMEI—Y—ITEMTHIL. HAHAWNEOVIZRBTIIENEZOND, TD—AHT.
TI)ICE-TFA—F— IR T HHANEERMEIDBELEINGNIEEHYSD, CO LI RETRENE(ETTT
JDEFROFIEICLS>TELGDD T, TNoETRITRE LI L TRELG T NIEGESAY,

AT, SSLException AFELELIBZRICIFHREERBEZ(TTVSAIREMELAHLHD T, HTTP LEDIEHESLE
BIE o TEU I TAIRERDEREEBERA DL IGERELTEILLAL,

5.4.2.4. TrustManager #ZE LAY, B ® TrustManager #/ES7LY (7A)

BEELAAELEDTFAR—MEAETHTTPS BIET 57=0IZ(E, Y—/\—FIBAEIRFLIZfES KeyStore %
B BEITTEL, LALEASI5.4.3.3 FEASRAIZEMN LT HEKRAI—FITHRALTLSLIIZ, 105 —F
Yk ETARIN TS YT IILa—FICIE, B4 TrustManager #RE 3 56BN TLEEDHZL<{H D, =
NoEDYUTINESEICLTERESNETI)IE, BBHEEEY O AEEELH D,
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TIAR—FEEBAE T HTTPS BIEZLI-LMEEICIEI5.4.1.3 TSAR—MEAET HTTPS BIETA10R LMY
VINa—FESBTHIEL,

AEGS(TMEBE D TrustManager 2R EICEE T HELFRETH AN, BSLEOESRIEICH2LHBELS
=R ETHEINEIREEYVRATERMESH D=0, COIL—ILIEH A THEELT-,

5.4.2.5. HostnameVerifier #ZE R LAY, B ® HostnameVerifier Z4E57450LY (WH7A)

BoERIMAELGEDTIAR—EAETHTTIPS BIET 41-®IZIF. Y—/\—FEBAEREEIZES KeyStore %
B TED. LMhLGASI5.4.3.3 SERAERIIZEBMLT HEKRGI—RITHALTLE LI, 102—F
vk E TSN TS YT ILa—RIZIL., &% HostnameVerifier #F| BT 2B EBNLTLSED N ZL<H 5,
INLDHUTINESEIZLTRELLZTIIIE. HEHEEEYSOTREEAH D,

TIAR—PEEBAET HTTPS BIEZLI-LMEEICIEN5.4.1.3 TSAR—MEAET HTTPS EIETH10R LMY
VINaA—FESEBTHIE,

AEGS(EHE D HostnameVerifier 2R EITRE T HELFARETHAHD, S NEOESEEICHHETH#HE
OB E THINIEIREEYRALBIREAH D0, COIL—ILIEFHATHEEL,
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5.4.3. 7R\ Rk

5.4.3.1. FSAR—MEAEDERGEEY —/\—RE

ZZTl& Ubuntu % CentOS A E D Linux IRIBIZH T ETSAR—FEBAZEDER A EET—/N\—REIZDONTER
B9 %, TTAR—EEBAE(ERAMICRITIN Y —/N\—FIBHED 2L THS. Cybertrust > VeriSign HEDE=
BRI RO ORITINIZY—N—FERELRFLTTSAN—MEAELTEIEN S,

TSAR— BB DER

FTTSAR—NIAZEERITT 2D TSARN—REBEVERT 5, Cybertrust %2 VeriSign HEDFE=HER
MRERBILTTSAR—I R/ EFEIENS, 1 DOTSAR—FRIBRTERDTSAR—MIAZEEHRITTES,
TSAR—IRBIEEER LIz PC (X, BONEETEIAMLAT VLA TELRLLSICHEICEEIN LTI
TEB7ELY,

TSAR—FRIBEERTBIZIE, FTERDITILAY) T newca.sh BXUEEREI74 )L openssl.cnf ZERLE

795, VIR T D CASTART KLU CAEND (LREEBE D AR . CASUB) IXFRIIBDEFFTHHD T,
T ARIARBICEDLETEERETAIE, VIRV TRERITOBICIIZRIEER TV ERAD=HD/IRAT—K &5
3EAMNDDT. RL/ART—FEANT B,

newca.sh - JS5ANR— R REEBZIER T DS TILAOUT ~
#!/bin/bash

umask 0077

CONFIG=openssl.cnf

CATE=./CA

CAKEY=cakey.pem

CAREQ=careq.pem

CACERT=cacert.pem

CAX509=cacert.crt

CASTART=130101000000Z # 2013/01/01 00:00:00 GMT
CAEND=230101000000Z # 2023/01/01 00:00:00 GMT
CASUBJ="/CN=JSSEC Private CA/O=JSSEC/ST=Tokyo/C=JP"

mkdir -p ${CATOP}

mkdir -p ${CATOP}/certs
mkdir -p ${CATOP}/crl

mkdir -p ${CATOP}/newcerts
mkdir -p ${CATOP}/private
touch ${CATOPY}/index.txt

openssl req -new-newkey rsa:2048 -sha256 - subj "${CASUBJ}" \
- keyout ${CATOP}/private/${CAKEY} - out ${CATOP}/${CAREQ}
openssl ca -selfsign -md sha256-create_serial -batch \
- keyfile ${CATOP}/private/${CAKEY} \
- startdate ${CASTART} - enddate ${CAEND} extensions v3_ca \
-in ${CATOP}/${CAREQ} out ${CATOP}${CACERT}
- config ${CONFIG}
openssl x509 -in $ {CATOP}/${CACERTputform DER - out ${CATOP}/${CAX509}
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openssl.cnf - 2 DD )L ROV T MHHHEBICSIB T D openssl O RODEEIT 7 1)L
[ca]
default_ca = CA_default # The default ca section

[ CA_default]

dir =.ICA # Where everything is kept
certs = $dir/certs # Where the issued certs are kept
crl_dir = $dir/crl # Where the issued crl are kept
database = $dir/index.txt # database index file.
#unique_subject = no # Set to 'no' to allow creation of
# several ctificates with same subject.
new_certs_dir = $dir/newcerts # default place for new certs.
certificate = $dir/cacert.pem # The CA certificate
serial = $dir/serial # The current serial number
crlnumber = $dir/crinumber # the current crl number
# must be commented out to leave a V1 CRL
crl = $dir/crl.pem # The cur rent CRL
private_key = $dir/private/cakey.pem# The private key
RANDFILE = $dir/private/.rand  # private random number file
x509_extensions = usr_cert # The extentions to add to the cert
name_opt = ca_default #Su bject Name options
cert_opt = ca_default # Certificate field options
policy = policy_match

[ policy_match ]

countryName = match

stateOrProvinceName = match

organizationName = supplied

organizationalUnitNam e = optional

commonName = supplied

emailAddress = optional

[usr_cert]

basicConstraints=CA:FALSE

nsComment ="OpenSSL Generated Certificate”

subjectKeyldentifier=hash
authorityKeyldentifier=keyid,issuer

[ v3_ca]

subjectKeyldentifier=hash
authorityKeyldentifier=keyid:always,issuer
basicConstraints = CA:true

LRI RY)TNERTTEEAEETALINMETIZ CA EWSTALIRIDERESND, 2D CA T4LIRY
NITSAR—L BB THD, CA/cacert.crt T7M LT SAR—RBIARBDIIL—MEAZETHY. [5.4.1.3 T34
AN—PEEBAE THTTPS @159 %10 assets (TR =Y. [5.4.3.2 Android OS DFEAEZER N7 IZT S/ R—b
BB D IL—REEBAEZEHE AV A —)L T B (Android 4.0 L) 1T Android i RICA Y Ak—ILEnt=UT B,

TS5AR—MEAB DR

TSAR—RERAZZERTAIZIE,. FTEEDOUTILAY) T newsv.sh ZERLETT S, VTILAY) TR D
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SVSTART &Y SVEND (FTS5AR—FEEEAZED A 3 HAM. SVSUB) (& Web H4—/N\—DEMTHAID T, A&
Web H—N\—IZ&HHETEETBHIE, 452 SVSUB) D /CN THEET B Web H—/N\—DHRARG L R4 TIZAMN
WERIITRE[FTDHT L DT RVYTrERTTHERIMRT IV ERAD O D /IRAT—FHAEINDEID T, TF74R
—FRIREER T HLEEITIBELIZ/IRRD—REANTHIL, ZDE. BT 2 BD y/n ZEHNEDTYZAS
T5HIL,

newsv.sh - 7S5AR— NIAEEFRITIDSTILXIUT K
#!/bin/bash

umask 0077

CONFIG=openssl.cnf

CATOP=./CA

CAKEY=cakey.pem

CACERT=cacert.pem

SVKEY=svkey.pem

SVREQ=svreq.pem

SVCERT=svcert.pem

SVX509=svcert.crt

SVSTART=130101000000Z # 2013/01/01 00:00:00 GMT
SVEND=230101000000Z # 2023/01/01 00:00:00 GMT
SVSUBJ="/CN=selfsigned.jssec.org/O=JSSEC Secure Coding Group/ST=Tokyo/C=JP"

openssl genrsa -out ${SVKEY} 2048
openssl req -new -key ${SVKEY}-subj "${SVSUBJ}" -out ${SVREQ}
openssl ca -md sha256\
- keyfile ${CATOP}/private/${CAKEY} -cert ${CATOP}/${CACERT)
- startdate ${SVSTART} - enddate ${SVEND}\
-in ${SVREQ} - out ${S VCERT} config ${CONFIG}
openssl x509 -in ${SVCERT}- outform DER - out ${SVX509}

FEVTIWRO)TEETTEE MEETALIMETIZ Web —N\—BDTS5AR—,x—T74 )L svkey.pem
BEUVTSAAR—NIEZT74 )L svcert.pem BNEFMEIN S,

Web #—/\—H% Apache THAIGEIZIE. BE I 7 IILHIZETIERLT= prikey.pem & cert.pem ZRND K5I
BETDHELL,

SSLCertifi cateFile “Ipath/to/svcert.pem
SSLCertificateKeyFile  “/path/to/svkey.pem ”
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5.4.3.2. Android OS QiERAZER NP IZTSAR—RERAR/DIL—FEBAEF A/ A—I/LF % (Android 4.0 LL%)

5.4.1.3 TSAR—NEBHET HTTPS EIE9 510 YT ILa—FIE 1 DOT7ITVICTSAR—IRIARDIL—k
MARAEEH-EDHIET. TIAR—MERAETERT S Web H—/\—IZ HTTPS i 9 5AZEMBNL -, 2T
(¥ Android OS IZTSAR—FRAERBDIL—EAEE AV RAM—ILTHIET. TRTDT TN T4 R—NiEHA
ETERYT D Web Y —/\—ICTHTTPS I 2 HTEEHN T . AV AR—ILLTLLDIL, EHETELZERDFE
TTLIREBAZEICR A CEISER T A, COFIRZFIATES DL, Android 4.0 LIEDIRRIZRESND,

FITTSAR—I R BDIL—FEBBET 74 )L cacert.crt # Android iR DREBAL—DIZaE—T B, BHEY
DTN A—KFTERALTWAIL—MEBAZED74)LIE https:/ /selfsigned.jssec.org/cacert.crt MoEHLEEBTES,

RIZ Android DEBREA=1—DtEF 1) TA42HE. TROLSLFIEZEDH S ET Android OS IZJL—HEEBRE
EFAVAM—ILTBHIEMTES,

W Ne—TomR

H eFausq

INRD— I

NRD—RERTIS

B0y IBBRNS—2EANLTLE
=L

TINA REE

HARERE
BREREERTERIENMETS

RETAHDF TV
Y= RN—F(WPTUDA VR K=
EHTTS

AIAEDBRIZIEET D

EHBE:

Ny T—JDRE
CASEEAE 14+
FRABRRA ML —Y
ERTE B RIALIBR

S TS ZCANMEBRBERRT D

Frtb

REBBRKL—IDEA VR N—=)V
ZRU—IDSHBEBEA VR M—IVT S

T—HDMBILERET S ICEO Y IBBFENS—>
EANTIRLBHEBYET

) {r ]

B 5.4-2 F5AR—FEBERDIL—FEHEDAVX—ILFIRE
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REETARRHD P TV
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St /S, L 1.
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MABETANTHIRT S

)
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W EETEZRERS
JRT A

JSSEC
JSSEC Private CA

Wl & 4:47

TFaUF BB

FfT5E:
JEVR— A
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A
JSSEC

HAgEAL

ZUPINES:
00:9C:0B:D4:BB:7A:F5:6C:5E
FiTE:

JEXR—LI

JSSEC Private CA

it
JSSEC

HAREERAL:

5.4-3 JL—FEBAENA U AR—ILEN TS EDTER

Android OS [ZTSAR—FERABDIL—RIAZEA VA —ILT BE. FOREERMORITINE=TSAR—KE
BHEZTARTOT7ITIVTELKIIAERIEETED &LS5I12H S, TRIE Chrome 75 H T

https://selfsigned.jssec.org/droid_knight.png &R R<L1-15E5DHITH 5.

ul ® 6:27

B Hps jssec.org/c C' :

COYA hDEF1UT ¢ EHE
BEBMTEFEA

selfsigned jssec.org L7 2E2LE5E L
FLEH, Y—N—DSRRSNIZEBED
ROTB. BEVDNYIVDANL—T ¢
DT DRAFAICE>TEBASNTLVELE
ILTT. Y—N—heBOtFa7 2
IEAIBZEER L. TN Google Chrome T
FREWRE LTERTEELEDTHD
b BEOHIA-Y-HBEEFRLED
ELTVWSOIHERLBUET.
EILEFZVTLIES L COYA MO
TSENH T DES A vE—IhFnReh
HE CEBNMETY.

t—/ \—SER BT
TSR

JL—REEBHE S
AVAM—ILT B

—————>

l ® 6:30

ttps. jssec.org/c C' E

NARE-o= It EN-

https://selfsigned.jssec.org/droid_knight.png

B 5.4-4 L—MEBREDQAUR—ILRITTSARA— MEAEEZELRIETES L5145
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COFEEERET5.4.1.2 HTTPS BIET 51D TNA—R T TS/ R—NEHBTEAT S Web H—/3—(2
HTTPS i TE 53145,
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5.4.3.3. EEASRGIEEMNET HERIKRGO—F

A B—F Yk EICEY—/N—RAERIITS—%#EELCHTTPS &IEZ T YT ILa— RS HIBHIN TS,
NSNSV T INA—RIFTSAR—MIAEZEZFEOTHTTPS BIEEZRIBT DA EELTHEASATNSEH, F5L
=9 T ILa—REIE—&R—XMLTHALTWS 7 TUNRSHELELTVS, BEHALISLEY YT ILa—K
(FHEERBICHETHZEIDTHEHIENZL COERENDTETI2012 F(ZIE Android 7T D HTTPS BIENE
BHERIIBTERMENEI5HEEIN Tz, 1L RFzKS5(2, S5LIzA U 2—Ryb EDMfEFHEREY T IILa—REF AL
TLFELERDONDZLDETEA Android 7T A ERESN TULVD,

CCTIXTSLHEE8% HTTPS BIED YL TILIA—FOMRFERBNT S, S5L=H o T ILa—FERMNH-HEIC
(£75.4.1.3 TSAR—FEAETHTTPS BIET 51D YT ILA—RITEZFMR 0 EL T FZE LY,

fEb% : ZZ> (XD TrustManager 345 —X
TrustManager tm = new X509TrustManager() {

@Override
public void checkClientTrusted(X509Certificate[] chain,
String authType) throws CertificateException {
I N

}

@Override
public void checkServerTrusted(X509Certificate[] chain,
String authType) throws  CertificateException {

1 -

}

@Override

public X509Certificate[] getAcceptedissuers() {
return null;

}

f&b& : Z25 (XD HostnameVerifier {24 —X

HognameVerifier hv = new HostnameVerifier() {

@Override
public boolean verify(String hostname, SSLSession session) {
1 true -

return true;

f&b% : ALLOW_ALL_HOSTNAME_VERIFIER ZfE> TL\DT—X
SSLSocketFactory sf;

sf.setHostnameVerifier(SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER);
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6. BLU\RERE

Android [Z[& OS ME#k+> OS MR T DMEED LR L. 7T DEETEX A TAZERT IO EHLRIRE
AEFET D, CNoDHEREEFEBEER E=ZFITERSAY, - —NTEETIRALELYTSILT. B
HRRZBRO LX) T LORMEICREAOTLEIRRMERITIBA TS, COETITZD L SLHAEICHL T,
FRFEENEYSDVRVAIRKGELZRTLGH S IEMENDELFEEZLEFLLTRY LTS,

li“l ;;P:RNTPHON[ Android 77°'J0)'&1\117553‘["‘&*173—71‘43/7‘75‘4 F\ 2013 ﬂE 4 H 1 E Hﬁ

| 6.1. Clipboard ADIERIRET AaIEMN

OE— &AR—ZAMFIA—HF—HEEMN DA KELME>TNDEETH A, HIZ T, COMEEZEST, A—)LA° Web
R—=U TR B O TN -0EHERZATRICELTEULVY, BRELIZ/NART—FEENLEVEIITAER
[CRELTHE RELGRICOE—&R—IAMTHESI LW A—F—FDLEISTHEET S, Chbld—RARGEN
THTHHIN, REA—F—DESIFEBAFEFNHEVSBIRAEA TS,

ZhIZX Android QOE—&AR—XLDEHHAAHBERLTND, A—HF—P 7T IZk>TaE—Sn=1ERIL. —
B Clipboard EMEIEN B/ T 72 SN D, A—F —OTF7 T2k >TR—R SNz EZFIZ, 2D Clipboard @
NENE T I IZBEHINDIDITTHSD, 20 Clipboard IZIERIFERICEEVOF BRI $H S, Android IHED
4 TlE. Clipboard ®EIKILiHEKIZ 1 DTHY. ClipboardManager #FIHT 32 ET, EQT7TUMNLTHER
Clipboard D EHEBTEDLIIHES>TLENSTH D, CDILIE, A—HF—MaE—-hyrLI-ERIEETE
EHBT7TVIZHLTREIRITICEDIEEEKRLTLNS,

2T, 7TURERE L. D Android DiEH#EEBLGNSERFROAIRERER/IRICHZ 5 KEHELECT
FAY=Y A A

6.1.1. Yo7 )La—F

Clipboard Ao 1E#HRHRT SAIREMEIIZ SR ERICIE, RELDITTRD 2 DBEZALNSD,

1. #t7TIUHNsBETT)ANIE—THEDX R
2. B7T)hoti7TIANIE—T HEORE

BN 1IZTDOWTERBAT %, CCTIE A—F—DAEIRAS Web TS50 A—5—F7 TG EMT T MSXF T
ZaE—L. ThzEB77Y0 EditText [CREYR TS FIFEREL TS, ERIETEE>TLESE SOV FY
ATIAE—AYMI& STV TAIRERMNRELCLESCLZHCR ARG RIEFELGV . E=FT T
DIE—HEREZHITEHT 5 XSG HEEA Android [Z(37ELVINGTE,

T, LIZDWT RV TAT 0 EREIE—- Vb BEKRMEE I —F —(ZHBAL., TABKRERLL TLE
RIEBZRITAIIT o TUOKLRERIFALN,

RIZ, 2.E&HHAT S, CCTIE B7 TIARRLTVSERN L —F —(C&oTIAIE—SN B FUAEEET . =

All rights reserved © Japan Smartphone Security Association. Clipboard M SERRET HERTE 353




l|||| ;J:-!P:RNTPHON[ Android 77')0)"2#17%&%{"t*l?j_?’f:/ﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ

rommmon  http://www jssec.org/dl/android_securecoding.pdf

DIBE . RBIZ T BEELZREIL, View(TextView, EditText HE)MNSDAE—-HyhEEIIZTEHIETHD,
BNERLEC D TAITHBERAAABHANEHE AESNS View [CaE—-HyrEENLZTNIE, B7TUMSD
Clipboard #/r LIz DIRRELZL M BT,

AE—-AVPEBUETEFEIIVKONBZONSD, CCTIH EENEETHOHMREDHEHHEELELT. View O
REBLEDLOAEREXFIIBIRFEOAZ2—hoaE—AVrDIEB ZHIBRT 5 5E%EHKI. & 6.1-1 DOILE
WARETHAHE. X [FRBFARETHAH_EETRLTNS, K 6.1-1 [TTRLIEY. APl Level A% 11 RiEDHS
FXFIBRED A= 21—moaE—-HYrDIEBZHIBR T 5 EFTEGRLDTEET 5,

£ 6.1-1 €2 74770 188MEA B HT S View OaEl—-hyrEiL Fi%k

; - SFHNEIREE A =7 —
API Level | ViewOE#H UERNL B copy/CUtBE I

112Kii

O X
11 @ @

WMERERFK.E 6.1-1 DHEIO—(CE>THETHIENTES, K 6.1-1 [2ZHELT. ABEALF (Input Type)
M Password BHEICEIEESN TS &K, AHZA4 T (Input Type) N7 TYDETEICEIZTEZOLT AN THS
CEERT . COBAIE. TIAISTAE— DY B IESN TWSD T IS ETIREILEL,

InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD
InputType. TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_WEB_PASSWORD
InputType. TYPE_CLASS_NUMBER | InputType.TYPE_NUMBER_VARIATION_PASSWORD
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Yes

oL TATUERE
AHHT S

iewD A H32A
(Input type)hHY

Password/E (<
EESNTLNE

A4 A4

WERFE AE—-AvrEELETS

6.1-1 }RERFDHEZO—
UTT. R 6.1-1 [2ERLEEIFEDFEMERBAL., YT ILa—FEFRT,
6.1.1.1. XFIERBOAZ1—HDaE—-HyrFHIBRT S
Android 3.0(API Level 11)LLETI&. TextView.setCustomSelectionActionModeCallback() AV vKIZ&>T.
XFHEIRBEDAZ2—FHNRITIARTEDESIH 2z, CNERAWVT, XFILERBOAZ2—hbaEl—hy
rDT7ATLEHIBRT NI, 21— —HXFI|EZaE—-hybhd B LIETELRLALDS,
LI, EditText O XFIEIRBEDOAZ1—HoaE—- Dy bDBEEZHIRT 29> FIILa—KERT,
RAb:

1. XFHBIREEDA=2—H 5 android.R.id.copy #HIF&T 5.
2. XFHBIREFDA=21—H5 android.R.id.cut ZHIERT %,

UncopyableActivity.java
package org.jssec.android.clipboard.leakage;

import android.app.Activity;

import android.os.Bundle;

import android.support.v4.app.NavUtils;
import android.view.ActionMode;
import android.view.Menu;

import android.view.Menultem;

import android.widg et.EditText;

public class UncopyableActivity extends Activity {
private EditText copyableEdit;
private EditText uncopyableEdit;
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@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState) ;
setContentView(R.layout.uncopyable);

copyableEdit = (EditText) findViewByld(R.id.copyable_edit);
uncopyableEdit = (EditText) findViewByld(R.id.uncopyable_edit);

/I API Level 11 setCustomSelectionActionModeCallback

I

uncopyableEdit.setCustomSelectionActionModeCallback(actionModeCallback);

}

private ActionMode.Callback actionModeCallback = new ActionMode.Callback() {
public boolean onPrepa reActionMode(ActionMode mode, Menu menu) {

return false;

}

public void onDestroyActionMode(ActionMode mode) {

}

public boolean onCreateActionMode(ActionMode mode, Menu menu) {

1 1 android.R.id.copy

Menultem itemCopy = menu.findltem(android.R.id.copy);
if (itemCopy != null) {
menu.removeltem(android.R.id.copy);

}

I 2 android.R.id. cut

Menultem itemCut = menu.findltem(android.R.id.cut);
if (itemCut != null) {
menu.removeltem(android.R.id.cut);

}

return true;

}

public boolean onActionltemClic  ked(ActionMode mode, Menultem item) {

return false;

}
J5

@Override

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater().inflate(R.menu.uncopyable, menu);
return true;

@Qarride
public boolean onOptionsltemSelected(Menultem item) {
switch (item.getltemld()) {
case android.R.id.home:
NavUtils.navigateUpFromSameTask(this);
return true;

}
return sup er.onOptionsitemSelected(item);
}
}
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6.1.1.2. View ®&#L(Long Click)Z &I %

Android 3.0(API Level 11)xK;&Tl&. TextView.setCustomSelectionActionModeCallback() AV vy KIZFI T
ERWV, COGHE. AE— hubE B It 55 LB ELAEIL. View ORIL(Long Click)Z&%hZ35ZETH S,

View QD EBLEMNLIZLATIORD xml Z7AILTIEET A ENTES,

RAUb:

1. aE—-hyb%EE1E9 5 View (& android:longClickable % false 1293,

unlongclickable.xml

<LinearLayout xmlIns:android="http://schemas.android.com/apk/res/android"
xmins:tools="http://schemas.android.com/tools"
android:layout_width="match_parent"
android:layout_height="match_parent"
android:orientation="vertical">

<TextView
android:layout_width="match_parent"
android:layout_height="wrap_content"
android:text="@string/unlongclickable_description" />

<!-- EditText -- >

<EditText
android:layout_width="match_parent"
android:layout_height="wrap_content"
android:longClickable="false"
android:hint="@string/unlongclickable_hint" />
</LinearLayout>

<!-- 1 View android:longClickable false - >
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6.1.2. L—ILTvY

B7 Uo7 TIADEL T4 T EERDIAE—DNRET HAREELHDHIEE L. UTDIL—ILETFHIE,

1. View [CRRENTWSXFIOIAE—-HYNEENIZT S (2R)
6.1.2.1. View [ZRREN TS XFIHOIE—-DYMEEHITT S (2R)

TIIRETATREHRERTT S View ZHFHoTLSIHEE. T EditText D&3(ZIE—- Dy AT HELR
View 7%5(E, Clipboard £ L TEDIEHARELTLESAREMEAH D, ZD1=8 . LTI GHERERTT
% View [FaE—-DyrEEIL TEIN G NITESAELN,

AE—- AV hEEDIZTEHEICE. XFEFLERBEDAZ1—HSaE— - Dy DEBZHIRT B H%E. View D
ERLZEDILT A ENH S, 81 F (. Android 3.0(API Level 11) LL & T .
setCustomSelectionActionModeCallback() AV YR EZE R T S5 LITK>TEBETES, £&F L Android
3.0(API Level 1) RHATHO>THULETH>TELEIRARETH D,

16.1.3.1 JL—ILERADOEDETEILSEO L,
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6.1.3. 7R

6.1.3.1. JL—ILBERDEREDIE

TextView [ET 7L TIEXFIBIRFATHS-0 . BEEIHRRIETHLH. 7T DEHKIZE->TIFIE—
Z#A[REIZ T B35 5 H8H D, Android3.0(API Level 11)LUBETIX, TextView.setTextlsSelectable() AV ykZEFEST
ET. XFHDBRABFELIAE—AI B EHMIERE TEDLIIT o1z, TextView ZOAE—TAEEET HIHEE L. TD
TextView 2V TATGERNRTINDAREEL GO KAREL, TOAREELH LD THNIEL, E—T]
[TF RETALY,

F12.76.1.1 T La—FIOHEIO—ICELEEHEINTWDKSIC. SRT—FOAANEBELIZAHZ2A4T
(InputType.TYPE_CLASS_TEXT | InputType.TYPE_TEXT_VARIATION_PASSWORD 7#:&)® EditText [ZDLY
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BEIE. NNRT—FEXRTOBRICAAZIATHEEL. AIE—-HYEDBBERIZH>TLESID T, BHRO R KA
ETHb,

BE.V—IVEBRTIRICE. —FEVTOELERTILENHSESS, HIAE. 21— - EHIZTF
ALEANTES View DFE. Lo TAIRBEHRNANSNATRIEEAEO TR M EVN>TIE—hvbE
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Clipboard [Z#&#hch TV 1EER(ClipData &FESY)IE, ClipboardManager.getPrimaryClip() AV v RIZ &> TH
B TEBH., 24425 I2H L T3 . OnPrimaryClipChangedListener % %= % L T
ClipboardManager.addPrimaryClipChangedListener()*/w KT ClipboardManager [Z&3 (L, 21—
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1
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TEILENHD,

ClipboardListeningService.java
package org.jssec.android.clipboard;

import android.app.Service;

import android.content.ClipData;

import android.content.ClipboardManager;

import android.content.ClipboardManager.OnPrimaryClipChangedListener;
import android.content.Context;

import android.content.Intent;

import android.os.IBinder;

import android.util.Log;

import android.widget.Toast;

public class ClipboardListeningService extends Service {
private static final String TAG = "ClipboardListeningService";
private Clipboa rdManager mClipboardManager;

@Override
public IBinder onBind(Intent arg0) {
return null;

}

@Override
public void onCreate() {
super.onCreate();
mClipboardManager = (ClipboardManager) getSystemService( Context. CLIPBOARD_SERVICE);
if (mClipboardManager != null) {
mClipboardManager.addPrimaryClipChangedListener(clipListener);

}else {
Log.e(TAG, "ClipboardService ),
this.stopSel f();
}
}
@Override

public int onStartCommand(Intent intent, int flag, int startld) {
super.onStartCommand(intent, flag, startld);
ServiceRunningStatus.setStatus(getApplicationContext(), true);
return START_STICKY;

}

@Override
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public void onDestroy() {
super.onDestroy();
if (mClipboardManager != null) {
mClipboardManager.removePrimaryClipChangedListener(clipListener);
ServiceRunningStatus.setStat us(getApplicationContext(), false);

}

private OnPrimaryClipChangedListener clipListener = new OnPrimaryClipChangedListener() {
public void onPrimaryClipChanged() {
if (mClipboardManager != null && mClipboardMana ger.hasPrimaryClip()) {
ClipData data = mClipboardManager.getPrimaryClip();
ClipData.ltem item = data.getltemAt(0);

Toast
.makeText(
getApplicationContext(),
" An"
+ item.coerceToText(getApplicationContext()),
Toast.LENGTH_SHORT)
.show();

RIZ. L8 ClipboardListeningService ZH| 9 5 Activity DY—XI—FDHIZETRT,

ClipboardListeningActivity.java
package org.jssec.android.clipboard;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Intent;

import android.os.Bundle;

import android.support.v4.app.NavUtils;
import android.util.Log;

import android.view.M enu;

import android.view.Menultem;

import android.view.View;

import android.widget.Toast;

public class ClipboardListeningActivity extends Activity {
private static final String TAG = "ClipboardListeningActivity";
private boolean isServiceRu nning;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity clipboard_listening);

isServiceRunning = ServiceRunningStatus.getStatus(getAppl icationContext());

}

@Override

public boolean onCreateOptionsMenu(Menu menu) {
getMenulnflater().inflate(R.menu.activity_clipboard_listening, menu);
return true;
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}

public void onClickStartService(View view) {
if (view.getld() != R.id.start_service_button) {
Log.W(TAG, "View ID ");
}else {
if (lisServiceRunning) {
ComponentName cn = startService(
new Intent(ClipboardListen ingActivity.this, ClipboardListeningService.class));
if (cn !=null) {
this.isServiceRunning = true;

}else {
Log.e(TAG, " ");
Toast.makeText(this , " ", Toast.LENGTH_SHORT).show();
}
}else {
Toast.makeText(this, " ", Toast.LENGTH_SHORT).show();

}

public void onClickStopService(View view) {
if (view.getld() != R.id.stop_service_button) {
Log.W(TAG, "View ID ")
}else {
if (isServiceRunning) {
boolean res = stopService(
new Intent(ClipboardListeningAc tivity.this, ClipboardListeningService.class));

if (res) {
this.isServiceRunning = false;
}else {
Log.e(TAG, " ");
Toast.makeText(this, " ", Toast.LENGTH_SHORT).show();
}
}else {
Toast.makeText(this, " ", Toast.LENGTH_SHORT).show();
}
}
}
@Override

public boolean onOptionsitemSelected( Menultem item) {
switch (item.getltemld()) {
case android.R.id.home:
NavUtils.navigateUpFromSameTask(this);
return true;

}

return super.onOptionsltemSelected(item);

HE. APl Level 11 &YRTD ClipboardManager [ZIE. setOnPrimaryClipChangedListener() AV vk D k5%
Listener &89 HAVYENRAEINTLVEWL, TN R, I—HF—DIEFICE>THAE T HaE—AVLDEIC
ClipData #B#§ 9 57AJ S LERETHIENTELLAD, AlarmManager HEFFIAL THEVERIERT

362 All rights reserved © Japan Smartphone Security Association. Clipboard D ST EE I DIEPRTE




rommmon  http://www jssec.org/dl/android_securecoding.pdf

l|||| ;;P:RNTPHON[ Android 77')0)'&#17%§§+'t*l?j_?’f:/ﬁxjj"f F\ 2013 ﬂE 4 H 1 E Hﬁ

Clipboard IZH&#AEN TWDIEIRERYRLEET AT AEDEHZTRI IO SLEEETHIENTES,
F1=. APl Level 11 LIRITEET 5154, getPrimaryClip() AV YR IEF|IATEELD T, Clipboard [Z#&#his T
LD IERIE getTextO AV YRIZK>TXFEIELTRMBT 52815, CSTIEY VT ILa—RIFEIZT 5,

ZZFTIZ. Clipboard [ZH#iSN - 1BHREIIG T D5 EICDONTHAR =AY, Clipboard [ZH LLIBEHREEINT HZ
ELTAIEETH B, APl Level 11 UL EAS1E ClipboardManager.setPrimaryClip() AV vRIZ&>T, TR LEITHN
(¥ ClipboardManager.setText() AV vRZRELNIE LKLY,

f=1=L. setPrimaryClip()#& 5L & setText()*VvKiE Clipboard IZ##ish TV =1EHRZ L EETHDT,. 21—
H—HFHIAE—-DYMREICKYBRMLTE W ERA KON DRSS H D RISTENBETHD, D
AYYFEFERALTRBEOIE—HKEEH DTN YMEREZ IR T HIGE L BEICEL T NENRESNLEEE
&5 1705 %%K 7T 5L, Clipboard TSN TLSIHREN I—HF—DERILLZVARICEREINDI L
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