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Windaws

W snTriemk

2.5.3 android_securecoding 7 # JL%

”android_securecoding” 7 # JLF DHRICIEY Y T I—RKHBAEENTVET,
B ZAE, T4.1. Activity #4152 - RIS 21 @ T4.1.1.3. /18— b F—IRTE Activity 1% - FIET 2] ICBWTH Y F)La—
RESRLEWGEIIUTEZEIECEIWL,
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android_securecoding
L Create Use Activity
L Activity PartnerActivity

BLE?D & I, android_securecoding” 7 A VFETIE, i & > F)ba—Ro7Oov v b PEBINER
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2.5.1.4 Android Studio # 28 L 7 —7 AR—RA%EET S

A= RAZ2a—FRI MYy TT7A4 3072 ED S Android Studio Z#REL £,

androidstudio

2.5.4 Android Studio =&E# 3T %

BE%. Krshiyq1a7osre7Ovz s beF—TVLETS,

® Welcome to Android Studic _ o w

2.5.5 Android Studio 4’4 704

Frz. B0V I MEZHFRAATWSRIEEIE. D Window BRRZIN 3728, * =2 —& Y File -> Close Project”
TRALTWR IOV &/ O0—-XLET,
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® AccountManager Authenticator [C:¥android_securscoc

2.5.6 File -> Close Project

2515 7OV M NaA—TVT B
RRINTWB Y1 707D Open an existing Android Studio project” 227 Y v 7 LE ¥,

® Welcome to Android Studic _ o w

2

2.5.7 Open project
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2516 7O zV hEBIRYT S

F—7vFB7A0 VNI AT ERBRLET,

® Open File ar Project st

3
[
3
[
3
[
s

258 #A—Fv¥37O0v o EER

AAA RO F)aA—R7TOv v bEFERALTWS Android Studio @ Gradle /X— 3 Y AR B354, Gradle h' &
Blbahxd,

Building ‘AccountManager Authenticator’ Gradle project info

Gradle: Build

2.5.9 Gradle D&E1L

EmEICHEL, “Update” %% 1) v & L. Android Gradle Plugin @7 v 77— M &BIAL T ZE L,

# Android Gradle Plugin Update Recommended 5

The project is using an old version of the Android Gradle plugin.

To take advantage of all the latest features, such as Instant Run, we strongly
recommend that you update the Androld Gradle plugin to version 2.1.2.

You can learn more about this version of the plugin from the release nates,

| Remind me later J | Don't remind me again for this project

2.5.10 Android Gradle Plugin ® 7 v 75— b

LUTFDO Xy tz—YMNRREI N5 DT Fix Gradle wapper and re-import project Gradle setting” % 2 1) v 2 L. Gradle

Wrapper DEF 17> TLES W,
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Meszages Gradie Sy

- L
w T Falled to sync Gradle project ‘AccountManager Authenticator
+ = Gradie version 2.2 & required. Current varsion & 2,10, I usng the gradle wrapper; try editing the distributioniid in C:\android_se cursending\Add Proprietary Account: to Aceount Manager\AocountiManager Authenticaterigr
2 + @B i Ermor: Plese i the project’s Gradle settings.
A Al wiadme B a-Freerl Bkl
5|0 & Gl sattings
27
&
&
1
4
& £: Android Menger [ Terminal | 60 Messages | 5 TODO

Wi EvertLog & Gradie Corsale

2.5.11 Gradle Wrapper DB #7

2517 #A—TVDRT

TRz M F—TUIhETLET,

2512 A—=TVDRET

Android Studio (&, Eclipse &I&&W, 1207AOY 7 MIRLT 120 Window TRRSNET, EH>7OV I K
EA—TVF BHEIE. VFile->Open..” 59 Vv 9 A—TV LET,
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2.5.13 File -> Open...

2.5.2 %> 7). 3— REN{ErEsR A debug.keystore %3 ET %

YU TNI—RHOSERLAET 7Y % Android AP TI 2L —9 —THESH I DICIEBEIVUETYT, ZDEH
IZES T/ JHADET 7 4 )L debug keystore” % Android Studio D7AY Y MIHREL T,
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2.5.2.1 File -> Project Structure... 27 ') v 79 3%

Ctrl+Alt+5hift+3

¥

2.5.14 File -> Project Structure...

2.5.2.2 Signing ZEMNY %

EWD Modules B 57OV TV hE%RIR L, Signing ¥ 75BIR%E, [+1 R9¥V%&5I Yy oL, T72IL DL
config” %”debug” ICEB L X7,

® Project Sructure 4

2.5.15 Signing Z3BMT 3
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2.5.2.3 Store File & L T”debug.keystore” % ®iR¥ %

2515 TRATHEHARL RS V& V1) v o L.” Store File” #5%%E L £9 ., debugkeystore IEH > FILI—RICE
FNTWE T, (android_securecoding 7 # LY ETF)

® Select Path ®

>
(3
[3
>
»>
[ 3
3
3

2.5.16 “debug.keystore” %ERT 3

® Project Sructure x

2.5.17 debugkeystore % &R L 7= fER
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2.5.2.4 Build Types T Signing Config %% &

Build Types ¥ 7% #R L. debug EJL KD Signing Config % Singning TEHN L 7="debug” &R L. OK %5 ) v ¥
l./ i 3_0

® Project Structure b

[ 2.5.18 Build Types T Signing Config % 5% E

2.5.2.5 build.gradle 7 7 1 JL THER

signingConfigs IZ3&R L 7= debug.keystore D/XZA AFRAR I, buildTypes D debug I signingConfig BARA”INE T,

2.5.19 build.gradle 7 7 1 JL CHEER
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2.5.3 Trusted location 323 %

BTN TOY I NeF—TUIBRIC. UTOLI R4 T7ATDBRREINDBENHY X T,

A Trust and Open Project?

2.520 IntelliJ IDEA %454 704

Z N lE Android Studio DRXR—2 & 7> TW3 Intellil IDEA ¥ 2 5 #EET, BIEMNLEXF2I YT YRIER
CEHIZTAYVII MDY —ZABNDINSRWZEICKRRINDZEES (7RI TY, Y770y z s heRALE
C:\android_securecoding % Trusted location & 5 Z & T, BES M PAVHDNRRINZDEOETZ I &N TEET,
BREFIRIELUTOEY T,

Experimental

2.5.21 Build, Execution, Deployment
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cution, Deployment

2.5.22 Trusted Locations
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Experimenta

2.5.23 C:\android_securecoding % &0
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ZDHA RXEIF Android 7 7YRARICE T2 EF21YT 1 Tips £ L HZ2EDTHZH. TOETIE Android 7 —
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3.1 Android 7 7)) DEF*a ) 74

VRATLARTTIVDEF 2V TAICDVWTHRETZEE, EBDEAADIL—LIT—IDH 2, FTETDYRAT LY
TTVICBWTFEIREWNRELIET 2, Ihze [EE] IR, RICZOEEEZEBVIREEZIEET D, hz (&
Bl SR, REIC TEE] % (BRI DNOTFIRODOMERERE - BT 2. COMBERE RIS,

ZIZT MK &l YRTLARTTVICEYREF 2 T7RE - EF 27 A—TA VI ERTIETHY., TDHA KX

311 T&EE] TFEINEHR

VRTFLRTTVICEIZ TFE2RNEWHR] IS BRI & HEEl 02 020'H %, chbirThTh MNEREE] &
MHEEEE] CIES, MEWREE] Sk, FTSNEALIDISBRPEENTEZBROIETHY . TNUADAICIE
—tIBRPEENTE U ASBWERDOZI L TH D, HEEE] CRFASNAEALITIRETEIREDZETH
YU, ZRLUADANICIE—IRBTETERLRVWKEEDZ ETH S,

BUF. Android AY—h 72V /9T Ly MIBITZBREELHBEBEICEDL S RBREDLHZDEBNT %, Android
77U Android AY— R 72> /97y NaFALEVATALA.XBERTZEEZOEEDEVWELOSEICLTIEL
W, LTI, Android AN— 74>,/ 9 7Ly MEFBFL T Android AY— k7 % > LR,
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3.1.1.1 Android A<¥— K7 # VICHB T BDIEHRERE

K311 BLUVER3121E Android AX— R 74 VICASTWBIBERO—FITHD, TNSHDBERIFAT— T4 21—
H—ICBETZEABR. TIANY—BREFLIEZFNSICETZERICHU T Z-DFDNLEENVETH S,

#%3.1.1 Android A¥— k7 # Y HEET BIERDH

1FHR

BEES
R
IMEI

IMSI

U —IER
BIEREIER
THY Y MER
ATATT—4

wE

ARX— b7+ VEHBOBEEES
SREOHBVHEFES
AX— Kk 7+ VDR ID
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MADEIEST
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FE. ToDo. 41 RV k...
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SNSavF>Y..

7 3.1.1 OERIEEIC Android A¥— b 72 YARFBELIESD A—RICEENZBERTHY, K312 DBERIEEICT S
UHEERTBEWRTH D, HICKRII2OBEWICOVTIE, PTTINM YA b—bEhhidEhaFE EAEAFED
FICIBA TV ZEILREDTH B,

KINIIIEFERDO 1 HEOTY M ICEEFNZERTHE, COBRIFAT— M7+ 1—HF—ICBTBBERTIEAL,
A= 74 v2A—HF—DHMA, RAFICEATZERTHZ, 2EFYARAIY—F 73 VICIRZOMNBEETHZ1I—Y—0D
AT, EIPDAXDBERESENTVWB I EICEEIBRET,
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E:
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BE. BFEHE. 3. FAX. MMS..
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Y oAx—IVER KELER..
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BEFR. 4 = v L. IBEE. B
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BE. 1%, z0ft..

INETOHRATREICAY— M 7421 —DBEREBNLTZLD, 7TV B2 —LADERERZR > TV,
3111207 FT)VHIEELTVWSERERLTEY., RELDIFZETOT T LTI ICoIND, T
A SLBREEICT YA —H—DOBERTHY., T—9BPREICI—F—DBERTHZ, 7Y A—H—DFEHRD
FICIE, BFICA—Y—ICAIBESINEZKBRWEREHWED LD, 25 LABRICOVTIEI—Y 2SR - EETER

WE S BRENDETH D,

JOd35 A

L Picture Manager g:}fux—h-mﬁﬁ]

(x10) 1—HF—DiibiE
F—9

Jdata/app/com.sonydna, picturemanager.apk
AndroidManifest.xmil

Jdata/data/com.sonydna.picturemanager
cache

f
classes.dex Javad—F (Jt«+U) | webviewCache WebViewHlFrw-a
resources.arsc MENFDU =T |
e |—databases
assets | label.db FIUHDB
AppAbout_en.html I RILLET—9 | metadata.db
| webview.db WebViewHDB
res I webviewCache.db WebViewfF w108
| -
[—drawable-hdpi —files
| broken_image.png i i 2 7 -1 L | Medialistl.dat FFURF—-9227 1
| |
f—layout iy
| about.xml L1 7 -l |
| L—shared_prefs JUIFLA
—xmil com.sonydna. picturemanager_preferences.xml
setting.xml EEDXMLI 7 -1l
B3.1.1 77UAMREATVWRIER

Android 7 7V #EZBEICIEH 311 OES5 BT TYEEIBEET ZEROALST, R3.1.1, £3.1.2, £3.130D
&5 7% Android AR — K7 VEREPLHBOT7 T HASEELAZERICEAL THENICRET Z2VEINHBZ I EICETE

DREL,
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3.1.1.2 Android R ¥ — k7 # VICB T DB EE

7 3.1.4 1% Android OS 2’7 7" ICIRM T 2 HEED—BITH D, ThHLDHBENTILY T FHEICHFICFIAShTLED
EA—HY—DEELAVRENELEY, TIANY—DPERLNZREDRKENELEY T D, ZOLDBEREEE
EHRICT D LRBEEEDBEICRES N RTER SR,

#3.1.4 Android OS 2’7 7" IRt 3 B HEED —I

Hee Hee
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NFC/FeliCa i@ {5 #8E A7 7—% DFHE Y BERE

149 —xv Mi@sE (SIP) HaE ETHR7 7 BROEISHEE

Android OS 2’7 7" ICIREE T ZHEEICINA . Android 7 7Y Q7 7Y B EEMEE D MEEEEICES £ N 5, Android 77
JIFZDOT7TIVATERRL TV BHEELMOT TUYDNSFATELLDICIRET I LATE, ZOLI Rt HlEAET
TIREEEEHATWS, ZOMEEIREFN THZRME. Android 7 7)) OREEN X273 —T 1 ¥ J OREI R W
BIC, TTVRABLIITHAT ZREEZR > THOT TUALHATESZLIICLTLES>TWES —REH D, D
TTI)DOLHATEIHREDOAHRICE >TIE. IV T7HS5HAINTERZ EEHDH. BRLAET T T
NOFMATED LD ICERRENVEERD I LD DH D,

AHA RICHITBH > F)La— K Tld, targetSdkVersion @D APILvel #* 30 ICEREXINTH Y. BD. BOF7TVICHL
TOI) FREBBREETOIH Y TIICDVWTIE, <queries> BRTT 7V ERAEREIT>TWS, Zhid Android 11 1285
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Play B SHIBRS N 2BE L H B,

*1 https://support.google.com/googleplay/android-developer/answer/9047303?hl=ja&ref_topic=2364761
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TWBDTBEICLTWEREERL,

TRe—b742&5 7Ly NOEBFRICET 2 X2 )74 A4 K341 [BEIR]
https://www.jssec.org/dl/guidelines_v2.pdf
https://www.jssec.org/dl/guidelines2012Enew_v1.0.pdf (English)

IR — 74 VRy NT—0EFa )T E2EHARI [B—hR]

https://www.jssec.org/dl/NetworkSecurityGuide1.pdf

T2AX— b 74V OEBHAICEIZIT0 RFERAA R (N—FhR]
https://www.jssec.org/dl/cloudguide2012_beta.pdf

TMDM EA - ERREHA R1 [FB—hR]
https://www.jssec.org/dl/MDMGuideV 1.pdf
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3.1.3 EEDHE L REMRK

BIETE CCTHAF LAY Android A¥— N7 # VICRRKRA RBRBLVFET 2. TNODEELNL, 7TUDBERITAT
DEEZRET DL} BRICHD DEECRMHIRALEN SEBLIBENH D, TD7/&H, Android 77 BARE
i PTIVDNROEECEREPRRSINIWEL NIV ZHIEEE LEBEEICS LT, BEEICHT 22 HLNK%E
W95 ENBEICARD,

BEBORERKRERDZ1D. 7TVHERI TNThOEEICOVWT, TOEERE - REICHT 2EMRN - WERE
RORE - AREE (FLEBEB) OHEMBEERCZRELALT, EEZSHL. 2EBICRERRKRDOLNILEED
%, NN TRENDEEEZEDL D IRV, EDLDIBNREET HEZRODHIMEEL 8D, OBERTTIHE
FE (FBER) &L TEEELZEDLDICRWVRET 2D E2TEDIEEZDLDTH DO, 7TYEFKE (F7I134
) NENThOFERICELET. PRAEZPHRANBREEDDIUVELH B,

SELTIC, XA RICBIIZ2BEDHEERERRDOL NIVEUTICRTY,

x315 BEIREREREOL NI

BEDE BEDL NI REBFEDL R

= BENMEZEICH>-IBE. MBELIZEADE AndroidOS DEFXa1 ) F 4 EFILEIE S, root
BICBMNELIKERN AT EEH-ZDED, HEREEERLZIKRED S DHES APK D dex Ef
f5l) EEIHEBICH > -5E. HLEBHIEELE HAERETDEV-72. BEARBICHLTHE

WHTEBABLAL, Y5, UXSOBERL YL+ YT 1 R
EB%ET B,
il BENHEICH > HE, BEELEEADED  Android 0S DEF2 )7 EFLAFAL, 2

ICERBEBEDHZADED, fl) BEIHEIC OHBEANTHRET . UXZFOHERLIVEE
Hofmh, SFEBONBENBLL. FRICE Fa2UT 1 BEZEELET S,

BARIFTLARI,
&AL BEIHEBICH > LIGE. HBEITEADEE UXZFOMEREtEF21YT12HEL,. thER

ICRENBHEEZHLADED, Hl) BENMEE ZBELTERL.
IKH-o7ph, SEABONBICKEEZSART

H HOBRICLVMBOBTANATRLL

~Nb,

AAA RICEBWTZ2EEDBERERKIL. EAMICIKL root EREIPEDN T WA WEF 2 774 Android IR Z7I3IR & L.
Android OS DtEFa Y74 EFTNEFRALLEF 1) FAEREEEICL TV, BHENICIE. BESFETHLALANIL
UTOEEICKH LT Android OS DEF 2 Y 74 ETILAMEEL TWS Z & #F[3RIC. Android OS DtEFal)F1ET
W ERLRERREREL TV,

2 BRILANIDEEIL, root RN BINS NI REEN S DIES, APK 87 - EIC & 2% E W o7, Android OS DEF 2 ) 74 EFILHHE
LNERETORENS S, RENMVELABETHHEERELTVWS, ZOLIRBELATFTZHICIE. AndroidOS DEF 21U F 4 EFIIE
BTELQWEDS, BS. #5t. "— ROz 7XE H—N"—FZELEEROFREBEFEDLE CESERHERE2T 5, ThidHM RXE
ICERICET R LS/ onoTirRw L., BRIORRICHEC TEAMBEEREHEERER D -OXRAM ROFRHNE L TWS, root HEREERH S
DHEP APK i - WEREDHELKBICH T 2 RENMVERIGEIE. Android Dt Y /SEZEHIELWEF 1) 7+ EFRICEHKTZ
LEBEDT B,

31



Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2024-02-29

314 VYT 1 TRIER

AAA ROZNLUBOXBICBEWTIEREEZ Y T4 TRIEHR] ERELTWS, RIEITRRAL D ICT T AR
SELDBEREETEICEED L NP FREREDO LN EHET LR ITRIERS AW,

32 ANT—9DRLM%HRT S

ANT—YDREMEDRITE > B EBNTURDOEWVWEF 27 I—T 1 VIEXRTHZ, 7O T LICAAINET—
DI, WBENEEN. MENICZOT—YDEEREATETHIEDIETRT. ADT—9DRLUERBHIVET
HB, LIF, Activity # 7OV ZALICRILT, Intent FANT—FICRITHEFBEEHICL T, ADT—9DORLMRER
DEYHICDWTEHRT 5,

Activity B’ (7B > 7= Intent ICIFHEBEEIMILE T—9HNEEFNTWIHENEI’HZ, XEFRI 7OV IIHIEEL
TUWRWER - BOT—9 %2 UMIFZZET, 77 OREFZFRL. BRELTALIDOEFIY T HELEL
SELZDOTH2, 1——ELRBED—AERVYBLZIEETNTEIALRL,

Intent |& action % data, extras R EDT—49 TERIN DD, WBEI/FIETERT -4 IZTRTREMTRITNIERS
W, WEBEHIHIEATRELRT -9 %2/ I — KT, BDIROFEAEIE LA FNIER SN,

(@) RUBM->T—41E, TAIVSIHIBELEEATH> T, BRBEDHERICNE>TVEN?

b) BELTWBHER, EOHLWET—9E2ZITWM>TH, ZOT—F%H/DA— RABEHAOEEE LABWVWER
EETEBH?

RDFILIETE URL @ Internet D Web R—T D HTML #E5 L. BEE_ LD TextView ICRRT 27T DBELRY VT
ITHD, LHLINICIITFEEDRH B,

Internet £®D Web R—Y® HTML % TextView ICRR$2H > F)La—K

TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char|[] text = new char[1024];
int read;
try {
String urlstr = getIntent ().getStringExtra ("WEBPAGE_URL") ;
URL url = new URL (urlstr);
isr = new InputStreamReader (url.openConnection () .getInputStream()) ;
while ((read=isr.read(text)) != -1) {
tv.append (new String(text, 0, read));
}
} catch (MalformedURLException e) { //...

(a) DER AT Turlstr A'IEL W URL T#H % | Z & % new URL() T MalformedURLException B"EELBWVWZ &I KU
BLTW2, LHALZNEREDTHY. urlstr i Tfile://~1 FRD URL HEE SN 5 & Internet £D Web X—2 Tl
B, REIZ 7AWV AT LED T 74V EBWT TextView ICRRLTLED, TOTIIHEE LEEARIEL T
WRWe s, (b) DERRZTm7 L TULRL,

RIFKREF TH B, (a) DERRT Turlstr (XIEFRD URL TH > T, protocol & http F7zId https ICFREIND | T &%
BLTWB, ZhiT&Y (b) DERTDH url.openConnection().getInputStream() T Internet #2H D InputStream % EXf§ 9 2
ZEMRIEET N B,
Internet =M Web R— M HTML % TextView ICRR %4> 7L O— KDBIER
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TextView tv = (TextView) findViewById(R.id.textview);
InputStreamReader isr = null;
char[] text = new char[1024];
int read;
try {
String urlstr = getIntent () .getStringExtra ("WEBPAGE_URL") ;
URL url = new URL(urlstr);
String prot = url.getProtocol () ;
if (!"http".equals(prot) && !"https".equals(prot)) {
throw new MalformedURLException ("invalid protocol");
}
isr = new InputStreamReader (url.openConnection () .getInputStream()) ;
while ((read=isr.read(text)) != -1) {
tv.append (new String(text, 0, read));
}
} catch (MalformedURLException e) { //...

ANT—49 DRLMREERIE Input Validation &M EN 2 EMMAtEF2T73—7 1 JEETH %, Input Validation &\
DSEEDEFNS (a) DERADHTEMITIT D) DBREEASNTLEVWABETHS, T—FIETOT I LICA->TELLE

[S[=R{tAY

ETIEAL, 7OV LDREDT 4% [FH] EEICBEIRET D EICTEMITTVWALERLVL, T2 URL
VBEICLTW &L,

IPA T&%a7 - OS5IV THEE]

https://www.ipa.go.jp/security/awareness/vendor/programming/index.html

JPCERT CC lJava £+ a73—F 41 v 4J R4 >4 — K CERT/Oracle hitJ

https://www jpcert.or.jp/java-rules/

JPCERT CC [Java Android 7 7")) 7 —< 3 VEFEADIIL —ILDEF |

https://www jpcert.or.jp/java-rules/android-j.html
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Android TE Z I£ Activity ® SQLite 72 &, 54/ OV =& IlEFa ) T4 BROBEEVWIEDIH D, 5Lkt
Fal)T1AOBEANSTICHEF. A—T 4 VI LTVRERLBIEBREEDKYIATLEIZENH D, TODETIE
BREED Android DF 7/ OV —%FRT5V—VERBELLEEEERD,

4.1 Activity z15% - FIHT %
411 > 7)3—R

Activity NED XD ICFIAIN B HICEL o T Activity DMEZ 2 ) R 7 0B RBHEFENELR D, T I TiE. Activity A
EDEHICHBAINZNEWVWIERT, Activity 24 D2DY 1 FICHE L, ROFETO—IC L > TERT % Activity
NEDIYATTHZIDEHIMTE D, B, EOLDWHEFENAT MK > CEYIRBAEFERARE B720. Activity
DOHARIDREIZOVWTEADE TEHRIAT %,

( L8 )

FIURATOAHBTS

FRHESHD
FAICHAEENE

WEMITO
FAUIZRIAEED

W h 4 W
Private Public Exclusive Proprietary
JE4 Bl Activity 4 Bl Activity H—pk+—BE Activity B # IR 7 Activity

4.1.1 Activity ¥4 F®ER70—
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4.1.1.1 JE/3B8 Activity 2163 - FIET %
AR Activity &, A—7 TR TOAFAINS Activity THY., £ 2L EREHEDE L Activity TH 2,

B—77YALITITHAINS Activity (FERF Activity) ZFIAT 28I1E. 75X %218ET 2 8HRH Intent % 5 2 (&
BoTHART7T ) ICIntent ZEFLTLED 2 &RV, L, Activity ZFUH IRRICHER T % Intent ($EBE=FIC
Lo THAMONDBNDH D, TD7=H. Activity ICEET 2 Intent ICE Y ¥ T 14 TREREBMT 2HBEICIE. ZD
BHRABEOHIE=ZFIHEH;MONDZEDBRVEDIC, BULFIEERET I2HENDH D,

LATRICIERRE Activity 2/E2I0Y > FILI— R %ERT,
A 2~ (Activity #E3) :
1. taskAffinity Z#§7E L 7L
2. launchMode %&$87%E L 7Ly
3. exported="false” IZ & V. BATRANICIELNREET B
4. A—=7F) D50 Intent TH>TH, Z(5 Intent DRLMEFHRT 3
5. MARRT TVRRA—T TV THENE, BV T4 TRIERERZELTEWL

Activity % JENFAFRET % ICIE. AndroidManifest.xml @ activity B3R D exported B % false EIEE T %,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.privateactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!—— JERE Activity ——>
<!-— kRAY N 1k taskAffinity ZIRELRL ——>
<!-- R4 b 2% launchMode ZIE LR\ ——>
<!—— *RA VK 3%k exported="rfalse"lZ&lW., BARMICIELNRZRET S ——>
<activity
android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />

<l—— ZVUFv—DLEEY LM Activity ——>
<activity
android:name=".PrivateUserActivity"

android:label="@string/app_name"
android:exported="true" >

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>
</application>

</manifest>
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PrivateActivity. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.privateactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;

public class PrivateActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.private_activity);

// kRAV KN 4% A—TFTYHB®D Intent TH>TH., %fE Intent DELMEWERT 3

/) B TICDEEE, [3.2 AAT—YDOREMERRT 2] 28R,

String param = getlIntent () .getStringExtra ("PARAM") ;

Toast .makeText (this, String.format ("/NXTX—% [2s] #% (B >7%, ", param),
Toast .LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {

// hkRAV N 5% FATRTTVER—T7 7T THZHL, BT 1« TREREZRZELTLL
Intent intent = new Intent ();

intent .putExtra ("RESULT", "tV 71 TRIER");

setResult (RESULT_OK, intent);

finish();

RICIEAE Activity ZFAT 20l0H > F)L31— KERT,

R4V b (Activity ZFIHT %) :
6. Activity IC3%159 % Intent ICl&. 7 5% FLAG_ACTIVITY_NEW_TASK % &% L 72\
7. B—7 7 A Activity (&7 5 R$5E DB Intent THEUH T
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8. A7 TVIZA—T7 ) TH BN S, £V T 1 THIERE putExtra() ZFSHAICRWZEELTH LW

9. A—7 7 A Activity D5 DFERER CTH->TH, RET—YDRLMEHRT S

PrivateUserActivity. java

/*
*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.activity.privateactivity;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PrivateUserActivity extends Activity {

private static final int REQUEST_CODE = 1;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.user_activity);

public void onUseActivityClick (View view) {

// KRA VN 6%k Activity \CEET S Intent ICIE. 754 FLAG_ACTIVITY NEW_TASK %EREL AW

/) RkBRAVEN 7k E—FFTYRN Activity &7 5 RIEEDBETRM Intent THUH T
Intent intent = new Intent (this, PrivateActivity.class);

// kR4S 8k FRETTVIRE—T7T)THZH L, VYT 1 TRRIER%E putExtra () EEIBEICREY

// EFELTHELW
intent.putExtra ("PARAM", "tV I T4 TRIER");

startActivityForResult (intent, REQUEST_CODE) ;

@Override

(ROR=IZHE<)

Al R4V L2, 6 528FLTVWEIBAERVTIE Intent ANBE=FZICHEAMONEE TN H DI EICTIRTIVNENH B, FHMIZIL—

WTvotyvavmalnn, 4123 58BT3,
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FAIDR=I DS DHFEE)

public void onActivityResult (int requestCode, int resultCode, Intent data) {
super.onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT");

// kRAV N 9k RA—T7TYR Activity hSDFRIBEBRTH-oTH, FET—YDLRLMAHRT 2
J/ B TIICDEEIE, [3.2 ANT—9DREMEHERT S =S8,
Toast .makeText (this, String.format ("#&R sl #%F(FB o7, ", result),

Toast . LENGTH_LONG) .show () ;

break;

4.1.1.2 ABd Activity 213 - FIF$ 3

A Activity &, FRESBOT7 ) ICHAINS Z EA2ME LT Activity TH D, YLD 7 HEE L7 Intent 25
BIT2IEDHBILICEFEIVDETH D, 7. 2F Activity ZFIAT 2B EICIE. #EET S Intent AYILD =TI
ZEShd, HEIVEHAONZ I ENH B EISEFENVETH S,

LAURICAR Activity ZE2 R0 >~ 72— K&ERT,
R4 > b (Activity 2/E3) :
1. exported="true” IC& V). BARMICRAFEERET %
2. %15 Intent DREMZHFRT 2

3. BREZRTIBEA, VT4 TRBEREED RV

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.publicactivity" >

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!—-— NBH Activity —-->
<!—— %RA YN 1%k exported="true"lC&VW. BARMICABHRET S -—>
<activity

android:name=".PublicActivity"
android:label="@string/app_name"

android:exported="true" >

<!—-— ActioniBEICK BEHRM Intent #RET DL DIC Intent Filter ZEHE ——>

<intent-filter>

CRDR—VITHEL)
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<action android:name="org.jssec.android.activity.MY_ACTION" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
</application>
</manifest>

FIDR—IH 5 DFEE)

~

PublicActivity.java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

7
package org.]jssec.android.activity.publicactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PublicActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.main) ;

// hkRA VK 2%k 2§ Intent DEELMUEMHERT 2

// BB Activity CHBIEHFATT TIDIIL D =T THDAENEDH S,

/) BV TIICDZEE, [3.2 ANT—9DRLM%EHRET D] 258,

String param = getIntent () .getStringExtra ("PARAM") ;

Toast .makeText (this,
String.format ("/XTX—% [3s] #% (B >7/, ", param),
Toast .LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {
// RRAY N 3k #BRERTHEA, £V VT 1 TREREEDHRL

// NB Activity THEEOFBTT TYNTILY T 7 THEIEEMEDLH B,
// RV TICRES N THREDRWERTHNITHERE LTRLTE LU,

39

CRDOR—J IR <)




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR

2024-02-29

Intent intent = new Intent ();
intent.putExtra ("RESULT", "V YT 4 T TIERWER");
setResult (RESULT_OK, intent);

finish () ;

FAIDR=I DS DHFEE)

RICAE Activity #FIBE T 280> F)ba— K ERT,
AV~ (Activity #FIHT %) :
4. VT4 TRBEREZEL TSRV

5. BRERITIMB5A. BMRT—YD0RLM2HRAT S

PublicUserActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,

* See the License for the specific language governing permissions and
* limitations under the License.

*/

package org.jssec.android.activity.publicuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PublicUserActivity extends Activity {
private static final int REQUEST_CODE = 1;
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main) ;

public void onUseActivityClick (View view) {

try {
/) RBAVN 4k BYOT4 TRIEREZEEL TEARLSAL
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FIDR—=I DM EDHTE)
Intent intent = new Intent ("org.jssec.android.activity.MY_ACTION");
intent.putExtra ("PARAM", "tV I T 1 TTIERVIER") ;
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
Toast .makeText (this, "FIF% Activity REDHMSARW, ", Toast.LENGTH_LONG) .show () ;

@Override
public void onActivityResult (int requestCode, int resultCode, Intent data) {

super.onActivityResult (requestCode, resultCode, data);

// RRA VN 5k #BEREZITNDI5E. BRT—IDORLMEEHRAT S
/) YTV DEEE, 3.2 AAT—9DRLUEEHRT 2] 258K,
if (resultCode != RESULT_OK) return;
switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT");
Toast .makeText (this,
String.format ("f&R es] #=(FE>7%, ", result),
Toast .LENGTH_LONG) .show () ;
break;

4.1.1.3 /X— M+ —[R%E Activity 1% - FIF¥ 3

N— K F—[RE Activity &, FEDT ) EZIFHSHMATE 3 Activity TH %, N\— M F—REOT7 T EBH/HTTY
DNEELTYRTLEERL, N—rF—T7 7Y EOBTR BRPHEELTIOICHAIND,

Activity Z IO HIBRICERY 5 Intent IFFE=FICL > THRAMONDBNDH D, TD7=. Activity IZIX{EF S Intent
K Yo7 4 TRBERERINT 25EICIE. TOBERIBROHZE=FICHAMOND I &DRVE DI, BEEIHRH
INEERET 2UENDH D,

AFRIZ/R—= M F—RE Activity Z/E2 DY > FILI— R ERT,

A2~ (Activity #E3) :

1.

2.

5.

6.

taskAffinity Z$§7%E L 2L

launchMode %387 L 7\

. Intent Filter # E& 3. exported="true” %BRMICERET S

. FMATT 7Y OFAENTTA MY R MIBEZSINTWS I L 2HRT D

NR—=KNF—=T77YH5D Intent TH>TH, 215 Intent DL LM% HRT 3

NR=KF=FFVICARL TEWERICBRYERZELTE W

RI7ARN)RANERAWET T OBRAEICDOWTIE, T4.132. FIATT7 7Y 2HRT 2] 258432 &, £/=. K7
A NYRMIIEBETZHMET 7Y OIEREE/NY 2 2 EOBRAEE [52.13. 77U DIRAED /Ny > 25 HRT S
HiEl BRI &,
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-

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.partneractivity" >

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<l—— N—=FF—[RE Activity —->
<!—— %RAV b 1%k taskAffinity ZIEELARWVN ——>
<!—— %RA Vb 2% launchMode %I}EE LRV ——>
<!—— %RA Yk 3%k Intent Filter #EHHET. exported="true"#HARMICEET S ——>
<activity
android:name=".PartnerActivity"

android:exported="true" />

</application>
</manifest>

.

PartnerActivity.java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;

public class PartnerActivity extends Activity {

// Kk 4.1.1.3 - KAV 4% RATT T OFEBRENTTA MR MIBHEINTWSE I 2RI S
private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists (Context context) {
CROAR—DITHE L)
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boolean isdebug = Utils.isDebuggable (context) ;
sWhitelists = new PkgCertWhitelists();

// IS—NF—T Y org.jssec.android.activity.partneruser DIFBAZE/NvY > 1{E% B
sWhitelists.add("org.jssec.android.activity.partneruser", isdebug ?
// debug.keystore D"androiddebugkey"MFEBAE /Ny > 2B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 EF77C8255"
// keystore M"partner key"MDIIFAZE/\vY > 2B
"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UWRERRICHD /=N F—T 7)) &8 ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists.test (context, pkgname) ;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main) ;

// Kk 4.1.1.3 - RAV S 4% RATT7 7Y OHEAELFRTA MY X MIBEFINTWDE I L 2HRT D
if (!checkPartner (this, getCallingActivity () .getPackageName ())) {
Toast .makeText (this, "FET7 FYIX/X—KF—F7 7Y TlERL, ",
Toast .LENGTH_LONG) .show () ;
finish () ;

return;

// Kk 4.1.1.3 - R4V K5k I"=hF+—=FFTUHISD Intent TH>TH. F(E Intent DREMEHERT
/) B TIICDEEE, [3.2 ANT—9DREMEHERT 5] 258,
Toast .makeText (this, "—hF+—FFUHINST7IEAHY", Toast.LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {

// Kk 4.1.1.3 - KAV 6Kk N—=rFT—FFTYICATLTEIWERICBRYIRZEL TEW
Intent intent = new Intent();

intent.putExtra ("RESULT", "/S—hF+—7FUICETRLTLEWER") ;

setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists.java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0
CROR—=DIZHEL)
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* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.pm.PackageManager;
import java.util.HashMap;
import java.util.Map;
import android.content.Context;
import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 & 32 /34 b

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F LADXEDLH D

mWhitelists.put (pkgname, sha256);
return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICXY BIEMRD/NY ¥ 1 {EEZERIST 2
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEEED/NY ¥ 2 {BEERD/NY > a1 {E%LLET
if (Build.VERSION.SDK_INT >= 28) {
// %k API Level >= 28 Tl& Package Manager MO API CEIZEMRIIHN ATHE
PackageManager pm = ctx.getPackageManager () ;
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D¥f&IE PkgCert DHREEFIFET 3
return PkgCert.test (ctx, pkgname, correctHash);

FAIDR=I DS DHFEE)
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PkgCert. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash (ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELIEHEbHDAV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

CRDR—JIHE <)
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return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

RICA— N F—IRE Activity #FIAT 2AOY Y T I— RERT, &2 TE/A— b F—RE Activity &MECH T 5%
AT 5,

R4V b (Activity ZFIHT %) :
7. FIA%/RA— M F—FRE Activity 7 7'V OFEBAEN T T4 M) A MIBHEINTWE I & 52HERT 2
8. Activity 23259 % Intent ICI&. 754 FLAG_ACTIVITY_NEW_TASK %% & L7 W
9. MAKLNR—FMF—RET 7V ICHT L TLWERIE putExtra() ZFE D BEICRYEEFL TEW
10. BA’REY Intent IC & W /8— b F+—FR%E Activity 2O
11. startActivityForResult() I & W /38— b F—[RTE Activity MU H
12. R"=FF—BRET )DL DFERIERTH > TH, Z5 Intent DRLM%FERT 2

RITARMNY)ZARNERAWET 7Y OERAEICOWVWTIE, T4.132. FIBATT7 7Y 2R3 2] #8832 &, £/, KD
A M)RMNIIEETZHEET ) OHREEZ/N\Y ¥ 2 {EOERAEIE 15.2.1.3. 77 OFAAZD /Ny > 2 {EXHERT S
HiEl #BRT B &,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.partneruser" >

<queries>
<package android:name="org.jssec.android.activity.partneractivity" />

</queries>

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".PartnerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

CRDOR—SIZ#E <)
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<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>
</activity>
</application>
</manifest>

~

/*

*

* you

* You

* See

*/

import

import

import
import
import
import
import
import

import

public

/7

PartnerUserActivity. java

* Copyright (C) 2012-2024 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the "License");

may not use this file except in compliance with the License.

may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

the License for the specific language governing permissions and

* limitations under the License.

package org.]jssec.android.activity.partneruser;

org.jssec.android.shared.PkgCertWhitelists;

org.jssec.android.shared.Utils;

android.app.Activity;

android.content .ActivityNotFoundException;
android.content .Context;
android.content.Intent;

android.os.Bundle;

android.view.View;

android.widget.Toast;
class PartnerUserActivity extends Activity {

*RA VN 7k MBAKNS—NF—RE Activity 77 OFEAENFTA M X MIEHZINTWE Z & &R

private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context);
sWhitelists = new PkgCertWhitelists();

5

// I’—NF—BRE Activity 7 7Y org.jssec.android.activity.partneractivity DIFEAZE/\v > a

sWhitelists.add("org. jssec.android.activity.partneractivity", isdebug ?
// debug.keystore M"androiddebugkey"MIEERE /Y ¥ 2 (B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"
// keystore D"my company key"DIIBRE/\v < a{E
"D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B D7B3A7C2 42E142CA");

// URRRRICHD/N— N F—BRE Activity 77 2 &k, ..

CRDOR—J IR <)
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private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname) ;

private static final int REQUEST_CODE = 1;

// RIRASEDN—KFT—RE Activity ICFET 2153k

private static final String TARGET_PACKAGE =
"org.jssec.android.activity.partneractivity";

private static final String TARGET_ACTIVITY =
"org.jssec.android.activity.partneractivity.PartnerActivity";

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main) ;

public void onUseActivityClick (View view) {

/) kRRA YN 7k FAKRNA—NFT—MRE Activity 77 DFERAEN T T M) X MIEFINTWVWS I & &R

ER-)
if (!checkPartner (this, TARGET_PACKAGE)) {
Toast .makeText (this,
"FA% Activity PTVIEETA M) R MIEBHITLAWL, ",
Toast .LENGTH_LONG) .show () ;
return;
b
try {
Intent intent = new Intent ();
// kR4 VK 8Kk Activity \IZiEET 2 Intent IZIE. 754 FLAG_ACTIVITY. NEW_TASK %&&7E L7A&AW
// hARAVE 9k FIRENR—NFF—RET7TVICHATLTEWER%E putExtra () ZEIBEICRYZERF LT
EQA
intent.putExtra ("PARAM", "/N—hF—T7FYICHEARLTEWER");
// kRAV N 10 % BARE Intent IC&W/IR— M F—RE Activity ZOHET
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
// kRA VN 11 % startActivityForResult () IC&W/X—KF—[RE Activity Z#UHT
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast .makeText (this,
"MASK Activity BARDOMSHAL, ", Toast.LENGTH_LONG) .show () ;
}
}
@Override

public void onActivityResult (int requestCode, int resultCode, Intent data) {

super.onActivityResult (requestCode, resultCode, data);

CROR—=I2HE<)

48



Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2024-02-29

FIDR—IH 5 DFEE)

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT") ;

/) RBRA YN 12 % R=hF—RET7 T DSDRRERTH>TH, R Intent DREM%EHERT S
/) Y TIICDEEE, 3.2 AANT—9DRLUEERRT 2] 28R,
Toast .makeText (this,
String.format ("#&ER [3s] 2% (B >7, ", result),
Toast .LENGTH_LONG) .show () ;
break;

PkgCertWhitelists. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.pm.PackageManager;
import java.util.HashMap;
import java.util.Map;
import android.content.Context;
import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 1% 32 /N1 K
sha256 = sha256.toUpperCase();

CRDOR—J IR <)
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if (sha256.replaceAll ("[0-9A-F]+", "").length() != 0)
return false; // 0-9A-F LUADXENLDH B

mWhitelists.put (pkgname, sha256);

return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICXY BIERD/NY > 1 {EAZERIST 2
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEEED/NY ¥ 2 {BEEED/NY > 1B LLET
if (Build.VERSION.SDK_INT >= 28) {
// %k API Level >= 28 Tl Package Manager MO API CEZMRIIHN ATHE
PackageManager pm = ctx.getPackageManager ();
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D¥f&IE PkgCert DHREEFIFAT 3
return PkgCert.test (ctx, pkgname, correctHash);

FAIDR=I DS DHFEE)

PkgCert. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

50
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public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
", llll),.

correctHash = correctHash.replaceAll ("

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHEELEHEDAEVL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

4.1.1.4 B#RE Activity =13 - FIFFT 3

BBRE Activity |, BHUADT FUHSHAIND I &5 EIET B Activity TH B, EHOBHET )TV RF
LEBHRL., BE7 ) DR BRCEEEE T OICFIASh S,

Activity Z I ERICEER T % Intent [FE=FICL > THRAMONZ2BNDH B, TD7=&H. Activity ICIEfET % Intent
LYY T4 TRBEREBINT 2HBEICIE. TOBRIBROHIE=FICHEA;IMONDZLDRVWED T, BUARR
INERET 2RELNDH D,

UTFICBHRE Activity ZE2RIDY >~ 72— K%&RT,

R4V N (Activity 21E3) :
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—

. JRE E Signature Permission % &9 %

2. taskAffinity Z#$8%E L &AW

3. launchMode %387 L 72 LY

4. B EZ Signature Permission # B RXKEE ¥ %

5. Intent Filter # E&H 9. exported="true” % BARMICFRET 3

6. ¥ B E % Signature Permission ’B#7 7V ICL Y ERSINTWB I L 2R T 2
7. BT T D 5D Intent TH>TH. 215 Intent DRLMEHRT S

8. FIAX 7 TV RBHT T THZINL, Er T4 TIHRERERELTLIW

9. APK % Export §% & X2, FIATT7 7)) EEUHARERT APK 2EEY 2

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.inhouseactivity" >

<!-—— kRAV b 1%k MEESE Signature Permission xE€&Y 2 ——>
<permission
android:name="org. jssec.android.activity.inhouseactivity.MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<!-— BHRE Activity -->

<!—— *kiRA U KN 2%k taskAffinity ZIELRL —-—>

<!—— % R4V M 3% launchMode ZIEE LRV ——>

<!— kRA Vb 4%k WMEEFE Signature Permission EBREEST D ——>

<!—— %RA Y DN 5% Intent Filter #EHHET. exported="true"%PARMICERETD ——>
<activity
android:name=".InhouseActivity"

android:exported="true"

android:permission="org.jssec.android.activity.inhouseactivity.MY PERMISSION" >

</activity>
</application>
</manifest>
. J
s N
InhouseActivity.java

/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

CRDR—VITHEC)
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* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.

*/
package org.jssec.android.activity.inhouseactivity;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class InhouseActivity extends Activity {

// B#t®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.activity.inhouseactivity.MY_ _PERMISSION";

// BROIRAEZED/NY ¥ 1B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) |
// debug.keystore M"androiddebugkey"MEBAE /Ny > 18
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC..
—1E29DD26 F77C8255";
} else {
// keystore M"my company key"DFEBAZE/Nv P 1{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main) ;

// kRA Y~ 6k MBEER Signature Permission NERET TVICEWERINTWS I L 5MHERT 2
if (!SigPerm.test (this, MY _PERMISSION, myCertHash (this))) {
Toast .makeText (this, "JMHBEXEZ Signature Permission AEAT FVICE Y ERIhLTLARL, ",
Toast .LENGTH_LONG) .show () ;
finish () ;

return;

CRDAR—J <)
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// RRAV K 7k BT TYDSOD Intent TH>TH., %18 Intent DELMUEHRT 2

/) YT DERE, 3.2 AAT—9DRLEU%MHRT 2] 250

String param = getIntent () .getStringExtra ("PARAM") ;

Toast .makeText (this, String.format ("/NTX—% [ss] %%} >7%, ", param),
Toast .LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {

// RRAV N 8k FATT TVIEERT T THEZHL, £V T 1 TRERERZELTLL
Intent intent = new Intent ();

intent.putExtra ("RESULT", "tY 74 JiER");

setResult (RESULT_OK, intent);

finish();

-

SigPerm. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash)

if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");
try{

// sigPermName #E& LT TIVDNy G-I Z5REBT 2
PackageManager pm = ctx.getPackageManager () ;
PermissionInfo pi =

pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA) ;

(ROR—=IZHE<)
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String pkgname = pi.packageName;
// 3E Signature Permission DFEITKEEKE WL
if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBED/NY 2 2 {BEIEBD/NY 2 1{BE KT S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CHEEMRIEHI AHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 MDIFAIE PkgCert Z#FMAL., Ny a{EEIREL TLHET 3
return correctHash.equals (PkgCert.hash (ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash (ctx, pkgname));

CRDOR—J IR <)
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public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHIELZEIHFbDAGW
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte|[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b)) ;
}

return hexadecimal.toString();

* R4V b9k APK % Export 5 & EI2, FIATT7 7Y R UCHEKERTAPK 2 EHLT %,

I ® Generate Signed APK ||
Key store path: ' C:¥jssec¥Projects¥keystore
[ Create new... | | Choose existing... |
Key store password: .'
KEypassyxord: [....... "
[C] Remember passwords
(o ] [

412 FARTT T EEURAKERTAPK 2EE9 3

RICEHBRE Activity ZFIB T 2RIOY Y FII—RNE2RY, I TRERRE Activity ZIFCHE S AE%RBT 5.
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RA VM (Activity ZHAT ) :
10. ¥ B E % Signature Permission #FHEE ¥ %
11. B EF Signature Permission ’E#H 7 TV ICK W ERINTWE I L 5ERT
12. FIALET 7Y OFEAENBHOMRAETH D L MHET D
13. #IAET7 TV EBERT I THZHN S, BV T4 TRIER%E putBxtra() #ESBEICRYEEFELTELW
14. BA’REY Intent IC & W B#IRE Activity ZFFUH ¢
15 BRT7 T DS OERERTH>TH. 215 Intent DRLMEHRT S

16. APK % Export 2 & Z(2, FIAA%T7 Y CELUHRREERTAPK 2 EHLT S

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.inhouseuser" >

<queries>
<package android:name="org.jssec.android.activity.inhouseactivity" />

</queries>

<!l—— kR4 b 10k MEESE Signature Permission #¥BEEET S —-—>
<uses—permission

android:name="org.jssec.android.activity.inhouseactivity.MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name="org. jssec.android.activity.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

InhouseUserActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
2 http://www.apache.org/licenses/LICENSE-2.0
* Unless required by applicable law or agreed to in writing, software

(RDAR—TITHEC)
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* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.

*/
package org.jssec.android.activity.inhouseuser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;
public class InhouseUserActivity extends Activity {

// MA%D Activity B

private static final String TARGET_PACKAGE =
"org.jssec.android.activity.inhouseactivity";

private static final String TARGET_ACTIVITY =

"org.jssec.android.activity.inhouseactivity.InhouseActivity";

// B#t® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.activity.inhouseactivity.MY_PERMISSION";

// BDIAED/NY ¥ 1fE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"DIIEAEZE /Y ¥ 28

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC.
—~1E29DD26 F77C8255";
} else {
// keystore D "my company key"DIEERZE/N\v > a{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBI9E88B.
—D7B3A7C2 42E142CA";

}
}

return sMyCertHash;

private static final int REQUEST_CODE = 1;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
CRDAR—JITHE<)
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public void onUseActivityClick (View view) {

// kRA VN 11 %k MBEER Signature Permission hEHT TVICLYERINTWE I L 5HRT S
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this, "MBEEZF Signature Permission NEKTZ FUICLWEERIhTLAWL, ",
Toast .LENGTH_LONG) .show () ;

return;

// kR4 VN 125 FALT7 7Y OEBEEHIEHOIRESTHZ & 5HRBT 2
if (!PkgCert.test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast .makeText (this, "FIELE7 7Y IXE&LT7 7Y TE%AW, ", Toast.LENGTH_LONG) .show () ;

return;

try {
Intent intent = new Intent ();

// hkRAV N 13k FIAE7FVIRBHRT T THENS, VYT 1 TRIER%E putExtra () ZEIHBAIC
FRUZEEFLTHLL
intent.putExtra ("PARAM", "V YT 1 TRRIER");

// kR4 Vb 14% BARM Intent IC&YWBEHEE Activity Z#IFUHT
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY) ;
startActivityForResult (intent, REQUEST_CODE) ;
}
catch (ActivityNotFoundException e) {
Toast .makeText (this, "FIf% Activity ED2D5A W, ", Toast.LENGTH_LONG) .show () ;

@Override
public void onActivityResult (int requestCode, int resultCode, Intent data) {

super.onActivityResult (requestCode, resultCode, data);
if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT");

// RRAV N 15k BT TYDNSLDERERTH>TH, 28 Intent DREMEHRT S

/) YT DEEE, 3.2 AAT—YDRELUAHRT S #5E,

Toast .makeText (this, String.format ("#ER 2s] #Z (3B >7%, ", result),
Toast .LENGTH_LONG) .show () ;

break;

SigPerm. java
J*
CROR—=DIZHEL)
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*

FAIDR=I DS DHFEE)

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #EHELET VDR yFr—IZ%5WEBT 3
PackageManager pm = ctx.getPackageManager () ;
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packageName;
// 3E Signature Permission D& IEKEIKL
if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBED/NY 2 A{BEEBD/NY 2 1{EZLLLERT S
if (Build.VERSION.SDK_INT >= 28) {
// %k API Level >= 28 Tl& Package Manager ® API CEFWRIINTTHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DZz&lE PkgCert ZFIBAL. Ny aEEZREL THEKT S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;
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PkgCert. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash (ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELIEHEbHDAV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

CRDR—JIHE <)
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return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

FAIDR=I DS DHFEE)

* A >~ b 16 k APK % Export $2 & EI2, FIA%ET 7Y CRUMARERT APK 2 B4T 3,

' ® Generate Signed APK it

Key store path: ‘ Ci¥jssec¥Projects¥keystore J

{ Create new... I l Choose existing... I

Key store password: L ....... |
Key alias: | my oompany@ I_\
Key password: [ ]
[C] Remember passwords

(o) I ) ()

413 FA%XT T ERAURAKERTAPK 2ELY 3

412 V—ILTv o

Activity ZE DR, 713 Activity IC Intent Z3EET DBRITIEFLLTDIL—ILEFE T &,
1. 77)VRTORMERAT % Activity \FIERFERET 2 (LHE)
2. taskAffinity Z187E L7a\w (W7H)
3. launchMode %Z387E L 72\ (WZR)
4. Activity 1232159 % Intent |21& FLAG_ACTIVITY_NEW_TASK % 5% 7€ L&\ (78)
5. %18 Intent DREMZWHRT 2 (WEHE)
6. MEE K Signature Permission |, BT TUHNERELLZIE2BAELTHET S (WKAE)
7. WREBREBRTIHZEICIE. BREET )DL ORRERFRERT 2 (WE)
8. FAL Activity BEIZE T & 235E (L8R Intent T Activity ZFIFA Y 2% (R)
9. FIA% Activity S DRY Intent DREMEHRT 2 (WHEA)

10. M DFET 7' BT BHBAIRAE Activity ZFRT 2 (WH)
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11. EEZ ZRNICIRET 2B8ICIE. TOEEDREDREKEEZ#MITFTZ (BR)

12. BT 4 TRIBERIITEBRYES AW (HEE)

41.21 77)VHATOHEAT % Activity IFIERFZRET 5 (HA)

E—77VANSDHFBAEIND Activity (&b 7 7' 5 Intent % FIFENZHEHA RV, £/2IZ DL A Activity T
IFRARED Activity ZET % Intent ZIBE LRV ENE WV, TDEL DA Activity [FBIRMICERARZREL. FLH
Activity &9 %,

AndroidManifest.xml

<!—— ¥RHA Activity ——>
<!l-— % 4.1.1.1 - KAV b 3% exported="false"lIC&Y. BARMICELREZRET D ——>
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />

BA—77VANMSDOHFAI NS Activity Tl Intent Filter 3% E T % & 5 R5REHE L TEA 572\, Intent Filter D4
BE A—77Y)HAOIEAR Activity #EHUTHTDOE Y TH. Intent Filter IMEATHUHLAZL ZICERHETHT7T T D
Activity ZFFUH LT LE D AaEtES H 5. 5EMIE. 7 RNV R b T4.1.3.1. exported 327 & intent-filter 5% & D HE
 (Activity DI5HE)] #B5RT B &,

AndroidManifest .xml (FEHELE)

<!—— QLM Activity —-—>
<!l-— % 4.1.1.1 - KAV b 3% exported="rfalse"lIC&Y. BARMICELFEZET D ——>
<activity

android:name=".PictureActivity"

android:label="@string/picture_name"
android:exported="false" >
<intent-filter>

<action android:name=" org.jssec.android.activity.OPEN />
</intent-filter>

</activity>

4.1.2.2 taskAffinity #35E L2V (KE)

Android Tld. Activity &9 2 7IC& > TEEIND, YRV DARNE. JL— b Activity DFEFDT7 714 =714 ICK > TR
EINd, —ATIL— UKD Activity ICBIL TIE, FIBT D29 RIDT 74 =T 4 IFTIERESI NG, Activity D2
BE— RICEMET B, 35 14.1.3.4. )b— b Activity IZDWT ] B8RRI 32 &,

T 74 MNEETIES Activity IRy T —V 5T 74 2T 4 & LTHD, ZOHKR, 9207V T &ICE
DETOHNZDT, A—77VADLTD Activity EFR—49 RV ICAIET %, R VDEVETEEET 3T,
AndroidManifest.xml ~DBAREART 7 1 =7 1 58, Activity ICEET 2 Intent ~ND 7 ZVEREET UL IV, 727
L. 9RVDENVHETEERLEBEIR. ERDYRVICET S Activity ICEE L7 Intent 2517 7Y IC& > THRAH
T2 AL H B,

YT 4 TRIERE ST XS Intent $ & U Intent DB EFHAISNAWL S 12T 2I21E, AndroidManifest.xml
A ®D application 3% $ & U activity 3= T android:taskAffinity Z38ER . 772 b (RNvF—IZEFA—) DX FIC
IRETH D,

BATFICIEARE Activity DYERRI & FIFRIIC (7 % AndroidManifest.xml % 7R9,
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AndroidManifest.xml
<!-— % 4.1.1.1 - KAV M 1% taskAffinity ZIEELABL ——>
<application
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<l-— % 4.1.1.1 - R4V b 1% taskAffinity ZIBELBL ——>
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<!—-— N Activity ——>
<l-— % 4.1.1.1 - R4V M 1% taskAffinity ZIBELARL ——>
<activity
android:name=".PrivateActivity"
android:label="@string/app_name"

android:exported="false" />

</application>

GRADET T4 =5 14 DEMAERSIZ. TGoogle Android 7045 XV Z Al "2, %% W&, Google Developers API
Guide “Tasks and Back Stack™> Mf#k$ & O [4.1.3.3. Activity IZEIE SN D Intent DEFHILY (Android 5.0 £ V) BID
N=232IZD2WT)L T4.1.34. )Jb— b Activity IZDWT] #5RBT B &,

4.1.2.3 launchMode 23 E LA W (WKZE)

Activity DEBIE— R & 1d. Activity ZMFUHIERIC. Activity DA VR 8 V ZDFREMRP. & R U OFHEERK % HIE
TEODRETHD, T 74 MEEIL standard” TdH %, “standard” XE Tld. Intent % > T Activity ZFUH T
EEIICRBICHBAVRIVREER L, § RV IFHETH LA Activity BB T 29 X VIRV, FIRICY R I DPERS
N3 &RV, YRIDPFRICERSNZ &, MOHBLICES 7z Intent BBID 7 7' hSFHAIY AREICAR S, FDE
O, TV YT 1 TRERE Intent ICESLIHBAICIE. Activity OEE)E— RIZIE standard” #FHW 2R ETH 3,

Activity D#2E)E — K i& AndroidManifest.xml P(Z T android:launchMode TBERHIICERERBETH B H'. LR DERIC
&Y. & Activity ICR L T android:launchMode %#$8EH§. %2 T 7 # ) hDE £ standard” & T E2RETH 3,

AndroidManifest.xml
<!-— ENF Activity ——>
<l-— % 4.1.1.1 - R4V b 2% launchMode ZIEE LA\ ——>
<!-- Activity ICl& launchMode #18EE . EZT 74N NDE X" standard” &£ §% ——>
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

CROR—=DI2HE<)

2 ST)I, BEH. RSP, BEA. LA, WA, £, 17HZ [Google Android 7OV 5 IV U AM] (FRF— - AF4TT—F 2, 2000E7H)
*3_https://developer.android.com/guide/components/tasks-and-back-stack.html
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</activity>

<!—— JENB Activity ——>

<l-— % 4.1.1.1 - R4V b 2% launchMode ZIEEL AL ——>

<!-— ActivityZld launchMode ZIEEE Y., AT 74 MDF X" standard” £€9% ——>
<activity

android:name=".PrivateActivity"

android:label="@string/app_name"

android:exported="false" />
</application>

[4.1.3.3. Activity I\J3EE I NS Intent DFRHENY (Android 5.0 £ WRID/N—2 3 VIZDWT)L, T4.1.3.4. )Jb— § Activity
ICoWTl 28R 3 &,

4.1.2.4 Activity (Z3%(E9 % Intent iC1& FLAG_ACTIVITY_NEW_TASK %&%7E L7\ (478)

Activity D#BEIE — K I& startActivity() & % \M & startActivityForResult() DR{TEICHEER T2 I &N ABETH Y., 92
IDRFRICERSNBZHZEDH D, TDH. Activity DREITE— REETRICERLABVE D ICT 2RENDH 5,

Activity DR E— K& ZEHE$ % IC I, setFlags() ¥ addFlags() # A\ T Intent IC7 57 %% E L. O Intent %
startActivity() & 7z | startActivityForResult() D8|# & 9§ %, Y9 RV EFHBMICERT 5726HD 7 T 7'1& FLAG_ACTIV-
ITY_NEW_TASK T#% %, FLAG_ACTIVITY_NEW_TASK #'3%ESh 2 &, BUHI N7 Activity DY R I DNy &
T2V RHZEZWET7 AT I REICEELRBRWESIC. FRICYRIDER SN S, FLAG_ACTIVITY_MULTI-
PLE_TASK % FLAG_ACTIVITY_NEW_TASK & EBFICERET 22 & HTE D, ZDHBAICIE. IR IDBTHIREK
IND, EELDREHLIRIEERT H2HREEDNHZ72D. VYT 1 TIRERERD Intent ISIFFRELBRVE D IC
FTRETH D,

Intent D EE 5

Intent intent = new Intent();
// Kk d4.1.1.1 — R4V K 6k Activity|TEET S Intent ICl&. 7T % FLAG_ACTIVITY NEW_TASK %ZE&TE L AL

intent.setClass (this, PrivateActivity.class);
intent.putExtra ("PARAM", "BV YT 1 TRIER");

startActivityForResult (intent, REQUEST_CODE) ;

P, Activity IC3%X{§9 % Intent IC FLAG_ACTIVITY_EXCLUDE_FROM_RECENTS 7 5 7 #BARMICERET 2 &
T, YRIVDERSINEZE LTEHEZORBDITAMONABWVWELIICTESZ EEZ DM LWL, LALARDNL, ZOA
FEERWTEHEE SN Intent DRB%Z5HHIND I ENTRETH S, L7Ad > T, FLAG_ACTIVITY_NEW_TASK Df#
FRI3ETZNETH S,

4.1.3.1. exported %7 & intent-filter 3% E DA EOE (Activity DIFHE)] BXT T14.1.3.3. Activity ITEE S NS Intent
DFHEY (Android 5.0 LY REID/N—2 3 VIZDWT)L, T4.1.34. Jb— K Activity IZDWT1 BRI 2 2 &,
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41.25 ZE Intent DL LM EHRT 5 (WAE)

Activity DA FICE > THETFYIRVIEERL DD, 215 Intent DT — 4 ZET BEICIE. £ T 25 Intent DRLME%ETE
ELARFhIERS AW,

AR Activity IZTHESEOT7 7)) D5 Intent #FZIFENZ 728, TILD =7 DKE Intent % Z(FEZ TN H D, FE
NBE Activity (D7 7Y H S Intent X BEFEZITERZ Z &iEBW, LMLE—7 7Y RADRE Activity DMt 7 7'1) H
5% (FE > 7= Intent DT — 4 % IENFI Activity ICERET 22 & D H D72, 215 Intent Z/RHICRETHDEEZT
ER SR, /=~ F—FRE Activity ¥ E#RE Activity (EZDHEDY R TH B2, PldV) 215 Intent DELH
EHRTDILELD D,

M32. A\AT—9DLeM%aiEd 5] #5BITBE,

4.1.2.6 M EEZ Signature Permission (3. B 7 7UNEZ LA L 2R L THRAT S (WA)

B#7TVRIHASFIETE 2BH-IRE Activity ZF 5358, B EFH Signature Permission IC & Y R L 27 huid
72 572\, AndroidManifest.xml T® Permission . Permission EXREE 13 TIHREI T+ TH B2, 152
Permission & Protection Level] @ 15.2.1.2. B E&ED Signature Permission TR 7 7 EE T 21Kl 28R T 2
Z&,

4.1.2.7 BHFRBEBEZRTIBAICIE, BEET T HSOBRBEB/RICERT 2 (WA)

Activity D% 1 FI2& o T, setResult() &AWV THRIBERZRZET %E%—‘GJEL%T TYDERENER D, NF Activity
MERBEBRERET 2BE. BREEETTINILIV I 7 THRIAREEIHY, HREBRIBREF > THEDNEE
RN H B, FEAR Activity ¥ B#ERTE Activity DB E I, ﬁkﬁ%l_l_ﬁ'ﬁtié*i) TV THI-OBERBEROB VN2 H X
YiLERT 2REIAWV, /A— N F—FRE Activity DIFEIEZTOHREICMET 2,

D& D IC Activity D SRERBERZBTIHEICIE, BEET T 55 OFERBEWBOTRICEE L BTl s i,

ERBRERET BBEDH)

public void onReturnResultClick (View view) {

// Kk 4.1.1.3 - KAV 6k R—=rF—T7FTVICATLTEWERICRYERELTEW
Intent intent = new Intent();

intent.putExtra ("RESULT", "/S—KkF+—7 7 UICETRL TEWER");

setResult (RESULT_OK, intent);

finish () ;

4.1.2.8 FIfA% Activity 2'EE T & 235& X878 Intent T Activity 2FIF 92 (H)

BEEAEY Intent IC & W) Activity ZFIF T % &, RIEMIIC E D Activity IZ Intent A (E 1% AL Android OS EHIZ7 >
TLED. LIz T7IC Intent NEFINTLED & BHRFENEL D, —FA. BARE Intent IZ & V) Activity % Fl
B9 %&. /8E L7 Activity AA A Intent 25T 2 Z & A LEBEHNEZETH B,

WEBEFEZT7TY (D Activity) ZI1—H—ICBIRE 24 E, FIRAL Activity ZRTRISRE L ZWBEZRITIE,
FIFA%E Activity EH SN UCHRETE D, D& D74 Activity ZFIFA T 2HHICIZHRM Intent ZFIAITRETH 2,

BE—7 7Y A® Activity % Bi’RH Intent THIAT 3
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Intent intent = new Intent (this, PictureActivity.class);
intent.putExtra ("BARCODE", barcode);
startActivity (intent) ;

DT 7)) DRF Activity % BA7RHY Intent TRIAT 2

Intent intent = new Intent ();

intent.setClassName (
"org.jssec.android.activity.publicactivity",
"org.jssec.android.activity.publicactivity.PublicActivity");

startActivity (intent) ;

R LD T 7 OAR Activity ZB37REY Intent TRIFA L723BEH. BFL Activity 2B T7 TUBIILI T THS
AREMEDL B B, FBERENY T —VZTRELLELTE, BFETT)DREBENT 7Y ERALNRY F—I ZEFEDHBY
TT)THZAREEDNHDDHE, TOLIRY RV EHRLAEWEER, /X— M F—BRE Activity ¥ B#BRE Activity
DERERNT I2LENDH D,

[4.1.3.1. exported 27 & intent-filter 52 FE DA E DT (Activity DIFE)] BRI B &,

4.1.2.9 FIRAS Activity A5 DR Y Intent DR LM 4RI 2 (WAH)

Activity DY 4 FIC& > TETFIVRVIEER DD, BUEELTRE L Intent DT —4 #0NIBS ZICIE. £T2E
Intent DR EMEFEE LR ITNIEAR S,

FIAE Activity B2F Activity DIFE. TREDT FYU N SREY Intent ZFIFERZ 720, TILY 7 DKE Intent %
ITERZ ATREMED S B, FIFASE Activity DFERF Activity D35E. BE—7 FTUVRHSREY Intent ZZIFIZDTY R 71
BWEIICEBZDBEDN, D7 7Y HEFIFER -7 Intent DT — ¥ ABBHNICEYEE L TEHEET I D H D70,
215 Intent Z BRHFICRETH B & EZ TR SV, RS Activity B/3— k F—[RE Activity ¥ B#LRE Activity
DBE. TOHED) AV THB7=H. ®ldY Z(E Intent DEELMEEHRT 2NENH 5,

32, AT -9 DL %kAT 2] 28R &,

4.1.2.10 B DRET 7 £EHET 2355 EFI AL Activity 252325 (BHR)

thtt DR ET 7Y EEHET BIFEICIERTA M) R ML 2BBEEIHD, BF7 TYRICHALT 7)) OFFRE /v
DaEFORBLTEL, MALOIMBENY Y1 RBFLTVWRHAENY Va2’ —BT 20 %2HRT B & T, I
WEELT7F)ICIntent ZRITT DI L EBCIENTE S, BEERMARERERICOVWTEY Y LI—REIvaY
M4.1.1.3. "= K+ —RE Activity =155 - FIAT 2] Z25RT5I &, £, RMANRFEMICEAL T 14.1.3.2. FIATT
7T =R 51 aBRT B &,

41.211 BEZZRNICIRH T 2158101, TOEEDORROREKELERT S (WAR)

Permission IC& WIRESNTWSIEREES SUBBEEEL MO 7 7)) ICTRAICIRET 25EICIE. REET7T TV IC
L CE—® Permission Z&E3K$ 270 E LT, TOREKELHERLAFNIER S, Android @ Permission ¥ 1
VT4 ETILTR, RESNEEEICNTZ2T7TUDNSOEET IV ERICDOVWTOHEREREZ1Td, IOLEKR LR
HICEY, 77 ICRBINAEENS SICHDOT TV IZ, REDOLOHICUER Permission ZERT 5 2 & Rt
NZAEMESH D, DI &I Permission % FEE (Redelegation) L TW3 Z & & REBEMIZZEM7ARD T, Permission D
BEEBRECEWEN D, [5.2.3.4. Permission DEBEEZEBE] #8832 &,
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41.212 Yo7 4 TREMIESTEBRY XSV (HELE)

TRESEOT ) LBET 2HEICREY YT 14 TREREZE S TRBRSRV, REDT T EEETIHAICEWN
TH., BERLABRVWT 7Y IC Intent 2T L TCLE > LBAEPE=EICEL S Intent DRFERETHERMNMRRELTLED Y
2IBH B, [4.1.3.5. Activity FIREEOOJHAICOWTI #8BIFBZ &,

YT 4 TRIERE Activity ICET 2548, TORROTHE) R EREF LARTNIER SRV, 28 Activity 12:%
FLEBRIEDHTRET R EEZARITNIERSRWL, £h/— M F—RE Activity ¥ B#LRE Activity (23E4F L 72 1ER
£ ZN 5 Activity DREZICIKTF L TERKRRY R VDOKRNDNH B, FELF Activity ISER T 2BRICE>TH. Intent D
data ICE D 71EHRIE LogCat BHATHAET 2 ) R I H%H %, Intent D extras i LogCat ICHASNBRVWDT, Vo7«
TIRERIE extras TELT D& LKLY,

LU Y T4 TRERETEDRITENLBVWEDIICIXRIRETH D, ENT 2560, FIAL Activity (ZIEFTE S
Activity IZFRZE L. Intent DfEHRH® LogCat NRHE LAWK S ICERE LA ITRIEAS AW,

F7z. Jb— b Activity IZIEEY T 1 TREREZZE > TEAS AW, Jb— b Activity &l&. 9 RIDPER S N7ZBFICK
MU SN Activity DZ ETH D, HlZIE. TVFr—DrSEESI N Activity IZEICIL— b Activity TH 2,

Jb— b Activity ICEB L TOFMIE. T4.1.3.3. Activity IZEE S NS Intent DFRHEY) (Android 5.0 K YWEID/NN—2 3 V(C
DWT)I T4.1.3.4. Jb— b Activity ICDWT] $8RT 2T &,

413 7 RV Z b

4.1.3.1 exported :&E & intent-filter B2 E DA & Ht (Activity DIFE

ZDHA RXETIE, Activity DFZED SIEAR Activity, 2B Activity, 78— M F—BRE Activity. B#RTE Activity
D454 TD Activity ICDWTREAEEBRRTWDS, &4 1 FICFFS L TWS AndroidManifest.xml @ exported /&
M & intent-filler ERDMAADOEERDRICEE D, FB D& LTWSB Activity DY 4 7 & exported BHES & U
intent-filter EXROMISHNEL W & 52HRT DT &,

% 4.1.1 exported B & intent-filter ERDIAEDHE

exported BHEDE

true false EIEE
intent-filter EZENH 25 LF ({FERZELE) (EFZL)
intent-filter EFZA RV 2B, /N—~F—IRE. BHRE FLH (RFZELE)

Activity @ exported BMENEIEE TH 2B EICT D Activity BRI NZ NI ERFE RS AL, intent-filter DEFEDH
BICKWREDN AHA KT Activity D exported BME%E MBIEE] ICT2Z & EZEIELTWVWS, RIRD & S 4 API
DT 7 A NDEHCFHIEREAT DI EIEBITEIRETHY., exported BEDE S BEFaY 74 LEELZREEHR
THICEMET 2FEI’HI2OTHNIEZNEFIATRETHDEEZAONDHTH D,

exported BHEDIET lintent-filter E&EA % % | & lexported="false”| A FRZEIEIC L TWSDIL, Android DIRZEWIC
RiFINDH Y. Intent Filter DHEE £, EREITMT 7Y D Activity ZEFVHLTLESI BELPEETZ2HTH D, Ll
TD2DODHIFE. ZDFRBD/HDEDTH %, 414 A—7 7Y ADLS LHFELRR Activity(7 7)) A) ZBERH
Intent THUOHERWEELREEDHFITH 5, Intent-filter(BF action="X") EEZL TWVWB DA, 7Y A LHLAaEL
DTEEBY DEE &> TWS,

“ intent-filter "EZEE N TVNIEAR Activity, EES N TWARIFNIEIEART Activity & 7 %, https:/developer.android.com/guide/topics/manifest/
activity-element.html#exported A SHBD Z &,
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" ™

FFUA

S B AIntentF{# ST

Activity FFEUAHE o

Intent(“X™)
FFUC
JE4% Pl Activity A=1 FE B MIntentFE-T
exported="false” Activity ® UM T

action="X" @ Intent(“X")

Activity A—1[3IELFActivityleDT. 7
T)ADNSLMEFUH T EITTELL

L Androidii 7

414 EBLHEDH

4150, 77 AICMATTZ 7Y B THERE L intent-filter(B A action="X") #EHEL TW3HETHD, M4.15T
. 77 A DBERM Intent 23%E L CRA—7 7Y ADIERE Activity EHUHZS &2, [PFVr—a ViR
R P4 7O BRREN, 1—F—DRIRICE > TAB Activity(B-1) AU EhTLESflERLTWSS, Zh
ICEWMBTFVICRLTEY T4 TRBREEELALY., EEEHRYEEZITRSAEEENELCTLE D,

4 =
FFUA _
FEEE M IntentE{E-T Fl)5r—
Activity =R & a2 MRIR
Intent(“X") - A-1

JE4% B Activity A-1

exported="false" —

action="X"

4% MActivity B-1
exported="true"
action="X"

Bl LactionZE &L -Activity B-1H$%H 5
&, OSICEYBIRA A 7T HhRERSHN,
2 —H—MBERIZL> T BActivity
B-1AMEEh TLES

9 Androidif 3

415 BELABWEMEDH

*5 Android 8.0(API Level 26) LIEDIHRTIE [P TV —>a v ERR] §4 707 RTINS, BHh7 7)) B DL Activity(B-1) IC B E)E
BIBIEIHBEINTVWS, 2O ENBH. Intent Filter ZRDIEAR Activity ZBERE Intent IC & > TEENT 2 DIZBILETRETH B,
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Z D& SIZ, Intent Filter % A\ 723ERB Activity DFEEA Intent LU LIZ. BEREHT 7 & OEHROP W ELY %5F
LTLEIDTIT-oTUERLRY, BB, ZOEHETTY A 7TUBDAVAN—NVIBERICIKHKELAWZ &5
ALTW3,

F7z. Android 12 29 —4'v b & 9§ 2BE&. 77V IC intent-filter % {FHEF % Activity, Service. Broadcast Receiver A&
EFNTWVWBRHEAEIE. exported BHEDOBATHAESIINEELR>THY., BRLABSEIEILREFEIFTTEA>TWS,

ZDBE, YT IAN T ANICEBENRTREN, ELELRBICEIS— Xy E—UNKRTEINB,
c VZTIANITIFAINDEERX Yy E—Y

When using intent filters, please specify android:exported as well
s EWRBOIZ—Xyt—Y

Manifest merger failed : android:exported needs to be explicitly specified for <activity>. Apps targeting Android 12 and
higher are required to specify an explicit value for ‘android:exported‘ when the corresponding component has an intent filter

defined. See https://developer.android.com/guide/topics/manifest/activity-element#exported for details.

4132 MATT 7)) 2 RT3

ZZTRAN—=FMF—BRE Activity DEZICET 2 RMIERZMEHT 5, /A— M F—RE Activity (FHRT74 MY X MZE
BINERHEDT TIUDNSDTIERAEFHFAL, ZhUADT TYDNSIET IR %EESTT % Activity TH B, B
NOTTVET UV RFARNRE A D7, Signature Permission IZ & 2 FHEIFEIEFIATE RV,

BEARNLBEZ A /=N F—[RE Activity DFBTT7 TV D& =R L. K74 MY XA MIBEFZINLZTT)TH
NEH—ERE2RHET S, BEFINTVWAEVWT I THNEY—ERE2RHELAVEWVWDIEDTH S, FIET7 U D
B, AT 7 TS DHPELRB L. TOHMBEEDNY Y aEEFRTA N) A MDY D2 {EEHET S
ZETITI,

ZZTHETHhIHATT YO IGIHE] 2RBETEE, AATT7 IO IRy r—I 8] LOBTHITIEARL
MN? ERBERINAAEVENERD, LOLLNAY S —VRIIERICKEETELLHOMDT T ADEY T LHE
BThHd, MY TELAREANRIA—FIBTHBBICIEZ RV, —A. 77 O DABRETHNILETRRICHED
ZENTED, HPAEICHRT 2ERHAOREERIEETNOT TVHARBE LI F > TVLWRWED, E=FIE CAHE
RS, HEODEBELRIANLBRINTET7 SV EERTZZEETERVWASE, RI7A4 M) AMET IR EZHFTLAEV
TTYDMRAET I ERTERBLTELWD, YV TN A—RTREETAI NI RAMNDT =954 XENSLT B
BICEIBRET — 4 D SHA-256 /Ny ¥ 1 EARET B EICLTWS,

ZDFEICIRDZD DEMZENH B,
o AT T TV ICHWT startActivity() Tl&7e < startActivityForResult() %z {#F L A& (F fLid7e 5 4L
e FIATT FVICHEWT Activity AADSHUPHET Z &I TEAWL

2 OBOHIMEBEEREIIWDIFE I DEOHWNEEOKERE LTESNIHNTHZ2DT, BEICIE 1 DORLHKES
Z%, ZOHWEHEOELTT T DRy r—IZ%EFT % Activity.getCallingPackage() DHIFICL W EL TV,
Activity.getCallingPackage() I3 startActivityForResult() THEUH I NAEBEICOAMBATT TV ORNy r—I %R
M. ERRDS startActivity() THUOH I NEBZEICIE null ZRIH#kER>TWS, TDRHIITENT 2 HEE N
THATT TN, LEARYENLFTETH>7-& LTH. startActivityForResult() ZFEH R IFNIER S AL & WD FIH
MNdH 3, S 5IC startActivityForResult() 1 Activity 7 5 XA TLAMEZ W =8, FIATTIE Activity ICRES N5 & LDl
HedHh 3,

*6 Android Studio Arctic Fox 2020.3.1 THesR
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PartnerActivity.java

/*

*

*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.activity.partneractivity;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class PartnerActivity extends Activity {

// Kk 4.1.1.3 - R4V~ 4% FATT7TY ORAZELN R TA MY R MIEHFEINTWSZ &R T S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists () ;

// I"—KNF+—TF Y org.jssec.android.activity.partneruser DIFBAE/N\vY > 1{E%FER
sWhitelists.add("org.jssec.android.activity.partneruser", isdebug °?
// debug.keystore ®"androiddebugkey"DFEBAE /Y > 1B
"0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 EF77C8255"
// keystore D "partner key"DIEEAE/\v > 1{#
"1F039BB5 7861C27A 3916C778 8ET78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UWTRERRICMBDN— N =T 7)) 256k ..

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname) ;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.main) ;

CRDR—JIHE <)
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FIDR—I DM EDHFTE)
// Kk 4.1.1.3 - KAV 4% FATT7 7Y OBAELETA M) X MIEFINTWE I L &HRT D
if (!checkPartner (this, getCallingActivity () .getPackageName ())) {
Toast .makeText (this, "FIRAT7Z FYIE/N—bF+—T T TlxRL, ",
Toast .LENGTH_LONG) .show () ;
finish () ;

return;

// Kk 4.1.1.3 - RAV KN 5%k R=KF—FFY)YDSD Intent TH>TH, 25 Intent DEXEMEHRT S
/) Y TIVCDEEE, [3.2 AAT—9DORLMEEHRT 2] 2R,
Toast .makeText (this, "X—hF—FFUHSFTIEAHY", Toast.LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {

// Kk 4.1.1.3 - KAV K 6%k N=bF—FFVICATLTLWERICRYIEZELTLL
Intent intent = new Intent ();

intent.putExtra ("RESULT", "/S—k+—7FYICBRL TLWVIER");

setResult (RESULT_OK, intent);

finish();

PkgCertWhitelists. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
CRDR—TITHEL)
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if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 13 32 /34 k

sha256 = sha256.toUpperCase () ;

if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F UNDIXFELH S

mWhitelists.put (pkgname, sha256);

return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICRBT BIEMRD/NY ¥ 1{EEZRF/T S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEBED/NY > 2 {BEERD/NY > 21 {E%LET D
if (Build.VERSION.SDK_INT >= 28) {
// %k API Level >= 28 Tl& Package Manager M API CEIZEIMRIIN ATHE
PackageManager pm = ctx.getPackageManager () ;
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DHZEIE PkgCert O#EEEHMAT 3

return PkgCert.test (ctx, pkgname, correctHash);

FIDR—IH 5 DFEE)

PkgCert. java

/*
*
*
*

*

*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

73
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FAIDR=I DS DHFEE)
import android.content.Context;
import android.content.pm.PackageInfo;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHEEBLZFIHEHDAL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("%$02X", b));
}

return hexadecimal.toString();
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4.1.3.3 Activity IZiXE S 3 Intent DFEAEY (Android 5.0 & WREID/N—2 3 /ICZDWT)

Android 5.0(API Level 21) LABE TId, getRecentTasks() B 5B TE 21FHRN. BDEEDOIRVBERBLUF—LT S
D& BEBEBRTIIBRVWEDICRES N, LA L. Android 5.0 KYRION—U 3 v Tld, BAEEDY R 7UHA
DIEREFZAHERD ZENTE D, LLTFIC Android 5.0 K WRIDN—Y 3 Y TRET 2FBEOABT % MEHT .

ZRIDIV— N Activity ICEEE /e Intent (. § R VBEICEME NS, JL— b Activity & IFF RV DERELRD
Activity DZ & TH 2, ¥ RVEREICBINS N7z Intent &, ActivityManager 7 S A% ff5 2 & TEDT7 T H L HBEH
ICERA e &M AIRETH B,

FT)VDNSIYRVBREESRTZ-0DOY Y I OA—REUTICRT, YRAVBEESBT 57-0I1C1E. AndroidMani-
fest.xml I~ GET_TASKS Permission DA% EET 5,

AndroidManifest.xml
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.intent.maliciousactivity" >

<!-— GET_TASKS Permission #¥§Ed % ——>

<uses-permission android:name="android.permission.GET_TASKS" />

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
<activity
android:name=".MaliciousActivity"
android:label="@string/title_activity_main"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

MaliciousActivity. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

(RDAR—=TITHEC)
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FAIDR=I DS DHFEE)

package org.jssec.android.intent.maliciousactivity;

import java.util.List;

import java.util.Set;

import android.app.Activity;

import android.app.ActivityManager;
import android.content.Intent;
import android.os.Bundle;

import android.util.Log;
public class MaliciousActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.malicious_activity);

// ActivityManager B89 %
ActivityManager activityManager =

(ActivityManager) getSystemService (ACTIVITY_ SERVICE);
// B A DEREERH 100 HIIST 5
List<ActivityManager.RecentTaskInfo> list = activityManager

.getRecentTasks (100, ActivityManager.RECENT_WITH_EXCLUDED) ;
for (ActivityManager.RecentTaskInfo r : list) {

// JW— Db Activity ITEE SN Intent ZEEL. LogllRRT 3

Intent intent = r.baselntent;

Log.v ("baseIntent", intent.toString());

Log.v (" action:", intent.getAction());

String target = intent.getDataString();

if (target != null) {

Log.v (" data:", intent.getDataString());
}
if (r.origActivity != null) {

Log.v (" pkg:",

r.origActivity.getPackageName () + r.origActivity.getClassName ());

}
Bundle extras = intent.getExtras();
if (extras != null) {

Set<String> keys = extras.keySet();
for (String key : keys) {
Log.v (" extras:", key + "=" + extras.get (key).toString());

ActivityManager 7 5 X2 M getRecentTasks() IC& W, IEELIEHERDODIRIVBREZNBTZIENTES, BIRIDE
$R I ActivityManager.RecentTaskInfo 7 5 A MDA Y R4 ¥ ZICHEMI N B A, D A Y /N—ZH baselntent IZ1&, ¥ R
I DI— b Activity ICEE S 7 Intent DEIS N T WD, Jb— K Activity & 39 R DNER S NRFICHFUESI N
Activity TH B DT, Activity EHOHTERICIE, UTORKEEZEESHHBALIRVED IERELATIE RS,

o Activity AFEUH I NARRIC, R IDFIRICERSIN S
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s MU I N7z Activity XNV I TS0V RHDBZWET 7 I Z0 Y REICBICEET 29 X7 DJIL— K Activity
TH?

4.1.3.4 JL— b Activity IZDWT

Jb— I Activity & IZF 27 DR ERD Activity DT ETH D, YR IDERINI-BFICBEI S iz Activity DT & T
Hd EE>TELV, BIZIE. T T A KEED Activity BT VY F v —DSBEIS MBS, ZOD Activity (dJ)L— b
Activity &7 %, Android DfEFRICE B &, Jb— b Activity ICEE SN2 Intent DRAFIFEEDT TV ICLk > THAS
haBnsH2, TI T, Jb— b Activity NV T 1 TRIBEREZZEELBRVWE D ICHKREBLD2LELH D, AAS R
Tld, MUHI N Activity DIL— R ERDBDEBCTZHICLLTD 3 & I)L—ILIZBif 7,

o taskAffinity Z3#§%E L 7L
* launchMode =357 L %W
* Activity IC3#{§9 % Intent I 1d FLAG_ACTIVITY_NEW_TASK % &7 L 722\

BUFR. Activity BIL— b ERZDIEED K S BIBED EHDITIL— b Activity ICDWTERT 5, MUH I/ Activity
PIV— KN ERBIHDOEEFICEET Z2DIE. UTICEIF2EETH 3,

s MUHE NS Activity DEEIE— N
s UHEIND Activity DY R T & Z DIEEIREE

F9. MEUHEEIND Activity DEBIE— K] ICDWTERBAT %, Activity D#2EIE — Kid. AndroidManifest.xml 2
android:launchMode %R g 2 T &E THRETE %, ik LA WHEIE standard” & AR EN B, £/, EBE— NG
Intent ICEEET 27 T VICE > THERARETH %, FLAG_ACTIVITY_NEW_TASK 7 5 Z'1&. Activity % “singleTask”
T-RTRESE S,

IBEAREREBE—NIRDEBY TH B, IS, JL— b Activity E OFREICERZHTTHMAT 5,
standard

ZDOE— RTHUTHE I N Activity [F)L— b ERDB T &R, MUBLAIOY RV ICFIET %, £/ MUHLOEIC
Activity DA Y 2V ADNEK SN D,

singleTop

“standard” EERRTH DD, 747 I TV RYRVDHRFMEICKRRIINTULS Activity ZRBENT 2HFEICIE, 1 VR Y
VANEREINRVWE WD RHER B,

singleTask

Activity (7 7 4 =7 1 DIEICR S TRIB T 29 AU DRE D, Activity DT 74 =T 4 =BT 29 R0 BNy I T3
DY RHBIZWRETATTTOY RICEELRBRWEEICIE. § X 0D Activity DA YV RAI VR EEHICHRICER SN S,
BREYT2HBEICEELLEERI AL, RIETIE, BEIS N Activity DA Y RY VY RFIL— M &R B,

singleInstance

“singleTask” &R TH B D, ROKTRAL S, FHMICERSI NI R VITIE, Ib— b Activity DADFIBTE DR TH
%3, LEN>T. ZOE—RTREISI NI Activity DA V2RIV AEEICI— N THD, TITEENIBELRDIZ. T
VN3 Activity BMFDT7 714 =71 EALEFDOI R IMPBRICEEL TWBIFEETH>TH, BUH I NS Activity
EYRVIZEEND Activity DY FRAEADNERDZBETH D, TOHEIF. FRICIRIDER SN D,
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M E& Y, 7singleTask” £ 7= (& singlelnstance” THEENE 117z Activity IZI— MNCRZAREELH B Z DD D D, 77
DOREMERRT 27HICIE. ThOHDE—RTEBILABAWVE D ICLARITHIERSRL,

RIS, TR I NS Activity DY R0 & FDREIREE] ICDWTEHBAT %, & A, Activity »standard” €— K T
UHEINE LTE, Z0D Activity B'FIE T 29 X7 DIREEICK > TIL— b Activity &R 2BEDH 2,

flE LT, MUPHEINDB Activity DI RIDBRICNANY V7S50 RTREEILTWEIEEEEZ 5, BEERDIDIE. Z0D
¥ 29D Activity 41 ¥ R4 >~ ZHsinglelnstance” THREEI L TW2HBETH 5, “standard” THUH N7z Activity D7
T4 =T 49 RV ERALE S BFIC. BEED singlelnstance” @ Activity DHIRICK U, FRY A I/ DBER SN2, =
2L, ZREFND Activity D7 Z ZAEZHPRALHFEIE,. R VIBERSINT. 1 VRSV RZBEEOEDOHFAIN S, W
FTHICL A, MU Iz Activity I&)L— b Activity IZ72 %,

BEDE ST, JIb— b Activity AR OE I N2 FERERTRHORBICKET 2L EERTHD, 7TIVEREORIC
(&, 7standard” E— KT Activity #FUHE T LI ICTRITRETH S,

FEAFE Activity ICEE SN Intent AT Y D SFTmAMSN BBl & LT, FEAR Activity DIEUH LI Activity
% singlelnstance” €E— R CRE T 2B EOY Y TN IA—REZUTICRT, 2OH Y FILI— RTIE FEQR Activity
Hstandard” E— R TR I N B A, FEUH LA Activity D7 singlelnstance” E— K DFEMEIC & W, FEARE Activity (ZHT
RYZIDIL— b Activity &> TLE D, OB FEAR Activity ICEEI N2 YT 1 TRIEWITY XV BREICE
Handizd, FEOTT)HOHEAMYARETH D, 4. FFOH LA Activity, FERF Activity EEHICA—DT7 7 14
ZT1%EFD,

AndroidManifest .xml (FEHESE)
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.activity.singleinstanceactivity" >

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<!-— Jb— K Activity D2EBIE— R%” singleInstance” &£§% ——>
<l—— TI4A=TAEERERET. 7TVORvr—I&ETD ——>
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:launchMode="singleInstance"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<!— FENR Activity —-->

<!l-— BE)E—RN%" standard” &% —-—>

<l—— TI74=TAREEES. 7TVORvr—I£ETED ——>

<activity
android:name=".PrivateActivity"
android:label="@string/app_name"
android:exported="false" />

</application>

</manifest>
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JE/NBE Activity (&, ZE L7 Intent I L THRZBRIT DA TH S,

PrivateActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.private_activity);

// %28 Intent DRLM%MHERT 3

/) BV TIVCDERE, [3.2 AAT—9DORLMEEHRT 2] 2SR,

String param = getlIntent () .getStringExtra ("PARAM") ;

Toast .makeText (this,
String.format ("/NTX—% [3s] #%2(fHW o7/, ", param),
Toast .LENGTH_LONG) .show () ;

public void onReturnResultClick (View view) {
Intent intent = new Intent ();
intent.putExtra ("RESULT", "tV 541 TRIER");
setResult (RESULT_OK, intent);

finish () ;

FEAR Activity DIFFOH LAITIE, Intent (27 5 V%R ER T IC, “standard” E— N TIEAF Activity Z#EEN L TW 5,

PrivateUserActivity.java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
CRDAR—JITHE<)
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FAIDR=ID5DHFHE)

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.activity.singleinstanceactivity;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;

import android.widget.Toast;
public class PrivateUserActivity extends Activity {
private static final int REQUEST_CODE = 1;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.user_activity);

public void onUseActivityClick (View view) {

// IENBH Activity & "standard”"E— K TENT %
Intent intent = new Intent ();

intent.setClass (this, PrivateActivity.class);
intent.putExtra ("PARAM", "tV I T4 TRIER");

startActivityForResult (intent, REQUEST_CODE) ;

@Override
public void onActivityResult (int requestCode, int resultCode, Intent data)
super.onActivityResult (requestCode, resultCode, data);

if (resultCode != RESULT_OK) return;

switch (requestCode) {
case REQUEST_CODE:
String result = data.getStringExtra ("RESULT") ;

/) BET—YIDREUEEHRIAT D
/) FYTIICDERE, [3.2 AANT—YDRLMEEHRT 5] 2SR,
Toast .makeText (this,
String.format ("#&R [$s] #2(FE o7, ", result),
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FIDR—IHS5DHEE)
Toast .LENGTH_LONG) .show () ;

break;

singleInstancePerTask

’singlelnstance” & R TH Y. L£FELY > 7L I— KD launchMode % £ Z#1 X singlelnstancePerTask IC L TH E#D#E
R, DFVWIENE Activity ISEE SN2 Intent DM 7 U HhSHAHAER SN B AREMELH B,

’singlelnstance” & 27425 sld. launchMode IR & N7z Activity HYE2ENT BT, YR VICT TICA Y RI VYV RADH
fiE, “singlelnstance” M35 1E onNewlntent H'FE{1T XN, “singlelnstancePerTask” M5& 1 onCreate AERTINZD AT
H5,

WINE—RNARARICIKEREINTELST, 7T DLRLEERRT H-DICIE. TOE—RTEFHLAVEDICL
RiFniEviFiaun,

4.1.3.5 Activity FIFRFOOJHAICDOWVWT

Activity ZFFH 9 BERIC ActivityManager #° Intent DB % LogCat ICH T %, UTFDOREIE LogCat ICHEATN 37
O, BT A TRIEBIEENBVEDITERITAREE,

s MAZNRNYIT—TF
s A%V ZRE
* Intent#setData() TE&E L 7= URI

PIZIE. X —ILEET B35E. URLICA—ILT7 RLRAZEEL Tlntent ZFIT$ 5 & X —ILT7 KL XA LogCat ICH A&
NTL %S, Intent#putExtra() TERE L 7= fBI& LogCat ICHAI @ W=, Extras ICFREL TED LI ICLEZANRL,

RDEDITA—IVEET B & LogCat ICX—ILT RLZANKRTEINTLED

MainActivity.java
// URI & LogCat ICHAZINS
Uri uri = Uri.parse("mailto:test@gmail.com");
Intent intent = new Intent (Intent.ACTION_SENDTO, uri);
startActivity (intent);

RD &SI Extras #FH T % & LogCat ICXA—I)LT7 KL ANRTINALLRS

MainActivity. java
// Extralli&ELAABIE LogCat ICHASI AW
Uri uri = Uri.parse("mailto:");
Intent intent = new Intent (Intent.ACTION_SENDTO, uri);
intent.putExtra (Intent .EXTRA_EMAIL, new String[] {"test@gmail.com"});
startActivity (intent);

7272 L. ActivityManager#getRecentTasks() I & o T Intent D Extras ZfthD 7 7' B S BEEFZOH 2 HBEDH 2D T, FE
52 &, #FLLIE T4.1.2.2. taskAffinity Z38E LRV (ZR) 1. [4.1.2.3. launchMode %38E LR\ (BZR)] LT
[4.1.2.4. Activity \Z315 9 % Intent \2\& FLAG_ACTIVITY_NEW_TASK %% E L7\ (WA)] #BROZ &,
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4.1.3.6 PreferenceActivity ® Fragment Injection 3f5kIC DWW T

PreferenceActivity Z & L 72 7 5 X HVABE Activity & 7> TW 3354, Fragment Injection”” & I EN ZRIEAFKET S
AREMEN D B, T DRIEAE B < 72821 PreferenceActivity IsValidFragment() % override L. B DEEFENICF v ¥
¥ % Z & T Activity BAEE L 4\ Fragment Z{bDBRVWE S ICT I2UENH D, (AAT—FDREMICDOWVWTIE 3.2, A
NTF—9 DELM=HRT 5] BR)

BATFIC, IsValidFragment() % override L7=% Y FILERT, AaH., V—RA—ROEHEEITI> & 77 REHNEDY,
SIEDEE DEBERNEL > TE D ATRELNHZD T, FIEFHIREIZR S,

override L 7z isValidFragment() X/ v KDl

protected boolean isValidFragment (String fragmentName) {
// BEFALREDXRIFBIERITD T &

return PreferenceFragmentA.class.getName () .equals (fragmentName)

| | PreferenceFragmentB.class.getName () .equals (fragmentName)
| | PreferenceFragmentC.class.getName () .equals (fragmentName)
| | PreferenceFragmentD.class.getName () .equals (fragmentName) ;

BB, 7 7Y O targetSdkVersion B 19 LLETH %35 AE. PreferenceActivity.isValidFragment() % override L %\ &,
Fragment A& A S 72 &R (isValidFragment() D MEIEN/ERFE) TEF 2 YT A BADPRELT TP T T 570,
PreferenceActivity.isValidFragment() D override AA%ETH %,

4.1.3.7 Autofil 7L —L7—2(CDWT

Autofill 7 L — L7 — %1% Android 8.0(API Level 26) CEIIS Nicftila#TH 2, COEMA%=FATEIET, 21—
Hf—&, RZAT—R, Fr. BEES. ILYY PA—NEBREFPANSNAZEZILZTNOEREFLTEE, BELEIC
BORFICERY B LTT TVICEEAT (Autofill) T 2#EEE R T2 IENTE S, I——DANBREERT S
ENTEZENNLBRLAHATHZD, HEZT7TUDLEINRRT—RKPIL Iy MA—RBRFOEY VT 1 TRERE M
D7 7Y (Autofill service) ICETZEERELTH Y., RMURWTIETRICKRED T IURENH S,

T (HE)

220V ER—%V K

BUFIC, Autofill 7L —LD7—2ICEBTZ 220V ER—2Y NS OBEERT,
o Autofill OXRKRERZT ) FATTY) :

— View DIER (FF X B LUVEM) % Autofill service IZHE L7z . Autofill service 75 Autofill ICHEBAIF
WERBPINEZY TS,

- Activity ZRDIRTOFT TYHFAT 7)) &£74% (Foreground B¥).

- FAT7FTYDBEDITARTOD View H¥ Autofill DX RIC B AEEMLHLH B, View B THRMIC Autofill DNt
KAET B ELHEE,

— Autofill #EEDF A ER—/8v 75— WD Autofill service ICBRET 5 Z & & AIHE,

* Autofill service =R T 5 —E X (Autofill service) :

*T Fragment Injection MEEARIZLLT D URL #ZHBMD Z & https://securityintelligence.com/new- vulnerability-android-framework-fragment-injection/
s TRIE7 7Y & TAutofill servicel &, ZREFNREL/RAv I —S (APK 774)0) THBZEH, BRvr—ITHBIEHHYES,
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- 77D BEINE View DERERELRZY (A —HY—DFFATHINBE), View I Autofill T2 7=H DIER
(R RKN) 27 T)ICRELEY T3,

- RERRD View I& Autofill service PSRET 2 (Autofill 7L —LT—71EFT 7 4 )L b T Activity ICEEN 2
FRTOD View DIER% Autofill service IZET ).

— 3rd Party #® Autofill service £ /ERXTE %,

- WARRNICEREET S 2 eATETI—Y—IC& Y TERE] HOBIREI N7 Service DHEMICHL D (TARL]
£3ZIRAEE),
— Service B', {O A —H—BFRAERETBHDICNRAT—RAAFILEL > T2 —-Rif52 T30 Ul %
Doz &t ke
Autofill 7 L— L7 — 9 QAR T O—

4.1.6 1% Autofill BF®D Autofill BE IV R—x > NEDOME 7 AO—%2RLTWS, FIET7 7Y D View D7 + —H X%
BFEEZHIC Autoill 7L —ALT—0 %N LT View DIER (FIC View DI FRERCE< DEM) »° [BREI TERE
17z Autofill service IZiE %, Autofill service (FiE S N 72 B % TTIC Autofill ICHEARER (&FY R M) % DB M HHEY
B, Z2L—L7—0ICRET S, 7L—LT7—0REHYRA M1 —H—ICRTRL. 22— -—DBRLET—FICEY
7 7 T Autofill B THbN B,

Androidig

1. View'[ 548 2. ViewlHE 58
, FICEH TR
HIREF) 7L’Au}ogl 5 t——LJ" Autofill service
¢ —hT—
6. #iRT—%2 3. Autofilli§ 2R

|
|
|
|
| (2 ErEER)
|
|
: (23 A1)

4 BHUAOERT 5. A RS @EIR

34—

4.1.6 Autofill BEOIVR—X > NEDWET O—

—7A. B4.17 1F Autofill IC&B1—H—FT— S RERFOLE T O—% KL TW3, AutofillManager#fcommit() DMLV H
L% Activity D#R T % Z2#IZ, Autofill L7z View DEICEEAH Y., HD, Autofill 7 L—AL7T—IHBNRERT BEREHFA
FA47A7ICH L TA—H—2FH LFE,. View DER (FF R MED) A Autofill 7L—LT7—2%N LT [RE]
TEIRE N7 Autofill service ITE X i, Autofill service ¥ View D&% DB IIFFE L T—EDULENET &4 5,
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r-- - - - - --=-=-=-"=-"=-"-""-"""-"-""""""-""""""”""”"”""—""""""—"""= =
| AndroidiE 7 |
| |
| |
| 1. Viewl#$R 4. View!§4R |
| [FF2k 5T FH k&) |
I HRT ) _—’ Tbiu.zfgl—ﬂ ———+ Autefill service |
| |
| |
| |

2 RFHEHATOIDET 3. FTFEHE

2 —4—

M417 1—¥—F—9REHOIVE—XY NEOMRETO—

Autofll N7 7 VICBF 2 EF21 )51 LOBR

MfE#EH» (BE)] OBETRLEREY Autofill 7L—LT7—2I1IC81F2EF2) T4 EFTITIH, 21— —H [BE] TL
273 Autofill service &R L. REBICEDT—9 % ED Autofill service IEL TH L WMNBEEIICHIBFTE 3 Z & &R
RELTWE,

ETAHN, A—H—B 2 WERETHL Autofill service %3EIR L7z Y. Autofill service ISEITARETRVWEY YT 1
RIEROREFEEZHFATLTCLE LY TEIAREUEDLH D, UTIC, TOFBEICEBEDZREICOVWTEERT S,

R85, 11— —7H" Autofill service Z:BIR L. REHFASYA 707 ICH LCHFALLEE. ABE7 ) TRRIhTWS

Activity ICEFEFNZTRTD View DIFEEHRH Autofill service IEZ AIBEMEH H D, T T T. Autofill service B<ILD =7
ZE P, Autofill service IC View DIEREZAILRA ML —IUPRELTRWIZV RY—ERIIRET2EDOEXa ) 7«

LOBENH->BEICF. FAT T THRIBRORRICOBN>TLEI Y RINEZ LN D,

—7. Autofill Bf, 2 —H—»" Autofill service & LTI Tz 7 ABIRLTLE->TWEBE, SILTz7HREELLE
HEANALTLES>HEELHSZ, 2T 77NV T7 VDT —95FEELLEEDITY RY—ERNAANT—Y DR
2HETDICERLTOAEDI>BE. BRFEREP 7T Y—ERADEFELEFIC ORI >TLEDI YR IIEZ SN S,

BB 2202V R—%xV M TEWELDIZ, Activity 2527 7)) BB EIRIIC Autofill DRI D728, Activity
ERFEOT7 T @?NTCDF#?%%CJJ:EE@UZ?%%J%L'Cﬁxa PER %ﬁﬁu‘é%b“%éo LRI, EEBOY R 7ICHT
DHERERTN, 1313 EEVFEERERE] REELBHFIILT, 7T IIHERWKRERFTLAALT, BATSZ
EEBEBDHT B,

)R I % 35R-1

ARRD &L SIS, Autofill 7L —AT—I TCREANICI—HF—DHEBILL>TEF 2 ) T4 PMHERSINTWS, TDRSH
7)) TTEDZHEIERSNTWVWS D, View IR L T importantForAutofill B T no” E% 8% L T Autofill service IZ
View DIEHRZESBWVEDICT S (Autofill DXFRHA LT Z) T&T. I—HF—DEYLBIRCHFT ZTEAN > 72.17/5
& (XY 7% Autofill service & LTHAT 2L DIEIRT Z2E) TH, LEBDOBREBRITDHIENTES,

e L4 77 b XML ® importantForAutofill B %#18ET %

* View#setlmportantForAutofill() % MO H

¥ 21— EEMIC Autofill #EEEFIALIBARE, ANETHLEOBRREAMMBTELVIENH B, [VARTICHT BHE-2] 2EHT
2Z2ETIDEIRBAICERIGT 5 EMNTE S, importantForAutofill BEIE, UTFOWTNADHRICL > THEET RN TE S,
84



Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2024-02-29

LTFICIEETRRMEETT, IBET2EEICL > TEYIREEFES 2 &, 1FIC. "no” ZIRELIHE. FBE L7 View IE
Autofill DX RMAICAE B, FHEE Autofill DRRICARB I EICEFET BT E, T7 4 MEIE, 7auto” £ >TW3B,

%412 Autofill DXFRIZA D H

fE = E L 7= FAHOD View
A View
“auto” E §n:5:1() E §7J*“’

IMPORTANT_FOR_AUTOFILL_AUTO

”no” PUED) PUE S
IMPORTANT FOR_AUTOFILL _NO

“noExcludeDescendants” R4 R4
IMPORTANT FOR_AUTOFILL_NO_EXCLUDE_DESCENDANTS

b ’yes’ b i‘\j’ % i‘\j’ %
IMPORTANT_FOR_AUTOFILL_YES

“yesExcludeDescendants” PUE POE 9}
IMPORTANT_FOR_AUTOFILL_YES_EXCLUDE_DESCENDANTS

£ 7=. AutofillManager#hasEnabledAutofillServices() Z#F L T. Autofill #eEDFIBAEZRA— /Sy 5 — I A D Autofill
service ICBRET B Z & EAEETH B,

TS, TERE] TR—/Ny 75 —YAD Autofill service ZFIFT 2L DICRESINTVWBHEDH, Activity DE2TD
View % Autofill DX RICT 3 (EMRIC Autofill DFRIC7 5 A Autofill service JREE) HBEDHI%ETRT ., EBID View
123t L T View#tsetImportantForAutofill() Z#M UM Z & HHEETH 5,

DisableForOtherServiceActivity. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

(ROR=IZHE<)

10 Autofill 7L —LT—0 HRE
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FAIDR=ID5DHFHE)
import android.os.Bundle;
import android.service.autofill.UserData;
import android.app.Activity;
import android.util.Log;
import android.view.View;
import android.view.autofill.AutofillManager;
import android.widget.EditText;

import android.widget.TextView;
import org.jssec.android.autofillframework.R;

import java.util.Iterator;
import java.util.List;

public class DisableForOtherServiceActivity extends Activity {
private String TAG = "AutofillSample";
private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;

private EditText mPasswordEditText;

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.disable_for_other_service_activity);

mUsernameEditText = (EditText) findViewById(R.id.field username) ;
mPasswordEditText = (EditText) findViewById(R.id.field password);

findViewById (R.id.button_login) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

login () ;

)i

findViewById(R.id.button_clear) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

resetFields () ;

1) i
//ZD Activity CWE70—T4 V7Y —ILN—DFE%E L TWLWRWEZDH,
// THEIAN] ORBIRT Autorill HEENFBRREICAY XS,

@Override
protected void onStart () {

super.onStart () ;

@Override
protected void onResume () {
super.onResume () ;
updateAutofillStatus () ;
CRDR—IIZH L)
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View rootView = this.getWindow () .getDecorView() ;
if (!mIsAutofillEnabled) {
//B—INy F—I WD Autofill service ZFIFALRWERIZ., £2TD View % Autofill DFRMICT S
rootView.setImportantForAutofill (View.IMPORTANT_FOR_AUTOFILL_NO_EXCLUDE_
—~DESCENDANTS) ;
} else {
//R—=Ny =YD Autorill service ZFIAT 25EIE. £TD View % Autofill DXRRICT S
J/BEED View loxt LT View#set ImportantForAutofill () #PUH T Z &L AHE
rootView.setImportantForAutofill (View.IMPORTANT_FOR_AUTOFILL_AUTO) ;
}
testFieldClassification();
}
private void login () {
String username = mUsernameEditText.getText ().toString();

String password = mPasswordEditText.getText ().toString();
//View hLRBLETF—9DREMEHRT S
if (!Util.validateUsername (username) || !Util.validatePassword (password)) {
/ /BRI —0E%Ed 3
//Y—/N\—IC username, password &ixtfg
finish () ;
private void resetFields () {

mUsernameEditText.setText ("");

mPasswordEditText.setText ("");

private void updateAutofillStatus () {
AutofillManager mgr = getSystemService (AutofillManager.class);
mIsAutofillEnabled = mgr.hasEnabledAutofillServices();

TextView statusView = (TextView) findViewById(R.id.label autofill_status);

String status = "B%t® autofill service AA--T3d";
if (mIsAutofillEnabled) {

status = "E—/N\y T —IYAD autofill service BEWMTI";
} else {

status = "E—/N\y T —IYAD autofill service NEMTI";
}

statusView.setText (status);
}
private void testFieldClassification() {
AutofillManager mgr = getSystemService (AutofillManager.class);
List<String> algorithms = mgr.getAvailableFieldClassificationAlgorithms () ;
Log.d (TAG, "algorithms num=" + algorithms.size());
Iterator it = algorithms.iterator();
while (it.hasNext ()) {
Log.d(TAG, "algorithms=" + (String)it.next());
}
String defaultAlgorithm = mgr.getDefaultFieldClassificationAlgorithm();
Log.d (TAG, "default algorithms=" + defaultAlgorithm);

CRDAR—J <)
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boolean isFieldClassificationEnabled = mgr.isFieldClassificationEnabled() ;
Log.d (TAG, "isFieldClassificationEnabled=" + isFieldClassificationEnabled);

UserData userData = mgr.getUserDatal();
if (userData != null) {
Log.d (TAG, "userData fcAlgorithms=" +
userData.getFieldClassificationAlgorithm());
} else {
Log.d (TAG, "userData is null");

)2 71Ix49 B 345R-2

TF)T ) ZR7ICHT 20511 2HELEZBETE. 21— =D View DRELTI70—F 14 VIV —IN—%EER
TSHET TBEIAN] %FIRT 3 &, &HIRIC Autofill ZFIFHTETLEX D, TDHA. importantForAutofill BT no”
FAEIBE LKL View 25T 2 TD View DIEIRA Autofill Service IZED Z &2 3,

T 22234 BRE-1]1 ICMAT, ZA—F 4TV —ILNR—REDA=Z1—H5 TBEIAN] 24K T BT, £
RBDLOIBRIBETEH, BFERRAVDOY RV ELORT B ENTE S,

LRIy Ia—RERT,

DisableAutofillActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

import android.os.Bundle;
import android.app.Activity;
import android.view.ActionMode;
import android.view.Menu;
import android.view.Menultem;
import android.view.SubMenu;
import android.view.View;
import android.widget.EditText;

import org.jssec.android.autofillframework.R;
CROR—=IZHEL)
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public class DisableAutofillActivity extends Activity {

private EditText mUsernameEditText;

private EditText mPasswordEditText;

private ActionMode.Callback mActionModeCallback;

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.disable_autofill_activity);

mUsernameEditText = (EditText) findViewById(R.id.field_username);
mPasswordEditText = (EditText) findViewById(R.id.field_password);

findViewById(R.id.button_login) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

login () ;

}) i

findViewById (R.id.button_clear) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

resetFields () ;

P
mActionModeCallback = new ActionMode.Callback () {
@Override
public boolean onCreateActionMode (ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@Override
public boolean onPrepareActionMode (ActionMode mode, Menu menu) {
removeAutofillFromMenu (menu) ;

return true;

@Override
public boolean onActionItemClicked (ActionMode mode, Menultem item) {
return false;

@Override
public void onDestroyActionMode (ActionMode mode) {
}

bi

J/7A—=F 4 VTV —=)LIN—=p5 TEEIAN] ZHIKRT S

setMenu () ;

(RDR—TITHEC)
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void setMenu () {
if (mActionModeCallback == null) {
return;

}

//Activity ICEENZ L2 TCOMEFAIBER TextView ICD2WTEY K5 &
mUsernameEditText.setCustomInsertionActionModeCallback (mActionModeCallback) ;
mPasswordEditText.setCustomInsertionActionModeCallback (mActionModeCallback) ;

//Menu DEB%ZK>T TBBAANI ZHIFRYT 2

void removeAutofillFromMenu (Menu menu) {
if (menu.findItem(android.R.id.autofill) != null) {

menu.removeltem(android.R.id.autofill);

for (int i=0; i<menu.size(); i++) {
SubMenu submenu = menu.getItem(i) .getSubMenu () ;
if (submenu != null) {
removeAutofillFromMenu (submenu) ;

private void login () {
String username = mUsernameEditText.getText ().toString();
String password = mPasswordEditText.getText ().toString();

//View LB LT —9DREMEHEET S
if (!Util.validateUsername (username) || Util.validatePassword (password)) {
/ /BRI S —IB% 9 %

/ /Y —/\—IC username, password %%(E

finish () ;

private void resetFields () {
mUsernameEditText .setText ("");
mPasswordEditText .setText ("");
}
}
DR7ICHT BRER-3

Android 9.0 (API Level 28) T, REEM & 4 > TW3S Autofill Service DAV R—R > MDA TH % H % AutofillMan-
ager#igetAutofillServiceComponentName() IC& > THIZ Z &N TE D LD ICR o7z, ThERAWTINY ST —IUZ 5B
L. BEOT7 7)) EEEBWVT WS Autofill Service &S h &R TE 3,

ZDFE, KIZ T4132. MATT 7)) 2R T 5] THRRAEBY Ry r—IZdmY §ELITRERLSD, ThOHT
BuRET20RKETEAV, 4132, IKBEBOBIERALL, RNy F—IU D5 Autofill Service DEFRFE % BF L.
ETNEHLHDLHFRTA M) ZAMIBHRINTVEIEDE—BITEINEINMIEL>THTHBEEITINETHS, 20D
FEDHEMICOWTIE 4132, ICELVWDOTELLZSREI N,

BTFIC, 50 LHETA MY R MIEHFINTLS Autofill Service BEMICR > TWBIBEDH, Activity DETD
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View % Autofill DFHRICT 25EDH % RT,

EnableOnlyWhitelistedServiceActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.autofillframework.autofillapp;

import android.content.ComponentName;

import android.content.Context;

import android.os.Bundle;

import android.app.Activity;

import android.view.View;

import android.view.autofill.AutofillManager;
import android.widget.EditText;

import android.widget.TextView;

import android.widget.Toast;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.autofillframework.R;

public class EnableOnlyWhitelistedServiceActivity extends Activity {

private static PkgCertWhitelists sWhitelists = null;

private static void buildWhitelists (Context context) {
sWhitelists = new PkgCertWhitelists () ;
// 1E%89 % Autofill Service DIIBAE/\v ¥ 1{E% &%
sWhitelists.add("com.google.android.gms",

"1975B2F17177BC89ASDFF31F9E64A6CAE281A53DC1IDID59B1D147FE1C82AFAQO") ;

// LURERKICHDIERRT 5 Autofill Service &EFEEk. ..

}

private static boolean checkService (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname) ;

private boolean mIsAutofillEnabled = false;

private EditText mUsernameEditText;
private EditText mPasswordEditText;

@Override

protected void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);
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setContentView (R.layout.enable_only_whitelisted_service_activity);

mUsernameEditText = (EditText) findViewById(R.id.field username) ;
mPasswordEditText = (EditText) findViewById(R.id.field password) ;

findViewById(R.id.button_login) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {
login();

P i

findViewById(R.id.button_clear) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

resetFields () ;

}) i
//ZD Activity CETZA—F 14 VTV —ILIAN—DfE%E L TWaRWEDH,
// TEBIAA] ORBIRT Autorill HEEAFIBTREICARY £ T,

@Override
protected void onStart () {

super.onStart () ;

@Override
protected void onResume () {
super.onResume () ;
updateAutofillStatus () ;
View rootView = this.getWindow () .getDecorView() ;
if (!mIsAutofillEnabled) {
// K74 MY RRNIBEFEINTWS Autofill Service EFALRBWEEIE.
// BTD View % Autofill DNRHNICT S
rootView.setImportantForAutofill (View.IMPORTANT_FOR_AUTOFILL_NO_EXCLUDE_
—DESCENDANTS) ;
} else {
// FT74 M) RNMNIEFINTWS Autofill Service %FIAYT 2IHEIE.
// &TD View % Autofill DXNRICT S
// BED View ISRt LT View#set ImportantForAutofill () #MUOH T T & AR
rootView.setImportantForAutofill (View.IMPORTANT_FOR_AUTOFILL_AUTO) ;

}
private void login () {
String username = mUsernameEditText.getText ().toString();

String password = mPasswordEditText.getText ().toString();
//View hLRBLET—9YDRLMEHERT S

if (!Util.validateUsername (username) || !Util.validatePassword (password)) {

/ /RIS —BET B

//Y—/N\—IC username, password &ikfg

(CRDR—VITHEL)
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finish();

}

private void resetFields() {
mUsernameEditText.setText ("");
mPasswordEditText.setText ("");

private void updateAutofillStatus () {
AutofillManager mgr = getSystemService (AutofillManager.class);
// Android 9.0 (API Level 28) LATId Autofill Service MAVR—R YV MEREEETE LIS

ik
ComponentName componentName = mgr.getAutofillServiceComponentName () ;
String componentNameString = "None'";
if (componentName == null) {
mIsAutofillEnabled = false;// [B&EI| - TEEBANY—ER] A [&LI ICRESNTWS
Toast.makeText (this, "BE)AANHY—ER%AL", Toast.LENGTH_LONG) .show();
} else {
String autofillServicePackage = componentName.getPackageName () ;
// EHEIELTWS Autofill Service BHRTA MY RMIBHFINTVWEINE2RET S
if (checkService (this, autofillServicePackage)) {
mIsAutofillEnabled = true;
Toast .makeText (this, "fS3ELTWABEBANY—ER: " + autofillServicePackage,
Toast .LENGTH_LONG) .show () ;
} else {
Toast .makeText (this, "SETZARVEIANY—ER: " + autofillServicePackage,
Toast .LENGTH_LONG) .show () ;
mIsAutofillEnabled = false; //ENLUADEHZEIE Autofill Service ZEFFALAWL
}
componentNameString =
autofillServicePackage + " / " + componentName.getClassName () ;
}
TextView statusView = (TextView) findViewById(R.id.label autofill_status);
String status = "current autofill service: \n" + componentNameString;
statusView.setText (status) ;
}
}

PkgCertWhitelists. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

25 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
CROR—=DIZHEL)
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*/
package org.jssec.android.shared;
import android.content.pm.PackageManager;
import java.util.HashMap;
import java.util.Map;
import android.content.Context;
import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 & 32 /34 b

sha256 = sha256.toUpperCase() ;

if (sha256.replaceAll ("[0-9A-F]+", "").length() != 0)
return false; // 0-9A-F UANDIXFENH 3

mWhitelists.put (pkgname, sha256);
return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICXHBT DEMRD/NY P 1{BZRET S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEED/NY ¥ aBEERBD/NY ¥ 1{E%LET S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CEZEMRIEN AIEE
PackageManager pm = ctx.getPackageManager () ;
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DAL PkgCert DIREAFIAT 3

return PkgCert.test (ctx, pkgname, correctHash);

FAIDR=I DS DHFEE)

PkgCert. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");

* you may not use this file except in compliance with the License.

94
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* You may obtain a copy of the License at
2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHEZEHFEHLWV
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try |
return MessageDigest.getInstance ("SHA-256") .digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex (byte[] data) {
CRDAR—JITHE<)
95




Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2024-02-29

FIDR—I DM EDHFTE)
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

4138 vvFLAEWIntent 7Oy 7iICDW\WT

ZDHEEIZEF ) T 1 BIED7HIC, Android 13 (API Level 33) L EICEBME Nt D TH B, Activity 22EIE 2
BE’REY Intent ASEE S N72BBE,. 25T % Activity @ intent-filter DWFNICE—BLABRWHEEIK. ZO Intent A7 O Y &
b,

e LAL. UTDIFAI Intent DY v FABAINT LA :

intent-filter MEZSNTWAWIVR—X Y b
- BA—=77UVr—2 3 VAN SEE SN Intent
- Y RT LD BEFE I N Intent

root H 5 3X{E S 17 Intent

Ry F LRV Intent DT Oy I DHEENEBIMS NE DDABEI Activity DIERK - FIA%E. KA1 R THEALZAZKICH
IRETHD., TDEAIL, intent-filter DAAFH' AndroidManifest.xml TERBICHERT DI ENTEZHILTH S, NH
Activity DFER - FIRICDWTIE T4.1.1.2. 2 Activity 2182 - FIFBT 21, T4.1.3.1. exported 3%7E & intent-filter 5% 7€
DI HEDYE (Activity DIFE)] #BRTBZ &,

BiEflE LT LTFD & S IS intent-filter % EF L 7=/ Activity Z/ER L7z, ¥ v FLAW Intent DT Oy ¥ % HEERT
27812, adb AY Y RTEM S action DR Intent ZFFA LA Activity ZRBEXH# %, & I T. intent-filter IZE
F I N TV not_match_intent_filter AT 2B E Activity NEMTERVWI & AR TE /-,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.activity.publicactivity_33">

<application

android:allowBackup="false"
android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:roundIcon="@mipmap/ic_launcher_round"
android:supportsRtl="true"
android:theme="@style/Theme.PublicActivity_33">
<!——\F Activity-->
<!--intent-filter NEZINTWVWD——>
<activity

android:name=".IntentFilterTestActivity"

android:exported="true">

<intent-filter>

<action android:name="api33_intent_block_testl" />
CROR—=DIZHEL)
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<action android:name="api33_intent_block_test2" />
</intent-filter>

</activity>

<activity
android:name=".MainActivity"
android:exported="true">
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

ado I%Y RIC&L % Activity BEIDHER

>adb shell am start -n org.jssec.android.activity.publicactivity_33/.
—IntentFilterTestActivity

Starting: Intent { cmp=org.jssec.android.activity.publicactivity_33/.
—IntentFilterTestActivity }

>adb shell am start -a api33_intent_block_testl -n org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity
Starting: Intent { act=api33_intent_block_testl cmp=org.jssec.android.activity.

—publicactivity_33/.IntentFilterTestActivity }

>adb shell am start -a not_match_intent_filter -n org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity

Starting: Intent { act=not_match_intent_filter cmp=org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity }

Error type 3

Error: Activity class {org.jssec.android.activity.publicactivity_33/org.jssec.android.

—activity.publicactivity_33.IntentFilterTestActivity} does not exist.

>adb shell am start -—-a api33_intent_block_test2 -n org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity

Starting: Intent { act=api33_intent_block_test2 cmp=org.jssec.android.activity.
—publicactivity_33/.IntentFilterTestActivity }
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4.1.3.9 BEEA Intent &RV T« >4 Intent O&IR

Android 14 h5, TV RAR—FEINTUVWRVHEIAVE—R Y MIT7TYDPBERNA VTV MERETBIHE. D
HKEFTDEOICHRHT=,

REAFUTOELSIRI—RTH S,

o TestActivity DTV AR — FEEE T false

<activity
android:name=".TestActivity"
android:exported="false">
<intent-filter>
<action android:name="com.package.name.MyAction"/>
<category android:name="android.intent.category.DEFAULT"/>
</intent-filter>
</activity>

o TestActivity ICFEEAR Intent % 3X(§

testButton.setOnClicklListener (new View.OnClickListener () {
@Override
public void onClick (View view) {
Intent intent = new Intent ("com.package.name.MyAction");

startActivity (intent);

LEOOI—REE[TT S &, Android 13 £TIHERF LB Y TestActivity D EENT 2D, Android 14 29 —47 v &L
TEITLEGE. UTORIANFKET 2,

android.content.ActivityNotFoundException: No Activity found to handle Intent { act=com.

—package.name.MyAction }

Ihid, BEOHZTZTIVNAMBIAVE—RV MEREILA VY-t NT DI EEHSCLODHEREETHY ., X
Y TestActivity Z&2E1 Y % ICIFBATRE Intent ZEAT 2HVELH 5,

BEFIZLLTD@EY,

testButton.setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View view) {
Intent intent = new Intent (getApplicationContext (), TestActivity.class);
startActivity (intent);

)i

TO avETRETZHERUTOLIREBELLS,

testButton.setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View view) {
Intent intent = new Intent ("com.package.name.MyAction");
intent.setPackage (getApplicationContext () .getPackageName ()) ;
startActivity (intent);
CROR—=DIHEL)
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4.2 Broadcast #=E9 % - X593

421 4> 7)La—R

Broadcast % 3159 % IC|d Broadcast Receiver Z1E2 BN H 5, £ D & 5 7 Broadcast & Z{§9 % M IZ & o T, Broadcast
Receiver '8 X % Y R 7 LB RHEHFELNRELR D, ROHET O—IC & > TR T % Broadcast Receiver A& DY A 7
THEIDEHIEITE D, BRI;IC, /S— M F—[REDEHICHER Broadcast EETT ) DNy r—V &85 ZE/T T
|) THERT 2 FEAR W, /N— K~ F—[R7E Broadcast Receiver Z{E 2 H I3 TE L,

FAIRLEHT
BroadeastE X BR{ET L

BHTFTIUMETT
Broadcast® 2 2ET S

W
Private Public Proprietary
4 MBroadeast Receiver ‘it MBroadcast Receiver B# R EBroadcast Receiver

4.2.1 Broadcast Receiver D% 1 7&K 70—

Z 7= Broadcast Receiver IC I FDEEHEICK Y. &M Broadcast Receiver & E#Y Broadcast Receiver & D 2 A H
U, TROLS LBEHOEWDGH B, YU TN A—RBETIEEADEELSEZEBNALTVWS, b, DL AEFIC
Broadcast Z3#E T 2 MK > TEET 2 HFHROBUARHEHFEINRESZ LD, ZEADOREIZODVWTHELE TEHRHA

ER:H
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%+ 4.2.1 Broadcast Receiver D EFHR % &

EEAE i
#HY Broadcast Re-  AndroidManifest.xml |C<re- _ o
. e YRATFTLNDLEFE TN B —E D Broadcast (AC-
ceiver ceiver>ERZHRT 5 & T . _
—— TION_BATTERY_CHANGED 7 &) %ZZ{ETE Wl
EFE

HWhdh 3,

e TTYLHEEEL THST VA VA R—ILENZET
M. Broadcast #Z{ETE 3%,

o 7 7Y O targetSDK Version #° 26 LA EDIHE. Android
8.0 (API level 26) LA DK Tid, BEE A Broadcat
Receiver % &4 T & x Ll

&M Broadcast Re- 7 0O 4 5 L A T register-

ceiver Receiver() # & U unregister-
Receiver() Z#MEUH ¢ & & IC
& Y. #HIC Broadcast Re-
ceiver & Bix /B IRfRIRT B

» F3HJ Broadcast Receiver Tld {5 T & 722\ Broadcast T
HEZETE D,

o Activity A EIEIC TV 2 #iE 7217 Broadcast &= 15 L
oW &, Broadcast =345 L 7=\ & &£, Broadcast D3
ETaEHRE%E 7OV 5 LATHIEITE 3,

» JE/AFID Broadcast Receiver 2% Z &I TERL,

4.2.1.1 3E/2F Broadcast Receiver - Broadcast =9 % - %59 3%

FE/A B Broadcast Receiver (2. E—7 7 AH 53%(E X 17z Broadcast 72 1) % = {5 T & % Broadcast Receiver TdH V),
H o & HRLMDE W Broadcast Receiver T %, EIfY Broadcast Receiver #3EABTEERT H I &3 TERVWZD, 3
/B Broadcast Receiver T I3 8% Broadcast Receiver 72| THEX I N %,

R4 ¥ K~ (Broadcast {9 %) :
1. exported="false” IC& V). BARMIICIHERFRET 5
2. @A—7 7)) AH 5EE SN/ Broadcast TH>TH. =S Intent DEEMAHRT S

3. BRERTIFE., ZETREE—T7FIVRATHZ ML, Ero T4 TREREZREL TELL

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.broadcast.privatereceiver" >

<application
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!—— 3B Broadcast Receiver #E&HIT S —-—>
CROR—I|2HEL)

Al o 25 LAEIE T 2 REEM Broadcast Intent D ICIEBIABICHI AR L DEFET 2. FEMIZLITO URL 88D Z & hitps://developer.
android.com/guide/components/broadcast-exceptions.html
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HIDR—I M 5D E)
<!—— kRA VN 1k exported="false"lC&Y., BARMICENBERESTZ ——>
<receiver
android:name=".PrivateReceiver"

android:exported="false" />

<activity

android:name=".PrivateSenderActivity"
android:label="@string/app_name"
android:exported="true">

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

</activity>

</application>

</manifest>

PrivateReceiver. java

/*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;

import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class PrivateReceiver extends BroadcastReceiver ({

@Override

public void onReceive (Context context, Intent intent) {

// hRRAV N 2% A—T7T)YADSEEFE SN Broadcast TH>TH,
/) BV TINCDERE, [3.2 AAT—9DORLMEEHRT 2] 2SR,
String param = intent.getStringExtra ("PARAM") ;

X
]

E Intent DEEL%AMERT 2

Toast .makeText (context,
String.format (" l$s] #2f§L7. ", param),
Toast .LENGTH_SHORT) .show () ;
CROR—TITHEL)
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FIDR=IH5DEHE)
// hkRAV KN 3Kk ERERTHE., ZETEEA—TTVATHINS, BT 1 TRIEREZRELTEL
setResultCode (Activity.RESULT_OK) ;
setResultData ("EY Y7 14 7RIER from Receiver™);

abortBroadcast () ;

JRIZ3E/NBE Broadcast Receiver ~ Broadcast #5954 > F)ILa— K &R,
RA > b (Broadcast #3%(59 %) :
4. FA—7 7)) W Receiver |& 7 5 X5 E DBARH Intent T Broadcast #59 %
5. EELKIEA—7 7Y N Receiver TH 2720, £V T 1 TRIEREZEELTLL

6. E—7 71 A Receiver 'S DIERIBEHRTH->TH, ZET—IDLLMEWIRT S

PrivateSenderActivity. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.broadcast.privatereceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PrivateSenderActivity extends Activity {

public void onSendNormalClick (View view) {
// kRAV K 4% RA—T YR Receiver (&7 5 AIBEDIERY Intent T Broadcast #1593

Intent intent = new Intent (this, PrivateReceiver.class);

// KRAV N 5% EEXKIIE—T7 TN Receiver THBH, BT 4 TRIFREEELTLW
intent.putExtra ("PARAM", "tVIF 1 JAIER from Sender");

sendBroadcast (intent) ;

CROR—SIZHEL)
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FIDR—IHS5DHEE)
public void onSendOrderedClick (View view) {
// kRAV N 4% BA—FFYN Receiver &9 5 RIEEDBETRM Intent T Broadcast %59 %

Intent intent = new Intent (this, PrivateReceiver.class);

// kRA VN 5% REELIXE—T TR Receiver THDH, BV T4 TRIEREZEEFELTEL
intent.putExtra ("PARAM", "tV YT 4 JRIEHR from Sender™);

sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@Override

public void onReceive (Context context, Intent intent) {

// kRAYV N 6k E—FFYHA Receiver ML DIERBFHRTH-TH, BET—YDLLMEERRT S
/) B TICDEEE, [3.2 AAT—9DRLEMEEHRET 2] 258,
String data = getResultData();
PrivateSenderActivity.this.logLine (
String.format ("f&R l%s] #ZEL7%, ", data));

bi
private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;

(TextView) findViewById(R.id.logview) ;

mLogView

private void logLine (String line) {
mLogView.append(line) ;

mLogView.append ("\n") ;

4.2.1.2 /AFd Broadcast Receiver - Broadcast #2392 - %59 2%

/2B Broadcast Receiver I&. TREELZHD 7 7Y H 53%{E S N 7- Broadcast % 3215 T & % Broadcast Receiver TH %, <
I T 7 HEE L7 Broadcast %{E 22 &N H D T EITERIVESR,

R4 > b (Broadcast #2153 %) :
1. exported="true” IC& Y. BARBICAFARET %
2. {5 Intent DRLM A HRT 3
3. BREERTIHEE., BV VT4 TRIBEREEDRW

/NB8 Broadcast Receiver @Y >~ 7 )L 01— K T3 % Public Receiver (&, # B Broadcast Receiver & & U'E1HY Broadcast
Receiver DA THIAS N %,

PublicReceiver. java
/*
CRDOR—IIZH L)
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*

FAIDR=I DS DHFEE)

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;

import android.content.BroadcastReceiver;

import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class PublicReceiver extends BroadcastReceiver {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast .MY_BROADCAST_PUBLIC";

public boolean isDynamic = false;
private String getName () {
return isDynamic ? "/ABIEIH Broadcast Receiver" : "/AFI#H Broadcast Receiver";
}
@Override

public void onReceive (Context context, Intent intent) {

// hkRA VK 2%k 2§ Intent DEELMEZHERT 2
// AR Broadcast Receiver THDEOFBAITT TNV T THBABEEDNH S,
/) BV TICDEEE, 13.2 AAT—9DRLMEERRT 2] 28R,
if (MY_BROADCAST_PUBLIC.equals (intent.getAction())) {
String param = intent.getStringExtra ("PARAM") ;
Toast .makeText (context,
String.format ("%$s:\n [$s] #Z{5L7%, ", getName(), param),
Toast .LENGTH_SHORT) .show () ;

// hRRAV N 3k BRERTHEAR £V VT 1 TREREZEDHRL

// /2B Broadcast Receiver CHD7H,

// Broadcast DEFTT TV I T ThHhEAREELH B,

// RV ZTICRBEINTERBEORWVERTCHNIEHERE L TRLTE LW,

setResultCode (Activity.RESULT_OK) ;

setResultData (String.format ("2 ¥ F 1 7 TIEARWEIR from %s", getName()));

abortBroadcast () ;
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£ 09 Broadcast Receiver |& AndroidManifestxml TEET %, & 421 DL DI, HERD/NAN—U 3 VIC K o THEW
Broadcst Intent DZEICHIRDHBDTEET DI &,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.publicreceiver" >

<application
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!—-— NFA&M Broadcast Receiver ZE&H9I 5 ——>
<!—— *RA VK 1%k exported="true"liZ& W, BBRMICARERZRETS ——>
<receiver android:name=".PublicReceiver"

android:exported="true" >
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_PUBLIC" />
</intent-filter>

</receiver>

<service
android:name=".DynamicReceiverService"

android:exported="false" />

<activity
android:name=".PublicReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

E)f Broadcast Receiver (& 7’04 5 I F T registerReceiver() $ & U unregisterReceiver() #MUOH T Z & IC & W B &
BRR T B, BN VIBREICK Y B BB %A 1T D 726 IC PublicReceiverActivity EICRY Y ABE L TW5,
Broadcast Receiver 1 >~ 24 > Z (% PublicReceiverActivity & W EFHAR AR\ 728 PublicReceiverActivity M X > /38—
EHELTHRET B2 EIETERLY, ZD7&H DynamicReceiverService D X > /A—Z# & L TEIM Broadcast Receiver
DAY REY YR %REF I, DynamicReceiverService % PublicReceiverActivity B SBT3 2 &IC& Y EH
Broadcast Receiver % E#&RYICE R BIRM@ER L T3,

DynamicReceiverService. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

(ROR—=IZH<)
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FAIDR=ID5DHFHE)

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.publicreceiver;

import android.app.Service;

import android.content.Intent;
import android.content.IntentFilter;
import android.os.IBinder;

import android.widget.Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast .MY_BROADCAST_PUBLIC";

private PublicReceiver mReceiver;

@Override
public IBinder onBind (Intent intent) {

return null;

@Override
public void onCreate() {

super.onCreate () ;

// ABEIM) Broadcast Receiver &8 ¥ %
mReceiver = new PublicReceiver();
mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();
filter.addAction (MY_BROADCAST_PUBLIC) ;

filter.setPriority(1); // ¥ Broadcast Receiver & W& Broadcast Receiver #BH{It 2

registerReceiver (mReceiver, filter);

Toast .makeText (this,
"#)#) Broadcast Receiver Z&E&KL7=, ",
Toast .LENGTH_SHORT) .show () ;

@Override
public void onDestroy () {

super.onDestroy () ;

// INFAEIM) Broadcast Receiver % EEkfERT %
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast .makeText (this,
"&)f) Broadcast Receiver ZFEEHFMRL7=, ",
Toast .LENGTH_SHORT) .show () ;

CRDAR—JITHE <)
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FAIDR=IDS5DIFEE)

PublicReceiverActivity.java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.publicreceiver;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class PublicReceiverActivity extends Activity {

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.main) ;

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent (this, DynamicReceiverService.class);
startService (intent) ;

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent (this, DynamicReceiverService.class);

stopService (intent) ;

JRIZ /3B Broadcast Receiver ~ Broadcast %23 5% > )L O— R%&RY, 2B Broadcast Receiver I Broadcast % %15
T 5546, #1595 Broadcast B’V T FICRETIND I EDFH DI EISEFENVETH S,

R4 v K~ (Broadcast #3%{E59 %) :
4. BT 4 THRBEREZEE L TUIHRS AW

5. REZITIBHE, BRT—IDREMEHET S
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PublicSenderActivity.java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.broadcast.publicsender;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PublicSenderActivity extends Activity {

private static final String MY_BROADCAST_PUBLIC =
"org.jssec.android.broadcast .MY_BROADCAST_PUBLIC";

public void onSendNormalClick (View view) {
/) KRRAV N 4k EYYT 4 TRIBREZEEFEL TUEASARN
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent .putExtra ("PARAM", "tV I F 1 T TIEARWESR from Sender");

sendBroadcast (intent) ;

public void onSendOrderedClick (View view) {
// kRAV N 4Kk 2YYT 1 TRIBEREZEEL TUIRSARL
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent .putExtra ("PARAM", "tV I F 1 JTIEARWEER from Sender");

sendOrderedBroadcast (intent, null, mResultReceiver, null, 0, null,

public void onSendStickyClick (View view) {
/) RRAVE 4k BYIT 4 TRIBEREZEEFEL TUIRSAW
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
intent.putExtra ("PARAM", "tV I T4 T TIERWER from Sender");
//sendStickyBroadcast XY v Kl& APT Level 21 T deprecated &78>7c
sendStickyBroadcast (intent) ;

public void onSendStickyOrderedClick (View view) {
// kRAV N 4% BYYT 1 TREREZEL TUEARSHRWL
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Intent intent = new Intent (MY _BROADCAST_PUBLIC) ;
intent.putExtra ("PARAM", "tV I T4 T TIERWER from Sender");
//sendStickyBroadcast XY v RKl& APT Level 21 T deprecated &78>7c

sendStickyOrderedBroadcast (intent, mResultReceiver, null, 0, null,

public void onRemoveStickyClick (View view) {
Intent intent = new Intent (MY_BROADCAST_PUBLIC) ;
//removeStickyBroadcast XY ¥ Rl& deprecated &8> TW3

removeStickyBroadcast (intent) ;

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@Override
public void onReceive (Context context, Intent intent) {

/7 RBAV N 5k HEREZITIMDBA, BRT —IDORLMEEHAT S
/) BV TIICDEEE, 3.2 AAT—9DREMEHERT 5] 23R,
String data = getResultDatal();

FAIDR=IDS5DIFEE)

null) ;

PublicSenderActivity.this.logLine (String.format ("R lss] #2fE L&, ",

data));

}i

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
mLogView = (TextView)findViewById(R.id.logview) ;

private void loglLine (String line) {
mLogView.append (line) ;
mLogView.append ("\n") ;

4.2.1.3 B+ [EE Broadcast Receiver - Broadcast #={E9 % - %59 %

H#tBRE Broadcast Receiver &, BN DT 7' H 53%4(E & 1u7= Broadcast &= —1H]%{E L %L Broadcast Receiver T#
%5, BHOBHHT TV TYRATLAEER L, BT TN RD BRCEEETI-DICHASIN S,

R4 > b (Broadcast 2159 2) :
1. Broadcast 15 DB EF Signature Permission %= E&FK T
2. ERZEADMBES Signature Permission ZFIHEE T %
3. exported="true” IZ& V). BARMIICARRET %
4. #89 Broadcast Receiver EFIC T, MBES Signature Permission ZERKES Y %

5. Eh# Broadcast Receiver = &% 9 % & &, B EH Signature Permission 2 EKEE 7 2
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6. B E % Signature Permission ’B#7 7V ICK Y ERSINTWB I & 2R T D

7. B#7 7Y h 5D Broadcast TH > TH. 215 Intent DRLMEHRT 2

8. Broadcast ZETIEBHT T THZID L., BV P74 THEREREL TEW

9. APK % Export 9% & Z(Z, Broadcast #f57t7 7)) E R LBARERT APK 2ELT S

B 4tFRE Broadcast Receiver D> 7). J— K T#% % ProprietaryReciver (&, & #J Broadcast Receiver & & U'E1#) Broad-
cast Receiver DM A TH AT 3,

InhouseReceiver. java

/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.BroadcastReceiver;
import android.content.Context;

import android.content.Intent;

import android.widget.Toast;

public class InhouseReceiver extends BroadcastReceiver ({

// B#® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION";

// BRODOIRED/NY ¥ 1@
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MFEBAEZ /v > 118
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D "my company key"DIFERZE/N\v > a{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBI9E88B.

—D7B3A7C2 42E142CA";
(RDR—=TITHEC)
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FIDR—IH 5 DFEE)

}
return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public boolean isDynamic = false;
private String getName () {
return isDynamic ? "BH#REHHH Broadcast Receiver" : "BH#FREFM Broadcast Receiver";

@Override
public void onReceive (Context context, Intent intent) {

// kRA Y~ 6k MEER Signature Permission BERET TVICEWERINTWE I L 5HERT S
if (!SigPerm.test (context, MY _PERMISSION, myCertHash (context))) {
Toast .makeText (context,
"M BEEF Signature Permission BBE#T FYICLYERINTULRL, ",
Toast .LENGTH_LONG) .show () ;

return;

// kRAV K 7% BT YD SOD Broadcast TH>TH. 25 Intent DREMAHERT
/) BV TICDEEE, [3.2 AAT—9DREMERRET D] 2581,
if (MY_BROADCAST_INHOUSE.equals (intent.getAction())) {
String param = intent.getStringExtra ("PARAM") ;
Toast .makeText (context,
String.format ("$s:\n $s] #2{§L7/, ", getName (), param),
Toast .LENGTH_SHORT) .show () ;

// kR4 VK~ 8%k Broadcast EETIEBERT TV THE ML, BT 14 TABEREZRELTELW
setResultCode (Activity.RESULT_OK) ;
setResultData (String.format ("> T 1 7RER from $s", getName()));

abortBroadcast () ;

£ 89 Broadcast Receiver |& AndroidManifest.xml TEET %, * 42.1 DL I IZ, HERD/NAN—U 3 VICKk > TEHEW
Broadcst Intent DZSICHIRDHBDTEET DI &,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.inhousereceiver" >

<!-— %RA VI 1% Broadcast ZIEFADMBEES Signature Permission AE&%9d 2 ——>
<permission
android:name="org. jssec.android.broadcast.inhousereceiver.MY_PERMISSION"

android:protectionLevel="signature" />

<l—— kRAV K 2k ERZEFRDHMEER Signature Permission ZFEEET 2 —-—>
CROR—IIZH L)
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RIDR—=IUDSDIFE)
<uses—-permission

android:name="org.jssec.android.broadcast.inhousesender.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">

<!—— *RA VK 3%k exported="true"lZ& V., BARMICARRZRETSZ ——>
<!-— kR4 N 4% §M Broadcast Receiver €&EICT. MBE® Signature Permission #EBXEET D —-—>
<receiver
android:name="org. jssec.android.broadcast.inhousereceiver.InhouseReceiver"
android:exported="true"
android:permission="org.jssec.android.broadcast.inhousereceiver.MY PERMISSION">
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_BROADCAST_INHOUSE" />
</intent-filter>

</receiver>

<service
android:name="org. jssec.android.broadcast.inhousereceiver.DynamicReceiverService"

android:exported="false" />

<activity
android:name="org.jssec.android.broadcast.inhousereceiver.InhouseReceiverActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>

</manifest>

E)f9 Broadcast Receiver & 704 5 AF T registerReceiver() # & U unregisterReceiver() #MUH T Z & IC & W B &
BEEMRT B, Ry VIREICK U B BEERIR%EITD 28I ProprietaryReceiverActivity LIC/RY VBB L TW3, B
#J Broadcast Receiver 1 > X 4 > R |& ProprietaryReceiverActivity & Y 7 #iE AR\ 728 ProprietaryReceiverActivity
DAVN—FEHE L TRET 2 Z EIETERLY, ZD7® DynamicReceiverService D X v /N—Z# & L THEH Broadcast
Receiver DA ¥ R4 ¥ A %R #F S . DynamicReceiverService % ProprietaryReceiverActivity D SHR /T2 2 &
IZ & Y B89 Broadcast Receiver % FE#HIC B ik SRR L TW 5,

InhouseReceiverActivity. java
Va3
* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");

* you may not use this file except in compliance with the License.

You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

(ROR—=IZHE<)
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*

*

*

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

public class InhouseReceiverActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.main) ;

public void onRegisterReceiverClick (View view) {
Intent intent = new Intent (this, DynamicReceiverService.class);
startService (intent) ;

public void onUnregisterReceiverClick (View view) {
Intent intent = new Intent (this, DynamicReceiverService.class);
stopService (intent);

H}

FIDR—IH 5 DFEE)

DynamicReceiverService. java

/*
*

*

*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.broadcast.inhousereceiver;

import android.app.Service;

import android.content.Intent;

import android.content.IntentFilter;

import android.os.IBinder;
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import android.widget.Toast;

public class DynamicReceiverService extends Service {

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

private InhouseReceiver mReceiver;

@Override
public IBinder onBind(Intent intent) {
return null;

@Override
public void onCreate () {

super.onCreate () ;

mReceiver = new InhouseReceiver () ;

mReceiver.isDynamic = true;

IntentFilter filter = new IntentFilter();
filter.addAction (MY_BROADCAST_INHOUSE) ;

FAIDR=I DS DHFEE)

filter.setPriority(1); // ¥ Broadcast Receiver & WEIM Broadcast Receiver ZBHE I3

// kR4 K 5% EIM Broadcast Receiver &8k d 5 & &, MEAER Signature Permission ZEREE

ER-)
registerReceiver (mReceiver, filter,
"org.jssec.android.broadcast.inhousereceiver.MY_PERMISSION",
null) ;
Toast .makeText (this,
"B Broadcast Receiver =&E&HFlL7&, ",
Toast .LENGTH_SHORT) .show () ;
I3
@Override

public void onDestroy () {
super.onDestroy () ;
unregisterReceiver (mReceiver) ;
mReceiver = null;
Toast .makeText (this,
"B Broadcast Receiver &ZE&HFMERL7AEZ, ",
Toast .LENGTH_SHORT) .show () ;

SigPerm. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

You may obtain a copy of the License at
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*/

FIDR—=I D5 DHFFE)
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

package org.jssec.android.shared;

imp
imp
imp
imp

imp

imp

pub

ort android.content.Context;

ort android.content.pm.PackageManager;

ort android.content.pm.PackageManager .NameNotFoundException;
ort android.content.pm.PermissionInfo;

ort android.os.Build;

ort static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

lic class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #E&HLEZTTVDNYyr—IZ%5NEBT 2
PackageManager pm = ctx.getPackageManager () ;
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packageName;
// 3F Signature Permission MDIFEITHRBIRL
if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBRD/NY Y 1{BEERD/NY ¥ 1 {BZLERT B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl Package Manager D API CEEWRIENAIHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D&l PkgCert ZFAL. Ny aEEREL THETS
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

}
}
}
PkgCert. java
J*

*

*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
CROR—=DIZHEL)
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* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackagelInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHEZEHEHEWV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte|[] computeSha256 (byte[] data) {
try |
return MessageDigest.getInstance ("SHA-256") .digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {

116

{

CROR—=I2HE<)




Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2024-02-29

FIDR—=I DM EDHTE)
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b)) ;
}

return hexadecimal.toString();

* R4 > b 9% APK % Export % & ZIZ. Broadcast 3#{55x7 7Y A CHAREHRT APK 2 EHRT 5,

' ® Generate Signed APK - |
Key store path: C:¥jssec¥Projects¥keystore
| Create new... | | Choose existing... |
Key store password: |««e«---
Key password: [ ------- ]

[_] Remember passwords

Key alias: ' my company ke e
|
|

S (o | [

42.2 Broadcast EETT T LA LURRERTAPK 2ELT 3

JRICE$EBRE Broadcast Receiver ~ Broadcast #5924~ )L O— K%&RY,
R4 v ~ (Broadcast #3%{59 %) :
10. #ERZEADMBESR Signature Permission = €& %
11. Broadcast Z{SFH DB EF Signature Permission #FHAES T %
12. ¥RBE % Signature Permission "B 7 TV ICL W ERI N TWS I L 42 HRT S
13. Receiver @BE#T7 TIVRETHZIN S, VT4 TREREZEEFELTELL
14. Receiver I H E# Signature Permission #EX ¥ %
15. EREZITIMBI5E, BRT —IDOREMEZHRT S

16. APK % Export 3% & ZIZ. Receiver fil7 7)) & A CBAFKER T APK 2ELT 2

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.broadcast.inhousesender" >

<queries>
<package android:name="org.jssec.android.broadcast.inhousereceiver" />
</queries>

<uses-permission android:name="android.permission.BROADCAST_STICKY"/>
CROR—VIHEL)
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<!l— kRAVH 10k HERZEADMEER Signature Permission #E&H$ D ——>
<permission
android:name="org. jssec.android.broadcast.inhousesender.MY_PERMISSION"

android:protectionLevel="signature" />

<!—— %RA YK 11 k Broadcast ZIEFADMEESR Signature Permission 2Ff|AEET S ——>
<uses—-permission

android:name="org. jssec.android.broadcast.inhousereceiver.MY_PERMISSION" />

<application
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org. jssec.android.broadcast.inhousesender.InhouseSenderActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>

InhouseSenderActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.broadcast.inhousesender;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.BroadcastReceiver;
import android.content.Context;
import android.content.Intent;
import android.os.Bundle;
import android.view.View;
(ROR—=IZHE<)
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import android.widget.TextView;

import android.widget.Toast;
public class InhouseSenderActivity extends Activity {

// B#t® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.broadcast.inhousesender .MY_PERMISSION";

// BROFRED/NY > 1@
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MIEEAE /Y ¥ 1 (&

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BY9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D "my company key"DIIEAZE/\v > a{E
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";

}
}

return sMyCertHash;

private static final String MY_BROADCAST_INHOUSE =
"org.jssec.android.broadcast.MY_BROADCAST_INHOUSE";

public void onSendNormalClick (View view) {

// kRA VN 12 % MBEESR Signature Permission NEHT TVICLYERINTWE I L 5MHRT S
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this,
"JMEEF Signature Permission AR T FYICLWERINTULARL, ",
Toast .LENGTH_LONG) .show () ;

return;

// kRA VK 13%k Receiver FB# T TIYRETHI NS, BV VT4 TABREZEELTELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent.putExtra ("PARAM", "tV T 1 JRIEHR from Sender");

// kR4 VN 14 % Receiver (CMBEES Signature Permission ZEXKY 3
sendBroadcast (intent, "org.jssec.android.broadcast.inhousesender.MY_ PERMISSION") ;

public void onSendOrderedClick (View view) {

// kRA Y~ 12k MBEESE Signature Permission BERT TVICEY ERINTWE I E52HERT 2
if (!SigPerm.test (this, MY _PERMISSION, myCertHash (this))) {

Toast .makeText (this,

"MEEZ Signature Permission BT TVICLWERINTLRYL, ",
Toast .LENGTH_LONG) .show () ;
return;
CRDR—TI2HE<)
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// kR4 VK 13k Receiver BT TIVRETH NS, EV o T4 TREHREEEFELTELL
Intent intent = new Intent (MY_BROADCAST_INHOUSE) ;
intent.putExtra ("PARAM", "tVIF 1 JARIER from Sender");

// kR4 VKN 14 %k Receiver ICMBEES Signature Permission #EXY$ 3%
sendOrderedBroadcast (intent,
"org.jssec.android.broadcast.inhousesender.MY_PERMISSION",

mResultReceiver, null, 0, null, null);

private BroadcastReceiver mResultReceiver = new BroadcastReceiver () {
@Override
public void onReceive (Context context, Intent intent) ({

// RRA VN 15Kk BEREZITRDBE. BRT—ID0RLUELHRT

/) YT DEEE, 3.2 AAT—YDRELUEHRT S #5E,

String data = getResultDatal();

InhouseSenderActivity.this.logLine (String.format ("#&R 2s] #2{E L7/, ", data));

i
private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;

mLogView = (TextView) findViewById(R.id.logview);

private void loglLine (String line) {
mLogView.append (line) ;

mLogView.append ("\n") ;

-

SigPerm. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

25 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

CRDOR—=JITFEL)
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package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #EZELLETTVDNRy S5-I Z5MBT 3
PackageManager pm = ctx.getPackageManager () ;
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packageName;
// 3E Signature Permission DHEIFKEHK WL
if (pi.protectionlevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFED/NY ¥ 1{BEERD/NY 2 1EZLEKT B
if (Build.VERSION.SDK_INT >= 28) {
// k API Level >= 28 Tl& Package Manager M API CEZEIMREEH ATHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 MDBEIE PkgCert Z#FAL. /Ny 1{EXREL TLHET 3
return correctHash.equals (PkgCert.hash (ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert.java

/*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
CROR—=DIZHEL)
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* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
", "ll)’.

correctHash = correctHash.replaceAll ("

return correctHash.equals (hash(ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHEELIEHEbDAL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256);

} catch (NameNotFoundException e) {
return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b)) ;
}

return hexadecimal.toString();

{
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* R4 > k16 % APK % Export % & Z1Z, Receiver l7 7Y ¢ E UFRER T APK 2 ELT 5,

' #® Generate Signed APK i3]
Key store path: ' C:¥jssec¥Projects¥keystore
I Create new... | | Choose existing... |
Key store password: ------- _'
Key alias: = ]
Ke’v passﬂord: [ ....... ]
[] Remember passwords
] R (o) (e ]

423 Reciver fll77) ¢ B UBEKERTAPK 2ELT 3

422 V—ITv o

Broadcast #3222 ET 3BICIZFLULTOIL—ILEFEB T &,

1.

2.

7 TYVRTDOMMERT % Broadcast Receiver |3IENBEHRET 5D (WE)

ZAE Intent DREM =R T 5 (WZE)

. MBEF Signature Permission \&, BRT7 TUNEHELEIEE#HEALTHAT 2 (WA)
RERBEBERTIZEICE. BREET ) DO ORRERFRERT 2 (WE)

. By YT 4 TRIER%E Broadcast (A 1E S %A 1E. ZISEHER Receiver = HIRT 2 (WH)

. Sticky Broadcast 1I2i& 2> ¥ 7 1 TRERESHHRV (WHEAE)

. receiverPermission /X2 X —% DIFFE 7 LU Ordered Broadcast \dEMNRWZ ED'H D T &ITER (WE)
. Broadcast Receiver "> DIRIET — 4 DRLM AR T D (W7E)

EBEEZRNICRHET 2BEICIE. TOEEORKRDREKEEZMIFT S (BR)

4221 7 7YRHNTOHFEHAT % Broadcast Receiver (I ELAHHZFET D (WE)

7 7)) RATDOIHEMA XN 2 Broadcast Receiver (ZIENBIRET %, THICE Y. D7 7)) H5ERE Y Broadcast %32
TR TLES 2N RY, PTYDHMEEFBINEZY, PTUVOHEICREEAZE ALY TZIDERSCIEN
TZ 3,

A—7
B,

TYURDSDAHFIE XN B Receiver Tld Intent Filter 5B Y % & 5 AE&ETIZ L T/ 5740, Intent Filter D4
E—7 7)) ADIENEE Receiver ZIEUHTDH Y TH. Intent Filter BRATHEUH LA EICERKETHTZ YD

N Receiver xUOH LT LEDIBELPBEETIHNSTH D,

AndroidManifest .xml (JEHESR)

<!—— HNEF7 TVICIHEABE T B Broadcast Receiver ——>
<l--4.2.1.1 — R4V K~ 1: exported="false"IZ&k V. BATMICIHEARZRET S ——>
<receiver android:name=".PrivateReceiver"

CRDR—TITHE<)
123



Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2024-02-29

FIDR—I DM EDHFTE)
android:exported="false" >
<intent-filter>
<action android:name="org.jssec.android.broadcast.MY_ACTION" />
</intent-filter>

</receiver>

142.3.1. A L T& W exported 3 7E & intent-filter 32 E DA EDE (Receiver DIHE)] BRI D &,

4.2.2.2 %Z{5 Intent D& LM=HRT 5 (LH)

Broadcast Receiver D9 1 FIC& > TEF Y R VIZERLZ D, 215 Intent DT — 4 BT ZHRICIE, £ Z(E Intent D
ZEMAERELRITHIER SN,

/AFA Broadcast Receiver [ RNFELZHD T 7 H 5 Intent % FFE B 728, YILD = 7 DKE Intent % 5% (FEL 5 ATAE
MHDH %, FEAFI Broadcast Receiver (&fhD 7 7)) i 5 Intent 2 EEZ TS Z &RV, LALA—7 7Y RO
Component AME®D 7 71 55517 ER > 7= Intent D7 — % % IEAF Broadcast Receiver ICErk§ 25 2 & H B 78, Zi5
Intent ZB|EHICRETH D EEZ TFM SRV, BHIRE Broadcast Receiver (EZDHED Y R I TH 272, »idY
218 Intent DRELMZHER T D2HELH B,

32 ANT—49DREM%iHRT 2] 28RBTDH L,

4.2.2.3 #MEEZ Signature Permission I3, B 7 7UNERZ LA EA2BRALTHRAT S (WEA)

BHitD 7 7Y Hh 5 3EE I N7z Broadeast 7217 2 ZE L. £ N LS D Broadcast % —t15 15 L A4 LB R E Broadcast
Receiver % {E 315 4. B EF Signature Permission IC & U R L A& lF 1LIE 7R 572\, AndroidManifest.xml T® Per-
mission &, Permission BXXEE LT TREEFBLOIFR+DTH B8, [5.2. Permission & Protection Level] @ 15.2.1.2.
MEEZED Signature Permission TE#T7 7)) BT 2 /%] #B5RT 22 &, -MBEESR Signature Permission %
receiverPermission /87 A — 4 |Z387E L T Broadcast £{59 2158 EARKICHER T 2H0ENH B,

4.2.2.4 BERBEBERITIBAICIE. BRELT T DS5OBRIFRRRICER TS (WE)

Broadcast Receiver D% A 7I1C & o T setResult() IC & WIERIFHREIRT 7 7 ) OIERENEA S, 2B Broadcast Receiver
DHZER. BRREZXOTTUNTIL I THIAEMEEHY ., BREBIBRER > TUELDNIBHRELH D, L
A Broadcast Receiver %> H#tPRE Broadcast Receiver DH &I, ERRZELIGBHFERT 7)) TH 3 - OBRIEROEW
EHEYDERT DBEIERL,

Z M & 5 IZ Broadcast Receiver H SIERIER A IR TIZEICIE, BEXT T HSORBRBROFBRICEEE LTRSS
7‘1 \/\Q
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4225 V2514 J125#R% Broadcast 2159 21541, Z{ETHEL Receiver 2HIR 32 (WZE)

Broadcast & WD ZRINRT &SI, #H % Broadeast lEFEFEZHDOT TV ICBERE—FEELLEY, 913V %
BHILAZY TR EA2EBERLTCEONEHEATH D, TDIHEY VT 14 THIERE Broadcast EET 2158 ICIE. <
LT FPICBREMBINLVE ) AEFRREVERAIVEELRS,

YT 4 746 % Broadcast E1ET 2354, {SFE T & % Broadcast Receiver 72 (3 DN Z{EFBETH Y. 8D Broadcast
Receiver I ZIERARETHBNELH B, ZD7=6H®D Broadcast EEFEICITUTDOL S BEDHH B,

 BR’RAY Intent © Broadcast 3£{59 % Z & THREZEE L. EE L 7-{5%8 T Z % Broadcast Receiver 7213 IC Broadcast
EfEITDHE, TOHERICITRD 2 DDNI—V ¥ 5,

— E—7 7Y A Broadcast Receiver 58 T T# fuiE Intent#setClass(Context, Class) IC & WIBEAERET 5, Ei&
Bad—Rico2WTikY > FIa— Rt o> ay T42.1.1. 3B Broadcast Receiver - Broadcast % 2 {59
%-%EETD] BBEICTEI L,

— ftsdd 7 7'1) D Broadcast Receiver 58T Td 111 Intent#setClassName(String, String) IC & W 5B % RET 5 A%,
Broadcast ;A {SICHKILBIRE/N Y 77—V D APK ELDORFEERERTA M)A NERELTHILETTY
TH5I %R L THS Broadcast X157 2, ERICIZEEEE Intent ZFIBTE 2 RDAENEAMT
H5b,

* receiverPermission /8% X —#4 [ B E & Signature Permission % 1§ L T Broadcast %15 L. {S%89 % Broadcast
Receiver IZ245% Signature Permission ZFIFHEE L TH 55 Ak, EFAMARI—RICOVWTIEY Y FILd—KE5
23> 14.2.1.3. B#RE Broadcast Receiver - Broadcast %= %159 % - #5T 2] #5&EILT BT &, £ D
Broadcast #{E AR & RET 511V —Ib [4.2.2.3. EES Signature Permission &, B 7 T)HNEHRLEZI &
ZHALTHET S (WE)] BEALRTRER SR,

4.2.2.6 Sticky Broadcast IClEtz >V Y5 1« TRIBERESDHRL (KAE)

1B E @ Broadcast &, Broadcast X505 IC Z{SAIREIRAEIC # % Broadcast Receiver ICZEME I 3 &, Z D Broadcast
ld3EW LT L&D, —7 Sticky Broadcast (# & U Sticky Ordered Broadcast, LA TFEH) &, EERKICZEREICHS
Broadcast Receiver ICZENBINBRE VAT LLEICFEL DD, D% registerReceiver() ICK W ZFETE R &N
B TH B, FEICA o7z Sticky Broadcast & removeStickyBroadcast() IC & WIEBD Y 1 IV I THIRTE %,

Sticky Broadcast IZFEEREY Intent - & B EAHRIIRTH Y. receiverPermission /35 X — 4 %5 7E L 7= Broadcast %15 (&
TERW, ZO7 Sticky Broadcast TEE L7ZIBBRIITIL I T2 EUCTRBEELHOT7TYHISEETETLED. L
> Ty YT 1 T1RIEHR% Sticky Broadcast TEE L TIEA S AW, Ad, Sticky Broadcast D& 1 Android 5.0
(API Level 21) ICBWTHHER L L>TWS,

4.2.2.7 receiverPermission /X5 x —4% M#gE % L Ordered Broadcast [Z@EH AW & H DT &I1IFE (WA)

receiverPermission /X5 X — 4 3§ 912325 S u7z Ordered Broadcast &, YLV T 72 ELARBESHOT TN
Z{SHRET#H %, Ordered Broadcast (& Receiver 15 DR W 1R % ZITE D /o8d, 7 ITHEED Receiver ICIRRLE % S
H2HICFHAIND, BEEDEL Receiver 5 5)EIR Broadcast Bl SN d7H. BEEEZE LTI TH
&= AIC Broadcast %3 {5 L abortBroadcast() 9% &. %#:®D Receiver IC Broadcast B S i< 23,
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4.2.2.8 Broadcast Receiver 5> DRIET—9 DL AR T 5 (KE)

WERTF—4 %1% R L TE7 Broadcast Receiver DY A4 FICE > TEFYRVIZERZ D, EXRMICIIZELERT —
IHRETF—I THDATREEEZEL TR2ICREB LR ITHIERS AL,

JR{E 7t Broadcast Receiver A°2F Broadcast Receiver DIFH. TRED T TIHNLRY T—9 5 ZFTWZ LD, TV
TOKRET—4 % ZFERDAREM NS B, IRIE T Broadcast Receiver A°JE/2BH Broadcast Receiver D&, B—7 7Y K
NODHERT—ITHZDTYRZIFBVWEIICEINEEDN, D7 TY DSR2 T—9 2 BEBHNICERT —
GELTEHETDIENHDD, BRT I EBEHICERELTH D EEZATEAS AW, RETT Broadcast Receiver A
B 4tFRE Broadcast Receiver DIFE. TOHFEDY R I THZ7H. PIIUBRT -9V RBT—9 THDAREEEER
LTREICAIE L RIFTIEAR SR,

32 ANT—9DREM%HBT 2] 28RTDHI L,

4229 BEZZRNICIEHM Y 2BAICIE. TOEEDRRDFREKELMITFT S (WA

Permission ICK VRESNTVWIBEREES S UOBBEEELMBOT7 TV ICTRAICRET 2158101, BEET TV IC
¥ L CE—® Permission Z&KT 270 & LT, TOREKELZHER LA FNIER 570, Android D Permission ¥ 1
D74 ETINTIE. RESNAEEEICHT D7 TUDNSOERET IV ERICDVWTOHMERER AT, T DHEERLDE
HICEY, 7XVICRBINAEEENSSICHOT ) IC. REDLOHICHER Permission ZERT 5 Z &R BHES
NZAREMELH D, TDIZ &I Permission ZBEEL TWE Z & EREMICEMARD T, Permission DB EZRIE & M
lEN 3, 15.2.3.4. Permission DEZEZEMBE] #8BT5I &,

423 7RKNVZR K

4.2.3.1 {#AL T& L exported 5% 7E & intent-filter 32 E DA &L (Receiver Dig5E

[ 4.2.2] IF. Receiver #FREF 5 & ZIFEAL TH &\ exported Bl & intent-filter ERDHAEDHLEERLTWS,
lexported="false” D intent-filter E&EH Y | OEAZRAMNELE LTWBERAICDWVWTIFLITTEREAT %,

£ 422 exported Bt & intent-filter BERDEASHEDHERATR

exported BHEDE

true false |IEE
intent-filter E&EAH2 & [RAIZEE  EE
intent-filter EZM AWV & G ik

Receiver D exported BHENEIEE T 535512 F D Receiver M ARSI N 2 HIEAR & 2 2, intent-filter DEZDH
BICLVRED I RHA K TIE Receiver @D exported BiE%E MBIEE] T2 &1L TV, AIBdDL S A
APILDOT 7 4L FDOBEENCFHDIRELZT DI EITEITEIRETHY ., exported BEDL I AREFa ) T4 LEERERE
ERATRHICEMET 2FED’H 2O THNIEZTNEFIATARETHDEEAONDHTH D,

intent-filter #EZ L. M D. exported="false” #IEET 3 I & ZRAEZEIEE LTWB DL, B—7 7)) WDIE/ABE Receiver
IZ[AF T Broadcast 23 %fEL722H W TH, BRHETMT 7)) DB Receiver EMUPHE LT LE D BEDVEET 20 H
THhd, UTFO2 OOHTEREHMUE LRI 2%FEHAT 5,

“12 intent-filter A’ E X N T WHLIEAB Receiver, EEHES N T WA T NIEIEAR Receiver & A %, https:/developer.android.com/guide/topics/
manifest/receiver-element.html#exported #SRD Z &,
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4241, B—=77TVADS LHIEAR Receiver(F7 7 1) A) AEEEM Intent TIRUVHELWEELEEDH TH 2,
Intent-filter(B & action="X") #EZEL TWB DA, 77 A LHIVRVDOTEREY DEEEL>TW5S,

4 ™

FFA
B AintentZE BT
Receiver®BE AT

Intent(“X")

UG
SintentZ BT

FEE BReceiver A=1
exported="falge"
action="X"

Intent(™X™)

I MReceiver® o =-F 7 AD &N
AUZ—ILENTINLBEIZ. A—7
TN TOHBroadecastiERENiTHA
Do

{ AndroidifsE

424 EEBLEEDOH

4251, TTY AIMATT 7Y B THEAL intent-filter(Eeh action="X") 2 £H L T\ 2BATHZ. £T. 1D
7Y (77 C) HEEERM Intent T Broadcast %3%/59 % Did. JEAFI Receiver(A-1) fIIEZEEZ LR VDO THICEF 2
)7 4 BNCIEFEREIC A 5 AW (R OB B O KRE),

X2 )T ETHEICRZDIE. 77 AICKZE—7 7Y WOIEAR Receiver DMUH L TH B, 77 A B
ZXH Intent % Broadcast $% &, R—7 7Y WDIEAR Receiver ICAMA T, B LU Intent-filter #EZEH L 7= B DFDOAE
Receiver(B-1) %D Intent 2FETETCLEIHANSTH S (HOKBOXKH), 77U AHLST7TYBICRHLTEYY
T4 TIRERERETIAREMENELTLE D, PTYBHBILI 7 THNE. ZOFEE LY VT 1 TREROTRIC
#E;N B, F7. Broadcast #* Ordered Broadcast TH > 7=i5E1F. BRHLRWVERBERZZITR>TLE D AEEL H 5,
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-

.

FFIA

BB AIntentF ST

Receiverx MU
Intent(“X™)

e
JE4: BReceiver A-1 R Intent®x{E-T
exported="false" ReceiverE U T

Sotor=ed @ Intent("X")

4 BMReceiver B-1
exported="true"”
e

B LactionZ FE # L 1-ReceiverH FFo1=
HHOFTITUNA U A—LENT-1BE
[Z. TR TDReceiver|ZIntent N ELE &
had

action=

Androidif 3=

425 BEILABWEMEDH

=72 L. ¥ 27 LADEET % Broadcast Intent D&% 259 % BroadcastReceiver %3249 23551213, lexported="false”

H D intent-filter EF

W] 2#FRAT3Z &, DD, ZhUADHEAEDLEIEFFE> TWIFRWVL, IhiE, YR TLDE

f§ ¢ % Broadcast Intent IZB L TId exported="false” THLZEAETH D EWVWIERICH E DK, YRTLDNERFETS
Broadcast Intent &[F U ACTION @ Intent 27 7°) pEE L 3BE. ThEZELTLED EBELAVEFESE
TN H DD, INid exported="false” ZIBET DI LICL > THS I LN TE S,

4.2.3.2 Receiver (37 7) #EEIL W EEHF IR W

AndroidManifest.xml IZ 8% B9IC E % L 7= Broadcast Receiver 1&. 41 YA M =)L LAEEFTREMICASBRVOTEER
PHBRETHZ, PTVE I BRETSHIET, ZALUED Broadcast ERETED LI ICADH, 1 VA M—
JL1%1C Broadcast & MY A—ICL TREBAEHIE S Z £ IETERL, 727 L Broadcast ®# {5 {8 T Intent I
Intent. FLAG_INCLUDE_STOPPED_PACKAGES % %7 L T Broadcast 5 L /=35 &1&. —EsHEEBLTWVWAVWT T

TH>THID Broadcast xZ{ET B &N TZ %,

13 Android 3.0 RETIET 7 DA ¥ X h—IL% L7713 T Receiver AEHEND
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4.2.3.3 EL UID #2771 " 53%EE X /- Broadcast (4. 3E/3F Broadcast Receiver THZ{ETZ 3

BEO7TVICAL UID 28252 TE S, ZDIHFA. =& ZFEAF Broadcast Receiver TH>TH. EL UID
DT T HSEESNT- Broadeast TZELTLE D,

LhrLZhizetxa) T LREBEERZZ &RV, AL UID 282773 APK 2 EL T 2HFEERN—HT B
EMMREEENTH Y., FEAR Broadcast Receiver B"2{ET B DILE+LT 7Y 5 5% {5 & 17z Broadcast ICRES N ZH 5
TH5,

4.2.3.4 Broadcast DFEFE & D

%S9 % Broadcast I& Ordered 5% 5 TRRWA, Sticky BN Z 5 THRVLWHDEAEHLEICE Y 4 FEFEOD Broadcast B FEY
%, Broadcast fEA X Vv RIZHR U T, #f59 % Broadcast DFEFEARE 5, 7B, Sticky Broadcast DI Android
5.0 (APILevel 21) ICEWTIHHRLL>TWS,

K423 %59 % Broadcast DiELE

Broadcast DF&E%R EEAXY YR Ordered? Sticky?
Normal Broadcast sendBroadcast() No No
Ordered Broadcast sendOrderedBroadcast() Yes No
Sticky Broadcast sendStickyBroadcast() No Yes
Sticky Ordered Broadcast sendStickyOrderedBroadcast()  Yes Yes

FNF1D Broadcast DRFFFEITIRDEH V) TH 5,
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\

*

& 4.24 25T % Broadcast DIEFH T & DFH

Broadcast DFE%E

Normal Broadcast

Broadcast DF&EHH & DIFEH

Normal Broadcast (&35 585 IC Z ST BE 7K A& (2 % 2 Broadcast Receiver I Biti%
SN THBYT %, Ordered Broadcast & 272 Y, ## D Broadcast Receiver AFl
B¥IC Broadcast & {59 2 DAHHTH 5, HFED Permission Z:H27 7 D
BroadcastReceiver 72 (7 IC Broadcast # 2{EX# 25 Z &HTZ %,

Ordered Broadcast (&% 15 B IC 25 A 8E 72 4K A& I % % BroadcastReceiver ' — D
I DIEEIC Broadcast #2592 Z & NRHTH D, &Y priority EA K E W
Broadcast Receiver B %6IC 259 %, 97X T®D Broadcast Receiver ICEBETE 79 %
H. BH D Broadcast Receiver #* abortBroadcast() MU' L 7=354& IC. Broadcast
I3HBT 5. $FED Permission ZFIFHES L 727 7)) @ Broadcast Receiver 72
|7 1C Broadcast # 2§32 Z &% TE %, 7 Ordered Broadcast Tld#EEIT
A Broadcast Receiver 5 DFEREHREZZITMBD I £ HTE S, SMS ZEREA
Broadcast (SMS_RECEIVED) & Ordered Broadcast D{XRBITH 5,

Sticky Broadcast (3 2: 15 FFIC Z{E AT BE IR R& IC % % BroadcastReceiver CBExE &
NEBICEHBIT B EEALYRTALICTKY T, %IC registerReceiver() % [T
UH L7727 7)) A Sticky Broadcast #2592 Z &N TE B ENRFHTH B,
Sticky Broadcast &2 Broadcast & £72 V) BEIBIICHET 2 2 £ I E R WD T,
Sticky Broadcast M AREIZA o 72 & 12, BJRHYIC removeStickyBroadcast() % W
U'H L T Sticky Broadcast & SHB S € 2 BN 3H D, 1D Broadcast & £74 Y,
EE D Permission % > 7 71) @ Broadcast Receiver 72 (3 IC Broadcast % 315
B EEFTERWL, Ny T ) —IREEEEH Broadcast (ACTION_BAT-
TERY_CHANGED) & Sticky Broadcast DRARBITH %,

Ordered Broadcast & Sticky Broadcast DT 75 D458 % ¥ o 7= Broadcast TH %,
Sticky Broadcast & Rl#k. %% D Permission % 2 7 7! ® Broadcast Receiver
721F1C Broadcast ZzZ{EI 2 Z &£ IETEAR,

Ordered Broadcast

Sticky Broadcast

Sticky Ordered Broadcast

Broadcast DR IRD B VDER T, ERZFBIEHICBEET 2 ETRICKS,

% 4.2.5 Broadcast DIFHHRIRSEL

Broadcast D4F#HI74#& % | Normal | Ordered | Sticky Sticky Ordered

g0 Broad- Broad- Broad- Broadcast
cast cast cast

Z {S A 88 4% Broadcast Re- 0 0 = =

ceive % Permission IC & V)

HIBRY 2

Broadcast Receiver 5 5 M - 0 - 0

WIBRER IS T 2

Jl& Z (Z Broadcast Receiver - 0 - o

IC Broadcast Z LB X+ 3

BiIcEFEIhLTW3 - - 0 0

Broadcast Z#& M 5 ZET

%
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4.2.3.5 Broadcast i£f5 L 72183 »* LogCat ICH =N 2 BEDH S

Broadcast DEZEIFEARMIC LogCat ICHA I NAW, LAL. ZEM[OD Permission FRICK 2T 5 —%. #EEMOD
Permission REICE 52 TT—DFRIC LogCat ICTZ—OJMHAIN S, T5—07IIE Broadcast T#E{E9 2 Intent 18
BESENDDT, T57—FKERFICIE Broadeast EE T 23551 LogCat ICRIRINB Z L ITERELTIELL,

ZEAERID Permission TEEOD TS —

W/ActivityManager (266) : Permission Denial: broadcasting Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION }

from org.jssec.android.broadcast.sending (pid=4685, uid=10058) requires
org.jssec.android.permission.MY_ _PERMISSION due to receiver
org.jssec.android.broadcastreceiver.creating/org. jssec.android.broadcastreceiver.creating.
—CreatingType3Receiver

Z{SAD Permission FEEFD TS —

W/ActivityManager (275) : Permission Denial: receiving Intent {
act=org.jssec.android.broadcastreceiver.creating.action.MY_ACTION } to
org.jssec.android.broadcastreceiver.creating requires
org.jssec.android.permission.MY_PERMISSION due to sender
org.jssec.android.broadcast.sending (uid 10158)

423.6 F—L\EE (77)) IC¥a— b hy NEEBRET IHEOEFER

FR—LEEICT 7)) 2REBT2HDa— Ay FRIVP Web 750 HFDT v IX—IDESWURL ¥a— bk
Hy bR T 25E0FIRRICOVTEHAT S, flE LT UTOLIBREEZEZITH D,

A—LBE (77Y) IZ¥a—bAy MEEEEBT 2

Intent targetIntent = new Intent (this, TargetActivity.class);

// a—MAy MERERFED /2D Intent
Intent intent = new Intent ("com.android.launcher.action.INSTALL_SHORTCUT") ;

// a—bMhAy by Yy THICESNT % Intent 21T

intent.putExtra (Intent.EXTRA_SHORTCUT_INTENT, targetIntent);

Parcelable icon = Intent.ShortcutIconResource.fromContext (context, iconResource);
intent.putExtra (Intent.EXTRA_SHORTCUT_ICON_RESOURCE, icon);

intent.putExtra (Intent.EXTRA_SHORTCUT_NAME, title);

intent.putExtra ("duplicate", false);

// BroadCast #ff>T. YAFALICYa—bMAy MEREKFET S

context.sendBroadcast (intent) ;

LEETEELTUVS Broadeast 1. ZIFFNF—LBET7Z T THY, Ry T—IRZEZHETIIEHNHLVED, BR
B9 Intent I & % 2FF Receiver NDEF E R > TWB I EIERNMMVETH D, 2F Y., LB TEE L7 Broadeast (&<
WOz T7EEDIERDT TI)DNRETEIENTE, ZTOiD, Intent ICEY VT 1 TREFERIFISEN TV S L BERF
HOWEIC DN D HEEMELH S, URLEEICLAEYa— by MEERT %35E. URL ICREOBHRIESEA TV
lEEHBRH, FITTFENMVLETH S,

WEAEE LTI, T4.2.1.2. A8 Broadcast Receiver - Broadcast %= 5T % - EFET 5] ICBHINTWBRA Y M
W, EETBIntent ICEY VT 1 TRIEBRIZEFAVEIICTZZENVETH B,
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4.2.3.7 ACTION_CLOSE_SYSTEM_DIALOGS icD> W\ T

ACTION_CLOSE_SYSTEM DIALOGS I&. YRTFALFA 7OV DEL SNz & AEMT % Broadcast Intent TH %,
/=, 77YUD 5 Broadcast FIET BT ET, YVRATALAYA 7OV ERHALB I ENTES, TD ACTION_CLOSE_SYS-
TEM_DIALOGS &, Android 12 #% —#4"v h& 3% H Androidl] giE 49—y NETEHEDTLUTODREY BEFHIER
I >TW3,

Android 11 lgi%& 9 —4 v & 3545

ATV MEERITEINT logeat IZIRD A v £—IYHKRRI NS,

E ActivityTaskManager Permission Denial: \
android.intent.action.CLOSE_SYSTEM_DIALOGS broadcast from \

com.package.name requires android.permission.BROADCAST_CLOSE_SYSTEM DIALOGS, \
dropping broadcast.

7272 L. RDBEICEVWTI, BIEHmEVRTLAYATAVERHLB I ENTE B,
c BHMIROT—®MLIC Window #RRLTWS

e I—H—AEHMEREL, PTUVREDI—H—T Va3Vl L TH—ER X7 Broadcast Receiver % LI L
TWw3

o A—H WY —EIANERICAE>TWVWS
Android 12 #9 —4'v & T 355

ACTION_CLOSE_SYSTEM_DIALOGS 3R e o, PTIUDNZDT I aVvEELAVTY PORUHEL EH
# % & SecurityException BFEE T 2,

72720, ROBEICEVWTIEL, BIEHEVRTLAYATAOTABHAL DI ENTE S,
e TTYUNA VRIS XY MEBFETF AN ERITLTWSIBE

A—HY—@HY—EANEMICAR>TEY., BRAN—%2FL320RENH ZHEIE. Kb IC GLOBAL_ACTION_DIS-
MISS_NOTIFICATION SHADE 1 —H—®B7 o> avaEAT 5,

4.2.3.8 &y Broadcast Receiver D& £ 4Dt

Z N F TF Broadcast Receiver M 5 5 Ej# Broadcast Receiver (& export BEMNARE TdH > 7', Android 13 D5 F A
FIERHAEZIEETES L DI o7, ThiE, Tz 7HEF L7 Broadeast 525922 & HD VRV EEREL
ThO, BREMDBILDERD ORI NILRTH 5,

Z DHEEE A FIM T % IC1E targetSdkVersion % 33 L EICERELUTO70—T1T 5,
1. DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED %#&%#1iZ§ %

2. registerReceiver M 5|#1IC RECEIVER_EXPORTED & % \\ l& RECEIVER_NOT_EXPORTED % 8%E ¥ %

context.registerReceiver (sharedBroadcastReceiver, intentFilter, RECEIVER_EXPORTED) ;
context.registerReceiver (sharedBroadcastReceiver, intentFilter, RECEIVER_NOT_EXPORTED) ;

DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED D& EdFFEA T3> L <& adb " SEIY B X THE
Thd, AREA T aVHLERETDIHE. UTOL>REERISTI,
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10554 © @ 4l

< App Compatibility Changes

MATIVE_MEMTAG_SYNC

DOWNSCALE_30

OVERRIDE_MIN_ASPECT_RATIO

NATIVE_MEMTAG_ASYNC

OVERRIDE_MIN_ASPECT_RATIO_LARGE

DYNAMIC_RECEIVER_EXPLICIT_EXPORT_RE
QUIRED

FORCE_ENABLE_SCOPED_STORAGE

ALLOW_TEST_API_ACCESS

FORCE_RESIZE_APP

GWP_ASAN

DOWNSCALE_90

ALWAYS_SANDBOX_DISPLAY_APIS

USE_EXPERIMENTAL_COMPOMENT_ALIAS

NATIVE_HEAP_ZERO_INIT

LAY

4.2.6  DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED D% E (FIF&E A >3 V)

7. adb HNORET 2HFAF. UTFDLI2ATYRIM e D,

$ adb shell am compat enable DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED org.jssec.android.
—broadcast.publicreceiver
$ adb shell am compat disable DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED org.jssec.android.

—broadcast.publicreceiver

DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED %#4& Wi L7335 E. RECEIVER_EXPORTED &% % L\ & RE-
CEIVER_NOT_EXPORTED % 5% ¢ registerReceiver() #5179 % &. SecurityException B F4E T %,

DYNAMIC_RECEIVER_EXPLICIT_EXPORT_REQUIRED % #&%#1iC L 7=35%&. RECEIVER_EXPORTED % % \L\ & RE-
CEIVER_NOT_EXPORTED %#&7E L T registerReceiver() =179 % &. export s E I3 R & 1. /€K@ Y 22F Broadcast
Receiver & L CTEIET 2,

748, Android 14 55 1E., DYNAMIC_RECEIVER_EXPLICIT_EXPORT _REQUIRED (577 # /)L h TCEMMER>TH
W, LA >T, Android 14 29—y & LT T VICHEWVWTIE export SREDIREIEMHA L L >TWD,

7272 L. ACTION_TIME_TICK 7 & ¥ R 5 A Broadcast™'* M & % 253 % Receiver DIFA. export REITFETH 5,

4 — B g API Level IC &K > TEAR Y 34 OBERUTIC—E DL H» H 5. /AppData/Local/Android/Sdk/platforms/android-
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TREABRELTHHRERRISVWTIEI R, ETREE I —PESEREERELAVD, FRAOLLEHRADBR
HEEET DR, D& DA Receiver ICHEWTIE export FRE L AW EHHRIND,

e ¥ 25 L Broadcast T4 % ACTION_TIME_TICK % {54 % Broadcast Receiver D Z&${|

IntentFilter filter = new IntentFilter (Intent.ACTION_TIME_TICK);
receiver = new MyBroadcastReceiver () ;

registerReceiver (receiver, filter);

4.3 Content Provider #{% - fIFH T %

ContentResolver & SQLiteDatabase DA ¥4 —7 = — AWMU T W3 7=, Content Provider & SQLiteDatabase & ##1C
BRhH 2 EEEVEINE ZEHE L, L LERICIE Content Provider (7 Y BET—9H£BEDA V9 —7 2 — %R
ET27EIT. T—YREFEOERE—IRDRVZ L ISEREIBETR, YERT % Content Provider REFTT — 49 DIRTFIC
SQLiteDatabase 2> Z &£ TEB L. XML 7 7 M LR EDRDORERAEFESI LB TED, BB, TITHRNT S
HBUTINA-RICRT—Y2RETINEBEZSELVDOT, REXIECTEMT S &,

431 > 7F)L3—R

Content Provider A ED & S ICFIBE TN B M IC & > T, Content Provider 2’382 % ) R 7 L E B EIFERNELR D, K
DHE7O—IZ& > TYERKT % Content Provider "EDY 1 T THEIIEHIBTE 3,

WEMD
FAUICHMERS S

h Y

Exglugive Propristary Temparary
Private Public
ceane , ) ri—h = BT — sy a
#hi Bl Contart Provider i Content Provider Content Provider Content Provider Content Provider

43.1 Content Provider ¥ 1 7¥IE 70—

34/data/broadcast_actions.txt
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4.3.1.1 3E/AF Content Provider #{£% - fIHT %

FE/ABR Content Provider I&. B—7 7Y R T THE I3 Content Provider TH Y. o &HEZLMEDF L Content
Provider T# %17,

LA, FE/AFF Content Provider DREEH|% R 7
R4 > b (Content Provider %2/ %) :
1. exported="false” IC&k V). BARMNICIERFERET %
2. A—TF7TVANSDY VIR NTH>TH, NIA—YDREMEERT D

3. MATXRT FVRA—T 7Y THZIL, 2y T4 TRIERERELTEIW

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.privateprovider">

<application
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<!l—— *RA VK 1%k exported="rfalse"lZ&V., BARMICELARRZRET S ——>
<provider
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"
android:exported="false" />
</application>

</manifest>

PrivateProvider. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
25 http://www.apache.org/licenses/LICENSE-2.0
* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

CROR—DITHE <)
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* See the License for the specific language governing permissions and
* limitations under the License.

*/

package org.jssec.android.provider.privateprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

public class PrivateProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider.privateprovider";

public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider NMEMd 24 V49 —T7x1—R%NH
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// UriMatcher
private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURT (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEFEAEIICEEEERTAFAICLTWSRSH, query XV v RTIRY Cursor #HERIICES
private static MatrixCursor sAddressCursor =
new MatrixCursor (new String[] { "_id", "pref" });
static {
sAddressCursor.addRow (new String[] { "1", "dtiEE&E" });
sAddressCursor.addRow (new String[] { "2", "&&H" });

sAddressCursor.addRow (new String[] { "3", "&F" });

136

CROR—=I2HE<)




Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2024-02-29

FIDR=I D5 DHFFE)
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor (new String[] { "_id", "path" });
static {
sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" });

@Override
public boolean onCreate() {

return true;

@Override
public String getType (Uri uri) {

// kR4 KN 2k A—F7TIVANLSDY VIRANTH>TH., RNTA—YDREUEHRT S
// ZZ Tl uri NMEEDEEAARNTH S I &%, UriMatcher#match () & switch case CTHEERLTW3,
// 13.2 AAT—9DRLUL5RERT 5] 2508,
// kR4 VK 3%k FIRTZ7TVIERA—T7 7T THZ2HhE., EVVT 1 TRERERELTEL
// 212U getType DIERN Y VT 1 TREKREREODZ LIEHFE YRR,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
case ADDRESSES_CODE:
return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_ TYPE;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/) RRAY K 2%k A=TFTVALSLDYIITZANTH>TH, RSIA—IDRLUEHIRT B
// ZZTlE uri PEEDEFHEANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,
// TDMDNRZT A=Y DRERIEH Y TIVICDEERE, [3.2 ANT—IDRLMEERAT 21 258K,
// kR4 VK 3%k FIRTZ7TVIERA—T7T)THZ2HhH., EVVFT 1 TRERERELTEL
// query DISBRNEY VT 4 THEREZONE I DIET 7Y RS,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);
CRDAR—JITHE<)
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@Override
public Uri insert (Uri uri, ContentValues values) {

/) hARAV K 2k A—TFTYRADSLDY VJITZARNTH>TH. NIA—YDLEMEERT S
// ZZTlF uri PEEDEFEANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,
// ZTDMDNRZT A=Y DRRBIEY Y TILICDEERE, [3.2 ANT—YDRLMEERAT 2] 258,
// hkRAV R 3k MATTTVERA—T ) THZH L., VT4 TRERERELTEL
// Insert f&R. HEIND IDHEY YT 4 TREKREFONE I NMET TV RE,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

/) RRAV KN 2%k A—TFTYRADNSDY IJIRARNTH>TH, NIA—YDLRLMEHET S

// ZZTlF uri PEEDEEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
// TDMHDINT A —5 DIERIEH Y TIVICDEE, [3.2 ANT—9DRLMEEHRAT 5] 258,

// kRAVE 3k FATTTVER—T TV THZHL, BT 1 TRIERZRELTLL

// Update SNFzLI— KRBV VT 1 TREKREF ONE DI NMET T RE,

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 5; // update SNzl d— R %ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

/) RRAVEN 2%k A—FTYRDNSDY IIRARNTH>TH, NTIA—YDLRLMEHEET S
// 2Tl uri NMEEDEHEARNTHS I &%, UriMatcher#match () & switch case CHERRLTW3,
CRDR—J I <)
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// TDMHDINT A —5 DWERIE Y Y TIVICDEE, [3.2 ANT—9DRLMEEMAT 5] 258,

// hRRAVE 3%k FRATT7 TVIEEA—T77T)THZHh L., Vo T4 TRERERELTEW

// Delete SNFLIA— KRBV VT 1 TREKREF ONE I NMET T RE,

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return 10; // delete N7zl d— R %IRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException ("Invalid URI :" + uri);

JRIZ. 3EZAFE Content Provider ZFIFA 9 % Activity Dl & RT
R4 > b (Content Provider ZFIfd %) :
4. A—=T7TVAANDY IIRANTHZHE, VT4 TREREY VIAMIEDTLL

5. A—F7FVADSDERBEBRTH>TH, RIET—IDRLMLEHERT 2

PrivateUserActivity. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

25 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.privateprovider;

import android.app.Activity;
import android.database.Cursor;
import android.net.Uri;
import android.os.Bundle;
import android.view.View;
import android.widget.TextView;
CROR—=2IZHEL)
139




Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR 2024-02-29

FIDR—I DM EDHFTE)
public class PrivateUserActivity extends Activity {
public void onQueryClick (View view) {

logLine (" [Queryl");
/) RRAY N 4%k A—TFTIVANDY VIR RNTHEIDND, EVVT 1 TREHEY IVTZAMIEDTEL
Cursor cursor = null;
try {

cursor = getContentResolver () .query (PrivateProvider.Download.CONTENT_ URT,

null, null, null, null);

// kRAV K 5k A—T7TYUANISDHERBEHRTH->TEH, BIET—YDREMEHIRT S
J/ B TICDZEE, [3.2 AANT—9DLLMAEHRT 2] 258,

if (cursor == null) {
logLine (" null cursor");
} else {

boolean moved = cursor.moveToFirst ();
while (moved) {
logLine (String.format (" %d, %s",
cursor.getInt (0),
cursor.getString(1l)));

moved = cursor.moveToNext ();
}
}
}
finally {
if (cursor != null) cursor.close();
}

public void onInsertClick (View view) {
logLine (" [Insert]");

/) RkRAVEN 4%k A—TTYRADY IIRARNTHEZDD, BEVIT1A TRIEREY JTAMIEHTEL

Uri uri = getContentResolver () .insert (PrivateProvider.Download.CONTENT_URI, null);

// kR4 VKN 5k A—T7TVAISDHERBRTH>TEH. BET—YDREUEHRET S
/) BV TIIICDEERE, [3.2 AANT—9DREMEHET 2] 251,

logLine (" wuri:" + uri);

public void onUpdateClick (View view) {
logLine (" [Updatel]l");

/) hRRAV KN 4%k A—TTYRANDYIIRANTHZIDS, EVIOT 1 TRIEREV IJIAMIEHTEL
int count =
getContentResolver () .update (PrivateProvider.Download.CONTENT_URI, null, null, .
—null) ;

// kR4 KN 5k A—T7TVALSDERBRTH>TEH. BET—YDOREUEHERT S
/) B TIICDEEE, [3.2 ANT—9DREMEHERT D] 258K,
CRDAR—JITHE <)
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logLine (String.format (" %s records updated", count));

public void onDeleteClick (View view) {

logLine (" [Delete]");

// kR4 N 4k A—FTTIVANDY VIR NTHZIDE, BT 1 TRERE) VTRAMIEDTEL
int count =
getContentResolver () .delete (PrivateProvider.Download.CONTENT_URI, null, null);

/) RRAY S 5k A—F7TIVALLDRERERTH>TH, RET—IDLLMEHRT S
/) Y TIICDERE, [3.2 AAT—9DREM%ZHRT 5] 258K,

logLine (String.format (" %s records deleted", count));

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;

mLogView = (TextView) findViewById(R.id.logview);

private void loglLine (String line) {
mLogView.append(line) ;

mLogView.append ("\n") ;

4.3.1.2 ~F Content Provider #{E% - }IFH ¥ 3%

/AB8 Content Provider l&. THESHDOT7 ) ICFHAEIN S Z & %48 L 7= Content Provider TH 2, 7514 7> M %R
ELRBRWZEICEY, I zT7h 5 select() ICLK>TRIFTLTWERT—9%kEMSNAY, update() ICK>TTF—%
AEE#Z ONEY, insert()/delete() ICE > THBDT—I DBART—Y DHIRE WS REAZIF LY LTHITAZ
N/ LIERIRER,

F7=. Android OS BEE Tl WH B EMR DA Content Provider #FIH 3 2% 4. % D/AB Content Provider IZFK Y &
FLAINIMTITICVIIRAMNNSA =9 5REINDZIENHDE. LU, RBERT -9 %2R ITWMBZ 0D
52 EIERPNBETH S, Android OS BEED Contacts ¥ MediaStore % ¥ 2B Content Provider T#H 24, <L T
7 i&F N 5 Content Provider ICA W B E L TERRLY,

BAF. /2B Content Provider DR % R¥,

R4 > b (Content Provider #4{E%) :
1. exported="true” IC& U, BARBICARRET 5
2. VIIRAMRG A=Y DREMEEMHIRT D

3. BV YT 4 TREREREL TR A S AL
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AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="org.jssec.android.provider.publicprovider">
<application
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name" >
<!—— kR4 YN 1%k exported="true"lC&VW., BARMICARBREST S ——>
<provider
android:name=".PublicProvider"
android:authorities="org. jssec.android.provider.publicprovider"
android:exported="true"/>
</application>
</manifest>
PublicProvider. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at
*
* http://www.apache.org/licenses/LICENSE-2.0
*
* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
7
package org.jssec.android.provider.publicprovider;
import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;
import android.database.MatrixCursor;
import android.net.Uri;
public class PublicProvider extends ContentProvider {
public static final String AUTHORITY = "org.jssec.android.provider.publicprovider";

public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";
// Content Provider WMt 24 49 —7 2 —R%NH

public interface Download {

public static final String PATH = "downloads";
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public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

// UriMatcher

private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;

private static final int ADDRESSES_CODE = 3;

private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURTI (
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE);

// DBEFAETICEEMEEZRTHICL TWSEH, query XV v RTIRY Cursor EEBIICER
private static MatrixCursor sAddressCursor =
new MatrixCursor (new String[] { "_id", "pref" });
static {
sAddressCursor.addRow (new String[] { "1", "dtiEE&E" });
sAddressCursor.addRow (new String[] { "2", "&®&H" });
sAddressCursor.addRow (new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor (new String[] { "_id", "path" });
static {

AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE);

sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.jpg" });

sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" });

@Override
public boolean onCreate() {

return true;

@Override
public String getType (Uri uri) {

switch (sUriMatcher.match (uri)) A
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:

case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;
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default:

throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

/) RRAV R 2% YIZRARNRSA—IDREEEHRET S
// ZZTlE uri PEEDEFEANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,
/) FDMDIST A —4 DREERIET Y TIVICDEERE, 3.2 AAT—9YDLLEEHKRT 2] #5081,

/) RRAV N 3k EYIT 4 TRIERERZEL TERSAW

// query DIERMNEY VT 1 TREKRERF ONE DI MET T RE,

/) VIZRARNTDT TYNIIL I 7 THDARELH S,

// RV ZTICRBEINTERBORWVERCTCHNITHERE LTRLTHE LWL,
switch (sUriMatcher.match (uri)) A

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:

throw new IllegalArgumentException("Invalid URI:" + uri);

@Override

public Uri insert (Uri uri, ContentValues values) {

/) RRAV R 2% YIZTRARNRSA—YDREEAEMHRT S
// ZZTlF uri PEEDEFEANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,
/) TDMDINT A —5 DWERIEY Y TIVICDEER, [3.2 AANT—90RLEMEEHRT 5] 288,

/) KRRAVR 3k BYYT 4 TREREREL TRBSRW
// Insert &R, RBEIND DLV I T4 TREEREFONE I BMET T IRE,
// VDIIZRNTOT )DL T T THEARENEDLH 5,
// RV TICRBEINTERBEDORWVERTHNITHERE L TRLTH LWL,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
CRDAR—JITHE<)
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public int update (Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

/) RRAV R 2% YIZTRARNRSA—IDREMEEMHRT S
// ZZTlE uri PEEDEFEANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,
/) TDMHDINT A —5 DFEERIET > TIVICDEERE, [3.2 ANT—9DLRLMEEHRT 5] =S50,

// RRAVE 3k BYYT 4 TREREREL TERSAW

// Update SNl d—REIN YO T 1 TREKEF ONE S BNMET T RE,
// DOTRNTOT TYNTII T 7 THBHEENDH B,

// RV TICHREBINTEREOARWMVMERTHNITHERE L TRLTE LW,

switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return 5; // update SNzl dI— K ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

J/ RRAV R 2% YIZTRARNRSA—IDRLEEMHRT S
// ZZTlE uri PEEDEFERNTH DI &%, UriMatcher#match() & switch case CHEEELTW3,
/) TDMHDINT A —9 DRRERIET > TIVICDEERE, [3.2 ANT—9DLLMEEHERT 5] =50,

// RRAVN 3k BYYT 4 TREREREL TERSAW

// Delete SNl IA—REINEY I T 1 TREKEF ONE S NI T T RE,
// VOTRNTOT FYDNTILI T 7 THBHEENDH B,

// RIVDZTICHREBINTEREOARWVERTHNISHERELTRLTE LW,

switch (sUriMatcher.match (uri)) <
case DOWNLOADS_CODE:
return 10; // delete &=L dA— R %IRRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);
CRDAR—JITHE<)
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JRIC. 2B Content Provider ZFIF 9 % Activity Dl & RT,

R4 >k (Content Provider Z#FIFH T 3) :

4. BT 4 TRIBEBEV VIR MIEHTIERS AL

5. BRT—IDREMEHERT B

PublicUserActivity.java

/*
*
*
*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.provider.publicuser;

import android.app.Activity;

import android.content.ContentValues;

import android.content.pm.ProviderInfo;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PublicUserActivity extends Activity {

// FIA%®D Content Provider &
private static final String AUTHORITY = "org.jssec.android.provider.publicprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

public void onQueryClick (View view) {

logLine (" [Query]l");

if (!providerExists (Address.CONTENT_URI)) {

(RDAR—=TITHEC)
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logLine (" Content Provider BFRfE");

return;

/) RRAVEN 4k BVIT 4 TRIEREY VTZAMIEH TR LSRN
// VIIRNEDT TYDNIIL I 7 THBAHENELH 5,
// RV T FZICHIESNTERBORWVERTHNIEY JTZAMIEDTH L,
Cursor cursor = null;
try {
cursor =
getContentResolver () .query (Address.CONTENT_URI, null, null, null, null);

// RRAV N 5k BRTFT—IDREMUAMHET S
J/ B TICDZEE, [3.2 ANT—9DLLMAEHIRT 2] 2508,

if (cursor == null) {
logLine (" null cursor");
} else {

boolean moved = cursor.moveToFirst ();
while (moved) {
loglLine (String.format (" %d, %s",
cursor.getInt (0),

cursor.getString(l)));

moved = cursor.moveToNext ();
}
}
}
finally {
if (cursor != null) cursor.close();
}

public void onInsertClick (View view) {
logLine (" [Insert]");

if (!providerExists (Address.CONTENT_URI)) {
logLine (" Content Provider BAF7E");

return;

/) RRAV N 4k BT A TRIEREY VTR MNIEDTER SR

J/ VIIZRANEDT TYNIIL I 7 THDARERELH S,

// RIVIITICBBINTEREDRWVERTHNILY JTRAMIEHTHE KL,
ContentValues values = new ContentValues();

values.put ("pref", "ERZR#&R");

Uri uri = getContentResolver () .insert (Address.CONTENT_URI, values);

// kRA VN 5k BRT—IDREMEMHRT S
/) YTV DEEE, 3.2 AAT—9DREUAEHRT D] 55K,
logLine (" wuri:" + uri);

public void onUpdateClick (View view) {

logLine (" [Update]");
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if (!providerExists (Address.CONTENT_URI)) {
logLine (" Content Provider BAFFE");

return;

// kRAVN 4Kk BYIT A TREREYY VTR MIEDTIFRSARL

// VIIZRRNEDT TYNII I 7 THBAEENELH 5,

// RIVITTICBRBINTERHBORWERTHNIEY JTRMIEHTE LWL,

ContentValues values = new ContentValues();

values.put ("pref", "ERZR#&R");

String where = "_id = ?";

String[] args = { "4" };

int count = getContentResolver () .update (Address.CONTENT_URI, values, where, args);

/) hRRAV N 5k BRT—IDREMEEHRT S
/) YT DEEE, 3.2 AAT—9DREUAEHRT Z] 55K,
logLine (String.format (" %s records updated", count));

public void onDeleteClick (View view) {
logLine (" [Delete]");

if (!providerExists (Address.CONTENT_URI)) {
logLine (" Content Provider BFRIE");

return;

/) RRAVN 4%k BVIT 4 TRIEREY VIR MIEHTIRRS AW

// VIITRARNEDT TYNIIL I 7 THBAHENELH S,

// RIVITTICREINTERBOBRWVERTHNIEY J TR MIEDHTH L,

int count = getContentResolver () .delete (Address.CONTENT_URI, null, null);

// RRAV S 5k BERT—IDREMEWEDRT D
/) Y TIICDERE, [3.2 ANT—9DREMEHRT 2] 258K,

logLine (String.format (" %s records deleted", count));

private boolean providerExists (Uri uri) {
ProviderInfo pi = getPackageManager () .resolveContentProvider (uri.getAuthority (), —
=0);
return (pi != null);

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main) ;

mLogView = (TextView) findViewById(R.id.logview);

private void loglLine (String line) {
CROR—=T2HEL)
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mLogView.append(line) ;
mLogView.append ("\n") ;

4.3.1.3 /X— h+—BRE Content Provider #1/% - #IH¥ 3%

/8— b+ —PFR7E Content Provider X, HEDT7 7Y i3 H 5FIFE TE % Content Provider TH 3, /A—hF—02DT7 7
DEBHTTIDNEELTURTLEEBRL, N—rF+—77) EOBTRD BIROCEELATE-OICHIEINS,

AR, /8= b F—BR%E Content Provider DELZHI%RT,

R4 > b (Content Provider %#1£%) :
1. exported="true” IC& V). BARBICAFRET S
2. FATXT 7Y OFEREENFTTA MY R MIEFGINTVWD I L %HRT D
3.N=KF=TFTIVDEDYIVTRAMNTH>TH, NIA—YDREMEWHIRT D

4. "= F=FFVICARL TEWERICBRYRZELTE W

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.partnerprovider">

<application
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<!-— kR4 N 1%k exported="true"lIZ&Y. BATRMICARREST S ——>
<provider
android:name="org. jssec.android.provider.partnerprovider.PartnerProvider"
android:authorities="org.jssec.android.provider.partnerprovider"
android:exported="true"/>
</application>
</manifest>

PartnerProvider. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
CRDOR—IIZH L)
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*/

package org.jssec.android.provider.partnerprovider;

import

import

import

import
import
import
import
import
import
import
import
import
import
import

import

public

java.util.List;

org.jssec.android.shared.PkgCertWhitelists;

org.jssec.android.shared.Utils;

android.app.ActivityManager;
android.app.ActivityManager.RunningAppProcessInfo;
android.content.ContentProvider;
android.content.ContentUris;
android.content.ContentValues;
android.content.Context;
android.content .UriMatcher;
android.database.Cursor;
android.database.MatrixCursor;
android.net .Urji;
android.os.Binder;

android.os.Build;

class PartnerProvider extends ContentProvider {

public static final String AUTHORITY = "org.jssec.android.provider
public static final String CONTENT_TYPE =

"vnd.android.cursor.dir/vnd.org. jssec.contenttype";

public static final String CONTENT_ITEM_TYPE =

/7

"vnd.android.cursor.item/vnd.org.jssec.contenttype";

Content Provider WM d 2449 —7x— &M

public interface Download ({

}

public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

public interface Address {

//

public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

UriMatcher

private static final int DOWNLOADS_CODE = 1;
private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {

sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;

FAIDR=ID5DHFHE)

.partnerprovider";

sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;

(
sUriMatcher.addURI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
(

sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;
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// DBEFAETICEEEEZRTHICL TWSEH, query XV v RTIRY Cursor #HBIICER
private static MatrixCursor sAddressCursor =
new MatrixCursor (new String[] { "_id", "pref" 1});
static {
sAddressCursor.addRow (new String[] { "1", "dLi@E&" });
sAddressCursor.addRow (new String[] { "2", "B&H" });
sAddressCursor.addRow (new String[] { "3", "&F" });
}
private static MatrixCursor sDownloadCursor =
new MatrixCursor (new String[] { "_id", "path" });
static {
sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.jpg" });

sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" });

// kiRA YK 2% FIATT 7Y DOIEHAEN KT MY X MIEFINTWE I EA2HRT S
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context);

sWhitelists = new PkgCertWhitelists () ;

// I"—KNF+—TF 7Y org.jssec.android.provider.partneruser DIEBAZE/N\v > 1{E%FER
sWhitelists.add("org.jssec.android.provider.partneruser", isdebug ?
// debug.keystore ®"androiddebugkey"DiEBAE /Y > 1 {E
"0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 E77C8255"
// keystore D "partner key"ODIRAE/N\vY > 1{&
"1F039BB5 7861C27A 3916C778 8ET78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// LRERRICHBDN— =T F) 258 ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists.test (context, pkgname);
}
// RATT7 7Y DRy r—2 8 %5RE
private String getCallingPackage (Context context) {
String pkgname;
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.KITKAT) {
pkgname = super.getCallingPackage () ;
} else {
pkgname = null;
ActivityManager am =
(ActivityManager) context.getSystemService (Context.ACTIVITY_SERVICE);
List<RunningAppProcessInfo> procList = am.getRunningAppProcesses () ;
int callingPid = Binder.getCallingPid();
if (proclist != null) {
for (RunningAppProcessInfo proc : procList) {
if (proc.pid == callingPid) {
pkgname = proc.pkglist [proc.pkglList.length - 1];

break;
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return pkgname;

@Override

public boolean onCreate() {

return true;

@Override

public String getType (Uri uri) {

switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:

return CONTENT_ITEM TYPE;

default:

throw new IllegalArgumentException("Invalid URI:" + uri);

@Override

public Cursor query (Uri uri, String[] projection, String selection,

//
if

/7
7’/
/7

/7
/7

String[] selectionArgs, String sortOrder) {

*RA Yk 2% FATT 7Y OIEAELFRTA MR MIEFINTWE I EAHERT D
(!checkPartner (getContext (), getCallingPackage (getContext ()))) {
throw new SecurityException ("FIBFT7 7 VIE/X\— N F—T7 7 TIERWV, ");

KXRAVK 3Kk R=KF—TFTYDLDYIITRANTH>TH, NTA—IDLEMAHRT S
ZZTlE uri EEDEFANTHSD I &%, UriMatcher#match() & switch case THEEELTW3,
(3.2 AAT—9DRLLAHRT 5] 250,

*RAVN 4% NR—= F—TFVICEHRLTEWERICRY RZELTEW
query DERNN— M F—T7TVICERL TEWEBNES BMET 7T RE,

switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:

throw new IllegalArgumentException("Invalid URI:" + uri);

(RDR=TITHEC)
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@Override

public Uri insert (Uri uri, ContentValues wvalues) {
// hkRAV K 2% FIATT7 7Y DEBAENETA M)A MIBEHRINTWE I E2HRT S

if (!checkPartner (getContext (), getCallingPackage (getContext ()))) {
throw new SecurityException ("FIHT7 7TV IE/X—KF—7 7)) TEHRWL, ");

// KRkBAY K 3Kk R=KF=TFTUDLDIVIIRRTH>TH, NITA—YIDREMEHERT S

// ZZTlE uri PEEDEFEANTH DI &%, UriMatcher#match() & switch case CHEEELTW3,

// T3.2 AAT—9DREMERET 2] 258K,

// kRAV N 4% NR—hF—FTVICBATRL TEIWERICERYIRZELTEL
// Insert &R, RBEIND IDHNR—KF—TTYVICEATRL TEWVERIE I NMET TV RE,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException ("Invalid URI :" + uri);

@Override
public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {
// kR4 VK 2% FRATT7 7Y OHAZENFTA M) R MIEHFRINTVWEZE5HRT S

if (!checkPartner (getContext (), getCallingPackage (getContext ()))) {
throw new SecurityException ("FIBATT 7V IE/ A= KF—T 7)) TlEiL, ");

// KRkRAY K 3Kk R=KF=TFTUDBLDIVIITRRTH>TH, NITA—FDRELMEHERT S

// ZZTlE uri PEEDEFEANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,

// T3.2 AAT—9DREMERET 2] 258K,

/) KRkRA VN 4% K= F—FTYICETRL TLWERICBEYIRZEL TL L
// Update SNl A— RENEY VT4 TREREZFEONE I MET T RE,

switch (sUriMatcher.match (uri)) <
case DOWNLOADS_CODE:
return 5; // update Sh7zL d— R EIRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;

default:
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throw new IllegalArgumentException("Invalid URI:" + uri);

@Override

public int delete (Uri uri, String selection, String[] selectionArgs) A

// hRAV K 2% FATT7 7Y DEBAENETA M)A NMIBEHRINTVWE I E2HRT S
if (!checkPartner (getContext (), getCallingPackage (getContext ()))) {
throw new SecurityException ("FIRT7 7Y IE/NX—KF—TFY TlERW, ");

FAIDR=I DS DHFEE)

/) KRkBAVE 3k =" F—=TTIVDLDYIIRANTH>TH, NIA—YDLREMEHERT D
// ZZTIE uri MEEDEHENTHSD I &%, UriMatcher#match () & switch case CHERLTW3,

// 13.2 ANT—9DRLMEEERT 5] 2B,

J/ RRA YN 4% IR—=bF—TFVICBHARLTEWERICEY REL TEL
// Delete SNFzLA—REHL YT 1 TREEEFONE D DMNET 7)) RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:

return 10; // delete &hfzL d— R#AERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI:" + uri);

RIC. 78— b F—FR7E Content Provider 2FIf 3 % Activity D% RY,

R4 > bk (Content Provider #FIFH 3 %) :

6. /8— M+ —PBR7E Content Provider 7 7 ICERL TL WERICIRY D VTR MIEDHTE W

5. #AS%/S{— ~F—FRE Content Provider 77 ) MFEBAENE T A R A MIEBHFINWTWE I E5MHET S

7. /18— K F—[R%E Content Provider 7 7 B S5 DERTH->TH, HRT—IDLLMAEHET S

PartnerUserActivity. java

/*
*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

154
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2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.provider.partneruser;

import org.jssec.android.shared.PkgCertWhitelists;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ContentValues;
import android.content.Context;

import android.content.pm.ProviderInfo;
import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;
public class PartnerUserActivity extends Activity {

// RMA%D content Provider &
private static final String AUTHORITY = "org.jssec.android.provider.partnerprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse("content://" + AUTHORITY + "/" + PATH);

// kR4~ 5% FFA%/S—NF—BRE Content Provider 7 7Y DIAENETA MY R MIEHFEIhTWS
// TEEMERT D
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {
boolean isdebug = Utils.isDebuggable (context);
sWhitelists = new PkgCertWhitelists();

// I8"— NF+—[RTE Content Provider 77" org.jssec.android.provider.partnerprovider DL

// Ny D 2 {E% Bk
sWhitelists.add("org.jssec.android.provider.partnerprovider", isdebug ?
// debug.keystore M"androiddebugkey"MIEEAE/NY ¥ 2B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC 1E29DD26 F77C8255"
// keystore D "my company key"DIIBAE/\v < a{E
"D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B D7B3A7C2 42E142CA");

// UTRAERRICHD/S— b F+—FRE Content Provider 7 7Y &Z&&. ..
}
private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);
return sWhitelists.test (context, pkgname) ;
CRDAR—JITHE<)
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}
// uri% AUTHORITY &9 % Content Provider D/\v i —IZ%&BE
private String providerPkgname (Uri uri) {

String pkgname = null;

ProviderInfo pi =

getPackageManager () .resolveContentProvider (uri.getAuthority (), 0);
if (pi != null) pkgname = pi.packageName;

return pkgname;

public void onQueryClick (View view) {

logLine (" [Queryl");

// kB4 K 5%k FFAL/—KNF—BRE Content Provider 7 7Y MFFAEN TR T A MY R MIEHINLTWDS
// TEEMHRT B

if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) {
logLine (" #If% Content Provider ZFYIEHRTA KR MIBFINTLAL, ");
return;

}

// kBRAV K~ 6k /N\—KF—PRE Content Provider 77 UICHARL TLWERICEEY ) VTR MIEDTEWL
Cursor cursor = null;
try {
cursor =
getContentResolver () .query (Address.CONTENT_URI, null, null, null, null);

// kRA YN 7k /IS—KNF—BBE Content Provider 7 7)HhLDERTH->-TH., BRT—IDLLMH%E

// WERT D
/) BV TICDEEE, [3.2 AANT—9D0RLUEEHRET D] 258,
if (cursor == null) {
logLine (" null cursor");
} else {

boolean moved = cursor.moveToFirst ();
while (moved) {
logLine (String. format (" %d, %s",

cursor.getInt (0),

cursor.getString(l)));
moved = cursor.moveToNext ();
}
}
}
finally {
if (cursor != null) cursor.close();

public void onInsertClick (View view) {
logLine (" [Insert]");

// *kRA VK~ 5% FlEKL/NN—NF—[RE content Provider 77" DFEAZENE T4 M) A MIEHFIhTWS
// TEEMHRT B
if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) {
logLine (" #IM% Content Provider Z7ZFUIEART A4 MY R MIEHFINTWLARL, ");
CRDR—IIZH L)
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return;

// kR4 VK 6%k /X—KNF+—FRE Content Provider 7 7 ICHARLTLWERICRY VI TR MIEHTELW
ContentValues values = new ContentValues|();

values.put ("pref", "HRZR&");

Uri uri = getContentResolver () .insert (Address.CONTENT_URI, wvalues);

// kRAV N 7% IR—NF—FRE Content Provider 77UHDLDERTH->TH, BRET—IDELME%E

// WERT D
/) B TINCDEEE, [3.2 AAT—YDOREMEHRT ] 28R,
logLine (" wuri:" + uri);

public void onUpdateClick (View view) {
logLine (" [Update]");

// kR4 Vb~ 5% FRASKE/N—NF—[RE content Provider 77 DFEBAZENHE T A4 M) A MIEHFIhTWS
// TEEMRT D
if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) {

logLine (" #IM% Content Provider ZZ7UIEART4 MY R MIEFRINTWARL, ");

return;

// kRA VN 6k /IS—KNF—FRE Content Provider 7 7YICHARL TLWERICEBY N VTR MIEDHTEWL
ContentValues values = new ContentValues/();

values.put ("pref", "ERZRA&");

String where = "_id = ?";

String[] args = { "4" };

int count = getContentResolver () .update (Address.CONTENT_URI, values, where, args);

// kR4 YN 7% IN"—KF—BBE Content Provider 77V HhLDERTH-TH, BRT—YDLEH%E

// WERT D
/) B TIIEDZEE, [3.2 ANT—9DRLMEHRET D] 258,
logLine (String.format (" %s records updated", count));

public void onDeleteClick (View view) {

logLine (" [Deletel");

// kB4~ 5%k FAL/—KNF—BRE Content Provider 7 7Y DFFAEN T T A MY R MNIEHINLTWD
// TEEMHRT B

if (!checkPartner (this, providerPkgname (Address.CONTENT_URI))) {
logLine (" #If% Content Provider Z7YIEETA MY R MIEFINTLARWL, ");
return;

}

// kRAV K 6k /IS—KNF—FRE Content Provider 7 7YICHARL TLWERICEBY N VTR MIEDHTEL
int count = getContentResolver () .delete (Address.CONTENT_URI, null, null);

// kRA VKN 7%k IS—KNF—FRE Content Provider 77UHLDERTH>TH, BRT—IDLLME%E
// WESRYE B
/) Y TIVCDEEE, 3.2 AAT—9DREUEHRT 2] 250K,
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logLine (String.format (" %s records deleted", count));

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main) ;

mLogView = (TextView)findViewById(R.id.logview) ;

private void loglLine (String line) {
mLogView.append (line) ;

mLogView.append ("\n") ;

FAIDR=I DS DHFEE)

PkgCertWhitelists. java

/*
*
*
*

*

*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import android.content.pm.PackageManager;

import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT SHA256;

public class PkgCertWhitelists {

private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length () != 64)
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return false; // SHA-256 % 32 /84 b

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F LADXELH S

mWhitelists.put (pkgname, sha256);
return true;

public boolean test (Context ctx, String pkgname) {
// pkgname IZXY BIERD/NY ¥ 1{EXZERIST 2
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEEED/NY > 1 {BEIEED/NY > 2B LET D
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CEZEMIIHN ATHE
PackageManager pm = ctx.getPackageManager () ;
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 D¥F&IE PkgCert DHREEFIFET 3
return PkgCert.test (ctx, pkgname, correctHash);

FIDR—IH 5 DFEE)

PkgCert. java

/*
*
*
*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the '"License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
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public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
", "ll);

correctHash = correctHash.replaceAll ("

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHEBELEHEHLEV
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byte2hex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

4.3.1.4 B#[EE Content Provider 2% - fIHT %

B+tBRE Content Provider t&. B#UADT T HSFAEINS Z & %21E9 % Content Provider Th %, HEE D B4R
TTY)TYARATLAEEBR L, BT 7 HNERD BRCEEETI-DICHAIN S,

AT, B#BRE Content Provider DREH| %KY,
R4 > b (Content Provider #41E%) :
1. ¥ B EF Signature Permission = €& %

2. ¥ B E % Signature Permission # BRXKEE T %
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3. exported="true” IZ& V). BARMICARRET %

4. B ES Signature Permission B'E#HT7 TVICL Y ERINTWDE I L2 HRT S
5 BHT7TIDSDY I TRARNTHoTH, NIA—IDRLUERRT D

6. IATT7 7YVIRBHT TV THEI 0 S, £V T4 TRERZRELTELL

7. APK % Export $2 & =42, MAT7 7Y L E CBARERTAPK 22473

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.inhouseprovider">

<!l—— kRAV PN 1%k MEESE Signature Permission #E€&HI S ——>
<permission
android:name="org. jssec.android.provider.inhouseprovider .MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<!-— kR4 2k MBEESE Signature Permission #EXEET S -—>

<!-— kR4 N 3%k exported="true"lIZ&Y. BATMICARREST S ——>

<provider
android:name="org. jssec.android.provider.inhouseprovider.InhouseProvider"
android:authorities="org.jssec.android.provider.inhouseprovider"
android:permission="org.jssec.android.provider.inhouseprovider.MY_ _PERMISSION"
android:exported="true"/>

</application>
</manifest>

InhouseProvider. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.inhouseprovider;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

CRDAR—JIZ#E <)
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import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.Context;
import android.content.UriMatcher;
import android.database.Cursor;
import android.database.MatrixCursor;

import android.net.Uri;

public class InhouseProvider extends ContentProvider {

public static final String AUTHORITY =
"org.jssec.android.provider.inhouseprovider";
public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org.jssec.contenttype";

// Content Provider MRt d 24 V9 —T7x1—R%NH
public interface Download {
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);
}
public interface Address ({
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

// UriMatcher
private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURI (AUTHORITY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURTI (AUTHORITY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURI (AUTHORITY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEERAETICEEEZRTHICL TWSEEH, query XV v NTIRY Cursor =HRIICESE
private static MatrixCursor sAddressCursor =

new MatrixCursor (new String[] { "_id", "pref" });
static {

sAddressCursor.addRow (new String[] { "1", "dti@E@&" });

sAddressCursor.addRow (new String[] { "2", "&B&H" });
sAddressCursor.addRow (new String[] { "3", "&F" });

}
private static MatrixCursor sDownloadCursor =
new MatrixCursor (new String[] { "_id", "path" });
static {
CROR—=DIHEL)
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sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.jpg" });
sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" 1});

// B#t® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.provider.inhouseprovider .MY_PERMISSION";

// BROFRED/NY > 1@
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MIEEAE/NY > 1 (&

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5SCCB4AE BO9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D "my company key"DIIEAZE/\v > a{E
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.

—D7B3A7C2 42E142CA";
+
}

return sMyCertHash;

@Override
public boolean onCreate () {

return true;

@Override
public String getType (Uri uri) {

switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM TYPE;

default:
throw new IllegalArgumentException ("Invalid URI :" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {

// kRA Y~ 4%k MEER Signature Permission NEHET FVICEWERINTWE I & 5MHRT S
if (!SigPerm.test (getContext (), MY_PERMISSION, myCertHash (getContext ()))) {
throw new SecurityException ("MEEZ Signature Permission NE#M T TVICLWEFZINLTL

EWe M) ;

CRDAR—J <)
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// hARAV K 5k BHETTYUDNLDY IVIRARNTH>TH, NIA—YDRLUEEHERT S

// ZZTlE uri EEDEFEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
// 13.2 AAT—9DREMEERT 2] 28R,

// kBAV N 6k FATT7FVEBERT T THEINE, £ YT 4 TRERERELTELL

// query DFERNVBHT 7V ICHTL TEWERNE D DNET 7)) RE,

switch (sUriMatcher.match (uri)) |

case DOWNLOADS_CODE:

case DOWNLOADS_ID_CODE:

return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:

return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public Uri insert (Uri uri, ContentValues wvalues) {

// kRA VK~ 4%k WMBERER Signature Permission BEHET FVICEWERINTWE I &L 5MERT S
if (!SigPerm.test (getContext (), MY_PERMISSION, myCertHash (getContext ()))) {
throw new SecurityException ("MEEZ Signature Permission NE#T7TVICLYERZINLTL

BN, ") ;
b
/) RkBRAV KN 5% BRETTUDHLSDY VTR MNTH>TEH, NSIXA—YDLELUEEHRT S
// ZZTlF uri PEEDEFEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
// 13.2 AAT—9DREMEERRT 5] 2B,
// kRAVE 6% FATTTIVEERT T THZNL, BT« TRIEREZRELTLL
// Insert $&R. RBEIND D HABEHT TVICBERL TEWERIE D MET7 T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);
case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);
default:
throw new IllegalArgumentException("Invalid URI:" + uri);
}
}
@Override

public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// kRA VK~ 4%k MBEER Signature Permission NEHET FVICEWERZRINTWE I &L 5MRT S
if (!SigPerm.test (getContext (), MY_PERMISSION, myCertHash (getContext ()))) {
throw new SecurityException ("MEEZ Signature Permission NE#T7TVICLYERZINLTL
BV, ") ;
CROR—JIHE)
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// RRAV K 5k BT TUYUDNSLDY IVIRRNTH>TH, NTIA—YDRLEEHRT S
// ZZTlE uri PEEDEFEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
// 13.2 AAT—9DRLE%RAT 5] 258,
// hARAVE 6% FRATT7Z IVIEERTT)THZHL, €Yo T4 TRERERELTEL
// Update SNFLIA— KRBV O T 1 TREKEFONE DI NMET T RE,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return 5; // update N7zl d— R %ERT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:
return 15;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException ("Invalid URI :" + uri);

@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

EWe ") ;

// kRA VN 4% WMEER Signature Permission NEHT TVICLVERINhTWE I L 2HRT S
if (!SigPerm.test (getContext (), MY_PERMISSION, myCertHash (getContext ()))) {
throw new SecurityException ("MEBEZ Signature Permission AR 7 FVICLWEZRIhTL

// ARAV K 5k BHTTUYDNSLDY IVIRRNTH>TH, NTIA—YDRELMEEHERT S
// ZZTlE uri PEEDEFEANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,
// 13.2 AAT—9DREMEHERT 2] 25K,
/) kRAV N 6k MATTTYVEBRT T THED L, VT4 TRIERERELTEL
// Delete SNTcLA— REMNEY VT 1 TREKRERF ONE I NMET T RE,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return 10; // delete&h7ilL dI—R#%EIRY

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

CRDAR—J <)
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SigPerm. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;
import android.content.Context;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;
import android.os.Build;
import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #EZE LT TVDONRy G-I Z5MBT 3

PackageManager pm = ctx.getPackageManager () ;

PermissionInfo pi
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission DHEIEKEIKL
if (pi.protectionLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFRD/NY & 1{BEEBD/NY ¥ 1EZLLEKT
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CEZEMIIHI TTHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DZz&lE PkgCert ZFIAL., Ny aEEZEREL THET S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {
CROR=DIZHEL)
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return false;

FIDR—IH 5 DFEE)

PkgCert. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {
if (pkgname == null) return null;
try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =
pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHEELEHEDAEL

Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {

return null;
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private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

*RA4 Y hT7% APK % Export §2& &2, #IATT7 7Y EEURAKERTAPK 2E4Y 5,

. ® Generate Signed APK ﬁ |
Key store path: C:¥jssec¥Projects¥keystore
Create new... | | Choose existing... |
Key store password: | =------ !
Key alias:
Key password: | .......

[C] Remember passwords

S (o] [ ]

432 FATT77TIERAUERERTAPK #ELT 5

JRIC, B#BRE Content Provider ZFIA 9 % Activity D&Y,
R4 >~ ~ (Content Provider 2FH$ %) :
8. M H EF Signature Permission 2#FHES ¥ %
9. B EZ Signature Permission "B 7 TV ICKYERINTWS I L 2 HRT
10. # A% Content Provider 7 7!) DFAEN B DFEAETH 2 Z & = HAT 2
11. B#BRE Content Provider 7 7' ICHAR L TL WERICIRY UV T A MIEDHTEW
12. B#BRE Content Provider 7 7Y DS DFERTH o TH, BERT -9 DRLMEHIAT S

13. APK % Export ¥ & X, FIRAET7 ) CALCHRERTAPK 2BRT 2
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AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.provider.inhouseuser">

<queries>
<package android:name="org.jssec.android.provider.inhouseprovider" />
</queries>

<!—— kR4 bk 8k MBEESE Signature Permission #¥HEEd 2% ——>
<uses-—-permission

android:name="org.jssec.android.provider.inhouseprovider.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name="org.jssec.android.provider.inhouseuser.InhouseUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

InhouseUserActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

25 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.inhouseuser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.ContentValues;
import android.content.Context;
import android.content.pm.PackageManager;
CROR—=TI2H5<)
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import android.content.pm.ProviderInfo;
import android.database.Cursor;
import android.net.Uri;
import android.os.Bundle;
import android.view.View;

import android.widget.TextView;
public class InhouseUserActivity extends Activity {

// FIA%®D Content Provider &
private static final String AUTHORITY = "org.jssec.android.provider.inhouseprovider";
private interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);

// B#t®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.provider.inhouseprovider.MY_PERMISSION";

// BROFRAED/NY ¥ 1B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"DIEEAE /N ¥ 1B

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore M"my company key"DFEBAEZE/N\v P 1{E
sMyCertHash = "D397D343 A5CBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";

}
}
return sMyCertHash;

// FIB% Content Provider M/Ny/ir—I Z%EE

private static String providerPkgname (Context context, Uri uri) {
String pkgname = null;
PackageManager pm = context.getPackageManager () ;
ProviderInfo pi = pm.resolveContentProvider (uri.getAuthority (), O0);
if (pi '= null) pkgname = pi.packageName;

return pkgname;

public void onQueryClick (View view) {
logLine (" [Query]");

// hkRA VK 9k MBERER Signature Permission NEHET FVICEWERZRINTWE I &L 55ERT 2

if (!SigPerm.test (this, MY _PERMISSION, myCertHash (this))) {
logLine (" JMHBEEZ Signature Permission BE#HT7 FUICKYEEZINTWLRL, ");
return;

(CRDR—VITHEL)
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// kR4 K 10% FIAS content Provider 77 DiIEAEN B DFIBAETH D Z & 4R T 2
String pkgname = providerPkgname (this, Address.CONTENT_URI) ;

if (!PkgCert.test (this, pkgname, myCertHash (this))) {
logLine (" #MA% Content Provider XBE#T7 7Y TEARWL, ");
return;

s

// kA VK 11 % BHIRE Content Provider 7 7VICEHRL TEWERICEEY Y VTR MIEHTEW
Cursor cursor = null;
try {
cursor =
getContentResolver () .query (Address.CONTENT_URI, null, null, null, null);

// kRA VN 12 % BHRE Content Provider 77 UHhSLDERTH-TH, BRT—IDLLM A

/) Y TICDZEEE, 13.2 ANT—9DRLUEHRT 2] 258K,

if (cursor == null) {
logLine (" null cursor");
} else {

boolean moved = cursor.moveToFirst ();
while (moved) {
logLine (String.format (" %d, %s",
cursor.getInt (0),

cursor.getString(l)));

moved = cursor.moveToNext ();
}
}
}
finally {
if (cursor != null) cursor.close();
}

public void onInsertClick (View view) {
logLine (" [Insert]");

// kR4 Vb 9%k MEES Signature Permission NEHT TYICEYERERINTWSE I EAHRT S
String correctHash = myCertHash (this);
if (!SigPerm.test (this, MY_PERMISSION, correctHash)) {

logLine (" MHBEXEZ Signature Permission AE#T7 FVICLWERINTLARL, ");

return;

// kR4~ 10% FIBS content Provider 77\ OFFEAENE#MDIIBAETH B I & 5 HRT 3
String pkgname = providerPkgname (this, Address.CONTENT_URI) ;
if (!PkgCert.test (this, pkgname, correctHash)) {

logLine (" # A% Content Provider EBE#T7 7Y TlERW, ");

return;

// kRA N 11 % BHRE Content Provider 7 7UICFARL TEWERICERY ) IJTR MIEDHTE WL

ContentValues values = new ContentValues|();
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values.put ("pref", "RZR#");
Uri uri = getContentResolver () .insert (Address.CONTENT_URI, values);

// kRA VN 12 % BHRE content Provider 7 TUDSLDERTH->TH, BRT —IDLLMUAHRT S
/) B TIICDEEE, [3.2 ANT—9DREMEHERT S] 258K,

logLine (" wuri:" + uri);

public void onUpdateClick (View view) {
logLine (" [Updatel™);

// kR4 Vb 9%k MEES Signature Permission NERT FYICEYERZEINTWSR I EAHRT S
String correctHash = myCertHash (this);
if (!SigPerm.test (this, MY_PERMISSION, correctHash)) {

logLine (" MHBEXEZ Signature Permission AE#T7 FVICLWERINTLRL, ");

return;

// kR4 VK 10 % FIES% Content Provider 7 7') DIIBAZEN B DIIBAE THZ Z & 5HERT S
String pkgname = providerPkgname (this, Address.CONTENT_URI) ;
if (!PkgCert.test (this, pkgname, correctHash)) {

logLine (" #MA% Content Provider EBH#T7 7Y TlERW, ");

return;

// kRA N 11 %k BHRE content Provider 7 7UICFARL TLWERICBEY ) I TR MIEDHTEL
ContentValues values = new ContentValues();

values.put ("pref", "ERZRA&");

String where = "_id = ?";

String[] args = { "4" };

int count = getContentResolver () .update (Address.CONTENT_URI, values, where, args);

// kBRA VN 12 % BHRRE Content Provider 7TUMNLDERTH>TH, BRT—IDRLMUEHIET S
/) YTV DEEE, 3.2 AAT—9DRLEUEHRT 2] 25K,
logLine (String.format (" %s records updated", count));

public void onDeleteClick (View view) {
logLine (" [Delete]l™);

// kR4 Vb 9%k MEES Signature Permission NERT FYICEYERZEINTWSE I EAHRT S
String correctHash = myCertHash (this);
if (!SigPerm.test (this, MY _PERMISSION, correctHash)) {

logLine (" MHBEZ Signature Permission BE#HT7 FUICKYEZINTWLRL, ");

return;

// kR4~ 10 % FIBS% content Provider 77\ DIEAEN B DIIBAETH S 2 & 5T 2
String pkgname = providerPkgname (this, Address.CONTENT_URT) ;
if (!PkgCert.test (this, pkgname, correctHash)) {

logLine (" #MA% Content Provider EBE#T7 7Y TlERW, ");

return;
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// kRA VN 11 % BHRE content Provider 7 7YICERLTEWERICERY ) VTR MNIEDHTEW

int count = getContentResolver () .delete (Address.CONTENT_URI, null,

null) ;

// kBRA VN 12 % BHRRE Content Provider 7TUMNLDERTH>TH, BRT—IDRLMUEHIET D

/) YTV DEEE, 3.2 AAT—9DREUEHRT 2] 25K,
logLine (String.format (" %s records deleted", count));

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main) ;

mLogView = (TextView) findViewById(R.id.logview);

private void logLine (String line) {
mLogView.append (line) ;

mLogView.append ("\n") ;

SigPerm. java

/*

*

*

*/

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the '"License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
See the License for the specific language governing permissions and

limitations under the License.

package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT_ SHA256;

public class SigPerm {

either express or implied.

public static boolean test (Context ctx, String sigPermName, String correctHash) {
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if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #EZE LT TVDONRy5—IZ5NMEBT 3

PackageManager pm = ctx.getPackageManager () ;

PermissionInfo pi

FAIDR=I DS DHFEE)

pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);

String pkgname = pi.packageName;
// 3E Signature Permission D& IEKEIKL

if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;

// pkgname DEBED/NY 2 A{BEEBD/NY 2 1{EZLLRT S
if (Build.VERSION.SDK_INT >= 28) {
// %k API Level >= 28 Tl& Package Manager ® API CEFWRIINTTHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DZz&lE PkgCert ZFAL., Ny aEEZREL THEKT S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
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public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
", "ll),.

correctHash = correctHash.replaceAll ("

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager ();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BEEZFHFbAGW
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert);
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

* R4V b 13 % APK % Export 9% & Z (2, FA%ET7 ) CRALUBARERT APK 2ELT 5,
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. ® Generate Signed APK ﬁ ‘
Key store path: C:¥jssec¥Projects¥keystore
Create new... I Choose existing... :
Key store password: | -------
Key alias:
Key password: | .......

[C] Remember passwords

o RN

433 FAXT T ERAURARKERTAPK 2EE9 3

4.3.1.5 —B5EFA Content Provider #{£% - fIHT %

—BFEF AT Content Provider &, EARMICIEIEARD Content Provider TH 2 H%. FEDT 7V I L T—EMICHEE URI
ANDT YR %A F % Content Provider T#H 5, FHMRT TV EIBE L Intent ZR/RT TV ICERT I &Ik Y,
ZFDRTTVIC—BHLAT 72 AERIFEINB & 5127 >TWB, Content Provider ] 7 7° U A BEBIICHRD 7 T V) ICT7
VERAFTEEZB2EEHTED L, —RWRT I RFAE2KROTE 727 7Y IZ Content Provider I 7 7Y A SZENHIC
TOERRAFAAE5Z%IEEHTES,

LA, —B¥$3FH Content Provider D=2 61% =9,
R4 > b (Content Provider #4{E%) :
1. exported="false” I & V). —BFEFAI§ % Path LA EFERFEBRET 5
2. grant-uri-permission IZ & Y, —BFEFRI Y % Path Z18%ET %
3. —BFHICEFRI LT T D LD Y VTR N TH->TH, NIA—YDREMEIERT D
4, —FRICEFRT L7 7Y ICHER L TE WIERICBRWIRZE L TL L
5. —BFMICT V£ R % T T % URI % Intent ICIEET 2
6. —BMICEFAI S % 7 U L RHEMR % Intent ICIEET S
7. —BMICT VR EHT T ST 7Y ICBHTRH Intent &3EET S

8. —BFEIDERITTT7 7Y IC Intent ZIRIET B

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.provider.temporaryprovider">

<application
android:icon="@drawable/ic_launcher"

android:label="@string/app_name" >

<activity
android:name=".TemporaryActiveGrantActivity"
android:label="@string/app_name"
CROR—=DIZHE<)
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android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>
<!-- —WEFA Content Provider ——>
<!-— kR4 YN 1k exported="false"lC&Y. —BFFFAI % Path A %I ERNBFEREST D ——>
<provider
android:name=".TemporaryProvider"

android:authorities="org.jssec.android.provider.temporaryprovider"

android:exported="false" >

<!-—— *RA VK 2% grant-uri-permissionil& W, —BfEFAId % Path Z#EET D ——>

<grant-uri-permission android:path="/addresses" />
</provider>

<activity
android:name=".TemporaryPassiveGrantActivity"
android:label="@string/app_name"
android:exported="true" />
</application>
</manifest>

FIDR—IH 5 DFEE)

TemporaryProvider. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.temporaryprovider;

import android.content.ContentProvider;
import android.content.ContentUris;
import android.content.ContentValues;
import android.content.UriMatcher;
import android.database.Cursor;

import android.database.MatrixCursor;
import android.net.Uri;

public class TemporaryProvider extends ContentProvider {
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public static final String AUTHORITIY =
"org.jssec.android.provider.temporaryprovider";
public static final String CONTENT_TYPE =
"vnd.android.cursor.dir/vnd.org.jssec.contenttype";
public static final String CONTENT_ITEM_TYPE =

"vnd.android.cursor.item/vnd.org. jssec.contenttype";

// Content Provider MR T 2449 —TJ7x1—R %A
public interface Download ({
public static final String PATH = "downloads";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITIY + "/" + PATH);
}
public interface Address {
public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITIY + "/" + PATH);

// UriMatcher
private static final int DOWNLOADS_CODE = 1;

private static final int DOWNLOADS_ID_CODE = 2;
private static final int ADDRESSES_CODE = 3;
private static final int ADDRESSES_ID_CODE = 4;

private static UriMatcher sUriMatcher;

static {
sUriMatcher = new UriMatcher (UriMatcher.NO_MATCH) ;
sUriMatcher.addURI (AUTHORITIY, Download.PATH, DOWNLOADS_CODE) ;
sUriMatcher.addURT (AUTHORITIY, Download.PATH + "/#", DOWNLOADS_ID_CODE) ;
sUriMatcher.addURT (AUTHORITIY, Address.PATH, ADDRESSES_CODE) ;
sUriMatcher.addURTI (AUTHORITIY, Address.PATH + "/#", ADDRESSES_ID_CODE) ;

// DBEFAETICEEEEZRTHICL TWSEH, query XV v RTIRY Cursor EBIICER
private static MatrixCursor sAddressCursor =

new MatrixCursor (new String[] { "_id", "pref" });
static {

sAddressCursor.addRow (new String[] { "1", "dtiE&" });

sAddressCursor.addRow (new String[] { "2", "B&H" });

sAddressCursor.addRow (new String[] { "3", "&F" });

}
private static MatrixCursor sDownloadCursor =

new MatrixCursor (new String[] { "_id", "path" });
static {

sDownloadCursor.addRow (new String[] { "1", "/sdcard/downloads/sample.jpg" });

sDownloadCursor.addRow (new String[] { "2", "/sdcard/downloads/sample.txt" });

@Override
public boolean onCreate () {

return true;

@Override

public String getType (Uri uri) {
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switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
case ADDRESSES_CODE:

return CONTENT_TYPE;

case DOWNLOADS_ID_CODE:
case ADDRESSES_ID_CODE:
return CONTENT_ITEM_TYPE;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override
public Cursor query (Uri uri, String[] projection, String selection,

String[] selectionArgs, String sortOrder) {

// kRA VK 3k —BRICHFALEZETTILSDY VIR NTH>TEH, NI A—YDREUEHERT S
// ZZTlE uri DPEEDEFEANTHD I &%, UriMatcher#match() & switch case CHEEELTW3,
/) EDMDIINT A —5 ORERIEH Y TIVICDEEE, [3.2 ANT—9DREMEERDBT 21 258,
// kRA VN 4% —BERNICHFRALAEZT7 TYICEHTL TEWERICRY RZEL TEWL
// query DIERMN YT 1 TREKRERF ONE D WMET T RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
case DOWNLOADS_ID_CODE:
return sDownloadCursor;

case ADDRESSES_CODE:
case ADDRESSES_ID_CODE:
return sAddressCursor;

default:
throw new IllegalArgumentException("Invalid URI :" + uri);

@Override

public Uri insert (Uri uri, ContentValues values) {

// RRAV N 3k —BRHICHFITLETTIDSDY IIARNTH>TH, NIA—YDREMEERT S
// ZZ Tl uri NMEEDEEARNTH S I &%, UriMatcher#match () & switch case CHEERL TW3,
/) EDMDINT A —5 ORERIEY Y TIVICDEEE, [3.2 ANT—9DREMEERDBT 2] 258K,
// kRAY N 4k —BERICEEFRTLAT 7Y ICHARL TEWERICRYIRZELTE WL
// Insert f&R. RBEIND DALYV T 14 TREEKEF ONE I NMET TV RE,
switch (sUriMatcher.match (uri)) {
case DOWNLOADS_CODE:
return ContentUris.withAppendedId (Download.CONTENT_URI, 3);

case ADDRESSES_CODE:
return ContentUris.withAppendedId (Address.CONTENT_URI, 4);

default:
throw new IllegalArgumentException("Invalid URI :" + uri);
CRDAR—JITHE<)
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@Override
public int update (Uri uri, ContentValues values, String selection,

String[] selectionArgs) {

// hARAVE 3k —BRMICHEFRILEZET TUDNLDY VITZARTH>TH, RNIA—YDLEMEHERT S
// ZZTlE uri PEEDEFANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,
/) EDMDINT A —5 ORERRIEY Y TIVICDEEE, [3.2 AAT—9DREMERRT 21 258K,
/) RRAY N 4% —BERICHFTLAET TVICHARL TEWERICERYIRELTEW
// Update SNl d—REINEY O T 1 TREKEF ONE S NI T T RE,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return 5; // update &Nzl d— R %&EIRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 15;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI:" + uri);

@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

// hARAV KN 3k —BMICHFRILET TUDNLDY VTZARTH>TH, NIA—YDLEMEEZHERT S
// ZZTlE uri PEEDEFEANTHSD I &%, UriMatcher#match() & switch case CHEEELTW3,
// TDMHDIINZ A —5 DWERIEY Y TIVICDEER, [3.2 ANT—9DRLMEEHAT 5] 258,
/) RRA VN 4% —BRICEFRAI LT 7V ICHASR L TE WERICBRYIR®E L TL W
// Delete SNFcLA—REMNEY VT 1 TREKRERF ONE I NMET T RE,
switch (sUriMatcher.match (uri)) |
case DOWNLOADS_CODE:
return 10; // delete &7zl d— R#%EIRT

case DOWNLOADS_ID_CODE:

return 1;

case ADDRESSES_CODE:

return 20;

case ADDRESSES_ID_CODE:

return 1;

default:

throw new IllegalArgumentException("Invalid URI:" + uri);

CRDAR—JITHE <)
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TemporaryActiveGrantActivity. java

/*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;

import android.content.ActivityNotFoundException;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.Toast;

public class TemporaryActiveGrantActivity extends Activity {

// User Activity \CEAd 21EHR

private static final String TARGET_PACKAGE =
"org.jssec.android.provider.temporaryuser";

private static final String TARGET_ACTIVITY =

"org.jssec.android.provider.temporaryuser.TemporaryUserActivity";

@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.active_grant);

// Content Provider {7 7"\ hEEEIMICMHD T TUICT VL AFRA%Z5ZX 5T —R
public void onSendClick (View view) {
try {
Intent intent = new Intent();

// kRA VK 5k —BRICT I ERA%EFRIS % URT % Intent ICIEEY
intent.setData (TemporaryProvider.Address.CONTENT_URT) ;

/) RRA VS 6k —BRICEFR Y 27 0 AER% Intent ICIEET S
intent.setFlags (Intent.FLAG_GRANT_READ_URI_PERMISSION) ;

/7 RBAY N 7k —BRICT O EREFAT T BT T ICHRN Intent 23%59 %
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intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
startActivity (intent) ;

} catch (ActivityNotFoundException e) {
Toast .makeText (this, "User Activity ®EDOHM5RW, ", Toast.LENGTH_LONG) .show () ;

~

TemporaryPassiveGrantActivity.java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.provider.temporaryprovider;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;

public class TemporaryPassiveGrantActivity extends Activity {
@Override
protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout .passive_grant);

// —BRNRT I RFAERDTELT T YIC Content Provider lI7 7 HNZEIMICT V2 RFA 52255 —2
public void onGrantClick (View view) {

Intent intent = new Intent ();

// kR4 VN 5k —BNICT Y EZR%FFAIS % URT % Intent ICIEET 3
intent.setData (TemporaryProvider.Address.CONTENT_URI) ;

/7 RRA VS 6k —BMICEFRI 570 ERAM¥ER%E Intent ICIEET S
intent.setFlags (Intent .FLAG_GRANT_READ_URI_PERMISSION) ;

// hRRAY N 8k —BHFTDERTT SIS Intent ZiRIET 2
setResult (Activity.RESULT_OK, intent);

finish();

CRDOR—=JITFEL)
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public void onCloseClick (View view) {

finish();

JRIC. —B§EFAT Content Provider 2 FIFA$ % Activity Dl & RT,

R4 > bk (Content Provider #FIFH 3 3) :

9. BV T4 TRIEREY VI AMIEDTIFASAL

10. ERT—9 DRLMEHRT S

/*

*

*

TemporaryUserActivity. java

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.provider.temporaryuser;

import android.app.Activity;

import android.content.ActivityNotFoundException;
import android.content.Intent;

import android.content.pm.ProviderInfo;

import android.database.Cursor;

import android.net.Uri;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

import android.widget.Toast;

public class TemporaryUserActivity extends Activity {

// Provider Activity IZBEd 2188

private static final String TARGET_PACKAGE =
"org.jssec.android.provider.temporaryprovider";

private static final String TARGET_ACTIVITY =

"org.jssec.android.provider.temporaryprovider.TemporaryPassiveGrantActivity";

// FIA%D content Provider &k
private static final String AUTHORITY = "org.jssec.android.provider.temporaryprovider";
private interface Address {
CROR—=2IZHEL)
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public static final String PATH = "addresses";
public static final Uri CONTENT_URI =
Uri.parse ("content://" + AUTHORITY + "/" + PATH);
private static final int REQUEST_CODE = 1;
public void onQueryClick (View view) {

logLine (" [Queryl");

Cursor cursor = null;

try {
if (!providerExists (Address.CONTENT_URTI)) {
logLine (" Content Provider HBAHE");
return;
}

/) RBRAVN 9k BYYT4 TRIERE ) VTR NMIEDHTIEASRW
// VIITRANEDT TYUNIIL I 7 THBARENELH S,
// RV TTICRBINTERBEORWVERTHNIEY VTR MIEDTE LKL,
cursor = getContentResolver ()
.query (Address.CONTENT_URI, null, null, null, null);

/) KRBRAY S 10k BERT—YDREMEHERT D
/) Y TWICDEEE, 13.2 ANT—9DREMEHRT 2] 258,

if (cursor == null) {
logLine (" null cursor");
} else {

boolean moved = cursor.moveToFirst ();
while (moved) {
logLine (String. format (" %d, %s",
cursor.getInt (0),
cursor.getString(1l)));

moved = cursor.moveToNext ();

}
} catch (SecurityException ex) {
logLine (" fl4:" + ex.getMessage());
}
finally {
if (cursor != null) cursor.close();

/) DT TYD—BEMNRT I ZRFAI%ZER L. Content ProviderflI7 7 BEEMICT VR 252257 —R
public void onGrantRequestClick (View view) {
Intent intent = new Intent ();
intent.setClassName (TARGET_PACKAGE, TARGET_ACTIVITY);
try {
startActivityForResult (intent, REQUEST_CODE) ;
} catch (ActivityNotFoundException e) {
logLine ("Grant DEXRICKK L % L7, \nTemporaryProvider B YA M=)l SN TWEMERLTLE
W, M)

(RDR=TITHEC)
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private boolean providerExists (Uri uri) {
ProviderInfo pi =
getPackageManager () .resolveContentProvider (uri.getAuthority (), 0);

return (pi != null);

private TextView mLogView;

// Content Provider {7 7)) HEEEBIMICC DT TVICT VL AHFAEZ5ZX 5T —R
@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.main) ;
mLogView = (TextView) findViewById(R.id.logview);

private void logLine (String line) {
mLogView.append (line) ;
mLogView.append ("\n") ;

432 IL—IVTwv Y

Content Provider ORI ICIZFUTDIL—ILEFZZ &,
1. 77V RTORERT 3 Content Provider \$IEARZRET 2 (WMZE)
2. YOI RMRSGA—YDREM %IRRT D (WA)
3. MBEH Signature Permission \&. BRT7 TUNEHELAEI LA L THAT S (WA)
4. BREBREBTIHEICE, BREET ) DS OBRERBRITTERT 2 (BA)
5. BEZZRMICIERHBT 2HBEICIE. TOEEOREOREKELHERTZ (BA)
o, FMARE UTFOIL—ILEFB T &,

6. Content Provider DIERT— 49 DELM MRS E (WE)

4.3.21 77YRNTOMHFEHAT % Content Provider (33EABRET S (LE)

BA—77)ANSDAFIA SN2 Content Provider &7 FY NS T VLA TEZMENBRVEIF TR, FARED
Content Provider #I B $ 27 7 XA 52EEBLEWVWI &H% W, Content Provider &7 — 49 H£E T 270D HEATH S
e, T7 4 M TERARBWICARSTLED, A—7 7RI 5DHFA SN 3 Content Provider 13 BAREIICIEARIE
7E L. JE/AB Content Provider & $§RETH 3,

AndroidManifest.xml
<!—— % 4.3.1.1 — R4V b 1% exported="rfalse"IC&V. BARMICELARAZEST D ——>
<provider
CROR—VIZHKEL)
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RIDR—=IUDSDIFE)
android:name=".PrivateProvider"
android:authorities="org.jssec.android.provider.privateprovider"

android:exported="false" />

4322 VIIZAMNIA—9DREMEHET D (LH)

Content Provider D% 1 FICL > TEFIVRVIZERZD, UITRAMSA—9ENEBTBRRICIT. TTZ0RLMHE
LTI R S AW,

Content Provider D& XY v RiL SQL XDOEHREBER/NTA— Y 5ZITMBIEEEELLI VY —Tz—RICR>TIE
WBEDOD, THADETIFREICEZRDXFENEZIFETEITOEDTH Y. Content Provider | TIZBEHD/INT A —
INEZONZT—RERELRITNIERSAVWZ EISEEIRELR,

/AB8 Content Provider IERHESHOT FYDL) VTR M aZITMB7H, YLDV T7OREY VIR M52 (FR5H
BEMEA' D B, FENRE Content Provider (B 7 7Y NS Y VTR M2 EEZITINZ Z L3RV, LALA—77)ROA
B Activity MDD 7 7Y i 5 FZIFER > 7= Intent DT — 4 % FERF Content Provider ICERIET B & W07 —REEZ S
NaiH, VIIZANEBERHICRETHD EEZ TUIMROMRL, ZOMD Content Provider ICDWTH, ®IEW Y I T
A NDREMEHERT D2VENDH S,

32 ANT—49DREM%HRT 2] 28RTDH L,

4.3.2.3 MEES Signature Permission (3. B 7 7UNER LI EA2BRALTHAT S (WHA)

B&7 7)) 23 SFIATE 2 BHIRE Content Provider % {2358, MBES Signature Permission (& W R L 71
LA 57420, AndroidManifest.xml T® Permission . Permission EBREE X 1 CIIRENR+OTH B8, 5.2,
Permission & Protection Level] @ [5.2.1.2. BB E&HD Signature Permission TR T7 7 B#¥ T2 H%kl #8RT 3
&,

4.3.24 HRBEBEZRTIBEICIE, BEET TIHSOBRBEB/RICERT 2 (WA)

query() ¥ insert() TIE) VTR MERT7 TV ICHERIEHR E L T Cursor ¥ Uri BHRES N D, BRERICEVOT1 T
RIEBRNEENDIHE, BEET T)HSERFRT 2N H 5, 7 update() ¥ delete() TIFBFH - IFHIRS 1
FLO—REBAY VIR MNERT7 ) ICHERBERE LTRES NS, FNICT ) HERICE > TRIEBEF X/ IFHIBRS
NELI— ROV T4 TREREROBENHIDTERTRELR,

4.3.25 BEZZRMICIRHMY 2B5AICIE. TOEEDRKRDFREKELZMIFT S (WA

Permission IC& W RESNTVWIEREES S UOBBEEELMOT7 TV ICTRAICRET 215810, REET 7)) IC
%t L CTRE—® Permission #EXKY 5% & LT, ZOREKEEZHMERLQITNIER 540, Android @ Permission &7 2
VT4 ETILTR. RESNEEEIINTZT7TIYDNSOERET IV EZRICDOVWTOHERER 1T, IOMEKRLEDOR
MICEY, 77V ICRBINAEEN S SICHOT TV IZ. REDOLOHICHER Permission ZERT 5 2 & R
NEZAREMEDH D, DI &I Permission EHFEZEL TWEH I & EREMICEMAD T, Permission DEEERIE & W
lENn 3, 15.2.3.4. Permission DEZEZERME] #88BT32 &,
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4.3.2.6 Content Provider D#ERT— 9 DL LM AR T 2 (WAE)

Content Provider D9 A FICL 2 TEFVRIVIEER DN, BRT—IENETIHICIE. FTHRT—IDRLMEAH
ELARFhIERS AW,

FI A %€ Content Provider A°AF8 Content Provider D% &, Z2F Content Provider ICA Y FE L7~ IV Y = PHARERR
T—4%ER%ELTL 2842 H 5, FASL Content Provider 2°FE/2FF Content Provider D35&. B—7 7 ) AH S
RT—9%5ZITWMBZDOTY R7EDRVWH, BRT—IE2BREICRETH D EEZATEIALRL, ZODMD Content
Provider ICDWTH, R WERT—IDREM AR T IVENDH B,

[32. ANT—9DReMeMHBT2] 28R &,

4.4 Service =% - FIHT 3

441 > 7)3—R

Service N ED L I ICFIBAEINZHNICE 2T, Service NMEZ 3 Y X7 PBEEIAHEHFRARALS, ROHET7O—ICEL>
THER T % Service NEDY A1 TTHZ I M TE S, 0B, EKT % Service DY 1 FIZ& o T Service #FIFT 3
BIORELREFZDOT, FARAOREICOVWVTEEDLE TEHREAT %,

C e )

Yes Mo

FHUATOAHRTS

THESHOD
I CFI RS

FEMLD
2 U CFIRE R

A J
Private Public Exclusive Proprietary
AFisfservice hficervice }i—=tF—REService B#FREService

4.4.1 Service ¥4 7DER7O—

Service ICIZEHMDREFEDH Y., TOEDOSIERT % Service DY A FICE212AEERBIRT B &1L S, TRD
WMOBEBEHINAXETROIREREZTHY, SEBEICHELE, RPD o NIIRBARELREAEGHLEERL., ZOMITEIR
Aages L IERE#REDETRT,

8. Service DREFFOHEMICDOWTIE, T4.4.3.2. Service DEEFKIZDOWT] BELUVE Service 1 TDH > TIL
d— R (RETHOMN WD) 2H8BT 32 &,
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K441 Service DEERHE
D] FE/ABA Service /AFA Service IN— N F—[R%E B *tfRE Service
Service

startService &Y o* 0 - o
IntentService 2! 0 o* - o)

local bind 0 = = =

Messenger bind £ ) 0 - o*

AIDL bind # 0 0 o* 0

LTFTIE R 441 hO*EIDEAEDEEF>TEEF )T 494 7D Service DH Y FILaA—RKERT,

4.41.1 3E/0F Service =13 - FIHT 3

FE/NEE Service 1. A—T7 7YV ARATOAFAIND Service THY., Ho2EEHERLMHEDE W Service TH B,

F7=. IELE Service #FAT BICIE. VTR EIBET HBRA Intent A {FZ LR > THEE7 7 IC Intent Z%ELTL

FHZ eV,
AR, startService B0 Service ZHA L 7=l & RT,
R4V~ (Service #1E3) :

1. exported="false” IC& V). BATRBIICHELRRRET %

2. A—7 7 )HS5D Intent TH>TH, Z{E Intent DEEMAHRT S

3. BRERTIGE. A7 TVRE—7F)THZHH, EVv T4 TRBERERELTEW

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.privateservice" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false">
<activity
android:name=".PrivateUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

<!—— 3ERH Service ——>
<!-— kRA4Y N 1%k exported="false"lC&Y. BATRMICELARFEBZRET S ——>

<service android:name=".PrivateStartService" android:exported="false"/>

<!-— IntentService &L= Service ——>
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BIDR—IH5DHE)
<!-- 3ERF Service ——>
<!—— *RA VK 1%k exported="rfalse"lZ&VW., BARMICIELARREST S ——>

<service android:name=".PrivateIntentService" android:exported="false"/>

</application>

</manifest>

Pr
/*
*
*
*

*

*
*

*

pa

ivateStartService. java

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

/

ckage org.jssec.android.service.privateservice;

import android.app.Service;

import android.content.Intent;

import android.os.IBinder;

import android.widget.Toast;

public class PrivateStartService extends Service{

// Service NBENT B EZTICT1ELIFTREVEINS
@Override
public void onCreate () {
Toast .makeText (this,
this.getClass () .getSimpleName() + " - onCreate()",
Toast .LENGTH_SHORT) .show () ;

// startService () NEENEHLTRTHEINS
@Override
public int onStartCommand(Intent intent, int flags, int startId) {
// hRRAV K 2%k A=T7FYDSD Intent TH>TH. Z§ Intent DERELMEHERT 2
/) B TICDEEE, 13.2 ANT—9DRLMEERAT 21 258K,
String param = intent.getStringExtra ("PARAM") ;
Toast .makeText (this,
String.format ("/XTX—% [3s] A#%F(FE o7/, ", param),
Toast .LENGTH_LONG) .show () ;

// Y—ERIFBATHICKRTSES
// stopSelf ¥ stopService HERITLELELZICH—EREZKRTTS
// START_NOT_STICKY |, XEYNDPRWVWET kill SNBEICBEMICITER LRV
return Service.START_NOT_STICKY;
CROR—TITHEL)
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// Service N&T$ 2L EICTIOEFHUEINS
@Override
public void onDestroy () {

Toast .makeText (this,

this.getClass () .getSimpleName() + " - onDestroy ()",

Toast .LENGTH_SHORT) .show () ;

@Override
public IBinder onBind(Intent intent) {
// DY —ERITIE/NA Y RLAW

return null;

FAIDR=I DS DHFEE)

WRICIENRE Service ZFIAT % Activity DY Y I D— R &R,
R4 > b (Service #FAT 3) :
4. EA—7 7 A Service 17 5 A15E DEERA Intent TREUH 9

5. MBAET7TVIREA—T TV THEIHIE, EVoTFa TRIBEBEZEELTELV

6. EREZITIBIHEE. A—7 7 A Service M S DERBEBRTH-o>TH, BET—IDLLMEAMWRET S

e

PrivateUserActivity. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

o5 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1s distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

* limitations under the License.
74

package org.jssec.android.service.privateservice;

import android.app.Activity;
import android.content.Intent;
import android.os.Bundle;

import android.view.View;
public class PrivateUserActivity extends Activity {
@Override

public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
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FIDR—IH 5 DFEE)

setContentView (R.layout.privateservice_activity);

// H—ERBEA

public void onStartServiceClick (View v) {
/) RkBRAV N 4% E—T7FTYN Service &7 5 RAIEEDETRM Intent THUH T

Intent intent = new Intent (this, PrivateStartService.class);
// hRRAV N 5% FREETTVER—T7 7Y THEHL, £V T 1 TREREZEELTCELL

intent.putExtra ("PARAM", "tV I T4 TRIER");

startService (intent) ;

// B—ERELERY

public void onStopServiceClick (View v)

{

doStopService () ;

@Override
public void onStop () {
super.onStop () ;
/) B—EZPHRT LTVWARWEEIFKRT T2
doStopService() ;

I3
// Y—ER%EEILT S
private void doStopService () {
// kRAV N 4% A—FFTYN Service &7 5 RIEEDETRM Intent THUH T

Intent intent = new Intent (this, PrivateStartService.class);

stopService (intent);

// IntentService BMRARY >

public void onIntentServiceClick (View v) {
/) kBRAV N 4% A—F7FTYN Service &7 5 RIEEDETRM Intent THUH T

Intent intent = new Intent (this, PrivatelIntentService.class);

// kRAV S 5% FRETTVIZEA—T7 TV THZIIL, oo T 4 TREBREZEELTE LWL

intent.putExtra ("PARAM", "tV I T4 TRIER");

startService (intent) ;
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4.4.1.2 /ABd Service %13 - FIFT 3

/NBE Service I&. TREESHOT7 TVICFIAINB Z & %#3E LT Service TH B, VLT T 7HEELER (Intent
RE) AZETDIELNHDIEICEEIUBETH D, £7=. Service FEID Intent N7 ILT T P ICZEI N B AREMED
H B 1= B Service DFEEYIC (XBARHY Intent ZFH L. & 51 Service Tld<intent-filter>2EE LRWE D ICTRET
H5,

LAF. IntentService B0 Service % EFA L 72fl % RT,

R4k (Service #1E3) :
1. Intent Filter = E#&t 9. exported="true” ZBARMIICEERET %
2. %15 Intent DREMZMHFRT 2

3. BREZRTIBEA, VI T 4 TRBEREED RV

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.publicservice" >

Sl== APIT 28 ==>
<uses-permission android:name="android.permission.FOREGROUND_SERVICE" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!-- RHIEEML Service ——>
<!—— %RAV 1% Intent Filter #EHHET. exported="true"#HARMICEET S ——>
<service android:name=".PublicStartService" android:exported="true" />
<!-- IntentService &L 7 Service —--—>
<!—— R4V M 1% Intent Filter 5EHHET. exported="true"%RARMICERET D ——>
<service android:name=".PublicIntentService" android:exported="true" />
</application>
</manifest>

PublicIntentService. java

/*

* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
CROR—=DIHEL)
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* 1imi
*/
package

import
import
import
import
import
import
import

import

public
pub
/**

*

*
74
pub

/7

FIDR—=IH 5 DFEE)

tations under the License.

org.jssec.android.service.publicservice;

android.app.IntentService;
android.app.Notification;
android.app.NotificationChannel;
android. app.NotificationManager;
android.content.Context;
android.content.Intent;
android.os.Build;
android.widget.Toast;

class PublicIntentService extends IntentService(

lic static final String INTENT_CHANNEL = "intent_channel";

IntentService A& LKIHAE, BIHELOIVRA NS V9 2MTRET .

INHEWGE, T7—ICR5,

lic PublicIntentService() {

super ("CreatingTypeBService") ;

Service NEET S & ZIC T HEITHVEINS

@Override

pub

/7

lic void onCreate () {

super.onCreate () ;
Toast .makeText (this,

this.getClass () .getSimpleName () + " - onCreate()",
Toast .LENGTH_SHORT) .show () ;

Service TITWEWLIEBA ZD XY v RICEEHRT B

@Override

protected void onHandleIntent (Intent intent) {

if (Build.VERSION.SDK_INT >= 26) {
Context context = getApplicationContext ();
String title = context.getString(R.string.app_name);
NotificationChannel default_channel =
new NotificationChannel (INTENT_CHANNEL, "Intent Channel",
NotificationManager.IMPORTANCE_DEFAULT) ;
NotificationManager notificationManager =
(NotificationManager) this.getSystemService (Context .NOTIFICATION_SERVICE) ;
notificationManager.createNotificationChannel (default_channel) ;
Notification notification = new Notification.Builder (context, INTENT_CHANNEL)
.setContentTitle (title)
.setSmalllIcon (android.R.drawable.btn_default)
.setContentText ("Intent Channel")
.setAutoCancel (true)
.setWhen (System.currentTimeMillis ())
.build();
startForeground(l, notification);
CRDR—TI2HE<)
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FAIDR=I DS DHFEE)

}

// kR4 VK 2%k 2 Intent DREMAERT 2

// BB Activity THIROHATT T IDBRILD 7 THDABEENH S,
/) BV TICDERE, [3.2 AAT—9DREMEEHRT 5] 258K,
String param = intent.getStringExtra ("PARAM") ;

Toast .makeText (this,
String.format ("/NTA—% [3s] 2#%FI|fEl>o7/=, ", param),

Toast .LENGTH_LONG) .show () ;

// Service M&T$ 3 & ZICTEEIFFETHEIND
@Override
public void onDestroy () {
Toast .makeText (this,
this.getClass () .getSimpleName() + " - onDestroy ()",
Toast . LENGTH_SHORT) . show () ;

WRIC/AE Service ZFIFAT % Activity %> )L A— R &RT,
RA >V b (Service 2FIFAT 3) :

4. Service (3BAREY Intent THUHT

5. 8074 TRBREEEL TEARLSAWL

6. BREZITIMBIHA. BMRT—IDRLM2HRT S

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.publicserviceuser" >

<queries>
<package android:name="org.jssec.android.service.publicservice" />

</queries>

<application

android:icon="@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false" >

<activity

android:name=".PublicUserActivity"
android:label="@string/app_name"
android:exported="true">

<intent-filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

</application>

CROR—SIZHEL)
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FIDR—IH 5 DFEE)

</manifest>

PublicUserActivity.java

/*

* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License'");

* you

* You

may not use this file except in compliance with the License.

may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See

the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.service.publicserviceuser;

import
import
import
import

import

public

//

android.app.Activity;
android.content.Intent;
android.os.Build;
android.os.Bundle;

android.view.View;

class PublicUserActivity extends Activity {

FEL%L service 15K

private static final String TARGET_PACKAGE =

"org.jssec.android.service.publicservice";

private static final String TARGET_START_CLASS =

"org.jssec.android.service.publicservice.PublicStartService";

private static final String TARGET_INTENT_CLASS =

"org.jssec.android.service.publicservice.PublicIntentService";

@Override

public void onCreate (Bundle savedInstanceState) {

/7

super.onCreate (savedInstanceState);

setContentView (R.layout.publicservice_activity);

Y —EXFA

public void onStartServiceClick (View v) {

Intent intent =

new Intent ("org.jssec.android.service.publicservice.action.startservice");

// kR4 N 4% Service |ldBRH Intent CHUHT
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS);

// RRAV KN 5k BT 4 TRIEREZEE L TERSAW
intent.putExtra ("PARAM", "tV I T 1 TTIEAWER");
CROR—TJITHE L)
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FAIDR=I DS DHFEE)

if (Build.VERSION.SDK_INT >= 26) {
startForegroundService (intent) ;
} else {
startService (intent) ;

// kRA VN 6k EREZITNZHBE. BRT—IDOREMAHRT 2
/) AUV TIVIE startService () o7z Service FIADFHIDA, HRIBERIETZITES LWL

// Y—EREBIERS
public void onStopServiceClick (View v) {

doStopService () ;

// IntentService BWRERY >~

public void onIntentServiceClick (View v) {
Intent intent =

new Intent ("org.jssec.android.service.publicservice.action.intentservice");

// KRA VN 4% Service \$BBRM Intent CHRUHET
intent.setClassName (TARGET_PACKAGE, TARGET_INTENT_CLASS) ;

// kRAV N 5k BYYT 1 TRBEREZEEL UIRSARL
intent.putExtra ("PARAM", "tV I T 1 TTIEARWER");

if (Build.VERSION.SDK_INT >= 26) {
startForegroundService (intent) ;
} else {
startService (intent) ;

@Override

public void onStop () {
super.onStop () ;
// T—EZRDHRT LTVWARWEEIFRTT S

doStopService () ;

// H—EREELET S
private void doStopService () {
Intent intent =

new Intent ("org.jssec.android.service.publicservice.action.startservice");

// kRA VN 4% Service |[¥BIRE Intent CHUHET
intent.setClassName (TARGET_PACKAGE, TARGET_START_CLASS) ;

stopService (intent) ;
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4.4.1.3 /X\— h+—BRE Service

/I8— N+ —BR7E Service i&. HFEDT VI SFETE S Service TH B, /N\—hF—0EFo77) g7 rUn
HELTYRTLAEERL, X—hF+—T77) EDOBETHRD ERCHEAELTEOHICHAINS,

LUF. AIDL bind B2 ® Service = {#A L 7=fl&2 R,
R4 > b (Service #1E3) :
1. Intent Filter % €&t 9. exported="true” % BARMICERET B
2. A7 7 OFBAEN T A4 MY R MIEHFINTWSE I E5ERT S
3. onBind(onStartCommand,onHandleIntent) THEUH LIth/S— h F—HED D HIBITE LW
4. "=~ F+=F7F ) D50 Intent TH>TH., ZfS Intent DREMEHRRT S
5 = b F=TFVICERLTEWERICERYIRZEL TEW

BB KTARNYZRMIIBES BFIALET 7 OFERE/NY ¥ 2 EORRAEG 152.1.3. 77 OFEAED /Ny & 1{E
=R I DRl 2SRRI B L,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.partnerservice.aidl" >

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false">

<!-—— AIDL ZFIAA L% Service ——>
<!-— kR4 N 1%k Intent Filter ZEHET. exported="true"Z=MATMICRET D —-—>
<service

android:name="org. jssec.android.service.partnerservice.aidl.PartnerAIDLService"
android:exported="true" />

</application>

</manifest>

SEOBITIE AIDL 7 7 4L % 2 D/EERT %, 1DIld. Service M5 Activity ICT—4 ZEFT /D IA—IRv I 1Y
#—T7x—RT. £ 1DIF Activity 5 Service ICT—9%E L. BHREDMBI 21V 9—T7 2 —RATH2, &d.
AIDL 7 7 1 JLICEER T 2 /8y F—I&IE, java 7 7 A IVICERIRT 2/ 5y —I G EARKIC. AIDL 7 71 ILEENRT 3
TALINIBEBIC—BIEZ2HENH D,

IPartnerAIDLServiceCallback.aidl

package org.jssec.android.service.partnerservice.aidl;

interface IPartnerAIDLServiceCallback {

/**
* EAB D BFICHFUHI NS
V4

void valueChanged(String info);
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IPartnerAIDLService.aidl
package org.jssec.android.service.partnerservice.aidl;

import org.jssec.android.service.partnerservice.aidl.IExclusiveAIDLServiceCallback;

interface IPartnerAIDLService {

/**
A D=Ly U 5BERT S
74
void registerCallback (IPartnerAIDLServiceCallback cb);

/**

* FHRERGT 3

*/

String getInfo (String param) ;

/**
* d—ILI\y U EfRRT %
74
void unregisterCallback (IPartnerAIDLServiceCallback cb);

PartnerAIDLService. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
7
package org.jssec.android.service.partnerservice.aidl;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Service;

import android.content.Context;
import android.content.Intent;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteCallbackList;
import android.os.RemoteException;

import android.widget.Toast;

public class PartnerAIDLService extends Service {
CRDR—=IIZH L)
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(AIDR—IH5DHE)
private static final int REPORT_MSG = 1;
private static final int GETINFO_MSG = 2;

// Service WbV 747V MIBHT 31E

private int mValue = 0;

// kRAV N 2Kk FIATT7 7Y OFEBAEN T4 MY X MIEFINTWE I E2HRT 2
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context);

sWhitelists = new PkgCertWhitelists();

// I"—NF+—TF T org.jssec.android.service.partnerservice.aidluser DiEAE/N\vY Y 1{E%
sWhitelists.add("org. jssec.android.service.partnerservice.aidluser", isdebug ?

// debug.keystore @ "androiddebugkey"DiEBHE /Y > 1 {E

"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 EF77C8255"

// keystore M "partner key"ODIFAE/N\vY > 1{&

"1F039BB5 7861C27A 3916C778 8E78CE00 690B3974 3EB8259F E2627B8D 4COEC35A");

// UTFRRICHEDN— N F—T7 7)) 2 &%, ..

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname) ;

// A=y D EFBZRSTDHFTIT I K,

// RemoteCallbackList DIRMITZAYV Y RIFRAL Y RE—=TICR>TW5,

private final RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks =
new RemoteCallbackList<>();

// A=Yy JIZF LT Service T —49 %#ET 578D Handler
protected static class ServiceHandler extends Handler({

private Context mContext;
private RemoteCallbackList<IPartnerAIDLServiceCallback> mCallbacks;

private int mValue = 0;

public ServiceHandler (Context context,
RemoteCallbackList<IPartnerAIDLServiceCallback> callback, .
—int value) {
this.mContext = context;
this.mCallbacks = callback;

this.mValue = value;

@Override
public void handleMessage (Message msg) {
switch (msg.what) {
case REPORT_MSG: {
if (mCallbacks == null){

return;

CRDAR—J <)
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FIDR—I DM EDHFTE)
// BHZBRBRY %
// beginBroadcast () \&. getBroadcastItem() CHERAAERIE—E/FERLTWVS
final int N = mCallbacks.beginBroadcast () ;

for (int i = 0; i < N; i++) {
IPartnerAIDLServiceCallback target = mCallbacks.getBroadcastItem(i);

try {
/) RkBRAVKN 5k R=KhF—T7FYICEARLTEWERICRYEELTEN

target
.valueChanged ("/8\—hF+—7 TV ICBRL TLWER (callback from Service).

—No."
+ (++mValue)) ;

} catch (RemoteException e) {
// RemoteCallbackList B"A—ILN\y J%EELTWSDT,

// ZZTIl& unregeister LW
// RemoteCallbackList.kill () IC& > TE2THEBRIND

}
// finishBroadcast () |&. beginBroadcast () &7k 2% M8

mCallbacks.finishBroadcast ();

// 10 RICKEYRY
sendEmptyMessageDelayed (REPORT_MSG, 10000) ;

break;
}
case GETINFO_MSG: {
if (mContext != null) {
Toast .makeText (mContext,
(String) msg.obj, Toast.LENGTH_LONG) .show () ;
}
break;
}
default:

super.handleMessage (msqg) ;
break;
} // switch

protected final ServiceHandler mHandler = new ServiceHandler (this, mCallbacks, mValue);

// AIDL CEZELEAVH—TI—2
private final IPartnerAIDLService.Stub mBinder = new IPartnerAIDLService.Stub () {

private boolean checkPartner () {
Context ctx = PartnerAIDLService.this;

if (!PartnerAIDLService
.checkPartner (ctx, Utils.getPackageNameFromUid (ctx, getCallingUid())))

—{
mHandler.post (new Runnable () {
@Override
public void run() {
Toast .makeText (PartnerAIDLService.this,
"FRATT TVIENR—= b F—=T T TlERL, ",
Toast .LENGTH_LONG) .show () ;

(CRDR—VITHEL)
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HIDR—I M 5D E)
P
return false;
}
return true;
}
public void registerCallback (IPartnerAIDLServiceCallback cb) {
// kRAV N 2Kk FIATT7 7Y OFEBAENFT7A4 MY R MIEHFINTWE I E2HRT 2

if (!checkPartner()) {
return;
}
if (cb != null) mCallbacks.register (cb);

}
public String getInfo(String param) {

// kR4 VN 2% FIATT7TY OERAELNFTA M) XA NMIEFEFINTWEZ EAHKRT D
if (!checkPartner()) {
return null;
}
/) KRAVN 4%k IR—NF—TTYDSD Intent TH>TH, 21§ Intent DLLMEHRT S
/) B TICDERE, [3.2 AAT—9DRLMEEHRRET 2] 258,
Message msg = new Message () ;
msg.what = GETINFO_MSG;
msg.obj =
String.format ("N—KF—=TFUHNSDXY vy RHUHEL, I3s] #FELE. ",
param) ;

PartnerAIDLService.this.mHandler.sendMessage (msg) ;
/) KRBRAVKN 5k NR=KF—FFTYICARLTEWBERICEBYIRZELTEWL

return "N— K F—F7 FYICETRLTELEWER (method from Service)";

public void unregisterCallback (IPartnerAIDLServiceCallback cb) {
// KRAVE 2% FIATT7 7Y DIBEEHNFRTA N RAMIEFINTWE I EA2ERT

if (!checkPartner()) {
return;
}
if (cb != null) mCallbacks.unregister (cb);
}
bi
@Override

public IBinder onBind(Intent intent) {
// kR4 K 3% onBind(onStartCommand, onHandleIntent) CHRUOH LITA/N—hF—m0E D HHIBITE
A
// AIDL TEZELEAVY ROFUOELBICF Y IDREICRD,

return mBinder;

@Override
public void onCreate () {
Toast .makeText (this,
this.getClass () .getSimpleName () + " - onCreate()",
Toast .LENGTH_SHORT) .show () ;
CRDR—TI2HE<)
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FAIDR=I DS DHFEE)

// Service NETHODMEIZ. EHHICA VI UAY NLEBFZENT 2
mHandler.sendEmptyMessage (REPORT_MSG) ;

@Override
public void onDestroy () {
Toast .makeText (this,
this.getClass () .getSimpleName () + " - onDestroy ()",
Toast .LENGTH_SHORT) .show () ;

// A=y Y a2 THRIRT 5
mCallbacks.kill () ;

mHandler.removeMessages (REPORT_MSG) ;

PkgCertWhitelists. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import android.content.pm.PackageManager;
import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT SHA256;

public class PkgCertWhitelists {
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {
if (pkgname == null) return false;
if (sha256 == null) return false;

CRDOR—=JITFEL)
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sha256 = sha256.replaceAll (" ", "");

if (sha256.length() != 64)
return false; // SHA-256 % 32 /84 b

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F UNDXEINH S

mWhitelists.put (pkgname, sha256);

return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICRBT BIEMRD/NY ¥ 1{EERFT S
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DEEED/NY > 2 {BEIERD/NY > a1 {E%LET D
if (Build.VERSION.SDK_INT >= 28) {
// %k API Level >= 28 Tl& Package Manager M API CEZEMRIIHN ATHE
PackageManager pm = ctx.getPackageManager () ;
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DiF&IE PkgCert DHREEFIFAYT 5

return PkgCert.test (ctx, pkgname, correctHash);

FIDR—IH 5 DFEE)

PkgCert. java

/*
*
*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;
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RIDR—=IUDSDIFE)
import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // EHBELEHZEHLAEVL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256) ;

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String. format ("$02X", b));
}

return hexadecimal.toString();

RIZIN— N F—BR7E Service ZF AT % Activity DY > F I aA— R%&ERT,

R4 > b (Service #FIFT %) :
6. FIA%/X— b F—BR7E Service 7 7Y DFEAEZEN T T A4 MY R MIBHZFINhTWS I LAY D
7. MIAKN— b F—BRET TVICHATRL TEWERICRYZEEFLTEL
8. BAREY Intent IC & W) /38— b F—[RE Service MU' H T

9. R=FF—RET7 TI)HLDHERBEHRTH>TH. %5 Intent DRLMEFHERT S
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PartnerAIDLUserActivity. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
*/
package org.jssec.android.service.partnerservice.aidluser;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLService;

import org.jssec.android.service.partnerservice.aidl.IPartnerAIDLServiceCallback;
import org.jssec.android.service.partnerservice.aidl.R;

import org.jssec.android.shared.PkgCertWhitelists;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;
import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;

public class PartnerAIDLUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;
private final static int MGS_VALUE_CHANGED = 1;

// kR4 VN 6Kk FIAK/N—KF—[RE Service 7 7Y DFEBAENTT A MY A MIBHFRINTWR I EAHERT 2
private static PkgCertWhitelists sWhitelists = null;
private static void buildWhitelists (Context context) {

boolean isdebug = Utils.isDebuggable (context) ;

sWhitelists = new PkgCertWhitelists();

// IS— N F—BRE Service 7Y org.jssec.android.service.partnerservice.aidl DIFERE/\v

sWhitelists.add("org. jssec.android.service.partnerservice.aidl", isdebug ?
// debug.keystore M"androiddebugkey"DFEAE /Y > 1B
"OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC 1E29DD26 F77C8255"

// keystore D"my company key"DIIEAEZE/\v ¥ afE
CRDAR—JIZHE )
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FAIDR=ID5DHFHE)
"D397D343 ALCBC10F 4EDDEB7C A10062DE 5690984F 1FB9ES88B D7B3A7C2 42E142CA");

// AFERRICHD/N— h+—BRE Service 77 &%k, . .

}

private static boolean checkPartner (Context context, String pkgname) {
if (sWhitelists == null) buildWhitelists (context);

return sWhitelists.test (context, pkgname);

// FRAKD/IN— N F—BRE Activity ICEY 515

private static final String TARGET_PACKAGE =
"org.jssec.android.service.partnerservice.aidl";

private static final String TARGET_CLASS =
"org.jssec.android.service.partnerservice.aidl.PartnerAIDLService";

private static class ReceiveHandler extends Handler({

private Context mContext;

public ReceiveHandler (Context context) {

this.mContext = context;

@Override

public void handleMessage (Message msg) {
switch (msg.what) {
case MGS_VALUE_CHANGED: {

String info = (String)msg.obj;
Toast .makeText (mContext, String.format ("IA—JL/N\y VT l%s] 2#%fFL7%, ", info),
Toast .LENGTH_SHORT) .show () ;
break;
}
default:

super.handleMessage (msg) ;
break;
} // switch

private final ReceiveHandler mHandler = new ReceiveHandler (this);

// AIDL CEZELEA VY —TT—R, Service hbDBEH%ZITE S,
private final IPartnerAIDLServiceCallback.Stub mCallback =
new IPartnerAIDLServiceCallback.Stub () {
@Override
public void valueChanged(String info) throws RemoteException {
Message msg = mHandler.obtainMessage (MGS_VALUE_CHANGED, info);

mHandler.sendMessage (msg) ;

Yi

// AIDL CEZELEAVHI—TT—R, Service NBHMT 3,

private IPartnerAIDLService mService = null;

// Service E¥ERTDHEICHATDEZIXRY 3V, bindService TRETZIFEIIVEICR S,
CROR—=T2HEL)
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// Service ICERINEIBAICEEN S

@Override

try{
// Service |\ZH#t
mService.registerCallback (mCallback);

}catch (RemoteException e){
// Service NEEBKRT LIHE

Toast .makeText (mContext,

// Service NEERT LT, AxI Y a vt hiBZaIciEh3
@Override
public void onServiceDisconnected (ComponentName className)

Toast.makeText (mContext,

}i

@Override
public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);
setContentView (R.layout.partnerservice_activity);

mContext = this;

// Y—ERFBERY v
public void onStartServiceClick (View v) {
// bindService #E{T9 3

doBindService () ;

// [BREERY v
public void onGetInfoClick (View v) {

getServiceinfo();

// Y—EREILLRY >
public void onStopServiceClick (View v) {

doUnbindService () ;

@Override
public void onDestroy () {

super.onDestroy () ;

207

private ServiceConnection mConnection = new ServiceConnection ()

{

public void onServiceConnected (ComponentName className, IBinder service) {

mService = IPartnerAIDLService.Stub.asInterface (service);

"Connected to service", Toast.LENGTH_SHORT) .show();

{

"Disconnected from service", Toast.LENGTH_SHORT) .show () ;

FDR—I DS DEE)
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FAIDR=ID5DHFHE)

doUnbindService () ;

/**
* Service ICERT %
4

private void doBindService () {
if (!mIsBound) {

private void doUnbindService () {
if (mIsBound) {
// BELTWEL DRI D H BI5E ISR
if (mService != null){
try{
mService.unregisterCallback (mCallback);
}catch (RemoteException e) {
// Service NEEKRT LTWIFE
// B TIICD ENIB TR

unbindService (mConnection) ;
Intent intent = new Intent ();

// kRA VN 8%k BATRM Intent IC&W/IR—KF—[RE Service EMUHT
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

stopService (intent);

mIsBound = false;

208

// kRAV N 6%k FEL/N—NF—RE Service 77 DFREN T TA MY A MIEFINTWE I L5

B I
if (!checkPartner (this, TARGET_PACKAGE)) {
Toast .makeText (this,
"MA% Service FPTVIRETA MY R NMIBHFINLTULAWL, ",
Toast .LENGTH_LONG) .show () ;
return;
}
Intent intent = new Intent ();
// kR4 VN 7% FIRKNA—MF—RET7FYICEHATL TEWERICBRYZEEFLTEW
intent.putExtra ("PARAM", "/N—KkF+—F FYICBRL TLWIER");
// kRA VK 8%k BARBE Intent IC&W/IN— M+ —[RE Service #UH T
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS) ;
bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;
mIsBound = true;
}
I3
/**
* Service NDEH A IETT %
74
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}
}
/**
* Service MNOIFHRERET 3
74
void getServiceinfo () {
if (mIsBound && mService != null) {
String info = null;
try {
// kRAV N 7% FIAKN—MF—RE7TYICHARLTEWERICBRYZERFLTEW
info =
mService.getInfo ("/N—hF+—F FYICBERL TLWER (method from activity)");
} catch (RemoteException e) {
e.printStackTrace();
}
/) KRBRAVN 9k NR=KhF—RETTUDSDBERERTH>TH. FIE Intent DREMERRT 2
/) BV TICDOERE, [3.2 AAT—9DRLEEHRET 2] 258,
Toast .makeText (mContext,
String.format ("Y—EZXHL es] ZEfF L7, ", info),
Toast .LENGTH_SHORT) .show () ;
}

PkgCertWhitelists. java

/*
*
*
*

*

*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License'");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.shared;

import android.content.pm.PackageManager;

import java.util.HashMap;

import java.util.Map;

import android.content.Context;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT SHA256;

public class PkgCertWhitelists {

CRDOR—J IR <)
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FIDR—I DM EDHFTE)
private Map<String, String> mWhitelists = new HashMap<String, String>();

public boolean add(String pkgname, String sha256) {

if (pkgname == null) return false;
if (sha256 == null) return false;
sha256 = sha256.replaceAll (" ", "");
if (sha256.length() != 64)

return false; // SHA-256 % 32 /N4 k

sha256 = sha256.toUpperCase();

if (sha256.replaceAll ("[0-9A-F]+", "").length() !'= 0)
return false; // 0-9A-F LIADXFEHLH 3

mWhitelists.put (pkgname, sha256);
return true;

public boolean test (Context ctx, String pkgname) {
// pkgname ICRBY ZIEMBD/NY ¥ 1{EEZRFT 3
String correctHash = mWhitelists.get (pkgname) ;

// pkgname DERED/NY L 1{BEERD/NY ¥ 1EZLERT S
if (Build.VERSION.SDK_INT >= 28) {
// %k API Level >= 28 Tl& Package Manager M API TEIZEMRIIN ATHE
PackageManager pm = ctx.getPackageManager () ;
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DiF&|E PkgCert DIEEAFIET 3

return PkgCert.test (ctx, pkgname, correctHash);

}

.

~

PkgCert. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

5 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

(ROR—=IZHE<)

210




Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR

2024-02-29

FDR—I DS DHEE)

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash)
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackagelInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELIEIHEbHDAWL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b)) ;
}

return hexadecimal.toString();

{
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4.4.1.4 B#[RE Service

B RE Service . BHUADT Y HhSFBEINZ I &5EIET % Service ThHh b, BEHOBEHET T TV RAT A
L. BT )RS BRC#EELATI-DICHIATIN S,

LAF. Messenger bind 2D Service Z#A L7=flZ =T,
AV~ (Service #1E3) :

1. B E% Signature Permission # E& 3 %

2. ¥ H E% Signature Permission # BXEE T %

3. Intent Filter = E&F& 3. exported="true” & BRHICERET

N

. B EF Signature Permission ’B# 7 TV ICL W ERINTVWS I L 2 HERT 2

W

. BHET7ZTUDLSO Intent THoTH, Z{E Intent DEEMAFHRT S
6. MATT7IVIEAHT Y THEHIS, BT 14 TREBERERELTLW

7. APK % Export §2 & ZI, FIRAT7 7)) tALCHRKEERTAPK 2EHRT 2

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.service.inhouseservice.messenger" >

<!l— kRA VM 1k WMBEESE Signature Permission BE&HI S ——>

<permission
android:name="org. jssec.android.service.inhouseservice.messenger.MY_PERMISSION"
android:protectionLevel="signature" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<!—— Messenger ZFA L7’ Service ——>

<!—— kR4 K 2%k WMBEESE Signature Permission #BKEET S ——>

<!-— *RA4 Y K 3%k Intent Filter ZEHET. exported="true"ZMATMICRET D —-—>
<service

android:name="org. jssec.android.service.inhouseservice.messenger.
—InhouseMessengerService"
android:exported="true"

android:permission="org.jssec.android.service.inhouseservice.messenger .MY_
—PERMISSION" />

</application>

</manifest>

InhouseMessengerService. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.
CRDR—TITHEL)
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* You may obtain a copy of the License at
2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.service.inhouseservice.messenger;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import java.util.Arraylist;

import java.util.Iterator;

import android.app.Service;

import android.content.Context;
import android.content.Intent;
import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;
import android.os.RemoteException;

import android.widget.Toast;

public class InhouseMessengerService extends Service{
// B#t® Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.service.inhouseservice.messenger.MY_ _PERMISSION";

// BRLDFEBRED/NY ¥ 1B
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore @ "androiddebugkey"MIEEAZE /Ny ¥ 1 (&
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D "my company key"DIIEAZE/N\v > a{E
sMyCertHash = "D397D343 AS5CBCI10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B..
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

// Service DY ZA TV (T—4%fE%) Y XA NTEET S
private ArraylList<Messenger> mClients = new ArraylList<Messenger> () ;
CRDAR—JITHE<)
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/) DTAT Y MDD T—9 %259 2L EICHAT S Messenger

private final Messenger mMessenger = new Messenger (new ServiceSideHandler (mClients));

/) DIAT Y MDLZRIFE >z Message 8T % Handler
private static class ServiceSideHandler extends Handler({

*/

private Arraylist<Messenger> mClients;

public ServiceSideHandler (ArrayList<Messenger> clients) {

this.mClients = clients;

@Override
public void handleMessage (Message msg) {
switch (msg.what) {
case CommonValue.MSG_REGISTER_CLIENT:
/) PIAT Y ML RIFE > Messenger &N
mClients.add (msg.replyTo) ;
break;
case CommonValue.MSG_UNREGISTER_CLIENT:
mClients.remove (msg.replyTo) ;
break;
case CommonValue.MSG_SET_VALUE:
J) DTAT Y NCT—89%%2
sendMessageToClients (mClients);
break;
default:
super.handleMessage (msqg) ;

break;

private static void sendMessageToClients (ArrayList<Messenger> mClients) {

// hRRAV N 6% FRATT7 TVIEERT T THEZHL, £V T 1 TREREZRZELTLL
String sendvalue = "tV Y54 JAIER (from Service)";

/) BEINTWE V547V b BEBIEET S
// WW—TEHRT remove LTHELTDT—HICTIEALZVWDT Iterator #FIAT 3
Iterator<Messenger> ite = mClients.iterator();
while (ite.hasNext ()) {
try {
Message sendMsg = Message.obtain (null, CommonValue.MSG_SET_VALUE

Bundle data = new Bundle();
data.putString("key", sendValue);

sendMsg.setData (data) ;

Messenger next = ite.next ();

next.send (sendMsgqg) ;

214
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} catch (RemoteException e) {
/) DTAT Y MBEELBRWGEIE. YA MDSELYERL

ite.remove () ;

@Override
public IBinder onBind(Intent intent) {

// kRA VK~ 4% MEES Signature Permission BERET TVICEWERINTWE I L 5HRT S

if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this,
"M EEF Signature Permission AE#T FVICLUERERINTWLAL, ",
Toast . LENGTH_LONG) .show () ;

return null;

// kR4 K 5k BT TYDSD Intent TH>TH, %5 Intent DELUEHIRT 2
/) B TICDERE, [3.2 AAT—YDREMEHRT 2] 251K,
String param = intent.getStringExtra ("PARAM") ;
Toast .makeText (this,
String.format ("/ATX—% [3s] #%F(FE o7/, ", param),
Toast .LENGTH_LONG) .show () ;

return mMessenger.getBinder () ;

@Override
public void onCreate () {
Toast .makeText (this, "Service - onCreate ()", Toast.LENGTH_SHORT) .show () ;

@Override
public void onDestroy () {
Toast .makeText (this, "Service - onDestroy ()", Toast.LENGTH_SHORT) .show () ;

SigPerm. java

/*
*
*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

CRDOR—J <)
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*/

import
import
import
import

import

import

public

FAIDR=I DS DHFEE)

* limitations under the License.

package org.jssec.android.shared;

android.content .Context;

android.content .pm.PackageManager;

android.content .pm.PackageManager .NameNotFoundException;
android.content.pm.PermissionInfo;

android.os.Build;

static android.content.pm.PackageManager.CERT_INPUT_SHA256;

class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName #EZLLETTVDNRy S5-I Z5MBT 3
PackageManager pm = ctx.getPackageManager();
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packageName;
// 3E Signature Permission D& IFKEIK L
if (pi.protectionlevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBED/NY Y 1 {BEERD/NY ¥ 1{BZLRT B
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CEZEMRIEH AR
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 MBAIE PkgCert Z#FAL. /Ny a1 {EXREL THET 3
return correctHash.equals (PkgCert.hash (ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

-

/*

*

PkgCert. java
* Copyright (C) 2012-2024 Japan Smartphone Security Association
* Licensed under the Apache License, Version 2.0 (the '"License");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

CRDOR—=JITHE L)
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* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,

FDR—I DS DEE)

either express or implied.

* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm

import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx,

if (correctHash == null) return false;

correctHash = correctHash.replaceAll (" ",

return correctHash.equals (hash (ctx,

public static String hash (Context ctx,
null)

if (pkgname return null;
try {

PackageManager pm

PackageInfo pkginfo

pm.getPackageInfo (pkgname,

if

Signature sig

byte[] cert

byte[] sha256
return byte2hex (sha256) ;

} catch (NameNotFoundException e)

1= 1)
pkginfo.signatures[0]

(pkginfo.signatures.length

sig.toByteArray () ;

computeSha256 (cert) ;

{

return null;

private static byte[] computeSha256 (byte]]

try {

String pkgname,

String pkgname)

return null;

data)

.PackageManager .NameNotFoundException;

{

String correctHash)

"ll);

pkgname) ) ;

{

ctx.getPackageManager () ;

PackageManager .GET_SIGNATURES) ;

// BEERERDRV

’

{

return MessageDigest.getInstance ("SHA-256") .digest (data);

} catch

return null;

(NoSuchAlgorithmException e) {

data) |

private static String byte2hex (byte[]
if (data null)
final StringBuilder hexadecimal

(final byte b data) {

return null;

for

hexadecimal.append (String. format ("$02X",

}

return hexadecimal.toString();
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* R4V 7% APK % Export § 5 & &Zi2, FIATTT7 7Y R UCHKERTAPK 2 EHRT %,

' ® Generate Signed APK |
Key store path: C:¥jssec¥Projects¥keystore
|§mmmm"||mwwaMWm|
Key store password: | =------
Key alias: . my company ke
Kels; passﬂord: [ .......

[_] Remember passwords

IS (e | [

442 FATT7T)ERAUEKERTAPK #ELT 5

RICB#BRRE Service ZFIFAT % Activity DY > I aA— R&RT,

R4 b (Service #FAT %) : 8. JHE EF Signature Permission #FIHES T % 9. M E EF Signature Permission 2'H
HT7TVICEYERSINTWR Z L %IRRT 2 10. FIAKXT 7)) ORBAEFBHOHBPEETH D 2 & 2HRT 5 11. F
BETZTVIEEHT TITH 2D, £ T 1 TREREZZEE L TH LV 12, BARM Intent 12 & W B#FRIE Service %
MUHT 13. BRET7TY DL SOFBRBEHRTH>TH. Z{5 Intent DREM AR T % 14. APK % Export 5 & Z(2, Fl
RE7 ) ERURARERT APK 2ELT 5

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.service.inhouseservice.messengeruser" >

<queries>
<package android:name="org.jssec.android.service.inhouseservice.messenger" />

</queries>

<!— kRA Vb 8k MBEES Signature Permission #FHEES TS ——>
<uses—-permission

android:name="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name="org.jssec.android.service.inhouseservice.messengeruser.
—InhouseMessengerUserActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
CROR—=DIHEL)
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<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

InhouseMessengerUserActivity. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

7
package org.]jssec.android.service.inhouseservice.messengeruser;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;
import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;

import android.os.RemoteException;
import android.view.View;

import android.widget.Toast;

public class InhouseMessengerUserActivity extends Activity {

private boolean mIsBound;

private Context mContext;

// MBA%D Activity [ER
private static final String TARGET_PACKAGE =
"org.jssec.android.service.inhouseservice.messenger";
private static final String TARGET_CLASS =
"org.jssec.android.service.inhouseservice.messenger.InhouseMessengerService";
CROR—=DIZHEL)
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// B#t® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION";

// BROIRED/NY ¥ 1@
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"DIIEAEZE/NY ¥ 28

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D "my company key"DIEERE/N\v > a{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBI9E88B._

—D7B3A7C2 42E142CA";
+
t

return sMyCertHash;

// Service T —9 %55 5L XICFIAT B Messenger

private Messenger mServiceMessenger = null;

// Service T —¥%%(ET & EICFIAY B Messenger
private final Messenger mActivityMessenger = new Messenger (new ActivitySideHandler ());

// Service b2} E o7 Message %#LI2$ % Handler
private class ActivitySideHandler extends Handler {

@Override
public void handleMessage (Message msg) {
switch (msg.what) {
case CommonValue.MSG_SET_VALUE:
Bundle data = msg.getData();
String info = data.getString("key");
/) RRA YN 13 % BT TI)DLDORBREBRTHo>TH, EOREMEEHRT S
/) Y TIICDEEE, 3.2 AAT—9DRLEERRT 2] 23R,
Toast .makeText (mContext, String.format ("H—EZXHL les] ZEF L7, ", info),
Toast .LENGTH_SHORT) .show () ;
break;
default:
super.handleMessage (msg) ;

// Service CEHRITBRBICHIETSEIRI T3V, bindService CTRETIHHIIMVEICR S,

private ServiceConnection mConnection = new ServiceConnection() {

// Service IEHRINLBAICIEEINS
@Override
public void onServiceConnected (ComponentName className, IBinder service) {

mServiceMessenger = new Messenger (service);

(CRDR—VITHEL)
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try {
// Service ICEBO®D Messenger %iEd

msg.replyTo = mActivityMessenger;
mServiceMessenger.send (msqg) ;

} catch (RemoteException e) |
// Service NEBT LTWLIFE

// Service WEBKT LT, ARV arvhHUificniBEaICHIENS

@Override

public void onServiceDisconnected (ComponentName className)
mServiceMessenger = null;
Toast .makeText (mContext, "Disconnected from service",

—show () ;
}
i

@Override
public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
setContentView (R.layout.publicservice_activity);

mContext = this;

}

// H—EREBRY

public void onStartServiceClick (View v) {
// bindService %119 %

doBindService () ;

// TEBRIERY v
public void onGetInfoClick (View v) {

getServiceinfo();

// Y—EREBIERS >
public void onStopServiceClick (View v) {

doUnbindService () ;

@Override
protected void onDestroy () {
super.onDestroy () ;

doUnbindService () ;

/**
* Service IC#EfRT B
4
void doBindService () {

221
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Toast .makeText (mContext, "Connect to service", Toast.LENGTH_SHORT) .show();

Message msg = Message.obtain (null, CommonValue.MSG_REGISTER_CLIENT) ;

{

Toast .LENGTH_SHORT) .
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if (!mIsBound) {
// kRA VN 9k WMBEEFE Signature Permission AT TVICLYERINTWE I L EHIAET S
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this,
"JMEEZ Signature Permission AEE T FTYICK W ERINTULAL, ",
Toast .LENGTH_LONG) .show () ;

return;

/7 KRRAY S 10k FIRET T OFEAENBHLDAAECTHE I L 2HRT 2
if (!PkgCert.test (this, TARGET_PACKAGE, myCertHash (this))) {
Toast .makeText (this,
"FIRLEY—EREBR-T T TlERWL, ",
Toast .LENGTH_LONG) .show () ;

return;

Intent intent = new Intent ();

/) RRAV N 11k FIAE7 VBT T THEHS, £V Y T4 TREREEELTELV
intent.putExtra ("PARAM", "tV I T4 TRIER");

// kRA VN 12 % BARB Intent IC& Y BHRE Service I FUHT
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

bindService (intent, mConnection, Context.BIND_AUTO_CREATE) ;

mIsBound = true;

}
}
/**
* Service NDEH A IETT %
4
void doUnbindService () {

if (mIsBound) {
unbindService (mConnection) ;

mIsBound = false;

/**
* Service MOIEHRENBYT 3
74
void getServiceinfo () {
if (mServiceMessenger != null) {
try {
// [ERDEEFEEEKRT 2
Message msg = Message.obtain (null, CommonValue.MSG_SET_VALUE) ;
mServiceMessenger.send (msqg) ;
} catch (RemoteException e) {
// Service WEEKT LTWLIGE
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SigPerm. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import android.content.Context;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.PermissionInfo;

import android.os.Build;

import static android.content.pm.PackageManager.CERT_INPUT SHA256;
public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{
// sigPermName #E& LT TIVDNyr—IZ5RBT 3
PackageManager pm = ctx.getPackageManager () ;
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA) ;
String pkgname = pi.packageName;
// 3E Signature Permission D& IEKEHK WL
if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEFED/NY & 1 {BEERD/NY 2 1EZLEKT S
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API CEIZEMRIIHN ATEE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 MDBAIE PkgCert Z#FAL., /Ny 1{EXZREL TLHET 3
return correctHash.equals (PkgCert.hash (ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;
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PkgCert. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

import android.content.Context;

import android.content.pm.PackageInfo;

import android.content.pm.PackageManager;

import android.content.pm.PackageManager.NameNotFoundException;
import android.content.pm.Signature;

public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash (Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager () ;
PackageInfo pkginfo =

pm.getPackagelInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHELIEHEbHDAWL
Signature sig = pkginfo.signatures|[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data);
} catch (NoSuchAlgorithmException e) {

CRODAR—JITHE <)
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return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append(String.format ("$02X", b)) ;
}

return hexadecimal.toString();

* R4~ N 14 % APK % Export $2 & 212, FIfI%LET7 7 EAUBMRERT APK 5 BL7 3,

" # Generate Signed APK |

Key store path: C:¥jssec¥Projects¥keystore
¥ pa § ]

I Create new... ‘ l Choose existing... I

Key store password: L -------

|
Key alias: | my company k; > I_\
|

KEV passﬂwd: | .......
[C] Remember passwords

o) I (e ] (]

443 FBAXT T ERURAKERTAPK 2EEY 3

442 V—-ITv 7o

Service EEBFICIILITOIL—ILETFB I &,
1. 7T7YRTOHMERT % Service 1IELRHRET 2 (WAHE)
2. BET Y DREMERDT D (WBA)
3. MBE Signature Permission &, B 7 TUNEZLALZ L &2RBELTHAT S (BLE)
4. BT DY 1 IV U T Service DWEEE RIS 2D EHET D (WE)
5. BREBERTHBESICIE, REET T HSOBRERRBISERT 2 (BEA)
6. FIASE Service H'EE T & 2355 EBATH Intent T Service =FIAT % (R)
7. B DORET 7 EEET 2I5ERFIAL Service R D (WE)
8. BEAZRMICIEET 2158101, TOEEDRKROREKELAHIET D (BE)

9. BV T4 TRIERIITEBRYZES AL (HLE)
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4421 77)VHRTOHMERY % Service FIAFEET 2 (WH)

7FYR (£7iE. AL UID) TOAMERAI NS Service IEIERFRET 5, ThicL V. D7 7Y HSEREE T Intent
ERITRoTLED Z &Y, PTYDHEEFAINSE, 7T)OHFICEES2ELITEOHEEBCI &N
T&3,

42 EId AndroidManifest.xml T Service & E& T 2MEIC. exported B % false ICT 27213 TH 2,

AndroidManifest.xml

<!-- ¥}FA Service ——>
<!l-—— % 4.4.1.1 - KAV I 1% exported="rfalse"IC&Y. BARMICELREERET S ——>
<service android:name=".PrivateStartService" android:exported="false"/>

Fiz. T—RARDPEBVERDNEN, B—T7FTVALGSDAFAETNS Service TH Y., 5D Intent Filter %8BT % &£
S AERETIZ L TIXAR 5742\, Intent Filter D& E. B—7 7Y WDIEAR Service MU H T DH W TH. Intent Filter
BHETHEUCHELZEZICERETHT 7Y OLE Service EEUH LT LE DI BAV’FEETEIHNSTH S,

AndroidManifest .xml (JEHESR)

<!-- 3ERM Service -—>
<!—— % 4.4.1.1 - R4V b 1% exported="false"lC&" ., BATRMICIHEARRET S ——>
<service android:name=".PrivateStartService" android:exported="false">

<intent-filter>
<action android:name=" org.jssec.android.service.OPEN />
</intent-filter>

</service>

[4.4.3.1. exported 387E & intent-filter FHEDHAEDLE (Service DIZE)] HBRI B &,

4422 ZET—YDRLMEHRT D (WE)

Service B Activity & R#RIC. 3215 Intent DT —4 LI ZFRICIE. £9 (5 Intent DREM AR L AR ITFNIXWRS
W, Service ZFIA T 285 Service MO DER (ELTRELE) BHROLZLEUAERT 2BENDH S, Activity D
[4.1.2.5. %15 Intent DREME%=MWERT 2 (WA T4.1.2.9. FIAL Activity D5 DR VY Intent DZEMZFERT 2 ()
)l bBRITB &,

Service ICEWTIE, Intent AAICE XY v ROMUH L Message ICL 2T —9 DEZERENHDEH. ThENE
BELTEERETORITNER SR,

[32. ANT—9DReM%HAT2] 28R &,

4.4.2.3 M E7ES Signature Permission (&, B 7 7UNER LI & 2HRALTHAT S (BE)

B#HT7 TV RN SFATE 2 BHIRE Service 2 F 215 E. MEER Signature Permission 12 & W RE L & iFhid
72 572\, AndroidManifest.xml C® Permission E#. Permission EXREE 713 CIXRENF TR+ THB7H. 52
Permission & Protection Level] @ 15.2.1.2. JREEZ D Signature Permission TR 7 7 ) BT 2 5%l #B8BT 3
Ze&,
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4.42.4 E#T 249435 T Service DISEEA IR T ZAEHET D (MAE)

Intent /33 X — & OHEFR M B EF Signature Permission DR & WolctF 1Y T« Fx v ¥ % onCreate ICANTIE
WiFAaw, ZDIEHIE, Service NEBFICH L WEREZZ (T & ZIC onCreate DUIEARFESINRWHTH S, L
7D > T, startService I & > TR E N3 Service ZEE T 5155 (%, onStartCommand (IntentService ZFIA T 5158
l& onHandlelntent) THIE % iTh AT HILA 5%\, bindService TBIIET % Service #RET 2 HBELABD I EHNE
Z5®DT, onBind THEZE LARIFHIERSARW,

4.4.25 BERBEBEIRIIBAICIE. REXT T DS OBRIEBFRICERT S (WER)

Service D¥ 1 FIC & > THRIBHBODIRZESL (A—IL/Ny I DIEUH L %P Message DEEL) 7Y DERELNER
%, BEENTII T THDIARMELZERL THAICBERFRICHT 2BEE LATNIERSA,

FHBIE. Activity D T4.1.27. BRIEWMERTHAICIE, BEXT T AL OBRBERFRIERT 2 (WA 28RY
5Z¢&,

4.4.2.6 FIF% Service 1'EE TZ 3355 X8 =M Intent T Service 2#FIFHT 2 (¥HE)

BE2R8Y Intent (C & Y Service ZFIF T % &, Intent Filter DEZERNE UIFEICIEFICA ~ X b—JL L 7= Service IZ Intent
AEEFEESNTLED, H LEMMICAL Intent Filter ZEZR L7V T 7HKICA VA b= ENTWEIBE, <L
DT 7IC Intent AEFIHTLFIW, BRFEEN|AEL S, —FA. AR Intent IC& W Service 2FIAT2 &, FBELL
Service LAAA Intent =15 5 Z & I3 LBMRLTH %,

72720, BIRERIRERDH DD T, Activity D 14.1.2.8. FIFSE Activity DNEIE T & 2356 (L8R Intent T Activity
=HATS (A 28RTBI &,

4.4.2.7 it DRET 7)) LEHET 2355 EFI AL Service MR T 5 (WR)

L DRFET ) EBET IHEEICIERTA MY R MIKBERAEDGH D, B7 TVRICFEET 7Y OFRAE/ Ny
VaEFORIFLTEL, MALDOHBPENY Va2 REFELTWRIARAENY Va2 —HI 20 %5HRT2I& T, &
DFELT7TVICIntent ZFITT DI L ASC I ENTE S, BFENAREREICODVWTRY Y FILd—KEeosvay
[4.4.13. /)X— M F—FRE Service] BRI &,

4.4.2.8 BEZZRNICIRHT 2BRICIE. TOEEDRRDFREKELZMTFT S (WER)

Permission ICK ) RESNTVWIBREES S UOBBEEELMOT7 TV ICTRAICIRET 2158101, REET ) IC
X L CE—® Permission Z&KT 270 E LT, ZOREKELZHERLAFNIER SR, Android @ Permission £F 1
VT4 ETILTR, GRESNLEEICNTET7TUDNSOERET VERICDOWTOAHEREREZ1TI, IDMLEKREDR
HICEY, PTXVICRBINALEENSSICHOT TV IC. REDLOHICHER Permission ZERT 5 Z &R BHES
NZAREMELH D, TDIZ &I Permission ZBEEL TWE I & EREMNICEMARD T, Permission DB EZRIE & M
iENn 3, 15.2.3.4. Permission DBEZERE] #8822 &,
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4429 VT4 TRERIITEDRYES AW (HEEE)
TEEZHOT7T T EEETZIHHICEEY YT 1 TRIEREZE > TIER SRR,

VYT 1 TIRER%E Service EZIFEL T BIHE. TOBEROFTHY R 7 2R LT RS540, 2B Service 12
EALEBRIIVDTRBT R EEA R ITNIERSRW, F//8— M F—BRE Service Y B#RE Service 12344 L 7= 15#R
HEN 5 Service DEREZICKEL TRERFR) R 7DOKNMNH S,

U OT A TRERIITEDLFEMNLABAVWEDICTIRIRETH S, ENLT2HAED. FASK Service FEFETZ D
Service ICRRE L. 1F#A* LogCat B2 ISR L AWVE D ICEE L BT EB 54w,

443 7 RNV R K

4.4.3.1 exported %7 & intent-filter 2 ED#A# &L (Service DZE

ZDHA RXETIE, Service DAEM SIELF Service. AR Service, /38— b F—[R7E Service. BHtFRE Service D
4 54 7D Service ICDWTREHEERNT WD, &9 4 FICEF SN TV S AndroidManifest.xml @ exported B &
intent-filter EXRDMAE DL ERDRICE EHTz, B D & L TW3 Service DY 1 T & exported BiE S & U intent-filter
BROFJISHELWI EAHRBTH I &,

% 4.4.2 exported B & intent-filter ERDEHEHE

exported BHEDE

true false EIEE
intent-filler E&xNH2  (EAZEL) (EFAZLL) (fEFZL)
intent-filter EZA RV AF. /A— K~ F—[RE. BHRE FLHE (ERZL)

Service @ exported BHEMNEIEE TH 2IH5EICE D Service A I N B D IERFE E RSB A, intent-filter DEZDHHE
ICEYREZHO RHA RTIE Service D exported BiE%E MEIEE] ICT 22 &ERBIELTWS, BIRD & S %4 API
DT 74N NDOEHFEIREETDIEITEITIRETHY., exported BEDL S AREFa )T 1 LEERHRELH
THICEMMET 2FED’HI2OTHNIEZNEFIATRETH D EEZAOND-HTH D,

(5% 4.4.2 exported BYE & intent-filter =D A EHE ] ICHEWT lintent-filter EFENH 2] I AT [(FHZELL)] I
LTWa0DId, BRI A > T M%&EE> T Service ZFIAT 2 &, ED Service B’ VTV MIBET 20 EIBEBTET,
BEDHD Service NIEBELTLED ML H 27O TH B, H/-. lintentfilter EFEM'H 5| & lexported="false”| %
HAREICLTWS DI, Android DIRZ2EWE LT, A—7 7)) WDIERE Service 2 UH LAEDH Y TH, BERtE
FTHT T DR Service EMUH LT LEIBENEFEET 2HTH 2,

BAEBICIE. Android ZULTO & S RiRZ2BVWAET 2D TT 7 BRERFICKRE VI VETH 3,

o BHD Service TR UWAED intent-filter 2 €& L 72H A, FICA VA M= LET Y AD Service DEHZENE
£xh3d

o B5ERMY Intent = fF o 72355 1E. OS IC& o> TEED Service "EEIMICRIEN T, BUHIN B,

LUR®D 3 DDET Android DR EWIC L 2EMEREUH LR 2EE»%RET 5, 444 B—=T7TVAM
5 LHIERER Service(7 71 A) #BEEB Intent CHEUHEARWEEREEDHI TH %, Intent-filter(BF action="X") %
EHZLTVWBON, 77 A LDPVWAVOTERBY OBZEAL>TWS,

16 intent-filter AEZHZRS N TWHIEART Service, BHESE M T WA IF NILIEAF Service & %%, https://developer.android.com/guide/topics/manifest/
service-element#exported
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FFUA
BB MIntentZF{E-T
Service® U HE T

Intent{“X™)

FE4s B Service A-1
exported="false”
action="X"

S

Androidiii &
\.

TFC
FE B MIntentFE-T
Service U HT

Intent(“X"™)

Service A-1IZ3IELABAServiceM T, 7
T)ADNSLMEFUH T LT TELL

44.4 EBLENMEDH

445 8LV E4461E 7Y AICMATT 7Y B THER LU intent-filter(BF action="X") 2E&HL TW3HET

Hb,

4451, PTYA->T7TYBODIETA VR M=ILINEIHFETHD, ZDHAE.

7Y C HEEEM Intent % 3EET

% &, IENRD Service(A-1) EHEUHZES & LTERKT 3, —A. 77U A IZBEERH Intent % F> TEREY ICE—7
7Y RADIENE Service FMUPHEZDT, EFaF4D (XY 7HERD) @TIEEEREI S50,

~

-
FIA
IS B AIntentF {E ST
Service® U HT
Intent{“X™)
FIC
JE44BService A-1 R RIntenmtZEE-T
exported="false"” Service U HT
action="X @
kst 3£ /ABAService £ o= 7 FUABSI=A
action="X" yzh_"’éht’:t&%[I‘ aEﬂBﬁSBViGB
Mintent—filterMFH DB/ ENIZAY . 448
MoOFEURE LIEZ T4,
'\_ Androidif 3

445

T77Y)VA->T77)BODIETA VA M=IENFE
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4461, 7TYB-=77T) ADIETA VA M=V EINBETHY., EXx2 )T EISHTCEERHB, 7T
A HEEEREY Intent 252 E L TRA—7 77 ADIEAR Service U Z D & TBH. KA VA=W LEZTTYB®D
AFE ActivityB-1) IEUHINTLESIHERLTVWS, ZHICKUTTYALSTTY BICRHLTEY YT+ TR
BREEETITEEIECTLED, PTUBATLIZT7THNE, Z0FEFE LYV T 1 TRBEBORBICEN 2,

4 ™

FFC
R IntentE{E-T
Service ZIEUHT

42 BMService B-1
exported="true”
action="X"

Intent("X")

FFUA
FSEBRMIntentE{E-ST
Service XU T

Intent{“X™)

JE4:BlService A-1
exported="false”

ABServicex® =7 FUBH LIz
Ab—ILE =1 & L. 22 FfSevice®

action="X"
‘ intent—filterM & MFZHZHY . FTUA
MO H L-T.:_: S TService(B-1)
ki EFUHLTLES, )

446 T7TYB->T7T) ADIETA VA M—=ILEN/BE

Z D& S I1Z. Intent Filter % AW 7=3E/A B Service ORSERM Intent MEU'H L 12, EMEWHRT7 7Y OEUH LYEHEH T
TUADEY YT 4 TRIEWROZEEERITZLOICEITIRETIEARW,

4.4.3.2 Service DEREFEICDOWVWT

Service DREFEZFZHTHY ., YV TN I—RTHELAEEF 1) T LOI1 T DML H B -OBEICHEHE
T Y, startService ZFIFHT 2356 & bindService ZF AT 2H/BE L ICKE L oD NS D, startService & bindService D
WA THETEZ 2 Service #/ERT 2 Z & B ABETH D, Service DREFEZERET Z7HIC. ROLIREFEFICDOL
TREZTS &5,

* Service ZRI7 TV ICARY 2D (Service D)

o RATHICT—HDPYEY Z4TD 0 (T —4% DHEEZERE)
e Service ZHIfHT 2 (EEEIVIRT A L)

c HIT7OERELTETT 2D (TOERREERE)

o MDA % RBFICITD  (EITLIE)

ERFEONREBADIEEDOERDATERICT D E, K443 DED LMD, x FRBEFAEI S LLIFRHEEINS
BREE TR DR A DV ERIZEERT,
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& 4.4.3 Service DREFEODDE

Pag | Service D/AB | T—Y DIEEZE  Service DFIE | FOtREREE W 4TALER
%= (28 - #7)

startService &Y 0 X ) 0 X
IntentService & o X X o X
local bind ¢ X 0 0 X X
Messen- o o o o X
gerbind £

AIDLbind £ 0 0 ) 0 0

startService &
&HEKRHA Service TH D, Service 7 5 A &#HE L, onStartCommand TR %17 Service DI & %387,

FMAT B, Service % Intent TIEE L T startService % #H L THEU'H T, Intent DEETICH LT, BRALEDT—
Y EBEERT ZEIETERWH, Broadcast B ERDFEEHAEDE TERIRTZ2HENH B, ERMNAREELIL.
[4.4.1.1. 3E2FE Service 1% - FAT 2] #8RBDZ &,

X274 LDF v VId onStartCommand TITIMDELH B D, EETD/NNy F—IZHPMBTERVWH/I—K
+—FR%E Service ICIXFERATE AL,

IntentService Y

IntentService I& Service Z#EA L THELNTWE IS A TH 3, MUH L AL, startService &R TH %, BED
Service (startService BY) ICHERTUTOHEENH B,

* Intent MALEE L onHandleIntent T1T ), (onStartCommand (£fFEi> 7 LN)
e BIRL Y RTEITEINS
« MEBMAFa1—aVTENDS

MIBABRAL Y KOOV UIFBIEISIRS N, Fa—a VI EICEY >—4 > v ILIC Intent (2§ 2 0B AT
bz, & Intent DWITREF I NRWD, BAODBHICL > TEREOBRILO—D & L TRRNAEETH 5, Intent
DEETICH LT, BRLEDT—F 2 EERT I & IETERVSH, Broadcast B ERDHEAMASHETRIRT S
WEDNH D, EFEREEFIL, [4.4.1.2. AF Service 2153 - FIAT 5] 25RO &,

X2l F 4 EDF v Vit onHandlelntent TITO MBI HZ D, RETONRN v TF—IJEZPMETERVWH/A—K
+—BR%E Service ICIXFRATE AL,

local bind #!

TTY)ERLCTOEARTOIHE O—AH I Service #RET 27-HDAE%IET, Binder 7 7 ADSRELZI TR
EFE LT, Service TRELAME (AVy R) #2FV0HLTICRHETEELSICT 3,

FIAT 28IL. Service % Intent TIE7E L T bindService ZFH L THEU'H §, Service % bind T 2 AEDHATIE, &S
SUTNREETH BN, ATOEIATOEIP Service DARANTERWEOARIIBESIND, ERMALEERIL.
YN A—RIZEFEFNZTOY Y b [Service PrivateServiceLocalBind] #ZBD I &,

Xl F 1 BICIZIEAR Service DARERRETH 5,

Messenger bind £!
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Messenger DfH#E A% FIFH L T Service & DEHE AR T 2 HE%IET.

Service ZFIFAT 2N 5 H Message DIRIEFH & LT Messenger ZBT I ENTEBHHD, WATOT—FDPYEY
NHEMNBRZICRRARETH S, £z, REBIEF21—A Y 5INdEHD. ALYy RE—JICEET2EBE#8/ M H D, &
Message DIAFTRIRIF S NRWD, BEOBEHICE > TRHEROBRILO—D2 & L TRRIARETH S, FIAT 20,
Service % Intent THE L T bindService 2 L THFEUH Y, EAMNAREFIZ, T44.1.4. BHIRE Servicel ZSRD
Z¢&,

TXal) 74 LDF v 713 onBind % Message Handler TITI MBI H B D, EETDO/NNy F—IZHNEETERVE
8 /8— ~hF—BR%E Service ICIFERATE AL,
AIDL bind #

AIDL Oft# A& FIA L T Service & DEIEARIRT 2 H5E%IET, AIDLICEK>TA V¥ —T7z—R%&2EHL. Service
DEFOWEEZEA VY RELTR#T S, £/, AIDL TERLAA VY —T7x—RZFBRITERESS T, -
Ny VERB|ETDBIEETED, YILFRAL Y RIFUH LUIXHBEED. HHBLIEIZ SN WDT Service Il CHARMICE
KT2UVENDH D,

M AT BAlIL, Service % Intent THE L T bindService 2 FH L THRUHE T, EENREEFIZ, [44.13. /8= K F—
FRE Servicel #BBD I &,

X274 EDOF vy VIEBHRE Service Tl onBind T, /8S— b+ —BRE Service TI& AIDL TEZE L7719 —
TI—ADEAY Y RTITOIVELNGH D, AXETHELE2EF1Y T 4494 TD Service ICFIBARETH %,

4.4.3.3 A& >7- Service ¥ 1 THEE

FEZEHBVAVRITOITETIUIVILTVWREZIL, 077 CTEREBETZBEAE, ARFICETT
27 TIVNEVNEE, YRATALILRKELEEIND D, D, Android 8 LI, Ny I TS50V RT7TYH5/Ry
T2 R Service DIERRIFEFT SN A>TH Y, I—HF—DRELPTWVWI 7T Z79 > K Service & LTHERT
% & 5. Context.startForegroundService() X ¥V v KASBINICHE o 7,

startForegroundService T Service Z{ERK L 72358, H5%®D Service HEIEH @A K 0D —IC Service BNEENFTH B 5
Z1—H—ITBMT I2RBEND D,

BUTFiE, 727757 R Service T MediaPlayer 2 L B4 B4E9 21— RDR#TH 5,

AndroidManifest.xml

<uses-permission android:name="android.permission.FOREGROUND_SERVICE" />

<uses-permission android:name="android.permission.POST_NOTIFICATIONS"/>

MainActivity.java

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.activity_main);
// W%
buttonStart.setOnClickListener( v —> {
Intent intent = new Intent (getApplication (), MediaPlaybackService.class);
intent.putExtra ("REQUEST_CODE", 1);

// The launcher with the Intent you want to start
requestPermissionLauncher.launch (Manifest.permission.POST_NOTIFICATIONS) ;
CRDAR—=T 12 K)
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FAIDR=IDS5DIFEE)

// Start Service
startForegroundService (intent) ;
)i

2D 33— R Android 13 £ TIFRELR < EET 2. Android 14 D SIXEIC, 747559 KR Service 9 4 7OAR
MREENBEE R T,

Service ¥ 1 7MDIEE I AndroidManifest.xml D<service>EBHRHNTT D, EEFIZLLTDEY

AndroidManifest.xml

<uses-permission android:name="android.permission.FOREGROUND_SERVICE" />
<uses-permission android:name="android.permission.POST_NOTIFICATIONS"/>
<uses-permission android:name="android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK" />

<!——rhfg——>
<service
android:name=".MediaPlaybackService"

android: foregroundServiceType="mediaPlayback"
android:exported="false">

</service>

Android 14 29 =45y h&$ 27 ) T Service 914 FHIGE LD > 7B A, startForegroundService E 4T BFIC
MissingForegroundServiceTypeException fI# D" F4E S %,

android.app.MissingForegroundServiceTypeException: Starting FGS without a type -
—callerApp=ProcessRecord{5efdc6l 5490:com.example.myapplication/ula26l1} targetSDK=34

T, IBEDMEBEE A>T Service ¥4 TD—ETH %,
* camera
 connectedDevice
* dataSync
* health
* location
* mediaPlayback
* mediaProjection
* microphone
* phoneCall
* remoteMessaging
* shortService

* specialUse
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* systemExempted

4434 Ny OISOV RDLDT VT4 ET 14 DRENCET 2BMDFIR

Android 14 289 =7y h&d2T7T)TIE. PFTIDBNY I TSIV RDETITAETAZRBTEDYAI VI
EHICHRENT WS,

U, AXDOERBABERTTH %,
https://developer.android.com/about/versions/14/behavior-changes- 14 ?hl=ja#background-activity-restrictions

LDl Ny P TSSOV RDLTITAET A 5BRTBICHIz>T. £3B. 2NRBEBYDHIRELGHBZ &, ZLTHIGE
MHEBET 2D DRI EIT oD, HIEBAOERENENTEDS T, HERRICEVWTEAEI Y a vy Y FIVERTZ
EBRTERL,

Stk BFEROKRIENTEIRE, BRETDHHBDET 2,

4.5 SQLite Z={£>

ANXETIE SQLite AL TT—9R—RDERB L CBEETIRICEF 1) T4 LTEREIREREFEH D, =
BEAYVIME T—IR=RT7MIVDT I AEDFENRBREE SQLA Vo avIic/T2RETHD, I T

BEEARILT—IR—RIT7AINDORIPEZEHT ERT7 TSIV THETZ) LOBT—IR—RIE I I TIHEE
¢ Content Provider /Ny J TV RPT7 ) BETOFERA%EEHRE T 5, £/, HEIREEY VT4 TRIEREE ST
WBZEEHEELTWSH., TITRVGEEMT UL LOREADHEHAEEEEITEDICE I ITETIRESE
BRI E2BE8HT S,

451 4> 7)La—R

4511 7—9R—ZDIER &I

Android @7 7Y TF—49 R—2%H S BA. SQLiteOpenHelper 2FHTEHI & TTF—IR—T 74 )bd)i@tﬂtﬁﬁﬂ

BLUT IV EREDERE OTTIDNT I/ ELATERVEE) ' TEZ, ZITRE. 77TVEERKICT—9R—2

HEHR L. Ul EDST—9 DK% - B - BE - HIRETSBEELT T 2FIC. ASEHSDADITH L TRIER SQL
PEITINBVWESICSQLA P/ varvELAY Y I a—RERT,

AT 77 L OEEICEL TIE SQLiteOpenHelper DAY X k59 4 MFE 2 54 (name) 127 7 1 VDI /RZEIBETE B, ZTDdH, ]BoT
SD A— RZ2EEEELLBAICIBOT YN SORAEEHNARICR IO TERIVETH S,
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MName of User-13

45.1 Android D7 7)) TF—49R—2%H D

RA VN
1. 7—49 R—2{ERIZIE SQLiteOpenHelper % AT %
2.SQLA VYo avdEE LTANESE SQL XICFERTBIHAICIETL—RFILSE2MAT S

3.SQLA vz avDRRNARKE LT TV EHICR > TANEEF Vv IT S

SampleDbOpenHelper. java
/%

* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

*

2 http://www.apache.org/licenses/LICENSE-2.0

*

-
\1)

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1s distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

%
0

ee the License for the specific language governing permissions and
* limitations under the License.

*/

package org.jssec.android.sqlite;

import android.content.Context;
import android.database.SQLException;
CROR—VIHEL)
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FAIDR=ID5DHFHE)
import android.database.sqglite.SQLiteDatabase;
import android.database.sqglite.SQLiteOpenHelper;
import android.util.Log;

import android.widget.Toast;

public class SampleDbOpenHelper extends SQLiteOpenHelper {
private SQLiteDatabase mSampleDb; //EAWRIT—9%EMHT DT —9X—2

public static SampleDbOpenHelper newHelper (Context context)

{
J/RRAV N 1k T—IR—RERICIE SOLiteOpenHelper % EHT %

return new SampleDbOpenHelper (context);

public SQLiteDatabase getDb () {
return mSampleDb;

//Writable E— NT DB =<
public void openDatabaseWithHelper () {

try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (!mSampleDb.isReadonly())// BEICRAEZEZAEETA—T VEH
return;
mSampleDb.close () ;
}
mSampleDb = getWritableDatabase(); //IDEETAH—TrIh3

} catch (SQLException e) {
J/T—IR—RBRICKBLBEOTHS
Log.e (mContext.getClass () .toString(),
mContext.getString (R.string.DATABASE_OPEN_ERROR_MESSAGE) ) ;
Toast .makeText (mContext,
R.string.DATABASE_OPEN_ERROR_MESSAGE,
Toast . LENGTH_LONG) .show () ;

//Readonly €— KT DB %#R<
public void openDatabaseReadOnly () {

try {
if (mSampleDb != null && mSampleDb.isOpen()) {
if (mSampleDb.isReadOnly())// BEIC ReadOnly TH—TViEaH
return;
mSampleDb.close () ;
}

SQLiteDatabase.openDatabase (mContext.getDatabasePath (CommonData.DBFILE_NAME) .
—getPath (),
null, SQLiteDatabase.OPEN_READONLY) ;
} catch (SQLException e) {
S/ T—IR—ABRICKB L BEO T HA
Log.e (mContext.getClass () .toString (),
mContext.getString (R.string.DATABASE_OPEN_ERROR_MESSAGE)) ;
Toast.makeText (mContext,
R.string.DATABASE_OPEN_ERROR_MESSAGE,
Toast .LENGTH_LONG) .show () ;

(CRDR—VITHEL)
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//Database Close

public void closeDatabase () {
try {
if (mSampleDb != null && mSampleDb.isOpen()) A

mSampleDb.close () ;
¥
} catch (SQLException e) {
S/ T—IR—ABRICKBL-IHE0 KT
Log.e (mContext.getClass () .toString(),
mContext.getString(R.string.DATABASE_CLOSE_ERROR_MESSAGE) ) ;
Toast.makeText (mContext,
R.string.DATABASE_CLOSE_ERROR_MESSAGE, Toast.LENGTH_LONG) .show() ;

//Context Z#ZEZTHK
private Context mContext;

//T—=TIERAT Y R

private static final String CREATE_TABLE_COMMANDS

"CREATE TABLE " + CommonData.TABLE_NAME + " ("

" _id INTEGER PRIMARY KEY AUTOINCREMENT, "

"idno INTEGER UNIQUE, "

"name VARCHAR(" + CommonData.TEXT_DATA_LENGTH_MAX + ") NOT NULL, "
"info VARCHAR (" + CommonData.TEXT_DATA LENGTH_MAX + ")"

n),.vv,.

+ o+ o+ o+ o+

public SampleDbOpenHelper (Context context) {
super (context, CommonData.DBFILE_NAME, null, CommonData.DB_VERSION) ;

mContext = context;

@Override
public void onCreate (SQLiteDatabase db) {
try {
db.execSQL (CREATE_TABLE_COMMANDS); //DB#EI~Y Y RMDET
} catch (SQLException e) {
J/T—IR—ZABERICKR L IFEOTH T
Log.e(this.getClass () .toString(),
mContext.getString (R.string.DATABASE_CREATE_ERROR_MESSAGE)) ;

@Override
public void onUpgrade (SQLiteDatabase arg0, int argl, int arg2) {
/) T=IR—ZADN=a v Ty TRICETINS, T 9BTAEDONBELZERT S

DataSearchTask.java (SQLite Database ZAOY T ¥ k)
/*

(ROR=IZHE<)
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*

FIDR—I DM EDHFTE)
Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.sqglite.task;

import org.jssec.android.sqglite.CommonData;

import org.jssec.android.sqglite.DataValidator;

import org.jssec.android.sqlite.MainActivity;

import org.jssec.android.sqlite.R;

import android.database.Cursor;

import android.database.SQLException;

import android.database.sqglite.SQLiteDatabase;

import android.os.AsyncTask;

import android.util.Log;

//T—YREYRY

public class DataSearchTask extends AsyncTask<String, Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DataSearchTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

@Override

protected Cursor doInBackground(String... params) {
String idno = params|[0];
String name = params|[1];
String info = params|[2];

String cols]|] = {"_id", "idno", "name","info"};

Cursor cur;

J/RBRAVE 3%k SOLAY YTV aVDRBRHARKE LT TV EGICH > TANEEF TV IT S
if (!DataValidator.validateData (idno, name, info))

{

return null;

//BIBDRE null o752 H8K%KT 3)
CROR—JIHE <)
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if ((idno == null || idno.length() == 0) &&

(name == null || name.length() == 0) &&

(info == null || info.length() == 0) ) {

try {
cur = mSampleDB.gquery (CommonData.TABLE_NAME, cols,
null, null, null, null, null);
} catch (SQLException e) {
Log.e (DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE) ) ;
return null;
}

return cur;

//No BMEEZINTW=5 No THRFR

if (idno !'= null && idno.length() > 0) {
String selectionArgs|[] = {idno};
try {
J/RRAV N 2K SQLA VYT avDOREE L TANEE SOL XICHEAT ZHBEICIETL—RFILY
“ERAY 3
cur =mSampleDB.query (CommonData.TABLE_NAME, cols,
"idno = ?", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e (DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE)) ;
return null;
}
return cur;
}

//Name DMEEINT W5 Name TRE—BRE
if (name != null && name.length() > 0) {
String selectionArgs|[] = {name};
try {
J/RBRAV K 2%k SQLA VYU avDNEELTANESR SOL XICHEAT BB TL—RFILE
i )
cur = mSampleDB.query (CommonData.TABLE_NAME, cols,
"name = ?", selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e (DataSearchTask.class.toString(),
mActivity.getString(R.string.SEARCHING_ERROR_MESSAGE) ) ;
return null;
}

return cur;

//ENUHADIFEE info & FKMEIC L TEHD—HRR
J/ANELTZIFR o7 infoRD$ETRT—T
String argString = info.replaceAll ("@", "@Q");
J/ATELTEIFR 7% infoAD $ TR —F
argString = argString.replaceAll ("$", "@%");
J/ANAELTRIIR > infoRD_HITRT—7
argString = argString.replaceAll ("_", "@_");
String selectionArgs|[] = {argString};
CRDR—TI2HE<)
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try {
J/RRAVE 2% SOLAYI x> avDREksE LTANESE SOL XICERT 2HBEICIE T L —RFIVY % ER
ER-)
cur = mSampleDB.query (CommonData.TABLE_NAME, cols,
"info LIKE '&' || ? || '$' ESCAPE '@'",
selectionArgs, null, null, null);
} catch (SQLException e) {
Log.e (DataSearchTask.class.toString(),
mActivity.getString (R.string.SEARCHING_ERROR_MESSAGE) ) ;
return null;
}
return cur;
}
@Override

protected void onPostExecute (Cursor resultCur) {

mActivity.updateCursor (resultCur) ;

DataValidator. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.sqglite;

public class DataValidator {
J/ANNEEFTYITD
J/BEFTVY
public static boolean validateNo (String idno) {
//null, ZEXZFIE OK
if (idno == null || idno.length() == 0) {

return true;

//BFTHD I EERRT S
try {
if (!idno.matches("[1-9]1[0-91*")) {

//BEUNDEFIE TS —
return false;
CROR—=JITHEL)
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I3
} catch (NullPointerException e) {

//TZ—%RH LT

return false;

return true;

// XFINDRE ZFND

public static boolean validatelength(String str, int max_length) {
//null, ZBXFIE OK
if (str == null || str.length() == 0) {

return true;

J/XFIDORIMN MAXLU TR THZ Z & %=FAND
try {
if (str.length() > max_length) {
//MAX SYRWEIRTS—
return false;
}
} catch (NullPointerException e) {
/NG

return false;

return true;

// ANAEFTY Y
public static boolean validateData (String idno, String name, String info) {
if (!validateNo (idno)) {
return false;
}
if (!validateLength (name, CommonData.TEXT_DATA_LENGTH_MAX)) A
return false;
telse if (!validatelLength(info, CommonData.TEXT_DATA_LENGTH_MAX)) A
return false;
}

return true;
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452 )L—IVTwv Y

SQLite A AT ZRICIZLUTDIL—ILEFB I &,
1. DB 7 71 IVDEBIFFF. 7/ ZAEEELLERET S (WA)
2. 87 7)) & DB F—4¥ mHET BB AT Content Provider T7 V7 2 AHIHT 5 (WHE)

3. DB BFRFICAIENIA =9 ER/RIGBEIRRT L —RAFRNVS = ERT 2 (WH))

4521 DB 7 71 VDB EGF. 7O/ CREEZELLKKRET 2 (WE)

DB 774\ DT—4 DIREEEZTIHE. DB 7 7 M VDEBBAMET IV L AEDREREDETCERINIEERE
FTHb,

BIZIE, Z27ANDT7 I EREEAELLERELEZDEWTE, SDA—RAET I EAEOREETARBRWGRICEEL
TWBBAICIK, #ENSTET IV EATRELDB 77 M IMICHR>TLED, £e 7TUT4 LI NI ICERELIBAT
£, POCREEELSRELBAVWEBERLARVWT 7 EREZFFLTLED 2 LICRSE, 22T, BEBMET V7 ER1E
BREICDVWTTIREREZEITE, ThERRTBHODHRICDOWVWTEHAT .

FITMBBAET IV ERAEREILDOWTIE, DB 774 (T—%) 2RETZIEANOEALDE. UTD2 REERET
PUEND D,

1. BESr

Context#getDatabasePath(String name) THE TE 2 7 7 1 LN AR IFEHIC & 5 TIE ContextitgetFilesDir TS TE %
T4LYN)OBRICEBY 0

2. 7O ERME
MODE_PRIVATE (=7 7 A V&R LT=T T ) DHH TV 2 XEEE) E— NICERET S

ID2HEEMIBIET, D7 TINSTIELRATERWVWDB 771 IVDEREITI I ENTES, ITNOLAEER
TBEDICIIUTOREENEIF SN S,

1. SQLiteOpenHelper % ¥ %
2. Context#openOrCreateDatabase % ¥ %

DB 7 7 1 LDYERICE L Tl&. SQLiteDatabase#openOrCreateDatabase #{FH T2 &£ TE S, LHAL., TDAYV Y

R%&EMA L7358, Android A¥— 7 4V OBIEICE > TR, DT FYDSHEAIMY TEER DB 7 7 1 LHERE h
BZEDNDH2TWVWD, TDEH, ZOAY Y NOFERIZEITT, OFEE2MBTR & 5HET B, LICEIFL2D
DHEICDOVWT, ThThORFHELLT CHRAT %,

SQLiteOpenHelper %##/H 3 %

SQLiteOpenHelper # R 2154, AREBEHEYZL DI EEEZ L TH LW, SQLiteOpenHelper % k4 L 7= 7
SREERL. AVR NS0 9 D582 DB O&RT (77 ILE&ICHEDNS) Y 2EEThIE. BEBNICEEOEF2
)54 BHE#ZTDB 771 ILEERLTS NS,

[451.1. 7 =9 R_R—ZADEMEEEF] ICRENRERAEZTLTVWADTERI S I &,

1 EELDAY Y REFZKYTET TV REIIHRAEBESHEREEZI SN, hOT7 TUDNLRB T IEANTERVWTALIN) (Rysr—=IF 4L 7
F)) OB TF4 LI NIUTORINRBTE 3,
9 (R x> hMCERIEAWAY) SQLiteOpenHelper DEETIE DB OZHNICIE 7 7 A LD IR EEETESZDT, SD h— REBET /&
RAEDRETERWVBFHONRANERETAAINAVE D ISEENVETH S,
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Context#openOrCreateDatabase % £ 9 %

Context#openOrCreateDatabase X ¥ v K% {#H L T DB @{’FEBZ% BE. 77ANVDT IO EREEFT T a Vv TEE
THHBENDHY. BRHIIC MODE_PRIVATE %1EE Y

77AIVDEEICEALTIE. DB& (774 EICHERAIND) DIEE% SQLiteOpenHelper & RRRICITA 2 DT, BED
BICRIRDEF 1) T4 BRHEBLT T 7 AIRRICT 7 A ILHMERSND, 72720, ZIL/RRBIEETES2DT SD
H— R E%EIBELHBS. MODE PRIVATE 2 E L CHEMT7 TUNS T IV ERAFAEICHE >TLEI OEENBE
THb,

DB (cxt L TEARBIIC 7 & £ RAFFRIERE %17 D #l : MainActivity.java

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.main) ;

/T — N—2DIEE
try {
//MODE_PRIVATE % 5%7%E L T DB % {ERX
db = Context.openOrCreateDatabase ("Sample.db", MODE_PRIVATE, null);
} catch (SQLException e) {
J/T—IR—RBRICKB L FE0 /A
Log.e(this.getClass () .toString (), getString(R.string.DATABASE_OPEN_ERROR_MESSAGE)) ;
return;
}
/ /Bl Z DD HEREALIE

BB TUEAMEDHREIX MODE_PRIVATE £ &H# TUT® 3 &EHEHH Y. MODE_WORLD_READABLE &
MODE_WORLD_WRITEABLE (% OR JEE TCREET 522 & HT&Z S, 7=72L. MODE_PRIVATE LI%d API Level
17 LARE T deprecated o> TEY, APILevel 24 LIETIEEF ) T 1 IADFELET 5, APILevel 15 UEZNR &
TEHBATH, BRERIDIZTEFRLAVWI ENEX L WY,

* MODE_PRIVATE {£B 7 7') D& & & w4
« MODE_WORLD_READABLE {Efi 7 7 ) i3 5H & & ARE, i HARHDH

« MODE_WORLD_WRITEABLE /7 7'V IdFmHEETHE, MMIFEZAHDH

4522 77 & DB F—% 2 H ¥ %3541k Content Provider T7 7 £ X459 2 (%A)

D7 7Y EDBT—495£ETHFERE LT, DB 7 71 J)L% WORLD_READABLE, WORLD_WRITABLE & L T
R L. DT TUDNSEETIEATEDEIICTREVWIHELHD, LHOL. ZOHAETIEDBICTIERTET
7)) DB ~NDORFEEFIRTEAVED, BERLABAVWEF (77Y) K7—9&2mA#»EEIND2EHHD, BREL
T. T—9DOHBMPLESLICEEIELEY., IV TORBHRER YT IHEREEISND,

Dz ED B, Android ICEWT DB T—49 D7 7Y & HET %3551, Content Provider 25 Z & %238 < 58
$9 %, Content Provider #F > Z &IC& Y, DBICHT 37V ERGHERRETEZ W EFa2) T 1 DERAHNLLD
XYy MN2IFTH<, DB RF—<7#iE% Content Provider WICRRWTE S WS RETEADX Yy NEH B,

ﬂoMOMEWUEDREEMMEB&UMOMCMRULWMH%ME@ﬁgtﬁﬁﬁtﬁmfm [4632. T4 LI MN)DT7 U2 AMERE]
5 5R

Z R
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4.5.2.3 DB R{FBFICAIZE/NS XA =9 ZR/IBERFTL—RRLS 2 ERYT 2 (BEH)

SQLA vz o > avaEHECEWVWDIENKT, FEDANES. SQL XICHAADREIE T L —RARIVS A FRTIRETH
3, TL—RFBINIEFERALEZSQL DERITAZELTEIUTD 2 DOAEEHBITE I ENTE S,

1. SQLiteDatabase#compileStatement() % {88 f§ L T SQLiteStatement %= ERG ¢ %, Z D, SQLiteStatement#bind-
String(). bindLong() B EEFRALTRATA—9 52T L —RKILYICERET S

2. SQLiteDatabese 7 5 X D execSQL(). insert(). update(). delete(). query(). rawQuery(). replace() 7 & &MU H
THBRICTL—RFRIIN S E#H -7 SQL XA FHAT

723, SQLiteDatabase#compileStatement() % f£f L CT. SELECT a~< ¥ R%& 179 3154,
[SELECT OV Y RDERELTHED 1 ER(11T15H) LHrBIESTEAWV]
EWHHIBRIBHZDTHENESNS,

ELLDAREFEIBRATE. TL—RFRNSTICEZ T —YDRBRIEBRIICT TV EHICR>TF v IIhTWVDS
ZENEELW, UTFT, ZNTNDOAEICDOWTEHRAT 2,

SQLiteDatabase#compileStatement() % {3 3154 :
UFOFIBTTL—RFIIANT—S9%ET,

1. SQLiteDatabase#compileStatement() 2B L T L —RKIL ¥ & & A 72 SQL X% SQLiteStatement & L THE
¥ %,

2. €K L 7= SQLiteStatement # 7Y = & MIH L T. bindLong(). bindString() R ED AV v REFERLTTL—2R
RIVFICERET %,

3. SQLiteStatement 7Y £ ¥ k@ execute() RED A Y w RIZL > T SQL #E179 %,

TL—RFIVGHEAH : DatalnsertTask.java ($R#)

J/T—Y8MY R Y

public class DataInsertTask extends AsyncTask<String, Void, Void> {
private MainActivity mActivity;
private SQLiteDatabase mSampleDB;

public DatalInsertTask (SQLiteDatabase db, MainActivity activity) {
mSampleDB = db;
mActivity = activity;

@Override

protected Void doInBackground(String... params) {
String idno = params|[0];
String name = params|[1l];
String info = params|[2];

J/KRRAV N 3Kk PTIVG—avERICH>TANEETF Vv ITS
if (!DataValidator.validateData (idno, name, info))
{
return null;
}
//kRAY N 2 F—4BMNE
//T V=R EERT S
CROR—=DIHEL)
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String commandString =
"INSERT INTO " + CommonData.TABLE_NAME + " (idno, name, info) VALUES (?, 2, 2)";
SQLiteStatement sglStmt = mSampleDB.compileStatement (commandString) ;
sglStmt.bindString (1, idno);
sglStmt.bindString (2, name);
sglStmt.bindString (3, info);
try {
sglStmt.executelnsert () ;
} catch (SQLException e) {
Log.e (DatalInsertTask.class.toString(),
mActivity.getString(R.string.UPDATING_ERROR_MESSAGE)) ;
} finally {
sglStmt.close();
}
return null;
}
// ~Ag~

HOMNLHRITTESQLXEF TV IV ME LTERLTHBENRTA—F 2L TEHZIETHDZ, RITTILELIEE
LTWBDT, SQLA vz ¥arvhRET 3MIE4L0, /2. SQLiteStatement £ 7V 7 MABFRHT 52 &T
NEBHRESDHDIEDNTEZEWVWI XYYy MEH B,

SQLiteDatabase D124t 9 2 FAUEBAD AV v R&FRAYT 3154 :

SQLiteDatabase D12t 92 DB ##EXA YV v KIZIE, SQL X %ZFEHTZ2HEDEZITRVWEDHH S, SQL X% FHHT
% XY v KIZ SQLiteDatabase# execSQL()/rawQuery() R ENH Y, LT OFIETRITT %,

1. 7L—RFRINIEEATZSQL XEAET %,
2. TU—RFBIWSICEY LB TET—I5ERT %,
3. SQL X ET—49 %818 E L TGELTURERAY Yy RERTT 5,

—7A. SQL XAEMFALAWXY v RiZik, SQLiteDatabase#insert()/update()/delete()/query()/replace() 7 EBH %, Zh
LEFERT2HEICIE. UTOFIETT—9%2ET,

1. DB ICH L THA/EHRT BT —9»H 35E121E, ContentValues ICESRT 5,
2. ContentValues %#38|#& L TEL T, EREAXAY v K (LLTFDFITIE SQLiteDatabase#insert()) %2179 %,

FAIBE XY v R (SQLiteDatabase#insert()) % {EH3 %4l

private SQLiteDatabase mSampleDB;
private void addUserData (String idno, String name, String info) {
/AEDZEE (B &) Frvy, TR —T0E
if (!validateInsertData (idno, name, info)) {
J/NYF—=oavaEBBLARNBE. OTHA
Log.e (this.getClass () .toString(), getString(R.string.VALIDATION_ERROR_MESSAGE)) ;

return;

//BANT BT — 9 DEfF
ContentValues insertValues = new ContentValues () ;
insertValues.put ("idno", idno);
insertValues.put ("name", name) ;
CROR—TI2HE <)
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insertValues.put ("info", info);
//Insert &7
try {
mSampleDb.insert ("SampleTable", null,
} catch {

Log.e (this.getClass () .toString(),

(SQLException e)

return;

FAIDR=I DS DHFEE)

insertValues) ;

getString (R.string.DB_INSERT_ERROR_MESSAGE)) ;

ZOFITIE, SQL O~ Y REEEE BT Y. SQLiteDatabase AR T Z2HEARDAY v REFHRHLTWS, SQLaIT Y
REBEZFALALWEZSO, TOAEESQLA Y73 vDaRtiidhWeEER S,

453 7 KNV R K

453.1 SQL XD LIKE#RETTA IR A—REFHATBZEICTRT—TNEBA KT

LIKEREZEDTAILRA—K (%. ) 2#28TCXFENETL—RARISTDODAHEE LTHERALKEEE, T0FXFLETA
IRA—RELTHBET 27D, BEICIHCTERICIRY —TUNEABIVENH D, BERT—RELTIETAIL
RA—REBEDXE ("% %7 7) & LTHRWVWEWGEEIHTIEE S,

EEOIRT—FREBIZ, UTFOH Y FILI—RDLIIC

LIKE = #fA LB E DT R 7 — TUB D)

= =

ESCAPE A% R L TITO> 2 &N TE 3,

//T—IRBYRY

public class DataSearchTask extends AsyncTask<String,

Void, Cursor> {

private MainActivity mActivity;
private SQLiteDatabase mSampleDB;
private ProgressDialog mProgressDialog;

public DataSearchTask (SQLiteDatabase db,

MainActivity activity) |

mSampleDB = db;
mActivity = activity;
}
@Override
protected Cursor doInBackground(String... params) {
String idno = params|[0];
String name = params|[1];
String info = params|[2];
String cols]|] = {"_id", "idno", "name","info"};

Cursor cur;

/) ~Blg~

//info BZMHICLT like RFE (ED—)

J/RAYV N DA RA—RNICHET 2RI Ry — 0BT 3

String argString

argString

argString

String selectionArgs/|]

info.replaceAll ("Q",
argString.replaceAll ("&",
argString.replaceAll ("_",

"@e"); //AAELTERIIRS% infolDEETRT—F

"es"y; //AAELTRIIR -7/ infolD $ =T RT—F
e "y; J/ANAELTERUE - infolRD_ATRT—7

{argString};

CRDR—VITHEC)
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try {
J/RAV R TL—RRILS EERT S
cur = mSampleDB.query ("SampleTable", cols,
"info LIKE '&' || ? || '$' ESCAPE '@'",
selectionArgs, null, null, null);
} catch (SQLException e) {
Toast .makeText (mActivity,
R.string.SERCHING_ERROR_MESSAGE, Toast.LENGTH_LONG) .show() ;
return null;
}

return cur;

@Override
protected void onPostExecute (Cursor resultCur) {
mProgressDialog.dismiss () ;

mActivity.updateCursor (resultCur) ;

4532 L —RKRISAFERTEAWVSAL A7 Y NI L THEBALEHED

F—TIDERPEIBRAEEDDB 77V ) aNEBRRE Lz SQL XAEEITTZHE. T—TIVEREDEICHLT
TL—RRINTEFESZEWRFTERY, BERMICIK, TL—RARILIDOFEATERWMEICN LT, ABHLOAHNEINF
EDONFNEFATEILIRT—IR—ADHBEHITRETARL,

ARRPHELDFIRTT L —RFRILS ZFEATERWNZER. ADEICBRIBEVNE D NERTRNICHER L. BRELL
BelEd I ENBEAEERD,

ERICIE,

1. XFHNRSA =4 & LTERT BHBE. XFOIRT—TP o+ — MNLUEBEEY

2. BIENRSA—9 & LTHERT 258, BFUAOXFEIREAL TWRWZ & &2RRT D

3. #AlF. A Y RELTHEATSZIHEE. 1. IKMA. FRATEAVXFAZEFNTVWAVWI L 5HRT 2
(=S

> B [[R271 SQL OV LA (ZLAY = 734 ~D/EY AR I (https:/www.ipa.go.jp/security/vuln/documents/
website_security_sql.pdf)

4533 FABICT—IR—ZADESHRINMTONBVWHDHEEKEITD

SQLiteOpenHelper#getReadableDatabase. getWritableDatabase = L T DB 04 Y R Y R ZRiELLHFGE. £H
S5DAYy REFEALTE DB 3ZHAHAEEAHRRETH— TV I 3?, £7. ContextopenOrCreateDatabase,
SQLiteDatabase#openOrCreateDatabase 7 &€ R TH 5.

21 getReableDatabase (FEAKIIC I getWritableDatabase TERET 2D ERMLA TV I MERT, TARI IV ABEDKRATEERAH AL T
VI MEERTERVWBEICY —RAYV ) —DFATIVT I MERTEVWDIEHTH S (getWritableDatabase (E7 1 27 7L AR EDRRTIFE
TIS—&7%3),
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Ihid, TTVREPEROFESICLYERE I DB OFEEESHMATLED (BEBALSNTLED) AReHEE
TRLTWS, BERMICIET 7Y Ok ERRDHETHISTE 2 EEZONDD, 77 ORFEMEERE, HAHIY LH
BEDOBVWEEEZRET ZI58E. T IR—ReHHRUVEATH -T2V T5IET, REPRIEOERILOVTIE
77 REOELICENZIHBELHZDT, RRICIELC TR EHEDHT 2,

B{ABIZ1F. SQLiteDatabase#fopenDatabase IC OPEN_READONLY %3 E L CTF—9R—R %54 —TVF 3,

HAMVERATT —IRN—RE2F—TVT3

/) ~Elg~
S/ T=IR=2ADF =T (T—IR—RIEREH»ET D)
SQLiteDatabase db
= SQLiteDatabase.openDatabase (SQLiteDatabase.getDatabasePath ("Sample.db"),
null, OPEN_READONLY) ;

> 288 : https://developer.android.com/reference/android/database/sqlite/SQLiteOpenHelper.html#getReadableDatabase()

4534 77 DEHICHE>TDBODAEAT— 9 DRLEMEEF IV ITD

SQLite IFRICBARMLT —IR—ATHY, DB L TlInteger & LTEESINTWVWER AT LICH L TXERDT—4 %
THIENARTH D, DBRDT—4 1. BERZ2ETCLTOT—INEXDXFT—4% &L TDBRICKEMINT
W3, 2D, Integer DA S LICH L TXFINEDKRIE (LIKE %123% 72&) T2 &L ABETH B, .
VARCHAR(100) D& ICT— 9 DHRARERBRL THEZNULORTI DT —IDNANTRETH B4 E, SQLite TDIE
DOHIBR (EEHMFERR) (FHAFTERL,

ZD7=H. SQLite ZFERAT 27 VI, TDOL54 DB ORFMICEEL TFHERT—9% DB ICHKRMLAVYEREBLE
DLRWEDIIZT ) OBHICH > TRHALAT Z2HENH D, RUDOAEE LTIRD 2 Dh'H 5,

l. 79T —9R—RUBMNT DM, BEPRIBLEDFEN—BLTWEIHERT S
2. TIR—ZADLEERF LEE, 79 BEADRLRE TRVHIERT D
UTFTIE, BIELTANED 1 LLEOBFTHB I & 2RIETHI—RERT,

Bl : AATF—9D 1 LULEOBFETH S Z & &R T 5 (MainActivity.java & V) k)

public class MainActivity extends Activity {

// ~Abg~

/ /BIN0IE
private void addUserData (String idno, String name, String info) {
//No DF Ty
if (!validateNo (idno, CommonData.REQUEST_NEW)) {
return;

}
/ /T —4% BINALIE
DataInsertTask task = new DatalnsertTask (mSampleDb, this);
task.execute (idno, name, info);
// ~Ebg~

CRDR—SIZ#E <)
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RIDR—=IDSDIFE)
private boolean validateNo (String idno, int request) {
if (idno == null || idno.length() == 0) {

if (request == CommonData.REQUEST_SEARCH) {
//RBRLIBORFIERIEEZ OK ICT S
return true;

} else {
/ /RZBMBUUAN DEFIE null, EXFIEFITT—
Toast .makeText (this,

R.string.IDNO_EMPTY_ MESSAGE, Toast.LENGTH_LONG) .show () ;

return false;

J/BFTHBDI EaMERT S
try {
// 1L ED{E
if (!idno.matches ("[1-9][0-9]*")) {
//BZUNDBIE TS —
Toast .makeText (this,
R.string.IDNO_NOT_NUMERIC_MESSAGE, Toast.LENGTH_LONG) .show() ;
return false;
}
} catch (NullPointerException e) {
//SED—RTlEDH Y BRRL

return false;

return true;

// ~Ebg~

4.5.3.5 DB LT 2T — 9 IOV TDER

SQLite Tld. T—9%&7 7 4 LICIHEIAT BHUCLIT O & 5 BREEICH > T WS,
c BEREETETOT—IHNEXONFT—9 & LTDB 7 7 1 LRICKMEND
e DBICRLTCTF—YDHIREIT>THET—YBEEFIEDB 7 7 1 LHSHIBRE WAL (BT —o M D)
e T—HEBEHLIBEDS DB 7 7 M ILVAICIEEFRIOT —Y BHIRINTH>TWS

&0 T, HIBREINA TIET ] DFRLSDB 7 7 M ILRICE X EFDREICHR > TWBHRESENH D, CDHETHE. &
MEICH > THEEML. Android DEF 1) F 1 #ENEMTHNIE, 7TV E2ECE=EISLT—F - 771V
BET7IJERINZOEIIARV, 2720, root R EZEIR I N 54 E Android DIRE#EEZTIO LTI 7ML EIREE
SNDAREMEEAD L, EVRRICKEAFELEEZ DT —9DBHS N TLWSIHBAICIE. Android REMBICTES I
WTF—2RELRET LARITNIERSRL,

INSDEAHICEY., HARD root ERINEMINIBETEFIVNELRH D LI REELT— 4k SQLite D DB IZF
DEEBHTRETIERL, EILTHEEERT I ABRMEI25EBLRVEEICIIESIELAET—9%58K#HT 5. DB
2HEESET 2. BREOTEIREER D,

ERICESEIBELRIZGE, BSEICEIBOKRVPI— FORFEREANEDOHE ZBZ 2REHNZ VDT, RE
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RCEIRRA NI NDRERT =5 %H/HIT7 7)) ORFEICIEMARANDEHKEEEBDT 5,

BEE LT 1453.6. [B%E]SOLite T—4% RX—RA&8ESILT % (SOLCipher for Android)] I\, T—9XR—2A%BES{T 3
ATV EBNALTHL,

4.5.3.6 [5%]SQLite 7 —9 X—2 55 St$ % (SQLCipher for Android)

SQLCipher I Zetetic LLC A’F% L 7=. SQLite 7—49 XR—ADFE B4 256 Ev b AES ICK 2ESEA2RETIED
Thd, CEETEREINALSQLite ILBEZ 1 75 ) ThH V. BESILICIE OpenSSL #FH L TW3S, 7z Obj-C. Java.
Python EDSEAD APl iR TW3, BRAN—Y 3 v OfIcA —7 > Y — 2R (Community version & FE(EN T
W2) B EEL, BSD 5S4 Y A THEABMATEETH 5, Windows ¥ Linux, macOS 2 LR TSy 7+ —LICH
IBLTEY. ENMIILDEFRTIE Android Dfts, / F7/QT. 7v 7LD i0OS B ETELFERINTWS,

Z M5 Android BIC/Sy o —Y v &Nz D A SQLCipher for Android TH %, AFINTWVWEY—XD—RKH 5
AVRAINLTHERTZIEETESZD, aar 74— v hDF A 731 (android-database-sqlcipher-xxxx.aar) & LTH
BHEINTHY., BICHATZ2OTHNEZESOALMENTH S, 20D SQLite D APl D—EB% SQLCipher IZ&
HDETCERETZIET. FARBEEFERALI—FT 1 VI THESEINAEAT—IR—EFATESD LI ICHR>TWVS,
ZZTlraar 74#—<v bDZA4 T3 OFREFEICDOVWTEHEITENT .

S8R : https://www.zetetic.net/sqlcipher/
:AOV]
Android Studio TIELLFDFIET SQLCipher DF AN AIBEICA B,

1. 77Y®libs 5 1 L & b 1) IC android-database-sqlcipher-3.5.9.aar % EZi& 9 % https://www.zetetic.net/sqlcipher/

open-source/

2. app/gradle (ZRZRBEfR % o H

dependencies {

implementation 'net.zetetic:android-database-sglcipher:3.5.9Qaar"’

3. & @ android.database.sglite.* M A 4> Y 12, net.sqlcipher.database.* % 1 >~ 7R— h § % (android.database.Cursor
BZOFFEREALALICFIATES)

4, FT=IR—REFATIENCSTA TV E20—-R - L. T—9R—REF—TVFBEINRAT—RKR%i5
i )

TIBFI—RE, 7—9IR—R%5FAT2-OOMNBLLEETIEDTH D, HB Activity BT —F XR—Z%F
A9 %#0IC SQLCipherlnitializer.Initialize() & FEREAAE L TW 5, &4IC SQLiteDatabase.loadLibs(this) % FEUNH L
WERZATZ)%EO—RL#AHAELTWS, £/, SQLiteDatabase.openOrCreateDatabase() TT — 49 RX—R &+ —
VEBEIC, RRAT—R EELTWVWS, T—9R—FIITEZNRRAT—RER—E L TERSINESEER
WTCHSktEINd, ZOBAEREIRERDOEETFANTERINAT—IR—2%, BTHESELEEDICTEZ
EIETERVETHY., T—IR—REERT BRHRTIAIRAT—RERELRIFNIERSRV,

*22 https://github.com/sqlcipher/android-database-sqlcipher
B IITxxxx @TATIVDNA—YavEST, FRERERROBHN—Ya @359 THs, UTTRIOA—YavaBEL TREHL
W3,
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package android. jssec.org.samplesqglcipher;
import android.content.Context;
// BED android.database.sqglite.* Db YIZ. net.sqglcipher.database.* A YKR—hT 3
import net.sqlcipher.database.SQLiteDatabase;
import java.io.File;
public class SQLCipherInitializer {
static SQLiteDatabase Initialize (Context ctx, String dbName, String password) {
// DB ZFATIRNCMBHERTA TS 20— R LML S
SQLiteDatabase.loadLibs (ctx) ;
S/ RN —=IICO0—AINDDBRATA LY MNIIZT—IR—RT 74V EEHT B
File databaseFile = ctx.getDatabasePath (dbName) ;
// DB #A—T7 V3 BBRICESIEAD AT —REIEEY %
return SQLiteDatabase.openOrCreateDatabase (databaseFile, password, null);

L& SQLiteDatabase.openOrCreateDatabase() & AW /=l T# % A%, SQLiteOpenHelper#getWritableDatabase() %> SQLi-
teOpenHelper#getReadableDatabase() APl AEREICA>TH Y, BIMELTNRRT—REZETIENTESDLDICAST
W3, WENDBEL/XRT—RNICnull ZIBELEBER T —IRN—RIIBESLINTBED SQLite 77— 48 R—XHME
s,

ZDIEMEEITRERE L T, Context#openOrCreateDatabase() WMEZ R W ETH B, TDLHT—IR—T 7
AIVDREET—RERELEZYRRyT—SDO—ALTALIMNIICT—IR—AEERT DI EMEITEI & &
TE ALV, > T SQLiteDatabase.openOrCreateDatabase() TT — 9 RX—R&/ER T 2B EIE. RIERLDHID L S I
getDatabasePath() IC& WEHB DRy 5 —IDF—FR—ZBT A LI MN)ICF—IR—EERT DI EHHREINS,
—7 SQLiteOpenHelper DAY XA 5949 D APLICIFEEIEZ# <, Th%EFAWL 3 & android.database.sqlite. SQLiteOpen-
Helper & @E#KIC/NRY 7= DO—AIT4 LI NYRICT—IR—ZADER I N5,

46 771 %HKD

Android DEF 2 U7 4 BREBBICHKS & 77 1 IVIFIERZKFEIE—BRE (Frv>a) $2ENICOAFMAL.
BRAERRICT Z2RETHD, 7T VEOBERRIBIE I 7 AV EBEET I ERAIEZ2DTIEAL, 771 IILADERSE
Content Provider ¥ Service & W2 727 7 BEEDEHEAICL > TRRTZIRETH D, ChICEWTTURBOT I+
Z2HIEEHERIRTE 3,

SD h— REDOHIEET /NA RETDRBRT IV ZAFEHATER WD, BEDKRKER I 7M1 I EK D HECRDZRT
(PC &) ANDBHROBEENMRE, BELED LTEUERBEOHERERET 2RETHD, EARNICHEBEE
TNAZREICRBEY T4 TRIEBREEBAL I 7AINEBEL TRV, ELEY YT« TIREREARRETN
AREDT 74 NICRELATNERSAWVEEIIBSEEORKIVEICR S, T TRERERLALW,
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461 > 7)Ld0—R

ARDEIICT 7 A IIERAFEARICT 2RETHD, LHALANSIEIERERBICE>T, 7 TVICT771 0L
HEERAEZEIEIRELEEHD, X1V T OBANLPELET7 7ML OBEELEE K461 ICRT., 77
1 I DERIBRIPH T T ADT VL RAFADHEAFEDEICLY 4TBEO 7 71 ILICDELTWS, UETIEZOD7 7
AIVDOPPZ LYY P a—RERLRBEEMZ TWL,

K461 X2 )T ABRICLB T 7M1ILDDEE LR

T7AIDRE M7 TUADT BINGEAT B=
AL
FERART7AI 2L 7TV T4 LY
(NUN% TTYVATOHRHIEETE D,
TV T 4 TRIERERD ENTES,
T27AIVERAZDIA TICT BRE,
HHAEYAET  HAHARY T7T)TFT4L Y

714

mAHAEESRET

74

HNEEE 7 7 1
1%

FAIRY - EERA
&

FAIRY - EERA
H

PUA

TT)VT4L Y

PR

SD H— KA ED
NERECIBEE

7 ) LI —EFmAEY ATEE,
TTYAEICNR (%) JrEREREERD.
NHRTZ 74N EHEKT BEHD
MODE_WORLD_READABLE % #{ (& API
Level 17 LARE TI3IEHELET API Level 24 LABE T
X2V TABIADFELET B,

7 7)) L1 —LHmAEE AR
X2V T DERIDSBT T YRS DBHEAD D
EERIEEITENE,

FOEZEDOAY RA—ILHTERL,

7 TP I —H—ICL BT 7ML DHEHREE -
HIBRAE IC AT RE,

FERIIVERNRICTENE,
HBEMBREDOKRER T 7ANLERI IENTES,
API Level 29 IEIZREE 2 —%{FHAY %,
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% 461 - _ﬁkﬁ@/\o_:/‘\z}\rﬁ@nﬁg

T7AILDRE ®TFTIADT BB T
7 AEFH
AEEEZ7 74 THIY -EZIA SDA—RBRED
JU (API Level 29 & HEBELRERE s AMRAML—YHADREEL2—ICLY T TVESR
LARE) TALIMNVICZOT7 TVED 7 74 IV ERET

z 3,
s DT T)DMER LT 7AIADT I EZITIE
— 7 7Y IC READ_EXTERNAL_STORAGE
NR=3IvavidIEIhTwnd
- 7 7 4 )L B MediaStore.Images. MediaS-
tore.Video. MediaStore.Audio M L\ 1LHMT{F
FIhtTw?
DEHDFREDBE,

BRI FAN (¥ rA—RTALINIRES
HICTIERTBICIERANL—YT7 9227 L —
L7 —0 DERVBE,

 WBHNBEDKREAT7AIERD &N TE S,

4.6.1.1 FER/RAT7 7ML %ERD

A—7TVATDIRHIEEINZ T 7ML ERIFETHY . REBLIT7AILDFEVATH D, 774 IICHEINT 3
BN NREARENE I MBS, TEBEIT I 7MIVEELABRORETRIFL, 7 7)) EORERBROP Y

Y1ZBID Android DA (Content Provider, Service) ZFAL TITO I &2 RRIE T 5,
RAV b
L 72740E 7TV T4L 0 M)RICERT B
2. 77ANDT O ERER. OT TYDNHATERVESIICTSAR—FE-RIZT S
3. VT4 TRBERERMTZIENTES

4. 77 AIVICHBIAT 2 (Shk) BRICHLTIE. ZOAFEICEDLLOTRATOREMZHRT 2

PrivateFileActivity. java
Va3
* Copyright (C) 2012-2024 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

B http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1s distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

(ROR=IZHiE<)
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FAIDR=ID5DHFHE)

* limitations under the License.

*/

package org.jssec.android.file.privatefile;

import java.io.File;

import java.io.FileInputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget.TextView;

public class PrivateFileActivity extends Activity {

private TextView mFileView;

private static final String FILE_NAME = "private_file.dat";

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.file);

mFileView = (TextView) findViewById(R.id.file_view);

/**
* 77 4L DIERLE
*
* @param view
4
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
// kRAVEN 1k T7AIE TTYT14 L0 NYRICERT 2

J/ RRAVEN 2% T7A4IVDT I EAEEZ. OT7TVHPFETERVWESIICTIAR—KFE—RIZT S

fos = openFileOutput (FILE_NAME, MODE_PRIVATE) ;

/) RRAVN 3k BYYT 4 TRIERERNT D2 ENTED

J/ RRAVEN 4% T7AIVICHEIRT BIERICRH L TIEZ. ZOAFELEICELLTHBRDORELEA#HIET S

/) B TICDERE, [3.2 AAT—90RLU%EHRT 2] 25,

fos.write (new String("tY T 1 JRIER (File Activity)\n") .getBytes());
} catch (FileNotFoundException e) {

mFileView.setText (R.string.file_view);

} catch (IOException e) {

android.util.Log.e ("PrivateFileActivity", "Z7AILDERICKBRLELE");
} finally {
if (fos != null) {
try {

fos.close();

} catch (IOException e) {

254

CROR—=I2HE<)




Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2024-02-29

FDR—I DS DHEE)

android.util.Log.e ("PrivateFileActivity", "7 7AILDERTICKBKRLELE");

finish();

/**
* 774 I\ DFHIAH LI
*
* @param view
74
public void onReadFileClick (View view) {
FileInputStream fis = null;
try {
fis = openFilelInput (FILE_NAME) ;

byte[] data = new byte][ (int) fis.getChannel ().size()];
fis.read(data);
String str = new String(data);
mFileView.setText (str);
} catch (FileNotFoundException e) {

mFileView.setText (R.string.file_view);

} catch (IOException e) {
android.util.Log.e ("PrivateFileActivity", "7 7 AL DFHAICKBRLELE");

} finally {
if (fis != null) {
try {

fis.close();

} catch (IOException e) {
android.util.Log.e ("PrivateFileActivity", "7 7AIDETIZKELELE");

VLS
* 77 4 I)LDOBIFRLEE

*

* @param view
74
public void onDeleteFileClick (View view) {

File file = new File(this.getFilesDir() + "/" + FILE_NAME);
file.delete();

mFileView.setText (R.string.file_view);

255



Android 7 7Y Ot ¥ 2 7HKE - EXaTFI—FT 4V IAAR

2024-02-29

PrivateUserActivity.java

/*

*

*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.file.privatefile;

import java.io.FileInputStream;

import java.io.FileNotFoundException;

import java.io.FileOutputStream;

import java.io.IOException;

import android.app.Activity;

import android.content.Intent;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PrivateUserActivity extends Activity {

private TextView mFileView;
private static final String FILE_NAME = "private_file.dat";

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.user) ;
mFileView = (TextView) findViewById(R.id.file_view);

private void callFileActivity () {
Intent intent = new Intent ();

intent.setClass (this, PrivateFileActivity.class);

startActivity (intent);

/**
* 774 Activity DEUH LA

*

* @param view
74
public void onCallFileActivityClick (View view) {
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callFileActivity () ;

/**
* 7 74 IDEFRIHIAHUIE
*
* @param view
4
public void onReadFileClick (View view) {
FileInputStream fis = null;
try {
fis = openFileInput (FILE_NAME) ;

byte[] data = new byte[ (int) fis.getChannel () .size()];
fis.read (data);

/) KRBRAT S 4k T7ANITHRIIS NABRICH L TE. ZOAFEICEDOTHBRORLMEHZHRY 2
/) BV TICDOERE, [3.2 AAT—9DRLEEHRET 2] 258,
String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view) ;
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity", "7 74 DFHAICKERLELE");

} finally {
if (fis != null) {
try {

fis.close();
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity", "Z7AILDRTICKBKLELE");

/**
* 774 ILDBENE
*
* @param view
74
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
try {
/) RBRAYN 1k TrANE TTVr—>avT4 LI NYRICERT S
/) RBRAVN 2Kk T7ANDT I EREE. BOT TYHNFATERVWLS TSI X—FE—RIZT S
fos = openFileOutput (FILE_NAME, MODE_APPEND) ;

/) RRAVE 3k BT 1 TRIERERMT D ENTES
/) RBRAV N 4k T7AIVIHEIRT ZERICH LT, ZOAFEICEADSTHREDORLEAHERT S
/) BV TIICDERE, [3.2 AAT—9DRLMEEHRET 2] 258,
fos.write (new String("tEY 7 1 JRIER (User Activity)\n").getBytes());
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view);
CROR—T I )
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FIDR—I DM EDHFTE)
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity", "7 7AILDERICEKBRLELE");
} finally {
if (fos != null) {
try {
fos.close();
} catch (IOException e) {
android.util.Log.d("PrivateFileActivity", "Z7AIDETIZKELELE");

callFileActivity();

4.6.1.2 AU RRE T 71N EHRD

TRHEZHOT7 VIR L THBERH T 2-DDT7 7ML THB, UTORS Y MIKEMIFTRET L &N
RERT7AIDEVEICADZ, 2720, RR7 7AWV EEKT 272560, MODE_WORLD_READABLE Z#{/% API
Levell7 LAB% Tld deprecated & 72> TH Y. APl Level 24 LIETIEEFa ) T 1 AL RET 272D, UTOH > T
J— NIEEIE LA\, Content Provider IC& % 7 7 1 ILEEHENEF L L,

RAV K
L 7740E 77V T4 L0 NURICERT S
2. 77ANDT IV AMER. OT7 TV ICR L TUEHEAMYVERE—RICT S
3. BT 4 TIERIGEHL R

4. 77 AIVICHBIAT 2 (Shk) BRICHL T, ZOAFEICEADLLTHEDLREMEEMHRT 3

PublicFileActivity.java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.file.publicfile.readonly;

import java.io.File;
CROAR—DITHE <)
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FIDR—=IH 5 DFEE)

import java.io.FileInputStream;

import java.io.FileNotFoundException;

import java.io.FileOutputStream;

import java.io.IOException;

import android.app.Activity;

import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PublicFileActivity extends Activity {

E

private TextView mFileView;
private static final String FILE_NAME = "public file.dat";

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.file);

mFileView = (TextView) findViewById(R.id.file_view);

/**
* 774 LOERLE
*
* @param view
74
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
// kRAV N 1k T74IE TTYT 4L 0 NYRICERT 2
/) RBRAY S 2k T7ANDT I ERER, BOTTVICH L TEFEARYERFE—RICTS
// (5R&#HERYEHE— KD MODE_WORLDREADABLE |& APT LEVEL 17 T deplicated &727=7=8,
// WAFEAET. ContentProvider BEICEZT—9DPYRYATSEI L)
fos = openFileOutput (FILE_NAME, MODE_WORLD_READABLE) ;

/) RBRAVKN 3k BYYT 4 TRIERIEHEML 2 W
J/ RRAVEN 4% T7AIVICHEINT S (Shic) BRICHLTE. ZOAFLICEDLS TREDRZ SN %R

/) B TINCDERE, [3.2 AAT—9DRL%EEHRET 2] 258,
fos.write (new String("tEYIF 1 T TAWER (Public File Activity)\n")
.getBytes());
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view) ;
} catch (IOException e) {
android.util.Log.e ("PublicFileActivity", "7 74 IILDIERICKKLELE);

} finally {
if (fos != null) {
try {

fos.close();
} catch (IOException e) {
android.util.Log.e ("PublicFileActivity", "Z7AILDRTIZKBLELE");

CRDAR—J <)
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finish () ;

* @param view
4
public void onReadFileClick (View view) {
FileInputStream fis = null;
try {
fis = openFilelInput (FILE_NAME) ;

byte[] data = new byte| (int) fis.getChannel ().size()];
fis.read (data);
String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {

mFileView.setText (R.string.file_view);
} catch (IOException e) {

android.util.Log.e ("PublicFileActivity", "7 7 DFHAICKBRLELE");
} finally {

if (fis != null) {

try {
fis.close();

} catch (IOException e) {
android.util.Log.e ("PublicFileActivity", "Z7AILDRTICKBLELE");

/**
* 774 )L DYIRULIE

*
* @param view
74
public void onDeleteFileClick (View view) {

File file = new File(this.getFilesDir() + "/" + FILE_NAME);
file.delete();

mFileView.setText (R.string.file_view);

PublicUserActivity. java
/*

(ROR—=ITHE<)

260



Android 7 7 DX a1 7HKE - €FaTFA—FT 4 v IHAR 2024-02-29

FIDR—=IH 5 DFEE)

* Copyright (C) 2012-2024 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.file.publicuser.readonly;

import java.io.File;

import java.io.FileInputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;

import java.io.IOException;

import android.app.Activity;

import android.content.ActivityNotFoundException;

import android.content.Context;

import android.content.Intent;

import android.content.pm.PackageManager.NameNotFoundException;
import android.os.Bundle;

import android.view.View;

import android.widget.TextView;

public class PublicUserActivity extends Activity {

private TextView mFileView;

private static final String TARGET_PACKAGE =
"org.jssec.android.file.publicfile.readonly";
private static final String TARGET_CLASS =

"org.jssec.android.file.publicfile.readonly.PublicFileActivity";

private static final String FILE_NAME = "public_ file.dat";

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);
setContentView (R.layout.user) ;
mFileView = (TextView) findViewById(R.id.file_view);

private void callFileActivity () {
Intent intent = new Intent ();
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS);

try {

CRDAR—J <)
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startActivity (intent) ;

} catch (ActivityNotFoundException e) {
mFileView.setText (" (File Activity H»HWEFHEATLRE)");

/**
* 774 Activity DIEUH L LE
*
* @param view
4
public void onCallFileActivityClick (View view) {
callFileActivity();

/**
* 77 A ILDFEdrIAH IR
B
* @param view
&7
public void onReadFileClick (View view) {
FileInputStream fis = null;
try {
File file = new File(getFilesPath (FILE_NAME)) ;

fis = new FileInputStream(file);
byte[] data = new byte| (int) fis.getChannel ().size()];

fis.read (data);

/) RRAV N 4% T7AIICHEIRT 2 (Shic) BRICHLTE. ZOAFEICEDL S THRORE %R
ER-)

/) BV TIICDEEE, [3.2 ANT—Y9DRLUEEHRET D] 258,

String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {
android.util.Log.e ("PublicUserActivity", "Z7A4ILBHYEHA");
} catch (IOException e) {
android.util.Log.e("PublicUserActivity", "7 74 ILDFHAICKBRLELE");
} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e ("PublicUserActivity", "Z7AILDRTICKBLELE");

ok
* 771 ILDECILIE
*
* @param view
CRDR—IIZH L)
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&4
public void onWriteFileClick (View view) {
FileOutputStream fos = null;
boolean exception = false;

try {
File file = new File(getFilesPath (FILE_NAME)) ;

// BEIARIKRRT 5, FileNotFoundException HNFEE

fos = new FileOutputStream(file, true);

fos.write (new String ("t Y71 7 TRWER (Public User Activity)\n")
.getBytes ());
} catch (IOException e) {
mFileView.setText (e.getMessage());
exception = true;
} finally {
if (fos != null) {
try {
fos.close();
} catch (IOException e) {

exception = true;

if (!exception)
callFileActivity();

private String getFilesPath(String filename) {
String path = "";

try {
Context ctx = createPackageContext (TARGET_PACKAGE,

Context .CONTEXT_RESTRICTED) ;
File file = new File(ctx.getFilesDir(), filename);
path = file.getPath();
} catch (NameNotFoundException e) {
android.util.Log.e ("PublicUserActivity", "Z7A4ILBHYEHA");

)
return path;

4.6.1.3 ZAEELE T 7AILEERD
TEEZHOTTVICR LT, RAEEEREZHFTTZ2 771 IILDFEVATH S,

TRESHOT7 TI)DIFRAEETREEVWI &, IV T7HUARRNBOEEBRAPTRETHY ., T—YDEHEMLS
ZEMEE RIS RN, o, BREOBRWEETE 7 7MILADT — Y DERPEZRAHFEITIIA I Vv T2 EH
HHORETHY ., ZDEIRT 71 IVISHEEED 5 EAMENENMIFL L,

DEDESIC, EFa)T A DBERIDSETT)REDBERDS D, HAZSELRRAT7 7ML ERSIGERAT S I EBR
ARETHY . HASZTLET 7 M IVOFERAITE T RIFNER SN,
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i D N

. 7 ) DORAELARERT IV CAEEZRELLT 71 ILIFES RV

4.6.1.4 AERERE (RASESLARH) 771V EHRD

SD A—RD& I BHAEMEBRTNA R LICT 7A IV EBAT 258 THD. LBHNBEORERBERZKMNT 2 (Web A
LI VO—RLETZ 7MLV EZELL RED)BAPHAMICKRREZREHT Ny o7y TRED)FBRICHATEZ LN
BESN 2,

[AEREEHE (FEABE M) 7710 BRRBESRO7 TVICHLT IHHMYLEI 7] CRAEOHEERFD, &
5 IZ android.permission. WRITE_EXTERNAL_STORAGE Permission 2 #/HES L TWARFESHO 7 TV ICH L T
I IFRABERET 7)) CEAFOUEEZRD, TORH, HEBERIE GAZESLH) 7 7 1 VOERIZBER/NRIC
EEDBRETH B,

Android 7 7" DEBIE LT, Ny I T7 v T 74 IVIEHEERT /N A LICERS N D Z D% W, L LAEBERT
NAZEDT 74 IIFEIRBDE I ICRIL Dz 7 EECMD T TN SHIAVCHIBREINTLEI YR I HZ, DZIC
Ny 7y TaHATETTYTIE IRy I Ty T T 74 IEEPHC PCEORERBAICIE—LTLEIW] &
WoLBERRETIMRE, 77 OAKRPRIETOY RIVRMEOIXREBEE A D,

723, Android 10(API Level 29) Tld, WREEBIR b L —I#AE (14.6.3.6. Android 10(API Level 29) |28\ % 458 2
ML —SADT72E22ICETZEEICOVWT] BRB) Ik, UWTFoH Y FiLa—K (FIERAD) IZ8/ELAW,

7272 L. ¥=7 = R FEM requestLegacyExternalStorage MEFRXEICEL W, WREHEHB R b L —IBEE = —FFRYICEMICT
22ENTES, ChIET7 ) ORLEBMLABRET 0P 7S DTRA N ETOEIO—RMNRARICR> TERAT 2
HEDTHY., V) —RRABETHEAL T AS AW,

F7=. Android 11(API Level 30) Tl&, 7TV IETRTHREBEARIR b L—T#ee (14.6.3.7. Android 11 (API Level 30)
BT HREFEHERNR N —YDBERAICDOWVWT] BHR) NMEAIN D,

ZTNETHEENICARINAY =7 = X MNEM requestLegacyExternalStorage D EIFM|EIND, 7 SVERADT 1 L

I M) IEASICERRERY, BOEDTTYISET IV EATERWL, Android 11 249 —4v N&T 2158, WRE

BERANL -V EEBMEDH DT A LI NIICT—9%2BTITBENHD, BEAEDZE, TTVERDT ALY
MNICT—9%5BITTE S,

KAV b
1. Ev 74 TRIEHRITHEHL AL
2. PTVEBICAZ—URTALIMNIICT7MIVERET S
3. 77 AIVICKINT B (I i) BRICH L TE. ZOAFRICEADSTHRBORLEMAHERT 5
4. FIAROT 7Y TEZRAHETHRWMERICT 2

ERBIDY Y IO —R

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.file.externalfile" >

<!-- android.permission.WRITE EXTERNAL STORAGE Permission #F|HEEd2% -—>
<!-- Android 4.4 (API Level 19) LEETId. AR ML —YDT7 T T—9EE%
CRDR—TIHE<)
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(AIDR—IH5DHE)
HAEET BMIC Permission DAERTD, maxSdkVersion EEET D ——>
<uses—-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"

android:maxSdkVersion="18"/>

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".ExternalFileActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

ExternalFileActivity.java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.file.externalfile;

import java.io.File;

import java.io.FileInputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;

import java.io.IOException;

import android.app.Activity;
import android.os.Bundle;
import android.view.View;
import android.widget.TextView;

public class ExternalFileActivity extends Activity {

private TextView mFileView;
CROR—=DIZHEL)
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private static final String TARGET_TYPE = "external";
private static final String FILE_NAME = "external file.dat";
@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.file);

mFileView = (TextView) findViewById(R.id.file_view);

/)’r*
* 771 ILDIERALIE
*
* @param view
74
public void onCreateFileClick (View view) {
FileOutputStream fos = null;
try {
// kiRA VN 1k YT 1 TRBERIEHEH LRV
/) kRAV N 2Kk PTVBICAZ—I9RTALIN)ICT7AIVERET S
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);

fos = new FileOutputStream(file, false);

/) RBAV N 3k T7AIVICHEIAT S (Shic) BRICKL TE. ZOAFEICEDL S THREDRL M % R
ER)
/) BV TIICDERE, [3.2 AANT—9DRLMEEHRET 2] 258,
fos.write (new String("tEY 7 1 7 TARWER (External File Activity)\n")
.getBytes ());
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view);
} catch (IOException e) {
android.util.Log.e ("ExternalFileActivity", "7 74 ILDFHAICKELELE");
} finally {
if (fos != null) {
try {
fos.close () ;
} catch (IOException e) {
android.util.Log.e ("ExternalUserActivity", "7 74 ILDETIZKBLELE");

finish();

/**

* 77 4 ILDFEdrIA IR

*

* @param view

*/
public void onReadFileClick (View view) {

FileInputStream fis = null;
CROR—=DIHEL)
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try {
File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME) ;

fis = new FileInputStream(file);
byte[] data = new byte[ (int) fis.getChannel ().size()];

fis.read(data);

// KRAVE 3k T7AIICHEIAT 2 (Shic) BRICHLTE. ZOAFEICEDL S THRORL %R
ER-)

/) B TICDERE, [3.2 AAT—YDRL%EHRET 5] 258,

String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view) ;
} catch (IOException e) {
android.util.Log.e ("ExternalFileActivity", "7 74 DFHAICKKRLELE);
} finally {
if (fis !'= null) {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e ("ExternalFileActivity", "7 71 IDRTICKERLELE");

VA
* 7 71 ILDHIFRILIE

*

* @param view
=y
public void onDeleteFileClick (View view) {

File file = new File(getExternalFilesDir (TARGET_TYPE), FILE_NAME);
file.delete();

mFileView.setText (R.string.file_view);

FABMOY Y TILa—R

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.file.externaluser" >

<queries>
<package android:name="org.jssec.android.file.externalfile" />

</queries>

<!—- Android 4.0.3 (API Level 14) ETI&, HERAKNL =V %FELH 720D Permission H'
CRDOR—IIZH L)
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EHINDTHHES AT 5, EBICIE Android 4.4 (APT Level 19) AT
o7 7)) F—YEREFOERICNBEERD ——>

<uses-permission android:name="android.permission.READ_EXTERNAIL_STORAGE"/>

<application

android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name"

android:allowBackup="false" >

<activity
android:name=".ExternalUserActivity"
android:label="@string/app_name"
android:exported="true">
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>

</manifest>

FAIDR=I DS DHFEE)

ExternalUserActivity. java

/*
*
*
*

*

*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.file.externaluser;

import java.io.File;

import java.io.FileInputStream;

import java.io.FileNotFoundException;

import java.io.IOException;

import android.Manifest;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.ActivityNotFoundException;

import android.content.Context;

import android.content.DialogInterface;

import android.content.Intent;

import android.content.pm.PackageManager;
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import
import
import
import

import

public

FIDR=I D5 DHFFE)
android.content.pm.PackageManager.NameNotFoundException;
android.os.Build;
android.os.Bundle;
android.view.View;

android.widget.TextView;

class ExternalUserActivity extends Activity {

private TextView mFileView;

private static final String TARGET_PACKAGE = "org.jssec.android.file.externalfile";

private static final String TARGET_CLASS = "org.jssec.android.file.externalfile.

—ExternalFileActivity";
private static final String TARGET_TYPE = "external";

private static final String FILE_NAME = "external file.dat";
private final int MY PERMISSIONS_REQUEST_READ_EXTERNAL_STORAGE = 1000;

@Override

public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);
setContentView (R.layout.user) ;
mFileView = (TextView) findViewById(R.id.file_view);

// Android 6.0 (API L)L 23) LI, 77VIC dangerous /S—3w >3 v

// (ZDHBE READ_EXTERNAL_STORAGE /XA—3 v > 3YV) hWhERBAEIE.

// FATATERRL. A—YDOERER S,

// (I5.2.3.6. Android 6.0 LAB®D Permission ETIDLERERICDOWVWT] BHR)
if (Build.VERSION.SDK_INT >= 23) {

if (checkSelfPermission(Manifest.permission.READ_EXTERNAL_STORAGE)
!= PackageManager.PERMISSION_GRANTED) {
requestPermissions (new String[]{Manifest.permission.READ_EXTERNAL_STORAGE},
MY_PERMISSIONS_REQUEST_READ_EXTERNAL_STORAGE) ;

@Override

public void onRequestPermissionsResult (int requestCode,

String permissions[], int[] grantResults) {
if (requestCode == MY_PERMISSIONS_REQUEST_READ_EXTERNAL_STORAGE) {
if (grantResults|[0] != PackageManager.PERMISSION_GRANTED) {

finish () ;

private void callFileActivity () {

Intent intent = new Intent ();
intent.setClassName (TARGET_PACKAGE, TARGET_CLASS) ;

try {
startActivity (intent) ;
} catch (ActivityNotFoundException e) {
mFileView.setText (" (File Activity H»HYWEFHEATLRE)");
CRDAR—JITHE<)
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EX

/**
* Ty Activity DO LALE
*
* @param view
)
public void onCallFileActivityClick (View view) {
callFileActivity();

/**
* 77 A ILDFEH AR IR
*
* @param view
74
public void onReadFileClick (View view) {
FileInputStream fis = null;
try {
File file = new File(getFilesPath (FILE_NAME)) ;

fis = new FileInputStream(file);

byte[] data = new byte| (int) fis.getChannel ().size()];

fis.read (data);

FAIDR=ID5DHFHE)

// RRAVE 3Kk T74IVICHERT S (Shi) BRICHLTE. ZOAFEICEDLS THREORES M %R

/) Y TICDEEE, 3.2 AAT—9DRELEUEEHRT 2] 258,
String str = new String(data);

mFileView.setText (str);
} catch (FileNotFoundException e) {
mFileView.setText (R.string.file_view);

} catch (IOException e) {

android.util.Log.e ("ExternalUserActivity", "7 74 ILDFHAICKBLELE");

} finally {
if (fis != null) {
try {
fis.close();
} catch (IOException e) {

android.util.Log.e ("ExternalUserActivity", "7 74 ILDRTICKELELE");

/**
* 77 A ILDBCILIE

*

* @param view
74
public void onWriteFileClick (View view) {

270
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BIDR—SHh S DEE)
// hRRAV KN 4% FIRAOT7 T TEZAHETHORWMERKICT S
/) 2L, BEOHZT7TYHNLEEE -HIBRAREETOICEEBELTTZ DR ETICE

final AlertDialog.Builder alertDialogBuilder =

new AlertDialog.Builder (this);
alertDialogBuilder.setTitle ("RA ¥ k 4");
alertDialogBuilder.setMessage ("FIFBIOT 7)) TEZAHETHRWVWI E");
alertDialogBuilder.setPositiveButton ("OK",

new DialogInterface.OnClickListener () {

@Override
public void onClick (DialogInterface dialog, int which) {
callFileActivity();

F) i

alertDialogBuilder.create () .show () ;

private String getFilesPath(String filename) {
String path = "";

try {
Context ctx = createPackageContext (TARGET_PACKAGE,
Context .CONTEXT_IGNORE_SECURITY) ;
File file = new File(ctx.getExternalFilesDir (TARGET_TYPE), filename);
path = file.getPath{();
} catch (NameNotFoundException e) {
android.util.Log.e ("ExternalUserActivity", "Z7AIHBHYEHA");
}

return path;

4.6.2 L—ITv Y

774N ERIBEICIEUTOIL—ILETFEI L,
1. 77 M IVERAFEAR 7 7 A L& LTHERT 5 (BHA)
2. DT T D SFAEZMERTT IV EAFBERT 7 1 IVIEER LW (K7E)
3. SD A— R ENFMRRT /NA RN T 27 7 1 IILOFAIIVERNRICT 2 (BH)

4. 77 A NVDEFBREEZERBLTT 7 DFRE21TO (WA)
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4.6.21 77 M IVZRBIFERNE 7 7ML E LTHERT B (%E)

[46. 774’51 T46.1.1. JFRFAT 7 A IV EHRD ] TRRELDIC, BHTHERONBTICEDLST 7 7 1 ILIZR
BIZEABIICT B2RETH S, Android DEF 2T 1 RFOBERLSE, BHROPYEY & ZFD T 7 & AL Content
Provider % Service 7 & ® Android DH{EADHFTITIRETHY, TERVWEBEDIHIBEDH T 7M1 ILDT U RHE
TRATZZEEBRFTT DI &ICRD,

EBIT7ANIATOH Y TILI—RKPUTDOIL—ILDEBEHESRBEOI &,

4.6.22 DT TUYDNOHmAEEERTT V ERAARER T 7 1 VIFER LRV (M7R)

(4613 HAHAEEREI7AILERD ] TRRAZELIIZ, HOTFVICH LTI 7AIINDRHFEEEHATEE, 77
AR SN BROFEHSATERWL, ZOEH, EFa) T WARBESHISEHEEE - REMABRILEHTAEEN
M7 7ML EFBLEZBEROEEEEZBZRETIEAL,

4.6.2.3 SD 71— RIREHNBRERET /N RICHBMT 27 7 A VOFIBIBLER/NRICT S (BH)

4.6.1.4. HAEREEIR (FHASELEH) 77 AN ERD | THRARAEELDIC, SDA—REZRFLHETBHAERRT /N RICT 7
MIVEELSZ &R EFa)Ta zbctU’fﬁ%ﬁb@ﬁﬁﬁwﬁﬁﬁb‘bfgﬁﬂ’ﬂﬁﬁaﬁ%iﬂi%) ZEICENB, —HAT. SDA—KR
BR7Z7F7VT4 LI M) SVEFBEORWI 7 A VERA, PTIVABICT 9 eRHHOHITDICEREAZH—DZ b
L—yioc, 77 0)&*%&:4:o’Cti@ﬁ%ﬁé“é%15’}79:\,\’7—7\%%\,\2:%7{_bﬂ%ao

HEERRT /N RICT 71V ERINT 2358, FRESROT7 T L1 —2'HH - EX -HIRTEZIEEER
LT, ¥ FNa— RTHlARERS > h’&a&)'CL,L"FO)J:’)&/'JVr VMNIREDIITT ) OREFEITIDBENH S,

s FAIELTEY YT 14 TRIBRIIAMEBET NA R LD T 7 A IIICEE LRV
e HLEVYT 4 TRBREARSCEETNARLEDT 7M1 IIVICIRTET 358 I3EBSIET 3

e BT T A — LI ASINTIERZBERENDBERTNA A LD I 7 M IVICRET ZBEIIEFER L —
BICRETD

o ABRBTNARLEDT7 7MLV EHRARADHZE. HAHARALT—IOREMEHBLTHOT Y %FET S

c DT TP A —HY—ICL > THABEBETNARALD T 74 INIEWDOTHLHIKRSINDZEEBELTT T 25
StLairhniEasin

[4.624. 27 4INDEFEHBEAEEBLTTZ 7 DFRE%E1TD (WE)] bBRBTBZ &,

4624 77 M VOEFHREZERL T 7)) ORE=1TO (BH)

PFIVTALIMIICRESNET—YIEUTOI—H—BEICLUEESNZ, 77 OEFBEE RT3, Ik
B7 7)) OEFHEL VEVOIRETDH B,

e TTYVDT VA VAKN=I
c BT TNVDT—4ELUF vy anEE (IREI = 7TV r—yav) > 75— arvnEE))

SD H— REDHERET N A LICREFES N7 740, 77 OEFRELY 7 7 1 VOEFHENRVZ &2
BMTH2, SHICRODRRAEBET 2RENDH D,

e A—HY—|CLBT7MIDHEE
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e SDA—KRDIRERY - EZLBZA - 7oV b
e WIIITICEBTFAIDEE

ZDEIICT7ANDREBFFICE > TI7AINOEFHBEIERZ LSO, KB THIBALEZE I BREY VT4 THEBER
HRETIZEALITTRL, PTYELTELVWIHEARBIZ2EATE 7 7M1ILDORESBAEZEL GBRIRTBZMED
HB,

46.3 7 KNV K

4631 7714IT4 RV TYRADT 71 ILHEE

MOTTVICRAB I 7AIIVEEET I ERAIEZDTIRARL, 774 LT4 RV TIBRATI7AILEETEHED
# %, Content Provider & Service TZ DAEDEZ %, Content Provider % Service D CIHAR 7 7 AV EF—T
L. ZO774LTA RNV T9EBFOT7TVICEST, BFT7FTVIET774VT 1RV ) TIRATI 71V &5
EXTZE5,

DT TVICT7ANEERET VRIS G277 M IVHERAEE T 7AILT AR ) TIYRBO 7 71 IVHEAEDL
BAE RA62ICKRT, PVEREDONYI—aveT7 o 2FTT27T)QHETAY Yy M\H 2, HICT7o/ER%E
FATET7 ) AL EHTEZ LA EFAYFABETIEAY v RAAKEL,

£462 T7TVEI77AINHEAEOLE

774 INHEERE T EAEZREDN) I — 3y T RRA%EHAT 27 OEHH
HoFTIVICTTA o TRTCDOZFVICH L T—RBT IV ERFAL
WEBETIERE i TLES

« EXRAH

#5774 IWVHEE .
o AR +EZAH

T774A4INT4RYY) S Content Provider ¥ Service IC7 72X L T
TIRBDT 7 A ;ama; <B7TYICH L TEBIC—BIICT 222
#75 e %A - AHAAHBTES

s BREDH

s A +EEAH
o A +ERDH

ERIFANVHEREDELSICHHRBI DI ETHIN, HOTTVICT 7M1 IVDEERAHEHATDET7M1IA
BOREMMRIEL OS5 A%, HFICEBOT 7D LERKICEZAHDTbhdE. 771 IVRABEDT —9BELE
NTLEWTFTIDPERBICEBELRLSARDYRIDH D, DT TV DT 74 IHRBIZEWVWTIE, FHAHAHERE T
EHFATHIDONEELL,

LR TlIE. Content Provider T7 7 4 )L & #£H 9 % 3R%&H (JELR Provider DIBE) %> 71— R & LTEERT %,
KAV b
1. AT 7 7V IEBR/RT T THE NS, Vo714 TREREFRELTLL

2. B4tFRE Content Provider 7 U WS DIERTH>TH, ERT—IDLLMEEHRT S
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-

InhouseProvider. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License'");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.file.inhouseprovider;

import java.io.File;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;

import java.io.IOException;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.content.ContentProvider;
import android.content.ContentValues;
import android.content.Context;

import android.database.Cursor;

import android.net.Uri;

import android.os.ParcelFileDescriptor;
public class InhouseProvider extends ContentProvider {
private static final String FILENAME = "sensitive.txt";

// B#D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.file.inhouseprovider.MY_PERMISSION";

// BHOFERED/NY & 1fE
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) |
// debug.keystore D"androiddebugkey"MFEBAE /Ny > 18
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC..
—~1E29DD26 F77C8255";
} else {
// keystore M"my company key"DFEBAZE/Nv > 1{E
sMyCertHash = "D397D343 AS5CBC10F 4EDDEB7C A10062DE 5690984F 1FBI9E88B.
—D7B3A7C2 42E142CA";
}

CRODAR—JITHE <)
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FDR—I DS DEE)

}

return sMyCertHash;

@Override
public boolean onCreate() {
File dir = getContext () .getFilesDir();
FileOutputStream fos = null;
try {
fos = new FileOutputStream(new File (dir, FILENAME));
// hkRAV N 1k AATTFVEBRT TV THZDE, VT4 TREREREFELTEL
fos.write (new String("tEY T 1 TRIEHR") .getBytes ());

} catch (IOException e) {
android.util.Log.e ("InHouseProvider", "7 7AILREICKKRLELE");
} finally {
try {
fos.close();
} catch (IOException e) {
android.util.Log.e ("InHouseProvider", "7 7AJLRTICKELELE");

return true;

@Override
public ParcelFileDescriptor openFile (Uri uri, String mode)
throws FileNotFoundException {

// BBEEZE Signature Permission hERTTVICLYERINTWE I L 2HRT S
if (!SigPerm
.test (getContext (), MY_PERMISSION, myCertHash (getContext()))) {
throw new SecurityException (
"JMEEF Signature Permission AR T FTYICKWERINTULARL, ");

File dir = getContext () .getFilesDir();
File file = new File(dir, FILENAME) ;

/) Y TINDEDmAR) EREEISRT
int modeBits = ParcelFileDescriptor.MODE_READ_ONLY;

return ParcelFileDescriptor.open(file, modeBits);

@Override
public String getType (Uri uri) {
return "";

@Override
public Cursor query (Uri uri, String[] projection, String selection,
String[] selectionArgs, String sortOrder) {
return null;

CRDAR—J <)
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@Override
public Uri insert (Uri uri, ContentValues values) {

return null;

@Override
public int update (Uri uri, ContentValues values, String selection,
String[] selectionArgs) {

return 0O;

@Override
public int delete (Uri uri, String selection, String[] selectionArgs) {

return 0;

FAIDR=I DS DHFEE)

InhouseUserActivity. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.file.inhouseprovideruser;

import java.io.FileInputStream;
import java.io.FileNotFoundException;

import java.io.IOException;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;

import android.content.Context;

import android.content.pm.PackageManager;
import android.content.pm.ProviderInfo;
import android.net.Uri;

import android.os.Bundle;

import android.os.ParcelFileDescriptor;
import android.view.View;

import android.widget.TextView;
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FIDR—=IH 5 DFEE)

public class InhouseUserActivity extends Activity {

// FMB%®D content Provider &R

private static final String AUTHORITY = "org.jssec.android.file.inhouseprovider";

// B#t®D Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.file.inhouseprovider.MY_ PERMISSION";

// BfOIEED/NY ¥ afE
private static String sMyCertHash = null;

private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"MIEEAE /Ny & 1 (&
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BI9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D "my company key"DIIEAZE/\v > a{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

// MA% content Provider D/\y i —IZ%5IS
private static String providerPkgname (Context context, String authority) {
String pkgname = null;
PackageManager pm = context.getPackageManager () ;
ProviderInfo pi = pm.resolveContentProvider (authority, O0);
if (pi !'= null)
pkgname = pi.packageName;

return pkgname;

public void onReadFileClick (View view) {
logLine (" [ReadFile]");

// MBEZE Signature Permission N"E#H T TVICEWERINTVWE I EAHRT S

if (!SigPerm.test (this, MY _PERMISSION, myCertHash (this))) {
logLine (" MMHBEEZ Signature Permission BT TVICE Y ERINTLARWL, ");
return;

}

// MAS% content Provider 77\ DIFAZEHNBHDIRAECTHZ I & 2HRT 2
String pkgname = providerPkgname (this, AUTHORITY) ;

if (!PkgCert.test (this, pkgname, myCertHash (this))) {
logLine (" #IM% Content Provider FBE#T7 7Y TIEAWL, ");
return;

}

CRDAR—J <)
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FIDR—=I D SDHEE)

// B#tBRE Content Provider 7 7UICBIRL TLWERICIRY U TR MIEHTELW
ParcelFileDescriptor pfd = null;
try {

pfd = getContentResolver ()

.openFileDescriptor (Uri.parse("content://" + AUTHORITY), "r");

} catch (FileNotFoundException e) {

android.util.Log.e ("InHouseUserActivity", "Z7AILDBHYEFEA");

if (pfd != null) {
FileInputStream fis = new FileInputStream(pfd.getFileDescriptor());

if (fis != null) {
try {
byte[] buf = new byte([ (int) fis.getChannel () .size()];
fis.read (buf);
// kRA VN 2%k BHEE Content Provider 7TUHSLDERTH->TH, BRT—IDLL

MEFERT 2
/) B TICDEEE, [3.2 AAT—YDOREMERRT D] 25K,
logLine (new String (buf));
} catch (IOException e) {
android.util.Log.e ("InHouseUserActivity", "7 74 I DHmEH:AAHICKBRLELE");
} finally {
try {
fis.close();
} catch (IOException e) {
android.util.Log.e ("InHouseUserActivity", "Z 74D TIZKELELELE");
}
}
}
try {
pfd.close();
} catch (IOException e) {
android.util.Log.e ("InHouseUserActivity", "Z 74T 4RI ) TIYDRTICKKLELE
—");
}
} else {
logLine (" null file descriptor");

private TextView mLogView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;

mLogView = (TextView) findViewById(R.id.logview);

private void loglLine (String line) {
mLogView.append(line) ;

mLogView.append ("\n") ;

(CRDR—VITHEL)
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FAIDR=IDS5DIFEE)

4632 FAL U KN)DT U ERIERE

INETTI7AINICEBLTCEXF 2 T DEBEREHRBALTCEL, 774DV FFHTHBETAL I MNIIZDWVT
HFEF1) T A DEBENMVETHE, TITETALIMNIDT I EREREICOVWTEF I T4 LDEERAV b
%EREAY %,

Android IZi&, PFXUTA LI MYRICYTTA LI MY ERSE - ERT 2 AV Y RAWKDOHAEBEINTWS, £4F
D% FK463IZRT,

£463 TT)T4ALIMNIBTOYTTALIMNIEG - ERAV Y R

7 TG BT U REDIEE I—H—IC & 2HIR
Context#getFilesDir() A (EITHERDH) B2l > 7Y 7T ) r—>ay
HER-> [F—9%5HE]
Context#getCacheDir() A (EITHERDH) B&El = [7FY| >T7TVr—>ay

EER-> TFvyoamli (X IF—%
=HE] THHIERIND)

Context#getDir(String mode & L T. MODE_PRIVATE. [&%&El > 77YV] >7FVr—vav
name, int mode) MODE_WORLD_READABLE, ERR-> [T—9%HE]
MODE_WORLD_WRITABLE #% i§ &
AIRE

Z ZTHICKR % (T 1T % DL Context#getDir() ICL 27 7V ZREDEETH D, 771 IIDERTHERBALTLS LI IC,
Android DtF a2 74 R DOESRNSLT AL I M) HEEXNICEIELRICTEIRETHY ., 7T/ EREDREICEST
BHROHXEETI EBOLREERAIGHZD T, BHRORBICEMDOFREEZZRETH S,

MODE_WORLD_READABLE

TRTOT7 VIR LTTAL I N DFHBYIERESEAZ 750 THB, TRTOTF7TUYNTAL I MNIADT 7
AIV—EBPE4DT7 74 IIDODBEERENESTEICKLD, TOTALIMN)BTICMED I 7AIVEEBT DI EIET
BRWED, BEEIIDOISTEFERL TER S AW,

MODE_WORLD_WRITEABLE

M7 TVICHLTCTA LI N DEZAHEREEZZ 759 THB, TRTOFPTIINTALINIADT 7ML %E
EM. BB, 1) R—LA, BIBRATEEICR D, TNODREFI T 7MILEEKDT 7 RERE GAHEY., EERAH, £
7) EIFEBERTHY., TALIN)DEZAHERN H B LI THREERZBRETH DI EISTRIVER, o7 7
UDSEBFICT 7ML ERIRINAZYBERZIONEZY T, BEEIOI ST EMERAL TR SR 27024,

XKA463D 21— —|CLBHIFR] ICEAL T, T4.624. 774 OEFHEEEZELTT 7Y D%EETY (WAE)] %
ZROZ &,

*24 MODE_WORLD_READABLE # & ¢' MODE_WORLD_WRITEABLE I& API Levell7 LAF& Tl& deprecated & %2> T#& Y. API Level 24 LIEE
TREEFI) T HIADPRET Z-DFERATEARLAR>TWVWS,
25 RERR R L — U D AEERIEEE (SD H— RAE) ADBELRET IV MRSV NEBAEBEIITERY, ZTOEH, FHIYERDOARVA
AN =Y 774 NHDABREBEBICBRE SN THAZEARICAD LI AT &EARL,
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4.6.3.3 Shared Preference 57— 49 X—2X 7 7 (I D7 7t AEBRE

Shared Preference 5 — 9 RXR—REL 7 7 AL THERINE, POV ERAEREICODWTIZT77MILERL I ENEZ B,
L 725> T Shared Preference £ 7 —9 RXR—XE 7 7 A L ERABFICERMICIZFERAR 7 7ML ELTHER L. RBEDHE
& Android D7 7"V BEEDOTHEMICL > TRIETEZRETH S,

Shared Preference M {FEFAFI% RIC;R9$ ., MODE_PRIVATE IC & W 3EABK 7 7 1 JL & L T Shared Preference = /Ef L T
\I\ é o

Shared Preference 7 7 1 JLIC T 7 £ R&IR AR ET 24

import android.content.SharedPreferences;

import android.content.SharedPreferences.Editor;

/) ~Eg~

// Shared Preference ZE\f8d % (RIFNILIEHRIN3)

// R4V b : EAMIC MODE_PRIVATE E— RA&IEET %

SharedPreferences preference = getSharedPreferences (PREFERENCE_FILE_NAME, MODE_PRIVATE) ;
// BEXFEIDT) 77 Ly REEEALH

Editor editor = preference.edit ();

editor.putString ("prep_key", "prep_value");// key:"prep_ key", value:"prep_value"

editor.commit () ;

F—HR—ZIZDWVWTIF T4.5. SQLite #fF> 1 2#BRBT B &,

4.6.3.4 Android 4.4 (APl Level 19) ICEFZHHMA ML —IADT 7 EZRICET 2AERERICOWVWT
Android 4.4 (API Level 19) BIBEDIHERICEWVWT, AR ML —IADT I EAICEALTUTOL S ICARIERI N,

(1) WAL —YEOP7FTYVBEEFTAL I MY ICHEHE X T 234 &, WRITE_EXTERNAL_STOR-
AGE/READ_EXTERNAL_STORAGE Permission A RET# 3 (EEE)

Q) AHLRAMNL =V EDT7TIVEETAL Y NYUNDIERICHBZ 7 714 L2 5HALIHEE L. READ_EXTER-
NAL_STORAGE Permission "W ETH % (ZEEF)

Q) TZARIVABRAMN -V EOT7TIVEET 1 LI N UADERICT 7 1L EZEZATHEIE. WRITE_EX-
TERNAL_STORAGE Permission "2 T#h %

4) EAVEVUBROHBR ML —JICRTTVEET 4 L7 M LUADZAICE ZRAHE RGN

Z DL TIE. Android OS M/X— 3 V|2 & > T Permission DFIFEEDE - FEHNZEH > TWB7H, Android 4.4
(API Level 19) # £ /=W TIHAD Y R— MARERT FYDFEIFE. 1 VA M—ILTRIHRDNAN—YaVICL>TRER
Permission % 1—H—ICERT B Z &AW, FELWKREEFEARL, Ko T, LEAKR Q) OHICELATEZITTY
DiZEIE. <uses-permission>% 7 D maxSdkVersion BHEEZUTO LD ICRE L THRHIETZ I & EBBDHT 5,

AndroidManifest.xml
<?xml version="1.0" encoding=""utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.file.externalfile" >

<!-- android.permission.WRITE_EXTERNAL_STORAGE Permission ##AEEd 2 —--—>
<!—— Android 4.4 (API Level 19) LTI, #EMRAKNL—S D7) 5T—45EE %
HAEEZT BMIC Permission WAERTD, maxSdkVersion #EET 5 ——>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"
android:maxSdkVersion="18"/>
(CROR—JIZHE<)
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BDR—IHSDEEX)

<application
android:icon="@drawable/ic_launcher"
android:label="@string/app_name"
android:allowBackup="false" >
<activity
android:name=".ExternalFileActivity"
android:label="@string/app_name"
android:exported="true" >
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>

</manifest>

4.6.3.5 Android 7.0 (API Level 24) (BT 2ABARNL—VDRHETA LI M)ADT I RICEET 2HEHRERIC
20T

Android 7.0 (API Level 24) LIBEDHKRICEWT, AR ML —YOFET 1 L 2 M) I L. Permission DFIAE S 4
LIV ERTEZ7HDH#A & LT, [Scoped Directory Access] DNEBA Iz,

Scoped Directory Access Tl&. StorageVolume#createAccessIntent X ¥/ v KDB|#IC Enviroment 7 5 A CEHEIN=T 1
LY MY %IBEL. Intent ZEMT B, EHKS 17 Intent % startActivityForResult TEET 22 & T, BELICT 7€
DFAERDZIYAT7OATHRRIN, I—H—DHFAETIERAMN—IRY 2a—LTEDEBESNIETA LI NY
AT VAN AR E LD,

% 4.6.4 Scoped Directory Access IC& > TP IV EZRATEE2F14L I MY

DIRECTORY_MUSIC — MR T T 7 A ILDEET A LT MY
DIRECTORY_PODCASTS Ry R¥v A NOEEF LI NY
DIRECTORY_RINGTONES EEBEOERETFTALIRNY

DIRECTORY_ALARMS TI—LEBOERETA LI KN
DIRECTORY_NOTIFICATIONS @#HIZDE#£T 1L I M)

DIRECTORY_PICTURES ER7 7 1ILOZET LI NY

DIRECTORY_MOVIES BET 7 AILDEET LI NY
DIRECTORY_DOWNLOADS A—H—IFooO0—RLET7MILDEET LI MY
DIRECTORY_DCIM NASICLDER - BET7 7M1 IVOERET LI MY

DIRECTORY_DOCUMENTS A—H—ICE>THEONAERFIX Y NOEBET ALY N

TV T I ERTHZ2VEOHZEEALEZDT 4 LI MY THZDA5IE Android 7.0 LEDIHKR CTEIMES # 215514,
LUFDOERIC & Y Scoped Directory Access HEEAFIAT 2 2 & ##3E T 5, Android7.0 % £ WTHERD Y HR— N HAdh
BT ) DIZER. 14.6.34. Android 4.4 (API Level 19) ICBF2HAMA ML —IADT I/ R ICET 2HKRERICD
WT ] T#BH L7 AndroidManifest D0 F A SRT 5 2 &,

e AERA ML —TICT VA TES Permission 245 L7BE. Z7UVDEBMADTA LI NJICETIVERATE
TLZES,
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* Storage Access Framework T7 7 ERATZ 371 L I M) 21— —I0BIRIEZHE. TOHELY H—LT
EMRBREERDOND, /ol AR —VDI—bT4 LI MNIICT I ERAFAESZ AL AER b
L—YUKRIZTIRRATE S,

723, Android 10(API Level 29) Tld. StorageVolume#createAccessIntent X ¥/ v NIFIEHBE & 7 5 772, Intent &= 4K
T B7-HICIER DY IC Intent#ACTION_OPEN_DOCUMENT_TREE %@ ¥ % Z &%,

4.6.3.6 Android 10(API Level 29) iCE 17 5AEA ML —IADT I ERICEAT 2HERICDOWT

Android 10 (API Level 29) LABEDIHRICEWTT NS ZADHAEBA ML =Y EICH BT 7ANICT TIDNT IO ERT DA
ENEES N,

Android 10 249 —#4w MCLTWB T T DHBE. ABAM L - LD T 7 M IV ERRTBZLEDDRELE 2 —NTF T 7
IWETHRSNS, E7 V7 TIVEETALIMNIDOTICZOT VRO 7 7MLV ERETE, ERLAET 711
KT RHRAEEST IV EREREEICAEL. R—I vy Y a VDEERETEERD, PTVETUVAVAN=ILTBET
TVEETALI NIRICHZ T 7ANETRTIY =Ty TEINBH. 771 EETICIE MediaStore RIZRTF
TINELDH D,

BOTTYDMER LT 7 AIAT VRS ZICIE. UTOBADEREEHR L TOARITRIERSA,
1. 771 IZ READ_EXTERNAL_STORAGE /S—3X v ¥ avhfEIhhTWS
2. 7 7 1 LB MediaStore.Images. MediaStore.Video. MediaStore.Audio D WFNNMIFEEINTWDS

MOTTIVDER LMD T 74N (F9vA—RTA LI RNIAD T 7AIVEED)ICTI7ERATBICIE. AMNL—Y
FOERAIL—LT—045FRALI—HY—DPEED T 7MINEBIRTEIVEN DD, FLBREELI—DFEEXT 1 T7E
BTF—YICEALTUTORIBE A EREINS,

o« HIZT7 7 A4 IAD Exif X ¥ TF—4% 558 ¥ %I21& ACCESS_ MEDIA_LOCATION /8—3X v ¥ 3 VDS NE
e MediaStore RICHBZL 7 7 1)L D DATA FlizHIBB S WERETE AW

o MediaStore.Files T — 7IVICIZBE, &, SE7 7M1 IIVEFIRERSN, EZEPDF 774 )Lk n5—7
JVICIERTIEI AW

HNEBRAKN L —CHDOBREE 2 =227 IR T 7AINICT VAT EZHEE, LTORICEFED B,

*26 https://developer.android.com/reference/android/os/storage/Storage Volume
*27 https://developer.android.com/preview/privacy/scoped-storage
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%465 HBRNL—YAOREL1—E/OTTUHT 71
TORAT BHE

7 7 1 VDGR BEBN—Ivay TR FEY FTVETFVAVR M=)
THET77MILEHIBREN
3h7?

TTVEETALIRY 2L getExternalFilesDir() @)

ATF473aL%Y>¥a>v (E READ_EXTER- MediaStore x

B #E. 55) NAL_STORAGE

DT TVDT 7 A IVICT
VRS BIGBEDH
gorvO—K (KFaxy =L Storage Access Framework — x
b BFERE) (YRATLD7T 71 JLiER
Y= EHmARAAET)

Android 9 (APILevel 28) LEI%# 9 —4w k& LTWE 7Y DFE. Android 10 TERX ML=V DF 7 )L FEMEIE
LRI Android XN—S 3 v &ETb SR,

REIDAS ¥ =TSy N T7x—LY)Y)—ZTE =45 v b SDK LRVICEHRBELSTRTOT7 7Y THREGHABIX b
L—UDEERD, TORONREENZA ML —V2FRALTTTIDNERICHET S0, BIERICHERTIVE
NH s,

Android 9 LI —4'y hE L TWBT7 T BHREBERIR ML —J L EBICEHETE 207 X MF 2121 requestLe-
gacyExternalStorage ¥ =7 = X NBHEDE% false IR E L TRREMARIR b L —JHBEEEBMICT %,

4.6.3.7 Android 11 (APl Level 30) &3 2 WREBEPA N L —SDEHICDWT
Android 11 (API Level 30) LA 4 —4y h&T BT TVIFTRTHNREHEMNR ML —I BRI NS,

Android 10 THESN TWERRHENZA NL—Y%52F T K7V 925727 R MNEM requestLegacyExternalStorage
DEREIFERING, PTTIVEADOT ALV N RBASBISERBERYNOEDT TYDNSET I EZRATERL,

FINAADANL—VBEE
FNRAZADAKN L —VEBEEBITZT7AINRR—V v =Ny I T TTP7T)VDEDUTDOA VTV RHEEENT

W3,

£466 ANL—VEBERTDZLDOI VTV M

ACTION_MANAGE_STOR- ANL—YDREZREZHRT S
AGE
AC- FREAR—ZADPFRELTWEBERELI Y —DORAEEZFETF v v ¥ azHIR

TION_CLEAR_APP_CACHE £

Fleo T7ANRNY—REOBERD S, LTFOAVTFY MILZA—H—~AD) VTR MNITERS BT,

*28 https://developer.android.com/preview/privacy/scoped- storage#filtered- view-summary

W AR =VTIERATL—LT—0 FATEENR—I vV aVEYITAITEI B LRBORICFRISNTVWBEBHICTIERT S
ZENTES,

*30 https://developer.android.com/preview/privacy/storage?hl=ja#scoped- storage
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®467 EEER>FEAVTVR

AC- Android/date/ T4 L2 F) & FRTOY T T4 LI M) B KU Android/obb/ 74 L7 k1Y)
TION_OPEN_DOCU- EFTRTOYTT4LIMIICHTBI—HF—~ADY I TR |

MENT_TREE

AC- Android/data/ T4 L7 b ) EFTRTOYTF 4 Lo MY S &Y Android/obb/ T4 L7 k1)
TION_OPEN_DOCU- EFTRTOYTT4LIMIICHTBI—H—~DY VTR

MENT

MANAGE_EXTERNAL_STORAGE (CDWT

TVANWAR/ET TVRETRTDI 7 AT IV RAT2HENDH 3355 1E. MANAGE_EXTERNAL_STORAGE #[R
HEA—Y—ICYIITRARNTEINELIHD, VIITAMNDFIEIILLTDOEY,

* manifest IZ MANAGE_EXTERNAL_STORAGE #[R%#E &
* ACTION_MANAGE_ALL_FILES_ACCESS_PERMISSION 1 ¥ 7> h & {T

ACTION_MANAGE_ALL _FILES_ACCESS PERMISSION 4 V5V h&ET$T 32 E T, 11— -5 AFLRED
R=VICBHIHEZIENTED, TITA—H D [TRTODI7MIAEBETEZT7 IR EEAE| ATV a v s
BMICT 5T & T. MANAGE_EXTERNAL_STORAGE #REN’ 5N 3,

MANAGE_EXTERNAL_STORAGE #RMNMMIS5EN2 &, LTFDT7 VAN TREICHR S,
s HEANL—VHDTRTDI 7 A NADHHRY 7 IV CRIELEEART V£ 1
* MediaStore Files T — 7 ILORBAD T U & AHE
s —WERKITRTORPRAML—I T AL I MNIADEEZRAHT V2R

7272 L. MANAGE_EXTERNAL_STORAGE #RM’MI53nTEH, ULTFTORBRA ML —I T4 LI NYADT I ERIG
TERR,

¢ /Android/data
* /sdcard/Android (/sdcard/Android/media IEHB A ML —I D7=H DR Y TlEARW)

Android 11 #4 —4"v b & L. » D MANAGE_EXTERNAL_STORAGE #fR% Y VT A F$ 57 7L, 2021 F45E
F T Google Play AD7 v FO— KA TERL, D7y FO— REIRIZ, COVID-19 GFREIOF DA L ARRRE) O
HEAEBIZRY—THY. R Y—OFEHFHH % £ Tld. MANAGE_EXTERNAL_STORAGE #ERAHE & B

NB7F)ICDOWTIE, 9—%4 v k SDK % Android 11 (API Level 30) ICEH LARWZ & ARSI N TS, Android
1024 —4v h&F 2HAIE. requestLegacyExternalStorage 7 5 7 H'8| EfmEFRARIAEL > TV B,

MediaStore API I[CD W T

ATF4F7ALYYay (BE, BE. BF) K777 APLE LT, ARICHCUTOLOAFHRIEMS i,

*31 https://support.google.com/googleplay/android-developer/answer/9956427?hl=ja
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+& 4.6.8 ¥ MediaStore API

cre- ATATIT7ANDEEDTIN—T~DEERAHT IV EAEEI—Y—DT TVICHE5ST 2D
ateWriteRequest() ®D'Y 7 IR b

createFa- A—Y—DPEBELEATAT 774V ETNARALED TBKICAY] DAT 4 T7D—EE LT
voriteRequest() X—9§2-HDY IR

createTrashRe- A—H—DPRELEXTAT 274NV ETNAADITIFEICANDHD Y VTR b

quest()

creat- A—H—DEBELEATAT 774V ETNRAZADTIHICANTZLRICHIRT 57200 &

eDeleteRequest() IR K

4.6.3.8 Android 13 (APl Level 33) ICH32 X744 7L 7> 3 VHERIZDWT

Android 13 (API Level 33) #4—4v h$ 3577 D> 5., READ_EXTERNAL_STORAGE #E 3257 7Y I,
AT 4 T7DEAICISCTUTOERAREE LTERTILSEFTICR =,

£4.69 FIRAT 7L Y3 ER

AXT4TOEE YIIRNTBHER
HEPEE READ_MEDIA_IMAGES
EhiE READ_MEDIA_VIDEO
BE7714) READ_MEDIA_AUDIO

fesk > READ_EXTERNAL_STORAGE Tld, —DDHERTLREOAT A 7AL I a2 TICT I ZATARETH -
7). SWERORI—7%RYRELEEBRT 2-ODOEFREEZ 515, LUTIE. READ_MEDIA_IMAGES % {£
I BED. AndroidManifest.xml TDEE A,

[<uses—permission android:name="android.permission.READ_MEDIA_IMAGES" />

OA—RAPIICEITZERD) VTR MIFLLTORY,

private ActivityResultLauncher<String> requestPermissionLauncher =
registerForActivityResult (new ActivityResultContracts.RequestPermission(),.
—isGranted —> {
if (isGranted) {
// Permission is granted. Continue the action or workflow in your
// app.
} else {

)i

@Override
protected void onCreate (Bundle savedInstanceState) {

// g

if (checkSelfPermission(Manifest.permission.READ_MEDIA_TIMAGES) != PackageManager.
—PERMISSION_GRANTED) {

requestPermissionLauncher.launch (Manifest.permission.READ_MEDIA_IMAGES) ;
}
else{

// Permission is granted. Continue the action or workflow in your

CRDR—VITHEL)
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FIDR—IHS5DHEX)
// app.

FREOI—-REERTLEBE. UTOLD BHERY 1 7OIDRRIND,

823 0 Q & -

(=]

Allow My Application to access
photos and videos on this
device?

Don't allow

4.6.1 READ_MEDIA_IMAGES

Android 13 (APILevel 33) #49 —#4"w b &§ %384, READ_EXTERNAL_STORAGE #R% ! Y T X k L THIERS
A 7AaJIRRREIINALWN,

ZDH. TNLURID/N— 3 T READ_EXTERNAL_STORAGE ZEF 257 ) ICEWTIR LEDEEIIMELE
BREDN, ZOEIBTTIVDIB, LERBOATAT7AL I aVHBADT7ANICTIERTZTTVIEEDLIICE
BYREN?

7= & Z (¥ WallpaperManager.getDrawable() (3 B #1538k % EX1§ 9 % APl T#H %A%, E1TICId READ_EXTERNAL_STOR-

AGE H#EEEMBEE L, B OBERIEIATAT7ILIYavDIANTIREEINTULEDIFTRAWED, FIEXTA47
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ALY avEREREE LTERY 2DIFICIEV DAL,
ZDEIRIBE, FTVEN=Yav7y T LTHLT Z2RENH B,

Android 13 LRI Z2 49 —4w & $57 7 TH 3745 READ_EXTERNAL_STORAGE D#ER4S 4 7O JIERTFE N,
B2#Z TELNAIERIZ Android 13 LUBEE Y —4 v M LZBELBIE I NE /-, —F APl Level 32 TEI R L
A—H—QFTEBRHE. APILevel 33 TEILRLET IV AEA VA MN—IT B ETRHUNT B,

EFNTIE, PV EI)—=VAVRAMN=ILTBIT—X, DEYLRIDN— 3 VD SHERESEHCDIFTIEAWT —
ATREIN? ABEOHERS (2022/8) ICBEWVWT, ZDH—RADIFEDTNFEEIARXHI SIRBTENT LA,

4.6.3.9 Android 14 (APl Level 34) I[C& 3 5 E &K & BBDOIMOHT 72X

40 % Q6 T

MediaStore.lmages = 2

10 1000000057
Title: IMG_202407111_133100
Path: /storage/emulated/0/Pictures/IMG_20240111_133100.§

1D: 1000000058
Title: IMG_20240111_133208
Fath: /storagefemulated/0/Pictures/IMG_Z0240111_133208 j

462 BEHRIZ7FAILDITY

LD, 77 AD Button 2T T2 & TIHARDER T 71T ) T2H 0TIV TOT5LTHD,
J—NIEETDEY,

AndroidManifest.xml
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{<uses—permission android:name="android.permission.READ_MEDIA_IMAGES" />

MainActivity.java

String[] PERMISSIONS = {
Manifest.permission.READ_MEDIA_IMAGES,
bi

private final ActivityResultLauncher<String[]>
requestPermissionsLauncher = registerForActivityResult (
new ActivityResultContracts.RequestMultiplePermissions (), isGranted -> {
if (isGranted.containsValue (false)) {
Toast toast = Toast.makeText (this,
"Don't allow", Toast.LENGTH_SHORT) ;
toast.show();

}) i

@Override
protected void onCreate (Bundle savedInstanceState) {
// HBg
for (String perm : PERMISSIONS) {
if (ActivityCompat.checkSelfPermission (this, perm)
!= PackageManager.PERMISSION_GRANTED) A

requestPermissionsLauncher.launch (PERMISSIONS) ;

findvViewById (R.id.button) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

readContent () ;

)i

ZM3— K%, targetSdkVersion 33 / Android 13 % L T targetSdkVersion 34 / Android 14 O&HETREIT LB E. {10
BRFICRALZERY 14 7OV DRTIND,
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=

Allow My Application to access
photos and videos on this
device?

Don't allow

4.6.3 targetSdkVersion 33 / Android 13
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&

Allow My Application to access
photos and videos on this
device?

Salect photos and videos

Allow all

Dan't allow

4.6.4 targetSdkVersion 34 / Android 14

LORDBEY. Android 13 TEXAT AT I 7ANMADT I A ALHTE LLIEL2ETLHNTEALD 725 Android
14 Tl& TSelect phots and vioes] B9 4 PO A Za—IZBMSNTWS, TOAZa—%FRLEFE, 21— -

DATATIFPANANDT IV R%EHT T 2MEARNIGEIRT 2 0 TREE R >TE Y, fEREY BRHERNTRE
(\:fd:'D—C\l\%)o
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_

Select photos and videos you allow this app to access

i Photos Albums

Recent

k) View selected Allow (1)

4.6.5 Select phots and videos

LFOROT7 O AHFATTAT I LERFTLEEES. 77V IRA—Y—DPHFILAEATATI7AIVDOIRT VAT
BEER D,
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713 8 O Tda

MediaStore.lmages = 1
10: 1000000040

Title: IMG_20240111_070148
Path: /storage/emulated/0/Pictures/IMG_20240111_070148.)

466 HAShEHBIZ 7LD

DL BRBWAWICT VR EFASINHE, 77 ICId READ_MEDIA_IMAGES #RIFME5SNTX T4 77 7
AWICT IV ERATEZDRETRHDOAHER>TWVWD, oT. ZOFETSVERTLEGE. 7T7VREBE. X747

T7ANADT V2 AERE 1—H—ICERT I2UEHNH S,
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715 9O Tda

&=

App info
My Application

& i

Open Uninstall

Motifications
Off

Permissions
Mo permissions granted

Storage & cache
11.74 MB used in internal storage

Maobile data & Wi-Fi

Mo data used

Screen time
2 minutes today

4.6.7 READ_MEDIA_IMAGES #RA T 5 IhTuan

Android 14 IC5 73 ZOBEDZEE L. READ_MEDIA_IMAGES & READ_MEDIA_VIDEO #[R%#ER3 %57 7Y
ICERAISNS, BONICT IV ERAHFAINAIGETHoTEH, EREZRFL. ROAT7 7Y RHBEICEI EHKCICTIE
READ_MEDIA_VISUAL_USER_SELECTED & & U' ACCESS_MEDIA_LOCATION #[R BN TERT 2EENINE
THhd, EEMILLTOREY,

AndroidManifest.xml

<uses-permission android:name="android.permission.READ_MEDIA_IMAGES" />
<uses-permission android:name="android.permission.READ_MEDIA_VISUAL_USER_SELECTED" />
<uses-permission android:name="android.permission.ACCESS_MEDIA_LOCATION" />

MainActivity.java

String[] PERMISSIONS = {
Manifest.permission.READ_MEDIA_IMAGES,
Manifest.permission.READ_MEDIA_VISUAL_USER_SELECTED,
Manifest.permission.ACCESS_MEDIA_LOCATION,

i

private final ActivityResultLauncher<String[]>
CROR—VIHEL)
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RIDR—=IUDSDIFE)
requestPermissionsLauncher = registerForActivityResult (
new ActivityResultContracts.RequestMultiplePermissions (), isGranted -> {
if (isGranted.containsValue (false)) {
Toast toast = Toast.makeText (this,
"Don't allow", Toast.LENGTH_SHORT) ;

toast.show();

}) g

@Override
protected void onCreate (Bundle savedInstanceState) {
// B
for (String perm : PERMISSIONS) {
if (ActivityCompat.checkSelfPermission (this, perm)
!= PackageManager.PERMISSION_GRANTED) {
requestPermissionsLauncher.launch (PERMISSIONS) ;

findViewById (R.id.button) .setOnClickListener (new View.OnClickListener () {
@Override
public void onClick (View v) {

readContent () ;

)i

EROY Y TN OA—RERTLEBE, BONICT IV EREHFTSNHETH>TH. READ_MEDIA_IMAGES &7
TYDBIGLIERE LTT TR THREERINDS,
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T e O Tia

&=

App info

My Application

& i

Open Uninstall

Motifications
Off

Permissions
Photos and videos

Storage & cache

11.74 MB used in internal storage

Maobile data & Wi-Fi

Mo data used

Screen time
Less than 1 minuteshie——

4.6.8 READ_MEDIA_IMAGES #RA T 5IhTW3

4.6.3.10 DCL (Dynamic Code Loading) nZ&£ M4 Di&{t

Android 14 A5, BIMICO— R&FHAATHEIE. DEX. JAR. APK REFZHRAARRERD T 71 I ERAWEERIC,
setReadOnly() * Vv RAFERA LAY ERICT 2 ENNEAEE R T,

Ihid, 77 MILOFEREBERCE T TIRARLS, {TARALI— NEEIRITASKT TYDBREIFERENSE YR
EERTDLDTHD,

setReadOnly() XV v R & fER LA REFIIUTDEY,

File jar = new File (dexPath);
try (FileOutputStream os = new FileOutputStream(jar)) {
// Set the file to read-only first to prevent race conditions
jar.setReadOnly () ;
// Then write the actual file content
} catch (IOException e) {
Log.d ("Log", e.toString());
}
PathClassLoader cl = new PathClassLoader (dexPath, getClass () .getClassLoader());
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setReadOnly() XV v K& LAh 72354, PathClassLoader 1 VA Y VY RAEER T B IM I VI TUTOLOIRT
S—hHET I,

[E Attempt to load writable dex file: /data/user/0/com.example.test/cache/Test_dex.jar

BB, EFX2YT71 DERDSHIE. DCL 2EAT 5 I BRMERS L TUHAY, EdD@Y, d—R(>Yxzov 3
YRA-RNRETADVRINEBIONDHTHD, 1—H—F 7T7)HIPABTEDL>BRIA—-—RE2O0—RLTW3S
NEBHTDIEFAV, PX)OEHCS FT2EERINRTT ) ORBAICEET 28 0DEEZL 2, TDRH, B L
RIRDCL ZFEALTVWBDTHNIE, REBEOFEERFTNELS I,

AR TIEREBE AL E LT Android App Bundle 2T 2 Z &R I TE Y., 2021 &£ 8 Ab 5. Google Play R b 7
DIFRTOH L W7 7 ICHWT, Android App Bundle DFERAN BB E > TWBE

4.6.3.11 Zip 7 7 1 JL.® Path Traversal ¥3%&

Android 14 55, Zip 77 A4IDITY MYIZ 1] NEENBIBEY [/] THEBHBEIC. ZipException " AO—31 %
LI o7,

UFD&LS5RZip 7710V TH D,

$ unzip -1 test.zip
Archive: test.zip
Length Date Time Name
104565 2023/02/28 14:21 ../mkcsv.txt
104565 1 file

L&, testzip DT ¥ MY IE M/mkesvixt] ER>TWd, TOLI A Zip 774 IVIC, Android 14 249 —47 v b& L7
TTYUDNSETIEALEGEDY Y TN I— RERTHERIZUTORY TH 5,

filename = this.getFilesDir () .getPath() + "/test.zip";

try {
in = new ZipInputStream(new FileInputStream(filename));

while ((zipEntry = in.getNextEntry()) !'= null) {
// HBg
} catch (IOException e) {

e.printStackTrace () ;

}
W java.util.zip.ZipException: Invalid zip entry path: ../mkcsv.txt
W at com.android.internal.os.SafeZipPathValidatorCallback.

—onZipEntryAccess (SafeZipPathValidatorCallback.java:61)

ETHEROOVICHEH 2B Y ZipException N RAO—INTH Y. Ihid getNextEntry() EFTRFICKET 3,

B2 AR THOANADPRA—ENDZER>TVBNRBICRIEL 2 E ZBT5—HRET S
https://developer.android.com/about/versions/14/behavior-changes- 14 ?hl=ja#safer-dynamic-code-loading
B IPT) OhBERE] TIA NV —stFa)F 1 SCEl
https://developer.android.com/docs/quality- guidelines/core-app-quality ?hl=ja
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BEHAZNSBRLAWARRICT I EATETCLEINRAMNSIN—FILEBEEADOHERTHY ., BEEFICBALSHOXN
NERTEDTH B,

—BMICC DR EA TN T MIT BICIE. LTFD & S IC. dalvik.system.ZipPathValidator.clearCallback() %179 %,

filename = this.getFilesDir ().getPath() + "/test.zip";

try {
in = new ZipInputStream(new FileInputStream(filename));

if (Build.VERSION.SDK_INT >= 34) {
ZipPathValidator.clearCallback () ;

while ((zipEntry = in.getNextEntry()) != null) {
// W

} catch (IOException e) {
e.printStackTrace () ;

4.7 Browsable Intent ZF|Hd %

TS9N E Web R—IU DY VI ICHBLTEEITZELDICT T 25 Z ENTE S, Browsable Intent & LD HEET
Hb, 7F7YIE URI RF¥F—L% Manifest 771V TIRET DI ET, TODURIRAF—ALEZF D)V I~DOBE (21—
F—DIy THRE)VICRIEL, VY IaNRSA—§E LTEEITZIENTREICKS,

F7o. URIZF—L%ZFATRIETT 29D ORIGT 27 7Y 2iEET 5 5EIE. Android DA% 5T i0S fthd 7
FYNTA—LTERIGELTEY., Web 7T EDHET ) BHEREIC—MRIICHEDRATWS, HIZIE XTI
Facebook 7 7"V TIZRD L DR URI AF—LHMNEZINTH Y. Android THIOS THET VD SHIETEZT7 TUH
BEITDEDICARDO>TWS,

%471 URIRF—LERISETZT Y

URI R F— LA g BT TY
fb:// Facebook
twitter:// X

CDEDICEECHEMZEZEALENLKETH 2D, BEHIE=ZFILBAINZIERELEBEATVS, BEOHD
Web 4 hE2HBLTY Y ID URL IKARER/NRFIXA—F &AL ETT ) O#EEZERLEZY, AL URI 2% —
LICHBLEETIVT 2724 VA M=)V ETURL ICEFNZEHREENY LY T20EDEILND,

ZDEDRBREICHIET 272HI1C, FATIEICIEVWLS DHDDRA Y MK EDIFARITNRIER SV,
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471 > 7 )L 3—R
LUFIC, Browsable Intent #8 A L7 7Y DY > T O0— R%&RY, Starterhtml % Web Hr—/N—|C1 VX =L L T
R1T9 3,
i I N
1. Web R—JAN BT 2 URI RF—TEFE 07V IDNRITA—=FICEY VT 1 TREBRESDHRV

2. URL /RS XA =4 %FAT 2FIICMEOREMEAHEIRT S

Starter.html
<html>

<body>
<l—— kRAV S 1%k (Web R—JMAl) WHY B URI AF—V &MYV IDNRTA=8ICEV T4 TRIERESDRLN ——>
<!I—— URLN\SA—% & LTEIXFIE, UTF-8 T, ADURITVIA—KRLTHLLZE ——>

<a href="secure://jssec?user=user_id"> Login </a>

</body>

</html>

-

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.browsableintent" >

<application

android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name"

android:allowBackup="false" >

<activity

android:name=".BrowsableIntentActivity"
android:label="@string/title_activity_browsable_intent"
android:exported="true" >

<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />

</intent-filter>

<intent-filter>
<action android:name="android.intent.action.VIEW" />
<!-—— BEEM intent Z%F{F175 ——>

<category android:name="android.intent.category.DEFAULT" />

<!-— Browsable intent Z%F{fi7% --—>
<category android:name="android.intent.category.BROWSABLE" />
<!-— URI 'secure://jssec' =%\F{Fl7%d -—>

<data android:scheme="secure" android:host="jssec"/>
</intent-filter>
</activity>

</application>

</manifest>

BrowsableIntentActivity. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association

CRDR—VITHEL)
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* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

2 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.browsableintent;

import android.app.Activity;
import android.content.Intent;
import android.net.Uri;

import android.os.Bundle;

import android.widget.TextView;

public class BrowsableIntentActivity extends Activity {

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.activity_browsable_intent);

Intent intent = getlIntent();
Uri uri = intent.getDatal();
if (uri '= null) {
// URL/INZXA—49TEIN1—F— 1D 2EET 2
// kR4 VK 2%k URLDNFA—5%FHT IRIIMEOLLEAHRT S
/) B TICDEZEB, [3.2 ANT—9DRLEEHRET D] 258,
String userID = "User ID = " + uri.getQueryParameter ("user");
TextView tv = (TextView) findViewById(R.id.text_ userid);

tv.setText (userID);

FIDR—IH 5 DFEE)

4.72 I—ILT vy

Browsable Intent 2§ 3 2B ICIEULTOIL—ILEFE T &,
1. (Web R—JHAl) ST BNV IDNRSA—FICEY YT 4 TRIEBREZDHHRD (WBWAE)
2. URL DI A =4 %FBT2ICEOREME4HET S (MA)

3. AEETHNIE Android App Links =FIRT % (#E2E)
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4721 (Web R—Ifll) WBET 2V IDNRIA=SICEY T4 TRIEREEDHV (WA)

ToUHFLETY v E Sy T LK, data (Intent#getData 12 THS) IC URL OEH A o7z Intent AFITEIh, Y RAT A
IC& WY % Intent Filter 2527 7)) Y2817 %,

Z OB, AL URI R F—A%F T+ % LD Intent Filter R EINLT YD EREET 2HE51E. BEORBRHN
Intent IC & 2RBEICRAKICT TYRBRDY A 7ODBRREIN, I—F—DBIRLATZTUDNBETZI&ICRB, R
I, 77V BREEORRBEE LTILD I 7AEEL TVWABEIK, 1 —F =R o Tz 7ARBE)IETLE
SBRUDDHY., RSA—IDBTITITICED I LTS,

TDEIITWeb R—I DY VY URLICEDNRSA—YRBIRTIII I TIEDFATREMENLHDDT, —H#D Web
R=ISD) VI 5aEBEEERABFIC. URLDNRSA—FYICEHEEY YT A TRIEREEHDZ I EFRBITRITRIERDS
’3: L\O

URL 22— — 1D &/327 — RH A > T 34l insecure://sample/login?userID=12345&password=abcdef

F/. URL DNRNS A= 1—HY—IDRELY T 1 TTCRWERDADBETEH., 7TV REBONRIXT—RKAN%E
TTVRAITESEZ LD BAKRTRE, 2—H—DAIMADFTICTLI I TEREELTLEL, IV FICHLT/IRIRT—
REAALTLES>BRMEEH D, TOLO, —BOOTA VUBEKET 7)RITREET 2L D Rk ERETTE
T#H %, Browsable Intent IC& 27 7Y i2ENEH < X THERM Intent IC&K 27TV EEITHY., BERILAET Y HNEES
NBFRAHLPRBRVIEEIKBICBWAET ) - Y—EREREFE LD T IHBELH S,

4722 URL D/XZ X =48 %= FIAT 2RIICEDEZ LM ZHRY 5 (LH)

URI RF—<ICEbER) 71k, PTURREICRESTHTHEERTREAD T, 7T YIEI N/ URL D/IRAFA—%
MIEHFD Web R—=IUDNSELNTLBERRSAEWL, T, EIN/ URL D/IXTA—FHEHRD Web R—IUHSES
NTEEDNEIDERRZFEER,

ZDH, FEINURL DRI A=Y ERMAT BRI, NIA—FICBELBRWMEN A > TVWRWARE, EDREM
R T DVENDH D,

4.7.2.3 "gEcHNIE Android App Links #FIET 2  (#3E)

Android (Z1& App Links & WS H##&HH Y. Web 4 D URL &7 7Y 2T 175 Z & A AEETH S, URL ET S
DaEMTIFZZEICE>T. B—DV Y IEBELTVWER 7T IRKRRIC2 DU LEEFEAET ZHEETH>TH. URL I
S EROT7 T ER/REST DI ENTE S, ZDD, WMKRICA—DI VI EEBELLEINIZTT7TINA VA h—
WENTWREELTEH, YV IDLRILIIT7SYDNRETZZ & IEAL<, 2—HORBRBMULTERDT 7 HiEEE
43, INiE Android 6.0 (API Level 23) LUBEDiHEKR TR HEETEETH 2,

App Links ZF|A T 27HICIET T & Web 4 NOEADFEWEELERT 2HENH D, TOLOEAFER. 7
TIVORY T —VZPHABED T AV H—F YV MR EERBEH LA json 774 EZBHEL. B#d Web 4 b
LTRBEITBZHLENDH S, £ L T Browsable Intent @ Intent Filter ICEH*D Web 4 b ERAKEDY > I &IEEL.
android:autoVerify="true” #EE9 5 & T. YV I/ HRIESNFBTEEE 25,

@tt: //www.jssec.orqg/.well-known/assetlinks. json
[{
"relation": ["delegate_permission/common.handle_all_urls"],
"target": {
"namespace": "android_app",
"package_name": "7 YDy ir—IZ",
"sha256_cert_fingerprints":
CROR—=DIHEL)
300




Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2024-02-29

BIDR—TH S D)
["SEBRZED T4 v H—T YU b

H]

AndroidManifest.xml
<activity
android:name=".BrowsableIntentActivity"
android:exported="true" >
<!-- android:autoVerify="true"%2EE593 -—>
<intent-filter android:autoVerify="true">
<action android:name="android.intent.action.VIEW" />
<category android:name="android.intent.category.DEFAULT" />
<category android:name="android.intent.category.BROWSABLE" />
<!—— URI 'https://jssec.org' Z%lI{tiF%d ——>
<data android:scheme="https" android:host="jssec.org" />
</intent-filter>
</activity>

4.8 LogCat icO/HHd 3

Android I& LogCat E M EN 2 Y AT LOTHENHY., YRATLOOTEREZIITRLL T 7Y OOJERE LogCat 12
HAOEN 3, LogCat DOV ERIEE CIAKRADMDT 7Y h S H5mHIY TRE THB. £V T4 TRIER%E
LogCat ICOJHALTLES 7V ICIEBERFROKBUELH D &S ND, LogCat ICIEEY VT4 TABEREZOIH
NTRETEARL,

tFXAYTFAERTREY ) —RRT7 ) TE—POTHALBVWI ENEE LWL, LALKRARERICEY ) Y —ZR
FPX)THOTHAT BT —ZADH 2, ZZTRIVIV—RRTZFVICEVWTHERTHEALDD, BV T4 TRIERIE
AJHEALBWHEERBNT S, /e 4831 V) —ZART7TVICBT2AT7EAD 2 2DEAS] 3BRIB I &,

481 > 7)La—R

Z Z Tl ProGuard Z#FIFBLTY Y —RIR7 7Y TD LogCat ~NOO T HARHMET 2555 BNT 5. ProGuard (&8
AIRTVWAVWXAY Y RE, RENICAREALAD— NEBBHIRY 2RELY —ILD—DTH 2,

Android ® android.util.Log 7 2 R ICI& S EEDOO S HHA A Y v K Log.e(). Log.w(). Logi(). Log.d(). Log.v() #*% %,
AJEHRIE. VY —ZRT7FYTHATZ 2L 2BERLAZO07ER (LT, EAOQJBEREMER) &, YY—RRT7TY
THALTRALARW (FEAETFTAY7HD) OJER (UT,. AEOJBEREMER) 2RFTEIRETHD, EA
O HADRHICIE Log.e()/w(/i) #ERA L. BROTHADRDHICIE LogdO/V) 2FERHT R E LW, SEHEOOTH
NAVY ROFEODFOFMICOWTIE 4832 OV LNLEOTHAAY v ROZEREE] 28RBS &, i,
[4.8.3.3. DEBUG O % & VERBOSE O 7 \ZBEIMICHIMRE N2 b3 TIEAW] BRI &,

RR—=IPET, Log.d)/v() THAT 2HEOVERERERT 7)) cidosEAL, V) —RR7F)TidasEAaL
BRWHYFLI—-REBNT S, 2OHY>Y F)LO— KTiE Log.d)/v) BUH L O— K %= BEHIFRT % 72%IC. ProGuard
ZEALTVWS,

34 LogCat ICtHA S h7-0O/1E#RIE. READ_LOGS Permission #FAEE L7 7Y THNIEHRAHIY TEETH B, 77 L Android 4.1 LIETIE
LogCat ICHHASNAMbD 7 7Y OOV ERIIFRAMY AT &R oFe, oo A¥V— M7 3 a—H—THhiX, ADB #EHT LogCat DO J1E
wEBRIT DI ELTRETH D,
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RA Vb
1. €YY7 1 T11ERIE Log.e()/w(/i(). System.out/err THA L AW
2. BV T4 TREREOVHAT BHEE Log.d)/v() THAT S
3. Log.d)/v() DU H L TIREWBEZEFER LWL (KAL)
4. ) —ZEJI KT Log.dO/N() DV H LABEHIRE WS EHEAEZEAT S

5. V)= F7F)DAPK 7 7 ALY ) —ZREIL RTERT %

ProGuardActivity. java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.log.proguard;

import android.app.Activity;
import android.os.Bundle;

import android.util.Log;
public class ProGuardActivity extends Activity {
final static String LOG_TAG = "ProGuardActivity";

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.activity_proguard) ;

// kR4 VN 1k BYYT 1 TIERIE Log.e () /w()/i(). System.out/err THALAL
Log.e (LOG_TAG, "tV ¥F 4 7 TIEARWER (ERROR) ") ;
Log.w (LOG_TAG, "tEY ¥ 74 7 TIEAWER (WARN) ") ;
Log.1i (LOG_TAG, "tEY ¥ 74 7 TIEAWER (INFO)");

/) kRAVN 2% BV T 4 TRIEREZOITEANT BBEE Log.d() /v() THATS
// kRAV K 3%k Log.d()/v() DIEUCHLTREY BEEHEALARL RAPLE)
Log.d (LOG_TAG, "t¥¥ 741 74RIEHR (DEBUG) ") ;

Log.v (LOG_TAG, "t®¥¥ 74 7AIE#HR (VERBOSE)") ;
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proguard-project.txt
# VZRA, AV Y REEDEFEEFH

—dontobfuscate

# kIRAY K 4%k YUU—REINRTIE Log.d () /v() DIFCHLABEHRE NS EEAZEAT S

—assumenosideeffects class android.util.Log {

public static int d(...);
public static int v (...);

* KA S5k VY—ZRT7TVDAPK 771U

[Ci¥jssecvProjectsKLogCati- 0% ¥ B¥Log ProGuard] - [app] - . app¥schm
bavigate Code Anshge Befoctor [N Pun Tools vCS wimdow el

4 XM &8 & o bimMakeProec Qri+F8 |

i:-nlﬁl._-ﬂﬂ._-ﬂm:'ﬂlﬂ Make Module “app' Ctri+Shift+F9 |
- o + | o Rabuild Project

ifests

g, jesec. android. log.proguard lmport ...

B % ProGuardact -
N hd B public class Prousrdictivity ex

Criphs final steatie Siring LDE_TAE
e | de

L publ e void olreais{Bundle 1

super . onCreal el savedingiu

sed Conterd View(R. layould . se

W e bl el

)—ZREI RTERT S

® Generate Signed APK

' Mote: Proguard settings are specified using the Project Structure Dialog
APK Destination Folder: [:atr: 047877 T B¥Log ProGuard¥app D

Build Type: |relense

Elavors:

| Lo )

[eroe | QDD e

B48.1 YY—RRT7 T EERTBHE (Export §3)

BFEWRT 7)) (FRyTEIR) EV)—ZRT ) (V) —XEILR) @ LogCat HADEWE 482 IZRT,

FRFERT T (F)AwTEILR)

DU—=ZR7TY (UU—REILF)

D LogCat (2 [ Declaration B Console

Search for messages. Accepts Java regexes. Prefix with pid

Level Tag Text
E ProGuardhctivity T4z iR (ERROR)
Fr T T IR (WARD

ProGuardictivicty 55T (1 viREE (INFO)
ProGuardherivicy 17554711828 (DEBUG)
ProGuardhctivity 45711488 (VERBOSE)

< o

2D LogCat 52 [, Declaration [ Console

Level Tag Text
E ProGuardhctivity {75070 IEER (ERROR)
I ProGuardictivity 55 T &R (INFO

£ 4.82 Log *V v KORFERT 7Y &Y )—RRT 7)) D LogCat HADEW
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482 IL—IVTwvYy

LogCat IcO 7 & HANT 2L, UTFDIL—ILEFBI &,
1. EROJVERICEY T 1 TRERESDRV (BH)
2. EOJVBEREEANTZ2I—R2Y ) —REIL REFICEHBHIRT 204 58BAT D (HHE)
3. Throwable # 7Y 9 QT AT B E & Log.dON() * Vv REFES  (HHEHR)

4. QU BHAICE android.util.Log 7 5 AD XY vy ROIKMERT 2 (ML)

4821 EROJERICEY YT 4 TRRIEHREEHRV (WER)

LogCat ICHHA L7207 3bD 7 T HSHOU I EATEZDT, Y —RR7F)A1—H—nosv4 vERREDE
VIUTF 4 TRBHREOQIENT BRI ENHoTRASAHRYL, BEPICEY YT TRABRAEOQIIHEDT - REED
BWEIICTED, HBWNE V) —RBHCZEDEIRI—REZLTHIRT DI ENVETH B,

ZDOI—IVEIBFT B=0I1ICiE. EBRAOVERICEY VT4 TRIFERESOHRWVWT E, EBIC, BV VT4 TRIBEREH
ANTBHOA—REY)—REJL RIFICHIRT 2HEMEAEEATEIEEMHET B, 14822 FAROVIEREAENT S
JO—R&EY)—ZREI REFICEHEHIRT 2HEAEEATS (HE)] 28RBT32 L,

4822 AXOJE®RELENTZI—R%) ) —REIL RFICEEHIRT 244 %28AT 2 (HE)

TYREFERIE, B0 Y 7 ONEBROPENARERR. 7075 LREBORERER. BETOMNIILOBERE
F— S EER Y, WEBRABROERP TNy TRATEY YT TRIEREOVHEAIE VW EDH DB, 7T YRRRIC
VYT TRERET ANy /O E LTHAT2DEELAWVWY, ZOBEIE. T482.1. EFAOJ/BERICEY VT 1
TiERESDRN (BWA)] THRREZEIIC, VY- ds0/Hha—RE8IBRI3 &,

LN

S|

JY—REIL REFICHAREOJBREENT 23— FERERICHIRYT 272012, @5HOY—ILERAWVWTI— REIKREZR
BT AEHAEBATRETH D, FDEHDY—ILIC T48.1. > F)La— K] TN L7 ProGuard % %, BT
Tl ProGuard #ff > 70— REIBROMTHEAZEA T IBEOEREHAT S, T2 TiE, 4832 O LARN)LEOTH
NAY Y KOEREAE] (CHRL, BROSESRE Logd)V) DVTHADHTHALTWE T 7 IcH L CHaH%
BRAITBZEEZEELTWS,

ProGuard &SN TWARWXY v RE, REMICARERI— RE2BEHIIRY %, Log.d()/v() %-assumenosideeffects 7
ToavosIICBET S Z &I Y, Logd(). Logv) OMUH LARENICAERI— REHHRIN, BEHIRS
ns,

Log.d()/v() % -assumenosideeffects £I§ET 2 Z & T. BEIHIBROR/RICT 2

—assumenosideeffects class android.util.Log {
public static int d(...);

public static int v (...);

ZOBEHHIROLEA»EFMBAY B5E1E. Log.v(), Log.d) DRWEAFEALTLES & Log.v()/d) ®a— KAHIBRE 1
BWHEISEEISIBETH S, &> T, Logv(), Logd) DEWEAFERAL TUIRSRL, & XK ROERBRI—KICH
WTIE, Log.v() B HEIBR S e,

BIBRIERE L 72 Log.v() MBI S hAaWEERI— R
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int 1 = android.util.Log.v("tag", "message");
System.out.println (String.format ("Log.v () A $d &Z&RL7, ", 1)); // EERDE®H Log.v() DRYER
M,

F7-. L£35 ProGuard 32 IC& Y. Log.d) BT Log.v) "EEEIEINZ & A2FRE LAY —ROA—RKhoi &
¥2, HLEDOY—RRO— K% ProGuard RENShTWAWBO OV bTHABALTLE S &, Logd) B
Log.v() DY HIBRS nixWiesh, v T4 TRBERNMRELTLED BRELH 2, V—RI—NEBIAHT EE.
ProGuard 58 €A S6H7-70YV 7 NREBEDEASUARRET &,

4.8.2.3 Throwable # 72z 7 b0 HAT 2 & &l Logd()/v() XV v RE[ES  (HE)

M48.1. Y 7F7)La—K] 8LV 14832 O L ANLEOTHAXY v ROBIRE#E| ([TRLUEZEY. Loge()/w(/i() T
BEyo T4 TREREOQTHEHALTREALRVW, —AT, EXRENTOVSLOREEFHMICOIENT BT, Fl
A FEEBFIC Log.e(..., Throwable tr)/w(..., Throwable tr)/i(..., Throwable tr) TR % v ¥ b L —R % LogCat ICOZHAL T
WBHT—ZABH5ND, LHOLENS, Ry I M- 7075 00RBEEEFMcEALTLE DT, 7Y
T=2avild>TREY YT 1 TRBERIEENTLE S HENH D, fHlAIE. SQLiteException & ZDEHFHAL T
LES>E. EDOELIRBRSQL AT — M A Y RDRITSNEDODPBHESNMIARZDT, SQLA Iz 3 VHEDFELHY
HEEZTLES>ZEDH B, &> T, Throwable # 7V 7 hEOJTHAT BEICIE. Log.d()/Log.v() XV v RDH%f&E
B2 &%i#ET 2,

4.8.2.4 O/ HAICid android.utilLog 7 52D XY v ROAMERT 2 (#E2E)

FRREPICTTIVIEEBY ICEMELTWR Z L 2R 570X, Systemout/err TAOVAHRANTEIENH BB,
£ 5 % A System.out/err ® print()/println() XV v RTH LogCat ICAJ #HNT 2 Z & IFAEELED, UTOEAASOY
HAIC 1 android.utilLog 2 S AMDA YV Y ROHEFATHZ & 2 HET 3,

AJ%aHAT 2B EEE, —RICIIBEROBIBEICH L THAA YV Y REFEWSIF, HAOZEIET S, &2 Rla
IS5—, B BR377)ERENLEORDNEDND, TOXD% System.out/err ISERT2FED—DICIF, T
S5 — & EEIE Systemeerr, ENLAAIE System.out THAT 2 HENH B, LHL., 2OFE. VI)—RARICBHEANTS
BEOHZ VYT 4 TTHRVER (EAOJVER) cEV YT 1 TRERNFSEN TV I AREEDH 21BR BERO S
B ARACAY Y RICK>THASINTLED, &oT. BV YT 1 TRBEREE AT 23— NEHIRT RIS, HIkR
RNDPRETIHEETNDDH S,

F7. O HAIC android.util.Log & System.out/err % f& 5 35&1%. android.utilLLog DH# & E S BAE LT, OTHA
O—REHIRT ZBICERT 2 EMER 270, BIRENREDIANELZBETNAH 2,

LROLIBIZADELZBHRERS T720IC, android.utilLog 7 7 AD XY v KOMERT 2 Z & 5 #ERT 3,

48.3 7 RNV K

4831 V) —ZR7FIVICBIFZOTEAD2 DDEZA

1)) — iR Android 7 7V ICEFZ2AQ7HADEZAICIIKREL DI T, —NATHEATRETIIARVWEWVWIEZILH L,
BOBODICHRERBEREQATEATRELEWVWIZEZIAD 22D D, EXa VT 1 BEATIEV Y —RR7FYT
=R ALV ENREF LWL, LOALBRAREBRICEY Y Y —ARTZFIVTEQATHATEZT—ADH B, &
CTEHAEDZENTNDEZAICOWVWTER S,

1 2B, Y=RRZIVICEVWTATHATZZ EICIIRHFVMELIARL., LrbteryoTq TRERERELTL
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F3VRIPHZOT, —HIATHATRETIEARV] EVWIEZATHD, TOEZHIE. <D Web 7 71) ERR
B L EEW, Android 7 7V ERBRETIEY U —RBO7 7Y OOV EREREENSMNET 2FEI/AEIRLTULARL
ZEIEDBEDTHD, TOEZAAICEDCE, AEPICFEALEZOVEAI - REFKRROY —X3— RO SHIRL
TYY)—=RRT7 ) RS % & WHBERALG RSN B,

228 ARIT—HYR—IETT ) OFREEBNETIRBRFERE LT [ROBTOLDICHERBEREZD I H
NIRE] EVWIEZATHD, TOEZAICEDCE, VY —RRT7FYTRREY T4 TRIBEREZR>TOIHAL
TLEDBVWEIMODEEN BB ERZD, YV TN IA—REI/ aVTRNLEEIBABNI R2HKRT 28
RArBEERS, Al TED Google D Code Style Guideline 2 DEDEZ AICEITVWTWS,

Code Style Guidelines for Contributors / Log Sparingly https://source.android.com/setup/contribute/code-style#log-sparingly

4832 OJ LN EOTHEAXY v ROBIREAE

Android @ android.util. Log 7 7 ZIZI& ERROR, WARN, INFO, DEBUG, VERBOSE @ 5 DOV L NI AEERS N
TW3, HALEZWOZEROOT L ARJVIZIGE L T, #8172 android.utilLog 7 2 20O HAX Y v R%BIRT 2 0E
NhHs, BIREES K481 ICF &7,

£481 OJLRLEOQTHAXAY v KORIRE#

A X  WHTZO0BEHROBE VA DDEPY:-T0): 5

7

L

~

)]

ER- Loge Z77YHLBMMAKRICHE /& EIl AREOOVBERIFI - -SRI LA BESINIER

ROR HAT207%R. TH3H BRRT7Z ) E ) )—RR7T)OmEATOVH

WAR Logy 77 BRANABFHELRTICEBE L AR EBFERTHS, 20LHIOOTLANLTIEEY
EZICHAT 200 1ER, T4 7R BEREOTEALTER SR,

INFC Logi LtELHAT, 77U DEET N ERE
DEPHEREMOEZEHMTHA T

30718,
DE- Log« Z77YBRRRICHED/N/ORARE LREOOJERETTVHAREERAOBERT H27H. ) —
BUG DEHIC—EHICO/EALAZVWTO AR7Z TV TIROSTEAE A TERSABRVERTHZ, BE
75 LREBDIREER, R7 7Y TIREY T4 TRIEREEAD LTEEDRWA, )
VER: Logy MEowFhicHtzELAanasE V—RR7IITREXSICEY YT TRBREODJTHADL
BOSI H, 7TUVHARBEIIEXIEARBEMT TIER SRV,

KA T500BR\IEET D, Y—
N—EDBET—9 %5 THA LE

WIZERE,

S WA THADIEEIZCDWTIETEE URL 28B4 52 &,

Code Style Guidelines for Contributors / Log Sparingly https://source.android.com/setup/contribute/code-style#log-sparingly
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4.8.3.3 DEBUG 04 & VERBOSE O/ IZB#MICHIBR S L2 DT TIERL
Developer Reference @ android.util.Log 2 5 X DERER™ IZIERD & 5 2BEHAH %,

The order in terms of verbosity, from least to most is ERROR, WARN, INFO, DEBUG, VERBOSE. Verbose should never be
compiled into an application except during development. Debug logs are compiled in but stripped at runtime. Error, warning

and info logs are always kept.

FAREDORICIE. TOXEND Log 7 7 ADEEZRDE I ICRLBIRZE L TWVWEADN VS,
e Log.vO) MO LI Y ) —REJL REFICIE TV /31 )L ENT,. VERBOSE A/ HAEAINDB I &HR< 4D
* Log.d) MUH LIZT VA1 ILEh 3 A, RTEICIE DEBUG AV MEAI B Z &idan

LOALEBRICIE Log 7R ZDEI ICREMEE T, TRV FEILR, V)—RELREZBbTL2ToOs/%EHALT
LEd. S<FHRATHBEDNDN, ZODEXIFLog 77 ADEFICOVWTE->TWEDTIRAL, OJFEREIEID
HBENETEWDZLEFRPALTWBEITTH S,

ZOREOY Y TN O— KT, ProGuard 5> TEREXD L D REMFARBI 2 AEEBNLTWS,

4.8.3.4 OVBEROMEAITUEEHIRT S

TV —23— K% ProGuard TY Y —2EJL K LT Log.d() #HIkk L7=3%54&. Log.d) OFFU'H LALE (FiE2a— KD 2
78) FEIBRESNZE0D, ZORERTEY VT4 TRIFREMAITHUNE (FRRI— KD 1178) FHIKBRIhABEVWT
CIERDIRETH B,

String debug_info = String.format ("$s:%s", "EVITATRIERL", "EVIT 1 TRIER2");
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info);

EREY—2R3—R%EYY—REIRLEZAPK 774V EHTEYTIVET B ERDE DI D, BHIC Log.d() DEFUH
LABEEELARVWS, "2V T 4 TRER 1 LW EXFIEHES & String#format() XV v KOFEUH LALEA
BRI NIH->TWB I D9 B,

const-string vl, "3%s:%s"

const/4 v2, 0x2

new—array v2, v2, [Ljava/lang/Object;
const/4 v3, 0x0

const-string v4, "tV T4 TRER 1"
aput-object v4, v2, v3

const/4 v3, 0xl1

const-string v4, "tV T4 TRIER 2"
aput-object v4, v2, v3

invoke-static {vl, v2}, Ljava/lang/String;->format (Ljava/lang/String; [Ljava/lang/Object;
—)Ljava/lang/String;

move-result-object vO0

ERRICIFAPK 774V EMTEYTILLT, LBOLIICOVHEANEREMAILITCTCWBEMERRTZDIIBEZHT
ETIRAWL, LALIEBICHBEOEWVEREZR>TWLWEZINICEVTIE, ZOLSBUNEBAAPK 774 I)LICE-T
LE->TIRASHRWESELEHVYES,

HLEROLIROTHNBEROMAITUEBEHRLTLEVAZWREICIE, ROLDICERT D& L0, J1Y—

*35 https://developer.android.com/intl/ja/reference/android/util/Log.html
=36 FIRDY Y P a— K%, Z430IC BuildConfig. DEBUG % F\WM = if XTHEl o7, Log.d() U LEID if LIERETH B, BidoH> 7L
O—Remtbs 2720, ZOFEFHE L,
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AERERICIR AV A SORBILAEBICE > T, FRRY Y I NaA—RORBIEIAT EHIRE NS,

if (BuildConfig.DEBUG) {
String debug_info = String.format ("$s:%s", "EVITF4 TRIER L, "EVIT 1 TRIER2");
if (BuildConfig.DEBUG) android.util.Log.d(TAG, debug_info);

B, FEEY—ROA—RIZ ProGuard # @A L7256 6. AKICOJBEROBH I TURE (Cresult:”’+ value DERS) A
HoTLED,

[Log.d(TAG, "result:" + wvalue);

ZDZBEBTROL D ICHLThIEEL L,

[if (BuildConfig.DEBUG) Log.d(TAG, "result:" + value);

4.8.3.5 Intent DA LogCat ICHAZTN S

Activity ZFIF 9 BFRIC ActivityManager 1* Intent DB % LogCat ICHE DT 5725, EFENMBETH S, [4.1.3.5. Activiry
FIFROOJHAICOWT] 28RT B L.

4.8.3.6 System.out/err [CHAX 1207 DN

System.out/err D H F15E1E LogCat T#H %, System.out/err ICHAI N B DL, BERENT Ny IDizHIcHALEZOYIC
ROV, BlZIE, ROBE., A9 v U bL—2RId System.err ICHATZI N3,

* Exception#printStackTrace() % {# > /=35 &

o BEERMIC System.err ICH N SN BIHE (FIA%E T 7)) TH+ v F L TVWARWEES, ¥ X7 LD Exception#printStack-
Trace() IZE 9 728,)

29y ML= T TYVEBEDERIEEND 72D, BIARERKENLELINY RV TITRETH D,

RIRMIGHR & L T, System.out/err D H S35 % LogCat AHICEE§ 2/ ENH 5, LLTIC. YUY —REI REFIC
System.out/err DHAKLEZEEL, ETICHEATHALBWVWE D ICT I2RE[ AT, 272 L. ZORIGIE System.out/err
DHEAEZET ) ORTIFIC—FHICEEZRZZDT, 7TV PR TLDOREBEICENSAVHE D I EFTDICHRE
TIMNELNH D, £l CORKETFVEBEOTOCRICIIENTH D, YRATLTACLANERT SIS -0 %
MHETBZEEETERY, TIRTOIZ—2MFTEZDIFTRHRVWILITERTE I &,

OutputRedirectApplication. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at
2 http://www.apache.org/licenses/LICENSE-2.0
* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
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* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.android.log.outputredirection;

import java.io.IOException;
import java.io.OutputStream;

import java.io.PrintStream;
import android.app.Application;
public class OutputRedirectApplication extends Application {

// ETICHHALARW PrintStream
private final PrintStream emptyStream = new PrintStream(new OutputStream() {
public void write (int oneByte) throws IOException {
// do nothing

)i

@Override
public void onCreate () {
// YUY —REJ REFIC System. out/err # ETICEHEHA LRV PrintStreamiCV 1L I b$ 3

// System.out/err DARFDR MY — L% Rk 2
PrintStream savedOut = System.out;

PrintStream savedErr = System.err;

// —B. System.out/err & EZICHEHALRW PrintStreamiCU¥ AL I T3
System.setOut (emptyStream) ;
System.setErr (emptyStream) ;

/) TN TEOREEDA M) —LICRT (VY —REIJL RTIETFER 1175 ProGuard IC& W HIREN S)

resetStreams (savedOut, savedErr);

// VYU —REE ProGuard IC& W TFEEAY Y RDNE 2 T EHBIREN S
private void resetStreams (PrintStream savedOut, PrintStream savedErr) {
System.setOut (savedOut) ;

System.setErr (savedErr) ;

AndroidManifest.xml
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.log.outputredirection" >

<application
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name"
android:name=".0utputRedirectApplication"
android:allowBackup="false" >

<activity

CRDOR—JITHE <)
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android:name=".LogActivity"

android:label="@string/app_name"

android:exported="true" >
<intent-filter>

</intent-filter>
</activity>
</application>
</manifest>

.

FAIDR=I DS DHFEE)

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />

-

proguard-project.txt
# V2%, AVY NEEDEREHC
—dontobfuscate

# YY—REJ RBIC Log.d () /v () DFEOH L% BEIMICHIBRT 5
—assumenosideeffects class android.util.Log {
public static int d(...);

public static int v(...);

# YY) —REJ RBFIC resetStreams () %= BEHEMICHIRT %
—assumenosideeffects class

private void resetStreams(...);

org.jssec.android.log.outputredirection.OutputRedirectApplication {

RFERT 7Y (FRYTEIR) &V )—=ZRT7 ) (J)—ZREILR) D LogCat HADEWE [ 4.8.3 IZRY,

RFERT7 T (F/NyTEILE)

D LogCat 17 [, Declaration [ Console

Search for messages. Accepts Java regexes. Prefix with pig

Level Tag Text

I Loghctivicy Log. 1 ()TO0O¥N 1B )
17" System.ouc BEEA-00EN 'i
] -
N Ll N, 2 72 L

I Loghctivity Log.i()T0HEN(2@B)

DU—=Z77TY (UU—-ZEILR)

D LogCat i [i2, Declaration ] Console

Search for messages. Accepts Java regexes. Prefix wit

Level

Tag Text

pghctivicy Log.1 () T0OEN 128
oghctivicy Log.i () TONEN2EIB )

4.8.3 System.out/err DREFIRT 7)) &) Y =M T7 7Y @ LogCat HADEL
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4.9 WebView % &>

Web H4 b HTML 7 7 1 )L % & 212 %I 5 H%5& LT, WebView 2252 & N TE S, WebView I
HTML 2L >4 >4 %, JavaScript R{T9 54 E. COBERNDEOICERAKEELRMET 2,

491 > 7F)L3—R
WebView RT3 EICEUBRZICWeb 4 by HIML 7 7 A LV EBHEEERIRT I &N TEED, 7IV/ERT
2AVF VY DEMICEK > T WebView B2 % ) R 7 @Y ABEFENER > TL %,

RICKRE DI RITNIEWNF AVDIE JavaScript DEFRAT#H 5, WebView DT 7 # )L b 3&E Tld JavaScript DBEEEH RN
17 > TW3B A, WebSettings#setJavaScriptEnabled() X ¥V v RICK W AMICT 2 Z & A TEETH %, JavaScript ZFEAT
BIETAVISIVTATRAVTVYDRIHHREICRDD, BEDOHDZBE=ZFICLVIHROBREMSSINZ, H
DVWEHIRKREBRIESND E WO BEDRET 2NN D 5,

WebView #FAVWT VT UVICT VAT 27 7 #FET 2IE. RORAICHRD 2 &,
(1) BEHPBELTWZ AV TUVICORT V2R T ZIHEICRY JavaScript #BMICLTE WL
(2) LEUADIZEICIE. JavaScript ZHEMIC L TIEAR SRV

BELTWBRTTUDNTI/ERTZAVT Y YORHMEREFZ, 491 ICRVWY Y TN O—RERIRTZIEHIVET

H>,
( [Ea. )] )
FAINTHLATS
QLFL IR E T RO Ty -l
IZREZh &7
Yos FIINTFOLATE No
AT VIRTFFIROLT Y
IZREZh LM 7
W
assetsFEl=lEres T LT R IZREELT- A wi—FykLm . P =
SR YDHERRTE EHEEL T VERTETE BREBUNOIL T VERTTD

49.1 WebView DY > ) aA—R&RBIRTZ70-Fv— b

ST BEBICSAEREMERITTEZ IV T VY THNIE JavaScript ZHICL TL L, BHEBEOIAVFT VY THNEEMLOENTREUEHR
RT3 LEXERMND, CRIEFETEIREA/HDOIVFIVVIRELEZIN? ThIZRSHROEEBRICEYRES, EETE3RES
HOAVF VY ERLTH B EEFEL T JavaScript ZAMICLTELVD, F—DBSEEAHEEEMHI LD, EVRXRABEEOHMIREL
3%,
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49.1.1 assets £/zldres T4 L7 MNJICEBRBEL/ZAVTFVYDHERTT S

WARRDODO—HILI VT VY% WebView TRRT DT TVICEAL T, 77V D APK ICEFEN S assets B Wi res
TALYZMNIRDOIAVFTFUVICT IVERTBHEICERY JavaScript ZBMICL TH KL,

LLTFIC WebView #{#HL Tassets T4 L7 NJRICHZ HTML 7 7 A IV ERRT DY )L aA—REFRT,
b G N
1. assets &res T4 L MY LA DBRICERBLZ 7 7 A IMA~ADT 7R EZIEICT S

2. JavaScript ZBMIC L TH W

WebViewAssetsActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

% http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/
package org.jssec.webview.assets;
import android.app.Activity;
import android.os.Bundle;
import android.webkit.WebSettings;

import android.webkit.WebView;

public class WebViewAssetsActivity extends Activity {

/**
* assets RADAVTFT VY ERRT D
&

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.activity_main);

WebView webView = (WebView) findViewById(R.id.webView);
WebSettings webSettings = webView.getSettings();

// kR4 VN 1%k assets & resT 1AL Y NYUNDBRRICEBLZ7 7AILADT I ZREZEIEICT S
webSettings.setAllowFileAccess (false) ;

// kR4~ 2% JavaScript ZEMICLTEW
webSettings.setJavaScriptEnabled (true) ;

// assets AICEEB LIV TV YERTT S
webView.loadUrl ("file:///android_asset/sample/index.html");
CRDOR—IITH L)
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4912 19 —xy hEOBHEBIV T VY ERRT B

BHOBEBITZ2Y—ERLDIVFYYERTT 256, —EXA, 77VRAIORNA THEIARKEE L. REHNVHRRFE
TZ %% 5L, JavaScript ZEMICLTHL W,

s F—ERAIDNE

B492ICRT LI, Y—ERAICARTZIVTFVYIEBHOBELTLWARVWIYTFYYESRL TERSARWL,
AT, Y—ERCEDREF 1) T A HFEIEINTVWRIEEMRBETHS, TOEAIFE, Y—EREERTZAVTY
YNOKREI— ROEDAAPRIAZRLETZZ &ICH D, [4.9.2.1. JavaScript ZBMICT 2DIE IV TV Y & Bt
NEELTWRHEICRET 2 (WH)] 28RI B &,

« 77 RIDNIER

RICT TV RITONKEDRNZ, 7TVAITIE, BEREVBHEBY —EXATHEILEMBT LI ENDBETH D, Z
D7=HIZ, BETD VG HTTPS ZEA L. SAENMERTE DIHADHERT 2L ICEKEKT 5,

ATl Z7VRITOEREDHIE LT, WebView = fF> TERHEE IV TV Y EKRRT B Activity DIl %ERT,

BH#EEY—EA

7

-7 v e R

FIT U AT LY
Az 2
FTUNRMAATIIIRSIE
Oz

FITUNCEDRIAH

@%( () !m

A-aFa]

Androidins

| BHERY—EX

9 —Fw LD
Y—EZ - 2272

492 F7FUNHRFMAATIVERLBTEIYFTVY

b G2 N
1. WebView @ SSLBET 5 —%&@EICNY Y > TT 3
2. WebView O JavaScript #BMICLTH LW

3. WebView T&XZI9 3 URL & HTTPS 7O h JLEFICRET 3
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4. WebView THRR9 % URL ZBHEEI VTV YEIFICRET S

WebViewTrustedContentsActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.webview.trustedcontents;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.DialogInterface;
import android.net.http.SslCertificate;
import android.net.http.SslError;
import android.os.Bundle;

import android.webkit.SslErrorHandler;
import android.webkit.WebView;

import android.webkit.WebViewClient;

import java.text.SimpleDateFormat;

public class WebViewTrustedContentsActivity extends Activity {
@Override
public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);

setContentView (R.layout.main) ;

WebView webView = (WebView) findViewById (R.id.webView) ;
webView.setWebViewClient (new WebViewClient () {
@Override

public void onReceivedSslError (WebView view,

SslErrorHandler handler, SslError error) {

// kRAY K 1k WebView® SSLBIELZ7—%BNCNVYRYVITT5
// SSLITZ—NFELKIFEICIE. SSLTS—HIRELLEZI—FICBHMT S
AlertDialog dialog = createSslErrorDialog(error);

dialog.show () ;

// KRA VN 1% WebView® SSLEBEIZ—%#ENICNANYRYVIT3

// SSL TZ—hHELLEBE. BMPERTIING EFEAEICREDLH 2 DN

// B UL IERBEERBAZ T TWSHARESENHZDT, REDLEHICERKERIET S,

handler.cancel () ;

}) i
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// kRA VK 2%k WebView®D JavaScript ZAMICLTH LWL
// BURDO— KTl loadUrl () CEHEEBIVFT VY ERAIOLIEEEELTWS,
webView.getSettings () .setJavaScriptEnabled (true);

// kR4 VK 3%k WebView CKRY S URL % HTTPS 7A KAWL FICRET %
// kR4 VN 4% WebView CHRRY$ 5 URL #EHBEIVFTVYEFICRET %
webView.loadUrl ("https://url.to.your.contents/");

private AlertDialog createSslErrorDialog(SslError error) {
/) FATRTICRRSDLT— Ay E—Y
String errorMsg = createErrorMessage (error);
// FATOTD oK RY VIHTFRDZEE)
DialogInterface.OnClickListener onClickOk = new DialogInterface.OnClickListener () {
@Override
public void onClick (DialogInterface dialog, int which) {
setResult (RESULT_OK) ;

bi

// 4T 0T DIER

AlertDialog dialog = new AlertDialog.Builder
(WebViewTrustedContentsActivity.this) .setTitle ("SSL EHEILZ—")
.setMessage (errorMsg) .setPositiveButton ("OK", onClickOk)
.create();

return dialog;

private String createErrorMessage (SslError error) {
SslCertificate cert = error.getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy/MM/dd HH:mm:ss");
StringBuilder result = new StringBuilder ()
.append ("HA hDEF 1Y T AARAENEETEEHA, BEHEERTLELE, \n\n TZ—DEE\n") ;
switch (error.getPrimaryError ()) A
case SslError.SSL_EXPIRED:
result.append ("AEFAZDBEMHARNIN TWE T, \n\n L THEZI=")
.append (dateFormat . format (cert.getValidNotAfterDate()));
return result.toString();
case SslError.SSL_TIDMISMATCH:
result.append ("HFRA REHA—HLEFH A, \n\nCN=")
.append (cert.getIssuedTo () .getCName ()) ;
return result.toString();
case SslError.SSL_NOTYETVALID:
result.append ("(ERAE I EEEMTIEH YW FH A \n\n BHBEEZ=")
.append (dateFormat . format (cert.getValidNotBeforeDate()));
return result.toString();
case SslError.SSL_UNTRUSTED:
result.append ("AERAE A FIT L ZRAEBMMER TE XA \n\n BIAEF\n")
.append (cert.getIssuedBy () .getDName () ) ;
return result.toString();
default:
result.append ("REFRBEOIZ—HIRELELE");

return result.toString();
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49.1.3 BHEEBUADI VT VY ERRT D

BHTEELTWRWI YTV Y% WebView THft - Rnd %A L. JavaScript ZBMIC L TE A5V, REED
AELEIVTUYICERT 2HEEN A HEINSTH S,

UFDH Y FILd—KRix WebView 2#FH L CEHEBUADIAVFUYERRTZ T IV THB, ZOF7FVIE. 7R
LAN—ICAALZZURL DT HIML 72 74 I AREDIA VT VY EGFEHAHF BHICKRTT 2, T2OHEDI=HIC
JavaScript % &b L TW2IFH. HTTPS TEE L TWT SSL TS —AHE L LIGEREREFRLETIREEA>TWY
%, SSLTIS—I& 14912 4149 —2y bEODBEHMEEIVTVYYAERRT ] EABOHRICEIUNVYRYVTLT
W23, HTTPS BEICDW T DEMIZ. 154, HTTPS TRIET 21 #8BIT3Z &,
b D N

1. HTTPS SBIEDIFHICIE SSLBED IS —HENICNVY RY VT T 3

2. JavaScript ZHEMIC L AW

WebViewUntrustActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.webview.untrust;

import android.app.Activity;

import android.app.AlertDialog;

import android.content.DialogInterface;
import android.graphics.Bitmap;

import android.net.http.SslCertificate;
import android.net.http.SslError;
import android.os.Bundle;

import android.view.View;

import android.webkit.SslErrorHandler;
import android.webkit.WebView;

import android.webkit.WebViewClient;
import android.widget.Button;

import android.widget.EditText;

import java.text.SimpleDateFormat;
CROR—=DIZHEL)
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public class WebViewUntrustActivity extends Activity {

/*
* BHEBUAOI VT UYERTTS (BRI IV ELTRET S TILTOI54)
*/

private EditText textUrl;
private Button buttonGo;

private WebView webView;

// ZD Activity HHBEIC URL YIIRMENYRY VI TEZLIICTZDICES
private class WebViewUnlimitedClient extends WebViewClient ({

@Override

public boolean shouldOverrideUrlLoading (WebView webView, String url) {
webView.loadUrl (url) ;
textUrl.setText (url);

return true;

// Web N—< DFnd+AHFIRLIE

@Override

public void onPageStarted (WebView webview, String url, Bitmap favicon) {
buttonGo.setEnabled (false) ;
textUrl.setText (url);

// SSLBECHEI’HZETIZT—F A T7OTERRL.

// BEfieRilEd 3

@Override

public void onReceivedSslError (WebView webview,

SslErrorHandler handler, SslError error) {

// kRA VN 1k HTTPS BEDHBEICIE sSLBEDOIS—%BENICNYRY VTS
AlertDialog errorDialog = createSslErrorDialog(error);
errorDialog.show () ;
handler.cancel () ;
textUrl.setText (webview.getUrl());
buttonGo.setEnabled (true) ;

// Web X—I D load D2 LRRINAR—T D URL % EditText [CRRSE S
@Override
public void onPageFinished (WebView webview, String url) {
textUrl.setText (url);
buttonGo.setEnabled (true) ;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;

setContentView (R.layout.main) ;

webView = (WebView) findViewById(R.id.webview);

CRDAR—J <)
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webView.setWebViewClient (new WebViewUnlimitedClient ());

// kRA VN 2% JavaScript EBMICLAEV
// TI7#IND/RET JavaScript e Am>TWB A, BARMICEMNLET S
webView.getSettings () .setJavaScriptEnabled (false);

webView.loadUrl (getString (R.string.texturl));
textUrl = (EditText) findViewById(R.id.texturl);
buttonGo = (Button) findViewById(R.id.go);

public void onClickButtonGo (View v) {
webView.loadUrl (textUrl.getText () .toString());

private AlertDialog createSslErrorDialog(SslError error) {
/) FATATICRTTDIT— Ay =Y
String errorMsg = createErrorMessage (error);
// FAT7OTD oK KRY VIRTREEDES)
DialogInterface.OnClickListener onClickOk = new DialogInterface.OnClickListener () {
@Override
public void onClick (DialogInterface dialog, int which) {
setResult (RESULT_OK) ;

bi
// F4T7O7DIER
AlertDialog dialog =
new AlertDialog.Builder (WebViewUntrustActivity.this).setTitle ("SSLERITZ—")
.setMessage (errorMsg) .setPositiveButton ("OK", onClickOk)
.create();

return dialog;

private String createErrorMessage (SslError error) {
SslCertificate cert = error.getCertificate();
SimpleDateFormat dateFormat = new SimpleDateFormat ("yyyy/MM/dd HH:mm:ss");
StringBuilder result = new StringBuilder ()
.append ("H A hDEF 1Y FAARESHNEETCEEHA, BEHRERTLELE, \n\n TZ—DEREE\n") ;
switch (error.getPrimaryError()) {
case SslError.SSL_EXPIRED:
result.append ("SERAEZEDEMERIINTWET, \n\n R TEZI=")
.append (dateFormat . format (cert.getValidNotAfterDate()));
return result.toString();
case SslError.SSL_IDMISMATCH:
result.append ("HFRA REHA—HLEFHA., \n\nCN=")
.append (cert.getIssuedTo () .getCName ()) ;
return result.toString();
case SslError.SSL_NOTYETVALID:
result.append ("AERAEIF X LB TIEH Y £ A \n\n BHIERFZI=")
.append (dateFormat.format (cert.getValidNotBeforeDate()));
return result.toString();
case SslError.SSL_UNTRUSTED:
result.append ("AERAE & RIT L ZRARMER TE XA \n\n FRBIEF\n")
.append (cert.getIssuedBy () .getDName () ) ;
return result.toString();
CRDR—IIZH L)
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default:
result.append ("RARBEDOIS—DREELELE");
return result.toString();

492 IL—IILT vy

WebView % FA T 2BICIEUTOIL—ILETFE T &,
1. JavaScript #EMICT Z2DEAVF VY EBHABELTVWRHEICRET 2 (WAE)
2. BHEEY—EREOBEICIE HTTPS =fERd 23 (WHE)
3. Intent MR E, fthhH S IFE o7z URL HMEE I N7z URL HHEERS %5 (W7E)

4. SSLBEOIZ—=@NINAYRY U I$3 (WE)

4.9.2.1 JavaScript #EMICT 2D AVTF VYV EBRIPBEEL TWEBEICRET 5 (WA)

WebView ZFAWT AV T Y YPH—ERILT VAT 27TV 2RETIEIC. EFXxa) 7T+ OETREFRELATN
IE7 57 W amid JavaScript ZBMICT 2D EI N TH S, RREMICIE. BHHPEELTWER Y —ERICOHT TYHT
I ERTBHBEICRY JavaScript ZBRMICLTHE LWL, LDHL. ZD2TRVWH—ERICT IR THHEENDPLTE
HBHBEICIE. JavaScript ZFRIC L TER S AW,

49.22 B TEELTVWSHY—EZR

B#H TERH 2 WE, ER. BERICEEZRH >V —ERIE. BHAREEZRIETE S, fle LT, BHEEREY—N—LD
B#HRERI VT oVICT IR T O ERT258%EZX 5. EAVT VYN —AR—RABOAV T VDHESRLT
BY. o, BHEEBEY—AN"—ICR L TEYAEXF 1Y T4 WENMESINTVERALIE, 2O —ERFBHUADNRE
EEESHMATVR I LR BV EHRED, ZDBE. BREEBY—ERICTIER$T 277 D JavaScript ZBMICL
THEW, 4912, 1 vy —%y NEOEHEEIAY T VY ERTT 2] 28RIDIE, T OTTVICLZEE
BZDARTERRARNIA YTV (APK @ assets £zldres T4 L7 MY RICBES WAV T YUY T7TYUTFaL 2
M)TOAVFUN)IZTIERTZ 7Y OIFEEREKICEZ. JavaScript ZBMICLTH LW, T4.9.1.1. assers £7=
Eres T4 LI MN)ICRBEBLEIVTFYYDHERTT 2] 28RBT2Z L,

49.23 BHTEELTUWRVWY—EZR

BHTEELTWAVLWIYTYY - —ERRBBEHPARLERIETEIEEATRASAL, Zhwz, 77)OD
JavaScript ZEMIC LTS5, 14913 BHEEUADI VTV ERRT D] 28RITBT &, MA T, SD
H—RD& I RIFEROABEREBICEBSINAIYTUVIIMBOT TV ICL2EEBMANTELROT, BHHIBEL
TWBERFEARW, ZOLORIAVFUVICTIERTZT7 FYICDWTE JavaScript &S LARITHIER S AL,
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49.24 BHEEY-—EREDBIFEICIE HTTPS 2AY 2% (¥R)

BHEBEEBY—ERICTIERATE7T VIR, BEEHZIE=ZFBICLDY—ERDBYUTELICLZHEELHE, TR —
EXABEICERETIUNENH D, FOEDHICIE, Y—EREDBEEICHITPS 2#EH T 3,

MG 14926, SSLIBEDIS—%Z@UICNY RV 9 % (WZE)] [54. HITPS TRIES 21 #8RI 3 &,

4.9.2.5 Intent #HMRE. A SZIFE -7 URL AAMEES /- URL NiEERY 5 (7H)

fthd 7 7)) 55 Intent ZZ{E L. ZO@ Intent D/XF X —4F TE Iz URL % WebView ICRTT 2EEN L DT T
TREOLNG, ZOEEEIN/A URL %, BMEIN/A URL HMERTEIERKRTTRIHAE. 71 vy IiHdA vl
DEEDH S Web R—If WebView L THRRSINTLED, ZORLDOBEERIZ. BL2EFRIETEAVARKREED URL
EREILTLESZETHY. Tl WebView D JavaScript NEMNTH > TEWHENE L D ARENELH B,

Intent D/XZ A —4& TiEI N/ URL AMEE I N7 URL iMiEER T 2 A& LTIE, HoHMLHT7FTVRICKRTLAEL
URL DFETA M) RN ERFLTHELLFEDRH D, 2OFRTA M) RMNEBELTAERL URL DH% WebView £IC
KRNI DIETEEEERTZHIENTES, &b, m74 M) XA MIEEHT S URL I& HTTPS TRIFIIER SRV
EICEEBNVETH B,

WebViewActivity.java
/) V=R T7AIDEHRTA N R NEERET S
String[] allowList = getResources().getStringArray(R.array.allow_url_list);

// Intent WOHFIFE S URLD RAA VDR TA MR NMIEEFNTWVWEHIERT S
Uri uri = Uri.parse("Intent D55 (FE>7% URL");
for (String str : allowList) {
if (uri.getScheme () .equals ("https") && uri.getHost ().equals(str)) {
webView.loadUrl (uri.toString());

JE X N7z URL % JavaScript A7 WebView TRRLAZWEAIE, 20 URL AEHABEBIVTF VY THB I L %E
MTHRRT I2VENH D,

YOI aA—K T4912. A V¥ —Zv hEOBHBEIVF VY AERRT 5] Tk, BE URL XFIEH TEHLEE
AVFUYEIET BT LT, WebView TRRTZDIVFT VY EBEHRBEIVTFUYICRELLZEAEELTWS,

4.9.2.6 SSLBEOIS—%@&ENICNY NIV TT D (WE)

HTTPS BIET SSL TS —ARELLBZEIE. T7—DRELALEEZY A TAJRTTIHREDHFETI—H—ITRBA
LT, BEERT LARThIERSEWL,

SSL TS5 —DHER, Y—N\—IABICREIH 2 TN, HE2VEHEEREEZZ T TVWIHEEERET S, L
L. WebView ICld, Hy—EREDBERICELELEZSSL IS —ICEAT2EREI—F—ICBHNT 2HEADMED>TW
BW, TIT, SSLIZ—HIRELEBEICIIZDEEY A TOJRETRRTEHIET, BRICSISINTWSATEEMS
BH3Zea1—F— BT I2UENH S, T7—BRHOBIE, 149.12. 1 V5 —3v hEOBHEEI YT VY ESK
TT21OYYTINI—RHZWE 14913 BHEBUADI YT VY AERRT 2] OY Y FINI—REBRT &,

T, IZ—0O@MICMAT, PFVIEH—EREDBEERT LATHIERSAW, HIZ, ROLSBEEET>TIE
ANV AN

s RELAIS—ZHEBALTY—ERLDBEZMRET S

* HTTP R EDHBESLBEZFE>TH—ER WO TRIET 2
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HTTP &{S/HTTPS BED#MIE [5.4. HITPS TEET %] #8BT5Z &,

SSL TS5 —hAHRLELLZBICIENROY —N—EEHEETHREWVWT &H WebView DT 7 4L NDEEITH D, Lo T,
WebView D7 7 # )L b OZEENC SSL TS5 —DOBAMAEARETZ I ETHUMICEEIS—#RMWRI &N TE S,

493 7 RNV R K

4.9.3.1 Android 4.2 X DimAIC$H (7 % addJavascriptinterface() ISR T 2 HETEIEICDOWT

Android 4.2 (API Level 17) Ki#DifA I I& addJavascriptInterface() ICEE S 2 S IEH 3 W . JavaScript 55 Java D 1)
JLOoavEFTICEICLYERD Java AV Y RBRITTETCLE D MEIEFEET %,

FD&H, [4.92.1. JavaScript #BMICTZ2DEAV T VY EBRAEEL TVWEIBEICRET 2 (ME)] TRELE
BY., BETEELTWAWIYTF VY - b —ERICT IR T 28NN H ZBEE. JavaScript ZEMICT ZHEH
H5,

Android 4.2 (API Level 17) LABEDIRERTIE. Java DY —R J— R _ET@]Javascriptlnterface & WD 7/ 77— 3 U H'$g
EEINAY Y KL JavaScript M SRETERVL S IC API AMERERE SN, EMHOREN S, L, Bt
TEELTWAVWIYFYY - H—ERICT IR IAEELIHZHEEIE. IVTVY - Y —ERRBEVERH S
JavaScript #5288 HH B 78, JavaScript ZE ML T Z2HRIEBIZHMEBLETH 5,

4.9.3.2 file A X —LICEET BBBEICDOWVWT

WebView 27 7 # )LV FRETHEAL TV SIHA, file RF—LZFALTTI/ERTZELUHT TINT I/ RATRER
FTRTCDI7AIVICT I ERT B ENARICAD, COEEEBRAINEGZE. BIAIE. JavaScript 5 file RF— L
FotVIIRNTBZET, PTVDERAT7ANYTICRELET 7MLV EERBEICRBINTLE D ATEEkEIH 5,

FWERE LTI, 14.92.1. JavaScript #BMICTHDEAV TV EBHIEE L TWRGEICRET 2 (WHE)] THEH
L7Z@Y. BRTEELTWAWIY T VY - H—ERICT IR T B LN H 53551 JavaScript #BEMWICT %, T
OXRICEYERLAWfile AF—AICLZV IR MEEINBRVELIICT S,

£ 7=. Android 4.1 (API Level 16) LABE®DIZ A, setAllowFileAccessFromFileURLs() & & U' setAllowUniversal Access-
FromFileURLs() #F|fA 325 Z & Tfile AFXF—ALICE BT I AR LT B ENTES,

file 2 ¥ — L DEML

webView = (WebView) findViewById(R.id.webview);
webView.setWebViewClient (new WebViewUnlimitedClient ());
WebSettings settings = webView.getSettings();
settings.setAllowUniversalAccessFromFileURLs (false);

settings.setAllowFileAccessFromFileURLs (false) ;
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4.9.3.3 Web Messaging #IABEDEELA ) U VIBEICDOWVWT

Android 6.0(API Level 23) IZ& T, HTMLS5 Web Messaging #RIT 572D APl pSEMS iz, Web Messaging &
RBB37500V7 - AVFTERAMEATT — 9 %ERET2HODHEMRATH Y, HTMLS TEHESNTWE Y,

WebView 7 T ZIZBINE fu7z postWebMessage() I& Web Messaging TEZ S 11T\ % Cross-domain messaging IC & %
T—YEEENIBTDEIAY Y RTHD, TOXY Y NEB1BIBTHESNAA Y E—IFTI Y M% WebView IZFE
HFRAATWETZUIVY - AVFFRAMIFLTEETZ2OED,. TOBE25IHE L TEEEOF Y PV EIRET
ZRELNH D, BESNA) IV PEEREIVTFRAMNOFTY IV E—BLARVRERY Xy E—JdREIhAL,
EEXRFVIVEHRTZIET, BEILBVREFRICA Y E—YZBELTLEI ZLEZBVTVWEDTH S,

7272 L. postWebMessage() * V¥ RTIEA Y IV ELTTAIRA—REEETEZZLIEENMBETHZ Y, 74
IWRA—REEETEZEXA v E—VDEEEF VI URF v IENT, EDLIRAF VI VICHLTEXA v E—V %
EELTLED. L WebView ICBEDH 2 AV T UVYDNRAIAETNTUVWBIKETH Y DV DHIRRLICEERA v
t—VEZEBELTLED EALHIDWEICDLNADAREMEEEL D, WebView % F LT Web messaging % 17 D BRI,
postWebMessage() X Vv RICHFEDA ) PV #HRNICIEET 2RETH 5,

4.9.3.4 WebView @ Safe Browsing IZD W T

Safe Browsing & & Google DR 2 —ERA T, IITzTR=I P T4y VTP A M REDRELTHL Web R—
JICA—H DT I ERALELD E LERICEER—VERRIEI2HHATH 2,

Tt 2501 RICl3EEL 7
FUhHBDET

EraUFs THREINEA-CEES

4.9.3 Chrome for Android TERLTHWVW Web R—VICT IV A LEBICRRINZEER—Y

*38 https://www.w3.org/TR/webmessaging/ <https://www.w3.org/TR/webmessaging/
B F YTy Eid, URLDRF—A, KR MG R—FESORBEDEDI &, FMAERE hitps:/tools.ietf.org/html/rfc6454 % BB,
“0 Uri. EMPTY & & U Uri.parse(”™) 7 1)L RA— R & L THEBET % (2016 &£ 9 B | BAREER)
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BfE. Chrome for Android 2 ED TS0 HT7 FUICRS S, 7 7Y TEbHN S WebView ICH W T H Safe Browsing D
EAMBETLZZEATREEA>TWS, LA L. BHERD Android OS /A—Y 3 v IZ &k Y WebView & LTHWSNZ OV
A=Y MHEA Y, Safe Browsing DR IGIRRA AR Z7-DERNAVETH S, HimAD Android OS /N—T 3 > L 1E#
WebView Dxtfix& Safe Browsing D& RDRICE & 7=,

& 49.1 IHAR®D Android OS /N— 3 > & 1Z2# WebView DRt

Android OS /A—> 3 >~ Android 1Z#£ Web View OS & DFE% | Safe Browsing
PO
Android 7.0 LAE Chrome for Android (Chromium X—2X) Iz O
Android 5.0 - 6.0 Android System WebView (Chromium ~N — Mz O
A)
Android 4.4 OS #H3A & WebView (Chromium NX— R) —IK X
Android 4.3 LAgI OS #H#3A A WebView —{K X

Android 4.3 (API Level 18) LA Id. Safe Browsing #EEA B E < 11T L A2 LY WebView HY OS ICHHARA TN T WD,
Android 4.4 (API Level 19) ICT Safe Browsing #8E%#> TW3EDICEEI N, LHL. XA=YarypEHL, 77
@ WebView T®D Safe Browsing #EEDFIRICIERIGE L TOWRWEHERT 5 &,

Safe Browsing #gE% 77 7°1) O WebView THIHTZ 2 DI, WebView B80S hStIWBI N7 ) E LTEHFEIN D &
D IZ7% > 7= Android 5.0 (API Level 21) 5 TH %,

WebView 66 LABE T Safe Browsing 55 7 4 )L k TEMICA>TE Y., 7TV RAITHIMINREETIBEIEAW, L
ML, I—H—" WebView DEFH & 1T> TULWRHD > IFEP, FAREMITF T2 3> WebView DEE | THE TIRE
WebView #7574 )L bDEDHNSEER L TWBIHBE., €D WebView D/N— 3 |2 & o Tl Safe Browsing 87 7 #+
N TERERSBRWATEEELEZ 5N D, ZD78, Safe Browsing ZFIFA Y 2 D% 5IETED K 5 IC Safe Browsing
ERRBICEMEL THEKRETH S,

AndroidManifest.xml T® Safe Browsing DBM{LEEE

<?xml version="1.0" encoding="utf-8"?>
<manifest package="...">

<application>

<meta-data
android:name="android.webkit.WebView.EnableSafeBrowsing"
android:value="true" />
</application>

</manifest>

£ 7=. Android 8.0 (API Level 26) IZ& W T, Safe Browsing ICB89 % API A D MEMS Nz,

WebSettings 7 5 R 12BN 117z setSafeBrowsingEnabled(boolean enabled) I+ WebView D1 ¥ 24 ~ R B TEIMICH
- EUERET DAY Y RTHS, Android 8.0 (API Level 26) Ki# Tl Safe Browsing #EED AT - 3% Android-
Manifest TERE L TWED, THTIET 7)) DL WebView ICR T2 —FEDRE LHTEARMN o7, setSafeBrowsingEn-
abled(boolean enabled) Z AW\ % Z & T WebView DA VY A9 v ABA TEINICEYN - BEWENUEZZZ A TREE
Ro7,

if (url == IN_HOUSE_MANAGEMENT_ CONTENT_URL) {
// fBl) BHEEBIYT VYN Safe Browsing TRRHEINTLE D O T—HFRICEMIET 5
CRDOR—IIZH L)
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FIDR—I DM EDHFTE)
webView.getSettings () .setSafeBrowsingEnabled (false) ;
} else {
// BEEFEMELTELIRE
webView.getSettings () .setSafeBrowsingEnabled (true);

Android 8.1 (API Level 27) IC8WT#H., Safe Browsing ICE$ %735 X - APl BSEIME iz, ThiZ &V Safe Browsing
OB DR P, BETHRVL Web R—TUICT I A LIBOEFHOHKRE. HEDY A b % Safe Browsing DX R
DNOENTROHDETA M) R MDERERENAREE A>T,

WebView 7 5 R IZEBM & 17z startSafeBrowsing() (&7 771 ) WebView Tt 5 WebView IV R—% > kD Safe
Browsing #EEMIHAMELIB AU HT X VY RTH D, FE 258 TET Callback 7 72 =7 MIHEIEDERMIMESI NS
DT, MEPAEH KRB L Callback & 7Y ¥ M false HE S NF=HA. WebView % E{L % - URL 20— K LAWA
EDORBLHEIN D,

// Android 8.1 REBDImATIEYR—hShAWed, ERORERICITHARD Android 0S/N\— 3 ¥ TUE%E T 50
ENH D
WebView.startSafeBrowsing (this, new ValueCallback<Boolean> () {
@Override
public void onReceiveValue (Boolean result) {
mSafeBrowsingIsInitialized = true;
if (result) {
Log.1i("WebView SafeBrowsing", "Initialized SafeBrowsing!");
} else {
Log.w ("WebView SafeBrowsing", "SafeBrowsing initialization failed...");
// LB KE L7278, Safe Browsing h D £ EELABVATEEMENH B
// ZDIHE webView ZEMNETHIENEXLL

)i

A L < WebView 7 T X IZBHIE N7z setSafeBrowsingWhitelist() (& Safe Browsing DR RMSH LZWEKAMNEZ - 1IP 7
RLREFRTA M) RAMNERTHRET S XYY RTH B, Safe Browsing DFRRMNSH LW Host & - IP 7 RKLZRDY
2 NEBIBTET EENSICT IR BHIC Safe Browsing IC & 2HFENTTHhN R 725,

// Safe Browsing #fe%BRAIER W Host & - TP 7 RLRADEKETA N A NEERET D
// Bl) BREEIYT VYN Safe Browsing TRESINTLESIDTHEIA MY R MNMIEHFET S
WebView.setSafeBrowsingWhitelist (new ArrayList<> (Arrays.asList ( IN_HOUSE_MANAGEMENT_
—.CONTENT_HOSTNAME )),
new ValueCallback<Boolean> () {
@Override
public void onReceiveValue (Boolean aBoolean) {

Log.i("WebView SafeBrowsing", "Whitelisted " + aBoolean.toString());

)i

WebClient 7 5 X [ZIBHIE 117z onSafeBrowsingHit() (&, Safe Browsing &% S 117z WebView TF7 7R L 7= URL
NEETHW Web R—U 72 & HIE M 7BRIC Callback 13 Callback I TH 5, F 1 5IBICRETRL Web R—Y
IZ7 7R L 7= WebView @ Object. 25 2 B|#IC WebResourceRequest. 28 3 B|#IC threat DFEFE. 55 4 BIBUCHIE ITH
T EEEERET B7-5HD SafeBrowsingResponse 7 72 7 hHNESI NS,

SafeBrowsingResponse 7 7Y =V M & ffi> TRIRTE ZEHITIE. UTD 3 28% 5,

324




Android 7 7)) ¥ 2 7EE - ¥ 2T TAVITHAR 2024-02-29

* backToSafety(boolean report): ZEFRTETRIOR—TICES BIOR—I B WFE, blank R— Y %K)
* proceed(boolean report): &% R L T Web R—Y ZRT
« showInterstitial(boolean allowReporting): B&ER—I %R (T 7 4 )L h DEE)

backToSafety() & & U proceed() &85 T Google IC L R— M & ZEET 2O EN %8I3 TERE TZ. showlnterstitial() &
[Google ICLHR— N EEETE2HNDRBIRETIFIVIRYIR] 2RSS EZHDEBIMTHRETE 5,

public class MyWebViewClient extends WebViewClient {

// Safe Browsing #REN AWML NIRETRE TRV Web R—JIZT V2RI B & callback 3
@Override
public void onSafeBrowsingHit (WebView view, WebResourceRequest request,
int threatType, SafeBrowsingResponse callback) {

// TGooglelCLUR—hE2ZEETEN] 2RBIRTBZF VIRV IRERF OLEER—VARTT S (#HE)

callback.showInterstitial (true);

/) BER—JERFTETRERR—VICRL. GoogleICLR—MNEZEET D (#E)

callback. backToSafety(true)'

EEFEBELR—JICTIERAL., GooglellLR—bMEZEET S (FEHE)
callback.proceed(false);

INS5DYZ R - APLICIEX IS % Android Support Library 2¥&W, LA > TINhoD ISR - API %FIAT 27 7Y
% APl Level 26 £7=1& 27 KRB DGR CEMES B/ WGEEIEN—Y 3 VILL > TUEBEZ R IT 2R EDEENMVETH 5,

WebView T Safe Browsing ZFIF L. Z2THWVWWeb R—IADT7IERENY R VT 50OH Y FI)a—R%
UTICRT,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.webview.safebrowsing">
<uses-permission android:name="android.permission.INTERNET" />

<application
android:allowBackup="false"
android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme"
android:networkSecurityConfig="@xml/network_security_config">
<activity

android:name=".MainActivity"

android:exported="true"

android:label="@string/app_name">
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<!l—— 77U TOEARAD webView D Safe Browsing tgesxaMmitbs s ——>

<meta-data
android:name="android.webkit.WebView.EnableSafeBrowsing"

(RDAR—TITHEC)
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android:value="true" />

</application>

</manifest>

FAIDR=I DS DHFEE)

MainActivity.java

/*

* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License");

* you

* You

* Unless required by applicable law or agreed to in writing,

may not use this file except in compliance with the License.

may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,

* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.webview.safebrowsing;

import

import
import
import
import

import

import

import

public

androidx.appcompat . app.AppCompatActivity;

android.os.Bundle;
android.util.Log;
android.view.View;
android.webkit.ValueCallback;

android.webkit .WebView;

java.util.ArrayList;

java.util.Arrays;

class MainActivity extends AppCompatActivity {

private boolean mSafeBrowsingIsInitialized;

@Override

protected void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;

setContentView (R.layout.activity_main);

findViewById(R.id.buttonl) .setOnClickListener (setWhitelList);
findViewById(R.id.button2) .setOnClickListener (reload) ;

final WebView webView = findViewById(R.id.webView) ;
webView.setWebViewClient (new MyWebViewClient ());

mSafeBrowsingIsInitialized = false;

// Android 8.1 EKWDIHATIEYR—hIhWisd, EEOELERFICIE

// WAD Android 0S/N\— 3V CUBAEDTZUHENH D
WebView.startSafeBrowsing (this, new ValueCallback<Boolean> ()

@Override
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FIDR—=I D5 DHFFE)
public void onReceiveValue (Boolean result) {
mSafeBrowsingIsInitialized = true;
if (result) {
Log.i("WebView SafeBrowsing", "Initialized SafeBrowsing!");
webView.loadUrl ("http://testsafebrowsing.appspot.com/s/malware.html") ;
} else {
Log.w ("WebView SafeBrowsing", "SafeBrowsing initialization failed...");
// WEAEAIB AR L =728, Safe Browsing D £ EELAWVWHRESENH S
// ZDHBE URLEZO—RLABWVWZ EANEFL W

P

View.OnClickListener setWhitelList = new View.OnClickListener () {
@Override
public void onClick (View view) {
// Safe Browsing #fexBRAIERW Host & - IP 7 RLADETA N A NEERET S
WebView.setSafeBrowsingWhitelist (new ArrayList<> (Arrays.asList (
—"testsafebrowsing.appspot.com")),
new ValueCallback<Boolean> () {
@Override
public void onReceiveValue (Boolean aBoolean) {

Log.1i("WebView SafeBrowsing", "Whitelisted " + aBoolean.toString());

bi

View.OnClickListener reload = new View.OnClickListener () {
@Override
public void onClick (View view) {
final WebView webView = findViewById(R.id.webView) ;

webView.reload () ;

i

MyWebViewClient.java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

25 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and
* limitations under the License.
*/
CROR—=DIZHEL)
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FAIDR=I DS DHFEE)

package org.jssec.android.webview.safebrowsing;

import android.webkit.SafeBrowsingResponse;
import android.webkit.WebResourceRequest;
import android.webkit.WebView;

import android.webkit.WebViewClient;

import android.widget.Toast;
public class MyWebViewClient extends WebViewClient {

// Safe Browsing HEENBMIELINARETRETRV Web R—IICT VRT3 E& callback Ehd
@Override
public void onSafeBrowsingHit (WebView view, WebResourceRequest request,
int threatType, SafeBrowsingResponse callback) {
/) BER—VIRFETRER/R—VIIRY
callback.backToSafety (true) ;
Toast .makeText (view.getContext (),
"FOEALEDELIEWeb R=VREIILTZTHA FDBEWAH B8, BEBR—JICRYET, ",
Toast .LENGTH_LONG) .show () ;

4.10 Notification #{EH 3 %

Android ICIZFTY RA—HF—AD X v E—T % @A T % Notification #EEH 3 %, Notification Z{FS &, BEIELEERD R
F—HIRAN—EMENDZMEEIC, PAIAVPAYE—VERRTDIIENTES,

y  Motification : Private

Wisibility Private - Including user inf

4.10.1 Notifcation DFRRHI
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Notification MBHIEREIZ. Android 5.0(API Level 21) Tk, 7Y 1 —H—REICL > T, BE@mHIAYIIh
TW3IREETH > TH Notification IC & 2 BHARRT 5 Z EAAEEICAR o7, 727 L. Notification DEEVWAH%EERS &,
HMAI—HY—AANICOHAREIRETS AR MNRAFERIPE=ZFOBICHN BN H B, LD >T. 731/ —
PEFa1UT1E2ERBL THEUICEEETIZEHNEETH S,

728, Visibility H'EX Y 1§ % fE & Notification DR D FEWNILLTOBEY TH 5,

% 4.10.1 Visibility #*HL ¥ 15 % {E & Notification D#x % £\

Visibility d1& Notification D& % &L\
Public ITRTOAY Y EELT Notification A RRS N3
Private TARTOHOY 7 EE-ET Notifcation RIS NZ D, NAT—RETHRESINZOY JE@T

(E¥270v¥) £TIE Notification D& 1 ML P TF R MENREND (T4 = MF
ORI NI ABRAREANXICEEZHD )

Secret NRRTD—RNETHEINZOY 7ERE (E¥270v9) LTI, Notification BAFRIZ S iz
%% (E¥xa70v 7400y VBTl Notification ldFRR~S N 3)

4101 4> 7F)La—R

Notification ICIER L —H—D T4 R— MNRFRESTVHE. T7MARXR—MNEREDRWBRWBNZETO Y 7BEOR
REICER L, MATHELL 2 &,

Android

Notification : Public

Visibility Public : Gmitting sensitive data

Charging

a

4.10.2 0Ov 2/ @EmE-LE®d Notification

TI2AR—MNERESALBNEZITOY Y TN OA—-REUTICERT,
i 2

. 75AR—NEREEALBNZTO A, 2B (BEOY JEEOXRTA) O Notification # BE T %
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2. ABA (BEO Y 7BEORRA) @ Notification IZ1E 754 RXR— MERESHHRW
3. Visibility % BA7RHIIC Private IZ5%E L T, Notification %R Y %

4. Visibility #° Private D&, 774 X— MEREEHOTRAMLTH LWL

e

VisibilityPrivateNotificationActivity. java

/*

*

*
*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.notification.visibilityPrivate;

import android.app.Activity;

import android.app.Notification;

import android.app.NotificationChannel;

import android.app.NotificationManager;

import android.app.PendingIntent;

import android.app.Person;

import android.app.RemotelInput;

import android.content.Context;

import android.content.Intent;

import android.graphics.drawable.Icon;

import android.net.Uri;

import android.os.Build;

import android.os.Bundle;

import android.view.View;

public class VisibilityPrivateNotificationActivity extends Activity {

/**
* Private 7& Notification &KX~ 9 5
74

private final int mNotificationId = 0;

public static final String DEFAULT_CHANNEL = "default_channel";
public static final String SENDER_NAME = "Sender Name";

public static final String REMOTE_REPLY = "remote_reply";

public static final String reply_choices[] = {"choicel", "choice2",
public static final String REPLY_LABEL = "input reply";

@Override

public void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState) ;
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FIDR—=IH 5 DFEE)

setContentView (R.layout.activity_main);

if (Build.VERSION.SDK_INT >= 26) {
// api level 26 Wbl& Notification IC channel WMILEICAS
NotificationChannel default_channel =
new NotificationChannel (DEFAULT_CHANNEL,
getString (R.string.notification_channel_default),
NotificationManager.IMPORTANCE_DEFAULT) ;

NotificationManager notificationManager =
(NotificationManager) this.getSystemService (Context .NOTIFICATION_SERVICE) ;

notificationManager.createNotificationChannel (default_channel);

public void onSendNotificationClick (View view) {

/) kRkBAV N 1k TIAR—NEREEALBNEZTO>HBEIF. AFA (BEAOY V7EBEOXRTA) O
Notification RT3
Notification.Builder publicNotificationBuilder;
if (Build.VERSION.SDK_INT >= 26) {
publicNotificationBuilder =
new Notification.Builder (this, DEFAULT_CHANNEL)
.setContentTitle ("Notification : Public");
} else {
publicNotificationBuilder =
new Notification.Buililder (this)
.setContentTitle ("Notification : Public");

if (Build.VERSION.SDK_INT >= 21)
publicNotificationBuilder.setVisibility (Notification.VISIBILITY PUBLIC) ;
// hRA VKN 2% ABEA (BEAY JEBORTRA) O NotificationIlIET T4 R—MNERESHEW
publicNotificationBuilder.setContentText ("Visibility Public : Omitting sensitive.
—data.");
publicNotificationBuilder.setSmallIcon (R.drawable.ic_launcher);

Notification publicNotification = publicNotificationBuilder.build();

/) TZAR—NERAEEL Notification HVERT %
Notification.Builder privateNotificationBuilder;
if (Build.VERSION.SDK_INT >= 26) {
privateNotificationBuilder =
new Notification.Builder (this, DEFAULT_CHANNEL)
.setContentTitle ("Notification : Private");
} else {
privateNotificationBuilder =
new Notification.Builder (this)

.setContentTitle ("Notification : Private");

// kRA Y~ 3% Visibility %#BATRMIC Private ICEREL T, Notification %{ERKY %
if (Build.VERSION.SDK_INT >= 21)
privateNotificationBuilder.setVisibility (Notification.VISIBILITY PRIVATE) ;
// kR4 VN 4% Visibility »' Private DA, T34 R—MERESHTRMLTE LW
CRDAR—JITHE<)
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RIDR—=IUDSDIFE)
privateNotificationBuilder.setContentText ("Visibility Private : Including user.
—~info.");
privateNotificationBuilder.setSmallIcon (R.drawable.ic_launcher) ;
// Visibility ' Private ® Notification ZFIRAY BBA.
// Visibility % Public \C UL7=RBME® Notification ZAHETHRET %
if (Build.VERSION.SDK_INT >= 21)

privateNotificationBuilder.setPublicVersion (publicNotification);

if (Build.VERSION.SDK_INT >= 28) {
// Notification.MessagingStyle.Message.setData () IC&Y)
// UY—2AD sample_picture.png % Notification IZRIRY %
int resourceId = R.drawable.sample_picture_small;
Uri imageUri =
Uri.parse ("android.resource://" +
getApplicationContext () .getPackageName () + "/" + resourceld);

Person sender = new Person.Builder ()
.setName (SENDER_NAME)
.setIcon (null)
ouild() ;
// Notification.MessagingStyle.Message #fAE L setData () CEIR%HZET S
Notification.MessagingStyle.Message message =
new Notification.MessagingStyle.Message ("Sample Picture", 0, sender)

.setData ("image/png", imageUri);

// Notification.MessagingStyle =R LERAZREL L
// Notification.MessagingStyle.Message %#:R%Ed %
Notification.MessagingStyle message_style =

new Notification.MessagingStyle (sender)

.addMessage (message) ;

// Notification.MessagingStyle % Notification ICERET %

privateNotificationBuilder.setStyle (message_style);

if (Build.VERSION.SDK_INT >= 28) {
// RemotelInput.Builder.setChoices () IC&W NotificationIZl) 751 DFERFRERTT S
Intent intent =

new Intent ( getApplicationContext (), NotificationReceiver.class);

PendingIntent pendingIntent =
PendingIntent.getBroadcast (this, 0, intent, FLAG_MUTABLE) ;

RemoteInput remoteInput = new RemoteInput.Builder (REMOTE_REPLY)
.setLabel (REPLY_LABEL)
.setChoices (reply_choices)
.build();

Icon icon = Icon.createWithResource (this, R.drawable.ic_launcher);

Notification.Action actionReply =
new Notification.Action.Builder (icon, REPLY_LABEL, pendingIntent)
.addRemoteInput (remoteInput)
.setSemanticAction (Notification.Action.SEMANTIC_ACTION_REPLY)
CRDR—IIZH L)
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FAIDR=IDS5DIFEE)
Jouild () ;

privateNotificationBuilder.addAction (actionReply) ;

Notification privateNotification = privateNotificationBuilder.build();

// AU YT TIERELTWAR WD, Notification CTld setContentIntent (PendingIntent intent)
// %&fEWN Notification% 7" v U LEEMRIC Intent BEFEINB LD ICRETEH I &EHZL,

// TDEEIKRET S Intent ld. MUHETIVR—3Y hOBEICEDE T,

// BREBRFECHOET I ENNETHD (BIZIE. BT Intent ZfEI AR E)

// &AVR—Y NOREBEVE L AEIUTOEEEZSROZ &

// 4.1. Activity %% -FIHT 3

// 4.2. Broadcast =259 % -*ET 5

// 4.4. Service =% -FIRAT S

NotificationManager notificationManager =
(NotificationManager) this.getSystemService (Context .NOTIFICATION_SERVICE) ;

notificationManager.notify (mNotificationId, privateNotification);

4102 IL—ILTwv Y

Notification ZFIFA T BERICIEUTDIL—ILESFS Z &,
1. Visibility DFREIAR S S, Notification \Z\dE Y ¥ F 14 TRIEREZDHRW (FF7 4 R— MERIEHIH) (BB
2. Visibility Public @ Notification \Zl& 754 R— MERAES DR W (WHE)
3. (RFIC Visibility Private |29 %3&) Visibility \FBARICERET 5 (WHE)

4. Visibility h° Private @ Notification % FIB 9 2358&. Visibility % Public \~ L7=ABBA D Notification %t TRE
35 (HR)

4.10.2.1 Visibility @& EICf&k 5 9. Notification ICIE > ¥ F 1 TRIBFHRESHRV (FTF 4 RX— MERIZFIH)
(578)

Android4.3(API Level 18) LABEDIHAK Tld, FREBE@ED 51— —2° Notification DFAMYFT AT TVICEZB T &
NTEL, FAINALTT)IE 2T Notification DIEHREFZHERND Z &N AREICARDZ 2D, £V VT 1 TRIER%E
Notification ICEH TIER SV (L. 54 RX— MERIZ Visibility DF&EIC & o T Notification ICEFH TR,

Notification IC& £ N7z 1E#HIF. BHF Notification ZZEE LT ) #RE. D7 UMD SFHAIMB Z &L TERL,
LAL, A=Y BATMICHFRI 25252 T, 2—Y—BELLT 7 IZLT D Notification DEREFHHINSD
ENTFREICR D, A—F—DHFTEE5 X7 7T DHH Notification DIEREFZHFBND I NS, I—F—HED TS
4 R— MEIHR % Notification ICEH 2 Z & IEBERV, —AT, A—H—D T4 X— MERUA DY v F 1 TRIER
(FIziE, 7T7)BEREOHDHY S 2HBIER) % Notification ICEH 5 &, 1 —H—HEFH Notification ICEEN71E
HAEFAHE 2D & LT Notification ~NDOFE%E T 7 ICHRT T 2AEENH 2720, FAIEEDTS1X— MERUADE
VIT4 TRBEREED DI EIEHBL LD,

BRMRAE S FHFE. T14.103.1. 2—F—FFAIC & % Notification DEEICDWT] #8ROE,
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4.10.2.2 Visibility Public @ Notification iCiZ 7514 X— MERESHHRW (BHHE)

Visibility A% Public IZE%%E & 117z Notification IC & > TR Z1T O %A, 1—H—D T 51 X— MEH% Notification ICE
HTIEAR 572\, Visibility A° Public IC3%E & 17z Notification (&, BEIE O v 7 FIC% Notification DIFWRARTSI , I
RICHBHICEETEDBE=ZENTIAR—MNEREBHRD VR IICDLNDBDTH 5,

VisibilityPrivateNotificationActivity.java
// RNEER (BEOY 7EORTA) © VY71 TRBEHREFLQN Notification #HART 3
Notification.Builder publicNotificationBuilder =

new Notification.Builder (this) .setContentTitle ("Notification : Public");

publicNotificationBuilder.setVisibility (Notification.VISIBILITY_ PUBLIC) ;

// AER (BEmAy 7BEDORRE) O NotificationllidT T4 RXR— MNERESDHE L

publicNotificationBuilder.setContentText ("Visibility Public : Y T4 7RIERIZZHTICERN
")

publicNotificationBuilder.setSmallIcon (R.drawable.ic_launcher);

TS5 4 R— MEROREFIE LT, 1I—Y—RTICEESNEA—LP1—F—ORBERAL, [55 751 /80—
AR S ] TERESNTLHEBRIET SN,

4.10.2.3 (%iC Visibility Private (C3 %235&) Visibility (ZBATRBIICERES 5 (LH)

[4.10.2.2. Visibility Public ® Notification |Z\& 754 N— ~NEHEEH L (4ZE) ] OEY . Android 5.0(API Level 21)
LI @iRARTIE. BEA Y 27 HICE Notification RIS N 5728, Visibility DRRENEETHY. T 74 MEICFES
TEARMICRET D &,

TR TIL. Notification @ Visibility D F 7 # JU MBI Private ICERE SN TH Y. BIRMIC Public #3I8ELAWRY 7
SAR—MNERIBAROND )RV IEFRELAVL, LA L. Visibility DF 7 )L MENHFRERICKL DRSS H
Y, EHOZBEROMYKFWVEEICERHT 2720HI1CE. /=& Z Visiblity % Private I3 %34 T# > TH. Notification D
Visibility [$EARBIICERET DI & &2 HBEELTWS,

VisibilityPrivateNotificationActivity.java
/) TZAR—KNEREED Notification %HVFERT %

Notification.Builder priavteNotificationBuilder

new Notification.Builder (this) .setContentTitle ("Notification : Private");

// KRA VN 3% Visibility %#BATRMIC Private ICEREL T, Notification %KY %
priavteNotificationBuilder.setVisibility (Notification.VISIBILITY PRIVATE) ;

4.10.2.4 Visibility #* Private ® Notification ZFIf 3 %1% &, Visibility # Public iZ L 7225 Notification %
HETHRET 2 (HE)

Visibility ' Private IZ3% % & hv 7z Notification 2> TRMY 3356, BEAY 7FICKRTISI NS IEREZFIET 2725,

Visibility % Public IC L 7=2F A @ Notification ZHE THRET 2 I EDEE LY,

Visibility A% Private IC5%7%E & 117= Notification (IZ/ABIF D Notification Z3%E LA WSS, BEAOY JHICIEY AT AT
BEINETIAIVNOXEPERENDHOEF1) T4 LOREIEARWL, LA L. Notification IZE 8 2 EHRDELY
BWEBICEH#R T D7-HICEH, ABAD Notification ZBARMICHAELRET S & &H#ET 2,

VisibilityPrivateNotificationActivity.java
/) TZAR—NMNERESL Notification EVERRT 2
CROR—=DIZHEL)
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RIDR—=IDSDIFE)
Notification.Builder privateNotificationBuilder =

new Notification.Builder (this) .setContentTitle ("Notification : Private");

// kR4 VK 3%k Visibility %BARMIIC Private ICEREL T. Notification %={ERRT %
if (Build.VERSION.SDK_INT >= 21)
privateNotificationBuilder.setVisibility (Notification.VISIBILITY_ PRIVATE);
// kR4 KN 4% Visibility b Private DIFE. T7AR—MNERESHTEMLTELW
privateNotificationBuilder.setContentText ("Visibility Private : Including user info.");
privateNotificationBuilder.setSmallIcon (R.drawable.ic_launcher);
// Visibility M Private M Notification ZFAT 31HE.
// Visibility % Public \CLTeRAFAR® Notification Z8HHETHRET S
if (Build.VERSION.SDK_INT >= 21)

privateNotificationBuilder.setPublicVersion (publicNotification);

4.10.3 7 RNV X b

4.10.3.1 1 —H—zFaIC & % Notification DEEICDWT

[4.10.2.1. Visibility DEEEIMK S Notification \lEE Y T 14 TRIERESDHRWV (FF4 RX— MERIEFHHN) (b
A)] THBRAR7 L DIC. Android4.3(API Level 18) LIEDIHATIE, 2 —F—DFAE2 52 LEE. BESNET T
|32 T D Notification DIEREFHAID Z EDAREICAR D, L. A—HF—FAORKRERZLHICE. 7D
NotificationListenerService Z ##7 L 7= Service & L THE < LE L H 3,

} MotificationListenerservice..

<] O O

B 4.10.3 Notification DFRHEY 25X ET 2 EMADT7 IR ] BE

NotificationListenerService Z{f>7=%> 73— K& L TICRT,

1 12 FRBERDBRIEICH 1T 2 BERSETIE. Android Studio 4.0.1 fFBD I I 2 L —4% Pixel 3 API30 TidH Y FILABEL AW EAHIBAL
TW3, YRR Google Pixel 3 TIFRIEAREET 2 Z & AR L TWAH, Y FILa— RETFEICIEBRI N,
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AndroidManifest.xml
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.notification.notificationlListenerService">

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"
android:label="@string/app_name" >
<service android:name=".MyNotificationListenerService"
android:label="@string/app_name"
android:permission="android.permission.BIND_NOTIFICATION_LISTENER_SERVICE">
<intent-filter>
<action android:name=
"android.service.notification.NotificationListenerService" />
</intent-filter>
</service>
</application>
</manifest>

MyNotificationListenerService. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.notification.notificationListenerService;

import android.app.Notification;
import android.service.notification.NotificationListenerService;
import android.service.notification.StatusBarNotification;

import android.util.Log;

public class MyNotificationListenerService extends NotificationListenerService {
@Override
public void onNotificationPosted (StatusBarNotification sbn) {
// Notification is posted.

outputNotificationData (sbn, "Notification Posted : ");

@Override
public void onNotificationRemoved (StatusBarNotification sbn) {
// Notification is deleted.

outputNotificationData (sbn, "Notification Deleted : ");

CRDR—VITHEC)
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FAIDR=IDS5DIFEE)

private void outputNotificationData (StatusBarNotification sbn, String prefix) {
Notification notification = sbn.getNotification();

int notificationID = sbn.getId();

String packageName = sbn.getPackageName () ;

long PostTime = sbn.getPostTime () ;

String message = prefix + "Visibility :" + notification.visibility + " ID : " +.
—notificationID;

message += " Package : " + packageName + " PostTime : " + PostTime;

Log.d ("NotificationListen", message);

LEEDEY . NotificationListenerService % {F\, 1 —H—DFFAI %183 Z & T, Notification #F&# 2 I & A AEEIC A
%A%, Notification ICEEFNZBRICITHRD TS A R— MERDAESENZ I EHEWVH, BRWREWICIEHOERD
WETHD,

4.10.3.2 HED Window /X2 2)L—F B4 v FIZDWT

Android 12 BAEDN S, 7T YDHARETRBVWA—N—L A KRR%E LTWVWBIHE. HED Window /SR ZI—F 35 v
Fix7OvosInd, ZOBMEDEREIL, targetSdkVersion IZEA%A <. Android 12 TRITINZTRTOT7 7Y ICER
End,

BETRBVWA—N—LARFEBUTOLSIBED%EHET,

e L 4 ¥ —IC TYPE_APPLICATION_OVERLAY. 7 3 7' IZ FLAG_NOT_TOUCHABLE % £ ¢ 3. SYS-
TEM_ALERT_WINDOW #R%Z%EE T BF —/N—L 1 KRR

* FLAG_NOT_TOUCHABLE 7 5 7/ % f#fH¥ % Activity Window
2L LTOBEICEWTIE, RRRIV—F 2% v FIdE| &K E AL

e PTVATDHA—N—LARRTLTVWRHE

L 1 v —IZ TYPE_ACCESSIBILITY_OVERLAY. TYPE_INPUT METHOD 7 EMNEE T N/ EFEH D Win-
dow TH 356

Jb— bk View #* GONE #7213 INVISIBLE ICE4E S N=A A 8D Window TH 3155

alpha {4 0 IZERE S 1 7- Window TH 3154

L 4 ¥ —IZ TYPE_APPLICATION_OVERLAY % % & 1.7z Window @ > 5 alpha BN REEUT TH 2354

TT)HNEETIEARVWA—N—L A RTE LTWVWEIHEAE., I—XA—T—RIHELCRDAPILOWThaEFIAETEZ &N
WiEING,

Bubble

Bubble (&, Notification Z{FW 3 < § 576 Android 11 B SBMENT-MEEET, A vE—IREEZELREIC, Xv
-V DBEME [ZELL] THROTTVDLICKRRIERIET, BELETITVICHIVEZI S ALK RTPRES

“42 4% {8 & 13 InputManager.getMaximumObscuringOpacityForTouch() TS 5N 3 E% 8T, W Window H'7F —/"—5 v 7L TW 31541 alpha
EORFNREBUT THIVENDH D,
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TBHIENTES,
Picture-in-Picture (PIP)

PIP i3, 22— =27 FVREERBRELIY, AAVEARACIVTVYABEEBELEZY LTWEEETH->TH, BEDIEIC
BEEN//NER Window ICAVTFVYERRTDIENTEBHETH S, Android 8.0 LIETHIATE %,

Notification

Notification I&. T/3f AOFEAERNRICHZ RS, 2—H—ICVIA U F— HDOADISDA Yy E—I, Fildfh
DT TVISDIA L) —RIBERERMTZELENLAFETH D, 1 ——I3BMEY Yy T LTF7 T 2L, BA
NOBEETIY a3 VERTTED,

Snackbar
Snackbar i&. 7 7V BEIRICEBRE A v E—Y A RRT 2B,
Toast

Snackbar El#k. EEEX v E—VARTT2EMMEEE, 7 TIUDNNRY I TSSO U RICHBEEIAYE—VAERRT D
WHWEND BIHEICIE Toast ZFAT 3,

EETELRWVWY Y FAEHFATEICIK,. 9—IFILY14 Y RUTRDadb A7 REETT S,

# A specific app
adb shell am compat disable BLOCK_UNTRUSTED_TOUCHES com.example.app

# All apps

# If you'd still like to see a Logcat message warning when a touch would be
# blocked, use 1 instead of 0.

adb shell settings put global block_untrusted_touches 0

BETERWVWYYFAEITOYITET 74 MDOIAEICETICIE. 9—IFID 4 Y RUTRD adb AT Y REET
ER-H

# A specific app
adb shell am compat reset BLOCK_UNTRUSTED_TOUCHES com.example.app

# All apps
adb shell settings put global block_untrusted_touches 2

4.10.3.3 Pendingintent + 7~ = 7 b DA

Android 12 L\fE% 9 —4'w b & $ %7 7 Tld, Pendinglntent 7 7Y ¥ hOTLEMDIBENVEE R >7z, TEDH
&3 PendingIntent. FLAG_MUTABLE. AZ D% & & Pendinglntent. FLAG_IMMUTABLE 7 5 712 & W 1T,

WEFNhD 755 H38EHE T IC Pendinglntent 7 7Y 2 M EERR L & 5 & § % &, TllegalArgumentException AV FE4E L.
logcat IZRD X wEZ—IHNRREI NS,

Targeting S+ (version 31 and above) requires that one of FLAG_IMMUTABLE or FLAG_MUTABLE be..

—specified when creating a PendingIntent.

¥ F1DBIbEVDEENS FLAG_ IMMUTABLE 75 7 DEEMNMHEINTE Y., IBEEFLUTOL D ICIT,
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PendingIntent pendingIntent = PendingIntent.getActivity (getApplicationContext (), REQUEST_
—CODE, intent, PendingIntent.FLAG_IMMUTABLE) ;

ELT410.L. Y FIa—R1 0D IS, BARDY A L U MRIET 72 3 VA RIEICEE I 5 M7z Pendinglntent
FTTVTINRDI ) v TTF—9DEEANEL T 5HE13 FLAG_MUTABLE 6§ EICT 2 EHLH 5,

4.10.3.4 BHIICEE Y B RTRFDIERR

Android 13 25, Notification DBEMEREAFIA T 2 I ——DEMHF TS DBICR o7z, TOELEIL, targetS-
dkVersion ICB8%7%: < Android 13 75y N7 # —ALATEMET 22 TOT7 7Y ICHEASIN S, REFHEIL targetSdkVersion
ICEWURLGSTEY, TNTNDBEICBITHREEREEZUTISENS,

targetSdkVersion 32 LI FDIHE

Notification DBAHEEE#FIF T 5 IC1E. createNotificationChannel 2R L. 21 —Y—ICHERDNFSE2 ) VT X KT 3,
createNotificationChannel E{THFICHERY 4 7OV DRI IN, I —HF—XRDT7 I/ a Vv ERTTEDEIICR D,

o [FFA] 2BRT B
o [BFHL7AaW] 2FEIRT 3
s EBLDRIVERSTICYATOTERTATLTHLS

TATITI9V RY—ERELTEETZT7 T OEEFFLUATDREY,

NotificationManager notificationManager = (NotificationManager)context.
—getSystemService (Context .NOTIFICATION_SERVICE) ;

NotificationChannel channel = new NotificationChannel (defaultId, name , importance);

if (notificationManager !'= null) {

notificationManager.createNotificationChannel (channel) ;

Notification notification = new Notification.Builder (context, defaultId)
.setContentTitle (name)
.setSmallIcon (android.R.drawable.ic_media_play)
.setContentText (name)
.setAutoCancel (true)
.setContentIntent (pendingIntent)
.setWhen (System.currentTimeMillis ())
Jbuild();

startForeground (1, notification);

EEDOOI—R% Android 13 75 v h 7 # —LETERITFLEBDOERSY 4 705, 8L —F—» [BFA] £/13 [FH
LW Z:BIRLAEGEOBMNO7 —DKRFIELLTDREY,
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a‘f.?

Allow NotificaitonTest32 to
send you notifications?

Dan't allow

4.104 #ERS14T7AY
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4 6 Wed, Jul 13 *.dBio0%

¥ internet ¥ * Bluetooth

© Do Not Disturb

° Matificaiton Test3z?

NotificaitonTest32

MotificaltonTest32

4.10.5 @R O7— [FFHE]
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» 30 Thu, Jul 14 v.d0100%

* et

@ Do Mot Disturb

No notifications

4106 BMRO7— [FFA LAV

targetSdkVersion 33 Ll D5 &

LD O— K%, targetSdkVersion 33 A EICEE L. AL & DIC Android 13 75 v b 7+ — AL ETERITLEBE. HER
4 T7A7ERTEINT, BH KO —I2H Notification IR I AW, 7V ERDEREM SHEEE L TH Notification
HEEED ON/OFF R EB A EMEIh TV S,
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NotificaitonTest32

s
~

NotificaitonTest32

All NotificaitonTest32
notifications

®

At your request, Android is blocking this app's
notifications from appearing on this device

4.10.7 Notification #4850 ON/OFF & & Bk N &Rt

ZhiE, Android 13 (API Level 33) » 5, B %EZE(ET 235 L WETEDHER POST_NOTIFICATIONS A& A = 7=
7= T. targetSdkVersion 33 L ETEIL R§ 33541F. ¥ =7 X b7 7 4L T POST_NOTIFICATIONS 25595 Z

&, ZLTHIR, HERY A 7ATERRTDEREVDEICRD,

RNZ7zANI7AMITEETZHIILULTOREY,

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
xmlns:tools="http://schemas.android.com/tools"

package="xxx.xxxx.myapplication">

<uses-permission android:name="android.permission.POST_NOTIFICATIONS"/>

e, ERYATOT2RTT 2EEHUTDOEY,

private ActivityResultLauncher<String> requestPermissionLauncher =
registerForActivityResult (new ActivityResultContracts.RequestPermission (),
—isGranted —> {
if (isGranted) {
// Permission is granted. Continue the action or workflow in your
CROR—VIHEL)
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FIDR—=IHSDHEE)
// app.
} else {
// Explain to the user that the feature is unavailable because the
// features requires a permission that the user has denied. At the
// same time, respect the user's decision. Don't link to system
// settings in an effort to convince the user to change their

// decision.

@Override
protected void onCreate (Bundle savedInstanceState) {
// B
buttonStart.setOnClickListener( v —> {
// B

requestPermissionLauncher.launch (Manifest.permission.POST_NOTIFICATIONS) ;
startForegroundService (intent) ;

)i

LREDI—N% Android 13 75 v b 7 # — LA L TERITLEBEOHERSY 1 7O T OKRFIZUATDRY,

.I:.}

Allow NotificaitonTest33 to
send you notifications?

Don't allow

4108 tERY1 70T
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targetSdkVersion 33 BLE & T 2 BEDINSEEADHGBIE [TEBRIFR 75 LA EBINTLS,
UTFICAROXEEBIAY 5,

[Z DHWEEICK ZHIEIDRIEE FHEDORLEEFRT 54280, TEBLITEL Android 13 29 —4 v MNCERET
B52EEBLBTITOLET, BIEHE 12L (APILevel 32) LLTEY—4 v NETBF A, 77 OeED D
VFXFAMIMUTHEREZY VTR NS ZHEEELSI T EICRY FT,]

4.10.3.5 #47+ % =3 Notification DEMEDZE TR

BREAT A TOBERPY I vyO— RfiRe, MEBAEITHTHS I & %7 Notification (£, Notification.Builder#se-
tOngoing(true) & L. FLAG_ONGOING_EVENT %8 %E 322 & T, BAROT—ICRUKITDLOBRETREE A>T
W3,

NotificationCompat.Builder builder
= new NotificationCompat.Builder (this, "CHANNEL_ID")
.setSmallIcon (android.R.drawable.ic_menu_info_details)
.setContentTitle ("Notification Title")
.setContentText ("Notification Message")
.setPriority (NotificationCompat.PRIORITY_ DEFAULT
)i

builder.setOngoing (true) ;

25932 ETaA—Y—H5> T Notification ZBEALTLEIZEEHSC I ENTE, LH L. Android 14 5 Z DE)
ENZEE LYW, FLAG_ONGOING EVENT A3 ESNTWTH, 1 —H—IF Notification 2B L3 Z ENAREE Ao
TW3,

EEEDI— K%, Android 11 & Android 14 TEITL7BOEFHDEWVELTICRT,

F 9°13 Android 11 TOZEE),

43 https://developer.android.com/about/versions/13/changes/notification-permission
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Natification Message

W

Finish setting up your sdk_gphone_xa5
Copy your data, set wallpaper, and maore

Manage

4.10.9 Android 11 @ Notification

M ion Tiitle
Notification Message

v

Finish setting up your sok_gphane_x86
Copy your data, set wallpaper, and more

Manage

4.10.10 AICRAT74 7L THRMIBZ AL

JRIZ Android 14 TOEEL,

3 Jar 10 00%

B Flashiigh

Silent

g Ferial console enabled
Performance is impacted. To disable,

4.10.11 Android 14 ® Notification

lan 10

B Flashight

vd

3 Bl
S Do

Serial console enabled

4.10.12 HBICRT7A4T42Z & TEMIHEZS

2L, LROEFHIUTORRTIHEREINT,

Notification &5 EfEZ@F KO 7 —IZ&K W KT 5,
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« AX—hT7Fx0AOY I INTWVWBIGE

e A—H =N [TRTHE|BMT7 VY avaBRLEGE GRoTHELBRWEDICT ZL0)
Fleo LTFOI—R7—RIZEVWTH, LEOEEITERA I MR,

* MediaStyle Z & L TR S 1L 7o@H

e RYY—ICKWVFEAPEF 1V T4 & T AN —DTr—RICHIRSNTWBIHE

e T4 —754 X[AlF®D Device Policy Controller (DPC) &HHR—hk/IRy o —

411 £BEAEV ZFERAT S

Android OS ICIE RIS HE X T Y HEAEE L TH Y android.os.MemoryFile & L TIREI N TWEDN, #HOT
T)THET 720D APL L7 I L AFEIAEREMICIIRBSNATES Y. —BROT7TVICRFEWICCWEDTH -
7=. Android 8.1 (API Level 27) T android.os.SharedMemory /Xy 5 —IHAEBA I, —fGROT7 U h o HEGAE ) #
BAELBNBEEBEICHATE 24912427, Android 8.1 DB 4 T MemoryFile (& SharedMemory D5 v /8—& 72 Y|
SharedMemory DA% FMAT 2 Z L AMHRINTWS, T TlE. TD SharedMemory APl 24 2MEICtFa) 71
LTERIREREMGT 5,

BABTDELEIICIDAPLIE, HBT7 TV D Service NHEBFAEY ZER L. TNHEMOT TV ICRET 52 & TiRE
SNETTYEXEY EHETIERERRE LEZEYICRo>TWS, L > T 144, Service 152 - FIAT %] T
BEEINTVWEIITRTORAFTY, HEXAEVARETZ27IVELUVETNEFHATZ27IVICOVWTELETEE S, K
FDOAILICIC T4.4. Service =15 - FIAT 2] 2FHATH S, LUTOFRAICED Z & 2 #ES 3,

728, SharedMemory API IC &35 % Android Support Library 88\, L 724> T SharedMemory #FIH$ 2 7 7Y
% API Level 27 RiEDIHR CEMES E/-WHEEIEZ. CEELRILDAPI %2 INI TSy 7928 LTRAEDREXEY
WEBAEREL, N—YaVIlL>oTHEWRIIZAREDEBEIVLETH S,

4.11.1 Android £E X E) OHFE

HEXE)IZBBOT7 7)) OB TRA—OYEX EYEBEHRET 2HETH S,

2. AE R

A

7FUA 778

4. MBRET

o,

3. i HFE - LT

4111 HEALE)OHE

347



Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2024-02-29

LTORETIETTYAETT) BTHEATVAFEALTVLWAHFERLTWS, PTVADRREAE) ATV ME
ER L. Tha7 ) BICIRHELTWS, 77 A THEXEY 21RET 2EENLT7 ) A D Service B>, 7Y
B I&Z D Service ICHE L THEA TV ZER - BSL. HEA T TREQULENFALL, MANETLEIEET
T AICHSE S,

HEXEYAFBTEIEICE 2T, FIZAEKEREBRDOEY by TTF—91E, BEOTOLABRBETHINT
WBBRAY A X (IMB“) 28227 — 95 BHOTOCATHET BRI ENTES, Fhe TN RALEKTHET % X

EYEZEIRTE, BEOAEIVT7 IR ERZ LD, FEICEERATOELABBEIRETES, LrL. EHOT S
DAEBEITHICT VR TEIEICRDED, T—9DEAM AT 2LODEENMVELRDIGENHD, Th
BT BDICIET T ETOBHEIE AT o7/, ABVHEBEEENICOEILTEVOT 7 ERICFSHLAVLDIC
ERIDBEDERRVEKEDBETH D,

3D & 512 Android SDK DB X EY APIL I, Service PHEEAEN ATV MEERL THRO IO IAEERT

WAL D, HEXEY DY S R (android.os.SharedMemory) (& Parcelable & L TEZI N TWE7H, HEAEUD
1 Y24 2% Binder BHTHOTOERICEBICEST ZENTE S, BTRIY YT I—RTO Service V57
VREDEDRY &Y DBEIE (Service DIEVICK > TRELLERDZZLEH D), RORIIRT LD WBEE 1S :

. service
client T

s1. HEAEUFER
SharedMemary.create()

1. ¥ —EAUEEEEX

bindService() :
i s2. BROATVEMII=TT
h H
C2. onServiceConnected() Binde 5 arend-murv mapi)
G H—EAHBATVEER 53-0fﬁind{}

S4. DIAPHCERTS
iRiEE R
SharedMemoryisetProtect()

c4. BEODATUEMICTYT
SharedMemoryEmap()
HEARUENRTS

- 55. HHAEUEIEE
cs. BlLvith ol HEAEUE -
Pogud
Sharedmemaory&unmap()

6. HEATIEFIBTS

c6. EHFATVEO-X
Sharedmemory#close()

o7, HEAT FBR T £ BN o TR

C8. HF — A0 0D iR WELR
unbindService()

B 4.11.2 HEBEXEY Service E7 4TV hDPYEY

* S1. Service & SharedMemory.create() IC & W EBAXAEY #EKT %

» S2. Service BN HE X T #F BT 53154 SharedMemory#map() ICE > TEHED A EY BREICHEAEY %

*44 https://developer.android.com/guide/components/activities/parcelables-and-bundles
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Ry TED
e Cl. 257> MIBARM Intent % {8 L Context#tbindService() IC& » TH—E R ICEHKET 3

¢ S3. US4 TV R LDEHRERIBL &, Service D onBind() call back AIEVHE TN 3, Service T T T (Hh
) HRELFNEETV., 75472 MAERAD IBinder %1k 9,

e C2. Service #* onBind() #%EfT LD RY & (IBinder DA Y R4 V) &, 754 7> MMAI®D onServiceCon-
nected() callback D518 & L TIRE NS, LABEIZ Z D IBinder ZFIF L T Service & DBE=E1T D,

e C3. 7547 M Service I LTHEXEYEZERT B,

o S4. Service BRI ATV IDODHBAEVEREZS, V7V INDBPHBEAEVET I ERTIRICFHFAT 2
B (FiH - BEE) ZRET %,

e S5. Service X7 SA TV MAKBAERN ATV NEET,

e C4. VATV NEZRITE 2 EBEXAEVICT VAT EH, BEDT7 KL AEBARGEAETY 2Ty L. #
Fﬁj‘éo

¢ C5,C6. VATV MHHEAEYRAMRT LLEE, BEOXAEVZERAALT Iy TL (C5). £AEXEV %
OD_X\‘(C6)3_60

e CT. V547V MNEZEDE, HEATYDOHEAMET L2 EEY—N—~EBHNT 3,
e C8. 754 7 M Service & DIERAEIRT 5,

* S7. Service IV ZA TV MW SHBRTDOX Yy E—VAZITHMo7=0DbIC, BEHEHEATYETUIYYTLY
I:l_xoa-%)o

LEd C2. D onServiceConnected() . android.content.ServiceConnection ¥ 7 A& RE L2V S A TEET %, £/l
BERTRIY YT —RESRLTELW, Binder ZF A LEBEAEICIEIVWS DDDPRYELH B, T
J— R TIl& Messenger 2FIFAL TW 3,

4112 4> 7)a3—R
FITHARBY, HEXEY ZERLTHROT7 T ICIRET 2801 Service & L TRET 2, 2D, HEPIFRAE

DEFa2) T4 EVWDIERNSIE T4.4. Service 215 - FIHT 2] TRHRRLNTWEREHEEAREHNREWIARL, THIC
4.4, DDFEIZMWDN, EOLOIBRBEFEATY ZHE TN EVWSHATHEZO—%2TT,
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BRATVE
TAUPT
ERTS

No

Yes THEZND

T
AEVHFTES

No

FEMTo
rAUE
AEUHBTE No
N
Private Public Exclusive Proprietary
Je4tFRservice A4 EService #h=rF—FREservice 8 £ [FE Service

4113 HEXAE Service ¥4 TDEIR7O—

M44.1. > 7)LO—RK] D 5FK44.1 T, Service DREFERICOVWTERSKTWSEH, HEXAEY DHEIE. D77
1) & OHEIL binder FRTITOMENH S, D7 startService FI> IntentService LD Service & L TEET B &
ETERV, LEDNA>TTDRDL D ICKR S,

£ 4.11.1 Service DEEARZE (HEA T OHE

Pak:<] FE/ BH Service /NBH Service N—K~F—FRE B#tfR7E Service
Service

startService Y - }

IntentService & - -

local bind B¢ - -

Messenger bind ! 0 0 - o*

AIDL bind B¢ 0 0 0 0

LEOEVICOVTIE, T441. Y TILa—R] IKBELAEDERENICALTH D, FEEFAEY ICHEDEHE
ICDOWTIRELTODIr—RATHBEDLO, EERMNRY Y T O— R EORTHEHIDD Wz, BHRE Service ICRE L T
T, LEDA>THOr—RTHEXE ) 2MBT 25E1E. T4.4.1.1. 3E2F Service 1% - FIFT 5] hH 14.4.1.3.
IN— N F—FRE Service] IZMTTREBESINTWVWEIREZSRINEWL,

4.11.2.1 JE/AFA Service =13 - FIFAT %

COFETTVICEFEFNDERO T O ABTIEAR Service MER LT=HBXEY aHGT38EE 13, LDk
NB Service IZ7 TYDAA Y TARREFMILATAOERELTEEITEZEERD,

RAY K
1. EEXE) #EMRT % Service I& exported="false” IC& W, BAIRMIICIENFIRET %

2. BT TIVARATO RSO TOEANEZRAALT—9%528RBT 2568, A—77VROTOEATH->TH

T ERRT
3AEYAHETZORA—T7TVROTOERATHELS, BT 4 TRIEREHEBELTERWL
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[4.4.1.1. 3E2F8 Service 1% - FIFS 2] OY > F)a— R Tid Intent IC& Y Service ZFA L TWeh, HBEXEY
D& Intent FBHATIEIAEY VY —REHETSH I ENTERVWES, local bind B, Message bind B, AIDL bind
DWINHIDFEERVILENDH B,

4.11.2.2 /ABf Service 212 - FIHT 2

[4.4.1.2. AR Service Y% - FIFAT 2] ThR/@BY ., A Service ETBFELSHO T FVICFHAIND ZE#EBEL
7= Service TH B, TDEHTILTITPHFABATZZEEHEB/ELATNIER SRV, EERMIZ 4412 ORA Y TR
BY DEFENVETHZN, UTTRINEHBEXEY DIGHALEWEAITRS v M ETRT,

R4 ¥ K~ (Service #1/E3) :
1. exported="true” IC& V), BARBICARRET 5
2. Y—ERDEEPAEYHADLDD) VIR M EILETNBENIA =GP T -9 DREMEHRT S
3.HBAENICE > TEY YT 4 TREREHB LAV

RA Vb (Service ZRIAT2): 1. EY o T4 TREREHEXEVICEERAATRALRV 2 DT TYDNEZRAAL
T BRI IBARRB. TORLMEHEDRT S

4.11.2.3 /X\— M F+—BRE Service

[4.4.1.3. /18— K F—FRE Service] THRINTWB I ELABNICAKRTHINHEEATY DBRINLFWEZ T, LUF
ICRAY MERY (44.13. DY FIa—RKERL <. AIDL bind B ® Service #38E T %).

KA > b (Service #1E3) :
1. Intent Filter % €& 9. exported="true” %BATRMICES T 2
2. MIATT 7Y OFAENFTA4 MY R MIEZFINTWE I L 2RRAT D
3. onBind(onStartCommand, onHandleIntent) TEEU'H Lt AS/S— M F—hE S AMHIBITE W
4. R=KF=TTI)VH5D Intent TH>TH, 25 Intent DRLUAHRT 2
5. = F=F7FTVICHARLTEWERICBRYREBAEVICEZRAATHERL
KA >~ K~ (Service Z{FD):
1. MIA%D/S\— K~ F—FRE Service 7 7)) DFAEN T TA M) A MIEHRINTWE I L 5HRT 2
2. MIAKN— b F—BRETTVICHATL TEIWEROAHEAEY ICEZRAATHERL
3. BARBY Intent iIC & W /83— b F—RE Service U H T

4. "= F—RET7T)HNEZRALBRTH>TH, T—9DLLMEHET 2
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4.11.2.4 B#[R%E Service

ZZTlE. AERICABS N7z Service THEX T #1220, HEA T 2B T2 EEHE T TYICRET 214
ERY, [4.4.1.4. BHIRE Servicel DHIER L < Messenger bind B D Service E > TW3, BRICHEIEZAVERE
ICDWTIE 4.4.1.4. ICERERDNHDDT, RFEDHIE 4.4.1.4. BFICBSBI N,

Service 1 77 7'1) @4 > 7). O— K (Messenger bind %)

UFICRA Y bERTH 1IEAL SITESKLU TIHIG [4.4.1.4. BHIRTE Service] TIRRINTWSHDTHY, HEA
EVREOLDIE6THOATH 5,

RA VN
1. ¥ B E% Signature Permission = &9 %
2. B EZ Signature Permission # BRXKEE T %
3. Intent Filter % E&t 9. exported="true” ZBATHICEE T %
4. ¥BE Signature Permission BB 7 TV ICL > TERINTWB I L 2RI S
5. 877D 5D Intent TH->TH. 215 Intent DRLMAHRT S

6. 77147V MIHEBEATY %ETHIIC SharedMemory#setProtect() IC& 2 TH 4 7> MDA T RER R IE % FIR
ERS)

7. APK % Export §2 & ZiZ, FIAT7 7)) CALCHERKERTAPK 2EHRT 2

ZOBITIIEEDEOEEAETYAT7O — NT % Service E ZNEFIHT % Activity ERLC 7 TV 45— 3 VAT
EHLTWS (Service AL 7 7YVADRTOERELTRESNZEIICLTWS), TDHMEES Signature
Permission DEZHR & MABEENEA & B IC Manifest 7 7 1 LICEBEH I TW 3,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.sharedmemory.inhouseservice.messenger">

<!l— kRAV M 1%k MEEE Signature Permission ZE&HI D ——>
<permission android:name="org.jssec.android.sharedmemory.inhouseservice.messenger.MY_
—PERMISSION"

android:protectionLevel="signature" />

<!—— kR4 VI 8k MBEEFE Signature Permission =#FHEEETS --—>
<uses—-permission

android:name="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:roundIcon="@mipmap/ic_launcher_round"
android:supportsRtl="true"
android:theme="@style/AppTheme">
<activity android:name="org.jssec.android.sharedmemory.inhouseservice.messenger.
—MainActivity">
<intent-filter>

<action android:name="android.intent.action.MAIN" />
CRDOR—IITH L)
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FIDR—IH 5 DFEE)

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>

<!—-- Messenger %ZFAL% Service ——>

<!l—— *kRAV K 2k BMBEEE Signature Permission #BRKEE TS ——>

<!-— kR4 Y N 3%k Intent Filter ZEHHT exported="true"ZBTRMICRET D ——>

<l BHEOLOHEEAEY ERETEIH—EXREZAL7Z7 YO TOERETE ——>

<service android:name="org.jssec.android.sharedmemory.inhouseservice.messenger.

—~SHMService"

android:exported="true"

android:permission="org.jssec.android.sharedmemory.inhouseservice.messenger.

—MY_PERMISSION"

android:process=".shmService" />

</application>

</manifest>

SHMService. java

/*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.sharedmemory.inhouseservice.messenger;

import org.jssec.android.shared.SigPerm;

import org.jssec.android.shared.Utils;

import android.app.Service;

import android.content.Context;

import android.content.Intent;

import android.content.pm.PackageManager;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;

import android.os.RemoteException;

import android.os.SharedMemory;

import android.system.ErrnoException;

import android.util.Log;

import android.widget.Toast;

CRDOR—J IR <)
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FAIDR=ID5DHFHE)

import java.nio.ByteBuffer;

import static android.content.pm.PackageManager.PERMISSION_GRANTED;
import static android.system.OsConstants.PROT_EXEC;

import static android.system.OsConstants.PROT_READ;

import static android.system.OsConstants.PROT_WRITE;

public class SHMService extends Service {
// B#®D Signature Permission
private static final String MY_PERMISSION =

"org.jssec.android.sharedmemory.inhouseservice.messenger .MY_PERMISSION";

// BROFRED/NY ¥ a{E
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M "androiddebugkey"MDFERAE/\vY > 1{B
sMyCertHash = "0EFB7236 328348A9 89718BAD DF57F544 D5CCB4AE B9DB34BC.
—1E29DD26 F77C8255";
} else {
// keystore D"my company key"DFEEAZ/\v I a1{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBY9E88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

private final String TAG = "SHM";

/) DTAT Y IANEET B XYy E—IXXFI

private final String greeting = "Hi! I send you my memory. Let's Share it!";
// R=IH A Xl& 4K bytes

public static final int PAGE_SIZE = 1024 * 4;

// HBEAEY % 2 DOERAT 2, V747 METORHBIFEZEEL TCEDHEBEX T Y IMRLVLWIZIEET D
public static final int SHMEM1 = 0;

public static final int SHMEM2 = 1;

/) HEXAEVDA VR VR

// mSHMeml: V24TV MANETT—YHELTERTS
private SharedMemory mSHMeml = null;

// mSHMem %Xy T4 2bD/INA ANy T 7

private ByteBuffer mlBufferl;

// mSHMem2: VAT Y hHo5DT—49FITRMYBAE L THERT S
private SharedMemory mSHMem2 = null;

// mSHMem2 %XV TE2HbDNA NNy T 7, ZDOEEICHEILTHAWS
private ByteBuffer m2Bufferl;

private ByteBuffer m2Buffer2;

/) ERTONA MRy TP HREBICY Yy TEhic & EIC true &ERD

private boolean mBufferMapped = false;

// ZDPITIEY 54TV held Messenger #iEEMAL CGRIET S
// UATRIEZZTHERAT Ay E—I#BIF
CRDR—J I <)
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FDR—I DS DEE)

public static final int MSG_INVALID Integer.MIN_VALUE;

public static final int MSG_ATTACH = MSG_INVALID + 1; // 224 7Y MW SHMEMI 7O — NEXK
public static final int MSG_ATTACH2 = MSG_ATTACH + 1; // 2247V W SHMEMZ 7O — NEXK
public static final int MSG_DETACH = MSG_ATTACH2 + 1; // U347 hH SHMEMI %HEW&b-o7
public static final int MSG_DETACH2 = MSG_DETACH + 1; // 9347 ~H SHMEMZ %EEW&bD o7
public static final int MSG_REPLY1 = MSG_DETACH2 + 1; // 7547V EDHDRE1
public static final int MSG_REPLY2 = MSG_REPLY1 + 1; // 7547V EDLDRE 2

public static final int MSG_END = MSG_REPLY2 + 1; // Service NMET%EE

/) DTAT Y KD BZRITE o7z Message %529 % Handler
private class CommHandler extends Handler ({
@Override
public void handleMessage (Message msg) {

switch (msg.what) {

case MSG_ATTACH:
Log.d (TAG, "got MSG_ATTACH");
shareWithl (msgqg) ;
break;

case MSG_ATTACH2:
Log.d (TAG, "got MSG_ATTACH2");
shareWith?2 (msgqg) ;
break;

case MSG_DETACH:
Log.d (TAG, "got MSG_DETACH") ;
unShare (msqg) ;
break;

case MSG_REPLY1:
Log.d (TAG, "got MSG_REPLY1");
gotReply (msqg) ;
break;

case MSG_REPLY2:
Log.d (TAG, "got MSG_REPLY2");
gotReply2 (msqg) ;
break;

default:
invalidMsg (msg) ;

private final Handler mHandler = new CommHandler () ;

/) DIAT Y ENDODT—9%5%ETZEEICHET S Messenger

private final Messenger mMessenger = new Messenger (mHandler);

// N Y RB§IC Messenger ™ Binder ZEMGLI 547 bANET
@Override
public IBinder onBind(Intent intent) {
// kRA Y~ 4%k MEERE Signature Permission HNE#HT TYICLYERINTWSE I L 2HET S
if (!SigPerm.test (this, MY _PERMISSION, myCertHash (this))) {
Toast .makeText (this,
"WMEEE Signature Permission AEHT FUICLE>TERZEINTULAWL, ",
Toast .LENGTH_LONG) .show () ;

return null;

CRDAR—J <)
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FAIDR=ID5DHFHE)

// kRAV K 5k BT TYDSD Intent THo>TH., ZfE Intent DREMUEERT S

/) Y TIVCDERE, 3.2 AAT—9DREUEHERT 2] 258,

String param = intent.getStringExtra ("PARAM") ;

// Toast.makeText (this, String.format ("INTA*A—% [$s] 2%\ o7z, ", param),
// Toast.LENGTH_LONG) .show () ;

Log.d (TAG, String.format ("/8STXA—% [$s] ZF(FE->7! ",

return mMessenger.getBinder () ;

param) ) ;

/) Ty THEE

/) FTT7EY NER—VEBEBRTRITNIERS RN

public static final int SHMEM1_BUF1_OFFSET 0;
public static final int SHMEM1_BUF1_LENGTH 1024;
public static final int SHMEM2_BUF1_OFFSET 0;
public static final int SHMEM2_BUF1_LENGTH 1024;
public static final int SHMEM2_BUF2_OFFSET PAGE_SIZE;
public static final int SHMEM2_BUF2_LENGTH 128;
// 2ODHBEXAE)ETOAT—KT B
private boolean allocateSharedMemory () {
try {
/) VFAT Y IANEST—9AHBAEY
mSHMeml = SharedMemory.create ("SHM", PAGE_SIZE) ;

/) VZAT Y EDLDT—9ZIFIMYARXEAEY

mSHMem2 = SharedMemory.create ("SHM2", PAGE_SIZE * 2);
} catch (ErrnoException e) {
Log.e(TAG, "failed to allocate shared memory" + e.getMessage());
return false;
}
return true;
}
// BEDHEXAEYETY TS
private ByteBuffer mapShared(SharedMemory mem, int prot, int offset, int size) {
ByteBuffer tBuf ;
try {
tBuf = mem.map (prot, offset, size);
} catch (ErrnoException e) {
Log.e (TAG,
"could not map, prot=" + prot + ", offset=" + offset + "," +
"length=" + size + "\n " + e.getMessage() + "err no. = " + e.errno);
return null;
} catch (IllegalArgumentException e){
Log.e (TAG, "map failed: " + e.getMessage());
return null;
}
Log.d (TAG, "mmap success: prot=" + prot);

return tBuf;

// BORICZOOHEEXEYAEYTY S

private void mapMemory () {
// mSHMem1 mAEZXTD
mlBufferl =

CROR—=I2HE<)
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FIDR—IHS5DHEE)
mapShared (mSHMem1,
PROT_READ | PROT_WRITE | PROT_EXEC, SHMEM1_BUF1_OFFSET, SHMEMI1_BUF1_

—LENGTH) ;
// mSHMem2 : ZDODMEFHICHEIL. ThEThEHZAETET S
m2Bufferl =
mapShared (mSHMem2,
PROT_READ | PROT_WRITE, SHMEM2_BUF1_OFFSET, SHMEM2_BUFI1_LENGTH) ;
m2Buffer2 =
mapShared (mSHMem2,
PROT_READ | PROT_WRITE, SHMEM2_BUF2_OFFSET, SHMEM2_BUF2_LENGTH) ;
if (ml1Bufferl != null && m2Bufferl != null && m2Buffer2 != null)

mBufferMapped = true;

// HREAEY EMRNT D

private void deAllocateSharedMemory () {
if (mBufferMapped) {
if (mSHMeml != null) {
if (mlBufferl != null) SharedMemory.unmap (mlBufferl);

miBufferl = null;
mSHMeml.close () ;
mSHMeml = null;

I3

if (mSHMem2 != null) {
if (m2Bufferl != null) SharedMemory.unmap (m2Bufferl);
if (m2Buffer2 != null) SharedMemory.unmap (m2Buffer?);

m2Bufferl = null;
m2Buffer2 = null;
mSHMem2 .close () ;
mSHMem2 = null;

}
mBufferMapped = false;

@Override
public void onCreate () {

super.onCreate () ;

S/ AVRIVRERDIAIVITHEAE) 7O — K
// PAT—KRTCELLHEBAEYAYY TT 3
if (allocateSharedMemory ()) {

mapMemory () ;

// SHMEM1 %4954 7Y h~i2ff

private void shareWithl (Message msqg) {
// PAET—RENTWANSLLRICE LAV
if (!mBufferMapped) return;

/) RRAVN 6%k 94TV MIEBEXEY %EIRIIC SharedMemory#setProtect () IC&2TI ATV K
BIAS AT R 7R R AE % HIBR ¢ %
// mSHMeml &9 547V MIZHAAIFDHEHFATT D

(RDR—TITHEC)
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mSHMeml .setProtect (PROT_READ) ;

// mBuffer MDEBICAYE—IDH A & AN, HELWTA Y £—IXFF% BN
mlBufferl.putlInt (greeting.length());
mlBufferl.put (greeting.getBytes());

try {
/) BRTICHBEAE) ATz NEET
Message sMsg = Message.obtain (null, SHMEM1, mSHMeml) ;
msg.replyTo.send (sMsg) ;
} catch (RemoteException e) {
Log.e (TAG, "Failed to share" + e.getMessage());

// SHMEM2 %7924 7> M~
private void shareWith2 (Message msg) {
if (!mBufferMapped) return;

BINFIRE R EREZHIRR T 2
// mSHMem2 &9 247V MIEZAH%FHFAT 2
mSHMem2 .setProtect (PROT_WRITE) ;
final String greeting2 = "You can write here!";
m2Bufferl.putlInt (greeting2.length());
m2Bufferl.put (greeting2.getBytes ()) ;
final String greeting3 = "From this point, I'll also write.";
m2Buffer2.putlInt (greeting3.length());
m2Buffer2.put (greeting3.getBytes ()) ;
try {
// BRTICHBAEVZT VI NEET
Message sMsg = Message.obtain(null, SHMEM2, mSHMem2) ;
msg.replyTo.send (sMsqg) ;
} catch (RemoteException e){
Log.e (TAG, "failed to share mSHMem2" + e.getMessage());

// AEVDOHEBEZIED S
private void unShare (Message msg) {
deAllocateSharedMemory () ;

// PERBRAYE—I%F TR
private void invalidMsg (Message msg) {
Log.e (TAG, "Got an Invalid message: " + msg.what);

/) DTAT Y M LZIFTRSERERY ET
// FEICHA X, TNICHEOVTIFENS MBS TVWEEDET S
private String extractReply (ByteBuffer buf) {

int len = buf.getInt();

byte [] bytes = new byte[len];

buf.get (bytes);

358
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// E® setProtect (PROT_READ) EITLRIICN Y EVIHNRT L TWBH, EXAHAHNH

J/ RRAV N 6k 954T7 Y MIHEXEY #EIHIIC SharedMemory#setProtect () IC&>TIZA 7V b

FAIDR=ID5DHFHE)
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return

HIDR—I M 5D E)
new String (bytes);

// ZOPITIE 2FBEDA Y E—V% 0547 MO RITES
// THB6IE miBufferl V54T Y M SDBERABMINTWVWE Z EEEE
private void gotReply (Message msg) {

}

mlBufferl.rewind() ;

String

message = extractReply (ml1Bufferl);

if (!message.equals (greeting)) {

Log.e (TAG, "my message was overwritten: " + message);

// B bl m2Bufferl WK ATV MHLDBFERI|IEHINTWEZ E%EE
private void gotReply2 (Message msg) {

m2Bufferl.rewind() ;

String

message = extractReply (m2Bufferl);

android.util.Log.d (TAG,

"got a message of length " + message.length() +

" from client: " + message);

/) ZD) T4 Ay E—IUDELBEF. HEATVOHAERTTEIEE2ITM4TY NERYROTWS
Message eMsg = Message.obtain();
eMsg.what = MSG_END;

try {

msg.replyTo.send (eMsgqg) ;

} catch (RemoteException e){

Log.e (TAG, "error in reply 2: " + e.getMessage());

SigPerm. java

/*

* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the "License'");

* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import
import
import
import

import

android.
android.
android.
android.

android.

content .Context;
content . pm.PackageManager;
content . pm.PackageManager . NameNotFoundException;
content .pm.PermissionInfo;
os.Build;
CROR—=DIZHEL)
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import static android.content.pm.PackageManager.CERT_INPUT_SHA256;

public class SigPerm {

public static boolean test (Context ctx, String sigPermName, String correctHash) {

if (correctHash == null) return false;
correctHash = correctHash.replaceAll (" ", "");
try{

// sigPermName ZEZELETTVDNRNy r—IZ%5MEBT 3
PackageManager pm = ctx.getPackageManager () ;
PermissionInfo pi =
pm.getPermissionInfo (sigPermName, PackageManager.GET_META_DATA);
String pkgname = pi.packageName;
// 3E Signature Permission D& IERBIk L
if (pi.protectionlLevel != PermissionInfo.PROTECTION_SIGNATURE) return false;
// pkgname DEBED/NY > 1 {BEERD/NY > a1 {BE KT 2
if (Build.VERSION.SDK_INT >= 28) {
// % API Level >= 28 Tl& Package Manager M API TEZEMIIHN TTHE
return pm.hasSigningCertificate (pkgname,
Utils.hex2Bytes (correctHash),
CERT_INPUT_SHA256) ;
} else {
// API Level < 28 DIFAIL PkgCert ZFIAL. Ny P2 EZEEL THET S
return correctHash.equals (PkgCert.hash(ctx, pkgname));
}
} catch (NameNotFoundException e) {

return false;

PkgCert. java
/*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.shared;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

CRDOR—=JITFEL)
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import android.content.Context;
import android.content.pm.PackageInfo;
import android.content.pm.PackageManager;
import android.content.pm.PackageManager.NameNotFoundException;

import android.content.pm.Signature;
public class PkgCert {

public static boolean test (Context ctx, String pkgname, String correctHash) {
if (correctHash == null) return false;
correctHash = correctHash.replaceAll ("™ ", "");

return correctHash.equals (hash(ctx, pkgname));

public static String hash(Context ctx, String pkgname) {

if (pkgname == null) return null;

try {
PackageManager pm = ctx.getPackageManager();
PackageInfo pkginfo =

pm.getPackageInfo (pkgname, PackageManager.GET_SIGNATURES) ;

if (pkginfo.signatures.length != 1) return null; // BHEEBLEHEbHDAEVL
Signature sig = pkginfo.signatures[0];
byte[] cert = sig.toByteArray();
byte[] sha256 = computeSha256 (cert) ;
return byte2hex (sha256);

} catch (NameNotFoundException e) {

return null;

private static byte[] computeSha256 (byte[] data) {
try {
return MessageDigest.getInstance ("SHA-256") .digest (data) ;
} catch (NoSuchAlgorithmException e) {

return null;

private static String byteZhex (byte[] data) {
if (data == null) return null;
final StringBuilder hexadecimal = new StringBuilder();
for (final byte b : data) {
hexadecimal.append (String.format ("$02X", b));
}

return hexadecimal.toString();

* R4 b 7% APK % Export § 2 & ZI2, FIATT7 7Y R UHEKERTAPK 2EHLT 5,
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' ™ Generate Signed APK ]
Key store path: C:¥jssec¥Projects¥keystore
[ Create new... I |Chmueexmmm".l
Key store password: | «r«----
Key password: [ ]
[C] Remember passwords
S e ] [

4114 FEATT7 ) ERUCERERTAPK 2EELT D

9547 MIOY YT aA—R

R4 v b: 8. MBEES Signature Permission ZFFAEE 9 % 9. B EF Signature Permission BB 7 TV IC & W EHRS
NTWBZEaMRT S 10. MA%T 7)) OHBRENBHOIMAETHZ I & 2HERAT 2 1. FAET TV BBERT S
THZIDH, BT 4 TRIEREZEE L TH LW 12, BRI Intent IZ & Y BHRE Service Z#FUH T 13. APK %
Export % & Z(2, FIA%ET7 7Y EALHAXKERTAPK 2ELT 5

ZITRENTWBRA Y ME, TRT M44.1.4. BHIRE Servicel DI ZAT Y MMIDERA Y MERBLUTHY ., HE A
EVEEDHEDIERW, HEXEBYDOHAICOWTIE, FREOY Y FILIA—RICERANAEDONARINTWVWEDTIN
H#SBLTIELWL,

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org. jssec.android.sharedmemory.inhouseservice.messenger">

<l—— kRAV K 1%k WMEEE Signature Permission 2E&H9I 2 ——>
<permission android:name="org.jssec.android.sharedmemory.inhouseservice.messenger.MY_
—PERMISSION"

android:protectionlLevel="signature" />

<!-— *kRA4V b 8k MBEESE Signature Permission #FIHAEEdT 2 ——>
<uses—permission

android:name="org.jssec.android.service.inhouseservice.messenger.MY_PERMISSION" />

<application
android:allowBackup="false"
android:icon="@mipmap/ic_launcher"
android:label="@string/app_name"
android:roundIcon="@mipmap/ic_launcher_round"
android:supportsRtl="true"
android:theme="@style/AppTheme">
<activity android:name="org.jssec.android.sharedmemory.inhouseservice.messenger.
—MainActivity">
<intent-filter>

<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
CROR—=I2Hi<)
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</intent-filter>

</activity>

<!—— Messenger %ZFfAL% Service ——>

<!l—— kR4 K 2k BMBEEE Signature Permission #BRKEST S ——>

<!-— %RA4 Y N 3%k Intent Filter #EHHT exported="true"%#BTMICRET D ——>

<!-- BBEOLOEGXAEYERBITZH—ERERLCTIYORTOELRETE ——>
<service android:name="org.jssec.android.sharedmemory.inhouseservice.messenger.
—SHMService"
android:exported="true"
android:permission="org.jssec.android.sharedmemory.inhouseservice.messenger.
—MY_PERMISSION"
android:process=".shmService" />

</application>

</manifest>

MainActivity.java
Vs
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License 1is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.sharedmemory.inhouseservice.messenger;

import android.app.Activity;

import android.content.ComponentName;
import android.content.Context;
import android.content.Intent;

import android.content.ServiceConnection;
import android.os.Bundle;

import android.os.Handler;

import android.os.IBinder;

import android.os.Message;

import android.os.Messenger;

import android.os.RemoteException;
import android.os.SharedMemory;
import android.system.ErrnoException;
import android.widget.Toast;

import android.util.Log;

import org.jssec.android.shared.PkgCert;
import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;
CROR—=DIZHEL)
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import java.nio.ByteBuffer;

import java.nio.ReadOnlyBufferException;

import static android.system.OsConstants.PROT_EXEC;
import static android.system.OsConstants.PROT_READ;
import static android.system.OsConstants.PROT_WRITE;

public class MainActivity extends Activity {
private final String TAG = "SHMClient";

// Service NT—H%EFETBEEICHERT S Messenger
private Messenger mServiceMessenger = null;

/) BBEXEYVATO Vb

private SharedMemory mySharedl;
private SharedMemory myShared2;
// EEXAEY%~YY S92 ByteBuffer
private ByteBuffer mBufl;
private ByteBuffer mBuf2;

// RIB%D Activity B

private static final String SHM_PACKAGE =
"org.jssec.android.sharedmemory.inhouseservice.messenger";

private static final String SHM_CLASS =

"org.jssec.android.sharedmemory.inhouseservice.messenger.SHMService";

// B#® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.sharedmemory.inhouseservice.messenger.MY_PERMISSION";

// BDIAED/NY ¥ 1fE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore D "androiddebugkey"®IEBAE/\Y ¥ 2 {E
sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC.
—~1E29DD26 F77C8255";
} else {
// keystore MD"my company key"DIEEREZE/\v > 1{&
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBI9E88B.
—D7B3A7C2 42E142CA";
}
}

return sMyCertHash;

// Service EEmMINIIRRET true EARD

private boolean mIsBound = false;

// Service NHEITE o7k Message %WIET 3 Handler
private class MyHandler extends Handler {
@Override
CRDR—TIHE<)
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public void handleMessage (Message msg) {

switch (msg.what) {

case SHMService.SHMEMI :
// Y—ERDS SHMEM 1 DS hi
Log.d (TAG, "got SHMEM1");
// Message.obj ICHBXAEMEMINTLS
mySharedl = (SharedMemory) msg.obi;
useSHMEMI1 () ;
break;

case SHMService.SHMEM2:
// P—EXDS SHMEM 2 DRI hic
Log.d(TAG, "got SHMEM2");
myShared2 = (SharedMemory) msg.obj;
useSHMEM?2 () ;
break;

case SHMService.MSG_END:
Log.d (TAG, "got MSG_END") ;
alloverNow () ;
break;

default:
Log.e (TAG, "invalid message: " + msg.what);

private Handler mHandler = new MyHandler();

// Service MNbT—4¥%5%ETHELEZICFEHT S Messenger

private Messenger mLocalMessenger = new Messenger (mHandler) ;

private class MyServiceConnection implements ServiceConnection {
// Service ICEmINLBEICHEIEND

mServiceMessenger = new Messenger (service);
// HEBAEY Service IKNAYRLEIMIVIT—DOEHOEGXEYEZEKRT S

sendMessageToService (SHMService .MSG_ATTACH) ;

}
// Service HNEEKRTLT. AxI¥ar I niiz&IcEIENnS

public void onServiceDisconnected (ComponentName className) {
mIsBound = false;

mServiceMessenger = null;

}

private MyServiceConnection mServiceConnection;

@Override
protected void onCreate (Bundle savedInstanceState) {

super.onCreate (savedInstanceState);
setContentView (R.layout.activity_main);

doBindService ();

// HEXEY Service ICEKRTS
private void doBindService () {

365

// Service &¥EfTBAEICHIEYTZIRITaY, bindService CERETZIBAIINEICAD

public void onServiceConnected (ComponentName className, IBinder service) {

FDR—I DS DEE)
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mServiceConnection = new MyServiceConnection () ;
if (!mIsBound) {
// kR4~ 9k WMBER Signature Permission NERTZTYICLWERINTWS I EA5MET S
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
Toast .makeText (this,
"JMEEF Signature Permission ABELTFTTVICLYERINLTLARL, ",
Toast .LENGTH_LONG) .show () ;

return;
}
/) kRA TS 10k FIRET T OMAENBHDIAPAETHZ I L EHRT D
if (!PkgCert.test (this, SHM_PACKAGE, myCertHash (this))) {
Toast .makeText (this,
"FIRLEY—EREB®T T TlERWL, ",
Toast .LENGTH_LONG) .show () ;
return;
}

}

Intent it = new Intent ();

J/ hkRAV KN 11% FIBAET7TVIRBRT T THZHE, €V oT 1 TRIBEBREEELTHLL
it.putExtra ("PARAM", "tV I T4 TRIER");

// kRAV N 125 BARHA YT MERWTHEXAEY Y —ERIC bind §5
it.setClassName (SHM_PACKAGE, SHM_CLASS) ;

if (!bindService (it, mServiceConnection, Context.BIND_AUTO_CREATE)) {
Toast .makeText (this,
"Bind Service Failed", Toast.LENGTH_LONG) .show () ;
return;

}

mIsBound = true;

// —NRN—DEmEIMT %
private void releaseService () {

unbindService (mServiceConnection) ;

// SHMEM1 %FIFAd %0l
private void useSHMEM1 () {
// SHMEM1 (355 AHDHIEFAT SN TWSDT PROT READ AT Y T2 EFINADFEET S
// BI4E mapMemory () TNV KUYV ITINhD
mBufl = mapMemory (mySharedl, PROT_WRITE,
SHMService.SHMEM1_ BUF1_OFFSET, SHMService.SHMEM1_BUF1_LENGTH) ;
// PROT_READ T~Nw
mBufl = mapMemory (mySharedl, PROT_READ,
SHMService.SHMEM1_BUF1_OFFSET, SHMService.SHMEMI1_BUF1_LENGTH) ;
// B—ERAMREY LT —9 &ZFHAD
int len = mBufl.getInt();
byte[] bytes = new byte[len];
mBufl.get (bytes);
String message = new String(bytes);
Toast .makeText (MainActivity.this,
"Got: " + message, Toast.LENGTH_LONG) .show () ;
// read only D7=&%. EZIALE ReadOnlyBufferException BIADFEET 2

try {

(CRDR—VITHEL)
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mBufl.putInt (0);
} catch (ReadOnlyBufferException e) {
Log.e (TAG, "Write to read only buffer: " + e.getMessage());
}
/) P—EAAN) T4
sendMessageToService (SHMService.MSG_REPLY1) ;
// WITTCEZAAARBHEBAE)ZYIVTZAINT S
sendMessageToService (SHMService.MSG_ATTACH?2) ;

// SHMEM2 %HM AT %4
private void useSHMEM2 () {
// SHMEMZ2 |& write HHFAIINTWS7%A&® PROT_WRITE CTIYYEVITZES

// Y—ERBITIE PROT WRITE %#RBEL TW37%& PROT_READ | PROT _WRITE TN Y 79 2%EHMANFEE
ER)
mBuf2 = mapMemory (myShared2, PROT_WRITE,
SHMService.SHMEM2_BUF1_OFFSET, SHMService.SHMEM2_BUF1_LENGTH) ;

if (mBuf2 != null) {

// LU PROT WRITE DHTH read IETES

int size = mBuf2.getInt();

byte [] bytes = new byte([size];

mBuf2.get (bytes) ;

String msg = new String (bytes);

Log.d (TAG, "Got a message from service: " + msg);

// XY T UIBEAEBATT7 VR $ %L IndexOutOfBoundsException BIANRERET S
try {

mBuf2.get (SHMService.SHMEM2_BUF1_LENGTH + 1);
} catch (IndexOutOfBoundsException e) {

Log.e (TAG, "out of bound: " + e.getMessage());

// T—ERBITHRELELT—9%5LEEZT S

String replyStr = "OK Thanks!";

mBuf2.putInt (replyStr.length());

mBuf2.put (replyStr.getBytes());

/) Y—EZRAN) TS 4
sendMessageToService (SHMService .MSG_REPLY2) ;

if (mBuf2 != null) SharedMemory.unmap (mBuf2);

// mBuf &F—N\—ZvTFBEEESEE PROT WRITE | PROT _EXEC T Y
// Y—ERBITHEAEY D PROT EXEC Ev h2FT7ICL 3D, ThiEKkKT 3
// BETBHME mapMemory () TNV RKYvTIhTWwd

mBuf2 = mapMemory (myShared2,PROT_WRITE | PROT_EXEC, 0, 64);

// XY TTERZBEEY A XE Y —ERQEFMILTWS, HEXE) DY A X ZBABRWVWRYEREOYH A X &<y 7
TE?
mBuf2 = mapMemory (myShared2, PROT_READ | PROT_WRITE,
SHMService.SHMEM2_ BUF2_OFFSET, SHMService.PAGE_SIZE);

if (mBuf2 != null) {

int size = mBuf2.getInt();

byte [] bytes = new byte([size];

mBuf2.get (bytes) ;

CRDAR—JITHE<)
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String msg = new String(bytes);
Log.d(TAG, "Got another message from service: " + msg);

}
// BEODHEAE)EYY TTD
private ByteBuffer mapMemory (SharedMemory mem, int proto, int offset, int length) {
ByteBuffer tempBuf;
try {
tempBuf = mem.map (proto, offset, length);
} catch (ErrnoException e) {

Log.e (TAG,
"could not map, proto: " + proto + ", offset:" + offset + "," +
"length: " + length + "\n " + e.getMessage() + "err no. = " + e.errno);

return null;

}

return tempBuf;

S/ P—EZRANRAyE—I%#*ED
private void sendMessageToService (int what) {
try {
Message msg = Message.obtain();
msg.what = what;
msg.replyTo = mLocalMessenger;
mServiceMessenger.send (msqg) ;
} catch (RemoteException e) {

Log.e (TAG, "Error in sending message: " + e.getMessage());

/) EWRRbo T HBEAEY 2RIBKRT S

private void alloverNow () {
/) P—EZANEWR Do & &BH
sendMessageToService (SHMService.MSG_DETACH) ;
sendMessageToService (SHMService.MSG_DETACH?2) ;
// Xy TENF ByteBuffer % unmap
if (mBufl !'= null) SharedMemory.unmap (mBufl);
if (mBuf2 != null) SharedMemory.unmap (mBuf2);
// HEXE)AEIO—-X
mySharedl.close();
myShared2.close();
mBufl = null;
mBuf2 = null;
mySharedl = null;
myShared2 = null;
/) Y=—N—EeDARI Y aVEYS

releaseService () ;

* R4~ b 13 % APK % Export 92 & Z (2, #A%ET7 ) R LURARERT APK 2EELT 5,

368



Android 7 7Y DX a1 7HKE - €F 2 TFA—FT A VIHAAR 2024-02-29

. ® Generate Signed APK ﬁ ‘
Key store path: C:¥jssec¥Projects¥keystore
. Create new... | Choose existing...
Key store password: |----:--
Key alias:
Key password: | .......

[] Remember passwords

[ | [

4115 FAELET ) ERUCERERTAPK 2EELT D

4113 IL—ILT v

SharedMemory % 9§ B BRIC I Service ICDWTDIL—ILT v ¥ (442 b=V T v V) ICRBEDI—IVEFEI &, £
NSICMAT, WFOIL—ILEFB I &,

L HEAE) ZRHTD2AEFBAANFT S 27 7 C RAEZEICKRES % (BA)

2. HEAEV EOTF—SRIRTHETZ 7SI SHmEND & ERIHRICEKETT 2 (BEH)

41131 HEXE) 2 RET 2AEHBRANFT T 27 7 A2 EDICKRET % (LR)

AEVEHRETZHE ET7TIDNATYICH L THERBRELZZEF LVLESEROREICHRL. FHROTEY
WEA - WIEEBILETRETH S, SharedMemory 72 =¥ N EVERKT % Service (D7 7)) &£ BT BH1IC
SharedMemory#setProtect() % EA L THAE X E ) £FICH L THEERIRIEZFIBRTZ %, SharedMemory 7 7Y =¥ b
ICX U CRTBE R IR EDMIBIEIL. Fir - BE - RITTH D, DD BRTAREAR X TV EBIIHNAEEANRVERY ., R
ERI—RORTERRICBHSCAEDFERIRETIEAWD, £, hOT7TUNEEX TV ICEZACHKHEOH 254
. BIRERAOHEEAEY ZER L TRETIIETEIYRRBICAEY ZHET I LN TE S,

shMem.setProtect(PROT_READ | PROT_WRITE)

VATV MUTZOHRBEXEVAD (—EEIZLMED) BEET7 IV EXATE S L DI %ICI1dE SharedMemory#map()
HEAICRTTIMNENH D, TOBEBIHDO—DELTAEYICRLTITORELIBET 0. FRIIC Service il A
SharedMemory#setProtect() TEFA L72A EDBRIEEIEE T 2 Z £ IETERL, Bl Z I Service I A EE A H D & % EF Al
LTWBICHEDIDDLT, 9547 MITEZRAHREEEET 2 & IETERYL, TOBIE Service B LRI N7
SharedMemory # 7’2 £ & k ashMem % map() L TW3HITH %,

ByteBuffer mbuf;
// Service W& AHFDHEHFALTWBIHE, FTOI— RIFFINEFIERIT
mbuf = ashMem.map (offset, length, PROT_WRITE) ;

M FRNA 2 FEALTWACPUT—FTIFv)ICE>TE. HBAEVREIFEHAAATETH > LI5A. BBNICETARERZEDAH
%, LALZDIBATE, TORBICH L TEZRFERET DI &ICEY, BOTFY N ZOEBICETARALI - REESRALCDERLT
52 ENFBETH 5,

SharedMemory#setProtect() D3|1#IdFH - EX - RITOZThZThICHELAEY b 754 (PROT_READ, PROT_WRITE, PROT_EXEC) ®
SMIBA OR T %, TI& SharedMemory 4 7Y 4 b shMem ICx L CHRA R A EEERABHDHEHFTL TWBHTH 3,
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2247 MNMITE setProtect() ZMUH L THEA T 2RICHFISINZBEERELEYT Z & IEAEEREA. map() &
F#FICHEIC Service IC& > THFA SN/ EU LEDREAHFT T ELDICRET B &IFTERL,

41132 HEATY LDOF—SRIRTHETE T TUNSHEND T & ARHRICEET 5 (L)

EROES DT T EXEY ZHETZHE. RETIAUTHEAMICHBAE) ICHT 7V RE (FH - FE -
17) #BETE S, LHLT7F5% PROT_WRITE DHICL TEZAHLFEHFALTH, XE) DFEHAH %%t?é
ZEDNTERWREDH D, EVHZDE, TNAAAMEALTVEAEYEEI=Y b MMU) H'EZAHDHEFT
XEYTFOEREYR—MLTUVWAWEEIF., HIATIVHEEINEZIAATRTH I EFRARADABEERDEVND T
ETHD, ERICZDEIBRTNARIFZVWEEZLN, ZOLOEEXE) ORBIFMOT TV ICMSN D I & &H]
Re LR E LAThidAasian,

// Service fiIC SharedMemory#setProtect (PROT_WRITE) CEZAHDH%EFFAILTWVWEEDET S
/) 9247 MIT map IC&Y PROT_WRITE TXYY 7 LTH., SiHAAHNDNARETH BH5EHZL
ByteBuffer buf;

buf = ashMem.map (offset, length, PROT_WRITE) ;

// ZDHBEHRAPAHREIFII S -5 WN

int len = buf.getInt();

byte [] bytes = new byte[len];

buf.get (bytes) ;

7571 PROT_NONE Z3EE L. WHRZBELTERVLIICT I LIFARETH D, TORRTHEDEKIIE
nHns,

4114 7 RNV X b

41141 HEX T OEK

INETOFRATIEIEEAE) 2BBOT7TVETAE) AHETI2HEE LTHRRTEL, L L, EEODEZ2H
EXEVRA—OYEXEVEEEZEROTO L AR THE T 2HETH D, E2xO7OLRRBEET2MEXEYHE
HEEBDOT7 RLRAZEEICYY L TTF7 Y1229 % (SharedMemory#map() I& Z N %177 > TW3), Android DA X
T DIFE. vy TEINEATYFEEIE Java SEEDIHFE) — 2D ByteBuffer # 79 0 N TH 2 (R—I Y1 X%EHBX
HBEAE)ET D#—Fbt%é\ﬁﬁéﬂé%ﬂ%fUﬁﬁmﬁﬁbtﬁﬁT@@(@ﬁW#Eﬁ@&—ﬁtﬁ%
SNTVWEDON - THZH, TALZADT RLRAEBLICYY FUEBEEERLET NLRAEEER S, )

O+ A0 T FL 2256

AT

Ot AROTF FL 2 ZEME

H4.11.6 EXEVETOLRAODT KL REH

Android OS Z &% Unix D 0S TlE, EHINTWEI—IF P USB FNA AR EDRADHBET NI X774l
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EVWHBSTHRIEL, RENAT 74ILE LTEYIES, Android 0S DHEXE ) £ ZDHMNTILA <, /dev/ashmem
EWDITNRART7AUDNINICHEE T S, TOTNARI7 740V EF—T VT2, BEDI 7ML EF—T VLI
BEERABICI7FANT AR TIMNRIN, ThEBLTHEAETIANDT IR’ TTONE, ZO7714ILT 41
29U THEBED T 7ANDFEESRZLL mmap) ICE>TTAECRADT7 RLAEBICI Yy TTBIENTES,
mmap() I& Unix = OS DIZEMHRY AT LA—ILTHY., BABTNARICHIET BT XA RT7AILVDT 74IbT 14
29)THERY, ThEaROHELTOEROT7 KL REBICY Y 7§ 28EEERE L TULW S, Android OS DHE X E
DTHEINZFALTWS, vy TENETRLRAEEIZ 7O L0 51E/1 Ml LTRA % (Java DFEIE LRD
& 3 IZ ByteBuffer, C §5&L NIV TIZE char * TH %),

JOEAOTFEL AZEME
; o
mmap [FEFXELA TV OME ._\"'-._ ;
£ Hewo T T B0 EDNS s

TiTR

4117 REIZ74ILET RLRAEFOYTYEY Y

COBRMATTOCABTAEY AHETE L. ZOXAE)EEICHIET 5 /deviasmem DT 7 AT 4RI ) T4 %
HETZZEIZHELWY, ZOEODEBICHAND AR MINSLKTEH —B7ORADT7RLAERLEICTY TSN
FRIEBEDA TV 7V CAEHFEMBMERTODT IV AN ETREE 1S,

MO AWT ARV TYRTOEARTEEOETH S0, O TOLRICENEETIRAILENLATEANEL 424", Android SDK API
LRI TRINETICT 2HEIFA,
371



372

X al) T4 KBEDEWT

ESYEFES. Permission 72 &, Android ICIE T X EAEF 1) F A HEI’ARINTWVWS, IThoDEXFa)FTq
HEEIERY R WEREZ D X2 ) T BENHDICKEBINTIRITENLTETCLED, ZOETEHHEFEEN, X2
)5 (R aZERT Y —VERBELEZREEEERD,

51 XA —RANDEE%EES
511 > 7)La—1R

NRATD—RANEEEEZE, X2V T4 EZEITRERSI Y MIOWTHIRSE, T TIENRRAT—ROAAICEAT
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& ol B 9:03

5.1.1 RRT7—RAHDEEH

RAV K
. AALERRAT—RIETRIVKRT (@TERR) §5
2. RAT—REEXRRT DA T>avEAET S
3. N7 — REXRREOBIRMEE FTEWIET 5
RAY N BIBAALEZRRT—RERIBEICIELEEZRA Y MIMA, FRARI Y MIEREMITZZE

4. Activity FIEIRTREHICRIEIAA L2/ 7 — R2'H 21546, BIEIAN/RR T — ROHHA#A S haWK S BEH
HOOXFTYI—KTT 2

5. IBIAANRRT—REFI—RRLTWBEE, [RRT—RERR] LEBE, IAAARRTD—REIYTL
T, FRICRRAT—REZANTZZ2HREET S

6. FIBIAANRRT—REFI—KRRLTWEEE, 2—HF—DRNRT—RFZAAL LD & LEFE, BIEAA/NRR
7—R%&E2V7L. - —DARNEFHLBNRART—RELTHRD

password_activity.xml

<?xml version="1.0" encoding="utf-8"?>

<LinearlLayout xmlns:android="http://schemas.android.com/apk/res/android"
android:layout_width="fill_ parent"
android:layout_height="fill parent"
android:orientation="vertical"

android:padding="10dp" >

CRDR—SIZHEL)
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FIDR—I DM EDHFTE)
<l—— NRRT7—KREBOZNIL ——>
<TextView
android:layout_width="fill_ parent"
android:layout_height="wrap_content"

android:text="Q@string/password" />

<l—— NRRT7—KNANEH ——>

<l—— kRAU K 1k AALENRRT—RETRIKRT (@OTHRR) 5 ——>

<EditText
android:id="@+id/password_edit"
android:layout_width="fill parent"
android:layout_height="wrap_content"
android:hint="Q@string/hint_password"

android:inputType="textPassword" />

<l—— kRA VK 2k RRV—REEXRRS DT TV avEAETD ——>
<CheckBox
android:id="@+id/password_display_check"
android:layout_width="fill_ parent"
android:layout_height="wrap_content"

android:text="@string/display_password" />

<l—— kBA VK 3k NRT— NEXRTEOBRMELZIRREST S ——>
<TextView
android:layout_width="fill parent"
android:layout_height="wrap_content"

android:text="Q@string/alert_password" />

<l-—— v, OKRYY ——>

<LinearLayout
android:layout_width="fill_ parent"
android:layout_height="wrap_content"
android:layout_marginTop="50dp"
android:gravity="center"

android:orientation="horizontal" >

<Button
android:layout_width="0dp"
android:layout_height="wrap_content"
android:layout_weight="1"
android:onClick="onClickCancelButton"

android:text="@android:string/cancel" />

<Button
android:layout_width="0dp"
android:layout_height="wrap_content"
android:layout_weight="1"
android:onClick="onClickOkButton"
android:text="@android:string/ok" />
</LinearLayout>

</LinearLayout>

JRD PasswordActivity.java DRBICEB L3 DDA Y v RIFARICADE CTRENBT AL T DI &,
e private String getPreviousPassword()
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* private void onClickCancelButton(View view)

* private void onClickOkButton(View view)

PasswordActivity.java

/*
*

*

*

Copyright (C) 2012-2024 Japan Smartphone Security Association

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and

limitations under the License.

*/

package org.jssec.android.password.passwordinputui;

import android.app.Activity;

import android.os.Bundle;

import android.text.Editable;

import android.text.InputType;

import android.text.TextWatcher;

import android.view.View;

import android.view.WindowManager;

import android.widget.CheckBox;

import android.widget.CompoundButton;

import android.widget.CompoundButton.OnCheckedChangelListener;

import android.widget.EditText;

import android.widget.Toast;

public class PasswordActivity extends Activity {

// REREFERDOF—
private static final String KEY_DUMMY_PASSWORD = "KEY DUMMY PASSWORD";

// Activity D View
private EditText mPasswordEdit;
private CheckBox mPasswordDisplayCheck;

/) IRRAT— R I —REDERST 75

private boolean mIsDummyPassword;

@Override
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState);

setContentView (R.layout.password_activity);

/) ROV —vF v TF v EWET D
getWindow () .addFlags (WindowManager.LayoutParams.FLAG_SECURE) ;

CROR—=IZH<)
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RIDR—=IUDSDIFE)
// View DS
mPasswordEdit = (EditText) findViewById(R.id.password_edit);
mPasswordDisplayCheck = (CheckBox) findViewById(R.id.password_ display_check);

// BIBIATI/IRR T — RO H 2 H

if (getPreviousPassword() != null) {
// kRA VN 4% Activity IHIRTEICHIEIAALZ/RRD — KH'H ZHBE.
// BIEIAA/RRT — ROHEEHRAINEWL S BEMBOOLFTY I —KRRT S

// RRRFEYI—NZAT—RIZT D

mPasswordEdit.setText ("****xAkxxim) o

/) NRRAT—RAABRFICYI—NRRT—REJ ) 7T 5D, TFEANER) A+ —%BE
mPasswordEdit.addTextChangedListener (new PasswordEditTextWatcher());
/) FI—RRAT—RIST5EBRET S

mIsDummyPassword = true;

/) IRAT—RERRTZ2ATavDFzyv IER) AT —%5BE
mPasswordDisplayCheck
.setOnCheckedChangelListener (new OnPasswordDisplayCheckedChangeListener());

@Override
public void onSaveInstanceState (Bundle outState) {

super.onSavelnstanceState (outState) ;

// BEDWEZERET Activity PNBERINBRWVWESIIEE LEGFEICIETRE
// Activity DIREERE
outState.putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword);

@Override
public void onRestorelInstanceState (Bundle savedInstanceState) {

super.onRestorelInstanceState (savedInstanceState);

// BIEIOMEERT Activity hBERINABWVWE IBELEZBEICIETE
// Activity DIRREDIETT
mIsDummyPassword = savedInstanceState.getBoolean (KEY_DUMMY_PASSWORD) ;

/**
* INRAT— R AR LIGE DUNE
*/
private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged (CharSequence s,
int start, int count, int after) {

// RIEMA

public void onTextChanged (CharSequence s,
int start, int before, int count) {
// kR4 VN 6%k BIEAAANNRRT—REFI—RRLTWEEE, 2—H—DBRRT—REANLLD &
// LEBm&, BIBAANRRTD—REI Y7L, A—H—DAANEHFHLBR/NRRT—RELTERD
if (mIsDummyPassword) {
CRDR—IIZH L)
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FIDR=I D5 DHFFE)
/) FEZ—IRRAT—RIZT%EHRET D
mIsDummyPassword = false;
// INRAT—= R AALEXFREIFIZTS
CharSequence work = s.subSequence (start, start + count);
mPasswordEdit.setText (work) ;
// A—VIENRDICRDDTHREICT S
mPasswordEdit.setSelection (work.length());

public void afterTextChanged(Editable s) {

// RER
}
}
/**
* RRAT—RODRRA TV avFzyvIaLTELEBAEDNIE
74

private class OnPasswordDisplayCheckedChangelListener implements
OnCheckedChangelistener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
// kRBAY R 5k BIEAANRRT—REFI-—KRRLTWEEE, [RRT—Naxm] LEBA
// BIBAANZRT—RZ9 YT LT, FRICNKRAT—REAANTEZREETS
if (mIsDummyPassword && isChecked) {
/) FEZ—IRRAT—RIZT%EHRET D
mIsDummyPassword = false;
// INRAT—REZERRICT S
mPasswordEdit.setText (null) ;

/) A=V IBIRDICEDZDTSDA—VILAEZERT %

int pos = mPasswordEdit.getSelectionStart ();

// KR4V 2k RRAT—RNEEXRRI DA T avEAET D
// InputType DIERK
int type = InputType.TYPE_CLASS_TEXT;
if (isChecked) {
// FT v ONBFEXRT

type |= InputType.TYPE_TEXT VARIATION_VISIBLE_PASSWORD;
} else {

// Frv Y OFFBIE~Y R I RE

type |= InputType.TYPE_TEXT_ VARIATION_PASSWORD;

// INAT— R EditText |IC InputType %%
mPasswordEdit.setInputType (type) ;

/) A=V INEEZERET S
mPasswordEdit.setSelection (pos);

CRDAR—J <)
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/) UTFDAY Yy RETTVICEDETEET &

/**
* BIEADNRRT—RZHREY S
*
* @return BIBAN/NZT—R
*/
private String getPreviousPassword() {
/) RIENRRAT—REFRSELWEEICNART— NXFI %IRRT
// RRAT—REREFLBVWERTI null #iRY

return "hirakebSma";

/**
* o UEILRY Y O TNE
*
* @param view
&7
public void onClickCancelButton (View view) {
// Activity B L%
finish();

/**
* OK K%~ DO TALIE
*
* @param view
74
public void onClickOkButton (View view) {
// password HRTFY % EDERFEICED & MU ELRNIEAE TS

String password = null;

if (mIsDummyPassword) A
/) BIEETYI—NRAD— RRFRESLIBARHIEAANRD— REBRENRRAD—RET S
password = getPreviousPassword() ;

} else {
/) FZI—RRAD—RRRLP»RVBAEF I —ANRRT—REBENRNRT—RET 3
password = mPasswordEdit.getText ().toString();

// INAT— K% Toast "R~d 5
Toast .makeText (this, "password is \"" + password + "\"",
Toast .LENGTH_SHORT) .show () ;

// Activity B L%
finish () ;

FAIDR=I DS DHFEE)
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512 IL—ILTv ¥

NR2T7—RKANBEEEEZRICIEUATOIL—ILEFEI &,
1. RAT—REAANTZHEZICREITRAIKRE (OTHRRT D) HEZHET S (WER)
2. RAT—REEXRRT DA T aVvEABTS (WAE)
3. Activity BENFFIZ/NARAT— R AT RIRRFICT S (WA)

4. IAAALIZNRRAT—RERRTZHBE. FI—NRRAV—RAERRT S (BHHE)

5121 XRAT—R%ZANT B EZICRYRIRT (OTRTY D) KeezAEI S (WAR)

AV—bF 72 VIBZEEPNNREZEDODNEATHEHINEZ DS, FZFBICNRAT—REZBAELNB YA IHNKE L,
TT7YUDHAFEE LT, RRT—REITRIVRTT BHEENVETH B,

27— R%EANT S EditText £#Y R VRTT BHEICIE. BHICLA 7Y N XML TEEY 2HEE. BMICTOS
SLETYYEZZAED 27EENH S, #iEIE. android:inputType B IC textPassword” A 3EE T 5 Z & TRIRTE,
¥ 7= android:password B THEIATEZ %, &L, EditText 7 7 XD setlnputType() X ¥V v K T EditText DAY 1
7IZ InputType. TYPE_TEXT_VARIATION_PASSWORD %:E/19 % Z & TRETE %,

LT, EhFhoyr - RERT,

L1477~ XML THEET 2 5%

password_activity.xml

<l—— RRT—RAHEBE -—>

<!-- android:password % true |\ICRET S —-—>

<EditText
android:id="@+id/password_edit"
android:layout_width="fill parent"
android:layout_height="wrap_content"
android:hint="@string/hint_password"

android:inputType="textPassword" />

Activity I TIEET A%

PasswordActivity. java
/) NRAT— RRRYA THEE
// InputType |l TYPE_TEXT VARIATION_PASSWORD %:&%ET %
EditText passwordEdit = (EditText) findViewById(R.id.password_edit);
int type = InputType.TYPE_CLASS_TEXT
| InputType.TYPE_TEXT_VARIATION_PASSWORD;

passwordEdit.setInputType (type) ;

379



Android 7 7Y X a1 7HKE - €FaT7aA—FT 4 v IHAR 2024-02-29

51.22 XAV —REEXRRIT DA TV avERETD (WA

AX—F7AVICHBFBNRRAT—=RAREI Y FRRXIVTOANERZ D, PCTEF—R—RANTRHELLHET S
ERADDPELYT WV, ZOANDEDLLEINS - —(FBEMA/NRRAT7—REFBLTLES TREELHY., DA >
TERTHD, FLEHEDRRT—RAAKBICEIYTAD Y 2OV ITBREDR) O—H2HE. BAAK
TEDRIIBIZDLOICTINEEH D, TNOHDBREREL T, "RATVT—REEXRRTER A S VavE2@AET S
ZET, BEWNRAT—REFALTHELAZ LD IS,

REL RRAT—REEXRRLEBICRERSINZTREESH D0, ZOF TV a VEFEIERIC, 21— —IBEZH
SOPERADERERIVELNH D, £/o. IXRTT DA TV a Va2 GE. IXRFOBEEBRET 20 EF
XRTOEBRBRETOMCEALARTIVLENH S, RRAT— ROEXRTOFIRICDOVWTIESHEDIRICTRIREE
HERIIBFETCHD, DO, TORDY Y I T— RICIZ/INRAT— ROEXRFOFHRIZSHT VAL,

T

E512 /27— RKRDEXERT

EditText ® InputType #§E T, YRAIRREFEXRTEZNIEZIDHIENTES

PasswordActivity. java
/**
* NRAT—RORRATVavFry KR LELBEDINE
*/
private class OnPasswordDisplayCheckedChangelistener implements
OnCheckedChangelListener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
// kR4 VK 5%k BIBAANRRD—REFI—FRRLTVWREE, [T —RERER] LEBA.
// BIBAANZRT—RZ20YYT7 LT, FRICNKRAT—REAANTEREET S
if (mIsDummyPassword && isChecked) {
/) FI=RRAT—=RISTEBRET D
mIsDummyPassword = false;
// NRAT—REERRFIZT S
mPasswordEdit.setText (null) ;

/) A=V IWEBEDIRDICEDZDTSDA—VILMEZERT %

int pos = mPasswordEdit.getSelectionStart () ;

CRDR—VITHEC)
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RIDR—=IDSDIFE)
/) RBRAVE 2%k RRAD—REEXRRT DA T avEAET D
// InputType DIERK
int type = InputType.TYPE_CLASS_TEXT;
if (isChecked) {
// F TP ONBFIEFIRT

type |= InputType.TYPE_TEXT_ VARIATION_VISIBLE_PASSWORD;
} else {

// FTvY OFF BRFlIET RV KRE

type |= InputType.TYPE_TEXT_VARIATION_PASSWORD;

// INAT— R EditText |IC InputType %%
mPasswordEdit.setInputType (type) ;

/) A—VINEBEZRET S
mPasswordEdit.setSelection (pos);

5.1.2.3 Activity &ZEFFIE/XRT7—REYRIKRRFICT D (WE)

EHETNRRAT—RRRFLTLEV, BE=FHICESN DI & &<, Activity BEIBICNNRAT—RERRT 24T
YaVDTIAINMEEA TICTEIRETH D, TI74IMERRLAICEDZDHEERTH 2,

51.24 FIEAALERRT—RERTTBHAE. ¥I—1RT—RaXRFT2 (LE)

BIEAALENRRT—REHBET 325G, F=FICNARAT—ROEY M52 R0WEDSIC, BEXFHOYRAIXF (@
BRE) THYI—RRTIRETHD, £/, ¥I—KRFRBHIC INRAT—RERRT S| & LEHEIE. XRAT—R%E7)
FLTHOLEXRTE—RNICT S, TNICEY, AR—FI7A VD BRBSNIFICL > TE=ZFOFICE>ELTH
BIEAALENRRT—RIBARONDBHRELBERCIMAZ I ENTE S, 4B, ¥I—RFFICI—F -2 27—
REAALED ELEBRICIE. ¥I—RREZBHRLTBEOATREICRIVELH S,

BIBIAA LRI —RERTY 258, ¥I—/1RT—RERRT D

PasswordActivity. java
@Override

public void onCreate (Bundle savedInstanceState) {

// ~Elg~

// BIBIANNZT— KD H 2 H

if (getPreviousPassword() != null) {
// KBRAV N 4% Activity MIEIRTEFICRIBIAALE/AR T — RH¥H BI54.
// BIBAF/SRR T — ROHBAERBAIN WL S BEMBOOLFETY I —KRRT 3

// BRRFYTI—NRZAT—RIZT S
mPasswordEdit.setText ("****xx*xkxxkm) .
/) NRAT—RANBFICYI—NRRT—R%EJ)TT2D, TFANERY R F—%%E
mPasswordEdit.addTextChangedListener (new PasswordEditTextWatcher());
/) FZI=RRAT—RIST%EFZRET D
mIsDummyPassword = true;
CROR—VIHEL)
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FAIDR=I DS DHFEE)

}
// ~Elg~

/**
* BIEADNRRT—RZHREY S
*
* @return BIEAF/RRT—R
*/
private String getPreviousPassword() {
/) RENRRAT— KBRS BRLEWERICNART— RXFI %IRRT
// NRRAT—ReREFELBVERETIE null ZRY

return "hirakebma";

"I —RKAFIE. NRAT—RERRT DA TV avEaAVILTDERTNEEVYTT S

PasswordActivity. java
/**
* RADT—RORFA TV avFzyv I 5ERLLGEDNE
74
private class OnPasswordDisplayCheckedChangelListener implements

OnCheckedChangelListener {

public void onCheckedChanged (CompoundButton buttonView,
boolean isChecked) {
// hRA VN 5% BIEIAANNRRT—RESI—KRLTWBEE, [RRT—R%ERKRR] LEBE.
// BIBIAANRRT—=REI )7 LT, FRICNKRAT—REANTELREET S
if (mIsDummyPassword && isChecked) {
/) FI—NRRAT—RTSTEEET D
mIsDummyPassword = false;
// NRAT—REERRICIT S
mPasswordEdit.setText (null) ;

// ~Elg~

"I —RAFICA—Y DR RT—REAALEIBEICE. ¥ I—KRREBRT S

PasswordActivity. java
// REREROF—
private static final String KEY_DUMMY_PASSWORD = "KEY_ DUMMY_PASSWORD";

/) ~Eg~

/) RAT—RKNFI—RR-IMERTTITY

private boolean mIsDummyPassword;

@Override
public void onCreate (Bundle savedInstanceState) {

// ~Elg~

CRDOR—SIZ#E <)
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HIDR—I M 5D E)
// BIBIARD/IRR T — RHH 2 H
if (getPreviousPassword() != null) {
// kRA VN 4% Activity HIHIRTEICHIEIAALZ/AR D — KHH ZBE.
// BIEIAA/RRT — ROHEEHRAINBRWEL S BEMBOONLFTY I —KRKT S

// RRIFYI—NRRAT—RIZT B
mPasswordEdit.setText ("****xAkxxim) o
// IRADT—RANBFICYI—RRT—R%E))T§2D, TFRAMNEFRY R F—%HE
mPasswordEdit.addTextChangedListener (new PasswordEditTextWatcher());
/) FTI=RRAT—RISTEBRET S
mIsDummyPassword = true;

}

// ~Alg~

@Override
public void onSavelInstanceState (Bundle outState) {
super.onSavelnstanceState (outState) ;

// BIEIOMEZERT Activity PNBERSINABWVE IIBELEBEICIETE
// Activity DIRRERE
outState.putBoolean (KEY_DUMMY_PASSWORD, mIsDummyPassword);

@Override
public void onRestorelInstanceState (Bundle savedInstanceState) {

super.onRestorelInstanceState (savedInstanceState);

// BEEDWEEZERET Activity PNBERINBWVWLIEBE LEGEICIERE
// Activity DIREEDIETT
mIsDummyPassword = savedInstanceState.getBoolean (KEY_DUMMY_PASSWORD) ;

/* *
* INRAD— RE AR L7358 DUNE
*/
private class PasswordEditTextWatcher implements TextWatcher {

public void beforeTextChanged(CharSequence s, int start, int count,
int after) H{
// KRIEA

public void onTextChanged (CharSequence s, int start, int before,
int count) {
// kBRAV N 6Kk BIEANNRRT—RESYI—RRTLTWEIEE, 2—HF—DR2AT—READLELDS &
// LEBE, BIBAANRRT—RE22Y 7L, A—HY—DAAEHFHLR/NRRT—RELTERD
if (mIsDummyPassword) {
/) FZ—IRRAT—RIZTEFZRET D
mIsDummyPassword = false;
// NRAT—=REAALEXFEIFICTS
CharSequence work = s.subSequence(start, start + count);
mPasswordEdit.setText (work) ;
/) A—VINBEIPRANICRDDTHREICT S
mPasswordEdit.setSelection (work.length());
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public void afterTextChanged(Editable s) {
// RIEMA
}

513 7 RNV X b

5.1.3.1 OV 4 VAEBIZDWT

NRRT—=RAADNKRD SN ZBEDORKRFIIOT A VLB THZ, OTA VREBTREZMITERA Y M 2L DB
ER:E

A4 VRIS —XyvtE—Y

AJAVREBTEID (FHADVK) ERXRT—RD2DODOBEHREANT D, O 4 VKREEFICIE ID BEELRVES
. IDEEETZHNRRAT—RDPBE>TWRIHED 2 D20 H 2, OTA VEBDA v E—ITID2 D2DHEERXKH
LTERTT DL, WBER BELALID AEETIHEDN] ZHRATETCLED, TOLIAHUEHFIAVEDICE,
A4 VERBEOXyE—YTld, LEE2 DOBEERBIETICTRDLIICKRTIIRETH %,

Awvte—26: A4V ID F-1F AT —R PEE->TWET,
BHEIOJ 1 v ike

—E., OJ4 VREAMINT 2 ERELAEIZO T AV ID E/XRAT—ROANEEB LT, BEINICA S 1 V%217 D BeE
NHd, BFAT A VHEERBEDLVWAANNEBTZZ2OTHEENSELSD. TORBEAY— N7 R E#SIE
BRICB=FICERINSD )RV,

BE=FBICERASNEBEOREEIZHTANLNZAED, +oREFa) T+ WELNARRIEZEEICOA. BEBOT 1Y
HEEEFIAT 22N TES, FIZIE. 2V A VYNYFVITTT)DBAE. B=ZICHAERIEIND EEHENLEHSE
PHEZ2OTHFAOS A VEICEDETEF 2 ) T+ /RSB AE RS, [EKE LT, DRELEA EDOE&ENANE
DEETDERNICIENAZRT—ROBANEZRDZ], B8OV VERERICI—H—IIR L THAIEREMEL,
ERHROAY JA5ET] BEVWKONZEZASNS, BEIOS A VOMAICHAE>TIE, IhS5DOREEFHRICFEME S
D2 EBEL T, EELRFNETOINETH D,

5.1.3.2 RRAT7—RZEREIZCDWT

—ERELLENRRT—RERHDONRRAT—RIZEET 215G, LTOANBEEZ2EELICARITRNETH S,
s IWED/NRZRT—NR
e FILWIRT—R
e FILWARRT—R (ADHERA)

HEIOS A VHENADVWTWBIHAE, BE=BLT7 U AFAEATEZZ2T8EELIH D, ZDHFE. BFIC/NRNRRAT—REEERS
nEnwEd, BEDNIRRRAT—ROANERDZIZBENH D, £/, FILWARART—RKPANIRATHEARREICHESEHRE
WO, TLWARRT—RIE2E., ANEKRDBZVEINDH B,
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5133 YRFTLD [NRRAT—R%ERFR] BREAZ21—ICDWVWT

Android DEREA =2 —DHIC [NRRAT—RERR] EWIBRENH D, BE>EFXF1VT4 >/ AT—RERFR

Android 5.0 K UBION—La Vv E T, ZOFIBETRETE S, 727 L Android 5.0 LAETIE, [RRAT— RAERFE] &
FIVvIRYIADD NTIVRY VICEREINTWS,

s oul B 2:11

SIMAO—FOwd

SIMA—FOvIEE
KA -k

INAD = FEERR
AT = EAHEIC

\ ZEE%E iER

Sh0E =128

BB ESDN — KAS

mb h#b#JZh—w
513 B/E— /27— REXRTR

[IRRT—RAERT] BEEFVICTDERRICAALE I XENEXRTRE RS, —ERR 2 BEE) &81%. ik
ERDXENAAEIND EEXRRIINTVWEXFREIVYRAIRRIEING, 7715, ATEBRDISOIYRIRTER
3, NIV RATLAREKICEEST BZBRETHY., EditText D/ T — RRTFMEAFRALTVWRTRTO7Z Y ICEAS
na,

—EEMER
=yl
MOEFEAR

514 NRRT—RANEOXFORT
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51.34 27— v TFvDEML

NRRT7—RNAABETR/ART— R EDBABRIEELICKRTIINDAEEIH D, ZOLIBREE CIHE=EIC
SO TRV —vE v TF v HSBEABERNIRELTCLEIBRNADH S, &> T/RRT— NAHNEEREDEANERDL
RRSNTLEDBRNOHZIEEACRERAI ) —VF v TF v 2BMILTEBENH S, RV )—VF v TFvDIE
b (% WindowManager IC addFlag © FLAG_SECURE %3 €3 2 Z & TRIETE 2, o, £Fa VT4 BLUVT 34
N —REDH, DT 7)) TO FLAG_SECURE D& E%EIE# T 2 FERAERFIZREFTHOARVWI &N, TA
Ay /R—7O75 LR O—ICTHREBEINTWSY,

5.2 Permission & Protection Level

Permission @ Protection Level (& normal, dangerous, signature, signatureOrSystem @ 4 f25E0°%H %, ZDfIC [devel-
opment] lsystem] lappopl HFEET 2D, — ML T 7Y TREALBRVDOTERETOAIZERET 5, Permission
I& & D Protection Level T#H % MM IZ & 2 TENEF N, Normal Permission, Dangerous Permission, Signature Permission,
SignatureOrSystem Permission &MEN 2, UT. DL DI REMEFHED,

521 4> 7)a—1K

5.2.1.1 Android OS EX7E® Permission =% 9 % A%

Android OS IFEFERY GPS BREDI—HY—BEATIL VI THLRET 27O Permission EWIEF21YF 1D
T A D H %, Android OS NFEXFRELTWVWD, T LEBRPHEEICTI/IERTZT7 Y IE. BRBICENRSIC
TOERTBHDER (Permission) ZFIAEE LAThiERS54W, I —F—REHIHER Permission Tld, ZD
Permission ZFIHEE L7 TYDNMI VA M—LEINB L ZITROD LD RA—Y—RBEBEHI RTINS,

*1 https://support.google.com/googleplay/android-developer/answer/12253906#flag_secure_preview
*2 Android 6.0(API Level 23) LABETid, 1 —H—FREMERDONEIFS VA M—LEICTHbNRT, 77 OERTHICHEROFAZERT 24HIC
EEIN, F#MIE 15.2.1.4. Android 6.0 LAB& T Dangerous Permission 2R 2751 & 15.2.3.6. Android 6.0 LAFED Permission €7
IWORBREREICOWT] 28RTB T,
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B PermissionfIRESY..

COPFIr—avEmA A=)l
LETh?

COPFN)r—a 2 [CHFO] T SHER:
. z v D — 23818

COWRBREEICEY. A—H—IZZDT7 YN EDLI BBEPRBRICTIVERALESIELTVWEROLNEHMEB I ENT
x2, 5L, 77T DOEEICEASNMCRABERBERBRICTIEALELD ELTWEGEIEE. ZOT7 TV IXEEZELNH D
7T DEESEAEWV., RAICEDDT YLD TTHI EEbNAVWEDHICEH., FIHESE Y % Permission &
INBRIC LR T nUE7R 5780,

R4V b
1. #IF 9 % Permission % AndroidManifest.xml (Z uses-permission THREEE T %

2. AHE Permission IFFIHEEE LW

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.permission.usespermission">

<!—— kR4~ 1%k HAETS Permission % AndroidManifest.xml I uses-permission CHIHES Y% ——>
<l—— A9 —xy MZT7YV®EAR$ % Permission ——>

<uses-permission android:name="android.permission.INTERNET"/>

<! *RAV K2k TWUER permission FFRAEE LAL >
<! 7Y DEMEICANER Permission ZFIHES L TWd &, I—HF—ICRERRESZATLED

\Y

<application
android:allowBackup="false"
android:icon="@drawable/ic_launcher"
android:label="@string/app_name" >
<activity
android:name=".MainActivity"

android:label="@string/app_name"

CRDR—VITHEL)
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android:exported="true" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>

</application>

</manifest>

5.2.1.2 MEEZHD Signature Permission TEH#7 7V E# ¥ %A%

Android OS B"EZ& Y % BLE D Permission OfiC, 7 7)) A B IC Permission 2 EH T 2 &N TE 3, MEEED
Permission (IEFEICIZIMEBEE D Signature Permission) ZFEAIE, BHT TV EFNEZETZ24A%ED AT
&%, BROBHBT TV EA VA M-V LIBHRIC. TNENOT T ) OEHEEICIA. 77 BEEIC L 2BAHEE
HIRMT BT BROBHET TV 22 ) —XRFBLUNEE EIFSE, &V &N H 2,

Y 7INT05 5 L THEES Signature Permission (UserApp) | &4 > 7L 7045 5 4 T EE Signature Permission
(ProtectedApp) | I startActivity() 3%, 7 7Y ZEACHARERTELGIN TV ILENH D, L LEGL-HARER
MR ZIHE L. UserApp |E Intent Z3£{EH J'. ProtectedApp (315 L 7= Intent Z0IB LAV, £/2T7 KAV R &S
a3V THBLTWSA YR b—JUIEFIC & % Signature Permission EEDREREICEHFL L TW 3,

rotectedApplcintent

Intent = Z{ET S

ComponentZzF|HT 57 71) ComponentZxigiit+5771)

5.2.2 JBEEZED Signature Permission TE#7 7' % E# %

R4 >~ b : Component 2R3 27 7Y
1. 28 Permission % protectionLevel="signature” TEFK I %
2. Component (C & permission B T B Permission &% EET %
3. Component ' Activity D37& IC 1S intent-filter % EF L A\
4. Y —23d— R LT, EES Signature Permission BT FVICEWERINTWE I E5HERT 2

5. Android Studio * % X = 2 — : Build -> Generated Signed APK &i#3R L. Component #3277 &R UH
FERTAPK 2EELT D

AndroidManifest.xml
<?xml version="1.0" encoding="utf-8"?>

CROR—=DIZHEL)
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<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="org.jssec.android.permission.protectedapp">

<!—— R4V b 1% B Permission % protectionLevel="signature"CE&JI S ——>
<permission
android:name="org. jssec.android.permission.protectedapp.MY_PERMISSION"

android:protectionLevel="signature" />

<application
android:allowBackup="false"
android:icon="Q@drawable/ic_launcher"

android:label="@string/app_name" >

<!—— R4V K 2% Component ICI& permission B THE Permission Z%¥8ET S ——>
<activity

android:name=".ProtectedActivity"

android:exported="true"

android:label="@string/app_name"

android:permission="org.jssec.android.permission.protectedapp.MY_PERMISSION" >

<!—— %RA Vb 3%k Component ' Activity DFAEICIE intent-filter EEZ LAV ——>
</activity>
</application>
</manifest>

ProtectedActivity. java
J*
* Copyright (C) 2012-2024 Japan Smartphone Security Association
*
* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

& http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software

* distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

*/

package org.jssec.android.permission.protectedapp;

import org.jssec.android.shared.SigPerm;
import org.jssec.android.shared.Utils;

import android.app.Activity;
import android.content.Context;
import android.os.Bundle;
import android.widget.TextView;

public class ProtectedActivity extends Activity {

CRDOR—J IR <)
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// B#t® Signature Permission
private static final String MY_PERMISSION =
"org.jssec.android.permission.protectedapp.MY_PERMISSION";

// BDIAED/NY ¥ 1fE
private static String sMyCertHash = null;
private static String myCertHash (Context context) {
if (sMyCertHash == null) {
if (Utils.isDebuggable (context)) {
// debug.keystore M"androiddebugkey"DIIEAEZE/NY ¥ 18

sMyCertHash = "OEFB7236 328348A9 89718BAD DF57F544 D5CCB4AE BO9DB34BC.
—~1E29DD26 F77C8255";
} else {
// keystore D "my company key"DIFERZE/N\v > a{E
sMyCertHash = "D397D343 ASCBC10F 4EDDEB7C A10062DE 5690984F 1FBI9E88B.
—D7B3A7C2 42E142CA";

}
}

return sMyCertHash;

private TextView mMessageView;

@Override

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
mMessageView = (TextView) findViewById(R.id.messageView) ;

// RkRAV N 4% Y—ROA—KLET, MBEESE Signature Permission WERTZ FVICEWEREIhTWE I &
HHERRT
if (!SigPerm.test (this, MY_PERMISSION, myCertHash (this))) {
mMessageView.setText ("JMEES Signature Permission BE#T7 FYICLWERINTWLAL, ");

return;

// FEREDN—HT 2EEICDH. WBEHEITT 2
mMessageView.setText ("MBEEZE Signature Permission AEHT7 TVICKYERINTWE Z & AT

-

SigPerm. java

J*

* Copyright (C) 2012-2024 Japan Smartphone Security Association

*

* Licensed under the Apache License, Version 2.0 (the '"License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at

o5 http://www.apache.org/licenses/LICENSE-2.0

* Unless required by applicable law or agreed to in writing, software
* distributed under the License 1is distributed on an "AS IS