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twitter

4.1.1.1. Activity
A2 Activity £455):

Activity

. taskAffinity ERLTF 24 =T+ EELGL

E=FFUmed Intent TH-TE. BE Intent OFEHEERETS
FRTFTIIRE—=FFITHEEOE, T I OMESESL T

Activity #3E2MEEET S121E. AndroidManifest.xml @ activity E¥O exported %

AndroidManifest.xml
<Pl version="1.0" ancoding="utf-8"7>

= FELM Activity —>
L= defo 2 b 1 taskAffinity TRALTF 24 =2 F s EH/ELGEL —>
1= e 2 bk 29 Activity IZik lsunchMode ZHEEET. HlEF 4L K
L= defo 2 b Ik exported="false"IZ £ 4. BFEHIZELMEET S

1

2. .nﬂu.u:ti'm'it',.rI:ril:Iaunn::hlh"lc:udvai-ﬁ‘E‘E‘?'~1'i’.«E?:ﬂ'Jal'.l'L--wnW‘I _n n
- 3. exported="false"|=kV . BEMICIELMIEETS exported_ false

4.

5

&=~ standard™ L¥ & —>

TECTIVITY
android:name=". PrivateActivity” |
android: labal="str ing/app_nams”
ol exportac falzg” /> —===— android:exported="false'
L]
. I
H Private Activity.javas
.Java package org. jzzec.android.act ivity.privateact ivity;+
H

import android.app. Aot ivity;+
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Intent

4.2.1.1. Broadcast Receiver - Broadcast

A MBroadcast Z2E/T5):

4. RE—77UA Receiver (25X IEEOBRN Intent T Broadcast #5425

5. EEXIREE—7FUN Receiver ThHaI-th. o7 TiEREEEFEL TN

6. R—77JA Receiver hc OEREHRTH>TH. ZETOELHEEETS

PrivateSenderActivity.java
package org. jssec_android broadcast. privatereceiver:

import android. app. Activity.

import android. content. BroadcastReceiver.
import android. content. Gontext:

import android. content. Intent;

import android. os. Bundle:

import android view View:
import android. widget. TextView.

public class PrivateSenderActivity extends Activity |

public void onSendNormalClick (View view) [
ff kA o k4% BE—F FYNA Receiver (X7 5 A 1EEOBREM Intent T Broadeast i%#{54 5
Intent intent = new Intent(this, PrivateReceiver.class).

Broadcast

Receiver
Intent

JkBA bk 5k FERIZE—7 7Y M Receiver THBHI=8., LT THEEERELTE L
intent. putExtra ("PARM”, "t > 25+ F4i{&#8 from Sender™):
sendBroadcast (intent) ;

public void onSendOrderedClick(View view) |

All rights reserved © Japan Smartphone Security Association. Broadcast
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SNS

4.6.1.1.

A
1. Z74NIE. 7FTIFALOM)ARIZER TS

TF7AIDToLRIE L, DT TR B TELNESIZTSAA—FE—FIZT D

2.
3. UL TATLERERMTOILATED
4

T7AICEHTHIENLBRRISHLTE, TEOAFEIEOTATORLMERET S

Sk
* 771 ILOERNRE
*
* @param view
*/
public void onCreateFileClick(View view) {
FileOutputStream fos = null:

] cateh (FileNotFoundException &) |

openFileOutput() MODE_PRIVATE

Bk Id FEAINE, TTIT 2 L0 FURIZERT S

[ kRA 24k ZFAILDFI AR, RFFTIARABATELENE S T4 A= FE—FIZT 3
fos = openFileQutput (FILE_NAME, MODE_PRIVATE):

fokRA Ik BT THBRERMTLIOLENTES

JokEA Ak TFAIICERT AERBICHLTIER. TOAFERIIELsTHEOREHEREETS
fFe TNz oERE, 3.2 ADhT—20REMEHET L) #8E,

fos.write(new String("E T4 F4IiH8 (File Activity)¥n”). getBytes());
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JVN#23328321

LogCat

RAk:

1. BJOHAREEH—TH

2. UL TAIRBHRESTOIETIAVIELFOBEOHAENTS
3. BEI® Log 95 AEERT S

UselogActivity.java
package org. jssec. android.util. log:

import android. app. Activity;
import android. os. Bundle:

public class UselLoghctivity extends Activity |

@0verride

public void onCreate (Bundle savedlnstanceState) |
super. onCreate (savedInstanceState) :
setContentView(R. layout. activity_output_log):

kR 1k OFOHEAAEEH—TD
// BEIOLog P S AEFRLTOS2#HAhT S
Log. d("tag”, "message”).

Log.java

package org. jssec. android.util. log;

[/ kWA b3k BETO Log 7 5 AEERT

public class Log {
public static final
public static final
public static final
public static final
public static final
public static final

int VERBOSE = android. util. Log. VERBOSE .
int DEBUG = android. util. Log. DEBUG:

int INFO = android. util. Log. INFO;

int WARN = android. util. Log. WARN;

int ERROR = android.util. Log. ERROR:

int ASSERT = android. util.Log. ASSERT:

public
ret

public
ret

public static int d(String tag, String msg) |

fokRA R LT THERBEESCO S ETAYSTENL FOBOABHT S

it (SecApplication. isInDebugMode()) {

return android. util.Log. d(tag, msg) .

] else |
return -1

}

[
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ContentProvider

ContentProvider

(pref.db)
(/Public)
Content
Provider 7
0SA 1 y
_data: “/sdcard/data/hoge.txt” /
: local modified: 0 /
<provider path: “/Public/hoge.txt” /
android:name=".provider.DropboxProvider” = . /
android:authroties=  S— .
“com.dropbox.android.Dropbox™> _data: “/data/data/com.dropbox.
e android/databases/prefs.db”
</provider> local_modified: 1
path: “/Public/prefs.db”
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ContentProvider

ContentProvider
exported ’false”

o/

Content
Provider

<provider

android:name=".provider.DropboxProvider”
android:authroties=
*“com.dropbox.android.Dropbox”

android.exported="false”>

</provider>
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ContentProvider

43.1.1. Content Provider
oA k(Content Provider #4E5) :
1. Android 2.2 (API Level 8) BIEClIE3E4 M Content Provider RELLGLV(TELLY)
2. _exported="false"l= kb BTHICEAMEET S
3. E—=FAVANLODYIIATHITH ATA—IDEEEEHETS
4, ARARTIVER—F7F7ITHIMG, LTI GIREEEREL TEL

AndroidManifest.xml

<Puml version="1.0"7 encoding="utf-8"7>

‘manifest xmins:android="http://schesss. android, com/apk/res/android”
package="org. jesec, android. provider. privateprovider”
android:versionCode="1"
android: versionName="1,0" >

1= %4 2k 1% Android 2.2 (AP] Level 8) EIMITIXIEe:® Content Provider EMBL LY (TELLY —>
<pses-sdk android:minSdkVersion="9" />

<app|ication
android: icon="Bdrawable/ic_launcher”
android: label="8string/app_name™ >
<activity

android:name=", Privatelserhctivity”
android: |label="8str ing/app_name™ >

dmewiven AndroidManifest.xml

<category android:name="android. intent. category. LAUNCHER™ />

</intent-fi|tar> EXpO rtEd false

<Jactivity>

Cl— %o 2 29 exported="fTalse [Z &Y, BRBIZREMEETS —
<provider

android:name=", PrivateProvider™
android:author ities="org. jssec. android, provider, privateprovider”
android:exported="false™ /»

</mani fast>
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E Picture Manager

JOV 54 F—43
Jdata/app/comsonydna picturemanager.apk Jdata/data/comsonydna picturemanager
|  Androidianifestxml |—cache
| classesdex Javad—F (#irH1)) | L—webviewCache WebViewHF +~ia
| rescurcesarsc HFRFD)—2A |
| |—databases
|—assets | labeldb ¥ HDE
| Appibout_en html AR —3 | metadata.db
| e | webview.db WebView HDB
L—res | webviewTache db WebViewHF 2 2DBE
| |
F—drawsble—hdpi F—files
| broken_image. png Bi&EZ771IL | Medialist1.dat FAIRF 2771
s |
F—layout b
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